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Amoyopebetar 1 avttypapy], anodnxeuor now Slvopy TG ToEoLOUG EQYXOING, &€ OAOUATIQOL 7] TUTUATOS
oaUTHG, Yl eumoEtod oxomo. Emtpémetar v avatdnwoy, amobnmevor war Swavopn yioo oxomd v
%1e0800%0TUHO, EXTAULSELTIUTNC 1] EQELYNTIUYS QUOYC, LTLO TNV TEOLTO0ECY] Vo AVaUPEQETAL 1] TTNYY] TROEAEVLGT|C
nat vor Statypeltan 10 ToEov pnvupe. BEowtpata mov apopody 1 yenom g epyaoiag Yl #epd0o%onino
onomo mEeémet va aneufdvoviat TEog Tov cuyyEapEa.

Ot anddelg nat 1o CLUTEQACUATA TOL TEPLEYOVTAL GE ALTO TO EYYEAPO exPEALOLY TOV GLYYQXPEX

not Sev mpenmet v eppnvevbel Ot avtimpoownebowvy Tig enionueg Héoeg tov Ebvixod MetodBiov

[Tolvteyvetov.



Evyaxgtotieg

H nopoboa Stmhwpatiny epyocia anOTEAEL TO TEASLTALIO GTABLO TWY TEOTTLYLAXWY GTOLOWY KOV
oto Ebvind Metoofio IToluvteyveio.

Apywa O el va evyaptotiow tov xabnynty pov x. Baoiieto Mayrhopn yio v epumiotoovvn
mov pov &detée, TV euxaEla TOL POV Edwae UxOWS Kot Yo TIC TOADTLUES GLPBOLAES TOL. AnOUY,
eLYXELOTW OAX T héAN Tov epyaotrneiov NETMODE ywx v Bonbea toug, nat tdixitépng tov
vrevbuvo g dtmhwpatinng pov epyaciog Kwvotavtivo Twty, yia v &ptoty) ocvvepyaoia pog
noBwg not yroe v mohbTLn ®BodMyn e Tov oe Ok To GTASIU EUXTIOVNGYS TTC.

Téhog Oo Wbeho vo evYXEIOTNOW TNV OWOYEVELX XAl TOLG QIAOLG HOL Y TNV OVEXTIUNTY

LTOOTNELEYN AAL CLUTAOATTAGY] TOVG, GTY] SLAEXELX TWV GTOLAWY OV,






ITe@iingn

2nOTOG TG OIMAWUXTINNG EEYAOLOG ElVal 1] QVATTUEY] INYAVIOU®OV YL TNV GLALOYYN Sedopéveyv
dtvonng xivnong, Aoppovoviag v OPv To eTEQOYEVY] TEQLBUAAOVIA TOL GUVAVTOLPE OTNY
obYYEOVY] emoyY. Alvetat LOLUTERY] EUPACT] GTNY LUAVOTYTA TEOCAEUOYYS ToL x&be pnyaviopod oe
OTESG TIC LTTOBOWUES YWELC Ot ETULUEQOLS LOLALTEQOTNTES TOLG VO ATOTEAOLY TEOYOTESY. Tar Sedopéva
TOL CLAAEYOVTAL Elvat tSLiTEQX YOOI GTOLG BLXYELOLOTES T1G %dbe LTOSOUNG OTWS eNiog KoL
OTOUG YEYOTES TG OE MEPLNTWGY] TOL TEOUELTAL Yo TAATPOQUX TOMMXTAWY evoirwy. Enopévwg, to
emBopntd amoTéAeopo elval 1] AATAVOUY] TV OeSOPEVWV OVIAOYX HE TOLG TOQEOLG TOUL

avTiaToryoby 6Tov nabe évowo.

Ewdwotepn, avamtoybnue évag pnyoviopog yio  apyrtextovines Awmtdwy  Opllopeveov  and
NAoyopnod, Baotopévey oto npwtdonolo OpenFlow. Ot vnodopég mov peretobvior péow g
DAOTIOINONG EVOL EVOG 7] TOAMATAWY YENOTOV — evoinwy. O pnyaviopog Baotletar oty xivinon
onpoatodooiag mov avtahhdcovy eyyeveg Ta otoryelx ™ SDN vrmodopng xat cupminewvetal
navovtag Oetypatolndio ™me xivnong pe yonon tov sFlow. Xtoyog eivar 7 mAnpoyopioa mov
OLAAEYETAL VO Elvall TEOGRAGLUY] ATIO TOV EXXOTOTE eVOLXPEQOUEVO. TELOG avakhovTat evolhanTinég
xEyLTERTOVINEG, Ol omoleg PBuacilovial o AVATEOCAPUOYES TNG XQYIMYG, AAVOVING YOO TOL
ewmovinobd petaywyéa Open vSwitch. Me avt0 10V TPOTO eMSLOKOLUE TNV TEOCAOUOYY TOL

UMY XVIOPOD TOGO G LTOGOMUES LTOAOYLOTINWY VEYWY OGO %Al O XCLEUXTEG UTOOOUES.

O pnyoviopog auTtog UIoEEL Vo ATOTEAETEL Bdom ytow TNV S1|LovEYLaL EVOG EVOTIOLYUEVOD TAXLGLOL
YLoe TNV GVTANGY] SIXTLOUWY SESOPUEVWY AL XVTOUXTNG TAQEOLOLXGYS TWV SESOUEVKV HLTOV GTOVLG
YONOTES TwV  OlpOOWY  TELQUUXTIXWY  LTOOOUWY  UEYIANG  YALROMAG OO0V HEQOG  Tg

AELTOLEYIOTYTAG IOV TEOGYEPEL TO TEQLRUAAOY.

Agkeig Khetdra: <<Aixta Optlopeva and Aoyopnd, OpenFlow, [Taporokovnon Awmtdwy,
[TeptBarrovta [ToAhamhwv Evoinwy, Etepoyevy IeptBdrihovta, Ewmovinn Awtdworn >>






Abstract

The scope of this thesis was the development of a mechanism for the collection of network
monitoring data, taking into account the heterogeneous environments encountered nowadays.
Considering the variety of these environments, we strive to make the mechanism as adaptable
as possible to the individual characteristics of each facility. The importance of data collected is
significant not only for the administrators of each platform, but also for each user — tenant
(when multi — tenant environments are concerned). In the case of multi — tenant environments,
network monitoring data have to be accessible only from the corresponding tenant, enforcing
isolation.

Specifically, the mechanism developed was based in Software Defined Networks architecture,
namely OpenFlow based SDN, and targets both single and multi — tenant infrastructures. The
aforementioned mechanism is based on the signaling traffic natively exchanged between
elements in SDN architectures and is integrated with a sampling extension using sFlow. Our
goal is to make the monitoring data gathered accessible on demand, in a personalized fashion.
Finally, as mentioned we strive to make the proposed implementation adaptable. As a part of
this effort, adaptations based on Open vSwitch are introduced, in order to allow our
mechanism to be compatible with both cloud and wireless facilities — research platforms.

This mechanism can be used as the foundation for the creation of a unified framework for
collecting network monitoring data, and automatically presenting them to the corresponding
tenants of various experimental infrastructures as a part of the environment functionality using

an automated and abstracted procedure.

Keywords: <<Software Defined Networks, OpenFlow, Network Monitoring, Multi — tenant
environments, Heterogeneous environments, Network Virtualization>>
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Kegdhato 1. Etooywyn

Etoecywyn

1.1 Avriceiusvo

H avantuén tov Internet ot twv erovinwv vrodopwy (virtual infrastructures) mpooépepe
) SLVATOTNTA SLALUOLEAGUOL TWV SUTLAKWY TOEWY GTOLG YEY|OTEC-EVOLNLAOTEG (tenants)
HeEYaIANG  nMpoxoag  metpapaTitwy  ubmodopwyv  (testbeds).  Tétoteg  mAaTYOEpES
YONOLLOTOLOOVTAL VLot TOV TELQXUATIOUO, TNV EVOWUATWAY] UXL TNV ETUAVOWEY] TG EMOUEVYS

yewtag twv teyvoloywy Sutdwy (Future Internet Research and Experimentation — FIRE).

210 TAXLOLX TG TXEOVOOG SITAWUATINNG EQYXOLNG LEAETWVTAL Y)Y XVIOUOL Mt EQYAEio YLat
™V avantuén pebodwv cvAloyrg Sutvaxwy Sedopévwy (network monitoring data) and
etepoyevy] meptBariovia. Aapfavoviag v oY TNV TOWAOPOQEPIX TV  SUTLANGV
LTOSOUWY TIOL GUVAVTOLPE OTIC MEEES MG, Pophvovoa onuacio €yel 7 uavoTnTo
TEOCUQPOYYG TOL UNYAVICUOL OE ALTEC. AV TEOMELTAL Yot LTOSOPES TOMATAGY EVOIXWY, O
nofévag mpemet v eyet TpOcBaon oTa Sedopéva TOL GLAAEYOVTAL ATIO TOPOLG TTOL TOL EYOLY
enpiobobel. Emmpoobétwg, eivar emBupnto ta dedopéva mov avthovvta va mapovatalovion
OTOV EXHOTOTE EVOIPEQOUEVO ATIOUOVWHEV OO oLT& TOoL Oev Tov aoEovy. Tétow
dedopéva eivar e€alQETIMd  YONOLUA YLX TOLG YEYNOTEC TWV TELQUUXTIXWY LTOSORWY,
TEEYOVTAS Toug Ouvatotteg Onwe: (1) aohdoynon véwv pebodwv ot TEwWTOUOAWY
Swxyelptong ™¢ Swvanng xivnong, nat  (2) oavamTu€y  UNYAVICUOY  XVIYVELONG UL
QVTIUETOTONG  TEELoTaTX®y  Otttvaxwy embéoewy (Anomaly Detection and Attack

Mitigation).

ITio ovyxexpluéva, 0 TEOTOG ASLTOLEYIXG TOL KNYAVIGLOL GTNEILETAL GTNY XQYLTEXTOVINY
Awtdwy Optlopevov and Aoyopwnd (Software Defined Networks — SDN) Booctopévewy
oto mpwtoxoio OpenFlow xat oty mpayuatomoinon Serypatolniag pe xeNon TOL
npotvonov sFlow. H vrmodoun umogel va vmootmpiler évav 7 mollamhovg yonotes. To
OeLTEQO  ETUTLYYAVETAL YQEVOLUOTOLWVTAG TNV TAXTYOQURS ewmovinoroinons FlowVisor.
2NUELWVETAL TWG, T OESOUEVE TOL GULAAEYOVTAL ATO TOV WUNYXVIOUO TQEEMEL Vo Eivat
npocBdotun and ndbe yoNnotm — évowro, aAAd povo yx Sedopéva TOv AVTLGTOLYOLY GE
TOEOLE TOL TOL EYouLY explabwbet.




Kegdhato 1. Etooywyn

Emnpodobeta, mapovotdletar pia eméxtaoy g Paoung apyttextovinng péow tov Open
vSwitch. Xopnotponotwvtag 1ig Suvatotteg tov Open vSwitch (xot etdwd v dnutovEyia
OpenFlow — Enabled, Aoyitawv switches) xatagpéovonpe va evowpaTt@ooLpe TOV Uiy Avopo
nov vhonoinne oe SLapoEeg eTeEOYEVELC LTOBOUES Ol Omoleg dev elvat BacLoUEVES GTNY
apyltextoviny] SDN, mpoopépoviag évav eviaio TEOTO Yl TNV GVTANGY SIMTuon®Y

dedopévey amo avTéc.

1.2 Ogydavwon

H mopodoon Simhwpatiny epyascia umoget va Staywelotel oe dvbo tpnuate. To Towto Tumpe
owvioTatan otV avaiuan g apyttentoviung SDN, tov npwtonoilov OpenFlow xat dAkwy
TEOTOTWY 7] TEWTOXOMWY YENOLUY w¢ LTORxbO Yl TV %xATAVONOY] TG SITAWUXTINNG
eoyoolac. To SebTEQO TUNPUX XTMOTEAEL AL TO TEUUTUO UORPATL TNG EQYAOLAG, OTOL
nephapfBdvovtar 1 vAomoinoy, ot PBuowéc aEyES TMAvw oTg omoieg otnelyOnxe, 7
aétohdynom g naxbwg nat o emthoyog.

[Tio ovyrexpLpéva, 10 TEKOTO TUNpo amoETileton e€ ohouhnpov and 1o Kepddato 2. Xe avtod
10 nepdAato avaldetat 1 SDN apyttextoviny, 10 mpwtdonoiro OpenFlow, o Controller
POX, ot mhatpoppeg etrovinonoinong FlowVisor xat OpenVirtex, xabog ot 6cov apopd
™V Tegaxoiodnen — cvikoyy Swtvaxwv Sedopévwy (1) 1o mpotmo sFlow xor (2)

vraEyovoeg npooeyyicels Pactoueveg oe SDN apyttentovinee.

To debtepo TuMpa TEQLEYEL T LTOAOLTIX TECOEQN UEPRALAL:

o Kegadato 3: Ilapovodleton 7 Paowd opyltextovinr] SORY TOL  UNYAVIGUOD
ovloyg Sedopevwy nabwg xat o yevinodg TpdTog AsttovEying.

o Kegadlato 4: Apyna, napovotdletar 10 npwtonorro JSON — RPC oto onoto eivon
Baotouevn 1 vhomoinoy tov unyaviopoL. Eniong, napatibetar axptBng avidvon g
vAiomoinong npocdlopilovtag pe axplfeta Tig eveépyeteg Tov emtteAel xabe apyelo ot
TAXIGL TOL U XVIGOD.

e Kegdadlato 5: Avaldetan 1 metpapotiny Swedwaoio. [Tapovordletor 1 Sidtaén no to
XMOTEAEOPATH Yoo OLdpopa  OEVAQLX, ETLONG TQEOTEIVOVIAL TEOCXAQUOYES TOL
UNYAVIOOD YLot ETEQOYEVELG LTOSOUE.

o Kegddato 6: Zuvvodilovtoar o ovumepdopato mov eénybnoav ot mhaiotr TG
TUEOVOUG  OIMAWUXTINNG EQYXOIAG XAl TQEOTELVOVTAL EMTAEOV [BeATLWOELS Mot

ETEUTAOELC.




Kegdhato 2. Oewoentnd YnoBaboo

Ocwontino Yrofeboo

2T0 OLYXEXQIUEVO Ye@dAato avadvetal T0 Oewentnd vroBabpo (TEwtonora, mEOTLTA,

U7X OVICULOL %0l EPAOIOYES), TIAVW GTO OTOLO OTYELLETAL 7] TXEOLON SITAWUXTINY| EQYATLA.

2.1 Awcrowon Yroroyorwy otny Loyyeovy Eroyyn

H obyyoovn emoymn éyet avadetéer nar ovveyilet Stapuwg vor oavodetnvdel SLopOoEETIEG
QVAYHES OGOV APOER TOV TEOTOG SIUTLWGYG TWV LIOAOYLOTIMGY cuoTudtwy. H poydaio
abEnon OTNY YO0 TWV POEYNTWV CLOXELLY XL GTIG LTYQECLEG TOL TAEEYOVIXL XTO T
vroloytotnd véygn (Cloud Services), n avalvor peydiov cuvorov Sedopévwy (big data),
nofg nat 0 OYrOg TMePLE OUEVOL TOL PETASIOETAL OTIG SIUTLAXES LTTOBOUES 0O YOLY TNV
Bropmyowvioe oty enavefeTooY TV THEASOCLAUWY AQYLTEUTOVIU®OY SUTLWAYG, UE GTOYO TNV

emtTLY ) Stayelplon:

o apndsc evaldagoduevwy uotifwr xivnons: H uivnon evtog twv data centers mopovotdlet
Suapopeg Stanvpdvoetg, oe avtibeon pe to poviého client — server 6mov o xHELOG OY%OG
TYQ EMHUOLVWVING TAEATNEOVVTAY UeTHED EVOS «TIEAX T %ot VOG eELTNEETNTY).

o Awidoon Clound Based vrnpsoav: Toapatnpeitor 1Suaitepn abénoyn oty Y0701 LINEECLKOY
Baotouevwy oe vToAoyloT VEYY (1060 SMUOCLX OGO %Al ISWTIUR), ATO ETLYELQT|OELG
nat opyoviopols. 'Brot anatteitan 71 mpoofoucy natd moxpayyedin 0Tl DTOSOUES ML TLG
EPAOMUOYES TIOL Ol LTOSOPES AVLTEC TPOGYEQOLY, Pe cveMElar 1oL TAVTOYEOVX ATPRAELA.

®  Big Data ovverdystar av&yon tov Bandwidth: H ene€epyaotia not avahuor peydhov GuvoAoy
dedopévwy  amattel TXEXAANAY  emeéepyaoia oe mANOog  umMyovnpdTwv. Xuvemng,
ETUTOUUTINY] EIVAL UL 7] avayuy] Y ad€nor Tov eDEOLS LWVNG OTIC YOXUMUES UeTald Twv

YAV LR TWY.

Emonpaivetar mwg oTIG LTAEYOLOEG XQYLTEXTOVINEG OnTbwy, ndbe Swtvany cvoxevy)
XMOTEAEL €Vl AUTOVOPO OTOUYElD. 210 eowTepwmo g uabe cvorevyg oyedaloviar ot
DAOTIOLOLVTAL Ol ATEALTYTEG ActTovEYieC TEowbNGNG, ehéyyou nat Stayelplong oe SLaxELTEG
opadec. Ov opadeg owtég eivar o Stxotdoslg petddoons Osdopevmy, sAéyyov not
Oryeiptong (data, control ot management plane avtiotoiywe).
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Data Plane

Me tov 6p0 data 1 forwarding plane avapepopaote 6T GTOUYELX TN GLOKELTC TOL Elvat
vrebBova yio v TEowbnom no emelepyacia g ovorevyc pe Baon namotx raboptouévn

Ol dnacto.

Control Plane

To control plane amotekel 10 HOUPUATL TOL SILTOOL TOL UETXPEQEL TNV GNUATOSOGLO UL
elvor uredBuvo yo ™V StapuoEYwaN nat Syelptor Tov TEOTOoL Asttovpyiag Tov Data Plane
(xpodto dnAady ya v dnptoveyia g Aoyinyg tpowbnong — forwarding logic)

Management Plane

Meépog tov management plane, eivat oL eVEQYELEG TTOL XPOPOLY TNV StayElELOY] EVOS BUTLOL
dedopévwy xat ennEedlovy ToV TEOTO AELTOLEYING TwY dAAWY StaoTtdoewy. To udpLo poviého
avapopds yroo v Swyeipton eivar o FCAPS  (Fault, Configuration, Accounting,
Performance, Security).

Emnpoobeta, oe aviinopaBoAry pe Tiq TAOEIC Xot TIG AVAYUES TOL OTULOLEYOLVTAL, OL EV
evepyela TeyvoAOYieg SThwong dev éxovy oyedacbel wote va pmopovy va avtane€elfouy

amodotind oe avtés. Kdmotol meptopLtopol mov GUVAVTODUE GTIC GYUEQLVES LTOBOPES elvat:

o [ lodvrhoxdtnra wov oonye! os oraouotyra: O 1evoLOYieg SIMTLWGYG XTAETILOVTAL XVEIWG
MO CLYUEXQLUEV GLVOAX TEWTOMOM®WY, TX OTOlL EYOLY GTOXO VX  GLVOEOLV
unyovpate pe aftomiotio, avelaQTNTwg anootacrg, TaybTag (ebéng 1 HoEYns g
tonoAoyiag. Ta mpwtonola opilovtar ave€aptnta nat xatd ©LELO Aoyo xabéva emivet
€V CLYHENQLEVO TEOBAN U, YWELC var TaEeyeTat xanolo Hepeitwdeg eninedo apaipeonc
Yoo Aoyoug evxoMag. Etol onowdnnote tpononoinoy oto SiMtuo amaitel Uil GELOX
TOAMTAOKWY aAAywY oTlg pLBuicelg Tov Sthov, ¥&TL TOL elvat Ge TANEY] AVTLOLXGTOAY
He TNV Suvapny] QoY Tov yaEaxrtNEilet TIg ahYYEOVES LTOSOUES.

o FEldptnon and tov xaraoxcvact: Kabog or Simtuanég ovonevég TEOEQYOVIXL ATO
SLapopoug nataousLaoTes, 1 0pbn napapetpomoinoy tovg dev eivar amhy vrobeon. H
EXAOTOTE GUOKELY] EYEL EX PLOEWS CLYUEXQPLEVO TOTO ELOoNe. Eniong, avaloywe tov
AATXOUEVOOTY] ETUTOETETAL EAEYYOC ME OLXQOEETIMO TEOTO ot ndbe otovyeio mov v
anatilet (amovoior ndmotag avory g, xovag anodentng denagnc — Open Interface).
2UVETOG EVaG SLaYELOLOTHG TEETEL Vo £EQEL TOV TOOTO TUQXAPETOOTOLYGYG GUOHELMV YL
nd&bfe notaonevaoTy.

o Aovvauia xhuarwouoryras: ‘Oco UeyxA®VOLY Ol ATALTYOELS OTIC GLYYQOVES LTOOOWUES,
avtiotorya peyoadwvel xat o peyebog tov dintdov. g anotéleopa, ot Staditacieg TOL
paitvovtar amhég eivar Sboxolo va vhomonbodv oe peyado dintve. Emiong , 7
TEAUETEOTOMN G yivetan o Ty xdbe cuonev] avtovopa xabwg To Control Plane etvot
Stavepnpévo oe xdbe ovoxevy) (distributed Control Plane). Katt tétoto Svoyepaiver tv
OAY] Stadnaaior ylar EYAAo SIXTLO e TOAAEG GLUOUEVEC.
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2.2 SDN Architectures

AUTY] 1 VaVTIOTOLYIX AVEPECK OTLG TEEYOVOES AVAYUES Kol TIC OLVATOTNTES TWV OLLTLAXWY
OLUOGUELMY EYEL WG XTOTEAEGUA TNV ONULOVEYIN IS VEXG XQYLTEUTOVIMNG ML TNV UVATITUEY
TV oxetey npotunwy. H apyttentoviur avty ovopdletoar «Awtdwoy, Oglopevy, anod
Aoywopxo» (Software Defined Networking) xow Baociletoar oty amoodvdeorn tov
gheyyov amd v dradwmacta g Tpowbnong, xubng eniong 6TV TEOYEAUUATIGNUOTYTA TOL
EAEYYOL XATE AUECO TEOTO. LLUTEQUOUXTING, 7] KETAPOER TOL EAEYYOL O TEOCRAGLUES
LTOAOYLOTINEG OLOKELES, Oladinacia Tov 6To ToEEADOV TEAYUXTOTOLODVTAY AVTOVOUX GE
n&be Suntvonuy] cuonev), Sivel TNV SUVATOTYTA OE EPAOUOYES XA LTYEEGLEG SIUTLOL Var EYOLY
L0 OUPXLOETINY] EMOTTEL YL TYV LTOUELUEVY] OIHTLANY] LTTOBOWY|, AVTILETWTLLOVTAG TNV OOV

Lot AOYIY] OVTOTNTAL.

APPLICATION LAYER |

Business Applications

CONTROL LAYER SDN

Cantrol ﬂ
Software Network Services

Control Data Plane interface
(e.g., OpenFlow)

INFRASTRUCTURE LAYER

Network Device Network Device Network Device

Network Device Network Device

Zynpex 2.1 Software — Defined Network Architecture, ITnyn [1]

210 Zynuo 2.1 mopovawaletar 1 dopn e SDN apyttentovinng. H evguia tov dutbou
(eheyyoq) eivar nevtoromompévy pe yenon controllers Bactopévwy oe AOYIGUIXO OL OTIOLOL
SltnEolLY o oA O tov ditbov. Q¢ anotéreopa péow tov controller API to dixtvo
elvat aVTIANTTO Ao LG EPUEUOYES ooy evar phovadind hoyino switch (petaywyéag). H yonon
AUTNG TYG AQYLTEXTOVINYG OLVEL T7] SLVATOTNTA EAEYYOL TOL BILTLOL ATO EVX CUYXEUQLUEVO
Aoy onpelo ave€aPTNTWG TOL UATUCUEVAOTY], XATL TOL XTAOTOLEL TOV OYESIUOUO XAl TNV
Aettovpyio Tov dixtbov. Eniong amhonoteitar 0 T0OTOG AELTOLEYIAG TWV SILTLAKWY GLOHELMLY,
rnabog Oev amorteltar TAEOV amO aUTEG 1 EMEEEQYACIA UAL UXTXVOVGY] TWV OLUTLAUGDV
TEWTONOAWY. ATAWG yetdletat, 1 anodoyn odnytwv ylo ™y enefepyacia xat ntpowbnon
™G nivNoNG Ao T0 Aoytouno ereyyov SDN.

Ynapyovv Stdgpopeg mpooeyyloelg ywr v viomoinon Software Defined Networks. H
EMXOUTETTEQY), ELEEWS Olxdedouévy] vAomoiney, 7 omnola emiong yenotponombnxe ota
ot g epyaoiag elvat 10 mewtonoio OpenFlow ([2]). To mpowtornoiko OpenFlow
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amOTEAEL VO VOUTO TQEOTLTIO Y TNV OETHYY] EMUOWWVING HETHED TOL OTEWUXTOG
«eheyyov» nat «npowbnoney g apyttentoviung SDN, emttpénovtag dueon mpdofucy not
Swryeipton tov forwarding plane twv Swtvaxwv ocvoxevwv. Onwg aivetar xat oTO
axorovbo oynpa (Xynpa 2.2), 0 T1pOTOG AELITOLEYIAG TOL TEWTOXOAAOL UTOEEL Vo cuyxEtbel
1e T0 6hVOAO eviodwy (Instruction set). Awxtibevrtat xdmoteg Bauonéc TEWTOYEVELS EVTOAES, O
omoleg pmooLy va yenotpnonomody and e€nTepnéc TEOG T0 TEWTOXOMO EPUOUOYVES YL

TOV TEOYQAPUXTIOKO Tou data plane.

SDN Controller Software
C OpenFlow

OpenFlow-enabled Network Device

Flow Table comparable to an instruction set

MAC src MAC dst IP Src TCP dport Action

10:20:. . % B " port 1

port 2

drop

local

controller

Zynpa 2.2 ITagaderypo tov Instruction Set tov OpenFlow, IInyy [1]

Emnpdobeta, yw v vkomoinoyn tov BacwoL TEOMOL AELTOLEYING TOL TEWTOXOAAOL
yonotponotettat 1 évvowr twv flows (poég manétwy), ue Bdon v onola TEAypATONOEITAL 1)
avaryvwpLon ot Stayelpton ™g uivnong epappoloviag npoxaboptopévoug navoveg (flow
rules) ot omoiot eyrabiotavtar otating 7 Suvapwa. Kabwg 1o OpenFlow emttpénet tov
TEOYOUUPATIONO Tov dwthov natd flows, wa apyrtextovinyy SDN Booctopévn oe avtod
eMTEETEL Evary eEalEETUA ELEAIXTO TEOTIO Stayelplong ¢ xivnone. Evdemtind mopdderypo
elvar 0 uvplapyog 1EOMOC Spoporoynong, o omolog PBaciletor oty Sedbuven IP
nEooplouoL. Aev vmaEyetl 1 SuvatoTTa Stapopeting flows peta€d Svo xopuPwy, va yaipovy
SLPOEETINNG UETAYEIQIONG WG TEOG TNV dpoporoynon. Ilavta Oo axorovbeitar 7 1St
Stadpout] avekaTNTws SLPOPETIMMY ATALTYCEWV.

2UYMEVTOWTING, TO TASOVEXTNUXTX TOL TQEOCYEEEL 1 YENon opyttentovinne SDN
Baotlopevwv oto OpenFlow meptiauBavouy:

e Kevrowonompévo eleyyo: To hoyopnd eréyyov eivar oe 0éomn vo Tmpoopepet Eleyyo
TOL GLVOAOL TOL SUTVOL ETMLTEETMOVTHG TNV UalnN — %eVTEY Stayelpton Tov dTHoL
aveoupTNTwe xataonevaoty g xabe cuoxsurc.

e  Meiwpévn nodlvmdoxdtnta: [Tpoopepetar éva eEMKTOG TEOTOC Ytor TNV SLayelELor Tov
Stbov, 0 omolog oe GLYBLAGUO pe TNV ONUtoLEYLL EEYXLElwY/EPUOIOYGY, ETLTOEREL
TNV ALTORATOTIONGY] %Al ATAOTOLYGY] TOAWY SLEQYACLOY Ol OTOIEG TEAYUATOTOLOOVTAL
YELQONIVNTA, UELWYOVTAG TO UOGTOG MUl UEYLGTOTOLOVTING TNV XUVOTNTA TEOCHQUOYNG
TOL SILTLOL.
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o Avlnpévy afromotio xow aopddeto: Aivetor 7] SuVaTOTNTH OTOLG OLAYELOLOTES Vot
Sl LOQYWOOLY TOAMTIXEG 7] v Tpaypatonotcovy pubuicelg vdnrod emmédov. Kart
EMENTAGY] PUTOEOLY Vo dMutovEyNHoby TEONYUEVES EPUOUOYVES YL TNV ACPRAELX UL
afromiotior Tov Siethou (awviyvevon/avtipetonion entbéoewy, spedpinés dtadpopes).

e Evélxtog (Granular) éleyyos: O tpdmog ekéyyov oto mpwtoxoiro OpenFlow,
Boolopevog oe POEC TAMETWY, OLVEL T7] SLVATOTNTX YL EPUOUOYY tOLAITEQX EVEMATWV
TOMTIXOV , OLELXOALYOVTAC TOLG OLaYELLOTES Vo eEVTYQETHCOLY TIC CLYYQOVES AVAYUES
%aTd T0 BEATLOTO TEOTO.

e  Euxolix otnyv Snpoveyia xavotopmmy: O 100mog Aettovpylag Tov TEwtondAoy Sivet
oe nabe Sroyetptoty v duvatdtnTa vor avattvéet Sind Tov e€apTnpoto/ OAoXANEWMUEVES
CPUOPOYEC YL TOV EAEYYO TOL OLTLOL BLELXOADVOVTAC TNV ONULOLEYIN HXLVOTOUWY
OLGTYATOV EAEYYOV.

e Béltiom spmetgio ENOTY: L0OOWEELOVTAS TOV EAEYYO TOL SUTOOL ML ETUTEETOVTAG
npocBaon oe LYNAOTEQOL ETUTESOL EPAOUOYES, O TANQOYOQEIEG OYETUA HE TNV
nUTAOTHGY] TOL StnTLOL i vrodou Bactopévn oty aEyttextoviny] SDN umogel va

avtamoxpbel pe tov BéATioTo 10O aTIg avayueg Tov xdbe yoNno.

2.3 OpenFlow Protocol

Ayob éyovpue TEOGSLOPICEL TNV YEVIXOTEQY] XEYLTEXTOVIXNY] SOWY), T cuveéyeta Oo avadvOet
evdeheywe O TEOTOG AetTovEylag Tou TEwToxoAkov OpenFlow oe teyvind eninedo.

Xnpetwvetat Tog aeywda o avagpepbovue oty éudoon 1.0 Tov TpwtondAlov.

2.3.1 Switch

BEvae OpenFlow Switch amoteheitoar and éva flow table, ye Bdon to omolo ylvetow 7
npowbnon, nabhg xat evog aoparods Swwdrov emnowvwviag (Secure Channel). Appddrog yo
™V Swyeipton touv switch eivar o Controller not 7 emrovwvio yivetar pe yENoyn TOL
OpenFlow npwtonoiiov.

OpenFlow
Protocol "N 4

at®

& Controller

Secure
Channel

Flow
Table

OpenFlow Switch

Zynpe 2.3 'Evae OpenFlow switch emxowvwvet pe tov Controller péow Sivlov aoQoAng emxovmving,
Ty [3]
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To flow table meptéyet eyyQopec OYETMES UE TLUES HEPOMOWY, HETENTEC XAl TO GLVORO TO
evepyetwy mov Hu epappootovy oty mepintwon avtiatoiytone. To manéto eneéepyalovrat
and 1o Switch not avuimapaBailoviar pe 1o flow table. Xe nepintwon mov avtiotorytobet
AATIOLL EYYOOPY), EPUOUOLETAL TO GOVORO TwV EVEQYELWY 0t avTO To Taméto. Avtifeta, edv
dev vraEyet avitoTolylon To naxeto npowbeitar otov Controller péow tov Secure Channel,
%L OTY] CLVEYELX EUTAEXETAL eveEYd oTnv Stadnaoia mpowbnong, petaBdiroviag to flow

table 7/%o TEAYUATOTOLOVTAG HATOLEG EVEQYELEG.

2.3.2 Flow Table

[Teptoootepeg Aemtopépeteg yroo T Sopna tov flow table, nabowg »or g Sradinaotag

avtiototytong (Iivarag 2.1):

Header Fields Counters Actions

ITivaxag 2.1 Eyyoagy Flow Table (xnxgtiCetoar and Header Fields, Counters, Actions), ITnyn [3]

e Header fields: (nedia xepahidwy) avTimapaBoly] eLoeQyOUEVLY TAUETWV.
e Counters: avaveéwor o xxbe maxéto mov avtiotoryiletal.

e Actions: epaOPOYY EVEQYELLY, OTX TAUETA TOL avTioTotyilovTaL.

2.3.2.1 Header Fields

[Mopatibevtan (TTivaxag 2.2) 1o Header Fields twv eyypaypwv tov Flow Table, pe ta onota
ovyxplvovtar ta opoTipa media tov ndbe etoepydpevov marétou. Alvetar Eppacy 61O
YEYOVOC OTL OAa Tor Tedlor TEQIEYOLY (Lo GLYXEXQLUEVY] T 1] evahhoxTixd Tty ANY 7ov

avtiotoryileton pe omotadNmnote tuy naxétouv (wildcard).

Ingress | Ether | Ether | Ether | VLAN | VLAN | IP P P P TCP | TCP

Port source | dst type id Priority | stc dst proto | ToS src dst

ITivexog 2.2 TTedio oL TTaxETOL TOL YEYOIPOTOIOVVTAL Yiot TNV avTioTolyton, ITnyy [3]

[Tepoutépw avarvovton ta Header Fields (ITivarag 2.3).

Field Bits Applicable Notes
AptBpntinn
E ! )
Ingress Port ( EOCQTMO(,L o Y All Packets VATEAOTAOY] ATO
vAOTOLNOY)) o1

Ethernet Source 48 All packets on
Address enabled ports
Ethernet destination 48 All packets on
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address enabled ports
All packets on
Ethernet T 16
cmet ype enabled ports
, Ethernet type
VLAN id 12
1 0x8100
. Ethernet type
VLAN Priority 3 VLAN PCP field
0x8100
Ynootpiloviat
IP source address 32 IP and ARP .
LTOSINTLYL
IP destination 1 IP and ARP Ynocmqgi@owou
address vrodinTvo
Xonon twv 8
IP Protocol 8 IP and ARP YoApNAOTEQWY bits
tov ARP opcode
IP ToS 6 1P
Xonon twv 8
T
rin/slig\t{ ;O;rce 16 TCP, UDP, ICMP | younhotepwy bits
r
po ype vt 1o ICMP Type
Transport Xpnon twv 8
destination port / 16 TCP, UDP, ICMP YXUNAOTEQWY bits

ICMP Code

vt 1o ICMP Code

ITiveog 2.3 Myxog miebiwy xo otTe eiva spappootpa, Inyy [3]

2.3.2.2 Countets

Ot petpntég dratnoovvtat xot avavewvovtal y xabe Flow Table, xd0e Flow, uabe port tov

switch ot #dbe ovpa avapovng. Avadvting gaivovtar ot Stabéotpot petpntég otov Iivara

2.4.

Counter Bits
Per Table

Active Entries 32

Packet Lookups 64

Packet Matches 64
Per Flow

Received Packets 64

Received Bytes 64

Duration (seconds) 32

Duration (nanoseconds) 32
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Per Port
Received Packets 64
Transmitted Packets 64
Received Bytes 64
Transmitted Bytes 64
Receive Drops 64
Transmit Drops 04
Receive Errors 64
Transmit Errors 64
Receive Frame Alignment Errors 64
Receive Overrun Errors 64
Receive CRC Errors 64
Collisions 64
Per Queue
Transmit Packets 64
Transmit Bytes 64
Transmit Overrun Errors 64

ITivexog 2.4 TTivaxag pe tovg Counters, ITnyy [3]

2.3.2.3 Actions

Kabe eyyooapn omwe avapepbnue oyetiletan pe éva cUVOAO evepyetwy. To ahvoko umogel va
TIEQLEYEL UMLK EVEQYELX 1] TMEQLOCOTEQES, Ol OTOLEG EPAOUOLOVINL TAVL OTX XVTIGTOLY
noxeto. Eav sapio and 1ig evépyeteg dev agops v npowbnon (FORWARD) to naxéto
anmoppintetar (DROP). Znpetwvetar mwg ot evépyeteg mpémel v epappoctodv pe v
alnhovyla Tov TEOBAETETAL.

BEvae OpenFlow switch, evdéyetat va anoppier po eyyooyy, edv dev eivaw oe Oéomn va
enefepyaotel T0 GOVORO TwV evepyelwy . I'evindtepa éva switch Sev eivar anapaitmto vo
vrootnEiller Olec Toug TLTOLG evepyetwyv. Oyelket WOTOCO Vo LTOOTNEI(EL AVTOLS TOL
yoepontneilovtar “Required Actions”, ot onoiot eivar avaynaiot yoe Tig Baoinég Aettovgyleg.
Kotd v obdvdeon pe tov Controller, 1o switch vmodniover moleg ex Twv TEOKEETHWY —
“Optional Actions” vrtootpilet.

To ovpBata Switches pe 1o mowtdnolho OpenFlow, ywoeilovtat oe dvo xatnyopleg:

e OpenFlow — only: neptoptlovtat oty vrooteén “Required Actions”.

e  OpenFlow — enabled: cuoxevég mov evdeyetat var vTOGTNEILOLY ETiONG TIG EVEQYELES
“NORMAL”.

Emnpdobeta nat ot Suo xatnyopieg pmopovy va vroatneiéouvy v evépyeta “FLOOD”.

10
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Required Action: Forward
[Toowbnon maxétwv 1600 oTg Yuowmes nopteg (physical ports) 6co uxt oTg anolovbeg
EIMOVINEC:
e ALL: [ToowOnon tov maxétov oe OAeg Tig Stemayes, e€atPOdIeVY] RVTNG TNG OTTOLAG
nponAbe.
e CONTROLLER: EvOvAdxwon tov maxétov xat npowdnon otov Controller.
e LOCAL: IIpowbHnon tov naxétov oto local networking stack tov idtov tov switch.
e TABLE: Evépyetec mavw oto flow table, udvo yro packet — out pnvopota.
e IN_PORT: [Tpowbnor tov naxétov and v ndoeta oL etony .

Required Action: Drop

M eyypoopn) xwplg evépyeteg, LTOONAWVEL TWG OAX Tor XVTLOTOLYILOUEVY TUNETH TOETEL VX
amopEtpboiy.

Optional Actions: Forward
[Tpoatpetind 10 switch pmogel va vmooteilet ™y TEowONoY Tarétwy xat oTig axdiovbeg
EMOVIUEG TOQTEG:
e NORMAL: Encfeoyacio Twv maxetwv pe yonon tov Bactwod 100mou npowbnong
nov vooTElletat and ToO switch.
e FLOOD: Ilpowbnon tov moxétov pe Bdon t0 ehaytoto Sateeywv O6Evipo

(minimum spanning tree), e€xtpwvtag 10 interface etodOS30L.

Optional Actions: Enqueue

H evépyera awtn mpowbel 10 manéto pécw WLOG OLEAS AVAPOVNG TOL AELTOLEYEL O WL

nopta. H mpowbnon e€optdton and v napapetponoinoen me ovpasg.

Optional Actions: Modify — Field

[Tapdtt 1 1pomoTOINoN Twv TEedlwy Sev elvat evéQyeld TOL LTOOTNELLETAL AVXYAXOTIUX,
npovotalet Wxitepo evdiapepoy xabng Bektiwvel oe peyaro Babud ™y yonomdTo %o
T1¢ Suvatoteg tov OpenFlow switch. Ot evépyeteg napatifevtan otov Iivama 2.5.

Action Associated Data Description

Set VLAN ID 12 bits Edv dev vmapyer VLAN,
npootifetat Lo véa
nepokida pe to VLAN ID
0V 0pIGUATOG not
npotepatotar 0. Eawv
vraEyel uepaAida  VLAN,
avuxabiotaton 1o VLAN ID
UE QLTO TOL OPIOPATOG

11
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Set VLAN priority 3 bits Edv 8ev vmdpyet VLAN,
npoatifetan Lo véa
neQoALSo ne ™mv
TEOTEQULOTYTX 0V
optopatog xat VLAN 1D 0.
Edv  vmapyer  nepokida
VLAN, ovuxabiotatoar 7
TEOTEQALOTNTA WE AVTY] TOL
oplopatog

Strip VLAN header - Ayaipeon g uepaAidag
VLAN

Modify Ethernet source | 48 bits: ©pn ya v | Avinatdotaoy ™¢

MAC address avimatdotaon g MAC | vrdpyovoag MAC nnyng pe

address 1) VEX TUUN

Modify Ethernet | 48  bits:  ©pn  yx v | Aviinatdotooy ™

destination MAC address avimatdotaor, e MAC | vrdpyovoog MAC

address TEOOPLGUOL UE T7] VEX TLUY]

Modify IPv4 source | 32 bits: wpn e v | Aviatdotoor ™¢

address VTN TAOTOOY] ™¢ | vrapyovoag IP myng pe

LTIAEYOLOUG devbuvong | vEx TN %X AVAVEWGY] TOL
1Pv4 1P checksum (ot
TCP/UDP checksum)
Modify IPv4 destination | 32 bits: ©wp#n ya v | Avicatdotoon ™¢
address VTN TAOTOGY] ™¢ | vrapyovoag IP myne pe
LTIAEYOLOUG devbuvong | VEx TN %X AVAVEWGY] TOL
1Pv4 1P checksum (ot
TCP/UDP checksum)
Modify IPv4 ToS bits 6 bitss wpn oy My | Avicatdotaoy tov  mediov
oavTnatdotaoy touv  mediov | ToS pe ™) véa Ty
ToS
Modify transport source | 16 bits: wpn ya v | Aviatdotoon ™e
port AVTINATAOTAOG ™G | LTAEYOVOAG TCP/UDP
LTAEYOLOAG noOETaC | port pe TN véa TN Mo
TCP/UDP avovéwo] tou checksum

Modify transport | 16 bits:  wun  yo ™y | Aviataotooy ™e

destination port AVTIHATAOTACYG ™G | LTEYOLOAG TCP/UDP

LTIAEYOLOUG noETAG

TCP/UDP

port pme T VX TN UKL

avavéwor tou checksum

ITivaxog 2.5 Modify Fields Actions, ITnyn [3]

2.3.3 Matching

Kot v Mndn evog naxétou, éva OpenFlow switch mpaypxtomotet 1ig evépyeleg mov

paivoviatl ato axoiovfo Siaypappa pong (Xynua 2.4).
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er—————
) Optional Parse header yes
Packet in from 802 1d STP fields Match ’)table Auplyadiions
network : 07 A
processing (see below)
-
no
Match table
N?
yes
Send to
controller via
Secure Channel
Zynpo 2.4 EncBegynoia evog maxgtov, Inyn [3]
[Tpoarpetinn encéepyasio yia 10 Tpwtoroiro 802.1d Spanning Tree Protocol.

23pwo1 TwY (EQPAASWY.
Avalnmon eyypagrc avitoTolyorc.
Edwv Boebet namora epappolovtat ot evépyeteg 6To GLYOLO TOLG.

Awrpopetind, anootorr] Tov maxétov otov Controller.

Anolovbody 1o Stapopeting medi TOv  YEYOROTOLYVTAL Y TNV Stadwactia NG

avalNTNoNg OTOV TVOUA.

Koavoveg mov optlouvy éva Ingress port, cuyxpivovial pe 10 avtioToryo port ano 1o
omoto etonibe 10 TaxETo.

O neyporideg Ethernet, yonotpuonotodvtat yla Ohot T manéta.

Xy mepintwon mov to moaxéto eyet VLAN tag (Ethernet type 0x8100),
yonotpornoteitar 1o VLAN ID & VLAN PCP.

[Tooapetnd yioo manéta ARP  (Ethernet Type 0x0806), yonotponotodvrat
emnpoabeta ot dtevbivoerg IP.

[Toxéto IP (Ethernet type 0x0800), yonotponoobvtar eniong not to medio g
emnepakidag IP.

[Moxgte IP mov gépovy TCP/UDP oto avwtepo otpwpa (IP protocol 6/17
avTioToLya), 1] avalNTNon TEQAUBaveL xot TIG TOPTES TOL CTEWHATOS UETXPOQLGS.
[Monétoe ICMP (IP Protocol 1), yo7omn twv nedivy Type / Code.

[Toxeta IP mov éyov vrootet Hpvppatiopd, dev YONOLLOTOLOLY TOPTES TOL EMTESOL

UETUPOOAG.

Bva manéto avtotoryiletanr pe pox eyypayn tov flow table av ov didgpopeg Tpés Twv

AEPUAIOWY TOL TOL YOV OCLLOTOLOLVTAL YL TNV avalNTNoY AVTIGTOLYOLY G AUTEG TG

eyyooyne. Edv namoto nedio g eyyoapns éyet ttun ANY, touptalet pe omotadnmote T

7eQUAONG. 2e TEQIMTWOY] AVTLOTOLYYOYG TEXYUXTOTOLOLYTAL Ol TEOPBAETOUEVES EVEQYELES

13
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AL AVOLVEWVOVTOL Ol GVTIGTOLYOL LETENTEG YLt TNV GLYXEXQLUEVY] eYYEaPT]. AlpopeTind 10

TaUETO AmOoTENMETOL oTOV controllet.

Afiler va onpewwlel mwg T maxdta avtiotoryiloviar os eyyouges pe PBdon udmorn
npotepatdta. 'Evar moanéto pumopel va avtiotoryiletar oe TOMES eyyOUPES, AARK 1] TEAXN
avtiotoiynon nabopiletor and v mpotepuoTTa. Mi eyypapy) pe OReg TG TLUES
npoodLoplopéves (ywolic wildcards) éyet mdvta v vnAoTEEN TEOTEPUOTN T, Eyyoapéc pe
wildcards Swxbétovy ndmowx mpotepatd™Ta, pe TG LYNAOTEEEG TEOTEQALOTNTEG VX
TEONYOLVTAL. 2TV TEPINTTWOY] TOL TOAAXTAEG EYYOXPES EYOLY IOl TEOTEEUIOTN T TO switch

el ™V evyépeta vo emthelet v Staxtay Toug.

Initialize Headers
Set input port,
Ethernet source,
destination, and type;
set all others to zero

Set VLAN ID and
— PCP. Use
%:qugo_ encapsulated Eth
' type for next Eth -
type check

1
7 N 1 SetIP source, i
/" Ethtype= “\_ 1 destination from {
0x0806? i withinARP ]
i packet !
V-

Set IP source, Use UDP/TCP
Eth type = destination, Not IP IP Proto = sourceand |
0x08007? protocol, and » Fragment? 6or7? destination for
TosS fields L4 fields
_ Use ICMP
- P{ gto - type and code
: for L4 fields
v Packet Lookup
Use assigned =
header fields

Zynpe 2.5 Awxdixasio avTioToiytong %ot moteg xepuAides yonotponotovvtat, Ilnyn [3]
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2.3.4 Avraiiayyn unvoudrwy evrog rov Openflow — Erntoxonnoy tov
TOWTOXOAAOU

Onwg avapepbnre, o acpaing Slaviog emrotvwviag eivar 7 Stemagy mov cuvdéer uabe
OpenFlow switch pe tov controller. Méoa and awt ™ Senaypy), o controller pvOuilet xan

Sravyetpiletat to switch, Séyetat events and ALTO UXL CTEAVEL TAXETX UECW AXLTOD.

To switch mpémet va apytnonooet ™y entnovewvia péow tov Secure Channel, gexvavtag
utoe obvodo (session) mpog pta IP StedBuvon now port. H emxowvwvia auty Sev vmoxettan oe
Stdmaoia ™G avToTolytong He Tig eyyeaypes tou switch. 'Erot, éva switch mpénet vo elvar oe
Ocon va Eeywoilet v uvmOAOITY SMTLOKY] %IVNOY] TQEOXELUEVOL Vo Eenvioer TNy
avunapaBoiy pe 1o flow table.
O diavkog vhomoteitar péow utag ovvodov Transport Layer Security, mpooypépovtag
1ELTTOYEXPNPUEVY emovwvia. Onwg avapépbnre, n odvodog eynabidpvetat and 1o switch
not Tpaypatonoteltat 1 ovvdeon oty TCP port mov avapéver o controller (cuvibwg oty
well known 6633). Ev cuveyeta, 1 #dle nhevpd pumaiver oty Stadmaciog motonoinong tov
eTolEOL GUUPBUALOUEVOL PECL TNG AVTUAAAYNG TLOTOTOLNTUMY LTOYEYQXUUMUEVWY XTO Lo
®QY) TLOTOTOLNOYG.
‘Ocov agopd T UNVOUXTH TOL  AVIXAAXGOOVTAL, TO TEWTOXOAAO LTOCTNELLEL TEELS
SLPOEETIMOLG TOTTOLG UMVLPATWY, OToL %dfe TOTOG €yet Lot yopEieg Tov B avakvbody
TEQULTEQW:
e Controller — to — switch: 2téAvovtat ano tov controller xat yonotpomotodVTAL Yoo
v Stayetptotovy 1 emtbewpenoovy to switch xatd dpeco tpoMO.
e Asynchronous: Eextvodv and 1o switch pe o100 ™V evnpépwon tov controller
elTe Yo yeyovota Tob SinTbdOoL, eiTe Ylor AAAXYES OTNY XATAGTAGY] TOL SUTOOV.
e Symmetric: [Tpoépyovtat eite anod tov Controller eite and 1o switch, ywolg vo T
InoeL cuyxERELUEV 1] AAAY TAELEA.

2.3.4.1 Controller-to-switch

To pnvdpate amootédhoviat amo tov controller xot UTOQEEL vor TEQLUEVOLY 7] Ol ATAVTYOY]
and to switch.

e Features: Koata v eynabidpvon g ouvodou, o controller otélver ato switch éva
unvopa mov {ntet o yapantetoTnd mov vrootnpile (features request), oTo omoio
amavTdet ev ouveyela To switch mapéyovtag v Mota pe avtd (features reply).

e Configuration: O Controller éyet v Svvatdmta va meofet oe ELOUGYN TwV
TP ETOWY TOoL switch, 1 va {nthoet TAnpoyYopieg oyeTd pe I 187 LIGQEYOVOES
ovbpioetc.

e Modify — State: Xpnotponotodvtat yioe TV Staryelpton ¢ ®xTdoTaons Twy switch.
Kbplog atdyog toug eivar 1 Tpoctnuy, Styeag? 1] TOOTOTOINGY] TWV EYYEAPLY TOVL
flow table, xaBng nat 1 ELOULIEN 1SLOTNTWY TV ports.

e Read - State: Xprnotponotodvtat yioe v GLALOYY OTATIOTIHWY OESOUEVWY ATO T
flow — tables, i ports xat cuyxexpuéve flow entries.
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Send — Packet: Xpnotponowovvtar yix v oATOCTOM] ToxeTwy e€w ond o
OLYUEXQPLPEVT] port Tov switch, ywElg avayraoTing va eyxabioTatar ®Amotog *avovag
oto table tou switch.

Barrier: Xpnotponotovvtan eite yi v Befotwbel mwg or e€axptnoetg mponyoLpevev
UrVLpaTWY Exouy oloxinowbdel mowv and v enefepyaoio emoOpevwy, eite Yl TNV
M1 etdononoewy yloe OAOXANQWUEVES EVEQYELES

2.3.4.2 Asynchronous

To pnvdpata anootéAhoviar amo ta switches ywpig va {nté onta o controller. Kvptwg

ywotlovtat 6Toug anodAovboug Tumoug:

Packet — In: Ola 1o manéta 1o onoio dev pmopovy va avtiatorytoboby oe ndmota
EYYQUPY|, TEOUXAOLY TNV ®TMOGTOAY evog yeyovotog Packet-in. Edv to switch
Swbéter emapnn Swbéotun pvnun otov buffer wote va xpatnoet TEoowEwE 1O
TUUETO, TOTE TO VLUK TEQIAAUBAVEL EVa TUNPLA TOL TAXETOL (ATO MEOETAOYY Tt
npwtx 128 bytes) nabwg xat pa avaryvwototiny tun otov buffer. Xe nepintwon unv
LTOCTNEENG TN TEOCWEWYG amobxevong 71 U1 emoErOLE UVNPNG, OTEAveTl
OAOYAMQO TO TAAETO.

Flow — Removed: Koata v npoctnun wag eyyoxgnc oto flow table tov switch
and tov Controller, vmayovy dvo media GYETMA HE TNV AVTOPXTY XPXIOECT] TNG.
‘Ocov aopa 10 TEKTO, PETd AmO MO0 YEOVIXO daotnua adpdvelag (soft timeout),
ONAADY MAUING XVTLOTOLYLOY TOAUETWY UE LT, 7] eyyeopt] agatpeitat. To devtepo
npocdloptlel petd oamod mowo  yeovixd Owotnpa Oo  aporpebel  ywple  va
xonotponomnbet xamoto &dho nprneo (hard timeout). Xtnv eyyoayn emiong
LTIREYEL Mt onpaioc 1 omola Opilel eqv N APUIPECT] TEEMEL VX TOOUXAECEL TYV
anootod) unvopatog Flow—Removed otov controller.

Port — status: Eivat avopevopevo and 1o switch va otélver tétote pmvdpatar xatd
™MV aAkayn] MG nataotaong oe  eva  port.  Ilapadeiypatog  ydotv  Adyw
evepyonoinonc/anevepyomoinong amd évay  XeNotn, 7 oAAAyov OnNWS  oLTES
optlovtat 010 spanning tree protocol.

Error: Xpnotponoobvtar yor v evnpéowon tou controller yto tuyov opalpoto

TOL AVTLUETWTLGON MY,

2.3.4.3 Symmetric

Mnvdpota mov oTEAVOVTaL HaL XTO TG SLO TAEVOES.

Hello: AvtaAidooovtat avapeox oto switch xo tov controller xata v exxivinon
1 OLVOEGYG TOLG.

Echo: Mnvopata echo request mov otélvoviar eite and 1o switch eite and tov
controller xat meptpévovy éva echo reply oe andavinorn. Xprnotponotodviar ooy
deintng yro latency/bandwidth, 6w eniong o yro emBePaiwon g anspotdTTOC
¢ oLVOEDG.
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e Vendor: Anotehodyv éva TpOTO LAOTOINOYG TEQEALTEQW YONOTUOTNTAS (OVaAAOYWS
tov vendor) evtog tov OpenFlow npwtonolov. Xe emopeveg endooelg tov

TEWTOXOAAOL Tar Unvbpata xohovvtan “Experimenter”.

2.3.5 OpenFlow newer editions

[MopoT yroo Tc avdyneg g maEoLONG eEyaoiag Eywve yonon g exdoong 1.0 tov
TEWTOXOAAOD, Ol GLYYEOves exdooels Stabétovy  evdilaépovta  YouEauTELOTIHG %o
duvatotree. M amd g evdiapépovoeg elvat 1] ahlayy TOL TEOTOL eTeéeEPyaalag TwY

TOUETWY, AOYw TG OTaEEY TePLoaOTEEWY ToL evog flow table (oe tepapyinn Stdtaén).

e To Actions mov LANEYAY OTIG EYYQEAUPES TAEOV LYIGTAVTAL EVTOG EVOG action set.
o Koata v evapérn g enefepyaoiag Tov TaxeTou auTd TO set elvat *eVO.
e Buxivnon mg duxdmasiog and 1o mpwto table.
e Ebpeon eyypoapnc pe Ty LEYLOTY TEOTEQULOTYTA.
e Eoaxppoyn twv Instructions (mov aviixatéotroay ta actions), Ta instructions €yovv
OXOTO:
V" Egoppoyn Actions ywplg tpononoinon tov set
v' Tpononoinoyn tov Action Set
v" Tpornonoinon g ensfepyaoiog tov moxdtov evtdg tou pipeline twv flow
tables (Goto — table instruction, SuvaTOTNTA POVO YL UETXYEVEGTEQO
table, dev vmdEyet oTo TeEevTaio table Tov )
e Fav 1o Instruction set dev meptéyet Goto — table instruction 7 enefepyacia 610
pipeline otopartd xow extelovvtan T Actions evtog tov Set.

OpenFlow Switch
Ingress Packet +
Packet port ingress port + Pt | Packet
In metadata | Taple Table [Packet : Execute :] gy
2 1 e i * Action .-—>
Action E Set E
S I e N
(a) Packets are matched against multiple tables in the pipeline
@ Find highest-priority matching flow entry
Match fields: e @ Match fields: @ Apply instructions:
Ingress port+ _ o - - Ingress port + 2 H :
R Bl b psdingd] i. Modify pa'cket & updat'e match fields
pkt hdrs pkt hdrs (apply actions instruction)
Acti i Table Acti i ii. Update action set (clear actions and/or
ction:se cuon:sel @ write actions instructions)
@ iii. Update metadata
— ® send match data and action set to
next table

(b) Per-table packet processing
Zynpa 2.6 Avtiotoiyton xot Ene€egyacio os veotepeg exdooetg, Inyn [4]

H dmopén molomhey mverwy Sivel TeplocOTepeg SuVATOTNTES, OGOV XPOEE TNV Staduacio
TOL YELOLOKOL TWV TAXETWY OE SLUPOPETIU BNUATA, EMLTEETOVIAG TNV EEOMOVOUTCT] TOPWV
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oto switch »atd ™Vv Swdmacta Tov matching 6co xxt emtEEmOVTAG TNV TEOGHNMN

noMamAwy action and xnabe flow table.

Emnilong onpoavtinég duvatotnieg oTig emOpeveg exdooelg eivat ot mpoctnueg twv Groups,
Meters (yix nabe flow, vAomOLOVTAG TNV EVVOLX TOVL TEQLOPLGPLOL TNG POY|G), UXL LTOGTNOEN

T0L TEWTOXOAAOL IPVO.

2.3.5.1 Groups

Kabe switch Swbéter éva mivara «Ouadww» (group table), o omoiog anaxptiletar amod
eyyoopec dtxpopetnwy ouxdwy (groups). Kdabe tétowr eyyoaypn anaptiletar amd ta
anohovba media (ITivanag 2.6):

Group Identifier Group Type Counters Action Buckets

ITivaxag 2.6 Group Entries, IInyy [4]

¢  Group Identifier: 'Evag pn mpoonpacpévog anépatog aptbpog unmnovg 32 bits, o
omotog Tpoodtopilet 10 uabe group pe povadnod TPOTOo.

e Group Type: [Ipocdiopilet tov no t0U group. Oa avaivbovy avaAvTIHOTEQX
TEQETALOW.

e Counters: Metpntég, ot omoiot avavewvovtar xdbe @oEd TOL Eva TAKETO
enefepydletan and T avticTorO group.

e Action Buckets: Mwx OSwtetaypévn Alota, amod doyelx pe evépyeteg (action
buckets). To xabe Soyelo mepLéyet évar GHVOLO EVEQYELOY OV EXTEAOLYTAL MXTH TNV

enefepyaoio, ®xOwg uxL TIG OYETINEG UE TIG EVEQYELEG AVTEG TXQXAUETOOUG.

21 ovvéyela optlovtat ot dtxpopetinol tonot Groups:

e all: Extéheon Ohwv twv Action Buckets mov opilovtat 610 avtiotoryo nedio. Avtod
T0 group yenotponoteitar yio tpowbnon narétwy, multicast 9 broadcast. To
TOUETO TTEOMTIUG avTLyodepetart Yo xdle bucket xon tor avtiypapar emeéepyalovrar
and 1o avtiotoryo bucket.

e select: Extékeon evog Action Bucket. To manéta uotevbovoviar oe éva povadino
bucket tov Group, Bao evog akyopibuov emhoyng mov vrokoyiletat and 10 (510
70 switch. EvSewtind napadeiypota sivat 1) YON0Y GLVEQTYGNG UATAXEQUATIGOD
oe ototyela Tov OpenFlow match nov npocdiopiletar amd Tov YENOTY, N ATAN
epappoyn adyoplipou round robin. Xnpetwvetan mwg Oheg ot puiuioetg stvo
e€wTepeg wg mEOog T0 Tpwtoxoiio Openklow.

e indirect: Extéleon touv povadumod Action Bucket mov eivon optopévo oe avtd to
Group. To moupanavw emteénet oe TOAMATALS eyyEues flow va yonotuonotody éva
706 avayvwplotd (Group Identifier), yua v extéheon evog Action Set
(mopdderypa endpevo Brpa o tpowbnon IP). Avtdg o thnog eivar oty nEdén
TvopoLOTLTOG pe évay all, otov omolo eivon optopevo povo éva Action bucket.
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e fast failover: Extéheon tov mpwtov evepyos Bucket. Kabe action bucket eivor
OLVOEBEULVO (e EVaL CLYUEXQLILEVO POLE 7)/ ot EVor Zroup oL EAEYYEL TNV UATAOTACY)
Touv bucket. Avtog o Thnog groups, emteénet ota switch va adAdlet Tov TpONO

npowbnomng ywels va anatteital 1 eniuAnor tov controller

2.3.5.2 Meters

211 veOTeES eXSOCELS TOL TEWTOXOAAOL, LTREYEL ETLOYG nat évag mivamag pe «Evdeluteoy -
uetontés pong (Meter Table). 'Eva tétotog mivanag, anaptilet and avtlototyes eyyQopes
(meter entries) ot omoieg opilouv petontéc yw xdle flow, Sivoviag ™y SuvatotnTa
vlomoinong amhwy 7 cuvbetdtepwy, evepyetwv Staopdiiong motottag (Quality of Service),
OTWG Y1 TUEABELYUA O TEQLOPLOPIOG TG POYG xivnong (rate limiting). Kdbe tétotog Seintrg,
neted 0 ELOUO peTadoong TanETwY oL Eyouy avatebel oe aLTOV, EMTEENOVTAG TOV EAEYYO
e taydTTae. Emonpaivetoar mwg ot meters, eivar ovvdedepévor amevleiag pe flow
eyyoopeg, oe avtifeon pe T ovpég (Queues) mouv elvar cuvdedepéves pe TOETEC.
Ornowdnnote flow eyyouyy umopet va opicet oOVOeon He %dmOLO meter, PEOw TOL
instruction set ™. Eniong, ailet vo onpeiwbel mwg évag meter eAéyyet TV GLVOAXY] EOT),
and okeg ¢ flow eyyoxpéc mov eivar cuvdedepéveg pe avtov. Ocov apopd v YENoN
TOMATAWY  petontwy oto 8o flow table, xatt tétoo elvar e@td adda Oyt yw
dwxpopetinodg meters otig deg flow eyypopec. Qotdoo pmopovv va  epappocovy

TOAMXTAOL LEeTENTES, 0TI (Bleg POEG TanéTwy ae Stxpopetnd dtadoywa flow tables.

Kabe eyypapn touv mivana Metontov (Iivarag 2.7) anaptiletar and:

Meter Identifier Meter Bands Counters

ITivaxog 2.7 Meter Entries, ITnyn [4]

e Meter identifier: 'Evag u7n mpoonpacpévog axépatog aptbpog pnmnouvg 32 bits, o
omotog Tpoodlopilet povadua v uabe eyyoapy.

e Meter bands: Mix pn Swxtetoypévy Mota and pmdveg petpntov (meter bands),
omov 7 xabepio opilel 10 OPLO NG UMAVTAG %ol TOV TEOTO €emMeéeQyxolag TwV
TUUETWY TIOL EUTUTTOLY GE XVTEC.

e Counters: Metpntég (counters Oyt meters), Tov avavewvoviat Otay eneéepyloviot

TANETX ATIO TOV AVTIGTOLYO UETONTY).

Meter Bands

Kdbfe Metontg pmoel v €yet [l 7] TEQLOCOTEQEG UTAVTEG. LNUELWVETAL TTWG T TUUETA
ene€epyalovtat and g LOVo pmavia, Bdon g TEEYOLoAS TS ™S pone. O petenmg
epappoOlel v umavta e ™V vPNAOTEEN TLUY EOYC TAMETWY 1] OTOld TLPY] OpWG Elva
YAPNAOTEQY] ATO TNV TEEYOLOX QOY]. 2 TMEQLNTWAY] TOL OV LNAQYEL UTAVTA PE XVLTEC TIG
npobnobéoelg, dev epappdletar nopio.

Kabe pravta gyt wg avayvwplotind v poY| 011V OTolx EVIRCOETAL Kot aTaTIeTan ano:
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Band Type Rate Counters Type specific arguments

ITivenog 2.8 Meter Bands, ITnyy [4]

e Band type: Opilet tov 1pdm0 eneéepyasiog T0v TanEToL and ALY T prdvta (drop,
dscp remark).

e Rate: Xpnoponoteltar and 10V HETENTN Yo Vo ETAEEEL TNV QVTIOTOLYY] KTAVTY,
opilet 10 yapnAoTepo TEEYWY ELOUOC PeTddooNg TaVW ATO TOV ONOlO0 UTOEEL Vo
epoppOleTal 1 avTIoTOlY Y] UAAVTA.

e Counters: Avavewvovtot xatd v ene€epyaoia VoG TAUETOL ATO TNV UTAVTO.

e Type specific arguments: [TpocOetor Tapapetpor Tov band type.

2.4 OpenFlow Controller — POX

H Swxycipton twv STV LTOAOYIOTWY, TEUYUXTOTOLEITAL UECW TXQXAUETOOTOL GG
youmAoo emmédou g uabe cvonevng Eeyworotd. Kata v dtepneta avtyg g Stadmasiog
Tov elvat eTTOVY] uat yEovoBopa avokoymd pe 10 peyebog tov Swtdov, evdeyopévwe va
vrap€ouv opakpata avbpomvov mapdyovia. O Stuywptopnog touv Control and to Data
plane emitpénet Tov éheyyo Twv cvoxeLwY péow Tov mEwWToXOAoL OpenFlow, Tapéyovtog
evot  aOLOTINOTO, UEVTIQIMOTIOUEVO TEQLRIANOV  TOOYQXUUUATIOROD %ol EAEYYOL  TWY
Swtvanwy ovoxevwyv. O Controller sivat xatd 10OV Ttva évar Aettovyind XOoTnp ylor T0
SInTLO OTOL 7] EMKOLVWVIX HETUED TWV CLOUELGOV UAL TWY EPUOUOYWY BLEQYOVTAL ATO EXELVOY,

yonorponotwvtag 1o vrepxeipevo (Northbound) Interface.

Yndpyovv apxetol Swxbéotpor Controller, oe StapoEeTnes YAWOOES TEOYQXUUUATIOUOD,
eVOEMTIUG UKTTOLOL:

e  Open Daylight

e ONOS

e Tlood light
e Ryu

e NOX

e POX

Qo1600 Ha eninevtpwbovpe otov Controller POX ([5]), évav amd toug mhéoy Stadedopévon,
o omotog eivat Bactopévog oty yawooo Python ([6]).

POX

O POX mnopéyet poe TAATPOQpUA avaTTLENG %ol TEOTLTOTOGYG AOYIOUIXOL EAEYYOU
dwtdov, yenotpomotwvtag v ylwooo Python. Xty mpaypatnotia o POX eivar 7
petaopd 1ouv NOX (evog aldov dxitepa Stdedopévov Controller) oe Python. O POX
AetTovEyel wg 1o yevinotepo voPabpo ent Tov OMolOL TEAYUKTOTOELTAL, OAY] 7] ETHOLVWVIX
pe 1 OpenFlow switches xot anotekel évo and tor TAEOY SNPOPIAY] epyaAeior GTOV TOPéX
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tou SDN. Bploxetat und Stapun) evnuépwon uat amotekel tdaviny] Ao yx e€otnelwor] pe To
neptBariov twv Software Defined Networks.

Kanowx and 1o yapantototing tov POX:

e “Pythonic” OpenFlow interface.
e Enavayonoipnonoinon twv Siapopwy oToryelwy (ETAOYY KOVOTATIOD, avaxdAvdy
TG TOTOAOYIXG).

e “Runs anywhere” — Extéleon oe omotodnnote oOOTNUA, CLYKEXOLUEVY GTOYEVEL O
bl

Linux, Mac OS and Windows.

e Ynoowpilet 10 (810 youpnOd TeEIRIANOV YOYNOTY UKL ONMTUR EQYUAEX HUE TOV
ovyyevixd controller NOX.

e 'Eyet wavonomtny anddoor oe obyxplon pe 1ig epappoyes 1ov NOX yooppéveg
oe Python (Zynpa 2.7 Zdyxpton anddoong dwpopetinwv Controller).
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Zynpe 2.7 Zoyspron anodoong Srupogetiewv Controller, ITnyy [5]

H extékeon tov POX yivetat péow touv apyeiov pox.py . Extedwviag Opwe amorAeloTind 1o
xpyelo pox.py dev éyet uanolo dxitepo amotédeopa. H ndpta Aettovpymdmta 1ov POX
nopeyetar ano eéaprjuara (components). O POX Swxbéter ndmot components (wotdco

nopleg amevbivetal oe x0vd TOL EYEL WG GTOYO Vo AVATTOEEL Tor SIK TOL components).

2.4.1 Components

Otay avagpepopaote o8 components, EVOODUE aQYELX TOL UTOEOLUE V& TPocbécovpe GTNV
eviol] pe v omola emxaAdodpacte tov POX. ‘Onwg avageépbnre o POX Swbéter ex
XUTXOUEDLY] comMponents, xAnol TuEEYOLY T1] Paotny| AELTOLEYUOTNTA, XATOLXL OQLOPEVY
Bohnd yaEanTNELOTING %ol HATOW Elval ATAWG TToEadelypaTa. XNy cuveéyelx TopatiBevton
evdewtna namotx ano o Stabéotpo components ([7],[8]).

Py

Exxivinon evog Swadpaotivod Python interpreter. Xonon y anmocQolpdtonon not
TELQUUATIOUO.
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Forwarding.hub

Amn eynataotacy FLOOD navovewv oe nabe switch, petaoynpatiloviag o oe hubs.

Forwarding.12_learning

[Mapopota Aettovpyio pe éva L2 learning switch. ITapddo mov 10 e€apmmua eotalet otig
duapopeg Stevbivoetg Tov oTELPATOS 2, Ot xavdveg mov eyxabiotavtat elvat 660 T0 SLVATOY

Lo oLYKEXQLUEVOL (T MyOTep Suvartd wildcards).

Forwarding.12_pairs

Opow Aettovpyla pe 10 12_learning wotdco ot navoveg Baotlovtar uvplwg otig Stevbivoetg
MAC.

forwarding.13_learning

To ovyrexpipevo e€aptua dev amotelel axLBwg éva router, Ak emiong dev eivat évar L2
switch. MaBaivet nou nataywpet Stevbovoerg 1P, ywplg va Sivet idlaiteprn onpacio oe évvoleg
omwg ta StpoeTna brodintva. Ilpouetpévou vo evaEPovIoTel e TOV TEOTO AELTOLEYLAG

v host, eivat duvatd natd TV POETWEY va opicovpe fake gateways.

forwarding.12_multi

Xopumepupépetat oav éva learning switch. H onpavtiun tov Stagpops pe 1o avtiotoryo
e€upmpata elvar Twg yonotponotel 1o openflow.discovery yio va evpepwbet yiow OAn v
tomoloyla tou Sixtbov. 'Etor pohg éva switch nataywonoet poe Stevbbvveny MAC dha
poedlovtar LT TNV XATAYWEYNOY. LNPELOVETAL TWG ATALTELTHL Eniong, 7] XENOY TOL
e€xptpatog openflow.discovery.

forwarding.topo_proactive

Eyratactaon navovev npoxataBoimnd, pe Baon pa Stedbuvon IP mov éyet onpaocio ya v

tomoloyta. H petaywyn Baoiletan oto forwarding.]2_multi mov avagépbnue mpornyovpévwe.

openflow.spanning tree

Xonotponotel 1o openflow.discovery o v SnptovEyla piog ENLGXOTNONG TN TOTOAOYLAG
0L BTLOL, SMIIOVEYEL éva spanning tree xot 6T ovveyela amevepyonotel to flooding yu
LG TOETES oL SeV elvat GTO spanning tree.

openflow.webservice

[Mopéyer éva web service tnov JSON-RPC (O avokvlel extevog oto 44) y v
oadnhenidpaon pe 10 OpenFlow mpwtoxoiro. ITpogpyetat amd v LANEECIX UNVUUATEY
of_service xat mpobmobétet v ypnon tov webcore cfapmuatoc. H vmnoeoio elvar

npooBactun pe anootody] unvopdtwy HTTP POST oto http://webcore running/OF.
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web.webcore

Exxivnomn evog web server evtog g dtepyasiog tov POX.

Messenger
ITpooypepet pa Stemaypn ya tov POX wote va emotvwvel pe eéwtepnes dtadinactiec néow

appidpopwy unvopdtev Baotopéva oe JSON.

openflow.of 01

Emxowoviae pe OpenFlow 1.0 switches. 21y mepintwon QOQTwoYNG SLXQOQETIHMY
components nov yenotponotody OpenFlow goptwvetor ot avTtd Pe TG TEOETASYEVES
TIEC. YTaEyet SuvaTOTNTX GARXYNG TWV TLUWY OTNY YetoouivnTy extéleon (port, address,
private-key, certificate, certificate-authority)

openflow.discovery
Amootol] etda Stxpoppwievey LLDP unvopdtwy wote o controller vo avoxoadddet v

TOTOAOYLX TOL SUTHOL

openflow.debug
Anprovpyta apyetwy pcap pe o OpenFlow punvdpata mov avtalhalovrat.

misc.full_payload

H mpoemiheypévn ovpmepupopd Otay éva maxéto Sev pmopel va avtiotorytobel oe ndmota
eyyoayn tou flow table eivar 1 amootoly evog pépoug Tov Tanétou (to mpwta 128 bytes)
otov controller. Avto 1o e€dpmpua Tpononotel nxtdAANAx To switches mov cuvdéoviat GTov

controller wote vor GTEAVOLY OAOXANQO TO TAKETO.

Log

O POX ypnotponotel 10 odotmpa natoyoapns ovpPavtwy g Python. To e€dpmua log
ETUTEETEL TNV TMXQXPUETQOTOMOY TOL 08 oNPavTnO Babud péow ™C YOAUUNG EVIOA®WY.

Evdewmtina:

®  ATeveQYOTOINGY] TNG UATAYQAPNG

e Mopyonoinor g nxtayeayne, teocHnun xal popyonoinoy timestamps

e EBxtdnwon oe stderr, stdout, apyeia, amootorry méow TCP Sockets, UDP
Datagrams xot HTTP GET/POST

log.level

H xatayoopyn anokovfet v it Sopn mov axorovfel 10 ovompa ¢ Python.
Awxpopeting efaptipota gyovy Toug SwobLg Toug loggers 10 dvoux tov uxbevog atvetat
OTO WVOPATO HATRYQXPNG. 2TV TOXYUATIMOTYTA Ol XATAYQUYELS Y NPATICOLY TNV StuY] TOLG
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tepaEylo no emmpocbeta xabe évag éyet éva eminedo (“level”), to omoio avtiotoryel oGO
oNpavTnd 1 oyt eivar evoe pnvopa. To e€domua loglevel emtpénet v mapapetponoinon

TOL ETUTESOL TWV TANEOYOELLY TTOL Belyvel TO u&be GOLOTNUX HATAYOAPTIGC.

To moco onpoavtnd etvar uabe urnvopa meprypdypetal and Tig anoiovieg xatnyopleg (and O

TAEOV GTO ALYOTEQO GNUAVTINO):

e CRITICAL
e ERROR

e WARNING
e INFO

e DEBUG

To mpoentkeypevo eninedo xataypagyg yio tov POX eivar to INFO.

24.2 POX APIs

Extog and 1o ebapmpata ot omoia éyve avapopa, o POX Swbéter éva obvoro APIs
TIQOXELUEVOL VO OLELXOADVEL TNV AVATTLEY] EPAOUOY®V BUTLAXOD EAEYYOL. 2TY] GULVEYELX

TaEoLotalovial eVOEUTING UATOL! €€ ALTOV:

2.4.2.1 POX Core

Y7dpyet to avixeipevo “core”, 1o omoio Aettovpyel ooy xeviEodg xOUPOg Yl UeydAo
népog tou API tov POX. Kanoteg amd 11¢ Aettovgyieg mov TOOGWEQEL eivat ATAMG Wrappers
(0OLTIVEG ML CLVXETNOELS TTOL KLELOG GTOYOG TOLG ELVAL 7] XANGY] BELTEQELOLOWY POLTIVRV
7oL OLUVXETHOEWY) EV® KAAEG elvat auTOVOpES. £20T000, amd Toug PaotndTEQPOLS AOYOLS
OTXEENG TOL AVTIUELUEVOL “‘core” elvat Vo YOVOLLOTOLEITAL GaY GMIELD GLVAVTNGYG UETXED
v e€xpmuatwy. Etot avtl va yonotpomotodvtar ot eviolés “import” wote eva eéxQTnua
Vo ELOGLYEL EVOL GAANO TEOMELUEVOL Var cAAnAemdpdoet uall Tou, Tor eaTRaTH EyyEdpovTaL
nhéov (“register”’) ato “core” uot EMHUOVWYOLY UETAED TOLG UEGW ALTOL.

2.4.2.2 ZXioryue Swxyeliotons yeyovorwy (pox.lib.revent)

O yeplopog twy yeyovotwy otov POX axokovbei to potifo “publish — subscribe”, oto
OTIOLO Ol AMOGTOAELG UIVLPATOV (YVwoTol wg publishers) dev mpoypapupatiCovy o pnvdpota
vae otélvovton anevbelag oe oLYXEXELUEVOLS TTPaANTITES (YvwoTol we subscribers). Kanota
avTieipevor xavouy publish events (yonotponoteitoar ouvnbwg o opog “raise”), oe avTd Ta
VTIMELUEVX GULVEYEIX UATOO0 GAAO Umopel vo xdvet subscribe xow vor ovapéver yuo
ouyxexptpéve events (avtiotoryo yenotponoteiton o dpog “listening to” / “handling”). To
{ntodpevo etvar Otay copPBaivet éva event (yivetar raise) va evepyonownbetl éva cuyuexpluevo
TUNUO XS YLt TOV YXELOLOPO ToL (Ywotd xot we “event handler”). Xnpavtind pépog
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T0V TEOTOL Aettovpylag Tov POX Basciletat 017 dnpocicuor] uat 6TOv YELQIOUO TwY events.
Két 1tétoio  Sevmohdver v avdmTLEN  EQEOUOYWY  ATAWS  OMULOLEYWVTAS  ATAWS,
e€upmpata mov meptéyovv handlers yix to Sapopa events (Packet In, Connection Up,
Port Status).

2.4.2.3 ot (pox.lib.packet)

ITolég egappoyég otov POX Baoctloviaw oty addnienidpuor pe monéto (Yoo moddetypo
AATUONEDT] TAXETWV UAL ATOGTOAY| e TOL switch 7] mpooTéhaor) evdg Tanéton Tov eAnphn
and éva packet in event). ITpoxeipevou va Stevxoldver v napanavew Swdwacia o POX
SraOéter o BrBAtoOnmn yroe v avahvon nat xatoorevy Taxétwy. Kdmotot and toug thnoug
TV Taxétwy Tov vrooteilet 1 BtBlobnun tov POX eivar Ethernet, ARP, IPv4, ICMP,
TCP, UDP, DHCP, DNS. Kabe thnog vtootpilet ouyrexptpéva attributes.

2.4.2.4 Nrpare, Stepyaoies xat yoovouerpe (pox.lib.recoco)

H Biiobnmn recoco tov POX yprnotponoteitat yioe v LAOTOLNGY] ATAOY GULVEQYXTIXWY
depyaotwy. Towg 10 Paoctndtepo mheovexTpa Twv Steyaotwy avtev eivat Twg cuynbug Sev
yoealetar vor ylver udmotla etdiny] eVEQYELX YLX TOV GLYYEOVIOUO Toug. Ocov apopd TNy
dnpLovpyla SlapoEeTwwy VNpatwy proet va yonotponombet Euxva n BiBiobnun recoco 7
ovvnbiopévn BiBiobnun “threading” ¢ Python.

Evdupépov mapovotdler uow 1 extéleoy) SleQyaolmY WETH ATO %ATOLO YQOVIMO WECW
yoovopetowyv. Evdewtina mapadeiypota yonong 7 amocbvdeon tov controller amd 10
switch av dev éyet Anpblel yi xdmoto Stdopa andvinon oe pnvdpata echo, 1 enitong to0
aitmuo oto switch avd TeELOS0LE WOTE Vo GTEAVEL OTATIOTNG OESOUEVA VLot TOLG AAUVOVES
TOL TEPLEYEL.

2.5 Open vSwitch

To Open vSwitch eivat éva etovind (virtual) switch TOAMamA®Y GTOOUATWY, Bropnyoavinng
notomtag. Eivar oyedixopévo yar vo SleuMOADVEL OTO UEYIOTO TOV GLTOUXTIORO OTLG
AelToLEYiEG SIUTOOL UECW TEOYQXUMUATIUGOV EMEUTAOEWY, EVR TOXLTOYEOVA LTOCTNELLEL Ta
ouvnbn Sryerptotind interfaces uow mpwtonorka (NetFlow, sFlow, IPFIX, RSPAN, CLI,
LACP, 802.1ag). Emiong, vmoompilet tov Swporpacpod (distribution) oe Stxpopetinda
oot pnyavnpate. Idwxitepo evdiapépov napovatalet 1 SuvaTOTNTA SNULOLEYIAG AOYIXWY
switches (OpenFlow Enabled) ta onoix pnogoby va eviayfodv oe etrovinég tonoloyieg,

YEYOVOG TIOL TROGYEQEL GNUAVTIUEG EQEVLVTTIXEG UL EUTOQIES DLVATOTY|TEG.
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h Security: VLAN - " Monitoring: Netflow,
IS isolation, traffic filtering %, SFlow, SPAN, RSPAN
N y € ¥

QoS: traffic queuin H Automated Control:
o e ; : . OpenFlow, OVSDB
and traffic shaping .

~  mgmt. protocol

A V |

Zynpo 2.8 Open vSwitch, ITnyy [9]

To Open vSwitch yonowponoteitoar oe pa TANBopa mEOIOVTWY xat exteleltar o TOMA
Otaitepar peyddo  Broumyovind  meptBailovta. Evdemtind  avogeépetar mwg  elvat  TO
npoemheypévo switch atov XenServer6.0, oto Xen Cloud Platform ot eniovg vnootnpilet
Xen, KVM, Proxmox VE xat Virtual Box, emmpodcteta éyet evowpatwbel oe molla
ovotpata Stayelptong ewmoviney topwy (OpenStack, openQRM, OpenNebula, oVirt).

2.6 Network Virtualization

Ot Bepehiwdelg xpyec g exovinomoinong 1oy eyovv vhonownbel oe aEXETA TEWTONOAAX
Swtdwy mov yenotpomorovvtat xatx xoeov. (Iapaderypa VLANs — VPNs). H poydaio
avdmtuén Ty vroloytotney vepay (Cloud Computing) avédetée nepoutéw TV ovayur| yo
emovironoinoy dutvaxwv topwyv (Network Virtualization) xabag yoetalotay évag 10On0G
®ote ToAamAol yonoteg (évowror) va porpaloviar v (St dwtvony, vmodopwr. H
axpyttextoviny] touv SDN, anotekel éva otépeo vnoBabpo ya v avamtugn xan Swryeipton
emovinolh TeptBailovtog. npetwvetar mwg, pe tov 0po Network Virtualization &ev
ovvemdyetan amapaitnta yonon tov SDN obte to avtifeto. Amotehobv SoupopeTinég
EVVOLEC, WOTOGO LTIAEYEL Pl OECY] CLPLPIWONG avdpesa aTta SVo:

e To SDN amotelel po teyvoloyia mov Stevoldvet ™y Omap€n tov Network
Virtualization.
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e Mnopet vo expetarrevfel 1o Network Virtualization oty Swdwmaota g
entipnong — dontung evog SDN meptBdilovtog. H avotnta g anochvdeong pia
epappoync ehéyyov and to vmoxeipevo data plane, divovtag v SuvatOTNTR Vot
EXTIUNOOLPE %ol OOULUKGOLPE TNV EQPAOUOYY, OF OTNOLOBNTOTE  ELOVINO
nepLBaAlov.

Ynapyouvv dvo Baoinéc mpooeyyioelg ytoa 1o Network Virtualization:

a) Full Network Virtualization
b) Control plane “slicing”

2.6.1 Full Network Virtualization

Onwe avagepetar ot oto [10], 1 ewovironoinoy 10v SILTOOL CLYIGTATAL GTNY TAEOLGLACY|
evOC aPULEETIXOD ETUTESOL TOL elvat AMOCLVOESEUEVO amd TNV Yuony Tomoioyia. Katt
TETOLO ETUTEETEL G TOAMATAY EUOVIXG SIXTLX VX GLUYLTILEYOLY AV GE WL KOLVY| LTOBOWUY),
omov ndfe ewmovind SinTvo PTOEEL Vo Eyel SLUPOEETINY] TOTOAOYLX, YWELC OYECY| HE TO

voPabpo oto onoto opiloviat.

2.6.2 Control Plane Slicing

H »dptar 18¢a eivat 0 Sty wplopog 1wy Sitdwy oe «tepdryton (“Slices” — i tdex mov oy tua
noepovotxotne oto Planetlab [11]), omov xabe Slice mepihapPaver ovyrexpipévoug
STLAKODE TOPOLS %ot eivat LTTO TNV emonteia Stapopetinod SDN Controller. To napandvw
elva eTO Ypnotponotwvag évay evdtdpeco Controller o onolog Aettovpyet cav Stapaving
ninpe€ovotog (“proxy”’), o onoiog napepfarietar avapeoa otov Controller tov xdfe Slice
not 1o OpenFlow switches. Aoyw g Stagpaverag (“transparency”) touv evdidpecov ot
Controllers éyouvv ™V aictnon nwg emotvwvovy anevbeiag pe ta switch, xot avtictoryo to
switch pe toug Controllers.

2.7 FlowVisor

O FlowVisor [12], [13] eivar évag mepapatinog SDN  controller mov vAomotet Ty
EMOVIXOTIONMGY] TOL SHTLOL YWEILOVTAG TO YuoLO OiMTLO Ge TOMATAL Aoywd (XLTO
emToyydvetar mponting tepayilovtag to Control Plane). O FlowVisor amopovevet autd to
Siutva wote uabe controller var AapBdver unvdpata xa vae éyet TeocBaoy povo ce switches
7ot mOgovg mov Tou avakoyovy. H amopodvwon mov mpoopéper o FlowVisor eivow amod
TEY VTG TAELEAS ePIXTY] Oyl aTtAd TEowBWVTAG 1) PrhtpREOVTAG TNV emtnotvwvior controller —
switch oall& tpomONOIWVTAG Xt TO TEepleyopevo toug (Ty. ota punvopata OpenFlow
negotiation yix ™V avaxdAvdr TV Quorev ports touv switch). Xnuetwvetar Twg O
SLULOLPAOUOG TV TOPWY O TERAYLo UTOEEL Var yivel e eminedo ebpouvg Lwvng, TOToAOYIG,
CPU xou flow table twv cuoxevmv xot Quoma #xivnong.
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[Tapdho mov yevind Oewpeiton piar metpapotiny teyvoroyia 1o maventotmo Stanford éyet
evowpatwoet tov FlowVisor oto mavemotmpand dixtwo tou. Eniong, o FlowVisor eniong
amoteAel Abon oe éva O To TEOPRANUATH TNG EQELVAC TAVW GE SIXTLA LTOAOYLGTWY, XVTO
™M¢ pealMoTinng texpnplwons. Kabwmg agpevog yla vo griaytel éva meptBailov yio dontpég
(testbed) amorheloTind yio TIG AVAYMEG TOL TELQAUXTIOLOL EYel TOAD UeYHAO %OOTOG,
XPETEQOL TIPETEL TO TEPLBAAAOY TwV Sontpwv vor eyet Tig idteg tdtopopyieg (xivnon, YeMNoTes
A\T) WE TO TEEPIAAOV TO OTOLO OTOYELOLHE Vo EXTEAEGOLPE TNV EQELVAL  LOG.
Emnpocbétwg, nponettoan yroo w1t nelpapotind mov domtpaletot oe mEayuatines ouvinuec,
ovvemwg dev Ba Nty aoparéc va yonorponombet e€ oloxAnEov éva mEAYUATIHG SIUTLO
napaywyne. O FlowVisor emitpénet 1oV Tepaytopho 10U SIHTHOL THEAYWYNG WATE Vo SLvel T7)
SuvaTOTNTH 6TO TEELBAAAOY Soutp®V vor cLVLTIGEEEL TAVW OGTNV BOWUY EVOS TEXYUXTIXOD
STOHOL Kot Var elvort HETABANTO AVAAOYX [LE TLG AVEYUES TNG EQELVAG, YWELS Vo eNnEelEL TOV
70ELO OYHO TNG ERTOPIUNG TOL %IVNOYG.

Cathy's
Control Logic

o = e e e o =

Alice's
{ Control Logic J
VolP ' FlowVisor l
\ Server Sp— .

.- -
5 P @\ ’ &

VolP
Ve \ st <
At

- o
\~

S

Detour Game
Node Server

Zynpe 2.9 Network Virtualization pe yonon FlowVisor, ITnyy [12],[13]

®

2.8 OpenVirtex

To OpenVirtex [14] amotekel pa mhatpoppa network virtualization mov Sivet otoug
YONOTES TNV BuVATOTNTAL Var SNptovEyoLY nat vor Stayetpilovtar ewovind Aintva Optlopevo
and Aoyound (VSDNs). Ov yonoteg — évowror €yovv 1o ehebbepo va opicovy Tnv
Tonoloyia, Tov 100mo dtevbuvelodoTnog Tov ewovinoL dwtvov xabng xat va Stabétouvy To
Swd toug Aettovpywd Xvotpa Amtdwy. Onwg gaivetar xat oto Xynua 2.10 OpenVirteX
architecture, OTOL TEQLYQHPETAL 7] KAEYLTIEUTOVIXY], TO EQYXAELO TOL UAVEL EPILTY TNV
Swdwmaoin Aéyetar Network Embedder. To epyakeio avtd Séyetar awtipoata ytoo v
dnplovEyio VEwV eovinwy Stbwy (Tpoadtopilovtag TANEewg tomoloyin, (edEelg uAT) not
OTNV GUVEYELX GLYXEVIQWVOVTAC TAYQOYOPIES ATO TNV YUOLXY| TOTOAOYi ONULOLEYEL Lo

QVTLOTOLYLOT] PeTah TEAYUXTINNG HOL EXOVINYG TOTOAOYING.
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Zynpe 2.10 OpenVirteX architecture, ITnyn [14]

Eowrtepnd, 10 OpenVirteX Baoiletoar oty anocbvdesy twv emoviney oToryelwy and to
avtiotorya mpoypatind (Xynpa 2.11). Tlpoxetpuévou va emtevybel awtd 10 povielomotel OAx
T TOUYUATIUG UL ELXOVIMGK GTOUYElX %ot OLXTNEEl (X XVTLOTOLYLOY] XVAUECK TOLG TOL
noéyetat and tov Network Embedder omwg avapépbnue. H avtiotoiyion Sev opiler tov

TEOTO LAOTIOINGYG TG EOVIXOTIOLNOYG.

Northbound
OpenFlow
Interface

>
il

vNetwork vLink

LLDP Resolution

vAddress NOS 10

Loop
NOS Message
Handling

_____ R —— Y )

vSwitch vPort

e s

Network Link

Switch 10 LLDP Discovery

=P Loop <>

Address

|
O,

NOS Message
Handling

Switch H Port

)

Southbound
OpenFlow
Interface

Zynpe 2.11 OpenVirteX Internal Architecture, ITnyy [14]
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Yovenwg 1 mhatgoppa tov  OpenVirteX TEOCYEQEL eOVIXEG TOTMOAOYIEG TANEWG
nopapeTponootpeg, uabwg xat oynpa eoviunng dtevbuveltodotnong avelaptto oe ndbe
emovind diutvo. 'Ocov apopd Tov TEOTO e TOV OTOLO EMLTLYYAVETAL 1] EXOVIXOTOl 1oM|
TEAYUATOTOEL T emaveyyapy] Twy Stevbuvoewy IP otav 10 Aettovgynd Xdotpa tov
AtOoL OVaPEQETAL GE XAVOVEG TIOL EYOLY MEQUADEC EMMESOL 3 Mol EMAVEYYQUPY| TWV
dtevfdvoewy MAC Otav éyouvv xepaAideg emmédov 2 aviiotorye. Xto ZyNpa 2.12
nopatibetar 7 Stadmaciar TG HETRPEAONG.

virtual IP

physical IP

Tenant

virtual IP'

virtual IP

physical network

Zynpe 2.12 Mapping Process, ITnyy [14]

Xuvolud, extog ano ta mpoavagepbevia 1w vVSDN mpoopépouy:

e AvOsxtirotnro: M etovinr) (evén umopet va avtiotorytobel oe TOMATAES QUOHES
UE GTOYO VO AELTOLEYOLV WG EPESOIUES OE TEPITTWOY] TOL UATOLX (ELEN NATXOEEVTEL.

o Avvapury Iupapetgonoinon: H pdbuton evoc dwtdov ovviotatar otov yetotopd
Cevyov key — value. Avty 7 Swdiaotor eivar amdy, nabwg 1 avtiotolyton elvan
AEVIQMOTIOPLEVY] %Al ETOL ELVAL EPLXTY] 7] TULEAUETQOTOLYGY] EVOG SILTLOL TOL ElvaL
70 eveEyo.

e Avvatotnra Anofnxevong: Kdbe dixtvo Sixtnpel pio oulhoyn and mAneoyopieg
vt #dbe otoryelo. Avto emtpénet oto OpenVirteX v Swatnenoet oawtég Tig
TANeoyoplieg oe évav povipo yweo amobirevone. Eivar Aomov Suvvatd v
anobnrevovtar xat va goptewvoviat ot pubuicelg yix 1o ndbe vSDN, ndtt mov
anotelel 10 TEWTO Bpa Yo Ty anobnxevon Ztypotunwy (Snapshots).
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2npetwvetal g o FlowVisor Aettovpyel pe StoapoeTind 1000, SLott@MVTHG TO VTOXELLEVO
dintvo oe vmoobvoka xat Oyt ekopotwvovtag eovind Sixtva. Me Bdon avtd tov TPOTO

Aettovpyiag evromilovtat ot axdlovbot mepLopLepoL:

e Ola o tunpata porpalovial éva xotvd cbvolo Stevfdvoewy, nat étot dev elvar
Suvaty] 1 OTaEEN ave€aETNTLY Kot aLTOVOP WY StevBidvoewy.

® 2l& GLVEYELX TOL MOXQATAVW, OEV ETUTEENETAL GE EVAL MOUUATL Vo €yet po avbaipetn
(emoviny) tomoloyio. Mnogel povo anatiletoat amd vt LTOGLVOAO TNG PLOIUTG
TOTIOAOYING.

e H anopovworn avipeoa oto nabe xoppdtt e€ouopaliletor ne v EQUOUOYT XAVOVLY
Yt to flowspace mov aviotoryel oto xabéva. Ot xavoveg dev mEemer oe nopio
TePIMTWoN vor mapovstalovy emmaivdy, dvotuyws Adbog mapapetponoinoY TOLS
umoetl var 0d1yNoet otV TaEaPlacy] aUTS TNG AEYYG. Xe QT TNV TEQITTWOY Oev

umopet va epappoctel eyyunuéva 1 ATOUOVKGT] TWY XOUUXTIOV TOL eNY)EEdloVTaL.

2.9 Network Monitoring

Me tov 6po Network Monitoring ouvnwg avapeQOUAGTE G8 X GELQR EVEQYELLY TOL
evidoooviaw ota Management Plane. Evépyeteg mov mpaypatomotobviar amd Stayelplotég
STOLWY LTOAOYLOTOV PE GTOYO TNV TUEAKOAOLONOY %Al AVAALOY] TNG SUTLAXTS IVYOYG OTO
diutvo vrd ™y emomtein Tovg. Ta mAsoveupata ™G TaEaxokovbnoyn tov dTboL UKL

amobnuevon twv dedopévwy avtwv (“Network Monitoring Data”) eivor moAdmAevpa:

e Aoydeta

e [lowdmta vNEEoLLY

e Evtomopog npofinpdtwy

o [lpoBhedn pelhovinwy avoryrewv

e Business Support Systems/Operations Support Systems

e  Buxolieg oty anoopaipdtwor (debugging)

Ot 1tpomor  maparorovBnong  mowidovv. Ilapadeiypatog  ydEwy  pmOEOLUE VX
npanohovbobue Tig Stntvanéc cuoxrevég 1 Toug hosts mov cuvdéoviar oe avtég (1St
oovnbeg edv Oev evOlXPEPOPXOTE ATOMASIOTIUR Yl TNV OTLAXY %ivNoY oAAK Yl
DTOAOYLOTIXEG TTAY|QOYOPIES, UVTILY, eTe€eYaoTNG, amobnueLTIUOg YWEOG ¥AT). XTor TAXICLL
™¢ mapovoag epyuotag fa emmevipwbobpe otov topéa g Swtvonng uivnone. H
nopanohoinoy éyet StupopeTinés UopYes, pe Tig mAgov Swdedopeveg va eivar (1) to
nabpéptiopa (mirror) xo (2) 7 Serypoatolnia (sampling) g nivrong.

Xy TEPIMTWwoY TOL mirroring, oLTOLOLX 1] XIVYOY TOL OLEEPYETAL ATO TO LTO
napanolovinon otoyelo avuypagetor  («xolpeptiletay) uat EYel WX CULYXEUQLUEV
petayetptan. Ocov apops v derypuatodndla, 1 LAOTOINGY TG EMAEYEL TOXETO e UATOLX
CUYXEXQLUEVY] OLYVOTNTA ol ETONG To peTayetpileton natdAAnia. Xvvnbwg avtn 7
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petayelpton ovviototon 6Ty anocToAn g xivong (mirrored / sampled) oe évar unygvnpo

TOL VAL APLEQWIEVO GTYV GUAAOYY| UL GTY] GLVEYELX, ETEEEQYATLA TWV GTOLYELWY AVTWY.

Y7dpyouvv mowmiAol TEOTOL Yl vor TETOYOLUE TNV e€aywy?] %ol XTOGTOAY] TV OESOUEVWY
QUTWV 08 UNYOVNPaTa Yoo Tepattépw emefepyaoia, uabévag Baoctopévog oe StoupoeTind
npotuna ot mewtoxoika (m.y. NetFlow, JFlow, sFlow). Optopéva pehota eivar vendor
specific, xot TaEEyouLy OAOUANEWUEVO TEQBAAOY TOoO efaywyng OCO Al AVIALGTC
dedopévwv. Ta pnyavipatae mov déyovtat 1o dedopéva auvnlwe amonahodvTar GUAREXTEG
(collectors) xat vdEyet TANOWEXA SLUPOEETIMWY EPAOLOYWY TOL ETULTEAOLY TNV Staduacio
NG GLAAOYNG Mt avaAvong (m.y. ntop, Ganglia).

‘Ooov apopa ™y obyretorn Twy pebddwy naparorovnong, prnoel 1o mirror g xivnong v
amodidel pe TOV MO TOTO TEOTO TNV XATAOTAGY), XAAK OTA CLYYEOVA TEQLBUAAOVTA T
omola yaxpoutnollovtar amd xuivnoy HeyaAov Oyxov, eivar po Otadmacioc TOv amoLTel
TOAODG TOEOLG TOCO GTX UMNYAVNUXTA TOL exTeAoLY To mirroring (switches, hosts) dco
nat otovg collectors — analyzers. Eidixotepa, dcov aygopd to switches emtBopvvovion
Boowd otoryeix Omwg 1 CPU xatt mov pmoel vor etwoet TV UeTaywyu] IMavoTyTa ToL
idtov tou switch. Eniong nabwg 7 nivnon anod Sidgopa ports abpoiletar 1 {edén oty omoia
natevfvvetar to mirror evdeyougveg vo vreppoptwbel mpoxalwviag packet loss, delays,
buffer overflow. Qot000, andua peyaddtepo TEOLANUX evtomiletal GTo NYXVPLXTE TOL
enefepyalovtat v o1 ™G TATEoYopiag xabwg avtd cuvNwg LAoTOLOLY TOALTAOXOTEEOLG
akyoptBpovg y v emelepyacia Twv moaxetwv. Pealotiny Adon Aowmov and mAevpd
rupoxwotpomroag (“scalability”) oe neptBariovia pe vPNAo Oyno uivnong (dnwg Tor SinTvo
noppoL evog Internet Provider 7 éva Data Center) amotedel 7 Serypoatolnio moanétwy pe

AATIOL AVUAOYIN TAUETWVY.

291 sFlow

2t mAalolx TG TEOLOoAG eyaoiag, LAOTOWONXE Evag KNYAVIGUOS TIOL YOV OLULOTOLEL
Serypatorndio yro v e€aywyn twv dedopevwy, yonotponotwvtag to sFlow [15]. To sFlow,

<

ovvtopoypapia Yo o “sampled flow”, amotekel éva mpoTLRO TEOTO Yo TNV Bropnyavia
000V apopd Ty derypatolla marétwy. Alver ) Suvatdmta e€aywyng TEQIMOUMUEVWY
(“truncated”) moxétwv noeEdANAa pe petentéc Yo to interfaces. Ooov apopd Ttg peydhes
vrodougg, 1o sFlow yonowponotel Serypatondio nar €tor maEéyst pioe ADor TOL elva

deleaotinn (MOyw scalability) ota abyypova neptBariovia.

Yyohaloviag ™V ovpBatomta tov sFlow pe Sikpopa meptBailovia, GNUELOVETAL TWG
LTooTNEIleTal ATO SUTLANEG CLONELEG TOAXTAWY rxTaoxevaotwy. Eniong, ta Sedoueva
oy oy mov e€ayovtat elva avaryvwelotgo and ute TAnbopn epyaieiwy Stayeiotong not
npaxorodtnone. Eva sFlow obotpa progel va anaptiletar and TOMATAES GLOKEVES OL
OTOLEG TOUYUATOTOLOLY SelypaToAndio:

e Me Bdon namowa mbavotyTo (TANETWY UAL EVEQYELWY TOL EMTESOL EPUOIOYYG)

e Ava ypovixég Teptodoug (UeTEnTEQ)

Ta Selypatar Tov Toanétwy/evepyetov o petpntoy anoxaiobvtot flow samples xou counter
samples avtiotorya. Ta Sedopéva anootelhovion péow dedopevoyoapuatwy (“datagrams”)
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oe éva pnydvnmpo mov to emefepyaleton  uotaAnia. Emiong ovvnbwg mapovotale
AMOTEAEOPATO Yoo TNV SwTvann xivon pe Baon to dedopéva mov cuAkéyOnnav. Avtd

anonadeitar ouvibng oty opokoyix sFlow collector.
2.9.1.1 Flow Samples

Bootlopevo mave oe éva pubpd Setypatolndiog n, xate péco opo 1 and n moanéta (N ahheg
TAnEoYopleg) emhéyovton tyain. [Taporo mov dev amotuT@VOVTHL ATOTEAECHATA Ue TNV
ueytotn anptfeta, 1 TEoaeyylan eivat avoromtiny [16].

2.9.1.2 Counter Samples

To daompa g pétonong (“polling interval”) opilet v ypovinn cuyvoTTAL Pe v onolx
7 ovonevt] Hu oTédver Tovg petENTES Yo T interfaces g, AuTég Ol UETENOELG THEEYOLY e
XUECO TEOTO TO eLEOG LWVNG TG YOXUMUNG OE ALTO TO YEOVIUO SLAGTIA. ZYUELWVETAL TWG
ovppwva pe 1o [17] 1o sFlow counter samples civar anodotndtepog TEOTOG
nopaxorodtnong and 1o SNMP otav napaxorovleitan peyaho minbog interfaces.

2.9.1.3 sFlow datagrams

To dedopéva twv detypatwy otédvovtat ooy UDP maxéta oty IP saw port mov opilovtot
yte tov collector (n well known port yix tov sFlow collector estvar 1 6343). I1apoko mov
yonotponoteitat 10 TEwtonolo UDP (mbavov va yabel ndmoto nanéto nabwg 1o UDP dev
elvat 1000 a€lOMIETO TEWTONOAAD), N ATWASLX OEV EYEL ONUAVTIMO AVTIXTUTIO OTNY axELPela
TV HETENOEWY oL TEaypatomotel évag sFlow agent. Avtd Swanohloyeitoar nabwg, oty
TEPIMTWOY amwAElg Twy counter samples Ba avavewboby natddAnia ot TLueg 61O eMOUEVO
YOOVIXO SIAOTNUX EVR OTNY MEPIMTWOY] ATWAELXS Twv packet samples ent ¢ ovolag éyovue
pnetwaon tov pubpol derypatodndiac. Xto eowtepold Tov UDP maxétou eivar evbvianmwpevo

70 sFlow datagram, to nabéva and to omola maéyet tig &g mAnpopopiec:
e 'Exdoon sFlow
e AwdOuvor IP npoéhevong
e BEvav abgovta aptbpo
e To minlog twv samples mov meptéyovtat oto sFlow datagram

e Tua S T Selyporta

2.9.2 Monitoring in SDN

‘Ooov apopa v dintvany| napaxorovnon oe meptfarlovia SDN, extog and tig pebddoug
Tov éyouv avapepbel napandvw, OTwe avapepbnre xal oY eloaywyN Yl TO0 TEWTOXOARO
OpenFlow ta (St o switches éyovy ™V SuvatotnTa var amobnuedovy petentés now dAkeg
OTATIOTIMEG TIAYQOYOPIES avd StapopeTinég natyyopleg tov switch (flows, groups, tables,
switch nupamopnn otov mivano).

IStaitepo evdtopepoy vTdEYEL OTYV GLANOYY| %ol YONOY TWV OESOUEVV SIUTLAXNG XIVNONG
oe tetot mepLBaAlova, xafog o SuVATOTNTES TOL EYEL Wl EPXOUOYY] EAEYYOL TETOLWV
dutdwy etvar ToAvmAnbeic. H avdhvon twv dedopévwy Siver 1) Suvatdtnta 61Ny eQaouoyn
vae addalel Tov 1p0mo TEowNoNC 1 ATOEELNG TWY TAUETWY SLVAPLIUE %ot VX TOOTOTIOLEL T
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TANET, AVTATOXQIVOUEVY] OTNY EXAOTOTE XATAOTAGY] TOL OHTOOL Xt {NTNONG TWV TOQWV.

! ! ! VU
Evdewtind ndmotx oevapta Oo noy:

e Load Balancer — Traffic Shaping
e Aviyvevon xou Avuipetontor entbéoewy

e Firewall - NAT

O tpomog pe tov omoio eivar Stxbéotpa T otatioTing peow tov OpenFlow npwtondAlov ex
natoonevng etvat otadtepn deleaotindg nabwg vrapyovy Sedopéva avd UXTYYOELES 1ot
enioNg 7] OLAAOYY] TWV OTATICTIMOV XAl YENOY] ALTWY ElVXL APPOTEQES OLEQYXOIES TOUL

evowpatovoviat 6to Network Operating System.

201060 1 THEATAVEW Sladascio evEEYETaL Var ETLPEQEL GNUAVTIXO POPTO TOCO oTa switches,
oaMd nvplwg otoug controllers xabwg mhéov Sev vmapyet SuvatOTNTA, 7] CLALOYY TwWV
OTATLOTIM®V VX YIVETAL ATTO EVAL U AVIX APOCLWUEVO GE ALTO TO GXOTO. L2G ATOTENEOPA, 7|
Sxdwmaotar g oLAMoyng xat enefepyaciag Twv Oedopevwy TEETEL Vo xmoEEoyn el
e€ohouinpov and tov controller, o omolog MUV NG MEOYEUUUXTIOTINNG AOYINYG TOL
epappoOlet Yoo v mpowbnomn nat enelepyacio TwY TANETWY, TEETEL EMTAEOV VA EVOWUATOOEL
not v enefepyooio/yonon avtov Ttwv dedopévev. Xe mepintwoyn mov o controller
yonotponotel 6Aouvg toug dtabéotpovg mooug y ™y Stadinacio g TxpaxnoroLbnong nat
QVAALGYG TOL SUTOOL, EVOEYETAL Vo OUOXOAEDETAL VX ETUTEAECEL UXL TIC ATAOLOTEQEG
Aettovpyleg g petaywyns/ SEopoldYNoNg TwY TaKET®Y.

Yopgpwvae pe 1o [18] 7 emwmowwvia peta€d tov OpenFlow Controller xow tov
oloxinowpévoy xurkopatog tov nabe switch (ASIC), eivar taéetg peyébouvg puinpotepn wg
TEOG TO €VEOG (VNG ZULVETKG, XLTY 7] TEOCEYYLOY elvat OLOUOAO VX EPUOUOOTEL Oe
oLyyEova TERLBAAROVTA *xOWG Ol ATALTY|OELS Yo TNV Sty elpLor] LeydAov Oy%oL nivnong Nom
dNpLovEyoLy TEORANUX oTNY emtrovwvia controller — switch.

Bapbvovoo onpocia €yet 10 THEATAVGD oV AVXAOYIGTOLUE WG MUK XTO TG TAEOV
ovvnOiopeveg emtbéoelg TOL HAAOLVTAL VO XVTIUETWTLOOLY Ol OLAYELQLOTES OLTLWY XL
DTOAOYLOTIX®Y  GUOTNUATWY  eivat 7 palwn &Evnon mEooPucng o (o  LTYEescix
(“Distributed Denial of Service”). Tétoteg embéoeig yapontmpilovior nuplwg and tepdotio
OY%0 %ivNONG, e GTOYXO TNV ABLVAUIN YELQLOLOL AVTNG TOCO ATO TG SIUTLANEG CLOUEVEG
LTEEYPOETWYOVTAG To data — plane, aAAd xvEIWS A6 TOLG i8LOLE TOLE e€LTNEETNTEC.

Onwg eniong éyet derybel oto [19], tétoleg embéoelg evdeéyetar var €YOLY WG TXEATAELEN
anwiete o control plane, xabwg moantind pio tétowr emifleon entog amod TV MEELTTY
AATAVAAWDGCT] SIUTLANDY TOQWY HAL TOV EVOEYOUEVO XTOUAEIGUO GAAWY YONOTWY AN TIC
vnneoteg O elye WG THEATAELEY ATOASLX TNV KATAEQEELGY TOL (Stov Tov control plane.
JUVETKG, EVOWPATOVOVTIXG TO GLAEXTY oto control plane, 7 nxtdcTOGY AMOpPX
TEQLOGOTEQO.

Avdhoyo pe T ovdyneg g vrodoung Oo urogovoe vo yenotponomlel xanoto TEoTLRO /
npwtoxoro Serypatodndiag. To sFlow mov meprypddope avakutind av no eivor Siaitepu
anoteAeopatind viomotel sampling Bactopévo oe maxeta. ‘Ocov apopd OPwS TIG LTOSOUES
SDN 7 Smtvonn ulvnoyn evidooeTol O QOEG TUXETWY GVIAOYX WUE TNV TOALTIXY TOL
epappolet o controller xoun évag pyoviopog packet sampling evdeyopéveg var v avtyvevet
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wavonomtua (1 not xflOAoL) POEC TAKETWY Ol OTOIEG ATTOTEAOLY TOAD KO TOGOGTO TNG
nivnone. Autéc ot poég amoxaAobvtat “mice flows”, eve ot Seomolovoeg EOEC pe 10

0 ] ] << 9 1 ' ] ]
HeYXALTEQO TTOG0GTO uivrorg “elephant flows”. Yrdapyouvv epyohkeio mov e€dyouvv otatoTing
v xabe porn mongtwy Eeywplota, onweg 1o NetFlow, adld 71 mepetaipw enefepyacioc mov
yoetaleTaL ylor TV CREWGCY] AL UXTIYOQLOTON G TwV ToaueTwY 10 xabotd, onpavTng mo

ATMAUTNTUO XTO TNV ATOYPY TwY TOPWYV, OE GLYUELGY] e TO amhoLaTepo sFlow.

Evdewting nopatibevior Stapoetinol TOToL Yo Ty GLUAAOYY| OTATLOTIXMY O TEQLBAAROVTA

SDN:
e FleXam

e FlowSense

2921 FleXam

To neoBinua mov evtomiletoar oto [20] elvar 1 meprtopLopévy npocBacy, oe TANEOYOELES
oyetneg pe 10 nabe moauéto (1o TePLEYOUEVO YL TUEADELYUX), OTIWG ETLONG UL 7] OLGHOALX
mov epmepLeyet 1 Setypatoindia Baotopévn oe pon moxétwv. To FleXam amotekel puo
eLéMu T eméntaoy ov OpenFlow Firmware pe otoyo v xaAdtepn napoyy dedopévwy oe
e oYES TopanoroLONoNG nat aopaletag. IStaitepo evdiapépov mapovotdlet 1) wmavoTnTa
TOL UMYAVIOROL vor mpaypatonotel detypatodnla Bactouevy oty pon maxétwv (flow—
based sampling), xabog Onwe avapepdnue 1 amhy derypotodnio Tanétwy evdeyousveng vo
NV evtomilel emTLY WG TIG UMEES Ge OYXO nivong Poéc. Omwg éyet avaypepbel 1 flow—based
Serypatodndlo elvor pior meQimAOKY] Staduactor ®oL ATAULTEL CUAVTIUES XAAXYES GTOV TOOTO
ene€epyaolog TV TonETWY, evieyOouévwe xat oTo LAMXO Twv switches. TTapoAia avtd, oto
npwtoxorro OpenFlow o 1po6mog Aettovpylag Baciletar o navOVES Yo GUYHENPLUEVES POES
TUUETWY, NAVOVEG OL OTIOLOL vt GLUVOESEUEVOL Pe OLAPOES EVEQYELES (actions). ZUVETWG 7|
vhomoinon g Setypxtolndiog ocav emmiéov Action Ttov mpwtoxoilov OpenFlow,
eMTEENEL TNV ToEanoAoLONoY oL SwThov pe Tov embupntd TEOMO YWEIC CNPAVTIHO

overhead Aettovpywviag Teparinia pe tov pubpo petadoong g yoauuns (line rate).
O 1p0m0¢ SerypatoAndiag TOL THEEYEL 7] EMEXTACY] ALTY] UTOEEL VX elvat:

o Xtoyxotuxog: Pactopévog oe po mpoxaboplopévr mbavotnta. Xe nabe manéto
avtiototyiletar évag toyaiog apbuog, opotopoppa avapesa oto 0 xow 10 1. Eav o
apBpoc elvar pnpotepog amd ™y mponaboptopevy mbavotnta 1Ot TO TAUETO
emAéyeTat Yoo SerypatoAnlar.

e Nrtetepuvtotinog: Bactopévog mdvew oe éva potifo (yro uabe k noxéta Sidheée m
and avTd ayvowvTag Toe 8 TEwTa). AvtioToryo e auTY) TNV TEPINTWEY Edv LoYVEL 1)
aviowor, ((( Received_Packet_Counter — 6) % k) < m) 101e 10 naxéto
emAéyetanr yw Setypatoandia. Enpetovetar mwg T OpenFlow switches ex
natoonevng  Oxbétovy  petontéc yix tov  aptbpd  TwV  TAKETWY  TOL  EYOLV
avtiototytobet oe éva flow (Received_Packet_Counter).
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2YETING [LE QUTY] TYV TQOGEYYLGY] TOQXTYQOLVTAL Ta €€V

e Toonomnoinon tov OpenFlow firmware: Anuovpyomviag éva véo action
ovvemayetal mwg mEémet vo vmapfet avaPBabuion tov firmware oe Oleg TIg
OpenFlow cvorevéc. Mia tétowx evépyeta pmoget voo uny eivo emBopn i yro Aoyoug
aoparetag, 1 TANboug cuonevwy.

o Amxpaitntn 1 avanTugn avtovopns spaopmoyns: Koabog 7 ev Aoyw enéxtoom
Buaoiletan oe tpomomoinoy tov OpenFlow mpowtondiov meémet vor Snptoveyndet

EVOLG Y AVIOOG Héow ToL oTotou Ou avthobvTar o dedopéva Tov GLAREYOVTAL.

2.9.2.2 FlowSense

To FlowSense [21] sivat évag unyaviopnog o omoiog 6Toyedel Ty TaeaxoAodiney Sutdwy
Baotopeva oty SDN apyttextoviny. X1oyog eivat 1 Stadmuasio v TOXYUXTOTOLEITAL e TO
eMdrytoto Suvatd nooToc. Avtd emtuyydvetar pe mabntnd oMo, aypaiwtiloviag xo
aVXADOVTAG TNV %IVNC?] TOL APOEXR TNV GNUXTOSOCIX UVAUECK OTLG SIUTLAUMEG CUOHUEVES XL
10 eninedo eAéyyov Toug. Avalboviag TeEalTéQw, Yenotpmonotobvtor Tt Packetln won
FlowRemoved unvopota mov aviahhdcooviar xatd v d@iéy evog veoug ¥ %atd Ty
exmvot], evog flow. Kot ovtéov tov 106m0 Sivetar 7 SuvatOTNTH LIOAOYIGUOL TG
YOMOLULOTON GG OTLC LEDEELC AVAUECH GTIC GUOKEVES, YQT|OLULOTOLOVTAG TOV OYUO TN XIVNOTG

TIOL EYEL AVTIOTOLYLOTEL Pe Tov ndfe uavdva 6To SLAGTNUA TTOL NTAY EVEQYOG.
[Mapatneodvtar o €€g Yo TOV U XVIGUO:
®  Me1pY08Ig TEXYUXTOTOLOLYTAL OE SLAXELTX GTPELX TOL YEOVOU.
e Mcéor yonoiponoinon oyt oTryptaio.
o [lpoBAnpa oe TepInTwoY mOL 7 uVNoY onuxtodociag elvat pxEY (Yl AOyoug
scalability).
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2yeoraorineg Agyes

Ot obyypoveg vodopueg eivar oty Thetodnpio Toug avopotoyeveic. Kabe pa and avtég éyet
ETUUEQOVG YXQAATYOLOTIUR ML LSLALTEQOTNTES, TOCO EX YPLOEWS (VLo TUOADELYO EVODQUATEG
— aoDQUATEG LTOBOUES, MeYoha — pxEd BixTue) OCO %o e UATUoUELT|S/ DLUOPPLWOYS
(virtualization 7 oyt, SDN enabled 7 oy).

e SDN Infrastructures

e Datacenters

e Cloud Computing facilities

e  Multi — tenant research environments

e Wireless testbeds

e Transit Networks

e Enterprise Networks

e Small Office Home Office

2toyog eivar 1 SnpovEyix evog unyaviopod — mAwciov To omoio Oo emtpémet TNV
noEanohobHno1 Towikwy LTOBOUKY YWELG Vo TEQLOEILETAL ATO TI EMLUEQOLG LOLOOQPIES
%L TEQLOPLOPLOVG, AN TALTOYQOVA YWEIC VO ATALTEL CLUYUEXQLUEVEC EMEUBATIUES EVEQYELES
oe ovoneveg uxt TEWTOXOM. Embuunt eivow 1 mapaxolovbnon toc0 ¢ TEEYOLOOG
nivnong, odda nat 7 dtxtyenon pag amobnrevtinng doung mov Oa mepiéyet Ta oToryela,
AELTOLEYWVTAG GOV LGTOPWO.

Opadonotobue Tig vTOSopES pe BAon Ta UOELX YAQANTNEIGTING TOVG OE:

e SDN
e C(Cloud — Datacenters

e Wireless

O dwywotopos Baclomue GTNY ovaynr AVTLUETOTLONG TWY TOLWY ATYYOQLOV XLTWY HUE
SLUPOEETIO TEOTIO OGOV XPOEE TOV TEOTO ETUOVWVIAG TWV SLuowy XOUPBwWY Ge AUTEG
(m.y. vroomoeén OpenFlow oTig SwTvanég CLOKELES, YONOY SILTVLONNG CLUOKELYG YL TNV
EVOLOUTY] EMAOVWYIX, XCOOUATY] EMLOVWVIX).
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3.1 Ilxgovoixon Agyrrexrovixys oe SDN

Apywd Bow yiver TEovLGlaGT] TG AEYLTEXTOVIXNG %ol AVIALGY] TOL TEOTOL AELTOLEYIAG TOL
punyaviopod yroo meptBdiroviae SDN. H 1déx Baociotnne ota pnvdpato mov avtahAdcouvy ex
PLOEWS, OTOLYEl TOL ETHOYVWVOLY PEcw ToL TEWTOXoAAoL OpenFlow. Onwg éyet
avapepbel not uxaTd TNV TEQLYQUPY] TOL TEWTOXOAAOL AL TV  SLVATOTHTWY TOL,
LTOOTNEILETAL X XATAOUELNG EVUG KNYaVIohog Omov o controller {ntéd pnta amd T
switches v anootolr; Sedopévwy Sutvanng nivnong (Xynpa 3.1). Agod AaBet v
aVTloTOLY Y ATAVTYo7] To ene€eydleTal XATUAANAWG.

Flow Stats

OpenFlow  Reauest
Protocol %
otocol -y

' st
< “

__,-,f—-—"""éontmller

Channel

Flow Stats Reply

Flow
Table

OpenFlow Switch

Zynpe 3.1 Eyysvig Mébodog Tvihoyng Zrattotinmy péow tov OpenFlow

Avtd onwg éyet avaygeplel oto nepaloto 2 €yet udmota petoventnpote. Agevog omwg Oo
anmoderybel oty mogeion (Keydhato 5, Afokdynon Ylomoinong) 1n ovyvy xenon Touv
unyaviopod eiva  dtaitepa axplBn and amodr vmoloyloTnod nOoTouvg. Ag  eTEQOoL
(wvapepopaote otx per — flow otatiotnd) o dedopéva ot omola €yel mEOcBacy o
controller, agopodv evepyd flow rules (Bpioxovtar avt) ™ otypn ota flow tables twv
switches), étot dev vmapyovy Sedopéva Yo TEONYOLUEVES naTaoTdoet. [Tpoxetpévou va
AQXTOOVTAL LOTOPIUG GTOLYEL TOETEL 1] EPAOUOYY] EXTOG ATO TNV 1ON axEtPy LTOAOYLOTING
Swxdnaotior var emBaLVEL TEPLOGOTEQO TNV %aTdoTaoY anobnuedoviag  to Sedopeva
rnatalnia. Katt tétoto opwg npobinobétel cwotd TEOYQAUPXTIONO TwV requests eyoviag
(G 1QELTYQLO TX YOOI SIAOTNUATX XVe T OTola exmvéouy T flows.

‘Ocov  apopd ™V TEOTEWOUEVY] LAOTOLMOY, oy ovamtoyOnue évag unyaviopog
amobnrevong twv flow eyyoapwv oe po Sopy. Xnpeto xAedi, ywr v AettovEyi TOL
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UNYaVIoOD elvat 7 %ivnon onpgatodociag mov aviadiacovy, otx mAaiota tov OpenFlow
npwtoxdAAov, controller ot switches. Xonotponotwvtag aut v %ivror 3nutoveyoLvTaL
notaywenoelg oe 6vo dopég: (1) oy doun “Active” %aTd TV OTIYUY| EYUATAOTACNG TWY
noavovwy ota switches (2) oty Sout “Expired” onov petopépovtar ot eyypoges and v
dourn “Active” xatd TV exmvoy] TOL YEOovixobL oplov mou eyet tebel otov uabe uavove
(totopwy] Topdbeon)). LnpetmveTar TwS, TOXVOUOLOTUTIOL UAVOVEG GE OLUPOQETIUEG YQOVINES
otypég Sraywpilovrar xat anofnrevovial Eeywplota. To mapandvew cboTue amotekel Ui
anobnrevtiny dourn yrx ™y duetvany xivnorn (“Flow Repository™).

211 oLVEYELd, EVOWUXTOONKE PNYAVICHOS Yl TNV TEaYpaToTolN oY detypatoindiag g
nivnong, yonolpomotwvtag 1o sFlow xat vAomombnre o avtiotoryog cLAREXTNG SetypdTwy.
H Swadinaoio mov emttehel 0 GLAAEXTNG TV SELYUATWY, XTOTEAE AVATIOOTIXOTO XOUMUATL TOL
ouvoMxol pnyaviopod. Mmopel va Aettovpynoet eite wg e€apmua tov OpenFlow

controller eite wg ALTOVOUT] EPAOUOVY.

Qotoc0 Onwg eyet avapepbel, To sFlow vAonotel Serypoatodndio xatd TAXETA. XLVETKG,
AMOUEALTYTY] NTOY Mot 7] avanTtugy] peag adyoptbpmng Swdwactag yix ™V enefepyocia Twy
sFlow samples. H encéepyoascio auti| éxet wg aTOy0, Vo EVIOTIGEL TNV QOY TWV TOXETWY GTNY
omolx avNuet 10 ndbe Selypa wote vo avavewboby xaTaAANAWG Ol UETENTEG. ZNUELOVETAL TWG
7 TaEATAVL Sleduactar LTOEEL Vo paivetal tOtaiTepn STy Ao ATodr] TOEWY, WGTOCO
npty v mpoondbeta avadnuovpylag tov flow xat ebpeong touv avtictoryouv flow rule oto
omolo avNuel 10 maxéto, avalnteitar 1 Lraeér exact match flow rule. To mxpanavew amoxta
vonpa, xabog 1 mpoBienopevn cvpnepupopd Bdon tov OpenFlow specification etvat ot
VEOL XAVOVEG Vi Elvat 660 TO Suvatov o ouyxexplpeévol. IToautind, n anobinevon twv flow
rules otig Sopeg yivetar pe v Bonbetn GLVAETNOEWY UATAUEQUXTIGUOD OTOTE 7] StadUasio
YIVETOL LTTOAOYLOTIUA EUXOAOTERY] UE TNV EPUOPOYY| TNG LBLAG CLVAQTYOYS 0T OROTIUA TTEDiX

touv sFlow sample, xo avalnmong pe Bdon 10 anotéleopo avTo.

H ovloyn eivar vhomonpévn Eeywplota amd v Sadwacia ¢ oAVILOTOLYIONG TV
Setypdtwy oe evepyés flow eyypopés. Avtd mpotiunbnre wote ot Aettovpyleg var elva
SlarywELOUEVES e amwTEQO 0TOYO0 Yopniotepo load oto Flow Repository, Suvatotta
UETPOOAS TV OlEQYXTLWY O EEYWELOTA UIYUVIUATA, SLUVATOTNTX ETAOYNG SLaPOQETINOD
ovArénty sFlow (to dedopéva Befaiwg O mpémet va elva Ge ouppwvia e aLTd TOL KVaLUEVEL
70 Flow Repository mpog ene€epyasia) ywolc va adidlet n Aettovpyix tov Flow Repository.
Akiler voo onpetwlel mwg napodko mov 1 Serypatoindior apoEd apywe Tor mandTor Kot Oyt
TUUETH TOL XVIUOLY GE UATOLX GLYXEXELUEVN oY (flow), eppavilovtar OXot ot uavoveg mov
gyouv eynataotabel, avefupntwg av  éyovv emefepyaotel  Setypota  sFlow  mou
NATYYOPLOTIOLOLYTAL GTNV avTtioTolyn Eo7. To mapamdve eivar epttd ydEn 01O TEOTO
Aettovpyiag Tov mpwtonoiov OpenFlow xat Mo cuyxexpipéva Twv pnvopdtev Packetln

not FlowRemoved nov avtalhacoovtat avapeox atov controller ot ta switches.

BéBoua etvar Stxdedopevo oe meptBailovta bYNANG %ivNoNG VoL elvat EYHATECTNEVOL HATOLOL
default xavoveg TEOANTTING OL OTIOLOL BEV EXTIVEOLY TOTE WOTE VA 1)V EUTIAEUETAL GUVEY MG O
controller [18] (xou avtiotorya dev otédvovy FlowRemoved events). Opwg avtol ot xoavoveg
amAwg o napapeivovy oty Sopn “Active” nat B avavewvoviar péow g Setypatolndiog.

Kota v apién evog manétou y 10 onoio dev vmdpyet xovovag oto switch dnutovpysiton
éva Packetln event nou mhéov avayvwpiletar 1o avtiotoryo flow mov Bu Snpovpynbetl. Etot
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elvor Suvatdg 0 evtomopog xat Twv “mice” flows mov evdeyopévwg vor v oty vedovTay
XmAWG e ™V Yenon tou sFlow.

Anolovbel 71 apyrtentoviny] Satadyn e vAomoinone (XyNpe 3.2 Ilpotevopewn
Apyttextovin] Baotopevn oe SDN vrodopég).

Flow Repository

Add Active

Match & Increment

Move to Expired

Application o
Layer Get Statistics
Flow 1 Flow 1 Personalized
Statistics
Flow 2 Flow 2
Add Active
............................................................ Match & Increment- « - « - «
Move to Expired
Admin -
Northbound Interface | JSON - RPC
[ )
Network
Control Sflow collector F-orwardmg : Custom
. Component Component
Logic/ —
NOS | POX Controller ‘
App
Southbound Interface | OpenFlow
v LT

7 PacketIn
21

FlowRemoved

7.-.-//.-.1‘.[ ---------------
A
® OpenFlow
[ ] sFlow Agent

Physical
Layer

Zynpe 3.2 ITpotewvopevy Agyttextoviny] Baotopevy) oe SDN vrodopsg

AvaADOVTHG GUVOALXE TNV AEYLTEXTOVIXT:

o Kota v dgi€n véwv moxétwv, to switches péow tov Southbound API
amootélowy Packetln Events npog tov controller.

e O Controller anoyaoilet tov 1p0m0 mMEowbnone tovg pe Paon to Forwarding
Component. 217 ovvéyewx eav mEoduertar vo  eynataotabel  uamoto  flow,
evnuepwvetat To Custom Component 10 omolo e TNV CELEA TOL YOEYOLUOTOLEL TO
Northbound interface ywx vo evnpepwoet 10 Flow Repository omov
S7ULOLEYOLYTAL VEEG ATAYWENOELG TNV Sopun “Active”.
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e g Owtvarég ovonevég e Swtaéng mpaypatonoteitar  derypotoAndla.  To
Selypator auTd ATOCTEAAOVTAL 0TOV GLAAEXTY péow tou Southbound interface o
omnolog ta otéAvet oto Flow Repository yia nepetaipw eneéepyasia.

e Otav exmvéovy ypovixd otéivoviow FlowRemoved events and ta avtiotorya
switches. Ta events avta yetpilovtan and 1o Custom Component péow Tov onolov
Eenvaet 1 Stadaatar ylar TV HETAPOEA TWY AVTIGTOLY WV UATXYWOEYV|OEWY GTOV TUVAXX
pe 1o Expired Flows, pall pe tig petponoetg mov cuddéybnnav oto evdiapeco and
tov sFlow collector.

e Téhog ta dedopéva eivan Stabeotpa atov Yoot ano 1o Flow Repository yio ndbe
HEAAOVTIUT] Y ONOT).

3.2 SDN Multitenant

2e LT TNV EVOTNTX GTOYOG ELVOLL VO TUQOVGLHGOVIE Lo AVATOOCKQUOCIEVY] XQOYLTEXTOVINY)
v vrodopes Awmtdwy Kaboplopevwy and Aoyopnd o1i¢ 0omoleg mEaypatoTOoLeiTot
SLULOLPAOUOG TTOPWY G TOAAXTAOLG YENoTeS. Evdetntind nopadetypo 1€T0twv vTOSOU®MY
etva 7 mhatpoppo GENI [22] (Global Environment for Network Innovations), n onoia
TQOCYEQEL EVXL EMOVIMO EQYXOTNOLO Yot €QELVX XL EXTAIOELOY] TAVWw O SUTLWOY
LTOAOYLOTWY Mt naTavepuNueva ovotpata. Ot vnodouéc tov GENI anaptilovtow and
OpOOTOVAOLG  ETalPOLG Ol OTOLOL  TPOGYEQOLY  TOEOLG  OTOLG  SLAPOEOLE  YOTOTES
ovvepyatind. Zuvvnbwg, yloo Ty eovixomoiney mopwv, yenotpornoeitar o FlowVisor.
Tevinotepa oe avtiotoryeg vmodopeég vrebhuvog o TOoV SAPOLPACUO TWY ELXOVIXWY TOEWY
etvar 0 “Aggregate Manager”. H Siaditaota Tov Slaplotpaopod cuvendyetar 1060 TV dUET
oM eTiSEaGY pe 1O eminedo MOL MEAYUXTOTOLEL TNV eovixomoiney, to Virtualization
Layer, 6co nat ™y adldnAenidoaoyn pe toug YENoTeg (ouvnbwe ERpeca YOYOLLOTOLWVTAG
nanoto evdtdpeco API) nporeipévon va Séyetan artnpatar yar Ty expiclwon nopwy ¥AT.
Ewdotepa, ocov agopd 1ig OpenFlow vrodopég ¢ merpapatinng miatpopouas GENI, o
Aggregate Manager xaAeitar FOAM [23] (Flowvisor OpenFlow Aggregate Manager), xaut
MEOW aVTOL EMTEEMETAL GTOLG YEVNOTes 1 mEooBacy oe OpenFlow nopoug (péow TOL
FlowVisor). O FOAM yopnotponotet RSpecs yr v déopevon mopwv. Ta RSpecs [23]
elvot  xatdAMNAa Sxpoppowpéva xml pe 1 omoix ypenoteg {nrodv medoPacn oe
ovyrexptpévoug mopove. O FOAM enwowvwvet pe tov FlowVisor xot tov evnuepmver yua
TOLG TOPOLG TOL AVTLOTOLYOLY GToV u&be YENOTY, wote va avavewbel KATAAMNAWG TO
flowspace tou teparyion xdbe yonom.

Qot600, ot MAalo NG TaEOLONS SMAWPRATHNG epyaotag Oev Oa peletnbel o tpoOTOQ
Aertovpyiag Tov FOAM. Emwrevtpwvopoaote: (1) oty Suvatomta Tou pnyaviopod vo
Sryweilet v xivnon pe Bdon 1o flowspace tov FlowVisor, xat (2) oty Suvatotta
TEOGRAONG TV YONOTOY GTNY 1ivi o Tov cLAAEYDnxe Yl To duod Toug flowspace.

ArorobOwg  mapovotdletar 1) AVATQOCUQUOOUEVY]  aEYLTEXTOVINY] Yo TeEtBaAlovTa
oA AV evoinwy (Xynpa 3.3 Apyrtextovinyy SDN Multitenant).
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Flow Repository

Add Active
Maich & Increment

Move to Expired

Application
Layer

Get Statistics
Personalized
Statistics

Flow | Flow |

Flow 2 Flow 2

Add Active Add Active
Match & Increment Move to Expired
.......................................... Move o Expired -5 -+« N Femmr e e

Northbound Interface | ISON - RPC JSON - RPC P‘Jnnhbnund Interface
Sl Heetor Forwarding Custom Forwarding Custom }
Sflow collector ) . .
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Logic/ \ POX Master Controller I l POX User Controllers ‘
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Southbound Interface | Openflow | | |[ OF | Southbound Interface

U S Packetin N .
: FlowRemoved
: Reserve
1

User Us:
—&]

Resources
Virtualization :
Layer Virtualization Platform (FV, OVX) EE——
sFlow Sampling / ’1 \ \\ Packetin
AN FlowRemoved
\
Physical
Layer

Zynpe 3.3 Apyrtexntovueyy SDN Multitenant

2e oLYXQLOY] UE TNV TEONYOLUEVY] TEOGCEYYLOY, BeV TXEOLCIALOVTAL ONUXVTIXEG SLXPOEES
0T0v TPOTO AettovEyiag Tou pnyaviopoo. TTAéov 1 nivnon onuatodooiog natavéuetal ueow
tou FlowVisor, o omnolog wg evdidpesog Controller npowbet pe Baon to flowspace ta
Packetln xot FlowRemoved messages and ta Siapopa switches, otoug appodiovg
Controllers. Ocov apopd 10 flowspace, avanthooetat unyavicos 0 OTOLOG EVIUEQWVEL TO

Flow Repository ytx to flowspace twv Stapopwy yonotov.

Onwg avaidbnre nor oty monyodpevy evomta ot Controllers péow tov Northbound
interface aAniemdpovy pe 1o Flow Repository. IThéov opwg, 1o Flow Repository nota
™V SnpLovEyio pag véog eyypagns npoonalel voo v xatataéel oto Slice ndmotov yeNoT,
pe Baorn 1o ouvolno flowspace tov FlowVisor. Me avtov tov 1pomo, Sivetar 1 SuvatotnTa
0TOLG XENOTEG Vo {NTNoOLY OAEC TIG TAYPOYOELEC TOL E€youvy GLAAeYDel yr 0 Stnd ToLG

slice.

Xnpetwvetatl Twg ouynbug oe tétoleg vTodoués vraEYeL evag ndELOG (master) controller o
omolog TEeyeL 1t 10 e€aETNo TOL GLAREXTY], xat ot controllers Twv empépoug YEMNOTWY TOL
EMUOLVOVOLY e 1Y bToSopuN péow tov FlowVisor.
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Aveivon Yiorornong

Onwg avapépbnue uow ato neparato 3, n apyttentoviny Baoiletar oty vhomoinoy tov Flow
Repository, twv eaptuatwy tov OpenFlow Controller xat tov cLAEnT Y Tar Selypoctor
sFlow nabwg xat oe pio epoppoyn xenot yia my emxowvwvia pe 1o Flow Repository.
v ovvéyetx Oo avodobel extevag 0 TEOTOG LAOTOINGNG TOL UNYAVIOUOL. AQY 1A

TEOLCLALOVTAL OQLOPEVX GTOLYEl! Baoud yior TV LAOTOINGY).

4.1 Ilgorvro JSON

To anpwvopo avarvetar oe JavaScript Object Notation [24], ot amotehel éva avowntd
TEOTLTIO TIOL YEYOLUOTOLEL XELUEVO aVaYVOOLPO oo Tov avBpowno yw v xwdimomoinoy
dedopévey (e aMWTEQO GTOYO TNV KETAS0OCY] TOLG) TOL EYOLY TNV SOUY “YUEAATNELOTING”
— “uun” (“attribute” — “value”). Kvplwg yonoponoteitar yua v petddoor dedopévwy
avdpeon oe server xat web application, oov evodlhaxtind tov XML. Ilaxpolo mov
TPOEYETAL, OTWG PAIVETAL XAl ATO TNV OVOPAGLA TOV, ATO TV YAWOOK TEOYQUUUXTIGOD
JavaScript o JSON eivar o popyn OSedopévwv cvpewg Otadedopeévy] nat TANEWS
ave€dOTN ™ and TNV YAWOOH TEOYQUULUXTIGIOD.

4.2 BtBAiobraxn Pickle

To e€dotpo avtod VAoTOLEL évay Bepeitwdn ahla toyLEO aAyoEBo yio ™V petatEon Mg
doung twv aviretwévwy ¢ Python oe pa addnlovyla and bytes, wote va pmopovy va
TEQAOOLY ATO WLX EPUOUOYY| O Wlar dAAY, va amobnuevtovy oe apyeio xin. H Siadumaaio
avtn elval yvwot g “pickling” eve autr g emovaPoEAS OTNY xEYIXY] SOWY| TV
avTxetpévey “unpickling”.
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4.3 ITowroxollo JSON — RPC

Amoteket évae RPC (remote procedure call — Suvatotnta winong pag pebodov 7 omoiw
elvol DAOTIOLYUEVY] GE €VA ATORAXQUOUEVO TOOYQUUUY) TEWTOXOAO %WOXOTOUEVO GTO
pooen JSON [25]. Xta mAaictx TOL TEWTOXOAAOL ETUTEETETAL GE €V GLOTNUX VO GTEIAEL
EVNUEQWOELS (TAYQOYOPIEC OTIC OTOIEG O server dev YEetdleTal Vo ATaVTYoEL) OTWS ETLOYG
%ol VoL TQUYUXTOTIOLEL XAYOELG GTOV Server (Ot OTOlEG avayraaTind TEENEL var amovTy o).
O server €yet Ty SLVATOTNTA VO ATAVTA G AVTEG UE OELQA TG ETULAOYYG TOL.

[TopatiBevar ot StapoEeTIES xATNYOPLES IVUATWY TOL TOWTOXOALOU:

e Request (xMon pedodov)
M amopoxpuopévy) uebodog uxheltal ATOCTEAAOVTNG AATIAANAO XLTNPO GTOV
server. To altqpa ovtO  elvat v aVTIMEIUEVO TO OTOLO  GELQLOTIOLEITOL
yonoponowwviag v Soun tov JSON. H Sopn avty anaptiletar and éva
Stetaypuévo  obvoko  Levyov ovopdtwv/tipumy  (name/value). To Cebyn tou
CLYXEXQLPLEVOL YVOPATOG Elvat:

®  jsonrpc: Ty eivar 1 éxdoon touv JSON — RPC.

®  params: T eivar évag TVOXAG e OVTIXELUEVA TX OTOL ATOTEAOLY TIG
T UETEOLE oL Har TepaaTOLY MaTd TNV HANOY TG pebddov.

® id: T eivar éva avayvwptotind. Mroget va eivat 0motovdynote tOnov xot
YOMOLOTIOtElTaL Yyl TNy avTiotolyton ¢ anoxpone (Response) pe 1o
QVTIOTOLYO ALTYUXTOG GTO OTOLO ATAVTA.

*  method: Tiu7 eivar peoe supfolooetpd mov mepteyet 1o ovou g puebodou
nov emtupel 0 ATOCTOMENG Vo EMNAAETTEL.

e Response
Otav 1 pebodog mov »inbnne ohorknowbel, 10t 1 vANEesioc mEEnel v anavTyoet
oto altpa pe éva Response. H amdrplon elvar éva aviireipevo 1o omnolo emiong
oelplomoteltat yonotpomotwvtag T douy tou JSON. Tu Lebyn yia Tov ouYXEXQLUEVO
TOTTO UNVOATOG Elvart:

= jsonrpc: Exdoon tov JSON — RPC.

®  result: Tipn elvar 10 avtineipevo mouv emotEegetar and ™y uebodo mov
emoléotnue péow Tou avtiotoryov Request. ITpénet va eivoar null ot
TEQIMTWGY] TOL TEOEUVYE HATOLO CYAAX ATA TNV ®AVoN TG pebddov.

® id: T etvar éva avayvwptotnd. Onwg avapépbnue n 1ty npénet vo eivat
it pue TV TLy] Tov avtiotoryov Request.

» error: Tipn eivae éva avtineipevo Error (ue mAnpoyopieg OTwg Tov nwdmod
TOL GYAAUXTOG, VOO CYAALATOS, OEGOUEVA TIAVW OE ALTO) GE MEQITTWOY)
nov mEOoenLE AATOLO OYhApa xotd TV xAon e pebodov, null oe
OTOLSNTOTE GAAY] TEQITTWON).

¢ Notification
To pnvdpata Notification anotelodv i etdiny] €xdoor twv unvwuatwv Request,
Yoo toe omolx Sev amatteitar amavtnoy ue Response. ‘Onwg xat o dvo tdmot
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UnvLpdTEY oL avapeEbnray tapandvw, to Notification éyet éva aviixeipevo mov
oelptonoteitan pe xonon e dopne JSON. To Ledvyn name/value sivor opowr pe
aUT& oL €yovy meELyEapel Yoo o pnvopa Request, pe pix e€aipeon. To medio id
npénet va eyet tuy null (Sev ypestaletar avayvwoerotnd nabog dev mpofBiémetan

and1QELOY TOL Server).

Eva evdemntind nopadetypa entmotvwviog:

e > AvTxelyevo mov oTéAveTal GTOV server
o <-- Avuxeigevo mov AapuBdvetar and Tov server
e Extékeon g eviolyg server.echo(“Hello JSON RPC”)
--> {"jsonrpc": "2.0", "method": "echo", "params": ["Hello JSON-RPC"], "id":

1}
<-- {"jsonrpc": "2.0", "result": "Hello JSON-RPC", "error": null, "id": 1}

H emxowwvia mov mpofiénetar ot mhaiotx tov mpwtoxdiiov JSON — RPC umopet va
petapepbel péow umwpatwy HTTP, HTTPS % ocav pon dedopévev péow Sockets.
2OYMENQIEVE TNV TIROXELPEYY] TeEinTwoY), 1 emxowwvia tov Flow Repository xat twv
AGLTOLEYLOY TIOL TEOCYEQEL, ME TA OLXPOPETIMX OTOUYELX TOL TG Y QEY|OLULOTOLOLY
emtuyyavetoar pe v yonon HTTP unvopdtwv xar etdindtepa ocov aygopa to HTTP
Requests, pnvopata POST.

‘Ocov apopd T0 XOPUATL TG LAOTOLONG, EXOVTAG LT OPty TIC SLAPOPES BLVATOTNTEG TOL
etvar emtBounto va mapeyoviar, dnuoveyndnray ot anxpaitnteg cuvaptoetg mov B eivor
dwxbéotpeg mpog xAnon. Ot cuvaETNoELS aLTEG TEETEL Vo yivouy OAeg register otov JSON —
RPC server wote va pmoget va e€umnpemoet Requests pe ttpég tov mediov “Method” 1o
OVOPO XLTWY TWV CLUVXOTNOEWY. LNPELOVETAL TKG TX OQICUXTA TOL YEY|CLULOTOLOLYTRL YLi
TNV ATORAXQLOUEVY] #ANGY Sev UmoEolLy va petapepboby oty apynn Toug WoEyYT ot
npénet vo uwdmonombody (yla moeddetypo oelptomoinon pe yenon tov PBiobnrwy

JSON 1 Pickle).

4.4 Avdivon tov agyeiov pepserver_stable.py

Onwg éyet avaygepbel, peyeho pépog tov Flow Repository eivar Boctopévo oty
Aetrtovpymot)tae mov mpooygepet o API tov JSON — RPC. Xt0 ovyxexpiuévo apyeto
optlovtar ot pébodot/ocvvaptnoetg Tou eivar Stabéotpes TEog xeNor ueow tov API, Omwg
enio7g *oL OL LTOAOLTIEG TTOL Y EY|OLLOTOLODVTAL EGWTEQUA YL SLAPOQES AELTOLEYIEG TTOL Elvart
AMOEAULTYTES OTIC TOOTYOLEVEC.

Apymd mopatifetar éva Component Diagram (Xynpoa 4.1 Component Diagram yix tov
UNYAVIOPO), WOTE VO PUIVETAL TEOYQXUUUATIOTING O TEOTOG AELTOLEYING TOL UNYAVIGLOL
(mwg yonorpomotobvtar T Interfaces).
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12_learning ) OpenFlow switch

2] 2]

acketIn Events
sFlow sampling

FlowRemoved Events

£1| Construct New Entry Fa ' ]

Custom
Component

pepserver_stable sflow.py

~ Match & Increment

Move to Expired

Zynpa 4.1 Component Diagram yix tov pnyeviopo

[Tepryodypovtar ot Sopég SeSOpEVOV TOL  YOEYCLLOTOLOLYTAL EVEEWG XTO  OLPOEES

OLVOOTYOELG:

Dictionaries: Aou? Sedouévev evowpatwuevy oty Python, anaptiletoar and éva
un Statetaypévo Ledvyog “uhetdrod” — “nung”. To Dictionaries avanopiotavtot
ovpPolnd wg {keyl: valuel, key2: value2 ...}. AxolovOodv ov xdpleg Sopég
dictionaries mov ypnotpoToLoLYTAL
V' Active, anobixevon twv Active flow entries
v Expired, ano0revon tov Expired flow entries
v" Mac_table, yonotponoteito yo tv avtiototyton Source MAC address pe
Ingtess port
v Mappet, yonotponoteitoar yir v aviiotolyion v nediov tou sflow, pe
awta Tou OpenFlow
Lists:

v" Flowspace, neptéyet 1o flowspace nov éyet optabet otov FlowVisor

2uvoEoelg mov optlovtaL:

Construct_new_entry(serialized_match)
H ovvdpton déyetar cav Optopa o GELOLOTOMUeVY] TovmAx (tuple) g poeyne
(OpenElow Match, Datapath 1D tov OpenFlow switch, timestamp)

Xonotpomoteitat 1 ovvaton construct_hashed_key pe opopa 10 avtixeipevo
match yix v Snpoveyla pag hashed tipyg pue Bdon to dptopa. Eav dev vndpyet
GAAY) eyyoapn Y To cuyrexptuevo dpid, dnutovpyeitar nataywEvon pe uAetdi To
dpid nou Tty éva xevo dictionary.

Koatomy, oto Active, dnpovpyeitar po véo eyyoogn (av dev vmdpyst 107) pe
nhedia 1o dpid not ™Y LN TG CLVEETNOYG UATANEQUATIOIOL, UL TLULY] EVOL VEO
dictionary pe ™V Sopun mov aivetar otov moanitw mivaro ([livarag 4.1 Zedyn
Key — Value yto xabe natoywonomn).

46




Kegdahato 4. Avdivon YAonoinong

Téhog oto dictionary mac_table, dnuovpyeitor pa avtiotoiyton petad Tov
ingress port evog OpenFlow switch pe ovynexpuévo dpid xar source MAC
address.

Keys Values

“Counters”  Dictionary pe Toug ETENTEG TOL Y OYCLULOTOLOLYTAL

“Match” Dictionary Tov éXaQ Q18 keys T medloe TOL OanFIOW

Match »ou w¢ values Tig Ttpég Twv nediny auTev

Dictionary pe keys “start”, “end” »ou 11g avtiotoryeg e
“Timestamps” Xnpetovetat T 10 “end” amontd TN ®oTd TV apaipeo)
TS EYYQUPTS

Slice ot0 omolo evidooetal LTV M EYYQXPT,

“Slice_Owner” xxtnyoptonoinom ME  XONOM NG OLYAETNOYG

assign_flowspace

ITivaxag 4.1 Zevyn Key — Value o %&be satorymonon

Move_to_expired(serialized_match)
H ovvapmon Séyetar TavopolOTLTO OQOPRA e auTO T1g mEonyovpevne. H
Aettovpyia eivar ehappwg Stxpopetnt]. Ex véou, epappoletat 6to match (to match

mhéov aopd To flow mov e€énvevoe) 1) IS GLVAETYOT UXTAHEQUATIGILOD.

21OY0G LT T YoEd etvat v e€etdoovpe av vaEyel ato dictionary Active yx 10
ovyrexpipévo dpid ( Active[dpid] ), n eyyoxypn pe xhewdi 1o hashed value mou
vroloyloape mEw. Av 8ev vTdEYEL (HATL TETOLO BEV ElVaL AVUUEVOUEVO XANE UTIOQEL

voe oupfet), dev yivetan ndmola TepaLTEQW Stadnaata.

Xy avtifletn mepinmtwon, 7 T TOL AVTLOTOLYEL GE ALTO, APALEELITAL ATO TO
Active[dpid] dictionary. Me yp7o7 tou timestamp TOL TEQEAOTNUE WG TAOAUETQOG,
avavewvetat 1 Tty oto timestamps. Emiong, mpoxeipévov idwx flows oe
SwpopeTinég oTypes va elvan Strywptopéve oty Soun Expired, wodeiton 7
CLYXQETYOY] TOL YOY|OLULOTIOLOLUE VLo TOV UXTAUEQUATIOUO, Pe 2 EMTAEOY OQICUATA,
éva Yl To timestamp mov TAEovV oLVLTOAOYILETaL WoTE var StaryweilovTal yEovina
1oL GANO v TOL AELTOLEYEL WG GNPl Yo TNV GLVEETNEY (TEOGSLoEILEL ToV TEOTO
Aettovpylag )

collect_sflow(flow)
Aéyetou éva oetpronomuévo Dictionary yur éva sFlow sample. Avto petatpénetar
not amobnueveton notdAANAL.

X ovvéyetx, oaxorovbeitar po Swdimaoio mporetuévou ta media touv sFlow
sample, va avtiotorytobovy pe ta avtiotorya tov OpenFlow match (ITivaxag 4.2).
OLYMEXELUEVE BIVOVTAC EUPACT] GTOV TEOTO TOL Otoryelpiletal xAmol MO XLTA O
POX (6nwg to medio vlan). Ilepattépw emeepyaoia  oamarteitor  yoo 1y
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avoxatoouev] tov Ingress port (yovnon g doung Mac_table), xobog evdéyeton
vor uny etva too petah toug (Yl mopdSetypo maatygeltal xatd Ty Yoo logical

bridges tov OpenVswitch), Adyw tov 1P6MOL Aettovpyiag Tov sFlow agent ota

switch.

OpenFlow sFlow
in_port inputPort
dl_src StcMAC
dl dst DstMAC
dl vlan invlan

dl_vlan_pcp ATO TG neaideg
dl_type ATO TIG #ePUABES — 1] LOQPY] CSV
nw_tos IPTOS

nw_proto IPProtocol

nw_src srclP
nw_dst dstIP
tp_stc TCP/UDPStcPort - ICMPType
tp_dst TCP/UDPDstPort - ICMPCode

ITivexog 4.2 Tivaxag avtiotoiymong nediwy OpenFlow — sFlow

Enetta, epopuoletar 1 ovvaptnorn construct_hashed_sflow. H cuvaptmon éyet
TUEOUOLO  TEOTO  Aettovpylag  Omwg 7 construct_hashed_key mov
yonoponombnue otig dvo mponyovpeveg uebodovs. Me Baorn to amotéleopa oL
emoTEeYet, avolnteitor eyypayr pe tétoto xAetdi oto dictionary Active[dpid]. Xe
Tepintwoy mov Bpebel Tétolr avave®vVOoVTaL MATIAANAX Ol HETENTEC. L1UELOVETOL
WG TO TaEATAvew ouvNlng elvon e@td OTay LraEyet exact match. Avtifeta, edv 1
ToEamave Stadiracia Sev UXETOYOEYOEL, Yivetar mEoonabelo *aTNYOELOTOMGNS
tov sFlow sample 6toug xavoveg mov vgpyovy oto Active[dpid].

[Mapovotaletar o ahyoplpog avtyg ¢ Stadaotiog. Apywa amaplluovpe Oleg Tig
eyyoayes yoo 1o 6edopévo dpid ( Active[dpid] ). Benwape and my mpom (1

Srataér etvat Tuyorlar).

1.y ™V TEEYoLoN eyyouyy amxptbpodue , ta media tov dictionary match.
Henwvdpe ano 10 mewto (1 Stdtadn elvat eniong Tuyain).
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1. Edv 8ev vmdpyet np yro 1o ovyxexptpeévo nedio (None) 101e mpoywpdue
oe enopevo nedio, nabwg Bewpeitan wildcard xat tanpalet pe ondnnorte.

. Awgopeting, edv 7 avtiotoryn Ty tov sFlow dev umapyst TOTE
TEOYWEAUE OTNY ETOUEVY] eyyoag?n xxbwg edw vmdEyet avavtiotoryin
avapeox oe sFlow nat medio OpenFlow.

iv.  Awgpopetind, edv to media tov sFlow xat 10 aviictoryo g tEéYOLONG
eyyouyng elvat toa, opolwg pe To it ouveyilovpe pe To enodpevo medio.

v.  Awpopetina:

a) Edav mpoxetton yioe 10 medio twv Stevbivoewv IP; ehéyyovue v
nepintwoy omov 1o medio tov OpenFlow avagépetor o éva
vrodixtwo Stevbivoewy nat 1 Stebbuvor tov sFlow sample avyuet
070 LTTOBIATLO AVTO.

b) Xe dAAn meQINTWGY], LIAQEYEL EX VEOL AVOVTIOTOLYLO UL ETUAEYOVIUE
™V enopevy) Flow eyypagn xat ouveyilovpe and 1o fnua i.

Eav e€avtinbodv oha tar medio ywelg var EYOLUE TOOYWETOEL OE GAAY] EYYQXPT|, 7]
NUTYYOQLOTIONGY] NTAV ETUTUYYG AL AVAVEMVOVTXL Ol METENTEC TNG XVTIOTOLYYS
EYYRUPTS.

Eav e€avtinbodv Ohec ol eyypopes ywEIC Vo €YOLUE UXTXPEQEL TO TAOATAV® 7]

NUTYYOQLOTIOLYGY] VTAV AVETILTUYYG.

check_flowspace()
H ovvaptnon dev Séyetan xdmolo Optopa. 2etptomotel ™ Mota flowspace xa

ETUOTOEPEL TNV TUUY).

check2()
H ovvaptnon Sev déyetan nanoto oplopa. Anpovpyel éva tuple pe to active not

expired dictionaries. To cetptonotel nat eMOTEEPEL TNV TLUY).

update_flowspace(serial)

H ovvapmon Séyetor cav Oplopa po GelQoTotuevy Alota. Metd v petatpomny
TG OELLOTOMUEVNG ALOTAG OTNV XYM TG HoEYY, xabe oToryelo avapévetal va
etvat évag navovag ye 1o flow space touv FlowVisor, oe popyn dictionary. Ta

ototyela aLTd evowpatovovtal oty Aota flowspace.

assign_flowspace(hash_val, dpid)

H ovvapton 8éyeton oav optopa, uo hashed tpy nou to datapath id. L otoy0
et v évtaén ptag flow eyypayng atov avtiotoryo navove touv flow space xon ot
enéntoor] oto Slice, TOL AVNUeL AVTOC O UAVOVALG.

Avtd 10 emTuyydvel yonotponotwvtag ™ Mot flowspace mouv éyet avavewbel anod
™V owvdptor update_flowspace. Anaptbpoviag Aotmov 1o otovyela g Motag,

yo nabe éva amo awtd epouppdletar o i8tog adyoptdpde mov mepLypdynne GTNY
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collect_sflow yix v xatnyoplonoinon tov sFlow sample oe xanoto flow entry.
Movo mov mAgov evvololoywd oty Béon touv sFlow Bpioxetan 1o flow entry, »ot
ot Béon tov flow entry Bpioxstow o navovag yix 1o flowspace. Emiong dhheg
UXQEEC TOOTOTONOELS QPOEOLY TNV e€ETAGY UAVOVWY KOVO Yot TO GLYXEUQLUEVO
datapath id, nabwg xat ™V mepintwon mov eite ot Sevbvvoelg tou, eite TOL
flowspace eite tov flow entry eite ot Twv Svo Sivoviar oe popyn A.B.C.D/M
(CIDR).

Construct_hashed_key(match, time_s=None, hash_f=1)

H owvapmon oe xdfe mnepintwon avapéver cav mowto oOptopo éve match
avireipevo. Tlpoopetind opiopata eivar 1o timestamp, xot to hash_f. To
timestamp Onw¢ eldape TO TUEEYEL OXV OQIOUA WL YANOY| TYG CLVAQTYOS
move_to_expired, onwg eniong nat to flag hash_f 1o omoio aAkalet oe motx media

Do epoppooTel 0 nATAAEQUATIOROG.

e nabe mepintwon Snpovpyeltan éva tuple, pe Tipés Twv mediwy tov OpenFlow
(extog and 1o VLAN_PCP efoutiag evog mpoBApatog oyetnd pe tov 100mo
ene€epyaciog Tov ovyrexptpévov mediov amod tov POX) wnabwg v mpn g
uetaBintig time_s (H mpoemkeyuévn tun yio mv petaBint time_s sivar None
ENTOG UOL OV OQLOTEL O)TA).

Ye mepintwon mov N Tpy tov hash_f eivar 1 epappoletar 1 Baownn cvvapnon
nataxeppatiopnod ¢ Python, hash povo otig tipég twv mediowv tov OpenFlow xat
eMOTEEPETAL 7] TR, Xe uabe GAAy Tepintwon cvvwmoloyiletat xal 1 TLUY TOL
time_s, nat emotpepetar 1 . [lpoemheyuevn tpn eivar 1, ovvenwg 1 Pootnn

OLPTIEQUPOS. ElvaL VX [NV LTTOAOYILETAL 7] TLUY TG PeTaBANTNG time_s.

Construct_hashed_sflow(match)
H ovvdpton avapéver cav oplopa éve dictionary mov mepLéyet eyypuyes pe keys
o0 OvOpaTa Twv Tediwy Tov match, xot values g avtiotoryeg ttpéc. Iavopoldotunog

100MOC Aettovpyiag pe v construct_hashed_key.

Construct_dict(Match, dpid)

H ovvapton avapéver dvo oplopata, évoe match avixeipevo, xat 10 avtiotoryo
datapath id. Koataorevaletar éva dictionary pe Bdon to medioe 100 avTixetphévou
match (keys) xot Tig avtiotoryeg tpég (values) xabwg xat 10 avtiotoryo dpid.
Emotpéypet 1o dictionary mov xataonevdotxe.

Eniong, otov x@da opileton (1) oe mow IP / port O exnvioet o server xat (2) moieg amod

LG TUEATIAVW GLVXETNOELS Yivovtat expose péow tov API tov RPC, pe winon e pebododov

register_function(“function Name”) ¢ uAdong Simple] SONRPCServer. 211 ovvéyeta

Eentvaet 1) AetTovEyla TOL server.
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To emopeva apyetoe tolor avapépoviar oe  eapmmuata tov POX  controller, mov

vhomonuay amd ™V aEYN 1| LTAEYOLOES LAOTIONGELS TTOL TEOTOTOLN DN Uay.

4.5 Avedvon tov cgyeliov flowrem.py

To ovyxenptpévo e€aptua avantdynue and v aEyy, e ®OELO GTOYO TNV TAEOYY SLO

' ] \ U
owvapToewy wg handlers yu tov yetptopd dvo StxpopeTinwy THTwWY Events.

e CustomEvent pe tov avtiotoryo handler “_handle_CustomEvent”.

e FlowRemoved pe tov avtiotoryo handler “_handle_FlowRemoved”.

Xnpetwvetal  Twg ovopdlovtag Ty owvdptoyn _handle_“EventName” oavtopota
optletar vt ooy YELELOTHG Ylor yeyovota pe ovopa “EventName”. Ocov agopd toug
handlers, o mpwtog ctoyedet otov yelptopd yeyovotwv CustomEvent (Snptovoyndnue
emiong), T0 omolo yivetar raise and omotodNmote e€hpmua tov controller embuuel vo
EYHATOOTHOEL évay xavova oto switch. Avtiotorya o dedtepog handler eivat empopTiopévog
e 10 yeoopo yeyovotwy FlowRemoved, ta onoia yivovtar raise yix #dbe flow mov exnvéet
oto OpenFlow switch (oe mepintwan mov éyet oplatet 10 nataAinro flag). Or napamavew
oLVXETNOELS eviaooovTal g uebodot, oe i %Ador TOL AmOTEAEl TOV MOQUO TOL
e€aQTNURTOG.

To CustomEvent mov ovagepbnue mponyovuévwe, LAOTOLEITAL SNULOVEYOVTRG TNV
opwvuun uAdon. Eniong dnpovpyeitar pia udaon EventSourcer péow g omolag yivetat
raise t0 mpornyovpevo Event. Téhog Snutovpyeltar po ouvdpton (invoker) mov amAd
AeLTOLEYEL WG Wrapper. 2x0mog ¢ elvar va xdvet raise to CustomEvent , uéow g uAaong

EventSourcer mov avapepape mo navw.

Enwevipwvopaote ex véouv otoug handlers ot omolot éyovv mavopotdtuny Asttovpyio.
Apyd,  dnuiovpyodv  évae  tuple, pe TNV SopN  TOL  TMEQLYOAYETAL  OTNY
construct_new_entry (OpenFlow Match avtxeipevo, DPID, xot timestamp). To
timestamp OnulovEYeltal e YENOYN TG ouvaEtrong time, ¢ Pfhobiune time
(time.time(), Aevteporenta pe onpeto avapopas 1o UNIX Epoch). X1 ouvéyex o tuple
oetpromotettan péow g Brphobnmung Pickle, ot pe dptopa avtd mpaypatonoteitar RPC
otov server. Xoyxexptpéva, o handler tov CustomEvent npaypatonoet RPC oty pébodo
construct_new_entry, evo o handler ywx 1o FlowRemoved oty pébodo
move_to_expired.

4.6 Avedvon tov cgyeiov I2_learning.py

To ovyrexpipévo c€aptpa eivar éva and ta Baowa tov POX, now meptypdpnne oty
avtiototyn evotta. To peyoakhtepo pEQOG NG AELTOLEYMOTNTAC TOL e€XQTNUATOS UEVEL
i6to. Ot adhayéc mov éywvay evtomilovtat, (1) oty npocHnuyn tov natddiniov flag yo T
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FlowRemoved (OFPFF_SEND_FLOW_REM), wote va yivovtow raise to ovTioToryo
events xatq ™V exmvoy twv flows xar (2) oty yenon g ovvdpmong invoker ue
oplopata duo aviineipeva, évar mov yaEuxtEilet ™V oLvdeon pe 1o switch xat éva mov
QM UBAVEL TO PNVLP oL GTEAVETAL 6TO switch (evtog Tov omolov TepLeyetat xat TO
match mov evdugpépet tov Handler tov CustomEvent). Xnpetwvetoar mwg Sev  elvon
XMUEULITNTY] 7] EMAOYY] TOL GLYXEXQIHUEVOL e€aPTUXTOG Yo TV Asttovpyla touv Flow
Repository. Onotodnnote controller application eyxafiota navoveg eivar anodexnto, aprel
va Tpocléoel TG AAAXYES TTOL AVAPEQOVTAL TOOKELLEVOL VO HATAYOXPOVTAL AVTOL OL UAVOVEG
oto Flow Repository.

4.7 Avedvon tov cgyelov flow_stats.py

To ovyxexptpévo c€aptpa naEovaotalet évay evdeTind TEOTOL BVTANONG OTATIOTIUMY
otovyeiwv ano ta OpenFlow switches otov controller yonotponowwviag g SuvatoT)Teg
TOL TEOGYEQPEL TO TEWTOUOMAO EYYEVWG. TNV aQYIXY] TOL WLOEYY| TO e€dQTNUX elYe g
OTOYO TNV GLAAOYY] OTXTIOTIMGY TOL APOEOLY Web VoY aAAd TEMU EYIVaY OQIOUEVEG
TQOTIOTIOCELS € OTOYO TNV UXTNYOQLOTOINGY OANG NG VvNong pe 100mo mou Hu
neptypayet oty ovvéyea. H xivnon evidooetar oe po Sopy) dictionary, opoteg pe autég
TIOL €Y OLUE AVXPEQEL TEONYOLUEVWG (AvaAuoy Tov apyelov pepserver_stable.py).

2uvoEoELg mov optlovtaL:

e Construct_hashed_key(match)
Xprnotwpomoteitar 71 Sl oLVEETNGY PE  avTY] Tov  opileTat  OTO  wE)ElO
pepserver_stable.py yla TV €QaQUOYY GLVAETNONG AATAHEQUATIOROD oTar Tedin

Tov avtiretpuévour OpenFlow match.

e _timer_func()
H ovyrexpiuévn ovvapton Sev Seyetan uanolo opopa. H Aettovpyia g eivor vor
EVEQYOTOLEL UECW YOOVOUETOWY [iat GALY] GUVRQTY|OY] TOL GTEAVEL OVE SLXGTYUATA OE
n&be ovvdedepévo pe tov controller switch, pnvopa pe 10 omoio {nrodvrar T
OTATIOTIUA TOV.

e _handle_flowstats_received(event)
H ovvaptnon anoteket handler yio yeyovota tonov flowstats_received. Aéyeton
évae Oplopo TOTOL event uat o1y cuveyetx yw xdbe Swpopetnd otoryelo Twv
oTATIOTIMWY epapoletat 1) ouvapTnon construct_hashed_key. Katony ehéyyetot
gqv 7] Tty auTy] LTdEYEL NON oav uAetdi oty Sopn dictionary. Eav Sev vmdpyet,
ONULOLEYEITOL EX VEOL WL MXTHYWEYOY ME TuY emiong éva dictionary yu
TANEOYOPIES OTWG TO GLVOAKO aEtORO bytes, Manétwy xot Tov aEOUO TwY POoELY
mov eyet eviomotel 1 ndbe eyyoayn (xpywomompévny oto 1 v mEwT QoE).
Avtifet 0Ty TEQIMTWGY TOL LTAEYEL TLUY], AVAVEDVOVTXL Ol TEELS TUQATAV

UETOTTEC.
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e _handle_portstats_received(event)
H ouwvdptnon anoteket handler yio yeyovota tomov portstats_received. Aéystot
emiong éva OpIopa TOTOL event. XNHELOVETHl TwG Oev  TeomomoOnue 1
OLYXEXQLULEVY] cLVaETNGY, nabweg uvplwg yonotpomombnray otatiotnd dedopeva
7oL aPoEOLY eyyEues flows.

Téhog 1 ovvapon mov evepyornotel 10 e€dpua extog and ™y eyxabidpvon listeners yio
™V owoTY Aettovpyia twv handler, yonotponotel v ouvaptnor Timer mov Tepovotdotrne
oty avtiototyn evotnta yio tov POX(vmoneparato 2.4.2.4). Méow g ovvaptong Timer

%oAelTa 1 oLYVAETNOY _timer_func ové TaxTe YEOVIUE SIUGTNUATA.

4.8 Avdivar tov agyeiov sflow.py

210 oLYMEXELPEVO aYEelo, LAoTOElTaL 7] Stadmasia TG cuAAoyng Twv sFlow samples ot
anootolg avtwv oto Flow Repository. Katd v eunivnon 1o mpoypoppo meptpéve
Tovhaytotov 1 dpopa and to standard input (v mOETA TOL EMTESOL UETAPOQUS CTNY
omnola O hapBavovtar o sFlow samples). [Tpoatpetind, Séyetar xat T0 dvopa evog apyeiov
nov mepthapBdver avtiotoryioeg wetadd tov dpid evog switch pe 1o avtiotoryo sourceld
nedio tov sFlow sample mov otéhver o sFlow agent. Xnpetwvetal oG X0NOLULOTOLEITAL O
collector avorytod xwdwa sflowtool ([20]) vhomomnpévog oe yAwooa C. TTooxstpévonv v
etvot oLpPBatog pe 1o TEPLRBAAROY TV LTTOAOITWY ePaEROYWY, LAoToMBnxe évag “wrapper”
péow g BBhobnung subprocess. AxolovBolv ot Siupogetinég GLVXETHOES TOL

LAOTIOLOVVTOL:

e call and_peek_output
Aéyetat ooy OQLOPX TNV EVTOAY| TEOG EXTEAEOY], vty Oo Svotay oe meptBailov
photod (Shell). IMTooapetnd Séyetar, o Boolean tipn yroe v dnuoveyla 1 oxt
nowvovpyov Shell (npoemiheyuévn False). Xonowponoteitar 1 Bifitodnun pseudo
terminal xot Snpovpyel éva xoauvodpyto (ebyog master, slave. Xt ouvvéyeton pe
YONo" TOL subprocess exTEAELTAL ATV TNV EVIOAY], OTNV TEOUELUEVY] TEQITTWGY
emwaeiton 10 mEOyEapupa sflowtool pe stdout tov File Descriptor slave. Oco 7
EVTOMY] exTelelTal aLTOVOUX, 7] oLVaETNoY Otfdlel Ueow TOL GxEOL master OTL

yodyetat 6To axpo slave and 10 process tov collector xat TO emOTEEPEL AV

yoappues (uéyot v Boebel o yapoxtneoag “\n”).

e separate_fields
Aéyetar oav opopa pa ovpBorocetpa. 211y ovpBoroocetpd vty avalnteitar o
yoeantEag Touv xevoL. Me Bacr to onpeio Tov BELO%ETAL O YXEANTNEAG KVTOG, 1)
ovpuPorooelpd Saywoeiletat o dvo empépoug, o medio tou sFlow sample xat ™V
avtiotoryn 1y (epappoletar ota sFlow fields omou field not value Sraxywoilovrat
amO EVaL YAEAATYOX HEVOD).
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e sflowParser

H ovvapton Sev déyeton ndmoto optopa. Apynd Snploveyeitor pio Moto pe ta
nedi tov sFlow sample, mov eivar embBopnto va ekéyyovtar (ouvdptnon
separate_fields). Xonowonoweitaw  emiong  woe  petafinm  oov  flag
(xpywonompévy ato 0) yla Tov StayweLopod Twv Stapopetiny samples, xabog eva
sFlow datagram umopel va mepthapfBdver mepiocOTepn ToL evog samples. X
ovvéyetor xoeltar 1 ovvapon call_and_peek_output pe mopdpeTpo TO
emtbountd port mov dOONUe UAKTA TNV EUTEAEOY] TNG EPXOUOYNG XAl EAEYYOVTXL TX
efng o #dbe avtovoun ovporoaoerpd 1 mov avakdetar:

v Edv evidg g yooppis Boloneton 1 ovpBoroceipd “FLOWSAMPLE”, 10
flag ti0eto oty Ttpn 1 (B anolovbroet natvodpyro Setyua).

v Edv 10 flag éyer npn 1, 161e epoppdleton 1 ouvdpton separate_fields pe
OQLOUX TNV TEEYOLOA YOXUUT.

v Eav evtog g yooppng Boloxetor 1 ouuBolooerpd “endSample” o 1 ttun
tov flag eivar 1, 1o flag yivetaw O (téhog Selypatog). Lty cvvéyetx
oxolovbel o Stadacion  AVUUXTAOELNC UATOLWY TESiwY TOL  elvau
amoEaiTNTH Yo TNV avTioTolytan tov sample pe ta flow entries (Ethernet
Type y oo o Tanetar xoe 1P addresses/ARP Opcode doov agopd: to
ARP). H Stadwasta yonotpuonotel g uepaiideg nov nepihapuPBavoviat oto
sample. Eniong npootibetar 1o dpid pe Baon v aviiotoiyton nov 360nue
oto apyelo. Tékog, Tt sFlow samples oty tehu? TOUG pOEYY
oetptomotodvTat xat anoctéAovtat ato Flow Repository.

4.9 Avdaivar tov agyeiov get_flowspace.py

Kbptog 610)0¢ g epappoyng sivan 1 anootolr] oto Flow Repository, twv navovwy tov
flowspace pe tovg omotovg éyst pvbuwotet o FlowVisor. Avti 1 Aettovpymotnta

vhomoteitar pe ™y Bonbelx twv e€ng cuvapToewy:

e call_and_peek_output
Xonotpomoteitat 7 St ouvaTon nov opiletan xat oto sflow.py. X1oy0g eivar 1)
O%EWOY] TWY XTOTEAECUATMV TOL TEOXLTTOLY ATO TNV EXTEAEOY] UIXG EVIOANG GE
neptBailov protod (Bupilovpe mwe 71 oLVAETNGY SEYETAL TNV EVIOAY ATV WG
TEAUETQO, UE TNV LOEYY] GLULBOAOGELRAS)

e flowvisor_parser
Kodeitoar amd 10 nupiwg copo (main), ¢ ePUOUOYNG. 2T GULVEYELL XaUAelTaL 7]
call_and_peek_output, xot yio xabe yoouu? nov emntotpéyet yivetoar npoondbeto
notaonevng dictionary (Aoyw g Soung key — value mouv éyouvv ot xavoveg tov
flowspace). Znpeiwvetar mwg ndbe yoaumn avtiotolysl oe éva navOve Tov
flowspace. Kabe dictionary tomobeteitar (yivetar append) os nxtdAinin Alota.
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Télog m Mota oelptonoteitar uot pe OQLopo auT T1 Ty nodeltar 7 wébodog
update_flowspace nov opiletot oto pepserver_stable.py.

4.10 AvdAvar Tov agyeiov client.py

210 ovyrexpipévo apycto eyet viomownbel pio epapuoyn mov Siver T SuVATOTNTX
emotvwviog pe to Flow Repository, pe otoyo v TEOCTEANGY] TWV CTATICTIUWY TOL
neptéyovtat yix #n&be flow. H extéheon g epappoyng dev avapéver xanoto optopa. Kotk
™MV extéleor) Slvel 1 SuvaTOTNTA OTO YENOTY Vo emAédel, pecw apliunuévwy emioyny,

Srapoetinég Aettovpyies. Avtég etvow:

e Active: Extinwon Olwv twv eyyoapwy Tov eivat evepyeg.

e Expired: Ext0nwon OAwy Twv eyypapov Tov EY0uy EXTVELCEL.

e Aggregates: Extinwon Olwv twv eyypapwny ave€aQtNtng ¢ XATROTAGNG GTNV
omoia Poloxoviat, abpoiloviag mpwta Oceg eivar idteg aArd eviomiloviar oe
SLUPOPETINES Y QOVINEG OTLYUES.

o Select timestamp: Extdnwoyn Olwv Twv eyypoponv Tov elvan evepyes/éyouy
EXTIVEDOEL UL YQOVINA EVIAGGOVIXL GE EVAL YQOVIXO TAXLGLO.

e Exit: 'E€odog anod 10 1080V TOYOXUUL.

To exdotote amoteléopato Sev exTumwYOVTaL 0Ty 0b0VY addd ypdpovial G XATOLO
xQYELO, YLor ELXOMA GTNY TOOOTEANTY] UXL GTOV PETETELTA YELOLOPO.

O mapamdvew emAoyés eivar  Owabéotpuec péow MATOLWY CLVXETNOEWY Ol  OTOIEG
TIEQLYQRPOVTAL OTY] CLVEYELX:

e construct_hashed flow
[Tavopototuny GLVAETOY e TNV CLYEETNGY ToL YENotphomoteitat yw Ta sflow
samples xat opiletar 010 apycio pepserver_stable.py. Egopuolet ovvdpton
AATONEQPATIONOL o1 Tedio Tov xabe flow entry 1o omoio déyetar ooy OpLoU pe

™V popyn dictionary.

e grab
Aev déyetar ndmolx TXEAUETEO cav Optone, exterel éva RPC (cuynerptpévor noet
™V amopanpuonevy pébodo check2() ) uat ™y TIpY TOL EMOTEEPETAL ATO XVTO
TNV ATOCEIQLOTIOLEL ML TNV ETUOTEEYEL Ue TNV Oelpd NG (TEOUELTOL Yt TNV SOWN
tuple oty omoia nepieyovtan ot Sopeg Active, Expired).

e flowt
Aéyetor oe ndbe mepintwon po THEAUETEO Gay OpLopa 1 omoix TEocdtopilet edv
0o mpoonehaolovy to Active 7 Expired flows. Ilpoatpeting déyeton anodpa dvo
TULEAUUETEOLE TOL TEOGBLOEILoVY &var yEoVKO TAxicto. Ot TEOETAEYUEVES TLUES
elvar Tétoteg wote edv Oev doflel xdmotn maEAPETEOg, Vo péVEL TO AUQO TOL
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avTioTOLY 0L TEELOPLOPOL eledbiepo. ExteAeitan pia ¥Anom g ouvaptrong grab xat
7 SopN oL EMOTEEPETAL ATO aUTHV TEooTeAxbveTat. To dedouéva g doung mov
EUTUTTOLY GTO YEOVIXO TAXIGLO Tov 0piletal (TQOETUAEYUEVO 7] OYL) YOIPOVTAL [UE

[tor CLYHEXQLUEVY] BOWY| (CSV) 8 UATAAANAO aEYELO.

active
Aev Séyetat nAmOLO OQLOUX, SOLAEDEL GOV Wrapper Yl TV ¥ANoY TG CLYAOTNOYG

flowt, pe optopa 0 (wote v tpoomelaclet 1 Soun pe ta Active flows).

expired
Aev Séyetat #AmOLO OQLOUY, BOLAEDEL GOV Wrapper Yl TNV ¥ANCY TG CLYAQETNOYS
flowt, pe optopa 1 (wote va npoonehacbel 1 Soun pe ta Expired flows).

aggregate
Aev Séyeton namoto Opopa. Apywd exteAeitar 1 ouvdETon grab wote va gyovpe

éva avtiypopd twv Sopwv Active/Expired. Eyovtag wg Bdon to mepreyopeva g
dopng Active, mpoomedadvetar OAO¥ANEN 1 Soun Expired. Xe xdfe eyyoapn
epappoletar 1 owvdEtoy construct_hashed_flow pe opopa 10 “match” g
(media Tov OpenFlow match) uow TEonbTTEL Lo TLUY Yyl qLTY TNV EYYOXPT).

211 ovvéyeta ouvabpotlovtat oL eyypayes, dNANSY edv 7] XLTY TLULY] LTXQEYEL GTNV
Sopn Active mpoclétovpe TLG TLUES TWV UETENTOV TNG GLYEXQLUEVYS EYYQXPNG OTNY
707 vaEyovox uxt emnEoOchetor avgdvovpe L Evay UETENTY TOL XEATAEL TOCEG
eyyoxpés eyouvv abpolotel cuvolnd. Xe SLxPOEETINY TEPIMTWOY], XPALQOLUE TNV
eyyoayn amo v Sour Expired now v tonmobetovpe awtovolx, oty dopn Active.
Téhog 1o abpotopeva ototyela yoapovtar oe xaTdAANAO apyelo (Sour csv).

timewindows

H ovvapton OSev Séyetar xamoto Oplopx. AQyu& TUTWVEL TNV  TEEYOLOX
Nuepounvia ot weo(timestamp). 'Enetrta avapével oav eicodo and 1o yenot, wa
Ty mov mpoodlopilet eav Oehovpe Active/Expired eyyoopéc nan dvo timestamps
YLt TO YEOVIXO TAXIGLO, EVX Yl TO UXTW %Al EVX Y TO &vw dxpo. To timestamp
TIEETEL Vo SIVETAL OE L CUYUEXQLUEVY] LOQYY]. 2TY) GLVEYELX UAELTAL V] GLVEOTYO)
flowt pe oplopata TIC TIUEC TOL ELGNYAYE O YOENOTNG. LUELOVETAL TG EAV EYEL
dobel 10 nevo oav timestamp Hewpeitat TG T0 avtioToryo axEo dev mEEMEL Vo Eyet
TeELOELoUO (eav nat yla T Suo axEa Soblel Gay TLY T0 %eVO N UANOY, LoOSLVaEL e

aUTH] TWY CLVEETNOEWY active/expired).
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A&oroynon Yioroinons

2T0 MEQPAAXLO OULTO, XEYIUA OVXALETXL 7] TeluuaTy] Otadiracic mov axuorovbnOnxe.
Emniong, napovoialovtar to dedopéva tar onota e€ayovial amod TV Gvw SLxdUacta xaL oty
ovvéyeto a€loloyovvtat. TEhog, TEOTEIVOVTAL TOOTOTOGELS WOTE O UNYXVIGROG Vo elvat
oLPBATOG e BLAPOPES ETEQOYEVELG DTOSOMEG.

5.1 Ietgorporrisy Oroereéy

Extog and o apyeio xS 11g LAOTOINGYG TOL TEQLYQXPOVTAL EXTEVWG OTO EYAAXLO 4,
7oTA TNV TELQU TNy Stadinacio yenotponotovvtat o axdrlovba mpoyedupota:

e Top [27]

e Tcpreplay [28]

e  OpenVswitch

e FlowVisor

‘Ocov agopd ™y TOomOlOYIX, YENOLUHOTOONMAY TEELG OLPOPETIHEG EIMOVINES HUNYAVES
(Aettovpymd obompa Ubuntu 14.04 [29]) yi tig avdeyneg v metpapatwy. Axolovlel 7
Srataln (Xympe 5.1 IMepopotinn Avdtaén).

W « + « « Traffic « « P J

j Internal Connection

PacketIn
sFlow sampling

ports

6633 j 8 B3 Bie i FlowRemoved ;
6343%

8080 Internal Connection

Zympe 5.1 IMetpopoctisen Argtaén
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host

2XOTOG ALTOL TOL UNYAVNUXTOG ElVaL 7] avVaTaEaywyNg xivnong (amobnrevpévy oe
nATEAANAO apyelo peap pe yenon tou tepdump [30]) mpog o openvswitch péow
T0L epyaleiov tepreplay.

openvswitch

2e auTO TO PYAVNa AELTOLEYEL TO openvswitch, péoa oe avtod dnutovpyeitar éva
logical bridge oto omolo mpootifetar 7 xatdAdniyn Semagy. To bridge avtd
ovvdéetan pe tov OpenFlow controller xat emiong pubpiletoar o sFlow agent yior v
XTOGTOAY] SELYUATWY.

FlowRepository

Xe autd 10 pnydvnua Bploxstat 10 peyoeddTepo pépog g vlomoinomg. ITwo
ovyrexptpéva o OpenFlow controller, 1o Flow Repository xat o sFlow collector.
Eniong oto ovynexptpévo pnydvnuo exteleitar 1 epappoyy client, xow e€ayovror o
dedopéva mov xataypdyovtat and to Flow Repository.

Apynd efetdletar T0 LTOAOYLOTING HOCTOC MOV EMLUPEQEL 7] TROTEVOPEVY] LAOTOINGY OTOV

controller, petpwvTag ™V YENOLUOTOINGY TOL eneleEYATTY] ANO TNV AVTIGTOLYY] EQUOUOYT),

oe obynpLon pe ™y pébodo Flow Stats xat yonotpomotevtag apyws To towtdxoilo sFlow.

Orv petonoeg AapfBdvovtar pe YN0 TOL TEOYERUUATOS “top”, Yo TG OLPOEETINEG

nebodoug cuyrevTpwong oTaTIoTIMWY oTolyElwy xat Tapatifevial oto anolovbo dieyooaupo
(Eypax 5.2).

Méon CPU %

90.00
80.00
70.00
60.00
50.00
40.00 ‘
30.00
20.00
10.00

Xonon CPU/Mébodo ——TFlow_Stats

e sFlow

100.00 Flow Repo

0.00

0 60 120 180 240 300 360 420 480
X00vog (8evte@oAenTa)

Zynpe 5.2 Adypappa vtodoytotixod xootoug Y 1ig pebodovg Flow Stats, sFlow, Flow Repository
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[TopatnEodpe TG OTWS NTAV AVUUEVOUEVO, 1] OLYVY] TEAYUATOTOMOY atpdtwy Flow
Stats mpog 1o OpenFlow switch Snutovpyel mpdypatt peydho wopto otov Controller.
2NUELVETAL TG aLTO ovapévetar vo xMponwlel Tepoutépw Yl meELocOTEQR TOL EVOC
OpenFlow swiches, avénuévn o nivnong 7 noAvmAonotepr enefepyaoia Twv stats reply
UNVLPLETWY.

277 GLVEYELX GLYUEIVETAL 7] XAVOTNTA TwY SLxpoEeTinwy Kebodwy, pe Bdon ™y axpifeta
nale pog. H xivnon xarnyopronoteitan o TCP/UDP (xdtt 1o omolo anotehel tov
HEYXADTEQO OY%O NG nivnomg, oe T0o0aTO 99.6%) nat otV cuvéyela avTimaEaBdAeToL Lot
T1¢ Srapopeg pebodoug (Xynpa 5.3).

2oyxton Awpoetinwy Mehodwv

10000000
1000000
923839
~ 100000 -
3
-0
§ 10000 - 27968
= 6641
o
S 1000 - - mrer
=)
3 UDP
< 100 - -
10 - —
1 T T
Flow Stats sFlow Flow Repository
Mcebobot

Zynpee 5.3 Awdrypappa axifetag twv 3 pedodwyv, xatyoglonoiney g xivieng oe TCP / UDP

[Moapatnpodpue nwg o aptbuog twv maxétwv mov evtonilet 1 pébodog Flow Stats eivot
ONUOVTIXG PEYAALTEQOG aTO TG avtiotoryes uebodouvg. Avtd ovpBaiver eéantiag Tov ELOUOL
Seryparolndiog (1/128) nepinov e avtd oV Royo evtomileton non 1) Stopopd Flow Stats xa
sFlow. Eniong gaivetan nwg 1o Flow Repository aviyvedet emtmiéov manéta oe oyéon pe v
amin xonon tou sFlow (Aoyw ¢ yonong onpatodosctag).

2X0TOG TOL ETOUEVOL TELOAUXTOC ElVL 7] TEEAULTEQW aVAOELEY] TV TASOVEXTNUATWY TOL
Flow Repository évavtt g aming yenone tov sFlow sampling. Axolovbwg,
TEOYUATOTIOLELTOL LTOVOP 0GEWoY evos /24 Sthov yux open potts (port scanning
attack), pe yonon tov epyokeiov nmap [31]. To oevdpro eivar WSavind ya 1OV GXOTO TOL
netpdpatos, nofwg mpouettar yi éva eidog emifleong mov dnurovpyel “mice” flows. H

O0EWOY XLTY] UATXYQAPETAL OE EVAL XEYELO PCap, 1AL EVOWUXTWVETAL 0TO BaoInO AEYELO TOL
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YOY|OLLOTIOLELTAL  YEVIOTEQX OTX TAXIGIX TWV MUETOYOEWY, HECW TOL TEOYOXUUUATOS
mergecap [32] . Katd v Sidpneia g odpwong otdddnuay 626 Sragpopetina TCP SYN
unvopata. 210 axoiovfo Sidyoappa (Xynpa 5.4) napovotdletar 10 TAnbog Twv pNvLpdTwY

¢ enibeang mov avyvevet 1 uabe uebodoc.

Port Scanning attack

1024

512
T 256
2 128
g ]
S sFlow
2] samples
g 32
3 H Flow
8, 16 Repository
=t
3}
g
<

- N A~

Mcebobot

Zynpe 5.4 Evosuetino mopadetypa yonons yo aviyvevoy enibeong Port Scan

Onwg mapatneeitat, 10 sFlow sampling, aviyvevet éva ToAd pixpd mocoato g enibeong,
noMg 2 pnvdpote, eve oavtibeta 10 Flow Repository natapépvel vo evtomioet emtuy®mg
OAOYAMEY TNV QO TWV TaXETWV ToL oyeTilovtar pe v emibeor, yonolpoToLVTAG Ta
punvdpata tov OpenFlow.

211 ouvvéyelx, x€LlOAOYOLUE TNV TQEOTELVOUEVY] LAOTOINGY Yot TEQLBUAAOVTA TOAAATAGV
XONOTWY, Yonotpuonowvtag ™y mhatpopua FlowVisor. Onwg éyet avapepbet o FlowVisor,
Aettovpyel oav proxy controller, nat Staywpilet ™y uivnoyn mpobétoviag xavoveg oe dvo
Swxpopeting  xoppdtiee  (“slices”), wote va  Sayepiletar and SvO  TAVOROLOTLTOLG

controllers. H xivnon ywotletot oe:

e HTTP
e non HTTP

Anohovlel 10 Saypappo yio Tov 0O TV Tarétwy mov €yovy avtyvevlel extedwmviag
Flow Stats Request ot yonotponowwvtag 1o Flow Repository (Xynux 5.5).
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Zuyxoton Mebodwv (2 Slices)
10000000

1000000

100000

10000 -

EHTTP
1000 -

Asiypotor

Enon_HTTP
100 -

10 1

Flow Stats Flow Repository

MebOobot

Zynpe 5.5 Sliced Tomohoyia pe yonon FlowVisor, HTTP st non — HTTP xivnoy

210 enopevo Sudyoappa (Xynux 5.6), nopatibetar eniong 1o mAnbog Twv StxpopeTiMmv
flows mov éyet v Suvatdotra vor avtikngbel nabe pébodog, yix T Srpopeting Slices.
Enonpaivetar g 010 SLayQapipa, eviog Twv ooy mov agopovy v pebodo Flow
Repository gpaivetar pe mhdyteg yooppés 1o mAnbog 1wy Stxpopetinwy flows nov Hu evromile
1 pébodog sFlow amd pnovn g ywelc v xenon twv pnvwudtwy tov Control Plane.

Xuyxoton Mebodwy (2 Slices)

100000
10000 -
® ]
z
=
= 1000
-3
S
e
S HTTP
S- 100 -
3 Enon HTTP
4
10 -
1

Flow Stats Flow Repo/sFlow
M¢ébodot

Zynpoe 5.6 Sliced Tomoloyia pe yonon FlowVisor, HTTP xowt non — HTTP xivnoy, odyxgion g
mpotevopevyg pedodov pe to sFlow

[Moapatnpodpe Eava mwg, 1 viomoinon tov Flow Repository avaBaduiler onpavtina tg
Suvatomteg g Serypatolndiag pe sFlow emtuyyavoviag v aviyvevong twv “mice”
flows, aviyvedovtag oox flows O xataypdpovtay xat ¥xtd Y AVIANGY TV SedOUEVKY
amevbelag and to switch.
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Tékog, npaypatomombnuay pPeTENOEIC OGOV XPOE& T1V YEOVINY] SLAEUELX TOL YOELGLETAL VLo
voe ohorhnpwbodv or Sidypopeg Stadiasteg mov emtteket to Flow Repository, nabawg xat 1
avtiotoryn Swxdmacio yo v eneéepyaoio dedopévwy péow Flow Stats request (Xynua
5.7).

Mcéoog Xpovog Extéheong Asttovgytmwy

R 1 10 100 1000 10000 100000
Xovog (pxpodentegotemror)

Zympee 5.7 Xpovog extéleong twv S1apopny SteQynotey Tov emttelodvTor

Eivo eppavng anopa pioe 9opa 1 Stapoed 610 #0GTOG g eneleQyaoiog GTATIOTINWY UECW
Flow Stats, oe obynpton pe 1¢ mpotevopeveg pebodovs. Eniong napatnpodue nwg amod Tig
Swdmaoieg Tov Flow Repository 7 guAkoyn twv otatiotxey xot 1 npoonabetx évtalng
Toug ot evepyd flows eivar ot TAéov SamavnEes, *ATL TO OTOLO NTAY AVAULEVOPREVO pe Baon
™My avaAve] g vhomoinorg (Kegpdioto 4).

5.2 Igooopuoyy oe Srepogetixd megtBoilovre

Kot v mapovsciaoy g apyltentovinic oto Xyedieotnes Apyes, eiye avapepbsl mwg 1
npotevopevy mapadoyy (mpobmobeoy SDN vrmodoung) amotelel Mo GLYEUQLUEVY
TEQIMTWOY A0 TG OLPOEETIMEG TOL  GUVAVTIAHUE OTIG GLYYQOVES ULTOSOUES. 2TO
ouyxEXELPEVO LTone@dAalo Do TEOLCIUGTOLY BLAPOEOL UNYAVICUOL WOTE 7] TOOTELVOUEVY]
vhomoinon va amnotekel Puwotwn Adon ye Cloud st aohopoates  eynataotdoel,
TPOGYEQOVTAG OAES TG SLVATOTNTEG TTOL €youy Tapatebel T0o0 oe BewEnTnd eminedo 6Go

7oL LECW TNG TELQUUATINNG OtadMaelag, YwEIS Vo ETNEeRleTot Antd EMUEQOLS OLAPOQES.
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5.2.1 Cloud Facility

H nvplapyn apyltextoviny] Sopy mov TaQxTrQeital 68 LTOGOUES TOL OEV YOY|OLLOTOLOLY
Ao naboplopevn and hoyopind anoteleitar amod StapoEovs xOuBoug auYSEdepEvoug
ne éva petaywyée. Edmotepa doov apopa v mAstodnpin Twv ahyyeovwy LTOSORMY Ot
xopfot avtol eivar opyavwuevol oe ovotoryieg (racks), omov nabe ovotoryio eyer nor éva
nevipwd switch (Top Of Rack switch — TOR Switch), wabog nor dhkeg Sevtepedovoeg

ovoneLeg S THwaNG. M tétotx vTodopy anotelel Tumny nepintwor evog Cloud Facility.

[Tpoxetpevov rotmdv va evowpatwbel 1 Swdmacioa  aviyvevong twv “mice”  flows,
npoteivetar to mirror (Xynux 5.8) g nivnong tov undbe server. Avty n xivnon
natevBovetoar oe o Stdtaér mov AeLTOLEYEL ALTOVOPX UL EYEL WG UOVAOIXO GTOYO TNV
dnuovpyla  flows pe éva mpoxabopiopévo, ywoelc tdwxitepn onpacic action (m.y.
eyuabidovon drop rules) amhd uat wovo yroo ™V nxTayEupy Twv Staopetiney flows mov
eynabiotavtar. H Swdtaén anaptiletar and éva Open vSwitch, évav OpenFlow controller
nat o Flow Repository (XZynua 5.9).

H nopamdve Swtaln pog emTEénel vo  YOYOLUOTOCOLUE TIG OLVATOTNTEG TOL
npwtoxdAiov OpenFlow ywolg va akkalet o mponaboplopévog 1pomog STdWoG, 0LTE Vot
emtBaEbVOVTaL OL TEEYOLOES BLEEYAOLES TNG EXAOTOTE cuaTOoLYlaG. AQYud, dnutoveyeitar éva
logical bridge oto Open vSwitch, oe avt6d o bridge ouvdéetar péow pag devtepebovoag
Semagrc o OpenFlow controller. Téhog evepyomoteitat o sFlow agent oto logical bridge.

Xt ovvéyewr to ovotua mov oamaetilovv bridge, controller, sFlow agent, Flow
Repository, Asttovpyet pe TOvV TPOTO TTOL EYOLPE AVAADCEL, UXTAYOXPOVTAG THV EYAATAOTAGY)]
OAWV TWY XAVOVWY, TEAYUATOTOLWVTAS Serypatolnia ¢ uivnong tov bridge xat anocton
v derypatwy oto Flow Repository.

Top Of Rack Switch
(-t Mirror
| 1 Server
Server Node i ! Connections
| i
| i
| i
]
I 1
Control Connections Server Node i i . Open vSwitch
! 1 Data Connections
| i
| i
]
1
Server Node — |
i
Il 1
| i
| i
L]
H I
T Server Node =
i I
Il 1

Zynpo 5.8 Evésuetinn Sidtaéy vodopg Cloud. ITpochnxn Open vSwitch

2NUELWVETAL TG O TETOLEG LTOSOUES AOYW TOL TLXVOL OYOL XivNoNG elvar ttiTEQ
ouvnOiopevn 1 yonorn namotag puebodov derypatoindiog, pe otdOY0 ™V THEAUOAOLONOY TG
vrodoutg nat étot Ha propovoe va yonotponombet evadkaxtind o sFlow agent tov TOR
switch. Xnpeiwvetat nwg oe nepintwon mov 10 xabpéptiopa ™G xivnong afloloyeltat wg Ui
damavnen Stepyacta yix 10 switch mov to emtelel, pnoget v yiver yoron Network Taps
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(Layer 1 ovoxevég mov ypenolpmomooLy v uokwdlwoyn yro vo xxbpeptilovy xot va
ToEaxoAovboldy v %ivnor ywelc Ty Samavy LTOAOYICTIXWY TOPWY Ao Ta switches).

Application
Layer

Network
Control
Logic/
NOS

Physical
Layer

Flow 1

Flow 2

Flow Repository

Add Active

Match & Increment

Move to Expired

Expired Flow Entries

Flow 1

Flow 2

Add Active
..... Match & Increment
Move to Expired

Northbound Interface | JSON - RPC

Sflow collector

Forwarding Custom
Component Component

POX Controller

Southbound Interface | OpenFlow

O
.
.
-
.

Vd
7 Packetln

sFlow Sampling- - '-’-.‘- ----------- VAR

. "FlowRemoved
: 3

Open vSwitch

Zynpex 5.9 ITpoouppoyn g Agyttextovinns yix Cloud vrodopeg

BEva petovéntmuo mov mopovotdlet avuty 7 TEOCKEUOYYN Elvat TO mirroring oyvoel Tnv
#ivnor oto eowtepd tou nabe server, nabwg eivar Sitepa ovvnbiopévo péoo oe uxbe
SErVer Vo GLVLTIAEYOLY TOAAEG ELMOVIMEG 1Y OVEC. e TePITTwaY] TTov Hélovpe va unv eyovue
TETOIEG AMOASLEG UmopoLpe evadkaxtind va tomobetnoovpe 1o Open vSwitch evtog g
ndbe emovinng pnyovng, ok Stxtnowvtag controller not Flow Repository efwtepuua

(Zynpa 5.10).
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Server Node

]I
VM o Open vSwitch ]

Zynpe 5.10 Evaddoxtinn npoosyyion pe tonobétyon tov Open vSwitch os #60s VM 4] Setver.

Emonpaivetar eniong mwg, 1o Open vSwitch amotelel tov nbpto 100m0 Stntdwong oe
namotovg Hypervisors (Xen, KVM). Expetaddevopevor avtd 1o yeyovdg pmogobue vo
dnutovpynoovpe oto 1o vrapyov Open vSwitch natdAinia logical bridges, ta onoio Oo
elvar ovvdedepéva pe tov OpenFlow Controller not O otédvouy delypata péow tov sFlow
agent, npoxetpevou va eéacpolalel 1 Aettovpyla Tov pnyaviopod (Xynpa 5.11), ywpelg va

enepBaivovple OTLG EMOVINEG U1 AVEG.

Web server Web server Application LR
server server
Linux Linux Linux Linux
[nieT [N VNIC | I

Hypervisor Hypervisor

Server Server

Zynpe 5.11 Open vSwitch xot Hypervisor

5.2.2 Wireless Facility

Meéyot otypng éyovpe avapepbel povo oe Srataéelg Baotopéveg ae evabppat) dutbwor. Me
0100 Aoty va divetat 7] SuvaTOTNTA TEaokoLBNGNC g Uivong oe meptBaAlovia OToL
ot noufot emxowwvovy acvppata (Zynpe 5.12), mpoteivetar plo mEOCKEUOYN NG
XOYLTEXTOVINNG TXQOPROWL ME OLTNG TOL TEQWYEAYNUe otV evotnta 5.2.1 yr g

EYUXTAOTAOELS VTOAOYLOTIHMV VEPWY.
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Communicating through
. I
Controller 1

1

1

1

Switch

Controller
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Node

Zynpe 5.12 IMTopaderypo apytrextovieng Wireless Facility

[Toobnobeon yi v 0p07 Aettovpyier ¢ TEOTEWVOUEVNC TQEOCKAEUOYYG, Elvat 1
oLuBaTOMTH TV UOUPWY TOL GLUUETEYOLY OTNY ACLEPATY Tomoloyla pe to Open
vSwitch. Kdt tétoto dev anotekel Saitepo neploptopd nabwg omwg eyet avagepbel oto
nepadato 2, 1o Open vSwitch proget va eynataotabel xon vo Aettovpyyoet emtuy®g oe pa
evEelo  YMAPA  OLUPOPETIUWY OCLCTYUATWV. e OLYXQLOY PE TNV  AQYLTEXTOVINY] TOU
TLEOVCLAGTUE TOOYYOLUEVWG, OEV LTIREYEL 7] OLVATOTNTX Vo YIVEL MIrror NG SUTLAXNG
nivnonge. 'BErot, yonotponoteitan 1o Open vSwitch yix avtn v Swedwasio, Onwg mpotdbnue
%ol 070 evoaAhoxTnd oevapto evtog tov xdbe VM. X1y mpoxsipévy mepintwon,
dnurovpyeitow oe nabe xopPo éva logical bridge, oto omoio mpootifetar 1 acdEpAT
Stemopy] (N evaAhoaxTnd OTOLdNTOTE GALY] Stemopy awtod 1oL KOUPBou elvar embounTd Vo
nopaxorovbeitar). Tlpaypatomotodviar OAEG OL EVEQYELEG TOL TMEQLYEAPNHUAY GTNV EVOTNTX
Cloud Facility, xoat oty ovvéyeta 1 Sataén Aettovpyel %ot& OV TEOPBAETOUEVO TEOTO.
[MapatiBetor 1 apyttentoviny Swataén (Xynpa 5.13).
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Eridloyog

e auTd TO AEPUAXLO TUEOLOLALETAL Pl GLYOYT] TNG TAEOLONG SITAWUXTINYG EQYXCLAG UL
OLUTEQAOUATX TAVW OTNY TEtpapatiny] Sdacia. Emmpocbétwg, mapatifevior Siapopeg

TEOTAOELG Yot BEATIWGY] %Al TEQULTEQW EMEUTATY] GTO UEANOV.

6.1 Zdvoyy xou ovuregaoucroe

2y THEOLOX SIMAWUATINY eQYACL TEOTAONUE VoG UNYAVIOLOS E OTOYO TNV GLANOYY
Sutvonwy Sedopévwy amd eTepoyevelc LTOSOUES. AQYINA, EXPETUANELORAOTE TNV XIVNON
ONUATOS0GING TOL AVTAAAKOEL eyyevg, oTa mAxictx Tov mEwtoxoAklov OpenFlow, 1o
AOYLOPINO EAEYYOL PE TOLG UETAYWYELS, UXL CUUTAYQWHUATIUE YOV CLLOTIOLWYTAS TO TEOTLTO
sFlow avamthybnue évag pnyaviopog napaxorodtnone. O unyoviopog avtog, emtTuyysvet
TOV eVTOTIoUO OAwv Twv flows (18xitepo evdiapépov mapovataler 7 mavoTMT TOL
punyaviopod vo evtomilet o mice flows, xdtt mov amodeiybnue oto Kepalowo 5 oe abyxplon
pe ™y avtiotoryn wavotnta touv sFlow) xat emiong avuiotoryilet sFlow samples ta omoix
MopBdvovton and T switches, pe to flow rules éyovtag wg 6TOYO TV MO TOTY] ATEMOVIGY
NG TEEYOLOUG %IVYOYG YWEIG Vo YOELXLeTal Vo EXTVELGOLY Ol navOveS. Ta dedouéva Tov
e€ayovtar elval TEOoBdctuo ylr OTOLdNTOTE PEANOVTINY YENOY (el0080C G EPUOUOYES
axopareiag, Ilepapatinég Swdimaoieg »hm). Eidmd oty mepintwon twv LTOSOp®Y
TOAMATA®VY €VOIXWY TEOCYEQOVTAL GTOV uxbe evdlXPePOUEVO GTOLYEld TIOL APOEOLY TA

re€sources mov ToL O(VTLOTOLXOL')V.

[Tooxeipévov avTOC O UNYAVIOROC Vo elvat AELTOLEYWOGC Yoo OtdPoEeS LTOSOUES GTO
vroxedAato 5.2 mpotdbnmray S1dpoEes avATEOCKEUOYES NG AEYIXNG TOL SOuNG. ALTEG
Baoilovtar oto Open vSwitch ot €youvv wG GTOYO VO EVOWUXTOGOLY T1 YEYO7 TOL
npwtonoikov OpenFlow otig duapopeg dwtdlerc. To napandvew dev oToyeLEl TOGO GTOV
éheyyo tou data plane 660 oty expetalrenor] g Asttovpyiag Tov OpenFlow Baotouévng
OE QOEC TOUETWY WOTE VO LAAOYOLY Ta (OLX TASOVEUTNUXTX TOL TEOGYEQEEL 7] XEYIXT|

TEOTAGY).

68




Keydhato 6. Enidoyog

6.2 BeAtiwoers st MelAovrixnss enenraosts

O pnyaviopog mov avantoybnre ota mhaioto g TEOLOAC SITAWUXTINNG eQYXGLOG, Bivel TN
SuvatoTtar TxEaxoAodbnong Swtvaxwy LTOSoRMY e SlaopeTing yaEuxTNooTd. H
LAOTIOIGY] GLYXEVTEWYVEL TANEOYOPIES Y Ta StapopeTind flows g uivnong not evigooet oe
LA Selypato TOnETWY PE XENoY ToL TEoTHToL sFlow.

Apywad, woe onpovtny] Bektiwon Bo umopobdoe vo amoteréoet v mpocHnun wag Baong
dedopévwy o Ty xaAdTeEr anofnuevor xat Tpoomélaor Twy dedopévwy. [Tpotipnodviar ot
NoSQL Baoetc wote vo Bedtiatonoteitat 1] anoS0TUUOTITH TOL UXAVIGLOD GE GOYXQLOY| UE
OV OY10 Twy dedopévwy, 1000 amod v mAevpd tov Flow Repository dco nat and v
TAELEA TY|G EPAQOUOYNG TOL TOOMUELTAL VO AVTAYNOEL Tar OESOUEVX YLor OLAPOEES Y OOELG.
Emniong, emmiéov Beltiwoetg O pnopoboav va yivovy oto eninedo ewovixonoinone. ‘Ocov
apopd tov FlowVisor, oty 1péyovca bAomoinon yonotpuonoteitat pia eéwtepiny] epuopioyn
7 omoin, avohapfaver vo evpepwvetat ava dxotnuate y to teeyov flowspace pe to
omolo éyet napapetponombel o FlowVisor nat pe v oepd g evnuepwvet eniong 1o Flow
Repository. Oa ntav anmodotndtepo av 1 Sdmacla yvoTtay oaLTORXTX UECw TNG
epoppoyys tov FlowVisor otav petafarieton to flowspace, #dt mov ouvendystot Opwe Ty
TpomoTNON G ToL TNyaiov xwdixa Tov FlowVisor. Ou Ntav eniong Saitepa evdtapépovoa
7 mpoonabelx evoToinoNg ToL NYaVIoPoL pe TV TAxtpoppa OpenVirteX Aapavoviag vm
o Tig SuvatdTNTEG TOL TEOGYEEEL KAt TO BtxEnwg avéavopevo Babuod amodoyng Tov. Xe
avunapaoln pe tov FlowVisor, 1o OpenVirtex Snplovpyet emovinods petaywyele not
Ced€etc. AnptBoloywvtag Sev dnutovpyel axElBwg, omAd YONOLUOTOEL TNV LTOXELEVY]
STLONY] LTOBOUY UL HATXOUELALEL AVTIOTOLYIEC HETXED EXOVIMGOV AL TOUYUATIUGV
dutdwy. 'Etot napovotaloviar Suonolieg uatdtaéng twy detypdtwy mouv o AauBdvovtat amo
™y uabe mEaypXTINY] OSUTLAKY] OLOKUELY] OTOV AVTICTOLYO ELMOVIMO UETXYWYEX TOL
avthapBdvetat o controller tov yeNoT).

Anwtepog atoyog Ou Nty 1 opadonoinon Olwv Twv Sepyactov Tov yestaloviot yo Ty
0007 AettovEylor TOL PNYAVIGUOL XAl 7] AVTORATOTOLNGY] TOLG Y& TG SLAPOEES LTOSOWUES,
TEOGYEQOVTAG, TNV TaEaxoAoLONGY Tov dwTbov %ot TV AVTANGY TwV GTOLYElWY, O Eva
apatpetind eninedo ooy éva Virtual Network Function [33] Swbéotpo oe onotodnmote

Y0"OTY — EVOWO TOL SILTLOL.
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Topccornuo

A. TInyaiog xmduag Tov apysiov pepsetver_stable.py

#!/ust/bin/python

from jsonrpclib.Simple]SONRPCServer import Simple] SONRPCServer
import pickle

import hashlib

from struct import unpack

from socket import inet_aton

# Global Dictionaries

# Active Flows
active = {}

# Expired Flows
expired = {}

# Used as a MAC Table, matching OF ports to MAC addresses
mac_table = {}

# List to save flowspace
flowspace = []

# Structure to match sflow fields to OpenFlow fields
mapper = {'inputPort": 'in_port',

'stcMAC'": 'dl_src',

'dstMAC': 'dl_dst',

'TPTOS": 'nw_tos',

'TPProtocol': 'nw_proto',

'stcIP": 'nw_src',

'dstIP": 'nw_dst'}

def check_flowspace():

mnmn

:params None

irtype @ Serialized version of flowspace
mnmmn

# print flowspace
a = pickle.dumps(flowspace)

return a

def check2():
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nmn

:params None

irtype @ Serialized tuple containing active and expired dictionaries
mnman
args = (active,expired)
b = pickle.dumps(args)
return b

def update_flowspace(serial):

:params serialized version of flowspace

irype -
# TODO delete previous flowspace (or keep a diff)
# Update Flowspace
print 'Updated'
space = pickle.loads(serial)
for 1in range(0, len(space)):
flowspace.append(space[l])

def assign_flowspace(hash_val, dpid):

nmn

:params hashed value of our flow rule and dpid

Iﬂ}'PC

flow_fields = ['in_port', 'dl_stc', 'dl_dst', 'dl_type', 'dl_vlan',
'nw_proto', '"nw_src', '"nw_dst', "nw_tos', "tp_stc', "tp_dst']

# List throught all flowspace rules
for a in range(0, len(flowspace)):
# if we examine a flowspace rule that refers to another dpid, continue
if flowspace[a] ['dpid][-1] != dpid:
continue
# for every match field
for k in flow_fields:
if k not in flowspace[a] ['match']:
# wildcard in flow space so we dont care
# print '1"
continue
elif active[dpid] [hash_val]['match'] [k] is None:
# flowspace field is not a wildcard
# if flow space does not have the same value, break
# print '2'
break
elif flowspace[a] ['match'][k] == active[dpid] [hash_val]['match'] [k]:
# if both above conditions are not met, check if their values are identical
#print '3’
continue
else:
# special treatment for ip subnets
if (k == "nw_stc") or (k == "nw_dst'):
# split flowspace and openflow rules to A.B.C.D/M format

fsp = flowspace[a]['match'] [k].split('/")
frl = active[dpid] [hash_val] ['match'] [k].split('/")
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if len(fsp) == 1:
# if length is equal to 1 its just an IP (A.B.C.D)
not a subnet
break
else:
# AB.CD/M
tmp = int (fsp[1])
# convert equivalent subnet mask (M)
fsp_mask = int ((tmp* 'l' + (32 - tmp) * '0"), 2)

if len(frl) == 1:
# check if flow rule is a a.b.c.d
# Then Check if (A.B.C.D && M ==
a.b.c.d)
if (unpack("!L", inet_aton(ftl[0]))[0] & fsp_mask) == unpack("!L",
inet_aton(fsp[0]))[0]:
continue
else:
break
else:
# flow rule is a.b.c.d/m
# do the same but this time check if flow
rule refers to a subset of flowspace
tmp = int (frl[1])
frl_mask = int ((tmp * '1' + (32 - tmp) * '0"), 2)

if fr]_mask > fsp_mask:
break
elif (unpack("!L", inet_aton(frl[0]))[0] & fsp_mask) == unpack("!L",
inet_aton(fsp[0]))[0]:
continue
else:
break

else:
# not same value, (or something else)
# print '4'
break

else:
# exhausted flow rule, so flowspace is found
active[dpid] [hash_val] ['slice_Owner'] = flowspace[a] ['slice-action'][0]['slice-name']
break

else:
# not part of any flowspace
print 'Not part of any flowspace'
active[dpid] [hash_val]['slice_Owner'] = None

def return_active():
pass

def return_expired():
pass

def construct_hashed_key(match, time_s=None, hash_f=1):

nmn

:params (OpenFlow match, timestamp, flag)
( {
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Depending on the value of hash_f returns different
hashed objects

irtype : hashed value

key = (match.in_port,
match.dl_src.toStr(),
match.dl dst.toStr(),
match.dl_type,
match.dl_vlan,
# match.dl_vlan_pcp,
match.nw_proto,
match.nw_stc.toStr(),
match.nw_dst.toStr(),
match.nw_tos,
match.tp_src,
match.tp_dst,
time_s)

# print 'printing the values of our soon to be hashed key'

# print key

if hash_f==1:
#if hash_f == 1 dont include the timestamp parameter
print hash(key[:len(key) -1])
return hash(key[:len(key)-1])
else:
# else include it
print hash(key[:len(key) -1])
return hash(key)

def construct_hashed_sflow(match):

:param match: OpenFlow match object

:return: hashed value

# Constructing key

key = (match['in_port'],
match['dl_src'],
match['dl_dst],
match['dl_type'],
match['dl_vlan'],
# match['dl_vlan_pcp'],
match['nw_proto'],
match['nw_src'],
match['nw_dst],
match['nw_tos'],
match['tp_src'],
match['tp_dst']

)

# print key
print hash(key)
return hash(key)

def construct_dict(match, dpid):

nmn

:param match: OpenFlow match object, dpid

:return: dictionary with those values
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di= {}

di['in_port'] = match.in_port
di['dl_src'] = match.dl_src.toStr()
di['dl_dst'] = match.dl_dst.toStr()
di['dl_type'] = match.dl_type
di['dl_vlan'] = match.dl_vlan

# di'dl_vlan_pcp'] = match.dl_vlan_pcp
di['nw_proto'] = match.nw_proto
di['nw_src'] = match.nw_src.toStr()
di['nw_dst'] = match.nw_dst.toStr()
di['nw_tos'] = match.nw_tos
di['tp_src'] = match.tp_src
di['tp_dst']T = match.tp_dst
di['dpid] = dpid

return di

def construct_new_entry(serialized_match):
:param match: serialized OpenFlow match
return:
args = pickle.loads(serialized_match)
match = args[0]
dpid = args[1]
time = float(args[2])
# print "\n\n___Installing New Entry___'
# Construct hashed value based on match
d = construct_hashed_key(match)

# print ("Switch: %s,\t Flow(Hash): %s" % (dpid, d))

# Check if the dpid entry has been initialized
if dpid not in active:
active[dpid] = {}

# Creating the Flow Entry
# if the flow rule is not already in the Active structure
if d not in active[dpid]:
active[dpid] [d] = {'counters's {'counterX': 1, "Packet_In's 1, 'mult_Packet_in": 1},
'match': construct_dict(match, dpid),
'imestamps': {'start’: time, 'end': None},
'headers': {},
'slice_Owner': None
}
hlp = active[dpid] [d] ['match']

if dpid not in mac_table:

mac_table[dpid] = {}

mac_table[dpid] [hlp['d]_src']] = hlp['in_port']
else:

# should i do nothing? or overwrite in any case

mac_table[dpid] [hlp['d]l_stc]] = hlp[in_port']

# assign_flowspace(d, dpid)
# clse increment a counter measuring multiple packetlns
else:
active[dpid] [d]['counters']['mult_Packet_in'] +=1
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# MAC Table
if dpid not in mac_table:
mac_table[dpid] = {}

mac_table[dpid] [hlp['d]_src']] = hlp['in_port']

else:

mac_table[dpid] [hlp['d]_src']] = hlp['in_p

# assign_flowspace(d, dpid)

def move_to_expired(serialized_match):

:param match: serialized OpenFlow match
.return:

args = pickle.Joads(serialized_match)

match = args[0]

dpid = args[1]

time = float(args[2])

# print "\n\n___Moving Expired Entry___

ort']

n

# create a hash value for the expired flow (not including timestamp)

e = construct_hashed_key(match)

# if there is such a flow
if e in active[dpid]:
# remove the flow
found = active[dpid].pop(e)

found['timestamps']['end'] = time

# now create another hashed value, including timestamp
d = construct_hashed_key(match, found['timestamps']['start'], 0)

if dpid not in expired:
expired[dpid] = {}

expired[dpid] [d] = found
if active[dpid] == {}:
del active[dpid]

def collect_stlow(flow):

mmn
:param match: serialized sflow sample

return:
nn

# print \n\n___Incrementing Counter Entry.

sflow = {}
b = pickle.loads(flow)
# TODO will try with sflow = b

for kk, vv in b.itetitems():
sflow[kk] = vv

# transition from sflow fields {} to, openflow match {}

match = {}
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# convert dl_type
dpid = sflow.pop('dpid")
match['dl_type'] = sflow.pop('dl_type')

# manipulate VLAN tag
if sflow['in_vlan'] =='0"
match['dl_vlan'] = 65535
del sflow['in_vlan']
elif sflow['in_vlan'] is not None:
match['dl_vlan'] = int(sflow.pop(in_vlan'))
else:
match['dl_vlan'] = None

# unifying UDP/TCP/ICMP or wildcarding
if 'SrcPort' in sflow:

# no need to check for Dst Port, since this is a sample and bound to have DST aswell

match['tp_stc'] = int(sflow['SrcPort'])

match['tp_dst'] = int(sflow[' DstPort])
elif TCMPType' in sflow:

match['tp_src'] = int(sflow[ ICMPType'])

match['tp_dst'] = int(sflow[ TCMPCode'])
else:

match['tp_stc'] = None

match['tp_dst'] = None

fields = ['inputPort', 'stcMAC', 'dstMAC,
'TPProtocol'y 'stcIP'y 'dstIP', 'TPTOS']

intfields = ['inputPort', 'TPProtocol’, TPTOS']

# translate rest of the fields using the structure mapper{}
for a in fields:

if a not in sflow:

match[mapper[a]] = None
elif a in intfields:

match[mapper[a]] = int(sflow.pop(a))
else:

match[mapper[a]] = sflow.pop(a)

# modify ingress port using mac_table
match['in_port'] = mac_table[dpid] [match['d]_src']]

# print 'OpenFlow Match:'
# print match

try:
d = construct_hashed_sflow(match)

print 'Printing Hash: %d\n\n' % d
# print 'Printing of all flows of the DPID: %s' % dpid
# print active[dpid]

if d in active[dpid]:
print 'Hash Found'
active[dpid][d] [ counters']['counterX'] +=1
# adding headers of packet

# £ = match|'headerBytes']

# ¢ = hash(f)

# if e not in active[dpid][d]['headers']:
# active[dpid][d]['headers'|[e] = f

79




Hopapthua

# print active
else:
print 'Hash not found'
# same functionality as in assign_flowspace()
for kk, vv in active[dpid].iteritems():
for 1I, ww in vv['match'].iteritems():
if ww is None:
# can continue with next iteration
continue
elif (Il not in match) or (match[ll] is None):
# key error will not be raised, because if key not present second 'ot' will not be evaluated

break
elif match[ll] == ww:
# if sample attribute is equal with the match then we have no difference
continue
else:
if (1 =="nw_stc") or (Il == "nw_dst):

# special support for ip

frl = ww.split('/")

if len(ftl) == 1:
# AB.CD
# should have been caught by outer elif
break

# AB.CD/M
tmp = int(frl[1])
frl_mask = int((tmp * '1' + (32 - tmp) * '0'), 2)
# sflow: a.b.c.d
if (unpack("!L", inet_aton(match[ll]))[0] & frl_mask) == unpack("!L",
inet_aton(frl[0]))[0]:
continue
else:
break
else:
# not same value, (or something clse)
# print '4'
break
else:
# if loop is completed with no breaks this value under investigation should be incremented
active[dpid] [kk]['counters]['‘counterX'] +=1
print 'Flow Reconstructed'
break
else:
print 'Hash Reconstrution failed.\n'
except:
print 'Error caught. \nPrinting match field'
print sflow
print match
print "This should not have happened'

# print ("Switch: %os,\t sFlow(Hash): %s" % (dpid, d))

—] "

if  name_ ==" main_ "
# binding server to port
server = SimpleJSONRPCServer((localhost', 8080))

# register functions for usage
server.register_function(construct_new_entry)
server.register_function(move_to_expired)
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server.register_function(collect_sflow)
server.register_function(check_flowspace)
server.register_function(check?)
server.register_function(update_flowspace)

# start server
servet.serve_forever()

B. TIInyaiog xwduag Tov apysiov flowrem.py

from pox.core import core

import pox.openflow.libopenflow_01 as of
from pox.lib.revent import *

from pox.lib.util import dpidToStr
from pox.lib.addresses import EthAddr
from collections import namedtuple
from pox.openflow import *

from pox.forwarding import 12_learning
import os

import pickle

import jsonrpclib

import time

# Create Loggers

log = core.getLogger()

log1 = core.getLogger("Flow Installed")
log2 = core.getlLogger("Ilow Removed")

# Create a new jsonrpclib.Server object, bound to an IP

setver = jsontpclib.Server(‘http://10.0.0.2:8080")

class CustomEvent(Event):

def __init__ (self, connection, ofp):
Event.__init__ (self)
self.connection = connection
self.ofp = ofp
self.dpid = connection.dpid

class EventSourcer (EventMixin):

_eventMixin_events = set([
CustomEvent,

D

# Create a new object of type EventSourcer
handler = EventSourcer()
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class FlowRemovalHandler (EventMixin):
nmn
The core functionality of our module.
Key methods are the handlers for Custom Events and Flow Removed Events
Fach one serializes the ofp.match and performs an RPC to Flow Repository
nmn
def _init__ (self):
self.listenTo(core.openflow)
self.listenTo(handler)
log.debug("...Enabling Flow Removal Module...")

def handle_CustomEvent(self, event):
# log1.debug('Flow Installed on switch: %s', event.connection)
# logl.debug(event.ofp.match)

args = ()
connction = event.connection

# create tuple, serialize it and perform an RPC
args = (event.ofp.match, str(connction.dpid), str(time.time()))
b = pickle.dumps(args)

server.construct_new_entry(b)
# a = server.construct_new_entry(b)

# ¢ = pickle.loads(a)

def handle_FlowRemoved(self, event):

args = ()
connection = event.connection
# create tuple, serialize it and perform an RPC
args = (event.ofp.match, str(connection.dpid), str(time.time()))
b = pickle.dumps(args)
a = server.move_to_expired(b)
¢ = pickle.loads(a)
log2.debug('Flow Removed from switch: %s', event.connection)

# log2.debug(c)

def launch():

nmn

Starting the module

nmn

core.registertNew(FlowRemovalHandler)

def invoker(con, msg):

nmn

When called raises CustomEvent

nmn

handler.raiseEvent(CustomEvent(con, msg))
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C. ITnyaiog xwdixag Tov agysiov 12_learning.py

# Copyright 2011 James McCauley
#

# This file is part of POX.

#

# POX is free softwarte: you can redistribute it and/or modify

# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 3 of the License, or

# (at your option) any later version.

# POX is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of

# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
# GNU General Public License for more details.

#

# You should have received a copy of the GNU General Public License

# along with POX. If not, see <http://www.gnu.org/licenses/>.

An L2 learning switch.

[t is derived from one written live for an SDN crash course.
[t is somwhat similar to NOX's pyswitch in that it installs

exact-match rules for each flow.
nmn

from pox.openflow import *

from pox.lib.revent import *

from pox.core import core

import pox.openflow.libopenflow_01 as of
from pox.lib.util import dpid_to_str

from pox.lib.util import str_to_bool
import time

log = core.getLogger()

# We don't want to flood immediately when a switch connects.
# Can be overriden on commandline.

_flood_delay = 0

class LearningSwitch (object):

nmn

The learning switch "brain" associated with a single OpenFlow switch.

When we see a packet, we'd like to output it on a port which will
eventually lead to the destination. To accomplish this, we build a
table that maps addresses to ports.

We populate the table by observing traffic. When we see a packet
from some source coming from some port, we know that source is out
that port.

When we want to forward traffic, we look up the desintation in our
table. If we don't know the port, we simply send the message out
all ports except the one it came in on. (In the presence of loops,
this is bad!).
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In short, our algorithm looks like this:

For each packet from the switch:

1) Use source address and switch port to update address/port table

2) Is transparent = False and either Ethertype is LLDP or the packet's
destination address is a Bridge Filtered address?

Yes:
2a) Drop packet -- don't forward link-local traffic (LLDP, 802.1x)
DONE
3) Is destination multicast?
Yes:
3a) Flood the packet
DONE
4) Port for destination address in our address/port table?
No:
4a) Flood the packet
DONE
5) Is output port the same as input port?
Yes:

5a) Drop packet and similar ones for a while
6) Install flow table entry in the switch so that this
flow goes out the appopriate port
6a) Send the packet out appropriate port
i
def _init  (self, connection, transparent):
# Switch we'll be adding 1.2 learning switch capabilities to
self.connection = connection
self.transparent = transparent

# Our table
self.macToPort = {}

# We want to hear Packetln messages, so we listen
# to the connection
connection.addListeners(self)

# We just use this to know when to log a helpful message
self.hold_down_expired = _flood_delay ==

#log.debug("Initializing LearningSwitch, transpatrent=%s",
# str(self.transparent))

def handle Packetln (self, event):

Handle packet in messages from the switch to implement above algorithm.
nmnm

packet = event.parsed

def flood (message = None):
""" Floods the packet """
msg = of.ofp_packet_out()
if time.time() - self.connection.connect_time >= _flood_delay:
# Only flood if we've been connected for a little while...

if self.hold_down_expired is False:
# Oh yes it is!
self.hold_down_expired = True
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n

log.info("%0s: Flood hold-down expired -- flooding",

dpid_to_str(event.dpid))

if message is not None: log.debug(message)

#log.debug("%i: flood Yos -> %s", event.dpid,packet.src,packet.dst)

# OFPP_FLOOD is optional; on some switches you may need to change

# this to OFPP_ALL.

msg.actions.append(of.ofp_action_output(port = of. OFPP_FLOOD))
else:

pass

#log.info("Holding down flood for %s", dpid_to_str(event.dpid))
msg.data = event.ofp
msg.in_port = event.port
self.connection.send(msg)

def drop (duration = None):
Drops this packet and optionally installs a flow to continue
dropping similar ones for a while
if duration is not None:
if not isinstance(duration, tuple):
duration = (duration,duration)
msg = of.ofp_flow_mod()
msg.match = of.ofp_match.from_packet(packet)
msg.idle_timeout = duration[0]
msg.hard_timeout = duration[1]
msg.buffer_id = event.ofp.buffer_id
self.connection.send(msg)
elif event.ofp.buffer_id is not None:
msg = of.ofp_packet_out()
msg.buffer_id = event.ofp.buffer_id
msg.in_port = event.port
self.connection.send(msg)

self.macToPort[packet.stc] = event.port # 1

if not self.transparent: # 2
if packet.type == packet. LLDP_TYPE or packet.dst.isBridgeFiltered():
drop() # 2a

return

if packet.dst.is_multicast:
flood() # 3a
else:
if packet.dst not in self.macToPort: # 4
flood("Port for %s unknown -- flooding" % (packet.dst,)) # 4a

else:
port = self.macToPort[packet.dst]
if port == event.port: # 5
# 5a

log.warning(""Same port for packet from %s -> %s on %s.%s. Drop."
% (packet.src, packet.dst, dpid_to_str(event.dpid), port))
drop(10)
return
#06
log.debug("installing flow for %s.%i -> %s.%1" %
(packet.stc, event.port, packet.dst, port))
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msg = of.ofp_flow_mod()

# Adding Flag in order to receive Flow Removed Events
msg.flags = of OFPFF_SEND_FLOW_REM

msg.match = of.ofp_match.from_packet(packet, event.port)
msg.idle_timeout = 10

msg.hard_timeout = 30
msg.actions.append(of.ofp_action_output(port = pott))
msg.data = event.ofp # 6a

self.connection.send(msg)

# Importing our custom module in order to raise a custom event and create
# a new entry for the flow installed
import pox.misc.flowrem as docker

docker.invoker(event.connection, msg)

class 12_learning (object):

nmm

Waits for OpenFlow switches to connect and makes them learning switches.
nan
def __init__ (self, transparent):

core.openflow.addListeners(self)

self.transparent = transparent

def handle_ConnectionUp (self, event):
log.debug("'Connection %s" % (event.connection,))

LearningSwitch(event.connection, self.transparent)

def launch (transparent=False, hold_down=_flood_delay):

nmm

Starts an L.2 learning switch.
try:
global _flood_delay
_flood_delay = int(str(hold_down), 10)
assert _flood_delay >= 0
except:
raise RuntimeError("Hxpected hold-down to be a numbet")

core.registerNew(12_learning, str_to_bool(transparent))

D. ITnyaiog xwduag Tov apysiov flow_stats.py

#!/ust/bin/python

# Copyright 2012 William Yu

# wyu@atenco.edu

#

# This file is part of POX.

#

# POX is free software: you can redistribute it and/or modify

# it under the terms of the GNU General Public License as published by
# the Free Software Foundation, either version 3 of the License, or

# (at your option) any later version.

#
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# POX is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of

# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
# GNU General Public License for more details.

#

# You should have received a copy of the GNU General Public License

# along with POX. If not, see <http://www.gnu.org/licenses/>.

#

This is a demonstration file created to show how to obtain flow
and port statistics from OpenFlow 1.0-enabled switches. The flow

statistics handler contains a summary of web-only traffic.
nmn

# standard imports

import time

from datetime import datetime

from pox.core import core

from pox.lib.util import dpidToStr

import pox.openflow.libopenflow_01 as of

# include as part of the betta branch
from pox.openflow.of_json import *

log = core.getlogger()
dict_stats = {}
counters_fstats = 0
counters_value = (

def construct_hashed_key(match):

Depending on the value of hash_f returns different

hashed objects

:rtype : hash

key = (match.in_port,
match.dl_stc.toStr(),
match.dl_dst.toStr(),
match.dl_type,
match.dl_vlan,
# match.dl_vlan_pcp,
match.nw_proto,
match.nw_src.toStr(),
match.nw_dst.toStr(),
match.nw_tos,
match.tp_src,
match.tp_dst)

return hash(key)

# handler for timer function that sends the requests to all the
# switches connected to the controller.
def timer_func ():

for connection in core.openflow._connections.values():
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connection.send(of.ofp_stats_request(body=of.ofp_flow_stats_request()))
connection.send(of.ofp_stats_request(body=of.ofp_port_stats_request()))
log.debug("Sent % flow/port stats request(s)", len(core.openflow._connections))

# handler to display flow statistics received in JSON format
# structure of event.stats is defined by ofp_flow_stats()
def handle_flowstats_received (event):
stats = flow_stats_to_list(event.stats)
log.debug("FlowStatsReceived from %os: Yos",
dpidToStr(event.connection.dpid), stats)

# Get number of bytes/packets in flows for web traffic only
start = datetime.now()

global counters_fstats

global counters_value

counters_fstats += 1

for f in event.stats:
# Hash each match object
hk = construct_hashed_key(f.match)

# Simple manipulation of statistics
if hk not in dict_stats:
dict_stats[hk] = {'bytes": f.byte_count, 'packets': f.packet_count, 'appeared': 1, 'time': time.time()}
else:
dict_stats[hk] ['bytes'] += f.byte_count
dict_stats[hk] [ packets] += f.packet_count
dict_stats[hk] ['appeared’] += 1

end = datetime.now()

delta = end - start

counters_value += float(delta.total_seconds())
print counters_value/counters_fstats

# handler to display port statistics received in JSON format
def handle_portstats_received (event):
stats = flow_stats_to_list(event.stats)
log.debug("'PortStatsReceived from %os: Yos",
dpidToStr(event.connection.dpid), stats)

# main functiont to launch the module
def launch ():
from pox.lib.recoco import Timer

# attach handsers to listners

core.openflow.addListenerByName("FlowStatsReceived",
_handle_flowstats_received)

core.openflow.addListenerByName("PortStatsReceived",
_handle_portstats_received)

# timer set to execute every five seconds
Timer(5, _timer_func, recurring=True)
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E. ITnyxiog xwoixag tov agyeiov sflow.py

#1/ust/bin/python

import time
import datetime
import os
import sys
import pickle
import jsonrpclib
import ast

# Create a mapping between sflow agent ID and DPID
sflow_dpid = {}

# Crate a new object of class jsonrpclib.Server

setver = jsontpclib.Server(‘http://localhost:8080")

def call_and_peck_output(cmd, shell=False):
import pty
import subprocess
# Create a new pair master, slave
master, slave = pty.openpty()
print cmd
p = subprocess.Popen(cmd, shell=shell, stdin=None, stdout=slave, close_fds=True)
os.close(slave)
line =""
while True:
try:
ch = os.read(mastet, 1)
except OSError:
# We get this exception when the spawn process closes all references to the
# pty descriptor which we passed him to use for stdout
# (typically when it and its childs exit)

break
line += ch
ifch=="\n"
yield line
line =""
if line:
yield line

ret = p.wait()
if ret:
raise subprocess.CalledProcessError(ret, cmd)

def separate_fields(mystr):

nmn
:params: string

separating mystr into two parts, field - value pairs.
:returns: pair of field and its value

nmn

p = mystr.rfind(' )
field = mystr[:p]
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value = mystr[p+1:-2]

if field == "TCPDstPort" or field == "UDPDstPort":
field = "DstPort"

elif field == "T'CPSrcPort" or field == "UDPSrcPort":
field = "SrcPort"

return(field,value)

def stlowParser():
print sflow_dpid

# Fields we are interested in keeping from an sflow sample

tuples = ['sourceld', 'inputPort', 'outputPort, 'stceMAC', 'dstMAC',
'in_vlan', 'IPProtocol', 'stcIP', 'dstIP', 'TPTOS', 'headerBytes',
'StcPort', 'DstPort', TCMPType', TCMPCode']

# flag to identify sample start - end

switch = 0

for lin call_and_peek_output(['stlowtool -p %s' % sys.argv[1]], shell=True):
# ---- Condition to grab the 1st line where a new flowsample starts
if TLOWSAMPLE' in 1:
switch = 1
flow = {}

# ---- Condition to identify where the flowsample ends
if switch == 1 and "endSample" in 1:
# set flag to 0
switch = 0

# process samples

# support for field, ethernet type protocol using header values
b = flow['headerBytes'].split(-')

ether_type = b[12] + b[13]

flow['dl_type'] = int(ether_type, 16)

if ether_type == '0800":
flow['srcIP'] = ste(int(b[28], 16)) + "' + str(int(b[29], 16)) + "'\
+ str(int(b[30], 16)) + " + str(int(b[31], 16))

flow['dstIP'] = str(int(b[38], 16)) + "' + str(int(b[39], 16)) + "'\
+ str(int(b[40], 16)) + " + str(int(b[41], 16))

flow['IPProtocol'] = int(b[20] + b[21], 106)

# construct mac address with colons
for k in (0, 2, 4, 6, 8, 10):

=1+ flow['steMAC [k:k+2] + "'

m =m + flow['dstMAC"] [k:k+2] + "

# Remove last colon
flow['stcMAC'] = 1[:17]
flow['dstMAC'T = m[:17]
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# added dictionary mapping, or default situational mininet support
if not sflow_dpid:

flow['sourceld] = flow['sourceld'][3:]

flow['dpid"] = str(int(flow['sourceld]) + 1)
else:

flow['dpid"] = sflow_dpid[flow['sourceld']]

print 'flow:’
print flow

b = pickle.dumps(tflow)

#if 'outputPort' in flow:

# server.collect_sflow(b)

Helse:

# print 'packet in Sampled\n'

# The above is used not to double-count the flows, since counter is initialized in one
# The above has to be modified since in our case we drop traffic

try:
servet.collect_sflow(b)
except:

print 'Unknown Error'

# ---- Condition to split the fields of flowsamples

if switch ==
field, value = separate_fields(l)
if field in tuples:

flow[field] = value

[} "

if  _name_ =="  main ":
a = len(sys.argv)
ifa==2:
sflowParser()
elif 2 ==
file_name = sys.argv[2]
try:

# construct sflow_dpid mapping based on a file
with open(file_name) as f:
for line in f:
(key, val) = line.split()
sflow_dpid[key] = val

sflowParser()
except IOError:
print "\nNo such file: \t%s\n" %file_name
print "Provide EXACTLY two arguments <target_port> <filename> (JSON Format)\n"
else:
print "Wrong Usage: Provide EXACTLY two arguments <target_port> <filename> (JSON
Format)"
exit()
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F. TInyaiog xwoixag tov apyeiov get_flowspace.py

#1/ust/bin/python

import time

import datetime

import os # threading, re
import sys

import ast

import jsonrpclib

import pickle

setver = jsontpclib.Server(‘http://10.0.0.2:8080")
a = list()

def call_and_peck_output(cmd, shell=False):
import pty
import subprocess
master, slave = pty.openpty()
print cmd
p = subprocess.Popen(cmd, shell=shell, stdin=None, stdout=slave, close_fds=True)
os.close(slave)
line =""
while True:
try:
ch = os.read(master, 1)
except OSError:
# We get this exception when the spawn process closes all references to the
# pty descriptor which we passed him to use for stdout
# (typically when it and its childs exit)

break
line += ch
ifch=="\n"
yield line
line =""
if line:
yield line

ret = p.wait()
if ret:
raise subprocess.CalledProcessError(ret, cmd)

def flowvisor_parser():
for lin call_and_peek_output('fvctl -n list-flowspace', shell=True):

try:
k = ast.literal_eval(l)
a.append(k)

except SyntaxError:
# this ignores the first line
print "First Line"

fe = tuple(a)
# print fe
¢ = pickle.dumps(fe)

server.update_flowspace(c)
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if _name_ =="  main_":
if len(sys.atgv) == 1:
flowvisor_parser()
else:

print "Wrong Usage: Provide NO arguments”

exit()

G. ITnyaiog xwdxag Tov agysiov client.py

#!/usr/bin/python

import os
import sys
import pickle
import csv
import time

flow_match = [in_port', 'dl_src', 'dl_dst', 'dl_type',
'dl_vlan', '"nw_proto', '"nw_src', 'nw_dst',
'"nw_tos', 'tp_stc'y 'tp_dst']

import jsonrpclib
server = jsontpclib.Server(‘http://localhost:8080")

def construct_hashed_sflow(match):

e

:params: OpenFlow match object

:return: hashed value computed on that object

i

# Constructing key

key = (match['in_portT],
match['dl_src'],
match['dl_dst"],
match['dl_type'],
match['dl_vlan'],
# match|'dl_vlan_pcp'],
match['nw_proto'],
match['nw_stc'],
match['nw_dst'],
match['nw_tos'],
match['tp_stc],
match['tp_dst']

)

return hash(key)

def grab():
#
b = server.check2()
a = pickle.loads(b)

return a
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def flowt(table, start=0, end=float("inf")):
a = grab()

# slice_name = raw_input("Please Enter a slice to print flows for:\t")

with open('flowt.csv', 'w') as csvfile:
fieldnames = ['dpid', 'hash', 'in_port', 'dl_src', 'dl_dst', 'dl_type', 'dl_vlan', 'nw_proto', '"nw_stc',
'"nw_dst', 'nw_tos', 'tp_stc', 'tp_dst', "Packet_Counter', 'Packet_In','Slice_Owner']

writer = csv.DictWriter(csvtile, fieldnames = fieldnames)
writet.writeheader()

for kk, vv in a[table].iteritems():
for I, w in vv.iteritems():
if w['timestamps']['start'] > start and w['timestamps']['end'] <
end and w['slice. Ownet'] == slice_name:

b = w['match']

b['dpid] = kk

b['hash'] =1

b['Packet_Counter'] = w['counters']['counterX']
b['Packet_In'l = w['counters'][Packetln']
b['Slice_ Owner'] = w['slice_ Owner']
writer.writerow(b)

def active():
print 'Printing Active Counters\n'\n'
flowt(0)

def expired():
print 'Printing Expired Counters\n\n'
flowt(1)

def aggregate():
print 'Printing Aggregate Counters\n\n'
a = grab()
ager = a[0]
for dpid, rest in a[1].iteritems():
for hashes, dicts in rest.iteritems():
hk = construct_hashed_sflow(dicts['match'])

print 'Hash Key: %s' % hk
if dpid not in aggr:

aggr[dpid] = {}

ager[dpid] [hk] = dicts

aggr[dpid] [hk] [ counters'] [ Packetln'] = 1
elif hk not in aggr[dpid]:

aggr[dpid] [hk] = dicts

aggr[dpid] [hk]['counters] [ Packetln'] = 1

else:
aggr[dpid] [hk]['counters']['counterX'] += dicts['counters']['counterX']
try:

aggr[dpid] [hk]['counters][Packetln'] += 1
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#

except KeyError:
aggr[dpid] [hk]['counters]['Packetln'] = 1

print "\n'

# the following is used for the Accuracy part of the experiment
with open(‘aggregates.csv', 'w') as csvfile:

fieldnames = ['dpid', 'hash', 'in_port', 'dl_src', 'dl_dst', 'dl_type', 'dl_vlan', 'nw_proto', '"nw_stc',
'"nw_dst', 'nw_tos', 'tp_stc', 'tp_dst', "Packet_Counter', 'Packet_In','Slice_Owner']

writer = csv.DictWriter(csvtile, fieldnames = fieldnames)
writet.writeheader()

for kk, vv in aggr.iteritems():
for 1, w in vv.iteritems():
if w['slice_Ownet"] == slice_name:

# choice = raw_input("Please Enter the desired slice:\t")

b = w['match']

b['dpid] = kk

b['hash'] =1

b['Packet_Counter'] = w['counters']['counterX']
b['Packet_In'l = w['counters'][Packetln']
b['Slice_Owner'] = w['slice_Owner']

wtitet.writerow(b)

def timewindows():

print "Current time is: %s" % time.steftime('/od.%m.%Y YH:%M:%S",

time.localtime(time.time()))

# Enter local time
# Look up conversion of date in time.time format
print "Please use ONLY the following format: d.m.Y H:M:S"
start = raw_input("'Please enter from where to start:\t'")
if not start:
start = 0
else:
start = int(time.mktime(time.strptime(start, "%d.%%m.%Y % H:%M:%S5")))

end = raw_input("'Please enter from where to end: \t")

if not end:
end = float("inf")
else:
end = int(time.mktime(time.strptime(end, "%od.%om.%Y %0H:%M:%S")))

# read which structure should be parsed
table = raw_input("Select:\n0: \t Active\nl: \t Expired\n\n")

# make sure the right ones are chosen
while table not in ['0', '1"]:
print "Select 0 or 1"
table = raw_input("Select:\n0: \t Active\nl: \t Expired\n\n")

print 'Printing Counters for timewindow %s %s \n\n' % (statt, end)
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if table == 0:
rint 'Printing Active Counters\n\n'
P g
else:
print 'Printing Expired Counters\n\n'

flowt(int(table), start, end)

def check4():
b = server.check_flowspace()
a = pickle.loads(b)
print a
return a

if __name_ =='main_":
print 'Enter:’
print '1:\t Active'
print 2:\t Fxpired'
print '3:\t Agoregates'
print '4:\t Select timewindows'
print '5:\t to exit\n\n'

choice = raw_input("Please Enter a valid option:\t")
print "\n\n"
choices = ['1', 2, '3, "4, '5']
option = {'1": active,
'2's expired,
'3': aggregate,
'4's timewindows,
'5't sys.exit}

while True:
while choice not in choices:
choice = raw_input("Please Enter a valid option:\t")
print "\n\n"
option[choice] ()
choice = None
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