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AmaryopeleToL 1) avTiypar], omobKevon Kot S10voUn TS TapoLGUS EPYASIAG, €5 OAOKANPOL 1 TUY-
LLOTOG QTG Yo umopicd okomd. Emtpéneton 1 avatomwon, omodikeuon kot dtovoun yio 6Komo
L1 KEPOOGKOTMIKO, EKTOIOEVTIKNG 1) EPEVVNTIKNG GUOTG, VIO TNV TPoLIOBEST Vo avapEpPETaL 1| TNYN
TPOELEVONG KO Vo, dtatnpeital To Tapdv punvope. Epotmuote Tov agopodv Tn ypnor g Epyociog
Y10 KEPOOGKOTIKO GKOTO TPEMEL VO OTELOVVOVTAL TPOG TOV GLYYPAUPEQ.

O1 amOYELC KO TO, GUUTEPAGLOTO TTOL TTEPLEYOVTOL GE AVTO TO £YYPAPO EKPPALOVY TOV GLYYPAPEN. KoL

dev mpémel va epunvevdel 6TL avtimpoownevovy Tig emionueg Béaeic Tov EOvikod Metodfiov TToiv-
teyveiov.



IHepiinyn

H dwathpnon g biotikdtTeg Katd Ty emtkovavia 61o dladiktvo éxel eEelybel o moAd omuo-
vrikd {ftnua ta televtaio ypdvia. Mepovopéva dropa, ETYEPNOELS 1] AKOLA KOl KUBEPVIGELS VTTO-
KAETTOUV JEJOUEVE MOTE VO, TO, XPTCLOTOMGOVY TPOG TO SLUEEPOV Tovg. H kpumtoypdenon tov
TEPLEYOUEVOL TOV UNVOHATOV dgV elvan TALOV apKeTY], KaBMG 1 Tovtomoinon Twv dV0 HEPDY TOV
EMKOLVOVOVV Elval GUYVE apKETH Yol Vo, BYovv cuumepacata. AVGELS Vi T SlTHPNoN TG OOTL-
KOTNTOG 0NV eMKOvVavia, Omwg to Tor, vdpyovy aAAd elval evdlmteg o€ emBéoelg avdivong g
Kivnomg Tov SIKTOOV Ao AVTITAAOVE TOV £YOVV EXONTEIN TOV GLVOAOL TOV. XE AUTH TNV Epyacia, Oa
UEAETGOVLE TO TPOPATLLOL TG AVOVLUNG ETIKOVOVIOG, LE T1 LOPPT] TNG GYEOV TPAYUATIKOD YPOVOL
avVTOAAOYNG UNvupdTeV () email, sms) Kot Tig mlaveég AOGELS TOV.

Apycd mopovstdfovpe Eva podnpatiko povtédo kat opilovpe 1o TpOPANLa TUTIKE. XTr GUVEKELD,
KOl 0OV TOPOVGLAGOVLE KATO0 amapaitnta epyaieio, avalbove To cvotnua Vuvuzela tov van
den Hooff, Lazar,Zaharia kot Zeldovich, to onoio givar éva véo chotnpa Tov Tpoctabdei vo Avoel To
TPOPANUa. Xe avTd T0 onueio mapovstalovpe o ekdoyn TS Bempio TN S10POPIKNG OIWTIKOTNTAG,
TPOGOPUOGLUEVT] GTO LOVTEAO TOV TPOPANLATOC TOV Opicape Kot cupPotn pe To ovotnua Vuvuzela.

"Exovtoc wg £Umvenon 10 GUYKEKPYEVO GUGTNLLM, OTT GLVEXELN AvalnNTOVUE pio ADoT Y10 TO TPO-
AN OV VO TPOCPEPEL TO GYVPT ACPAAELD OO TN S10POPIKT| WOIOTIKOTNTO TOV TPOSPEPEL TO
Vuvuzela. IIpog avti v kotevbovven opilovpe 10 TpdfANpa o¢ pabnuatiky cuvaptnon Kot on-
LLOVPYOVLE KUKADUOTO MGTE VO Yivel Suvoth M amoTipunon e, HEcm texvikmv Secure Multiparty
Computation. Mécm Tng aQaAODSG OTOTIUNOTG TG GLVAPTNONG OO KATOLOLS servers, To TPOPANua
NG OVAOVLUNG OVTOAAOYNG UNVORAT®V pmopel va AvBel e ToAD KaAEg eyyvnoelg aopaieiog. Zav
TPDOTO PriHe TOPOoLGIALOVIE £V KUKA®O A0 OTIV KATAVONGN GAAG U 0T0d0TIKO, KOl OTY| GUVE-
yew eEediooovpe avTd T0 KOKA®U YPNOHOTOIOVTOS EMTALOV 10€€G OIKTO®V Ta&vounong (sorting
networks) dote vo KaTaAnEovpe o€ £va KOKA®LLA oV EMADEL TO TPOPANLO Kot To omoio Eyet fdbog
O(log?n), 6mov n 0 aPWUOG TOV XPNGTOV- EIGOSMV.

A&Eeg Kheod

OVAVUUY ETKOVOVIN, OVOVUIN, OVTAALOYT INVORATOV, onuEia cuvavinong, avdivon kivinong ot-
KTOOV, S10POPIKT] WIOTIKOTNTA, ACPUANG VTOAOYIOUOG, SIKTVLO TAEIVOUNONG, SLAOLKE KUKAMLOTO






Abstract

Preservation of one’s privacy while communicating through the internet has evolved into a very serious
problem in recent years. Individuals, businesses and even governments try to steal data in order to use
it to their advantage. Encrypting the content of the messages isn’t enough anymore, as metadata can
reveal the identities of the two parties and that is often enough to make conclusions without ever
reading the contents of the messages. Privacy-preserving solutions, like Tor, exist but are susceptible
to traffic analysis attacks by a global adversary - that is an adversary that can monitor all network
traffic. In this thesis, we will study the problem of anonymous communication in the form of near-
real-time message exchange (e.g. email, sms) and its possible solutions.

First, we present a mathematical model and a formal definition of the problem. Then, after going
through some useful tools such as differential privacy, mixnets and secure multiparty protocols, we
analyze the Vuvuzela system published in 2015 by van den Hooff, Lazar, Zaharia and Zeldovich.
Vuvuzela is a new system that uses the notion of differential privacy to asses the security offered.

Inspired by ideas from this system, we explore a possible solution that may offer information-
theoretic security instead of differential privacy without a detrimental effect on the scalability. To-
wards this direction, we define the problem as a mathematical function and then create circuits that
enable us to solve the problem using techniques of Secure Multiparty Computation (SMC). Using
SMC, itis possible for 3 servers to facilitate the exchange of messages while guaranteeing information-
theoretic security in the semi-honest model. As a first step, we present a circuit that is easy to under-
stand but is not scalable. Next, we introduce a circuit based on sorting networks that can solve the
problem and that has a practical number of gates and depth O(log®n), where n is the number of users.

Key words

anonymous communication, anonymity, message exchange, rendezvous points, traffic analysis, dif-
ferential privacy, secure multiparty computation, sorting networks, binary circuits






Evyaprotieg

Me avt Vv gpyaocia éva ta&idt Tévte kol TAéov eTdv oto EMIT ohokAnpdveral. ‘Eva ta&idt mov pov
YAp1og TOALES YO PEG KOl SLOHOPPOTE GE PEYAAO PaBLd TNV TPOSOMTKOTNTA POV TOGO MG EMGTILLOVO-
UNYoviKd 660 Kol G GKETTOUEVO ATOLLO.

Apykd 6o n0ela va guyoapiotiom Tov K. Ayyedo Kiayid yio ) cvveyr kabodnynon tov kad oin
TN SLAPKELL TG EPEVVOC TTOV 0ONYNGE GE QLT TNV EPYACia KAOMS TOALA KOUUATIO THG OPEIAOVTAL GE
Owég Tov 10€eg. Emiong evyapiotd tov k. Apn [Hayovptln yia tic cupovAég Tov Kot TV vwootipién
TOV KOTA TN JIUPKELN TOV TEAELTOL®MV XPOVOV POITNONG OV GTN GYOAT, KaOMG EMioNg Kol Yo TO
YEYOVOG OTL HEGH aTd TO UAOMUE TOV OVOKAADYO TO EVOLOQEPOV LLOV Y10 TNV KPUTTOYPAPIL.

"Evoa peydlo gvyaplotd eniong SIKAIOUATIKG TNYAIVEL GTV OIKOYEVELY LLOV TTOV LoV EMETPEYE VO
EPYAOTO OMEPICTACTO KATA TN SAPKELN TNG POITNONG LoV Kal pe vrmoothpiée o€ kabe Pripa. Térog,
0EA® va, evYaPIoTHGHO OAOVE TOVG CLUIPOLTNTEG LoV Kal E01KA TOVvg 000 MiydAndeg, Tov AAEEavdpo
kot Tov [adkoPo pe Toug omoiovg mhvto Kavape ToAd evolaeEépovceg culNTNoEelS Kot eEATiCm va pei-
VOULLE G€ EMAPT KOl LETA TO TEPUS VTOV TOV 6Tadiov TG {WNS Hov.

Nworaog A. AleEdmovrog,
AbMva, 30n Maptiov 2016
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Kepararo 1

To npofinua ™S avavoung emKotveviag,.

1.1 Ewayoym

H emwcowmvia £xet vdpEet avarykn tov avBpdmov amd TNV apyn TG 1oTopiog Tov. ApyKda, T pLo-
oTIKA Ta omtoin Empene vo pLetadoBovv and Evav dvBpwmo cog KAmolov GAAO LETASIOOVTOV TPOPOPIKA.
Koabog o moAtiopog kot n teyvoloyio e&ehiybnie, n avaykn yio. 0o@oif HETAS0ON HUOTIKMOV YOPIg
VO DTTAPYEL T) AVAYKT] Y10 GUECT] EXOQET TOV dVO PEPDV £YIVE OLOEVOL KOUL TTLO ETITOKTIKT KO TEAIKYL YEV-
VNGE TNV KPLMITOYPAPia. LTO GOYYPOVO KOGUO, TUPOAN aVTA, UTOpEl va givat To 1010 onHavTiKo Oyt
UOVO VO, OTOKPOTTETOL TO TEPLEYOLUEVO TMOV UNVOUATOV TOV OVTOAAAGGOVTAL, GALY KOL Ol TOVTOTITEG
TOV ATOLL®V TOV TO. AVTOAAGCGGOVY. ANAOSN, N TPOGTAGIN TMV LETO-OEGOUEVMY KATH TV EMKOIVMVIO
€YEL YIVEL IO EMTAKTIKN OO TOTE. X 10 EXOYN TOV COUPOVO HE OAAETAAANAEG OTOKAAVYELS dle-
vepyeital Tapoakolovdnon gvpelag KAMPOKOG OTIG ETKOWVOVIES, TOCO amd KLPEPVNOELS OGO Kal amd
EMYEPNOELS, 1) IKAVOTNTO TNG EMKOVMOVIONG E EYYUNUEVT WOIOTIKOTNTA ival GoPapr| ovaykn yio yi-
Mddeg avBpodmovg. To mpoAnua T acparols emkovaviag (privacy-preserving communication)
éxel peletn el extevadg To TeAgvTaio xpovia. Xe avtd 10 KepaAaio Oa opicovpe d1Popeg EKOOYES TOV
OpoL ACPUANG emKovVoVia Kot Ba ddcovpe £va mo Tumikd PovTtéLO Yo TO TPOPAT LA,

1.2 Xvvewo@opad

H ovvelopopd avtig g epyaciag sivar moAveninedr. Apyikd, To TPOPANUA TG OCPAAOVG, LE
ogfacd oTNV WIOTIKOTNTA AVTOAANYHG UIVORATOV opileTal TUmIKG LECH EVOG aAYEPPIKOD HOVTE-
A0V KoL TOPOVGLALETOL Lot ADGT) AVTO TOV TPOPANUATOG LEGH Luag 10T Aettovpykotntoag (ideal
functionality). Agbtepov, 1 évvola g Awapopikig Idiwtikotntag (Differential Privacy) [3] mpocap-
pnoletor 6To TPOPANUA NG OVAOVLUNG ETKOVOVING KOU HEAETATAL 1] TPAKTIKOTNTA TNG. XTN GUVE-
YELOL AVOPEPOVLLE VITAPYOVTESG UNYOVIGLOVG TTOV EMADOLY TO TPOPANLA, 0 KAOE VO 08 GLYKEKPLUEVO
Babud ko amodotikodtnTa. Eotidlovpe oty avdivon tov unyavicpov Vuvuzela [2], o onoiog ma-
povctdletor Kot ooAldleTor 1 0T0d0TIKOTNTA TOV. TeAKd TpoTEiVOVLE LI S1OPOPETIKT TPOTEYYIoN
070 TPOPANUa pécm TeYvIK®V Secure Multiparty Computation (SMC) (kepdAiaio A.4) kat pio Avon n
omoia SLpEPEL 0Td TIG HEYPL TOPA TPOTEWVOUEVES KOl LITOPEL Vo, 001 YN GEL TN dNovpyia VOC apKETA
OTO00TIKOD GUOTAUOTOG,

1.3 Opilovtog TNV 1OIOTIKOTNTO

210V TPOPOPIKO AOYO0, 01 AEEEIC 1O1MTIKOTNTO KOl OV@VU LN Umopel va £xouv S1Apopes epunveieg
oV e£OPTAOVTIOL OO TIG TEPLOTAGELG TG YPNONG TOVG. LTO TAMIGLO TNG EMKOVOVING, KOl CUYKEKPL-
HEVA TNG AVTOAAQYNG LVOLATOV, 1] avevopio opileTtal ®g 1 KOTAGTAGT 6TV 0TToio KATo10g OgV eivat
avayvVOPIGIIOC LEGO G £Va GUVOAO 0O VITOKEIEVA, TO GUVOAO avavupiog [1]. Zvveyilovtag pe Baon
VT TOV OPIoUO, LITOPOVUE VAL SLOKPIVOVUE TIGC 0KOAOVOEG TEPITTMGELG IOIOTIKOTNTAG-0VOVOLIOGC:
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o Avwvouia amootoléo (sender anonymity). O amoGTOAEG €VOG dedopévoy Unvopatog o€ pmopel
Vo ovayveopLoTei-O1aKplOel avaEsH g VITOKEIEVO EVOG GLVOLOL TIBAVAV OTOCTOAE®V.

o Avowvouia (omo)oékty (receiver anonymity). O dEKTNG EVOG OEO0UEVOL UNVOLOTOC O UTOPEL VO
avayvoplotel-otakplfel avapeoa oe vwokeipeva vog cLVOLOL TBAVOV dEKTMV.

o Aveloptnoia ovviéaewv (session unlinkability). H aveEaptnoio cuvoEGEDY TPOGTATEVEL TO YP1)-
otn amd Evav eMTIOEUEVO TOL BELEL VO GLUGYETIOEL TNG EVEPYELEG TOV YPNOTN KUODS TPOoYmPIEL
0 ypOVOC.

o [oiwuixotnta tomobeaiag (location privacy). H 1diotikdmra tomobeciog mpootatedel ) yem-
vYpaikn Béon (Sievbuvon ip) Tov yproT.

‘Eva ac@oAéc oo OVTOALOYNG INVORATOV Hmopel va ExEl KAmoleg 1 OAEG OO TIG TOPAUTAV®
1010tNTEG, KAOe pia og dapopetikd Pabpod. o mapdderypa, KAmTolo cOGTNUA UTOPEL VO TPOCSPEPEL
amOALTN ovevupia €K Kol KaBoAov avevupio aroctodéa. Kdmolo dAlo cuotnuo uropei vo tpo-
OQEPEL TOGO OVOVLULN OEKTT, OGO KOl ATOGTOAED, OAAG e ThavOTNTA PIKPOTEPT TNG LOVADOC.

1.4 Tuymki) mopovoiocn Tov Tpofriquatog

1.4.1 ’'Eva mapadciypa.

AgvmoBésovpie Tt dvo dtopa, n Akikn (A) kot o Baciing (B) 6ékovv va avtodld&ovy unvopota
STNPOVTAG TNV WO TIKOTNTA-0ve VL ia Tovg. Kpurttoypapdvtog o dedopéva xpnoLoTotdvTag Ké-
TOL0 TPOCLUPOVIUEVO KAEWDT 1] YPNOUOTOIDVTOG TEYVIKES KPLTITOYPUQiog OnNpociov KAEWD100, deV
glvar apketd. Ot dVo yproteg BEAOVY va KpOYOLV TO 1010 TO YEYOVOG OTL EMKOVOVOVY, EVAVTLOL GE
évav avtitolo mov propei va emtnpel kot vo petoyelpileron kébe dedopévo (maxéto) oto diktvo. Me
oT TN OKEYT|, TPOXWPALE TTPOG TN YEVIKELGN TOV TPOPANLATOC.

1.4.2 To povtého.

‘Ecto D 10 60VOAO TV 1 OVIOTHTOV (ATOU®V, VITOAOYIGTMV, TPOYPOUUAT®Y KTA) TOL YPNCl-
LOTO10VV €va TPOTOKOAAO avdVLUNG EmtKoveviag. Kdmotot and toug n avtovg ypnoteg Wropel va
0élovv va emKovovnooLvV HeTalD Tovg o€ KAmota dedopévn ottypn. To TpowTtoéKoALD ETIKOIVAOVIOG
TPEMEL VO, AELTOVPYEL GE B10KPLTOVG YOPOLG MGTE VO UTOPEL VoL avEXETOL EMBEGELS avAAVONG KO YEL-
POYMYNONG TNG KIvnong Tov StKTvov.

210 mAaic1o ovTAG TNG HEAETNG, o€ KABE YOpo T, KGOE évag and Tovg xpnotes u;, ¢ € {1,--- ,n}
0o exteléoel pia amod Tig akdAoLOES EVEPYELEG:

e Oa oteilel £vo prvouo o€ Kooy GAAo xpioTn u;.

e Qo oteilel éva yevTko (fake) pnvopa pe toyaio amodéktn (Ty TOV €0VTO TOV) GE MEPIMTMOT)
7oV Og BENEL VO ETIKOIVOVOEL.

O AOYoc Yo Tov 0moio £vag xpnoTng Tov de BEAEL va ETKOVAOVIOEL Le KATo1ov dALo Ba tpémet va
oteihel Eva yeuTiko pivopa mov potdlet cav aindivé (dummy traffic), eivoat 6ti O€AeL va Tpootatéyet
TNV WBIOTIKOTNTO TOL OGOV aPopd 6To OTL EMKOVVEL 1] OxL. [l Tov 1810 AdY0, KAOE YpNoTng Oo Tpémer
va déyetor Eva unvopa o€ kb yOpo kat o€ Kabe Tepintmon.
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OTOGTOAENC H OEKTNG \

(5] ujl
u9 Uj2
Un, Ujn

MMivakag 1.1: O wivokag KoTtdoTaong

1.4.3 H xotdotacn tov Tpofinpatog

H xotdotacm Tov TpofALaTog TG VOVUUNG OVTAAAAYNG LNVOLATOV PUTopEel vo avorapaoTtadet
Le Tov TapoKdto mivoko:

Ztov mopandve mivaka, o xpnomg u;, @ € {1,...,n} otékvel éva pfvopo 6to XpNOTN Uji, ji €
{1,...,n} xat éva pnvopo ard KAmolo YPHoTN U; TPOG TOV ENVTO TOL AVUTAPIOTA EVOL YEVTIKO U1
voua.

H 1510 mAinpogopia propet va avorapactadei kot amd Evay dvadikd mivaka, dTwe avTdg IOV AKOAOV-
Ot

user_idHl\Z\...\j\...\n‘
1 01000
2 100|000

=)

n 0[O0 00| 0|1

Hivaxoeg 1.2: 0 dvadikdg Tivakag katdotaong S

270 TOPATAVOD TAPASELY L, O YPNOTNG U1 CTEAVEL £VOL LAVULA GTOV U, O Ug CTEAVEL £VO LVULLL
otov u (01 0vo ypnotec Ppiokovtal o culntnon). Emmiéov, o ypomg u; oTtéAvel Eva ivopa 6Tov
Uj KOL O Uy, OTEAVEL £VOL YEDTIKO UNVOLLCL.

Ta axdrovbo Ba TpémEL VoL 1IGYVOVV Y10l TO FVASIKO TVOKE KATAGTOOTG S
(a) o S &eln ypoppés, pia yuo ke yprot.

(b) 0 S éxern omheg, pia yio Kabe xpnot.
(c) 0 S &xeraxpipic éva 1 og kabe pio and T1g ypappég Tov.

To av 1 emKowvevia TpaylLatonoteitol LOvo OTav SV0 YPNOTEG GTEAVOLY UNVOLLATE O EVOG GTOV
GAL0 o€ KGO0 0EBOUEVO YOPO T KOl GTNV TEPITTMGT OV KATO10¢ ¥pNote A otédvel ufvoua oe
Kamolov GAAo ypriot B 0Ald o B dev otéhvel otov A e€optdtor and tnv vAomoinomn g Avong.

1.5 IIpooceyyilovrag Tn Avon

1.5.1 Xxuwypagnon tng Avong

Mia A0on 0V TPOPANLOTOG TPETEL VAL EIVOL EVOG UINYAVIGLOG TTOV VO AELTOVPYEL 68 YOPOLG KOl VL
VAOTIOLEL e KATO0 TPOTO TNV OVMVUUT EXKOW®VIN LETAED T®V ¥pnoT®dV Tov. Idavikd Bo Tpémel va
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umopel va g&uanpetel peydio mAn0og xpnoT®dV, TOGO Yo OEUOTO TPAKTIKOTNTAG KO ETEKTAGILOTITOG,
0G0 KO Yl0. VoL DITAPYEL LEYOAO GUVOAO avavupiog (anonymity set). MmopoOe vo. GKEPTOVUE Evav
TETOL0 UNYOVICUO GaV £VOL LOWPO KOVTI OV VoL HEXETOL OLTNLLOTO ETKOVOVING, £va. oo KGO xpo
KOl VAOTTOLEL TNV aVTOAAQYT] TOVG.

1.5.2 H Idgatn AerTovpyitkOTNTO P0G AVONGS TOV (P GLUOTTOLEL G uEia-pavTEPOD

Y avTo T0 UEPOG, Ba TaPOVGIAGOVLE TAG TO TPOPANLUA TNG AVAVUNG OVTAAAAYNG HUNVULLATOV
umopet va Awbei mapovsialovtag v Weath Aettovpywotnta F. Mia 1deatn Aettovpyikdtnra (ideal
functionality) givon éva TpTOKOALO GTO Oomoio pia Tpitn ovtotnta (third party) otnv omoia Aot ot
YPNOTEG EXOVV EUTIGTOCVVN] KOl HITOPOVV VO EXIKOIVOVIIGOLV LE OVTH HECH AGPAADY GLVIECEMV,
vrohoyilel- vAomotel to emBvuntd amotéleoua. Eivar dnAadn o meptypagn pog Adong oe Evav
W0oVIKO KOGLO KOl YP1CUEVEL OG TO OTMUEi0 avapopds KABE TPOTOKOALOV- AVGTG GTOV TPUYHOTIKO
KOoUO.

H 13eat Agttovpykdtnra mapovcialetar 6to oynua 1.1

Functionality F
round r

Running with a set of users D = {uy, ..., u,} and an ideal adversary A, proceeds as follows:
— Conversation:
Upon receiving:
(a) (t;,y;) from all parties u; € D (some may be controlled by A),
(b) alist L = {ug,--- ,u;} of blocked users from A,

compute the permutation 7 (as defined below) over the unblocked users and send message y, to
user 4, while leaking information f7(¢;,y;) to A.

— Dialing: Upon receiving (DIAL, u;,u;) from user u; € D, compute a random value t,, ,,; and
return in to user u;, while leaking information f5 to A.

— Dial Check: Upon receiving (DIALCHECK) from user u; € D, return a list of (u;, Ly, v, ) for
any previous DIAL, while leaking information f3 to A.

Yypa 1.1: H death Aetrtovpycotnta F.

Eénydvrag to cOppoira:

® Y; 1 T0 UNVLpOL TO 0010 GTEAVEL EVOG XPNOTNG U; GE KATO0 GAAO YPNGTN U, KPUTLTOYPUPTUEVO
pe éva kKAl yvowotd 6To SEKT.

e t; : Mio apBuntikn tiur mov cvpPolrilet to onueio Tov paviefov. [epiéyet dnradn TAnpopo-
pio Yo TOV TapoAmTn TOv UNVOHOTOC Kot Lmopel va ivat pia T mov 000 ¥p1oTeG o1 0moiot
EMBLUIOVY VO, EXKOIVOVIIGOLV, £X0VV GUUEMVIGEL OO KOWVOD.

o A : O avtimolog yevikd Bewpodpe 0Tt Exel TANpN €Aeyy0 TOV SKTVOV Kal Tr dvvatdTNnTa Vo
dtopOeipel KATOLOVE 0md TOVG TOUKTEC.

® 7 : UeTAbECT T TOL YPNCIUOTOIEITOL TUPOUTAV® Eival GLYKEKPIUEVN Ko opileTol TAv® 610 GO-
volo tav Cevydv (i, y;) o eéng:
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—ift =t = {W(i):j
m(j) =i

—elseif Vj #i:t; #t; = n(i) =1

AlonoOnTikd, n HETABEoN T OVOTOPIOTA TNV £VVOLN TNG OVTUAANYNG HNVOLLATOV.

XxoMo thve oty F':

To dialing pépog, dAadN To HEPOC TNG EKONA®ONG EMBLUING EMKOVOVIOG EVOC ¥PNOTN TPOS EVaV
6AAo pmopei vo vAomoteital pe To 1010 1 UE SLOPOPETIKO TPOTOKOALO GE GYEOM LE TO conversation
uépog, to onoio cupPoriler v avtariiayn unvopdtov. Eriong, to dial check pépog viomotel v
EVNUEPMOT €VOG pNOTT OTL KAmowog dArog BELEL va e10€ADEL o€ culntnon pali Tov.

1.5.3 A&wlroyovtag pia Avon).

"Eva Tp@tdKorho- punyovicpuog Tov vAomotel Ty 10gath Asttovpykotnta F, uropei va agloloyn-
O<i pe Paon ta kdTedL KprTpo:

1. BaOpoc wwotikétntag (Degree of privacy): Xe oxéon Le 10 1006 TG TANPOPOPiag ToLv dlop-
péet (leak) amd to sVuoTNpA, KAOE TPOTOKOAAO TPETEL VOL EYYVATAL £VO TOGOTIKOTOM GO BoOod
WOIOTIKOTNTOG.

2. Kéotog emkowvoviag (Communication Cost): To k6610¢ emkovmviog Vg TPOTOKOALOV
umropei vo topactadel amd Tov GUVOAIKS aplOpd UNVOLATOV TOV GTEAVOVTOL OO TIC OVIOTNTES
TIOV GUUUETEXOVV GE 0VTO 6€ KABe YOHpO, KaBdS Kot amd To PEyeBog TV eV AOY® UNVOUAT®V.

3. YmohroyioTik6 k6610 (Computation Cost): To Guvolikd KOGTOG TV VIOAOYICU®OV TOV OO
TOVVTOL OTTO TO TPOTOKOAAO.

4. IIpaxtwkdétnra (Practicality): Apopd 610 TpayHaTIKO- OIKOVOLKO KOGTOG TMV SErVer Kot TV
VIOAOUTOV VTOSOUMY OV ATALTOVVTOL GO TO TPWOTOKOAAO.
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Kepaiaro 2

Ymapyoveeg MGELS

2.1 Tor

To diktvo Tor [28], ivat éva chvoro amd e&umnpemtég mov vrootpilovran kuping omd efero-
VTEG, KL TTOV EMLTPENEL GTO KOWO VO, BEATIOCEL TNV WOIOTIKOTNTO KOL TNV OCQAAELL TOV GTO d1Ad{KTVO.
To Tor givor pokpdy 1 o SMUoPiAng AHGT OGOV 0POP TNV AGEIAT- IOIMTIKN EXKOVOVIN Y10l O1|LO-
GlLOYPAPOVGS, EMYEPNOELG KOL YEVIKE OTO10ONTTOTE EMOVLEL VO KPUTHGEL TIV EMKOIVMVIO TOV 1OUMTIKY].
Ye éva Pooiko eminedo, to Tor Tpoctatedel TV O1OTIKOTNTO TOV ¥PNOTMOV dIPOUOAOYDVTOG KAOE -
KETO TTOV EEEPYETOL OO TOV VITOAOYIGTY EVOC PN ot HEca amd Tpels pecorafntéc (relays) oto dpdpo
TPOG TOV TPoopIspod tov. [eprocdtepa yia n Aettovpyia Tov Tor, facilopeva 610 LAKO 0o TO Emi-
ono site Tov [29], 6mwg eniong Kot GuLNTNON Y10 TOVG TEPLOPIGHOVS KO TIG AOVVALIES TOV, KOAOLOEL
GTO VIOAOUTOV QLTOV TOV UEPOLC.

2.1.1 Ilog Aertovpyei To Tor

Ef) How Tor Works: 1 3 Tornode

-« = Unencrypted link
—p encrypted link

Alice

A step 1: Alice's Tor

client obtains a list

a directory server.

Jane
t:;;I;;L:- IHHI IIII IHHI o e
Dave = ' S Bob

Yyqpa 2.1: How Tor works (1)

To Tor mpoomabel va kpOyeL T oyéon HeTa&d 600 LeEP®Y TOL BELOLV VA ETIKOVOVIICOVY Opo-
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poAoydvtag TV Kivion (tokéta) péca and Eva dikTvo amoteAovpEVO amd (GuVNOmE) TpELg Tuyaiovg
g&umnpeTég, o1 omoiot yvawpifovv LdVo TV TOVTOTNTA TOV TPOTYOVLEVOL KOL TOV EMOLEVOL A0 OLV-
ToVg otafud. Me avtd tov Tpomo, Evag emtiBépevog, onoiog Topatnpel Ta maKkéta Tov eEEPXOVTOL 1)
E10EPYOVTAL OTOV VIOAOYIOTH EVOG XPNOTN, EVAD 0 €V AOY® ¥p1oTNg xpnoiuonotel To diktvo Tor, dev
umopel va Pyarel Kovéva GALO GUUTEPOGLLOL Y10 TV ETKOIVMVIC TOL YPNOTN EKTOG OO TO OTL OVIMG
ypnotponotel to Tor. Avtd emtvyydvetan pe emavaloppovopevn Kpumtoypdoenor g dievbvvong (ip)
TOV TOPOANTTY €VOG unvopatog, poli BéPota pe 1o odpa Tov PUNvOpaTog (TakéTov). AVTH 1) EXAVO-
Aapfovopevn kpurtoypdenon wov Bupilet ta oTpdpoTo EVOC KpEUHVILOD, ovopdaletal Kot “onion”,
KdTL T0 omoio £dwaoe To Gvoud kat tov Tor, wov eivat akpwvouto yio To The onion router.

To TpTdKOALO AEtTOVPYEL OIS TEPLYPAPETAL 0KOAOVOMG:

Apyikd, o Tor client evég ypfiotn (Alice), kKatefalet amd po Epmotn wnyn oto dadiktvo ) Aot
ue Tovg dabéasipovg Tor servers, Omm¢ eaivetal 1o oyfua 2.1. Avtol givar 6Aot mbavoi dlopueco-
AaPNTEG Yo T OMoVPYio EVOC KUKADUOTOG EMIKOVOVIOG Kot S10TpovvVTaL GE PHEYAAN TAELOYNPia
amd efelovtéc. [ tn dnuovpyio evoc KKAGUATOG W1mTIKoToinong we to Tor, o client Tov ypom
Brpa Prine onuovpyel Eva KOKA@UO 0O KPUTTOYPOENUEVES CUVOECELS HEGH OO SLOUECOAUPNTEG
010 diktvo. To kuKAwpa avéaveton éva Prpa (hop) kdbe popd, kot kabe drapecorafntng yvmpilet
Uovo wolog dtopecoAafnTNG TOL Sivel dedoUéVa, KOl GE TOLOV TPEMEL va. Ta. Tpowbnoset. Kavévag pe-
HOVmUEVOG server dev Yvapilel To OAOKANPpOUEVO LOVOTTATL TOV £YEL aKOoAOVONGEL KOO0 TokETo. O
client Tov ¥prioTN SVUPOVEL Eva S10POPETIKO GET Ad KAWL KPUTTOYPAPNOTG e KABe gvildpeco
Server Tov KUKAMUOTOG- LOVOTOTION, Y10l VO StacpaAicetl 6Tl Kavévag dtapecorafntrg o€ Ba pmopé-
o€l vo. akohovOnoel ta Takéta kafdg avtd TepVAvE omd To KOKA®UM. AvTd @aivovial 6To oynpo
2.2. Apov éva khxdmpa £yl dnpiovpynei, omolodnmote €100¢ mANpogopiog pumopel va avtodioydel

Ef) How Tor Works: 2 5 Tor node

- o e URERCrYRLEd lInk
—p oncrypted link

Alice

Step 2: Alice's Tor client
picks a random path to

destination server. Green - n n
links are encrypted, red _ _— - - -

links are in the clear. — - : Jane
Dave — ' Bob

Xympa 2.2: How Tor works (2)

OVAOVULLLO, KOl [o TANO®pa EQApUOY®Y UITopovV Vo, SPOLOAOYNGOVY TNV Kivio1 TOVG HEGT 0T TO
diktvo Tov Tor. Eneldn] kaOe evdidpecsog server €yl ETONTEIR LOVO Yo Eva P TOL KUKADLOTOC,
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€VOG KOKOTPOUIPETOG TETO0G Server, TOG0 LAAAOV EVOG OTAOG TOPOTNPNTHG 0 UTOPEL va PYGAEL G-
UTEPAGLLOTA Y10l TOV OTOGTOAEN KO TOV TAPOANTTN £VOG TakéTov. o avénpévn amodoTikdTnTA, TO
Aoyiopkd tov Tor ypnoyomotel To id10 KOKA®UA Y100 GUVIESELG TOV cLUPaivovy GTo 510 ¥POVIKO
Tapabvpo mepinov 6éka Aemtdv. Emdpeveg attnoeig Yoo ohvoesn onpiovpyovv Kavovpylo KOKAMLLA,
MOOTE VO AMOTPEYOLV T GUVOEST] TV TPAEE®V TOV YPNGTN LE TNV TAPOSO TOL YPOVOL, OTMS POIVETL

670 oynua 2.3.

{ll.‘-‘- Tor node

Ef) How Tor Works: 3
-« e Un@ncrypted link

—pe. @ncrypted link

Step 3: If at a later time, the

user visits another site, n 1
Alice's tor client selects a - L e __ o e
—— - : Jane

second random path. :
Again, green links are ‘/\_} :
encrypted, red links are in H
the clear. - .

- = - .

e p—

Yympa 2.3: How Tor works (3)

2.1.2 Ilepropropoi tov Tor

To Tor mpooTatedEL TNV TAVTOTNTO TOL YPNOTY| ATEVOVTL GE EVOV AVTITAAO TOV £XEL TEPLOPIOUEVN
gnonteia Tov dikTvoV. Evag 1€1010¢ avtimaAog, UTopel Yo TopaoELy Lol LOVO VUL ETLTNPEL TOL TOKETOL GTO
GKPO TOL SIKTVLOL TTOV OVTIGTOLYEL GTOV XpNoTh. Edd kot apketd ypdvia Exel vapéel apket Epevva
oxeTIKd pe mbavég emBéoelg oto Tor mov emTpémovy og £vav TETO0 avTITaAo va AdPel TAnpopopia
7ov vroPabuilel Ty WiwTKdTTO TOV Ypiotn [40]. [Tapdria avtd de B eoTIGGOLLE GE TETOIEG ETL-
0éoeig, adlhd Ba evromicovpe v de facto advvapio Tov TpmTokdALoL Tov Tor, mov givar 1 EAAetyn
ACPAAELNG OTNV TEPITTWOT] OV EVAG AVTITAAOG €€l KAmo VIToyia 6TL SVO ¥PNOTES LITOPEL VaL ETLKOL-
VOVOUV Kot ETioNg £yl TN SLVATOTNTO VO TOPATNPEL VO TaKETO Kol 6T dVO dKpa Tov dikTvov (global
adversary). 'Evag tétotog avtimaiog, propel e0koha vo GUGYETIOEL TO TAKETO TOV EEEPYOVTOL OO TOV
£va (pNOTI LLE AVTA TTOL EIGEPYOVTAL GTOV VITOAOYLOTY] EVOG AAAOV, KOl EDKOAN VO QPTAGEL GE ACPOAES

GUUTEPAGLLO Y10 TOV EQV CVTOTL 01 JVO YPNOTEG EMKOWVMVOLV HETAED TOVG. AvTi 1) €mifeon ovoudleton
Ko end-to-end correlation ko glvan gyyevig advvapio tov Tor. H pelétn cvotudtov mov propovv
VO OVTILETOTIGOVY TETO0V £100V¢ EMOEELC gival ovolaoTikd To BEpa avtng g epyaciag. ITapd Tig
advvopieg tov, To Tor mapapével TAVTOC 1) TO AGPAANG ETIAOYT TOL Eivan daféciun ovTh T GTIyun
Kol emiong TPocPEPEL TOAD yaunAn kabvotépnon (latency) oto ToKETO GUYKPLTIKA e AALEG AVOELS.
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2.2 DC networks

Ta DC-networks (dc-nets) 1] Dining Cryptographers networks, xpnGiLomolovv texvikég Tov secure
multiparty computation ®oTE Vo TAPAGYOVY £VA, TPOTO Y10 AGQUAT EMTKOVOViM, AVOEKTIKT EVAVTIO GE
0TOLEGONTOTE EMBEGEIC GLGYETIONG TG KIVNGNG TOV S1KTVOV. AVAUESO GTO GUGTHUATA TOL XPT|GULO-
To1ovV apyEc Tv DC-nets Yo vo TposEPOVV IOTIKOTNTA, EIVOL VINPEGIES AVTAALOYNG LITVOLATOV
omwc to Herbivore [33] kot to Dissent [32]. Ta diktva DC Bacilovtol 6 TpmTtéKoALL OTOS 0VTO TOL
TAPOLGLALETAL TOPAKATM:

Tpeic kpumtoypdoot paleboviatl yopw omd éva tpoméll yuo deimvo. 1o téA0g g Ppadids, o oepPi-
TOPOG TOVG EVIUEPDVEL OTL O AOYAPLAGHOG EYEL TANP®OEL 0md KAmooV, 0 0oiog pmopel va givar gite
évag amd tovg kpumroypdaeovg N 1 EYIL Ot tpeig kpumtoypdpotl cEPoviat to dikaimpo Tov Kobe-
VOG VoL TANPDOGEL AVAOVLLLAL Y10L TO YEOULO AL BELOVV VO SLOTIOTAOGOVV €AV TO YELLA EYEl TANPWOEL
arnd v EYIL ' va 10 katopfdoouvv avtd, akoiovBobv 1o eNg TpmtdékoAro 600 otadinv. Apyikd,
KG0e KpLTTOYPAPOG SVUPWVEL G £va Tuyaio bit pe kdbe Evav amd Tovg GALOVS dVO KPLTTTOYPAPOUG,
mBovov otpifovtag Eva vopuopa Ticw omd toug kataddyove. Telkd ot kpumtoypdeol A kot B pot-
paovtat to Tuyaio bit b4 p, ot B kot C 10 bpe, kot ot A ko C popdlovtar 1o b 4o 1o de0tEpO UEPOG
TOV TPOTOKOALOV, KAOE KPUTTOYPAPOG AVAKOIVAVEL oL T G €ENG:

e To XOR twv bits mov poipaletal pe Tovg GALOLS OVO KPLTTOYPAPOLS €AV OV TANPWOCE VTG
Y10 TO YEOUO, M

e To avtiBeto amd to XOR mov avaeépape Tptv, EGv avtdg OVIOS TANPOCE Y10l TO YEO L

INa vo amoxoivedet n aAnbeta, kdmolog andd tpénel va vwoloyicel 10 XOR twv Tpidhv TGV TOV
avaxkowmdnkav. Eqv avt) n tipun vroioyiotel ion pe to 0, tote 1 EYII tAnpwoe v 1o yebpa, o
avtifetn mePITTOOT KATO10¢ ATd TOVG KPLTTOYPAPOLS TANpmae. H tontdtnta Tov GLYKeKPIUEVOL
KPLTTOYPAPOL TOPAEVEL AyvmOoTn G€ avTh TNV Tepintwon. Eva mapdderypo ektéleons avtov Tov
TPOTOKOAAOV Paivetat 6To oyfua 2.4. BéBata, avtd givar Eva moAd amdoikd TpmTOKOAAO, TO 0TOi0

{_ Dt{ﬂ' xor 1}}“\

None paid oo A paid @ motoxor3
A A
\ \

\ \

-

L

uﬂ{l xor ]l '1 {r;} xor.'l'}- :0{1 xor 1]| ’1 {0 xor 1}

1x0r1x0r 0—0 1x0r 0 xor 0—1

Yympa 2.4: Bookd de-net mpaotdKoAilo
€xel ToAALOUC mepLopiopovs. [M'a mapaderypa, ov 500 KPLTTOYPAPOL EXOVV TANPHOGCEL Y10 TO YEVLA, TO

amotélecpo Oa ivar wdAr 0, kdti T0 omoio Ba 0onyel oo Adbog cvumépacia. AVt deiyvel 6L To TPw-
TOKOALO ETMITPEMEL LLOVO GE EVOL GULETEYOVTO VO EKTEUYEL KATO10 UVLLLO. AVTOL 01 TEPLOPLOLOL KOl
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ot aduvapieg avtiueTOmiloviol pe S1POPES TEYVIKES KOl YEVIKEVOELS TOV TPOTOKOALOVL GLTOD £XOVV
Bpet xpnomn ota cLGTHLTE TOV AvaPEPONKaY Topandve. Edd elval onpovtikd vo onpelwdei 6Tt ye-
VIKG 0VTA TO. GUOTILLATE OTOLTOVV EMKOWVOVIO LETOED Kabe Cevyaplon ypnoTdV KOl G OTOTELEGLA
oTOoV, deV KMUOKMOVOLY KOAG 660 avEdvetat o aptBpds tov ypnotdv. Mmopobv dniadn va e&umnpe-
THOOLV OeKADES, EKATOVTADES 1) LEYXPL KOl LEPIKEG YIAMADES XPNOTEG. ATO TNV GAAN, YPNCLOTOUDVTOG
KPULITOYPOPIKEG TEXVIKES, ALTA Ta SIKTLA TPOGPEPOLY TOAD KAAN AcPaAELn amEvVavVTL o€ KAOE €idovg
avtintalo.

2.3 To cvotnua Vuvuzela

Mia GAAN TpoGEYYIon Yo TNV EMITEVEN 10YLPNG OVOVVUING KOl AOQAAELNG EVAVTIO OE EMOECELG
avaAvong g kivnong tov diktbov givarn yprion mixnets (mrapdpmua A.3). Eva modd evdtapépov kot
TPOGOATO GLGTNLLA TOV AVVEL TO TPOPAN O XPNOLOTOIOVTOG mixnets gival To Vuvuzela [2] tov van
den Hooff, Lazar,Zaharia ko1 Zeldovich. To Vuvuzela givat éva cuatnpa mov ypnoylomotel mixnets
Ko kivnon kaioyng (cover traffic) yuo va emtvyet Stapopikr| WiwTikodTTo (Topdptnia B) anévovtt
o€ £VaV 1GYVPO AVTITOAO TOV £YELTANPT] ETOTTELD TOV SIKTVOL, UTTOPEL emiong va Staypayel 1 va, Kabv-
GTEPNOEL UNVOLLOTO, TNG EMAOYNG TOV KoL EYEL VIO TNV EXNPELE TOL OAOVG TOVG SEIVErs TOL GUCTNHOTOC
EKTOC OO £VOV KOl OAOVG TOVG GALOVG YPNOTES EKTOG OO TOVG dVO OV BELOVV VOl EMIKOIVMVIGOUV.
Av106 10 COGTN LA EIVOLT) EUTVELGT Y1a TN YEVIKOTEPN 10€0L TNG 10€0TNG AstTovpyKdTNTOS F' TOL GYNLLO-
to¢ 1.1. Xpnowonotel onpueia poviefod mov arokorovvior dead drops kot Aeitovpyel og 300 dakpird
TPOTOKOAAL, TO TPOTOKOALO cuLNTnong (conversation protocol) kot to TpmtoéKoAL0 KA oNG (dialing
protocol). T'a KaBe TPWTOKOALO, 1| ACPALELN- AVOVOLIO ETLTVYYAVETOL LELOVOVTAG OGO TO dVVATOV
TNV TANPOEOPin TOV SLoPPEEL, Kt TPOGHETOVTAG EKOVIKA- YEVTIKO UMVOLOTo 0g 06pvpo Yo va omo-
KPOWYOLV TO LUKPO TOGO TNG TANPOPOopiac Tov diéppevuce O UNyoVIGUOG OmoTEAEITAL GTIV VAOTOINOT
TOV amd P GEpd omd mix servers (2 N 3 ota Topadeiypatd pog). e avtd to kePdAaio Ho mapov-
ocldoovpe TN oyedioon Tov Vuvuzela, Oa dovpe mapoadeiypato e ektéleong Tov kat Oa eEnynoovpe
TTAOG Kot 6€ oo Pabpd emituyydvel TNV 101OTIKOTNTO Y100 TOVG XPTOTES TOV.

2.3.1 YnoOiceig

[pw Eexviicovpie TV 0vEALGT) TOV GUGTAKATOC, TPEMEL VO, YIVOLV GoPEIS 01 VTODEGELG TV GUY-
YPOQEWV. ZVYKEKPUUEVAL:

1. Ta dnuoctlo KAEWLL TV server Kot ot GEPA Toug 6TV 0AVGida eival Yvmotd g OAOVE TOVG
XPNOTEG.

2. Avo ypnoteg mov BEAOLVY va emKovmvicovy Yvapilovy o Kabévag 1o dnpocto KA Tov AoV
(dedopévo PKI).

3. Kpumtoypapikd ac@oing Kpumtoypdenon Onpociov Kot CUUUETPIKOD KAELS0D, UNYOUVICUOL
AVTOALOYNG KAEWIDV, YNOLOKES VTTOYPAPES Kol cuvaptioels cuvoyrg (hash functions).

4. Ot tipov clients kou servers ektehodv pio vAomoinon ympig bugs.

5. Ot ypnotec pumopel vo cupmeptpépovtal Ommg BEAovy, aAld ot servers Oa dtayepilovion Ta ot-
THHOTO PLE OOOTO TPOTO MGTE Vo, amopevyovtal denial of service embécerg.

2.3.2 IIpotoxorio kijong (Dialing Protocol)

Av16 0 Tp®TOKOAAO VAOTOLEL TIC Agttovpyieg dialing ko dial check ¢ 10a )G AEITOLPYIKOTNTOG
F tov oyfuatog 1.1. O 6t6)0¢ TOV TPOTOKOAAOV €lval VA, ETITPEMEL GTO PN OTN U; VO, ELOOTOCEL TO
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xpHot u; 611 O€AEL Vo apyicet pia cuvopidio peta&d Tovg. 6 10€0 10 TPOTOKOALO £XEL TOAAG KOWVE,
Le TN SlEVEPYELN EVOC TNAEQMVILLATOG, OOV 0 £Vag XPNOTNG EMOVEMNUUEVA KOAEL Evay dAlo, péxpt
0 de0TEPOG VO, IMOPACicEL Vo PTel 6€ cuvopMa pali Tov. ESd o évag xpotng otéhvel autripota Kot
TEPYEVEL TPOCTADDOVTAG VO ETKOIVAOVIGEL LEYPL OE KATO10 YOPO va AdPet amdvinomn. Ot cuppforiopol
o€ (VTO TO KEPAALO gival OTWS TOPOLGLALOVTOL GTOV TiVaKA GUUPOMOHUMV GTNV apyN TNG TAPOVSOS
gpyociog. Xnuewwote emiong 0Tt €va (u) dimho 6ToV 0p1BUd TOL PLLOTOG VITOINADMVEL EVEPYELX KATOLOV
YPNOTN EVO €va (8), EVEPYELD KATO10V server, kafdg emiong Kot 0Tt 0 oplBUdg TV servers givol n.

Dialing Protocol round r.
1. (s) Vuvuzela servers agree on a number m of invitation dead drops.

2. (u) If a user u; wants to start a conversation with user u;, she generates:

® Chil = (b, Enc(pkuJ,M))
[ J M - (pkuianonce7 MAC)

e b= H(pky,;) modm

If a user doesn’t want to start a conversation, she generates e,, 1 as above with:
pku; = rand
b = 0 (special trash dead drop)

3. (u) Onion wrap the request and send.

e Generate temporary (for one round) key-pair (pk,*, sk,*) for each server.
® S = DH(Skgiapkserverk)
o ¢, = (pk,", Enc(sg, ep41))

ej is the message sent to the first server.

4. (s) Collect and decrypt requests.
For each request:

o compute all s, = DH (skservery,, Pk,")
e ¢;1 = Dec(sg,ex)

5. (s) Generate cover traffic.
Add n = max(0, [ Laplace(u, b)) fake invitations to each invitation dead drop.

6. (s) Shuffle requests with a random permutation 7.
7. (s*) Server n places invitations in the corresponding dead drops.
8. (u) User u; downloads dead drop H (pk.,;) mod m.

9. (u) Ifu; wants to accept the invitation from u;, she calculates the shared secret s;ﬁrl = DH sk, s Pk, )
and proceeds with the conversation protocol.

Ed® onueidverar 6t to, fpata 4,5,6 ektelovvral and kabe server pe ) cepd Tov. Avtifeta, To
Mo 7 exteleitor HOVo amd ToV TEAELTALO server TN AALGIduC.
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2.3.3 IIpotoéxkorio cvvopiriog (conversation protocol)

Av16 10 TPOTOKOAAO VAOTOLEL TN AgtTovpYieL conversation TG 100G AsttovpykdtnTag F', Kon
OVLGLOOTIKG EIVOL OVTO TOV EKTEAEL TNV AVTOAANYT] T®V UNVOUATOV LETAED 600 ¥pNoTOV IOV £X0VV
GULPOVNGEL VO EMKOVOVIoOVY. To Tp@TtdKoALo TEPLYPAPETOL TOPAKATO:

Conversation Protocol round r

1. (u) If u; wants to send a message to u;:

e s, = DH(sky,, pky;)
e b= H(sziﬂ,r)

o ens1 = (b, Enc(s,,,m))
If w; 1s idle, proceed as above with pk,,; = rand and m: zero or random message.
2. (u) Onion wrap the request and send it to the first server.

e Generate temporary (for one round) key-pair (pk,*, sk,*) for each server.
® S = DH(Skgivpkserverk)
o ¢, = (pk,", Enc(sg, epy1))

e is the message sent to the first server.

3. (s) Collect and decrypt requests. (as in dialing).

4. (s) Generate cover traffic.
Sample n; and ny from Laplace(p, b) and add [nq] individual requests to random dead drops
and [ "] pairs of requests to random dead drops.

5. (s) Shuffle requests with a random permutation 7.

6. (s*) Server n (the last server) exchanges the contents of the requests that access the same dead
drop.

7. (s) Encrypt.
e, = Enc(sy, ey )

8. (s) Apply inverse permutation 7! and return to the previous server (first server returns message
to the specified user).

9. (u) Receive result and unwrap.
€py1 = Dec(sg, e))

;. .
€, 1 18 the received message.

Edd mpémet va onpeimbel 6t To Pripa 6 extedeite Lovo amd Tov TEAEVTOLO server, Ve OA0 ToL VTOAOLTOL
Prpato Tov avTioTOy oDV GE EVEPYELEG TV SErver EKTEAOVVTAL amd OAOVG TOVG SErvers e TN GEpa
™G aAvGidag.
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2.3.4 ’'Evo mopddsrypo tov Ip@TOKOALOVL cuiNTNONG

Y10 oYUt OV AK0A0LOOVV, TaPOoLGLALoVLE Vo TAPASELY L0 EKTELEOTG TOV TPOTOKOAAOL G-
vopuMoag Tov Vuvuzela. X170 cUYKeKPIEVO TOPAOELY O EXOVLLE 5 YPNOTEG KO 2 MiX Servers. X1UEI®-
VOoupE OTL ayvoovUE TPog To Tapdv To BOpvPo mov Tpootifeton amd kGbe server dote va enttevydei
1 010QPOPIKT WIWTIKOTNTO KOl EXIKEVIPOVOUAGTE GTOV TPOTO AVTUAANYNS TV unvopdtov. O 86pv-
Boc, TOL TPOKELTAL Y10 OUTHLLOTA- UNVOUATO LE TUYXOHO0 TOPOANTTN ALY OOLAKPLTO OTO TO VITOAOLTO
oAnOwd punvoparto, anid avokatevetot pali pe to oAndwd umvopoto oty forward dadpour] ko
OTOPPITTETAL OO TOV Server 0 omoiog Tov Tpocéhece ot return S1dPOUT. XTO TUPASELYLLA OGS, Ol
YPNOTES U1 Kol U3, KAODS Kot 01 ue Kot us €ivol oe culftnon ava (evydpla. Avtibeta, o ypHoTng Uy
d¢ Ppioketorl o€ Kdmola evepyn cvvopida. Kabe ypnotng onpovpyel ortpoto cuvopiiog, to Kpv-
TTOYPAPEL G€ onion Kot Ta TPowbhel oToV TPMOTO server tng oAvcidac. Kabe server petd pe ) oepd
TOV, QQALPEL EVO GTPOUN KPLTTOYPAPNONG GO TO ONion, AVUKOTEVEL TA, UNVOUOTO- GITHUOTO Kot
T Tpowbel otov emdpevo server. O TeEAELTOIOG server apalpel TO TEAELTAIO GTPMLLA TOV ONion TOL
amokaAvntel To dead drop tov KGBe cTHHOTOC KoL AvTOAAAGGEL (SWap) Ta TEPLEYOLEVO TOV OLTN LA~
TOV TOL aVTIoTOLYoVV 670 id10 dead drop. Zn cvvéyela, kabe server apyilovtag amd Tov TEleLTAIO
KOl ®G TOV TPMTO, TPOGOHETEL £Vl GTPOUA KPLTTOYPAPNONG, EQUPUOLEL TNV avVTICTPOPN HETOAANYT|
(permutation) Tov avakatépoTog Tov ékove 6to forward povomdtt, Kot tpombei To aitnpo otov Eno-
pevo server. 'ETol to ottHOTO EMGTPEPOVY GTOVS Y¥PNOTEG OV Ta. £GTEIAN OO TOV 1010 dpOLo amd
TOV 07010 £PTOGOV GTOV TEAELTALO SErver, e T 010Qopd OTL To TEPLEXOUEVE TOVG Exovv aAAGEeL. Te-
AMKG 01 YpHOTES APALPOVY OAN TO GTPMUOTO TNG KPLUTTOYPAPNONG OO T GLTHLLOTO TOV AopPavovy
Kol £TGL AVOKTOVV TO pnvoud Tov tpooptldtay yia avtovc. [lpénet va onpeimbel 6Tt kot to dialing
TPOTOKOAAO AELTOVPYEL e TAPOUOL0 TPOTO, LOVO TOV O YPELALETOL TIV EMIGTPOPT TOV ALITNUATOV
ka1 étot aglomotei povo to forward path, kaBmg Ta oartpota tov dialing katefalovton 6o pali amd

TOVG YPNOTES.

2.3.5 IdwTtikotnTe 610 Vuvuzela

To Vuvuzela emitoyydvel v 1010 TIKOTNTA LEGO, 0O £V GUVOVAGLO OO TPWOTOKOAAN 6TABEPOD
bandwidth, mixnets kot cover traffic. O ypfioteg otédvovv (kat Aapfdavovv) éva otadepd apBuod Kpo-
TTOYPUPTLEVOV UITNUATOV- UNVOLATOV oTabepod peyéBovg oe kKabe yOpo Kat £T61 eivar adbhvoTo yio
évav avtimolo vo fyGAel GUUTEPACUATA TOPATPOVTOS TNV Kivion Tov diktvov. Ta mixnets, poli pe
T0 yeyovdg Ot ta id’s Twv dead drops (onpeimv cuvavinong) sivat yevdotvyaio, ¥PNGILOTOIOHVTOL
Yo VoL SLEADGOLV T OVOEST] LETAED TOV YPNOTN KOL TOL UNVOLOTOG TOV OPKEL VOL DTTAPYEL EVOG TIOG
server otV aivcida. H pévn mopdpuetpog mov dtappéet amd 10 GVOTNHA, Kot avTd HOVo 6TV Tepi-
TTMOGCT TOV O TEAEVTAIOG server eAEYXeTal amd ToV ovTimaAo, ivatl o apBuog tov dead drops pe pia
podcPacn (1) kot o apBpds twv dead drop pe dvo mpocsPaoelg (me). Me dhia Adya, n LoV HeTO-
BAnt mov dwappéet givar 0 apBudg TV xpnotdv mov Ppickovtal o€ kdmola cuvopdio. Exeldn avtd
umopei va £l ¢ AmoTEAEGLO TV TOPAPiocn TG WOIMTIKOTNTAG TOV YPNOTOV, OTOLTEITOL ) TPOGHNKN
0opvPov, MANST YELTIKOV UNVOUATOV OOTE VO OTOKPOTTETOL 1) AKPIBAC T TOV 0VO UETAPANTOV.
Kd&be évag amd tovg servers tpocBétel Evav aptud amd amhd unvopota e kamota toyaio dead drops
Katl évav apOpd and dmhd unvopato o kdmota tuyoio dead drops. Xtnv avdivon mov akolovdel
0o eoTidooVpE GTO TPOTOKOALO Gu{NTNONG, OALG TO 1010 TEPITOV 1oYXDOVY KoL Y10 TO TPMTOKOAAO

KANomnC.
Ac BounbBovpe, opwg TpdTO TOV dLAdIKO Tivaka katdotaong 1.2:

e avtd 10 pLovTELO, 000 cevdpla sivan yertovikd (adjacent) dv dtapépovv povo oTig TPAEELS TO TOAD
evOG xpNoTN, OMAST €V 01 TIVOKEG TTOV TO, TEPLYPAPOLY SAPEPOLY GE Lo, LOovadIKn Ypapun. Eival
€0KOLO VO, OpIGOVE TIG HETAPANTEG 721 KO 1109 MG GLVAPTNGELS TAVM O€ Tivakeg 6nwg o 2.1. Xvyke-
KPLUEVD, EYOVLLE:
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end

Client decryption
phase

inverse permutation

XyMpa 2.6: return path

inverse permutation

senvelr uses kept keys to encrypt

U =
swap

o
n

1 3
swap
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user_idHl\Z\...\j\...\n‘
1 0O|{1]0 (0] O0]O
2 1{0] 0 0] 0]O

n |10} 00| 0|1

MMivakag 2.1: the binary state matrix S

my= > |Ali,j]- Al
Pty

mi =n— 2msy

"Eto1m cuvaptnomn mov avTimpoo®neDeL To LOVAOIKO qUery Tov UTOpEl va, KAVEL £VOG aVTITAAOG GTOV
Topamdve mivaka- Paon sivarn e&ng: f : S — R2, and for a given x € S: f(z) = (my1, ma).

Remark 2.1. Ed® Bo amoxAivovue Ayo amd Tov TPOTO 0VAALONG TNG WOIOTIKOTNTOS GTO paper Tov
OLOTNOTOG [2] Kot B TAPOVGIACOLLE it T YEVIKT TPOCEYYIoT. ANAadn evd ot cuyypapeis Oew-
POVV TIG OVO HeTafANTég ¢ aveEapTNTeG CLVAPTNOELS, ELElg Ba Tic Bewpricove g pio cuvdptnon
pe medio Tipdv oto R2. H St0popd mov mpokdmtet sivon pikpn og oxéon pe v mocdmto. HopHpov
7oV amorteiton kol 0o GuYKPIVOLLLE TIC V0 TPOGEYYIGELS GTN GLVEXELN TOV KEPAAAIOV.

Eivat dueom cuvémeio Tov mopomave opiopod kot tov opiopob B.5, 0t n £1-sensitivity g mopo-
néve cuvaptnong eivat:

A(f) =3

Av16 TpoépyeTal amd TNV TAPUTPNOT| OTL 1] AAAOYT GTN GUUTEPLPOPE EVOC LOVO ¥PpNoTN Hopel va
0AAGEEL TO o TO TOAD Kot 1 Ko To my kotd 2. [ mapdderypo, ovth 1 d10popd Tapatnpeiton
avapeca o€ Eva 6eVAplo ato omoio évag xpnong sival oe cu{ntnon pe Kamoov dALo ¥pNoTr Kol O€
éva 6eVAPLO 6TO 0Toio 0 1d10G ¥PNOTNG O GLUUETEXEL 0 KATOlo, culfTnor. X10 de0TEPO CEVAPLO,
o€ oYEoN LE TO TPAOTO, 0 apBuog tv dead drops pe 600 TPocPacelg (M PEIOVETOL KOTO EVOL KoL
avtiotoyo o aplBuog twv dead drops pe pia mpocPacn (my) avEdveral Katd d0o. Apa 1 GUVOALKN
drapopd oty £1 vopua eivar 3. Etot, givarl ebkoho va cupmepdvovpe GOppova e to Bempnua 2, 6Tt

npocHitovtag 00pvPo amd T derypatoAnyia pog katavoung Laplace pe mopapétpovg b = % o€ KGOe
pio amd 116 dVo HETAPANTEG, UTOPOVUE Vo EMTOYOVUE (£, §)-010popikh WiwTikdtTo. BéPoua, o un-
vopoTa £(ovve Slakpith eUoN Kot £T61 otV Tpaypatikotnto kabe server Oa npocbicet [ Lap(p, b)]
o€ kaOe pio amd T1g 500 peTafAnTtéc. Avtod dev emnpedlel TNV WIOTIKOTNTO, KAODG 0TS EEPOLLLE Omd
™ Bepio ™G SOPOPIKNG WOIOTIKOTNTAG, VTN datnpeital Katd To post-processing (amnddeEn 610
[3]). Avtd, 6umC oV emnpedlel TNV WIOTIKOTNTA EIVOL TO YEYOVOG OTL TOL UNVOUATO O UTOPOVV VO,
darypa@ohv Kat 0t servers UTopovv povo va tpocécovv unvopata. ‘Etot, oty npaypatikotta, o
086pvPog mov mpootibetor oe KGO dBpoilcpa eivar Tuyaio PETAPANTA TOV 0KOAOVOEL TNV KaTOVOUN
D = max(0, [ Lap(u,b)]). Kébe server derypotolnmtei ) cvykekppuévn katovoun 300 opég Kot
nmpocHétel D1 unvopota og toyaio dead drops kot 2 - Do pnvopata mov mave ava (evydpla o 1010
tuyaia dead drops. ‘Etot, 0 cuvolikdg aptBpog umvopdtomv Bopvpov mov tpochitet o kKGbe server £yet
péon Ty 3 - w. To yeyovog 6t ta pmvopato o propohv va, daypaeobv gival avtd mov KAvel TO
unxaviopo (g, 0)-dp avti yia (€, 0)-dp. Ko owtd yroti vdpyovv TEpImTOGELG GTIG OTOIES 1) KATOVOUN
umopel va derypatoinmnOel kovrd oto 0 kot o 06pvPog mwov Ba Tpootedel va v eivar apketds Yo
Vo TPOoPEPEL SLOPOPIKT WIOTIKOTNTA. 'Eva T€1010 Tapddetypa e 5 ¥poTeg QOIVETOL TOPAKATO:
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AcvmoBécoupie ToLg aKOAOVOOLE YEITOVIKOVG TIVOKES X KOl ¥/, O 00101 OVOTOPIGTOVY TV KOTAGTOOT)
TOV TPOPANUOTOC TNG EMKOWVMVING, ONANOT TO10G LUAGEL LE TOLOV.

’user_idHl‘2‘3‘4‘5‘
1 0/1/0]0]0
2 10,0010
3 1010010
4 0010|110
5 100010

IMivaxag 2.2: state matrix x

user_idHl\2\3\4\5‘
1 0[1]0]0|0
2 0[{1]0]0]|0
3 1{0]0]0|0
4 0[{0j0]|1]0
5 1{0/0]0|0

Mivekag 2.3: state matrix y

IMa tovg ap1Bpove twv dead drops e pia Kot pie 00 TPooPacelc 6TIC SVO0 TEPTTMCEL IGYVEL AVTIGTOL O
xr __ T __ y _ y _ ’ 4 4 ’ ’ 7

mi =3, mj = 1kum] =5, m3 = 0. TdOpa ag vrodécovpie OTL Tivakag & ivon 1 TPOyHOTIKT Kol-

tdotaon kot 0TL N katavour Laplace derypatoinmreiton oto 1 kot yio 1o my Kot yio 1o meo. H €€0d0¢

mov Oa givar opathi otov avtimako Oa eivar m) = 4 kou m, = 2.'Etot, o avtinalog pmopei pe oryov-

p1é Vo 0moKAEICEL TV TTEPIMTOOT 1) TPAYLOTIKY KATAOTOON Vo, ival M ¥, mopafirdloviag Tov opiopd

™mg (&, 0)-010POoPIKNG WOTIKOTNTAS OV amattel KAOE Topatpron va Unv givat tkavi va dtoyopicet

OLGLOCTIKA OVO YELTOVIKEG KOTAGTACELS.

Metd amd emmAéov TapaT PO, COUTEPAIVOVLE OTL TOVAGYIOTOV 2 UNVOLLOTO OTOLTEITOL VO TPOOTE-

Bovv e kdBe petafint) dote va £yovue avti TV gyyomon. H mbavotta va tpocteboldv Aydtepa

punvopato ivat 1 Tapdpetpog d g (€, 6)-dp mov gyyvdTol To GLOTNUA.

AvTO TPOKOTTEL OMOG PAIVETAL GTN GUVEYELD, VTOBETOVTUG TO HNYOvicpo g Vuvuzela M kot 600

YETOVIKEG KOTOOTAGELS T, -

PriM(z) € 8] = Pr[M(x) € S|enough noise] + Pr[M(x) € S|not enough noise]
< efPriM(y) € S| + 9.
H mopomdve ékppacn Aéel 6tLn Vuvuzela gival (g, §)-010p0optka 1010TIKT| LE TOPOUETPOVS £ = % Ko
d= exp(%T“).

H mopapetpog & vroroyileton og e€ng:

Pr(not enough noise] < Pr[Lap(p,b) < 2]+ Pr[Lap(p,b) < 1] =
= serp(C By 4 Cemp(t
2P ) 2 ¢TI,
< exp(T'u).

Ed® eivor to onpeio mov mpémel va avapepOodpe ot dtapopd avdipecsa oty tocdtTa ToL BopHov
IOV ATOLTEITOL GOUP®VO LLE TN OIKLA [LOC OVAAVOT GE avTifeon He TNV avAALGoT TV O1LLOVPYDV TOV
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UNYOVIGHOV. TNV avAADGT] TOVL paper, ol GVYYPAPEiS Oempovv dV0 EeY®PIGTONG UNYOUVIGLOVS LE TOV
KaBéva vo amokpOTTTEL P LETAPANTH KOl 6TO TEAOG TOVG GLVOVALOLY Yo VoL AdBovy Evav pnyovi-
OUO LE TOPUAUETPOVG £ = % Kot o = exp(%T“) npocbétovtog max (0, [ Lap(p,b)]) povd unvopara
Bopvpov ko max (0, [Lap(4, %)]) Cevydpra punvopdrev. H ovvbeon tov 600 punyoviopumv cg évav
yivetan Béoet Tov Bewprpatog 1. ToUmepacatiKd, pe auT TNV avEaALGT ATOITOVVTOL KOTA LEGO OpO

71 4 4 r J4 r r 7 r 4
% unvopoto Bopvfov cuvollkd amd kabe server. Me Bdon T O1KN HOG OVAAVOT OTaTOHVTOL

% unvopato Bopdpov amd kabe server. Avth 1 dlapopd Topatnpeital Ady® Tov YeyovoTog OTL
Y0 TV TPOGON KT LIOG LOVASOC 6TO AOPOIGHO 1Mo AmOLTEITOL 1] ¥p1IoN 600 UNVOUATOV, KOl £TCL EVO
N avéAvon pog divel kaAdtepa BemPNTIKE ATOTEAEGATO GTN YEVIKA TEPIMTOOT], 1 O1KT TOVG OiVEL TOV

EMIY10TO aPBd UNVOUATOVY Y10 TO CUYKEKPLLEVO GUGTILLOL.

2.3.6 I0OTIKOTNTO pETd 0d TOAAOVS YOPOVS

‘O 1 ovlfon amd TV apyn TOL KEPAAAIOV 0POPE TNV WOOTIKOTNTO Yol £VO, YOPO TOL LINY0-
vicpov Vuvuzela, SnAadn yio Eva Kot LovadtKd U VLU IOV avToAAdooetal and kdbe ypnotn. Omwmg
glvat Aoy1kd, apov £yovpe kdmoto doppon TANpopopiog og kabe YOO, Y10 Vo EXLITOYOVLE TIG 1D1€G €Y-
YONOELG OL0POPIKNG IOMTIKOTNTOG LETE Amd TOALOVG YOPOLG Ba TPEMEL VoL TPOGHEGOLLE TEPIGTOTEPO
00pvfo. To Bedpnuo 3 pog deiyvel Twg ol TopaueTpol € Kot § e£acbevoiv e To TEPACH TOV YOP®V.
Me Bdon avtd 0 Bedpno LTopovLE VO EMAEEOVIE TIG TAPAUETPOVS TOV EMOVUOVLLE VO, EXOVIE LETA
oo £va HEYAAO aplOUd YOPV KOl VO AABOVLE TIG TOPAUETPOVS Y10 TOV KAOE YOpo. Tumikég Tapapie-
TPOL Yo TOV 0plOpd TV Yyopwv ov BéAovue va gyyonbovpe eivar yopw otovg 200.000 kot yio v
110TIKOTNTO TV BELOVUE HETE 0md TOGOVG YOpoug € ~ In2 kou & ~ 1074, To ™V emitevén ow-
TAOV TOV TOPAUETP®V, TUTIKEG TILEG Yo TV Katovou Laplace mwov mpémet vao, Sy LOTOANTTGOVE
eivan g = 150.000 — 450.000 xon b ~ 7.300 — 20.000. [TAnpoeoprakd, 6TV VAOTOINGN TOL pnyo-
vicpov emAéynke p = 300.000. BAémovpe Aowmdv Oti yeviKa amarteital opKeTd Leyahog aplopdg
unvopdtov 0opdfov aAld avtdc o apBudg dev e€aptdtat KaBOAOV amd ToV apdpd TOV XPNOTOV TOV
GLGTNLLATOG.

2.3.7 XuvoMko K66TOG eTIKOV@Viag Tov Vuvuzela

YnevOopilovrtag 6Tt 0 k@Oe server Tpochétel Guvolika 37“ KOTA HEGO OPO EMTAEOV UMVOLLOTO OE
k&€ yOPo, 0 CLVOAMKO APLOIOC TOV UNVOUATOV TTOL GTEAVOVTOL GE EVOV YOPO AELITOVPYING TOV GLGTH-
patog etvon katd péco Opo:

2o -5+ 2261,

omov n gtval o aplBlog TV YPNOTAV Kot s 0 aptBpog TmV server mov ypnoonotovvtat. Eivar Aowmov
@ovePS OTL TO CLVOAMKO KOGTOG ETKOIVOVIOG TOV GUGTAUATOG KALLOKMOVEL YPOUUIKE GE GYEOT] LLE TOV
aplOUd TOV YPNOTOV Kol TETPAY®VIKA 6 GYEon Le Tov aptpod tov server. To dedtepo dev Exel mpary-
patikd onpocio yoti o aptBpdc Tov server mopapével ikpog o€ kébe mepintwon. o mapddstypa,
o€ £V0L GEVAPIO [E N = 1 EKATOUUVPLO YPYOTEC Kar s = 3 servers pe eyyonoelg (In2, 10%)-Sagopinic
acpdietog petd and £ = 200.000 yOopovg (kdért to omoio divel 1 ~ 400.000), 0 cuvolikdc apBpde
UNVOUATOV Hov peTadidovtal oto cuotnpa givol mtepimov 10 exoatoppvpla. Iepapatikd dedopéva
delyvouv OTL évag TETO0G OYKOG UNVOLATOV propel va eurnpetn0el omd 10 GVGTNIO TPOGPEPOVTOGC
KaBVOTEPNON KATWO TOL EVOG AETTOV GTNV GTOCGTOAN UNVOLATOV.
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2.4 Xoykpron TOV Suwdiopumv Aeemv

I"a va suykpivovpe Tig AVGELS TOV TPOPANUATOS TNG OVAOVVUNG OVTUAAAYNG UNVOLATOV TOL OVaL-
Qépape o€ ovTO TO KeEPAAMo Ba Adfovpe vToyy pog kupimg dvo moapdyoviec. O mTpdTOC sivan N
0GPAAELN TOV TPOCPEPEL TO GVOTNUA Kol 0 SEHTEPOC O APOUOG TV YPNOTAOV TOL UTopel va e&omn-
peTNoel, ONAOON TOG KAUAKMVEL Lo, ADGT GE GYE0N Ue ToV aplBpd Tov ypnotov. Apyikd, to Tor
umopel va e&umnpetoet dveta mhpo TOAAOVG YPNOTES Le TOAD ikpn KaBuoTEPN O UNVOUATOV, OALG
OT®G AVOPEPALE OE TPOGPEPEL OLGLUCTIKA KOO AGPAAELD EVAVTIO O £VAV OVTITOAO TOV EAEYYEL
60 10 diktvo. Ot unyavicpol mov Pacifovtar oe DC-nets, amd v GAAN PEPIO TPOSPEPOLY TOAD
KOAN aoQAAELD (KPLTTTOYPOUPIKT) HE TO AOYIKO ETAKOAOVOO OTL eV £lvol KAMPOKOGILOL KO LTOPOVY
va. e§UINPETHCOVY TO TOAD Alyovug yihddeg ypriotes. [pwtokoiia mov Pacilovral AmoKAEIGTIKA G
mixnets €ival YEVIKA T0 KAPOKOGILO 0AAY Kot TAAL omontovv akpiéc amodei&elg undevikng yvo-
oG VM givol EVAA®TA G KATOLEG EMBESELG TOV O AVTIMAAOG UTOPEL VO UTAOKAPEL UNVOLOTO OO
Kémoloug xpnoteg Kot va Bydiet copmepdopato. O pnyovicpog Vuvuzela ypnoiplomoldvtog yevdoto-
yoio onueio cuvavinong, mixnets kot ETALOV 00pVPO TPOSPEPEL L0l KOAT KOl KAMUOKOGUN Ao
oto mpdPAnua. H acpdieta, Opmg mov tpoceépel dev etvar amdAvtn Kot ekppdleTor pésa amd v
dtopopikn WimTikdéTTa. [daviKd, Bo OE e Eva VOO TOV VO TPOGPEPEL ATOAVTT, €AV Eival dv-
vatdv kot information-theoretic acpdieia kot va propei vo eEumnpetiogt évay apketd peydio aploud
ypnotev. Mia tétota Abon Bo TpocTaONGOLLLE VO TPOGEYYIGOVE GTO VIOAOUTO TNG EPYUCING.
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Kepdrawo 3

Avoegig péom tov Secure Multiparty Computation

3.1 Ewoayoy

Zyfqpa 3.1: SMC 3 server mechanism

Xe avtd 10 KEPAAMO, Oa TOPOVGIAGOVUE TO TPOPANLUO TG OVAVOUNG OVTOAAAYAG UIVOUATOV
¢ podnpatikn cuvdptnon kot B Tpoteivouvple pio VAOTOINGCT 0VTAG TG CLVAPTNONG YPTCLLOTOLD-
vtog teyvikég Secure Multiparty Computation (rapdptpuo A.4). ESd mpénet va onueidcovpe 61t Ha
acyoAnBovpe kuping pe to Tpmtdékorio cu{nnong (conversation protocol), dnwg awtd opiletar otV
Weatn Asrtovpywkotnta F tov oynpatog 1.1. Aniadr 8o vroBécovpe Tmg o1 dvo ypnoteg Tov BELOVY
VoL aVTOAAAEOVY UIVOIOTO £XOVV GUUPOVIGEL LLE KATo10 TpOTO 6€ éva koo puotikd (shared secret),
T0 07010 YPNOLUOTOLOVV MG onpeio-pavtefov. Avt eivor kot 1 gpnoodTnta TV Pfnudtov DIAL kot
DIALCHECK 1rg 1deatng Aettovpykdmroag F'. Me T oglpd Toug 0vTég 01 AELTOVPYieg Lmopovv va,
YivOuV 0€ 10 apaild SIUCTHHOTO KOt e LeyolvTEPO latency Kot £Tol M £pEVVA LLAG ETIKEVIPDOVETOL GTO
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conversation protocol.

®a TpooTadGovLE AOTOV VAL SOGOVLE o, ADGT 6TO TPOPANUA TG AVTOAAAYNG UNVOUATOV HECH
0o(QOAOVG VITOAOYICHOV oG cuvaptnong and kdmowovg servers (server-aided SMC). Qvoikd, o¢
TPOTO P TPENEL v opicovpe TV emBounti cvvapmon f. ZTn GLVEXELN, TPETEL VO LLETOCYN-
paticovpe tn cvvaptnon f og éva kKOKAoua C' amoTteAOOUEVO ATOKAEIGTIKA 0o dvadikég (boolean)
TOAES, KaBMG avTn eivae n avoykaio €i60d0¢ Yo ta TpmTOKoAAd SMC. I'evikd, pmopodue vo oke-
(TOVLE TOV UNYOVIGUO Hog Vo amoteheitol omd Evav apliud and servers (3 6To TOPASEIYIA [LOGC) OL
omoiot Ba déyovtan £va pepidto (share) tov input kKaOe yprotn oe k4B YOpo 1, 6TN GVVEKELN Bl VITO-
Aoyilovv n cuvaptnon f pe aceain TPONo, EMKOWVOVAOVTAS HETAED TOVG OTOTE XPELALETAL, KOl OTO
TéA0G KB YOpov Ba yupilovv éva pepidio Tov output oe kdOe ypnot. 'Eva této1o mpwtdxoiro gai-
vetat 6to oynua 3.1. O kébe ypnotng ocvvdvalovtag ta shares Tov teAucd Bo avaktd TNV emBount
£€£000 NG ocLVAPTNONG, ONAAdT TO VL TTOL Ba ToL avTicTolyel. Duoikd, Kabe emtkovmvia peta&hd
TOV YPNOTOV KOl TOV Servers, 660 Kol TV servers peta&d toug Oa yivetar pécm acpoimv (KpumTo-
YPOPNUEVAOV) KOVOAM®DV.

O 616)0G AVTNG TNG TPOCEYYIONG EIVAL 1] GTOYELON TNG VYNANG OCPAAELNS TOV TPOGPEPOLY TCL TPW-
téxoALo SMC 610 T1edi0 TG UGPAAOVS ETKOVAOVIOG.

3.2 To wpoPfinuo ®c covapton

SOpeova. Le To VTOTPOTOKOAAO culftnong (conversation component) TG O€ATHE AEITOVPYIKO-
rag Tov oynuotog 1.1, n cuvaptnon pog f, o mpénel va déyetal og €icodo n artnuata (requests)
™mg popeng (4, ti, m;), k4O éva and to ypiom w;, ¢ = 1,...,n avtiotorya. To TpdTo GTOLKEID TNG
Tp1a0ag (7) MMAmvel Tov apBpod g 166d0v (input wire id) Tov ypfotn, To devTepo oToL)Elo (¢;) €i-
vat 1o onueio poviefod oto omoio BEAEL va amevBuvBel 0 ¥poTNG U4, KOL TO TPiTO (M) TO PVLUO
nov 0éAel va otelher. Q¢ 65000, N cvvapTnon Do TPENEL VO EMIGTPEPEL 1 OTAVTNGELS TG LOPPTC 1725,
J = 1...n, pia y1o kGOe xpNo™ U}, OTOG TEPTYPUPETOL TAPUKATO:

f : (ti,mi)" — m?

f:(fla"'afn)
o my ifdiFE gt =t
fi= 0 else.

H mopoandveo cuvdptnon viomotel v 18€a TG avtaAliayng unvoudtov peta&d 600 ypnoTtov Tov
€yovv cuppwvnoet o pio potpalopevn Tyn t;. O tpomog pe tov omoio ot 600 evOlPEPOLEVOL YPT-
GTEC OTOKTOVV 0T TN potpalopevn Tun amotelel avrikeipevo tov DIAL xor DIALCHECK pépovg
¢ Weatng Asrtovpykdtnrag F kot 6mwog Exovpe avoapépel ava dev amotelel Pacikd onueio tng
épevvag pag. Eivou emiong onpavtikd va tovicovpe 6t d00 Tipég ¢; kot t; umopeti va eivot ioeg povo
gav &yovv mapoyel amd Kool and dVo ypfoteg Tov BELOLVY Vo emkovoviicovy. Me dAda Aoy, i
vou e€apetikd omifavo va cuumEcovy TuYaio dVo onpeio cuvavinons. Avtd prmopel vo e£0cEaAIoTEL
divovtog ) Suvardmnra Yo peydho £0pog mhovov onueimy cuvavinong (my 2128).

O kdBe yprotng cuvelsEEPeL pia 16000 kat d€xetal pia ££0d0 amd T cvuvaptnomn. Edv kdmoilog online
YPNOTNG OV TaipveL LEPOG GE KATOLL GVLNTNOT|, ATAG GTEAVEL UNOEVIKA 1] TUY OO UNVOLOTO KoL ACUL-
Bavel undevikég amavTnoels.

Onwg Eépovpie amd Bewpntikd amoteléoparta [23], kdOe cuvaptnor LWtopel va VITOAOYIGTEL [LE ACPOAN
TPOTO YPNCLULOTOLDVTUC TPOTOKOAAN SMC Kot oyfLoTa acsPaAoDS SLOHOPAc LoD TG £160000V (secret
sharing schemes). Ouwg, 0T To TPOTOKOALN OTALTOVY 1] GUVAPTNOT] VAL €ival EKQPAGUEVT] G EVa
KOKA®UA Aoyik®v ToA®v. TIpog avth v katehBuvvon, Bo BEAape Eva KOKA®LO TOL Vo VAOTTOLEL TN
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m m m

Tympa 3.2: circuit C of function f

owvapmon f, 0nwg paivetar oto oyfua 3.2. L1o khkAopa Tov oypotog 3.2, £xovpe akpipdg n Ko-

ADSL0L 16000V (UTOPOVLE VO TOVLE KO “TTOAVKA®VA” KaADSI0 Kabmg kaBe Eva avTimpocmnedel Evay
apOpo and bits) kot dAha toca €£660v. Kabe éva amd avtd to KaADOL avTITPOCOTEVEL TNV €GOS0
Kot avtiotorya TV ££000 £vOc amd Toug n ypnotec. Omwg Epovpe omd T AOYIKN, 1| KATACKEVT] EVOC
dVdIKOD KUKADUATOG Eivol eQIKTn Yio KaBe vTodoyioiun cuvéptnomn, Tap’ OAd avtd 1 emitevén Ka-
MG TOAVTAOKOTNTOG OEV vl KABOLOL EVKOAT. £TO EMOUEVO UEPOC O TAPOVGLAGOVUE EVO, KOKAMMOL
7oL vAomotel T cvvaptnon f kot akoloVBwg Ba TaPOLGIAGOVUE MO ATOSOTIKEG EKSOYEG TOV TOL
UTOPEL VoL 00N YG0VV G€ VOl TPAKTIKO Kol VAOTOIGLLO GOGTI AL

3.3 ’Evo ami0 KOKA®ONO,

To mpdTO PriHa YO TNV KOTOGKELT EVOG KUKAMUOTOG Y10 OTO0ONTOTE HoBNUATIK GUVEPTNON
glvan 1 ékppaon ¢ cvvaptnong oty dAyepfpa Boole. ATd avtd to onueio Kol 6T GUVEKELD TNG
gpyaciog, vroBétovpe OTL o1 TIHES TV onuei®v cuvavinong t; £xovv pnkoc L bits kot o unvopota
m; unkog B bits, avtictotya. Eival apketd gvkoro va ptidovpe pia ékppacn diyefpag Boole yia
xd0¢ bit Tov Stavdopatog e£650v f = (f1, ..., fu), 6M0V f; N £E0d0G MOV TPOOPilETaL Y10 TOV YPHOTN
7, KOl tg , fij Ko mf avamaploTohV T0 j-00To bit Tov t;, f; Kol m; aviicTotyo:

. n . L
fl =V [mp A A (8 XNOR )]
k=1 I=1
H mapandve ékepaon divel 1o j-0otd bit g e£6d0v f; (amevBuvopevn otov ypnot ). H ékppaon
umopel va, paiveton mepimiokn aArd gival oty ovcio g anin. H ecotepikn ékppaon XOR, eléyyet
bit mpog bit Tnv 16éTNTO pETAED TV bits tv ¢; Kot ;. H éxppaon AND mov tpéyel méve oto pniKog
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fi

Typa 3.3: kokkopo C

tov t, Nhadn epappoletor oe L bits, £yl og eicodo Tovg bit-wise eAéyyovs g £kppaong XOR xan
mopdyel og €60d0 1 eav t; = ti xan 0 og kabe AN mepintwon. Tehikd, To j-06T0 bit TG €16050V
my, Tpowbeitan oty £€£000 edv VIapYEL KAmolo k mov va tkavorolel Ty e&icwon t; = ti. Avtd emi-
Tuyydvetol amd v emtepikt] Ekppacn OR. Eivar onpovticd vo voypoppicovpe 6Tt n c0TePIKN
éxppacn AND vrohoyileton povo pio opd ya Oha ta bits f7, j = 1,..., B mg e£63ov. Emiong,
TPEMEL VO TOVIGOLUE OTL givar eEatpetikd aniBavo va vrapyovv TeplocoTepa amd 0o ida £ AdY® Tov
UeydAov Toug peyéBovg Kot Tov TPOTOL VIOAOYIoUOV Tovg. Edv dev vmdpyel k mov va tkovomotel ™
ouvinkn 1otNTag, ToTE 1 £€000G Etva TpoPavadg 0.

A TV Topandve EKEpact UTopodLE Vo ONUIOVPYNCOVUE Eva omAd KOKA®ULA, OToTEAODIEVO OO
dvadikég mOAES, TO omoio va VAomotel T cuvdptnon f. Avtd mapovoialetal 6To oynua 3.3.

To xoxlopo avtd Avel To TPOPANUA TG VAOTOINOTG TG GLUVAPTNONG f Kol KOT ETEKTACT) TO TPO-
BAnue ¢ avioliayng unvopdtov. Hapatnpomviag Opm T0 KOKAMLLO, CUUTEPAIVOVUE OTL OTALTOV-
vto @, Mhady O(n?) povadeg cuykpLtdv, KaTL Tov onuaivel 6Tt 1o KoK A®po Cp dev eivar

)



KaTAAAN L0 Yo TpaKTikég epappoyEc. [lap oia avtd divel pio fdon Tave oty omoia Ho dovAéyoupe
OTNV EMOUEVT] EVOTNTO DOTE VO TAPOVCIACOVLE £V, KOKAWMUA, LLE LIKPOTEPT] TOAVTAOKOTNTAL.

e avtd ™ onpeio eivar onuavtikd va eENYNGOLLLE Tt EVVOOVILE TOAVTAOKOTNTA Y1d £Va KOKA®LO GTO
nedio Tov SMC. Xta meplocdtepo SMC TpmTOKOALN, 0 VTOAOYICUOG TV AOYIKOV TVAGY XOR kot
INV (NOT) pmopet va yiver xopig ovclaotikd kdotog (avatpéste oto mapdptnpa A.4 yio meploco-
tepeg Aemtopépeteg). ‘Etol, oty avalvon pog amd edm kot Tépa, 0o pog evolapépel o aptBpoc Tov
moldv AND (vroBétovtag 6Tt ot Todeg OR pumopodv va avamopoactadodv pe noieg AND). Emiong,
TOAEG oV PBpickovtal oTo 1810 emimedo oe £vo KOKA®LLO, dNAadn TOAES TV omoimVv ot €iGodot glval
dwaBéopeg v id1a Aoyikn oTiyun], umopovv va amotiunbodv mapddinia. ‘Etot, onpovtikn petpkn
Y0 TV AOd00T] EVOG KUKADUATOG £ival To BAO0¢ Tov, OnAadn 1 LeyodvTepT dadpop amrd pia il6odd
TOL PG pia ££086 ToL, peTp@VTag dvadikég Toieg AND.

3.4 Mo 0 0T0d0TIKN AVGT)

INo va cuvBéocovpe €va dikTvo KATAAANAO Yo 1oL ATOS0TIKY VAOTOIN G, B0 P OLOTOGOVE
TPOVTAPYOVGA EPELVO TAV® 0T dikTLa TaEIVOUMoNG (Tapdptnua A.5). Eva diktvo ta&ivounong Av-
Vel to TpoPAnpa g ta&vounong Tev TIHAV Tov Ppickoviol 6Ty (6030 TOV YPNCILOTOLDVTAS HLOVO
GLYKPLTEG KOl AVTOAAAYEG TILDV. Ot alyoptBpLol Tov VAOTO00VTOL GE TETO0 dTKTLO (KUKAMLLOTOL) Slot-
@EPOLVV amd ToVg KAUGTKOVS alyopiBuovg mov EEpovpe (mergesort, quicksort) yiati o1 cuykpicelg Tov
TPENEL VO, EKTELECOVV OeV TPEMEL VO eEQPTMOVTOL OO TO OMOTELEC LA TPOTYOVLEV®V GUYKPICE®MV. XTO
oYEOCUO TOL KUKAMUOTOS pog Bo ypnoipomotcovpe To diktvo ta&ivounone odd-even mergesort
tov Batcher [18], to omoio &gl Bdbog O(log™) xar cuvorikd apBud cvykprtdv O(nlog™). Ta va
WAGLLLE IO GUYKEKPIUEVA, YLOL TV TOEWOUNOT 12 TIL®V dVTO TO KOKAMUO Xpelaletan @ emineda e
mAatog 5 10 Kabéva. To koxkhopo Co mov Tpoteivovpe paivetal oto oyfua 3.4.

Y10 KOKA®UO TOV oYfuatog 3.4, ot xpnoteg VofdAlovy ®g £16680VG TPadES TG HOPPNS (i, 5, m;).
H mpdtn ovvtetayuévn g tpiadag givatl to wire id tov xpnotn, dnAadn 10 KOAMOO TOL TOL OVTI-
otoyel. Inuewdverar 6tL To wire id dev givan anapaitnto va maipver Tég amd to {1,...,n} adkd
OTN GLVEYELN TNG EPYOsiog Hag Ba vToBEsoLLE OTL TO KOAMIO TOV AVTIGTOLYEL OTO YPNOTN U; Elval
10 ¢. Emiong, To wire id dev givon amapaitnto va diveTor 610 KOKA®UO ¢ £16080 amd TO YpoTN OARA
umopet vor EMAEYETOL A0 TOVG SEIVers YPNCLOTOIMVTAS KATOL0 TPOTOKOALO (DGTE VO, AITOPELYOVTUL
ot emBéoelg denial of service. H dgutepn cvvtetaypévn ¢; givar n tiun tov onueiov pavtefov, kot n
tpitn m; givor 1o (TBOVOV KPLTTOYPUPNUEVO) HHVOLLAL.

To kbkAopa Aeitovpyel wg €€\g. Apyikd, ot TPLIdEG TOEWVOUOVVTOL AVAAOYA UE TIG t GUVTETOYUEVEG
TOVG (TPAGIVO KOUUATL TOV KUKAMLOTOG). XTT GUVEYELM, O1 YELTOVIKEG TPLAdEG EAEYYOVTAL OV 6VO Kot
eav domotbel Tmg Exovv ioeg TIHEG OGOV aPopd Ta ¢, avtaAldocovTal (swap). Avti 1 Asttovpyia
OVATOPIOTATOL OO TO KOKKIVO KOUUATL TOV KUKAMUATOG. Ao autd TO onpeio Kot HETA, ol t cuvTe-
TAYUEVEG TV TPLAS®V OgV EYOVV KATO10 AOY® VIAPENG KOl £TGL 0yVOOLVTOL OO TO KUKAMUA. XTO
televtaio 6Tad10 Tov KukAduRATog (LoP), ot duddeg ma TG popeNg (7, M) TA&VOHOVVTOL MG TPOS
TNV TPOT TOVG GUVTIETAYUEVT (Wire id) ®oTE Ta UIVOUOTO VO PTAGOVV GTo KAAMOLo €60V TOL AVTL-
6TOLY0VV 6TOVG EMBLUNTOVE TOVS TAPUANTTES.

Onwg givar povepd, T0 TOPATAVEO KOKA®UO EYEL TEPITOV TNV TOAVTAOKOTNTA dVO SIKTVWOV TAEIVOLN-
o1¢, 1060 660V aPopd To BEOog aALA Kot To GLVOALKS aplBd TVAGV. To enduevo pog frpe Ba ivatl va
opiocovpe Tic povadeg compare-and-exchange mov ypnopomotodvial oe Kabe Eva and o Tpioc TAdIL
TOL KUKA®paTog Tov oynpotog 3.4. Eniong Bo petpricovpe tov apBud muidv (AND) ov arattovv
oVTEG 01 Lovadeg, kabmg kat to Baboc kabe piag amd avtés. YnevOupilovpe 6TL GTOV VTOAOYIGUO TOV
ToA®V Oa AdPovpe v oyv povo Tig moieg AND kobmg ovTég Eival TOV ETPEPOVY ETKOVMVINKS Kol
VITOAOYIGTIKO KOGTOG OTA TEPLOTOTEPH TPWTOKOALD SMC.
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compare t's and exchange m's

dropt's

sort according to i

r“nl m by

1 k 1

Typa 3.4: Kokkopa Coy

3.4.1 Movdaoa compare-and-exchange A

H mpddy povada mov O ypelactovpe o mtpénet va Aapfdvel og 6000 d00 TPLAdeC TG LOPPNS
(4,t;, m;) ko (4,15, m;) ko Bo TpoypaeL cuYkpivovtag Tig ¢ cuvteTaypéves Toug. Edv ¢; > t;, 1ote
0o evadldooet (swap) Tig dV0 TPLadEG, OTmG Ppaiveral 6to oynua 3.5. H povada tov oynuotog omote-
Agital amd £va cuykplty TV L bits, 0 0moiog Umopel EDKOAN VO TOPAGKELAGTEL 0O ATAOVG GUYKPITEG
TV 4 bits, Kot o1 £vo PiKpO VTO-KOKAMUO TOV VAOTOLEL TNV avTaAlay| TOV TILOV. XT0 oynua 3.5,
KkéOe X Zb avamoplotd to b-ooto bit tov £;, m; 1 4’s. [0 0modoTiKéG KOTAOKEVEG Yol TN Lovada A givat
ePIKTEG Ko Paciloviat ot ¥prion o anodoTikav cuykprtdv L bits, 6mwe Oa dovpe ot cuvéyELa.
e avto 10 onpueio, TAVTOS, Y10 TNV KOTOVON o1 TNG AEITOVPYING TOV KUKAMDUATOG LIToBETovE OmA0DE
OVLYKPLTEG.

To k66106 TN povadag A etvar avtd evdc cvuykpirn L bits cuv €51 TOAEG TOV LAOTOOVV TNV OVTOA-
Aoyn TV TGV Yo Kabe bit tng e£660v TG povadag. Zvvorikd, Aowtov arortodvior Comp + 6 - L +
6- B+ 6-logn moles. To logn givar n voBeon pog ya 1o péyebog oe bits tv wire id’s. Mia Tomikn
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t! th tl tL

t<t ti=tj

DX PAND(t <t)JOR[X PAND(t =t)] [XPAND (t2t)]OR[X PAND(t <t)]

X-h

[ U For each bit

Yympa 3.5: compare and exchange module A

TN vy Tov aplfpd TuAGV mov amartovvTol Yo évo cuykpirr| 128 bits, anotedodpevo and Bristol ov-
yrprtég 32 bits [34], eivan 621 woreg AND pe Baboc 25. To Babog €161 Tng Hovadog SIUHOPPMVETOL GE
27 moreg AND. Onwg eimape Kot Tptv avtég ot THEG dev glvar BEATIOTEG AALA Lag divouv pid TpMTN
TPOGEYYIoN GTOV aplOUd TVADY TOL ATALTOLVTOL ZVVOAKA, Aowtov, vrobétoviag L = B = 128 kot
Nmaz = 224, Ba ypelactovpe 2301 moreg AND oe Badoc 27.

3.4.2 Movdada equality-test-and-exchange B

H devtepn povada mov Ba ypeiactovue eivar amhodoTePN OO TV TPDTY| KoL TOPOVGLALETOL GTO
oyfuo 3.6. Avti N pHovada TapEYEL T AElTovpyia. TOL EAEYYOV 1GOTNTOG TV ¢ GUVTETAYUEVAOV 610
POV KoL TNV EVOALAYN TOV TPLIO®V G€ TePinTmon emtuyiog Tov eAEYyov. O gLeYKTNG 160TNTAG
kartackevdlerol omAd Ko amontel L modeg AND og Babog log L. Eniong, yio tnv evaliayn ToV TGOV
0éhovpe emmAéov €&l mOAeG Yo kdBe bit Twv wire id’s kot Tov m;’s (ta t;’s ayvoovvrat). 'Etol n
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povaoda €xet Babog logL + 2 ka1 cuvolikd aptBud Tolov L + 6 - logn + 6 - B.

Tt th 2 tL

logL
L-1AND gates \
J;L =t
XP | X!
For each bit
|
[XPAND(t£t)|OR[X PAND(t=t)] [XAND(t#)JOR[X "AND(t=t)]
Lo b, R b, .

Xyfqna 3.6: check equality and exchange module B

3.4.3 Movdada compare-and-exchange C

H povéda mov amarteitol yio 10 TeAe0Taio 6TAd10 TOL KUKAMUOTOS oG, dNAOT Yl TO GTASL0
™G Ta&vounong tav duadev ™g Hopeng (i,m;) pe Baon v mpdTn Tovg cuvtetaypévn (wire id),
etvon Tapopota pe TV povada A, pe tn Stapopd 6Tt £8m amarteiton Evog cLYKPLING Log (Tmas ) bits Ko
emmALoV amorteiton 1 SuvoaTdTNTA EVOALAYNG HOVO TV M. ETct, To 6uvoAlkd K6GTOG TG LovAdaC,
VIOBETOVTAS Nynae = 252 Ko xpNoIHOTOIOVTAG amA0DS GuYKPLTéG Ty 32 bits, eivan 150 + 658 ue
BaBog 23 moreg AND.

3.4.4 XuvoMkog aplOpidg TUAOV Kol £VOG L0 UT000TIKOG CUYKPLITIS

Evd o1 avomopacstdcelg Tov KUKAMUATOY 6TO, TPOTYOVUEVE, LEPT] LTTODETOLY TN YPNOT ATADV GL-
YKPLITOV TECOAP®V bits, LITOPOVLLE VO EYOVLLE O UMOSOTIKG, KUKAMLOTO, YPTCLLOTOLDVTOG E01KOVE
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GLYKPITEG OTG 0wTdV Tov Garay mov toapovstdletol oto [37] kot yio akepaiovg peyébovg I bits, £yet
oyopOuko Badog [logl] + 1 kar cvvolikd péyebog 3l — [logl| — 2 mhreg. Yrevbopilovpe ot pog
evolopépouv amokielotikd ot Toiec AND, kafhg ot mhieg XOR kot INV (NOT) vroloyilovron oye-
d6v dwpedv ota teplocdTepa TpmtoKoAha SMC. Topa, vrobétovtag punkog o€ bits L = 128 ywo ta
t, évag T€to1og ouykputhg amottel 375 modeg cuvoAlkd kot £xel fabog 8. 'Evag tétotog cuykpitng Oa
OVTIKOTOGTAGEL TOV OAO cuyKplth TV 128 bits g povadag A 6Tovg VITOAOYIGHOVG HOG OO €0
Kol 6TN GLVEYELX. AvtioTolya, yio Tov cuykpttn 32 bits mov amarteiton Yo ) povada C, amoitod-
vron 89 moAeg oe BaOog 6, ypNoILoToIdVTAS TOV BEATIOUEVO GLuYKPLTH. Aapfdvovtog v oy Ol o
TapomTdve, Tapovctdlovpe to kK66Tog o€ ToAec AND g kéBe HovAdaG TNG KATOOKEVNG LOG GTOV
TOPOKATO TTivoko:

Module H AND gate depth H AND gate total H

A 10 2103
B 9 1088
C 8 857

Mivaxoeg 3.1: Kéotog povadswv
' 10 GVVOAIKS PAOOG TOV KVKAGUATOS, VTOOETOVTAG HEYIGTO aPOUO YPNOTOV- £160dwV n < 232,
€YOLLE:

D= log2n;—logn 104+2-9+ log2n;—logn .8

D = 9log®n + 9logn + 18

O TpdTOC 6pOC TOV OPYLKOD ABPOIGLOTOC OVTITPOS®TELEL TO PAOOG TOL TPMTOV GTUSIOL TOL KUKAM-
LOTOG LOG, TOV 0mToTEAEITOL 0d lo’ﬁ”# ovykpttég Babovg 10 o kabévag. O dedtepog peTpdet to
BaBoc tov devTEPOL 0TSOV, LE TOVG EAEYYOVS LOOTNTOC VO, TPEMEL VO, EKTEAECTOVV GE dVO GTAdLA,
®ote va unv €yovpe conflicts. Avtiotorya, o Tpitog Kot TeEAgvTaiog 0pog ekppdlet To Pdbog Tov Tpi-
TOV GTOdiov.

I"a to cuvoAikd apBpd Ty AND mov amaitovvtal EXOVLE:

S = (nleznlloon=l) |y _1).2103 + (n — 1) - 1088 + (n'2nlem=b) 4, _1).857
S = T40nlogn(logn — 1) 4+ 4048n — 4048

O1 6pot 1oV TaPaTave aBPOIGHATOG TPOKOHTTOVY AOY® TOV YEYOVOTOG OTL £val dikTvo Ta&vounong n
, ; . logn(logn—1) . . . _ 0l6 _
OV amottel Guvorikd n———_7—— +n — 1 cvykpitég. Q¢ Tapaderypa, og vrobécovue n = 2°° =
65536 ypnotes. Tote, yio 1o PaOog kot To GLUVOALKO HEYEDOG TOV KUKAGUATOG, LeTp@VTG TOAEG AND,

éyovpe ovvolkd D = 2466 kot .S ~ 12 S1oeK0TOUUIPLO TOAEG OVTIGTOLYO.

3.5 Xpnopomorvros KVKAONATO Yo secure multiparty computation

"Exovtog mapovoidoetl o Avon 610 TpoPANUa TG avVTOAAAYNG UNVOUAT®V, LEG® €VOG dLOOL-
K00 KuKAdpatog tolvmhokotnrag O(log?n) oe Badoc ko O(nlog?n) oe GuVOAKS APOUO TVUADY,
UTOPOVLLE VO YPNCILOTOICOVE VTAPYOVTA TPMTOKOAAA SMC, dT®¢ 0T TOV OVOPEPOVTOL GTO O
paptnua A.4 yio va Tpoxwpicovue Tpog pic vAoroinomn. H petatponn t1ov KOUKAOUAT®OV GE 0cQOAN
TPOTOKOAAN €lval £va, LEYAAO Kot TOAD evepyd medio £peguvag Ta TeAevTaio Ypdvio. YTAPYEL APKETA
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peydAn mowikio epyadei®v Tov VAOTOIOUV aVTH TN Agttovpyic, dnAadn déyovtal g €icodo pia avo-
TAPACTOCT TOL KUKAMUOTOS, KOOMDE Kol TIG ELGOO0VE TMV YPNOTOV G KATO LOPUSUEVT] LOPPT] KoL
TOPAYOVV KOOKA TOL TPEYEL 6TOVG servers. Kdmotot tétotot unyavicpot etvot to Sharemind [25], to
fairplay [22], kaBmg kot 10 o npoécpato FRESCO [38]. Kdébe tét010¢ punyoviopodg TpoceEpet Tic
OIKEG TOV LOVADES Y10l GVYKPLOT), EAEYYO 100TNTAG Kot iomg akopa kot Ta&vounor. 'Etot, To kikAwopd
pag, to onoio Paciletor katd éva peydio pépog oty tagvounon, propel edkoAo va avorapactadet
o€ OMOLONTOTE HopeN givol cupPath pe To ypnoomrolovpevo framework. Amod mAevpdg amodoti-
KOTNTOG, 1| TOALTAOKATNTA TNG AVONG HOG Elval TAPOUOLO. LLE AT TOV TPOPANUATOG TG WOUMTIKNAG
ta&vounong (oblivious sorting), kot £xovtag del apkeTd VOOPPUVTIKE UTOTEAEGLLOTO T TEAELTAIO
xpovia [39], elpoote as1030E0L OTL LU0 APKETO ATOOOTIKT VAOTOINGT) Elval EPIKTT.

ZUYKPITIKA UE TIG VIAPYOVGES ADGELC, 1| TPOGEYYIOT] HOGC EYYLOTOL KPUTTOYPAPIKY] OCPAAELD, OTAV
vrapyet tipo mAgtoyneio (honest majority) yio Tovg servers 6to semi-honest povtéro, anévavtt o
KkéOe avtimalo mov £xel emonteior OAOKANPOV TOV SIKTVOV, UTOPEl Vo KOBVOTEPNGEL 1] VO LTAOKAPEL
omota. unvopoto OEAet, kKot emmiéov umopel va EAEYEEL [le 001001 TOTE TPOTO OTTOLOVG XPNOTES EMBV-
Hel €KTOG amd Tovg 600 oL BELOLV VO EMKOIVMVI|GOLY OVMVULLAL.

3.6 H apy1teKTOVIKI] EVOG TPOYRATIKOD GUGTHHATOS

AQo0 &ove TAPOVCLACEL TOV TPOTO LE TOV OTOI0 EMTEAEITAL 1] OVTOAAGYT] UNVOUATOV OO Eva
oVOTNHA OV amoTeAeital omd Eva cvvoro amd servers (3 otV MEPITTMOOT TOL YPNCUYLOTOU|COVLLE
10 framework tov sharemind) mov tp€yovv £va TPOTOKOALO AGPAAOVG OTOTIUNONG TNG OVTIGTOYTG
GLVAPTNONG, TPEMEL VO ATTOGOPTVIGOVLE LLEPIKA GTUELDL TTOV CLPOPOVV TNV VAOTO{NGCT) TOL GUCTNHOTOC
070 GOVOAD TOVL. APYIKA LTOPOVLLE VO YPNCULOTOICOVE £V SErVer E16000V (entry server) 6Tov onoio
Ba otélvouv o1 ypiotec ta shares Tovg Kpvmpoypaenuéva e 10 KAWL Tov kb SMC server yio
Tov omoio mpoopilovtal. Avtdg o entry server 0o, cuYKEVTIPOVEL TO, UNVOLOTO TOV KABE yOpov, Ba
avabétel og ke ypnotn évo input wire Ko Oo TpowOel Ta shares oTovg servers yio, va VITOAOYIGOVV T
ocvvaptnon. To input wire Tov kaOe yprotn pnopel va amopaciletol e fdon ™ AeEikoypapikn celpd
TOV OVOUATOV TOV ¥PNOTMV 1] LE T1 GEPE LE TNV 0Toio £pYOVTaL TO UNVOLOTO 6TOV entry server. Ed®
ONUELDVETOL OTL ALTAOG 0 server Ba glval emEopTIcUEVOS L T dnuovpyio TV shares tov input wire
id. Avtd To shares pmopovv va givan SoBéoipa dnpocia og plaintext ywpic va emnpedletor n acedieio
TOV GLGTHLLOTOG, OOV GTI GLVEYELD KO KATA TNV TOEVOUNGT, AVTES Ol TYEG Ba TuYalomomBovy.

INo va amoguyovpe TV Kpuwtoypdenon dnpociov KAEW100 Yo ta shares, propodie vo KpATAE
TO OVOLLOTO, TOV YPNOTOV oL oTEAVoLV Ta. shares kot o ke SMC server va GUHE®VEL pio @opd
oe éva popalopevo kAewdi pe ke ypot otav avtdg pmaivel oty katdotaon online. 'Etot, ot
cuvéyela ta shares Bo kpvrroypapovvtal pe peBddovg KpLITTOYPAPENONG dNUOGIOV KAEO10D MGTE VO
EMITOYOVLLE KOADTEPT] ATOSOTIKOTITO TOV GUGTNLOTOC.

Metd v ac@aArn omotipnon g cuvaptnong, ot SMC servers 0a kpvrtoypa@ovv ta, shares tov
OTOTEAEGLLOTOG e T OVTIGTOLY0 KAWL TOV XPNOTOV Kot o To EMGTPEPOVY GTOV entry server, o
0mo10g LE TN Gepa Tov Ba Ta Tpowbel GTOVG YPNOTEG GTOVG 0TOi0VG avTicTOLYoVV. H OAn dradikacio
umopei va yivet pipelined, dnAadmn o entry server va d€xetot Ka vo d1oyelpileTon TO, OLTLOTO TV YPN-
OTMV TPOETOALOVTOS TNV EKTELECT TOV ENXOLLEVOL YOPOV emkovmviag evd ot SMC servers eKTeA00V
T0 TPpWTOKOAAO. Emiong, ot SMC servers Umopovv va amokpurtoypa@ovv ta shares mov 6€yovrot yio
YPNON OTOV EMOUEVO YOPO TOPAAANAL LLE TNV EKTEAECT] TOV TPMOTOKOAALOV GTOV TPEYOVTA YVPO.

Téhog, 660V apopd Tov Tpdmo e Tov omoio Ba exteAeital To dialing Koppdtt TOL TPWTOKOAAOL,
ONAadn tov TpdTo pe Tov omoio KAmolog ¥pNotns Ba edomoteitar yio v embopio kdmolov dAROL
ypnot va apyioet po cvlntnon pall tov, mpoteivovpe o amdn Avorn. OAa ta atpota T€Tolov
gldovc Ba kpvmToypapovvtol amd Kabe dialer pe to dnpocio kiedi tov dialee kai O, dnpocloTotoHVTAL
o€ TaKTad ypovikd dwwotuata (dialing rounds) oe éva bulletin board (dnpocio Pdon dedopévav).
IMa v avakmon Tov KAceE®mV oL amevdiuvovTat Yo avtovg, ol ypnoteg Ba katefalovv oAdKAN PN
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™ Bdomn kot Oa eEAEYYOLV €6V VIAPYOVY CITAUOATE TOL UTOPOVV VO, OTOKPLTTOYPAPHGOLY. AVTOG O
TPOTOC givol TOAD apydc aAAd dedopévou 06Tt to dialing round pmopel va givorl apketd peydho ce
YPOVIKY| EKTAOT, EVOL o amodekTn AVon. AXLot Tpdmol ektéleong tov dialing, mbavamg e tn xpnon
teyvikwv PIR [41] (Private Information Retrieval) pmopodv vo gpguvnfovv pe otdyo ™ HEION TOV
KOGTOVG TG GUYKEKPIUEVNG AELTOVPYiOG.
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Kepararo 4

YOUTEPAONATO KO LEALOVTIKES KOTEVOUVVOELS

3& AT TV EPYOGin 0OV LEAETOALLE TO TPOPATLLOL TNE AVAOVLUNG EMKOIVMOVING LLE TN LOPOT TNG
OVTOALOYAG UVOLATOV Kol O10popeg TOAVEG AVGELS TOL TPOTEIVOE Hia O1KT pag Avom wov Pacile-
TOL GTOV VITOAOYIGUO LIOG CLUVAPTNONG LEC® TP®MTOKOAA®V Secure Multiparty Computation amo6 Evav
apOuo6 amo servers. H Mon pog exppéleton mg éva kbixhopa dvadikdv molav Badovg O(log?n) ko
cuvolkod peyédovg O(nlog?n). Me ) ypnion SMC npmTokOAM®Y UTOPOvUE VO AOGOVUE TO TTPO-
PAnuo pe information-theoretic ac@diein 6to semi-honest povtého (apyucd), katt Tov givar onpeio
VIEPOYNG TNG TPOCEYYIONG HOG GE GXECN LE TNV VIAPYOVCO, KATAGTUGT. Z1LOVTIKO EPATNHO OU®G
TOPAPEVEL 1] TPAKTIKOTNTA TNG ADONG LOG, KAODS Topapével oKOpa Eva BempTIKO KATOOKEDAGLA.
IIpog avtr Vv KatevBvuvon mpénet va kKivnBein Epguva amd ed® ko tépa. Evd n Adon pog eivol cwotn
glvar oA TOOVO VoL VITAPYOVV BEATIGTOTOMCELS GE dLAPOPO CNUEIN TOV KUKADUOTOS TOV VoL EMLPE-
poLV &va LKPOTEPO KOKAMLOL KO KOTE GUVETELD £va 0mOd0TIKOTEPO TPOTOKOALOD. ETtiong, Tpopavég
EMOUEVO PriLa 6TV £PEVVA oG Elval 1 VAOTOINOT EVOG TETOLOV TPOTOKOALOV GE KATOL0 TAATPOPLLOL
SMC (mBavmg tv Sharemind) ®ote va Adfovpe TEPAUATIKE amoTeAécpoTo Tov Bo pog enttpéyouy
TN GOYKPIoN TNEG ADONG LOG e TIG viodAowteg TG PipAoypapiag. Metd and ovtd To Pripata Oa sipo-
o1 o€ BEoM Vo CLUTEPAVOVLE €AV TO KOTOOKEDOGUA oG EYEL TO, ATAPOITNTO YOPOUKTIPIOTIKA DOTE
Vo 00N YN GEL OE £VOL TPAKTIKO CUGTILLAL.
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Hopaptnpo A

Xpnowa gpyoreio

A.1l Merpkég amdcTaog

In this section, we will define some distance measures between distributions, that are going to be
useful in the following chapters. The definitions are taken from [3].

Definition A.1. (KL-Divergence). The KL-Divergence, or Relative Entropy, between two random
variables Y and Z taking values from the same domain is defined to be:
Priy = y]]

D(Y||Z) = Eyuy [Z”pr[zzy]

It is known that D(Y'||Z) > 0, with equality if and only if Y and Z are identically distributed.
However, D is not symmetric, does not satisfy the triangle inequality, and can even be infinite,
specifically when Supp(Y) is not contained in Supp(Z).

Definition A.2. (Max Divergence). The Max Divergence between two random variables Y and Z
taking values from the same domain is defined to be:

Priy € 5]
D (Y||Z) = —_—
¥12) ngs‘lli);(Y) [lnPr[Z € S]]

The d-Approximate Max Divergence between Y and Z is defined to be:

PrlY € S] — 5}

4 —
DS (Y| Z) max {ln PriZ e

- SCSupp(Y):Pr[YeS]|>d
Definition A.3. (Statistical Distance). The Statistical Distance between two random variables Y and
Z 1s defined to be:
AY,Z) = max |PrlY € S| — Pr[Z € S]]

We say that Y and Z are d-close if A(Y, Z) < 6.

A.2 Movtélo avTIITAAOV

When arguing about the security of a given protocol, it is very important to specify what an
adversary can possibly do to break this security. In this thesis, all adversarial actions in a given
protocol will be modeled as a single entity-adversary that can corrupt one or more parties, observe
their input/output and/or control their behavior. That is, any coalition of dishonest parties that may
collude in order to compromise the security of a given protocol, will be viewed as a single adversary.

Generally, we can talk about two classes of adversarial behavior:

53



e A passive adversary can only observe the inputs, outputs and intermediate values of a corrupted
party, however the party still follows the protocol. Such a party is often called semi-honest or
honest-but-curious. An adversary following the semi-honest model will try to break the secrecy
of a protocol by trying to extract information from the values that are available to him while
executing the protocol without deviations.

e An active adversary totally controls the corrupted party and actively tries to manipulate the
protocol in order to render it insecure.

The adversarial model used also depends on the computational resources available to him in terms
of time and storage. There are computationally-bounded (most often polynomially-bounded) and
unbounded adversaries. A classification also occurs between static and adaptive adversaries. The
former can corrupt a given subset of parties at the beginning of the protocol and cannot change this
subset during the execution, while the later can adaptively change the subset of corrupted parties while
the protocol is underway.

Finally, in the context of network security, an adversary can be local or global depending on his view
of the network. A local adversary can only view network traffic in a small portion of the network (e.g.
a wi-fi access point), whereas a global adversary can view network traffic in a significantly larger
portion of the network (e.g. ISP, governments).

In this thesis, we will typically have to do with computationally bounded, static, global adversaries. In
client-server models, clients can be actively corrupted, while servers can be semi-honest. This means
that we will generally not encounter a server that wants to cause a failure in the protocol. However,
even if a server does not follow the protocol, he cannot extract additional information, but can only
cause the protocol to malfunction.

A.3 Mixnets

Mixnets or Mix networks, introduced by David Chaum in [4], are a very useful tool for achieving
anonymity in many applications. In this section we will present the basic concepts of mixnets that will
be useful in the next chapters.

A.3.1 Definition

A mixnet is a multistage system that uses cryptography and permutations to provide anonymity [5].
It accepts an input batch of quantities and produces an output batch containing the cryptographically
transformed, permuted input batch.

Sender Addressee
\ Addressee

SENUEN m—- Addressee

/ Addressee

Sender Addressee
Xyqpa A.1: Simple decryption mix net

Its aim is to hide the relation between the sender and the receiver of a given message.
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A.3.2 Applications
Mixnets are used in a variety of setting including:
e E-voting
e Anonymous e-mail
e Anonymous Telecommunications

e Digital Currencies

A.3.3 Mixnet Properties

All mixnets should at some degree satisfy the Security, Performance and Implementation requirements
listed below [5] :

A. Security requirements: Mixnets have as a primary purpose to offer certain security guarantees to
the participating parties. These can be summarized by the points below.

1. Anonymity : The mixnet is designed to provide untraceability (unlinkability) as the basic property
between senders and receivers [1]. No one should be able to trace any input through the stages of
the mixnet. This notion of untraceability is captured by an anonymity set [7], [8], and the level of
anonymity can be quantified by using entropy of the anonymity set probability distribution [9, 10].

2. Integrity : The messages from the senders have to be anonymized by the mixnet without any
corruption of the data. An integrity check is provided in most mixnets by verification mechanisms
and checksum techniques.

3. Verifiability : The mixnet must provide some means for verification of the correctness of the
messages in the mixed output batch. This is most often accomplished by Zero Knowledge proofs
or Randomized Partial Checking [6].

4. Robustness against attacks : The mixnet must be robust against passive, as well as active, attacks by
an adversary. Various mechanisms are employed in a mixnet (both by the communicating sender
and receiver, as well as the stages) to ensure robustness.Note that the verifiability property is related
to robustness against some types of active attack, since verifiability ensures honest participation of
each stage.

5. Fault-tolerance : The mixnet must be able to tolerate a certain number of faulty stages among the
participating stages during its operation.

B. Performance requirements: Security and performance of a mixnet are naturally inversely proportional.
The performance metrics used to evaluate mixnets can be listed as follows:

1. Latency : The processing at each stage and the verifiability and other robustness mechanisms
in the mixnet take a finite amount of time, hence, adding to delay in the communications.
Low latency is crucial for real-time applications requiring anonymity (like anonymous instant
messaging). However, most of the security properties contradict latency, especially under low-
traffic conditions.

2. Throughput : This is a measure of the number of actual sender messages a mixnet can output
per unit of time. It provides an estimate of the overhead due to the mixnet. The overhead can be
mainly due to any traffic padding or dummy messages employed for robustness by the mixnet.
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C.Implementation Requirements: While providing security and performance guarantees, the mixnet
must also be implementable. More specifically the following requirements must be addressed.

1. Scalability : In a mixnet, the level of anonymity can be enhanced by increasing the number of
participants (increase in the batch size) and/or increasing the number of stages in the anonymous
path. However, scalability of the mixnet, with respect to the number of inputs and stages, is
mainly limited by the latency requirement.

2. Efficiency : The mix network protocol must minimize complex computations and communications.
The computational complexity is measured mainly in terms of modular exponentiations or number
of cryptographic operations required in the protocol computations. Communication complexity
is often measured in terms of the number of interactions needed between entities participating
in the protocol.

It is important to notice that for each application, some of the above requirements are much more
important than others. For example, in the e-voting setting, very strong security and robustness requirements
must be guaranteed but the latency of the system is of secondary concern. On the other hand, in

the implementation of a real-time messaging service, low latency is necessary, sometimes with a
relaxation of security and robustness guarantees.

A.3.4 Mixnet Topologies

Mixnets generally consist of several mix servers that process data sequentially. For the interest of
this thesis, we will consider only the cascade topology, where messages are grouped together to form
batches, and all messages in a batch follow the same (agreed) path along a fixed number of mix nodes
with the same timing. In the remainder of this thesis we will assume that by referring to a mixnet we
refer to this topology. Mixnets that follow this topology are considered secure if one of the mix servers
follows the protocol.

Mixing by stages

TZ 5
.g § a——p [ $a Touta ToutC
E2 b—» | STAGE STAGE | | STAGE | | STAGE | — p- 4@ b T, Ty Tout, Tout
SE c— 1 2 3 4 —px5 | ! | io d >
29 d—> =o | } | } | time
£k 3 1 I m
) >
Arrival of the inputs  Departure of mixnet
(b) to the mixnet output batches

Xyfqpa A.2: The cascade topology

A.3.5 Mixnet Types

A. Decryption Mixnet:
Decryption mixnets were introduced in [4] and are the most popular mixnets with many applications.
In decryption mixnets, the sender is required to encrypt the message with the keys of the stages, thus
forming an onion.

Hence, a stage can change the appearance of its inputs by decrypting with its key. This can be
accomplished with the use of public key cryptosystems such as RSA, ElGamal.

B. Hybrid Mixnet:

The Hybrid mixnet [14, 15] is a more efficient variant of the Decryption mixnet. The functionality is
generally the same, except that in the Hybrid mixnet, public key encryption (e.g. Diffie-Helman [13])
is used only to share a symmetric key with which the remaining payload of the message is encrypted.
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Xyqpae A.4: A decryption mixnet

Thus, the computational burden of public key encryption is drastically limited.

C. Reencryption Mixnet:

As opposed to the work done by a mix server in a decryption mixnet, the role of which is to partially
decrypt and permute its inputs, that of a mix server in a re-encryption based mixnet [12] differs as
it now re-encrypts and permutes its input ciphertexts. The El Gamal cryptosystem, among others,
offers this nice re-encryption property. In contrast to a decryption mixnet, where the input messages
are successively encrypted using the public keys of the individual mix servers, here, the inputs are
encrypted under the joint public key of the mix servers and then submitted to the mixnet.

D. Variations:
Variations of the above basic mixnet concepts, such as the Universal Re-encryption Mixnet [16], exist
but are out of the scope of this thesis.

A.4 Secure Multiparty Computation

A.4.1 Whatitis

Secure Multiparty Computation (SMC or MPC), is an area of cryptography concerned with methods
and protocols that enable a set of users uy, . . ., u, with private data dy, . . ., d,, to compute the result
of a public function F'(dy,...,d,), without revealing their private inputs. Secure computation was
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formally introduced as secure two-party computation (2PC) in 1982 by Andrew Yao,[21] the first
recipient of the Knuth Prize, and was soon expanded to the multi-party setting. There exist several
generic SMC constructions that receive as input a description of an algorithm (in some form) and the
distribution of the inputs among the data owners and produce as output the description of a secure
protocol that implements the algorithm in a privacy-preserving manner. In most cases, some form of
secret sharing of the inputs, such as additive or Shamir secret sharing [24] is used and the protocol
proceeds to produce a sharing of the output. Most known SMC frameworks, such as Fairplay [22],
VIFF [27], Sharemind [25] etc. need the function as a circuit, either made up of boolean gates or
as an arithmetic circuit over a sufficiently large field GF(p). This is a highly non-trivial matter as
most useful functions use loops or recursion. Generally, each implementation follows either the Yao
paradigm, the GMW [23] or some combination of those. The main difference of these two approaches
is that Yao’s approach required the generation of a garbled circuit and the evaluation of the function on
it, whereas the GMW approach requires communication during the evaluation of any multiplication
(or binary AND) gate.

A.4.2 Security in SMC

Generally SMC protocols can be information-theoretically secure in the passive (semi-honest)
adversary model for ¢ < n/2 corrupted parties. That is, for unconditional security an honest majority is
needed. On the other hand, using cryptographic security assumptions protocols can be constructed that
can tolerate any number of semi-honest adversaries. Concerning active adversaries, SMC protocols
can be constructed that can provide cryptographic security against t < n/2 corrupted parties.

A.4.3 The GMW protocol simplified

The GMW protocol, introduced by Goldreich,Micali and Wigderson in 1987 is an SMC protocol
enabling the joint computation of any boolean circuit and therefore any boolean function. Concerning
security, GMW was originally built to tolerate only passive adversaries but was soon expanded in
order to function against malicious adversaries as well. The protocol works by sharing each input
bit into n shares, where n is the number of the protocol’s participants. This sharing can be a simple
additive secret sharing mod2 (more on this in the example below). Then, the parties involved compute
the gates at each level of the boolean circuit jointly. It has to be noted that gates at the same level of the
circuit (all their input wires are known at the same round of the protocol) can be computed in parallel
given adequate communication bandwidth between the servers, thus making the depth of the circuit
the most important performance parameter. As we will see in our example, XOR and NOT gates can
be computed basically for free, as they are linear functions on the input shares and therefore the output
shares will remain a valid sharing of the result of the gate. Only AND gates require a special protocol
to run in order to be evaluated. This sub-protocol is named 1-4 Oblivious Transfer [35] and makes it
possible for a receiver to receive one of four values held a sender without the sender knowing which
value has been sent and without the receiver knowing the other three values which were not sent. It
has to be noted that OR gates aren’t a separate concern, as they can easily be constructed using AND
and NOT gates. At the end of the execution of the protocol, each of the final output wires will contain
a share of the function’s output. These shares can be sent to the desired parties that will simply add
them (mod2) and reconstruct the output of the function.

A.4.4 A simple 2-party example

Let us assume that we have two parties P; and P, who are in possession of two inputs = and y
respectively and want to securely compute a function of these inputs. The parties may not necessarily
be in possession of the inputs x and y, but can alternatively be in possession of their a and b shares.
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The desired function has been represented as a boolean circuit C' consisting of XOR,AND and NOT
gates. The protocol proceeds as follows:

e Initialization: = — {z1, ..., z;}, where x; denotes the i-th bit of z. Similarly y — {y1, ..., yx}.
Both parties start by splitting their input bits into a and b shares, with the former held by P; and
the latter by P5. For every input wire w, its value is denoted by p,, = a., @ by,,. The splitting can
be done the following way:

Yw € {wl,...,wk}

Sample aj, < {0, 1}

by, = T © ay,

Similarly, P, splits y into a¥,, and by, where i € {1,. .., k}. After the split is done, P; keeps all
of the a,, shares and P keeps the b,, shares. At this stage, r; = ay, @ by, and y; = al,, @ by,

e Execution: Given a gate G, we want to evaluate G(x;, y;) without P; learning the value of y;
and P, learning the value of z;.

XOR gate

To evaluate x; & y;, we can simply have the parties compute their shares separately because
i © yi = (ag, ® by,) @ (aw; ® bu,) = (ag, @ aw,) & (by, © bw).

NOT gate

For the NOT gate, we wish to evaluate the inverse of an input w; = a,,, ®b,,,. In order to achieve
this, we can simply flip the output bit held by one of the two players. This player can be decided
in advance and be the same for all NOT gates.

AND gate

In this situation, we need to compute z; A y; = (a,, @ by,.) A (aiy, & biy,). We would like each
party to finish the evaluation with one bit each, but in the meantime learning nothing about the
other party’s initial share. In order to achieve this, we will make use of the 1-4 OT protocol.
LetT = x;Ay;. P randomly samples o <— {0, 1}. Then, the following table (A.1) is constructed

privately by P;:
bi || b2 | T = (af, ®b1) A (ath, ® b)
0 0 Qg S0 =0 D oy
0 1 1 s1=0®dDay
1 0 Qs S9 =0 D ay
1 1 a3 S$3 =0 D a3

IMivaxag A.1: 1-4 OT matrix

Then, P uses 1-4 OT to retrieve the correct result, that is the result that satisfies by = by, and
by = bi,,. The details of the 1-4 OT protocol will not be presented as part of this thesis. However,
it is possible to make use of preprocessing and make the 1-4 OT protocol very efficient.

The example described above gives us a rough guide as to how SMC protocols work. On the part of
the circuit designer, efficiency generally depends on the depth of the circuit counting only AND gates
and to a lesser extent on the total number of AND gates.

A5  Aiktva tagvopnong

A.5.1 Introduction

Sorting networks are circuits that solve the sorting problem on any set with an order relation.
Without loss of generality, we shall only consider sorting of integers. Sorting networks are devices
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built up only of wires carrying values and comparator modules that connect pairs of wires and that swap
these values if they are not in the desired order (according to a given order relation). What sets sorting
networks apart from general comparison sorts is that their sequence of comparisons is set in advance,
regardless of the outcome of previous comparisons. They were first introduced by Armstrong, Nelson
and O’Connor in the 1950’s [17] and surprisingly research has not stopped since, intensified by their
use in modern parallel hardware architectures and Secure Multiparty computation. Various algorithms
exist to construct simple and efficient networks of depth O(log?n) and size O(nlog?n) . The three
more used ones are Batcher’s odd-even mergesort and Bitonic sort [18] and Shellsort [19]. All three
of these networks are simple in principle and efficient. Sorting networks that achieve the theoretically
optimal O(log™) and O(nlog™) complexity in depth and total number of comparisons, such as the
AKS-network [20] exist, but the constants involved are so large that make them impractical for use.

A.5.2 Batcher’s odd-even mergesort

Batcher’s odd-even mergesort algorithm, in contrast to the traditional mergesort is not data-dependent,
that is the same comparisons are performed regardless of the input. The algorithm odd-even mergesort
and the called procedure odd-even merge is described below:

Algorithm 1 Odd-even merge

Input: sequence ay, . .., a,—1 whose two halves ag, ..., a, /21 and a, /2, ..., an—1 are sorted (n is
a power of 2)

Output: the sorted sequence of length n

if n > 2 then
1. apply odd-even merge (n/2) recursively to the even subsequence ag, ao, . . ., a,—2 and the odd
subsequence ai, as, ..., an—1
2. comparison [i:i 4+ 1] forall ¢ € {1,3,5,7,...,n — 3}
else
comparison [0:1]
end if
return sequence ag, ..., ap—1

Algorithm 2 Odd-even mergesort

Input: sequence ao, - - ., ap—1, N a power of 2.
Output: the sorted sequence of length n

if n > 1 then
1. apply odd-even mergesort(n/2) recursively to the two halves ao,...,a,/;_; and
p/2; - - - an—1 of the sequence
2. odd-even merge (n)

end if

return sequence ag,...,0np—1

The exact number of comparators needed to sort n elements is: n — 1 + %

with depth
logn(logn+1) log’n
2

. We could say that this merge sort network needs =4 steps of 5 comparators each. This

makes Batcher’s network the most efficient of the three proposed. An example of the network for 8
inputs is shown in figure A.5.
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Xyqpae A.5: example of Batcher’s mergesort network

A.5.3 Correctness of Batcher’s algorithm

Correctness of Batcher’s sorting network can be proven based on the 0-1 principle of Knuth
(proof in [36]) that states that if a network can sort every sequence of 0’s and 1°’s, then it sorts every
arbitrary sequence of values. We will prove the correctness of the merge algorithm by induction (proof
presented as in [30]).

If n = 21, the sequence is sorted by the comparison [0:1]. Now for n = 2%, k > 1 we assume that the
algorithm is correct for all smaller & (induction hypothesis).

Now consider the 0-1 sequence @ = «g,...,a, — 1 to be arranged in rows of an array with two
columns. The corresponding mapping of the index positions is shown in figure A.6(a), for n = 16.
Then, figure A.6(b) shows a possible situation with a 0-1 sequence. Each of its two sorted halves
starts with some 0’s (white) and ends with some 1°s (gray). In the left column, the even subsequence
is found, that is all the a; with ¢ even, namely ag, as, a4, . . . . In the right column the odd subsequence
is found, that is all a; with ¢ odd, namely a1, as, as, . . .. Just like the original sequence, the even as
well as the odd subsequence consists of two sorted halves.

By induction hypothesis, the left and the right column are sorted by recursive application of odd-even
merge(n/2) in step 1 of the algorithm. The right column can have at most two more 1’s than the left
column (figure A.6(c)).

Finally, after performing the comparisons of step 2 of the algorithm (figure A.6(d)), in each case the
array is sorted (figure A.6(¢)).
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Mopaptnpo B

Awa@opikn wroTikoTnTo (Differential Privacy)

B.1 T pumopovpue va katopOdcovpe

In an anonymous messaging protocol, achieving strong-semantic privacy comes at the cost of large
communication and computation overheads. (see broadcast-clique based protocols). In order to make
such a system near real- time, we need an alternative, relaxed notion of privacy. One such notion, that
intuitively fits the problem, is Differential Privacy [3]. In this chapter, we define and study differential
privacy in the message-exchange setting.

B.2 Plausible deniability.

Before formalizing the notion of Differential Privacy, let us see an example of what plausible
deniability can offer taken from [3]. Randomized response is a technique developed in the social
sciences to collect statistical information about embarrassing or illegal behavior, captured by having
a property P. Study participants are told to report whether or not they have property P as follows:

1. Flip a coin.
2. If tails, then respond truthfully.
3. If heads, then flip a second coin and respond “Yes” if heads and “No”, if tails.

In the above setting, Privacy comes from the plausible deniability of any outcome. In particular, if
having property P corresponds engaging in illegal behavior, even a “Yes” answer is not incriminating,
since this answer occurs with probability 1/4 whether or not the respondent actually has property P.
In the context of anonymous communication - message exchange, plausible deniability would mean
that a user participating in such a protocol, will have plausible cover stories for her actions. This is
what Differential Privacy comes to formalize.

B.3 H Awg@opwn IoioTikéTnTO TUTIKE,

Differential Privacy is not a new privacy notion. It has been used for years by database curators
to assure people that statistical analysis of their records cannot expose any individual’s private data.
However, the use of Differential Privacy in the context of anonymous communication is a fairly new
idea. That is why we will try to view the problem of message exchange as a problem of keeping the
state matrix S private, while facilitating the exchange of messages.

Definition B.1. (Probability Simplex): Given a discreet set B, the probability simplex over B, denoted
A(B), is defined to be:
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A(B) = {x e RIBI: 2, > 0 foralliand lei = 1}

Definition B.2. (Randomized Algorithm): A randomized algorithm M with domain A and discreet
range B is associated with a mapping M : A — A(B). On input « € A, the algorithm M outputs
M(a)) = b with probability (M («)), for each b € B. The probability space is over the coin flips of
the algorithm M.

In the setting of anonymous messaging, we will think of databases x as instances of the binary
state matrix S, as in Table 1.2 . From here on, we will refer to S as the set of all action matrices. Our
universe X will be the set of all possible database entries, which is all possible rows of our binary
action matrix .S. It represents all possible actions a single user can perform. In the setting of n users,
X is the set of the n combinations of n — 1 zeroes and one 1.

Definition B.3. (Distance Between Databases): The distance between two databases x,y € S is
defined to be:

i=1,....,n
1 J

|z —yll =3 |Ali, 5] = Bli, jl

i=1,...,n

This distance shows how many users perform different actions in the two databases. For example, if
||z — y|| = 1, only one user’s action differs.

Definition B.4. (Differential Privacy): A randomized algorithm M with domain S'is (e, J)-differentially
private if for all S C Range(M) and for all z,y € S such that ||z — y|| < 1:

PriM(z) € 8] < exp(e)PriM(y) € S|+ 46

In the setting of anonymous communication, what differential privacy ensures is that given a
run of the mechanism M (z), the output observed is (almost) equally likely to be observed on every
neighboring database, simultaneously, with probability 4. Typically we are interested in very low
values for 0, because a high value for 6 will make it possible, given an output & ~ M(x), to find
a database y, such that £ is much more likely to be produced when the database is y than when the
database is z.

Remark B.1. Viewing this definition along with the definitions of section A.1, we easily have that a
mechanism M is:

1. e-differentially private if and only if on every two neighboring databases = and y, Do (M (2)||M(y)) <
e and Do (M(y)||M(x)) < e.

2. (e—0)-differentially private if and only if on every two neighboring databases = and iy, D?_ (M (z)||M(y)) <
e and D3, (M(y)[|M(z)) <e.

Finally, it is easy to prove the following combination theorem:
Ozopnpe 1. Let M; : S — R; be an (g, 9;)-differentially private algorithm for i € [k]. Then if
Mg S — Hle is defined tobe M (z) = (M1(x), ..., Mi(z)), then My is (Zf:1 Ei Zle 3i)-

differentially private.
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B.4 O pnyoviepog Laplace

Differential privacy assumes the use of randomness on the output of mechanism M. The Laplace
mechanism uses randomness drawn from a Laplace distribution to achieve differential privacy. But
before introducing the mechanism, we need to make some definitions.

We will view the information fi, fo leaked to the adversary, as numeric queries on a database x € S.
Numeric queries are functions f : S — R¥. These queries map databases to & real numbers.

Definition B.5. (¢;-sensitivity): The /,-sensitivity of a function f : S — R is:

The ¢;-sensitivity of a function-query f captures the magnitude by which a single individual’s data
can change the function f in the worst case. In our setting, it expresses the maximum difference of the
information leaked to the adversary, between two scenarios differing only in the actions of a single
user. In other words, it is a metric of how much the actions of a single user influence the observable
variables of the system. Intuitively, we can assume that the higher the ¢; -sensitivity of a function, the
more noise is needed to achieve a given degree of privacy.

Definition B.6. (The Laplace Distribution) : The Laplace Distribution centered at p with scale b is
the distribution with probability density function:

Lap(a|p.b) = gyeap(~=5")
The variance of this distribution is 02 = 2b2. In most cases we will write Lap(u, b) or even Lap(b)
when p is zero.

We will now define the Laplace Mechanism. The mechanism introduces laplacian noise to each
coordinate of the function f. The scale of the noise is calibrated to the sensitivity of f as will be
shown below.

Definition B.7. (The Laplace Mechanism) : Given any function f : S — R¥, the Laplace Mechanism
is defined as:

ML(xaf(')vE) = f(x) + (Y17 e 7Yk)

where Y; are random variables drawn from Lap(y, %)

Osdpnpa 2. The Laplace Mechanism preserves (,0)-differential privacy.

Proof: Let z,y € S such that ||z — y|| < 1, and let f(.) be a function f : S — R*. Let My (x, f,¢)
denote the output of the Laplace mechanism for input database x, and M, (y, f,€) the output of the

Laplace mechanism for input database y. We compare the two at some arbitrary point z = (z1,..., 2x) €
R,
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The first inequality follows from the triangle inequality, and the last follows from the definition of
sensitivity and the fact that ||z — y|| < 1.

B.5 Tivonpaiver apoktika n Awe@opkn Idwotikotnto

Differential privacy, as defined in Definition B.4, provides a bound to the additional knowledge
any adversary can gain by looking at the output of the system.At first sight, the mathematical definition
doesn’t seem to translate into a real-world privacy assurance. Let’s take as an example a scenario
described my a matrix such as in table 1.2.

wser id [ 1[2]..[i]...[j]..[n]
1 ofrfoJoJoJo]o
2 1fojoJolofo][0]oO

[e)

n ||1{0]0 0|0 ]1|0]O0

MMivaxkag B.1: the binary state matrix State

Suppose the adversary wants to extract information about whether user u; is talking (sending messages)
to user u; (75(j)) or not (!75(j)). The adversary A, may know all rows of the above matrix except the
it" and the j*". This is equivalent to A controlling all other users participating in the protocol, except
these two. Furthermore, A has a prior belief 0 < P, < 1 that the specified communication is
taking place. Additionally, let z € State stand for the instances of the above matrix where user u; is
talking to u;, and y € State, where she is not.

Now lets suppose that a mechanism M implements the functionality of message exchange as defined
in the ideal functionality of figure 1.1, while leaking information f; = M(z),z € State, to A (z
here stands for the reality as depicted in a binary state matrix). M (z) can be viewed as a vector of
numerical values (M (z) € R™) and it is all the adversary learns after the execution of the mechanism.
Finally, let S € 2R" stand for the set of possible adversary observations which incriminate user ;.
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That is, if the adversary observes an output belonging to .S, then he strongly believes that the users are
communicating. We will see what happens when the adversary observes such an output.

PriM(z) € S|T;(7)] - PriTi(j)] + Pr(M(z) € S|I'T;(7)] - Pr{'Ti(5)]
_ PriM(z) € S]- Pr{Ti(j)]
PriM(z) € S]- PrTi(j)] + Pr[M(y) € S]- Pr{\T;(j)]

The above quantity can be written as:

(B.1)

where:

I, := Pr[M(zx) € S]
II, := Pr{M(y) € 5]
M= P?"[E(] ] = Pprim‘

Now let’s define the adversaries advantage a:

Definition B.8. The advantage « gained by the adversary after observing the output of the protocol
is defined as the ratio of the probability that user u; is talking to u; after the adversary has made his
observations, over his prior belief that this communication is taking place. That is:

_ PriTi)|M(z) € 8]
I

We would like to show that this advantage « is bounded by some value.

Now for amechanism that s (¢, 0) — differentially private, (instances where we have (¢, 0) — differentially
private mechanisms will be discussed later) we have easily from definition B.4 that:

Pr[M(z) € 5]
Pr[M(y) € S] —

A

I
e — <ef — HJ >e® (B.2)
T

Thus, definition B.8, along with equation B.1 yields:

_PIT(IM(E)es]

"
11,

S ILp I (T-p)
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Tptes(l-p)
o€
- 1—(1—e€)u

The inequality comes from equation B.2 and the fact that p < 1, given p is a probability. Given the
above, we have for the adversary’s advantage:

65

For a practical example, lets assume the adversary A has prior belief Pp,;,, = it = 0.5 that user u; is
talking to user u;. If the mechanism provides (In2, 0) - differential privacy, then equation B.3 yields
o < %, thatis PrT(i,j)|M(z) € 5] < 3.

This means that the adversary, who had a prior belief of 50% that the users were communicating, now
is at most 67% sure they are talking.

Equation B.3 bounds the advantage achieved by the adversary for any set .S, and thus for any possible
algorithm the adversary can use to extract knowledge from the leaked information. For any observation
made by the adversary, there is a substantial possibility that either scenario (z, y) corresponds to
reality. This is how differential privacy provides plausible deniability for the users.

Having presented a concrete example, it is easier to understand what differential privacy promises
in the context of anonymous communications. However, it is still somewhat difficult to quantify the
belief of an adversary for a given scenario.

B.6 XvvOegon g Avegopikiig IowwTikoTnTOS

For a mechanism that offers a given degree of (differential) privacy in any given round, it is very
important to study how privacy degrades as time progresses. For example, a conversation that spans
over several rounds becomes more and more easy for the adversary to discern. Thus, we present
the known results on composition of differentially private mechanisms, after we have defined what
composition means.

B.6.1 Defining Composition

As explained in [3], we would like our definition to cover active adversaries that can alter the
databases (action matrices) being input to future mechanisms. Thus, we model composition through
the experiment presented in [3] and described below. Let F' be a family of database access mechanisms.
For a probabilistic adversary A, we consider two experiments, Experiment 0 and Experiment 1, defined
as follows.

Experiment b for family F' and adversary A:

Fori=1,...,k:

1. A outputs two adjacent databases x? and x%, a mechanism M; € F', and parameters w;.
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2. Areceives y; €r M;(w;, mi’)

We allow the adversary A above to be stateful throughout the experiment, and thus he may choose the
databases, mechanisms, and the parameters adaptively depending on the outputs of previous mechanisms.
We define A’s view of the experiment to be A’s coin tosses and all of the mechanism outputs (y1, . . ., Yx)-
(The xf ’s , M;’s and w;’s can all be reconstructed from these.) To understand the experiment better,
consider an adversary who always chooses :c? to contain the row that Alice is sending messages to
Bob, and :vll to differ only at the specified row (Alice is doing something else). Then, Experiment 0
can be thought of as the reality and Experiment 1 as Alice’s cover story. The intuition is that Alice
wants to have a guarantee that the adversary can’t tell apart, given the output of all £ mechanisms
(after k£ rounds), whether or not Alice ever sent a message to Bob. The formal definition follows.

B.6.2 Differential privacy under k-fold adaptive composition

Definition B.9. We say that the family F' of database access mechanisms satisfies e-differential
privacy under k-fold adaptive composition if for every adversary A, we have D (VO||[V!) < ¢,
where V? denotes the view of A in k-fold Composition Experiment b, above. (&, 6)-differential privacy
under k-fold adaptive composition instead requires that DS (V?||V'!) < e. The statistical distances
Do, and D are as defined in section A.1.

Now, we would like to know how the differential privacy provided by a mechanism in one round,
degrades over k rounds. To this end, we have the following theorem, proven in [3]:

Ozdpnuoa 3. (Advanced Composition). For all €, 6, &’ > 0, the class of (g, §)-differentially private
mechanisms satisfies (¢/, k6 + ¢’))-differential privacy under k-fold adaptive composition for:

e’ = /2kin(1/6")e + ke(e® — 1).

This gives as the following corollary:

Corollary B.1. Given target privacy parameters 0 < & < 1 and &' > 0, to ensure (¢, kd + &)
cumulative privacy loss over k rounds, it suffices that for each round the mechanism is (¢, 0)- differentially
private, where

8/

ST o 2kn(1)5))

The above corollary gives a rough guide for how to set € to get the desired privacy parameters under
composition. Obviously, theorem 3 gives tighter bounds and should be used with actual implementations.
From all the above, we see that the factor € degrades with Vk, and § with k, where k is the number of
rounds. We will return to this topic, with specific examples in the next chapter.
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