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Amayopevetal n aviypa@r], amoBnKevon Kol Slavopn g TapoLoag epyaciag, €§ oAOKATpovL 1
TUNHOTOG QUTHG, Y10 EUTTOPIKO oKOMO. Emtpénetan n avatdnwor, arnodnkevuon Kot Siavoun yio
OKOTIO [N KEPSOOKOTIKO, EKTIOOEVTIKTG 1) EPEVVITIKIG GVONG, LTIO TNV TIPOVTOBECT Vo avaQEPETaL
1 TNy TPOEAELOTG KAl Vo SlaTnpeitat To mapov pnivupa. Epotipata mov a@opoly T Xpron g
epyaoiog ylo KepSOOKOTIIKO OKOTO TIPETIEL V& amevBuvovTat Tpog TOV GLUYYPAPEQ.

O1 anmoyYelg Kal Ta CUUTIEPACHATA TIOL TIEPLEXOVTAL OE ALTO TO EYYPAPO EKPPALOLY TOV GLYYPOYEX
Ko Sev IpEMEL va eppnvevBel OTL avTimpoownevovy Tig emionpeg Béaelg tov EBvikod Metadiov
[ToAvteyveiov.



HepiAnym

LKOMOG NG MapoLONG SUTA®HATIKIG EPYAOing, eival N avamtuén Hiag oOyXpovnG LTNPESING VEQPOULG
amoBnkevong N omoiax B mapéxel peylotn aoeaieia. H xprion touv végoug amobrikevong onpepa
eivan 6eSopévn, Kot 0 XprioTng Propet va €xel pooaon oTig TANPOQPOPieg TOL Ao THVTOV, 0AAX 0L
EYYUNOELG Y& TNV OOQAAEIR TIOAAEG QOPEG Sev elvarl KAVOTONTIKEG. Ol TEPLOCOTEPEG QMO TIG
ETOPEIEG IOV TIPOCPEPOLY TIG LTINPECIEG TOUG OTOV TOHEN, Sev SNOOCIOTOIOVY TOV KMSIKK TIOU
XPT|OHOTIO00V KOl €TO1 SEV LTIAPYXEL 1) SLVATOTNTA EAEYXOL TNG Slaxeiplong Twv SeSOPEVOV TOUL
XprjoTtn. Auto Snpiovpyel emmAgéov ap@BoAieg yiax TNV ac@aAelx TV Se60HEVAOV Kl TNV TTPOCTHCIX
NG WOIWTIKOTNTAG TOL XPrOTN— KL €V TEAEL TNG SLVATOTNTHG Yyl EAEVLBEPT XprioT TNG LTINPETING.
AvtiBeta, yix v avantoén g vmnpeoiag pog Baol{OHaO0TE KATA KOPOV 0€ AOYIGHIKO OvOIKTOU
KQOOIKA, EQAPHOLOVLE TNV LTIAPXOLOR TeXVOoAoyix ao@aAoLGg http cUVSeoNC, Kal amayopeVOVHE TN
npoofaocn ota  SeSopEva TOL XPNOTH, €KTOG TV TEPUTTOOE®WY TOL OMOCTEAAOVIOL T
napaAapfavovial apyeia, amokAsioviag €10l TG epMTwoelg embéoewv oung Plag. H vmnpeoia
Baoileton og tpia cvompata: Tov Owncloud-Server, o omoiog mapéyel Tig Suvatdtnteg TPoOcBacng
ot amoBnkevpéva dedopéva, tov Mqtt Broker o omoiog emitpénel mn xpron €vog eAa@pol Kot
amoSOTIKOL TIPWTOKOAAO emikowvwviag, kot tov Android Client mov eivon vmevBuvog ya 1o
OLYXPOVIOHO KOl TN Topousioon Twv MANpogoplwv Tov xpnotn. Ko ta 1plac ovotipata,
Aertoupyovlv pe Tig TeAeutaieg ekddoelg mov eivon SraBéoipeg, o€ MOAAX AEITOVPYIKA GLOTHHATA.
It mepintwon mov kamowo cvotnpa dev propel va cuvepyaotel, TpofAEnovion Sadikaaieg mov
e&ao@aiilovy Vv vmnpeoia o€ ouvBNKeg Aettovpyiag.

Aé&arg-kAerha:

Internet, Domain, Privacy, Cloud, Open Source, [SiwtikotnTte, Okt Ynnpeoia, Négog
AmnoBnkevong, Android, Linux, Raspberry Pi, MQTT, Client-Server, AcodaAela, IIpocomka
dedopéva



Abstract

The purpose of this thesis is to implement a contemporary, secure cloud storage service, providing
maximum security. The use of cloud storage nowadays is ubiquitous, so users can access their data
from everywhere; however, security is not warranted in a satisfactory manner. Most of the
companies specializing in the sector do not open source their products, and so the manipulation of
the user data cannot be checked. This raises questions concerning the security of the data and user
privacy — and of the possibility to use the service freely after all. Instead, to develop our service we
use chiefly open source components, we implement the HTTPS specification and prohibit access to
user data, except when uploading or downloading, thereby excluding the case of a successful brute-
force attack. The service is based in three components: the Owncloud-Server, which provides
storage and processing, the Mgqtt Broker which enables the use of a light and efficient
communication protocol, and the Android Client which is responsible for the synchronization of the
data, and its presentation to the user. All three components can run in their latest versions, in many
operation systems. In case a component cannot cooperate, we take measures to reassure the security
of the service under operation.

Keywords:

Internet, Domain, Privacy, Cloud Storage, Open Source, Home Service, Android, Linux, Raspberry
Pi, MQTT, Client-Server, Security, Private Data



Evyapiotieg
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BorBe1d Tov KAT& TNV €KMOVNON NG apovoag epyaciag. TéAog, Ba BeAa v eLXAPIOTIO® TOLG
kaBnyntég pov Evotdbio Zuka, MiyanA GgoAdyov ko 'ewpylo ZtaotvomovAo yio 0An ) PonBeid
TOULG GTNV TIPOCEYYLOT] HOL TNG €VVOlaG TV SIKTU®V Kal TOL €Qappoopévou Internet.
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1 Elocaywyn

1.1 >komdC TNC SIMAWUATIKAC €pyaoiac

O okomdg avTrg TG SIMAWHATIKNG Epynaiag, eival v STHIOVPYCGOVHE Hia GUYXPOVI], IO1OTIKT] KOl
TOAD ao@aA] LTnpeoia VEQOLg amoBrKeLoNG, Pe TO eAGYloTo Suvatd kKootog. H vmmpeoia Ba
aneLOVVETAL O OIKIKOUG XPNOTEC, KOl € TIOAD HIKPEG ETYEIPT|OELG.

O1 vmnpeoieg vEPoug eival SIASIKTUAKEG LTINPECIEG, TIOL TIAXPEXOLV GTOLG XPNOTEG TOLG TIPOTPaon
0T OpXEIX TOLG QTG OTOLONTIOTE, APKEL VX LTIAPXEL GUVEEDT] OTO S1ASIKTLO KOl VO KATEXOLV MK
ovokevn pe mpdofaocn oe avtd. TTAéov eivonr mMOAD €OkoAo va oTeidel €vag Xpnotng &va
VTTEPOVVOETHO €VOG SSIKTLAKOD AVTIYPAPOL TOV KPXEI®V TOUL, Ta OToio évag GAAOG HTopEl va
Katefaoel ot OIKI| TOU OUOKELN. AULTO €xel HEYOAO OVTIKTLTIO OTOLG TOElG TNG Snpovpyiag
AVTIYPAP®OV XOQOAEING, TNG OLVEPYQRTIOG HE KOWVOXPNOTH E£YYpa@a, KOl €miong €xel SO0EL 0TI
KIVNTEG CLOKEVEG TIOAD HEYAAT QLTOVOHIN OTOV AMOBNKEVTIKO TOLG XWPO.

[ToAAég amd Tig vmnpeoieg MpowBoLvTaL amo €TOPEiEg TTIOL €XOLV ATOKTNOEL PEYGAN LITIOANYT OTO
XOpo NG TexvVoloyiag onwg ) Google, T Microsoft, Tn Dropbox kot GAAeg. To yeyovog auto €xel
OULVTEAEDEL KATA HEYOAO AOYO oTn SNUOTIKOTNTA TOUG, OAAG LTIAPXOLV OPKETEG adLVOPIEG Kot
TIEPLOPLOHOL TTIOL GLVOSEVOLV TN XPT|ON TOUG.

AVOTUXOGE, Y1 S1IAPOPOLE AOYOLG TTOAAEG oMb TIG LINPETiEg VEPOUG, Sev eivat ae BEam va
TIPOOTATEYOLV T TIPOOWTIIKA OTOLXEIX TV XPNOTMV TOVG, KA1 £XOLV KATAYPOAQEL TIEPUTTOCELG TIOAD
HEYGA®V emTuXNUEVQV emBEéoewy. Emiong, yevikd map€xouy moAD HIKPO amoBnKELTIKO XOPO Kal
TMOAD Baoikég vnnpeoieq ae 0G0LG eV €XOLV GLVOPOUT, AAAX KX OGOL £X0LV GUVEPOUT] TTATPOVOLY
HEYAADTEPO KOOGTOG oo TNV aia Tov TTPoidVTOog IOV ToLG SlatibeTar. ApKETEG POPEC, £XOLV
OTOHATNOEL TN AELTOLPYIN TOUG, KO EXOLV AVAYKATGEL TOVG XPNOTEG VX avA(NTIGOLY 0AAOD XDPO Yo
T Sedopéva Toug. TEAOG 01 EQUPHOYEG TIOV OXETI(OVTOL [E P10 TETOLX LTINPECIA €V YEVEL deV
HTIOpOVV va xpnotpomnoinfoly o€ kamowax GAAN, Kat givon advvatn n ouvaBpolon anobnkevTikov
XOpou amo Sidpopeg vnmpeoieg o pia.

Ta TOXPATIAVG HELOVEKTIHATA OTOOSNTIOTE TIPOBANHATIOVY KABE XPrOTH ALTAOV TV LTINPETIAOV, Kal
BEToLV aKOPM KOl TN TMEPIMTWOoN TNG Hn XPNONG TOug WG pia peaMoTIKT €mAoyn. XTa €MOpEVA
KePaAoa, B avaADOOLPE TOV TPOTIO HE TOV OMOI0 UTOPOVHE VA OVOMTTUEOVLHE HIX OGULYXPOVN),
AC@OAT Kal I01TIKT LINPecia VEQOLE, 1) omoia Ba €xel T SuVATOTNTA LIIOCTAPLENG TIOAD PEYRAOL
amoBNKELTIKOV XWOPOL HE OIKOVOHIKA GLHEEPOVTH TPOTIO, Ba AetToupyel e’ adploTov, Kol Ba pmopet
va eplopidel anoteAeopatikd ) TPOoBacn oTa deSopEVA TOL XPNOTN.

1.2 Aoun TNC OLMAWMRATLKNG €pyoolog

210 KEQAANLO 2 YIVETOL PO GUYKPITIKT] HEAETI T@V AVGE®V TIOL LEIOTAVTOL PEXPL OTIYHNG KOl TV
TIAEOVEKTNHAT®V TNG ADOTG IOV TIPOTEIVOVHE O€ QLT TNV Epyaaia.
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10 KEPAAOLO0 3 aVOPEPOHAGTE OTNV KPXLTEKTOVIKI] TOL GLOTHHATOG TToL B LAoTIO oL E, SNAST|
T HEPN b Tar omoia aVTO amoTeAital, Kot g aAANAemdpouv. X1o 1610 Ke&Aalo, avaPepOUNOTE
0€ OAX TO ELOIKG OTOLXELX TTOVL XPNOHOTOLOVVTAL YA TNV AVATITLEN TNG AVONG.

ZT0 KEPAAXIO 4 ovOoQEPOLHE AETTTOPEP®G TIG OSldiKacieg oL amoITOLVTOL TIPOKELHEVOL VO
EYKATAOTNOOVE TOV PaOIKO €ELMMPETNTA TNG LMNPECING HOG, KOl Vo Yivel TPOoBAoiog amd to
Internet.

Zto kepahoo 5 Betovpe ta Bepéha NG ao@oAoLG  e@appoyng-meAdtn Android mov Ba
SNH10VPYNOOLLE. APXIKA TIKPOVGIACOVHE YEVIKEG OPXEG TOV TIPOYPUHHATIOHOV Kol TNG AEITOLPYInG
Tou Android, Kot 0T CLVEXEIX EL0GYOLLE T PBaokd TURpata mov Ba evwBolv KatdAAnAa ylx va
QMOPTIOCOLY TNV EQAPHOYT].

210 KePaAao 6 mapovosialovpe Pripo-fripa TIg dAAAYEG IOV TIPETIEL VA TIPAYHATOTIOUCOV|E OTOV
KQOSIKO TIOL 10N €XOVHE E€L0AYEL OTO KEPAAALO 5, ylot va €XOUHE QAMOKAEIOTIKN Tpoofaotn ota
dedopéva pag, Kot vo eUmodicovpe TNV mposfaot Tpitwy.

210 Ke@&Aao 7 mapaBETOVHE PEPIKA HIKPA TIPOYPAHHATH IOV Ba eKTEAOVVTOL GTOV €§UTNPETNTH,
Kol pog e§ao@aAilouy ot ta dedopeva pog dev Ba SlappeblooLy OKOUN Kol av 0 TEAXTNG dev

AELITOLPYNOEL OTIWG AVAEVOLLLE.

210 KEQAAX0 8 TaPOLOIA{OVE EMTAEOV TIPOTACELG YIX TNV EMEKTAOT TNG TAPOVCNG EPYATING, Kot
TX CLUUTIEPACHATA TIOL TIPOEKLYAV ATIO TNV EKTIOVNOT) TNG.

To ke@A&Aoo 9 cuvoyilel TIG TAPATIOUTIEG TOL KLPIOL HEPOULG TNG EPYATING.
Ta kepdAawa 10,11,12, amoteAobV TAPAPTHATA, KOl TIEPLEXOLV TOV KOOIKA TIOL XPELAOTNKE VA

aA&éoupe yia v avamtuén g epappoyng Android, To AT peg apyxeio mpooappoyng Tov openssl
OTOV Server, Kol TANpoQOpPLEG OXETIKEG [E TO TPWTOKOAAO MQTT.

12



2 Ynnpeotec NEpouc amoBnkevong

2.1 AvayKoloTnTa Kol TPOTOC AELTOLPYLOC

ATIO ™V apYIKT] EHEAVION TWV LITOAOYIOTIKOV GUCTNHAT®YV, LINPXE TO €HEAVEG TPOPBANHA TNG
OLYKEVTPWOT|G HEYAANG LTTOAOYIOTIKIG 10XV0G GE TIEPLOPLOUEVO XWpPo. ENpepa, 50 mepinmov xpovia
apyoTePQ, TTOPA TN TEPAOTIH ALENOT TV SBE0IHMVY EMEOCE®V KAl TN HEYGAN TTOOT] TOV TIH®V TO
npOPANpa e&akoAovBel va veioTatal yix 10 HECO XPNOTH- OXL TOO0 OTO TOPEX TV VTMTOAOYIOTIK®OV
MopwVv (ene&epyaoTIKNG 10%00¢, pviung RAM) 600 oTov TOpER TOU AmOBNKELTIKOL XOPOL KAl TOL
S1OHOPAGHOL TV OPXEIWV.

[TA¢ov eivon MOAD €0OKOAO Yyl TOV HECO XPNOTN VO SNUIOLPYNOEL PEYAAEG TTOOOTNTEG YNOLXKOV
LAKOV, Kal péoa amo To Internet givon Suvat N amOKTNOTN MOAD PEYGAOL GYKOL ETOLHOL YPNPLOHKOV
LAKOL. YTdpyovoeg Aoelg, onwg ol e§mtepikoil okAnpot diokot 1 ot diokor USB, dev AUvouv 1o
TIPOBAN A TNG XOPNTIKOTNTOHG KAl TOL SIAHOIPAGHOD IKAVOTIOINTIKG S10TL 1) Tpocfaot ota SeSopéva
e&opTATal OMO TN KATOXN TOL QUOIKOV HECOVL, EMOHEVMG O SIAPOIPACHOG Sev pPmopel va yivel oe
TIPAYHOTIKO XpOVO.

MNa mv KGALYM auTAG TG aVAYKNG, To TeAevtaia Xpovia €xouvv avamtuyBel vmnpeoieg mov
aneLOHVOVTAL O€ OIKIAKOVG XPTOTEC, €K HEPOUG HEYAA®V ETAPEI®V OTIwG N| Microsoft, n Google, n
Box, n Dropbox k.a .Ot vmnpeoieg avtég avorappavouv va amobnkedoovy ta Sedopéva TV
XPNOT@WV TOLG OTa OWKA TOLG KEVIPH OeSOpHEVOV T OOl MAAIOIOVOVTOL OMO €EEOIKEVHEVO
TIPOOWTIKO Kol €EOMAIONO, Kol eival oe Béon va ouvinpolv TOAD HEYOAEG XWPNTIKOTNTEG
anoBnkevong pe peydAn adlomotia. [Tpokelpévon va yivel KATO10G XproTNG HIKG TETOLNG LTINPECIAG
TIPETEL VO AMOKTIOEL VA HOVASIKO GLUVOLAOHO OVOLATOG XPT|OTH Kol KOS1KOU, OTOLXELO IOV TIpETEL
va divel KaBe opa IOV TNV EMOKEMTETAL.

Me ) forfela vtV TV LIINPESIOV 0 XPNOTNG HTopetl ite va oteiAel dedopéva (upload) oto xwpo
amoBnkevong mov tov Satibeta, eite va AaBet Eava kamola and avta ta dedopéva (download) oe
HlX TOTIIKT] OLOKELT] amoBnKeLoNG, ONWG elval yla T0 KIvNTO TNAEQP®VO N KAPTA PVIHNG. ATIO TN
OTIYUN Tov Ta dedopéva peTa@epBoly oTig amobnkeg Sedopévwv NG LINPETiag, AEITOLPYOLV KOG
Evat SLVNTIKO AVTLYPOPO OCPAAEING Y1 TO XPT|OTH, TO OTOI0 OPMG — AVTIBETA amo Eva TAPAS0o1aKO
avtiypa@o o€ kamolo dioko — eivar StaB€oipo amd omovdnmote, apkel va vIApyEL oVVEECT] GTO
Internet.

O mo kowo¢g TPOTOG Yyl V& OMOKTNoeL Eava mpoofact ota eSopeva TOL 0 XProTNG, €ival va
mAonynBel otV 10T00EAISH NG LTNPEDING, T OTOIK TIAPEXEL KATAAANAO YPAPIKO HEVOL Y& V&
uropel va €xel enonteia TV apyeiwv OMG Kol oe éva ocuvvnBopevo Sayeplot opyeiwv (file
manager). Xuviifwg avtdg o tpomog Sivel mpdofaon oTn TANPN AELTOLPYIKOTNTA TNG LINPECIAG,
81011 0 ¥prjotng propel va kaBopiel ddeleg yio T apyeia Tov, 1 va ta StapolpacTel Kot pe GAAoLG
XPT|OTEG. APKETEG POPEC OPMG, O XPIIOTNG BEAEL var €xel HOVIPO KATOWX apyeia TpooBdoipa Kol amd
TO TOTKO OLOTNHA OMOBNKELOTG TOL Kal OO TO SIASIKTUOKO, KOl PHAAOTH OAEG Ol OAAQyEG o€
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KGO0 amd T 600 HECH VO OVIIKATOMTIPI{OVIOL Kol OTO GAAO. LTIG TEPUTTWOEL KUTEG TIOU O
XpPNoTng BEAeL pix Mo pOVIUN Kot avBeKTIKN o€ AGON emkowvwvia pe T SIaSIKTLAKT LMNPETia,
ouvnBwg Mapéxetal eva €81kO Tpoypappa-rieAatng (client). O client elvon eykateotnpévog o€
KATO10t NAEKTPOVIKT] OLOKELT| [iE TPOGfaom oto Internet Ko pmopel v LTOOTNPICEL TO GLYXPOVIOHO
apxelwv vnod npodnoBeoelg (X GIATpa OVOHNTOG, NUEPOUNVIAG TPOTIOTIONGCTG), TN OLVEXIOT| TOV
aveBAoHaTOg TV apyeiov amd to TeAevtaio onpeio akOpn Kol otav N Sixdikaoio diakormel amo
KQTO0 TIPOPANHa K.«.

ATO T TOPATMOV® @aiveTanl OTL avolyovial T TEAELTAIO XPOVIA ONUOVTIKEG OLVOTOTNTEG
QmOBNKEVTIKIG VTOVOHING QKO KOl YO GUOKEVEG TIEPLOPLOUEVIG 1OXVOG OTIWG €IVaL T KIVIT&
ALV, Opmg, mapd T& TOAD ONHOVTIKK TAEOVEKTIHATH TOU TIAPOULCLACNHUE, Ol LMNPECIEG
VEQOLCG LTIOKEWVTAL O0TOLG KvoUvoug mopafioong g WIWTIKOTNTAG IOV AVOQEPAE TIOPATIAVE.
APpPKETEG POPEG 01 XPNOTEG EMAEYOLV VA avEBATOLY LAIKO TIoL BEPOLV OTL glval TOAD TIPOCWTLKO,
OTWG avtiypa@a OnNHOCIOV €yypaE®V TIOU TOLG OEOPOLV, @POPOAOYIKA OTOlXEln, OoKOUN Kot
avtlypa@a g TOLTOTNTAG TOuG. YTO auTO TO TPIoHA, Hiot S1xppor] HMOPEL Vo OMOKTHOEL TIOAD
HEYAAEG S1A0TACELG, YOTL Ol TTANpoPopieg avTEG o€ AGBOG XEplax HTTOPOLV VO ATOTEAETOLY LAIKO
QKOHT) Kal Yo ToV EKBLaopo Tov XpnoTn.

H vmmpeoia mov vAOTOI00E 0TI CLVEXELX, TTAPEXEL OAX T TIAEOVEKTIHOTA TIOL €XEL P10 LTNPETIX
VEQOULG, KOl EMTAEOV EVIOXUVHEVI] QOQPAAEIN KOl WOWTIKOTNTH WOTE O XPNOTNG HOVO va Exel
npoofaon ot dedopéva otav xpeldleTal, Kol Kaveig GAAOG.

2.2 MELOVEKTAUOTO TWVY LTIPYOLOWY LTINPECLWVY

o Ipofinuata 1biwTikoTnTag: EMEdN 0 KOSIKAG TRV EUTOPIKOV LINPECIOV EIVAL HUOTIKO
™G eTopeiag, dev eivanr Suvatov va yvopilovpe molog eivanl o akpiPr|g TPOTOG e TOV OTOI0
xewpilovton ta dedopeva pag. ‘Exouvv kataypagel mepumtaoelg [1], katd T1g omoieg peyaieg
etapeieg LIOXPEDONKAV VX TANPOOOLY TPOCTIHA Yyt TNV MoK Toapaficon NG
OO TIKOTN TG TV MEAXTAOV TOLG. DULOKK, EKTOG OO HUTEG TIG TIEPUTTOTELG, Ol TIEPLOCOTEPEG
amo TIG ETAIPEIEG €XOVV CLYPATELG TAPOXTIG VTINPECIMV, TTOL SIAGVOLV PNTA OTL T OTOLXELX
oL GLAAEyovTal amo Tnv vrnpeoia, Ba ypnopornonBovv katd v kpion G etonpeiog
TIPOKEIHEVOL VA TIPOWBONOEL TX GUUPEPOVTR TNG. XOAPOKTNPIOTIKA OVOQEPOVHE YIX TNV
nepintwon ¢ Google, éva andomaopa ano mn cupewvia xprnong (terms of service) [2] :

Some of our Services allow you to upload, submit, store, send or receive content. [...] When
you upload, submit, store, send or receive content to or through our Services, you give
Google (and those we work with) a worldwide license to use, host, store, reproduce, modify.
create derivative works (such as those resulting from translations, adaptations or other
changes we make so that your content works better with our Services), communicate,
publish, publicly perform, publicly display and distribute such content. The rights you grant
in this license are for the limited purpose of operating, promoting, and improving our
Services, and to develop new ones. This license continues even if you stop using our
Services|...].
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INa v nepintwon g Dropbox woyvouv ta €€ng [3] :

Our Services also provide you with features like photo thumbnails, document previews,
email organization, easy sorting, editing, sharing and searching. These and other features
may require our systems to access, store and scan Your Stuff. You give us permission to do
those things, and this permission extends to our affiliates and trusted third parties we work
with.

EmmnAgov, vnapyel kKat 0 Kivéuvog NG HEHOVOHEVNG LTEEPPAOTG KABNKOVT®OV €K HEPOLE TOU
TMPOOWTMIKOL NG ekaotote etaipeiag. [Na mapadeypa, to 2010 n Google amneéAvoe Evav
HNXOVIKO LTIOAOYIOTAV TIOL NTaV LIEVBLVVOC Yl TN CLVTAPNOT 10TOGEASWV TV XPNOTAOV
™G, O10TL Katnyopndnke ot anéktnoe npoofaon ota dedopeva evog xpriotn g [4].

IToAv peyaia mpofAnuata amod eoPoieig: Ta tedevtaia xpovia éxovv mapatnpnOei TOAAES
EMTUXNUEVEG €10POAEG oe SNpOEIAEiG SadikTuakEG vnmpeoieg. MdaAota, o aplBpog twv
AOYOpIOXOP@V TIOL emnpedoTNKAV NToV TOAD peydAog. Evdeiktika mapabétovpe tov
TAPAKATE THVOKA:

Ymmpeoia Xpovoloyia Aoyaplacpol mov enmpedotnkav
Yahoo 1/2012 450,000

MySpace 5/2016 360,000,000

Evernote 3/2013 50,000,000

Adobe 10/2013 38,000,000

LinkedIn 2012 167,000,000

Tumblr 2013 65,000,000

MAMOTR, O€ QpKETEG OO TIG TIAPATAVKD TEPUTTMOELS TA OTOLXElar oL SiEppevoav Eytvav
QVTIKEIPEVO ayopamwAnoiag oe oxetikég 10tooeAideg tov Dark Web [5]. Tevikg, pux
KEVIPIKT vmmnpeoia mov efunnpetel eKATOppLpIX XPNOTEG, €ivor TOAD mo mhavo va
TPOCEAKVOEL eMBETEIG O€ OYXEDT HE HIX I1WTIKN LT PETia.

Iepropiopévog amoOnkevTikog ywpog: O TEPLIoCOTEPEG LIINPETiEG VEPOLE Sivouv amo 2.5
nexpt 15GB amofnkeutikoh Xpov otoug XproTteg TG dwpedv vmnpeciag Tovg. Amo v
GAAN TIAELPG 1) LTINPECIA HOG EXEL TIPAKTIKA AMEIPO AMOBNKELTIKO X®PO, POV O XPNOTNG
Hropel va ouvééael 600 peyaAo amoBnkevTikd péco emBupet.

Iepropiopéveg Svvarotnreg: TIOMEG QOpEG To KAADTEPK ONUEIX TNG EQPAPHOYNG €ival
nPooBaoipa HOVO amd 6G0VE €X0VV GLVSPOT] O KATIO0 TIPOYPAUHA ETTL TAN|PWOUT).

YynAo kootog: H yprion plag TUMKNAG LINPESiag VEPoug, kooTiel amd 70-100€ enoing

yia 1o éva TB. Me 6ebopévo OTL €vag Xpr|OTNG HMOPEL va €Xel TEPIEXOUEVO APKETA
HEYOADTEPO O QXLTO TO PEYEBOG, TO KOOTOG YIVETAL OT|HAVTIKOG TOXPAYOVTOG.
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*  'EAMewyn ovvepyaoiag - ISiotéAcia: Kabe vrmpeoia SiaBétel S10QopeTiKEG QAPUOYEC, TIOVL
dev ouvepyaloviol TIG TEPIOCOTEPEG (QOPEG HE TIPOYPAUHOTX OAAQV ETAPEI®V, TN
ouvepydlovtonr TOAD meplopopéva. Emiong 00 e@appoyég ovoamtuooovVIal Yix o
EQPAPHOYT] VEQOULG €TIL TANP®HN, OV UMOPOLV va XpnolponoinBoldv yia dAAeg vnnpeoieg,
oUTe va fonBroouy TNV avanTuén aveEAPTNTOV EQUPHOYDV.

AvtiBeta, pe T xpromn NG LINPECIAG OV AVATITOCCOLHE TA THPATIAV® TPoPANHaTH enaBevoiv
OMHOVTIKA 1] Tadovy va bpiotavtal, eve ) B€om Toug aipvouy aVTIoTOLXO TTAEOVEKTIHATA:

2.3 TTAEOVEKTAOTA aTIO TN XPNON TNC LOLWTLKNC
LTINPECLAC VEQPOLC ATIOBNKELONC

*  Elaipetikn acpdaieia: Xapn otny mpocbnKi mov TPAYUATOTOOVHE OTA TAALOIX QUTHG TNG
epyaoiag, eivar eQKTO va amokAgiovpe v mpoafaon Tpitwv ota Sedopéva Hag Otav Sev Ta
XPT|OHOTIOIOVHE KOl TALTOXpOvA va eKpndevifovpe T mBavotNIa PG EMTUXNHEVNG
eniBeong wpng Plac.

o IIpakTiKX QIEPOG AMOONKEVTIKOG YWPOo§ Kal ouvvepyaoia: Kata t Snpovpyia g
UTINPECTNG POG, HTTOPOLLE VO OpioOLHE 1) amoBKeLoN TwV Se60PEVAOV va YIVETOL OTIOL E|ELG
BéAovpe. AuTd paG EMTPEMEL VA GUVEECOVHE €va 0GOONTOTE HEYAAO amMOBNKELTIKO HECO
emBupovpe WG XOPo amobnkevong Twv SedOpEVGOV, EVE T LMNPECIN HOG HTOPEL va
OLVEPYNOTEL Kol pE GAAEG LTNPECiEG VEQPOUG OTIG OTOIEG O XPrOTNG EXEL AOYAPLXTHO,
ouvaBpoilovtag Tov amoBnKeELTIKO XWPO, Kol TOPEXOVING Ml eviaia Groyn TV
amoBnkevpévav apyeinv.

*  MeyaAo OIKOVOUIKO OQEAOG: APEOW®C PETA TNV ApXIKN E€MEVOLOT), LTIAPXEL TIOAD HEYAAO
OQEAOG aTO TN XPHON HIKG I81WTIKNG LIINPETTNG VEPOLG. AUTO 0QEIAETAL OTO XAUNAO KOOTOG
TOU NAEKTPIKOV PEVHATOG TIOV HTOPOVHE VO EMTUXOVHE XPTOLHOTOIOVING Pl KATAAANAN
TAXTQOPHQA OTO POAO TOL €EUTNPETNTH.

Z0yKpIon KOaTouC PETaED 1d1wTIKAC YTINpEaiag Kal TUTUKAC EPTopIKNG YTinpeaiag
1400
1200
1000
800

== TUTTIKI] Epmopikn YTinpeaia
600 —— | BIWTIKT| LTINPEGia

400

200

ZUVOAIKO KOOTOG e SoMApIa HIMA

0

‘ET0G Xpriong
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* ITAnpng £Agyyog 1OV KOSIKX KL TOV TPOTIOV YpNonG Twv Sedouévewv: AKPIBOG emedn N
vrnpeoia pog Baoileton oe 1exvoAoyieg avolKTOD KOSIKA, HTOPOVE VX €EMBEDPTICOVLE TOV
K®OSKA, KOl vo Tov Tpomonomoovpe onwg Bedovpe. Eilpaote oe Béon va yvapilovpe
aKp®G TOV TPOTO 1€ TOV OTIOI0 CLHTIEPLPEPETAL T) EQAPHOYT HOG KABE XPOVIKT OTIYHT, Kol
dev umapyeL N SuvaTOTNTA PN €60VO10S0TNHEVNG TTPOTPaoNG 0T SEGOHEVR LG OTO TPiTOUG.

*  AvvaTOTNTA EYKATAOTAGIG OMOLSHTIOTE KAl OMOTESHTIOTE, ylX OMOOVSNTOTE aplOuo
XPNOTOV, Yl 0T0o108NTOTE OKOMO, Yyl mavra: Ot Opol [E TOLG OTOIOVG TIPOCPEPETAL TO
AOYIOHIKO TIOL amoTeAel Tov TMupNva NG vInpeciag pag, Staceaiilovv v eAevbepia Tov
TEAIKOU XPHOTI] VA TIPAYHOTOTOW|0El O0EG EYKATAOTAOELS BEAEL yl OMOL08NTIOTE OKOTO,
Xxwplg kaveva meplopiopo. H kdbe eykatdotaon tng vnnpeoiog pmopet va e§umnpetel ta
HEAN H10G OAOKANPNG OIKOYEVELNG KOOB®DG LITOoTNPilel TOV OPIOHO UTOVOH®Y XPNOTAOV E
TIPOOWTIKO CLVONPATIKO.

*  Awpeav evnuepwoelg: ONa Ta TApATAve B NTAV IKAVOTIOUTIKA Yl Alyo Koipo av Sev
UTINPXE KATO TIPOOTTIKN ylX TO HEAAOV. EKTOG OpwG omd TN Swpedv omoOKTNON TOU
AOYIOHIKOU, KOl Ol EVNHEPWOOELG TOL €ival SWPEAV Yl OAOLG TOLG XPTOTEG XWPIG KATO0
K0oToG. 'Etol o1 Xprioteg Ox1 povo €xouv mpoofaotn oTG TEAELTieg SUVATOTNTEG TNG
TEXVOAOYING, OAAG lval a0@AAOPEVOL KL ATTEVAVTL OTIG TEAELTalEG emBETElC.

2.4 ETUmAE0V SuvaTOTNTEC TNC LOLWTLIKNAC vTnpeolac
VEPOLC aTIOBNKELONC

EiSape mapandve ta onpavTiKOTEPA TTAEOVEKTIHHOTO TIOL GYXETIOVTAL [IE TN XPNOT H10G 1810 TIKNG
unnpeoiag vépoug. EKTOg OpmG amd avutd, mov Bempodvial amapaitnTo yix va €ival avTay®VIoTIKT)
OTIOLONTIOTE TETOLN VTN PEDIQ, PO TTAPEXOVTAL KAl EMIMAEOV SUVATOTNTEG IOV KAB1GTOVY TNV
uTNpecia pag eEXPETIKA avVTayVIOTIKT|. TETO1EG €lval Ol TAPOKAT:

o 'Ynapén mpoypauUUATOG-TEAGTN yla TOAAQ A€iTovpylka ocvotiuata: TIoAAEG ambd Tig
EUTIOPIKEG LTNPECIEG TTIOL LTIAPYXOLV OTNV AYOP& ECTIALOLV TN TIPOCOXN TOUG OE XPTOTEG
Windows 1| kot Mac OS. H vmmpeoia pog, pmopel kot Acttovpyel o MOAAG A€1TOLPYIKA
ovotnpoata Linux amevBeing, eva emeldn eival avolktol KOSIKa pmopel va petagepbel kot
o€ GAAQ.

* Anuiovpyia xpnotwv ue TmEploplopEva 1 mANpn Sikaiopata: 'Evoag XpnoTng HE
Sayeplotikn mpocfaon oty LIMPEoia, pmopel 0 1610 va opioel Kot GAAOLG XPIIOTEG, KAl
VO TOUG OTTOVEIHLEL TIPOVOHLAL.

* IIpofoin 0Awv TV SpacTnPlOTNTWV TOL OYETI{OVTAL UE éva apyEio Kot oxoAtaouog: Ot
XPNOTEG HTOPOLV va yvopilovv TOG akplBeg xpnolgonomdnkav o apyeia Toug, va To

OXOAl&G0oVLY, T Kal Vv IpoaBécouy eTIKETEG (tags) ylax DKOAN avaditnon.

*  Yvomnua nuepoioyiov Kar emapwv: O kaBe Ypnotng pMopel va €YEl TO MPOCMTIKO TOL
NHEPOAOYL0 KO TIG EMAPEG TOL, TIPOTPACIHA AT OTIOLST|TOTE.
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AvTtopatn amootoAnl QwToypagiov kai Pivieo otov eévmnpetnt: MOMG ploe Kt
OULOKEVN] HE €vepyN TNV €Qappoyn tng vrnpeoiag pafréel pia potoypaeia N éva Pivieo,
APEOWG T AMOOTEAAEL HE€ow Internet otov e§umnpetnT ylo anoBnkevor. MOALG TeAeldoeL N
dwdikaoia, eivon oe Béon va Saypayel ta TPEOTOTUNIX apyeia Tov [plokovion oTov
amoBNKEVTIKO XOPO TNG CUOKELTG, WOTE V& EEOIKOVOUT|GEL XD PO.

Avaipeon aMaywv: H vnmpeoia €xel eVOQUATOUEVO OOOTNHA KATAYPAPTC TV GAAXYDV
TOV opyei®wv, OmOTE 0T TEPIMT®OT AGBOLC, 01 XPHOTEG HMOPOVLV VA EMOTPEYOLV GE €V
TIAAXLOTEPO AVTLYPAPO TIOL QLTI £XEL AMOONKEVOEL.

IMinbopa epapuoywv: TIOMEC €@APHOYEG, QMO TNV AVATIAPAYW®YT] NXOL HEXPL TNV

eneepyaoia kelpévou, eivar SabBéoipeg Swpedv yix to Xpnotn g epappoyns. OAeg ot
gQappoyEg (250+) mov LITAPXOLV PHEXPL TOPX givan SlaBea1peG WG EAeVBEPO AOYIOPIKO.
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3 2XEOLAOMOC  QaOoQOAOLC  uTinpeotocg
ATIOBNKELONC OTO VEPOC

3.1 TEVIKO APXLTEKTOVIKO LOVTEAD

H AVon mov avantuooovpe, facietal yeVIK& TNV opYLTEKTOVIKT TUTov client — server. Auto givat
QMOPOITNTO OO T OTyUr| Tov emBupovpe ipdofaon ota dedopéva pag pPe TNV eAdy0Tn Suvath
TIOAUTTAOKOTITA KO TO HEYLOTO Suvatd EAeyyo. Kamowa GAAN opYITEKTOVIKT|, OTI®G | peer — to — peer
Ba NTav e@iktr, aAA& oV TEPIMT®ON OV TO SIKTVO KATAPPEVOEL, O XPHOTNG HTOPEL V& XAOEL TNV
npoofaon ota apyeia tov. Eav pdAtota to Siktuo ekpetaAAedetanl Tov eAebBepo XOPO Kol 0TOUG
8lo0KoLG TV GAA®Y OPOTIH®V YIX TNV TIAPOXT] ATTOBNKELTIKOV XMPOUL, LTIAPXEL 1| TMHAVOTNTA TNG
dappong Sed0HEVOV — OKOWN KOL 0T TEPIMTWOT TIOL €ival KPUTTTOYPAPNHEVH — €' auTiag KATO0G
ATEAELNG OTOV KOSIKA TOL TIPOYPAH HATOG,.

IMa v vAomoinomn Tov Muprva TG S1ATaEng, Ba xpelaoTel va ExOLE KATIOI0 LTTOAOYIOTIKO GUOTHHA
pe mpoofaon oto Internet péocw kamolov SpopoAloyntr, T0 omoio Ba ovopalovpe e§umnpeTnTH
(server). Xtov server Qo TIPEMEL va EXOVHE EYKATECTIHEVO KATOO (VOIKTOU KWOIKN) AELTOLPYIKO
oboTNpa TOmov Linux, m&vw oto omoio B eyKATAOTHOOLHE TO (AVOIKTOD KMSIKK) AOYIOHIKO
Owncloud-Server mov mapéxel Aettovpykotnta otnVv vnnpeoia pag. 'Etot, mpokumntel pia Sidtaén
TIOL €ival S1aPAVNG amd KN G AKpM, HE HNOEVIKO KOOTOG enévéuong o€ adeleg Aoylopikov. Eva
TOAD OTHAVTIKO €mMPOoheTo TAgovVEKTNHA €ivor 0Tl OAX T TIPOIOVIA EMWPEAOVVIOL TGOV
teAevtaiov avafabpiocwv omd TAELPAG eVNHEPWOE®WV ac@aAgiag, KATL Tov Sto@oAilel ™
ToOTNTA NG LINpeciag pakponpdbeopa, ol omoieg Sropbwvouy Ta TUXOV AGBN OTIG TPEXOLOEG
VAOTIOWNOELG.

Znv GAAN mAgLpa NG SATadNG, €ivat 0 XproTNG TOL TLPTVA — TO TPOypappa eAatng (client) —
mov eivat pio ovokevr android. T ocLoKeLT] B EYKATAOTI|COVHE TNV KVOIKTOU KOOIKA €QUpHOYN
Owncloud, otnv omoia MPooBETOLHE SLVATOTNTH EMKOWMOVIOG HE TOV TILPNVA HE XPNOT TOL
pwToKOAAoL MQTT. H xprion tov mpwtokdAAoL Sev TpoaBETel onpAvVTIKO BAPOG OTNV EQAPHOYT,
KOL EYYLOTOL TNV TOOTNTA TNG EMKOWVAOVIOG OKOPN Kot o S00KOAEG ouvOnkeg. Mo appodix
vrnpeoia Ba xpnoipomnotel ) ovvéeon MOV B EMTUYXAVETOL WOTE VA EMOTHAIVEL TNV VAYKN
Xpnong tou Siokov pe KatdAAnAa pnvopoata. Otav o xpriotng ekkwvel v e@appoyr] android Oa
amootéAAeTan éva pnvopa otov MQTT Broker, to omoio B mAnpogopel kdamowa vmnpecia Tov
OLOTIHATOG V& OLVOECEL TOV SioKOo, Kol Otav N epappoyn adpavel, Bo amooTEAAETaL PrVLpA TO
omoio oényetl otnv anoovvdeon Tov diokov. X1n yevikn nepintwon o MQTT Broker Ba Bpioketon o€
drapopeTiko pnyavnpa ano tov Owncloud Server.

[Moapokdtw PAEMOLKE P OXNHOATIK OMEKOVIOT TV Topanave. H @opd twv Bedav deiyvel
KXTeLOLVOT TV PNVUHAT®V KOTA TN SNH0LPYLa KL AELTOupYia HIOG KAXVOUPYLOG GOVOEDTG.
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MQTT connection

MQTT connection

HTTPS Connection

Internet

Onwg mapatnpovye, N MAPandve TomoAoyia dev e&aptaton KaBoAov amd To XPrnOHOMTOIOVHEVO
VAIKO, 0UTE €xel PeyAAEG amATNOELS Y TN Agttovpyia t¢. 'Etol, €xovpe eveAi§ia otov TpOMO HE TOV
omoio pmopovpe va Vv LAomomoovpe. INa mapadeypa, oe éva diktvo oaobntipwyv, o owncloud
server pmopei va otndel akOpn Kol eNGvVe 0€ P EVOOHATOHEVT CLOKELT], KXl 0 OKANPOG 610K0G
uropel va eivan axopn ko g pvnun flash. e éva mo amoatntiko oxnua, o Router Ba prmopovoe va
QVTUTPOCMTEVE 1A LYNAGDV SLVATOTHTWY TIPOYPAHHATI(OHEVT] CLOKELT] SlaVVEeoN e To Internet,
WOTE VA EMTLYXAVETOL HEYXAVTEPOG EAEYXOG OTNV EMKOVOVIX HE TO €0MTEPIKO SIKTLO, EVK O
Silokog Ba prmopovoe va ntav SSD, date va mapéxel LUNAEG TayLTNTEG TPOGBaong ota Sedopéva.

Y11 GUYKEKPILEVT] SITAWUATIKT| €pYNOiR, N TOTOAOYIX HOG EXEL TN TTHPAKAT® HOPOT|:
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MQTT connection — Router Port 1883

HTTPS connection — Router Port 4431

Internet

3.2 TO LALKO KOL TO AOYLOWLKO TIOL XPNOLPOTIOLNBNKE

H epyaoia poag bev elvon Svvatd va mpaypatonomnBel ywpig v Svvatomra e§aoc@dong
KATAAANAOL LAIKOU Kot AoylopikoD. XTig oeAideg mov akoAovBolv, mapabétovpe ta amapaitnTa
KOHHATIO IOV XPNOIHOTIOOVHE 0T Topeia avamTuéng g epyaciag, EEKvavTag amd ta oTolKeia
LAIKOU:

Raspberry Pi 2

NSASNNSNNSNSSNSSNS
AIIIAIAIIIIIIIIN
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Zv vAomoinorn pog, n ouvokevnp Pi 2 Aettovpyel wg efummpetntg. AmoteAeitor amo €va
tetpanvpnvo eneéepyaoty ARM Cortex-A7 ota 900MHz, kot €xet 1GB RAM. Mrnopel va tpé&et
OPKETA EAXQPA AELTOLPYIKA CLUCTHATA TIOL €XOLV avamtuyBel 1| MpooappooTel ylor T CLOKELT),
HeTtaéy TV onoiwv ekdoyxég twv Debian, Arch Linux, Windows 10 oAA& kol cuoTtipata mov
Ag1tovpyolv amokKAEIOTIKA kG media server, ONwg To openelec.

Z1nv vAOTIOINOT| HOG EXEL EYKATEGTNHEVO TO AEITOVPYIKO oL Raspbian, ov mpoépyetan amo to
Debian, kot evéeikvutol wg emAoyr ano 1o Raspberry Pi Foundation. To Aettovpylkd cVOTnpa g
OLOKELNG YpAPeTaN 0€ pioe microSD card, Kot To pnydvnpa ekkivel amd outrv. Ydpyel anaitnon
yu myv toxumta g sdcard, 81011 and outr] Bot POPTAOVETOL TO AEITOLPYIKO CULOTNHA OTNV
eKkivnon. Ly vAomoinon pag XpnolHoTomoape Pia Kapta opntikotntag 8GB, kAaong 10.

H evepyelokn KatavaAmon tng 0LOKELNG gival 4W, Kol T0 YXHNAOG KOOTOG TIOL QLTI CULVETIRYETOL
(~5€ ) onypn mapovciaong g SIMA®HATIKIG) TNV KabloTa 18avikn yiax Aetitovpyia wg server. H
TIHN NG €ivat TOAD ipootTr), Kat TNV EAANVIKT ayopd eivon mepimnov 40€.

H amodoon NG OLOKELNG OXETIKA HE TIG TIPOSIAYPAPEG TNG EIVAL TKAVOTIOMNTIKT| YO €VA OIKIOXKO
xpnot.

Seagate Momentus 7200.4

Q¢ elwtepkd péco amobnkevong, xpnolpornowm|dnke o HDD Seagate Momentus 7200.4, aAA& Ba
Hropovoe va xpnotpononBel omolocdnmote okANpoOg 6ioKog pe duvaTOTNTA Ol1GVVOECT|G HECK
USB. H toy0tnTeg mMov €MTUYXAVEL €VaG HECOVL KOOTOLG OKANPOG Siokog eival mpog to mapdv
TIOAAOTIAQCIEG TNG HEYLOTNG TaXVTNTAG TIOL HTOpel va emTuyel omoladnmote ovvdeon Internet oe
eminebo TEAIKOU KATAVOA®TI), EMOHUEVAOEG XKOUT Kal €vag TIOAD apyog §i0KOG PTIOpEL Vo amoTeAETEL
éva KaAo péoo anobnkevong. O Siokog BEAOLpE Vo EXEL EYKATECTNIEVO TO OVOTNHA apxEiwv ntfs,
MOTE VO EYOVHE HEYIOTN OLHUPATOTNTH HE OAX TX AEITOLPYIKK OCULOTHHATA, Kol EWOIKE OTNV
nepintowon mov Ba ypelotel va aMOKTOOLHE GpeoT TMPOoPacn OTx apXEIX TOL AMO GLOKELN
Windows. TNa v e§ao@aAion apketod pevpatog otov dioko, eival mbavov va amonteiton 1
gloaywyr G &vioAng max_usb_current=1 'oto oapyeio /boot/config.txt ToL AerTOLPYIKOL
ovotpatog Raspbian, ®ate va Suthaoiaotel ) péytotn mapoyn pevpatog amo ta 0.6 A ota 1.2 A.

Sony Xperia Arc

IMa v dokun kot avamtuén tov Android Client, xpnoponom8nke n kivnt| ovokevr] Sony Xperia
Arc, pe Aettoupyiko cvotpa CyanogenMod 9, Baoiopévo oto Android 4.0. H ovokeuny av ko
Kpivetal yapnAwv mpodiaypagav pe ta onpepvd dedopéva (1.0GHz single-core CPU, 512MB
RAM), pnopeoe va aviene§éABel €DKOAX OTIG OQMOTNOE TNG €QApHOYNG. Ol TePloodTEPEG
OLOKEVEG TIOL €XOLV KLKAo@oproel amd 10 2013 kKo €melta, pmopovv va avtane§EABouvv oTig
QAT OELS TNG.
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Am6 N MAELPA TOL AOYLOHIKOV, XPTCHOTIOWONKAY TO TIHPOKATK TIPOYPAHHOTO:
Android - Emulator

H egappoyry mov avamtoxbnke eivon ovpPortr pe ™ mo véa €kdoon android (android 6.0
MarshMallow) , 6nwg pnopet va eAeyyBet pe t xprion emulator. To mepiPGAAov TPOYPALHATIOHOV
mov emAéyxOnke eivor to Android Studio 2.1.0. H e@oappoyn mov mpogkufe TeAK& eival To
QMOTEAECHA TNG OLVEVMOTG TNG TO KOoupylag €kdoong tng epappoyng owncloud, pe v
epappoyr] android-mqtt, pe KOPPATIX KOOIKA TIOL €ypofie 0 ouyypaeéag. H xprion touv emulator
elvan amapaitnTn yix Tov EAEyX0 TOL KOSIKA O€ S1APOPEG CUOKEVEG KL AELTOVPYIKG GUOTIHATA.

Apache Server

INa ™ @erho&evia tov owncloud-server, eivon amapaitntn n vrapén evog e§umnpetnt) HTTP, kabog
N HETAQPOPA TV OpXeiwv PETASD TNG €QPAPHOYNG KOL TOL €SLMMPETNT YIVETKL HE TNV OCQAAT|
€KdoyN auTOL TOL TPWTOKOAAOL. H epappoyn owncloud amd v mAgupd TOL €&LMMPETNTA
Baoieton otov Apache — Server, kot i ékdoom mov xpropomnomfnke eivon 1 2.4.10.

Owncloud Server

[Mpdkettanl yioo TNV €QOappOyn QAOEEVIOG TV OPYEI®V HOG. ZUYKEKPIHEVH, XPT|OHOTIO|OAHE TNV
avolKToU KOSIKa epappoyn mg Owncloud, n omoia Stavépetan vd Tovg 6povg g AGPL, kabog
UTTAPYEL KOl TUNHO TNG EQAPHOYTG TIOL €ival KAEIOTOD KAOSIKK, Ko Stavepetal eni mAnpopun. H
epappoyr] vrmoompilel Tig MAEOV XPNOIHEG SLUVHTOTNTEG TIOL ULMAPYXOLV KOl OTIG ONHOQIAEIg
QVTIOYWVIOTIKEG VTINPETIEG, EVM €xel TEAATEG LTTOAOYiO1HOVG POopEig Ootwg To CERN.

Kata m Sidpkela g vAomoinong g epyaciag, xpnolgonomoape tig ekdooelg 7.0.6,8.2.3, kan
9.0.2 pe Sadoyikég avafabpioelg, xopic n €kdoon ToL server ev €MNPERCEL TNV AVAMTUEN TNG
epappoyric. O Owncloud Server, pmopei va xpnolpomowoel apket& mepiaArovia Pdoewv
dedopevov, oAAd kot oe SagopeTikolg amd tov Apache e§umnpemnteg. MNa T ouykekpipévn
vAomoinon OpwG, xpnolpornomoape v MySQL, ékdoon 14.14.

MQTT Server

XpnowomnomBnke n €kdoon 1.4.9 tov Mosquitto open-source MQTT Server. Me Baon Tto
oxedlaopo G vnnpeoiag, n epappoyn pnopet va ekteAeiton oe kamolov dedicated server, akOpN Kot
EKTOG OKIOKOU OIKTOOL. X1V LAOTOINGCT HAG, T EYKATAOTHOT] €YIVE OTO 1810 PNMYAVNHO TIOL
@lAoéevel tov Owncloud Server, kot i anodoon NTav eEXPETIK.

23



4 POBuLon tnc vrinpeotac Owncloud-
Server

Katd myv napovoiaomn autg G SUITAOHATIKNG pyaciag, Ba ipoxmprioovpie fHaTKG g TTPOg
KGOE KOPPATL IOV aVOAVCOE TIHPATIAV®, EYKABIOTOVTOG XPXIKA TIG PACIKEG EKGOOELG OADV T®V
TIPOYPOAHHAT®V KL VTINPETIMV, KA1 OTI GUVEXELX TIPOXWPOVTAG TPOG TIG TILO TIEPITAOKEG.

4.1 NeLTOLPYLKO 00OTNUO KOL OLVOEOLOTN T

IMa ™ SuTAepaTikny autn epyaoia, Bewpoldpe GTL 0 XPNOTNG EXEL KATEPATEL TO AEITOLPYIKO GUOTHHX
Raspbian, kot 10 €xel eykataotnoel oty ovokeun tov. Emiong, Ba Bewprjoovpe 0Tl €xovpe
SLVATOTNTA EMKOIVMOVIAG [E TN CLOKELT, €ite PEOW €vOg oTaBepol cuaTtpatog (08ovn, movtiky,
TANKTPOAOGYL0) €lte péow ovVOeong SSH. Aev kdvoupe Kapia GAAN mapadoyr yix 10 LAIKO Kol TO
AOYIOH1IKO TIOL €1val EYKATECTNEVO OTI GUOKELT.

4.2 POBuLon Domain Name kol obvdeon 0Tov
OLKLaKO €EuTinpeTNT attd TO Internet

INa va prmopovpe va ouvéeBovpe e v vrmpeoia pog ano to Internet, O mpémel va yvopilovpe v
IP &evbuvor) g, N va g €govpe amodwaoel éva domain name cvoyeti(oviag to pe v IP
SievBuvon g, pe ™ PorBewx evog DNS e&ummpetnt. Eneldn yix toug mepiocoTteEPOLE OIKIAKOUG
KatavoAwteg ol dievBuvoelg IP eivanl Suvapikeg, n ouvéeon oTnv LINPECia pe TOV MPOTO TPOTO
givar advvatn — enopévmg Ba mpémnel va g anodooovpe éva domain name.

ApYIKQ EMOKENTOUACTE €VAV 10TOTOTO TIAPOXTG dwpedv ovopatog DNS, o omoiog B kavel tnv
avtiotoiynon petaéy tov domain name TNG LTMNPECING HOG, Kol NG owlakng IP tnv omoia ot
ovuvéxela Ba CLOXETIOOVE HE TN CLOKELT HOG. YTIAPXOLV OPKETOL TETOLOL LOTOTOTOL, EVAG OTIO TOVG
omoiovg eivon o https:/freedns.afraid.org. A@o0 énpiovpyrioovpe €va XproTn Kol HMOVHE OTO
OUOTNHA, HOG TAPOLOIALETAL TO THPAKATH HEVOD OTO KEVTPO NG 000vng:
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https://freedns.afraid.org/

If you could place a small text link somewhere on your site to https./ffreedns.afraid.org/ named "Free DNS" it would
be greatly appreciated, to help raise search engine rankings and bring more users to the site, even if you don't think
your site gets much traffic it would still help! - Josh

Want to update multiple records? Check out the Mass Mod utility.

home.kg add |
owncloud.home.kg A 46.190.61.10

Amo 1o nedio Add pmopovpe va pooBésoupie kamolo dAAo domain name, T0 omoio eMAEyETAL OTIO
pio Aloto dwpedv ovOpAT®OV. AoV AE0V emMAEEOLE KATIO0 OVOUQ, TIPEMEL va puBpicovpe v
QVOVEDOT| NG avtiotoiynong petadd g dievBuvong IP kot tov domain name. Ia 1o Adyo avto,
emAéyovpe 1o medio Dynamic IP addressing, 010 aplotepd TUNHA TNG 10TOCEAISAG, Ao TO 0moio
08NYOUHOOTE O Pl VEX 10TOCEAIOX TIOL HOG TIPOVLOLACEL KATOX SCripts TIOL HTIOPOVHE v
XPT|OHOTIOIOVHE YIX VA OVOVEDVOULHE TNV OVTIOTOiXNOT. Me TN xprjon €vog script o€ TaKTIKK
XPOVIK& SIAOTIHATA, HTTOPOVE Va eEX0PAAicOL|E OTL I avTioToiynon Ba eivon mavia emikanpn.

To Aettoupylkd ovotnua Raspbian Omwg kol To MEPIOGOTEPO AEITOLPYIKA OLOTHHOTK Linux,
SwaBeTel Pl vMNPeoian EKTEAEOTG EVIOAQDV O€ GUYKEKPLHEV XPOVIKA SIXCTAHOTO TIOL OVOPALETOL
cron. Q¢ XpNOTEG TOV GLOTHHATOC, UTOPOVHE VU HETABAAAOLHE T TIEPIEXOHEV TOL OpXEIOL TNG
unnpeoiag kol va emMPBAAAOLHE TNV €KTEAEOT] TV €VIOA®V Tou emBupovpe. T va metdyovpe
Aowmdv v ekTéAeon evdg amod Ta scripts mov mpoteivovtal (€0tw Tov curl script), avoiyoupe éva
TEPHATIKO OTOV €CLTINPETNTI KO TTANKTPOAOYOULE,

sudo crontab -e

A@ob gmAgéoupe Tov eneepynotr] KOSIKA oL Ba XpnOHOTOI0V|E, av dev TO €XOLHE KAvel NN,
QVOiyOLIE TO apXEio Kol eKel mpooBETovpe TV €ENG YPAPUN:

*/5 * * * * curl http://freedns.afraid.org/dynamic/update.php?
TTcwZ3UOY3hZNEFzTUVEelpIYVVRa2xCOjE1IMzQyNDI2 >>
/home/pi/Desktop/IPlog/freedns owncloud home kg.log 2>&l &

H evtoAn autn Ba exteAeiton kdBe 5 Aemtd, kan Ba amoBnkevetl Ty €5080 ¢ (stdout) , KaBwg ka1 TO
stderr tng o€ €181KO apyelo Kataypapng, yia okomovg aviyvevong Aabwv (debugging). Extog ano g
OTOTIOTIKEG TANPOYOpieg, N €£080G TTEPLEXEL UNVOHATA OTIWE TO TIHPOKATE:

ERROR: Address 46.190.61.10 has not changed.

1, OTNV Nepimtmon mov €xel vriapéel arlayr dievBuvong,

Updated 1 host(s) owncloud.home.kg to 46.190.61.10 in 0.049 seconds.
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http://freedns.afraid.org/dynamic/update.php?TTcwZ3U0Y3hZNEFzTUVEelpIYVVRa2xCOjE1MzQyNDI2
http://freedns.afraid.org/dynamic/update.php?TTcwZ3U0Y3hZNEFzTUVEelpIYVVRa2xCOjE1MzQyNDI2

H evtoAn ovoyetiCel ) dievBuvon http mov emokentopaote pe v IP tov dpopoioynt pag, Kot
aAAaer avaroya v eyypaen DNS tomov A mou Statnpet yia ) 6ievBuvon owncloud.home.kg .

4 3 EykaTtaoTaon Kol pOOULON TNC TAATOOPUOC
Owncloud-Server

Ztn ouvéxela, Ba mpénel va eykataotroovpe tov Owncloud-Server ot OLOKELT| HOG, MOOTE VA
EVEPYOTIOOOLE TNV avBeVTIKY €k60oT NG LTNPECING, KAl V& SOKIHACOULE TN AEITOLVPYIKOTNTA
™¢. ExteAovpe Aoumov v eVvioAn:

sudo apt-get install owncloud

210 onpeio auTtd TAPATNPOVHE OTL 1] EYKATAOTAOT TOL TIaKETOL owncloud, eykabiotd padi pe avtd
Kot S14@Qopa GAAG TIPOYPAHHATA TIOV GTMOITOVVTXL, OTIWG Tov apache server, kot v php. Opwg, dev
eykaBiotaton n mysql, n onoia eivon avaykaia yia ) Sayeipion twv apyeiowv mov Ba amobnkevtodv
otnv vrnpeoia pog. Na 10 oKomo aVTO Bar TIPEMEL VA EKTEAETOVLE TNV EVIOAN:

sudo apt-get install mysql-server

Z1tn ouvéyela, Bu mpenel va dStaocpaiicovpe 0Tt 0 Server Ba amokpivetal oTig aTNoelg pog. I'a to
Abyo auto, Ba pémel va mpocBésovie To dvopa Tov Server, TOGO 0TO TOTKO S1KTLO, av EMBLHOVE
V& €XOUL|LE TIPOCBaon Kat amo auTo, 660 Kol 0To dnpooto diktvo, oto /etc/owncloud/config.php mov
Satnpet n epappoyn Owncloud-Server.

ExteAolpe v evioAn:
sudo nano /etc/owncloud/config.php

1 ovvéyelwx evromilovpe to medio trusted domains, kot @povTi{ovpEe va €xel TIEPLEXOHEVA OO [IE
aLTA oL TaPaTiBeVTO TOPAKAT:

'"trusted_domains' =>
array (
® => 'localhost',
1 => '192.168.1.6",
2 => 'owncloud.home.kg',

)

To avayvoplotikd 0 ypnoipomositon yix v mpocfoacn amd tov 1610 tov e§ummpetnty g
TN PECiag, T0 aVayVOPLOTIKO 1 yia TPOoBaon omd TOLG LTTIOAOYLOTEG TOU E0WTEPIKOV SIKTVOV, EVM
TO QVOYVOPLOTIKO 2 Yl Toug LmoAoylotég oto Internet. H apiBunon dev elvon amoAvtn, ko
HTopoLpE va TPOOBECOVHE Kot GAAX QVOYVOPLOTIKE av BEAovpE (.Y OVOHO TNG OUCKELNG OTO
TomKO 8ikTLo oL pmopel va vokataotoel v IP dievBuvon g, 1 ™ dnpdoia otatikn IP tov
server, av vmdapyel). Eniong mpénel va aAAGEOLHE TX QXVAYVOPLOTIKA TIOU GVXQEPOVTIAL TIXPATIAVE
MOTE VA Toplalovy aeevog pe tnv  6ievBuvon G ouvoKeLg OTo TOTKO SikTvo (6Nwg OTo
avayveploTiko 1), kot agetépou pe to domain name tng vnnpeciag pog (ONWG 0TO AVAYVOPLOTIKO
2).

ApEOo®G PETA TIGC APOTIAV® TPOTIOTOWOELG eipaote o Beon va eAéyEoupe TV eykupoOTNTA TOL
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OXNHATOG Hag, TANKTpoAoywvTag o€ éva browser localhost — av Bplokopaote otov 1610 TOV server —
N  torukn IP SievBuvon g cuvokevng amod éva vroAoyloTt| mov Bpioketon oto 1610 LAN. Tore,
HOG TIPOLOIAETAL T TIO KAT® 080VN:

t‘. R

ownClou

/usr/share/owncloud/data

localhost

Finish setup

Apyikd, TANKTPOAOYOUHE EVO OVOHX XPTOTI YL TNV UTNPECLO VEQOLG, Kot eva KodKO. Ta oTtoyelia
outd Ba eivan amopaitnTa yio KGBe emopevn opd mov Ba BEAovpE va amokTioovpe pdofact otV
vninpeoia, eite Sadiktuoka, eite peow €vog client.

‘Eneita, Ba mpémel va aAAd&ovpe v tomobeoia amobnkevong twv 6edopévev, MOTE QLT VX
anofnkedovtal ato okANpo SioKo KAt OXL 0TOV TIEPLOPLGHEVO Xwpo NG sdcard. ®a dnpovVPYCOLHE
Tov PakeAo /var/www/owncloud/data, otov omoio Ba cuvdéetan (mount) o okAnpdg diokog — 1 Ko
éva povo Stapépiopd tov (partition) mov BéAovpe va mepiExel ta dedopeva. AV OKOTEVOVHE VO
XPT|O1HOTIOI|COVHE KATIO0 Sapéplopa Bewpolpe 0TL oe auTd TO onpeio o diokog €xel SiapeploTel,
Kol 0Tl yvapilovpe 10 Sapéplopa mov Ba xpnoiponowmn el yiax ta dedopeva TG vINpeciog Hog —
€0Tw 0T avTO eivan 10 /dev/sda2. Tote, Ba mpoobBéoovpe v €§N¢ ypappn oto apyeio /etc/fstab
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(OnwG avaEEPApE Kol Tapanavem, broBetovpe dioko popgomownpévo kata NTES) :

/dev/sda2 /var/www/owncloud/data ntfs-3g
rw,umask=007,auto,owner,users,uid=33,gid=33,utf8 0 0

ZUVOTITIKG 0UTO OTHaivel OTL 0 1810KTNTNG ToL diokoL — Tov €d® €xel label /dev/sda2 — kabBwg kot
OAWV TV QaKEA®V og autdyv, Ba eival o xpriotg www-data. Emiong o diokog Ba cuvééetan oto
A€1ToupylKO cuoTNHa (mount) K&Be POp& TOL AVTO €KKIVEL, Kol PHOVO 0 Xprotng www-data (Tmouv
vrayopeveTal and to uid=33) kol 6gol aviikouvv oto group Tov (gid=33) Ba €yovv SikandpaTa
TIPOPOAT|G, ene&epyaoiag Kol eKTEAEOTG TOL apxeiov. Tehog, dev Ba yivovtal aviiypaga aoc@aieiog
Tov Slokov amo 1o mMpdypappa dump, o0TE B EAEYXETAL YIX COAAHXTO KOT TNV €KKivnon g
ovokevng. EmmAgoy, yix va anotpePoupie tn xpron tou §iokov ano GAAeG vmnpeoieg 1) xprjoTeg, Oa
dwooupe amokAEloTIKO Sikaiwpa ipdofaong otov dioko dedopévav ato xprotn www-data, e Tig
TIOAPAKAT® EVIOAEG:

sudo mkdir -p /var/www/owncloud/data #Anpiovpyovpe to directory eav 6gv LTIAPYEL.

sudo chown -R www-data:www-data /var/www/owncloud/data

sudo mount -a #, OOTE VO GLVOECOLE OAX TX CUOTIHATA APXEIWV TTOL OpiloVTal OTO
/etc/fstab.

A@ob olokAnpwoovpe TN TMapamdve OSwdikacia pmopovpe va aAAdSovpe TV TomoBeoia
anoBnkevong ot /var/www/owncloud/data, Kot 0To ypo@IKO pevoo.

O 6ilokog pog mAéov pmopet va erio&evel ta dedopéva otn tomoBeaia mov kabopioape, OH®G aLT
dev elva OpyavePEVO OKOHT OOTE VO HTOPOLV va Xpnotpornotovvtal. [t to Adyo auto mpenel va
puBpicovpe to oxnpa ™G Bdong 6edopévav g vINPeoiag.

ATO €va TEPPATIKO, EKKLVOVE TNV LTNpecia mysql pe TV €VIOAN,

mysql -u root -p
Aivoupe Tov KOSIKO ao@aAeing, KOl 0TI CLUVEXELX TIG €ENG EVTOAEC:

CREATE DATABASE owncloud_data;

CREATE USER 'owncloud_user'@'localhost' IDENTIFIED BY 'password'; -- oOT0U
password 0 K®OLKOC TOL BEAOULUE va €xel o xpnotng owncloud tng PBdong dedouEvav,
OX1 TNg umnpeoiag.

GRANT ALL PRIVILEGES ON owncloud_data.* TO 'owncloud_user'@'localhost';

FLUSH PRIVILEGES;

I ovuvexeln KAeivoupe tn ovvéeon pe T PAomn, KOl OTO ypa@KO HEVOL oTov browser,
OLUTANPAOVOLE Ta TIESIA IOV AVTIOTOLXOLV 0Th f&om dedopévav g oG eENG:

Iedio T

Username owncloud_user

Database owncloud_data

Database password E8® oupmAnpavoupe tov Kadikd mov €xel o

xprjotng owncloud_user tg Bdong 6edopévav.

location localhost (givon 1161 cvpuMANpwEVO To TESi0
aLTO, Kol 6eV T0 0AAGLOLE)
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Topa n vmnpeoia Owncloud eivon €towpn yw xpron. IMélovpe to kovumi Finish Setup, ko
epgavideton n apyxkn 08ovn xprotn. Mmnopoope mAéov va avedoovpe apyeia, va ouyxpovicovpe
QOKEAOLG E KATIOOV GAAO LTTIOAOYLOTN N HE KATowx Kvntr] ovbokevn. H dievBuvon g vnnpeoiag
pog eivon hostname/owncloud, 6mov hostname to domain name 1oL €MAEENE OTA TIHPATIAV®D

BNpata.

4.4 TlpowBNon Bupwv OTOV OLKLAKO OPOPOAOYNTN
(Port Forwarding)

[Tpokepevou va eivar mpoofdoipn n vrnpeoia pog and 1o Sradiktvo, B mpenel va mpowbovpe Ta
TIOKETK TIOL TAVOLV PEXPL TOV SPOLOAOYNTH TOL OTITIOD OTOV server. [0 v QO@VOYOLHE TA IO
ovvnOopéva port scans mou amevBovovtal mpog oAOkAnpa blocks SievBlvoewv, pe oTOX0 vV
EVTOTIIOOLV €VEPYOULG servers — aToxoug, Ba xpnolponotrjoovpe non-standard ports, Ta omoia dev
€youv ovoyetioBel pe kamowx &AAn vrmpeoia [6] . Ta v e§umnpétnon otnpadtov HTTP Ba
xprotponoirjoovpe to port 8000 ko yior v e§umnpémnon artnpatov HTTPS 1o port 4431. Me
BorBelar Tov SpopoioynT TPowBOVE TH EGEPKXOPEVH TIOKETA TIPOG TOV server, ota ports 80 kot
443.

E@ocov BéAovpe va KATAOTHOOLE duvaTtr) T TPOGBHOT 0T GLOKELN HOG PHOVO pédw Tov HTTPS,
HTIOPOVHE Vo {NTNOOLLE amo Tov eELMMPETNTH V& avakatevBivel ta ontrpata HTTP npog to port
4431. Me autd TOV TPOTO, TMETLXAIVOLHE €MONG VA SlXwPlooLHE TIG AoPaAElG OLVOEDELG TTOL
EeKvoly amo 1o €0TEPIKO SikTLO (01 OMoieg TEAIKG KataAryouv ato port 4431) and Ti¢ ao@aAeic
ouvééoelg mov Eekivoly omd 10 e&wtepko Siktvo pe mpooplopo to port 8000, aAAdlouv oTn
OUVEXEI TO TIPOOPIOHO e T mapépfaon tov efumnpetnt) oto port 4431, Kol TEAIKK
avakatevBuvovtol and 1o SpopoAoynt oto port 443. 'E1o1, av XprOHOTOI0VHE TNV LTINPECi Kol
amd TO OKIOKO OIKTLO Kol amo eEWTEPIKA SIKTLAK, HTOPOVHE VA EQPAPUOCOVHE SIPOPETIKEC
TIOMTIKEG XPr|OTNG TNG LINPETiag Hag avdAoya |E TO pPort ToL XpnolponoleiTal.

IMa vo VAOTIOINOOLE TA TIAPATIAV®, TIPETEL APEVOG VA ST)HIOVPYT|OOVHE KOVOVEG Yl TN TTpomBnon
Bupwv 010 SpOpOAOYNTH], KAl QPETEPOV VA ELCAYOLHE TIG OWOTEG 08NYlEq TPOG TOV €ELMNPETNTA
Apache, o1o apyeio virtual_hosts.

H eikova v Kavovev atov SpopoAoyntn eivor n €§ng:

Owncloud 8000 80 vdsl_internet _
'}
TCP 8000 80 192.168.1.6
Broker 1883 1883 vdsl_internet _
ul
TCP 1883 1883 192.168.1.6
Https-Owr 4431 443 vdsl_internet _
W
TCP 4431 443 192.168.1.6
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O 6evtepog Kavovag emrtpenel N SiéAgvon pnvopatov MQTT, n onola yivetor anod ) BOpa 1883.
H okompdtmta Tov PNVULATOV OUTOV GVOADETAL GTI GUVEXELX, OL®G TIPOG TO POV Ba eloayovpe
EVOl OYXETIKO KavVOVQ 0TO SPOHOAOYNTH, OOTE T PnvLpata mov Ba anmootéAAovtan pog v IP pac,
va ipowBovvtan pexpt tov MQTT Broker o omoiog otnv mapodoa vAomoinon @rho&eveiton eviog
TOL OIKLAKOU S1KTVOU.

A@oU 8NIOVPYNOOVHE TOLVG KAVOVEG, SOKIPA(OLPE va TAONyNBoVpE OTNV 10TOCEAISK pHOG HECK
€vOg GAAoL SikTOOUL (eKTOG OlKiag), 11 Sokipalovpe va MAONYNBOVHE XPNOHOTOIOVTING KATOLH
vninpeoia Proxy onwg yio napadetypa tov Tor Browser. Agv dokipaloupe amd to Siktuo pog, §10t
QpPKETOL SPOHOAOYNTEG TIAPATEUTIOVY 0T 81KT] TOLG 10TOoEAISH Stayeiplong dtav Sdokipdoouvpe va
EMOKEPTOVHE HIX LOTOCEAISQ TIOV €XEL GLUOKETIOTEL pe TN dnpooia IP toug.

H oUvéeon pag mpémel va eivat eMTULYNG, KX HOG TpOLO1ALeTan 1 apikn oeAiba tov owncloud, yw
va elo€ABoupe otnyv vmnpeoia.

It ouvvéxela Ba eExopaiicovpe OTL 1 Kivnon mov Ba avTOAAGCOLHE HE TOV KATK T ANYmn Kot
amoOTOAN apxelwv eivar ac@aAng. Apxika Ba SnUIOLVPYNCOLHE Ta AMAPALTNTA TOTOMOTIKA IOV
Ba acvBevtikomoloty Tov e§LMNPETNTA WOTE Vo propei va Srayepideton Tig ontnoelg twv client mpog
avtov. Enerta, Ba evepyonowjcovpe tnv vmootpin HTTPS omd tov efummpetnt) kot Oa
npooBéocovpe emmAéov pubBuioelg mov Ba pog Bonbroovv va amo@LYOLHE YVWOOTEG €MBETELG
vriopaBpiong tov HTTPS oe HTTP.

YnoBétovtag pia oOVEEOT TEPHATIKOV OTOV €EVTINPETNTI, EKTEAOVHE TIG TIPAKAT® EVTIOAEC:

sudo a2dissite 000-default

sudo a2enmod headers & & sudo a2enmod ssl  # evepyonoinon duvatdtnTag xprong ssl kot
eloaywyng kegaiidwv tomov HSTS otn ouvéyela.

sudo service apache?2 restart

cd /etc/apache2/
sudo cp /etc/ssl/openssl.cnf /etc/ssl/openssl.cnf.bk #5npiovpyio backup tov apyikov apyeiov
sudo nano /etc/ssl/openssl.cnf

Z1tn ouvéxela aAAG{oVE TIG EENG YPOPHEG TOL apyeiov:

dir = /root/SSLCertAuth
default days = 3650 # 10€Té¢ TOTOMOWNTIKO
default bits = 2048 # bit aoLPPETPIKOD KAEIS100 TNG APYIKTG PAOTG TNG
#UeTAS00MG. Oe®POLVTAL ACPUAT| HIE TA OT|HEPIVA
#(2016) 6edopéva, and to NIST twv HITA. To peyioto
#TOU €€l OTIACEL PEXPL OTIYHNG €ivan To KAe1S1 RSA pnkoug 768 bits.

countryName default = GR
0.organizationName default = identifier  #OVOYV®PLOTIKO TOL OPYQVIOHOU, TLY
#Owncloud@Home, Ntua kKA.

To AN peg apyeio openssl.cnf mapatiBeton oto KeEEdAao 10, oTO TAPAPTNHA KOSIKA TOL
eSummpetnn.

IMa ™ dnpovpyia Tov KAES100 KpuTOYpAPNONG, Ba TPEMEL Vo STHIOVPYNCOVHE TNV O1KT HOG apXT
motonoinong (CA - Certificate Authority) eKTEAOVTOG TIG TAPOAKAT® EVIOAEC:

30


mailto:Owncloud@Home

sudo mkdir /root/SSLCertAuth & & sudo chmod 700 /root/SSLCertAuth

sudo -i# npooPaon SlaxeploT) OOTE va SNHIOVPYTCOVHE PAKEAOVG KAT® OTIO TOV root PAKEAOD
cd /root/SSLCertAuth

sudo mkdir certs private newcerts

sudo echo 1000 > serial # Ba pmopovoe va eivan omoloadnmote aplBpog, mtpoadiopilel
HOVaOIKG K&Be KAe1H1.

sudo touch index.txt

Tuveyiloupe pe ) dnpovpyia Tov KAE18100 Kal TNV LIIOYPAPT) TOL:
cd SSLCertAuth

openssl req -new -x509 -days 3650 -extensions v3_ca -keyout private/cakey.pem -out
cacert.pem -config /etc/ssl/openssl.cnf #6npovpyia CA Certificate, kon CA private key oo
avtioTtolyel oe avtd. Ta ovopatd toug tpoadiopifovrat oto openssl.cnf

openssl req -new -nodes -out apache-req.pem -keyout private/apache-key.pem -config
/etc/ssl/openssl.cnf #6npovpyia Apache Certificate Request (mepiéyet 1o public key), kot Apache
private key mov avtiotoiyei oe avtd. H emhoyr] towv ovopdTey oTig mapapéTpoug out kot keyout
elvan eAevBepn).

openssl ca -config /etc/ssl/openssl.cnf -out apache-cert.pem -infiles apache-req.pem
#6npovpyia Apache Certificate (mepiéxel to public key), and to mponyodpevo request, pe
BonBela tou CA Certificate mov dnpovpynoape §00 eVIoAEG o AV®, Kot Tov config file.

mkdir /etc/ssl/crt

mkdir /etc/ssl/key

cp /root/SSLCertAuth/apache-cert.pem /etc/ssl/crt

cp /root/SSLCertAuth/private/apache-key.pem /etc/ssl/key

mkdir /var/www/logs #ONHU0LPYIX EIBIKAOV PAKEANDV V1A TX KAEWOIX KAB®G KOl QaKEAOL yla

Kataypaen g pong ssl. Oa xpnoponoinBovv oto apache virtual-hosts file.

cp /etc/apache2/sites-available/default-ssl.conf /etc/apache2/sites-available/default-ssl.conf.bk
#avtiypapo ac@aieiog

nano /etc/apache2/sites-available/default-ssl.conf

Zn ouvéxeln, aAAG{OLHE T TIEPLEXOHEVX TOL OpXKOL opyxeiov, mMpooBetoviag ta amapaitnTa
redirections ®ote va vAomoteiton to oyrpa port forwarding mov avaAboape MAPOMAVE Kot TIG
TIAPATIONUTIEG TIPOG TO TIPAYHOTIKO opyeio private key kou certificate. Emiong, mpooBetovpe tnv
oényia Header always set Strict-Transport-Security "max-age=15768000; includeSubDomains;
preload” mpokelpévou va amo@evyBovv embeoelg vmofadpiong tov https o€ amAo http.

Ta mepieyopeva Tov apyeiov eival Ta MUPaKATE:

<IfModule mod_ssl.c>
<VirtualHost *:80>
DocumentRoot /var/www/owncloud
ServerName owncloud.home.kg
Redirect /owncloud https://owncloud.home.kg:4431/owncloud
Redirect / https://owncloud.home.kg:4431/owncloud
</VirtualHost>
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<VirtualHost *:4431>

SSLEngine on

ServerName 192.168.1.6

ServerAlias owncloud.home.kg

SSLCertificateFile /etc/ssl/crt/apache-cert.pem
SSLCertificateKeyFile /etc/ssl/key/apache-key.pem
DocumentRoot /var/www/owncloud

<IfModule mod_headers.c>
Header always set Strict-Transport-Security '"max-

age=15768000; includeSubDomains; preload"

</IfModule>

<FilesMatch "\.(cgi|shtml|phtml|php)$">
SSLoptions +StdEnvvars
</FilesMatch>
<Directory /usr/lib/cgi-bin>
SSLoptions +StdEnvvars
</Directory>

BrowserMatch "MSIE [2-6]" \

nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0

BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown

</VirtualHost>

<VirtualHost _default_:443>

ServerAdmin webmaster@localhost

ServerName 192.168.1.6

ServerAlias owncloud.home. kg

SSLEngine on

SSLCertificateFile /etc/ssl/crt/apache-cert.pem
SSLCertificateKeyFile /etc/ssl/key/apache-key.pem
DocumentRoot /var/www/owncloud

<IfModule mod_headers.c>
Header always set Strict-Transport-Security

"max-age=15768000; includeSubDomains; preload"

</IfModule>

CustomLog /var/www/logs/ssl-access_log vhost_combined
ErrorLog /var/www/logs/ssl-error_log

<FilesMatch "\.(cgi|shtml|phtml|php)$">
SSLOptions +StdEnvVars
</FilesMatch>
<Directory /usr/lib/cgi-bin>
SSLOptions +StdEnvVars
</Directory>

BrowserMatch "MSIE [2-6]" \
nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0
BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown

</VirtualHost>

</IfModule>
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TENOG, EKTEAOV|IE TIG EVTOAEG
a2ensite default-ssl.conf
service apache reload

exit

Y10 onpeio avtd PMOPOVHE Vo EAEYEOLHE TNV LIINPESIN PaG, MANKTPOAOy®VTaG TN StevBuvon g
and éva omolovoénmote browser, omodexOHEVOL TO TOTOMOWNTIKO TIOL SNUIOVPYNOOHE Kol
vroypdyrape ot idot. Iapatnpovpe 6T ) guvSeon yivetan pe n xprjon HTTPS.

H ekéva peta ) mpotn ovveon ival N TopaKAT®:

J."’n Files - ownCloud x| @

(4 &2 @ https:/Nlocalhost/owncloudfindex.php/apps/files/ v &|[Q search [&#®e + &

Welcome to ownCloud

Your personal web services. All your files, contacts, calendar and more, in one place.

Get the apps to sync your files

ANDI .

o oN £ Available on the
Desktop a -~ o ~lavy
L] Deskaop app P> Googleplay | @8 App Store

Connect your desktop apps to ownCloud

Y1 ovveyela, Ba mpooBésovpe oV LINPETia HaG AKOUN €va XproTn ToL Ba €xel SLAXEIPLOTIKA
Swonopata, dnAadn Ba pmopel va eAéyxel toug dAAovg XproTeg Kol va aAAdlel Tig puBpioelg tov
Owncloud-Server.

Apyika avoiyovpe to pevon de§1d amd To OGVopa Tov XpNoTn, Kol emAgyoupe Users:

g‘"n Files - ownCloud x "‘. &
=

[ 4 2 @ https:localhost/owncloud/index.php/apps/files/ ~ C'l |0‘ Search | wBe 4 & =

Allfiles +* New 1, & Persona

Shared with you O MName & Size Modified

Shared with others

=‘ documents 23kB 7 days ag
i Hel
Shared by link
i 3.6MB 7d ¢
E‘ music BERE () Logout
ownCloudUserManual 1.8MB 7 days ago

Deleted files

fal
https:/flocalhost/owncloud/index.php/settings/users



Ztn ouvéyxela, mpooBeTovpe 10 emBuUPNTO OvopX XPNOTN Kol €va KOO, mpoadiopilovpe Ot
BEAovpE va avhKel OTNV OHAS TV SlOKEPIOTOV (UTOPOVHE VA TO KAVOLLE, YIXTL O TMPAOTOG
Aoyaplaopog eivat Aoyaplacpog daxeplot) kat mélovpe Create:

+ Add Group testuser oeeeeeee admin v Eeate
|| admin
Everyone 1
“ andreas andreas +add group admin v Group Admin v Default j
Admins 1

Tehkd propovpe va dovpe dT dnpiovpyndnke o Se0TeEPOg XPOTNG:

afh,
‘...’. Apps ¥ andreas ¥
+ Add Group admin v Create
Everyone 2
“ andreas andreas admin v Group Admin v Default j
Admins 2
testuser testuser admin v Group Admin v Default j

Me tov TpOTOo TIOL MEPLYPAPTKE TIOPATIAV®, HTIOPOVHE VX STIHI0LPYNCOVHE XPIOTEG Y10t OAX T HEAN
€VOG OTILTIOV, T] YO H1X HIKPT) OGS,

34



5 Eogoappovec Android Kol Baolkoc
KwOLKAC TNC epapuoync Client

5.1 BaolkEC MapaTtnpnoEeLC YLIO TO TIPOYPOLUATLOWO
oe Android

INa pux epappoyn Android, dwaxitepo poAo €xouv ot vmnpeoieg (services) Kat o1 SPACTNPLOTNTEC
(activities) mou eival ava maoa oTypn evepyeg. Ot LMNPeCieg XPMOHOTOOVVTAL YO EPYRTLEG IOV
HTIOPOUV V& EKTEAOVVTOL GTO MOPACKNVIO, GLVIHOMOG YIX APKETK HEYAAO XPOVIKO SIACTNHA, €VG Ol
SpOOTNPLOTNTEG YO EPYATIEG TIOL APOPOVV TNV XAANAEMIOpAOT XPTOTI KAl GUOKELT|G.

Tooo o1 vnnpeoieg 600 KAl 01 SPACTNPLOTNTEG LAOTOIOVVTAL HE KAKOEIG TAPOHOLEG HE QUTEG TIOVL
oLVOVTOUpE 0Tn Java, Ol oToieg OPWG €KTOG TV KAVOVIKGV HEBOSwV TOug, vmoyxpeolvtal va
VAOTIOIO0LY OULYKEKPIEVEG HeBOSOLG OTig omoieg otnpideton N ekTéAeon G epappoyns. H
EKTEAEOT] TV HEBOO®V LTV €xel QOVYXPOVO XOpaKTHpa Kol Pooiletal ota yeyovota TOU
ovpPaivouy kata v aAAnAenidpaot pe tov xprot. Kanowx and ta mo Paoikd yeyovota yua pia
uvnnpecia 1 dpactnpotnta eival n dnuovpyia TG, N MPOCWPLVI] TAOT, | EMAVAPOPA KOl O
TEPHATIONOC [7].

Koatd napopoto tpémo dopovvton Kot ot vninpecieg. Mo vnnpeoia pmopel va mpoypopHATIOTEL ®OTE
VO eKTEAETEL €101KO KOSIKA OTav Snpiovpyeital, dtav eKKIvel, TPV OTAHATHOEL GAAX Kol OTavV
Kamowa GAAn Spaotnprotnta (ntnoet va ouvdebet (bind) padi g [8].

H emxowvwvia petad vmnpeciov Kol SpaoTnploTHTOV EMTLYXAVETOL HE HIX €181K] Sopn, TOV
Broadcast Receiver, o onoiog Aapfdvet intents, ou gival pnvopaTa TOL PHTOPOVV va TEEPIANHPAVOLY
Ko dedopéva. Me Bdaon ta pnvopata mov Aapfavel, o Broadcast Receiver ekteAel Tov avaioyo
KQOKA.

Z10 TOpéna NG OAANAETISpAONG TOL XPHOTN HE TO AEITOUPYIKO GLOTNHA, TO KOPO HECO Y& TN
S1€yEPOT TNG TPOCOXNG TOL HETH OMO KATOWN OTHAVIIKA YEYOVOTa €ivat To ypa@iko ototxeio Toast.
[Tpdkettan ylor P TOAD €VENKTI KAGOT] €180TOIOE®YV, TIOV EMITPENEL VA EP@avifeTan oy 080vn
TOL XPNOTN, KEIPEVO, EIKOVQ, OKOHN KOl YPOQIKG oTolkeia. Mia akoOpn xpnotpn Suvatotnta
aAnAenidpaong elvar o1 otatikég 1 ot Suvapikég Satagelg (layouts), mov pmopolvv va
TeEPLAApPAVOUY KOUUTILY, KUALOHEVX HEVOL KATL. TNV €QOPHOYN HOG B XPnOlHOTOU|COVHE HIA
oTaTIKN ST, oL B EVIHEP®VEL TO XPHOTN Yl TNV AVAYKT €MAVAOUVOEOTG TOL S10KOL HETK
amno pa nepiodo adpavelag.

To AE€1TOLPYIKO GUOTNHA EVIHEPMVETAL YIX TNV VMAPEN LMNPECIOV KAl SPACTNPLOTITAOV AMO TO
el0KO apyelo puBuioewv, AndroidManifest.xml, to onoio Ppioketon otov Paocikd @akeAo (root
folder) tng k&Be epappoyng.

5.2 Pon eKTEAEONC PLac epapoync Android

H pon mg extéAeong oe pa epappoyn android, Sekivd anmd v kAdomn application, 6mwg ovt
dnAwvetar oto AndroidManifest.xml g e@appoyng. Apeowg petd v ekteAeon g pebodou
onCreate ovTNG TG KAGONG, ekKivel N péBodog onCreate NG SpaoTNPIOTNTHG TTEPIAAUPAVEL TN
dNAwon yux ™ dpaon android.intent.action. MAIN KOt mv Katnyopia
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android.intent.category. LAUNCHER [9]. X10 napakdte napadetypa Kodika, n paotnplotnIa mou
ekkwvel elvan n MainActivity, mov Bpioketon p&Alota oto BAciKO QAKEAD TNG EQAPHOYTG:

<activity android:name=".MainActivity" android:label="@string/app name">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

ATO 10 onpeio auTd Kal 0T GLVEXELR, KXAOLVTOL OAEG 01 LTTOAOITIEG SPACTNPLOTNTEG KOl LTINPETIEC
TIOL QMOPTI(OUV TNV EQAPHOYN, KOl omoKpivovtal oTig Se60péva TIOU TIPOKVMTOLV OO TIG
SpaOTNPLOTNTEG TOL XPTOTN.

5.3 EykatdoTtoon tTnC epapuoync owncloud-android

INa v vAonoinon tov ac@aiovg client, pia amo TG PACIKEG EQPAPHOYEG TIOL B XPTOLHOTIOUCOLLLE,
gival N vapyovoa €kdoon g epappoyrg owncloud-android. H eappoyr| eival vrevBuvn ya to
OLYXPOVIOHO TV apxeiwv petadd piag ovokevng android kot tov Owncloud-Server. ITeptAapfavel
KATAAANAO ypa@iko mepifaAAov, Kal €va Baciko TEPIyNTN Y& Ta apxeia mov givatl amodnkevpéva
0TOV €SUTINPETNTI], WOTE O XPNOTNG V& propel va katefddel apyeia otn cvokevr Kal va aveRadlet
apyeia oto @dkelo mov emBupel. EmmAéov vmootnpidel kot dAAeg SuvatOTNTEG TV GLYXPOV®V
client, 6nwg ™ SvvatoTNTa va avefalel KUECHG PTOoypaPieg Kal Bivieo mov maipvel 0 XproTng
otov Owncloud-Server.

Apyika, Ba mpémel va kotefdooupe TOv TNyoio KOSKX TNG €QPAPHOYNG, TIPOKEIHEVOL VO
S1MOTOOOLE OTL AclToupyel 0WOTA pe TV vIMpeoia pag. 'a va To TETUXOVE aVTO, aTO €va VEO
TEPHOTIKO EKTEAOVE TIG €&T1G EVIOAEG:

sudo apt-get install git
cd directory_of_project # o @dkelog mov BEAoL|IE v TIEPIEYEL TO project
git clone --recursive https://github.com/owncloud/android

1 ovveyela, Ba mpémnel va eykataotoovpe 1o Android Studio, kaBog ko To Android SDK, amo
TN oxeTKN 1otooeAida g Google [10].

MeT& TNV €yKATAoTOOT), HTTOPOVHE VO EIGAYOLHE TO project TOL KOTEBACHE MAPATIAV®D OO TO
Hevoy import existing project. 'Exovpe mMAEOV PMPOOTA HOG TO KAWVOLPYLO project HE OAEG Tig
KA&oeglg mov oyetidovran pe ovto. ITiéovpe to Kovpmi Run, kot 1 epappoyn HETOYADTTICETON Ko
EQPOOOV EXOVHE OUVOESEUEVO TO KIVITO HOG T} KATIOW GAAN EIKOVIKI) CLOKELN EEKWVA va TPEYXEL.
MmopoUjE Vo TIAPATNPTOOVHE OTO KAT® Hépog Tov android studio, To apyeio kataypa@ng tng
EQPOPHOYTG VO AVAVEQVETAL KABMOG auTr) Aettoupyet.

O kodKag G epappoyng eivar opyavopévog oe tpia mokéta, to android, To omoio eival Tto
e€mtepko Kot ta oc_jb_workaround kot owncloud-android-library, ta omoia meptAapfavovion oe
auTO. XT0 QAKEAO SIC, TIEPLEXOVTAL Ol KAKOELG IOV B XPEINOTEL VA TPOTIOTIOCOVHE, Kal gival 0
YEVIKOG KOG NG epappoyns. Ekel vmapyet ko to makéro com.owncloud.android, to omoio
TIEPLEXEL TIG KAAOELG TNG EQAPHOYNG KATK KXTNYOPIEG.
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Andé 10 AndroidManifest.xml yia to module android, mov Ppioketon o010 PBaokd @GKEAO TNG
EQOPHOYNG, PAEmMovpE OTL @OV 1 €QUPHOYN €KTEAEDEL TOV KOOKa G MainApp (Application
class), ovvexiCer pe ™ OSpacmprotrta FileDisplayActivity.java. H FileDisplayActivity eivon
vreLBLVI Y1 TNV APXIKOTIOINGT] TOL BACIKOV HEVOD TNG EQAPHOYTG, ATIO TO OTI010 0 XPNOTNG PAEmel
TOV KATAAOYO TV OpXEI@V TOV.

IMapokdtw BAETOLHE TOV KOSIKA TNG EQPAPHOYTG OIS PAIVETAL APECTMG HETA TNV EICAYWYT] TOV OTO
Android Studio.

android (f/media/andreas/550_Data/OwncloudA,

[ .gradle

[ .idea

[ settings

i

[ androidTest

[ automationTest

7 build

1 doc

[ gradle

[ libs

i oc_jb_workaround

Eai ewneloud-andreid-library

Edres

[ src

E3 com.owncloud.android

7 authentication
1 datamodel
£ db
[ files
EJ media
7 operations
EJ providers
[ services

[ syncadapter
7 ui
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5.4 Epoapuoyn matt-client

Extog and v epappoyn owncloud-android, mov Ba eivon vmevBuvn yia v emKowvwvia pe Tov
eELMNPETNTI], TIPOKEIHEVOL VA OMOCTEAAOVHE HNVOHXTO OTO QMOBNKELTIKO HEGO, Ba XpelGTOVE
g Ouvatotnteg mov mpoogépel  évag MQTT Client. Xt ouykekpipévn epyaocia  Ba
XPT|O1HOTIOI|COVHE X DAOTIOINGT) IOV €xel yivel amo to xpriotn AshuJoshi tou github:
https://github.com/AshuJoshi/androidMQTT/tree/master/androidMQTT

H vAonoinon Baoileton oe éva vmodetypatikd apBpo tov Dale Lane oxetiko e ) xprion tov mqtt
oto Android [11].

IMa vo pmopé€covpie va XPrO1HOTIOI|COVE 0TI CUVEXELX TA OTOLKEla TG e@appoyng mqtt-client,
etval onpaviko va emPefoiwcovpe v opdn Aettovpyia g oto nepifdAiov epyaoioag pag.

Apyka Ba katefdoouvpe Vv epappoyr mqtt-client, eEKTEAQOVTOG TNV €ENG EVIOAT, OTOV QAKEAO TIOL
B€loupe:

git clone https://github.com/AshuJoshi/androidMQTT

It ouvéyelr, avoiyovpe to mpoypappa Android Studio, ko mmyaivovpe oto pevov File — New
— Import Project. TTapovowadetor pia oelpd S1AOywv, OTnv omoia TPEMEL v EMAEEOLHE OTL
B€Aovpe v epydoTOVHE HE T LTIAPYOVTH apXeia, va emAééovpe 10 owotd SDK avaioya pe Tig
OLOKELEG TIOL Bax xpnotpononBovy, kot va emfBefat®aovpE T Sopn Tov project.

IMa va €ovpe TANPN TN AETOLVPYIKOTNTO TNG EQPAPHOYNG, TIPEMEL va Katefdooupe ) BAobnkn
wmgqtt.jar, n omoia avrikel oty IBM, kat v onoia prnopovpe va PpoUpE ®G HEPOG TOL TOXKETOV
IA92.zip, ano6 v &ng tonobeaia:

ftp://public.dhe.ibm.com/software/integration/support/supportpacs/individual/ia92.zip

H BipAobnkn Bpioketor oto @dkero J2SE tov cupmeopevou apyeiov. Tnv avilyp&@ovpe o1o
Baowko @dxero (root folder) g epappoyng (padi pe Toug PaKEAOLG gen,res, Kol SIc) Kol KAVOVTaG
8eél KAk otn PifAiodnkn emAgyovpe “Add As Library...”. Apo0 mpooBeoovpe t PBifAobnkn, o
MQTT Client eivon €To1p0¢ VO HETAYADTTIOTEL KO Vo TPEEEL.

Onwg propovpe va dovpe ano 1o apyeto AndroidManifest.xml, n epappoyn mqtt-client, ekkivel
Spaompromta MQTTActivity, n onoia meptdapfavel pia omAn Siemagn ywx ) dnpocievon twv
HNVOHAT@V. MeTd Vv ekkivnon prmopovpe ano pia GAAn Siemagn va kaBopicovpe mn dievBuvon
Tov Broker kot To topic 0To onoio Ba oTéAvoupe PNVOPNTA, KOl Y1 TO 0Toi0 B eVIHEPWVOHAOTE.
[ToAV onpavtikd poAo otn Aettovpyia NG epappoyng €xel n vnnpeciac MQTTService, mov eivan
LIELOLVI Y1 TO XEPLOPO OAWV TwV yeyovotwv MQTT.

[MTopoKAT® PTOPOVHE VX SOVHE HEPIKK OTLYHIOTUTIA OTIO TN XPT|OT TNG EPAPHOYNG:
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ftp://public.dhe.ibm.com/software/integration/support/supportpacs/individual/ia92.zip
https://github.com/AshuJoshi/androidMQTT/tree/master/androidMQTT

androidMQTT

Start Service

Stop Service

Publish

H Baaoikn 006vn g epappoyng, amootéAel
punvopata méovrag to Publish, apob npota
&youpe miéoel 1o Start Service.

4 e 8:47
MQTT Settings

MQTT Topic
Provide Topic for Pub/Sub

Broker Discovery? 7
Check the box for manual entry

MQTT Broker
Enter IP Valid IP Address

H 006vn npotiprjoewv me epappoyns
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6 AnuLovpylo ao@aAo0C EQUPOYNC
Client

6.1 >xebLaouOC TNC epappoyne - teAatn (Client)

Ma v g@appoyn Tou HOVIEAOL Yl TOV TMEAQRTN TIOU TIEPLYPAPNKE OTNV apyn TG epyaciog, Ba
XPTO1HOTIO 00V HE WG Pdon Vv gpappoyn android tov Owncloud, kot TV Mapandve vAomoinon
tov MQTT Client. Eniong, Ba meptdapfavovtal pebodol mov Ba puBuidovv ) ovdeon kot v
amoovoeot Tov Si0KOL pHE OKOTIO TNV ac@aAela. Oa mpoaBéoouvpe ) Aettovpyikotnta tov MQTT
Client endve otov Owncloud Client yioti 0 k@81kag Tov TeAevtaiov €xel TOAD peyarADTEPT EKTOOT).

6.2 EQapuoyry owncloud-android

'Exovtag mAgov e10dyel Vv e@appoyn oo ePIBAAAOV avamTuéng, HopovpE v PETABGAAOLE TG
KAAOELG NG EQAPHOYTIG, WOTE VX DAOTIOIOVV TO OXESI0 TIOL TEPLYPAYAE OTN OXETIKN evOTNTa. O
nipenel SnAadn To amoBnkKeLTIKO HECO NG LTPeciag va givar MPooPACIHo HOVO OTav LTIAPYEL
aVAYKI avayveong 1] amoBrkevong oe auto, Kat va ivan amoouvdedepévo k&be GAAN otypn.

Tnv amaitnon ovt] B TNV KKVOTOW|COVHE KATX KOPlo AOYO TIPOOBETOVING KOOIKA OTN
Spaotnprotnta FileDisplayActivity, n omoia 0nwg avagépape Toapandve Tapovcldlel 0To Xprot
o apyeioe mov eivanl amoBnkevpéva oty vmnpecia. H Spaotnplotnta €ival LMOXPEWHEVT] VA
oAANAETSPd e TO amOBNKELTIKO PETO KABE OPQ TIOL EKKIVEL 1) EQAPHOYT TIPOKEIHEVOL va AdPet
TOV KOTOGAOYO T®V LMOPYOVI®V opxeiwv. Otav dev ypnolpomnoleital, Sev LMAPYEL OVAYKN vV
EMTPEMOLYIE TNV TIPOGPAOT| 0TO AMOONKEVTIKO HETO.

O1 mopamdve anmaTnoelg toupladouvy pe Tig peBdSovg mov eKTeEAOLVTIOL OTX SLAQOPN OTASIK TOU
KOKAOL (g TG Spaotnprotntag. Katd v évapén 1 ) ouvéxion g SpaotnplotnTtog (eKTéAeon
peBodov onResume) Ba pEMEL VO E180TOIOVHE HE KATIOI0 TPOTO TO OMOONKELTIKO HEGO MOTE vV
ovvdebel (pnvopa MQTT ON), kot 0tav 0 XproTng Sev €xel TAEOV TN TTPOCOXT TOL OTNV EPAPHOYN
N mv teppatidel (péBodog onPause, moapéAevon 5 xwpic kK&mowx evépyela Tov ¥protn), O
€160T010V}IE AVTIOTOLXX TO amoBnKeLTIKO PECO va amoovvdebel, otéAvovtag éva pnvopa OFF pe
xprion oo MQTT. Ot péBodot Ba evnpepdvovy T XPNOTH YA TIG XAAAYEG QLTEG WOTE va puBpidel
T npdoPaomn oTo meEPLEXOHEVO TOL SPOVTAG KATAAANAQ.

O mivakag mov akoAovBel cuvoridel Tig KuploTEPEg AerTovpyieg mov Ba amoktroel KaBe KAGOT Tov
Ba avaAboov e TOPAKAT®:

‘Ovopa KAGoNG Agrtovpyia

FileDisplayActivity.java H kAaomn avtr) elvon vredBuvn yia ) mapovaoioon
TV OpYeEl®V OTO XPNOTn, Kol ouviovifel v
amooToA]  pnvupdtov MQTT  mpog  tov
eELUMNPETNT] WOTE VO EXOVUE OOPAAE OTA
dedopéva.
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MQTTService.java H xAdomn avtn eival vredBovn ya TV amooToAn
Kot ) AYn pnvopdtov MQTT, kot yux v
evnuépwon g FileDisplayActivity.

ConnectivityActionReceiver.java H «Adon oavty eivor  vmevBovny  yux v
enavevepyoroinon g ovvdéeong MQTT, otav
aviyveutel 6Tt 1 ovvéeon o10  SdikTLO
emaveNDel.

DiskUsageService.java H xAdon ovt e&etdlel Katd mOGO 1 €QopHOoyn
elvar adpavig 1 0x1, Kal avtioToo EMKOWV®VEL
pe v  FileDisplayActivity  ®ote  va
mAnpogopnbei o xpriotng

Preferences.java Y kAdon outp ovpmeptAapfavoviar  HETaEL
GAMov kol ot puBpicelg mov a@opovv TNV
emKkowovia péoo MQTT.

[Moapokdtew mapaBeTovpe TOV KOSIKX TNG €QUPHOYNG OV KAKOT, aVOALTIKK KOl HE OGYOA.
[Mapovoidlovtot ot HETABOAEG GTOV LTTAPXOVTIX KOOIKA OXAAK KOl KXIVOUPYLOG KOOIKOG, Ol EMTAEOV
HETAHPBANTEG TTOL TIPETEL VX OPIOOVHE KOl Ol EMITAEOV €10QYOHEVEG KAGOELG (import statements) yio
K&Oe KAGom ToL pETABAAAOLYE T) OPI{OVHE OTNV EQUPHOYT].

Onwg Ba yivel avTiANnTo, em{nTOOHE HEYIOT ALTOVOHIN TV KAAOE®V OTOV KMSIKK HOG, OOTE VA
gtvanl eDKOAX Tpomono|olpog. I'a To Adyo avtd N eMKOWVOVIX HETAED OAWV TV CUOTNHATKOV TIOV
EL0QYOLIE OTNV EQapHOYN, Yivetal pe n xprion BroadcastReceiver kon LocalBroadcastManager.
Eéaipeon amoteAel 1o medio last_action_timestamp g kAdong Log OC.java, 10 ormoio
Xprolponogital and GAAN KAGom pe T xpromn Hag peBodov Aung (getter method) 816 Bewpovpe
OTL anoTeAel OLOIAOTIKO aTOLXELO TNG (TpoToTIoNHEVNG) KAGong Log_OC.

Ta MANPN apyeix IOV TIEPLEXOLY EMIMAEOV KOl TOV 0AAQYHEVO KMOSIKA, TapatiBevial 0To T€A0G NG
EPYNOIOG OE OXETIKO TOPAPTIHAL.

6.3 KAdon FileDisplayActivity.java.

FoapLKO OKEAOC aAAoywWY oTn dpaoTnpLtoTnTa FileDisplayActivity

MNa v evnpépwon tov Xprotn oTn mepintmon mov dev mapatnpnbel SpactnplotTnTa Yo apKeTA
HEYAAO XpOVIKO Stdotnpa, 1 epappoyn Ba mpénel va epgavifel oxetikny 080vn, Ko mapdAAnAa va
armoouvééel 10 Sioko. INa v vAormoinon g 086vng, oto @dkeAo res/layout g epoppoyng,
Snpovpyovpe éva katvovpylo apyeio xml pe ovopa hard_disk_reconnect.xml, pe ta mapokdtw
TIEPLEXOHLEVAL:

<RelativelLayout xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:tools="http://schemas.android.com/tools"
android:id="@+id/disk_layout"
android:layout_width="wrap_content"
android:layout height="match_parent"
android:paddingBottom="@dimen/activity_vertical_margin"
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android:paddinglLeft="@dimen/activity_horizontal_margin"
android:paddingRight="@dimen/activity_horizontal_margin"
android:paddingTop="@dimen/activity_vertical_margin"
tools:context=".ui.activity.FileDisplayActivity"
android:background="#82b1ff">

<Button

android:
:layout_width="300dp"

:layout_height="wrap_content"
android:

android
android

android
android

android:
android:
android:

<TextView
android
android

id="@+id/remount_disk"

text="@string/reconnect_drive"

:layout_centerVertical="true"
:layout_centerHorizontal="true"

background="#304ffe"
textColor="@color/white"
textSize="@dimen/abc_text_size medium_material" />

:layout_width="wrap_content"

:layout_height="wrap_content"
android:
android:

textAppearance="7android:attr/textAppearanceMedium"
text="Your Session has expired, and the hard disk has disconnected.

Please ensure that you have a working Internet connection and click the button below to
resume working with your files."

android:id="@+id/textView2"

android:layout_above="@+id/remount_disk"

android:layout_centerHorizontal="true"

android:layout_marginBottom="43dp"

android:textColor="@color/black" />
</Relativelayout>

H 0006vn mov epgavidetan yiax vo TANPOQOPNOEL TO XPrOTH €ival I TAPAKATO:

= ownCloud

REMOUNT DISK
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Ma My eKTONMWOoN ToL KeWévoy, Ba opicovpe éva string pe avayvwploTiKO reconnect_drive oto
apyeto strings.xml oto povondmu res/values/strings.xml, mpoaBétoviag v €€ng dnAwon:

<string name="reconnect_drive">Remount Disk</string>

ANNQVEC OTLC ueBOBoLC onStart, onCreate, onStop, Kol 0pLOUOC TNC
BonBnTLkNC peBGOoL publishMessage

H péBodog onCreate g FileDisplayActivity ekteAeiton mpwtn peTd TNV €vapén TG EQapHoyng, Kot
™mv ektéAeon g Application class MainApp.java. Xt FileDisplayActivity ekkivoOpe TIg
vnnpeoieg MQTTService kan DiskUsageService, ot onoieg eivor vmevBuveg yia Ty amocTtoAn kot
AUM pnvopatov MQTT, kot ywa T TpnoTn ToV XPOVIK®V 0Oplev 0oQOAEiNg KATE TN Xpron Tou
diokov avtiotora. Emiong, dnuovpyodpe éva Anmtn pnvupdtev (BroadCastReceiver) pe dvopa
receiver mov AapPdavel pnvopaTa omd TIg MAXPATIAVE LTINPETIEG.

IMa v opBn| Aettovpyia tov Afmn, Ba mipémnel va tov dSnAwocovpe otn péBodo OnStart, padi pe ta
HNVOpOTa oL AXpBAvel, ypAEOVTOG TOV TAPOKATRD KOSIKA:

IntentFilter actions = new IntentFilter("com.diskusageservice.remount action");
actions.addAction("com.mqttservice.message received");
LocalBroadcastManager.getInstance(this).registerReceiver((receiver),actions);

Emniong, Ba mpénel va tov anodecpevoovpe otn HEBodo onStop, pe TOV MAPAKAT® KOSIKA:
LocalBroadcastManager.getInstance(this).unregisterReceiver(receiver);

Otav o Aqnng AdBel prvopa emTuyo0g AMOCTOANG HNVOHATOG amo TV mqttService, 1o cuykpivel
He TO pPnvupa mov ekkpepel (pending _message) Kol avaAoya TUTOVEL OTO apXElo KaTaypagng
KATAAANAO S10yV@OTIKO PNVOHX Kol evipepavel T peTofAnTt mqtt_message_received. Emiong
otav Aapfavel prvopa mov poag TANPo@opel yia TNV adpaveld TOL CUCTIHATOG Y1 GPKETO XPOVO
TIAPOVLCIALEL TN OXETIKN 000V TIOL oploape TAPATAV® OTO XpNoTh. Onwg mapatnpoLjE, To layout
TIov opioape TePAapPavel TNV emAoyN va eNvVaoLVEEelL To SIOKO KOl v cuveyioel tn xprnomn tng
eappoync. INa to Adyo autd SrayelpllOpaoTe T0 Yeyovog g mieong tov kovpmod REMOUNT
DISK, enavekkivavtoag v dpaoctnpiotnta FileDisplayActivity.

IMa v vAonoinomn Tev napandve Ba eL0AYOLHE TIG THPAKAT® KAKOELG:

import android.support.v4.content.LocalBroadcastManager;
import com.owncloud.android.services.MQTTService;

import android.util.Log;

import com.owncloud.android.services.DiskUsageService;
import android.widget.Button;

210 TUNHa SNAwoewv Ba TpooBécovpe TIg THPAKAT® HETABANTEG:
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private static boolean mBound;

private static MQTTService mService;

BroadcastReceiver receiver;

LocalBroadcastManager broadcaster;

private static Intent mgttService;

private static Intent diskusageService;

private boolean mqtt_message_received;

private static String pending message;

public static ServiceConnection mConnection = new ServiceConnection() {

// Mepirypagovue t1 Ba yiver 0tav Oa ocvvbebel n FileDisplayActivity upe tnv
mqttService
@Override
public void onServiceConnected(ComponentName className,
IBinder service) {
Log.d(TAG, "Inside onServiceConnected");
MQTTService.LocalBinder binder = (MQTTService.LocalBinder) service;
mService = (MQTTService)binder.getService();
mBound = true;
// H amootoAn unviuato¢ yia tn ovvbeon tov 6iokov yivetatr otn uéBobo onResume.
}
// Mepitypdpovue t1 Ba yiver 6tav amoovvdebei n dpaotnpiétnta amd tnv vnnpeoia
// Agv amootéAAetat unRvvuua OFF yiati b6ev E€povue av Ba ekteAsotel n uéBobocg
// 616t n ovvbeon bpaotnpiétnTtag — vnnpeciag yivetatl Ue TNV MAPAUETPO
// Context.BIND AUTO CREATE
@Override
public void onServiceDisconnected(ComponentName arg0) {
Log OC.v(TAG, "MQTT Service disconnected");
mBound = false;

}

AxkoAoVBw¢ opifovpe T péBodo publishMessage. Av €xel ouvdeBel n Spaotnpiotnta (mBound =
true) pe 1o avikeipevo-vmnpeoioa mService, n peBodog Mpowbel To PVLHA Yl KTTOCTOAN HE TIG
nebodovg g MQTTService, SIQOPETIKA EKTUTIOVEL KATAAANAO S10yVOOTIKO HIVUHOL.

public static void publishMessage(String message){
if (mBound) {
mService.publishMessageToTopic(message); //Av n mBound eivat aAn@nc, ToTe N
avagopd otnv mService Ba givatr ykvpn

}
else {

Log.v(TAG, "Tried to publish but mBound is false");
}

pending message = message;

I ovvéxelwa, otn péBodo onCreate, kol TPy TNV €KTEAEOT NG €VIOA|¢ super.onCreate, 0O
TPOOBECOVE TOV TAPOKATR KOSIKA:

broadcaster = LocalBroadcastManager.getInstance(this);
receiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
if (intent.getAction().equals("com.mgttservice.message_ received")) {
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if
(pending message.equals(intent.getStringExtra("message_received"))) {
mqtt_message_received = true;
Log.v(TAG, "The pending message has been received");
} else {
Log.v(TAG, "A message different from the pending has been
received");
}
} else if
(intent.getAction().equals("com.diskusageservice.remount_action")) {
publishMessage("OFF");//AdBaus t0 pnvuvua yia va amoovvbECOVUE TO
6ioko onéte tov amoovvbéovue katr beiyvovue TNV 0086vn HEe mAnpogopiec yia tnv enavacvvdeon
setContentView(R.layout.hard disk reconnect);
Log.d(TAG, "message from notifyDiskDisconnected received - disk
unmounted") ;
final Intent reply intent = new Intent(FileDisplayActivity.this,
DiskUsageService.class);

reply _intent.setAction("com.filedisplayactivity.broadcast_received");
broadcaster.sendBroadcast(reply intent); //amootoAn unviuato¢ otn
DiskUsageService, 6tt o xpAotng eivat €viuepog yia tn mapéAsvon UeydAOV Ypovi1KoU
6raotAuatoc abpaveiac tov biokov
Button RemountButton = (Button) findViewById(R.id.remount disk);
RemountButton.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
// TODO Auto-generated method stub
Log.d(TAG, "Remount Button Clicked");
stopService(diskusageService);
stopService(mgttService);
unbindService(mConnection);
mBound = false; //n onServiceDisconnected kaAsitat LoOvo
0tav n mBound tepuatiletl ampdonta, E£MOUEVWC OEV UMOPOUUE va UETAPEPOVUE eKel auvTh TNV
EVTOAL.

reply intent.setAction("com.filedisplayactivity.user_notified reset");
broadcaster.sendBroadcast(reply intent);
FileDisplayActivity.this.recreate(); // Emnavévapén tng
6pacTNP1OTNTAC KAl armootoA tov unvouato¢ ON yia emavacvvbeon tov 6{0Kov Katd tn KAARON
TNG onResume.
}

1)

}
b
//Anutovpyia tn¢ vnnpeoiac¢ mqttService, tomov MQTTService
mqttService = new Intent(this, MQTTService.class);
startService(mgttService);
//Anutovpyia tng vnnpeoia¢ diskusageService, tonov MQTTService
Log.v(TAG, "Disk Service Starting");
diskusageService = new Intent(this, DiskUsageService.class);
startService(diskusageService);
Log.v(TAG, "Disk Service Started");

AANNOYEC OTN KLEBOBO onResume
H péBodog onResume Stac@aAidel OTL pETA amo Pl TPOowPvr| Slakor, Ba cuvexioovpe va €xovpie

npoofaon otax  opxelx pe oao@aAny Tpomo. Ilpata, Ba  evnuepdCOLHE TNV LTNpETia
DiskUsageService, ot n FileDisplayActivity PploKeTal 0TO TPOCKAVIO TNG EKTEAEONG, MOTE VX
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propel va e18omotel 0wOTE TOV XPNOTN Y TNV aVAYKN enavaoLveeong Tou diokov aAAaloviag To
layout. Enetta Ba ovvdéoovpe v vmmpeoia mqttService pe tn SpaoTNPOTNTIA EKTEAQVTNG TNV
evtoAn bindService, 61011 N mqttService anocvvdeeTan onwg B Sov e MAPAKAT®, KABE Popa ToL 1
vrnpeoia mepva oto mapaoknvio. H evtoAr] bindService éxel wg ouvénelx va Snpovpyeiton éva
avtikeipevo mConnection, kot va &ekiva 1 ektedeon g peBodov onServiceConnected ToL
avtikelpévou. H pébodog onResume npoo@épetan kahdtepa amnd tnv onCreate ylx TNV €kKivnomn g
vnnpeoiog mqttService, S10T1 pog divel v eveM&ia va SnpIoLPYOVHE 1] VO KATAPYOLLE TN GUVOEDT
OTaV T EQAPHOYN TEPVR GTO MOPUOKNVIO 1} OTO TIPOOKI|VIO QVTIOTOIKX, KOl €MONG EKTEAEITAN KO
KOTA T dnpovpyia TG vmnpeciag.

1t ovvexela otéAvoupe pnvupa ON oto Broker pe v publishMessage. H vnnpeoia mqttService
avoAapfavel va SNHOCIEVCEL TO PNVLHA, KOl OTaV aLTO Tipaypatonownfel B evnuepwoel T TN
™¢ petafAntg mqtt_message_received amo false mov eivon apyikd, oe true. Eav dev kKatagépoupe
Vo ONHOCIEVCOVE TO HIVLH (TLX. S10TL TO SIKTLO €ival LTIEPPOPTWHEVO, T] S10TL Sev Exel LeKvroel
n onServiceConnected &peoa, ondte 1 mBound eivon axopn false ) ,0a anootéAAovpe t0 prvupa
mqtt, PHEXPLG OTOL N PETAPANTI TAPEL TNV TIUN true, 1} PTACOVLHE OTO AVATATO KATOOAL Tv 120
npoomafel®y. Autd vAomoleital pe pio xpovompoypappatilopevn epyaoia, pe mn fonbela TV
kAdogwv Timer kon TimerTask.

INa va aviiAneBel o Timer tig aAAayég otn petaffAntn mqtt_message_received, dnpiovpyodpe pia
WOtk pebodo:

private Boolean getmgttmessagestatus(){return mqtt_message_received;}
Emiong, B mpéemel va e10ayou e KATIOLEG EMITAEOV KAAGELG OTOV KOSIKA:

import java.util.TimerTask;
import java.util.Timer;

1o TpNpa SnAwoewv Ba tpooBécouvpe Tig e§N¢g peTaHfANTEC:

private static final int MAX_MQTT_RETRIES = 120;
private int mqtt_publish_retries;

O mANPNG KOSIKNKG TIOL TIPAYHATOTOLEL Ta Tapamdve Kot ipooBétovpe otn peBodo onResume eivon
0 TIAPOKATO:

Intent focus change = new Intent(this, DiskUsageService.class);
focus_change.setAction("com.filedisplayactivity.has_focus");
focus change.putExtra("focus", true);
if (!'mBound) {
bindService(mgttService, mConnection, Context.BIND_AUTO_CREATE);

publishMessage("ON"); //amootoAn Unviuato¢ o0to OKANPo 61icko
Log OC.v(TAG, "OnResume published ON message, but did it arrive?");
mqtt_message_received = false;
mqtt_publish_retries = 0;
final boolean mqtt publish success = false;
final Timer timer = new Timer();
//AMOCTOAN UNVUUATWY UE apx1K KaBvotépnon 1000ms, kdBe 500ms, uéxpi¢ 6tov ovvbebel
//0 6iokoc.
timer.schedule(new TimerTask() {
@Override
public void run() {
if (!getmqgttmessagestatus()) {
if (mqtt_publish_retries < MAX MQTT RETRIES) {
publishMessage ("ON");
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mqtt_publish_retries++;
}
} else {
Log.v(TAG, "Succeeded by persisting " + mqtt_publish_retries + " times");
timer.cancel();

}
}
}, 1000, 500);

ANNOYEC OTN PLEBOBO onPause

H extéleon g peBodov onPause, onuaivel 0Tt n SpaonplotIa MEPVAEL GTO TIAPACKIVIO.
Emopévag, givon amopaitnto vo avTloTPEPOLHE TO AMOTEAETHA TWV EVIOA®V TIOU EKTEAOUVTOL OTN
peBodo onResume mov eidape mponyovpevag. Apxikd, Ba amooteidovpe pnvopa OFF otov dioko
S10TL Sev vIIAPYEL avaykTn va eival ouvdedepEvog. X1 ouvexela, Ba amoouvééooupe TNV mqttService
amo TN dpaoTNPOTNTA, 610TL MAEoV N obvdeon dev eival avaykaia, kot Ba TANPOEOPNCOLHE TNV
vrnpeoia DiskUsageService ott n FileDisplayActivity 6ev [pioketar mAéoV GTO TIPOOKMVIO.
[TpooBétoupe Aomov otnv apyr g HEBOG0L TOV MAPAKAT® KOSIKA:

publishMessage ("OFF"); //amnoovvbeon tov 6iokov

if (mBound) {
unbindService(mConnection); //amoocvvbeon tn¢ vnnpsoiag
mBound = false;

}
Log OC.v(TAG, "Off message from onPause - Notifying of change of visibility status");

Intent focus change = new Intent(this,DiskUsageService.class);

focus_change.setAction("com.filedisplayactivity.has_focus");

focus change.putExtra("focus", false);

broadcaster.sendBroadcast(focus change); //mAnpogépnon 6tt n FileDisplayActivity eivat
OTO MAPACKAV 10

6.4 KAdon MQTTService.java

H vmnpeoia MQTTService.java ,0mw¢ eidajie Topanave, TPOEPYXETAL ATIO TNV €QAppOYT mqtt-client
Kot vAomolel Tig peBodoug mov eival amMApPaiTNTEG yl TNV EMKOWVOVIX HEC® TOL TPAOTOKOAAOL
MQTT. H Aettoupyikomnta tng vmnpeciog Paocileton ot PiAodnkn wmgtt.jar v onoia
aVTIYpAQOVHE O QOKEAO TNG €MAOYNG HOG OTO project, 1.X o010 Hovormdtt owncloud-android-
library/libs, kot and 1o pevoy Se&i-khik emAéyovpe “Add As Library”. Ta va Aettovpynoet n
vnnpecio mqttService, mpéenel va v dnAwoovpe oto apyeio AndroidManifest.xml, npocBétovtag
TOV TIPAKAT® KOOIKA, OTO ECOTEPIKO TNG €TIKETAG <application> oto AndroidManifest.xml.

<service android:name=".services.MQTTService" />

H vmnpecia MQTTService 6Onpiovpyndnke oapylk& TPOKEWWEVOL va OAANAemOp& pe TN
Spaompotnta MQTTACctivity.java, Kol va TKPOLGIAEL AVOAVTIKG T KATAOTROT| TNG EQUPHOYTC.
Ene1dn autd opwg dev givon amapaitnto yo tmy epappoyn pag, Ba avukataotriioovpe ) notifyUser
HEe Pl o omAr ékdoon mov Ba Paoileton ot pnvopata Toast. Lto TpNRpa SnAwoewnv Ba
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nMpooBEécovpe TN MAPAKAT® HeTABANT:
Handler handler = new Handler();

Z10 Tupa KOSika aviikabiotovpe ) notifyUser pe v mapokdto:

private void notifyUser(String alert, String title, String body)

{
if (body.equals("ON")) body = "Hard disk has been mounted";

else if (body.equals("OFF")) body = "Hard disk has been unmounted";

final String parent alert = body;

handler.post(new Runnable() {
public void run() {

Toast.makeText (getApplicationContext(),parent alert,Toast.LENGTH_SHORT) .show();
}

1}

Oa ¥pNOOTOICOVHE TN TAPATAVe PEBOGO ylo va €160TOICOLE TO XPT|OTN Yl T CLVEEDT] Kol
NV anocLVSeoT ToL 6i0KOL, Kal €MONG yl va TAPOTPUVOLE TO XproTn va puBpicel n ovvéeon
ToL TIPog To Sadiktvo kot tov MQTT Broker. To mp®to, Tpaypatomoleital KAt tn KANOT NG
notifyUser ano t péBodo publishArrived tg MQTTService, n omoia Aapfdvel 6ca pnvopota
Snpootevovtol 0to BEpa oV OTEAVEL 1] EQApHOYN HOG. XTn mepimtwon autr, 1 notifyUser tunavel
KatdAAnAa pnvopata 6tav AaBer ON 1 OFF, kot oe kdBe GAAN MepIMTOON TUMAOVEL TO PAVUHA
avtovolo. To Sevtepo {nTovpevo mpaypatonositon péoa otn pEBodo connectToBroker dtav, oe
TEPIMT®OTN AMOTLYIAG, EKTEAOVE TNV NG EVIOAN:

notifyUser("Unable to connect", "MQTT", "Unable to connect - will retry later. Please
ensure that you have inserted a valid MQTT broker IP address and a topic");

H apyixniy epappoyn MQTT, yp&@tnke pe TETOLO TPOTIO TTOL O XPTOTNG HTTOPOVCE VA YVOPILeL av 1
vnnpeoia elval evepyomonpévn ava méoa otypn. Kdat tétolo dev eival amopaitnto yo tnv
EQAPHOYT], EMOUEVOG S1AYPAPOVE TOV TIHPOKAT® KOSIKA NG peBodov handleStart:

NotificationManager nm = (NotificationManager) getSystemService(NOTIFICATION_SERVICE);
Notification notification = new Notification(R.drawable.ic_mqtt,

"MQTT",

System.currentTimeMillis());
notification.flags |= Notification.FLAG_ONGOING_EVENT;
notification.flags |= Notification.FLAG_NO CLEAR;
Intent notificationIntent = new Intent(this, MQTTActivity.class);
PendingIntent contentIntent = PendingIntent.getActivity(this, 0,

notificationIntent,

PendingIntent.FLAG_UPDATE_CURRENT);
notification.setlLatestEventInfo(this, "MQTT", "MQTT Service is running", contentIntent);
nm.notify(MQTT_NOTIFICATION_ONGOING, notification);

H vmnpeciac MQTTService emkowvwvel akopn pe tg dpactnprotreg FileDisplayActivity kot
Preferences, kau pie tnv vrnpeoia ConnectivityActionReceiver.

Ano 1w Spaoctnpotnta Preferences Aapfdver pnvopa otav oAAdéer N TR v mediov
mBrokerAddress kot mTopic. Tote, Bétovpe v petafinty RESTART oe true, kou KaAoOpE
Swdoyika TG stopself ko startservice (koAeitar amd tnv onDestroy) @ote 1 vLmnpecia va
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EMOVEKKLIVIOEL L€ AVAVEDHEVO SEGOHEVX KL HIX VEX OUVEEDT.

Ano v vmnpeoia ConnectivityActionReceiver Aapfdvel privopa dtav aviyvevtel odvdeon oto

Internet amd KATAOTOON N OULVOEONG, Kol €KKlvel TG OlOIKAOIEG TOL OMALTOVVINL Yl

™m

Snuwovpyia ovvéeong pe tov MQTT Broker. Xt Spaoctnpidtnta FileDisplayActivity otéAvel
HIVUHQ N UTINPECTO MOTE va TNV €100TOWOEL Y& TNV AN €VOG VEOL UNVOHATOG. XPrOTHOTOI®VTOG
TO TIEPLEXOHEVO TOVL pnvupatog, 1 FileDisplayActivity pmopet va emBefoiwaoet 0Tt tor pnvopata ON

kot OFF mov €xouv anootaAel £x0uv QTAOEL OTOV TIPOOPLOHO TOUG.

[MapdAAnAa, otn mepintwon mov dev éxel e§aopalotel ovvdeon pe tov Broker, n vmmpeoia

epovtiCel va amobnkevtel ot petafAnt pending message, kou pOAG emtevyBel olhvdeon
otélvel pe T péBodo send_pending_messages.

[Ma va TETOXOLE T THPATIAVE®, TIPETIEL VO ELCAYOVLE TIG €ENG EMMAEOV KAKOELG:

import java.util.Timer;
import java.util.TimerTask;
import android.preference.PreferenceManager;

210 TENHa SNAwoewv va ipooBécoupie Tig €€ng peTafBAnTEG:

private BroadcastReceiver receiver;
private String pending_message = "none";
private Boolean RESTART = false;

1t ouvéyela, Ba opicovpe  péBodo send_pending_messages:

private void send pending messages(){
if (!pending_message.equals('none")) {
Log.v(TAG,"Just Sent a pending message, '+pending_message);
publishMessageToTopic(pending message) ;
pending_message="none";

Z1tn péBodo onCreate, TPOCBETOVE TOV TAPOAKATHD KOSIKA:

Log.v(TAG, "Current broker address is: " + brokerHostName);
Log.v(TAG, "Current Mgtt topic is: " + topicName);
//MNapakdtw naipvovue tn 61€06vvon tov Broker kat to Géua amd ti¢ pvbuicetc.
PreferenceManager preferenceManager ;
SharedPreferences prefs =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());
String updatedBrokerHostName=prefs.getString("brokerHostName", brokerHostName) ;
String updatedTopicName = prefs.getString("topicName",topicName);
if (updatedBrokerHostName!=null && !
updatedBrokerHostName.equals (brokerHostName)) {
Log.v(TAG, "The updated broker address is: " + updatedBrokerHostName);
brokerHostName = updatedBrokerHostName;
}
if (updatedTopicName!=null && !updatedTopicName.equals(topicName)) {
Log.v(TAG, "The updated Mgtt topic is: " + updatedTopicName);
topicName = updatedTopicName;
}
receiver = new BroadcastReceiver() {
@Override

TO
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public void onReceive(Context context, Intent intent) {
if (intent.getAction().equals("com.owncloud.preferences.update mqtt"))
{ //Avavewbnke n 61ev8vvon TovV Broker i to Géua.
RESTART = true;
stopSelf();
} else if (intent.getAction().equals("com.mqttservice.restart")) {
//Xvvbebrikaue oto 61kTvo, Kal mpénel va bokiuacovue va cvvbebovue Eava.
Log.d(TAG, "Received Alert to subscribe once more");
Log.v(TAG, "these are the current values for broker: " +
and topic: " + topicName);
Timer timer = new Timer();
timer.schedule(new TimerTask() {
@Override
public void run() {
//Mpoonadovue va 6nuitovpyAcovue oOVOECH UE T1C KALVOUPY1EC MAPAUETPOVC, KAl Va
amoote {Aovue TUXOV EKKPEUN UnviuaTa.
Log.v(TAG, "Trying to connect with the help of Timer to
and broker " + brokerHostName);
if (mgttClient == null) {
defineConnectionToBroker (brokerHostName) ;

brokerHostName +

topic " + topicName +

}
if (connectToBroker()) {
subscribeToTopic(topicName);
send pending messages();
Log.v(TAG, "Connected with the help of Timer method
and sent pending messages");
cancel(); //AKUPWVOVUE Tn XPOVOMPOYPAUUATIOUEVD
epyacia 6106T1 O0TAABNKAY TQA EKKPEUN UNVUUATA.

}
}, 10, 200);

b
Metd Ti¢ MOpamAve TPOCONKEG, N QOPTWOTN TOV TOPAUETPOV oLVOeoNG 8 Xpelaletonl va

enavaAneOet, Kat yiax To AGyo auto S1aypaQOLHE TIG EENG YPAHHEG OTIO TOV KOSIKA:

SharedPreferences settings = getSharedPreferences(APP_ID, MODE PRIVATE);
brokerHostName = settings.getString("broker™, "");
topicName settings.getString("topic", "");

I ovuvéxelwn, eloayovpge T KAdon android.support.v4.content.LocalBroadcastManager ko
npooBetovpe otnv  apxn MG peBodov onStartCommand T ONAwon TOv AN TIOL
XPTO1OTIO ONKe Mapamdve, Hadl He Ta EMTPENTA HNVOPATA TTIOL UTTOpEl va AdPet:

import android.support.v4.content.LocalBroadcastManager;

IntentFilter allowed intents = new IntentFilter("com.owncloud.preferences.update mqtt");
allowed intents.addAction("com.mqttservice.restart");

LocalBroadcastManager.getInstance(this).registerReceiver((receiver),
new IntentFilter(allowed intents));

1 péBodo onDestroy, Ba Tpémel va avaip€oov e T SNAWGOT TOL AT, TIPocBETOVTAG TNV ApXN
NG TNV MOPUKAT® EVIOAT:

LocalBroadcastManager.getInstance(this).unregisterReceiver(receiver);
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Emiong, oto téAog g peBodov SrayelpllOpaoTe TO €VEEXOPEVO VO TIPETIEL VO EMOVEKKIVIOEL T
unnpeoia yla toug AGyoug Tov TEPLypa@NKaV O TAV®, HE TOV EENG KOSIKA:

if (RESTART){
startService(new Intent(this,MQTTService.class));
Log.Vv(TAG,"Mqtt service should restart");

[TpoKeEVOL VA PTTOPOVHE VA EMIKOIVWVIOOLHE pe T Spaotnpidtnta FileDisplayActivity, kot va
NG oTeiAovpe o PnvLpa mov AdPBape ya emBefaiwon, Ba mpénel va mpooBécovpe TG MUPAKAT®
YPOHHEG 0TO TEAOG NG peBdSov publishArrived:

Intent reception of message = new Intent(MQTTService.this, FileDisplayActivity.class);
reception of message.setAction("com.mqttservice.message_received");

reception of message.putExtra("message_received", messageBody);
LocalBroadcastManager.getInstance(this).sendBroadcast(reception of message);

Z1n MEPINT®ON MOV N LTNPECSIN GV PTIOPECEL VA KMOCTEIAEL KATIO0 HAVUHN, 0TV 8€V LTIAPXEL
obvoeon pe tov Broker, Ba evipep®ooOLYE TN TP TOV EKKPEHOVE HNVIHOTOG, OTO E0WTEPIKO TOL
gAéyyov if (isAlreadyConnected() == false) ot peBodo publishMessageToTopic:

if (isAlreadyConnected() == false)
{

pending_message = message;
Log.d(TAG, "mqtt, Unable to publish as we are not connected");

6.5 KAdon ConnectivityActionReceiver.java

H kAdon ConnectivityActionReceiver mouv enekteivel v BroadcastReceiver eivat vmevBovn yia
Slaxelplon yeyovotwv OXETIKOV HE TN CLVOECIHOTNTA TNG €QOpHOYNG. Bpioketal oto povomdt
src/com/owncloud/android/files/services kot ekkwveitar amd 10 apyeio AndroidManifest.xml, pe
eld1kn dNAwon Ttomov receiver. ‘Otav amd koatdotacn pn ovvdeong mapoatnprbel ouvéeon oTo
Internet péow wifi, emavekkiveiton n vnpeoia mqtt, Kot 1 KAGOT] AMOOTEAAEL OXETIKO HIVUHX TO
omoio Srayelpideton n vrnpeciac MQTT. Xty vnmnpeoia ConnectivityActionReceiver, eloayoupe Tig
€&N¢ emmAfov KAGoeIG:

import android.support.v4.content.LocalBroadcastManager;
import com.owncloud.android.services.MQTTService;
import android.util.Log;

Z10 THApa SNAGoE®Y TpoaBétoupie Tig akOAoLBEG peTaBANTEC:

LocalBroadcastManager broadcaster;
Intent mqttservice;

Znyv apyn Tov Kadika g peBddov wifiConnected Ba mpémnel va mpoaBéoouvpe ta e€ng:

Log.v(TAG,"wifi connected, so mqtt is restarted");
mqttservice = new Intent(context.getApplicationContext(),MQTTService.class);
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mgttservice.setAction("com.mqttservice.restart");
broadcaster = LocalBroadcastManager.getInstance(context);
broadcaster.sendBroadcast(mqttservice);

6.6 KAhaon DiskUsageService.java

H vmnpeoia DiskUsageService Aeitoupyel emkovpikd yio ) Spaotnprotrta FileDisplayActivity,
eSaopaiiloviag ot n pocPacn oto dioko Ba Swakomel OTav MaAPEABEL KATO0 XPOVIKO S1doTnpa
xopig Spaompomta. Onwg e€idape moapanave, otn péBodo onResume 1 SpaotnploTTH
FileDisplayActivity evnuepavel v vrnpecia 611 BpiokeTal 0To TPOOKNVIO, Kot Propel va Setyvel
eildonomoelg  oto  xpnotn. Q¢ amotéAecpa, 1 vmnpecia  Béter T petafAnti
FILE_DISPLAY_ACTIVE ot tpn true. MoAg Aowmdv mepAoouvy AOWOV TEPLOCOTEPA QATIO
IDLE_SECONDS_LIMIT &evtepoAenta, vmoAoyiopéva pe akpifeia +/- PRECISION_SECONDS
devtepoAenta, n vrnpecia otéAvel e161ko prnvupa ot FileDisplayActivity, evnuépavovtag v yux
TNV aVAYKT anooLveong Tov diokov. Apéowg peta i FileDisplayActivity mpénel va amavtroel 0Tt
10 €Aafe ko va Seiel ) oxetikn) 000vn TOL MTHPOVOIACAE THPATIAV®. AVTO XPEIAeTon Vi Yivel
HOVO H1X QOPQ&, KO TO EMTUYXAVOLHE pe TN Bondeia g petafAntmg USER_NOTIFIED.

Z1n MepIMT®on OP®G TIOL 0 XPNOTNG TAPAKOAOLOEL KATIOW GAAN SpPACTNPLOTNTA TNG EQAPLOYNG,
onw¢ Vv Preferences 1} §ev xpnolponolel v eQoppuoyr, OTEAVETAL €161KO PHNVUHO oo T HEB0SO
onPause mov B¢tel v FILE_DISPLAY_ACTIVE o¢ false kot epmodiel v amooTtoAn emmnAgéov
HUnvupdtwyv. Avtd ocvpfaivel yati ko otig 600 TEPIMTWOELG, Otav 0 ¥Xprotng BeAnoel va det ta
apyeia tov, Ba kAnBel n péBodog onResume tng FileDisplayActivity, kot Ba anootoAel ovtwg i
GAA®G prvupa obvdeong oo Sioko.

Apyka, yla mn xpnon g vnmpeoiag Ba mpemnel va  dnAwoovpe oto apyeio AndroidManifest.xml,
0TO E0WTEPIKO NG eTIKETAG <application> mpooBéToviag TN MAPOKAT® YPAUUT:

<service android:name=".services.DiskUsageService" />

Emiong, ywx va emtdyovpge T AYN TV HNVOHATOV ONOG OVOQEPAHE TOPATAV®, Ba
XPNOHOTOWo0VpE éva Afmrn, Tov omoio B dnAcdoovpe ot pébBodo onStartCommand kon Ba
avalpéogovpe T SNAwor) tov otn péBodo onDestroy. Madli pe ™ SnAwon tov, Ba mpénel va
SnAwoovpe kot mowd intents Ba amodEyeTa.

O mANpNG KOSIKOG NG LINPETIAG €IVl 0 TAPAKAT:

package com.owncloud.android.services;

import android.app.Service;

import android.content.BroadcastReceiver;

import android.content.Context;

import android.content.Intent;

import android.content.IntentFilter;

import android.os.IBinder;

import android.support.annotation.Nullable;

import android.support.v4.content.LocalBroadcastManager;
import android.util.lLog;
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import com.owncloud.android.lib.common.utils.Log 0C;

import com.owncloud.android.ui.activity.FileDisplayActivity;
import java.text.SimpleDateFormat;

import java.util.Calendar;

import java.util.Timer;

import java.util.TimerTask;

import java.util.concurrent.TimeUnit;

public class DiskUsageService extends Service {

private static final int IDLE _SECONDS LIMIT = 300; // LEY10TOC EMLTPENTOC XPOVOC
abpdvelac TNC EQPAPUOYNAC

private static final int PRECISION SECONDS = 10; //uéyiotn eniTpent andkAion amd To
navw 6p1o

private static boolean USER NOTIFIED = false;

private static boolean FILE DISPLAY ACTIVE = true; //civat n npoBoAn apyeiwv gvepyn;

private BroadcastReceiver receiver;

private static final String TAG = DiskUsageService.class.getSimpleName();

private LocalBroadcastManager broadcaster;

@Nullable

@Override

public IBinder onBind(Intent intent) {

return null;
}
public void onCreate()

{

broadcaster = LocalBroadcastManager.getInstance(this);
final SimpleDateFormat format = new SimpleDateFormat("yyyy/MM/dd HH:mm:ss");
receiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
if
(intent.getAction().equals("com.filedisplayactivity.user_notified_reset")) {
Log.v(TAG,"User responded with remounting");
USER NOTIFIED = false; //apyxikomoinon tn¢ petaBAnTAg, 0 xpHRotng
anavtnoe e enavaocvvbeon tov 6iokov
telse
if(intent.getAction().equals("com.filedisplayactivity.broadcast received")){
Log.v(TAG, "User was notified on his screen");
USER NOTIFIED = true; //0 XpAotng €VnNUEPWONKe |E KATAAANAN 066vn
yia tnv amoovvbeon tov 6{0Kov Kat TN SvVATOTNTA EMAVACUVOEONC
}else
if(intent.getAction().equals("com.filedisplayactivity.has_focus")){
Log.v(TAG,"FileDisplayActivity has just either appeared or
disappeared");
FILE DISPLAY ACTIVE = intent.getBooleanExtra("focus", false);// H
FileDisplayActivity evnuepwvetl 6T1 mépaoce 0TO MPOOKAV1O 1 O0TO mapackAvio avtiotolya.

}
}

// YmoAoytoudc tov xpovov UETAED TnC TeEAsvtaiag bpactnpidtntac (6Asc¢ ot 6pacTnpEléTNTEC
Ajync 1 aveBdouato¢ apxeiwv Kataypd@oviatl) Kal TnG mapovonc OT1YMAC O TakTikh Bdon.
Timer timer =new Timer();
timer.schedule(new TimerTask(){
@Override
public void run() {
long time idle=0; // mpayuaTiko¢ xpovog abpdvelag TG £QAPLOYIC
try {
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if (Log OC.getLast action timestamp() '= null) {
time idle = Calendar.getInstance().getTime().getTime() -
format.parse(Log 0C.getlLast action timestamp()).getTime(); // vrmoAoyioudc¢ mpayuatikov
xpoévov abpaveiac
} else {
Log.d(TAG,"Last Action time cannot be determined");
}
}
catch (Exception e){
Log.e(TAG,"Could not calculate time difference");
}
long time idle in seconds = TimeUnit.MILLISECONDS.toSeconds(time idle);
if (time_idle in_seconds>IDLE_SECONDS LIMIT){
if (!USER NOTIFIED && FILE DISPLAY ACTIVE){
notifyDiskDisconnected(); //Evnuepwvovus tov xpRotn LOVo av
EXOVV TMEPACEL MEPLOOOTEPA OEVTEPOAETTA armd TO 6p10, KAl OEV TOV EYOVUUE EVNUEPWOEL, KAl
éxovue avolkth tnv mpoPoAnl apxeiwv (n FileDisplayActivity eivat gvepyn)
}

}
}
},10,PRECISION_SECONDS*1000) ;
}
public void notifyDiskDisconnected() {
// MAnpogpbépnon tng FileDisplayActivity yia tnv €AAgiyn b6paotnplétntag.
final Intent intent = new
Intent(DiskUsageService.this,FileDisplayActivity.class);
intent.setAction("com.diskusageservice.remount action");
broadcaster.sendBroadcast(intent);
Log.v(TAG,"notifyDiskDisconnected has sent broadcast");
}
@Override
public int onStartCommand(final Intent intent, int flags, final int startId){
IntentFilter filter = new
IntentFilter("com.filedisplayactivity.user_notified reset");
filter.addAction("com.filedisplayactivity.broadcast_received");
filter.addAction("com.filedisplayactivity.has focus"); //Anobektd intents
LocalBroadcastManager.getInstance(this).registerReceiver((receiver),filter);
return START_STICKY; //Enavévapén tn¢ vnnpecia¢ £pOooov TEPUATIOTEL O&
Katdotaon HEyaAnc €AAsiync KUplag UVAUNG
}
@Override
public void onDestroy(){
LocalBroadcastManager.getInstance(this) .unregisterReceiver(receiver); //
avaipeon 6nAwong Tov AAMTN KATA TOV TEPUATIOUO.

}

INa va €xoupe mpoofact oTn TEAELTAIX KATAYEYPOHHEVT SpACTNPLOTNTA TOL XPNOTH, Oa Tpémel va
npooBéoovpe Kamowov Kodika otnv kAaon Log OC.java mov fpioketor o010 pOVOMATL
src/com/owncloud/android/lib/common/utils. Xto tunpa SnAocewv opidovpe v €§Ng petafAnT:
private static String last action timestamp;

Z1tn ouvéyela, ot peéBodo appendl.og, apéT®G PETA TNV EVIOAN

String timeStamp = new
SimpleDateFormat (SIMPLE_DATE_FORMAT) .format(Calendar.getInstance().getTime());
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npooBétovpe Vv avabeon:

last action timestamp = timeStamp;

Tn ripn ™G PETafANTHG HTOPOVLE Va TNV TAPOLE He TNV HEBodo getLast_action_timestamp, mov

opiletal oG €§NG:

public static String getlast action timestamp(){return last action timestamp; }

6.7 KAGon Preferences.java

H Spaotnpidtnta Preferences Bpioketal oto povomndtt src/com/owncloud/android/ui/activity ko
Swayepicetan g puBpioeig tov xprjot. H Aettovpyia g Paociletan oto ypagko mepipaAiov mou
neplypa@etan oto apyeio preferences.xml, oto povondrt android/res/xml/preferences.xml. T'ix toug
OKOTIOVG TNG EPAPHOYNG HOG, N dpaotnplotnta Ba mpemel va Siaxyelpiletar tn SuvatoTnNTa €MAOYNG
™¢ 81evBuvong Tov Broker ko tov B¢épatog mov B mapoakoAovbel. To ypa@ikd oKEAOG QLTHG TNG
Qmaitnong PMOPOVHE VA TO IKAVOTIOWCOVHE TIPOCHETOVING Hla EMTAEOV KATNnyopia POTIUNoE®V

oT1o apyeio preferences.xml, apéowg pPetd v Katnyopia accounts:

<PreferenceCategory android:title="@string/prefs_category mqtt"
android:key="mqtt_category">
<com.owncloud.android.utils.IPAddressPreference
android:key="broker"
android:title="@string/broker_address"
android:summary="@string/broker_address_summary"
android:defaultValue="192.168.1.6" <!/-- Atcv6vvon
UMob 1KTVOV mov UMOPOUUE va aAAd&ovue Onw¢ emiOVUOVUE - ->
android:inputType="text"/>
<EditTextPreference android:key="topic"
android:title="@string/topic_name"
android:summary="@string/broker_address_summary"
android:defaultValue="SYS/disk"
android:inputType="text" />
</PreferenceCategory>

Y10 apyeio strings.xml pocBétovpe TIg MAPAKAT® TIHEC:

<string name="broker_address">Mqtt broker address</string>

TOV EOWTEPIKOV

<string name="broker_address_summary">Enter the IP address, or the domain of the MQTT

broker</string>
<string name="topic_name">Topic name</string>

<string name="topic_name_summary">MQTT topic that Owncloud will use</string>

<string name="prefs_category mqtt">Mqtt broker</string>

H s1o0aywyn tov mapandve eVIOAQOV €XEl WG AMOTEAETHA TNV ELPAVIOT] TOV TAPAKATK TESIWV 0TO
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HevoL g dpaoctnprotnrtag Preferences:

Matt broker

Mytt broker address
Enter the |P address. or the damair

Topic name

Enter the |P address, or the domain of the MOTT broker

ZT0 TIPOYPOAHHATIOTIKO OKEAOG TIPETEL vV S1aBACOVE TIG TIHEG TIOL ELCAYOVTOL OTA APATAVR TEdia,
Kol HOAMG avTIAapBavopaoTte KATow cAAayr| o€ éva amd autd, va OTEAVOUHE €va PIVUHA OTnV
vnnpeoioc mqttService pe 1t xpnon e&vog LocalBroadcastManager, mov Oa meptAapfavel Tig
ETKOPOTIOMNHEVEG TIHEG.

Enopévag oto tpnpa dSnAocenv Ba npocBecoupe ta medio mPrefBroker kot mPrefTopic — Tt omoia
Ba €xouv TIG TIHEG IOV E10GYEL O XPT|OTNG OTO YPaAPIKO TepBdAAov — kot T edia mBrokerAddress
kot mTopic mov Ba amoBnkevouvy TG povipeg Tipég g dievBuvong touv Broker kot tov B€patog.
Eneidn] oy nepintwon tov mPrefBroker mpénel va dexopaote €icodo pe popen SievbBovoewv IP
glval  avaykaio va  avilypdioupe amo  Tov  KQOKa NG epoappoyng MQTT 1t kAdon
IPAddressPreference.java oto povonat android/src/com/owncloud/android/lib/common/utils.

IMa v vAomoiNo” GO0V AVAEEPULLE, EIVAL AMAPAITNTO VO EIGAYOVHE TIG TAPUKATW KAKCELG:

import android.support.v4.content.LocalBroadcastManager;
import android.preference.EditTextPreference;

import com.owncloud.android.utils.IPAddressPreference;
import android.util.Log;

import com.owncloud.android.services.MQTTService;

import android.app.Activity;

[TpoobBétovpe T1g €€NG HETAPBANTEG OTO THNHA SNADCEWV:

private IPAddressPreference mPrefBroker;
private EditTextPreference mPrefTopic;
private String mBrokerAddress;

private String mTopic;

Z10 TUNHa ToL KOSIKA, 0T HEBodo onCreate, AHECOG HETH TO KOPHATL KOSIKX
if (mPrefInstantUploadPath != null){..}, TPOCOETOL|E TIC MAPAKATW EVIOAEG:

final Activity current preference activity = this;

mPrefBroker = (IPAddressPreference) findPreference("broker");
mPrefBroker.setOnPreferenceChangeListener(new OnPreferenceChangelListener() {
@Override
public boolean onPreferenceChange(Preference preference,Object object) {
mBrokerAddress = mPrefBroker.getEditText().getText().toString();
mPrefBroker.setText (mBrokerAddress);
SharedPreferences preferences =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());
SharedPreferences.Editor editor = preferences.edit();
editor.putString("brokerHostName", mBrokerAddress); // amofnksvon tng
aAdayuévng 61evOvvong tov Broker.
editor.commit();
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Intent intent = new Intent (Preferences.this, MQTTService.class);
intent.setAction("com.owncloud.preferences.update_mqtt");
intent.putExtra("brokerHostName", mBrokerAddress);
intent.putExtra("topicName",mTopic);

LocalBroadcastManager.getInstance(current preference activity).
sendBroadcast(intent);

Log.v(TAG,"Just sent the new broker address "+mBrokerAddress);
return false;

});

mPrefTopic = (EditTextPreference) findPreference("topic");
mPrefTopic.setOnPreferenceChangeListener(new OnPreferenceChangeListener() {

@Override

public boolean onPreferenceChange(Preference preference,Object object) {
//mPrefBroker.getSharedPreferences().getString(mBrokerAddress,null);
mTopic = mPrefTopic.getEditText().getText().toString();
mPrefTopic.setText(mTopic);
SharedPreferences preferences =

PreferenceManager.getDefaultSharedPreferences (getApplicationContext());
SharedPreferences.Editor editor = preferences.edit();
editor.putString("topicName", mTopic); // AM0OAKEVON TOU aVAVEWUEVOD
6éuatoc MQTT

editor.commit();
Intent intent = new Intent (Preferences.this, MQTTService.class);
intent.setAction("com.owncloud.preferences.update_mqtt");
intent.putExtra("brokerHostName", mBrokerAddress);
intent.putExtra("topicName" ,mTopic);
broadcaster.sendBroadcast(intent);
Log.v(TAG,"Just sent the topic, which is "+mTopic);
return false;



7 ANANOVEC OTO server Kal
OOV PO TLOUOC XOPAAWVY
LTINPEOLWV

INa va propet 0 e§umnpetng va amokpivetanl ota pnvopata MQTT mov anootéAAel o client, dAA&
KOl VO amooLVEEEL TO SIOKO OUTOHOTA HET TN TOPEAELOT| PEYRAOL XPOVIKOU Olaotrpatog, Ba
TIPEMEL VA STHIOVPYOOVHE OXETIKEG LTINPETieg oTov e§unnpetnTr. 'Eva yeviko Sidypappa tng pong
EKTEAEOTIG TV LTINPECIOV TIOV LTIEPXOLY OTNV LAOTIOINOT] HOG EIVOL TO TTAPAKATW:

MQTT message

eedns.afraid.org

Server logs

N

H Systemd eivon n apyikn Sadikoaoia mov tpexel ot davopun Linux katd tnv ekkivnon tov
e§ummnpetnTn Ko avodapPdvel va ekkivioel 0Aeg Tig Sadikaoieg. Metadd twv GAA®V, EKKIVEITAL TO
init script mov pe ™ oepd ToL ekkivel Tov MQTT Listener, kot 1 vmnpecia Cron. OAa ta
npoypappata pe v eéaipeon tov MQTT Listener tpéxouv oto Aoid bash, aAAd o MQTT Listener
glval IpoypappaTIopévog ae python, Kat yi To AOyo auTtd TIPEMEL va EEKIVIOEL QMO P10 LTI PETin
ekkivnong (init script). H ektéAeon twv eAéyXaVv ylx Tn Xprjon ToL amofnKeLTIKOL HECOVL O€ TAKTIKA
Swotipota Paoiletor oty vrnpeoia Cron, OMWG Kol 1 EKTEAEST] NG avTIOTOYNONG HETAEL NG
Suvapkng IP kot tov Domain Name nov iSapie mapoandve.

IMapoakdte Ba vAormomcovpe KGBe TPOYpAPpa (SCript) TOL AVAPEPOVHE TTXPATIAV®, Kot Tov MQTT
Listener.
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7.1 YAomolnon touv MQTT Listener Kol eyKaTOTOON
Tou MQTT Broker

Eneldn onwg avaeépapie mapandve 1o mpdypappa python dev pmopel va Eekivioel anevbeiag and
v Systemd, Ba TpEMeL va Sn10VPYNOOLHE apyIK& TNV LInpeoia ekkivnong (Init script) n onoia Ba
epovtioel va 1o Eekvrjael. I'pd@ovpie Aomov amod €va VEO TEPHATIKO TIG TXPAKAT® EVTOAEG:

cd /etc/init.d
nano python_magqtt_listener.sh #6novpyia tov apyeiov g vnpeoiog ekkivnong Kot avolypa yio
ene&epyaoia

21N ouvéyxela pooBETovpe 0TO ApyELD TIG THPAKAT® YPOWHEG:

#!/bin/bash

date > /home/pi/Desktop/newsfile

python -u /home/pi/Desktop/mqtt_listener.py >> /home/pi/Desktop/newsfile
#OeAovpe n €&000¢ va un Aeitoupyel pe buffering (mopdueTpog u) KoL €TOL vd
ylvetal dtabeoiun aueowg.

KAgivoupe to apyeio Kot ypa@ovpe TIG £EMNG EVIOAEG:

sudo chmod +x python_mgqtt_listener.sh #ictatpénovyie 1o apyeio o€ ekteAéo1p0

sudo update-rc.d python_mqtt_listener.sh defaults #Anpooopnon Aertovpyikod cuoTpaTog Ot
T LINPETia TIPEMEL VA EEKIVA OTNV €KKivNOT).

cd ~/Desktop #dnpiovpyoLpie 10 apyeio mov SnAwocape oTo init script. MmopoLpe va To K&voupe
0€ OTo10 PAKEAO BEAOLE, e KATAAAN AT TPOTIOTOINGT) TOL apyEiov
/etc/init.d/python_mgqtt_listener.sh

AkoAoVBwg, B eyKATOOTOOLHE TO TPOYPOHHA EYKATAOTOONG TMOKETWV TNG Python, kot Tig
BiBA0BNKeg oL elvar anapaitnTe yia TV emKowvavia péow tov MQTT:

sudo apt-get update && sudo apt-get install python-pip

sudo pip install paho-mqtt

nano mqtt_listener.py #8n1ovpyia Tov apyeiov Tov TpoypappaTog python Kot dvorypa yio
ene&epynoia

To TIPOYPOpHA mgqtt_listener.py TIOV Ba OnpovpynoovpE 01O HOVOTIATL
/home/pi/Desktop/mqtt_listener.py, Ba mpémnel va ouvéel Ko va amocuvoéet To Sioko avaAoya pie Ta
HNVOpaTa TIov autog Aapfavel. Emiong, Ba Siaxyxelpietan v mepintwon mov dev givar Suvatov va
emkowvwvnoel pe tov MQTT server, Eavanpoonabavtog.

To mepiexopevo Tov apyeiov mapatifeton mapakdatw:

import paho.mqgtt.client as mqgtt
import subprocess
import time
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import datetime

external address
internal address

"owncloud. home. kg"
"192.168.1.6"

mgtt address = internal address

def on_connect(client, userdata, rc):
print("Connected with result code "+str(rc))

client.subscribe("SYS/disk")

def on_message(client, userdata, msg):
print(msg.topic+" "+str(msg.payload))
if (msg.payload=="0N"):
subprocess.call(["/home/pi/Desktop/mountscript.sh
"+str(msg.payload)],shell=True)

print("mount script contacted")

while True:
try:
client = mgtt.Client()
client.on_connect = on_connect
client.on_message = on_message
client.connect(mgtt address, 1883, 60)

client.loop forever()
except Exception, e:

print "Exception handled, reconnecting...\nDetail:\n%s" % e
time.sleep(5)

2N OLVEXELR, OTO PUNYavnpa ov Ba @rho&evel tov mqtt-broker (oto mapadelypd pog eivat o i610¢ o
e&umnpemg), Ba eykataotioovpe tov Mosquitto broker, divoviag tn mapakdtw eVIoAn:

sudo apt-get install mosquitto mosquitto-clients

O Broker &exiva i Aertovpyia TOL QUEC®G MPETA TNV EYKOTAOTOON, XWPIC TNV OVAYKN V&
napePPoLE.
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7.2 TTpOypapuo oOVOEONC Kal aroohvdeonC Tov
6{oKoUL

To emopevo Pripa mov B akoAovBroove yix va Agrtoupynoet n Siatadn, eivatl va SrH1ovpyNnooLE
T0 apyeio mountscript.sh — 1o omoio pag emTpénel Pl aeaipeon g Sadikaciog ovvdeong Kat
amnoolvéeong Tov diokov — oto povornatt ~/Desktop. ExteAobpe Aowmov Tig €€1G eVIOAEG O€ €va
TEPHATIKO:

cd ~/Desktop
nano mountscript.sh #5npovpyio ToL opyeiov TOL TPOYPAHHATOC KOl AVOLYHO Yo €Teepyaaia

To mepiexopeva 1oL apyeiov Ba givart Tor MAPOKATH:

#!1/bin/bash

#TO TPOYpPOUUO TIpayuatorolel ovvdeon tou dilokou Otav ektedeltal pe opilopa ON, Kati
#amoouvoeaon Tou O1OoKOU OTOV eKTeAeltal pE Opilopa OFF, TumwvovTag KATAAANAaQ
#O1LAYVWOTLKA pnvopato oto apxeto newsfile.

disk="/dev/sda2"

if [ ll$1ll —— IIONII ] ;

then
echo "mounting" >> /home/pi/Desktop/newsfile
mount $disk >> /home/pi/Desktop/newsfile

else
if [ ll$1ll e IIOFFII ] ,.
then
echo "unmounting" >> /home/pi/Desktop/newsfile
umount $disk
else
echo "Random message arrived" >> /home/pi/Desktop/newsfile
echo "$2"
fi
fi

LN OUVEXELX KAVOVLE TO TIAPATIAVE® OPXEI0 EKTEAEDO:

chmod +x mountscript.sh

7.3 TTpOypauo eAEYYOL abphvelac dlokou

Onwg eldape mapamave, otov Android Client vmdpyovv Swdikaocieg mov mpofAemnovy v
amoolvoeon Tov §iokov Atav N epappoyn 6ev xpnolponolndei yix K&molo Xpoviko Sikotnpa ond
TOV XpNoTh. AuTo elval apKeTd, 0Tn MEPIMTWOT TIOL EXOVHE 1K W6AVIKT) 0UVEeoT SikTOoL. Op®G, av
Y@ Kamolo Adyo n ovvdeon yoabel kol 1o amoBnkevtikd péco elvanl evepyo, n mpoofacn oTig
TIPOOWTIKEG TTANPOPOPIEG TOL Xpr|OTN €lvan avolKTr yix kKdBe elofoArén. Opwg 0w vIoypappicapE
0710 OYeSIOPO NG LTNPesiag, avtd eival amapddekto. o 0 Adyo oLTO, SnUIOLPYOVHE €va
EQPESPIKO UNYOAVIOHO HE TN HOPON TPOYPAHHATOS (A00V, Tov Ba amocuvvdeel To Sioko O
nepinT®on mov vrdpyel adpavela. I'a v vAomoinon tov poypappatog Ba facioTovpE OTH apyEia
Tov Apache Server, mov mepIAapBdvouy T Xpovikn oTiypn g k&Be cuvaAiayng. To mpoypappa Ba
vroAoyicel mm Sagopd G teAevtaiag ocuvaAiayng pe tov Android Client, kot av avtr eivol

61



HEyaAUTEPT amo TN HEYLoTn TIpT ov B Bécoupie, o diokog B amoouveDet.
Oa Snpovpynoovpe TO0 Opxeio Tov TPoypappatog transactioncheck.sh, mov Ba vAomolel Tig
TIOPATIAVE® ATALTHOELG HE TIG TAPAKAT®W EVIOAEG OTIO EVA VEO TEPHATIKO:

nano transactioncheck.sh #6npovpyia tov apyeiov TOL TPOYPAPHATOG KOL GVOLYHO VLXK
ene&epyaoia

#!/bin/bash

#This script will not work in Solaris machines, as the -d option in date is not
POSIX-compliant.

#Copyright Andreas Tsagkaropoulos 2016

#YTIOAOYLOMOG TNG XPOVLIKAG OLO0@OPAC, KAl av auTr €ilval PEYOADTEPN TV
#MAX_SECONDS_INACTIVITY O€UTEPOAETTWY, aMOCUVOECN Tou O10KOUL.

SCRIPT_ACTIVE="true" #Katd moco €lvol gvepyd TO TPOypOApUd
MAX_SECONDS_INACTIVITY=$((10*60))
SCRIPT_LOG="/home/pi/Desktop/TIMEDATE"

APACHE_LOG="/var/www/logs/ssl-access_log" # To apxela Tou apache yia oc@aleiq
ouvdEcelg amobnkevovtal otn tomobeclia /var/www/logs/ssl-access_log (0Omng
amolTRoOUE OTO apxelo puBuicewv Tou apache).Av douAeboupe pe HTTP, n tomoBeoia
TIPETIEL VA AAAAEEL

HTTP_APACHE_LOG="/var/log/apache2/other_vhosts_access.log"
MASTER_CUT_COMMAND="cut -d'[' -f2 | cut -c 1-26" #Egopuoletol oe €va apache log
TOTMou vhost_combined kai AauBAvel Toug XOpPOaKTAPEG 1-26 Tou delTEPOL Tedlovu OTWCG
dtaxwpidleTol amdé TO XOpOoKTApO [

last_transaction="cat $APACHE _LOG | grep ownCloud-android | tail -1 | eval
$MASTER_CUT_COMMAND | tr '/' ' '®

# MOPOKATW HETATPETOUUE TNV XPOVL1KN OTLYUR OE HOPEN TIOL UTOPEL VO AVAYyVWPLOTEL
amoé TNV €VTOANR date.

last_transaction_date="echo $last_transaction | cut -c 1-11"
last_transaction_time="echo $last_transaction | cut -c 13-26°

last_transaction="$last_transaction_date $last_transaction_time"

current_time="date '+%d %b %Y %H:%M:%S %z'"
StartDate=$(date -u -d "$last_transaction" +"%s")
FinalDate=$(date -u -d "$current_time" +"%s")

echo "FinalDate is "$FinalDate "and StartDate is "$StartDate >> $SCRIPT_LOG
timediff=$(($FinalDate - $StartDate))

echo “date” "Script active and time difference is" $timediff >> $SCRIPT_LOG
#2uykpilvoupe tn dLo@opd pe ta MAX_SECONDS_INACTIVITY deUTEPOAETTA, KOl Ov glvat
HEYOADTEPN OLOKOTMTOUUE TN olvdeon.

if [[ ( $timediff -gt $MAX_SECONDS_INACTIVITY ) && ( $SCRIPT_ACTIVE = "true" )
11 ; then #amooLuvoean O010KOU KOl €KTUTWGN HUNVOUATOC
OTO OXETLKO apxetlo.

/home/pi/Desktop/mountscript.sh OFF

echo "Process "$$" turned off hard disk due to inactivity for "$timediff
"seconds." >> $SCRIPT_LOG

echo >> $SCRIPT_LOG #KEVA YPOAUUN

kill -9 $$
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AoV amofnkKevdooL|IE TO MAPATIAVG APYELD, TO KAVOVLE EKTEAETHO,
chmod +x transactioncheck.sh

Kot {NToVE amd TNV LMNPECIX cron va eKTEAETEL TN TAPATIAV® LINpeoia kK&Be Aemto Sivovtag Tnv
EVTOAN
sudo crontab -e

21N OLVEYELR, TIPOCOETOV|E OTO TEAOG TOL APXEIOL TN TIHPAKAT® YPORHN:
* * * * * /home/pi/Desktop/transactioncheck.sh

Amofnkevoupe kol kAeivoupe to apyeio. ITAov, 1 vrnpeoia pog eAéyxel KaBe Aento yux mbovn
unEPPaoT ToL XPOVOL ASPAVEING, KAL oV ALTO elvatl KANBEG amoouvséel To HioKo.

Ta apyeia transactioncheck.sh, mqtt_listener.sh ko1 mountscript.sh pmopovpe va ta ac@aiicovpe
Qo OMoladNTOTE TPOPOAT, EKTEAEOT KL TPOTIONIOINOT T®V TIEPLEXOHEVMV TOVG OTIO KATIO0 THavo
€10BoAEQ, EKTEADVTOG TIG TAPAKATW EVIOAEG:

sudo chown root:root transactioncheck.sh
sudo chown root:root mqtt_listener.sh
sudo chown root:root mountscript.sh

sudo chmod 700 transactioncheck.sh #To apyeia prmopet va ta ipodhe/eneéepydletar/ektelet
HOVO 0 S10XEIPLOTHG TOV CLOTIHATOG.

sudo chmod 700 mqtt_listener.sh

sudo chown 700 mountscript.sh
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8 2evipLo XpNnonc

[Mapoakdtw, Ba mTapakoAovBrioovpe éva OAOKANP®UIEVO GEVAPLO XPTIOT|G TNG LINPETING, HETH OO
KOTAAANAa oTypiotunia. O xprjoTng EKKIVEL TNV EQAPHOYT, 0TI CLUVEXELX TNV TIEPVAEL GTO
TIAPAOKIVIO, KO PETH TNV €VEPYOTIOLEL €K VEOL. TEAOG, agrivoupe v epappoyn Android oe
Katdotaon adpaveiog onote epeavidetan n oxetikn 00ovn, pe ) Porfeiax T omoiag
enavacuvoEove Tov Sioko.

Terminal - + X

File Edit View Search Terminal Help
andreas@andreas-laptop mosquitto sub -h 192.168.1.6 -t andreas@andreas-laptop L
SYS/disk

ON

File Edit View Search Terminal Help

x|/ u Files - ownCloud x

ownCloud ) | € | & |hupsiow

cloud.home.k C || @ search m »

[ M
- Laptop
File Edit View Search Terminal Help
piGowncloud I m "
R
[ B
- Laptop
- Software and Commands
- misc
- TabData
- Music
- Videos
- Software and Commands
P WeroameRules ++
- TabData
. ATA W
Hard disk has been mounted
° - Videos
callLog.csv
B veru OPE[ @ @ android-[. ¢ [Sim . Efterminal Elp . [ElTerminal o - 2 H-H AT P EY % a Wy

1. Apxikd n epappoyn ekkivel, kar amoatédel privopa "ON". Onwc mapatnpodpe ato napaBupo Tou
TEPUATIKOV TGV aPLOTEPU, TO pUrVupa AapPBavetal, kot n epappoyn Android eppavider avtiotoyo
pnvopa pe m xprion ypaeikov Toast. Tapatnpovpe ot o Web Client givat evepydg 0to kKatw-8eéic
napd&Bupo.
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File Edit View Search Terminal Help

andreas@andreas-laptop mosquitto_sub -h 192.168.1.6 -tjllandreas@andreas-laptop
SYS/disk

File Edit View Search Terminal Help

x

ownCloud : (0] £ | @ & | https/owncloud.home.k C || & search i »

Apks

Laptop = +* 57
pi@owncloud: ~/Desktop

File Edit View Search Terminal Help

pi@owncloud X sudo ./mountscript.sh ON mise

Tt is denied because the NTFS volume is already exclusi

vely opened. Apks
Music

The volume may be already mounted, or another software may
use it which

could be identified for example by the help of the 'fuser'
command .

pi@owncloud

Laptop
Software and Commands

- misc
TabData
- Music

Videos

Software and Commands

Wargame Rules ++

TabData

AmAwpatikl
Videos
callLog.esv

W venu D)PRF] @ @& endroid-[.. £ [SimpleScr..  [E] Terminal co | ®Fi wn.. [ Terminal

Il 5554:MMD...

2. Mapatnpodpe o1t dev pmopovpe va ovvdéaoupe Eavd To §ioKo HE T Xpron TOL TPOYPAHHATOS
mountscript, enelén o §iokog eivar auvdedepevog. Auto ovpPaiver eneldn) ekteAeitar To mountscript,
HOAIG AapPBdveran privopa ON amd to mqttlistener atov server.

File Edit View Search Terminal Help File Edit View Search Terminal Help

andreas@andreas-laptop mosquitto_sub -h 192.168.1.6 -tjlandreas@andreas-laptop
SYS/disk

BF\Ies—uwnC\uud X

& | @ & | hetps:ownclo

homek | C| Q Search " o»

File Edit View Search Terminal Help

pig@owncloud sudo ./mountscript.sh ON
Mount is denied because the NTFS volume is already exclusi

vely opened. Apks
The volume may be already mounted, or another software may
could be identified for example by the help of the 'fuser’ Laptop
command. ™ T
pigowncloud 0

misc

. Music
Music

P Sorvvend Covmends

Software and Commands

&
(o4
use it which E
Q
<
o)
]

[ P

TabData

Videos

W veru DPPF]@ @ (android-[. £ [Simplescr. P Terminal pi@ownclo... n.. [ Terminal wsssivn.. | [ [Pl |s]s|a@r e =29 9
3. Topa, mepvapie mv epappoyn ato no(paaknwo MG EKTEAEDNG, KAl TTAPATNPOVLE OTL OTO napa@upo
m¢ epappoyn¢ Android, eppavidetan privopa mov Toast mov pag mAnNPoPopel yla v amoodvdeon
10V Siokov. Tnv idia mAnpoopia TaipvouLpE KAt QIO TO TEPUATIKO TTAVW-APLOTEPQ, OTN GEVTEPT

YPOUUT HETA TNV EVTOAN.
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File Edit View Search Terminal Help File Edit View Search Terminal Help
andreas@andreas-laptop ~ $ mosquitto sub -h 192.168.1.6 -tjlandreas@andreas-laptop
SyS/disk

ownCloud - Mozilla Firefox

2 ownCloud x

home k C || @ search

File Edit View Search Terminal Help

pi@Gowncloud skt sudo ./mountscript.sh ON

Mount is denied because the NTFS volume is already exclusi T s
vely opened.

The volume may be already mounted, or another software may| Lnstnp
use it which [
could be identified for example by the help of the 'fuser®

command. |
pigowncloud - t 0

M

P Sers nd Cosmends

™ D

ownCloud - n your control

W@ vernu D[] @ M (android-[.. ¢ [Simplescr.. E]Te ey Ep . HGuncioud = B Terminal Il 5554:MMD... =

4. Eneién n epappoyn népaae 0To mapaoKivio, n)\eov dev elvat mpoafaaiun n vnnpeoia ovte ueow
100 Web Client. Ilapatnpoipe (kdtw-6eéid mapdBupo) ot Sev eppavidetal kamoto nedio mov
EMTPENEL TNV €10060 Se6OUEVOV, KA HE TOV TPOTIO QUTO amokAglovTal ot embéoels wurg fiag.

Terminal e X

File Edit View Search Terminal Help File Edit View Search Terminal Help

andreas@andreas-laptop mosquitto_sub -h 192.168.1.6 -tj| andreas@andreas-laptop mosquitto_pub -h 192.168.1.6 -t SYS/disk -m OFF
SYS/disk andreas@andreas-laptop

ON

OFF 1
oN b
oFlF I /
%/ A Files - ownCloud X
ownCloud i () | € | @& |hupsrowncloudhomek | C || Q Search B »

[~ Bt
o [ Laptop o = #* +
kd
File Edit View Search Terminal Help Q‘\
pi@Gowncloud ~/Desk sudo ./mountscript.sh ON | o
Mount is denied because the NTFS volume is already exclusi Y
vely opened. 0 - Apks
The volume may be already mounted, or another software may [ 7] Music
use it which m
could be identified for example by the help of the 'fuser’ - Laptop
command . [ Software and Commands
pi@owncloud ~/t 0 Q
- misc
. TabData 4
- Music
B Ve @]
O - Software and Commands
- Wargame Rules ++
- TabData
- AmAwpg
Hard disk has been unmounted -
Videos
callLog.csv °
@ venu DPRF]@ @ (android-[. £ [SimpleScr.. ) Terminal =1 pi ) Files -own... [ Terminal il 5554:MMD... 2 HHH AETuORE =29 % an

5. A@ob emavéABoupe oy vmpeaia o Siokog ouvvdéetat. To oTIyHIOTUTTO AUVTO TAPOVOIALEL TNV
nepinrwaon mov atéAvovpe éva pnvopa MQTT ano éva dAo MQTT client (tov mosquitto_pub), o
omoiog Tpéxel oe éva dAro vrodoytoty (mdvw Seéid teppatiko). Iapatnpodpe Ot To Aapfdvet
QUTOHQTA KL 1 EQAPLOYT) KO AVTQITOKPIVETAL O QUTO APOLATIA{OVING GXETIKO UNVUUX TTANPOPOPLOV.
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File Edit View Search Terminal Help File Edit View Search Terminal Help

andrea ndreas-laptop -~ mosquitto_sub -h 192.168.1.6 -t r @andreas-laptop mosquitto_pub -h 192.168.1.6 -t SYS/disk -m OFF
SYS/disk r andreas-laptop

nF\Ies-ﬂwn(\oud X

< OR

ownCloud H 0} wncloud.homek |G|l Qs

™ Pt
- Laptop = 4 9P
pi@owncloud: ~/Desktop
File Edit View Search Terminal Help
P sudo ./mountscript.sh ON | W
Mount is denied because the NTFS volume is already exclusi
vely opened. - Apks
The volume may be already mounted, or another software may [ 7] Music
use it which
could be identified for example by the help of the 'fuser' - Laptop
command. [ Software and Commands
wncloud sudo ./mountscript.sh OFF
umount: .’var.’m-n-t.‘owncloud.’da not mounted - misc
wncloud b - TabData
- Music
B Vieos
- Software and Commands
- Wargame Rules ++
- TabData
- AmAwparikn
- Videos

callLog.csv

& [android-[... £ [Si ] Terminal i@ownclo... ®) Files - own...  [=] Terminal Il 5554 MV

6. X ouvéyela, npoonafolpe va armoauvéEéaovpie To Sioko pie TV EKTEAETN TG eVTOANS sudo
/mountscript OFF (KQTw-apiotepd TEPUATIKO), 0AAG TANPOQOPOVLATTE OTL 0 SI0KOG SeVv elval

OLVOESELEVOG, OTIWG EIVAL AVAUEVOLEVO.

File Edit View Search Terminal Help File Edit View Search Terminal Help
andreas-laptop ~ § mosquitto sub -h 192.168.1.6 -tjiiandreas@andreas-laptop mosquitto pub -h 192.168.1.6 -t SYS/disk -m OFF

Sys/disk andreas@andreas-laptop

Files -ownCloud - Mozilla Firefox
|/ ¥ Files - ownCloud x

= ownCloud : M| € | ©& |hupswowncloud.homek | C || Q Search m »

sudo fmuuntscrlpt sh ON

<

pi / J
Mount is denled because the NTFS volume is already exclusi| Your Session has expired, and the hard disk has @
o]

vely opened. disconnected. Please ensure that you have a workir - Apks
The volume may be already mounted, or another software may lntametoonréetlonanddidﬂheb\%ﬂbemw -
use it which resume working with your files. L
could be identified for example by the help of the 'fuser® 3 - Laptop
command. L
pi@owncloud ~/I top § sudo ./mountscript.sh OFF i ©
umount : Narnmtmwncluudldata not mounted Gl s b1 - misc
owncloud ~/D ) 4
L -
13 - Music
1 L3
] N &
i ’g O - Software and Commands
i
1 T
Lg ass - TabData
il e
Hard disk has been unmounted
E . — - Videos

“¥ Files - own... F=] Terminal

7. Xuvééoupie Kat maAl to 610Ko Kal o«pnvovue 10 GUOTNH o«Sporvec Hapatnpodpue ot spgoorw(ewl
otV 086vn g ovokevri¢c Android aXeTIKO UNVOUQ TTOV LAG TIPOTPETIEL VA EMAVACVVIETOVE TOV S1OKO.
2710 KATw [EPOG TG 000vNG mapatnpolue To prjvopa Toast mov HAG EVINHEPWVEL Yid THV amoovvAeon
T0U 510KOU.
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File Edit View Search Terminal Help File Edit View Search Terminal Help

ndreas-laptop mosquitto sub -h 192.168.1.6 -t| reas@andreas-laptop mosquitto pub -h 192.168.1.6 -t SYS/disk -m OFF
ndreas-laptop

| % | ¥ Files - ownCloud x \
ownCloud = (h € | @& |hupsin dhomek | C | Q search m »
Apks Failed to request notifications. Please try to
| L D] e g T
- Laptop L = #* +
File Edit View Search Terminal Help 0‘\
pi@owncloud sudo ./mountscript.sh ON |~
Mount is denied because the NTFS volume is already exclusi >
vely opened. 7 0 - Apks
The volume may be already mounted, or another software may [ ] Music
use it which i (o]
could be identified for example by the help of the 'fuser® L - Laptop
command. g Softwareand Commands
pi@owncloud sudo ./mountscrip
umount: /var/www/owncloud/data: not mounte | - misc
pi@owncloud [ TabData L q
- Music
Videos @]
[ §
i O - Software and Commands
- WalgameRulesL\T a
i
al ... TabData
E m
- Videos

5] - g[S - [ElTerminal Ep ™ Files - own... Il 5554MMD...

8. TéAog, mapatnpoilue o1t poAig matnoovpe 1o kovurti REMOUNT DISK, cuvdéetat o akAnpog
dlokog Kat pag eppavidetar oyetiko prjvopa Toast.
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9 ZOUTEQAOUOTO KOL TIEQALTEQW
TMPOTOOELC

LTI¢ mapandve evOTnTeG Mapovaldaape T Sdikaoia g LAOTOINONG HIAG O1WTIKIG, XOPAAOVG
vrnpeoiag vépoug. Eidape ) Stadikacio mou amonteiton yio va EYKATOOTHCOVHE TO OTOPAITNTO
AOYIOHIKO OTOV €ELMMPETNTH, TIG AMAPAITNTEG EVEPYELEG MOTE VA €lval TPOOPACIHOG PE XOPAAELX
arno 1o Swadiktuo, Kol T mpoobnkn SikAeldwv aopaAeiag oty epappoyr) Android. H vmnpeoia
TIAPEXEL TN SUVATOTNTA XPHOT|G TOV VEPOLG HE NOPAAT] TPOTIO, AVTIATIOKPIVOHEVT OTIG AVAYKEG EVOG
oLYXPOVOL O1KIOKOV XpHOoTH .

H avéntuén tov nmapandve Suvvatomtwv dev ntav e0koAn. Katapynv, HoAovot vmdpyel mOAD
OXETIKO LVAIKO Yyl Tov Apache Server kot To Android, moAAEG @opég 1 Tav SOOKOAO va eviomicoupe
TLNTAV EQAPHOCIHO 0T S1ATAEN HOC, T} T EMPETIE VX XPT|OLHOTOW|OOVHE. XTI CLVEXEL, T AVATTLEN
™G epappoyng Android eiye v emmpooBetn SvokoAia g éAAewpng kaBodnynong, S10TL 1
gpappoyn owncloud — av kot enayyeApaTiKoU emmeédov - dev ouVoOSeVETAL KM KAMO0 eyXelpidio
YO TIPOYPOHHOTIOTEG. XTO onpeio avtd pe PorBnoe moAd n ouvvepyooia pouv HE TOV K.
Avpmneponovlo, ota mAaiola TG omoiag €ytve SuVATO va LTIEPTINSTOOVHE KVTO TO EPTIOBI0, KO OTN
OULVEXELN VO TIPOX®PTIOOVHE pe TN Porfeiax touv debugger, pe xprion twv odnylwv tov Android mpog
TIPOYPOHHATIOTEG, HE avalnTnoelg oto Sadiktuo Kol pe ektevelg Sokipég. TéAog, vmmpav Kot
TIEPUTTWOELG TIOV T} OMNPETiar paG OTAPATNOE va AE1TOVpYel PLGIOAOYIKG, XWPIG Vo PTIOPOVHE v
SopBiaoovpe ta ocdApata. o v vépPaon avToL ToL EUTOSIOV XPTOHOTIO|CRHE TA AVTLYpaQX
ao@aAElag TTOL SNUIOLPYHOUE OE TAKTIKT] BAOT KOl TIG ONHEIMOELG IOV EIXAHE KPATHOEL KOTA TN
S1apKela TG bAoToINoNG.

BeBaing, umdpyouv apketd onpeia g vnnpeoiag ta omoia B prmopovoape va empeAnBovpe
TIEPLOCOTEPO, TA OTOLA OPWG KTTOITOVV XPOVO XPKETH PEYAADTEPO TOL €VHG eEXUTIVOL TIOL SlaTEBNKe
Yl TNV eknovnon g epyasiog. Iapakdto mapaBeTovjie 10€€¢ Yo HEPIKEG EMEKTATELG TTOL HTIOPOVV
V& ylvouv otnv vmnpeoia:

* TIpapika

Av ko n ypagikn Sienaen Sev eixe MPpTEHOVIA POAO OTNV AVATITLEN TG EQAPHOYNG,
glval onpavTikn S10TL Ta TPEXOVTA OTAVTAP OTO TOHER givat 1dwaitepa LYMAG. Emopévag,
Ba pmopovoapE Vo THPOTPUVOVHE TO XPHOTH VA CUUTANPQOOEL TN SievBuvon tov Broker
kot 10 Topic, pe €va ypag@ikO OTOLXEl0 MO KATATOMIOTIKO amo eva omAo Toast mou
Selyvoupe TP, T.X OTAV QAVOIYEl ylX TIP®TN Qop& TNV e@appoyr. Onwg €xel n
gpappoyr], o xpnotng Ba mpénel va npooBetel povog tov kK&Be @opd TN dievBuvon Tov
Broker kot 1o Topic yix va eTO)eL TN AEITOLPYIQ TNG EQPAPHOYNG HE XVENHEVT ATPAAELN.

*  Awkaiopata Xprong kat Epmopikn) Ekuetaiievon

H epappoyn énwg €xel dnuiovpynbel péxpt autn TN OTIYHT, TPOOPILETOl AMOKAEIGTIKA
Yl EKTIALOEVTIKOVG OKOTIOVG, KOl Y1 I8IWTIKT] XPNOT TOL OLYYPa@Ea. AVTO o@eileTan
OTNV AoLUPATOTNTA TTOL LTIAPXEL HETAED TV ASEIQV XPT|ONG TG eQappoyng owncloud-
android (GPL version 3) , kot g PipAobnkng wmgqtt.jar (IBM proprietary). Xt
TIEPIMT®OT TIOL TO {NTOVHEVO €lval 1) EUMOPIKT] EKPETAAAELOT) TNG EQAPHOYNG, Ba Tpémel
VO OTTOKTIOOVE TTPOOPOT) TNV EUMOPLIKN €KSOOT NG MAXTPOpHaG owncloud.

e  MQTT Broker
Ztnv vAonoinon pog, o Broker Bpiokdtav otnv idia puoikr cuokeovn pe tov Owncloud-
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Server, kat Aettovpyovoe pe amAa pnvopata ON/OFF. Xe pix vAomoinon mov B
AMOTOVCNE HEYIOT] AOQPAAEIN, OQEVOC Bo EMPETE VX AQOIPECOVHE KABe Xproiun
nAnpogopiar and Tt pnvopata (M. petatponn oe 0/1), agetépov Ba Empeme va
XPT|OHOTIOI|00VHE KpunToypaenon He SSL — k&t mov emPapivel OP®G APKETA TNV
emkowwvia. Emiong, Ba ntav kKaAOTEPO va XpnOlHOTOW|O0VHE €V Server LMO TOV
EAEYXO HOG EKTOC OIKIXKOL SIKTUOUL yix va @rho&evrioovpe tov Broker, ®ote va eivat
SVOKOAO V& EVTOTILOTEL 1] KLTiX KO O TIPOOPLOHOG TNG KIvNoT.

EyKaTtaotaoeig pue moAAovg xproteg

Ztnv vAomnoinon mov mepypaenke, vmobBeoape 6T n vnnpecia Ba vooNpilel OIKINKT)
xprion. H mapovoia mepiocdtepav twv 4-5 evepymv Xpnotav dnpiovpyet mpofAnpata
oTnv aviyvevon adpavelag amo T TAELPA ToL server (Ta SeS0PEVA TOL XPrOTH HIOPEL va
petvouv mpooBdotpa yio ToAD kKopd 810TL LTTAPYEL KOO apyeio apache, kot kKoo pégo
anoBrnkevong) kat emiong otn xprion tov MQTT, 81611 n §paoTNPLOTNTA TOL €VOG PTTOPEL
va epmodidel 1 va Stakomtel T §paonplotTa Tov GAAov. Mia mBaviy Abon eivon va
gxel 0 kaBe xpnotng éva mpoowmko (hashed) Bepa — mov pmopel va moapdyeton oTO
XPOVO EKTEAEOTG, E ETKOVOVIN [E plo appodiax vrnpeoia, 1 pe PAoT KATTO10VG KAVOVEG
— oto omoio va otéAvel pnvopata MQTT. Otav anooTéAAETAL PNVOHA TIPOG QUTO TO
TPOOWMIKO BEp, Ba ovoyetiCetan n SievBuvon IP pe To CLUYKEKPIPEVO XPTOTH, KOl €TO1 —
av vnoBgoovpe OTL 0 KABe ¥prjoTng €xel 1o §1kO TOL partition yla va amoBnkevovtot Ta
dedopéva TOL 0€ KATO0 server— va S1axelplOPNOTE TOV AMOBNKELTIKO XOPO TOL K&be
xpnotn &exmprota. H dnuovpyia Eexmplotov partition yix kdBe xpriotn eivat duvatn,
S10TL aQEVOG PTIOPOVHE VO XPTOHOTIOGOLHE To oVoTNHA GPT, mov emtpénel pexpt Kan
128 partitions oe k&Be dloko, agetépov pe tn xprion logical volumes, pmopovpe va
avénoovpe 600 BEAoLE TOV aplBpo auTO.

"Exdoan tov Owncloud-Server

[ToAA€g @opég, N pdoPacn oL ATMOKTA KATO10G EIGBOAENG OTN GLOKELT, OPEIAETAL OTIG
TIOAXEG EKSOTELG AOYIOHIKOU TIOL €1Vl EYKATECTNHEVEG OTI GLOKELT|. TNV LAOTOINON
HOG, aUTO Tapatnpeitol kKatd v eykataotaon tov Owncloud-Server, KaBng
eykaBiotaton 1n €kdoon 7 mMoOL LMAPXEL OTIG QMOBNKEG AoylOpKOVL (repositories) Tov
Raspbian, evdy n mo mpooceatn €kdoon G eappoyng eivor n 9.1 ™ onypn movu
napovolaletal autn N epyacia. H €kdoon 7 avupetomoe oapketd mpofAnpata [12],
aAA& TovAayloTov Ta Mo goPapd amo avtd SopBwbnkav. H ek BaBpwv avtipetomon
avToL TOL TPOPANHATOG PTOPEL Vi Yivel pe T Xpromn TG eQappoyng updater mov €xel o
Owncloud-Server, ®ote va eykatactabel n vedtepn €KS00MN TOL TPOYPANHATOG OTIO TOV
{810 Tov server.

Enéktaon ¢ 16éag tn¢ epapuoyns o€ aAia AEITOVPYIKA GCVOTHUATX

H 18éa g epappoyng Android pmopei va vAomownfel kon oe GAAa A€1TOLPYIKK
ovotnpata, .y yo Linux, pe ) Bor|fela evog mpoypappatog-iepttuAiypatog (wrapper),
1 Kol e Gpeon enépPaon oTov KOSIKA TNG EQAPHOYNG. TN TEPIMT®OT €VOG Wrapper, T0
TEAIKO TIPOYPOHHO PTTOPEL VO OTEAVEL HNVUHO 0VUVEEOTG 0TO §10KO KOTA TNV €vapén Kat
HNVUPO omooVVEeoNg KAT& TV ANEN NG €KTEAEONG, OMWG Kol va Staxelpideton To
pnvopoata MQTT mov Ba dnpoactevovton oto Bepa g e@appoyng oto Broker.

Kpumroypapnon amo axpn oe akpn ue xprjon TOR.
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Av ko Sev xpno1HOTOLEITAL 0TO KOSIKA TNG EPAPHOYNG, I EmKOw®via client Ko server,
Hropel va yivel ko pécm tov Siktvov avwvupiag TOR, tooo ya ta pnvopoata https, 660
Kot yia tor pnvopota MQTT. Avtd Sokipdotnke pe 1ig epappoyég Orwall ko Orbot, ot
OTIOlEG KPLTITOYPAPNOQV EMTLXOG TO KAVAAL eMkovaviag peTadd tov Android client ko
tov Owncloud-Server. Ta TAEOVEKTIHATA GTOV TOPEX TNG KOPAAELNG Elvan PEYOAN, 0AAK
N HETAQOPK TANPOPOPIOV OTO KOl TPOG TNV e@oappoyn empPaplvetal omd 1N
Kpumtoypdaenon.

Avtipuetwmon root privilege escalation

H vrmpeoia mov avantdéape, anoouvdéel 10 §ioko HOALG OTAHATIOEL VO XPT|O1HOTIOlE TAN
KOl OUTO OMHaivel OTL KAVEVOG XPrOTNG TOU CLOTHHATOG dgv pmopel va del TV LIapdN
Tou, 1 va Tov ouvoéoel. O poOvog Tov pmopel va To KAvel €ival 0 SlaXePloTig
OLOTNHOTOG (root). AVOTLX®G, HIX KOLWVI] OTPATNYIKI] 00OV OMOKTOVV POCRaOT O€ eva
efummpet eival va xpnolponolovv evaiocOnta onpeia tov muprva linux (kernel
vulnerabilities), mpokelpéVOL v QMOKTOOLY SIXXEIPLOTIKI] TPOCPAOT OTO CVOTNHA.
BéBona éva ev8exOEVO EMTUXNHEVING EKHETAAAELOTG HIXG TETOLNG ASLVAHING gival TTOAD
OTIAV10, Kot ouvhBwg amattel 18laitepeg IKavOTNTEG. LTN TEPIMTOON OHWG TTIOL OLHPEL, 0
elofoAéag pmopel va ouvdéael To Si0KO, Vo OTANPATIOEL OAEG TIG LTINPETiEC HoPaAEiag,
KOL VO €YEL QMEPLOPLOTN TIPOCPaon oTo ovoTnpa Ko T dedopéva tov. T v
QVTILETOTIOT OUTOV TOL EVOEXOHEVOL — €QOCOV BEAOLPE TTAp TTIOAD pPeEYAAT ao@aAe1n
070 oVOTNHG pog — Ba mpémel To prvupa OFF mov otéAvel n cuokevn] pag oTo BEpa Tou
Siokov, va kAgivel v mapoyn pedparog mpog tov dioko. Avtd nipodmobétel Béfona dtn
OLOKELT TIapoxNG pevpatog Ba pmopet va emkowvwvel pe tov MQTT Broker (tov omoio
He T oelpd Tov Bo TMPETEL Vo TPOCTATEYOLHE OO TLUXOV €MBETeg) kol OTL Sev Ba
UTIOPYXEL  SLVOTOTNTK TAPEUTOSIONG NG Agtovpyiag TG XTn TEPITIOON U
ovotvoupe v TtonoBéton tov MQTT Broker oe &AAo Siktvo (kon evvoeiton o€
SLPOPETIKO Pnyavnpa) am' autd tov Owncloud-Server.
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[Moapaptnua A - KWOLKOC

epapuoync Android

[Mapoxkate mapaBétovpe Tov MANPN KOSIKK, Kol v tornobeaia amoBrikevong, yio ta apyeia mov
HeTaBAAAapE 1) SnUIOLPYT|OALE.

11.1

android/res/values/strings.xmlstrings.xmi

<?xml version="1.0" encoding="utf-8"7>

<resources>
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

<string-

name="about_android">%1$s Android app</string>
name="about_version">version %1$s</string>
name="actionbar_sync">Refresh account</string>
name="actionbar_upload">Upload</string>
name="actionbar_upload_from_apps">Content from other apps</string>
name="actionbar_upload_files">Files</string>
name="actionbar_open_with">0pen with</string>
name="actionbar_mkdir">New folder</string>
name="actionbar_settings">Settings</string>
name="actionbar_see details">Details</string>
name="actionbar_send_file">Send</string>
name="actionbar_sort">Sort</string>
name="actionbar_sort_ title">Sort by</string>
array name="actionbar_sortby">

<item>A-Z</item>
<item>Newest - Oldest</item>

<!-- TODO re-enable when server-side folder size calculation is available
<item>Biggest - Smallest</item> -->

</string-array>

<!-- TODO re-enable when "Accounts" is available in Navigation Drawer -->

<!--<string name="drawer item_accounts">Accounts</string>-->

<string name="drawer_item_all_files">All files</string>
<!-- TODO re-enable when "On Device" is available

<string name="drawer item on device">0n device</string>-->
<string name="drawer_item_settings">Settings</string>
<string name="drawer_item_ uploads_list">Uploads</string>

<string name="drawer_close">Close</string>

<string name="drawer_open">0pen</string>

<string name="prefs_category_general'>General</string>

<string name="prefs_category _more">More</string>

<string name="prefs_accounts">Accounts</string>

<string name="prefs_manage_accounts">Manage accounts</string>

<string name="prefs passcode">Passcode lock</string>

<string name="prefs_instant_upload">Instant picture uploads</string>

<string name="prefs_instant_upload_summary">Instantly upload pictures taken by
camera</string>

<string name="prefs_instant_video_upload">Instant video uploads</string>

<string name="prefs_instant_video upload_summary">Instantly upload videos recorded

by camera</string>

<string
<string
<string
<string
<string

name="prefs_log_title">Enable logging</string>
name="prefs_log_summary">This is used to log problems</string>
name="prefs_log_title_history">Logging history</string>
name="prefs_log_summary_history">This shows the recorded logs</string>
name="prefs_log_delete_history button">Delete history</string>
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<string name="prefs_help">Help</string>

<string name="prefs_recommend">Recommend to a friend</string>

<string name="prefs_feedback">Feedback</string>

<string name="prefs_imprint">Imprint</string>

<string name="prefs_remember_last_share_location'>Remember share location</string>

<string name="prefs remember_last upload location_summary">Remember last share
upload location</string>

<string name="recommend_subject">"Try %1$s on your smartphone!"</string>
<string name="recommend_text">"I want to invite you to use %1$s on your

smartphone!\nDownload here: %2$s"</string>

<string name="auth_check_server">Check server</string>

<string name="auth_host_url">Server address https://..</string>

<string name="auth_username">Username</string>

<string name="auth_password">Password</string>

<string name="auth_register">New to %1$s?</string>

<string name="sync_string_files">Files</string>

<string name="setup_btn_connect">Connect</string>

<string name="uploader_btn_upload_text">Upload</string>

<string name="uploader_top message'>Choose upload folder</string>

<string name="uploader wrn_no_account_title">No account found</string>

<string name="uploader_wrn_no_account_text">There are no %1$s accounts on your
device. Please set up an account first.</string>

<string name="uploader_wrn_no_account_setup_btn_text">Setup</string>

<string name="uploader_wrn_no_account_quit_btn_text">Quit</string>

<string name="uploader_error_title no_file_ to_upload">No file to upload</string>

<string name="uploader_error_message_received_piece_of_text">%1$s cannot upload a
piece of text as a file.</string>

<string name="uploader_error_message_no_file_to_upload">Received data do not include
any valid file.</string>

<string name="uploader_error_title_file_cannot_be_uploaded">File cannot be
uploaded</string>

<string name="uploader_error_message_read_permission_not_granted">%1$s is not
allowed to read a received file</string>

<string name="uploader_error_message_source_file not_found">File to upload was not
found in its location. Please check whether the file exists.</string>

<string name="uploader_error_message_source_file_not_copied">An error occurred while
copying the file to a temporary folder. Please try to send again.</string>

<string name="file_list_seconds_ago'>seconds ago</string>

<string name="file_list_empty">Nothing in here. Upload something!</string>

<string name="file_list_loading">Loading&#8230;</string>

<string name="file_list_no_app_for_file_type">No app found for file type!</string>

<string name="local_ file_list_empty">There are no files in this folder.</string>

<string name="upload_list_empty'>No uploads available.</string>

<string name="file_list_folder">folder</string>

<string name="file_list_folders">folders</string>

<string name="file list file">file</string>

<string name="file_list_files">files</string>

<string name="filedetails_select_file">Tap on a file to display additional
information.</string>

<string name="filedetails_size">Size:</string>

<string name="filedetails_type">Type:</string>

<string name="filedetails created">Created:</string>

<string name="filedetails_modified">Modified:</string>

<string name="filedetails_download">Download</string>

<string name="filedetails sync_file">Synchronize</string>

<string name="filedetails renamed in upload msg">File was renamed to %1$s during
upload</string>

<string name="1list_layout">List layout</string>

<string name="action_share">Share</string>

<string name="common_yes">Yes</string>

<string name="common_no'>No</string>

<string name="common_ok">0K</string>
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<string name="common_remove_upload">Remove upload</string>

<string name="common_retry upload">Retry upload</string>

<string name="common_cancel_sync">Cancel sync</string>

<string name="common_cancel">Cancel</string>

<string name="common_back">Back</string>

<string name="common_save exit">Save &amp; exit</string>

<string name="common_error">Error</string>

<string name="common_loading">Loading &#8230;</string>

<string name="common_unknown">unknown</string>

<string name="common_error_unknown"'>Unknown error</string>

<string name="about_title">About</string>

<string name="change_password">Change password</string>

<string name="delete_account">Remove account</string>

<string name="create_account">Create account</string>

<string name="upload_chooser_title">Upload from &#8230;</string>

<string name="uploader_info_dirname">Folder name</string>

<string name="uploader_upload_in_progress_ticker">Uploading &#8230;</string>

<string name="uploader_upload_in_progress_content">%1$d%% Uploading %2$s</string>

<string name="uploader upload succeeded ticker">Upload succeeded</string>

<string name="uploader upload succeeded content single">%1$s uploaded</string>

<string name="uploader_upload_failed_ticker">Upload failed</string>

<string name="uploader_upload_failed_content_single">Upload of %1$s could not be
completed</string>

<string name="uploader_upload_failed credentials_error">Upload failed, you need to
log in again</string>

<string name="uploads_view_title">Uploads</string>

<string name="uploads_view_group_current_uploads">Current</string>

<string name="uploads_view_group_failed_uploads">Failed (tap to retry)</string>

<string name="uploads_view _group_finished uploads">Uploaded</string>

<string name="uploads_view upload_status_succeeded">Completed</string>

<string name="uploads_view_upload_status_cancelled">Cancelled</string>

<string name="uploads_view_upload_status_paused">Paused</string>

<string name="uploads_view upload status failed connection_error">Connection

error</string>

<string name="uploads_view upload_status_ failed_retry">Upload will be retried
shortly</string>

<string name="uploads view upload status failed credentials_error">Credentials
error</string>

<string name="uploads_view upload_status failed folder_error">Folder error</string>

<string name="uploads_view_upload_status_failed_file_error">File error</string>

<string name="uploads_view_upload_status_failed_localfile_error">Local file not
found</string>

<string name="uploads_view_upload_status_failed_permission_error">Permission
error</string>

<string name="uploads_view_upload_status_conflict">Conflict</string>

<string name="uploads view upload status service interrupted'>App was
terminated</string>

<string name="uploads_view_upload_status_unknown_fail">Unknown error</string>

<string name="uploads_view_upload_status_waiting_for_wifi">Waiting for wifi
connectivity</string>

<string name="uploads_view_later_waiting_to_upload">Waiting to upload</string>

<string name="downloader_download_in_progress_ticker">Downloading &#8230;</string>

<string name="downloader_download_in_progress_content">%1$d%% Downloading
%2$s</string>

<string name="downloader_download_succeeded_ticker">Download succeeded</string>

<string name="downloader_download_succeeded_content">%1$s downloaded</string>

<string name="downloader_download_failed_ticker">Download failed</string>

<string name="downloader_download_failed_content">Download of %1$s could not be
completed</string>

<string name="downloader_not_downloaded yet">Not downloaded yet</string>

<string name="downloader_download failed credentials error">Download failed, you
need to log in again</string>
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<string name="common_choose_account">Choose account</string>

<string name="sync_fail ticker">Sync failed</string>

<string name="sync_fail_ticker_unauthorized">Sync failed, you need to log in
again</string>

<string name="sync_fail content">Sync of %1$s could not be completed</string>

<string name="sync_fail_ content_unauthorized">Invalid password for %l$s</string>

<string name="sync_conflicts_in_favourites_ticker">Conflicts found</string>

<string name="sync_conflicts_in_favourites_content">%1$d kept-in-sync files could
not be sync\'ed</string>

<string name="sync fail in favourites ticker">Kept-in-sync files failed</string>

<string name="sync_fail_in_favourites_content">Contents of %1$d files could not be
sync\'ed (%2$d conflicts)</string>

<string name="sync_foreign_files_forgotten_ticker">Some local files were
forgotten</string>

<string name="sync_foreign_files_forgotten_content">%1$d files out of the %2$s
folder could not be copied into</string>

<string name="sync_foreign_files_forgotten_explanation">As of version 1.3.16, files
uploaded from this device are copied into the local %1$s folder to prevent data loss
when a single file is synced with multiple accounts.\n\nDue to this change, all files
uploaded in previous versions of this app were copied into the %2$s folder. However, an
error prevented the completion of this operation during account synchronization. You may
either leave the file(s) as is and remove the link to %3$s, or move the file(s) into the
%1$s folder and retain the link to %4$s.\n\nListed below are the local file(s), and the
remote file(s) in %5$%$s they were linked to.</string>

<string name="sync_current_folder_was_removed">Folder %1$s does not exist
anymore</string>

<string name="foreign files move">"Move all"</string>

<string name="foreign_files_success">"All files were moved"</string>

<string name="foreign_files_fail">"Some files could not be moved"</string>

<string name="foreign_files_local_text">"Local: %1$s"</string>

<string name="foreign_files_remote_text">"Remote: %1$s"</string>

<string name="upload_query move_ foreign_files">There is not enough space to copy the
selected files into the %1$s folder. Would you like to move them instead? </string>

<string name="pass_code_enter_pass_code">Please insert your passcode</string>

<string name="pass_code_configure_your_pass_code">Enter your passcode</string>

<string name="pass_code_configure_your_pass_code_explanation'>The passcode will be
requested every time the app is started</string>

<string name="pass_code_reenter_your_pass_code">Please reenter your
passcode</string>

<string name="pass_code_remove_your_pass_code">Remove your passcode</string>

<string name="pass_code_mismatch">The passcodes are not the same</string>

<string name="pass_code_wrong">Incorrect passcode</string>

<string name="pass_code_removed">Passcode removed</string>

<string name="pass_code_stored">Passcode stored</string>

<string name="media_notif_ticker">"%1$s music player"</string>

<string name="media_state_playing">"%1$s (playing)"</string>

<string name="media_ state loading">"%1%$s (loading)"</string>

<string name="media event done">"%1$s playback finished"</string>

<string name="media_err_nothing_to_play">No media file found</string>

<string name="media_err_no_account">No account provided</string>

<string name="media_err_not_in_owncloud">File not in a valid account</string>

<string name="media_err_unsupported">Unsupported media codec</string>

<string name="media_err_io'>Media file could not be read</string>

<string name="media_err_malformed">Media file not correctly encoded</string>

<string name="media_err_timeout">Timed out while trying to play</string>

<string name="media_err_invalid_progressive_playback">Media file cannot be
streamed</string>

<string name="media_err_unknown'>Media file cannot be played with the stock media
player</string>

<string name="media_err_security_ex">Security error trying to play %l$s</string>

<string name="media err_io ex">Input error trying to play %1$s</string>
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<string name="media_err_unexpected">Unexpected error trying to play %1$s</string>
<string name="media_rewind_description">Rewind button</string>
<string name="media_play_pause_description">Play or pause button</string>
<string name="media_forward_description">Fast forward button</string>
<string name="auth_getting_authorization">Getting authorization &#8230;</string>
<string name="auth_trying to login">Trying to log in &#8230;</string>
<string name="auth_no_net_conn_title">No network connection</string>
<string name="auth_nossl_plain_ok_title">Secure connection unavailable.</string>
<string name="auth_connection_established">Connection established</string>
<string name="auth_testing_ connection">Testing connection</string>
<string name="auth_not_configured_title">Malformed server configuration</string>
<string name="auth_account_not_new">An account for the same user and server already
exists in the device</string>
<string name="auth_account_not_the_ same">The entered user does not match the user of
this account</string>
<string name="auth_unknown_error_title">Unknown error occurred!</string>
<string name="auth_unknown_host_title">Couldn\'t find host</string>
<string name="auth_incorrect_path_title">Server instance not found</string>
<string name="auth_timeout_title">The server took too long to respond</string>
<string name="auth_incorrect_address_title">Wrong server address format</string>
<string name="auth_ssl_general_error_title">SSL initialization failed</string>
<string name="auth_ssl_unverified_server_title">Couldn\'t verify SSL server\'s
identity</string>
<string name="auth_bad_oc_version_title">Unrecognized server version</string>
<string name="auth_wrong_connection_title">Couldn\'t establish connection</string>
<string name="auth_secure_connection">Secure connection established</string>
<string name="auth_unauthorized">Wrong username or password</string>
<string name="auth _oauth_error">Unsuccessful authorization</string>
<string name="auth _oauth_error_access_denied">Access denied by authorization
server</string>
<string name="auth_wtf_reenter_URL">Unexpected state; please enter the server address
again</string>
<string name="auth_expired oauth token toast">Your authorization expired. Please,
authorize again</string>
<string name="auth_expired_basic_auth_toast">Please enter the current

password</string>

<string name="auth_expired_saml_sso_token_toast">Your session expired. Please connect
again</string>

<string name="auth_connecting_auth_server">Connecting to authentication server ..
</string>

<string name="auth_unsupported_auth_method">The server does not support this
authentication method</string>

<string name="auth_unsupported_multiaccount">%1$s does not support multiple
accounts</string>

<string name="auth_fail_get_user_name">Your server is not returning a correct user
id, please contact an administrator

</string>

<string name="auth_can_not_auth_against_server">Cannot authenticate to this
server</string>

<string name="auth_account_does not_exist">Account does not exist in the device

yet</string>

<string name="favorite">Set as available offline</string>

<string name="unfavorite">Unset as available offline</string>

<string name="common_rename">Rename</string>

<string name="common_remove">Remove</string>

<string name="confirmation_remove_alert">"Do you really want to remove
%1$s?"</string>

<string name="confirmation_remove_folder_alert">"Do you really want to remove %1$s
and its contents?"</string>

<string name="confirmation_remove_local">Local only</string>

<string name="remove_success_msg">"Removal succeeded"</string>
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<string name="remove_fail_msg">"Removal failed"</string>

<string name="rename_dialog_ title">Enter a new name</string>

<string name="rename_local_fail_msg">"Local copy could not be renamed; try a
different name"</string>

<string name="rename_server_ fail msg">"Rename could not be completed"</string>

<string name="sync_file_fail_msg">Remote file could not be checked</string>

<string name="sync_file nothing_to_do_msg">File contents already
synchronized</string>

<string name="create_dir_fail msg">Folder could not be created</string>

<string name="filename_forbidden characters">Forbidden characters: / \\ &lt; &gt;
" | ? *</string>

<string name="filename_forbidden_charaters_from_server">File name contains at least
one invalid character</string>

<string name="filename_empty">File name cannot be empty</string>

<string name="wait_a_moment">Wait a moment</string>

<string name="wait_checking_credentials">Checking stored credentials</string>

<string name="filedisplay_unexpected_bad_get_content">"Unexpected problem ; please
select the file from a different app"</string>

<string name="filedisplay no file selected">No file was selected</string>

<string name="activity chooser_title">Send link to &#8230;</string>

<string name="wait_for_tmp_copy from_private_storage">Copying file from private
storage</string>

<string name="oauth_check onoff"'>Login with oAuth2</string>
<string name="oauth_login_connection">Connecting to oAuth2 server..</string>

<string name="ssl validator header">The identity of the site could not be

verified</string>

<string name="ssl_validator_reason_cert_not_trusted">- The server certificate is not
trusted</string>

<string name="ssl_validator_reason_cert_expired">- The server certificate
expired</string>

<string name="ssl _validator_reason_cert not_yet valid">- The server certificate
valid dates are in the future</string>

<string name="ssl_validator_reason_hostname_not_verified">- The URL does not match
the hostname in the certificate</string>

<string name="ssl validator question">Do you want to trust this certificate anyway?
</string>

<string name="ssl_validator_not_saved">The certificate could not be saved</string>

<string name="ssl_validator_btn_details_see">Details</string>

<string name="ssl_validator_btn_details_hide">Hide</string>

<string name="ssl _validator_label subject">Issued to:</string>

<string name="ssl_validator_label_issuer">Issued by:</string>

<string name="ssl_validator_label_CN">Common name:</string>

<string name="ssl validator label 0">0rganization:</string>

<string name="ssl validator label OU">Organizational unit:</string>

<string name="ssl_validator_label_C">Country:</string>

<string name="ssl_validator_label_ST">State:</string>

<string name="ssl_validator_label_L">Location:</string>

<string name="ssl_validator_label_validity">Validity:</string>

<string name="ssl_validator_label_validity from">From:</string>

<string name="ssl_validator_label_validity to">To:</string>

<string name="ssl_validator_label_signature">Signature:</string>

<string name="ssl_validator_label_signature_algorithm">Algorithm:</string>

<string name="digest_algorithm_not_available">This digest algorithm is not available
on your phone.</string>

<string name="ssl_validator_label certificate_fingerprint">Fingerprint:</string>

<string name="certificate_load_problem">There is a problem loading the
certificate.</string>

<string name="ssl validator null cert">The certificate could not be shown.</string>

<string name="ssl_validator_no_info_about_error">- No information about the
error</string>
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<string name="placeholder_sentence">This is a placeholder</string>

<string name="placeholder_filename">placeholder.txt</string>

<string name="placeholder_filetype">PNG Image</string>

<string name="placeholder_filesize">389 KB</string>

<string name="placeholder_ timestamp">2012/05/18 12:23 PM</string>

<string name="placeholder media_time">12:23:45</string>

<string name="instant_upload_on_wifi">Upload pictures via wifi only</string>

<string name="instant_video_upload_on_wifi">Upload videos via wifi only</string>

<string name="instant_upload path">/InstantUpload</string>

<string name="conflict title">File conflict</string>

<string name="conflict_message">Which files do you want to keep? If you select both
versions, the local file will have a number added to its name.</string>

<string name="conflict_keep_bhoth">Keep both</string>

<string name="conflict use_local version">local version</string>

<string name="conflict_use_server_version">server version</string>

<string name="preview_image_description'>Image preview</string>
<string name="preview_image error_unknown format">This image cannot be
shown</string>
<string name="error__upload_local_ file not_copied">%1$s could not be copied to %2$s
local folder</string>
<string name="prefs_instant_upload_path_title">Upload path</string>
<string name="share_link_no_support_share_api">Sorry, sharing is not enabled on your
server. Please contact your
administrator.</string>
<string name="share_link_file_no_exist">Unable to share. Please check whether the
file exists</string>
<string name="share_link_file_error">An error occurred while trying to share this
file or folder</string>
<string name="unshare_link_file_no_exist">Unable to unshare. Please check whether the
file exists</string>
<string name="unshare_link_ file error">An error occurred while trying to unshare this
file or folder</string>
<string name="update_link_file_no_exist">Unable to update. Please check whether the
file exists </string>
<string name="update link file error">An error occurred while trying to update the
share</string>
<string name="share_link_password_title">Enter a password</string>
<string name="share_link_empty_password">You must enter a password</string>
<string name="activity_chooser_send_file_title">Send</string>
<string name="copy link">Copy link</string>
<string name="clipboard text copied">Copied to clipboard</string>
<string name="clipboard_no_text_to_copy">No text received to copy to
clipboard</string>
<string name="clipboard_uxexpected_error">Unexpected error while copying to
clipboard</string>
<string name="clipboard_label">Text copied from %1$s</string>
<string name="error_cant_bind_to_operations_service">Critical error: cannot perform
operations</string>
<string name="network error_socket_exception">An error occurred while connecting
with the server.</string>
<string name="network error_socket_timeout_exception">An error occurred while
waiting for the server, the operation couldn\'t have been done</string>
<string name="network error_connect timeout exception">An error occurred while
waiting for the server, the operation couldn\'t have been done</string>
<string name="network host_not_available">The operation couldn\'t be completed,
server is unavailable</string>
<string name="empty" />
<string name="forbidden_permissions">You do not have permission %s</string>
<string name="forbidden_permissions_rename">to rename this file</string>
<string name="forbidden_permissions_delete">to delete this file</string>
<string name="share_link_forbidden_permissions">to share this file</string>
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<string name="unshare_link_forbidden_permissions">to unshare this file</string>
<string name="update_link_forbidden_permissions">to update this share</string>
<string name="forbidden_permissions_create">to create the file</string>
<string name="uploader_upload_forbidden_permissions">to upload in this
folder</string>
<string name="downloader_download_file_not_found">The file is no longer available on
the server</string>
<string name="prefs_category_accounts'>Accounts</string>
<string name="prefs_add account'>Add account</string>
<string name="auth_redirect non_secure connection title">Secure connection is
redirected through an unsecured route.</string>
<string name="actionbar_logger">Logs</string>
<string name="1log_send_history_button">Send history</string>
<string name="1log_send no_mail_app">No app for sending logs found. Please install a
mail app.</string>
<string name="1log_send_mail_subject'>%1$s Android app logs</string>
<string name="1log_progress_dialog_text">Loading data &#8230;</string>
<string name="saml_authentication_required_text">Authentication required</string>
<string name="saml_authentication_wrong pass">Wrong password</string>
<string name="actionbar_move">Move</string>
<string name="file_list_empty_moving">Nothing in here. You can add a folder!</string>
<string name="folder_picker_choose_button_text">Choose</string>
<string name="move_ file not_found">Unable to move. Please check whether the file
exists</string>
<string name="move_file_invalid_into_descendent">It is not possible to move a folder
into a descendant</string>
<string name="move file invalid overwrite">The file exists already in the
destination folder</string>
<string name="move_file_error">An error occurred while trying to move this file or
folder</string>
<string name="forbidden permissions _move">to move this file</string>
<string name="copy_file_not_found">Unable to copy. Please check whether the file
exists</string>
<string name="copy_file_invalid_into_descendent">It is not possible to copy a folder
into a descendant</string>
<string name="copy_file_invalid_overwrite">The file exists already in the
destination folder</string>
<string name="copy file_error">An error occurred while trying to copy this file or
folder</string>
<string name="forbidden_permissions_copy">to copy this file</string>
<string name="prefs_category_instant_uploading">Instant uploads</string>
<string name="prefs_ category details">Details</string>
<string name="prefs_instant_video_upload_path_title">Upload video path</string>
<string name="sync_folder_failed_content">Synchronization of %1$s folder could not
be completed</string>
<string name="shared_subject_header'>shared</string>
<string name="with_you subject_header">with you</string>

<string name="subject_user_shared_with_you">%1$s shared \"%2$s\" with you</string>
<string name="subject_shared with_you">\"%1$s\" has been shared with you</string>
<string name="auth_refresh button">Refresh connection</string>
<string name="auth_host_address">Server address</string>
<string name="common_error_out_memory">Not enough memory</string>
<string name="username">Username</string>
<string name="file_list__footer__folder">1 folder</string>
<string name="file_list__footer__folders">%1$d folders</string>
<string name="file_list__footer__file">1 file</string>
<string name="file_list__footer__file_and_folder">1 file, 1 folder</string>
<string name="file_list__footer__file_and_folders">1 file, %1$d folders</string>
<string name="file_list__footer__files">%1$d files</string>
<string name="file list_ footer_ files and_folder">%1$d files, 1 folder</string>
<string name="file_list__footer__files_and_folders">%1$d files, %2$d

80



folders</string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

name="prefs_instant_behaviour_dialogTitle">0riginal file will be...</string>
name="prefs_instant_behaviour_title">0riginal file will be...</string>
name="upload copy files">Copy file</string>

name="upload move files">Move file</string>
name="pref_behaviour_entries_keep_file">kept in original folder</string>
name="pref_behaviour_entries_move'>moved to app folder</string>
name="share_dialog_title">Sharing</string>

name="share_file">Share %1$s</string>
name="share_with_user_section_title">Share with users and groups</string>
name="share_no_users'">No data shared with users yet</string>
name="share_add_user_or_group">Add user or group</string>
name="share_via_link_section_title">Share link</string>
name="share_via link expiration_date label'>Set expiration date</string>
name="share_via link password label">Password protect</string>
name="share_via_link_password_title">Secured</string>
name="share_via_link_edit_permission_label">Allow editing</string>
name="share_get_public_link_button">Get link</string>
name="share_with_title">Share with &#8230;</string>
name="share_with_edit_title">Share with %1$s</string>
name="share_search">Search</string>
name="search_users_and_groups_hint">Search users and groups</string>
name="share_group_clarification">%1$s (group)</string>
name="share_remote_clarification">%1$s (remote)</string>
name="share_known_remote_ clarification">%1$s ( at %2$s )</string>
name="share_sharee_unavailable">Sorry, your server version does not allow

share with users within clients.
\nPlease contact your administrator</string>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

name="share_privilege can_share">can share</string>
name="share_privilege can_edit">can edit</string>
name="share_privilege_can_edit_create">create</string>
name="share_privilege_can_edit_change">change</string>
name="share_privilege can_edit delete'>delete</string>
name="edit_share_unshare">Stop sharing</string>
name="edit_share_done">done</string>
name="action_retry_uploads">Retry failed</string>

name="action clear_failed uploads"'>Clear failed</string>
name="action_clear_successful_uploads">Clear successful</string>
name="action_clear_finished_uploads">Clear all finished</string>
name="action_switch_grid_view">Grid view</string>
name="action_switch_list_view">List view</string>
name="manage_space_title">Manage space</string>
name="manage_space_description">Settings, database and server certificates

from %1$s\'s data will be deleted permanently. \n\nDownloaded files will be kept
untouched.\n\nThis process can take some time.</string>

<string
<string
<string

name="manage_space_clear_data">Clear data</string>
name="manage_space_error">Some files could not be deleted.</string>
name="permission_storage access">Additional permissions required to upload

&amp; download files.</string>

<string name="local_file_not_found_toast">The file was not found in the local file
system</string>

<string name="reconnect_drive">Remount Disk</string>
</resources>
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11.2 android/owncloud-android-

library/src/com/owncloud/android/lib/common/util

s/Log OC.java

package com.owncloud.android.lib.common.utils;
import java.io.BufferedWriter;
import java.io.File;
import java.io.FileWriter;
import java.io.IOException;
import java.text.SimpleDateFormat;
import java.util.Calendar;
import android.os.Environment;
import android.util.Log;
public class Log 0C {
private static final String SIMPLE DATE FORMAT = "yyyy/MM/dd HH:mm:ss";
private static final String LOG_FOLDER_NAME = "log";
private static final long MAX_FILE SIZE = 1000000; // 1MB
private static String mOwncloudDataFolderLog = "owncloud log";
private static File mLogFile;
private static File mFolder;
private static BufferedWriter mBuf;
private static String[] mLogFileNames = {"currentLog.txt", "olderLog.txt"};
private static boolean isMaxFileSizeReached = false;
private static boolean isEnabled = false;
private static String last action timestamp;
public static void setLogDataFolder(String logFolder){
mOwncloudDataFolderLog = logFolder;
}
public static void i(String TAG, String message){
Log.1i(TAG, message);
appendLog (TAG+" : "+ message);
}
public static void d(String TAG, String message){
Log.d(TAG, message);
appendLog(TAG + "™ : " + message);
}
public static void d(String TAG, String message, Exception e) {
Log.d(TAG, message, e);
appendLog(TAG + "™ : " + message + " Exception : "+ e.getStackTrace());
}
public static void e(String TAG, String message){
Log.e(TAG, message);
appendLog (TAG + " : " + message);
}

public static void e(String TAG, String message, Throwable e) {
Log.e(TAG, message, e);
appendLog (TAG+" : " + message +" Exception : " + e.getStackTrace());

}

public static void v(String TAG, String message){
Log.v(TAG, message);
appendLog (TAG+" : "+ message);

}

public static void w(String TAG, String message) {
Log.w(TAG, message);
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}

appendLog (TAG+" : "+ message);

public static void wtf(String TAG, String message) {

}
Vet

Log.wtf(TAG,message);
appendLog (TAG+" : "+ message);

* Start doing logging
* @param logPath : path of log file

*/

public static void startLogging() {

}
/**

String logPath = Environment.getExternalStorageDirectory() + File.separator +
mOwncloudDataFolderLog + File.separator + LOG_FOLDER_NAME;

mFolder = new File(logPath);
mLogFile = new File(mFolder + File.separator + mLogFileNames[0]);
boolean isFileCreated = false;
if (!mFolder.exists()) {
mFolder.mkdirs();
isFileCreated = true;
Log.d("LOG_0OC", "Log file created");
}
try {
// Create the current log file if does not exist
mLogFile.createNewFile();
mBuf = new BufferedWriter(new FileWriter(mLogFile, true));
isEnabled = true;
if (isFileCreated) {
appendPhoneInfo();
}
} catch (IOException e) {
e.printStackTrace();
} finally {
if(mBuf '= null) {
try {
mBuf.close();
} catch(IOException e) {
e.printStackTrace();
}

* Delete history logging

*/

public static void deleteHistorylLogging() {

}

J x5k

File folderLogs = new File(mFolder + File.separator);
if(folderLogs.isDirectory()){
String[] myFiles = folderLogs.list();
for (int i=0; i<myFiles.length; i++) {
File myFile = new File(folderLogs, myFiles[il]);
myFile.delete();

* Append the info of the device

*/

private static void appendPhoneInfo() {

appendLog("Model : " + android.os.Build.MODEL);
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appendLog("Brand : " + android.os.Build.BRAND);
appendLog ("Product : " + android.os.Build.PRODUCT);
appendLog("Device : " + android.os.Build.DEVICE);
appendLog("Version-Codename : " + android.os.Build.VERSION.CODENAME);
appendLog("Version-Release : " + android.os.Build.VERSION.RELEASE);

}

/**

* Append to the log file the info passed
* @param text : text for adding to the log file
*/
private static void appendLog(String text) {
if (isEnabled) {
if (isMaxFileSizeReached) {
// Move current log file info to another file (old logs)
File olderFile = new File(mFolder + File.separator + mLogFileNames[1]);
if (mLogFile.exists()) {
mLogFile.renameTo(olderFile);
}
// Construct a new file for current log info
mLogFile = new File(mFolder + File.separator + mLogFileNames[0]);
isMaxFileSizeReached = false;
}
String timeStamp = new
SimpleDateFormat (SIMPLE_DATE_FORMAT) .format(Calendar.getInstance().getTime());
last action timestamp = timeStamp;
try {
mBuf = new BufferedWriter(new FileWriter(mLogFile, true));
mBuf.newLine();
mBuf.write(timeStamp);
mBuf.newLine();
mBuf.write(text);
mBuf.newLine();
} catch (IOException e) {
e.printStackTrace();
} finally {
try {
mBuf.close();
} catch (IOException e) {
e.printStackTrace();
}
}

// Check if current log file size is bigger than the max file size defined
if (mLogFile.length() > MAX_FILE SIZE) {
isMaxFileSizeReached = true;
}
}

}
public static String[] getLogFileNames() {

return mLogFileNames;

}

public static String getlLast action timestamp(){return last action timestamp; }

11.3 android/src/com/owncloud/android/services/
DiskUsageService.java

package com.owncloud.android.services;
import android.app.Service;

84



import android.content.BroadcastReceiver;
import android.content.Context;
import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;
import android.support.annotation.Nullable;
import android.support.v4.content.LocalBroadcastManager;
import android.util.Log;
import com.owncloud.android.lib.common.utils.Log 0C;
import com.owncloud.android.ui.activity.FileDisplayActivity;
import java.text.SimpleDateFormat;
import java.util.Calendar;
import java.util.Timer;
import java.util.TimerTask;
import java.util.concurrent.TimeUnit;
public class DiskUsageService extends Service {
private static final int IDLE SECONDS LIMIT = 300; // UEY10TOC EMITPENTOC YPOVOC
abpdvelag tNG EQPAPUOYNAC
private static final int PRECISION_SECONDS = 10; //uéytotn €miTPenT QnokAion amnd To
navw 6p1o
private static boolean USER NOTIFIED = false;
private static boolean FILE DISPLAY ACTIVE = true; //civat n npoBoAn apyeiwv gvepyn;
private BroadcastReceiver receiver;
private static final String TAG = DiskUsageService.class.getSimpleName();
private LocalBroadcastManager broadcaster;
@Nullable
@Override
public IBinder onBind(Intent intent) {
return null;
}
public void onCreate()
{
broadcaster = LocalBroadcastManager.getInstance(this);
final SimpleDateFormat format = new SimpleDateFormat("yyyy/MM/dd HH:mm:ss");
receiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
if
(intent.getAction().equals("com.filedisplayactivity.user notified reset")) {
Log.v(TAG,"User responded with remounting");
USER NOTIFIED = false; //apyxikomoinon tn¢ petaBAnTAg, o xpnotng
anavtnoe e enavaocvvdeon tov Hiokov
}else
if(intent.getAction().equals("com.filedisplayactivity.broadcast_received")){
Log.v(TAG, "User was notified on his screen");
USER NOTIFIED = true; //0 ypHotn¢ evnuUepPWOnNKe [1e KaTAAANAn 086vn
yia tnv amoovvbeon tov 61{0Kov Kat TN SvvaATOTNTA EMAVACUVOEONC
}else
if(intent.getAction().equals("com.filedisplayactivity.has_focus")){
Log.v(TAG,"FileDisplayActivity has just either appeared or
disappeared");
FILE DISPLAY ACTIVE = intent.getBooleanExtra("focus", false);

}
}I
// Ynvoylouoq TOV Xpovov ueTaéD tng teAgvtTaiag 6paornplornraq (oAsg 01 6paornplornr£g
Ajunc 1 aveBdouatoc apxeiwv kataypdpovtatl) Kat TNG mapovon¢ oTlYMAC o€ TaAKTikh Bdon.
Timer timer =new Timer();
timer.schedule(new TimerTask(){
@Override
public void run() {
long time _idle=0; // mpayuatTiko¢ xpovogc abpdvelag TG £QAPUOYHC
try {
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if (Log OC.getLast action timestamp() '= null) {
time _idle = Calendar.getInstance().getTime().getTime() -
format.parse(Log 0C.getlLast action timestamp()).getTime(); // vrmoAoyioud¢ mpayuaTiKoU
xpoévov abpdveiacg
} else {
Log.d(TAG,"Last Action time cannot be determined");
}
}
catch (Exception e){
Log.e(TAG,"Could not calculate time difference");
}
long time idle in seconds = TimeUnit.MILLISECONDS.toSeconds(time idle);
if (time_idle in_seconds>IDLE_SECONDS LIMIT){
if (!USER NOTIFIED && FILE DISPLAY ACTIVE){
notifyDiskDisconnected(); //Evnuepwvovuse TtOoV YprHotn [HOVO av
EXOVV TMEPACEL MEPLOOOTEPA OEVTEPOAETTA armd TO 6p10, KAl OEV TOV EYOVUUE EVNUEPWOEL, KAl
éxovue avolkth TNV mpoPoAnl apyxeiwv (n FileDisplayActivity eivai evepyn)
}

}
}
},10,PRECISION_SECONDS*1000) ;
}
public void notifyDiskDisconnected() {
// TMAnpopépnon tn¢ FileDisplayActivity yia tnv €AAgiyn b6paoctnplétntag.
final Intent intent = new
Intent(DiskUsageService.this,FileDisplayActivity.class);
intent.setAction("com.diskusageservice.remount action");
broadcaster.sendBroadcast(intent);
Log.v(TAG,"notifyDiskDisconnected has sent broadcast");
}
@Override
public int onStartCommand(final Intent intent, int flags, final int startId){
IntentFilter filter = new
IntentFilter("com.filedisplayactivity.user_notified reset");
filter.addAction("com.filedisplayactivity.broadcast_received");
filter.addAction("com.filedisplayactivity.has focus"); //Anobektd intents
LocalBroadcastManager.getInstance(this).registerReceiver((receiver),filter);
return START _STICKY; //Enavévapén tnc vnnpecia¢ £péoov TePUATIOTEL OE
Katdotaon HEyaAnc €AAsiync KUplag UVAUNG
}
@Override
public void onDestroy(){
LocalBroadcastManager.getInstance(this) .unregisterReceiver(receiver); //
avaipeon 6nAwong Tov AAMTN KATA TOV TEPUATIONG.

}

11.4  android/src/com/owncloud/android/ui/activity
/FileDisplayActivity.java

/**
* ownCloud Android client application
*

* @author Bartek Przybylski
* @author David A. Velasco
*

Copyright (C) 2011 Bartek Przybylski
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Copyright (C) 2016 ownCloud Inc.

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License version 2,
as published by the Free Software Foundation.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

¥ X X X X X X X X X X X X

*/
package com.owncloud.android.ui.activity;
import android.Manifest;
import android.accounts.Account;
import android.accounts.AuthenticatorException;
import android.annotation.TargetApi;
import android.content.BroadcastReceiver;
import android.content.ComponentName;
import android.content.ContentResolver;
import android.content.Context;
import android.content.DialogInterface;
import android.content.Intent;
import android.content.IntentFilter;
import android.content.ServiceConnection;
import android.content.SyncRequest;
import android.content.pm.PackageManager;
import android.content.res.Resources.NotFoundException;
import android.os.Build;
import android.os.Bundle;
import android.os.IBinder;
import android.os.Parcelable;
import android.support.design.widget.Snackbar;
import android.support.v4.app.Fragment;
import android.support.v4.app.FragmentManager;
import android.support.v4.app.FragmentTransaction;
import android.support.v4.content.ContextCompat;
import android.support.v4.content.LocalBroadcastManager;
import android.support.v4.view.GravityCompat;
import android.support.v7.app.AlertDialog;
import android.util.Log;
import android.view.Menu;
import android.view.MenuInflater;
import android.view.Menultem;
import android.view.View;
import android.widget.Button;
import android.widget.ProgressBar;
import android.widget.Toast;
import com.owncloud.android.MainApp;
import com.owncloud.android.R;
import com.owncloud.android.datamodel.FileDataStorageManager;
import com.owncloud.android.datamodel.0CFile;
import com.owncloud.android.db.PreferenceManager;
import com.owncloud.android.files.services.FileDownloader;
import com.owncloud.android.files.services.FileDownloader.FileDownloaderBinder;
import com.owncloud.android.files.services.FileUploader;
import com.owncloud.android.files.services.FileUploader.FileUploaderBinder;
import com.owncloud.android.lib.common.operations.RemoteOperation;
import com.owncloud.android.lib.common.operations.RemoteOperationResult;
import com.owncloud.android.lib.common.operations.RemoteOperationResult.ResultCode;
import com.owncloud.android.lib.common.utils.Log 0C;
import com.owncloud.android.operations.CopyFileOperation;
import com.owncloud.android.operations.CreateFolderOperation;

87



import com.owncloud.android.operations.MoveFileOperation;
import com.owncloud.android.operations.RefreshFolderOperation;
import com.owncloud.android.operations.RemoveFileOperation;
import com.owncloud.android.operations.RenameFileOperation;
import com.owncloud.android.operations.SynchronizeFileOperation;
import com.owncloud.android.operations.UploadFileOperation;
import com.owncloud.android.services.DiskUsageService;
import com.owncloud.android.services.MQTTService;
import com.owncloud.android.services.observer.FileObserverService;
import com.owncloud.android.syncadapter.FileSyncAdapter;
import com.owncloud.android.ui.fragment.FileDetailFragment;
import com.owncloud.android.ui.fragment.FileFragment;
import com.owncloud.android.ui.fragment.0CFileListFragment;
import com.owncloud.android.ui.fragment.TaskRetainerFragment;
import com.owncloud.android.ui.helpers.UriUploader;
import com.owncloud.android.ui.preview.PreviewImageActivity;
import com.owncloud.android.ui.preview.PreviewImageFragment;
import com.owncloud.android.ui.preview.PreviewMediaFragment;
import com.owncloud.android.ui.preview.PreviewTextFragment;
import com.owncloud.android.ui.preview.PreviewVideoActivity;
import com.owncloud.android.utils.DisplayUtils;
import com.owncloud.android.utils.ErrorMessageAdapter;
import com.owncloud.android.utils.PermissionUtit;
import java.io.File;
import java.util.ArraylList;
import java.util.Timer;
import java.util.TimerTask;
import static com.owncloud.android.db.PreferenceManager.*;
/**
* Displays, what files the user has available in his ownCloud. This is the main view.
*/
public class FileDisplayActivity extends HookActivity
implements FileFragment.ContainerActivity,
OnEnforceableRefreshListener {
private SyncBroadcastReceiver mSyncBroadcastReceiver;
private UploadFinishReceiver mUploadFinishReceiver;
private DownloadFinishReceiver mDownloadFinishReceiver;
private RemoteOperationResult mLastSslUntrustedServerResult = null;
private boolean mDualPane;
private View mLeftFragmentContainer;
private View mRightFragmentContainer;
private ProgressBar mProgressBar;
private static final String KEY_WAITING_TO PREVIEW = "WAITING_TO PREVIEW";
private static final String KEY_SYNC_IN_PROGRESS = "SYNC_IN_ PROGRESS";
private static final String KEY_WAITING_TO_SEND = "WAITING_TO_SEND";
public static final String ACTION_DETAILS =
"com.owncloud.android.ui.activity.action.DETAILS";
public static final int REQUEST_CODE__SELECT_CONTENT FROM_APPS =
REQUEST_CODE_ __LAST _SHARED + 1;
public static final int REQUEST_CODE__SELECT_FILES FROM_FILE SYSTEM =
REQUEST_CODE_LAST_SHARED + 2;
public static final int REQUEST_CODE__MOVE_FILES = REQUEST_CODE__LAST SHARED + 3;
public static final int REQUEST_CODE __COPY _FILES REQUEST_CODE__LAST_SHARED + 4;
private static final String TAG = FileDisplayActivity.class.getSimpleName();
private static final String TAG_LIST OF_FILES = "LIST_OF_FILES";
private static final String TAG_SECOND FRAGMENT = "SECOND_FRAGMENT";
private 0CFile mWaitingToPreview;
private boolean mSyncInProgress = false;
private 0CFile mWaitingToSend;
private static final int MAX MQTT RETRIES = 120;
private int mqtt_publish_retries;
private static boolean mBound;
private static MQTTService mService;
BroadcastReceiver receiver;



LocalBroadcastManager broadcaster;
private static Intent mgttService;
private static Intent diskusageService;
private boolean mqtt_message_received;
private static String pending message;
public static ServiceConnection mConnection = new ServiceConnection() {
// Mepirypdpovue t1 Ba yiver étav Ba ovvdebei{ n FileDisplayActivity ue tnv
mqttService
@Override
public void onServiceConnected(ComponentName className,
IBinder service) {
Log.d(TAG, "Inside onServiceConnected");
MQTTService.LocalBinder binder = (MQTTService.LocalBinder) service;
mService = (MQTTService)binder.getService();
mBound = true;
// H amootoAl unviuato¢ yia tn ovvbeon tov diokov yivetatr otn uéBobo

onResume.

}

// Mepirypdapovue t1 B yivetr 6tav amoovvbeBei n bpactnpiéotnta amé tnv vrnnpeoia
// Agv amootéAAetatr unRvvuua OFF yiati 6ev E€povue av Oa ektedeotel n uéBobog
// 616t n ovvbeon bpactnpidtntag — vnnpeoiag yivetatr pe tnv mapduUe TPO
// Context.BIND AUTO CREATE
@Override
public void onServiceDisconnected(ComponentName arg0) {
Log OC.v(TAG, "MQTT Service disconnected");
mBound = false;

}
b
public static void publishMessage(String message){
if (mBound) {
mService.publishMessageToTopic(message); //Av n mBound eivat aAnbng, To0Te 1

avagopd otnv mService Ba givar ykvpn

else {
Log.v(TAG, "Tried to publish but mBound is false");
}
pending message = message;
}
private Boolean getmgttmessagestatus(){return mqtt_message_received;}
@Override

protected void onCreate(Bundle savedInstanceState) {
Log 0C.v(TAG, "onCreate() start");
broadcaster = LocalBroadcastManager.getInstance(this);
receiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
if (intent.getAction().equals("com.mgttservice.message received")) {
if
(pending message.equals(intent.getStringExtra("message_received"))) {
mqtt_message_received = true;
Log.v(TAG, "The pending message has been received");
} else {
Log.v(TAG, "A message different from the pending has been

received");

}

} else if

(intent.getAction().equals("com.diskusageservice.remount_action")) {

publishMessage ("OFF");//AdBaus To pAvvpa yla va amoocvvOECOUUE TO
6ioko ondte Tov amoovvbéovue kat Oeiyvovue TNV 006vn Ue mMAnpopopiec yta Tnv enavacvvdeon

setContentView(R.layout.hard _disk_reconnect);

Log.d(TAG, "message from notifyDiskDisconnected received - disk

unmounted");
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final Intent reply intent = new Intent(FileDisplayActivity.this,
DiskUsageService.class);

reply intent.setAction("com.filedisplayactivity.broadcast_received");

broadcaster.sendBroadcast(reply intent); //amootoAn unviuatoc otn

DiskUsageService, 6Tt 0 xpRotnc¢ €ivail €VAUEPOC yla TN MAPEAEVON LUEYAAOU XPOV1KOD
61aotiuatoc abpaveiac tov 6iokov
Button RemountButton = (Button) findViewById(R.id.remount_disk);
RemountButton.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
// TODO Auto-generated method stub
Log.d(TAG, "Remount Button Clicked");
stopService(diskusageService);
stopService(mgttService);
unbindService(mConnection);
mBound = false; //n onServiceDisconnected kaAsitatl povo
6tav n mBound tepuatilel ampdonta, eMOUEVWC OHEV UMOPOUUE va UETAQEPOVUE ekel avTh TNV
EVTOAA.

reply intent.setAction("com.filedisplayactivity.user_notified_reset");
broadcaster.sendBroadcast(reply intent);
FileDisplayActivity.this.recreate(); // Enavévapén tnc

6pactnpiéTntac Kat amootoAl tov pnviuato¢ ON yia enavacvvbeon tov 6iokov katd tn KAfON
Tn¢ onResume.
}

1)

}

b

//Anutovpyia tng vnnpeoiag mqttService, tvmov MQTTService

mqttService = new Intent(this, MQTTService.class);

startService(mgttService);

//Anutovpyia tn¢ vnnpeoiac diskusageService, tomov MQTTService

Log.v(TAG, "Disk Service Starting");

diskusageService = new Intent(this, DiskUsageService.class);

startService(diskusageService);

Log.v(TAG, "Disk Service Started");

super.onCreate(savedInstanceState); // this calls onAccountChanged() when
ownCloud Account

// 1is valid
/// grant that FileObserverService is watching favorite files
if (savedInstanceState == null) {

Intent initObserversIntent = FileObserverService.makeInitIntent (this);
startService(initObserversIntent);

}
/// Load of saved instance state
if (savedInstanceState !'= null) {
mwWaitingToPreview = (OCFile) savedInstanceState.getParcelable(
FileDisplayActivity.KEY_WAITING_TO_PREVIEW) ;
mSyncInProgress = savedInstanceState.getBoolean(KEY_SYNC IN_PROGRESS) ;
mWaitingToSend = (0CFile) savedInstanceState.getParcelable(
FileDisplayActivity.KEY_WAITING_TO_SEND);
} else {
mWaitingToPreview = null;
mSyncInProgress = false;
mWaitingToSend = null;
}

/// USER INTERFACE

// Inflate and set the layout view
setContentView(R.layout.files);

// Navigation Drawer
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initDrawer();
mProgressBar = (ProgressBar) findViewById(R.id.progressBar);
mProgressBar.setIndeterminateDrawable(
ContextCompat.getDrawable(this,
R.drawable.actionbar_progress_indeterminate_horizontal));
mDualPane = getResources().getBoolean(R.bool.large_land layout);
mLeftFragmentContainer = findViewById(R.id.left_fragment_container);
mRightFragmentContainer = findViewById(R.id.right_fragment_container);
// Action bar setup
getSupportActionBar().setHomeButtonEnabled(true); // mandatory since
Android ICS,
// according to the official
// documentation
// enable ActionBar app icon to behave as action to toggle nav drawer
//getSupportActionBar().setDisplayHomeAsUpEnabled(true);
getSupportActionBar().setHomeButtonEnabled(true);
// Init Fragment without UI to retain AsyncTask across configuration changes
FragmentManager fm = getSupportFragmentManager();
TaskRetainerFragment taskRetainerFragment =
(TaskRetainerFragment)
fm.findFragmentByTag(TaskRetainerFragment.FTAG_TASK_RETAINER_FRAGMENT) ;
if (taskRetainerFragment == null) {
taskRetainerFragment = new TaskRetainerFragment();
fm.beginTransaction()
.add (taskRetainerFragment,
TaskRetainerFragment.FTAG_TASK_RETAINER_FRAGMENT) .commit () ;
} // else, Fragment already created and retained across configuration change
Log 0C.v(TAG, "onCreate() end");
}
@Override
protected void onPostCreate(Bundle savedInstanceState) {
super.onPostCreate(savedInstanceState);
if (PermissionUtil.checkSelfPermission(this,
Manifest.permission.WRITE_EXTERNAL_STORAGE)) A{
// Check if we should show an explanation
if (PermissionUtil.shouldShowRequestPermissionRationale(this,
Manifest.permission.WRITE _EXTERNAL STORAGE)) A{
// Show explanation to the user and then request permission
Snackbar snackbar = Snackbar.make(findViewById(R.id.ListLayout),
R.string.permission_storage_access,
Snackbar.LENGTH_INDEFINITE)
.setAction(R.string.common_ok, new View.OnClickListener() {
@Override
public void onClick(View v) {

PermissionUtil.requestWriteExternalStoreagePermission(FileDisplayActivity.this);
}
3

DisplayUtils.colorSnackbar(this, snackbar);
snackbar.show() ;

} else {
// No explanation needed, request the permission.
PermissionUtil.requestWriteExternalStoreagePermission(this);

}

}

if (savedInstanceState == null) {
createMinFragments();
}
mProgressBar.setIndeterminate (mSyncInProgress);
// always AFTER setContentView(...) in onCreate(),; to work around bug in its
implementation
setBackgroundText();
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}
@Override
public void onRequestPermissionsResult(int requestCode,
String permissions[], int[] grantResults)

switch (requestCode) {
case PermissionUtil.PERMISSIONS WRITE _EXTERNAL_STORAGE: {
// If request is cancelled, result arrays are empty.
if (grantResults.length > 0
&& grantResults[0] == PackageManager.PERMISSION_GRANTED) {
// permission was granted
startSynchronization();
// toggle on is save since this is the only scenario this code
gets accessed

} else {
// permission denied --> do nothing
}
return;
}
}
}
@Override

protected void onStart() {
Log 0C.v(TAG, "onStart() start");
IntentFilter actions = new IntentFilter("com.diskusageservice.remount_action");
actions.addAction("com.mqttservice.message_received");
LocalBroadcastManager.getInstance(this).registerReceiver((receiver),actions);
super.onStart();
Log 0C.v(TAG, "onStart() end");
}
@Override
protected void onStop() {
Log OC.v(TAG, "onStop() start");
LocalBroadcastManager.getInstance(this).unregisterReceiver(receiver);
super.onStop();
Log 0OC.v(TAG, "onStop() end");
}
@Override
protected void onDestroy() {
Log 0C.v(TAG, "onDestroy() start");
super.onDestroy();
Log OC.v(TAG, "onDestroy() end");
}
/**
* Called when the ownCloud {@link Account} associated to the Activity was just
updated.
*/
@Override
protected void onAccountSet(boolean stateWasRecovered) {
super.onAccountSet(stateWasRecovered);
if (getAccount() != null) {
/// Check whether the 'main' OCFile handled by the Activity is contained in
the
// current Account
OCFile file = getFile();
// get parent from path
String parentPath = "";
if (file != null) {
if (file.isDown() && file.getLastSyncDateForProperties() == 0) {
// upload in progress - right now, files are not inserted in the
local
// cache until the upload is successful get parent from path
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parentPath = file.getRemotePath().substring(o,
file.getRemotePath().lastIndex0f(file.getFileName()));
if (getStorageManager().getFileByPath(parentPath) == null)
file = null; // not able to know the directory where the file
is uploading
} else {
file = getStorageManager().getFileByPath(file.getRemotePath());
// currentDir = null if not in the current Account
}
}
if (file == null) {
// fall back to root folder
file = getStorageManager().getFileByPath(0CFile.ROOT_PATH); // never
returns null
}
setFile(file);
if (mAccountWasSet) {
setUsernameInDrawer(findViewById(R.1id.left_drawer), getAccount());
}
if (!stateWasRecovered) {
Log 0C.d(TAG, "Initializing Fragments in onAccountChanged..");
initFragmentsWithFile();
if (file.isFolder()) {
startSyncFolderOperation(file, false);
}
} else {
updateFragmentsVisibility(!file.isFolder());
updateActionBarTitleAndHomeButton(file.isFolder() ? null : file);

}
}
private void createMinFragments() {
OCFileListFragment 1istOfFiles = new OCFilelListFragment();
FragmentTransaction transaction =
getSupportFragmentManager().beginTransaction();
transaction.add(R.id.left_fragment_container, 1istOfFiles, TAG_LIST OF FILES);
transaction.commit();
}
private void initFragmentsWithFile() {
if (getAccount() != null && getFile() != null) {
/// First fragment
OCFileListFragment 1istOfFiles = getListOfFilesFragment();
if (listOfFiles != null) {
listOfFiles.listDirectory(getCurrentDir());
// TODO Enable when "On Device" is recovered
// listOfFiles.listDirectory(getCurrentDir(),
MainApp.getOnlyOnDevice());
} else {
Log 0C.e(TAG, "Still have a chance to lose the initializacion of list
fragment >(");
}
/// Second fragment
OCFile file = getFile();
Fragment secondFragment = chooselnitialSecondFragment(file);
if (secondFragment != null) {
setSecondFragment(secondFragment) ;
updateFragmentsVisibility(true);
updateActionBarTitleAndHomeButton(file);
} else {
cleanSecondFragment();
if (file.isDown() && PreviewTextFragment.canBePreviewed(file))
startTextPreview(file);
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}
} else {
Log OC.wtf(TAG, "initFragments() called with invalid NULLs!");
if (getAccount() == null) {
Log OC.wtf(TAG, "\t account is NULL");
}
if (getFile() == null) {
Log OC.wtf(TAG, "\t file is NULL");
}
}
}

private Fragment chooseInitialSecondFragment(0CFile file) {
Fragment secondFragment = null;
if (file !'= null && !'file.isFolder()) {
if (file.isDown() && PreviewMediaFragment.canBePreviewed(file)
&& file.getLastSyncDateForProperties() > 0 // temporal fix
) {

int startPlaybackPosition =

getIntent().getIntExtra(PreviewVideoActivity.EXTRA_START POSITION, 0);
boolean autoplay =

getIntent().getBooleanExtra(PreviewVideoActivity.EXTRA_AUTOPLAY, true);
secondFragment = new PreviewMediaFragment(file, getAccount(),
startPlaybackPosition, autoplay);
} else if (file.isDown() && PreviewTextFragment.canBePreviewed(file)) {
secondFragment = null;
} else {
secondFragment = FileDetailFragment.newInstance(file, getAccount());

}
}
return secondFragment;
}
/xk
* Replaces the second fragment managed by the activity with the received as
* a parameter.
* <p/>
* Assumes never will be more than two fragments managed at the same time.
*
* @param fragment New second Fragment to set.
*/

private void setSecondFragment(Fragment fragment) {
FragmentTransaction transaction =
getSupportFragmentManager().beginTransaction();
transaction.replace(R.id.right_fragment_container, fragment,
TAG_SECOND_FRAGMENT) ;
transaction.commit();
}
private void updateFragmentsVisibility(boolean existsSecondFragment) {
if (mDualPane) {
if (mLeftFragmentContainer.getVisibility() != View.VISIBLE) {
mLeftFragmentContainer.setVisibility(View.VISIBLE);
b
if (mRightFragmentContainer.getVisibility() != View.VISIBLE) {
mRightFragmentContainer.setVisibility(View.VISIBLE);
}
} else if (existsSecondFragment) {
if (mLeftFragmentContainer.getVisibility() !'= View.GONE) {
mLeftFragmentContainer.setVisibility(View.GONE);
}
if (mRightFragmentContainer.getVisibility() != View.VISIBLE) {
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mRightFragmentContainer.setVisibility(View.VISIBLE);
}
} else {
if (mLeftFragmentContainer.getVisibility() !'= View.VISIBLE) {
mLeftFragmentContainer.setVisibility(View.VISIBLE);
}
if (mRightFragmentContainer.getVisibility() != View.GONE) {
mRightFragmentContainer.setVisibility(View.GONE);
}
}
}
private OCFileListFragment getListOfFilesFragment() {
Fragment listOfFiles = getSupportFragmentManager().findFragmentByTag(
FileDisplayActivity.TAG_LIST_OF FILES);
if (listOfFiles != null) {
return (OCFileListFragment) listOfFiles;
}
Log OC.wtf(TAG, "Access to unexisting list of files fragment!!");
return null;
}
public FileFragment getSecondFragment() {
Fragment second = getSupportFragmentManager().findFragmentByTag(
FileDisplayActivity.TAG_SECOND FRAGMENT) ;
if (second !'= null) {
return (FileFragment) second;
}
return null;
}
protected void cleanSecondFragment() {
Fragment second = getSecondFragment();
if (second != null) {
FragmentTransaction tr = getSupportFragmentManager().beginTransaction();
tr.remove(second);
tr.commit();
}
updateFragmentsVisibility(false);
updateActionBarTitleAndHomeButton(null);
}
protected void refreshListOfFilesFragment() {
OCFileListFragment fileListFragment = getListOfFilesFragment();
if (fileListFragment != null) {
filelListFragment.listDirectory();
// TODO Enable when "On Device" is recovered ?
// filelListFragment.listDirectory(MainApp.getOnlyOnDevice());
}
}

protected void refreshSecondFragment(String downloadEvent, String
downloadedRemotePath,
boolean success) {
FileFragment secondFragment = getSecondFragment();
boolean waitedPreview = (mWaitingToPreview != null &&
mwWaitingToPreview.getRemotePath().equals(downloadedRemotePath));
if (secondFragment !'= null && secondFragment instanceof FileDetailFragment) {
FileDetailFragment detailsFragment = (FileDetailFragment) secondFragment;
OCFile fileInFragment = detailsFragment.getFile();
if (fileInFragment != null &&
IdownloadedRemotePath.equals(fileInFragment.getRemotePath())) {
// the user browsed to other file ; forget the automatic preview
mWaitingToPreview = null;
} else if (downloadEvent.equals(FileDownloader.getDownloadAddedMessage()))
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// grant that the right panel updates the progress bar
detailsFragment.listenForTransferProgress();
detailsFragment.updateFileDetails(true, false);

} else if (downloadEvent.equals(FileDownloader.getDownloadFinishMessage()))

// update the right panel
boolean detailsFragmentChanged = false;
if (waitedPreview) {
if (success) {
mWaitingToPreview = getStorageManager().getFileById(
mWaitingToPreview.getFileId()); // update the file
from database,
// for the local storage path
if (PreviewMediaFragment.canBePreviewed (mWaitingToPreview)) {
startMediaPreview(mWaitingToPreview, 0, true);
detailsFragmentChanged = true;
} else if
(PreviewTextFragment.canBePreviewed (mWaitingToPreview)) {
startTextPreview(mWaitingToPreview);
detailsFragmentChanged = true;
} else {
getFileOperationsHelper().openFile(mWaitingToPreview);
}
}
mWaitingToPreview = null;
}
if (!detailsFragmentChanged) {
detailsFragment.updateFileDetails(false, (success));

}

}
}

@Override
public boolean onPrepareOptionsMenu(Menu menu) {
boolean drawerOpen = mDrawerLayout.isDrawerOpen(GravityCompat.START);
menu.findItem(R.id.action_sort).setVisible(!drawerOpen);
menu.findItem(R.1id.action_sync_account).setVisible(!drawerOpen);
menu.findItem(R.1id.action_switch_view) .setVisible(!drawerOpen);
return super.onPrepareOptionsMenu(menu);
}
@Override
public boolean onCreateOptionsMenu(Menu menu) {
MenuInflater inflater = getMenulnflater();
inflater.inflate(R.menu.main_menu, menu);
menu.findItem(R.id.action_create_dir).setVisible(false);
return true;
}
@Override
public boolean onOptionsItemSelected(Menultem item) {
boolean retval = true;
switch (item.getItemId()) {
case R.id.action_sync_account: {
startSynchronization();
break;
}
case android.R.id.home: {
FileFragment second = getSecondFragment();
OCFile currentDir = getCurrentDir();
if (mDrawerlLayout.isDrawerOpen(GravityCompat.START)) {
mDrawerLayout.closeDrawer(GravityCompat.START);
} else if ((currentDir != null && currentDir.getParentId() !'= 0) ||
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(second != null && second.getFile() !'= null)) {
onBackPressed();
} else {
mDrawerLayout.openDrawer(GravityCompat.START);
}
break;
}
case R.id.action_sort: {
Integer sortOrder = getSortOrder(this);
AlertDialog.Builder builder = new AlertDialog.Builder(this);
builder.setTitle(R.string.actionbar_sort_title)
.setSingleChoiceItems(R.array.actionbar_sortby, sortOrder,
new DialogInterface.OnClickListener() {
public void onClick(DialogInterface dialog, int
which) {
switch (which) {
case 0:
sortByName(true) ;
break;
case 1:
sortByDate(false);
break;
}
dialog.dismiss();
}
});
builder.create().show();
break;
}
case R.id.action_switch_view: {
if (isGridView()) {
item.setTitle(getString(R.string.action_switch_grid_view));
item.setIcon(ContextCompat.getDrawable(getApplicationContext(),
R.drawable.ic_view_module));
getListOfFilesFragment().setListAsPreferred();
} else {

item.setTitle(getApplicationContext().getString(R.string.action switch list view));
item.setIcon(ContextCompat.getDrawable(getApplicationContext(),
R.drawable.ic_view list));
getListOfFilesFragment().setGridAsPreferred();

}

return true;
}
default:

retval = super.onOptionsItemSelected(item);
}
return retval;
}
private void startSynchronization() {
Log 0C.d(TAG, "Got to start sync");
if (android.os.Build.VERSION.SDK INT < android.os.Build.VERSION CODES.KITKAT) {
Log 0C.d(TAG, "Canceling all syncs for " + MainApp.getAuthority());
ContentResolver.cancelSync(null, MainApp.getAuthority());
// cancel the current synchronizations of any ownCloud account
Bundle bundle = new Bundle();
bundle.putBoolean(ContentResolver.SYNC_EXTRAS_MANUAL, true);
bundle.putBoolean(ContentResolver.SYNC_EXTRAS_EXPEDITED, true);
Log 0C.d(TAG, "Requesting sync for " + getAccount().name + " at " +
MainApp.getAuthority());
ContentResolver.requestSync (
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getAccount(),
MainApp.getAuthority(), bundle);
} else {
Log 0C.d(TAG, "Requesting sync for " + getAccount().name + " at " +
MainApp.getAuthority() + " with new API");
SyncRequest.Builder builder = new SyncRequest.Builder();
builder.setSyncAdapter(getAccount(), MainApp.getAuthority());
builder.setExpedited(true);
builder.setManual (true);
builder.syncOnce();
// Fix bug in Android Lollipop when you click on refresh the whole account
Bundle extras = new Bundle();
builder.setExtras(extras);
SyncRequest request = builder.build();
ContentResolver.requestSync(request);

}
/**
* Called, when the user selected something for uploading
*/
@TargetApi(Build.VERSION CODES.JELLY BEAN)
@Override
protected void onActivityResult(int requestCode, int resultCode, Intent data) {
if (requestCode == REQUEST_CODE _SELECT_CONTENT_FROM_APPS &&
(resultCode == RESULT_OK || resultCode ==
UploadFilesActivity.RESULT OK_AND_MOVE)) {
requestUploadOfContentFromApps(data, resultCode);
} else if (requestCode == REQUEST CODE SELECT FILES FROM FILE SYSTEM &&
(resultCode == RESULT_OK || resultCode ==
UploadFilesActivity.RESULT_OK_AND_MOVE)) {
requestUploadOfFilesFromFileSystem(data, resultCode);
} else if (requestCode == REQUEST_CODE__MOVE FILES && resultCode == RESULT_OK) {
final Intent fData = data;
final int fResultCode = resultCode;
getHandler().postDelayed(
new Runnable() {
@Override
public void run() {
requestMoveOperation(fData, fResultCode);
}
}I
DELAY_TO_REQUEST OPERATIONS LATER
);
} else if (requestCode == REQUEST _CODE__COPY FILES && resultCode == RESULT OK) {
final Intent fData = data;
final int fResultCode = resultCode;
getHandler() .postDelayed(
new Runnable() {
@Override
public void run() {
requestCopyOperation(fData, fResultCode);
}
}’
DELAY_TO _REQUEST _OPERATIONS_ LATER
)
} else {
super.onActivityResult(requestCode, resultCode, data);
}
}
private void requestUploadOfFilesFromFileSystem(Intent data, int resultCode) {
String[] filePaths =
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data.getStringArrayExtra(UploadFilesActivity.EXTRA_CHOSEN_FILES);
if (filePaths != null) {
String[] remotePaths = new String[filePaths.length];
String remotePathBase = getCurrentDir().getRemotePath();
for (int j = 0; j < remotePaths.length; j++) {
remotePaths[j] = remotePathBase + (new File(filePaths[j])).getName();
}
int behaviour = (resultCode == UploadFilesActivity.RESULT_OK_AND_MOVE) ?
FileUploader
.LOCAL_BEHAVIOUR_MOVE : FileUploader.LOCAL_BEHAVIOUR_COPY;
FileUploader.UploadRequester requester = new
FileUploader.UploadRequester();
requester.uploadNewFile(
this,
getAccount(),
filePaths,
remotePaths,
null, // MIME type will be detected from file name
behaviour,
false, // do not create parent folder if not existent
UploadFileOperation.CREATED_BY USER
)i
} else {
Log 0C.d(TAG, "User clicked on 'Update' with no selection");
Toast t = Toast.makeText (this,
getString(R.string.filedisplay_no_file_selected),
Toast.LENGTH_LONG) ;
t.show();
return;
}
}
private void requestUploadOfContentFromApps(Intent contentIntent, int resultCode) {
ArraylList<Parcelable> streamsToUpload = new ArraylList<>();
//getClipData is only supported on api level 16+, Jelly Bean
if (Build.VERSION.SDK_INT >= Build.VERSION CODES.JELLY BEAN &&
contentIntent.getClipData() != null &&
contentIntent.getClipData().getItemCount() > 0) {
for (int i = 0; i < contentIntent.getClipData().getItemCount(); i++) {
streamsToUpload.add(contentIntent.getClipData().getItemAt(i).getUri());
}
} else {
streamsToUpload.add(contentIntent.getData());
}
int behaviour = (resultCode == UploadFilesActivity.RESULT_OK_AND_MOVE) ?
FileUploader.LOCAL_BEHAVIOUR_MOVE :
FileUploader.LOCAL _BEHAVIOUR_COPY;
OCFile currentDir = getCurrentDir();
String remotePath = (currentDir != null) ? currentDir.getRemotePath()
OCFile.ROOT_PATH;
UriUploader uploader = new UriUploader(
this,
streamsToUpload,
remotePath,
getAccount(),
behaviour,
false, // Not show waiting dialog while file is being copied from
private storage
null // Not needed copy temp task listener
)i
uploader.uploadUris();

/**
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*
*
*
*

*/

Request the operation for moving the file/folder from one path to another

@param data Intent received
@param resultCode Result code received

private void requestMoveOperation(Intent data, int resultCode) {

OCFile folderToMoveAt = (OCFile)

data.getParcelableExtra(FolderPickerActivity.EXTRA_FOLDER) ;

OCFile targetFile = (OCFile)

data.getParcelableExtra(FolderPickerActivity.EXTRA_FILE);

}

J x5k

* Request the operation for copying the file/folder from one path to another

*
*
*

*/

getFileOperationsHelper().moveFile(folderToMoveAt, targetFile);

@param data Intent received
@param resultCode Result code received

private void requestCopyOperation(Intent data, int resultCode) {

OCFile folderToMoveAt =

data.getParcelableExtra(FolderPickerActivity.EXTRA_FOLDER) ;

}

OCFile targetFile = data.getParcelableExtra(FolderPickerActivity.EXTRA_FILE);

getFileOperationsHelper().copyFile(folderToMoveAt, targetFile);

@Override
public void onBackPressed() {

boolean isFabOpen = isFabOpen();
boolean isDrawerOpen = isDrawerOpen();

/*
* BackPressed priority/hierarchy:
* 1. close drawer if opened
* 2. close FAB if open (only if drawer isn't open)
* 3. navigate up (only if drawer and FAB aren't open)
*/

if (isDrawerOpen && isFabOpen) {
// close drawer first
super.onBackPressed();
} else if(isDrawerOpen && !isFabOpen) {
// close drawer
super.onBackPressed();
} else if (!'isDrawerOpen && isFabOpen) {
// close fab
getListOfFilesFragment().getFabMain().collapse();
} else {
// all closed
OCFileListFragment 1istOfFiles = getListOfFilesFragment();
if (mDualPane || getSecondFragment() == null) {
OCFile currentDir = getCurrentDir();

if (currentDir == null || currentDir.getParentId() ==
FileDataStorageManager.ROOT_PARENT_ID) {
finish();
return;

b
if (listOfFiles != null) { // should never be null, indeed
listOfFiles.onBrowseUp();
}
}
if (listOfFiles != null) { // should never be null, indeed
setFile(listOfFiles.getCurrentFile());
}

cleanSecondFragment () ;
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}

}

@Override

protected void onSaveInstanceState(Bundle outState) {
// responsibility of restore is preferred in onCreate() before than in
// onRestoreInstanceState when there are Fragments involved
Log 0C.v(TAG, "onSaveInstanceState() start");
super.onSavelInstanceState(outState);
outState.putParcelable(FileDisplayActivity.KEY WAITING TO_PREVIEW,

mWaitingToPreview);
outState.putBoolean(FileDisplayActivity.KEY_SYNC_IN_PROGRESS, mSyncInProgress);

//outState.putBoolean(FileDisplayActivity.KEY REFRESH SHARES IN PROGRESS,
// mRefreshSharesInProgress);
outState.putParcelable(FileDisplayActivity.KEY WAITING TO_SEND, mWaitingToSend);
Log 0C.v(TAG, "onSaveInstanceState() end");
}
@Override
protected void onResume() {
Log 0C.v(TAG, "onResume() start");
Intent focus change = new Intent(this, DiskUsageService.class);
focus_change.setAction("com.filedisplayactivity.has_ focus");
focus_change.putExtra("focus", true);
if (!mBound) {
bindService(mgttService, mConnection, Context.BIND_AUTO_ CREATE);
}
publishMessage("ON"); //amooToAn unviuato¢ oto okAnpo 6icko
Log OC.v(TAG, "OnResume published ON message, but did it arrive?");
mqtt_message received = false;
mqtt_publish_retries = 0;
final Timer timer = new Timer();
//AMOCTOAN UNVUUATWY UE apx1KA KaBvotépnon 1000ms, kdabe 500ms, uéxpig 6tov ovvbebel
//0 6iokoc.
timer.schedule(new TimerTask() {
@Override
public void run() {
if (!getmgttmessagestatus()) {
if (mqtt_publish_retries < MAX_MQTT_RETRIES) {
publishMessage ("ON");
mqtt_publish_retries++;

}

} else {
Log.v(TAG, "Succeeded by persisting " + mqtt_publish_retries + "

times");

timer.cancel();

3

}
}, 1000, 500);

super.onResume() ;

// refresh Navigation Drawer account list

mNavigationDrawerAdapter.updateAccountList();

// refresh list of files

refreshListOfFilesFragment();

// Listen for sync messages

IntentFilter syncIntentFilter = new
IntentFilter(FileSyncAdapter.EVENT _FULL_SYNC _START);

syncIntentFilter.addAction(FileSyncAdapter.EVENT_FULL _SYNC _END);

syncIntentFilter.addAction(FileSyncAdapter.EVENT_FULL_SYNC_FOLDER_CONTENTS_SYNCED) ;
syncIntentFilter.addAction(RefreshFolderOperation.EVENT_SINGLE_FOLDER_CONTENTS_SYNCED) ;

syncIntentFilter.addAction(RefreshFolderOperation.EVENT_SINGLE FOLDER_SHARES_SYNCED) ;
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mSyncBroadcastReceiver = new SyncBroadcastReceiver();
registerReceiver(mSyncBroadcastReceiver, syncIntentFilter);

//LocalBroadcastManager.getInstance(this).registerReceiver(mSyncBroadcastReceiver,

// syncIntentFilter);

// Listen for upload messages

IntentFilter uploadIntentFilter = new

IntentFilter(FileUploader.getUploadFinishMessage());

mUploadFinishReceiver = new UploadFinishReceiver();

registerReceiver(mUploadFinishReceiver, uploadIntentFilter);

// Listen for download messages

IntentFilter downloadIntentFilter = new IntentFilter(
FileDownloader.getDownloadAddedMessage()) ;

downloadIntentFilter.addAction(FileDownloader.getDownloadFinishMessage());

mDownloadFinishReceiver = new DownloadFinishReceiver();
registerReceiver (mDownloadFinishReceiver, downloadIntentFilter);
Log 0C.v(TAG, "onResume() end");
}
@Override
protected void onPause() {
Log 0C.v(TAG, "onPause() start");
publishMessage ("OFF"); //amoovvbeon tTov biokov
if (mBound) {
unbindService(mConnection); //amoocvvbeon tn¢ vnnpeoiacg
mBound = false;

}

Log 0C.v(TAG, "Off message from onPause - Notifying of change of visibility

status");
Intent focus change = new Intent(this,DiskUsageService.class);
focus_change.setAction("com.filedisplayactivity.has_focus");
focus_change.putExtra("focus", false);
broadcaster.sendBroadcast(focus change); //mAnpogdpnon 6tt n
FileDisplayActivity ei{vat oto mapaokivio
if (mSyncBroadcastReceiver != null) {
unregisterReceiver(mSyncBroadcastReceiver);

//LocalBroadcastManager.getInstance(this).unregisterReceiver(mSyncBroadcastReceiver);

mSyncBroadcastReceiver = null;

}

if (mUploadFinishReceiver !'= null) {
unregisterReceiver(mUploadFinishReceiver);
mUploadFinishReceiver = null;

}

if (mDownloadFinishReceiver '= null) {
unregisterReceiver (mDownloadFinishReceiver);
mDownloadFinishReceiver = null;

}

super.onPause();
Log 0C.v(TAG, "onPause() end");
}
public boolean isFabOpen() {
if(getListOfFilesFragment() != null
&& getListOfFilesFragment().getFabMain() != null
&& getListOfFilesFragment().getFabMain().isExpanded()) {
return true;
} else {
return false;

}

}

private class SyncBroadcastReceiver extends BroadcastReceiver {
/**

* {@link BroadcastReceiver} to enable syncing feedback in UI
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*/
@Override
public void onReceive(Context context, Intent intent) {
try {

String event = intent.getAction();

Log 0C.d(TAG, "Received broadcast " + event);

String accountName =

intent.getStringExtra(FileSyncAdapter.EXTRA_ACCOUNT _NAME) ;

String synchFolderRemotePath =
intent.getStringExtra(FileSyncAdapter.EXTRA_FOLDER_PATH);

RemoteOperationResult synchResult =
(RemoteOperationResult) intent.getSerializableExtra(

FileSyncAdapter.EXTRA_RESULT);

boolean sameAccount = (getAccount() !'= null &&

accountName.equals(getAccount().name) && getStorageManager() !
= null);
if (sameAccount) {
if (FileSyncAdapter.EVENT_FULL_SYNC_START.equals(event)) {
mSyncInProgress = true;
} else {

OCFile currentFile = (getFile() == null) ? null :

getStorageManager().getFileByPath(getFile().getRemotePath());
OCFile currentDir = (getCurrentDir() == null) ? null :

getStorageManager().getFileByPath(getCurrentDir().getRemotePath());
if (currentDir == null) {
// current folder was removed from the server
Toast.makeText (FileDisplayActivity.this,
String.format(
getString(R.string.

sync_current_folder_was_removed) ,
synchFolderRemotePath),
Toast.LENGTH_LONG)
.show();
browseToRoot();
} else {
if (currentFile == null && !getFile().isFolder()) {
// currently selected file was removed in the server,
and now we
// know it
cleanSecondFragment();
currentFile = currentDir;
}
if (synchFolderRemotePath != null &&

currentDir.getRemotePath().equals(synchFolderRemotePath)) {
OCFileListFragment fileListFragment =
getListOfFilesFragment();
if (fileListFragment != null) {
filelListFragment.listDirectory();
// TODO Enable when "On Device" is recovered ?
// fileListFragment.listDirectory(currentDir,
// MainApp.getOnlyOnDevice());
}
}
setFile(currentFile);
}
mSyncInProgress = (!
FileSyncAdapter.EVENT_FULL _SYNC END.equals(event) &&
|
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RefreshFolderOperation.EVENT_SINGLE _FOLDER SHARES_SYNCED
.equals(event));
if
(RefreshFolderOperation.EVENT_SINGLE _FOLDER_CONTENTS_SYNCED.
equals(event)) {
if (synchResult != null && !synchResult.isSuccess()) {
/// TODO refactor and make common
if
(ResultCode.UNAUTHORIZED.equals(synchResult.getCode()) ||
(synchResult.isException() &&
synchResult.getException()
instanceof AuthenticatorException)) {
requestCredentialsUpdate(context);
} else if
(RemoteOperationResult.ResultCode.SSL_RECOVERABLE PEER_UNVERIFIED.equals (
synchResult.getCode())) {
showUntrustedCertDialog(synchResult);
}
}
if (synchFolderRemotePath.equals(0CFile.ROOT_PATH)) {
setUsernameInDrawer (mDrawerLayout, getAccount());
}
}
}
removeStickyBroadcast(intent);
Log 0C.d(TAG, "Setting progress visibility to " +
mSyncInProgress);
mProgressBar.setIndeterminate(mSyncInProgress);
setBackgroundText();
}
if (synchResult != null) {
if (synchResult.getCode().equals(

RemoteOperationResult.ResultCode.SSL_RECOVERABLE PEER_UNVERIFIED)) {
mLastSslUntrustedServerResult = synchResult;
}

}
} catch (RuntimeException e) {
// avoid app crashes after changing the serial id of
RemoteOperationResult
// in owncloud library with broadcast notifications pending to process
removeStickyBroadcast(intent);

}
/**
* Show a text message on screen view for notifying user if content is
* loading or folder is empty
*/
private void setBackgroundText() {
OCFileListFragment ocFileListFragment = getListOfFilesFragment();
if (ocFileListFragment !'= null) {
int message = R.string.file_list_loading;
if (!mSyncInProgress) {
// In case file list is empty
message = R.string.file_list_empty;
}
ocFilelListFragment.setMessageForEmptyList(getString(message));
} else {
Log 0C.e(TAG, "OCFileListFragment is null");
}
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/**
* Once the file upload has finished -> update view

*/
private class UploadFinishReceiver extends BroadcastReceiver {

/**
* Once the file upload has finished -> update view
*
* @author David A. Velasco
* {@link BroadcastReceiver} to enable upload feedback in UI
*/

@Override

public void onReceive(Context context, Intent intent) {

try {

String uploadedRemotePath =
intent.getStringExtra(FileUploader.EXTRA_REMOTE PATH);

String accountName = intent.getStringExtra(FileUploader.ACCOUNT_NAME) ;

boolean sameAccount = getAccount() != null &&
accountName.equals(getAccount() .name);

OCFile currentDir = getCurrentDir();

boolean isDescendant = (currentDir != null) && (uploadedRemotePath !=
null) &&
(uploadedRemotePath.startsWith(currentDir.getRemotePath()));
if (sameAccount && isDescendant) {
String linkedToRemotePath =
intent.getStringExtra(FileUploader.EXTRA_LINKED_TO PATH);
if (linkedToRemotePath == null || isAscendant(linkedToRemotePath))
{

refreshListOfFilesFragment();
}
}
boolean uploadWasFine = intent.getBooleanExtra(
FileUploader.EXTRA_UPLOAD_RESULT,
false);
boolean renamedInUpload = getFile().getRemotePath().

equals(intent.getStringExtra(FileUploader.EXTRA_OLD REMOTE_PATH));
boolean sameFile = getFile().getRemotePath().equals(uploadedRemotePath)
[

renamedInUpload;
FileFragment details = getSecondFragment();
boolean detailFragmentIsShown = (details != null &&
details instanceof FileDetailFragment);
if (sameAccount && sameFile && detailFragmentIsShown) {
if (uploadwWasFine) {

setFile(getStorageManager().getFileByPath(uploadedRemotePath));
} else {
//TODO remove upload progress bar after upload failed.
}
if (renamedInUpload) {
String newName = (new File(uploadedRemotePath)).getName();
Toast msg = Toast.makeText (
context,
String.format(

getString(R.string.filedetails_renamed in_upload_msg),
newName) ,
Toast.LENGTH_LONG) ;
msg.show() ;

}
if (uploadWasFine || getFile().fileExists()) {
((FileDetailFragment) details).updateFileDetails(false, true);
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} else {
cleanSecondFragment();

}

// Force the preview if the file is an image or text file
if (uploadwWasFine) {
OCFile ocFile = getFile();
if (PreviewImageFragment.canBePreviewed(ocFile))
startImagePreview(getFile());
else if (PreviewTextFragment.canBePreviewed(ocFile))
startTextPreview(ocFile);
// TODO what about other kind of previews?
}
}

mProgressBar.setIndeterminate(false);
} finally {
if (intent !'= null) {
removeStickyBroadcast(intent);
}
}
}
// TODO refactor this receiver, and maybe DownloadFinishReceiver; this method
is duplicated :S
private boolean isAscendant(String linkedToRemotePath) {
OCFile currentDir = getCurrentDir();

return (
currentDir !'= null &&
currentDir.getRemotePath().startsWith(linkedToRemotePath)
);
}
}
/**
* (Class waiting for broadcast events from the {@link FileDownloader} service.
* <p/>

* Updates the UI when a download is started or finished, provided that it is

relevant for the
* current folder.

*/
private class DownloadFinishReceiver extends BroadcastReceiver {
@Override
public void onReceive(Context context, Intent intent) {
try {

boolean sameAccount = isSameAccount(intent);
String downloadedRemotePath =
intent.getStringExtra(FileDownloader.EXTRA_REMOTE PATH) ;

boolean isDescendant = isDescendant(downloadedRemotePath);
if (sameAccount && isDescendant) {
String linkedToRemotePath =

intent.getStringExtra(FileDownloader.EXTRA_LINKED TO PATH);
if (linkedToRemotePath == null || isAscendant(linkedToRemotePath))

{
refreshListOfFilesFragment();
}
refreshSecondFragment (
intent.getAction(),
downloadedRemotePath,

intent.getBooleanExtra(FileDownloader.EXTRA_DOWNLOAD RESULT, false)
)

}
if (mWaitingToSend '= null) {

mWaitingToSend =
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getStorageManager().getFileByPath(mWaitingToSend.getRemotePath());
if (mWaitingToSend.isDown()) {
sendDownloadedFile();

}

}

} finally {

if (intent !'= null) {
removeStickyBroadcast(intent);

}

}
}

private boolean isDescendant(String downloadedRemotePath) {
OCFile currentDir = getCurrentDir();
return (
currentDir != null &&
downloadedRemotePath != null &&

downloadedRemotePath.startsWith(currentDir.getRemotePath())

)i
}
private boolean isAscendant(String linkedToRemotePath) {
OCFile currentDir = getCurrentDir();
return (
currentDir != null &&

currentDir.getRemotePath().startsWith(linkedToRemotePath)

);
}

private boolean isSameAccount(Intent intent) {

String accountName = intent.getStringExtra(FileDownloader.ACCOUNT_NAME) ;

return (accountName !'= null && getAccount() != null &&
accountName.equals(getAccount().name));
}
}
public void browseToRoot() {
OCFileListFragment 1istOfFiles = getListOfFilesFragment();
if (listOfFiles != null) { // should never be null, indeed

OCFile root = getStorageManager().getFileByPath(OCFile.ROOT_PATH);

listOfFiles.listDirectory(root);
// TODO Enable when "On Device" is recovered ?
// listOfFiles. listDirectory(root, MainApp.getOnlyOnDevice());
setFile(listOfFiles.getCurrentFile());
startSyncFolderOperation(root, false);
}
cleanSecondFragment();
}
/xk
* {@inheritDoc}
* Updates action bar and second fragment, if in dual pane mode.
*/
@Override
public void onBrowsedDownTo(OCFile directory) {
setFile(directory);
cleanSecondFragment () ;
// Sync Folder
startSyncFolderOperation(directory, false);
}
/xk
* Shows the information of the {@link OCFile} received as a

* parameter in the second fragment.
*
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* @param file {@link OCFile} whose details will be shown
*/
@Override
public void showDetails(0CFile file) {
Fragment detailFragment = FileDetailFragment.newInstance(file, getAccount());
setSecondFragment(detailFragment);
updateFragmentsVisibility(true);
updateActionBarTitleAndHomeButton(file);
setFile(file);
}
@Override
protected void updateActionBarTitleAndHomeButton(OCFile chosenFile) {
if (mDualPane) {
// 1in dual pane mode, keep the focus of title an action bar in the current

folder
super.updateActionBarTitleAndHomeButton(getCurrentDir());
} else {
super.updateActionBarTitleAndHomeButton(chosenFile);
}
}
@Override

protected ServiceConnection newTransferenceServiceConnection() {
return new ListServiceConnection();
}
/**
* Defines callbacks for service binding, passed to bindService()
*/
private class ListServiceConnection implements ServiceConnection {
@Override
public void onServiceConnected(ComponentName component, IBinder service) {
if (component.equals(new ComponentName (
FileDisplayActivity.this, FileDownloader.class))) {
Log 0C.d(TAG, "Download service connected");
mDownloaderBinder = (FileDownloaderBinder) service;
if (mWaitingToPreview != null)
if (getStorageManager() != null) {
// update the file
mWaitingToPreview =

getStorageManager().getFileById(mWaitingToPreview.getFileId());
if (!mWaitingToPreview.isDown()) {
requestForDownload();
}
}

} else if (component.equals(new ComponentName(FileDisplayActivity.this,
FileUploader.class))) {
Log 0C.d(TAG, "Upload service connected");
mUploaderBinder = (FileUploaderBinder) service;
} else {
return;
}
// a new chance to get the mDownloadBinder through
// getFileDownloadBinder() - THIS IS A MESS
OCFileListFragment listOfFiles = getlListOfFilesFragment();
if (listOfFiles != null) {
listOfFiles.listDirectory();
// TODO Enable when "On Device" is recovered ?
// listOfFiles.listDirectory(MainApp.getOnlyOnDevice());

}
FileFragment secondFragment = getSecondFragment();
if (secondFragment '= null && secondFragment instanceof FileDetailFragment)
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{
FileDetailFragment detailFragment = (FileDetailFragment)

secondFragment;
detailFragment.listenForTransferProgress();
detailFragment.updateFileDetails(false, false);
}
}
@Override

public void onServiceDisconnected(ComponentName component) {
if (component.equals(new ComponentName(FileDisplayActivity.this,
FileDownloader.class))) {
Log 0C.d(TAG, "Download service disconnected");
mDownloaderBinder = null;
} else if (component.equals(new ComponentName(FileDisplayActivity.this,
FileUploader.class))) {
Log 0C.d(TAG, "Upload service disconnected");
mUploaderBinder = null;

}
/**
* Updates the view associated to the activity after the finish of some operation
over files
* in the current account.
*
* @param operation Removal operation performed.
* @param result Result of the removal.
*/
@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult
result) {
super.onRemoteOperationFinish(operation, result);
if (operation instanceof RemoveFileOperation) {
onRemoveFileOperationFinish( (RemoveFileOperation) operation, result);
} else if (operation instanceof RenameFileOperation) {
onRenameFileOperationFinish( (RenameFileOperation) operation, result);
} else if (operation instanceof SynchronizeFileOperation) {
onSynchronizeFileOperationFinish((SynchronizeFileOperation) operation,

result);

} else if (operation instanceof CreateFolderOperation) {
onCreateFolderOperationFinish((CreateFolderOperation) operation, result);

} else if (operation instanceof MoveFileOperation) {
onMoveFileOperationFinish((MoveFileOperation) operation, result);

} else if (operation instanceof CopyFileOperation) {
onCopyFileOperationFinish((CopyFileOperation) operation, result);

}

}

private void refreshShowDetails() {
FileFragment details = getSecondFragment();
if (details != null) {
OCFile file = details.getFile();
if (file !'= null) {
file = getStorageManager().getFileByPath(file.getRemotePath());
if (details instanceof PreviewMediaFragment) {
// Refresh OCFile of the fragment
((PreviewMediaFragment) details).updateFile(file);
} else if (details instanceof PreviewTextFragment) {
// Refresh O0OCFile of the fragment
((PreviewTextFragment) details).updateFile(file);
} else {
showDetails(file);

}
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}

invalidateOptionsMenu();

}
/**
* Updates the view associated to the activity after the finish of an operation
trying to
* remove a file.
*
* @param operation Removal operation performed.
* @param result Result of the removal.
*/
private void onRemoveFileOperationFinish(RemoveFileOperation operation,
RemoteOperationResult result) {
Toast msg = Toast.makeText(this,
ErrorMessageAdapter.getErrorCauseMessage(result, operation,
getResources()),
Toast.LENGTH_LONG) ;
msg.show() ;
if (result.isSuccess()) {
OCFile removedFile = operation.getFile();
FileFragment second = getSecondFragment();
if (second '= null && removedFile.equals(second.getFile())) {
if (second instanceof PreviewMediaFragment) {
((PreviewMediaFragment) second).stopPreview(true);
}
setFile(getStorageManager().getFileById(removedFile.getParentId()));
cleanSecondFragment();
}
if
(getStorageManager().getFileById(removedFile.getParentId()).equals(getCurrentDir())) {
refreshListOfFilesFragment();
}

invalidateOptionsMenu();
} else {
if (result.isSsl1RecoverableException()) {
mLastSslUntrustedServerResult = result;
showUntrustedCertDialog(mLastSslUntrustedServerResult);

}
/xk
* Updates the view associated to the activity after the finish of an operation
trying to move a
* file.
*k
* @param operation Move operation performed.
* @param result Result of the move operation.
*/
private void onMoveFileOperationFinish(MoveFileOperation operation,
RemoteOperationResult result) {
if (result.isSuccess()) {
refreshListOfFilesFragment();
} else {
try {
Toast msg = Toast.makeText(FileDisplayActivity.this,
ErrorMessageAdapter.getErrorCauseMessage(result, operation,
getResources()),
Toast.LENGTH_LONG) ;

msg.show() ;
} catch (NotFoundException e) {
Log 0C.e(TAG, "Error while trying to show fail message ", e);
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}
/**
* Updates the view associated to the activity after the finish of an operation
trying to copy a
* file.
3
* @param operation Copy operation performed.
* @param result Result of the copy operation.
*/
private void onCopyFileOperationFinish(CopyFileOperation operation,
RemoteOperationResult result) {
if (result.isSuccess()) {
refreshListOfFilesFragment();
} else {
try {
Toast msg = Toast.makeText(FileDisplayActivity.this,
ErrorMessageAdapter.getErrorCauseMessage(result, operation,
getResources()),
Toast.LENGTH_LONG) ;

msg.show() ;
} catch (NotFoundException e) {
Log 0C.e(TAG, "Error while trying to show fail message ", e);
}
}
}
/**

* Updates the view associated to the activity after the finish of an operation
trying to rename
* a file.
*
* @param operation Renaming operation performed.
* @param result Result of the renaming.
*/
private void onRenameFileOperationFinish(RenameFileOperation operation,
RemoteOperationResult result) {
OCFile renamedFile = operation.getFile();
if (result.isSuccess()) {
FileFragment details = getSecondFragment();
if (details != null) {
if (details instanceof FileDetailFragment &&
renamedFile.equals(details.getFile())) {
((FileDetailFragment) details).updateFileDetails(renamedFile,
getAccount());
showDetails(renamedFile);
} else if (details instanceof PreviewMediaFragment &&
renamedFile.equals(details.getFile())) {
((PreviewMediaFragment) details).updateFile(renamedFile);
if (PreviewMediaFragment.canBePreviewed(renamedFile)) {
int position = ((PreviewMediaFragment) details).getPosition();
startMediaPreview(renamedFile, position, true);
} else {
getFileOperationsHelper().openFile(renamedFile);
}
} else if (details instanceof PreviewTextFragment &&
renamedFile.equals(details.getFile())) {
((PreviewTextFragment) details).updateFile(renamedFile);
if (PreviewTextFragment.canBePreviewed(renamedFile)) {
startTextPreview(renamedFile);
} else {
getFileOperationsHelper().openFile(renamedFile);
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}
if
(getStorageManager().getFileById(renamedFile.getParentId()).equals(getCurrentDir())) {
refreshListOfFilesFragment();
}

} else {
Toast msg = Toast.makeText(this,
ErrorMessageAdapter.getErrorCauseMessage(result, operation,
getResources()),
Toast.LENGTH_LONG) ;
msg.show() ;
if (result.isSs1RecoverableException()) {
mLastSslUntrustedServerResult = result;
showUntrustedCertDialog(mLastSslUntrustedServerResult);

}
}
private void onSynchronizeFileOperationFinish(SynchronizeFileOperation operation,
RemoteOperationResult result) {
if (result.isSuccess()) {
if (operation.transferWasRequested()) {
0CFile syncedFile = operation.getLocalFile();
onTransferStateChanged(syncedFile, true, true);
invalidateOptionsMenu();
refreshShowDetails();

}

Vaks

* Updates the view associated to the activity after the finish of an operation
trying create a

* new folder

*x

* @param operation Creation operation performed.
* @param result Result of the creation.

*/

private void onCreateFolderOperationFinish(CreateFolderOperation operation,

RemoteOperationResult result) {
if (result.isSuccess()) {

refreshListOfFilesFragment();
} else {
try {
Toast msg = Toast.makeText(FileDisplayActivity.this,
ErrorMessageAdapter.getErrorCauseMessage(result, operation,
getResources()),
Toast.LENGTH_LONG) ;
msg.show() ;
} catch (NotFoundException e) {
Log 0C.e(TAG, "Error while trying to show fail message ", e);

}
}

/**
* {@inheritDoc}
*/
@Override
public void onTransferStateChanged(0OCFile file, boolean downloading, boolean
uploading) {
refreshListOfFilesFragment();
FileFragment details = getSecondFragment();
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if (details != null && details instanceof FileDetailFragment &&
file.equals(details.getFile())) {
if (downloading || uploading) {
((FileDetailFragment) details).updateFileDetails(file, getAccount());
} else {
if (!file.fileExists()) {
cleanSecondFragment();
} else {
((FileDetailFragment) details).updateFileDetails(false, true);
}

}
}
private void requestForDownload() {
Account account = getAccount();
//1if (ImWaitingToPreview.isDownloading()) {
if (!mDownloaderBinder.isDownloading(account, mWaitingToPreview)) {
Intent i = new Intent(this, FileDownloader.class);
i.putExtra(FileDownloader.EXTRA_ACCOUNT, account);
i.putExtra(FileDownloader.EXTRA_FILE, mWaitingToPreview);
startService(i);
}
}
@Override
public void onSavedCertificate() {
startSyncFolderOperation(getCurrentDir(), false);

}
/**
* Starts an operation to refresh the requested folder.
* <p/>
* The operation is run in a new background thread created on the fly.
* <p/>
*

The refresh updates is a "light sync": properties of regular files in folder are
updated (including

* associated shares), but not their contents. Only the contents of files marked to
be kept-in-sync are
synchronized too.

@param folder Folder to refresh.

@param ignoreETag If 'true', the data from the server will be fetched and sync'ed
even if the eTag
*

*
*
*
*

didn't change.
*/
public void startSyncFolderOperation(final O0CFile folder, final boolean ignoreETag)
{
// the execution is slightly delayed to allow the activity get the window focus
if it's being started
// or if the method is called from a dialog that is being dismissed
getHandler().postDelayed(
new Runnable() {
@Override
public void run() {
if (hasWindowFocus()) {
long currentSyncTime = System.currentTimeMillis();
mSyncInProgress = true;
// perform folder synchronization
RemoteOperation synchFolderOp = new
RefreshFolderOperation(folder,
currentSyncTime,
false,
getFileOperationsHelper().isSharedSupported(),
ignoreETag,
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getStorageManager(),
getAccount(),
getApplicationContext()
)i
synchFolderQOp.execute(
getAccount(),
MainApp.getAppContext(),
FileDisplayActivity.this,
null,
null
)i
mProgressBar.setIndeterminate(true);
setBackgroundText();
} // else: NOTHING ; lets' not refresh when the user rotates
the device but there is
// another window floating over
}
}I
DELAY TO_REQUEST_OPERATIONS_LATER
)i
}
private void requestForDownload(0CFile file) {
Account account = getAccount();
if (!mDownloaderBinder.isDownloading(account, mWaitingToPreview)) {
Intent i = new Intent(this, FileDownloader.class);
i.putExtra(FileDownloader.EXTRA_ACCOUNT, account);
i.putExtra(FileDownloader.EXTRA_FILE, file);
startService(i);
}
}

private void sendDownloadedFile() {
getFileOperationsHelper().sendDownloadedFile(mWaitingToSend);
mWaitingToSend = null;

}
/**
* Requests the download of the received {@link OCFile} , updates the UI
* to monitor the download progress and prepares the activity to send the file
* when the download finishes.
*
* @param file {@link OCFile} to download and preview.
*/

public void startDownloadForSending(0CFile file) {
mWaitingToSend = file;
requestForDownload (mWaitingToSend) ;
boolean hasSecondFragment = (getSecondFragment() != null);
updateFragmentsVisibility(hasSecondFragment);
}
/**
* Opens the image gallery showing the image {@link OCFile} received as parameter.
*
* @param file Image {@link OCFile} to show.
*/
public void startImagePreview(0OCFile file) {
Intent showDetailsIntent = new Intent(this, PreviewImageActivity.class);
showDetailsIntent.putExtra(EXTRA_FILE, file);
showDetailsIntent.putExtra(EXTRA_ACCOUNT, getAccount());
startActivity(showDetailsIntent);
}
/**
* Stars the preview of an already down media {@link OCFile}.
*
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* @param file Media {@link OCFile} to preview.

* @param startPlaybackPosition Media position where the playback will be started,
* in milliseconds.

* @param autoplay When 'true', the playback will start without user
* interactions.

*/

public void startMediaPreview(OCFile file, int startPlaybackPosition, boolean

autoplay) {

Fragment mediaFragment = new PreviewMediaFragment(file, getAccount(),

startPlaybackPosition,

autoplay);
setSecondFragment (mediaFragment);
updateFragmentsVisibility(true);
updateActionBarTitleAndHomeButton(file);
setFile(file);
}
/**
* Stars the preview of a text file {@link OCFile}.
*
* @param file Text {@link OCFile} to preview.
*/
public void startTextPreview(OCFile file) {
Bundle args = new Bundle();
args.putParcelable(EXTRA_FILE, file);
args.putParcelable (EXTRA_ACCOUNT, getAccount());
Fragment textPreviewFragment = Fragment.instantiate(getApplicationContext(),
PreviewTextFragment.class.getName(), args);
setSecondFragment (textPreviewFragment);
updateFragmentsVisibility(true);
//updateNavigationElementsInActionBar(file);

setFile(file);
}
/**
* Requests the download of the received {@link OCFile} , updates the UI
* to monitor the download progress and prepares the activity to preview
* or open the file when the download finishes.
*
* @param file {@link OCFile} to download and preview.
*/

public void startDownloadForPreview(0OCFile file) {

Fragment detailFragment = FileDetailFragment.newInstance(file, getAccount());

setSecondFragment(detailFragment);
mWaitingToPreview = file;
requestForDownload();
updateFragmentsVisibility(true);
updateActionBarTitleAndHomeButton(file);
setFile(file);
}
public void cancelTransference(0CFile file) {
getFileOperationsHelper().cancelTransference(file);
if (mWaitingToPreview != null &&
mWaitingToPreview.getRemotePath().equals(file.getRemotePath())) {
mWaitingToPreview = null;
}
if (mWaitingToSend != null &&
mWaitingToSend.getRemotePath().equals(file.getRemotePath())) {
mWaitingToSend = null;

}

onTransferStateChanged(file, false, false);
}
@Override
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public void onRefresh(boolean ignoreETag) {
refreshList(ignoreETag);
}
@Override
public void onRefresh() {
refreshList(true);
}
private void refreshList(boolean ignoreETag) {
OCFileListFragment 1istOfFiles = getListOfFilesFragment();
if (listOfFiles != null) {
OCFile folder = listOfFiles.getCurrentFile();
if (folder !'= null) {
/*mFile =

mContainerActivity.getStorageManager().getFileById(mFile.getFileId());

listDirectory(mFile);*/
startSyncFolderOperation(folder, ignoreETag);

}
}
private void sortByDate(boolean ascending) {
getListOfFilesFragment().sortByDate(ascending);
}
private void sortBySize(boolean ascending) {
getListOfFilesFragment().sortBySize(ascending);
}
private void sortByName(boolean ascending) {
getListOfFilesFragment().sortByName(ascending);
}
private boolean isGridView() {
return getListOfFilesFragment().isGridView();
}
public void allFilesOption() {
browseToRoot();

}

11.5 media/andreas/SSD Data/OwncloudAndroidB

/**

X X X X X X X X X X X X X X X ¥

uilding/android/src/com/owncloud/android/files/se
rvices/ConnectivityActionReceiver.java

ownCloud Android client application

@author LukeOwncloud
Copyright (C) 2016 ownCloud Inc.

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License version 2,
as published by the Free Software Foundation.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.
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*

*/

package com.owncloud.android.files.services;

import android.content.BroadcastReceiver;

import android.content.ComponentName;

import android.content.Context;

import android.content.Intent;

import android.content.pm.PackageManager;

import android.net.NetworkInfo;

import android.net.wifi.WifiInfo;

import android.net.wifi.WifiManager;

import android.os.Bundle;

import android.support.v4.content.LocalBroadcastManager;
import android.util.Log;

import com.owncloud.android.db.PreferenceManager;
import com.owncloud.android.db.UploadResult;

import com.owncloud.android.lib.common.utils.Log 0C;
import com.owncloud.android.services.MQTTService;

/xk

*

X X X X X X X X

*/

Receives all connectivity action from Android 0S at all times and performs
required OC actions. For now that are: - Signal connectivity to
{@link FileUploader}.

Later can be added: - Signal connectivity to download service, deletion
service, ... - Handle offline mode (cf.
https://github.com/owncloud/android/issues/162)

Have fun with the comments :S

public class ConnectivityActionReceiver extends BroadcastReceiver {

private static final String TAG = ConnectivityActionReceiver.class.getSimpleName();
/**

* Magic keyword, by Google.

*

* {@See

http://developer.android.com/intl/es/reference/android/net/wifi/WifiInfo.html#getSSID()}

*/
private static final String UNKNOWN_SSID = "<unknown ssid>";
LocalBroadcastManager broadcaster;
Intent mqttservice;
@Override
public void onReceive(final Context context, Intent intent) {
// LOG ALL EVENTS:
Log 0C.v(TAG, "action: " + intent.getAction());
Log 0C.v(TAG, "component: " + intent.getComponent());
Bundle extras = intent.getExtras();
if (extras !'= null) {
for (String key : extras.keySet()) {
Log 0C.v(TAG, "key [" + key + "]: " + extras.get(key));
}
} else {
Log 0C.v(TAG, "no extras");
}
/**
* There is an interesting mess to process

WifiManager.NETWORK STATE CHANGED ACTION and

* ConnectivityManager.CONNECTIVITY ACTION in a simple and reliable way.
*

* The former triggers much more events than what we really need to know about

Wifi connection.

*

* But there are annoying uncertainties about

ConnectivityManager.CONNECTIVITY ACTION due
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* to the deprecation of ConnectivityManager.EXTRA NETWORK INFO in API level
14, and the absence
* of ConnectivityManager.EXTRA NETWORK TYPE until API level 17. Dear Google,
how should we
* handle API levels 14 to 167
*
* In the end maybe we need to keep in memory the current knowledge about
connectivity
* and update it taking into account several Intents received in a row
*
* But first let's try something "simple" to keep a basic retry of instant
uploads in
* version 1.9.2, similar to the existent until 1.9.1. To be improved.
*/
if(intent.getAction().equals(WifiManager.NETWORK_STATE _CHANGED ACTION)) {
NetworkInfo networkInfo =
intent.getParcelableExtra(WifiManager.EXTRA_NETWORK_INFO) ;
WifiInfo wifiInfo =
intent.getParcelableExtra(WifiManager.EXTRA_WIFI_INFO);
String bssid =
intent.getStringExtra(WifiManager.EXTRA_BSSID);
if (networkInfo.isConnected() && // not enough; see (*) right below
wifiInfo != null &&
IUNKNOWN_SSID.equals(wifiInfo.getSSID().toLowerCase()) &&
bssid != null
) {
Log 0C.d(TAG, "WiFi connected");
wifiConnected(context);
} else {
// TODO tons of things to check to conclude disconnection;
// TODO maybe alternative commented below, based on CONNECTIVITY_ACTION
is better
Log 0C.d(TAG, "WiFi disconnected ... but don't know if right now");
}
}
// (*) When WiFi is lost, an Intent with network state CONNECTED and SSID
"<unknown ssid>" is

// received right before another Intent with network state DISCONNECTED;
needs to

// be differentiated of a new Wifi connection.

//

// Besides, with a new connection two Intents are received, having only the
second the extra
// WifiManager.EXTRA BSSID, with the BSSID of the access point accessed.
//
// Not sure if this protocol is exact, since it's not documented. Only found
mild references in
// -
http://developer.android.com/intl/es/reference/android/net/wifi/WifiInfo.html#getSSID()
// -
http://developer.android.com/intl/es/reference/android/net/wifi/WifiManager.html#EXTRA B
SSID
// and reproduced in Nexus 5 with Android 6.
/**
* Possible alternative attending ConnectivityManager.CONNECTIVITY ACTION.
*

* Let's see what QA has to say
%
if(intent.getAction().equals(ConnectivityManager.CONNECTIVITY ACTION)) {
NetworkInfo networkInfo = intent.getParcelableExtra(
ConnectivityManager.EXTRA_NETWORK INFO // deprecated in API
14
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);
int networkType = intent.getIntExtra(

ConnectivityManager.EXTRA NETWORK TYPE, // only from API level
17
-1
);
boolean couldBeWifiAction =
(networkInfo == null && networkType < 0) || // cases of

lack of info
networkInfo.getType() == ConnectivityManager.TYPE WIFI ||

networkType == ConnectivityManager.TYPE WIFI;
if (couldBeWifiAction) {
if (ConnectivityUtils.isAppConnectedViaWiFi(context)) {
Log 0C.d(TAG, "WiFi connected");
wifiConnected(context);
} else {
Log 0C.d(TAG, "WiFi disconnected");
wifiDisconnected(context);
}
} /* else, CONNECTIVIY ACTION is (probably) about other network interface
(mobile, bluetooth, ...)
}
*/
}
private void wifiConnected(Context context) {
Log.v(TAG,"wifi connected, so mqtt is restarted");
mqttservice = new Intent(context.getApplicationContext(),MQTTService.class);
mgttservice.setAction("com.mqttservice.restart");
broadcaster = LocalBroadcastManager.getInstance(context);
broadcaster.sendBroadcast(mqttservice);
// for the moment, only recovery of instant uploads, similar to behaviour in
release 1.9.1
if (
(PreferenceManager.instantPictureUploadEnabled(context) &&
PreferenceManager.instantPictureUploadViaWiFiOnly(context)) ||
(PreferenceManager.instantVideoUploadEnabled(context) &&
PreferenceManager.instantVideoUploadViaWiFiOnly (context))
) {
Log 0C.d(TAG, "Requesting retry of instant uploads (& friends)");
FileUploader.UploadRequester requester = new
FileUploader.UploadRequester();
requester.retryFailedUploads (
context,
null,
UploadResult.NETWORK_CONNECTION // for the interrupted when Wifi
fell, if any
// (side effect: any upload failed due to network error will be retried
too, instant or not)
)
requester.retryFailedUploads (
context,
null,
UploadResult.DELAYED _FOR_WIFI // for the rest of enqueued when
Wifi fell

}

);
}

private void wifiDisconnected(Context context) {
// TODO something smart
// NOTE: explicit cancellation of only-wifi instant uploads is not needed

anymore, since currently:
// - any upload in progress will be interrupted due to the lack of
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connectivity while the device

// reconnects through other network interface;

// - FileUploader checks instant upload settings and connection state before
executing each

// upload operation, so other pending instant uploads after the current one

will not be run
// (currently are silently moved to FAILED state)
}
static public void enableActionReceiver(Context context) {
PackageManager pm = context.getPackageManager();
ComponentName compName = new ComponentName (context.getApplicationContext(),
ConnectivityActionReceiver.class);
pm.setComponentEnabledSetting(compName,
PackageManager.COMPONENT ENABLED STATE ENABLED,
PackageManager.DONT_KILL_APP);
}

static public void disableActionReceiver(Context context) {
PackageManager pm = context.getPackageManager();
ComponentName compName = new ComponentName (context.getApplicationContext(),
ConnectivityActionReceiver.class);
pm.setComponentEnabledSetting(compName,
PackageManager.COMPONENT_ENABLED STATE_DISABLED,
PackageManager.DONT _KILL APP);

}

11.6 android/src/com/owncloud/android/services/
MQTTService.java

package com.owncloud.android.services;
import android.app.AlarmManager;

import android.app.Notification;

import android.app.NotificationManager;
import android.app.PendingIntent;

import android.app.Service;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.content.IntentFilter;

import android.content.SharedPreferences;
import android.graphics.Color;

import android.net.ConnectivityManager;
import android.os.Binder;

import android.os.Handler;

import android.os.IBinder;

import android.os.PowerManager;

import android.os.PowerManager.WakelLock;
import android.preference.PreferenceManager;
import android.provider.Settings;

import android.provider.Settings.Secure;
import android.support.v4.content.LocalBroadcastManager;
import android.util.Log;

import android.widget.Toast;

import com.ibm.mgtt.IMqgttClient;

import com.ibm.mgtt.MgttClient;

import com.ibm.mqgtt.MgttException;

import com.ibm.mgtt.MgttNotConnectedException;
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import com.ibm.mgtt.MgttPersistence;
import com.ibm.mgtt.MgttPersistenceException;
import com.ibm.mgtt.MgttSimpleCallback;
import com.owncloud.android.ui.activity.FileDisplayActivity;
import java.lang.ref.WeakReference;
import java.util.Calendar;
import java.util.Date;
import java.util.Enumeration;
import java.util.Hashtable;
import java.util.Timer;
import java.util.TimerTask;
/*
* An example of how to implement an MQTT client in Android, able to receive

* push notifications from an MQTT message broker server.
*

* Dale Lane (dale.lane@gmail.com)

* 28 Jan 2011

*/

public class MQTTService extends Service implements MgttSimpleCallback

{

A e L L

/*  CONSTANTS */

/************************************************************************/

private static final String TAG ="MQTT";
private final static String RESP_TOPIC = "Test";

// something unique to identify your app - used for stuff like accessing
// application preferences
public static final String APP_ID = "com.imsight.androidmqtt";

// constants used to notify the Activity UI of received messages

public static final String MQTT_MSG_RECEIVED INTENT
"com.imsight.androidmqtt.MSGRECVD";

public static final String MQTT_MSG_RECEIVED_TOPIC
"com.imsight.androidmqtt.MSGRECVD_TOPIC";

public static final String MQTT_MSG_RECEIVED_MSG
"com.imsight.androidmqtt.MSGRECVD_MSGBODY";

// constants used to tell the Activity UI the connection status

public static final String MQTT_STATUS INTENT = "com.imsight.androidmqtt.STATUS";

public static final String MQTT_STATUS_MSG
"com.imsight.androidmqtt.STATUS_MSG";

// constant used internally to schedule the next ping event

public static final String MQTT_PING_ACTION = "com.imsight.androidmqtt.PING";

// constants used by status bar notifications
public static final int MQTT_NOTIFICATION_ONGOING =
public static final int MQTT_NOTIFICATION_UPDATE = 2;

|
[a

// constants used to define MQTT connection status
public enum MQTTConnectionStatus

{
INITIAL, // initial status
CONNECTING, // attempting to connect
CONNECTED, // connected
NOTCONNECTED_WAITINGFORINTERNET, // can't connect because the phone
// does not have Internet access
NOTCONNECTED_USERDISCONNECT, // user has explicitly requested
// disconnection
NOTCONNECTED_DATADISABLED, // can't connect because the user
// has disabled data access
NOTCONNECTED _UNKNOWNREASON // failed to connect for some reason
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}
// MQTT constants
public static final int MAX_MQTT_CLIENTID_LENGTH = 22;

e L L

/* VARIABLES used to maintain state */
/************************************************************************/

// status of MQTT client connection
private MQTTConnectionStatus connectionStatus = MQTTConnectionStatus.INITIAL;

/************************************************************************/

/* VARIABLES used to configure MQTT connection */

/************************************************************************/

// taken from preferences

// host name of the server we're receiving push notifications from
private String brokerHostName =",

// taken from preferences

// topic we want to receive messages about

// can include wildcards - e.g. '#' matches anything

private String topicName =",

// defaults - this sample uses very basic defaults for it's interactions
// with message brokers

private int brokerPortNumber = 1883;
private MqgttPersistence usePersistence = null;
private boolean cleanStart = false;
private int[] qualitiesOfService = {0 } ;

// how often should the app ping the server to keep the connection alive?
//

// too frequently - and you waste battery life

// too infrequently - and you wont notice if you lose your connection

// until the next unsuccessfull attempt to ping

//

// it's a trade-off between how time-sensitive the data is that your

// app is handling, vs the acceptable impact on battery life

//

// it is perhaps also worth bearing in mind the network's support for
// long running, idle connections. Ideally, to keep a connection open
// you want to use a keep alive value that is less than the period of
// time after which a network operator will kill an idle connection
private short keepAliveSeconds = 20 * 60;

// This is how the Android client app will identify itself to the

// message broker.

// It has to be unique to the broker - two clients are not permitted to
// connect to the same broker using the same client ID.

private String mgttClientId = null;

/************************************************************************/

/* VARIABLES - other local variables */
[ KA A AR KK KKK KR KKK KK KRR KK KR KKK KKK R KK KRS OK KRSk ok K Kok ok

// connection to the message broker
private IMgttClient mgqttClient = null;

// receiver that notifies the Service when the phone gets data connection
private NetworkConnectionIntentReceiver netConnReceiver;

// receiver that notifies the Service when the user changes data use preferences
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private BackgroundDataChangeIntentReceiver dataEnabledReceiver;

// receiver that wakes the Service up when it's time to ping the server
private PingSender pingSender;
/************************************************************************/

/*  VARIABLES ADDED FOR OWNCLOUD CLIENT */
/************************************************************************/
private Handler handler = new Handler();

private BroadcastReceiver receiver;

private String pending_message = "none";

private Boolean RESTART = false;

/************************************************************************/

/* METHODS - core Service lifecycle methods */
/KRR KRRk sk sk sk sk sk ok sk ok sk ok sk ok ok ok kR ok sk sk sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk ok sk sk sk sk sk sk kkok /
// see http://developer.android.com/guide/topics/fundamentals.html#lcycles
private void send pending messages(){
if (!pending_message.equals('none")) {

Log.v(TAG,"Just Sent a pending message, "+pending_message);

publishMessageToTopic(pending message) ;

pending_message="none";

}
}
@Override
public void onCreate()
{
Log.v(TAG, "Current broker address is: " + brokerHostName);

Log.v(TAG, "Current Mqtt topic is: " + topicName);
//Mapakdtw naipvovue tn 61€V0vvon 10V Broker kai to Bua amé ti¢ pvbuiceig.
PreferenceManager preferenceManager ;
SharedPreferences prefs =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());

String updatedBrokerHostName=prefs.getString("brokerHostName",brokerHostName)

String updatedTopicName = prefs.getString("topicName",topicName);
if (updatedBrokerHostName!=null && !
updatedBrokerHostName.equals (brokerHostName)) {

Log.v(TAG, "The updated broker address is: " + updatedBrokerHostName);

brokerHostName = updatedBrokerHostName;

}

if (updatedTopicName!=null && !updatedTopicName.equals(topicName)) {
Log.v(TAG, "The updated Mqtt topic is: " + updatedTopicName);
topicName = updatedTopicName;

}

receiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {

’

if (intent.getAction().equals("com.owncloud.preferences.update_mqtt"))

{ //Avaveibnke n 61e06vvon tov Broker f To BfuQ.
RESTART = true;
stopSelf();

} else if (intent.getAction().equals("com.mgttservice.restart")) {

//Zvvbebrkaue oto 6iKtvo, Kat mpénet va b6okiudoovue va ocvvbeBovue Eavd.
Log.d(TAG, "Received Alert to subscribe once more");
Log.v(TAG, "these are the current values for broker: " +
brokerHostName + " and topic: " + topicName);
Timer timer = new Timer();
timer.schedule(new TimerTask() {
@Override
public void run() {
//MpoonaBovue va bnuiovpyfoovus ovVOEoN LE TIC KALVOUPY1EG MAPAUETPOUG.

Log.v(TAG, "Trying to connect with the help of Timer to

topic " + topicName + " and broker " + brokerHostName);
if (mgttClient == null) {
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defineConnectionToBroker (brokerHostName) ;
}
if (connectToBroker()) {
subscribeToTopic(topicName);
send pending messages();
Log.v(TAG, "Connected with the help of Timer method
and sent pending messages");
cancel(); //AKUVPWVOVUE Tn XPOVOMPOYPAUUATIOUEVD
epyacia 616T1 OTAAONKAV TA EKKPEUN UNVIUATA.

}
}, 10, 200);

}
}

super.onCreate();

// reset status variable to initial state
connectionStatus = MQTTConnectionStatus.INITIAL;

// create a binder that will let the Activity UI send
// commands to the Service
mBinder = new LocalBinder<MQTTService>(this);

// register to be notified whenever the user changes their preferences
// relating to background data use - so that we can respect the current
// preference
dataEnabledReceiver = new BackgroundDataChangeIntentReceiver();
registerReceiver(dataEnabledReceiver,
new
IntentFilter(ConnectivityManager.ACTION_BACKGROUND DATA_SETTING_CHANGED)) ;

// define the connection to the broker
defineConnectionToBroker (brokerHostName) ;

}
@Override
public void onStart(final Intent intent, final int startId)
{
// This is the old onStart method that will be called on the pre-2.0
// platform. On 2.0 or later we override onStartCommand() so this
// method will not be called.
new Thread(new Runnable() {
@Override
public void run() {
handleStart(intent, startId);
}
}, "MQTTservice").start();
}
@Override
public int onStartCommand(final Intent intent, int flags, final int startId)
{

IntentFilter allowed intents = new
IntentFilter("com.owncloud.preferences.update_mqtt");
allowed intents.addAction("com.mqttservice.restart");
LocalBroadcastManager.getInstance(this).registerReceiver((receiver),
new IntentFilter(allowed intents));
new Thread(new Runnable() {
@Override
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public void run() {
handleStart(intent, startId);

}
}, "MQTTservice").start();

// return START NOT STICKY - we want this Service to be left running
// unless explicitly stopped, and it's process is killed, we want it to
// be restarted
return START_STICKY;
}
synchronized void handleStart(Intent intent, int startId)

{

// before we start - check for a couple of reasons why we should stop

if (mgttClient == null)

{
// we were unable to define the MQTT client connection, so we stop
// immediately - there is nothing that we can do
stopSelf();
return;
}

ConnectivityManager cm =
(ConnectivityManager)getSystemService(CONNECTIVITY_ _SERVICE);
if (cm.getBackgroundDataSetting() == false) // respect the user's request not
to use data!
{
// user has disabled background data
connectionStatus = MQTTConnectionStatus.NOTCONNECTED _DATADISABLED;

// update the app to show that the connection has been disabled
broadcastServiceStatus("Not connected - background data disabled");

// we have a listener running that will notify us when this

//  preference changes, and will call handleStart again when it
// 1s - letting us pick up where we leave off now

return;

}

// the Activity UI has started the MQTT service - this may be starting
// the Service new for the first time, or after the Service has been
// running for some time (multiple calls to startService don't start
// multiple Services, but it does call this method multiple times)

// 1f we have been running already, we re-send any stored data
rebroadcastStatus();

rebroadcastReceivedMessages();

// 1if the Service was already running and we're already connected - we
// don't need to do anything
if (isAlreadyConnected() == false)
{
// set the status to show we're trying to connect
connectionStatus = MQTTConnectionStatus.CONNECTING;

// before we attempt to connect - we check if the phone has a

// working data connection

if (isOnline())

{
// we think we have an Internet connection, so try to connect
// to the message broker
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if (connectToBroker())

{
// we subscribe to a topic - registering to receive push
// notifications with a particular key

// in a 'real' app, you might want to subscribe to multiple

// topics - I'm just subscribing to one as an example
// note that this topicName could include a wildcard, so
// even just with one subscription, we could receive

// messages for multiple topics
subscribeToTopic(topicName);

}

else

{
// we can't do anything now because we don't have a working
// data connection
connectionStatus =

MQTTConnectionStatus.NOTCONNECTED_WAITINGFORINTERNET;

// inform the app that we are not connected
broadcastServiceStatus("Waiting for network connection);

// changes to the phone's network - such as bouncing between WiFi
// and mobile data networks - can break the MQTT connection

// the MQTT connectionLost can be a bit slow to notice, so we use
// Android's inbuilt notification system to be informed of

// network changes - so we can reconnect immediately, without

// haing to wait for the MQTT timeout

if (netConnReceiver == null)

netConnReceiver = new NetworkConnectionIntentReceiver();
registerReceiver(netConnReceiver,
new

IntentFilter(ConnectivityManager.CONNECTIVITY_ACTION));

}

// creates the intents that are used to wake up the phone when it 1is
// time to ping the server
if (pingSender == null)

{
pingSender = new PingSender();
registerReceiver(pingSender, new IntentFilter(MQTT_PING_ACTION));
}
}
@Override

public void onDestroy()

{

LocalBroadcastManager.getInstance(this).unregisterReceiver(receiver);
super.onDestroy();

// disconnect immediately

disconnectFromBroker();

// inform the app that the app has successfully disconnected
broadcastServiceStatus("Disconnected");

// try not to leak the listener
if (dataEnabledReceiver !'= null)

{

unregisterReceiver(dataEnabledReceiver);
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dataEnabledReceiver = null;

}

if (mBinder != null) {
mBinder.close();
mBinder = null;

}

if (RESTART) {
startService(new Intent(this,MQTTService.class));
Log.v(TAG,"Mqtt service should restart");

}

/************************************************************************/

/* METHODS - broadcasts and notifications */
/************************************************************************/

// methods used to notify the Activity UI of something that has happened
// so that it can be updated to reflect status and the data received
// from the server

private void broadcastServiceStatus(String statusDescription)

{
// inform the app (for times when the Activity UI is running /
// active) of the current MQTT connection status so that it
// can update the UI accordingly
Intent broadcastIntent = new Intent();
broadcastIntent.setAction(MQTT_STATUS_INTENT);
broadcastIntent.putExtra(MQTT_STATUS_MSG, statusDescription);
sendBroadcast(broadcastIntent);

}

private void broadcastReceivedMessage(String topic, String message)

{
// pass a message received from the MQTT server on to the Activity UI
// (for times when it 1is running / active) so that it can be displayed
//  1in the app GUI
Intent broadcastIntent = new Intent();
broadcastIntent.setAction(MQTT_MSG_RECEIVED INTENT),;
broadcastIntent.putExtra(MQTT_MSG_RECEIVED TOPIC, topic);
broadcastIntent.putExtra(MQTT_MSG_RECEIVED MSG, message) ;
sendBroadcast(broadcastIntent);

}

// methods used to notify the user of what has happened for times when
// the app Activity UI isn't running
private void notifyUser(String alert, String title, String body)
{
if (body.equals("ON")) body = "Hard disk has been mounted";
else if (body.equals("OFF")) body = "Hard disk has been unmounted";
final String parent alert = body;
handler.post(new Runnable() {
public void run() {

Toast.makeText (getApplicationContext(),parent alert,Toast.LENGTH_SHORT) .show();
}

});

127



/************************************************************************/

/* METHODS - binding that allows access from the Actitivy */
[ AR KRR KKK KK KR KKK KK KRR K KKK KRR KK KKK KRR KKK KRR R KKK Kok ok /

// trying to do local binding while minimizing leaks - code thanks to
//  Geoff Bruckner - which I found at
//  http://groups.google.com/group/cw-

android/browse thread/thread/d026cfa71e48039b/c3b41c728feddOe7?

show docid=c3b41c728feddOe7

private LocalBinder<MQTTService> mBinder;

@Override
public IBinder onBind(Intent intent)
{
return mBinder;
}
public class LocalBinder<S> extends Binder
{
private WeakReference<S> mService;
public LocalBinder(S service)
{
mService = new WeakReference<S>(service);
}
public S getService()
{
return mService.get();
}
public void close()
{
mService = null;
}
}
//
// public methods that can be used by Activities that bind to the Service
//
public MQTTConnectionStatus getConnectionStatus()
{
return connectionStatus;
}

public void rebroadcastStatus()

{

String status = "";

switch (connectionStatus)

{

case INITIAL:
status = "Please wait";
break;

case CONNECTING:
status = "Connecting...";
break;

case CONNECTED:
status = "Connected";
break;

case NOTCONNECTED_ _UNKNOWNREASON :
status = "Not connected - waiting for network connection";
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break;
case NOTCONNECTED USERDISCONNECT :

status = "Disconnected";
break;
case NOTCONNECTED_DATADISABLED:
status = "Not connected - background data disabled";
break;
case NOTCONNECTED WAITINGFORINTERNET:
status = "Unable to connect";
break;
}
//

// inform the app that the Service has successfully connected
broadcastServiceStatus(status);

}

public void disconnect()

{
disconnectFromBroker();
// set status
connectionStatus = MQTTConnectionStatus.NOTCONNECTED _USERDISCONNECT;
// inform the app that the app has successfully disconnected
broadcastServiceStatus("Disconnected");

}

/************************************************************************/

/* METHODS - MQTT methods inherited from MQTT classes */
/************************************************************************/

/*
* callback - method called when we no longer have a connection to the
* message broker server
*/
public void connectionlLost() throws Exception
{
// we protect against the phone switching off while we're doing this
// by requesting a wake lock - we request the minimum possible wake
//  lock - just enough to keep the CPU running until we've finished
PowerManager pm = (PowerManager) getSystemService(POWER_SERVICE);
WakeLock wl = pm.newWakeLock(PowerManager.PARTIAL_WAKE LOCK, "MQTT");
wl.acquire();

//

// have we lost our data connection?
//

if (isOnline() == false)

{

connectionStatus = MQTTConnectionStatus.NOTCONNECTED WAITINGFORINTERNET;

// inform the app that we are not connected any more
broadcastServiceStatus("Connection lost - no network connection");

//

// inform the user (for times when the Activity UI isn't running)
// that we are no longer able to receive messages
notifyUser("Connection lost - no network connection",
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"MQTT", "Connection lost - no network connection");
//
// wait until the phone has a network connection again, when we
// the network connection receiver will fire, and attempt another
// connection to the broker

}
else
{
//
// we are still online
// the most likely reason for this connectionLost is that we've
// switched from wifi to cell, or vice versa
//  so we try to reconnect immediately
//
connectionStatus = MQTTConnectionStatus.NOTCONNECTED_UNKNOWNREASON ;
// inform the app that we are not connected any more, and are
// attempting to reconnect
broadcastServiceStatus("Connection lost - reconnecting...");
// try to reconnect
if (connectToBroker()) {
subscribeToTopic(topicName) ;
}
}

// we're finished - if the phone is switched off, it's okay for the CPU
// to sleep now
wl.release();

}

/*
* callback - called when we receive a message from the server
*/
public void publishArrived(String topic, byte[] payloadbytes, int qos, boolean
retained)
{
// we protect against the phone switching off while we're doing this
// by requesting a wake lock - we request the minimum possible wake
// lock - just enough to keep the CPU running until we've finished
PowerManager pm = (PowerManager) getSystemService(POWER_SERVICE);
WakeLock wl = pm.newWakelLock(PowerManager.PARTIAL_WAKE LOCK, "MQTT");
wl.acquire();

//

// I'm assuming that all messages I receive are being sent as strings
// this is not an MQTT thing - just me making as assumption about what
// data I will be receiving - your app doesn't have to send/receive
//  strings - anything that can be sent as bytes is valid

String messageBody = new String(payloadbytes);

//

// for times when the app's Activity UI is not running, the Service
//  will need to safely store the data that it receives

if (addReceivedMessageToStore(topic, messageBody))

{

// this is a new message - a value we haven't seen before
//

// inform the app (for times when the Activity UI is running) of the
// received message so the app UI can be updated with the new data
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broadcastReceivedMessage(topic, messageBody);

//
// inform the user (for times when the Activity UI isn't running)

// that there is new data available
notifyUser("New data received", topic, messageBody);

}

// receiving this message will have kept the connection alive for us, so

// we take advantage of this to postpone the next scheduled ping

scheduleNextPing();

// we're finished - if the phone is switched off, it's okay for the CPU

// to sleep now

wl.release();

Intent reception of message = new Intent(MQTTService.this,
FileDisplayActivity.class);

reception of message.setAction("com.mqttservice.message_received");

reception of message.putExtra("message_received", messageBody);

LocalBroadcastManager.getInstance(this).sendBroadcast(reception of message);

}
/************************************************************************/
/* METHODS - wrappers for some of the MQTT methods that we use */

/************************************************************************/

/*
* Create a client connection object that defines our connection to a
*  message broker server

*/
private void defineConnectionToBroker(String brokerHostName)
{
String mgttConnSpec = "tcp://" + brokerHostName + "@" + brokerPortNumber;
try
{
// define the connection to the broker
mqttClient = MqttClient.createMgttClient (mgqttConnSpec, usePersistence);
// register this client app has being able to receive messages
mqttClient.registerSimpleHandler(this);
}
catch (MgttException e)
{
// something went wrong!
mqttClient = null;
connectionStatus = MQTTConnectionStatus.NOTCONNECTED_UNKNOWNREASON ;
//
// inform the app that we failed to connect so that it can update
// the UI accordingly
broadcastServiceStatus("Invalid connection parameters");
//
// inform the user (for times when the Activity UI isn't running)
// that we failed to connect
notifyUser("Unable to connect", "MQTT", "Unable to connect");
}
}
/*
* (Re-)connect to the message broker
*/
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private boolean connectToBroker()

{

try
{

}

// try to connect

mqttClient.connect(generateClientId(), cleanStart, keepAliveSeconds);
//

// inform the app that the app has successfully connected
broadcastServiceStatus("Connected");

// we are connected

connectionStatus = MQTTConnectionStatus.CONNECTED;

// we need to wake up the phone's CPU frequently enough so that the
// keep alive messages can be sent

// we schedule the first one of these now

scheduleNextPing();

return true;

catch (MgttException e)

{

// something went wrong!
connectionStatus = MQTTConnectionStatus.NOTCONNECTED_UNKNOWNREASON ;

//

// inform the app that we failed to connect so that it can update
// the UI accordingly

broadcastServiceStatus("Unable to connect");

//

// inform the user (for times when the Activity UI isn't running)
// that we failed to connect

notifyUser("Unable to connect", "MQTT", "Unable to connect - will retry

later. Please ensure that you have inserted a valid MQTT broker IP address and a

topic");

}

/*
* Ashu Publish Message to a Topic

public

{

// 1f something has failed, we wait for one keep-alive period before
// trying again

// in a real implementation, you would probably want to keep count
// of how many times you attempt this, and stop trying after a

// certain number, or length of time - rather than keep trying

// forever.

// a failure is often an intermittent network issue, however, so

// some limited retry is a good idea

scheduleNextPing();

return false;

void publishMessageToTopic(String message)

Boolean retained = false;

if (isAlreadyConnected() == false)

{

pending_message = message;
Log.d(TAG, "mqtt, Unable to publish as we are not connected");
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else
{
try
{
Log.d(TAG, "MQTT Publish Message Rcvd: " + message);
// String[] tps = { topicName };
// MgttPayload msg = new MqttPayload(message.getBytes());
byte[] msg = message.getBytes();
// mgttClient.publish(RESP_TOPIC, msg, 0, false);
mqttClient.publish(topicName, msg, 0, false);
//subscribed = true;
}
catch (MgttNotConnectedException e)
{
Log.e("mqtt", "subscribe failed - MQTT not connected", e);
}
catch (IllegalArgumentException e)
{
Log.e("mqtt", "subscribe failed - illegal argument", e);
}
catch (MgttException e)
{
Log.e("mqtt", "subscribe failed - MQTT exception", e);
}
}
}
/*

* Send a request to the message broker to be sent messages published with
* the specified topic name. Wildcards are allowed.
*/

private void subscribeToTopic(String topicName)

{

boolean subscribed = false;

if (isAlreadyConnected() == false)

{
// quick sanity check - don't try and subscribe if we
// don't have a connection
Log.e("mqtt", "Unable to subscribe as we are not connected");
}
else
{
try
{

String[] topics = { topicName };
mqttClient.subscribe(topics, qualitiesOfService);

subscribed = true;

}
catch (MgttNotConnectedException e)

{

Log.e("mqtt", "subscribe failed - MQTT not connected", e);
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}
catch (IllegalArgumentException e)

{
Log.e("mqtt", "subscribe failed - illegal argument", e);
}
catch (MgttException e)
{
Log.e("mqtt", "subscribe failed - MQTT exception", e);
}
}
if (subscribed == false)
{
//
// inform the app of the failure to subscribe so that the UI can
// display an error
broadcastServiceStatus("Unable to subscribe");
//
// inform the user (for times when the Activity UI isn't running)
notifyUser("Unable to subscribe", "MQTT", "Unable to subscribe");
}
}
/*

* Terminates a connection to the message broker.
*/

private void disconnectFromBroker()

{

// 1if we've been waiting for an Internet connection, this can be
// cancelled - we don't need to be told when we're connected now

try
{
if (netConnReceiver != null)
{
unregisterReceiver(netConnReceiver);
netConnReceiver = null;
}
if (pingSender !'= null)
{
unregisterReceiver(pingSender);
pingSender = null;
}
}
catch (Exception eee)
{
// probably because we hadn't registered it
Log.e("mqtt", "unregister failed", eee);
}
try
{
if (mqttClient !'= null)
{
mgttClient.disconnect();
}
}
catch (MgttPersistenceException e)
{
Log.e("mqtt", "disconnect failed - persistence exception", e);
}
finally
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}

/*

{
}

mgttClient = null;

// we can now remove the ongoing notification that warns users that

//

there was a long-running ongoing service running

NotificationManager nm = (NotificationManager)
getSystemService (NOTIFICATION_SERVICE);
nm.cancelAll();

* Checks if the MQTT client thinks it has an active connection

*/

private boolean isAlreadyConnected()

{
}

return ((mgttClient != null) && (mqttClient.isConnected() == true));

private class BackgroundDataChangeIntentReceiver extends BroadcastReceiver

{

@Override
public void onReceive(Context ctx, Intent intent)

{

// we protect against the phone switching off while we're doing this
// by requesting a wake lock - we request the minimum possible wake
//  lock - just enough to keep the CPU running until we've finished
PowerManager pm = (PowerManager) getSystemService(POWER_SERVICE);
WakeLock wl = pm.newWakelLock(PowerManager.PARTIAL_WAKE LOCK, "MQTT"),;
wl.acquire();

ConnectivityManager cm =

(ConnectivityManager)getSystemService(CONNECTIVITY_ _SERVICE);

/*

if (cm.getBackgroundDataSetting())

{
// user has allowed background data - we start again - picking
// up where we left off in handleStart before
defineConnectionToBroker (brokerHostName) ;
handleStart(intent, 0);

}

else

{
// user has disabled background data
connectionStatus = MQTTConnectionStatus.NOTCONNECTED DATADISABLED;
// update the app to show that the connection has been disabled
broadcastServiceStatus("Not connected - background data disabled");
// disconnect from the broker
disconnectFromBroker();

}

// we're finished - if the phone is switched off, it's okay for the CPU

// to sleep now
wl.release();

* Called in response to a change in network connection - after losing a
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* connection to the server, this allows us to wait until we have a usable
* data connection again
*/
private class NetworkConnectionIntentReceiver extends BroadcastReceiver
{
@Override
public void onReceive(Context ctx, Intent intent)
{
// we protect against the phone switching off while we're doing this
// by requesting a wake lock - we request the minimum possible wake
// lock - just enough to keep the CPU running until we've finished
PowerManager pm = (PowerManager) getSystemService(POWER_SERVICE);
WakeLock wl = pm.newWakelLock(PowerManager.PARTIAL_WAKE LOCK, "MQTT");
wl.acquire();

if (isOnline())

{
// we have an internet connection - have another try at connecting
if (connectToBroker())
{
// we subscribe to a topic - registering to receive push
// notifications with a particular key
subscribeToTopic(topicName);
}
}

// we're finished - if the phone is switched off, it's okay for the CPU
// to sleep now
wl.release();

}

/*
* Schedule the next time that you want the phone to wake up and ping the
* message broker server
*/
private void scheduleNextPing()
{
// When the phone is off, the CPU may be stopped. This means that our
//  code may stop running.
// When connecting to the message broker, we specify a 'keep alive'
//  period - a period after which, if the client has not contacted
// the server, even if just with a ping, the connection is considered
//  broken.
// To make sure the CPU is woken at least once during each keep alive
//  period, we schedule a wake up to manually ping the server
// thereby keeping the long-running connection open
// Normally when using this Java MQTT client library, this ping would be
//  handled for us.
// Note that this may be called multiple times before the next scheduled
//  ping has fired. This is good - the previously scheduled one will be
//  cancelled in favour of this one.
// This means if something else happens during the keep alive period,
// (e.g. we receive an MQTT message), then we start a new keep alive
//  period, postponing the next ping.

PendingIntent pendingIntent = PendingIntent.getBroadcast(this, 0,
new
Intent (MQTT_PING_ACTION),

PendingIntent.FLAG_UPDATE CURRENT);
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// 1in case it takes us a little while to do this, we try and do it
// shortly before the keep alive period expires

// it means we're pinging slightly more frequently than necessary
Calendar wakeUpTime = Calendar.getInstance();
wakeUpTime.add(Calendar.SECOND, keepAliveSeconds);

AlarmManager aMgr = (AlarmManager) getSystemService(ALARM_SERVICE);
aMgr.set(AlarmManager.RTC_WAKEUP,

wakeUpTime.getTimeInMillis(),

pendingIntent);

/*
* Used to implement a keep-alive protocol at this Service level - it sends
* a PING message to the server, then schedules another ping after an
* interval defined by keepAliveSeconds

*/
public class PingSender extends BroadcastReceiver
{
@Override
public void onReceive(Context context, Intent intent)
{
// Note that we don't need a wake lock for this method (even though
// 1it's important that the phone doesn't switch off while we're
// doing this).
// According to the docs, "Alarm Manager holds a CPU wake lock as
// long as the alarm receiver's onReceive() method is executing.
// This guarantees that the phone will not sleep until you have
// finished handling the broadcast."
// This 1is good enough for our needs.
try
{
mqttClient.ping();
}
catch (MgttException e)
{
// 1if something goes wrong, it should result in connectionLost
// being called, so we will handle it there
Log.e("mqtt", "ping failed - MQTT exception", e);
// assume the client connection is broken - trash it
try {
mgttClient.disconnect();
}
catch (MgttPersistenceException el) {
Log.e("mqtt", "disconnect failed - persistence exception", el);
}
// reconnect
if (connectToBroker()) {
subscribeToTopic(topicName);
}
}
// start the next keep alive period
scheduleNextPing();
}
}
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/************************************************************************/

/*  APP SPECIFIC - stuff that would vary for different uses of MQTT */
/************************************************************************/

// apps that handle very small amounts of data - e.g. updates and

// notifications that don't need to be persisted if the app / phone

// is restarted etc. may find it acceptable to store this data in a

// variable in the Service

// that's what I'm doing in this sample: storing it in a local hashtable
// 1f you are handling larger amounts of data, and/or need the data to
// be persisted even if the app and/or phone is restarted, then

//  you need to store the data somewhere safely

// see http://developer.android.com/guide/topics/data/data-storage.html
// for your storage options - the best choice depends on your needs

// stored internally

private Hashtable<String, String> dataCache = new Hashtable<String, String>();
private boolean addReceivedMessageToStore(String key, String value)

{

String previousValue = null;

if (value.length() == 0)

{
previousValue = dataCache.remove(key);
}
else
{
previousValue = dataCache.put(key, value);
}

// 1s this a new value? or am I receiving something I already knew?
// we return true if this is something new
return ((previousValue == null) ||
(previousValue.equals(value) == false));
}
// provide a public interface, so Activities that bind to the Service can
// request access to previously received messages

public void rebroadcastReceivedMessages()

{
Enumeration<String> e = dataCache.keys();
while(e.hasMoreElements())
{
String nextKey = e.nextElement();
String nextValue = dataCache.get(nextKey);
broadcastReceivedMessage(nextKey, nextValue);
}
}

/************************************************************************/

/* METHODS - internal utility methods */
/************************************************************************/

private String generateClientId()

{
// generate a unique client id if we haven't done so before, otherwise
// re-use the one we already have
if (mqttClientId == null)
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}

}

// generate a unique client ID - I'm basing this on a combination of

// the phone device id and the current timestamp

String timestamp = "" + (new Date()).getTime();

String android id = Settings.System.getString(getContentResolver(),
Secure.ANDROID_ID);

mqttClientId = timestamp + android id;

// truncate - MQTT spec doesn't allow client ids longer than 23 chars
if (mqttClientId.length() > MAX_MQTT_CLIENTID LENGTH) {

mqttClientId = mqttClientId.substring(0®, MAX_MQTT_CLIENTID LENGTH);
}

return mgttClientId;

private boolean isOnline()

{

ConnectivityManager cm =

(ConnectivityManager)getSystemService(CONNECTIVITY_ _SERVICE);

11.7

/**

¥ X X X X X K K K X X X X X X X X X ¥

*/

{
}

if(cm.getActiveNetworkInfo() != null &&

cm.getActiveNetworkInfo().isAvailable() &&
cm.getActiveNetworkInfo().isConnected())

return true;

return false;

android/src/com/owncloud/android/ui/activity
/Preferences.java

ownCloud Android client application

@author Bartek Przybylski

@author David A. Velasco

Copyright (C) 2011 Bartek Przybylski
Copyright (C) 2016 ownCloud Inc.

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License version 2,
as published by the Free Software Foundation.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

package com.owncloud.android.ui.activity;
import android.accounts.Account;

import android.accounts.AccountManager;

import android.accounts.AccountManagerCallback;
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import android.accounts.AccountManagerFuture;
import android.app.Activity;
import android.content.ComponentName;
import android.content.Context;
import android.content.Intent;
import android.content.ServiceConnection;
import android.content.SharedPreferences;
import android.content.pm.PackageInfo;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.res.Configuration;
import android.net.Uri;
import android.os.Bundle;
import android.os.Handler;
import android.os.IBinder;
import android.preference.CheckBoxPreference;
import android.preference.EditTextPreference;
import android.preference.Preference;
import android.preference.Preference.0OnPreferenceChangelListener;
import android.preference.Preference.0OnPreferenceClickListener;
import android.preference.PreferenceActivity;
import android.preference.PreferenceCategory;
import android.preference.PreferenceManager;
import android.support.annotation.LayoutRes;
import android.support.annotation.Nullable;
import android.support.v4.content.LocalBroadcastManager;
import android.support.v7.app.ActionBar;
import android.support.v7.app.AlertDialog;
import android.support.v7.app.AppCompatDelegate;
import android.support.v7.widget.Toolbar;
import android.util.Log;
import android.view.ContextMenu;
import android.view.ContextMenu.ContextMenuInfo;
import android.view.Menu;
import android.view.Menulnflater;
import android.view.MenuItem;
import android.view.View;
import android.view.ViewGroup;
import android.widget.AdapterView;
import android.widget.AdapterView.0OnItemLongClickListener;
import android.widget.ArrayAdapter;
import android.widget.ListAdapter;
import android.widget.ListView;
import android.widget.Toast;
import com.owncloud.android.BuildConfig;
import com.owncloud.android.MainApp;
import com.owncloud.android.R;
import com.owncloud.android.authentication.AccountUtils;
import com.owncloud.android.authentication.AuthenticatorActivity;
import com.owncloud.android.datamodel.FileDataStorageManager;
import com.owncloud.android.datamodel.0CFile;
import com.owncloud.android.files.FileOperationsHelper;
import com.owncloud.android.files.services.FileDownloader;
import com.owncloud.android.files.services.FileUploader;
import com.owncloud.android.lib.common.OwnCloudAccount;
import com.owncloud.android.lib.common.utils.Log 0C;
import com.owncloud.android.services.MQTTService;
import com.owncloud.android.services.OperationsService;
import com.owncloud.android.ui.RadioButtonPreference;
import com.owncloud.android.utils.DisplayUtils;
import com.owncloud.android.utils.IPAddressPreference;
Vit
* An Activity that allows the user to change the application's settings.
*

* It proxies the necessary calls via {@link android.support.v7.app.AppCompatDelegate}
to be used
* with AppCompat.
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*/
public class Preferences extends PreferenceActivity
implements AccountManagerCallback<Boolean>, ComponentsGetter {

private static final String TAG = Preferences.class.getSimpleName();
private static final int ACTION_SELECT_UPLOAD PATH = 1;
private static final int ACTION_SELECT_UPLOAD VIDEO PATH = 2;
private static final int ACTION_REQUEST_PASSCODE = 5;
private static final int ACTION_CONFIRM_PASSCODE = 6;
private CheckBoxPreference pCode;
private Preference pAboutApp;
private AppCompatDelegate mDelegate;
private PreferenceCategory mAccountsPrefCategory
private final Handler mHandler = new Handler();
private String mAccountName;
private boolean mShowContextMenu = false;
private String mUploadPath;
private PreferenceCategory mPrefInstantUploadCategory;
private Preference mPrefInstantUpload;
private Preference mPrefInstantUploadBehaviour;
private Preference mPrefInstantUploadPath;
private Preference mPrefInstantUploadPathWiFi;
private Preference mPrefInstantVideoUpload;
private Preference mPrefInstantVideoUploadPath;
private Preference mPrefInstantVideoUploadPathWiFi;
private String mUploadVideoPath;
protected FileDownloader.FileDownloaderBinder mDownloaderBinder = null;
protected FileUploader.FileUploaderBinder mUploaderBinder = null;
private ServiceConnection mDownloadServiceConnection, mUploadServiceConnection =
null;
LocalBroadcastManager broadcaster;
private IPAddressPreference mPrefBroker;
private EditTextPreference mPrefTopic;
private String mBrokerAddress;
private String mTopic;
@SuppressWarnings ("deprecation")
@Override
public void onCreate(Bundle savedInstanceState) {
getDelegate().installViewFactory();
getDelegate().onCreate(savedInstanceState);
super.onCreate(savedInstanceState);
addPreferencesFromResource(R.xml.preferences);
ActionBar actionBar = getSupportActionBar();
actionBar.setDisplayHomeAsUpEnabled(true);
actionBar.setTitle(R.string.actionbar_settings);
// For adding content description tag to a title field in the action bar
int actionBarTitlelId = getResources().getIdentifier("action bar title", "id",
"android") ;
View actionBarTitleView =
getWindow() .getDecorView().findViewById(actionBarTitleld);
if (actionBarTitleView !'= null) { // it's null in Android 2.x
getWindow() .getDecorView().findViewById(actionBarTitleld).
setContentDescription(getString(R.string.actionbar_settings));

null;

}

final Activity current preference activity = this;
mPrefBroker = (IPAddressPreference) findPreference("broker");
mPrefBroker.setOnPreferenceChangelListener(new OnPreferenceChangeListener() {
@Override
public boolean onPreferenceChange(Preference preference,Object object) {
mBrokerAddress = mPrefBroker.getEditText().getText().toString();
mPrefBroker.setText (mBrokerAddress) ;
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SharedPreferences preferences =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());

SharedPreferences.Editor editor = preferences.edit();

editor.putString("brokerHostName", mBrokerAddress); // amo@niksvon tnc
aAdayuévng 61ev0vvonc tov Broker.

editor.commit();

Intent intent = new Intent (Preferences.this, MQTTService.class);

intent.setAction("com.owncloud.preferences.update_mqtt");

intent.putExtra("brokerHostName" , mBrokerAddress);

intent.putExtra("topicName" ,mTopic);

LocalBroadcastManager.getInstance(current preference activity).sendBroadcast(intent);
Log.v(TAG,"Just sent the new broker address "+mBrokerAddress);
return false;

}
});
mPrefTopic = (EditTextPreference) findPreference('"topic");
mPrefTopic.setOnPreferenceChangeListener(new OnPreferenceChangeListener() {
@Override
public boolean onPreferenceChange(Preference preference,Object object) {
//mPrefBroker.getSharedPreferences().getString(mBrokerAddress,null);
mTopic = mPrefTopic.getEditText().getText().toString();
mPrefTopic.setText(mTopic);
SharedPreferences preferences =

PreferenceManager.getDefaultSharedPreferences (getApplicationContext());
SharedPreferences.Editor editor = preferences.edit();
editor.putString("topicName", mTopic); // AM0OAKeVON TOU aVAVEWUEVOD

6éuatoc MQTT
editor.commit();

Intent intent = new Intent (Preferences.this, MQTTService.class);
intent.setAction("com.owncloud.preferences.update_mqtt");
intent.putExtra("brokerHostName" K mBrokerAddress);
intent.putExtra("topicName",mTopic);

LocalBroadcastManager.getInstance(current preference activity).sendBroadcast(intent);
Log.Vv(TAG,"Just sent the topic, which is "+mTopic);
return false;
}
1}
// Load the accounts category for adding the list of accounts
mAccountsPrefCategory = (PreferenceCategory)
findPreference("accounts_category");
ListView listView = getListView();
listView.setOnItemLongClickListener(new OnItemLongClickListener() {
@Override
public boolean onItemLongClick(AdapterView<?> parent, View view, int
position, long id) {
ListView listView = (ListView) parent;
ListAdapter listAdapter = listView.getAdapter();
Object obj = listAdapter.getItem(position);
if (obj != null && obj instanceof RadioButtonPreference) {
mShowContextMenu = true;
mAccountName = ((RadioButtonPreference) obj).getKey();
String[] items = {
getResources().getString(R.string.change_password),
getResources().getString(R.string.delete_account)
}
final AlertDialog.Builder alertDialogBuilder = new
AlertDialog.Builder(Preferences.this);
View convertView =
getLayoutInflater().inflate(R.layout.alert dialog list view, null);
alertDialogBuilder.setView(convertView);
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ListView lv = (ListView) convertView.findViewById(R.id.list);
ArrayAdapter<String> adapter = new ArrayAdapter<String>(
Preferences.this,R.layout.simple_dialog list_item,items);
lv.setAdapter(adapter);
//Setup proper inline listener
final AlertDialog alertDialog = alertDialogBuilder.create();
lv.setOnItemClickListener(new AdapterView.OnItemClickListener() {
@Override
public void onItemClick(AdapterView<?> parent, View view, int
position, long id) {
AccountManager am = (AccountManager)
getSystemService (ACCOUNT_SERVICE);
Account accounts[] =
am.getAccountsByType(MainApp.getAccountType());
for (Account a : accounts) {
if (a.name.equals(mAccountName)) {
if (position==0) {
// Change account password
Intent updateAccountCredentials = new
Intent(Preferences.this, AuthenticatorActivity.class);

updateAccountCredentials.putExtra(AuthenticatorActivity.EXTRA_ACCOUNT, a);
updateAccountCredentials.putExtra(AuthenticatorActivity.EXTRA_ACTION,

AuthenticatorActivity.ACTION_UPDATE_TOKEN) ;
startActivity(updateAccountCredentials);

alertDialog.cancel();

} else if (position==1) {
// Remove account
am. removeAccount(a, Preferences.this,

mHandler) ;
Log 0C.d(TAG, "Remove an account " +

a.name) ;
alertDialog.cancel();
}
}
}
}
})s
alertDialog.show();
View.OnLongClickListener longListener = (View.OnLongClickListener)
obj;
return longListener.onLongClick(view);
}
return false;
}
})s

// Load package info
String temp;
try {
PackageInfo pkg = getPackageManager().getPackageInfo(getPackageName(), 0);
temp = pkg.versionName;
} catch (NameNotFoundException e) {
temp = "";
Log 0C.e(TAG, "Error while showing about dialog", e);
}

final String appVersion = temp;

// Register context menu for list of preferences.
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registerForContextMenu(getListView());
pCode = (CheckBoxPreference)
findPreference(PassCodeActivity.PREFERENCE SET_PASSCODE) ;
if (pCode != null){
pCode.setOnPreferenceChangeListener(new OnPreferenceChangelListener() {
@Override
public boolean onPreferenceChange(Preference preference, Object
newValue) {
Intent i = new Intent(getApplicationContext(),
PassCodeActivity.class);
Boolean incoming = (Boolean) newValue;
i.setAction(
incoming.booleanValue() ?
PassCodeActivity.ACTION_REQUEST WITH_RESULT :
PassCodeActivity.ACTION_CHECK WITH_RESULT
)i
startActivityForResult(i, incoming.booleanValue() ?
ACTION_REQUEST_PASSCODE :
ACTION_CONFIRM_PASSCODE) ;
// Don't update just yet, we will decide on it in onActivityResult
return false;
}
3

}
PreferenceCategory preferenceCategory = (PreferenceCategory)
findPreference("more");

boolean helpEnabled = getResources().getBoolean(R.bool.help_enabled);
Preference pHelp = findPreference("help");
if (pHelp !'= null ){
if (helpEnabled) {
pHelp.setOnPreferenceClickListener(new OnPreferenceClickListener() {
@Override
public boolean onPreferenceClick(Preference preference) {
String helpWeb  =(String) getText(R.string.url_help);
if (helpWeb != null && helpWeb.length() > 0) {
Uri uriUrl = Uri.parse(helpWeb);
Intent intent = new Intent(Intent.ACTION_VIEW, uriUrl);
startActivity(intent);
}

return true;

});
} else {
preferenceCategory.removePreference(pHelp);

}
}

boolean recommendEnabled = getResources().getBoolean(R.bool.recommend_enabled);
Preference pRecommend = findPreference("recommend");
if (pRecommend '= null){
if (recommendEnabled) {
pRecommend.setOnPreferenceClickListener(new OnPreferenceClickListener()

@Override

public boolean onPreferenceClick(Preference preference) {
Intent intent = new Intent(Intent.ACTION_SENDTO);
intent.setType("text/plain");
intent.setData(Uri.parse(getString(R.string.mail_recommend)));
intent.addFlags(Intent.FLAG_ACTIVITY_NEW_TASK);
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String appName = getString(R.string.app_name);

String downloadUrl = getString(R.string.url_app_download) ;

String recommendSubject =
String.format(getString(R.string.recommend_subject),
appName) ;

String recommendText =

String.format(getString(R.string.recommend_text),

appName, downloadUrl);

intent.putExtra(Intent.EXTRA_SUBJECT, recommendSubject);
intent.putExtra(Intent.EXTRA_TEXT, recommendText);
startActivity(intent);

return(true);

1)
} else {
preferenceCategory.removePreference(pRecommend);

}
}

boolean feedbackEnabled = getResources().getBoolean(R.bool. feedback_enabled) ;
Preference pFeedback = findPreference("feedback");
if (pFeedback !'= null){
if (feedbackEnabled) {
pFeedback.setOnPreferenceClickListener(new OnPreferenceClickListener()

@Override

public boolean onPreferenceClick(Preference preference) {
String feedbackMail =(String)

getText(R.string.mail_feedback) ;
String feedback =(String) getText(R.string.prefs_feedback) +
" - android v" + appVersion;

Intent intent = new Intent(Intent.ACTION_SENDTO);
intent.setType("text/plain™);
intent.putExtra(Intent.EXTRA_SUBJECT, feedback);

intent.setData(Uri.parse(feedbackMail));
intent.addFlags(Intent.FLAG_ACTIVITY_NEW_TASK);
startActivity(intent);

return true;

});
} else {
preferenceCategory.removePreference(pFeedback);
}

}
boolean loggerEnabled = getResources().getBoolean(R.bool.logger_enabled) ||
BuildConfig.DEBUG;
Preference pLogger = findPreference("logger");
if (pLogger != null){
if (loggerEnabled) {
pLogger.setOnPreferenceClickListener(new OnPreferenceClickListener() {
@Override
public boolean onPreferenceClick(Preference preference) {
Intent loggerIntent = new Intent(getApplicationContext(),
LogHistoryActivity.class);
startActivity(loggerIntent);
return true;
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});
} else {
preferenceCategory.removePreference(pLogger);

}
}
boolean imprintEnabled = getResources().getBoolean(R.bool.imprint_enabled);
Preference pImprint = findPreference("imprint");

if (pImprint !'= null) {
if (imprintEnabled) {
pImprint.setOnPreferenceClickListener(new OnPreferenceClickListener() {
@Override
public boolean onPreferenceClick(Preference preference) {
String imprintWeb = (String) getText(R.string.url_imprint);
if (imprintWeb != null && imprintWeb.length() > 0) {
Uri uriUrl = Uri.parse(imprintWeb);
Intent intent = new Intent(Intent.ACTION_VIEW, uriUrl);
startActivity(intent);
}
//ImprintDialog.newInstance(true).show(preference.get,
"IMPRINT DIALOG");
return true;
}
})s
} else {
preferenceCategory.removePreference(pImprint);
}
}
mPrefInstantUploadPath = findPreference("instant _upload path");
if (mPrefInstantUploadPath != null){
mPrefInstantUploadPath.setOnPreferenceClickListener(new
OnPreferenceClickListener() {
@Override
public boolean onPreferenceClick(Preference preference) {
if (!mUploadPath.endsWith(OCFile.PATH_SEPARATOR)) {
mUploadPath += OCFile.PATH_SEPARATOR;
}

Intent intent = new Intent(Preferences.this,

UploadPathActivity.class);
intent.putExtra(UploadPathActivity.KEY_INSTANT_UPLOAD_PATH,

mUploadPath);
startActivityForResult(intent, ACTION_SELECT _UPLOAD PATH);

return true;
}
})s
}

mPrefInstantUploadCategory =
(PreferenceCategory) findPreference("instant_uploading category");

mPrefInstantUploadPathWiFi = findPreference("instant_upload_on_wifi");
mPrefInstantUpload = findPreference("instant_uploading");

toggleInstantPictureOptions(((CheckBoxPreference)
mPrefInstantUpload).isChecked());

mPrefInstantUpload.setOnPreferenceChangelListener(new
OnPreferenceChangeListener() {

@Override
public boolean onPreferenceChange(Preference preference, Object newValue) {

toggleInstantPictureOptions((Boolean) newValue);
toggleInstantUploadBehaviour(
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((CheckBoxPreference)mPrefInstantVideoUpload) .isChecked(),
(Boolean) newValue);
return true;

});

mPrefInstantVideoUploadPath = findPreference("instant_video_upload_path");
if (mPrefInstantVideoUploadPath != null){
mPrefInstantVideoUploadPath.setOnPreferenceClickListener (new
OnPreferenceClickListener() {
@Override
public boolean onPreferenceClick(Preference preference) {
if (!mUploadVideoPath.endsWith(OCFile.PATH_SEPARATOR)) {
mUploadVideoPath += OCFile.PATH_SEPARATOR;
}
Intent intent = new Intent(Preferences.this,
UploadPathActivity.class);
intent.putExtra(UploadPathActivity.KEY_INSTANT_UPLOAD_PATH,
mUploadVideoPath);
startActivityForResult(intent,
ACTION SELECT UPLOAD VIDEO PATH);
return true;
}
1)
}

mPrefInstantVideoUploadPathWiFi =
findPreference("instant_video upload on wifi");

mPrefInstantVideoUpload = findPreference("instant_video_uploading");

toggleInstantVideoOptions(((CheckBoxPreference)
mPrefInstantVideoUpload).isChecked());

mPrefInstantVideoUpload.setOnPreferenceChangelListener(new
OnPreferenceChangelListener() {
@Override
public boolean onPreferenceChange(Preference preference, Object newValue) {
toggleInstantVideoOptions((Boolean) newValue);
toggleInstantUploadBehaviour(
(Boolean) newValue,
((CheckBoxPreference) mPrefInstantUpload).isChecked());
return true;
}
3
mPrefInstantUploadBehaviour = findPreference("prefs_instant_behaviour");
togglelnstantUploadBehaviour(
((CheckBoxPreference)mPrefInstantVideoUpload).isChecked(),
((CheckBoxPreference)mPrefInstantUpload).isChecked());
/* About App */
pAboutApp = (Preference) findPreference("about_app");
if (pAboutApp '= null) {
pAboutApp.setTitle(String. format(getString(R.string.about _android),
getString(R.string.app_name)));
pAboutApp.setSummary(String. format(getString(R.string.about_version),
appVersion));

loadInstantUploadPath();
loadInstantUploadVideoPath();
/* ComponentsGetter */
mDownloadServiceConnection = newTransferenceServiceConnection();
if (mDownloadServiceConnection !'= null) {
bindService(new Intent(this, FileDownloader.class),
mDownloadServiceConnection,
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Context.BIND_AUTO_CREATE);

}
mUploadServiceConnection = newTransferenceServiceConnection();
if (mUploadServiceConnection != null) {
bindService(new Intent(this, FileUploader.class), mUploadServiceConnection,
Context.BIND AUTO CREATE);
}

}

private void toggleInstantPictureOptions(Boolean value){
if (value){
mPrefInstantUploadCategory.addPreference(mPrefInstantUploadPathWiFi);
mPrefInstantUploadCategory.addPreference(mPrefInstantUploadPath);
} else {
mPrefInstantUploadCategory.removePreference(mPrefInstantUploadPathWiFi);
mPrefInstantUploadCategory.removePreference(mPrefInstantUploadPath);

}

private void toggleInstantVideoOptions(Boolean value){
if (value){
mPrefInstantUploadCategory.addPreference(mPrefInstantVideoUploadPathWiFi);
mPrefInstantUploadCategory.addPreference(mPrefInstantVideoUploadPath);
} else {

mPrefInstantUploadCategory.removePreference(mPrefInstantVideoUploadPathWiFi);
mPrefInstantUploadCategory.removePreference(mPrefInstantVideoUploadPath);

}
}
private void toggleInstantUploadBehaviour(Boolean video, Boolean picture){
if (picture || video){
mPrefInstantUploadCategory.addPreference(mPrefInstantUploadBehaviour);
} else {
mPrefInstantUploadCategory.removePreference(mPrefInstantUploadBehaviour);
}
}
@Override

public void onCreateContextMenu(ContextMenu menu, View v, ContextMenuInfo menulnfo)

// Filter for only showing contextual menu when long press on the

// accounts

if (mShowContextMenu) {
getMenuInflater().inflate(R.menu.account_picker _long click, menu);
mShowContextMenu = false;

}

super.onCreateContextMenu(menu, v, menulnfo);
}
@Override

public void run(AccountManagerFuture<Boolean> future) {
if (future.isDone()) {
// after remove account
Account account = new Account(mAccountName, MainApp.getAccountType());
if (!'AccountUtils.exists(account, MainApp.getAppContext())) {
// Cancel tranfers
if (mUploaderBinder != null) {
mUploaderBinder.cancel(account);

}

if (mDownloaderBinder !'= null) {
mDownloaderBinder.cancel(account);

}
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Account a = AccountUtils.getCurrentOwnCloudAccount(this);
String accountName = "";
if (a == null) {
Account[] accounts = AccountManager.get(this)
.getAccountsByType(MainApp.getAccountType());
if (accounts.length != 0)
accountName = accounts[0].name;
AccountUtils.setCurrentOwnCloudAccount (this, accountName);
}
addAccountsCheckboxPreferences();
}
}
@Override
protected void onResume() {
super.onResume() ;
SharedPreferences appPrefs =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());
boolean state = appPrefs.getBoolean(PassCodeActivity.PREFERENCE SET_PASSCODE,

false);
pCode.setChecked(state);
// Populate the accounts category with the list of accounts
addAccountsCheckboxPreferences();
}
@Override

public boolean onCreateOptionsMenu(Menu menu) {
super.onCreateOptionsMenu(menu);
return true;
}
@Override
public boolean onMenuItemSelected(int featureId, Menultem item) {
super.onMenultemSelected(featureld, item);
Intent intent;
switch (item.getItemId()) {
case android.R.id.home:
intent = new Intent(getBaseContext(), FileDisplayActivity.class);
intent.addFlags(Intent.FLAG_ACTIVITY_CLEAR_TOP);
startActivity(intent);
break;
default:
Log O0C.w(TAG, "Unknown menu item triggered");
return false;

}

return true;
}
@Override

protected void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);
if (requestCode == ACTION_SELECT UPLOAD PATH && resultCode == RESULT OK){
OCFile folderToUpload =
(OCFile) data.getParcelableExtra(UploadPathActivity.EXTRA_FOLDER);
mUploadPath = folderToUpload.getRemotePath();
mUploadPath = DisplayUtils.getPathWithoutLastSlash(mUploadPath);
// Show the path on summary preference
mPrefInstantUploadPath.setSummary(mUploadPath);
saveInstantUploadPathOnPreferences();
} else if (requestCode == ACTION_SELECT_UPLOAD_VIDEO PATH && resultCode ==
RESULT_0K){
OCFile folderToUploadVideo =
(OCFile) data.getParcelableExtra(UploadPathActivity.EXTRA_FOLDER);
mUploadVideoPath = folderToUploadVideo.getRemotePath();
mUploadVideoPath = DisplayUtils.getPathWithoutLastSlash(mUploadVideoPath);
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// Show the video path on summary preference
mPrefInstantVideoUploadPath.setSummary(mUploadVideoPath);
saveInstantUploadVideoPathOnPreferences();

} else if (requestCode == ACTION_REQUEST_PASSCODE && resultCode == RESULT_OK) {
String passcode = data.getStringExtra(PassCodeActivity.KEY_ PASSCODE) ;
if (passcode != null && passcode.length() == 4) {

SharedPreferences.Editor appPrefs = PreferenceManager

.getDefaultSharedPreferences (getApplicationContext()).edit();
for (int 1 = 1; 1 <= 4; ++1i) {
appPrefs.putString(PassCodeActivity.PREFERENCE PASSCODE D + i,

passcode.substring(i-1, 1i));

}

appPrefs.putBoolean(PassCodeActivity.PREFERENCE _SET PASSCODE, true);

appPrefs.commit();

Toast.makeText (this, R.string.pass code stored,
Toast.LENGTH_LONG) .show() ;

}
} else if (requestCode == ACTION_CONFIRM_PASSCODE && resultCode == RESULT O0K) {
if (data.getBooleanExtra(PassCodeActivity.KEY CHECK RESULT, false)) {
SharedPreferences.Editor appPrefs = PreferenceManager
.getDefaultSharedPreferences (getApplicationContext()).edit();
appPrefs.putBoolean(PassCodeActivity.PREFERENCE _SET _PASSCODE, false);
appPrefs.commit();
Toast.makeText (this, R.string.pass code removed,
Toast.LENGTH_LONG) .show() ;
}
}
}
public ActionBar getSupportActionBar() {
return getDelegate().getSupportActionBar();
}
public void setSupportActionBar(@Nullable Toolbar toolbar) {
getDelegate().setSupportActionBar(toolbar);
}
@Override
public MenuInflater getMenuInflater() {
return getDelegate().getMenuInflater();
}
@Override
public void setContentView(@LayoutRes int layoutResID) {
getDelegate().setContentView(layoutResID);
}
@Override
public void setContentView(View view) {
getDelegate().setContentView(view);
}
@Override
public void setContentView(View view, ViewGroup.LayoutParams params) {
getDelegate().setContentView(view, params);
}
@Override
public void addContentView(View view, ViewGroup.LayoutParams params) {
getDelegate().addContentView(view, params);
}
@Override
protected void onPostResume() {
super.onPostResume();
getDelegate() .onPostResume();
}
@Override
protected void onTitleChanged(CharSequence title, int color) {
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super.onTitleChanged(title, color);
getDelegate().setTitle(title);

}

@Override

public void onConfigurationChanged(Configuration newConfig) {
super.onConfigurationChanged(newConfig);
getDelegate().onConfigurationChanged(newConfig);

}

@Override

protected void onPostCreate(Bundle savedInstanceState) {
super.onPostCreate(savedInstanceState);
getDelegate().onPostCreate(savedInstanceState);

}
@Override
protected void onDestroy() {
if (mDownloadServiceConnection !'= null) {
unbindService(mDownloadServiceConnection);
mDownloadServiceConnection = null;
}
if (mUploadServiceConnection != null) {
unbindService(mUploadServiceConnection);
mUploadServiceConnection = null;
}
super.onDestroy();
getDelegate().onDestroy();
}
@Override

protected void onStop() {
super.onStop();
getDelegate().onStop();
}
public void invalidateOptionsMenu() {
getDelegate().invalidateOptionsMenu();
}
private AppCompatDelegate getDelegate() {
if (mDelegate == null) {
mDelegate = AppCompatDelegate.create(this, null);

}
return mDelegate;
}
/xx
* Create the list of accounts that has been added into the app
*/

@SuppressWarnings ("deprecation")
private void addAccountsCheckboxPreferences() {
// Remove accounts in case list is refreshing for avoiding to have
// duplicate items
if (mAccountsPrefCategory.getPreferenceCount() > 0) {
mAccountsPrefCategory.removeAll();
}
AccountManager am = (AccountManager) getSystemService(ACCOUNT_SERVICE);
Account accounts[] = am.getAccountsByType(MainApp.getAccountType());
Account currentAccount =
AccountUtils.getCurrentOwnCloudAccount (getApplicationContext());
if (am.getAccountsByType(MainApp.getAccountType()).length == 0) {
// Show create account screen if there isn't any account
am.addAccount (MainApp.getAccountType(), null, null, null, this,
null,
null);

else {
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OwnCloudAccount oca;
for (Account a : accounts) {
RadioButtonPreference accountPreference = new
RadioButtonPreference(this);
accountPreference.setKey(a.name) ;
try {
oca = new OwnCloudAccount(a, this);
accountPreference.setTitle(
oca.getDisplayName() + " @ " +

DisplayUtils.convertIdn(a.name.substring(a.name.lastIndex0f("@") + 1), false)
)i
} catch (Exception e) {
Log 0C.w(
TAG,
"Account not found right after being read :\\ ; using account
name instead of display name"
)i
// Handle internationalized domain names
accountPreference.setTitle(DisplayUtils.convertIdn(a.name,
false));
}

mAccountsPrefCategory.addPreference(accountPreference);
// Check the current account that is being used
if (a.name.equals(currentAccount.name)) {
accountPreference.setChecked(true);
} else {
accountPreference.setChecked(false);
}
accountPreference.setOnPreferenceChangelListener(new
OnPreferenceChangelListener() {
@Override
public boolean onPreferenceChange(Preference preference, Object
newValue) {
String key = preference.getKey();
AccountManager am = (AccountManager)
getSystemService (ACCOUNT_SERVICE);
Account accounts[] =
am.getAccountsByType(MainApp.getAccountType());
for (Account a : accounts) {
RadioButtonPreference p =
(RadioButtonPreference) findPreference(a.name);
if (key.equals(a.name)) {
boolean accountChanged = !p.isChecked();
p.setChecked(true);
AccountUtils.setCurrentOwnCloudAccount (
getApplicationContext(),
a.name
)
if (accountChanged) {
// restart the main activity
Intent i = new Intent(
Preferences.this,
FileDisplayActivity.class
)
i.addFlags(Intent.FLAG_ACTIVITY_CLEAR TOP);
i.addFlags (Intent.FLAG_ACTIVITY SINGLE TOP);
startActivity(i);
} else {
finish();
}
} else {
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p.setChecked(false);

}
}
return (Boolean) newValue;
}
1)
}

// Add Create Account preference at the end of account list if

// Multiaccount is enabled

if (getResources().getBoolean(R.bool.multiaccount support)) {
createAddAccountPreference();

}
}

/**
* Create the preference for allow adding new accounts
*/
private void createAddAccountPreference() {
Preference addAccountPref = new Preference(this);
addAccountPref.setKey("add_account");
addAccountPref.setTitle(getString(R.string.prefs_add _account));
mAccountsPrefCategory.addPreference(addAccountPref);
addAccountPref.setOnPreferenceClickListener(new OnPreferenceClickListener() {
@Override
public boolean onPreferenceClick(Preference preference) {
AccountManager am = AccountManager.get(getApplicationContext());
am.addAccount (MainApp.getAccountType(), null, null, null,
Preferences.this,
null, null);
return true;

1)
}

/**
* Load upload path set on preferences
*/
private void loadInstantUploadPath() {
SharedPreferences appPrefs =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());
mUploadPath = appPrefs.getString("instant_upload_path",
getString(R.string.instant_upload_path));
mPrefInstantUploadPath.setSummary(mUploadPath) ;
}
/**
* Save the "Instant Upload Path" on preferences
*/
private void savelnstantUploadPathOnPreferences() {
SharedPreferences appPrefs =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());
SharedPreferences.Editor editor = appPrefs.edit();
editor.putString("instant_upload_path", mUploadPath);
editor.commit();
}
/**
* Load upload video path set on preferences
*/
private void loadInstantUploadVideoPath() {
SharedPreferences appPrefs =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());

mUploadVideoPath = appPrefs.getString("instant_video_upload_path",
getString(R.string.instant _upload path));
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mPrefInstantVideoUploadPath.setSummary(mUploadVideoPath);
}

/**
* Save the "Instant Video Upload Path" on preferences
*/
private void savelnstantUploadVideoPathOnPreferences() {
SharedPreferences appPrefs =
PreferenceManager.getDefaultSharedPreferences (getApplicationContext());
SharedPreferences.Editor editor = appPrefs.edit();
editor.putString("instant video upload path", mUploadVideoPath);
editor.commit();
}
// Methods for ComponetsGetter
@Override
public FileDownloader.FileDownloaderBinder getFileDownloaderBinder() {
return mDownloaderBinder;
}
@Override
public FileUploader.FileUploaderBinder getFileUploaderBinder() {
return mUploaderBinder;
}
@Override
public OperationsService.OperationsServiceBinder getOperationsServiceBinder() {
return null;
}
@Override
public FileDataStorageManager getStorageManager() {
return null;
}
@Override
public FileOperationsHelper getFileOperationsHelper() {
return null;
}
protected ServiceConnection newTransferenceServiceConnection() {
return new PreferencesServiceConnection();
}
/** Defines callbacks for service binding, passed to bindService() */
private class PreferencesServiceConnection implements ServiceConnection {
@Override
public void onServiceConnected(ComponentName component, IBinder service) {
if (component.equals(new ComponentName(Preferences.this,
FileDownloader.class))) {
mDownloaderBinder = (FileDownloader.FileDownloaderBinder) service;
} else if (component.equals(new ComponentName(Preferences.this,
FileUploader.class))) {
Log 0C.d(TAG, "Upload service connected");
mUploaderBinder = (FileUploader.FileUploaderBinder) service;

} else {
return;
}
}
@Override

public void onServiceDisconnected(ComponentName component) {
if (component.equals(new ComponentName(Preferences.this,
FileDownloader.class))) {

Log 0C.d(TAG, "Download service suddenly disconnected");
mDownloaderBinder = null;

} else if (component.equals(new ComponentName(Preferences.this,

FileUploader.class))) {

Log 0C.d(TAG, "Upload service suddenly disconnected");
mUploaderBinder = null;
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11.8 android/res/xml/preferences.xml

<?xml version="1.0" encoding="utf-8"?>
<!--
ownCloud Android client application
Copyright (C) 2012 Bartek Przybylski
Copyright (C) 2015 ownCloud Inc.
This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License version 2,
as published by the Free Software Foundation.
This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.
You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.
-->
<PreferenceScreen xmlns:android="http://schemas.android.com/apk/res/android" >
<PreferenceCategory android:title="@string/prefs_category_accounts"
android:key="accounts_category">
</PreferenceCategory>
<PreferenceCategory android:title="@string/prefs_category mqtt"
android:key="mqtt_category">
<com.owncloud.android.utils.IPAddressPreference
android:key="broker"
android:title="@string/broker_address"
android:summary="@string/broker_address_summary"
android:defaultValue="192.168.1.6"
android:inputType="text"/>
<EditTextPreference android:key="topic"
android:title="@string/topic_name"
android:summary="@string/broker_address_summary"
android:defaultValue="SYS/disk"
android:inputType="text" />
</PreferenceCategory>
<PreferenceCategory android:title="@string/prefs_category_instant_uploading"
android:key="instant_uploading_category">
<com.owncloud.android.ui.CheckBoxPreferenceWithLongTitle
android:key="instant_uploading"
android:title="@string/prefs_instant_upload"
android:summary="@string/prefs_instant_upload_summary"/>
<com.owncloud.android.ui.PreferenceWithLongSummary
android:title="@string/prefs_instant_upload_path_title"
android:key="instant_upload_path" />
<com.owncloud.android.ui.CheckBoxPreferenceWithLongTitle
android:title="@string/instant_upload_on_wifi"
android:key="instant_upload_on_wifi"/>
<com.owncloud.android.ui.CheckBoxPreferenceWithLongTitle
android:key="instant_video_uploading"
android:title="@string/prefs_instant_video_ upload"

android:summary="@string/prefs_instant_video_upload_summary" />
<com.owncloud.android.ui.PreferenceWithLongSummary
android:title="@string/prefs_instant_video_upload_path_title"
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android:key="instant_video_upload_path" />
<com.owncloud.android.ui.CheckBoxPreferenceWithLongTitle
android:title="@string/instant_video_upload_on_wifi"
android:key="instant_video_upload_on_wifi"/>
<com.owncloud.android.ui.dialog.OwnCloudListPreference
android:key="prefs_instant_behaviour"
android:dialogTitle="@string/prefs_instant_behaviour_dialogTitle"
android:title="@string/prefs_instant_behaviour_title"
android:entries="@array/pref_behaviour_entries"
android:entryValues="@array/pref_behaviour_entryValues"
android:defaultValue="NOTHING"
android:summary="%s"
/>
<!-- DISABLED FOR RELEASE UNTIL FIXED
CheckBoxPreference android:key="log to file"
android:title="@string/prefs log title"
android:summary="@string/prefs log summary"/>
<Preference android:key="log history"
android:title="@string/prefs log title history"
android:summary="@string/prefs _log summary history"/ -->

</PreferenceCategory>
<PreferenceCategory android:title="@string/prefs_category_details">
<android.preference.CheckBoxPreference android:title="@string/prefs_passcode"
android:key="set pincode" />
</PreferenceCategory>

<PreferenceCategory android:title="@string/prefs_category _more" android:key="more">
<Preference android:title="@string/prefs_help" android:key="help" />
<Preference android:title="@string/prefs_recommend" android:key="recommend" />
<Preference android:title="@string/prefs_feedback" android:key="feedback" />
<Preference android:title="@string/actionbar_logger" android:key="1logger" />
<Preference android:title="@string/prefs_imprint" android:key="imprint" />
<Preference android:title="@string/about_title" android:id="@+id/about_app"

android:key="about_app" />
</PreferenceCategory>

</PreferenceScreen>
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ECumtnpetnTA
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To napakdtw apyeio mpénel va Bpioketon otn tonobeoia /etc/ssl/openssl.cnf

OpenSSL example configuration file.
This is mostly being used for generation of certificate requests.

H H H

# This definition stops the following lines choking if HOME isn't
# defined.

HOME =
RANDFILE

SENV: :HOME/.rnd

# Extra OBJECT IDENTIFIER info:
foid file = SENV::HOME/.oid
oid_section new_oids

To use this configuration file with the "-extfile" option of the
"openssl x509" utility, name here the section containing the
X.509v3 extensions to use:

extensions =

(Alternatively, use a configuration file that has only

X.509v3 extensions in its main [= default] section.)

HH= H= H H H

[ new oids ]

We can add new OIDs in here for use by 'ca', 'req' and 'ts'.
Add a simple OID like this:

testoidl=1.2.3.4

Or use config file substitution like this:
testoid2=${testoidl}.5.6

H H H H S

# Policies used by the TSA examples.
tsa policyl =
tsa_policy2 =
tsa_policy3

o e
. e
NN
. e e
w w w

.
NGNS

.
[S 3T, =

.4.5.6
.4.5.7

FHRAFAARAAAARRAFRAAAARAEFRRFAFRAAFAREFRARAARFAAARFAFRAAAR A A RS RIHS
[ ca ]
default ca = CA default # The default ca section

HHEEHHHE A AR A A S SRS A R A A R
[ CA default ]

dir = /root/SSLCertAuth # Where everything is kept

certs = $dir/certs # Where the issued certs are kept
crl dir = $dir/crl # Where the issued crl are kept
database = $dir/index.txt # database index file.

#unique subject = no # Set to 'no' to allow creation of

# several ctificates with same subject.
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new_certs_dir $dir/newcerts # default place for new certs.

certificate = $dir/cacert.pem # The CA certificate
serial = S$dir/serial # The current serial number
crlnumber = $dir/crlnumber # the current crl number

# must be commented out to leave a V1 CRL
crl = $dir/crl.pem # The current CRL
private key = $dir/private/cakey.pem# The private key
RANDFILE = $dir/private/.rand # private random number file
x509_extensions = usr_cert # The extentions to add to the cert
# Comment out the following two lines for the "traditional"

# (and highly broken) format.

name_opt = ca_default # Subject Name options
cert_opt = ca_default # Certificate field options
# Extension copying option: use with caution.

# copy extensions = copy

# Extensions to add to a CRL. Note: Netscape communicator chokes on V2 CRLs
# so this is commented out by default to leave a V1 CRL.

# crlnumber must also be commented out to leave a V1 CRL.

# crl_extensions = crl_ext

default days = 3650 # how long to certify for

default crl days= 30
default md default
preserve no

# how long before next CRL
# use public key default MD
# keep passed DN ordering

# A few difference way of specifying how similar the request should look
# For type CA, the listed attributes must be the same, and the optional
# and supplied fields are just that :-)

policy policy match

# For the CA policy
[ policy match ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = optional
commonName = supplied
emailAddress = optional
# For the 'anything' policy

# At this point in time, you must list all acceptable 'object'
# types.
[ policy anything ]

countryName = optional
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

FHESHFEA R EES SRS
[ req ]

BHEHHEAEA A A AR RS AR R R R



default bits = 2048

default keyfile privkey.pem

distinguished name = req_distinguished name

attributes req_attributes

x509_extensions v3_ca # The extentions to add to the self signed cert

# Passwords for private keys if not present they will be prompted for
# input password = secret

# output password = secret

# This sets a mask for permitted string types. There are several options.

# default: PrintableString, T61String, BMPString.

# pkix : PrintableString, BMPString (PKIX recommendation before 2004)
# utf8only: only UTF8Strings (PKIX recommendation after 2004).

# nombstr : PrintableString, T61String (no BMPStrings or UTF8Strings).

# MASK:XXXX a literal mask value.

# WARNING: ancient versions of Netscape crash on BMPStrings or UTF8Strings.

string mask = utf8only
# req extensions = v3 req # The extensions to add to a certificate request

[ req distinguished name ]

countryName = Country Name (2 letter code)

countryName default = GR

countryName min = 2

countryName max = 2

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName default = Some-State

localityName = Locality Name (eg, city)
0.organizationName = Organization Name (eg, company)
0.organizationName default = Internet Widgits Pty Ltd

# we can do this but it is not needed normally :-)
#l.organizationName = Second Organization Name (eg, company)
#l.organizationName default = World Wide Web Pty Ltd

organizationalUnitName Organizational Unit Name (eg, section)
#organizationalUnitName default =

commonName = Common Name (e.g. server FQDN or YOUR name)
commonName max = 64
emailAddress = Email Address

emailAddress max 64

# SET-ex3 SET extension number 3

[ req_attributes ]
challengePassword

A challenge password

challengePassword min =4
challengePassword_max = 20
unstructuredName = An optional company name

[ usr_cert ]
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# These extensions are added when 'ca' signs a request.

# This goes against PKIX guidelines but some CAs do it and some software
# requires this to avoid interpreting an end user certificate as a CA.

basicConstraints=CA:FALSE

=

Here are some examples of the usage of nsCertType. If it is omitted
# the certificate can be used for anything *except* object signing.

# This is OK for an SSL server.
# nsCertType = server

# For an object signing certificate this would be used.
# nsCertType = objsign

# For normal client use this is typical
# nsCertType = client, email

# and for everything including object signing:
# nsCertType = client, email, objsign

# This is typical in keyUsage for a client certificate.
# keyUsage = nonRepudiation, digitalSignature, keyEncipherment

# This will be displayed in Netscape's comment listbox.
nsComment = "OpenSSL Generated Certificate"

# PKIX recommendations harmless if included in all certificates.
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer

This stuff is for subjectAltName and issuerAltname.
Import the email address.

subjectAltName=email : copy

An alternative to produce certificates that aren't
deprecated according to PKIX.
subjectAltName=email :move

H= H H H H

=

Copy subject details
issuerAltName=issuer:copy

=

#nsCaRevocationUrl = http://www.domain.dom/ca-crl.pem
#nsBaseUrl

#nsRevocationUrl

#nsRenewalUrl

#nsCaPolicyUrl

#nsSslServerName

# This is required for TSA certificates.
# extendedKeyUsage = critical,timeStamping

[ v3_req ]
# Extensions to add to a certificate request

basicConstraints = CA:FALSE
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keyUsage = nonRepudiation, digitalSignature, keyEncipherment

[ v3_ca ]

# Extensions for a typical CA

# PKIX recommendation.
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid:always,issuer

# This is what PKIX recommends but some broken software chokes on critical
# extensions.

#basicConstraints = critical,CA:true

# So we do this instead.

basicConstraints = CA:true

# Key usage: this is typical for a CA certificate. However since it will
# prevent it being used as an test self-signed certificate it is best

# left out by default.

# keyUsage = cRLSign, keyCertSign

# Some might want this also

# nsCertType = sslCA, emailCA

# Include email address in subject alt name: another PKIX recommendation
# subjectAltName=email :copy

# Copy issuer details

# issuerAltName=issuer:copy

# DER hex encoding of an extension: beware experts only!

# obj=DER:02:03

# Where 'obj' is a standard or added object

# You can even override a supported extension:

# basicConstraints= critical, DER:30:03:01:01:FF

[ crl_ext ]

# CRL extensions.
# Only issuerAltName and authorityKeyIdentifier make any sense in a CRL.

# issuerAltName=issuer:copy
authorityKeyIdentifier=keyid:always

proxy cert ext ]
These extensions should be added when creating a proxy certificate

H

# This goes against PKIX guidelines but some CAs do it and some software
# requires this to avoid interpreting an end user certificate as a CA.

basicConstraints=CA:FALSE

# Here are some examples of the usage of nsCertType. If it is omitted
# the certificate can be used for anything *except* object signing.
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# This is OK for an SSL server.
# nsCertType = server

# For an object signing certificate this would be used.
# nsCertType = objsign

# For normal client use this is typical
# nsCertType = client, email

# and for everything including object signing:
# nsCertType = client, email, objsign

# This is typical in keyUsage for a client certificate.
# keyUsage = nonRepudiation, digitalSignature, keyEncipherment

# This will be displayed in Netscape's comment listbox.
nsComment = "OpenSSL Generated Certificate"

# PKIX recommendations harmless if included in all certificates.
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid, issuer

This stuff is for subjectAltName and issuerAltname.
Import the email address.

subjectAltName=email : copy

An alternative to produce certificates that aren't
deprecated according to PKIX.
subjectAltName=email :move

H= H= H H H H

=

Copy subject details
# issuerAltName=issuer:copy

#nsCaRevocationUrl = http://www.domain.dom/ca-crl.pem
#nsBaseUrl

#nsRevocationUrl

#nsRenewalUrl

#nsCaPolicyUrl

#nsSslServerName

# This really needs to be in place for it to be a proxy certificate.
proxyCertInfo=critical,language:id-ppl-anyLanguage,pathlen:3,policy:foo

FHAFFHFERHESHHAAHF S HF AR A F AR A SAHH A H AR AR A R
[ tsa ]

default tsa = tsa_configl # the default TSA section
[ tsa configl ]

# These are used by the TSA reply generation only.

dir = ./demoCA # TSA root directory

serial = $dir/tsaserial # The current serial number (mandatory)
crypto_device = builtin # OpenSSL engine to use for signing
signer_cert = $dir/tsacert.pem # The TSA signing certificate

# (optional)

$dir/cacert.pem # Certificate chain to include in reply
# (optional)

$dir/private/tsakey.pem # The TSA private key (optional)

certs

signer key
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default policy = tsa_policyl # Policy if request did not specify it
# (optional)
other policies = tsa policy2, tsa _policy3 # acceptable policies (optional)
digests = md5, shal # Acceptable message digests (mandatory)
accuracy = secs:1, millisecs:500, microsecs:100 # (optional)
clock precision digits = 0 # number of digits after dot. (optional)
ordering = yes # Is ordering defined for timestamps?
# (optional, default: no)
tsa name = yes # Must the TSA name be included in the reply?
# (optional, default: no)
ess_cert_id chain = no # Must the ESS cert id chain be included?
# (optional, default: no)
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13 [Mapaptnua I - To TPWTOKOAAO
MQTT

To mpwtokoA o MQTT eivat éva eAa@pd mpwtokoAAo Bacilopevo oto TCP/IP mov dnpiovpyndnke
10 1999 ano v IBM. Eivol oxeSiaopévo ylix xprjon amd OmOpoKPLOHEVEG TomoBeoieg, Omov
QITONTEITAL 1) EKTEAEOT] EAAYIOTOL KOSIKK, 1] Y1 TIEPUTTAOCELG TIOL SeV LIIAPYEL PeEYdAo bpog {wVNC.
Boaoileton omnv apyitektovikny publish kot subscribe, omv omoia apketoi meAdrteg (Clients)
EMKOWVOWVOLV pe éva OSapecorafnty (Broker). O SwxpecoAafntig, eivon vmevBuvog yo 1o
SLOpHOPACHO HNVUHAT®V OTOVG TIEAKTEG, avAAoya pe To BEpa Tov K&Be pnvopaToG.

[Mapokdte pmopovpe va §o0pe éva mapddelypa piag Statagng pe tpelg oodntpeg, o kabévag ek
TV omoiwv emkowvwvel pe tov Broker yix éva ovykekpipévo Bépa, kol pe €va oLOTNHO
ene&epyaciog TANPoPopldV mov avtAel dedopéva and OAx Ta Bépata.

SENSOR-CLIENT SENSOR-CLIENT
o

Kipiuing

SENSOR-CLIENT BROKER

Temperature

PROCESSOR-CLIENT

=M 010101010101
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INa v enitevén g emkowvaviag petaéd MQTT client ko Broker, 1o mpwtdékoAAo xpnoipomnotel
TIG TIAPOKAT® PEBOSOLG:

Connect
[Meppével va SnpovpynBet pia ovvdeo e Tov e§umnpeT .

Disconnect
[Meprpevel va tedelwaoet o meAdtng MQTT omoladnmote SpacTnplOTNTA TOU, KAl Vo KAEIOEL |
ovvodog TCP/IP.

Subscribe
Anpovpyel pla ovvdpopn ywx éva 1 meplocotepa BEpaTar omd TOV TEEAQTN TIPOG TOV
eSummpetnn.

UnSubscribe
[Teprpéver va dnpovpynBet piax obvdeon pe tov e§unnpeTn).

Publish
Emotpépel apéomng oTo VIHA €KTEAEONG TNG EQAPHOYNG, AP0V {NTNOEL omd TOV MEAXTN
MQTT va dnpootevoeL KATIO0 HIVUHA.

'Evag client pmopei va mapakoAovbei éva 1) mepioodtepa Bépata (topics) ta omoia @rAo&evoivtat
otov broker. H emkowaavia evog client pe tov broker, kot n anootoAr] evog pnvopatog mov aAAadet
TNV TIUN €VOG BEPATOG, €XEL WG ATOTEAEGHN VX QVAVEQVOVTAL Ta §eSopEva Yo 6Aovg Toug clients
TIOL £X0VV oLVOPOUT (subscription) oTo cuykekpipevo BEpa Tov broker.

[TotdTnTEC LTINPEeaiaC

To npwtokoAAo MQTT, napéyetl Sidpopa enineda mootnTag LIINPETiag, 0,1 kat 2, TOL PTOPOVE VO
XPT|OHOTIOU|COVHE OVOAOYQ HE TNV E€QPAPLOYN HOG Y& TNV EMKOWVAOVIX TOL TEAATN HE TOV
SapecsoAafn.

H mo amAr| pébodog emkowvwviag, mov avtiotoyel ot mowdtnta vmnpeoiag 0, eivor n amAn
QMOOTOAN €VOG HNVOHOTOG, xwpilg emPefaiowon ywx v opbn Anyn touv pnvopatog. Opwg, TO
npTokoAMo MQTT moapéxel emumAéov SuvatoTNTEG Y TNV €EA0QPAAIOT TNG AMOCTOANG TWV
HNVUHAT®V.

Mia mo ovvBetn péBodog emkovaviag avuiotolkel ot mowdtnta vrnpeoiag 1. Ta pnvopata mov
OTEAVOVTQL € QLT TN modTnTa LINpeaiag, eivat fEBato d Ba peTapepBolV TOLAGKIOTOV pHix POP&
anmo TOV TEAQTN TPOG TOV EELMNPETNTH, OH®G HTOpel va peta@epBolv Kot mapanave @opés. H
XPT|0N aLTNG TNG HEBOSOV, emEEpel pla emnpocBetn KaBuoTépnomn otV EMKOVGOVIA.

TéAog, N Mo GVLVBETN Kol TIEPLOCOTEPO eyyLNHEVT HEBOSOC emKOV@VING, avTIoTOlKEL OTN TOOTNTA
vrnpeoiag 2. E6w eyyvopaote ot 10 k&Be prvopa B amootodel okpifwg pia gopa. Avt 1
gyyonon €ivatl onPavVTIKI O€ TIEPUTTAOCELG TIOV 1| AITOCTOAT| TOL UNVOLATOG TIAPATIAV® OO Piot QopEG
Ba elxe apvnTUIKG OMOTEAEOHOTA OTNV MOPEXOHEVN LMNPeoia (T.X. EVOLOT) GUVAYEPHOL, €KKIvion
KLVNTNpQ KAL)
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ALVATOTNTEC KPLTITOYPAPNONC

To MPpWTOKOAAO TIAPEXEL TN SLVATOTNTA KPLTTTOYPAPTOTG TWV HNVUHAT®OV IOV aVTHAAdCGOVTOL
HETaEL TOL TTEAQTN Kot TOV €SUTINPETNTI, OOTE VA HNV €ivon SuVATI N AVAYVAOOT] TV TIEPLEXOHEVRV
TOLG. Q20TOC0, CLVIOTATAL I XPTOT| EIBIKAV aAYOpIBH®V 0T TEPIMTMOT TIOL XPTOLHOTIOIOVY TO
TIPOTOKOAAO GLUOKEVEG XAUNA®VY EMSEOCEWV.

> OUTIEQGOUATO

INa g mapandve 1610 Tég 0V, T0 TPWTOKOAAO MQTT ypnoiponoteitoan Katd kKOpov og Siktua
QLTOHOTIOH®V Kot arodntpev. H adlomoTtia touv kot n evedi&ia tou givon o1 Aoyot yia toug omoiovg
XPT|O1LOTIOLEITOL OTNV EPYRTIN HOG, WG HEPOG TNG APXITEKTOVIKIG YIX TOV EAEYXO TNG TPOTPaong oTta
dedopeva amo pio ovokevn Android.

Nopamouréc Mapaptipatoc

http://www.hivemg.com/blog/mqtt-essentials-part-6-mqatt-quality-of-service-levels

http://docs.oasis-open.org/mqtt/maqtt/v3.1.1/0s/mqtt-v3.1.1-os.html# Toc398718063
https://en.wikipedia.org/wiki/MQTT
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