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MepiAnyn

H ewoaywyn twv Ipoypappatiiopevov/Evpuwv Awtowv (Software-
Defined-Networking) @épvel peydaleg aAAayég oTIG TAPEXOHEVEG VTINPECIEG
TnAemkowwviwv. H gupvtepn xprion Aoyilopikov otov topéa Twv AKTOwv
YROAOYIOTWV KAl EMOUEVWG, ] KATAYPAPNG TNG “AOYIKAG HEOA OE TIPOYPAp-
pata emraxOvel kat kdvel ovvenéotepeg pia oelpd Stadikaotwv. H Aoy
agaipeon NG Aettovpyiag Tov SikTvOL TPOCdidel SLVAUIKOTNTA AKOpA
kot og vodopég pe ovuPatikég ovkevég Siktvov. H avtopatomoinon tng
dadikaoiag pvOutong pag vrodopng divel T SuvatoTnTa Ypryopns, Apeons,
Kat kata t {ftnon n mpoogopds (on-demand) vrnpeoiav.

2Zta mAaiowa NG mapovoag SIMAWUHATIKAG epyaciag oxedldoTnke pia
vnnpeoia Quality of Service, mov mapéxet oe dho mehdrteg TG €va {nrodpevo
evpog Cwvng (bandwidth on demand) pe xprion g texvikng Stapopomotnpé-
vwv vinpeowv (DSCP (Differentiated Services Domain Service) marking).
H dwadikaoia pvOuiong tng diktvakng vmodopng ya va dwatebei vanpeoia
avtopatomowOnke pe tn xprion tov Ansible, kat o €éAeyxog Tng vmnpeoiag
yivetat péow pia Stadktvakng epappoyng (Web User Interface). To mpwto-
koAo NETCONF xpnotgomoteitat yta Tnv avantoln tng mpoypappatioTiKig
Slema@ng e TIG SIKTVAKEG CVOKEVEG,.

AéEerg Khedid: Siktva vmoloyiotwv, evgur Siktva, mpoypappati{opeva
diktva, dlayeiplon mapalETPOTOINONG, AVTOPATOTOINGT, TAPOXH VTN pPE-
oiag, Swaxeipion dwktvov, quality of service, Stapopomoinuéveg vrnpeoies,
NETCONF/YANG.






Abstract

Software-Defined networking (SDN) is a modern approach to computer
networking, and is changing the way Telecommunication Services are pro-
vided. The wider usage of software on the domain of Computer Networks,
makes the initialization, management and configuration of the network
devices much faster and more consistent. The abstraction of the low-level
operation of the network devices, makes even infrastractures consisting of
conventional devices, more dynamic. The automation of the configuration
and management procedures adds the capability of fast, immediate and
on-demand service provisioning.

For the purposes of this diploma thesis, a Quality of Service function
is designed and used to compose a bandwidth on-demand application. The
network device operating level based on the differantiated services design
with DSCP (Differentiated Services Code Point) marking. The automation
layer of the application implemented using Ansible, and as a user interface, for
control and access to the application purposes, a web application developed
with the Django Web Framework. The NETCONF protocol is utilized to
develop an API to configure the network devices.

Keywords: computer networks, software-defined networking, configura-

tion management, network conﬁguration, automation, service provisioning,
quality of service, differentiated services, NETCONF/YANG.
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EuxaploTieg

[a apyn 0éAw va gvxapiotiow tov kabnynt k.Evotabio Zvka yua tnv
avaBeon g SumAwpatikng epyaciag kat Tov voyn@lo diddktopa Iapn Xa-
paldumov yia tnv kalr ovvepyaocia aAAd kat tnv gveliia mov pe dpnoe va
£XW OTNV EKTTOVI|ON TNG EPYATIAG.

ISwaitepeg evxaplotieg opeilw oto Niko Kopumdkn, mov €xovtag epmetpia
amo pa amattnTikn vodoun, pHov édwaoe GVHBOVALG Kal 18EEG IOV GUVELTEPE-
pav oTn SLAHOPPWOT) TOV TIPOYPAUUATIOTIKOD KOUHATIOD TNG EpyAsiog.

Evxapiotw tovg “Oapwves” tov epyaoctnpiov MOIIL, 6mov éAafe xwpa o
HeYAADTEPO KOUUATL TG EKTTOVIONG TNG EPYACILAG AVTHG, YLO T EVXAPLOTA KAl
TOLOTIKA Stakeippata.

Eva peydAo evxaplotw oToug Qilovg kat 660V HTaV Kat givat KOVTA oy
yla TNV VTTOHOVT| Kat VTTOCTHPLEN TOVG.

Evxaplotw 6Aovg ekeivovg Tovg ouvadéd@oug e Tovg omoiovg mepacaple
AKPpWG EVOLAPEPOVTA POLTNTIKA XPOVLA, HE TNV EVXT TA EMOHEVA HAG Va Elval
akopa o “evdiagpépovta’

TéNog, BéAw va evxaploTHOW TOVG YOVEIG OV Yia T OTAPLEN Kat TV KoTa-
VONOT TOVG OAA AVTA Ta XPOVLaA TTOL oLV ~oTa Bpavia” Omwg kat Tig adepPEg
pov, etdtkd yia tn Stapkr, aAlld Stakprtikn, vtevBvpon 6Tt Ppickovtat oto di-
TAavo SwHATLO.

Aevtépng ITovhakaxng
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Eloaywyn

Ta Mpoypappati{opeva Aiktua

Ta mpoypappartilopeva/evgun diktva (Software Defined Networking)
amoteAolV pia véa Taor Tov Ppiokel OAO Kal TEPLOCOTEPO EQAPHOYT OTN AeL-
Tovpyia kat N Stayeipion Twv dikTvakwv vtodopwv. Baowkn 0éa eivar 0Tt
oe onotodnmote eminedo TG Aettovpyiag pag SIKTVAKG CLOKELNG, UTOPEL va
eloax0ei 0 0plopog Aettovpylwv péow tov Aoyiopoutkov (software). H 18¢a
Bpnke epapuoyrn ano to eninedo ano@acewy yia tr Stakivinon Twv TakéTwv dt-
ktvov (Control Plane), uéxpt to eninedo diayeipiong (Management Plane) piag
“napadootakng” Siktvaknig ovokevng. Mmopei akopa va mpootedei, e 0,Tu
1SLautepoTNTaA £XEL TO oVYKekpiuévo medio, n karnyopia Twv Network Func-
tion Virtualization[1] (NFV) nov amote)ei tnv vAomoinon amokAeloTika o€
eninedo software, elkOVIKOV SIKTVAKWV CLOKEVWYV 1) Kat e&etdikevpPEVWY AeL-
TovpyLwV Staxeiplong SikTvakng kiviong.

ZKoTOG TNG avamTuEng Kot EQAPUOYNG TWV TAPATAVW €ivat: a) 1| aUTo-
Hatomoinomn kat apa 1 EAaXLOTOTOINGOT TOL XPOVOU/KOOTOVG avAmTVENG, oXe-
Staopol kat epappoyng pa vanpeciag Siktvov, B) o oxedacuog mo egeldikev-
HEVWV AEITOVPYLWV OTIG CVOKEVEG OIKTVOV TIOV EMEKTEIVOLV TIG VTTAPYOVOES
Y) N AMOTEAECUATIKOTEPT] IPOCPOPE VTIINPESLOV, TTapakoAovOnon kat avta-
TOKPLOT TNG LTOSONG OF €kTaKTEG KaTaoTdoelg (orchestration, healing, on-
demand provisioning).

Ze wa apxirektovikn Ipoypappatilopevov AkToov KEVTPIKO pOAo éxel
0 eAeYKTNG, 0 omoiog avalapPavet OAN T Aoyikr TG epappoyns. Baotko tov
kaOnkov eivat va yvwpilet avd maoa oTiypn T Katdotaon mov Ppioketat To
Siktvo (TMoLEG eQaproyég VAOTIOLE, HETPIKEG, EAEYXOG CUHPWPNOTG, KAVOVEG
Spoporoynong, katdotaon SikTvakwv KOpPwv), ald va yvwpilet kat tnv emt-
Ovpntn katdotaon Tov diktvov. Me Baon Aomov avtd Oa mpémet va pnopei va
vroloyiet Tig alayég mov mpémet va yivouv oo dikTvo wote va épBet otnv
emOLUNT KATAOTAOT KAl Va TIG PEPEL EIG TTEPAG.

Ot eappoyég kat Ta Tpwtdkola mov evtdocovtat ota Ilpoypappatilo-
peva/Eveun Aiktva pmopodv va xwptotodv pe fdon to polo mov avaapPa-
vouv o1 Aettovpyia Tov Siktvov. To OpenFlow givatl éva mapdadetypa mpwto-

xiii



Ewoaywyn

Xiv

KOALov mov avalapPavet tn Aettovpyia Tov Control Plane kaBwg eivat ekeivo
TIOL TTApEXEL OTIG SIKTVAKEG CVOKEVEG IOV VAOTIOLOVV To emtinedo diakiviong
dedopévov TNV mAnpogopia yia to mwg avtd Ba tpowdnBovv. Ia Tnv vAomoi-
101 TOV TPWTOKOAAOL amartteital kat e&etdikevpévog eEomAtopog.

H epyaoia aoxoAeitat pe o mpwtdkoAlo NETCONF [2]. To NETCONF
dpa oto Management Plane twv Siktvakwv cvokevwv. H avantuén tov NET-
CONF mpoo@épet nXaviopovs yla tny aglomioTn Kat ac@ar TapapeTponoi-
101N TWV SIKTVAKWY CVOKEVWV HECW HLAG TTIPOYPAPHATIOTIKNG Stemagrg (AP,
Application Programming Interface). ITapéxetat étot €va péoo wote oL dikTva-
KE€G VTINpeoieg va yivovtat ypnyopotepa Stabéoipes otov xpriotn.

To oevdplo to omoio vAomomOnke yla TOVG OKOTOVG TNG Epyaciag, Tav
auTo NG TapoxNG eVPoLG {wvng, avaloyws {ntnong (bandwidth on demand),
e xprion g epappoyng Quality of Service pue tnv texvik DSCP [3] (Dif-
ferantiatd Services Code Point) marking. H vmrpeoia anaitei tn pvOpion tov
Sucthov amod dkpo ot dkpo (end-to-end) yia va pmopéoet va Aettovpynoet amo-
teleopatika. H avtoparomoinon tng dtadkaciag pvbuiong twv ovokevwyv Ba
BeAtioTomoLEL TO XPOVO EQAPHOYNG TNG VTINPETIAG, KAl LELWVEL TO OPANHAL.

210 polo Tov eheykTh xpnotpomnoteitat o Ansible [4], epyaleio Siaxeipt-
ong pvOuicewv (configuration management) kat avtopartiopov (automation),
oav ypagukn Stemagr e to Xprotn g epappoyng (Graphical User Interface)
avantoxOnke pa anAn Stadktvakn epappoyn pe xprion tov Django Frame-
work [5]. H vhomnoinon tov npwtokdANov NETCONF éyive péoa otov meAdtn
(client) cisco_client mov e€e1dikevTnKe yia TG avdykeg Tov §0MALOHOD TOL €p-
yaotnpiov.



OewpnTiko YnoBabpo

1.1 To mpwtékoAAo NETCONF

To mpwtokoAlo NETCONEF[2] avantdxOnke amnd IETF[6] (Internet
Engineering Task Force) otnv mpoonafeia va Ppebdei évag unxaviopog diaxei-
pLoNG, eykatdotaong pubuicewv SIKTVAKOV CVOKEVAOV Katl Tapakolovdnong
™G Aettovpyiag tovg. Baoiopéopévo oto SNMP (Simple Network Man-
agement Protocol), akolovBei mapopola SlaoTpwPATWOT OTA TTEPLEXOUEVA
Tov. Awatnpel pa avefaptntn meprypagr/povtelonoinon dedopévwv mov
Paciletan ot YA\wooa YANG (Yet Another Next Generation), xpnotpomnotei
ac@alég vootpwpa petagopdg (TLS, SSH, HTTPS) kat ta punvopata tov
kwdikomotovvtat pe xpromn g y\wooag XML (Extensive Markup Language).
Ot kAfjoeig Tov NETCONF eivat RPCs (Remote Procedure Calls), mpaypa
OV ONUAiVEL OTL TO TPWTOKOAAO TIAPEXEL TO UNXAVIOHO DOTE OL KANOELG
Sadikaotwv va ektehovvTtal amod Tn SIKTVAKT GVOKELT.

RPCs
XML encoded data I
Client —_— Server TG
Manager Agent defined
over 5SH, TLS, HTTP, BEEP W
or SOAP

Configuration
Datastores

|

startup

running

candidate
2xfua 1.1: Emoxonnon Aertovpyiag NETCONF
To povtélo Aettovpyiag TOv TPWTOKOAAOVL eivat autd Tov TENATN-

egunnpetntn (client-server). O efvmnpetntg Statnpel ta povréda twv dedo-
HEVWYV, TIG TIHEG TOVG Héoa 0T oUVOAa dedouévwv, Tig diepyaoieg (RPCs), kat
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TOV TPOTO OV AVTEG eMdpovy ota dedopéva. O mehdtng amAd kalei Tig diep-
yaoieg avtég pe ta {nrodpeva opiopata yia va emdpdon navw ota dedopéva
KOl EMOUEVWG TTAVW 0T oVOKeLT|. To GVUVOAO TWV KAOEWY TTOVL PTOPEL Va PE-
peL €1G épag o e§uNPETNTHG, AAAd Kat To pHovTéNo ov akolovBovv ta dedo-
péva tov, Stapnuifovrat 6Tov TEAATN KATA TNV EYKATAOTACT TG GVUVOETNS.

1.1.1 Awoctpwpdtwon

Layer Example
oot o + B e T +
(4) | Content | Configuration | Motification |
| | data | data
et dmmmm e + e +
\ I
T 2 doroommranenTETeT +
(3) | Operations | | <edit-config> |
| |
e } A +
\ I
+- oo + B
(2) | <rpe>, | <notification> |
| <rpc-reply> |
+- gmmmm e + T
\ I
B e
(1) | Secur I SSH, TLS, BEEP/TLS, SOAP/HTTR/TLS, I
| Transport | | |
Fr s S pins sk EernE SRR S e e AR e e e S e e

IxAua 1.2: Ta otpopata Tov tpwtokoAov NETCONF

« To otpawpa ac@alods HETASOONG TTAPEYEL EMKOIVWVIA AVAUETA OTOV
egunmpeTnT Kot TOV TEAATN Kau Umopei va emheyei omotodnmote mpw-
TOKOANO umopel va Tpoo@épet Ti§ TpoinobEoels.

» To otpapa twv Siepyaciwv eivat ot idieg Siepyaacieg mov kalovvTaL oToV
egummpetnt péow twv RPCs.

« To otpwpa mepiexopévov meptypdet ta dedopéva mov KwdIKOTOLOV-
vtat péoa ota unvopata NETCONE H yAwooa YANG mpoo@épet Tnv
neptypa@n Twv dedopévwv tov egumnpetnt ka  YAwooa XML tnv
KwOIKOTOINOT TWV UNVURATWY Tov petadidovTtal avapeoa oe TeAATn-
efunmpetnTh.



1.1. To mpwtoékoAlo NETCONF

1.1.2 Ztpwpa Meprexopévou

H mAnpogopia mov pnopei va avaktnOei and éva cvotnua oe Aettovp-
yia givat Staxwpiopévn oe dvo katnyopies. Ta dedopéva pvbuicewv (Config-
uration Data) eivau dedopéva mov umopodv va ypa@Tov amod Tov meAdTn kat
aAAALOVY TNV KATAGTAOT] TOV CVGTHHATOG OO TNV TPEXOVOA OF€ ua dAAN emt-
Ovuntn (state data). Ta dedopéva kataoTaong eivar HOVo yla avayvwor), Kat
TEPLEXOVV TIANPOPOPIEG KAl GTATIOTIKA Yia TNV KaTtdotaon Tov e§umnpetni).

O SLaxwplopog yivetal Kupiwg yla TNV vkoAia OV TPOCPEPEL GTOV OpL-
opo Twv dedopéwy, aAAd Kat yLa Va AVTIHETWTILOTOVV i GELpd TPOBANdTWY,
Omwg ya mapadetypa £€vag mTEAATNG OV TPOooTabNoEL Vo YypdyeL O pia un £Y-
ypayun 0éon, ta otatiotikd mov Oa mpoomabnoet va avakTioeL KATOLOG Te-
Aatng va prepdevtodv pe Ta dedopéva yia Tig puouioels k.0.x. Onwg Ba Sovpe
TOPAKATW, O SLAXWPLOUOG AVTOG Slamepva Kal TO OTPWHA OTpwHa dlepyactwy,
kaBwg mpoo@épovtar Svo StagopeTikeg Stepyacieg yia Tnv avdktnon Twv Se-
dopévwv. H <get-config> avagepetar povo oe dedopéva pubuicewv, eva n
<get> kat 0TI 00 katnyopieg dedopévwv.

Movtelonoinon Asdouévwv

To NETCONTF opilet pua oetpd and ovvola dedopévwv(datastores) ota
omnoia emtpénetau i) enefepyacia. To ovvolo Twv Sedopévwv pvbpicewy (Con-
figuration Datastore) opiletatl wg to o0volo Twv dedopévwy pvBuicewv mov
umopodv va Tpomomotnfovv amod To SlaxelploTr woTe va peta@epOel pia ov-
okevn SikTvov, Kat yevikotepa o e§umnpetntiig NETCONE, and v tpéxovoa
KATAOTAOT TOV, ¢ pia AAAN emBupntr. Ta cvvola avtd pmopei va givat TOA-
Aamha. T mapdderypa évag eEumnpetntig pmopel va Statnpel TG tpéxovoeg
puBuioelg (running), Tig vroyneeg (candidate), avtiypaga acgaleiag (back-
up config) kat 6Tt aAho emBupei va opicet o dtaxelploTrG.

Ta Sedopéva OV TEPLYPAPOLY TNV TPEXOVOA KATAOTACT] [LOG CVOKEVG,
TG petpkés tng (throuhgput, packet countes, k.0.x) ovopdlovtat State
Data(dedopéva kataotaong) kat dev §€xovtal TpOmMOTOINONG, AP HOVO avd-
KTNong amo 1o Saxelplotr ya mapakolovdnon (monitoring).

Ta dedopéva tpexovowv pvbuicewv (Running Configuration Datastore)
nieptAapPavouy Tig mANpelg puOuicelg mov eival evepyEg Tn OTyn ekeivn otV
dwctvakn ovokevry. To cbvolo Twv puBpicewy avTd eivat povadiko oe kabe ov-
OKELT] KAl VTTAPXEL TTAVTA 0€ avTh] Kal KaAeital [ie To oTolyeio <running> amo
™v XML.

H povtelomoinon twv dedopévwv (data models) Oa avantvyBei ektevag
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oto kepalato mov avagépetat 0t yAwooa YANG (Yet Another Next Genera-
tion). [TpovmotiBetat katd Ty emkovwvia Twv §vo mhevpwv (e§umnpeTnTn,
TMEAATNG) OTLTN TTePLYpa@n} Twv deSOUEVWY EivaL YVWO T KATA TNV KKIVIOT Kot
ota 8vo pepn. To NETCONF petagépet ta dedopéva yia tig puuioeig péoa
oTo otolyeio <config> Kkat Ta oTOLXELA TTOV Xpr|OLHOTTOLOVVTAL Eivan e€eldikev-
péva yia v kdBe cvokevr|. O eEuNPETNTIG AVAKOLVWVEL KATA TV EKKIVIION
™G obvdeong, otig Suvatdtnteg Tov (capabilities) kat to povtého (data model)
TIOV X PT|OLHOTIOLEL

1.1.3 Ztpwpa Siepyaciwv

To NETCONF xpnotponotei 1i¢ RPC (Remote Procedure Calls), oav to
Hnxaviopo kAnong diepyaciwv otov eummpetnth and tov meAdtn. Avto on-
paivel g ot Stepyaoieg avtég vAomotovvTan kat epappolovtat otov efumn-
PETNTH, Kal 0 TEAATNG TIG KAAEL [Le éva Ovopa Kat TiG HeETAPANTEG TTOL amattel
auTn wg eL0680VG.

O ebumnpetnTng eivat voxpewpévog va eXéyEet TNy opBotnta g KAN-
onG, TNV €Pappoyn g avaloyws, aAld Kat TNV evuéPWOT TOV TTEAATN yla
omolodnmoTe oPdApa vrfpée, kat av OAa kOANoav opald va anooteilet éva
urvopa Betikng ékPaong.

Onwe Ba avalvdei kat 0TO AvTIOTOLXO KEPANALO, TO TIEPLEXOUEVO TWV UN)-
vopdtwv eivat Sopnpévo. Ia va yivet avtd xpnopomoteitat n y\wooa XML[7]
(eXtensive Markup Language). Ita tnv kArjon piag RPC, npémet éva privopa
NETCONEF va éxet éva otoixeio <rpc> mov Oa mepiéxel 1o Ovopa tng KANoeLg,
KA KATw and avtod To ototyeio TG petaPAntés. Edw mapovoialovrat ot kAfoelg.
2116 peTaPAnTég KaL 0TOV TPOTO IOV ELCAYOVTAL PHECA OE €Va HIVUUA AVAA®-
VETaL TTEPLO0OTEPO TO KePdAato yia T yAwooa YANG.

<rpc>, <rcp-reply

To otoiyeio <rpc> xpnotponoteitat yia va cupmeptAdpet Tnv KAfnon tov
neAdtn mipog tov e§unnpetnth. To <rpc-reply> eivat To atoiyeio mov mepthap-
Bavet Tnv anavnon tov eumnpetntr. To “message-id” eivat évag Tuxaia emt-
Aeypévog avfovtag aképatog, mov maifet To poro avayvwplotikod yia ta dvo
pépn g ovvdeong. O eEumnpetnTig Tov amobnkebel kat TOV XprotpHoToLel wg
To avTioTol o “message-id” Tng andvtnong Tov oto oTolxeio <rpc-reply>. la
napaderypa:
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<rpc message-id=""101
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<some-method>
<!-- method parameters here... -->
</some-method>
</rpc>

To 6vopa kat ot mapapetpot TG RPC kwdikomolovvtal wg meplexopeva
Tov atotyeiov <rpc>. To 6voua eival oTolxeio KATw amd To <rpc> Kat oL ma-
PAUETPOL TOV L€ TN OELPA TOVG EVTACOOVTAL KATW armd To oTolxeio avto. To
enopevo mapddetypa kalei Tnv diepyacia my-own-method pe mapapétpovg
my-first-parameter kat another-parameter.

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<my-own-method xmlns="http://example.net/me/my-own/1.0">
<my-first-parameter>14</my-first-parameter>
<another-parameter>fred</another-parameter>
</my-own-method>
</rpc>

Kat avto 1o mapaderypa kakei Ty Siepyacia </get> xwpig mTapapéTpoug.

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get/>
</rpc>

ZOpQva e Ta TAPATAV® 1] ATTAVTHOT TOV eEUTNPETNTI 0TV TeEAevTaia
kAnon Ba eivat n e€nge.
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<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"”
<data>
<!-- contents here... -->
</data>
</rpc-reply>

<rpc-error>

To ototxeio <rpc-error> mePLEXETAL OTO UVUUA TTOV AOOTENAETAL OO
Tov eEumnpeTTH 0TV TEPIMTWON IOV VITAPXEL OPANpa Katd TNV enelepya-
ola TOV UNVOHATOG TIOV TIEPLEXEL AUITNUO HE TO OTOLXELO <IpC>. e MEPIMTWOT)
TOAATA®V 0QaApdTOV propei va cuumeptAdPet OAa og éva prpvopa. Ilapola
avtd dev eival LITOXPEWUEVOG ad TO TPWTOKOANO va To Kkdvel. IlepimTwoelg
OQaApdTY pmopel va eivat:

éva prvopa pe apapopewpévn XML Soun,

éva prpvopa pe AadBog dvopa kAnong, N uetaPAntav,

{1 ETUTPETOUEVT] OTOV TIENAT) EVEPYELQ,

KaOe o@pdApa evracoetal oe éva oTpwUa TOL TPWTOKOANOL. XTO OTOLXE(O
<rpc-error> unopei va cvuneptAn@ei Aomov n mAnpogopia yia To oTpOHA
TIOV £xel OQPANEL, OTO error-type:

transport (layer: secure transport)

o rpc (layer: messages)

protocol (layer: operations)

application (layer: content)

<ok>

To ototxeio <ok> mepLéxeTal 6To prpvupa mov anooTéAAeTat and Tov e&u-
TNPETNT KATW and TO oToLeio <rpc-reply> otav dev vmrpe omolodnimote
o@alpa 1 omotadnmote poeldomnoinon katd TNy enegepyacio Tov ATHRATOG
TOL TENATT).
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1.1.4 ZInpavtikég Alepyaoieg

To NETCONF npoogépet €va pikpd o0volo amo mohv Pactkég diepyaoieg
yta ) Sraxeipton kat tnv avaktnon dedopévwv amo pa ductvakr cvokevr). H
Baowkr| ékdoon Tov mMpwTokOAAoL TepAapBaver Siepyacieg ya va avaktnOel
(configuration kot operational datastore), avtiypagei, Staypagei To ovvolo
Twv dedopévwv pvBuicewv (configuration datastore povo). Ot diepyaoieg av-
TéG eival ot get, get-config, edit-config, copy-config, delete-config, lock, un-
lock, close-session, kill-session.

<get-config>

Avaktd 0Ao Tov emheypévov avvolov dedopévwy pvBuicewv (configura-
tion datastore). H kAfjon pe mapduetpo source opilet to €idog Twv dedopévwv
mov Ba avaktnBolv, kat ue Ty mapdapetpo filter emAéyetal éva cuykekpLuévo
Koppatt tov. H vmapén tng mpwtng eivat vtoxpewTtikny. Av nj Sebtepn Sev opi-
Cetar avacvppovtat OAa ta dedopéva. ITapakdtw @aivetat éva prvopa NET-
CONF mov kaAéL tnv <get-config> pe source ta dedopéva tpéxovowv pvopi-
oewv (running-config), Kat CLYKEKPIUEVA AVAKTA HOVO TO AVTIKEIHEVO USErs
TIOL eivat To oplopa Tov <filter>.

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>
</source>

<filter type="subtree”>
<top>

<users/>

</top>

</filter>

</get-config>
</rpc>

H andvtnon tov efumnpetnts:
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<rpc-reply message-id=""101
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
<top>
<users>
<user>
<name>root</name>
<type>superuser</type>
<full-name>Charlie Root</full-name>
<company-info>
<dept>1</dept>
<id>1</id>
</company-info>
</user>
<!-- additional <user> elements appear here -->
</users>
</top>
</data>

</rpc-reply>

<edit-config>

H Siepyaocia <edit-config> aAAdlet éva koppatt twv dedopévwv evog ato-
Xevpévov ovuvolov pvBuicewv (target configuration datastore). To cvvolo mov
OTOXEVEL 1) SlEPYOOia AVAVEWVETAL AV VTTAPXEL, Kol av SgV vTtdpyet To Snutovp-
yei. H diepyaoia mpoo@éper pia oetpd emhoywv ya tnv egedikevon tng Aet-
Tovpyiag TG. Méow tng 1dtotnTag operation opiletat o TPOTOG e TOV OTOIO
Ba yiveln enegepyacia twv dedopévwv. H novn vmoxpewtik| TapapeTpog mov
déxetar eivaun <target> mov dnAwvetl v datastore oty omoia Ba yivovv ot ak-
Aayég. Mmopei va opiotei kat 1 mpoemideypévn Aettovpyia péow tng default-
operation 1 omoia éxet 10XV povo yia tnv tpéxovoa cvvdeon NETCONE

« merge: ol pLOUICELG IOV TTEPLYPAPOVTAL OTO UNVVHA CVYXWVEVETAL [LE TO
vndpyov ovvolo pvBuicewv. Avth eivar kat n mpoemAeypévn Aettovp-
yia,

o replace: ot pvBpiocelg mov MEPLYpAPOVTAL OTO UAVUHA AVTIKAOLOTOVY
omotadnmote oxeTikn pvOuion Ppebdei ota dedopéva pvBuiocewv. Av dev
Bpebei katt toTE Snuiovpyeita,
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o create: dnpuovpyia dedopévwv.

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config operation="replace”>
<target>
<running/>
</target>
<config>
<top>
<interface>
<name>Ethernet0/0</name>
<mtu>1500</mtu>
</interface>
</top>
</config>
</edit-config>
</rpc>

<lock> kat <unlock>

H diepyaoia avtr mpoo@épet Tn duvatdtnta otov mehdtn va “kAeldwoel”
o\OKAnpo to cvoTnua oV anobnkevel Ta ovvola Twv pubuicewv otov efv-
nmpetnT. H Aettovpyia tov “kAeidwpatog” eival avtr) mov mepLypa@r Kat To
ovopa. AnAadn ya 600 €vag mehdtng Stampaypatevtal Tig alayég Twv pvo-
pioewv evog eEunnpetnr), dev popei omotoodnmote aAlog va to kavel.O oko-
106 Tov "KAedwpatog” eivat va gumodioet Ty avadpaon pe aAheg ovvdéoelg
NETCONTF ano6 dA\ovg meAdteg 1) akdpa kat uotkd mpdowmna mov Staxetpilo-
VTal o 6vokevn péow ypaupn evrolwyv (CLI). Aéxetat Ty mapdapetpo <tar-
get> Tov Aettovpyel Omwg NN mEPLypaPnKe.

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
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</target>
</lock>
</rpc>

H <unlock> agaipei éva kAeidwpa mov éxet O¢oet n diepyaocia <lock>. Aé-
XETAL TNV TAPAHETPO <target> Kol AMOTVYXAVEL AV TO GVUVOAO puBuicewv (con-
figuration datastore) dev fjrav kAeldwuévo.

AM\EC onuavTiKEG Slepyaoieg

H <copy-config> avtiypaget 0A0kAnpo 1o chvolo Twv pvOuicewv kat §¢-
XETAL TIG iO1EG TTAPAUETPOVG UE TNV TPONYOVUEVT).

H <delete-config> Staypdaget £éva obvolo pvBpicewyv. Aéxetal Tnv mapa-
peTpo target, 0TV omoia amayopevTal 1 TIUr <running>.

H <get> avaktd to s0volo dedouévwv, omolovdnmote eidovg. Aéxetal Tnv
napapetpo filter.

H <close-session> kaAei og apoipaio teppatiopd tng ovvdeong.

K\non

<rpc message-id="101" xmlns="
urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>
</rpc>

Amavnon

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

H o0vdeon NETCONF teppartifet petd kat and tnyv andvinon tov efumnpe-
™mr.
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H <Kkill-session> kAeivel Tn 00vdeon, agaipei OAa Ta kAeldwpata kat ota-
patael omotadnmote Stadikacio £xet EEKIVIOEL KAt EMAVAPEPEL GTNV TPONYOD-
pevn kataotaon Ta cvvola pvBuicewv.

1.1.5 Xtpwpa Metddoong NETCONF

To NETCONTF 8ev vAomotei dikd Tov otpwpa petadoons, aAlda xpnoipo-
ToLel VTApXOVTA TPWTOKOAAA OV dpovv oTo emimedo petadoong. Ymapxovv
SapopeTikég ekGOXEG, avAloya e TIG ATAUTHOELS TNG EPAPUOYTG, AANA OTwG
Kal va €Xel To TpwTOKoANo Tov Ba xpnotpononOei mpémet va mpoo@épel Ta
TP AKATW.

Connection Oriented

To NETCONF wg mpwtokoAo Baciopévo otnv ovvdeon (connection-
oriented) mpémet va éxet e§aoc@aliopévn and tn ovvdeon v aflomoTn kat v
oelpa petapopd dedopévwy, mpdaypa onuavtikd dedouévov OTL ot cuVEETELg
eival peyaleg oe dapketa. Emmpoofeta otav pua Siktvakr ovokevr| dayetpi-
Cetar péow NETCONF mpémet va givau oe Béon va Statnpel Tnv anopdvwon
Twv dedopévov avapeoa oe cuvdEoelg Tov avoiyovv kat kAeivovv. Emopévag
otav pa ovvdeon kheivel (gite nOeAnuéva, eite xavetar) o e§umnpeTnTég Mpé-
TEL AVTOUATWG Va oTapatdet onotadnmote Siepyaoia frav oe e&EMEn. Ta ma-
padetypa edv évag mehatng €xet “kAeldwoel” To ovVoAo Twv puBpicewv evog
egunnpetnTh yta va Tig aAAdéet pe ac@dadeta, Tpémet av ) oOvOEoT) EKTETEL Va
avalpéoel avtod To kAeidwpa. O okomdg AoV avTov gival va yivel | avakTnon
TOV CUOTHUATOG OE TEPIMTWOT CPAANHATOG TILO EVKOAT).

Mototnta, AKkepaiotnta, EpmotevtikoTnTa

IIpémeL va TpoC@EPETAL 1) TLOTOTIOINOT TWV CUUUETEXOVTWY (tehdtn, e§v-
TMPETNTN), 1] AKEPALOTNTA TWV Sedopévwy, Kat 1) epmoTevTikoTnTa. To NET-
CONF aoiletat anmokAeloTikd 610 TPWTOKOANO IOV VAOTIOLEL TNV peTddoon
yta avTo6 To 0KOTO Kat dev vAomoLei kdmolov Sikd Tov pnxaviopo. Khaowd ma-
padeiypata vAomowoewv eivat n xprorn tov Transport Layer Security (TLS)
[RFC5246] kat tov Secure Shell (SSH) [RFC4251]. Avtd anaAldooel Tov e€v-
TIPETNT KAt TOV TEAATT ATIO TOV VL VAOTIO ooV TIPOoOeTn AettovpykotnTa
yta va xpnotporotnoodv 1o NETCONE, @épvovtag o mpwTtOkoAAo To KovTd

11
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o€ pa amAn Aettovpyia.

Amnotéleopa tng Stadikaoiag moTomoiNoNG TPETEL va eivat £vag TEAATNG
HE YVWO TN TAVTOTHTA KAt YVvwoTd Stkatwpata enti Tov e§unmpetnth. H tavto-
ta Tov meldtn ovxva ovopdletat NETCONF username, mov eivat éva ov-
volo xapaktiipwv kat n Stadikacio e§aywyng Tovg agopd Eavd to vploTapevo
npwTokoAAo petadoone. To SSH Bewpeitar vtoxpewTikd vrooTnp{opevo and
10 NETCONE.

Ye pa oelpd TPWTOKOAWY peTAd0ong TPoHTAPXOVV Ot HNXAVIOHOL Yia
TNV wavomoinon twv napandvw. Emopévwg to NETCONF ypnotpomnotei éva
VPLOTAUEVO OTPWUA HETAS00NG VAOTIONUEVO aTtd £va TPWTOKOANO €K TwV
SSH, BEEP, SOAP, HTTPS.

1.1.6 Hulomoinon NETCONF over SSHv2

IIpwv Eexwvrjoet n obvdeon NETCONE eykabiotatat n ovvdeon SSH. To
username Tov xpnotponotei To SSH yla va gykataotroet T odvdeon eivau
avtd mov xpnotpomotei ka o NETCONF yia 0 8k tov. H ovvdeon SSH
npoo@épel 610 NETCONF €va kavdht tomov session. MoAg eykataotabei n
ovvdeon SSH o meddtng kalei o vmoovotnua netconf tov SSH otov e§vmn-
petnTn (netconf subsystem). To SSH Aettovpyei otnv npokaBopiopévny TCP
0vpa 22. Ita to NETCONF éyet doOei and tnv IANA (Internet Assigned Num-
bers Authority) n 830. ITapola avtd avaldyws TOV KATACKEVAGTI] CLVAVTA-
Tawn xpron ya tn ovvdeon NETCONF kat twv dvo Bvpwv. Evag xprotng Oa
unopovoe va kaléoet évav eEumnpeTnT WG e§NG Ao [ ypapur eVIoAwy.

[user@client]$ ssh -s server.example.org -p 830 netconf

H napandvw evtoln Oa epgdviie to HELLO privopa and v tAevpd tov
egumnpetnt. Otav mAéov eykataotadei n ovvdeon SSH Eekivaet n eykata-
otaon s NETCONF o0vvdeong ue HELLO prjvopa 0mwg éxet meprypagei ma-
pandvw.

MAaiclomoinon

H ovpPolooeipd mov xpnotpomoleitat yia To Slaxwplopd Twv Unvoupd-
twv NETCONTF eivau 1 ]]>]]>. Ola ta punpvoparta, padi kat to HELLO, mpé-
TEEL VAL QEPOVV TOVG XAPAKTHPEG OTO TEAOVG TOVG, aAALwg o e§umnpetnTig Oa
TEPIUEVEL HEXPL Va TO OEXTEL, OONYWVTAG OF TAPAUOPPWOT] TWV UNVUHATWY
KAl TOV TIEPLEXOUEVOV TOVG pe amoTédeopa va amoTiXet pia Stepyacio mov ka-
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Aeitar and tov mehatn f/kat va kAeioel  ovvdeon. Avto egappoletat av o
meAGTNG kat o e§umnpeTnTiG Xpnoponoovy v Pactkr ékdoon g vAomoi-
nong NETCONF (netconf:base:1.0). Av xpnoipomotovv tnv ékdoon 1.1 (net-
conf:base:1.1) td1e akolovOeital évag unxaviopog KATATUNONG TWV UNVUUA-
Twv pe kavova ABNF(Augmented Back-Naur Form)[RFC5234]. To npwto ma-
paderypa akolovBei tnv €xdoon 1.0 kat To devtepo tnv 1.1.

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.1
</capability>
</capabilities>
</hello>
11>11>

Eivat evBdvn tov mpwtokdAlov SSH va kdvel TV moTomoinon tov me-
Adtn, aAAd kat va HeTapEPeL Ta HVoHaTa aképala Kat Tpootatevpéva. O pn-
XAVIOUOG TEAOVG UNVVHATWYV UE TOVG XapakThpes "]]>]]>” umopei va @épel oe
TMEPIMTWOELS (TR ao@aletag kupiwg anod embéoelg éyxvong (injection). Ia
10 A0Yyo awTo avantuxOnke n uébodog tng €kdoong 1.1, aAld Aoyw Tng moAd
OTIAvIaG Kot (KNG amethng xpnotpomnoteital evpaiwg n uébodog tng €xdoong
1.0.

1.1.7 NETCONF Capabilities

Otdvvatotnteg mov £xovv Ta dvo pépn tng ovvdéeons NETCONF Sagpnpi-
Covtat katd tnv évapén g ovvdeong. Katd tnv évapén g dtadkaciag eyka-
TdoTaong TG ovvdeons, anootéAetat éva uvopa (HELLO message) kat and
T1g Svo mAevpég, To omoio pépet oe popeny XML, To ohvoro Twv Suvatotntwy
7oV uropovv va avtane&édBovv. Katd t didpkela tng odvdeong ta dvo pépn
XPTMOLHOTIOLODV HOVO TIG KOLVEG SuvaToTnTES, eV av dev Ppebei kapia kotvr N
ovvdeon dev eykabiotartat. Eva mapddetypa unvopatog mov gépet ta capabil-
ities pumopel va eiva:

<capabilities>

13
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<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>

To pAvupa HELLO

To pfvopa 6mwg kat OAa ta vodowma kwdikomoteital oe XML. To evap-
kTtripto otoixeio eivat to <hello>. Katw amoé to otoiyeio avtd tomobetovvtal
KATW amo To otolxeio <capabilities> n Aiota amod Tig SuvatoTnTeg TOL TEAATN
1 efumnpeTnTr| pe To Ovopa NG oe poper URN. Emiong tomoBeteitat kat to
<session-id> mov eivau éva aplOunTikd avayvwploTiko tng ovvdeong To omoio
Kpataet o e§umnpeTNTNG yla va punopei va Staxwpioet StapopeTikég ouvEoelg
NETCONE Eva napaderypa:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.1
</capability>
<capability>
urn:ietf:params:netconf:capability:startup:1.0
</capability>
<capability>
http://example.net/router/2.3/myfeature
</capability>
</capabilities>
<session-id>4</session-id>
</hello>

To unvopa anootéAAetal apéows HOAIG TO VPLOTAUEVO TIPWTOKOAAO He-
tadoong eykataotroet Tn diki} Tov ovVSeoT.

1.2 HyAhwooca YANG

H YANGI8] (Yet Another Next Generation) eivat pia yY\wooa meptypa-
¢n6/povrelomoinong dedopévwv (data modeling language). Zxomog tng eival

14
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n meptypagn tov dedopévwv pvBuicewv kat kataotaong (configuration kot
state data) tov mpwtokOAAov NETCONE. Ilailet yia to NETCONEF tov idt0
polo mov maiet  SMI (Structure of Managment Information) yia to SNMP.
H opdda mov avéantuge tnv NG-SNMP SMI (Next Generation — Simple Net-
work Managment Protocol SMI) acxoAniOnke kat pe tnv avantvén tng YANG,
€£ov Kkat To OVopd TNG.

Zkomndg TG avantuEng g frav wa yAwooa mov Oa propei va avranegél-
Oet otn dayeipion Twv pubpicewv evog Siktvov (configuration management)
kaBwg kapia anod TG vapyovoes avtiototxes YAwooes (XML Schema, UML
K.a.) dev otdXeve e181kd o avTh TN Xprion. H Suvatotnta va eivat evkolodia-
BaoTeg yia tov &vBpwmo kat va poagépovy ypriyopn agtoloynon (validation)
frav to {nrodpevo and tn yYAwooa avti).

H neprypagn twv dedopévwv otn YANG eivat tepapyikny. H dopry Aowmdv
eivau devdpukny kat kaBe meprypagr dedopévov amotelel Evav kopBo (node). H
ovvtagn g eivat avéloyn pe avtr TG JSON (JavaScript Object Notation).

1.2.1 H opyavwon apxeiwv
YANG Data Models

Ta YANG Models eivar mAnpeig meprypagés twv dedopévwv Twv pudui-
oewv evog ebumnpetnt) NETCONE

YANG Modules

‘Eva apyeio YANG 1o omoio mepiéxet €va ovvolo amo povtéla dedopévwv
Kl UTTOpEl va eptypayet €va KOUUATL 1} To 00VoAo Twv dedopévwv pvbuiong
evog efumnpetnt) NETCONE H vropovada meptypaget £éva vmoohvolo Twv
puOpicewv. Mia povada YANG pmopei va amoteleitat and €va ohvolo vmo-
povadwv.

H opyédvwon avti} Twv povadwv YANG eivat éva oAb Pactkd xapakTn-
pLoTkd TG Ot povadeg kat vTopovAadeg eiva avToOvoueG. AVTO onpaivel OTL
pia Suctvakr cvokevr| (1} orotoodrimote NETCONF e§unnpetntig) punopei va
ovykpotnoet TV oOVoAn povada YANG tng (YANG module) “ovvappoloyw-
VTag” TO amd VIIAPXOVOEG VTTOHOVASES.

Avto onpaiver katapxnv o6tt n YANG eivat pia ydwooa omovSvAwti
(modular). Avté onpaivet Twg k&Be kataokevaoTrg e XpetdleTat va ypdget
egapyng tig povadeg YANG yia tovg NETCONF ggvmnpetntég mov avantoo-
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oovv. BéBata avto Adyo avtaywviopov dev epappoletat kat o€ peydo Babuo
o€ avto To eminedo. [Tapola avTd VLAPXOVV KIVIOELG ATIO TTAPAYWYOG OTO Va
vioBeTovv Kotvd kat “avorytd” povtéda kat povades YANG yia tny meptypa@n
TWV PLOUIcEWV TWV CUOKEVWOV TOVG.

O Swaknpuypévog ot0x06 TG YANG dAAwoTte ftav va vepPei, xpnotpo-
TOLOVTAG AVTO TO PACIKO XAPAKTNPLOTIKO TNG, TNV advvapia Tov SNMP kat
Twv MIB o€ avto6 1o koppdatl. Ot dtagpopetikég kat anokAelotikég MIB ov ma-
pyNYav ot KataokevaoTtés (mépa and tn SvokoAia oto Stafacpa kat To ypa-
YIpo Toug) ékave TNV avantvén epyaleiwv pe paon to SNMP to idio "kAeoth
Amnotéleopa n Svoxpnoia oe éva mepIPAANOV ETEPOYEVEG WG TIPOG TOVG KATA-
OKEVAOTEG (OTIWG eivat oL VTTOSOUEG TAPOXWVY SLadIKTVOV KAT).

To OpenConfig[9] eivau pa kivion Staxelptotwy SikTdwv Kat eTatpeiwv
otnv katévBuvon avantuing kowvwv povtéhwv YANG. Ztoxevon tov 1 ava-
TTVEN 0VOETEPWY WG TIPOG TOV KATAOKELAOTN Yla TN Staxeipton kat pvduion
SIKTVAKDV CLOKELVWY. Mia OELPA KATAOKEVAGTWY €XeL VIOOETNOEL HEPIKWG )
TAPWG TO AVOLXTO AVTO TTPOTLTIO.

1.2.2 AMN\EG XPNOEIC

H YANG w¢ yA\wooa meptypagng dedopévwv, mépa and tn Xpron tng
EVTOG TWV SIKTVAKWY CVOKEVWY, XPTOLUOTIOLEITAL KAL 0TO E0WTEPIKO TOAAWY
epappoywv Staxeipiong Siktvwy. Onwg einwbnke kat ota Mponyovueva 1O
NETCONF Paociletar oe ovvola dedopévwv (datastores) mov meptypdpouvv
PLOUICELG KAl KATAOTAOELG AelTovpyiag Twv SIKTLAKWY CLOKELVWYV. Apa 1
YANG pmnopet va xpnotpomnown0ei yia tnv meptypagr twv dedopévwy kat 6To
E0WTEPIKO TWV EPAPHOYDV AVTWV. AVTO ATO TOVG GVYXPOVOVG EAEYKTEG OVO-
paletat “otpapa agaipeong epappoywv” (Software Abstraction Layer, SAL),
T0 omoio emeldr| opiletar ano povréda YANG ovopaletan mAfpwg MD-SAL
(Model-Driven SAL).

Aedopévov OTL 0 EAEYKTIG OTO ECWTEPIKO TOV TEPLYPAPEL TIG VTN PETiES
Tov e xprion povtédwv YANG tov kdvel va tpocopotdlet pe éva o évav e§u-
nnpetnt) NETCONE. Etot divetar n Suvatdtnta otov avBpwmo miocw and tov
controller va emkowvwvroetl pe avtwv xpnotpomotwvtag to NETCONF kat to
yvwoté YANG povtého tov controller kat Twv epappoywv Tov.

H petagopa tov owkoovotrpatog tov NETCONF kat tng YANG mépa
amod Ty SIKTLAKN GVOKEDN, TAEL0V PHECA OTO AOYLOUIKO TOV EAEYKTI TTPOOPE-
pet Ta OeTikd Tov TPWTOKOANOL TAEOV Ka 0TOV EAeYKTI] TOL SikTOOV.

« eviaia amofnkevon Twv dedopévwv kat Twv pvuicewv

o TIEPLYPARPT] [LE EVA EVIAIO TPOTIO OTOLASHTIOTE EQAPUOYTG “TpEXEL” OTOV
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eEAEYKTH

* EVIALOTIONOT) TWV TPOYPAUUATIOTIKWVY EPYAAEIWY TTOV ATALTOVVTAL ATIO
Tov AvOpwmo mavw and Tov EAEYKTH

AvTdg eivan kat 0 AOYoG ot eAeykTEG SIKTVWYV, TEPA ATO AVTOVG OV €11
kevovtat 0to TpwtdkoAlo Openflow, akolovBolv Atyotepo 1 meplocoTEPO
avtr) T apxtrektovik. [IAnpéotepo mapdaderypa tng meprypagng o Openday-
light[10] (Linux Foundation), ot ConfD kot NCS ( tng Tail-f, etaipeiag mov
avéntule kat epmopikd 1o NETCONF kat poogata e§ayopdotnke amd
Cisco) kat 0 OpenContrail (Juniper Networks).

1.2.3 X0vtaén

H doun ¢ YANG, 0nwg etmwOnke, eivat LepapyLKr Kol CUYKEKPLUEVA Eva
YANG module éxet tn poper dévdpov. Kabe koppog tov dévtpov €xet éva
ovopa kat €va oOvolo and “audid”. Kabe koppog kat kdbe maidi meprypdepet
Ta eplexopeva tov. Ta meplexopeva Hmopovy va apovy TIHEG HEca Ao SOEG
non optopéveg ano tn YANG (m.y. string, integer, ip-address, mask), 1} optopé-
VEG atd TO XPNoTN. Baowkd ototyeia tng YANG eivar:

o leaf: Ta “@UANG” mepiéxovv éva amlo dedopévo, Omwg eival £vag aié-
patog 1 éva string.

o leaf-list: pia axolovBia and evAAa

o container: Ta container opadonolovy oXeTIKOVG HeTAgD TOVG KOpBOVG
Kat 8ev maipvouy kdmota Tir, aAAd meptéxovy Hovo moudia.

o list: meprypdget ta otoiyeiwv mov anaptifovv pia Aiota. Ola ta ototxeia
NG AioTa eivat opota.

« grouping: pia opadomnoinon mov pnopel va emavaypnotponowndét péoa
o€ KATolo oTolXElo.

‘Eva napddetypa evog YANG module propei va givat To mapakdtw, padi pe tnv
avtiotoin éxgpaon XML Tov.

grouping endpoint {
leaf address {
type ip-address;

17
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}
leaf port {

type port-number;

container connection {
container source {
uses endpoint {
refine port {
default 161;

}

}

container destination {
uses endpoint {
refine port {
default 161;
}

H xpnon tov mapanavw povtélov oe éva prijvopa NETCONF Oa pmo-
povoe va gival 1 TapaKdtw

<connection>
<source>
<address>192.168.0.3</address>
<port>8080</port>
</source>
<destination>
<address>192.168.0.4</address>
<port>8080</port>
</destination>
</connection>

18
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Ta dedopéva tov NETCONF kot avtd mov meprypdget n YANG pnopei va
eivat eyypaypa i kat pn eyypayipa dedopéva. Ta mpota agopovv puuicelg
nov “tpéxet” 1) Oa “tpé€el” o efumnpeTnTC KAt Ta SevTEPA TIEPLYPAPOLY TNV
kataotaon nov Bpioketar o efummpetntne. H YANG kdvel avtod to Staywpt-
opo xpnotpomowwvtag T dnAwon config mov déxetan pia Aoy T, Av avtn
eivat true (mpoemhoyn) ToTe T0 deSopévo eivan yypayipo, av eivar false tote
neptypagetat dedouévo kataotaone. H eméxtaon Twv povddwv tng YANG yi-
vetat pe tn Xpron g dnlwong augment, mov déxetat oav Tipn tn O¢on evog
apyeiov mov mepiéxet pa povada YANG, 1o omnoio kat evowpatwvetat. Tia ma-
paderypa augment /system/login/user.

Opiopog RPC

To NETCONEF nipokalei tig alhayég otov e§umnpetntr pe RPCs and tov
neAaTn. Avtég umopei va eivat ot facikég KANOELG TOV TPWTOKOANOV, TOVL &i-
VaL VAOTIONUEVEG ECWTEPLKA GTOV EEUTINPETITI| KAL TIEPLYPAYAE OTO KOUUATL
Tov kegalaiov yia Tov NETCONE ITapoha avta n YANG divet tn dvvato-
T va 0pLotobvy ot KANoelg emmpocdeta. Tia va oprlotel pua kAfon mpémet va
neptypa@ovv ot petaPAntég 1} ta dedopéva mov Séxetal, Tny emidpaocn mov Oa
éxelg oTig datastore Tov eummpetnTn ONwWG emiong kat Tt O emOoTPEYEL TEAKA
0TOV MEAATN oav amdvtnon o mepintwon emrvyia n arotvyiog. Ot koppol
input kat output meprypdgovv tnv eicodo kat v €§0do ¢ RPC avtioTorya.
[a mapaderypa:

rpc activate-software-image {
input {
leaf image-name {
type string;

1
1
output {
leaf status {
type string;
1
1

Me Béon avto pia kAnon NETCONE:
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<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<activate-software-image>
<image-name>foo-bar.jpeg</image-name>
</activate-software-image>
</rpc>

Oa \aPet amdvtnon:

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<status>
The image foo-bar.jpeg is being installed.
</status>
</rpc-reply>

[ta v evkoAn petdgpaoct tng oe XML n YANG mpoogéper T YIN
(YANG Independent Notation). Mia pop¢n pactopévn oe XML mov mpoogé-
peL 1o akpLPég tooduvapo evog povtélov 1 pa povadag YANG. Etot pmopovv
va v enefepyactodv epyaleia griaypéva yra tnv XML.

1.3 Quality of Service

O 6pog Quality of Service ota SikTva VTOAOYIOTWY AVAPEPETAL OF €Val
€VPL OVVOAO AELITOVPYLWV TIOV JLEVEPYOUV OL GLOKEVEG SIKTVOV WOTE Vo Ta-
pEXOVY €va "KAADTEPO” VPLOTAUEVO SIKTVAKO TEPIPAANOV Yla TIG VN pETieg
mov To xpnotpomnotovy. To PBacikd mpoPAnua mov €pxetat va Avoet ) vAomoi-
non QoS oe SikTvakég CLOKEVEG eival AVTO TNG CLUVUTAPENG EPAPUOYWY HE
StapopeTikég amattroelg and to idto o diktvo. Edikd av AngOei vtoyy nwg
10 gbpog Cwvng eival memepaopévo, To péyebog Twv ovpwv, 1 emelepyactikn
LOXVG TWV OVOKEVWV, 08 GLUVSLAOUO [E £vay OYKO Kiviong mov pmopei va ge-
nepva ta Opta ov B€Tovy OAa avtd. Tpémel, emopévwg, va Ppedei tpomog va
StagpopomomnBovv ot vInpesies -wg ek TOVTOL Kat 1 Kivion TOvg- pe Pdon éva
XAPAKTNPLOTIKO OTO OT0I0 eivatl evaicOnteg, 1 aAAwwg pe PAoT TIG AMALTHOELG
Tovg. a mapdderypa n anevbeiag petadoon eikovag/Pivreo mARTTETAL ATO TO
XaunAo evpog {wvng kupiapya kat SevtepevdvTwe and Ty kabvotépnon twv
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nakéTwyv (latency). Ynnpeoieg TnAepwviag pe xpron dadiktvo (Voice Over
IP) eivat gvaioOnteg oty kKaBvoTépnomn kat TNV ANWAELX TTAKETWV, AOYywW TNG
xpnons UDP oto eninedo petagopdg kat dpa tng anwAetag eEAEyxov pong tng
Kivnong.

Me Baon avtd To XapakTnploTiko pmopel va dobel otnv kivnon pia ett-
kéta (label/marking) yia va AdPet Stapopetiin petaxeipton anod TG SIKTvakEg
ovokeveg Tov Oa kivnOei 1} akopa kat va yivel Stagopetikr dpopoldynon ava
katnyopia kivnong (Policy Based Routing) yia va feAtiotonombei to povo-
natL (Atyotepot eviiapesot KOUPoL, HKpOTEPT YEWYPAPLKT ATOCTAOT)).

Onwg eivat Aoytko, n) epappoyn piag vrnpeociag QoS oe éva dikTvo amattei
™ puOon kat v Stadoomn twv pubpicewv oe OAo TO UKOG TNG TOTOAOYiAG
(point-to-point), 1} €0Tw Tov povomatiov Tov Ba petadobei n kivnon. O Ao-
YOG gival avTovonTog, Kabwe av o CLGKELT) TAPEXEL TO ATTATOVHEVO ATIO TNV
vmnpecia e0pog {wvng 1 VYNAN TPOTEPAOTNTA OTNV 0VPA, AAAA O ETTOUEVOG
kopPog dtédevong tng kivinong dev To kavel, Tote 8¢ Ba vLapyel kapd Behti-
o1 0TNY oLVOAIKT anddooT yia TV vInpeoia yia Tov TeAkd déktn/XpnoTn.

Ztnv mpaypatikdtnTa 1o QoS avagépetal 6To GUVOLO TWV TEXVIKWYV TTOV
dievepyovvtat amo diayxelplotr dktvov WOoTe va yivovv Ta mapandavw. H te-
XVIKI| TNV oTtoia XpNOLHOTOLEL 1] VAOTIOION KAl ava@EpETal Kat TO TapoOv ovo-
paCetar DSCP[3] (Differentiated Services Code Point) marking.

1.3.1 DSCP Marking

H texvikn avtn xpnotponotel o medio Type of Service (ToS Byte) tng emi-
ke@aAidag IP yia va tooBetrioet Tnv eTikéTa mov ave@epOike mapanavw. H
vlomoinon pa vanpeciag DSCP akolovbei pia ovykekpipévn dadkacia n
oTola Kot PaiveTaL oTo oxXNHa.

Ta&wvounon/Katnyopilomoinon (Classification)

H xivnon mov emBupei o draxelptotns va AaPet daitepng petaxeipiong
amod tnv vodopr] Tov SIKTVOVL yla apyr o@eilel va avayvwploTei kat va Sta-
xwptotei pe Paon kamota kpirfpta. Ta kpiTnpla avTd pmopei va agopovv: a)
70 eminedo peTagopds, dnAadn av mpokerrat yia kivnon TCP 13 UDP 1/kan
0vpa (TCP/UDP port) mov xpnoiponotei, B) 1o eninedo Siktvov pe tn OSted-
Buvon TNy 1) TpoopLopoD, 1 akdpa kat OAOKANPo VTOSIKTVO TINYHG 1) TPOO-
plopov, y) tn gvotkr Bvpa (interface) amod To omoio mpoépyetat ) kivnon, 1} )
éva ouvilaopog OAWV Twv Tapamdvw. Metd ano avtd To @ATpapLopa pe aon
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Ta KPLTAPLAL Ta TTAKETA TAEVOUOVVTAL O0€ KATTOL OXETIKY Katnyopia/kAdon.
‘Eva 6Uvolo kAdoewV umopei va OUVUTIAPYEL OE ULdt GUOKELT).

Mapkdpiopa

Me Baon v napandvew Stakoyn makétwv kat Tagvounor Tovg o€ KAA-
O€LG, TA TAKETA O HASEDOVTAL/ PAPKAPOVTAL ETOL WOTE VAL UTTOPODV TTLO VKON
va StagpopomomnBovv kata tnv vtodownn Stadpour} Tov péoa oto Siktvo. Xe
eminedo TakEToLv autod yivetal pe TNy Tomofétnon oto nedio ToS (Type of Ser-
vice) ¢ emkepalidag IP evog ovykpiévov byte, to omoio Ba eivar kat to
AVAYVWPLOTIKO Yla TO €i00G TOV TTAKETOV, KAl EMOHEVWS TNG AVTIHETWTILONG
nov mpémet va AaPet. KaBe Spopoloyntng Statnpei pia avtiotoiyion avdpeoa
oe kaBe Tiun Tov byte kat 0T SlAPOPETIKY HETAXEIPLON TNG KiVIONG.

"Aotuvopevon” (Policing)

H xd0e katnyopia kivnong avatibetat kat o€ pia ovpd ot kabe ovokevn
Suctvov. H Stadikacia tov Policing epappoletal oe kdbe ovpd kat eMopévwg
oe kaBe katnyopia kivnone. Evag “actvvopog” (policer) pmopei va opioet 1o
evpog {wvng mov Ba d0bsi, TNy mpotepartdTTA, TO TL Bt Yivel oe TepinTwon
ovpgwpnong (Congestion Control), Tov av o€ mepinTwon mANpOTNTAG TNG OV-
pag Ba yivetar Tuxaia emAoyn ota makéta mov Ba mE@TOLY, TL MBavoTnTA
(loss propability) Ba éxer kdBe kivnon va xdoel makéta oe avtr TNV mepi-
ntwon(Weighted Tail Drop) k.0.k.

1.3.2 TopéagDSCP

To koppdtt Tov SikTOOL pésa OTO OTOIO SlEVEpYEiTal KATYOPLOTIOI-
non/Stagopomoinon tng kivnong pe xpron DSCP marking ovopd{etat DSCP
Domain. Ot cvokevég mov PpiokovTtal TNy £icodo Tov xwpiov avtov Tov St
kTOOV ovopalovtat akpaieg (edge) kat givat avtd Ta omoiat GUANEYOLV TNV Ki-
VNo1, TV Ta&VOUODV Kat TNV HapKapovy avaloyws. Ot e0wTepIkEG GUOKEVEG
ovopaovtal cvokevEg “muprva” kat déxovtal Tpog Tig Svo katevBhvoelg kivn-
ONG HapKapLoPEVN KivioT, Kat amAd Tng mapéxovy Tnv iaitepn petayeipion
mov amautei 1 kaOe pia kat emOopei va dwaoet o StaxelploTng.

Kabe makéto mov katagBdavel oe pa SIKTvaKr CVOKELT] TTEPVAEL OELPLAKA
ano v mapandvew Stadkacia. To papkdpiopa ovpfaivel oty B0pa/diemaen
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el00dov (ingress interface), To papkdpiopa yivetat and tnyv pnxavi Spopolo-
YNONG Kat €MELTa Ta papkaplopéva makéta tonofetobvrar atnv ovpd e§6dov
omov kat dievepyeitat To policing, TOv To AMOTENECHA TOL Eival ELPAVEG OTN
Bupa/diemagr e§6dov (egress interface).

Katd avtiotoiia pe ta mapandvw ot ovokevég péoa oe éva DSCP Do-
main AapPavovv kat éva ovykekpipévo poro. Ot akpaieg cvokeveg (edge) ei-
vat eKeiveg Tov £xovv TovAdytoTov éva interface mpog ta ¢€w tov DSCP Do-
main, To omoio maileL o poLo Tov edge interface, kat éva Tovhayiotov interface
TPOG Ta pHEca TNG ToToAoyiag, To omoio éxet poAo core interface. Ot oVOKeEVEG
Tupnva eival ekeiveg ot omoieg Ppiokovtal 610 eowtepikd Tov DSCP domain
Kat Ipo@avag £xovv interfaces mov Aeltovpyolv wg core.

Ze kdOe ovokevr) dievepyeitat TafvOUNon Twv TaKETWV KATA TNV €l0080
TOVG O€ aUTH. XTIG CVOKEVEG TVPTVA 1) KIVNOTN €pYETaL Ao TIG aKpaieg ov-
OKEVEG, OTOL Kat avTn €Xel papkaptoth. Ot akpaieq CLOKEVEG £XOVV TOVAA-
Xtotov éva interface evtog Tov DSCP domain kat TOVAGLOTOV €va EKTOG TOV.

Juokevecg Mupniva

Zvokeveg Tupnva eival ekeiveg mov Ppiockovtat and to 20 dApa (hop) kau
petd, péoa oto DSCP Domain. Avtd onpaivel mwg o€ avtd katagddver nén
papkdptopévn kivnon, mpog kabe katevBvvon tng. Ze OAa Ta interfaces Tovg
yivetat Stahoyn tng kivnong pe pdon to nedio DSCP g IP emikepalidag mov
éxel Telel amod TG akpaieg ovokevEég. Avtd Ta interfaces, kabwg divovv kivnon
o710 eowteptkd Tov DSCP domain ovopalovtat core interfaces.

AKpaieg ZUOKEVEG

Orakpaieg ovokevég kabwg Ppiokovtat 6to 0pto Tov DSCP domain éxovv
Aiyo o mepimhoko poho. TovAdxiotov éva interface Tovg Ppioketal eviog Tov
DSCP domain (core interface) kot TovAaxiotov éva “kottd” mpog Ta £§w Kat
ovopagetar edge interface. Avtd onuaivel Twg 1 Kivon oL épxETaL amo TA
péoa Tov DSCP domain mpémet va Stadéyetou pe faon to medio DSCP mov
éxeL NN tebei, evw 1 kivon mov €pxetat and Ta ¢§w va Stahéyetal pe Paon
Ta kprtnpla ov éxovv tebei and to Staxetptoth. AN tapdAAnha oty é€odo
NG kivnong, oe kabe katevBuvon, mpémet va divetar n eldikn petaxeipion oe
kafe katnyopia kivnong.
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Core Interafeces

‘Etot ovopdlovtat ta interfaces ta omoia powBolv tnv kivon oto eow-
Tepikd Tov DSCP Domain. Ztnyv etoepxopevn (ingress traffic) oe avtd kivinon
epappoletar n Stagopomoinon/katnyoplomoinon g kiviong Bacet Tov Ndn
tomofetnuévov kwdikod DS mov €xouvv avabéoel ot akpaieg CLOKEVEG. TtV

DSCP DOMAIN

Traffic Direction

e

(Marked)

DSCP Field
Based Classification

Core/Edge
Interface

Core/Edge
Interface

ALL ROUTERS

DSCP Field
Based Classification

Ixnua 1.3: Awxeipion e§epxopevng kivnong

Traffic Direction

——

Ingress Traffic
(Unmarked)

Access Lists/Firewall Filters
Based Classification

Edge Interface

EDGE ROUTER

Core Interface

DSCP Field
Based Classification

DSCP DOMAIN

Zxnua 1.4: Awaxeipion eloepxopevng kivnong
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e§epxopevn and To interface kiviion (egress) TPOOTPEPETAL 1] ATIALTOVUEVT] |LE-
Taxeipton avaloya tnv kAdon oty omoia xet evraybei.

Edge Interfaces

Ta interfaces avtd eivau n eicodog kat €§080¢ Tng kivon and to DSCP
Domain. Avto onpaivel mwg mpémet va dpovv atnv e&epxopevn kivnon oav
éva core facing interface, mpdypa mov onpaivel 6Tt o@eilel va “yvwpilel” Tt va
KAVEL 0T papKapLOpPEVA TTaKéTa TTOL £pXovTal and To eowtepkd tov DSCP
domain yia va ta tpowOnoet mpog ta é§w.

Amo TV dAAN Opwg SéxovTat kat “axpwpdTioTn” kivion anod To §wTepIKo
tov DSCP domain. Ekei mpémnel va yivetai n) katnyoptomoinomn/diagopomnoinon
OMwG éxel avapepOel mapamdvw, Kat va HapkaploTel n kivnon, yla va mepdoet
010 eowTeptkd Tov DSCP domain mAéov pe tov avtiotoxo kwdikod otnv IP
emkepalida.
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APXITEKTOVIKN

2.1 APXITEKTOVIKA

H apxitektovikn TnG epappoyng eivat Bactopévn o€ avto Tov VAOTOLODY
oL TepLooOTEPES ePapuoyés Ilpoypappatiiopevwy diktdwy pe eleyktég[11].
Zto poho Tov eleyktr emAéxOnke To Ansible[4], kvpiwg Aoyw tng afomt-
0TNnG Kat TMANPwWG AetTovpyikng vAomoinong tov mpwtokOAAov NETCONF
péow twv modules tov. Xav Siemagr pe tnv TomoAoyia (Southbound API)
xpnowomnomOnkav ta modules Tov Ansible mov k&vovv xprion NETCONF
(junos_install_config[12] kat cisco_client) yia tnv mpowOnon pvBuicewv otnv
Tomoloyia kat oav dtema@r mpog TN peptd tov xpriotn (Northbound API) to
Python API 2.0[13] tov Ansible. Q¢ diemagr pe tov daxepiotr (User Inter-
face) xpnowomoteitat pa Stadiktvakn epappoyn, n onoia diatnpei otn Paon
dedopévwy NG, TIG TANPOPOPIEG Yla TIG VTINPETIEG TTOV TPEXOLV Kat EAEYYEL
NV ekkivnon/mavon/Siaypagn Tovg.

‘Eva a6 mpoypappa petappdlet ta dedopéva and tn Paon oe apyeia
YAML mov eivat avtd mov xpnotponotei To Ansible. Xto ecwtepiko Tov To An-
sible kpatdet Tig puOuioelg Tov TEPLYPAPTKAV GTO TTPONYOVUEVO KEPAAALO Y-
pLOUEVEG "OEATIKA, WOTE VA UTTOPEL VA TIG TPOWDEL ATOOTIACHATIKA KAt KATA
BovAnon Tov StaxelptoTn), AAAd Kal Yl va gival EmavaypnoLLOTOOLHES ATO
dA\eg vAomounoeLg.

Qg diemagn pe tnv tomoloyia (Southbound Interface) xpnotpomnowiOn-
kav dvo Ansible modules, to push_config yia tig Cisco ovokevég, kat To
junos_install_config yia tn Juniper.

2.1.1 To Ansible

To Ansible eivau éva epyaleio Staxeipiong twv pvBuicewv (configuration
management), pe facikd OKOTO TNV AVTOUATOTOINOT TWV EVEPYELWY TIOV ATTALL-
TovvTal ya tn pOluon piag TAnpoopLakng vToSounG.

KaOe evépyeia mov kakeitat va vAomowoet to Ansible ovopd(etat task.
KaOe task kakei pa evépyela, pe Tig anattovpeves eloodovg. H kArjon tov mo-
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i NETWORK MANAGER/

SERVICE PROVIDER

WEB GUI

ANSIBLE

NETWORK TOPOLOGY

Ixnua 2.1: Enokomnnon g eQapuoyng

Topology Initialization

e parser.py Policies/Services Data

YAML formated
data

ANSIBLE PYTHON API NORTH API

Playbook Calls

Run Playbooks

Topology Roles Configuration Roles

IxAua 2.2: H apxITeKTOVIKT] TG EQAPUOYTS

podotei Tnv dtadikacia cVVEEONG KAt VAOTIO|ONG TNG EKACTOTE EVEPYELAG. ZTO
TéAoG To Ansible evnuepwvet yla Ty ekmAnpwon (m.x. ok 1) error) aAld kat yia
Tov av otov kKOpPo mov otdxeve emABav ot aAlayég (change 1 not changed).

H ovvdeon pe toug koupoug mov Sraxetpiletar to Ansible yivetal pe to
npwtdkoAo SSH kat Sev xpnotponotei kamotov eidovg “mpaxtopa” (agent).
Avto onuaivel Twg 1 Pactkn £YKATACTAOT Kat Xpron Tov eival amAn kabwg



2.2. Aoxipaotikr) TomoAoyia

dev xpetaletarl kdtt mapanavw and évav SSH server oe kabe koppo mov Ba
Siaxetptotei o Ansible. Onwg emiong dev eivat avaykaio kamoto emnpocbeto
oLOTNUA TIOTOTOINONG TEPA ATIO AVTO TIOV Xpnotponotel To SSH.

2.1.2 Aiemaen Xpnotn

[ emkowvwvia Tov XpHoTn pe TV epappoyn avantoxdnke pa dadt-
KTVaKH epapuoyn, pe xprion tov Django Web Framework[5]. Méow avtrg et-
odayovtat Oha ta dedopéva Tov agopovv TNV vTNpeaia, aAAd kat Ta dedopéva
TIOV aQopPovY TNV TomoAoyia. Ektog amod tnv eloaywyrn kat anodnkevon dedo-
pévwv, opilovtat KANOELS yLa TNV KKV OT), Tadom Kat Slaypagr) VTN PECLWV.

2.1.3 Aiema@n U TRV TommoAoyia

Ta v emkotvwvia Tov Ansible pe Tnv tomoAoyia diktvov xpnotpomown-
Onkav vo modules mov kakovv vAomnooelg tedatwv NETCONE Aéyovtat
oav opiopata tnv dtevbuvvon IP Tng cvokevNs, Ta AVAYVWPLOTIKA TOV XPOTH
(username//password), kat éva apxeio pe Tig puOuioetg mov Ba eykatactabovv
oe popen ketpévov. Ta modules mov xpnotpomotovvrat eivat Ta push_config,
Baoiopévo otov cisco_client kat to junos_install_config, aventuyuévo amo
v Juniper kat Baociopévo otov neclient.

2.2 Aokipaotiki TomoAoyia

H e@appoyn mov vhomouOnke yia Tovg okomovg TG mapovoag StmAwpa-
TIkNG epyaociag mpoo@épet pia vinpeoia Quality of Service yia tn diktvakm
kivion dvo medatwv. To analtovpevo and TNV vInpesia anoTéAeoua givat N
napoxr €vog {nrovpevo evpovg (wvng kata t {ftnon (on demand) anod tovg
dvo xpriotes.

2.2.1 E&omAiopog

H tonoAoyia otny omoia SOKILAOTNKE N EQAPUOYT| AmOTENEITAL ATIO TPELG
KOpPovg. Xta dkpa TG TomoAoyiag Bpiokovtat S0o guaoikoi dpopoloynTég kat
0TO E0WTEPLKO £vag elkOVIKOG dpoporoyntic. O évag akpaiog dpoporoyntng
eivat g etaupeiag Cisco pe apliuo povtélov 2821 kat To VAIOUIKO TOL gival
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IOS g ékdoong 15.3(3)XB12. O dANog eivat €vag petaywyéag pe Suvatotn-
teg emmédov 3 (Layer 3 switch), tng etatpeiag Juniper, pe kwdikod povtélov
EX3300 xat vAtopukd JUNOS 15.1R4.6. O ewkovikdg dpoporoynTtrg eivat évag
Cisco CSR1000v pe vAtopko IOS-XE ékdoong 03.13.01.S. Ot ovokevég Cisco
dev vrootnpilovv T Xprion g yAwooag YANG, kat emtpénovv Xprion Tov
npwtokOAAov NETCONF pe tn xprion povo tov unxaviopov petadoong [14],
LLe TiepLEXOUEVO TIG EVTOAEG TIOL Oa eykaTaoTtrioovy Tig pubuicets. Ia va avta-
nokptBobue oe avtd avantdxOnke To mpoypapupa cisco_client mov vAomotei
10 mapanavw. H ovokevr| Juniper éxet eykateotnuévo poviédo YANG, aAld
AOyw Tov OYKOL TNG Kat TNG EANeYnG omovOLAwaonG NG eivat e§atpetikd Sv-
oxpnotn. [t avtd To Adyo kat to module yia to Ansible ov éxet avantovern
idta ) etaupeia 8e Paciletat og avth. Zto poAo Twv xpnotwv tomobetrhOnkav
Svo Raspberry Pi2 tomoBetnuéva oe 0o diagopetikd vodiktva, To kabéva
ovvdedepévo kat o€ éva akpaio Spopoloynti.

2.2.2 Hunnpeoia
H diacvdeon Twv mehatwv

Kata v apxikomnoinon tg vanpeciag kat évtadng twv melatwv, evn-
LEPWVETAL 1] TOTTOAOYIA e TNV amatpaitnTn TANpo@opia yla tr Stachvdeon
Tovg. Tivetat xprion otatikng SpopoAdynong avapeoa 6Tovg SPOHOAOYNTE.
Ta T16 {evgelg avapeoa 6Toug akpaiovg SpopHoAoYNTEG KAt TOV EGWTEPIKO XPT)-
otpomoteitat evBvulakwon oe GRE tunnels (Generic Routing Encapsulation).
H kivnon, Aotmdv, Twv Xpnotwv HEcw Twv OTATIKWY KAVOVWV EL0AYETAL HETA
oTig diema@ég Twv tunnel kat pe avtd TOV TPOTO AmoPevyeTaL 1) “dtagrpion”
TV SIKTOWV TWV XPNOTWV 0TOV £0wTePLKO Spopoloyntn. Me avto Tov Tpdmo
HELWVETAL 1] TANPOQOpPI TTOV ATALTEITAL ATO TOV SPOHOAOYNTT ALTO yla TN
Staovvdeon Vo xpnoTav, Kat EMOUEVWE TILO YpTyopT) omoLadnmoTe petdBaon
(mpocbeon, agaipeon xpnoTwv).

To Quality of Service

o v epappoyr tov Quality of Service yivetat Stagopomoinon vrnpe-
owwv péow DSCP marking. H kivion mov agopd tovg §0o mehdreg Oa emihéye-
Tal pe xprion @ittpwv (firewall filters yia to Juniper, access-lists yia ta Cisco).
Ye avtr Oa epappoletal pa oAtk QoS mov Oa éxet oprotei. Kabwg n kivion
“uapkdpetat’, 0 xapakTnpLopog ovpPatika eival xpwpatikog. Exovpe tig moAt-



2.2. Aoxipaotikr) TomoAoyia

Tikég Gold, Silver, Bronze, ot omoieg mpoo@Eépovy Kat £€va TOGOOTO TOV £VPOVG
{wvng ékaotn (m.x. n Gold Sivel o 50% tov Srabéotpov). Avtd Pefata eivar
amogaon Tov diayxelploth kat pmopei va d00el katd to dokovv. Exet agebei
é\ebOepo katd TNV el0aywyr and 1o SlaxelptoTn Twv PETAPANTWVY TNG LTIN-
peoiag (Héow NG SLadIKTVAKNG EQAPUOYNG) Va HTOpEL va yivel omoladnmote
napalayn.
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3.1 Aokipaotikil TomoAoyia

H e@appoyn mov vAomouOnke yia Tovg okomovg TG apovaag SimAwpa-
TIkNG epyaciag mpoogépet pa vinpeoia Quality of Service yia tn diktvakmn
kivion dvo medatwv. To analtovpevo and TNV vINPesia anoTéAeoua eivat N
napoxr €vog {nrovpevo evpovg (wvng katd t {ftnon (on demand) anod tovg
dvo xpriotes.

3.1.1 E&omhioudg

H tonoAoyia oty omoia SOKILAOTNKE 1) EQAPUOYT amOTENEITAL ATIO TPELG
KopPovg. Xta dkpa Tig TomoAoyiag Bpiokovtat Svo guaoikoi dpoporoynTég kat
0TO E0WTEPLKO €Vag elkOVIKOG Spoporoyntig. O évag akpaiog Spopoloyntrg
eivat g etaupeiag Cisco pe apliuod povtélov 2821 kat To VAIOPIKO TOL gival
IOS 6 ékdoong 15.3(3)XB12. O dAlog eivat évag petaywyéag pe Suvatotn-
teg emmédov 3 (Layer 3 switch), tng etatpeiag Juniper, pe kwdikd povrélov
EX3300 kat vAopko JUNOS 15.1R4.6. O eikovikog dpoporoynTtrg eivat évag
Cisco CSR1000v pe vAtopiko IOS-XE ékdoong 03.13.01.S. Ot ovokevég Cisco
dev vootnpilovv ™ xprion g yhwooag YANG, kat emtpEnovv xpron tov
npwtokoAAov NETCONF pe tn xprion povo tov unxaviopov petadoong [14],
pe TiepLEXOUEVO TIG EVTOAEG IOV Oa eykaTaoTtrioovy Tig pubuioets. Ita va avta-
nokptBovpe o avtd avantvxOnke To mpoypapupa cisco_client mov vAomotei
1o mapanavw. H ovokevr| Juniper éxet eykateotnuévo povtédo YANG, aAlda
AOyw Tov 6YKOL TNG Kat TNG EANewyng omovOVLAwong Tng eivat e§atpetikd Sv-
oxpnotn. It avtd to Aoyo kat to module yia to Ansible ov €xet avantvgern
idta n etaupeia 8e Pacifetal og avth. Lo poOLo Twv xpnotwv TomobethOnkav
dvo Raspberry Pi2 tomoBetnuéva oe 0o dragopetikd vodiktva, To kabéva
ovvdedepévo kat o éva akpaio Spopoloynti.
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3.1.2 Humnnpeoia
H diacvdeon Twv mehatwv

Kata v apxikomnoinon tng vanpeciag kat évtadng twv melatwv, evn-
LEPWVETAL 1] TOTTOAOYIA e TNV amatpaitnTn TANpo@opia yia tr Stachvdeon
Tovg. Tivetat xprion otatikng SpopoAdynong avdapeoa 6Tovg SPOHOAOYNTE.
Ta T16 {evgelg avapeoa 6Toug akpaiovg SpoHoAOYNTEG KAt TOV EGWTEPIKO XPT)-
owpomoteitat evBvulakwon oe GRE tunnels (Generic Routing Encapsulation).
H «ivnon, Aoumdv, Twv Xpnotwv HEcw TwV OTATIKWY KAVOVWV ELCAYETAL LETA
oTig diema@ég Twv tunnel kat pe avtd TOV TPOTO AmoPeVyeTaL 1) “dtagnion”
TV SIKTOWV TWV XPNOTWV 0TOV £0wTEPLKO Spopoloyntn. Me avto Tov Tpdmo
LELWVETAL 1] TANpOPOpia OV amatteital amd Tov dpopuoloynTr avtod yua T
Staovvdeomn dho xpnoTav, Kat EMOUEVWE TILO YpTYopr) omoladnimoTe petdBaon
(mpocbeon, agaipeon xpnoTwv).

To Quality of Service

Ta v egappoyn tov Quality of Service yivetar Stapopomoinon vanpe-
owwv péow DSCP marking. H kivion mov agopd tovg d0o mehdteg Oa emihéye-
Tal pe xprion @ittpwv (firewall filters yia to Juniper, access-lists yia ta Cisco).
e avtr| Oa epappoletal pua moAitikn QoS mov Oa éxet oprotei. Kabwg n kivion
“uapkdpetal’, 0 xapakTnpLopog ovpPatika eival xpwpatikog. Exovpe tig moAt-
Tikég Gold, Silver, Bronze, ot omoieg mpoo@épovy Kat £€va T0OCO0TO TOV £VPOVG
(wvng éxaotn (m.x. n Gold Sivet to 50% tov Stabéotpov). Avto PePara eival
andgaon Tov diaxelptotn kat umopei va dobei katd to Sokovv. Exel agpedei
¢\eb0epo Katd TNV el0aywyr and To SlaxelploTn TV HETAPANTWVY TNG LTIN-
peoiag (péow NG SLadIKTVAKNG EPappOYNG) va Umopei va yivel omoladnmote
naparoyn.

3.2 O1puBpiocelg

Ot pvBpioeig mov mpémel va mpowbnBovv oto Siktvo ue Paon ta mapa-
TAVW XWPIoTNKAVY YA TIPAKTIKOVG KAL EVVOLOAOYIKOVG OKOTIOVG. ZUYKEKPLHEVA
XwpioTnkav oTig puduioeis: a) optopov twv interfaces, f) Twv GRE tunnels, y)
dpopoldynon, 8) Tov muprva DSCP, €) twv akpaiwv cvokevwv tov DSCP.

Eotw otL éxovpe To mapadetypa tng mapakdtw tonoloyiag. Eotw emiong



3.2. OupvBpioeig

ot BéAovpe va Swoovpe atovg xprotes To 50% tov Stabéatpov ehpovg {wvng
TWV CLOKELWV Kat OTL Ba papkdpovpe ta TakéTa TG kivinong pe tov DSCP
af11. Ot puOpiocelg eivatl CUVOTITIKEG Kot TTAPAGELYHATIKEG.

DSCP Domain

No-QoS Domain

147.102.39.0/26

Ixnua 3.1: H tomohoyia

3.2.1 Interfaces

Ta 116 akpaieg ovokevég: Zvokevry CISCO (alderaan):

interface GigabitEthernet0/0
description Core & Managment Interface
ip address 147.102.40.203 255.255.255.0

interface GigabitEthernet0/1
description Edge Interface
ip address 147.102.39.1 255.255.255.192

Yvokevn Juniper (callisto):

#assign layer 2 interfaces to vlan
set interfaces ge-0/0/0 unit 0
family ethernet-switching
port-mode access
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vlan members v998
set interfaces ge-0/0/0 description EdgeInterface
#define layer 3 interface for vlan
set vlans v998 vlan-id 998 13-interface vlan.998
set interfaces vlan unit 998 family inet address 147.102.39.129/30

#Core & Management interface
set interface me®@ unit O family inet address 147.102.7.207/24

T 11 E0WTEPIKEG CVOKEVEG: TNV ELKOVIKI] CUOKEVT] XPTOLHOTIOLELTAL £VaL
“@uowd” interface To omoio eivar akpo 6vo dagopetikwv GRE Tunnel yua
ovvdeon pe kdbe akpaia ovokevry, n pvOuLon Tov omoiov Ba avantvyOel ma-
POKATW.

interface GigabitEthernetl
description Core Interface
ip address 147.102.7.96 255.255.255.240

3.2.2 GRE Tunnels

Zkomog Twv tunnel yevikd eivat n Tpoo@opd ac@alwv Kat ISLWTIKWY Ho-
VOTIATIOV Yl TNV Kivon Twv makétov péoa and éva dnpoaoto diktvo. To mpw-
16k0oA o GRE[15] T0 k&veL avTo TPpoo@épovTag pia etkovikr {evén and onpeio
oe onpeio (point-to-point) avapeoa oe dvo diktva. To dtL eivar etkovikn on-
paivel g ta makéta Siépyovrtat péoa and to vtohowro diktvo. To onuavtikd
eivau Twg 1o dnpooto Siktvo (public network) dev avaperyvoetal pe To ecwte-
PLKO TOV TTAKETOV, aAd To Tpowbei amd Tnv apxn Tov tunnel péxpt To Téhog
Tov.

Avt6 gmtvyydvetal péow TG evOvAdkwong tov IP makétov mov mpoép-
XeTaL amo évav Xpnotn péoa oe £va devtepo IP makéto. Avtod onpaivel Twg To
Sdnuooto diktvo kavel T Spoporoynon pe Baon v efwtepikn emkepalida
IP kaBwg avth eivat kat n TpwTn oV cuvavtd e&etdlovtag To TakéTo yia va
TAPEL TIG ATOPATELG SPOUOAOYNOTG.

KaOe tunnel €xet pia mnyn kat éva mpooptopod, mov eivat dvo interfaces oe
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dvo dpopoloyntég, Ta omoia eivat mtpooPdotpa oto eninedo diktvov (Layer 3)
emopévwg éxovv kat tnv Stk Tovg IP StevBuvvon. Kabe dpopoloyntrg yvwpi-
et péow tov mivaka dpopoddynong Tov (routing table), yia to mota kiviion Oa
npowdnoel péow evog tunnel.Ot SievBvvoelg g kat Tpoopiopod g e&w-
tepikng IP emike@alidag eival avtég ekeiveg TG mNYNG kat T€Aovg Tov tunnel.
ITA¢ov Aoumtov ot evdidpeoot kopBot £xovy va SpoHoAoYooVY €va TAKETO 1e
Baon tov mpoopiopd Tov tunnel kat Ot pe fdon TOV apxLKO TPOOPLOUO.

To mpwtokoAo GRE 8ev eivar mpwtokoAlo Spoporoynong (routing)
aAAd Spopoloyodpevo (routed). Ipdypa mov onuaiver mwg ya v efwte-
pwny IP emkepalida mpémet va vapyet 6to dnuocto diktvo n mAnpopopia
mov xpetaletat ya va Spopoloyndei and to €va dkpo tov tunnel oto dAMo.
To mAeovékTnUa TOL TPWTOKOAAOL gival TwG AVTN 1) TANpoPopia eival kat 1)
povn mov xpetaletat yia va yiver  popoloynon. Ipaypa mov onpaivet mwg
10 dnpooto diktvo dev eivan avdykn va pmopei va dpopoloynoet Tny kivinon
avapeoa ota Vo SiKTva TOV EMXELPOVY VA ETKOLVWVHOOVV, AANA apKel va
umopel va to kdvet yia Ta 0o dkpa tov tunnel. Me avtd tov TpoTO amhomot-
nOnke n mAnpogopia yia tn Spopoldynon mov xpetddeta.

Otav 1o makéto gTacel oty d1evbvvon TPooPLOHOY, OTIWG EivaL YVWOTO 1
emuke@alida IP agatpeitat kat o Takéto cvveyilet va Spopoloyeitat pe Baon
v eowTtepikn IP emkepalida.

INGRESS INTERFACE EGRESS INTERFACE

— rouTER
B - BC--)

]

GRE/IP HEADER ADDED TO PACKET

ZxApa 3.2: H Aettovpyia twv GRE Tunnel

Ta GRE Tunnels otnv vhomoinon avtr anotelovv Ti§ {evgelg avapeoa
OTIG PUOLKEG AKPAEG OVOKEVEG Kat TNV e0wTepikn eikovikn. Eva Tunnel yia
va optotei xpetaletat éva Aoyiko interface ota dvo dkpa, pe pia wtikr Stev-
Ovvon IP, aAAd kat Tov 0pLopd TwV AkpwWV TOV, TTOL eival GuOtkd interfaces.

AxkolovBwg kat dedopévwv Twv puOuicewv TV PuokwV Slemapwy and
TIAPATIAVW, EXOVLE:

# @Alderaan
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interface Tunnell
ip address 10.10.10.2 255.255.255.252
# This router’s core interface
tunnel source 147.102.40.203
# Core router’s core interface
tunnel destination 147.102.7.96
# @Callisto
set interfaces gre unit 2 family inet address 10.10.10.6/30
set interfaces gre unit 2 family tunnel
source 147.102.7.207
destination 147.102.7.96
# @CSR
interface Tunnell
description To Alderaan Tunnel
ip address 10.10.10.1 255.255.255.252
tunnel source 147.102.7.96
tunnel destination 147.102.40.203
interface Tunnel2
description To Callisto Tunnel
ip address 10.10.10.5 255.255.255.252
tunnel source 147.102.7.96
tunnel destination 147.102.7.207

3.2.3 ApopoAdynon

KaBag éxovpe mAéov TG Aoyikég point-to-point {ev&eig Twv tunnel apkei
va powBnoovpe v emBuuntn kivion péoa anod ta tunnel.

# @ Alderaan

ip route 147.102.39.128
255.255.255.255.252 Tunnell

# @CSR

ip route 147.102.39.128
255,255,255.252 Tunnel2

ip route 147.102.39.62
255.255.255.255 Tunnell

# @ Callisto

edit routing-instance FOO
set instance-type virtual-router
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set interface gre.2

set interface vlan.998

set routing-options static route
147.102.38.62/32 next-hop 10.10.10.5

3.2.4 DSCP puBuiocelg

Ot pvBpioeig yia tnv epappoyn tov Quality of Service xwpilovtat o §vo
koppatia. To DSCP Based classification mov dievepyeitan ota fdn papkapt-
Opéva TTAKETA, Kal TO papkaptopa ov Oa yivel faon twv SieBbvoewv IP npo-
OpLOPOD Kat TTNYNG TTOL SLEVEPYEITAL OTA ELGEPXOUEVA APAPKAPLOTA TTAKETAL.

DSCP Based Classification

# @Alderaan
# Catch traffic with af11 dscp
class-map match-all GOLD_CATCH

match ip dscp afiil
# Give this class 50\% bandwidth
policy-map GOLD

class GOLD_CATCH

bandwidth percent 50
# Assign action to interface
interface tunnell

service-policy output GOLD
# This is the core facing tunnel
# Exactly the same at the Core Router
# @Callisto
# Define a class
edit class-of-service

set forwarding-classes queue 1 GOLD
# Catch traffic with af11 dscp
set classifiers dscp core-classifier

forwarding-class GOLD loss-priority low code-points af1l

# A default needed in JUNOS
set schedulers default priority low
set scheduler-maps LefterisDiploma
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forwarding-class best-effort scheduler default
# Give this class 50\% bandwidth
edit schedulers high_priority
set transmit-rate percent 50
set priority low
# Bind class and its scheduler
set scheduler-maps LefterisDiploma
forwarding-class GOLD scheduler high_priority
#JUNOS define marking with the class
set rewrite-rules dscp dscp-mark-traffic
forwarding-class GOLD loss-priority low code-point afi1l
set rewrite-rules dscp dscp-mark-traffic
forwarding-class best-effort loss-priority low code-point be
# Assign to tunnel
set interfaces gre unit 2 scheduler-map LefterisDiploma

IP address classification

# @Alderaan
# ACL to catch traffic by Src-Dest
access-1list 101 permit ip host 147.102.39.62 host 147.102.39.130
class-map match-all Diploma_MATCH
match access-group 101
policy-map Diploma_MARKER

class Diploma_MATCH

set ip dscp afi1l
# Assign to Edge interface
interface gigabito/1

service-policy input Diploma_MARKER

# @Callisto
# JUNOS Firewall multifield classifier
edit firewall family inet filter LefterisDiploma
term GOLD_traffic

set from destination-address 147.102.39.62/32

set from source-address 147.102.39.130/32

set then forwarding-class GOLD loss-priority low
# Assign to Edge interface
set interfaces vlan.998 family inet filter input LefterisDiploma
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TNV €0WTEPIKT) CLOKEVT 1) KIVIOT QTAVEL HAPKAPLOUEVT), EMOHEVWS OE
xpetdetar avti n Stadikacia. Movadikr mepintwon 1 anaitnon and Ty epap-
HOYN Va YivETaL KATIOLO SLa@opeTIKO papkapiopa 1} ta§tvounon.

3.3 To Ansible

3.3.1 Ansible Modules

H evépyela mov ekteleitat and 1o Ansible ovoudletat “povada Ansible”
(ansible module). Eva Ansible module eivat éva pikpo mpoypappa/cdvolo
evToA@V/script ypapupévo eite oe Python (mov eivat kau 1 mpoemAoyr Aoyw
ovppatotntag pe o idto To Ansible mov eivat aventvypévo otny ida yl\wooa)
eite oe omotadnmote AAAN emAéEeL 0 SLaXELPLOTNG HE KATTOLEG UKPEG AANAYEG.

To module pmopei va extedeotel pe dvo tpomovs. Eite va amootallel
pe pa péBodo SSH (scp yia mapaderypa) otov koppo, omoiog kar Ba to
ekteléoel (deploy), eite va extedeotel and Tov idto kOpPo mov “Tpéxel” Kal
to ansible. O mMpwTog TPOTOG €ivat N MpoemAoyn Kat 0 eVTePOG eMAEYeTAL
pe tnv mapdpetpo connection kat tnv TR local. H mpwtn mepintwon
XPTOLLOTIOLEITAL OF TEPIMTWOELG IOV O KOUPOG eival cVOTNUA TTOV €XEL TN
Sdvvatotnra va extedéoel mpoypdppata/scripts Python 1 omotacdnmote dAAng
YAwooag eivar ypappévo to module. H Sevtepn Aowmdv eivar omwg Oa
Seikovpe mapakatw kat n TPOGPopn ADoN GTNV TEPINTWOT OV 0 KOUPOG
eival pa Siktvakn ovokevr), 1 onoia dev €xel avtég Tig duvarotnres. Ztnv
devtepn mepintwon n ovvdeon meprypageteal kar eykabiotatal péca oto
idto To module kot mpémer va kavet xpnon kdamoov API tng SikTvakng
ovokevng ( mx To NETCONF). Yndpyet éva moAd peydAo mAnbog mod-
ules ta omoia Ppiokovv e@appoyn oe Ola Ta media pvOuicewv (my.
Bdaoeig dedopévwv, Stadiktukoi eEunnpeTnTEG, eyKATAOTAOT KAl EVIIUEPWOT
AELTOVPYIKWV CLOTNUATWY, SIKTVAKT TOTOAOYIA, K.qL.).

Opiopdg Tomoloyiag (Inventory)

To Ansible kataypaget Tovg kOpBovg Tovg omoiovg dtayelpiletal péoa
and €va .ini apyeio (n mpoemloyn to Bélet va ovopdletat hosts) to omoio
nepLEXeL TG Paotkég TAnpoopieg yla TNy Slaxeipton tov. Amapaitnto eiva
¢va domain-name 1 pa IP SiebBvvon wote va pmopei to Anisble va
ovvdebei oe avtov tov kouPo. IIépa amd avtd vIdpyovV TPoeMAEYpHEVQA
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ovopata petapAntwv (my ansible_host mov diver tnv IP dievbvvomn tov kopPov)
aA)d pmopovv va oploTody kat omotadnmote embupei o Staxeplotng. Télog
umopovVv ot koppot va xwplotodv avaloya Tnyv xpnon (staging, production) i
10 pOAo (databases, web-servers) mov e§vnnpetodv oe ouddeg (groups).

Tasks, Playbooks, Roles

Ta kaBnkovta (tasks) eivan pia amhn ektéeon evog module 6nmwg avtn
neptypagnke mapandvw. Ta plays eivar éva odvolo amod tasks kot ta play-
books éva chvolo ano plays. KaBe play 1} playbook npémet va ovopatilet tovg
KopPovg otovg omoiovg BéNeL va puBuioet. Avto yivetat pe to tedio hosts mov
umopei va mdpet tnv Tiun all(av 6éAovpe va pvBpuicovpe 6Aovg Tov kOUPOVG),
To Ovopa ptag opddag 1 n/kat evog kopPov povo. To Ansible emavalapPaver
(loop) ta plays mov meprypagovtat ya kdbe éva koupo Eexwplotd.

H xpnotikdtnta OAwv autdv TV apapEsewy UTOPEeL va yivel KATAvonT
¢ukoAa pe éva mapdadetypa. Ag vroféoovpe mwg BEdovpe va ekkiviioovpe pia
eQapUOYT o€ €va cVUVONO KOUPwV, oL oTtoiot pmopel va Statnpovy Sla@opeTikég
ek000ELG Ao TIG amaltroelg TnG epapuoyng (dependencies). H Stadwcacia mov
npémet va akoAovOnOei eivat o EXeyxog yia TG TpéXovoeg ekdooel (1] akopa
Kat Ty Omap€n) TV anatnoswy, 1 €yKATAoTAoT 00wV AEmovy, Kat TEAOG
1 gyKataotaon kat ekkivion g epappoyng. Ta playbooks meptypdgovv pe
an\o 1pomno (oe y\wooa YAML) tnv akolovBia twv modules ov Oa tpé§ovv,
TOV €Aey)X0 pOT|G oL X petdleTat, Tovg kOpBovg Tov emBupei o StaxelploTig va
otoxeboetl avaloya to group (mx pia web egapupoyn Oa eykataotabei oTovg
web-servers). Eva playbook umopei va kAn0ei eite péow ypappng evriolwv pe
TNV evToln ansible-playbook eite puéow kamotov script pe tn xpron tov Python
API tov Ansible.

MetapAntég (Variables)

Ot petaPAntég pmopel va amatovvtat eite and To ansible yia v
ekTéAeon evog task (ry n IP dievbvvon tov kopPov) eite amd 1o idto o module
nov Oa “tpé€el” (my n Ovpa tep a epappoyng mov Ba eykataoTioeL og éva
KOpPo). Ot petaPAntég umopovv va §oBovv pe pia oelpd TPOTWY, OTATIKOVG
Kat SUVALKOVG.

To Ansible €xeL opioet and mpoemAoyn ovykekpuéva apyeia Ta omoia
QOPTWVOVTAL OTNV HVIUN He TNV KA on onotovdnnote playbook.Avta eivat ta
apxeia péoa oTovg @akéAovg host_vars/ kat group_vars/ Ta omoia Kat gEpovv
T0 KaB€va To Ovopa ToV KOpBOV Kat TNG OHASAG IOV AVAPEPOVTAL AVTICTOLXA.
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Enopévwg oto apxeio host_vars/alderaan.yml nepiéxet opiopéveg oe y\wooa
YAML t1g petafAntég mov agopodv Tov kopPo pe to dvopa alderaan. To
apxeto group_vars/databases.yml mepiéxet Tig petaAntég mov agpopovv 6Aovg
Tovg KOpBoug Tov eivat oplopévol oto group databases oto apxeio hosts 6mwg
TIEPLYPAPTKE TIAPATIAVIW.

Méoa oe éva playbook pmopovv va eicayxBolv ad-hoc péoa and aila
apyeia petaPAntés. H 1ox0 Toug Stapkei povo péxpt tnv ohokAnpworn tov play-
book mov tng kdAeoe. H eloaywyrn mpémet va yivet otnv apyn tov playbook
OTIWG PALVETAL TAPAKATW.

AX\eg emhoyég yla va etoaxBoOv petaBAnTEG givatl 1 TPOYPAUUATIOTIKT,
otny mepintwon mov 1 ekTéAeon evog playbook kaleitat pe avtdv Tov TpodTO,
N péoa amd tovg “polovg” (roles) mov ypnowpomolei To Ansible kot Oa
avantvxfobdv mapakatw.

‘Eva Mapddetypa

H dopr| twv petapAntwv,mov ypdgovtat oe YAML, ue ta interfaces tov
koppov alderaan gaivetat mapakdtw:

#alderaan interfaces
core_interfaces:
name: gigabite/0
ip: 147.102.40.203
mask: 255.255.255.252

tunnel_ifce:
-full_name: tunnell
ip: 10.10.10.2
to: csr
id: 1
name: tunnell
dest_ip: 10.10.10.1

edge_interface:
name: gigabite/1
ip: 147.102.39.1
mask: 255.255.255.192
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Edw éxovue to mapdderypa evog amiov playbook, amd avtd mov
XPNOLLOTTOLOVVTAL GTHY EQAPUOYT).

-name: Intro play checking and configuring basics
hosts: all
connection: local

vars_prompt:
-name: "pass”
prompt: ”"Enter password: ”
private: yes

pre_tasks:
-name: Checking NETCONF connectivity on the devices
wait_for: >
host={{ansible_host}}
port={{netconf_port}}
timeout=5\n
-name: Import Variables from cached files
include_vars: ../cached_vars/policy.yml

roles:
-modules
-dscp_core
gather_facts: no

1o mapanavw playbook dnAwvetau pe oepd:

O110a epappootei oe OAovg Toug kOpPovg (hosts: all)

« Ot n to module 8a "tpé€el” otov kOuPo mov “tpéxet” To Ansible (con-
nection: local)

o Ilpotpénetar o xpnotng va Owoel TOL KWOKOVG OVVEEONG
(vars_prompt)

o Xta pre_tasks eAéyyetat n ovvdeopotnta pe tn Bvpa NETCONE, kat
elodyovTat oL petaPAnTég

4 4 4 U T » 4 » I
o e@appovTat ot polot (rov omwg Ba Sovpe eiva "takéta” and playbooks)
7oL ovopaTifovTat.
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PoMot (Roles)

O1 polot eivat éva akopa eminedo agaipeong otn Aettovpyia Tov Ansi-
ble, To omoio mpooPépel yia apxn £va OAOKANPwHEVO TTAKETAPLOHA dpaoewV
TIPOG EKTENEDT), KAl WG ATMOTENECHA AVTOV Kal Tr SuVATOTHTA EVKOAOTEPOL
Sapotpacod Kat emavaypnoLonToinong.

Me v KAfon £vOg pOAOL eKTEAODVTAL AVTOUATWS Uia OElpd and play-
books. Ot petaPAntég kat ot anaitioelg Twv playbooks evog podov pmopodv
va mepiExovtal péoa oTo polo 1 va ewcdyovtal efwtepikd. Ta Paocikd
anmatodpeva aTotxeia vog poAov eival o @dakeAlog tasks mov mepiéxet Ta play-
books ta omoia Oa ekTeEAeoTOVV. ATIO KAl TEPA 1) OPYAVWOT TWV PAKEAWV £XEL
va KAveL ue T @OoT Tov polov.

Edv o polog mepiéxet tasks mov mapdyovv apxeia mov Oa petagpoptwdovv
oe kamolov kouPo, pmopei va xpnowpomowndei €vag @akelog files, eav ta
apyeia avtd eivar mpotvmomonpéva (templates) pmopel va xpelaotel €vag
@axelog templates. TéEAoG pmopovv va oploTobV OTWG Kal pe Ta anAd play-
books @akelot peTaAnT@V OpOLOL [E TOVG TAPATAVW, WOTE VA OPLOTOVV
TAPAUETPOL TTOV X PTOLUOTIOLOVVTAL ATTOKAELTTIKA YLa TNV EKTENEDT TOV pOAOV,
kaBwg dev ovyxwvebovTal Pe TIG HOVIIEG TTOV TEPLYPAPNKAY TTapamdvw. Mia
tomkn Stdtagn gakédwv kar apxeiwv ya éva podo Ba pumopovoe va eival,
obp@wva e to emionpo documentation[16] Tov Ansible:

roles/
common/ # this hierarchy represents a "role”
tasks/ #
main.yml # <-- tasks file can include smaller files if
warranted

handlers/ #
main.yml # <-- handlers file
templates/ # <-- files for use with the template resource
ntp.conf.j2 # <------- templates end in .j2
files/ #
bar.txt # <-- files for use with the copy resource
foo.sh # <-- script files for use with the script resource
vars/ #
main.yml # <-- variables associated with this role
defaults/ #
main.yml # <-- default lower priority variables for this
role
meta/ #
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main.yml # <-- role dependencies
library/ # roles can also include custom modules
lookup_plugins/ # or other types of plugins, like lookup in
this case

Aata&n apyeiwv tou Ansible

H Sidtagn apyeiwv kat @akéAwv mov emAéxOnke yia Ty egappoyr, 6cwv
agopa to koppdtt Tov Ansible gival  mapaxdtw:

/sdn_manager

/qos_provision

| -- hosts

| -- push_base.yml

| -- push_policy.yml

| -- push_service.yml

| -- push_routing.yml

| -- /host_vars

| -- alderaan.yml

|-- callisto.yml

|-- csr.yml
|-- /roles

| -- /modules

| -- push_config.py
| -- junos_install_config.py

|-- /base
| /tunnels
| /dscp_core
| /marking
|-- /add_router
|
|
|

/delete_dscp_core
/delete_marking
-- /peer_connectivity
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3.3.2 Opiopog Tomoloyiag

Zto apxeio hosts tomoBetovvtat ot kopuBot mov Srayetpiletar to Ansible.
v napovoa vAomoinon xwpilovrat e §Vo opddeg, Tovg core kat Tovg edge.
Zav petaPAntég éxovv optotei ot IP Sievbivoeigs, o kataokevaotng, kat n 0vpa
nov xpnotponotel yia to mpwtokoAho NETCONF n ekaotote ovokevr). O
KATAOKEVAOTNG Xprotpomnoteitat yia va Stakpivel o Ansible To module mov
Oa xpnotpomowoet yia v mpowdnomn twv pubuicewv.

[core]
csr ansible_host=147.102.7.96 vendor=cisco netconf_port=22

[edge]
callisto ansible_host=147.102.7.207 vendor=juniper netconf_port=830
alderaan ansible_host=147.102.40.203 vendor=cisco netconf_port=22

3.3.3 Playbooks

Ta playbooks eivat ekeiva mov elodyovv Tig petaPAnTég kat kahobv Tovg
polovg mov Ba epappooToy. Opadomolodv KaTd KAToLo TPOTo TI§ pLOHIcELS,
Kat opyavawvouv ta Stadikaotikd yia va ektedeotel n Stadoon twv pvBuicewv
pe opaotnta. Oha ta playbooks eivar mavopoidtuna, pe povn dtagopda tovg
poAovg mov kahei to kabéva. Eva mapddetypa eivatl to mapakdtw:

-name: Applying the QoS policies
hosts: edge
connection: local

vars_prompt:
-name: "pass”
prompt: ”"Enter password”
private: yes
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pre_tasks:
-name: Check connectivity
wait_for: >
host={{ansible_host}}
port={{netconf_port}}
timeout=5

-include_vars: ../cached_vars/service.yml

roles:
-modules
-marking
gather_facts: no

3.3.4 O1PoAot

Ot porot mov avantoxBnkav pmopovy va xwplotodv oe 00 KATNYOpiEG.
H npwtn amoteleitat and Tovg poAovg mov mapayovy kat tpowdoiv puluioeig
oto dikTvo, kat 1 devTEPN AMO AVTOVG OV VAOTOLOVV AeLTOVPYieG Yl TO
idto to Ansible. Kat ot dvo katnyopieg €xovv v idta opydvwon apxeiwy,
xpnotpomotovv Aiyo dtagopetikd potifo ota tasks Tovs.

Awaxeipion Tomoloyiag

O polog add_router Sayepiletar tnv tomoloyia kat mpooBétet évav
diktvako kopPo otnv katnyopia edge oto apxeio hosts. Xto apyeio /tasks/-
main.yml éxovpe ta plays mov Oa extedecBobv kadwvtag To polo.

#Create from template the host_vars.yml file
#for the router
-name: Create host_vars file and add it in host_vars
template: >
src=roles/add_router/templates/host_vars.j2
dest=host_vars/{{router.name}}.yml

#Add router in the hosts file
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-name: Update hosts file
template: >
src=roles/add_router/templates/hosts.j2
dest=roles/add_router/files/hosts

-name: copy hosts file
local_action: command rsync roles/add_router/files/hosts hosts

O pohog, ooy, Ba Snuovpynoet xpnotponowwvtag to template module
dvo apyeia. To éva pe To rsync module Oa avavewoet To hosts amoOnkebovrag
TIAE0V HOVIUA TO VEO KOpPo oty opdda edge, kat To dANo Ba amoOnkevtel oTo
@axelo host_vars mepiéxovtag TG petaPAntég Tov véou koppov.

PoAot PuBpicewv

Ot poAot mov avahapPdvovv pvOuicelg SIKTVOL €XOLV TTAVOUOLOTLTN
Aettovpyia kat opydvwon apxeiwv. Ot podot avtoi eivar ot: base, tunnels,
peer_connectivity, dcsp_core, marking, delete_dscp_core, delete_marking. To
novo mov alladet eivan ta apyeia Twv mpotdnwy (templates) mov mapdyovv
TG pubpioets. Tia Adoyovg ovvontikdtnTag Ba mapovotaotei évag oOAOKANPOG
porog. H diatadn apyeiwv eivat n mapakdtw yio 6Aovg Tovg porovs.

|-- /roles
| -- /marking
| -- /tasks
|-- main.yml
| -- /templates
| -- /cisco
| -- marking.set.j2
|-- /juniper
| --marking.set.j2
|-- /files
| -- alderaan_marking.set
| -- callisto_marking.set

210 apyeio /tasks/main.yml meptypagovtat oL evépyeieg mov ekteAodvVTAL
KATA TNV KAO1 TOv polov.
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-name: DSCP marking configuration from templates
template: >
src=roles/marking/templates/{{vendor}}/marking.set.j2
dest=roles/marking/files/{{inventory_hostname}}_marking.set

-name: Push configuration

junos_install _config: >
host={{ansible_host}}
passwd="{{pass}}"”
file=roles/marking/files/{{inventory_hostname}}_marking.set
replace=yes
overwrite=false

when: vendor == ’juniper’

-name: Push configuration
push_config:
host={{ansible_host}}
passw="{{pass}}”
file=roles/marking/files/{{inventory_hostname}}_marking.set
when: vendor == ’cisco’

H npwtn evépyela eival n kataokevr Tov apxeiov pvBuicewv mov Ba
tonofetnOei otov @dkelo files. aivetar mwg xpnowponoteitar To module
pe To ovopa template To omoio maipvel cav peTAPANTEG TO HOVOTATL TOV
TPOTLTIOL apXeiov (src) kat TomobeTel TO TAPAYWDHEVO APXEIO GTO HOVOTIATL
dest. Tta to daxwplONd TV apXeiwV XPNOLULOTOLOVVTAL Ol OPLOHEVEG OTO
apxeio hosts petaPAntég, vendor kat inventory_hostname.

Me tnv xprion Tov when tonoBeteital £vag éAeyyxog - avtioTolog Tov if-
then - yia va mpooStopiotei to module mov avtiotoiyei oe kaOe kataokevaoTy.
Apa Ba exteleotein evépyeta yia Tnv onoia aknBevel n mpoimdBeon tov when.
H avalvtiki Aettovpyia Twv modules meprypagetar.

Templates

To module Tov Ansible pe To dvopa template xpnowomoteil Tnv pnxovn
npoTLVTIWY apyeiwv (template engine) Jinja2[17] mov éxer avamtvxOei oe
Python. H o0vta&n tng eivat amhr, kat povn tov anaitnon eivat éva apxeio (pe
kataAnén .j2) mov Ba meprypdget To mwg Ba kataokevaoTel To TEAKO apyeio,
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KaL éva apxeio pe Tig peTaPAntég kat ta ovopatd tovg (key-value format, edw
o¢ JSON) wote va pmopodv va kAnbodv péoa oto mpwto apxeio.

H Aertovpyia avtn @avnke daitepa xprion kabwg ot pvbuioeig mov
xpetdletal n epappoyn onwg mapovotdfovrar givat ot idieg, pe egaipeon ta
eldikd otoiyeia, ot StevBhvoelg Twv XpnoTwy, To evpog {wvng K.0.K. Zta tem-
plates Aowov Bpioketal o TVPHVaAG TNG AOYIKNG Yot TNV GUVAPUOAOYNOT TWV
apxelwv pe T pOpioels ya TIg GVoKeVEG diTOOV.

H Jinja2 mpoo@éper dvvatdtnta emavalnyewy, av ot peTaBAnTég
nepLEXxovv Aioteg, kat Eheyxo pong. Ot petaPAntég mov eivar Stabéoipieg eival
ekeiveg Tov £xovv yivel dtabéopeg and to playbook mov kaAeital, pe tov
TpOTO MOV €Xel Teptypagel. Avtég eival ot petaPAntég tov apxeiov hosts,
Twv host_vars, kat Twv apyxeiwv mov elodyovtal ave§dptnta ano tov eakelo
cached_vars.

Me xprion Smhwv ayyellwv eodyetar n Tun TG petaPAnTng mov
TEPLEXETAL EVTOG TOVG, £V He % ONAWVeTaL pia evépyeta (ETavaAny, EAeyxXog
K.0.K.).

Ta mapaderypa éxovpe To template Tov polov dscp_core eivad.

{# DSCP CORE CONFIGURATION #}

{# CORE CLASSIFIERS #}

{% for class in classes %}

class-map match-all {{class.name}}_CATCH
match ip dscp {{class.code}}

policy-map {{class.name}}

class {{class.name}} CATCH
bandwidth percent {{class.rate}}
{% endfor %}

{# START POLICY #}

{% for tun in tunnel_ifce %}

{% for class in classes %}

interface {{tun.full_name}}
service-policy output {{class.name}}
{% endfor %}

{% endfor %}

Eva 1o mpocbeto apyxeio petaPAntav eivat to policy.yml mov eivat:
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classes:
-name: GOLD
slug: high_priority
loss: low
code: afill
rate: 50

Kat éva apxeto host_vars :

#alderaan interfaces
core_interfaces:
name: gigabit@/0
ip: 147.102.40.203
mask: 255.255.255.252

tunnel_ifce:
-full_name: tunnell
ip: 10.10.10.2
to: csr
id: 1
name: tunnell
dest_ip: 10.10.10.1

edge_interface:
name: gigabite/1
ip: 147.102.39.1
mask: 255.255.255.192

To apyeio template Aomov axolovBei kdvel pia TPOTN emavaAnymn yia
kdBe ototxeio TG AloTag classes, kat pa evtepn yla kabe oot eio Tov TNG
Aiotag tunnel_ifce. Ot Tipég Twv petaPAntwv avrikabiotavrat otig 6éoeig Twv
SIMA@V ayyelA@v Kat eV TEAEL TTAPAYETAL TO TTAPAKATW APYELO.

class-map match-all GOLD_CATCH
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match ip dscp afi1l

policy-map GOLD
class GOLD_CATCH
bandwidth percent 50

interface tunnell
service-policy output GOLD

21N ovvéyela avto mpowbeital OMwG EXOVUE TTEPLYPAWEL OTN CVOKELT.

Me am\f N Mo mepimlokn Xpron kat ovvolaopd AVTOV TV ATAWY
UNXAVIOP®V TTOPAYOVTaAL amd TOvg pOAOVG TO oVVOAO Twv puBuicewv mov
amatovvIal.

3.3.5 To push_config module

To modules givat Ta KOPUATIA EKEIVA TOV KWOLKA TTOV TEEPLYPAPOLV pLaL
dpaon mov embBupovpe va ekteleotei. Mnopei o€ eninedo playbook anAd va ta
ovopartifovpe oe éva apyeio YAML kot va TomoBetolpe Dotepa TG petaBAnTés,
aAAd StaPafovrag To, To Ansilbe PAémet kdSika oL pémel eite va oTEINEL YA
va ektehéoel évag KOpPog 1) va ekteléoel To idto Tomka (connection: local).

To Ansible mpoo@épet Tig anapaitnteg PLpAodnkes ya va pmopéoel va
Kavet amAf Ty avdntvén twv modules oe Python, eidwd pe t xpron tov
avtikelpévov module mov TOAD amhd déxetal TG peTaPAntég elcodov cav pa
amAn} Tov 1810 TNTa, Kat opoiwg Tig e§680vg Tov.

module = AnsibleModule(
argument_spec=dict(
host=dict(required=True),
user=dict(required=False, default=os.getenv(’USER')),
passw=dict(required=False, default=None),
file=dict(required=True)

cur_config = dev.get_config()

if cur_config != prev_config:
results[’changed’] = True
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logging.info(”Completed”)
module.exit_json(**results)

‘Eva am\é mapaderypa givatr To push_config mov avantoxOnke yia tnv
Tapovoa VAOTIOINOT. ZTO TApATAV® KOHUATL YAIVETAL O OPLOHOG TWV ELGOSWY,
aAld kat 0 TpOTOG oL TapdyeTat n Aoyikn Tiur changed mov amattei To An-
sible, yla va evnuepwoet av aAllae kdtt otov kOpPo MOV EQAPUOTTNKE TO
module. Tta v avdntvén tov module avtod xpnoonow|Onke o cisco_client
0T0i0G AVAAVETAL TTAPAKATW.

3.3.6 To Ansible API

Ynapyovv dbo tpoémot yia va kAnOei éva playbook kat emopévwg
Kat 0 pOAoG Tov TepLypd@eL TIG puBuicelg mov Bélovpe va epappooTodv
otnyv tomohoyla. O 7o €VKOAOG Kal amAOG gival amod T YPAUUS EVTOAWY
XPNOolpHoToLwVTag TNV £vToAn ansible-playbook kat to 6vopd tov petd. Kabag
Oélape va dnpovpynoovpe Kkat pa diemagn pe To xpnotn/Slaxelploth Tov
StKTHOL KAl TNG EPAPUOYTG, AVTO ETIPETIE VA YIVETAL [E TIPOYPAUUATIOTIKO Kot
AUTOHATO TPOTO, OTAV £KEIVOG TATOVOE €va Tedio 0T SLadikTVaAKT EPapUOYT.

H mnpoypappatiotikyy kAnqon evog  playbook  eivar  duvarn
xpnotponowwvtag to Python API tov Ansible. Avto Sivel T dvvatotnra va
opioovpe oAOkAnpo to mepiParlov tov Ansible pe tepdoTtia Aentopépeta, va
KAVOULLE 00€G eEATOUIOKEDTELG ATIALTEL 1] EQAPUOYT], T} AKOLA KAL VAL APT)TOVHE
Ta avta oTig mpoemheypéveg Aettovpyieg. Ilépa amd tnv tomobeoia Twv
petaBAntwy, Tov inventory (apxeio hosts), OAa ta voloima opiovtal evtog
twv playbooks (0nwg yia mapdadetypa ot emmhéov efwtepikég petafAntég
7OV elodywvTal anod tov @akelo cached_vars). Eva playbook opiletan kat
ekTeAeiTal pe Tov TpoOTo Tov @aivetal. EmAéxOnke n dvvardtnta emhoyng
tov playbook avdAoya tng Spdaong mov B¢Aet o SLaxelploTng va epappdoeL.

H kARon twv playbooks

pb = PlaybookExecutor(playbooks=[playbook_path], inventory=inventory,
variable_manager=variable_manager
, loader=loader,
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options=options, passwords=
passwords)
pb.run()

elif self.operation == ’service’:
playbook_path = ’../qos_provision/push_service.yml’

2ta §00 KOUUATLA TOV TIPOYPAHUATOG @aivovTal ot ouvOnKeG yla emAoyn
tonoBeaia playbook (playbook_path) kat n ektédeon tov pe Tnv evtoAr run().

H petatponn Twv dedopuévwv

To mpoypappa Ansible API déxetar and to Django éva Python Dictio-
nary, doun avtiotorxn g JSON. Xpnowonowwvtag tnv PipAtodnkn Jinja2
TO apyeio avTo petatpémetal oe éva apxeio YAML, pe tov idlo pnxaviopo pe
autd mov xpnotpomomOnke yia va mapaxfovv ta apxeia pvOuicewv (config
files). Mapakdtw @aivetar To template yia to apxeio YAML mov opilet pua
vnnpeoia QoS.

service:
name: {{service_name}}
code: {{class_code}}
id: {{service_id}}
peers:{\%for peer in peers\%}
-name: {{peer.name}}
ip_add: {{peer.address}}
router: {{peer.router}}{\% endfor \%}

Kat To mapaywpevo apyeio sivat:
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service:

name: Diploma

code: afill

id: 1

peers:

-name: HostAlderaan

ip_add: 147.102.39.62
router: alderaan

-name: HostCallisto
ip_add: 147.102.39.130
router: callisto

Evo to koppatt kodika tov API mov kaleil tnv mapamdvw dadikaoia
etvau:

def generate_vars(self):
if self.operation == ’service’:
tmpl= env.get_template(’service.yml.j2")
with open(’../cached_vars/service.yml’, 'w’) as var_file:
var_file.write(tmpl.render(self.var_dict))
var_file.close()
self.var_file = ’'cached_vars/service.yml’

Avdloya To operation mov éxet 800ei cav Opiopa, opifetar kar n
tonoBeoia Tov template, kal To Gvopa TOV TAPAYOUEVOL apyEiov.

3.4 Ocisco_client

To mpoypappa tov meAdtn avantuxOnke yia va kaAdyet Tig tdiaitepeg
ATUTIOELS TWV OLOKEVWV TOv kataokevaotn Cisco oe oxéon pe TO
npwtokoAo NETCONE. AxolovOrOnke to mpdTLMmo TnG vAomoinong NET-
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CONF over SSH, 600v a@opd 1o eninedo o00vdeong Kal LETAQOPAG LNVUHATWY,
Kat xpnotponotionke n yl\wooa npoypappatiopod Python kat tn BipAodrkn
vlomoinong ovvdéoewv SSH pe To 6vopa paramiko.

O \oyog mov ékave amapaitnty TNV avdntvdn evog meldtn yua
TIG OVOKEVEG QAUTEG, eival 1 EAAeryn OTnV VAOTOINOT TOL KATACKEVAOTH
TEPLYPAPNG Kat povtelomoinong twv dedopévwy mov xetpiletat to NETCONE,
oe opoloyia TpwTtokOANov dev vmnpxe datastore kal TEPLypa@r] TOL OF i
onotadnmote yYA\wooa (ovte kav TV YANG mov eivat 1 Tumikr). Avtd mov
vrootnpiletat eivat to mepttoAtypa twv unvopdtwv NETCONF (wrapping)
e 6Aovg Tovg PAcLKovG UNXAVIOHOVG TIOL £XOVV TIEPLYPAPEL Yo Ta unvopaTa
oe XML, kat o punxaviopog ovvdeong pe SSH. Zto eninedo tov mepiexopévov
éxet etoayBel and Tov kataokevaot éva ototyeio otnv XML, To <cmd>, 610
0TI0(0 EL0AYWVTAL Ot EVTOAEG OTIwG Oa ivovTtay amd fua ypapur eviolwy, Kat
péow NETCONF petagépovran kat eykabiotavrat otn cvokevr.

H é\\ewyn datastore agaipei T Svvatdotnra va avaocvpBoldv kat ot
Tpéxovoeg pubuioel, emopévwg avtod yivetar pe wa amir evtoAn (show
running-configuration) péow anlov SSH kat 6xt NETCONE, yia va pmopéoet
av yivet 1 oVykpton kat va ekeyxOei n emrvxia poag eykatdotaong véwv
puOpicewv.

3.4.1 Houvéeon

H apykomoinon tng ovvdeong kat kdmoteg Baotiég Stadikaoieg opifovtal
oTo apyeio transport.py, anéd tnv khaon Session. Me xprion ¢ PLpAtoOnkng
paramiko[18] avoiyet éva socket, kal emOTPEPETAL Yla TOVG VTTOAOLTOVG
XELPLOHOVG ATIO TIG CLVAPTNOELG TNG KAAOTG.

def set_channel(self):
logger.info(”Connecting to the server”)
# Defining an SSH client to handle NETCONF connection
client = paramiko.SSHClient()
client.set_missing_host_key_policy(paramiko.AutoAddPolicy())
# Socket
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((self.__ip, 22))
# Paramiko transport handler
trans = paramiko.Transport(s)
trans.connect(username=self.__username, password=self.__ password)
trans.set_keepalive(60)
# Gets a paramiko.Channel object
c = trans.open_session(window_size=100000)
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self.channel = c

Inuavtikn ovvaptnon eivat i hello_netconf mov armootéAet to HELLO
uvopa tov NETCONE kat n send_rpc mov amootéAAet éva prjvopa NET-
CONF o¢ popery XML.

def send_rpc(self, rpc):

logger.info(”Preparing to send RPC")

if self.channel.send_ready():
logger.info(rpc)
self.channel.send(rpc)
reply = self.channel.recv(4096)
reply = reply.decode(’utf-8")

if "ok” in reply:
logger.info(”RPC sent succesfully”)

elif "error” in reply:
logger.info(”Server error”)
logger.debug(reply)

else:
logger.info(”Channel is down”)

3.4.2 Katraokevr) Mnvupdtwv

H kataokevn unvupdtov Katd Tov TPOTO TOV TEPLYPAPIKE YiVETAL ATIO
v kAaon EditConfigRPC mov Bpioketar 0to apyeio operation.py. Zav opiopa
déxetar éva apxeio pe TG pvOuioels oe pop@r evrolwy, Kal TIG ELGAYEL OTO
nepttuAtypa tov pnvopatog NETCONF oe poper) XML. AwPdletat n kdbe
o€Lpd TOL apyeiov kat agov tng mpootedei To otoieio XML, <cmd>, elodyetan
OTO UNVUAL.

for line in a.readlines():
line = line.replace(’'\n’, '")
command = wrapper \% line

58



3.4. O cisco_client

config_block += command
rpc = NETCONF_WRAP \% config_block

Enopévwg éva mapddetypa pvBuicewv kat punvopatog NETCONF Oa
UTTOPOVOE Va Eival TO TAPAKATW:

interface GigabitEthernet0/0
description Uplink
ip address 147.102.40.203 255.255.255.192

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id ="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target><running/></target>
<config>
<cli-config-data>
<cmd>interface GigabitEthernet0/0</cmd>
<cmd>description Uplink</cmd>
<cmd>ip address 147.102.40.203 255.255.255.192</cmd>
</cli-config-data>
</config>
</edit-config>
</rpc>]1]>1]>

3.4.3 Higher Level Manager

H kAdon manager Tpoo@épel o a@aipeon Twv TAPATAVW KAACEWVY yla
Lo €DKOAN XPrI01 TOVG. XPNOLHOTOLWVTAG TLG TTPONYOUpEVEG KAAOELS Statnpel
o 60v8eon NETCONE kataokevdlet kat amootélet Tig¢ RPC, kat avacvppet
TIG TpéYovoEg pubpioels.
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Eva mapaderypa xpriong tov givat to mapakatw:

from cisco_client import manager
import logging

logging.basicConfig(level=1logging.DEBUG)

# Define a device manager

alderaan = manager.Manager(ip="147.102.40.203",
paSSWOFd:"******")
alderaan.connect()

if alderaan.is_connected():
try:
prev = alderaan.get_config()
alderaan.edit_config(’test_config.conf’)
cu = alderaan.get_config()
except Exception as err:
logging.error(err)

if prev != cu:
print(”Changed”)
else:

print(”Nothing changed”)
else:
print(”xaireta mou ton platano”)

username="lefteris”,

Edw yivetar o0vdeon pe tov alderaan.cn.ece.ntua.gr pe dievbvvon IP tnv
147.102.40.203. Tivetat motomoinon SSH, kat mpowBovvtat ot eviolég mov
Bpiokovtar oto apyeio test_config.conf. Eniong avacvppovtat ot pvBuioeig
TPLV KAl HETAE TNV amtooToAn yia va emifeParwbdei av katt dAAae.

3.5 H dladikTuakn epapuoyn

H dwdiktvakr e@appoyr avamntoxdnke ywa va StevkoAdver Tov
Saxeplotn kar TN Aertovpyia TNG €QAPHOYNG OF M OELPA TPAYUATWY.
Eva Pacwkd eivar n mpoo@opa [ag €0KOANG YPAPIKNG avamapdoTaong
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yta Tov Slaxelploth, OOTE va TPoopépeL TIG HeTaPANTEG oL XpetdleTal n
epappoyn. O Swayeplotig Oa émpene va ypdgel oe €va apxeio YAML tig
peTaBANTEG IOV XPELAioVTaL, XPNOLHOTIOLOVTAG KAl TO CWOTO OXIHA YL VA TIG
neptypayet. Ze mepintwon AaBovg n kAnon twv Ansible playbooks Oa éo@ale
Kat fa petagopd puluicewv otnv tomohoyia Ba akvpwvotav. To mpodypappa
parser.py mpoo@épet tn Aoy ya T Snuovpyia twv apyxeiwv YAML, ta
omoia kal TpooPépel Votepa oto Ansible yia va ektedéoer Ta playbooks.
Enopévwg anmaloigetal to mbavo Aabog.

IIpoogépeTal n anodrkevon MOATIKWY, XpPNOTWY, puOpicewy Tomoloyiag,
aAld kat va vmapxet pa Pacikn mapakoAovbnon yia Tny KatdoTtaon
VIINPECLOY, aAAA Kat 1 SLVATOTNTA EKKIVIONG 1 OTAUATAUATOE TOUG (e
evkoAOTeEpO TpoOTo. Emiong pe Sedopéva Ta LQOTAHEVA KOPUATIA TNG
vAoToiNoNG OV £X0VV TIEPLYpaPEL, ivat EVKOAN 1 eMEKTAOT TNG AOYIKNG TNG
eQAPUOYNG, kat N Tpdobeon duvatoTnTwy mapakoAovOnong TG eQapuoyng
(monitoring) x.a.

3.5.1 Toframework Django

To Django([5] eivat éva makéto PiAtodnkawv mov mpoopépovy éva ahvolo
VYNAOV EMTESOV AELTOVPYLOV YLt TNV AVATTUEN EQapUoywv StadikTvov. Avtd
OTNUALVEL TTWG [€ APKETA EVKOAO KAL YPYOPO TPOTIO, KAL LLE LA [LKPT] TOOOTNTA
Kkwdtka propovv va mapaxBovv apketd mAovoieg Aettovpyie.

Ta models

Me tov 6po models to Django meptypdget ta Sedopéva mov a kpatroet
otn Baon Tov kat T oxéon mov Ba éxovv puetadv tovg. Kabe povtélo déxetan
Ha oglpd HETAPANTWY, O TOTIOG TWV OTOLWV UTTOPEL VA TiEpLypaPei amd éva
peydho ocvvolo ndn opopévwy. Eva mapddetypa gival To mapakdtw.

class Router(models.Model):

name = models.CharField(max_length=20)

ip = models.GenericIPAddressField(protocol="IPv4")

vendor = models.CharField(max_length=10, choices=((’cisco’, ’CISCO
"), ('juniper’, ’"JUNIPER’)))
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core = models.ForeignKey('Interface’, related_name='core’, default
='loop’)

edge = models.ForeignKey('Interface’, related_name='edge’, default
=’'loop’)

tunnel = models.ForeignKey(’'Tunnel’, related_name='tunnel’,
default="0")

class Interface(models.Model):
name = models.CharField(max_length=20, primary_key=True)

ip = models.GenericIPAddressField(protocol="IPv4")
mask = models.CharField(max_length=15)

Y10 mapddelypa autd QAIVETAL O OPIOHOS TwV SpOHOAOYNTWV TTOV
amoBnkevet o Django. Paivetal avtdg TOV OVOUATOG TOV, IOV £ival €va edio
xapaktpwv pe péytoto mAnbog tovg 20. Ot 6pot ForeignKey avagépovtal
oe oxéon avdpeoa oto povrédo Router kat to Interface. To Router eivat
ovoXeTIOpEVO e To Interface. Avtod onpaivel twg av {ntnbei to core/edge evog
Router Oa emotpagei éva avTikeipevo oav autod o TEPLYPAPETAL GTO OPLOUO
tov Interface. Opoiwg kat pe to tunnel.

Ta Views

Yav views amd to Django opiovtat oL cuvapTrioelS OV AMAVTOLY
ota HTTP outiuata, kat emotpépovv Ta dedopéva yia va epoaviotodv
oto Xpnotn. Ektdg amd avtd pmopel va ekkivijoel kat omoladnmote dAAn
Sadkacia €xet opiotel. Ta mapaderypa pe avtd tov TpOmMO avtidpd
EQPAPUOYN OTO TATHHA ATtO TO XPHOTN OTOV KOvumi ~Start” mov ekkivel pat
vninpeoia Quality of Service.

def apply(request):

service = Service.objects.get(name=request.POST[’'service_name’])
peers = service.peers.all()

var_dict = parser(’service’, service, peers=peers)
push(var_dict, operation='service’)

service.is_pushed = True

service.save()
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return HttpResponseRedirect(’/services/")

Edw polig épxetat atov eEumnpetntr) T0 aitnpa avacvppetat and tn Pdon
dedopévov To avTikeipevo Tng epappoyng (Service) pe faon To Gvopd Tov kat
votepa Sivetat ota SVo Pacikd Tpoypappata, To parser Kat To push.

3.5.2 Tonpoypappa parser

O 0KOTOG TOV TPOYPARHATOG eival peTatpomn Twv dedopévwv mov
avacvppovtal and tn Pdon dedopévwy oTn HOPPT} OV ATTALTOVVTAL ATIO TO
Ansible wote va pnopéoet va ekteléoel Ta playbooks. Zav dpiopa divetat To
€idog Tov povtélov mov Ba petatpamei. [a va mpootedei évag Spopoloyntig,
Ta dedopéva Tov Oa enefepyacTovv e TOV TPOTO TTOL PaiveTaL:

if model == ’router’:
core = {}
edge = {}
tunnel = {}
try:

final_dict[’router_name’] = obj.name

final _dict[’ip’] = obj.ip

final_dict[’vendor’] = obj.vendor

if obj.vendor=="CISCO’:
final_dict[’netconf_port’]

else:
final_dict[’netconf_port’] = 830

22

tun = obj.tunnel
core_ifce = obj.core
edge_ifce = obj.edge

core['name’] = core_ifce.name
core['ip’] = core_ifce.ip
edge['name’] = edge_ifce.name
edge[’ip’] = edge_ifce.ip
edge['mask’] = edge_ifce.mask
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tunnel['name’] = tun.name
tunnel[’ip’] = tun.ip
tunnel['to’] = tun.to
tunnel[’id’] = tun.tun_id
tunnel[’core_ip’] = tun.core_ip

final_dict[’core’] = core
final_dict[’edge’] = edge
final_dict[’tunnel’] = tunnel

AvtioTtoyn Stadikacio akolovBeitar kat ya kdBe Sedopévo mov opiletad.

3.5.3 Tonpdéypapua push

H Sdadikacia push eivar mapa mold amdry. To povo mov kavel givatr va
npoopépel 6To Ansible AP, éva (ebyog dedopévwv kat Stadikaciag wote va
ekteleolei To avtiotowyo playbook e T owotég petaPAnté.



A&lohoynon Aettoupyiag

4.1 Mapkapiopa

H afohdynon Aettovpyiag g e@appoyng kar n emPePaiwon oti
eMTUYXAVEL Ta emMOLUNTA AMOTEAECHATA, UTOPEL VA Yivel UKOANA pe pia
KaTaypa@r makétwv oe omolodnmote onueio TnG SOKIMAOTIKNAG TOTOAOYIAG.
Avt6 mov Oa énpemte va StamiotwOei eivat i tomoBétnon tov mediov DSCP g
emke@alidag IP otnv emBountn Tipn.

Mia SOKHAOTIKN KATAypa@r TAKETWY OTOV £0WTEPIKO dpopoloyntn
umopei va yivet pe TiG e§ng evTolég:

monitor capture lefteris interface GiganitEthernet 1 match any
monitor start

H xataypagn e§dyetat kat ep@avifetal yla evKoAOTEPN avdyvwon pe
To mpoOypapua kataypa@n makétwv (packet sniffer) Wireshark. Xtn 0éon 1
napatnpovpe tov tomofetnuévo kwdikd otny emke@alida IP, kaw otn B¢on
2 v vmapén ¢ evBuldkwong twv GRE tunnels.

115 5.003998  147.102.39.62 147.102.39.130 1P 122 Echo (ping) request id=0x7d18, seq=5/1280, ttl=63 (no response found:)
.62 122 Echo (ping) request 1d=0x7d18, seq=5/1280, (reply in 120)

120 8.004990  147.102.39.130 147.102 TP 122 Echo (ping) reply  1d=0x7d18, seq=5/1280, (request in 119)

121 5.004990  147.102.39.130 147.102.39.62 1P 122 Echo (ping) reply  id=0x7d18, seq=5/1280, 62

» Ethernet II, Src: Vmware_95:62:8b (00:0c:29:95:62:8b), Dst: JuniperN_ab:Sc:ff (08:81:f4zab:sc:ff)
~ Internet Protocol Version 4, Src: 147,102.7.96 (147.102.7.96), Dst: 147.102.7.207 (147.102.7.207)
Header Length: 20 bytes
» Differentiated Services Field: 0x28 (DSCP Ox0a: Assured Forwarding 11; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 108
Identification: Ox3cff (15615)
» Flags: 0x00
Fragment offset: 0
Time to live: 255 2
Protocol: Generic Routing Encapsulation (47)

IxApa 4.1: Kataypagrn makétwv ya tnv agloAdynon Aettovpyiag

Me avtioTotyo TpOMO, e TN XpHon Tov epyaleiov tcpdump pmopei va
SamotwOei to id10 kat og omolodnmoTE AMO TOVG TMEAATEG, OTA AKpA TNG
SOKIHAOTIKNG TOTTOAOYIAG.
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4.2 Métpnon gvpoug (wvng

N v pétpnon Ttov edpovg {wvng avdpeoa otovg 800 TeENATEG
xpnotponomOnke to epyaleio egétaong Siktvov iperf[19]. H Aertovpyia
TOV amaUTEL TNV €KKIVNON €vOG TEAATN Kat evog e§unmpetnth ota dvo dkpa
avapeoa ota onoia OEAovpe va petpnBei to evpog {wvng.

4.2.1 Baolkégmapadoxéq

T v pétpnon tov ebpovg {wvng xpnotpomom|Onke wg avapopda évag
eEUTINPETNTNG EKTOG TV TEAATWV TNG VTN pesiag. Ot mehdrteg éxovy StevBuvon
IP 147.102.39.62 kot 147.102.39.130 kat i petagd TOUG Kivion papkdpetal
and tovg dpopoloyntés. O efummpetntig avagopdg éxet dievBuvon IP
147.102.7.38.

Aoyw éMewyng tng ddelag yiao mApn Aettovpyia Tov dpopoloyntn
CSR1000v mov eivar o eowteplkdg Opopoloyntng TG SOKLUAGTIKAG
ToToAOYiaG, VTIAPXEL TIEPLOPLOHOG 0TO €VpOg {wvng ota 300kbps. Emopévwg
¢ywve aflohoynon oe 2 Pripata. Agevog otov éleyyo pe peak kivnong oe éva
XaUnAo gbpog {wvng yua éheyxo g Aettovpyiag tng apxirektoviknig DSCP,
dedopévov otL Sev pmopei va eeyxOei peydlo evpog {wvng. Agetépov tov
ENEYXO YLa TIAPOXT| EVOG HEYAAOV TTOCOGTOD TOL €Vpovg {wvng (mx To 50%
TIOL AVTLOTOLKEL 0TO T0000TO TG GOLD vnnpeaiag).

Zav avagopd ypnowwomoteital n péTpnon avdapeca oto 147.102.39.62
Kat Tov eEunmpeTnTh ava@opd. TTov Tivaka ava@Epovtal Ta anoTeAéopaTa
ya TG dvo kwvnoelg, kar mpog TG dvo katevBuvoels. H kivinon amo to
147.102.39.130 eivar 1 poapkaplopévn kar arnd 1o 147.102.39.62 eivar n
apapkdptotn. Ot Tipég eivar 0heg oe Kbit per seconend kat o xpdvog mov
Srapkei To kAOe test eivar 100 devtepoemnta.

1o Xevapio

Ye avTtd To oevaplo emdiwketal 1 emPePainoel WG Ta HAPKAPLOUEVQ
nakéta OvTwg Aapfavoovv pia “idaitepn petaxeipton”. Adyw tov XapnAod
TapexOUeEVoL evpovg {wvng Tomobeteital Avw Oplo GTNV KIVION GTOVG
Spoporoyntég. Avtod tomoBetriOnke ota 10Kbps o¢ kabe popd TG kiviong.
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Upload Download Total
Marked 16 14 30
Unmarked 179 68 247

20 Xevdaplo

Ze auTo TO oeVApLo EAEYXETAL I} AvTiOpaoT TOv SIKTDOV GTNV TEPIMTWON
nov Sivetat T0 50% TOL OVOHAOTIKOD €VPOVG {WVNG TwV SlEMAPWV TwV
Spopoloyntwv, To omoio kat eivat to 1Gbps. To avapevopevo eivatr va §o0ei
€va HeYAAo TOCOOTO 0TV HAPKAPLOHEVT Kivion o€ BApog TNG apapKapLoTng.

Upload Download Total
Marked 104 81 185
Unmarked 32 28 60

4.2.2 Xxoha

Amo 116 TG OV TapovCLACTNKAY QaiveTal Twg 1 e@appoyn QoS pe
™ xpnon papkapioparog DSCP amodidel, mapd tig e1dikég ovvOnKes vmo Tig
omoieg kat eAéyxOnke. Ot amoKAICELG OTIG AVAHEVOUEVEG TIUEG OPEINOVTAL GTOV
XPOVIOUO [e TOV omoio To mpoypappa iperf ekkivei To test. Eav évag xprotng
kataafet Tpwtog Tov eEumnpetnT Tov iperf, T0Te anokAeiet Tov dANo. Avtod
onuaivel Twg otn dtapketa Twv 100 SevTepoAéNTWV KATOLOG TEAATNG TPEXEL
test HOvog Tov. Aedopévov Aowtov, 0Tt To iperf vtohoyilet Tov péco 6po Twv
100 devtepolémtwy, epgaviletal avth n TOVwor Tov bpovg {wvng, KVpiwg TG
TPOG VITOTIUNON Kiviong oe kabe mepintwon and Tig dvo.
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MeANovTikéC EmmekTdoElC

5.1 AN\EC EQAPHOYEG

2V epyacia avTr] TOPOVCLACTNKE WA EPAPUOYT Yla  YpNyopn
TIOPAUETPOTIOINOT) SIKTVAKWY CVOKEVWV [LE OKOTIO TNV TTAPOXT HLAG VTN PECiag
QoS. H pebBodoroyia pe tnv omoia oxedidotnke kat avantdxOnke pmopei
va Ppet epappoyny oe kabe AAAn amautnTK amd Amoymn Xpovov kat
TOAVTTAOKOTNTAG Tapapetpornoinon Siktvov. To mpwtdkodAlo NETCONF
TPOOPEPEL TO UNXAVIOUO Yla TNV aflOTIOTN EMKOVWVIA Kal AmOGTOAN
puBpicewv oe cLOKeVEG SikTVOV, evw To Ansible pe Tn Xpron TV TPOTVTIWY
apyeiwv (templates) eivar évag ovvOlaopog OV UMOPEL v AELTOVPYNOEL
oe kabe mepintwon mépa amd avtn g epapuoyns QoS pe DSCP mark-
ing. H meptypagn twv pvbuicewv péoa ota mpotuma apxeia tov Ansi-
ble, To “maketapiopa” Tovg péca o€ ONOKANPWUHEVOVLG, ALTOTEAEIG Kat
gmavaypnoLpomnotnotpovs polovg (Ansible Roles) mpoogépet T Suvatdtnta
va mapayxOei pa mAnpng epyaletodnkn mov Ba mapéxel avtopatomotnpéveg
pa oepd amd Paoctkég pubpioelg SikTvakwy cvokeVWV (apyLKOTOINoN
dlemagwv, opLopog vlans k.0.x).

5.2 Yi00étnon tng YANG

IMapa ta Betikd mov mpoogéper 10 MpwtdokoAdo NETCONF ocav
TIPOYPAUHATIOTIKY)  Stema@r pe TG OIKTVaKEG OLOKEVEG, 1) TANPNG
AeLTovpykOTNTA TOL OV £Xel evowpaTwOEl TAPWG ATIO TIG KATACKEVATTPLEG
etatpeieg diktvakovg eEomhiopot. H etatpeia Cisco Ty L0dyet AmMOKAELTTIKA
0TI OoLOkeVEG mov “Tpéxouv” Aoyopikd IOS-XR (o1 omoieg ovvrBwg
amevBvvovtal kat peydAeg VTOSOUEG TTAPOXWY VINPECLWYV), KAl 1 ETALpEia
Juniper dev akolovOei Tov kavova yia omovévAwthy YANG, kdvovtag to
povtédo twv 200.000 ypappwv dvoxpnoto amd omotodnimote controller
(mx. To Opendaylight), aAld ka e€aupetikd xpovoPopo -ewg advvato- o
vnapxovteg YANG parser va to ene§epyaotovv. YioBeteitan mapora avtd
tov OpenConfig amo pia oetpd etatpelwy, aAlda kat Sivetat n Suvatotnra and
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v Juniper otnv tedevtaia £€kdoon Tov AOYIOHIKOV Junos, yla EVOWUATWOT)
avantuypévev and to Xprotn povtéhwv YANG oTig ovokevég Tng (pe éva
am\o HETAQPAOTIKO SCript yla Tpocappoyn oTo 101 VPOV HOVTENOD).

5.3 Emtdyxuvon tng autopatonoinong

To mapamavw ovvemdyetalr TV TO €LXPNOTN TEPLYPAPT TOL
neplexopévov twv unvoupdtwv NETCONE Katt mov pumopei va odnynoet kat
o¢ TO OAokAnpwpéva epyaleia yia TNV Slaxeiplon kal TapAPETPOTOINOT
Twv ovkevwv Jiktvov. Eva mapadetypa otnv e@appoyn tng ovyKeKpLHEVNG
gpyaciag Ba pmopovoe va eival avamntvdn evog mpoypapparog mov Ba
AapPavet éva povtého YANG cav dpiopa ko and ket Oa pmopei va e€ayet
10 oxfua Twv dedopévwv mov xpnotwgomolei to Ansible, t000 yia TIg
petaBAntég ota apxeia YAML, 600 kat ota mpoTuma apyeia mov Ba meptéxovv
TG puOuioelg mAéov Ot Ot pop@Pry evToAwvy, aAld oe popen Sounuévwv
unvopdtwv NETCONF oe XML. Avtd pmopei va mapéxet peydAn evkolia
kaBw¢ 1 Swadikacia mapaywyng avtwv twv apxeiwv Ba yivetar amevbeiag
arnd to povtélo YANG mov akolovBovv ot ovokevég. Kat oav ovvéxewa
avtov Ba fTav kat 1 arotedeopatikdtepn amodnikevon Twv dedouévwv, oe
dopnpéva ovotrpata kat oxt amha oe apxeia YAML, yia kaAbTtepn opyavwon
Kat TpooPaoct ota dedopéva Twv puOpicewv TwWV CLoKEVWV TOL SKTOOV.

5.4 Avddpaon

Onwg emracoet n Oewpia Tov Avtopatov EXéyyov kdbe ovotnua
xpewdletan kot i avadpaocn. Xty mapovoa vlomoinon avtr Sev
VAOTIOLEITAL TIPOYPAHUATIOTIKA, KAl €ival akopa oto xépt Tov ~avBpwmov”
napakolovdwvtag to Siktvo va Aafet Spdon 1 va ekkivoetl omotadnimoTe
dadikaoia pvOuong. H avtoparomoinon avtiig g Stadkaciag, oxt povo
ya v apovoa epappoyn QoS, dnhadn tng enegepyaoiag Twv dedopévwv
napakolovOnong (monitoring) katn eloaywyn eAéyxwv wote va Aapfavovtat
AUTOHATO ATIO TO AOYLOHIKO HETPA YL ATTOQUYT HiaG SVOAPETTNG KATAOTACTG
1 OKOUA KAl XPOVOTIPOYPAUUATIOHOV TNG Tapoxng pa vinpeoiog Oa frav
KATL TTOV gival ava@aipeTo KOUUATL TOV AUTOUATIONOD Kal wG ek ToLToL Ba
npOoOeTe 0€ OMOLASHTIOTE OXETIKT) EQAPUOYT].
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2KoTOG NG SIMAWUATIKAG Epyaciag NTav n LEAETN HECW EVOG TIPAKTIKOD
napadeiypatog tng xpnotikn agiog TG avtoparomnoinong tg dadkaciag
TAPAUETPOTIOINONG [Lag StkTLAKAG LTodoung, Wiaitepa o€ oxeTika ovvOeTa
oevdpla. H mapoxn pa vmnpeoiog QoS emAéxOnke ywati amoutei pa
xpovoPopa Swadikacio oxedlaopol kat TAPAHETPOTOINONG Yl Vo yivel
StaBéoun.

To mpwtokoAo NETCONF amotelei évav afomoto upnxaviopod
amooToAng pvbicewv oe cvokevég dikTOOV, TAPOTL N VIoBETNON dev eivan
0pLiOVTIA KAl APKETE OUOLOHOPPT, avayKAlovTag oTn XpHon SLaQopeTIKWY
epyaleiwv avd ovokevr| pe Baon Tov katackevaotr). Ot cvvedpieg pvOpiong
(configuration session) ac@alifovtal Kal TUOTOTOLOVVTAL EMAPKWG UE
™ Xpfon tov mAnpws afomotov mpwtokdAlov SSH xwpis tnv avaykn
oxediaong kat avamtvlng dAlwv pnxaviopwv, oAAd kat TN Sounuévn
neptypa@n twv dedopévov Tov pe pia, mo @ukr otov and v SMI tov
SNMP, yAwooa mpog tov dvBpwmo To KAVOUV auTh TN OTIYH OpPKETA
ETAPKEG. Méow TG pOOwong g SokipaoTikn Tomoloyiag yta Tnv
napoxr TG vinpeciag QoS yia mapoyrn evbpovg {wvng ovpwva pe T {HTnon,
Samotwdnke wa apketd peydln dagopd otov Xpovo pvbuong oe oxéon
pe v xewpokivntn Swadikacia. Edikd pe tn xprion g oG a@apeTikng
oxediaong, povo kat povo Aoyw tng Xprong Aoylopkol, aAld kat péow
ovyxpovwv epyaleiov (Ansible, Opendaylight k.a), ot epapuoyég mov
AVATITVOOOVTAL EVAL ETAVAXPTOLHOTIO|OLHES, ATOOPBEVOVTAG HE TOV KalpO
TOV KOOTOG avanTuéNg TOVG He TN TaxvTATN TAPOXT| VTN PETIWY.

AMNG akopa meplocotepo N mapamdvw Stadikacia vroPdAlel T
Sadikaoia pvOuiong g diktvakng vrodopr| oTig PEATIOTEG TPAKTIKEG TTOV
epappoCovrat 10n ya tnv vitodown mAnpogopiakr vrodopn. H kataypaen
6 Stadikaciog pvOuong péow twv epyaleiwv draxeipiong pvbuicewv (con-
figuration management), 1] SvvatdTnTA EMOKOTNONG, EAEYXOV, 1] KATAYPAPT)
“ekd0oewv” pubpicewv (versioning) kévet moAv Mo peBodikn tn epappoyn
aAlayadv og pa Siktvakr vodopr), o €DKOAN TNV AVAPPWOT) ATO KATIOLO
OQANA, TNV EAAYLOTOTOINGOT TG EMNTWONG TOL AvVOPWTIVOL CPAANATOSG.
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O cisco_client

transport.py

import socket
import paramiko
import logging

logging.basicConfig(level=1logging.INFO)
logger = logging.getLogger(__name__)

# A hello message for NETCONF session

HELLO = '’’<?xml version="1.0" encoding=\"UTF-8\"?>
<hello><capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:capability:writeable-
running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-
error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:startup:1.0</
capability>
<capability>urn:ietf:params:netconf:capability:url:1.0</
capability>
<capability>urn:cisco:params:netconf:capability:pi-data-model:1
.0</capability>
<capability>urn:cisco:params:netconf:capability:notification:1
.0</capability>
</capabilities>
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</hello>]]1>11>"""

# A message for closing NETCONF session

CLOSE = "’
<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1
.0">
<close-session/>
</rpe>11>11>"""

class Session:
def __init_ (self, ip, username, password):
self._ip = ip
self.__username = username
self.__password = password
self.channel = None

def set_channel(self):

logger.info(”Connecting to the server”)

# Defining an SSH client to handle NETCONF connection
client = paramiko.SSHClient()
client.set_missing_host_key_policy(paramiko.AutoAddPolicy())

# Socket
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((self.__ip, 22))

# Paramiko transport handler
trans = paramiko.Transport(s)
trans.connect(username=self.__username, password=self.

__password)

trans.set_keepalive(60)

# Gets a paramiko.Channel object
c = trans.open_session(window_size=100000)
self.channel = ¢

# Send the NETCONF HELLO message to the device
def hello_netconf(self):

if self.channel:
self.channel.invoke_subsystem(”netconf”)
self.channel.send(HELLO)
rep = self.channel.recv(4096)
logger.debug(rep)

else:
logger.info(”Need to establish connection first”)
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# RPC Sender Function
def send_rpc(self, rpc):
logger.info(”Preparing to send RPC”)
if self.channel.send_ready():
logger.info(rpc)
# Send the RPC
self.channel.send(rpc)
reply = self.channel.recv(4096)
reply = reply.decode(’utf-8")
# Check Reply for <ok> element
if "ok” in reply:
logger.info(”RPC sent succesfully”)
elif "error” in reply:
logger.info(”Server error”)
logger.debug(reply)
else:
logger.info(”Channel is down”)

# Send CLOSE message to end the session
def close(self):

logger.info(”Closing session”)

try:
self.send_rpc(CLOSE)
self.channel.close()

except Exception as err:
logger.error(err)

# Send commands using plain SSH
def command(self, com):
if self.channel.send_ready():
config = '’
try:
# Paramiko’s exec_command
self.channel.exec_command(com)
while True:
data = self.channel.recv(100000)
data = data.decode(’utf-8")
config += data
if data == "":
break
return config
except Exception as err:
logger.error(err)
else:
logger.error(”Channel error”)
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operations.py

import logging
from os.path import isfile

logging.basicConfig(level=1ogging.DEBUG)
logger = logging.getLogger(__name__)

NETCONF_WRAP = '/
<?xml version="1.0" encoding="UTF-8"7?>
<rpc message-id ="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1
.0">
<edit-config>
<target><running/></target>
<config>
<cli-config-data>
%s</cli-config-data>
</config>
</edit-config>
</rpc>]1>11>"""

# An Edit Configuration RPC object
class EditConfigRPC:
def __init_ (self):
# CLI command or block of commands
self.text = None

# Config block must be of format:
# <cmd>mpla mpla</cmd>

def build_rpc(self, file):
try:

# Open configuration file

a = open(file, 'r+’)

logger.info(”Constructing RPC”)

wrapper = ‘\t<cmd>%s</cmd>\n’

config_block = "'

# Include every line of config file

for line in a.readlines():
line = line.replace(’\n’, '")
command = wrapper % line
config_block += command
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# Wrap RPC
rpc = NETCONF_WRAP % config_block
logger.debug(rpc)
logger.info(”RPC ready to send”)

self.text = rpc

except isfile(file) == False:

logger.info(”%s not a valid filename” % file)

manager.py

import logging
import cisco_client.operations
import cisco_client.transport

logging.basicConfig(level=1logging.INFO)
logger = logging.getLogger(__name__)

# Higher Level of NETCONF client

class Manager:
def __init_ (self, ip, username, password):
self.__session = None
self.ip = ip
self.username = username
self.password = password
# Connect to a device given its IP and user/pass credentials
def connect(self):
s = cisco_client.transport.Session(ip=self.ip, username=self.
username, password=self.password)
s.set_channel()
s.hello_netconf()
self.__session = s
# Send an Edit config RPC
def edit_config(self, filename):
# command in <cmd>mpla mpla</cmd> format
rpc = cisco_client.operations.EditConfigRPC()
rpc.build_rpc(filename)
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self.__session.send_rpc(rpc.text)
logger.info(”Configuration pushed”)
self.__session.close()
def is_connected(self):
if self._ session:
return True
else:
return False
# Get running config
# Using plain SSH, not NETCONF
def get_config(self):
temp_chan = cisco_client.transport.Session(ip=self.ip, username
=self.username, password=self.password)
temp_chan.set_channel()
config = temp_chan.command(”sh run | begin version”)
temp_chan.close()
return config

Ansible API

api.py

import os

import sys

from collections import namedtuple
import logging

from jinja2 import Environment, PackagelLoader

from ansible.executor.playbook_executor import PlaybookExecutor
from ansible.parsing.dataloader import DatalLoader

from ansible.vars import VariableManager

from ansible.inventory import Inventory

logger = logging.getLogger(__name__)
logging.basicConfig(level=1logging.INFO)

# A simple API to remotely call Ansible Playbooks
# Using Ansible Python APIv2
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class AnsibleHandler():
def __init_ (self, var_dict, operation):
self.var_file = None
self.operation = operation
self.var_dict = var_dict

def call_playbook(self):

variable_manager = VariableManager ()

loader = DataLoader ()

self.generate_vars()

# Host file location

host_list = os.path.abspath(’../qos_provision/hosts’)

inventory = Inventory(loader=loader,
variable_manager=variable_manager,
host_list=host_list)

# Switch based on operation called

if self.operation == ’router’:
# Give playbook location

playbook_path = ’../qos_provision/push_base.yml’
elif self.operation == ’‘remove_policy’:

playbook_path = ’../qos_provision/remove_policy.yml’
elif self.operation == ’service’:

playbook_path = ’../qos_provision/push_service.yml’
elif self.operation == ’remove_service’:

playbook_path = ’../qos_provision/remove_service.yml’
elif self.operation == ’policy’:

playbook_path = ’../qos_provision/push_policy.yml’
elif self.operation == ’routing’:

playbook_path = ’../qos_provision/push_routing.yml’
else:

logger.error(”Invalid operation”)
if not os.path.exists(playbook _path):
logger.error(’Playbook does not exist’)
# Extra options
Options = namedtuple(’Options’, [’listtags’, ’listtasks’, '
listhosts’,
"syntax’, ’‘connection’, 'module_path’,
"forks’, ’'remote_user’, '
private_key_file’,
"ssh_common_args’, ’‘ssh_extra_args’, '
sftp_extra_args’,
"scp_extra_args’, ’‘become’, '
become_method’,
"become_user’, ’‘verbosity’, ’check’])
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options = Options(listtags=False, listtasks=False, listhosts=
False,
syntax=False, connection=’local’,module_path=None,

forks=100, remote_user='lefteris’,
private_key_ file=None,
ssh_common_args=None, ssh_extra_args=None,
sftp_extra_args=None,
scp_extra_args=None, become=False, become_method=
None,
become_user='root’, verbosity=None, check=False)
passwords = {}
# Playbook execution
pb = PlaybookExecutor (playbooks=[playbook_path], inventory=
inventory,
variable_manager=variable_manager,
loader=1loader, options=options, passwords=
passwords)
logger.info(pb.run())
# Generate variables for playbook
def generate_vars(self):
# Set Jinja2 environment
env = Environment(loader=PackageLoader(’libansible’, ’./vars’))
# Switch based on operation called
if self.operation == ’router’:
# Variables’ Template location
tmpl= env.get_template(’base.yml.j2")
# YAML (destination) file location
with open(’../cached_vars/base.yml’, ’'w’) as var_file:
var_file.write(tmpl.render(self.var_dict))
var_file.close()
self.var_file = ’cached_vars/base.yml’
if self.operation == ’service’:
tmpl= env.get_template(’service.yml.j2")
with open(’../cached_vars/service.yml’, 'w’) as var_file:
var_file.write(tmpl.render(self.var_dict))
var_file.close()
self.var_file = ’cached_vars/service.yml’
if self.operation == ‘routing’:
tmpl= env.get_template(’routing.yml.j2")
with open(’../cached_vars/routing.yml’, ‘w’) as var_file:
var_file.write(tmpl.render(self.var_dict))
var_file.close()
self.var_file = ’'cached_vars/routing.yml’
if self.operation == ’policy’:
tmpl = env.get_template(’policy.yml.j2")
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if

if

with open(’../cached_vars/policy.yml’, 'w’) as var_file:
var_file.write(tmpl.render(self.var_dict))
var_file.close()

self.var_file = ’cached_vars/policy.yml’

self.operation == ’‘remove_service’:

tmpl = env.get_template(’service.yml.j2")

with open(’../cached_vars/service.yml’, 'w’) as var_file:
var_file.write(tmpl.render(self.var_dict))
var_file.close()

self.var_file = ’'cached_vars/service.yml’

self.operation == ’‘remove_policy’:

tmpl = env.get_template(’policy.yml.j2")

with open(’../cached_vars/policy.yml’, ‘w’) as var_file:
var_file.write(tmpl.render(self.var_dict))
var_file.close()

self.var_file = ’'cached_vars/policy.yml’

vars

router:

name: {{router_name}}
core_interfaces:

name:

ip: {{

{{core.name}}
core.ip}}

edge_interface:

name:

{{edge.name}}

ip: {{edge.ip}}

mask:
tunnels:
name:

ip: {{

{{edge.mask}}

{{tunnel.name}}
tunnel.ip}}

to: {{tunnel.to}}

id: {{tunnel.id}}

core_ip: {{tunnel.core_ip}}
ip: {{ip}}
netconf_port: {{port}}

vendor:

{{vendor}}
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classes:{% for class in policies %}
-name: {{class.name}}
slug: {{class.slug}}
loss: {{class.loss}}
code: {{class.code}}
rate: {{class.rate}}
{% endfor %}

routing:
core: {{core}}
edge:{% for router in edge %}
-{{router}}{% endfor %}
peers:{% for peer in peers %}
-name: {{peer.name}}

ipadd: {{peer.ip}}
router: {{peer.router}}{% endfor %}

service:
name: {{service_name}}
code: {{class_code}}
id: {{service_id}}
peers: {%for peer in peers%}
-name: {{peer.name}}
ip_add: {{peer.address}}
router: {{peer.router}}{% endfor %}

Ansible core
Playbooks

add_router.yml
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-name: Adding new edge router
hosts: all
connection: local
# Include vars
pre_tasks:
-name: vars
include_vars: ../cached_vars/base.yml
# Add new router in temp group
-name: add host
add_host: >
hostname={{router.name}}
groups=just_added
# Apply role to add the router
roles:
-add_router

-name: Configuring Tunnels
hosts: all
connection: local
# Demand password for user lefteris
vars_prompt:
-name: "pass”
prompt: "Enter password: ”
private: yes

pre_tasks:
-name: Checking NETCONF connectivity on the devices
wait_for: >
host={{ansible_host}}
port={{netconf_port}}
timeout=5
-name: include vars
include_vars: ../cached_vars/base.yml
# Apply roles
roles:
-modules
-tunnels
-base
gather_facts: no

push_routing.yml
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-name: Apply Routing
hosts: all
connection: local

vars_prompt:
-name: "pass”
prompt: "Enter password”
private: yes

pre_tasks:
-name: Check connectiity
wait_for: >
host={{ansible_host}}
port={{netconf_port}}
timeout=5

-include_vars: ../cached_vars/routing.yml

roles:
-modules
-peer_connectivity
gather_facts: no

push_policy.yml

-name: Intro play checking and configuring basics
hosts: all
connection: local

vars_prompt:
-name: "pass”
prompt: ”"Enter password: ”
private: yes

pre_tasks:

-name: Checking NETCONF connectivity on the devices
wait_for: >
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host={{ansible_host}}
port={{netconf_port}}
timeout=5
-name: Import Variables from cached files
include_vars: ../cached_vars/policy.yml

roles:
-modules
-dscp_core
gather_facts: no

push_service.yml

-name: Applying the QoS policies
hosts: all
connection: local

vars_prompt:
-name: "pass”
prompt: "Enter password”
private: yes

pre_tasks:
-name: Check connectivity
wait_for: >
host={{ansible_host}}
port={{netconf_port}}
timeout=5

-include_vars: ../cached_vars/service.yml

roles:
-modules
-marking
gather_facts: no

85



Hapaptrpata

Configuration Templates

Interfaces

{#Cisco interface configuration#}

{#Loop for every interface in host_vars#}
{% for ifce in interfaces %}

interface {{ifce.name}}

description {{ifce.description}}

ip address {{ifce.ipadd}} {{ifce.mask}}
no shut

{% endfor %}

{# Juniper Interface Configuration#}
{#Routed Virtual Interface for a Layer 3 switch#}

{#Loop for every interface in host_vars#}

{% for ifce in interfaces %}

set interfaces vlan unit 998 description {{ifce.description}}

set interfaces vlan unit 998 family inet address {{ifce.ipadd}}/{{
ifce.msk_prfx}}

set vlans v998 vlan-id 998

set vlans 13-interface vlan.998

set interfaces {{ifce.name}} description {{ifce.description}}

set interfaces {{ifce.name}} unit 0 family ethernet-swtiching port-
mode access

set interfaces {{ifce.name}} unit @ family ethernet-switching vlan
members v998

{% endfor %}

Routing

{# Cisco static Routes configuration #}
{% if routing.core == inventory_hostname %}
{% for p in routing.peers %}
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(%
{%
ip
%
(%
(%
(%
{%
%
%
(%
ip
{%
%
(%
(%

{#
{%
%
(%
(%

for tun in tunnel_ifce %}

if p.router==tun.to %}

route {{p.ipadd}} 255.255.255.255 {{tun.dest_ip}}
endif %}

endfor %}

endfor %}

endif %}

if inventory_hostname in routing.edge %}

for p in routing.peers %}

if p.router != inventory_hostname %}

for tun in tunnel_ifce %}

route {{p.ipadd}} 255.255.255.255 {{tun.dest_ip}}
endfor %}

endif %}

endfor %}

endif %}

Juniper Routing Instance with static routes #}
if routing.core == inventory_hostname %}

for p in routing.peers %}

for tun in tunnel_ifce %}

if p.router==tun.to %}

set routing-instances FOO0 interface {{tun.name}}
set routing-options static route {{p.ipadd}}/32 next-hop {{tun.

%

dest_ip}}
endif %}
endfor %}
endfor %}
endif %}

set routing-instances FO0O
set routing-instances FOO interface vlan.998

%
(%
{%
{%

if inventory_hostname in routing.edge %}
for p in routing.peers %}

if p.router != inventory_hostname %}

for tun in tunnel_ifce %}

set routing-options static route {{p.ipadd}}/32 next-hop {{tun.

dest_ip}}
endfor %}
endif %}
endfor %}
endif %}

DSCP based classification
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{# DSCP CORE CONFIGURATION #}

{# CORE CLASSIFIERS #}

{% for class in classes %}

class-map match-all {{class.name}}_ CATCH
match ip dscp {{class.code}}

policy-map {{class.name}}

class {{class.name}}_CATCH
bandwidth percent {{class.rate}}
{% endfor %}

{# Apply policy to interfaces #}

{% for tun in tunnel_ifce %}

{% for class in classes %}

interface {{tun.full name}}
service-policy output {{class.name}}
{% endfor %}

{% endfor %}

{# Juniper DSCP Configuration #}
{# Classification based on marked packets with DSCP #}
{# Set classes #}

{# Loop for every class #}

{%for class in classes%}

set class-of-service forwarding-classes queue 1 {{class.name}}

set class-of-service classifiers dscp core-classifier forwarding-
class {{class.name}} loss-priority {{class.loss}} code-points {{
class.code_point}}

{# Queue schedulers #}

set class-of-service schedulers {{class.slug}} transmit-rate percent
{{class.rate_percent}}

set class-of-service schedulers {{class.slug}} priority low

set class-of-service scheduler-maps LefterisDiploma forwarding-class
{{class.name}} scheduler {{class.slug}}

set class-of-service schedulers default priority low

set class-of-service scheduler-maps LefterisDiploma forwarding-class
best-effort scheduler default

{# Mark packets #}
set class-of-service rewrite-rules dscp dscp-mark-traffic forwarding-
class {{class.name}} loss-priority {{class.loss}} code-point {{
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class.code_point}}
set class-of-service rewrite-rules dscp dscp-mark-traffic forwarding-
class best-effort loss-priority low code-point be

{# Apply to interfaces #}

{%for tun in tunnel_ifce%}

set class-of-service interfaces {{tun.name}} unit {{tun.id}}
scheduler-map LefterisDiploma

{%endfor%}

{%endfor%}

DSCP Marking

{# Cisco DSCP marking Configuration #}

{# For edge routers only #}

{# Generate access-list for to-mark traffic #}
{# A (not very) simple set of if conditions and for loops#}

{% if inventory_hostname not in groups[’core’] %}

access-list 10{{service.id}} permit ip {%for peer in service.peers
%}{%1if peer.router==inventory_hostname%}host {{peer.ip_add}} {%
endif%}{%endfor%}{%for peer in service.peers%}{%if peer.router!=
inventory_hostname%}host {{peer.ip_add}} {%endif%}{%endfor%}

{# Access-list based classifier #}

{%for peer in service.peers%}
{%if peer.router==inventory_hostname%}
class-map match-all {{service.name}}_MATCH
match access-group 10{{service.id}}
{%endif%}
{%endfor%}
policy-map {{service.name}}_MARKER
{%for peer in service.peers%}
{%1if peer.router==inventory_hostname%}
class {{service.name}}_MATCH

set ip dscp {{service.code}}
{%endif%}
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{%endfor%}
{# Apply classifiers ton interfaces #}

{% for peer in service.peers %}

{% if peer.router == inventory_hostname %}
interface {{edge_interface.name}}
service-policy input {{service.name}}_MARKER
{% endif %}

{% endfor %}

{% endif %}

{# Minor tweak for core router marking #}

{# Not mandatory #}

{% if inventory_hostname in groups[’core’] %}
{% for peer in service.peers %}

access-list {{service.id}} permit {{peer.ip_add}}
{% endfor %}

class-map match-all {{service.name}}_MATCH
match access-group {{service.id}}

policy-map {{service.name}}_MARKER

class {{service.name}}_MATCH

set ip dscp {{service.code}}

{% for tunnel in tunnel_ifce %}

interface {{tunnel.name}}

service-policy input {{service.name}}_MARKER
{% endfor %}

{% endif %}

{# Juniper configuration for DSCP marking #}
{# Generate a firewall filter to catch to-mark traffic #}

{% for service in services %}

{% for peer in service.peers %}

{% if peer.router==inventory_hostname %}

set firewall family inet filter LefterisDiploma term {{service.class
}}_traffic from source-address {{peer.ipadd}}/32

{% endif %}

{% if peer.router!=inventory_hostname %}

set firewall family inet filter LefterisDiploma term {{service.class
}}_traffic from destination-address {{peer.ipadd}}/32

{% endif %}

{% endfor %}

set firewall family inet filter LefterisDiploma term {{service.class
}}_traffic then forwarding-class {{service.class}} loss-priority
{{service.policy_loss}}
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set firewall family inet filter LefterisDiploma term default then

forwarding-class best-effort loss-priority low

{% endfor %}

set interfaces {{edge_interface.name}} family inet filter input
LefterisDiploma

Django Application

models.py

from _ future__ import unicode_literals

from django.db import models

import os
from collections import namedtuple

from ansible.parsing.dataloader import Dataloader

from ansible.vars import VariableManager

from ansible.inventory import Inventory

from ansible.executor.playbook_executor import PlaybookExecutor

import sys

imp_path = os.path.abspath(’../1ib")
sys.path.insert(0, imp_path)

from libansible.api import AnsibleHandler
from parsing import *

# Definition of data models
class Router(models.Model):
name = models.CharField(max_length=20)
ip = models.GenericIPAddressField(protocol="IPv4")

vendor = models.CharField(max_length=10, choices=((’cisco’,
"), (’juniper’, "JUNIPER’)))

"CISCO
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core = models.ForeignKey(’'Interface’, related_name=’core’,
='loop’)

edge = models.ForeignKey(’'Interface’, related_name=’edge’,
=’'loop’)

tunnel = models.ForeignKey(’'Tunnel’, related_name='tunnel’,
default="0")

def __str__ (self):
return self.name

class Interface(models.Model):

name = models.CharField(max_length=20, primary_key=True)
ip = models.GenericIPAddressField(protocol="IPv4")
mask = models.CharField(max_length=15)

def _ str_ (self):
return self.name
class Tunnel(models.Model):

name = models.CharField(max_length=10, primary_key=True)
tun_id = models.SmallIntegerField(default=0)

default

default

ip = models.GenericIPAddressField(protocol="IPv4’, default="'

10.10.10.0")
to = models.CharField(max_length=20, default='csr’)

core_ip = models.GenericIPAddressField(protocol="IPv4’, default=’

10.10.10.0")

def __str_ (self):
return self.name

class Policy(models.Model):

name models.CharField(max_length=20, primary_key=True)
slug = models.SlugField()

loss = models.CharField(max_length=15)

code_point = models.CharField(max_length=4)

rate_percent = models.SmallIntegerField(default=0)
is_pushed = models.BooleanField(default=False)

def __str__ (self):
return self.name

class Service(models.Model):

name = models.CharField(max_length=20)
id = models.SmallIntegerField(primary_key=True)
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peers = models.ManyToManyField('Peer’)
traffic_class = models.ForeignKey(’Policy’)
is_pushed = models.BooleanField(default=False)
running = models.BooleanField(default=False)

def __str_ (self):

return self.name

class Peer(models.Model):
name = models.CharField(max_length=20, primary_key=True)
ip = models.GenericIPAddressField(protocol="IPv4’)
router = models.ForeignKey(’Router’, on_delete=models.PROTECT)

def __str_ (self):

return self.name

# Global method to call Ansible API
# Give operation name and variables location

def push(var_file, operation):

pusher = AnsibleHandler(var_file, operation)
pusher.call playbook()

views.py

from
from
from
from
from
from
from
from
from
from
from
from
from
from

django.shortcuts import render

django.http import HttpResponse, HttpResponseRedirect
django.template import loader

django.views import View

django.views.generic import TemplateView
django.views.generic.edit import FormMixin
django.views.generic.list import ListView
django.views.generic.edit import FormView

.models import *

.forms import *

django.urls import reverse

django.contrib.auth import authenticate, login, logout
django.contrib.auth.decorators import login_required
django.contrib.auth.mixins import LoginRequiredMixin
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import sys
from parsing import *

# HTTP Request Handlers

class TopologyView(LoginRequiredMixin, TemplateView):

template_name = ’basic_app/topology.html’

def get(self, request, *args, **kwargs):
form = RouterForm
ifce_form = InterfaceForm
tunnel_form = TunnelForm

object_list = Router.objects.all()

context = self.get_context_data(**kwargs)
context[’form’] = form
context[’object_list’] = object_list
context[’ifce_form’] = ifce_form
context[’tunnel_form’] = tunnel_form

return self.render_to_response(context)
class RouterView(LoginRequiredMixin, FormMixin, View):

model = Router
success_url = ’/policies/’
login_url = ’/login/’
redirect_field_name = '’
form_class = RouterForm

# Get variables from forms
# If form is valid add an object

def form_valid(self, form):
name = form.cleaned_data[’name’]
core = form.cleaned_data[’core’]

edge = form.cleaned_data[’edge’]
tunnel = form.cleaned_data[’tunnel’]
ip = form.cleaned_data[’ip’]

vendor = form.cleaned_data[’vendor’]

new_router = Router(name=name, ip=ip, vendor=vendor)
router_tunnel = Tunnel.objects.get(name=tunnel)

94



A: TInyaiog Kwdikag

core_ifce = Interface.objects.get(name=core)
edge_ifce = Interface.objects.get(name=edge)
new_router.save()

new_router.core = core_ifce

new_router.edge = edge_ifce
new_router.tunnel = router_tunnel
new_router.save()

var_dict = parser(’'router’, new_router)
push(var_dict, operation='router’)

return super(RouterView, self).form_valid(form)

def post(self, request, *args, **kwargs):
form = self.get_form()
if form.is_valid():
return self.form_valid(form)

class InterfaceView(LoginRequiredMixin, FormMixin, View):

model = Interface
success_url = ’/topology/’
login_url = ’/login/’
related_field_name = '’
form_class = InterfaceForm

def form_valid(self, form):
name = form.cleaned_data[’name’]
ip = form.cleaned_data[’ip’]
mask = form.cleaned_data['mask’]
new_interface = Interface(name=name, ip=ip, mask=mask)
new_interface.save()
return super(InterfaceView, self).form_valid(form)

def post(self, request, *args, **kwargs):
form = self.get_form()
if form.is_valid():
return self.form_valid(form)
else:
self.form_invalid(form)

class TunnelView(LoginRequiredMixin, FormMixin, View):
model = Tunnel
form_class = TunnelForm

success_url = ’/topology/’
login_url = ’/login/’
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redirect_field_name = '’

def form_valid(self, form):
= form.cleaned_data[’name’]

name
id
ip
to =

form.cleaned_data[’id’]
form.cleaned_data[’ip’]
form.cleaned_data[’'to’]

core_ip = form.cleaned_data[’core_ip’]

new_tunnel = Tunnel(name=name, tun_id=id,

new_tunnel.save()

return super(TunnelView,

def post(self, request, *args,

form

= self.get_form()

if form.is_valid():
return self.form_valid(form)

ip=ip, to=to, core_ip=core_ip)

self).form_valid(form)

**kwargs):

class PolicylListView(LoginRequiredMixin, ListView, FormMixin):
# Add policy and view policies view
model = Policy
success_url = "/services/’
login_url = ’"/login/’
redirect_field_name = '’

form_class = PolicyForm

def get_context_data(self,

**kwargs):

context = super(PolicylListView, self).get_context_data(**kwargs

)

context[’form’] = PolicyForm()
return context

def form_valid(self, form):

name
slug

loss

14

= form.cleaned_data['name’]

= form.cleaned_data[’slug’]

code_point = form.cleaned_data[’code_point’]

= form.cleaned_data[’loss’]

rate_percent = form.cleaned_data[’'rate_percent’]
# Add policy to database
new_policy = Policy(name=name, slug=slug, code_point=code_point

new_policy.save()

loss=loss, rate_percent=
rate_percent)
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return super(PolicyListView, self).form_valid(form)

def post(self, request, *args, **kwargs):
form = self.get_form()
if form.is_valid():
return self.form_valid(form)
else:
return self.form_invalid(form)

class PeerListView(LoginRequiredMixin, ListView, FormMixin):
# add peer and view peers list

redirect_field_name = '’

login_url = ’/login/’

model = Peer

form_class = PeerForm

success_url = ’/policies/’

def get_context_data(self, **kwargs):

context = super(PeerListView, self).get_context_data(**kwargs)

context['form’] = PeerForm()
return context

def form_valid(self, form):
name = form.cleaned_data[’name’]
ip = form.cleaned_data[’ip’]
router = form.cleaned_data[’router’]
# Add the peer to database
new_peer = Peer(name=name, ip=ip, router=router)
new_peer.save()
return super(PeerListView, self).form_valid(form)

def post(self, request, *args, **kwargs):
form = self.get_form()
if form.is_valid():
return self.form_valid(form)
else:
return self.form_invalid(form)

class ServicelListView(LoginRequiredMixin, ListView, FormMixin):
# add service, services, apply service
login_url = ’/login/’
redirect_field_name = '’
model = Service
form_class = ServiceForm

success_url = ’'/services/’
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def get_context_data(self, **kwargs):
context = super(ServicelListView, self).get_context_data(**
kwargs)
context[’form’] = ServiceForm()
return context

def post(self, request, *args, **kwargs):

form = self.get_form()
if form.is_valid():
return self.form_valid(form)

def form_valid(self, form):
name = form.cleaned_data[’name’]
id = form.cleaned_data[’id’]
peers = form.cleaned_data[’peers’]
traffic_class = form.cleaned_data[’traffic_class’]
# Add service to database
new_service = Service(name=name, id=id)
# Get ForeignKey objects
tr_class = Policy.objects.get(name=traffic_class)
new_service.traffic_class = tr_class
new_service.peers.add(peers)
new_service.save()
var_dict = parser(’peer’, peers)
push(var_dict, operation="routing”)

return super(ServiceListView, self).form_valid(form)
def index(request):

if request.user.is_authenticated:
tmpl = loader.get_template(’basic_app/index.html’)

c={}
return HttpResponse(tmpl.render(c, request))
else:

return HttpResponseRedirect(’/login/’")
# Function to activate a service
def apply(request):
service = Service.objects.get(name=request.POST[’'service_name’])
peers = service.peers.all()
# Call parser to give the desired format to the varibles

var_dict = parser(’service’, service, peers=peers)
push(var_dict, operation='service’)
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service.is_pushed = True
service.save()

return HttpResponseRedirect(’/services/")
# Function to add a policy
def commit(request):
policy = Policy.objects.get(name=request.POST[’policy_name’])
var_dict = parser(’policy’, policy)
push(var_dict, operation='policy’)
policy.is_pushed = True
policy.save()
return HttpResponseRedirect(’/services/’)
# Function to stop a service
def stop(request):
service = Service.objects.get(name=request.POST[’'service_name’])
peers = service.peers.all()
var_dict = parser(’service’, service, peers=peers)
push(var_dict, operation='stop_service’)
service.running = False
service.save()
return HttpResponseRedirect(’/services/")
# Function to remove policy
def remove_policy(request):
policy = Policy.objects.get(name=request.POST['policy_name’])
var_dict = parser(’policy’, policy)
push(var_dict, operation='remove_policy’)
policy.is_pushed = False
policy.save()
return HttpResponseRedirect(’/policies/")

# Delete service

def remove_service(request):
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service = Service.objects.get(name=request.POST[’'service_name’])

peers = service.peers.all()

var_dict = parser(’service’, service, peers=peers)

push(var_dict, operation='remove_service’)
service.is_pushed = False
service.save()

return HttpResponseRedirect(’/services/")

def login_view(request):

tmpl = loader.get_template(’basic_app/login.html’)

c={}
username = request.POST.get(’username’)
password = request.POST.get('password’)

user = authenticate(username=username, password=password)

if user is not None:
login(request, user)
return HttpResponseRedirect(’/")
return HttpResponse(tmpl.render(c, request))

def logout_view(request):
logout(request)
return HttpResponseRedirect(’/login/")

forms.py

from django import forms
from .models import Peer, Policy, Tunnel, Router,

class PolicyForm(forms.Form):
name = forms.CharField(max_length=20)
slug = forms.SlugField()
code_point = forms.CharField(max_length=4)
loss = forms.CharField(max_length=15)
rate_percent = forms.IntegerField()

class PeerForm(forms.Form):

routers = Router.objects.all()

Interface, Service
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name = forms.CharField(max_length=20)
ip = forms.GenericIPAddressField(protocol="IPv4")
router = forms.ModelChoiceField(queryset=routers)

class ServiceForm(forms.Form):

# Build Choices

peer_choices = Peer.objects.all()

policy_choices = Policy.objects.all()

# Form

name = forms.CharField(max_length=20)

id = forms.IntegerField()

traffic_class = forms.ModelChoiceField(queryset=policy_choices,
widget=forms.RadioSelect)

peers = forms.ModelMultipleChoiceField(queryset=peer_choices,
widget=forms.CheckboxSelectMultiple)

class InterfaceForm(forms.Form):

name = forms.CharField(max_length=20)
ip = forms.GenericIPAddressField(protocol="IPv4")
mask = forms.CharField(max_length=15)

class TunnelForm(forms.Form):

name = forms.CharField(max_length=30)

id forms.IntegerField()

ip forms.GenericIPAddressField(protocol="IPv4’)

to = forms.CharField(max_length=20)

core_ip = forms.GenericIPAddressField(protocol="IPv4")

class RouterForm(forms.Form):

interfaces = Interface.objects.all()
tunnels = Tunnel.objects.all()

name = forms.CharField(max_length=20)

ip = forms.GenericIPAddressField(protocol="IPv4")
vendor = forms.CharField()

core = forms.ModelChoiceField(queryset=interfaces)
edge = forms.ModelChoiceField(queryset=interfaces)
tunnel = forms.ModelChoiceField(queryset=tunnels)
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HTML templates

base.html

<html>

<head>

<!l-- Latest compiled and minified CSS -->

<link rel="stylesheet” href="https://maxcdn.bootstrapcdn.com/
bootstrap/3.3.7/css/bootstrap.min.css”>

<!-- jQuery library -->
<script src="https://ajax.googleapis.com/ajax/libs/jquery/1.12.4/
jquery.min.js”></script>

<!-- Latest compiled JavaScript -->
<script src="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/js/
bootstrap.min.js”></script>
</head>
<title>QoS on demand</title>
<body>
<nav class="navbar navbar-default navbar-static-top”>
<div class="container”>
<div class="navbar-header”>
<a class="navbar-brand” href="{% url ’'basic_app:index’%}"”>Qo0S on
Demand</a>
</div>
<div id="navbar” class="navbar-collapse collapse”>
<form class="navbar-form navbar-right” action="{% url ’
basic_app:logout’ %}” method="post”>
{% csrf_token %}
<div class="control-group”>
<div class="controls”>
<button type="submit” class="btn”>Logout</button>
</div>
</div>
</div>
</form>
</nav>
{%block content%}
{%endblock%}
</body>
</html>
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login.html

<html>

<head>

<!-- Latest compiled and minified CSS -->

<link rel="stylesheet” href="https://maxcdn.bootstrapcdn.com/
bootstrap/3.3.7/css/bootstrap.min.css” integrity="sha384-
BVYiiSIFeK1dGmJRAkycuHAHRg320mUcww70on3RYdg4Va+PmSTsz/K68vbdEjh4u”
crossorigin="anonymous”>

<!-- Optional theme -->

<link rel="stylesheet” href="https://maxcdn.bootstrapcdn.com/
bootstrap/3.3.7/css/bootstrap-theme.min.css” integrity="sha384-
rHyoN1iRsVXV4nDOJutlnGas1lCJuC7uwjduw9SVrLVvRYooPp2bwWYgmgJQIXwl/Sp”
crossorigin="anonymous”>

<!-- Latest compiled and minified JavaScript -->
<script src="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/js/
bootstrap.min.js” integrity="sha384-
Tc5IQib027qvyjSMfHjOMaLkfuwWVxZxUPNCJA712mCWNIpGOMGCD8WGNICPD7Txa"”
crossorigin="anonymous”></script>
</head>
<body>

<form class="form-signin” action={% url ’basic_app:login’ %} method="
post” id="login_form”>
{% csrf_token %}
<h3 class="form-signin-heading”>Please sign in</h3>
<div class="control-group”>
<label class="control-label” for="username”>Username</label>
<div class="controls”>
<input type="text” id="username” name="username” placeholder
="Username”>
</div>
</div>
<div class="control-group”>
<label class="control-label” for="password”>Password</label>
<div class="controls”>
<input type="password” name="password” id="password”
placeholder="Password”>
</div>
</div>
<div class="control-group”>
<div class="controls”>
<button type="submit” class="btn”>Login</button>
</div>
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</div>
</form>
</body>
</html>

index.html

{% extends ’'basic_app/base.html’ %}
{% block content %}
<div class="jumbotron”>
<div class="container”>
<h2>QoS on Demand</h2>
<p>
This is a QoS on demand application frontend.
Adding details for a DSCP marking configuration, over GRE
Tunnels
you can specify a QoS service.
The settings and variables provided from this web application
are passed to the Ansible backend, which using NETCONF
management protocol
over SSH configures the topology.
</p>
<p>
<a class="btn btn-primary btn-1g” href="/about/” role="button”>
Learn More</a>
</p>
</div>
</div>
<div class="container”>
<div class="row”>
<div class="col-md-4">
<h4> Start Here! </h4>
<p>
If you want to set a new service from the start go here
</p>
<a class="btn btn-primary btn-1g” href="/topology/” role="button”
>Let’s start</a>
</div>
</div>
<div class="row”>
<div class="col-md-4">
<h4> Add a peer </h4>
<p>
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Add a host to the application, to be used in a service
</p>
<a class="btn btn-primary btn-1g” href="/peers/” role="button”>
Add a peer</a>
</div>
<div class="col-md-4">
<h4> Commit a Policy </h4>
<p>
Pre-commit a policy, and save it until apply it
</p>
<a class="btn btn-primary btn-1g” href="/policies/” role="button
">Commit a policy</a>
</div>
<div class="col-md-4">
<h4> Apply a service </h4>
<p>
Apply services
</p>
<a class="btn btn-primary btn-1g” href="/services/” role="button
">Services</a>
</div>
</div>
</div>
{% endblock %}

service_list.html

{% extends ’'basic_app/base.html’ %}
{% load widget_tweaks %}
{% block content %}
<div class="container”>
<div class="row"”>
<div class="col-md-6">
{% for service in object_list %}
{% if not service.is_pushed %}
<div class="panel panel-danger”>
<div class="panel-heading”>
<h4 class="panel-tittle”>{{service.name}}</h4>
<form action="{% url ’'basic_app:apply’ %}” method="post” id="
apply_form”>
{% csrf_token %}
<button class="btn btn-primary btn-sm” type="submit” name="
service_name” value={{service.name}} form="apply_form”/>
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Push Service</button>
</form>
{% else %}
<div class="panel panel-success”>
<div class="panel-heading”>
<h4 class="panel-tittle”>{{service.name}}</h4>
<form action="{% url ’'basic_app:remove_service’ %}” method="
post” id="remove_form”>
{% csrf_token %}
<button class="btn btn-primary btn-sm” type="submit” name="
service_name” value={{service.name}} form="remove_form”/>
Remove Service </button>
{% endif %}
</div>
<div class="panel-body”>
<div class="row”>
<div class="col-md-6">
<ul>
<1li> Policy: {{service.traffic_class.name}} </1i>
<1li> Guaranted rate: {{service.traffic_class.rate_percent
}3%</1i>
{%for peer in service.peers.all%}
<li>{{peer.name}}@{{peer.ip}}</1i>
{%endfor%}
</ul>
</div>
</div>
</div>
</div>
<br/>
{% endfor %}
</form>
</div>
<div class="col-md-6">
<div class="panel panel-info”>
<div class="panel-heading”>
<h4 class="panel-tittle”>New Service</h4>
</div>
<div class="panel-body”>
<form class="form-horizontal” action="{% url '
basic_app:services’ %}” method="post”>
{% csrf_token %}
{% for field in form %}
<div class="form-group”>
<div class="row”>
<div class="col-sm-5">
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<label for={{field.name.id_for_label}} class="control-
label”>Service {{field.label}}</label>
</div>
<div class="col-sm-7 col-sm-pull-1">
{% render_field field|add_class:”form-control” %}
</div>
</div>
</div>
{% endfor %}
<button class="btn btn-primary btn-md” type="submit”>Add
Servcice</button>
</form>
</div>
</div>
</div>
</div>
{% endblock %}

policy_list.html

{% extends ’'basic_app/base.html’ %}
{% load widget_tweaks %}
{% block content %}
<div class="container”>
<div class="row"”>
<div class="col-md-6">
{% for policy in object_list %}
{% if not policy.is_pushed %}
<div class="panel panel-danger”>
<div class="panel-heading”>
<h4 class="panel-tittle”>{{policy.name}}</h4>
<form action="{% url ’‘basic_app:commit’ %}” method="post” id
="commit_form”>
{% csrf_token %}
<button class="btn btn-info btn-sm” type="submit” name="
policy_name” value={{policy.name}} form="commit_form”>
Push Policy</button>
</form>
</div>
{% else %}
<div class="panel panel-success”>
<div class="panel-heading”>
<h4 class="panel-tittle”>{{policy.name}}</h4>
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<form action="{% url ’basic_app:remove_policy’ %}” method="
post” id="remove_form”>
{% csrf_token %}
<button class="btn btn-info btn-sm” type="submit” name="
policy_name” value={{policy.name}} form="remove_form”>
Remove Policy</button>
</form>
</div>
{% endif %}
<div class="panel-body”>
<p>{{policy.rate_percent}}% Guaranted Bandwidth</p>
<p>Marking: {{policy.code_point}} DSCP</p>
<p>Loss Probability {{police.loss}}</p>
</div>

</div>
{% endfor %}
</form>

</d

iv>

<div class="col-md-6">
<div class="panel panel-info”>

<div class="panel-heading”>
<h4 class="panel-tittle”>New Policy</h4>
</div>
<div class="panel-body”>
<form class="form-horizontal” action="{% url '
basic_app:policies’ %}” method="post”>
{% csrf_token %}
{% for field in form %}
<div class="form-group”>
<div class="row"”>
<div class="col-sm-4">
<label for={{field.name.id_for_label}} class="control-
label”>Policy {{field.label}}</label>
</div>
<div class="col-sm-8 col-sm-pull-1">
{% render_field field|add_class:”form-control” %}
</div>
</div>
</div>
{% endfor %}
<button class="btn btn-primary btn-md” type="submit”>Add
Policy</button>
</form>

</div>

</d
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<a class="btn btn-primary btn-md” href="/services” role="button”
>Continue</a>
</div>
</div>
{%endblock%}

topology.html

{% extends ’'basic_app/base.html’ %}
{% load widget_tweaks %}
{% block content %}
<div class="container”>
<div class="row”>
<div class="col-md-6">
{% for router in object_list %}
<div class="panel panel-info”>
<div class="panel-heading”>
<h4 class="panel-tittle”>{{router.name}}</h4>
</div>
<div class="panel-body”>
<p>Management IP: {{router.ip}}</p>
<h5><b>Interfaces</b></h5>
<p>Edge Facing Interface: {{router.edge.name}} {{router.edge.ip
}}</p>
<p>Core Facing Interface: {{router.core.name}} {{router.core.ip
}3</p>
<h5><b>Tunnel to core router</b></h5>
<p>Tunnel interface: {{router.tunnel.name}}</p>
<p>Local ip: {{router.tunnel}}</p>
</div>
</div>
{% endfor %}
</div>
<div class="col-md-6">
<div class="row”>
<div class="panel panel-success”>
<div class="panel-heading”>
<h4 class="panel-tittle”>New Router Interfaces</h4>
</div>
<div class="panel-body”>
<form class="form-horizontal” action="{% url '
basic_app:interfaces’ %}” method="post”>
{% csrf_token %}
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{% for field in ifce_form %}
<div class="form-group”>
<div class="row"”>
<div class="col-sm-4">
<label for={{field.name.id_for_label}} class="control-
label”> {{field.label}}</label>
</div>
<div class="col-sm-8 col-sm-pull-1">
{% render_field field|add_class:”form-control” %}
</div>
</div>
</div>
{% endfor %}
<button class="btn btn-primary btn-md” type="submit”>Add
Interface</button>
</form>
</div>
</div>
</div>
<div class="row"”>
<div class="panel panel-success”>
<div class="panel-heading”>
<h4 class="panel-tittle”>Tunnel to core router</h4>
</div>
<div class="panel-body”>
<form class="form-horizontal” action="{% url ’'basic_app:tunnels
" %}" method="post”>
{% csrf_token %}
{% for field in tunnel_form %}
<div class="form-group”>
<div class="row”>
<div class="col-sm-4">
<label for={{field.name.id_for_label}} class="control-
label”> {{field.label}}</label>
</div>
<div class="col-sm-8 col-sm-pull-1">
{% render_field field|add_class:”form-control” %}
</div>
</div>
</div>
{% endfor %}
<button class="btn btn-primary btn-md” type="submit”>Add
Tunnel</button>
</form>
</div>
</div>
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</div>
<div class="row”>
<div class="panel panel-success”>
<div class="panel-heading”>
<h4 class="panel-tittle”>Router Configuration</h4>
</div>
<div class="panel-body”>
<form class="form-horizontal” action="{% url ’'basic_app:routers
" %}" method="post”>
{% csrf_token %}
{% for field in form %}
<div class="form-group”>
<div class="row"”>
<div class="col-sm-4">
<label for={{field.name.id_for_label}} class="control-
label”> {{field.label}}</label>
</div>
<div class="col-sm-8 col-sm-pull-1">
{% render_field field|add_class:”form-control” %}
</div>
</div>
</div>
{% endfor %}
<button class="btn btn-primary btn-md” type="submit”>Add
Router</button>
</form>
</div>
</div>
</div>
</div>
<a class="btn btn-primary btn-md” href="/peers/” role="button”>
Continue</a>
</div>
</div>
{% endblock %}
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