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Iepidnyn

2KomdG TNG OIMAMUATIKNG epyaciog elval 1 avaATTLEN TOAV-EMIMEONC TAATPOPLLOG TOV
TOPEXETAL KAT  OmOUTNOT G€ TOALUTAOVG EVOIKOLC-YPNOTEG YO TNV KOTAYPOPT KOl
Ao KEVOT TPOCOTOTONEVNG SIKTVOKT G TTANpopopiag (SFlow). Alvetar Waitepn Eupaon
oTNV  KavOTNTO  TPOCOPUOYNG KOl  KMUAK®ONG NG,  EKUETAAAELOUEVOL  T®V
YOPOKTNPIOTIKOV Kol 1O101TEPOTNTOY TOL KAOe otadiov g mAateopuos. Emopévog, to
TeEMKO  embountod  amotéAecpo  €lval M OLTOMOTIN  TOPOYN, VOTEPO OO LT,
TPOCHOTOTOMUEVOD GUGTHLOTOS YloL TNV KOTAypaen Kot Topakorlovnon dedopévemv mov

AVTIOTOLYOVV GTOV EKAGTOTE YPNOTN.

Ewwotepa, mpoxertar yio éva KoTtaveunpuévo cOGTNUO GLAAOYNG dedouévav, e
O€dOUEVO, OTN GLYKEKPLUEVT] TEPITTOOT, TNV KivnoT Tov AapuPAveTol amd ToVg HeTaymYeig
wog dktvakng vrodouns. IMa tov okomd avtd ypnoyomombnke to Apache Kafka yio
oLAOYN TV dedouévov and tovg petaymyeic (centralized logging), to Logstash kot to
Smonnet, to dvoua tov python mpoypdppotog mov avarntdhydnke yuo v enelepyacio Kot
Tov gumlovtiopd tovg, to Elasticsearch cav cbompa avilvong pe kotavepnuévn texvikn
amoffKeLONG GE GLGTOLYIEG VTOAOYIGTOV Yo, TNV OmOOKELOT Kol KOTOYPAPT] TOVS Kot

té)og 1o Kibana yio tnv ontikomoinet GVoYETIGUOV Kol LETPTCEMV TAV® GTOV ¥POVO.

Me avtév tov TpOTO, M TAATOOPUO TOPEXEL KOT  OMOATNON UNXOVIGUO OV
nepthopPdvel to amapoitra epyoieio yioo va amotehécel Pdom yoo T dnpovpyio €vOg
EVOTOMUEVOD TTAOUGIOV Yol TNV AVTANGT OEOUEVOV KOl GUTOUOTNG TOPOLGIOONG TV
JEOOUEVOV  OVTOV GTOVG YPNOTEG TOV OPOpOV  (TEPOUATIKMDY) VTOSOUDY UEYAANG

KMPoKog Gov HEPOG TNG AELTOVPYIKOTNTOS TOV TPOGPEPEL TO TEPPAALOV.

Aggeaig Khedra: <<cvotnuo mapakorovdnone (monitoring) kot Kotoypa@hg SIKTLOK®V
dedopévov, Monitoring as a Service, Elasticsearch, Kibana, ELK stack, Kubernetes,

Docker, logging, NFV, avdivon 6 mpaypatikod ypovo>>






Abstract

The scope of this thesis is the development of a multilayer platform which is provided
on demand to many users in order to store and monitor network traffic (sflow). Following
the features of each layer, there was a focus on the adaptability and scalability of the whole
platform. Therefore, the final service would be a personalized monitoring system provided

on demand with data which corresponds to each user.

Specifically, the main part of this platform is a distributed data collection system,
where in this case the data is received from the switches of the network infrastructure. For
this purpose, Apache Kafka was used for central logging, Logstash and Smonnet, a custom
python application developed in-house for processing and data enrichment, Elasticsearch as
an analytics engine which has a distributed storage system for monitoring and Kibana for

the visualization of the correlations and metrics against time.

This platform provides on demand the necessary tools in order to be used as the
foundation for the creation of a unified framework for collecting —network— monitoring
data, and automatically presenting them to the corresponding tenants of various

(experimental) infrastructures as part of the functionality of the system.

Keywords: <<network traffic monitoring system, Monitoring as a Service, Elasticsearch,

Kibana, ELK stack, Kubernetes, Docker, logging, NFV, data enrichment in real time >>
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Ewcaywyn

1.1 Avtikeipuevo

H avantoén tov Internet kot twv gikovikdv vrodopmv (virtual infrastructures) npocépepe ™)
duvatoTNTO SUUOIPAGHOD TV TOPOV TOL GUGTHLOTOS KOl TOL OKTLOL GTOVG YPNOTEC-
€VOIKIOOTEG (tenants) oe vohoyloTikd vEeN. Etaipeieg ypnoiomolodv téToleg VTodopEéS Yo

vo. ELINPETOVY EKATOUPDPLY XPTOTEG KO VA TAPEXOVV OTOSOTIKE TIG VINPEGIES TOVG.

Emiong, mienucovoviakol Tépoyot Kol OpyavIGUOl TPOGPEPOVY GTOVE YPNOTEG TOV SIKTHOV
TOVG VANPEGiEg MOV o1yd oryd petoeépovian amd hardware oe software mpoc@épovioag
gicovomomuéveg diktvakég vanpeoieg (virtual network functions, VNFsS). Ta tig vanpeoieg
QVTEG YPTCLLOTOLOVVTOL KOl GE QT TNV TEPITTMOT EKOVIKEG VTOSOUEG DOTE VO, TAPEYOVTOL
SUVOIKG, KO KOTO aTaiTnoT e GTOYO TNV KOAVTEPT XPTOLUOTOINOT) TOV TOP®V.

O1 3Y0 ToPATAVED TOTOL VINPESIOV APOPOVY SAPOPETIKOVG TOITOVE YPNOTAOV, EVOS TOUPOYOV
SIKTVOK®V LVANPESIDY UEGH VEPOLE KL TV SOYEIPIOTOV EVOG SIKTOOV TOAANTADY EVOIK®V.
Av10 OV £YOUV Gav KOO givor OTL Kot ot 600 £yovv LYNAEC omatTHoElg Kol BEAovy va
g€acearilovv v ampdokonTn TOPOY TOPWYV, KAOMDE KoL TNV TOLOTNTO TV TPOCPEPOUEVHOV
vanpeoiov (QoS - Quality of Service). Znuavtikd poro yia v enitevén avtod T0V 6TOYOV
£xel M mopakolovOnon (Monitoring) mwopwv mov ypnoyonotovvtal. H yprion g vrwodoung
dnuovpyel éva peydho Oyko dedouévav yprong (logs) yia T GLGTAUOTA KOl TO OIKTLO TO
omoio. pmopovv vo agtoroinfovv. Xpnolomolidviog KOTaAANA0 monitoring cOoTnUa, Eival

duvatov va evtomifovratl ypriyopa PAGPRES, TuxOV SiKTLOKA TPOPAALOTA Kot EMIOECELS.

Kwovpevol og avtiv Vv katevbuven kot Aoy® Tov OTL £yovv yivel ddpopeg TPOGTAOELES

pog TV kataypaen logs cvomudtov, n mapodoa SMAGUATIKY £XEL VO KAVEL UE TN




dnuovpyio (oG TAATEOPLOG KOTAYPAQNG Kol TOPOKOAOVONOTG  detypatoAnmTnuévng
SIKTVLOKNG KIVNONG OV UTOPEL VO TOPEYETAL KOTO OMAITNON GTOVG YPNOTES VOGS O1KTVOV.
YKomdg elvar  TnAemiKowveoviokol mlpoyol, etaipeieg, opyoviopol Kot YEVIKO  Of
EIKOVOTOMUEVA STKTLO TTOAADV YPNOTMOV VO, LITOPOVV VoL TALPEXOVTOL TO. EPYUAEin GE YP|OTES
N ovIOTNTES EVOG IKTHOV MGTE VoL EXOVV L EmonTElR TNG dIKTLOKYG Kivnong. Befaiwng avt)
TPETEL VO QPOPE LLOVO T, SIKA TOLG GLUGTAUOTO Ko Gpa VoL UTTOPovV VoL €(0VV T SLVOTOTNTA
va evTomilouv TuyOV SIKTLAKEG EMOETELS.

H mhoatedppa omdnke pe okomd va déxetar dedopéva e HEYAAN poON Kol EMITPEMEL TNV
avTopaTn dayeiplon TV TOPOV MGTE VoL YPNGILOTOOVVTOL KAOE GTiyur] HOVO ot TOpOL TOL
yperalovtatl. Avtd TO YOPAKINPICTIKO TNV KOVEL MO SUVOUIKY] KOL EMLTPETEL TNV O YEVIKN

YLPNON NG, Y1 TAPOKOAOVONGT TOALDV dd0OUEVOV Kot OYL LOVO SIKTLOKOV.

SUYKEKPIUEVA, VIO TIG AVAYKEG TNG SITAMUATIKNG LEAETOVTOL UNYOVIGUOL Kot EpYOAEia yioL TNV
avamtuén  pebddmv ovAdoyng diktvakdv dedopévev  (network monitoring data) o
TOPEYOVTAG TOVG KOTO OmAiTnNoTn GE EVOLUPEPOUEVOVE YPNOTES TTOL Ppickovial 6To diKTLO.
AapBdévovtog vt Oy TNV TOIKIAOHOPPIn TV SIKTLAK®V VTOSOUDV TOV GUVOVTAOVIOL GTIG
pépeg nag, Papdvovca onuacic £el 1 KAVOTNTA TPOGAPLOYNG TOV UNYOVIGHOD GE OUTEC.
Muldvtog yioo vrodopn TOAAUTAGV evoikwv, 0 Kabévog mpémel va €yel mpocfaor ot
dedopévo mov cvAdéyovtar amd mOPovg Tov Tov Exovv ekpicBwbel. EmumpocBitmg, eivan
emBuunTo T 6edopEVA TOL AVTAOLVTOL VO TOPOLGLALOVTOL GTOV EKAGTOTE EVOLUPEPOUEVO
OTOUOVOUEVE OO OVTO TOV OEV TOV APOpovV Kot dgv mpémel va, Exel TpocPaor. Tétown
dedopévo  elvar eEoupeTikd YPNOUA Y10 TOVG YPNOTEG TAOV TEPUUATIKOV VTOSOUDV,
0pYOVICU®V HE TOAAODG SLOQOPETIKOVS YPNOTEC N KOl TNAEMIKOW®OVIOK®OV TAPOYWOV
TapEXOVTAG Tovg duvatotnteg Omws: (1) emdnrevon diktvakng Kivnong Kot ebkodn eEaymyn
avaQopav, kot (2) ovamTtuén LUNYOVICUOV OVIXVELONG KOl OVIWETMOTIONG TEPLCTATIKMY

dwrvokmv embéocwv (Anomaly Detection and Attack Mitigation).

1.2 Opyavwon

H napovoa simhopatiky epyoacio pmopel va dwoywpiotel o dvo tunipota. To TpdTo TUApHQ
ouviotatol otV ovaivorn gpyoieimv ypnolwmv g vaofabpo Yy TNV KOTOVONGN NG
Sumlopotikng epyociog pali pe TV avaAvon NG apyLTEKTOVIKNG TOv YPELILeTal ol TETO
mhoteopua. To dgbTEPO TUNUO OMOTEAEL KOL TO TPOKTIKO KOUUATL TNG €PYOCing, OTOL
nmepthappavovtal 1 vAomoinor, ot Pacikég apyég Tavm oTig onoieg otnpiydnke, n a&toAdynon
g Kobmg Kot 0 emiloyog.

ITo ovykekpéva, To TpdTo TUNMHO amapTileTon €€ oAokAnpov and 1o Kepdiaro 2 ko 3. Xe
aVTO TO KEPAANIO OVAADOVTOL Ol ATOITNGELG KO TO, YOPUKTNPIOTIKA H0G TAATQOPLLOG

KOTOYPOENG KoL KOT  ooitnon Kot SIVETOL GUVOTTIKTY TEPLYPOUPT TOV O CTUAVTIK®OV




gpyodreiov mov aSloloynOnKay KoM Kot apyLITEKTOVIKES GLCTNUATOV LE PAoT oVTAOV.

AxorovBwc, Tapovoidletal n okéyn mov odnynoe oty emhoyn twv Elasticsearch kot Kibana

Yol T ONoLvpYic Tov GLOTAHLOTOG KABMS KAl OGOV 0POPA TNV TAPAKOAOVON O — GLALOYY|

SikTvak®v dedopévav, o mpdtumo sFlow.

To debtepo TP TTEPIEYEL TA VIOAOUTA TEGGEPQ KEPOAOLOL:

v Kepdhoo 4: Apyikd, mopovctdleton 1 apyItekToVIKE TS TAUTQOPLAS KOl TV 6TadimV
7oV TNV amapTilovy Kot HOTEPO OVAADETAL 1) DAOTOINGT KOl Ol AvVAPEPOVTOL Ol

Aemtopépetes Tov kébe oTadiov TG TAATEOPLS Eex®PloTa.

v Kepdhoo 5: Avarveton i tetpopoticy diodikacio. Iapovoidletor n didraén kot ta
OTOTEAEGLLATO Y10 SIAPOPE GEVAPLA KABMG Kot 1) amdd0oom Kot 1) KMUOKOGUOTNTO TG
mhoteopuag. Eniong, yivetat epeovig o Adyog emAoyNg Yo TV eneEepyacio Kot Tov
EUTAOVTIOUO TV POMV SIKTVLOKNG Kivnong To Smonnet, mov givat to 6vopo tov d60nKe

o710 python mpdypoppo Tov VAOTOMONKE Y10l TIG AVAYKEG TNG SUTAMUOTIKNG,.

v Kepdhoo 6: Zvvoyilovror o coumepdopato tov eEfydnoav ota mhaicia g Topovcag

MMA®UOTIKNG EpYACiog Kal TPOTEIVOVTAL EMTALOV PEATIDGELG KOl EMEKTAGELC.




Ocwpntiko Yrofalpo

210 GUYKEKPUEVO KEQPAAoO avaAdeTal To Bewpntikd vofabpo (epyalreio, pnyovicpol Kot

EQOPUOYES), TAV® 6TO 0moio otnpiletal 1 TOPOVLGH NIMAMUATIKY EPYOCIaL.

2.1 Xrdoia cveTUaTOS KOTAYPAPHS Kol TTopaK0LoLONGHS

0E00UEVMIV
‘Evo. chomuo Kotaypaeng Kol TopakoAovdnong dedouévav TepthauPavel TOLAGYIGTOV T
e€Ng otdoa:
V' Zuloyn

Metagopd

(\

Eneéepyacia

(\

Amobnjkevon

<\

Avalnmon

"Eva ohokAnpopévo cbotnpo TeptAapfivel EXiong Kot TV avaALoT TV SEd0UEVOV PEGH OO
v avolTnon, 6nwg Y. Eva OVopo ToL EPPAVICETOL TIC TEPIOTOTEPEG POPEG. AKOUN, UTOPET
vo TeEPAMOUPAVEL KOt TV OTTIKOTo N o TV dedopévav. ‘Eva tétoto oynue Ttapovcidaletal 6to

GYNLLO TOPAKATO.
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Zynpa 2.1 Oloxinpouévo avetnua ya centralized logging

[apd To yeyovog O6TL TO GUGTNUA TOV APOPE 1) SITAMUATIKN OEV £YEL LOVO KATOLO KEVIPIKO
oUOTNHO ATOONKELONG AL EYEL KL TO EMUEPOVS GLGTNHOTO KOTAYPUPNS TOV S0pOpmOV

XPNOTAOV TOL SIKTVLOV, | APYLTEKTOVIKY TOL akolovOeital giva owtn ya centralized logging.

2.1.1 Xvidoyn doedouévwv — Collection

To diktvo dnpovpyel dedopéva xpNomMg UE S1APOPoVg TPOTOVG, Yo TOPASEIYUO HECH TOV
sflow[10] 7 netflow[11]. Znv mepintwon émov 1o centralized logging mpaypotomoteitol yia
va dlvel T SvVATOTNTO GTOVG TPOYPOUUUATIOTEC VO EYOVV TPOGPacn ot dedopuéva ¥pNong
aueca, ®@ote vo domotebel 0 Aoyog kdmolov TpofAnuatog | vo Adpovy kamowa andeacn. H
GLALOYT OEQOUEVAOV TTPETEL VO, TPOYUOTOTIOLEITAL GE TPAYLOTIKO Y¥POVO 1 KOVTA GE QVTOV Y10,
TNV QUECT] EVPECN KOl OVTIUETOTION TuXOV TpoPfinudtov 1 embécewv. H dwmipnon
avtypaowv tov dedouévav (file replication) ce kevipikn Paon avd dtucTiUaTo dEV UTOPEL
Vo amoTELECEL AVOT| O€ TETOIEG TTEPTTMGEIC. Avtifeta, Oa NToV KOAN TPOGEYYIoN AV VITNPYE

avAayKn avEADOTG TV OESOUEVAV Y10 GTATIOTIKEG EPEVVEC.

2.1.2 Meragpopa kar Eneéepyacio — Transport and Processing

H petagopd tav dedopévamv ypnong aSldomaota kol ypryopa o€ KevTpiky fdon dnpiovpynoe
TNV OVAYKT OMHOLPYING HoG VEAG KAGOTC KOTAVEU LEV®V GUGTNUATOV Y10 OTOTEAECLATIKNY
HETAS00MN TOV dedopévav Kol Tpocmpvi| amobrkevon. Epyoleia 6mwg to Apache Flume
[12], Scribe [13], Logstash [25], fluentd [14], Kafka kot Redis [15] éxovv oyedaotel yo
UETOPOPE LLEYAAOV GYKOV OEOOUEVMV LE OPYLTEKTOVIKT KOTAVEUNUEV®Y cuoTndtov. [Tapd
70 Yeyovdg 0Tl Oha avTd divouv AHGN 6TO TPOPAN LA LETAPOPAC, EVIOVTOLS VITAPYOVV UPKETEG

Stapopég LETAEL TOVC.




Yvuykekpéva, 1o Scribe mopéyet APIS otovg clients yio tnv Kataypa@r TV SE00UEVOV
xpNons. Xpnowomoldvrog avtd ta APIs peidvetor ) kabvotépnon kot ovEdveror n
a&lomotio. Avti 1 péBodog elval TO ATOSOTIKN OTIG TEPITTAOGELS TOL LILAPYEL TPOGPACT
GTNV EPAPLOYN TTOL dNovpYel Ta dedopEVA YPNONS DGTE VO, YIVOUV 01 KATAAANAES
TPOTOTOU|GELS.

Ta epyaieio Logstash, fluentd xon Flume wapéyovv o ogpd and nnyéc €16660v Yo GUAAOYN
TV dedouévov Ommg Yo mapdderyua to mpwtoékolho Syslog 1 Netflow v Sflow oand
GUYKEKPIUEVT] TTOPTA, OAAG Umopovv va dwuPdcoovv dedopéva ypnong omd apyeia. Emiong,
map€yovy Tpomovg emeepynciog TV podv Tov AAUPAvoLY Kot EYOLV pio pueydAn mowkidio
amd mnyéc €£0dov kabag emiong divovv T dvvaToTNTO VAOTOINONG VENS TNYNG TOL O&V
vrapyetl oTig PirPAtodnkeg Tovg.

Onwg elvan gppavég and ta mopamdve, ToAAd amd to dwbéoipa epyareio dev €xovv va
KEvouv HOVO pE TN UETOQOPA TMV JEOOUEVAOV ETIKOWVOVAVING OO TIG TNYEG £10000L GTIG
nyég €600V, OAAG Exouv TN duvatdTNTA EMEEEPYAGIOG 1| EUTAOVTIGUOD TOV PODY OV

Aappdvouv.

2.1.3 Amobixevon kar Avalven — Store and Analysis

[Ipokeyévov va avolvBoldv mepetaipm Ta dedopéva Kot v pmopet va yivel avalntnon péoa
oe ovTd givol avaykaio 1 oamofnkevon tovg otnv omnoio Paciletor M Omow avdivon

aKolovOnoel.

210 KOPUATL TG omobnKevong vadpyovv moAAEG emAOYEG avolyTod Kmdika dmwg to Hadoop
[16] xou HBase [17], Cassandra [18], MongoDB [19], Elasticsearch [25] to omoio mapéyet kot
KATO10VG UNYOVICHOVG Yol CLCYETIoEG peTaly Tav dedopévev ovvabpoilovtdg ta. To
ovotnpa ov Ha amodnkevfovv ta dedopéva Bo amOTELEGEL OVGLAGTIKA TNV TNy 160300V Y10

TO GUGTNUA AVAAVOTG.

THETIKO UE TNV AVOAVOT], VITAPYOVV SL0POPETIKOL TPOTOL TOV UTOPEL KAVEIC VO OVOADGEL TO
dedopéva, eite oe mpayuatikd ypovo eite ektdoc ovvdeong (offline) yu peyaidtepn oe
duapkela TOmov avdAivon. H tedevtaia mepintwon cuvdéetar cuvBmg katl pe alyopibuovg
gkudOnong (machine learning) mov o160 &rovv vo pudbovv cuykekpuévo patterns kot vo
TPOPAEYOLV GLYKEKPIUEVEG eVEPYELEG N KaTaotdoels. [a v avdAiven, Aouwtdy, vIdpyovy
dtapopa epyareic mov Ponbodv e avtiv v katevbuven omwg to Apache Spark [20],
Apache Storm [21] mov pmopovv va kdvovv kot batch processing kafdg kot kKdmowo and to
gpyodreic mov avagépOnkav 1O OTO KOUUATL TNG HETOPOPAS TV OEdOUEVOV OO TO
Logstash, Flume, fluentd.

v mepintoon mov ypewdletal avilvon tov dedopivov péowm demagng ypnotn (user
interface, UI), 1davikn tpocéyyion eivar i amobrikevon tov dedouévav oto Elasticsearch kot

ypron tov Kibana[27] 1 tov Graylog2 [22] v avdivon kot to Logstash [26] 7 kdmolo AN
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€QOPUOYT Yo parsing. Avti 1 TPoGEYYIoT emTpENEL SdPacTIiKn TPOSPaoct ota dedopéva oe

TPAYULATIKO YPOVO.

2.2 Elasticsearch

To Elasticsearch [24] eivon éva o pnyavh avalRtnong kot ovaiveng pe KOplo okomd tnv
avalnmon kewévov. Tlapéyer pia kotaveunuévn pnyovn avaltnong «mAnpovg KEWEVOL
(fulltext search) pe dvvatdmra e&umnpétnong molhamddv ypnotov, pic HTTP Siemaen kot
JSON [27] éyypoga ywpic schema. Exer avamtoybei oe Java kot givor Aoyiopiko ovoryton
KOdKo KAt omd tovg 0povg g Gdewag ypnong Apache License. H Elasticsearch eivou
yriopévn méve and tov Apache Lucene [23], kot eivor n dnpopiiéotepn unyaviy avalitmong
oV Prounyovia dedopévav akorovboduevn omd to Apache Solr, to omoio eivon emiong
Baoiopévo oto Lucene. To Elasticsearch pnopei va ypnopomombei yio avalytmon oe kébe
gidoovg &yypaoa. Ipoceépel Kipokmon avalnmon, £xel avalnton oxedoV TPOyUATIKOD
ypovov (near real-time search) xot vmoompiler Vmapén moAhmv ypnotodv. Eivou
KaTaveunuévn, Katt mov onpoivel 6t ta, indexes tng (ovtiotoyyo pe Paon dedopévov e
noapadooiakd DBMS) pmopovv vo yopiotovv og shards kot kabe shard va éyet omd kabdrlov
péxpt moAAG avtiypoga. Kabe koppog prioéevel éva i nepiocdtepa shards, kot Aettovpyel g
OLVTOVIOTHG MoTE va dapolpalel T evépyeleg ota KotdAnia shards. Ymootnpileton
QLTOUOTY OVOTPOCAPUOYN (OPTOL epyaciag petad tov koépPov. To ovotnua avtod
ypnowonotel to epyaieio Lucene, pion modv ioyvpn PifAobnkn avorytod KOIKa Yo
avalntnon mnpovg kewévov (full-text search), kor mpoomabel va Swbéoelt Oho Ta

yopaktnplotikd Tov pécm tov JSON ko Java APl mov mopéyet.

IMpokewévov to Elasticsearch va emttdyel tétotov €i60vg EpOTNUATO, TPDTA OVAAVEL TO
Keluevo Kol  aKoAOVO®C YPNOMOTOIEl TO. OMOTEAECUATA Yo VO, OMUIOLPYNoEL &va
avteoTpappévo gopetipro (inverted index). To avieotpappévo gopetiplo eivor po doun,
€101KA OYEOIOGUEVT] YIO. VO EMTPENEL YpNyopeg avalntioel o€ mANpelg keipeva. Mo kdbe
Kelpevo vmdpyel o Aloto pe Oheg Tic povadikés AéEelg mov epeoviovior 6e avtd, EVHD
TapdAANAa o ovotnuo Swtnpel AMota yuoo kdBe AEEN pe Oha TO KelpEvo oTa OOl
eupavietat.

A&oonpeiotot ypnoteg g Elasticsearch onuepa givar or Adobe, Facebook, Mozilla, Quora,

Foursquare, GitHub, Stack Exchange, Netflix ko1 dAlot.

Téhog, to Elasticsearch givon to Paocikd epyodeio tov ELK stack (Elasticsearch, Logstash,

Kibana) to onoia meptypapovial 6To emduevo KeQAAaia.
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Zyjpa 2.2 ELK stack

2.2.1 Kbpieg évvoieg

cluster: amotelel éva cOvoro amd kOUPovg (servers) 6mov amodnKedovTol T0. dEG0UEVO. KOl
mapéyel indexing kot avalntnon 6to cOvoro Tov KouPmv avtdv. Kabe cluster kabopileton
UOVOSIKE amd To OVOUd Tov, LE To Tpokabopiopévo dvoua va givar “elasticsearch”. Xe éva

GUGTNHO UTOPOVV VO, GUVLTTAPYOoLY TOAAG ave&aptnTa cluster.

node: amotelel évo LOIKO unydavnuo. - server Kot givatl puéPog Tov cluster cuveloPEPOVTOG
oV amobnkevon, indexing kai avalnon dedopévav. Kabopiletar povadikd amd 1o 6voud
TOV, TO 0oToio Umopel Vo eival OTIONTOTE KOl YPNCUOTOLEITAL Atd TO JlOYEPLOTH, DOTE VU

kafopioetl o€ moto cluster aviikel. Xe éva cluster propohv va vtapyovy ameplopioTol KOpPot.

index: anoteAei pio. GLALOYY EYYPAP®V OV £X0VV TAPOUOLL YapaKTPLoTIKAE. ‘Eva gupethplo
nmpoodopiletar amd €va Ovopo TO OMolo  YPNOIUOTOIEITOL Yt TOV  TPOGOLOPIoUO
GLYKEKPIUEVOL gupetnpiov Katd tnv avalntmon, indexing (ypnoiponoleitol ocav avticTol o
TOL INSert ot GLYKEKPLUEVT TTEPITTMON), EVNUEP®ONG 1 dloypaPnic dedopévav. Mropovv va

0pIGTOLV OTEPLOPLIOTA EVPETNPLL O Eva cluster.

type: vy xé0e Index, umopei va opiotodv éva 1 mepiocdtepa types. To type amoterel €va
AoY1KO Sroympiopd tov index, 6oV 1 oNUAGIOA0Yio eEPTATAL OTOKAEIGTIKG ad TO YPNOTN
7ov 1o opilel. I'evikd, 10 type opiletar yio &va chvoro dedopévav, to. omoia £xouv Kowd

medio.

document: pe tov 6po “document” opiletor 1 Pacikr povade mAnpogopiag mov umopei va
tonofetnOei oe index ko amobnkevetar oe popeny JSON (JavaScript Object Notation). To
JSON eivar por dradedopévn Lop@e1| Yo SIOUOPUCUO TANPOPOPiag 6To d100iKTVLO HETAED TV
servers Kot epapuoydv dadiktoov. LBL Aev vrdpyel nepropiopdg otov apiBud documents)

mov umopolv vo. amobnkevbovv oe €va index, Adym Tov OTL €lval 0pPKETE HEYAAOC




(2,147,483,519 = Integer. MAX_VALUE - 128), mpéner Oumwg to kéOe document va

ovoyetiletar pe kamoto type tov index.

2.2.2 Shards kaz Replicas

Kabmg dev vapyet Kamolog peydrlog Teplopioog yio to péyebog evog index, givar dSvvatov vo
amofnKebovToL GE AVTO TEPAUCTIEG TOCOTNTEG OEOOUEVOV TTOV OE YWPAVE GE Eva KOUPO AOY®
TEPLOPIOUOY TOV VAKOV. ['o mapddetypa, éva index pe exatoupdplo documents to omoia
KkatolopuPavovyv mepiocdtepo omd 1TB amobnievticd ydpo moAd mhavo va unv yopove o€
&va KOpPo M aKOLO KOt av YOPAVE TOAD TOOVO VoL UMV VITAPYEL 1] VITOAOYIGTIKY 10YVG DGTE VO
TPOCPEPEL VAN PESIES ovalNTNONG OTOJOTIKA.

Mo v eniAvon avtov tov TpoPAnuatoc, to Elasticsearch divel ™ dvvatdtnta €va index va
Swpebei og moAAd koppdtia Ta omoio ovopdalovton shards. Katd tn dnuovpyia evdg index
uropel va kaBopiotel o apBpog tov shards. Kabe shard propet va amodnikevbei oe Eva koppo
Kol amoterel Evo TANP®G Aettovpywkd kot avesdptnto “index”. Avtd eivor mOAD onpavTIKO
kafdg péow tov shards eEacearileton 1 Katavepnuévn @UOT TOV GLGTIUOTOG divovTag T
duvatotnta Yoo TapdAAnAn enefepyocio Twv shards, kKdtt mov av&dver v AmOS0GT TOV
GUGTNHHOTOG EVA TAPOIAANAQ EMTPEMETOL 1] KATAKOPLON KAUAKMGT TOV OYKOL TEPIEXOUEVOD
gvog index.

O unyaviopods pe tov onoio ta shards katavépovral 6Tovg KOUPovg, oALG Kot 0 punyavicpog
pe tov omoio Ta documents cuykevip®vovtol PETd amd €va aitnuao ovalnmong omd To
duaeopa shards evog index dayepilovror TApwg amd to Elasticsearch ko dev givatl eppavég
GTOVG (PY|OTEG.

Koabmg tétoov €idovg cvomuarte 6mmg to Elasticsearch eykabictavtorl ce éva diktvo amd
vmoloylotég 1 o€ évo mepifdidov cloud Omov or PAGPec umopovV VO EUPEAVIGTODV
OTO10ONTOTE GTIYUN TPOTEIVETAL 1] XPNOT KATO00 UNYAVIGHOD SLO@OAUENG TV OESOUEVMDV GE
mepintwon mov kdmolog kouPoc mawer va eivor dlabéoog yioo omotoonmote Adyo. To
Elasticsearch emitpémel tn onovpyio evog N TePLocOTEPOV avTlypdowv Tev shards gvog
index to omoio. amokoAobvtal “replica shards” M amAd “replicas”. Avtd eEacpoliler v
vynAn dwbescotnta (high availability) kot tqv KAMpdkoon oty anddoon avalnthoemy,
KkaBdg eivor duvatn n TapdAinin avalnmon oe 0Aa ta replicas. Avaykaio Tpodmodeon givar
éva replica shard va unv amoBnkevetan o Kopia mepintmon otov 1610 KOUPO LE TO AVTIGTOLYO
npototumo shard. [apdaderypo evog cluster pe nodes kou primary kou replica shards gaivetot

TOPOKATO.
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2ynpa 2.3 Emoxonnon twv Elasticsearch cluster nodes ka1 shards

[epuinmrikd, kéBe index pmopel va yopiotel o moAld shards kou kdBe TpwtdTLRO (primary)
shard pmopel va €xet apxetd replicas 1 kaBoAov. O apBudc tov shards kot Tewv replicas
kaBopiletor katd TN dnpovpyia Tov index, eivar dpwg duvarth 1 aAloyn Tov aplBpod TV
replicas axopa kot petd ) onpovpyia. To Elasticsearch £xel mpoxabopiopévo kdbe index va

€xel mévte shards ko yio ka0 shard va vapyet évo avtiypo@o.

2.3 Logstash

To Logstash [25] eivor éva amd to kopveaio epyodeio yio dtoyeipion log apysimv kobng
e€ac@aAilel TOMATAEC ETAOYEC VIO GVALOYT KOl LETOPOPH TV logs evd yio amobrkevon
ypnowonotel o Elasticsearch. H avantuén tov Eexivinoe amd 1o 2009 and tov Jordan Sissel.
[pdkertan yio éva €pyo avotytol kddka (open source) 6€ YAOGGA TPOyPaUHaTIcod JRuby
T0 omoio Ppicketarl cuveydg VO eEEMEN, e TNV KOWOTNTA va £XEL OPOCTIKO POAO LECH TNG
avantuéng véwv plugins.

To xbplo mreovéktnua Tov Logstash oe oyéon pe Ao epyaleia givor o tepdotiog aplBpog
ano plugins ywo €icodo (input), €£odo (output) kor yw @uAtpdapiopa (filters). Emiong n
Sl0d1Kaci0 £YKOTAGTACNG TOV €lval TOAD amin evd 1 cuvbeon tov configuration apygiov ToL
dev glvarl moAD SVGKOAN, AOY® TNG TANPOTNTAG TOV 0ONY®V ¥PNOTG Kol TNG OmAdTNTAG TNG

HOPPTG TOL.

2.3.1 Kbvpieg évvoieg

inputs: pnyaviouoli ywo mépacpo pnvoudtov amd logs oto logstash. T'o mapdderyua, to
plugin «File» mov daPdalel apyeia log, to plugin «Kafka» mov dwafdaler and Kafka server, to

Plugin «Syslog» mov akovel ot yvoot topto 514 yia syslog unvopoto kot to Lop@eomote
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Baon tov mpwtokdAlov RFC3164, kabmg kot to plugins «Collectd» xor «Ganglian yio

metrics gival ta mo YvooTd.

filters: Xpnowonolodvrar yia eneéepyooio tov logs. Zuvbmg cuvdvalovtot pe cuvOnKeg yio
epappoyn kamowwv filters oe cuykekpyéva logs, avaroya pe to €idog tovg. To plugin «groky»
OV YPNOCIUOTOLEITOL Yoo parsing kot dounon tov log, 1o plugin «translate» to omoio
avtikadiotd pe Baon éva yaml 1 json apyeio pe key-value (evydpia kdmoro medio tov log kot
10 plugin «drop» mov katacTpipel - anoppintel onotodnmote log tov dobei w¢ eicodo eival

Kol TapadelypoTa.

outputs: unyoviopoi yio €060 twv logs. Ta mo yvootd plugins givon to «elasticsearchy ko

10 «File» yia amobfkevon oe apyeio.

codecs: TIpokettal yio KOOOPIOUEVEG LOPPOTOIGEIS TOV UTOPOLYV Vol XpNoiHonotfody oe
cuvovooud pe éva input 1 €éva output. I'vootd codecs elvar to json, to msgpack kot To

netflow kaBmg kot avtd Yo amhd keipevo (plain text).

2.3.2 Grok

To Grok eivan iow¢ to onuovrikdtepo filter plugin oto logstash yio parsing kot dounon
pmvopdtev. Hpokeital yo o Prpiodnkn mov dnuovpyndnke and to Jordan Sissel, Evav
amd TOLG TOL OMpovpyovg tov logstash, ompiletor oto regex (regular expression) oAAd
EMUTPEMEL TN OMUoLPYiR KOVOVEOVY To €0KOAN KOOMG emTPEMEL TV OVOUAGIO TV regex
patterns Kot yp1or QVTOV TOV OVOULATOV £VOVTL TOV regex patterns.

AmoteAel v KoADTEPN €mA0YN Yoo parsing adountev logs kol HOp@OTOINGN TOVG GE
dounuévn popoen divovtog tn dvuvatdtnra mpayuatonoinong Lucene epommudtov apydtepa
OYETIKA pe ovtd v omobnkevtovv oto Elasticsearch. Yzmdpyovv mepimov 120 patterns
dwbéoua oto logstash ta omoia pmopodv va ypnoiporonfodv Gueca amd Tovg YPNOTES EVD
ue ) Pondeia Tov epyaieiov grokdebug [22] ot yprioteg umopohv va dNUovPYHGOoLY Ta, SIKA
TOVLG patterns.

To Grok otnv ovcia tavtilel Ta patterns kewévoov mov opilovtar oto configuration apyeio pe
T0 TmepleyOuevo Tov logs. EmmAéov, vmdpyet 1 duvatdtnra kabopiopod TOTOL UETATPOTNG
TV dedopévov oto grok pattern. H mposmideypévn emdoyn yio 6Ac To semantics givor va
amodnkedovtol ®¢ keipevo (string). Mio peTOTpOn TOTOL Yo €vo semantic KabopileTor pe
TNV TPOGHNKN TOV KOTAAANAOL TOTTOL 6TO TEAOC. YTootnpifovtal HOVo HETATPOTEG GE int Kot

float.
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2.3.3 Tpomog lettovpyiag

O 1poémog mov Aertovpyei To logstash givar apketd amddg. Mmopovpe va o Bemproovpe ®g
évav aymyd (pipeline) emefepyaciog towv logs oe tpla otddwa: inputs, filters kot outputs.
AapBdver ta dedopéva ypnong anod Tig myég 16660V mov Kabopilovrar pe ta input plugins,
ta enefepyaletoan ko o popeonolel péow tov filter pluging ko téhog ta dounpéva logs
dtvovtor oe dibpopeg €£6dovg pécm twv output plugins. Agv vmdpyel meplopiopdc oTov
apBud tov plugins mov Ba ypnoomombodv ce ke otadio. H dvvardmto amobrikevong
TV dedopévav xpnong oto elasticsearch emtvyydveror pe ) xpron tov aviictoryov output
plugin yw to elasticsearch.

Emiong, vmdpyer n dudkpion avdioyo pe to okomd mov yproiponoteiton to Logstash. Xtnv
TEPIMTOON OV EKTEAEITOL GTOVS KOUPOLS Y10 GLAAOYN Kot PHETAO0GT TV dESOUEVMV XPNONG
yopic kamow emelepyacio, kaAeitar shipper. ['evikd, vadpyovv mapa TOAAG epyaleio, wov
UITOpOovV Vo, xpnoipomonBovy yio to 6komd avtd avti tov logstash dmwc to beaver 1 to beats,
nov eivar ot ghagpioi shippers tov ELK stack. Xmmv mepintoon mov ypnoipomoieital yio
eneéepyacio Tov dedopuévav ypnong pécom filters kot amobnkevon TOLg GTN GLVEXEW GTO
Elasticsearch 1 é£0d0 péow kamotov diiov plugin koleitor indexer. Avtd dg onuaivel 0Tt
amoyopeveTal | 6V LVIApYEL 1 duvatdTnTe, Yprong kamotov filter 6tav ypnoyLomoleital ®g
shipper.

Iopaderyua configuration apyeiov yio to Logstash:

input {

stdin { }

}

filter {

if [message] == “error”
drop { }

}

output {

elasticsearch { }
stdout { codec => rubydebug }
}

¥10 ovykekpévo mapadstypa to logstash Aaufdvel umvopata amd v KOVEOAN HEGH TOV
plugin stdin. Edv to ufqvoua tavtileton pe to string “error” tdte Oo amoppinteton LEGH TOV
plugin drop, evd 6Aa ta. vworowto Oa wapovstdlovior ot Koveoro pécm tov stdout ot
uopoen rubydebug kot Oa amobniebovrat oto elasticsearch péow tov avrictoyymv plugins Tov

opiotnKav 6To output.
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Onwg eatvetar,  doun tov configuration apyeiov axoiovbel Ta Tpia otdde emeepyaciog
OV OVOPEPON KAV TTLO TAVE®.

To Logstash pnopei va ypnopomomBei kot yio v mopoyn oTATIGTIKOV. XPNGIULOTOIDOVIOG
ocvuykekplpéva output plugins, yio mapddetypo to statsd e cuvdvacud pe to Graphite, propet
Vo ONLLOVPYACEL DTOAOYIGHOVG KOl TOGOGTH OTMG HEYIOTN Kot EAAYLOTN TUN, HECOG OPOG
KTA. ovd Taktd ypovikd owaotnuata. To statsd eivor évag daemon yio T cvykévipmon
GTOTIOTIKOV oTolyEiv, pe HeTpntég (counters) Kot timers, KOOMG KOl TNV OTOGTOAN TOVG UE

UDP c¢g dAha epyaieio yio amobnikevomn kot tpofoin tovg, 0nmg to Graphite.

Mia tpotevopevn apyrrektovikn Tov logstash yia va propei va kKhpakdvetot Kiolag, omattet
™ xpnon kdamowag ovpdg, broker ®ote vo pmopei vo déyetan To input acvyypova amd
TEPIOCOTEPEG TTNYES KOL VoL 1) dnpovpyeiton cupeodpnon amd v 16060 TOAGY dedopévmv

010 6tdd10 input. Iapakdtm EaiveTatl Evo oYMLa TOV TEPTYPAPEL OAN TO, TOPOTAVED.

Logstash Shipping Instance

Logstash Shipping Instance

Message ;
Queue 1;:“3"
Qutput plup in
plugin g

Message . Message
Queue ILI:ELP;t i:g& Queue
Output plugin plugin Output
plugin plugin

File and UDP
Source

Logstash Shipping Instance

Logstash Shipping Instance

Message
.RSS Queue
input Output
plugin utp
plugin

Twitter and RSS
Source

-

Message Queue

qu

)

Logstash Indexing Instance

Filter
plugin

Output
plugin

Message
Queue
Input
plugin

~
Multiple { >
node P>
writes l >
y,

Elasticsearch

Zyiua 2.4 Kiywarkwen Logstash uéew ovpds

2.4 Kibana

IIpoxettan yio éva project avorytov kodka (Apache Licensed) mov Eekivnoe to 2011 and tov
Rashid Khan pe oxomd v mapovciocn twv dedouévov mov eival amodnkevuéva o610
Elasticsearch. To Kibana 5 [26] sivair n vedtepn £ékdoon tov Kibana kot givon ypaupévo oe

HTMLS «au Javascript € olokAnpov evd 10 moidtepa otnpllotav otn Ruby. Amd v
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éxdoom tov Kibana 3 divetar ) duvatdtnta angoévions dedopévav Kot and GAAES Tnyég o
de ypnotponoovy TN popeomoinon Tov elasticsearch, yio mapddetypa dedopéva amd graylog?.
H vedtepn éxdoom tpéyet amokAelotikd oe mpoypaupato mepuynong (Firefox, Chrome,
Internet Explorer) 6cov agopd tovg clients eved o povo mov amartel ot TAELPA TOV server
glvan éva web server, onwg Tov Apache2 Web Server.

To Kibana péoa amd to didpopa €101 YPAPIKOV TOPACTAGEDV, TIVAK®OV Kol GTOTICTIKOV TOV
TPOCPEPEL, amOTEAEL £vaL KOPLPAIO EPYOAELD Yo TNV epunvein TV dedouévmv mov Ppickovtal
oto Elasticsearch. O ypfotng dnuovpyei dashboards moAd edkora ympic vo yperaleton va
YPAWEL KOOKO, LLOG KoL 0T NTAV 1) KOPLOL 100 TOL project.

To Kibana emitpémel 6TOVG ¥PNOTEC VO, TPAYUOTOTOOVV avolNTHOES GTO OESOUEVE, TOV
Elasticsearch pécm g Lucene gpotnudtov. Ta epotiuate £i6dyovtal 6To KeAl €1GO00V
EPOTNUATOV 6TO TAVMD UEPOg TE oelidag. Ta amotelécpato TV avalntnoemy eppavilovtal
o€ OAa To uépn tov dashboard. T mapdderypo, v VIGPYEL Pio YPOEIKN TopdoTaon Kot Eva
TvaKog, Kot ot 600 Ba VITAPYOLY TANPOPOPIEC LOVO YO TO EPMTNUM TTOL TPOTYRONKE. XNV
MEPIMTOON  TOALOMADY  EPMTNUATOV, Ol TANPOPOPIEG OTIS YPUPIKEG TAPUCTAGELS
Swywpilovtar pe ypfon SPOPETIKAOV ¥popUdtov divovtag T duvatotnto cOYKPIoNG TOV

dedopévav.

NOC Dashboard

~

DestinationAddress: Descending - Q

Zyjpa 2.5 Hapaderyua Kibana dashboard
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2.5 Containers

25.1 Ioropia

H évvown tov container epgavictnke yio tpodtn eopa to 1979, pe v viomoinon ota UNIX
(omVv €kdoong 7, V7) g kAfong cvotiuatog chroot. Avti 1 KAoN CLGTAUOTOS Elye TN
dvvatomrta va oAhalel Tov KatdAoyo-pila Tov cuotiuatog apyeiov piog diepyaciog Kol TV
OOV NG, ONUoLPY®VTAG £TGL pid OLPOPETIKY] OYN TOL GULGTHUOTOG OpYEi®V ©TO
€0m1EPKO TOL chroot (yvwotd mAéov wg chroot jail), mpocpépovtag kat’ avtdv Tov Tpdmo pio
TPMOTN LOPPT ATOUOVAOOT| SIEPYUGIDV.

Aiyo apyotepo dnuovpyndnke 1 évvola ToL namespace om0 TO KUTOVEUNUEVO AELTOVPYIKO
ovotnua Plan 9 ¢ Bell Labs. To Agitovpyikd A0y Tng kotovepumuévng @Oong Tov,
YPTCULOTOIOVCE EKTEVMOG TO. Namespaces TPOKEWEVOL VO UTOPEGEL Vo, TOPEYEL o KAOE
depyocio Eva EexmploTod YOPO EKTEAECTG, 0 0Toi0g avayvmpiletal (Yo kdbe diepyasio) amod
éva povadikd namespace kol emnpedlel KOUHATIOL TO AELTOVPYIKOV, ONMG TO GUCTLO
apyeiov, o mounts kKot To [PC (interprocess communication). ['ia mapdderypo dvo diepyacieg
umopel vo PAEmovy ypnoomoldvtog To 1610 path 600 dapopetikd apyeia, enedn Ppickovton

o€ dl0popETIKH Namespaces.

H endpevn onuovtikn eEEMén Npbe oxeddv pio dexaetio petd amd to Plan 9, to 2000, pe ta
FreeBSD jails mpoxeipévov vo mpoo@épel copn Ooyopiopd kol ac@iieln petald tov
VANPECIOY Ko gVKoAGTEPT dlayeipion avtdv. H kAnon cvotmuartog jail mapeiye vanpeoieg
sandboxing, 0T®M¢ OTOUOVMOGT] TOV GLUGTIOTOC OPYEIDV, TOV XPNOTOV, TOV SIEPYUCIOV KoL
tov dwktoov. Etol, pe v xhnon jails dnuiovpyodviov pKpd, OTOUOVOUEVE GUGTILOTA,
Yvootd og jails, ta omoia propovcav va Exovv tn dikr| Tovg IP, dapopetiké eykatacTdcElg
ava jail kou dtapopetikd configurations. Avto €wg to 2004 giye odnynoet onv KabEP®OT TOL

opov jailbreak.

To 2001 eugaviotnke o unyaviopog Linux VServer, évog unyovioudg mov enétpene Tov
SLY®PIGUO SOPOPOV TUNUATMY TOV AEITOVPYIKOD, OTTMG TO GVGTNUA apyEiwY, ol dlevbivoelg
dwktvov, N uvAun ko o xpdvog CPU, av kot édeutav mpoywpnuévo, features 0mmg avtd mov
mapEYoLV oNueEP To. namespaces. ‘Htav 1 mpdtn @opd, 6mov pio TeXVIKN EKOVOTOINGNG
EMTEOOV AELTOVPYIKOD TPOGEPEPE EVAL CAPDC OPICUEVO security context yio kabe ypnot,
divovtog tov TNV oicOnon OtL TPéYEl o€ £va. OMOUOVOUEVO UNYOVNUO, EVD GTNV
TPAYUATIKOTNTA £TPEYE GE VOV OIOTIKO €1KOVIKO e&umnpetntr (virtual private server).

To 2006, dpycav va avartbccovtor ol Process Containers, pio teyvoAoyio Tov enétpene og
oudoeg amd Odepyocieg va €xovv cagn oplofétnon g ¥PNoNS OPIGHEVOV TOP®Y TOV
ovotiuartog, 6mwg CPU, uvaun, I/O dickov 1} diktvov kAm. Tehukd or Process Containers

uetovoudotnkoy o€ control groups n cgroups yio cLVTOUIa, Y10, VO aro@evydel 0mo100nTOTE
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oUYYVOY HE TOV Opo container, kKaBd¢ MON amd ekeivn vV emoyn MTav OPOG TOL
YPTCLLOTOLOVVTIOY OPKETO Kot e dapopetikés ovouaoies. Telkd, to control groups
eviayOnkav 10 2008 otov otdvtap mupnve oty €kdoon 2.6.24 (petd amd opKeTEg
TPOTOTOGELS OV EMETPEMAY KAADTEPT] Oloyeiplon Ko EAeyyo TEPIOGOTEPOV TOPWOV TOL
GUGTNLOTOG).

Amd 10 2008 kou petd apyilovv av gppavifovtor ot mpdTeG TAATEOpUES Yo Linux Containers,
pe mpadto to LXC, 10 omoio mapeiye epyaieio oe ydpo ypnotn v T dnpovpyia kot v
dwyeipion containers a&lomoldvTog To. namespaces kot To control groups. AAAa projects mov
akolovOnoov kol acyoAndnkav pe texvohoyleg oyetikég pe containers givar 1o Cloud
Foundry Warden (apyikd project avorytov koo ond t VMware, 2011), LMCTFY (Let
Me Contain That For You, project avoyytod kddwa tng Google, 2013), Docker (2013),
Kubernetes (project avorytod kddwka tng Google, 2014) kot Rocket (vAomoinon tov CoreOS,

2014).

Solaris Process
Unix V7 Zones Containers LXC
si N N i b & i i N I N ‘ a T
FreeBSD OpenVZ cgroups LMCTFY

Jails

AlX Docker
WPARS

Zynpa 2.6 Istopia tewv containers

2V Topovco SmA®paTiKy yivetar ypnon g mAatedpuag tov Docker kot tov Kubernetes

mov Ba avorvBel og emdpevo KepAAo.

25.2 O0¢éin ka1 Xproeig

Ta mheovekTNUATO, TOL TPOCPEPOLY TOL containers &ival TOWKIAM Kol Umopodv v
a&lomomBobv e éva evpl Qacpo epoappoydv. Kat’ apydc, Tpocpépovyv £va OmoUOVMUEVO
nepPaArov ektédeonc ue eldyloto £m¢ unodevikod overhead. Avtdg sivar kol o KvplOTEPOG
AOYOG yioL TOV 0moiov TO vAlaQEPOV yio To. containers €xel avénbel onuovtikd to teAsvtoio
xpéVI0, KaBDC UTOPODV VO UELDGOVY GNUOVTIKA TO KOOTN GE OXEGT WE TN XPNOT| EKOVIKMOV
unyovev, agov to dtabéoipo hardware a&lomotgitan ToAD 7O ATOSOTIKA (Y10 TOPASEIY IO OE
éva. ovuPotikd laptop vmoloyiot) umopel koveig edvkolo va ekkwviost 100 containers

TOVTOYPOVA, EVD Hmopel va ektedel AydTtepo amd 10 eikovikég punyaveg TanTdYpova).
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Containers are isolated,
but share OS and, where

o appropriate, bins/libraries

Container —

Host OS Host OS

Server Server

Zynpa 2.7 Apyrrexrovixiy VM kar container

Eniong, mpoc@Epovv amoTeEAECUATIKY| ATOUOVOCT] TV XPTCULOTOIOVLEVMV TOPWV, OTMS
pviAun, CPU kot todtnta /0, pe duvatdtnreg puouiong tov topmv mov divoviatl oTov kibe
container Kot TV EKTEAECT] TNG EQAPUOYNC, AVAAOYO LE TIG AVAYKEC TTOV TPOKVITTOVV.
Axoun, eTITPETOVY TO EDKOAO TOKETAPIOUO KoL SLOVOUN TOV EQUPUOYOV Mol UE TIg
amopaitnteg puOUicelg TOVG, YEYOVOC TOV LEIDVEL 0IGONTA TOV KOO KOl TOV YPOVO TOV
amorteital, dote va gykotaotadel Kot va givar £Toun yio xpnon pio epappoyn. To Tapamdve
TAEOVEKTN IO KAVEL TO containers KOTAAANAL Y10 GOYYPOVES OPYLTEKTOVIKEC TOTTOL PaaS 1)
microservices Kot y1o, LovTéLa avamtuéng epapuoydv tomov DevOps ko Continuous
Integration / Continuous Delivery (CI/ CD). Zuvendc, o1 containers umopovy va,

YPNOLLOTON 00DV Yo AT TIKEG, KOTOvEUNUEVES, 0&10mioTec Ko highly available

EPOPLOYEGS.

2.5.3 Docker

To Docker [28] €ivotl To A0V S1AGNHO KOl EVPEMC XPNOLOTOIOVUEVO GVOTIHA dloeipnomng
container. Avanthyfnke opyiké cov €0MTEPIKO project G ETAPEING TOL ONULOVPYOVOE
Avoelg PaaS kot Aeyotav DotCloud ko apyodtepa petovopdotnke o Docker. To Docker
ypnowonotovce LXC ota apykd otddia kot apydtepa aviikatéotnoe 1o LXC pe dikr tov

BiprAoON KN Tov Aéyetan libcontainer.
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Zyniua 2.8 Eninedo Asitovpyikod kdrw anoé to Docker

To Docker ionyaye évo 0AOKANPO OIKOGUGTNIO Y10, TV dlayeipnon containers. Apyikd, To
Docker dwbéter €va repository oamd étoylo containers, 1M, Katd TNV 0poloyio oL
ypnowonoteitanr oto Docker, gikoveg (images). Exel pmopel kaveig va Bpetl peydin motkidio
o EQUPLOYES ETOWIEG TTPOG EKTEAEDT), OTMC Pdoelg dedopuévav, web servers 1 kdmwolo £Tolpo
AELTOVPYIKO (XPNOLOTOIDVTOG TAVTO TOV Tupva. Tov host), Ta omoio PropohV va, EKKIVIGoVY
pe ™ ypnon uiog evroAng. EmumAéov, dievkoldvel katd TOAD TO TOKETAPIGUO MiOg
EQUPUOYNG, 0OV TAPEXEL TO KATAAAN O epyaAeia, doTE VO, amobnKeLTOHY 01 KATUAANAES
puluicetg, Ta apyeio kot ot PifAlodnkeg mov yperdleTon og €va kol povo apyeio, To omoio

ovopdgeton dockerfile.

Méoa oe éva dockerfile mepiéyovrar odnyiec mpog to Docker ywn v katooKELN] TOV
emBuuntov image (6Tw¢ TUKETA AOYIGUIKOV, PLOUIGELS S1KTOOV, OPIGUOC XPNOTMV), TO 0010
OTN GLVEYELN UTTOPETL VO EKTEAEGTEL dNUIoVPYDVTAG éval instance, OnAad1| Eva container. A&ilel
va onueiwbel 6t 1o dockerfile petapépeton gdkoAa, AdY® TOV pIKpoL peyébovg, ool
TEPIEYEL LOVO TIG 0OMYIEC KUTOOKEVNG TNG EKOVOG Kol Oyl TV 10t v €kova. QotdGo av
Kamotog embupel pmopel €dkora vo amobnkevoel o€ kdmolo repository (gite 1010TIKO gite
dMUOG10) TNV €IKOVA, MOTE VAL TNV Holpaleton amevBeias e TOVG GUVEPYATEG TOV, YEYOVOS TOL
glval ypioYo G€ TEPIMTMOCELG TOL TO. containers mepiéyovv dedopéva. Téhog, to Docker
TPoopépel epyareia Tov Ponbovv oty Sloyelplon TOAADY UNYOVIUATOV TOLTOYPOVO, DOOTE
vo OlevkoAbveTol M eykatdotoon tov Docker og moAlovg servers kai 1 Oloyegipiom
(dnpovpyia, ekkivnon, KAT) TV containers 6e oLTOVG, KOOMG KOl TO TOKETAPIGUA KOL 1)
dwyeipion epapuoydv mov amaptifovtal and TOAAG containers, opilovtag TG KATUAANAES

TAPOUETPOLG G Eva amhd apyeio avtiotolyo Tov dockerfile.

18




2.6 Kubernetes

To Kubernetes [29] (amd v eAAnvikn A&En KuBepviing) eivat Eva chotpa avorytold Kddtka
mov €yl avantuyBel amd ) Google Yo v dayeipion containerized papLOYDOV TOV TPEYOLY
oe wo ovotdda kopuPov (cluster of nodes). Xtnv mapodoo evotnta Bo avaivBoldv 1
OPYITEKTOVIKT TOL GLUGTIOTOC, TO TPOPANLATA TOV EMAVEL KOL TO LOVTELO TTOL YPT|GLULOTOLEL
Y10 VoL XEPIOTEL TIC EPOPHOYES KOt TO scaling avTt@v.

H petdfaon and v avantoén povobikmv epapuoydv otig containerized empépet eveMéia
otov developer 6cov agopd otn dwyeipon g avdnTvéng Tev gpappoydv. Oca Opmg
TEPIOCOTEPH, GLOTAUTIKG KOUUATIHL services TeEPILOUPAVEL po EQOPUOYH TOGO TEPIGGOTEPO
amoteiTon dtoyeipion avtdv TV koppotiov. O developer opeidet vo Aapfdavel vdoyn tov Tov
TPOYPOUUATIoUS GE évav oplopévo aplBud containers oe GLYKEKPIUEVOLS KOUPBOVG TOL
cluster, va dwoyelpiletan ) dikTv®OoN peTald TV containers, v TOPOKOAOLOEL TNV KATAVOUY|

TOV TOPMV KOl VO TOVG LETOKIVEL AvAAOYOL LLE TNV OVAYKN).

Evéd pe 1o mepiocdTepo Aoyicpukd yio clustering givar duvatdv vo emrevyBodv ovtég ot
TPOYPOUUATIOTIKEG amOoPAcEel;, 1 Aettovpylo og emimedo service Ogv eivar wWavikn). Ot
EQUPLOYES TOV OMOTEAOVVTOL OTTO OLOPOPETIKA SETVices TPEMEL VAL EVOPYNOTPMOVOVTOL OG Uial
eviaio gpappoyn. To Kubernetes mapéyet éva eminedo maveo amnd to infrastructure yw va

EMTPENEL AVTOV TOL €100VS TN daxeipnon.

2.6.1 Apyirextoviky

‘Eva. Kubernetes cluster meptlopfdvel otdpopa TUAUOT, KATOW0 omd 0TE TPOOIPETIKE, KO
KOO0 VTOYPEMTIKA YOl VO AEITOVPYNOEL XNV TOPOKAT® &gikdvo mapovctdleTor o

OTEKOVIOT| TNG OPYLTEKTOVIKTG.
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Eixova 2.9 — Apyirextovikiy Kubernetes

2.6.2 Pods

To Kubernetes ctoyevel ot Oloyeiplon €MAGTIKOV EQOPUOYOV TOL OTOTEAODVTOL OO
TOAMOTTAEG UIKPEG VANPECIES TTOV EMKOVOVOVV UETAED TOVG. ZVYVA, OLTEG OL VANPEGIEC gival
oTEVA CLUVOESEUEVEC KOl OTLAYVOLY o opdde containers. Avth 1 opddo eivon 1 pKpoOTEP

povada epyaciog mov pumopel va tpoypappatiotel otov Kubernetes kot Aéyeton pod.

To M to containers mov amoteAovv o pod dlayepilovior g pio povadoe Kot potpalovran
resources, volumes kot IP, mpoypappotilovror poall kot umopel va, avortdGGOvVIOL Kol Vo
yivovtor scale ¢ pia epappoyn. To yevikd oxédio twv pods mepiiapfdvel évo Pootkod
container mTOL 1KAVOTOlEL TOV YeVIKO OKOTO TOL pod Kol TPOQLPETIKA UEPIKA Pondntikd
container wov e&umnpeTovy oyeTIKEG epyaciec. To oplovtio scaling yevikd dgv cuviotoTol G
eminedo pod emeld VIAPYOLY AAAEG LOVADEG TTO KATAAANAES Y10 avTnV TNV gpyocia. Ta pods
dev  &povv  peydln  odpkewo  Comg,  ONUIOLPYOUVTIOL  KOL  KOTOOTPEPOVTOL Kol
Eavadmuovpyovvtol Otav ¥peGLETOl COUP®VA UE TNV KATACTOOTN TNG €QPUPUOYNG KOl TOV

KOupov.

2.6.3 Services

Epocov ta pods &yovv pukpn dudpkela (ong, dgv vadpyetl eyyomon yia v IP dievbvven toug,.
Av16 Ba éxave dOoKoAN TV emkowvovia Twv containers. Emopévog, to Kubernetes giodyst

v évvola Tov service. To service opadomolel Aoyikég opddeg amd pods To omoio EKTELOVV
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mv 1810 Agtrtovpyio dote va mapovstalovial cav pio ovIoTnTa Kot AEtovpyel cav Pacikdg

load balancer kot Tpecfevtg yio dAla containers.

Me autdv TOV TPOTO TO service Tov VAoTolEiTal Yvapilel 6Aa o containers ot omoio pmopet
va Tpombncel xivinon. EEmtepikéc epappoyéc ypeidletal va yvopilovv éva povadikd onueio
wpocPacng aArd emweelobvtar emiong amd €va scalable backend. H IP diebBvvon evog
service mapopével otabepn yopis va emnpedletor amd aArayég mov cvpufaivovv oTIC

dtevBivoelg Tov pods 1| TV KOUP®V.
Ta services gival pio d1eman ce o opado containers MOTE O YPNOTEG VA, UV xpealeTor va
aVNoVYOVV Yo TimoTto Topd Yo €va onueio mpooPacne. Avamtdccovtag Eva service m

oyediaomn T®v containers UTopel va amAoVoTEVGEL.

2.7 Network Monitoring

Me tov 6po Network Monitoring ocvvi0mMG OVAPEPOUNCTE GE EVEPYEIEC TOV
TPOYUOTOTOLOVVTOL OO SLOYEPIOTES OIKTOMV VITOAOYIGTAOV LE GTOYO TNV TOPAKOA0VONoT Kot
avaAven TG SIKTLOKNG Kivnong oto diktvo vd v emornteia Tovg. Me Baon to [45] Ta
TAEOVEKTNLOTA TNG TOPAKOAOVONOT TOL SKTOOL Kot amofdnkevon TV dedouévev aVTOV
(“Network Monitoring Data”) givon toAvmigvpa:

v Acobdrewn
[Towot T VINPESIDY
Evtomiopog mpofAnpdrov

[IpoPreyn LEALOVTIKOV avayK®DV

< XX

Evkolieg oty amocpoipdtmon (debugging)

O1 1pémol mapakorlovOnong mokidovv. Ilapadeiypatog yapwv cuvyvé moapakolovbovvial
dkTvakég cvuokevéG 1 ot hosts Tov cuvdéovtar o€ avtéc. H mapovoa epyacio extkevipdveTol
oTOV TOpé TNG OIKTLOKNG Kivnone. H mapoakoriodOnom &xel Slapopetikéc LOpQES, UE TIG
T éov dradedopévec va eivar (1) to kabpéeticpa (mirror) kot (2) 1 deryporoinyio (sampling)
¢ Kivnong.

2NV TEPITTMOOT TOV mirroring, ovTovol 1 Kivien mov diépyetat omd 1o vd TapaKoAovONoN
otoryeio avtypdoetar («kabpeetiletam) kot €yel pio cvykekpiuévn uetaysipion. Ocov
aQopd TNV OElyHOTOANYia, 1 VAOTOINGT 1TNg EMAEYEL TOKETO LE KATOWL GULYKEKPUUEVT
oLYVOTNTO Kol €miomg To petayelpileTor katdAinia. Xovndwg avuti 1 petayeipion cuvictatol
OTNV AMOGTOAN NG Kivnong (mirrored / sampled) og éva punydvnuo mov sivol aQlepmUEVO

GTNV GLAAOYN KOl GT CLVEXELD, EMeEePYOoia TOV GTOYEIMV QVTOV.
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Yrdpyovv mowilot tpdmot yuo vo methyovpe v e€aymyn Kol OTOGTOAN] TV OE00UEVOV
aUTOV GE Unyoaviuate yu tepoutépe emeepyacio, kabévag Paciopévog oe dapopeTIKA
npotua kol Tpwtokoiia (my. NetFlow, JFlow, sFlow). Opwopéva pdiicta eivar vendor
specific, kot mapéyovv olokinpopévo meplPdAiov 1060 efaymyng OGO Kol OVAALGNG
dedopévov. Ta pnyavipoto mov déyovrar ta dedopéva cuvnBmg amokaAoOvIol GLAAEKTES
(collectors) kot vEapyeL TANODOPA SOPOPETIKOV EPAPUOYDY TOL EMLTEAOLV TNV S1ASIKOCI
g 6LAAOYNG Ko avdAvong (m.y. Ganglia [30]).

Ocov apopd v cdykpion Tov pedddwv mapakorlobnong, uropel To mirror ¢ Kivnong va
a0dI0EL LE TOV T1O TGTO TPOTO TNV KOTAGTAGT, 0AAL 6T chyypova TepPiilovTo Ta onoio
yopaktnpifovtal omd Kivnon peydiov Oykov, eivar pio Slodikacio Tov amoltel TOALODG
TOPOVE TOGO GTO, UNYOVIALLOTO TOL EKTEAOVV TO mirroring (switches, hosts) 660 ka1 GTOLG
collectors — analyzers. Eidikotepa, 66ov agopd to switches emiPapvvovrarl facikd ototysio
omwg n CPU kdtt mov umopel vo PEIDMCEL TNV HETAYOYIKT KAVOTNTO TOV id10v Tov switch.
Emiong, kabmg 1 kivnon and dtdgpopa ports abpoiletar  (e0én oty omoia KotevBoveTan 10
mirror evdgyopévmg vo vepeoptwbel mpokaikdvtog packet loss, delays, buffer overflow.
Qo1660, axdpa peyolvtepo TpoPANUa evromiletarl oto punyaviuata tov enegepyaloviot v
pon g mAnpopopiag kabdg avtd cvvHBOE VAOTO0HV TOAVTAOKOTEPOVG aAYOPIOLOVS Yl
mv enefepyocia tov makétev. PeoAiotikry Adon Aowmdv amd mAevpd KAPOK®OGIUOTNTOG
(“scalability”) oe mepipdiiovta pe vymid oOyko kivnong (6mwg ta dikTve Koppov &vog
Internet Provider 1 éva Data Center) anotelel 1 derypotornyio ToKET®V (e KOTOW ovaAOYio

TOKETOV.

2.7.1 Sflow

210 TAQIGLO. TNG TOPOVCOS EPYNGIOG, VLAOTOMONKE €voc UNYOVIGUOG 7OV YPTOLUOTOLEL
detypoToAnyia yo tnv e€aywyn Tov dedopévav, ypnotpomoldvtag o sFlow [10]. To sFlow,
(sampled flow), amotekel éva mpdTLVmO TPOTO Yoo TNV Prounyavie O6cGov aeopd TNV
derypatoAnyio Takétwv. Alvel ™ duvatdtnta eaywyng tepikoppuévav (“truncated”) mokétmv
mapdAANAC pe petpntéc vy ta. interfaces. Ocov apopd tic peydreg vmodouéc, to sFlow
ypnolonolel  derypotonyio. kot €tol mapéyel o AbGom wov givar deleaotikn (AOY®
scalability) ota cOyypova tepiBadiiovTa.

Yyohalovtag v ocoppatotnto tov sFlow pe didpopa mepPAAALOVTO, OCNUEIDVETOL TMG
vrootnpiletal amd SIKTVAKEG CLOKEVEG TOALUTAGV Kaotackevoot®v. Emiong, to dedopéva
otV Hopen mov eEdyovtan ivarl avayvopioye ond o tinddpa epycieiov dluyeipiong Kot
mapokorlovdnonc. ‘Eva sFlow cvotnuo pmopei va amaptiletor ond moAlomAéG GVOKEVEC Ot
OTO1EG TPUYLOTOTOLOVV OELYUATOAN Y0

» Me Baon kdémota mhovotnTa (TAKETOV KoL EVEPYEIDMY TOL EMTESOV EPUPLOYTG)
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»  Ava ypovikég mep10dovg (LETPNTEG)

Ta detypoto TV maKETOV/EVEPYEIDY KOl LeTpNTOV amokaiovvtot flow samples kot counter
samples avtiotorya. Ta dedopévo amootéAloviol péow dedopevoypappdtov (“datagrams”)
oe éva pnydvnua mov ta emefepydaletan katdAAnio. Emiong, ouvvnbmg mapovcidlet
OTOTEAECUATO, VIOl TNV OIKTVOKY Kiviorm pe Paon to dedopéva mov cLAAEXONKav. Avto

amokaieitar cuvnBmg otnv oporoyia sFlow collector.

sFlow Agent sFlow packet
Flow P LIDF
sampling E;:g;r;h;[ header | header | SFlow Datagram
Counter _
sampling o
g | |
Switch sFlow Collector
Zynpa 2.10 IHaxéro Sflow

e Flow Samples
Boowlouevo mave oe éva puBuod detypatoinyiog n, Kotd péso 6po 1 amd n mokéta (M
dAheg mAnpopopieg) emaéyovtor Toyaia. [Toporo mov dev OMOTLIOVOVTOL ATOTEAEGLOTOL

pe v péylotn akpipeto, n TPocEyylon ival IKAVOTOUTIKY).

e Counter Samples
To dGotnua g pétpnong (“polling interval”) opilel v ypovikn cvyvotnTo UE TNV
omoia 1 ovokevr] Bo oTélvel Tovg uetpnTéC Yo Ta. interfaces . Avtég ol PETPNOELS
TOPEYOVV UE AUEGO TPOTO TO €VPOG LOVNG TNG YPUUUNG GE 0LTO TO YPOVIKO Stdctnua. Ta
sFlow counter samples givol 0mod0TikOTEPOC TPOTOG TTapakorovOnong ond to SNMP

otav moapakorovdeitar peydio TAn0og interfaces.

¢ sFlow datagrams
Ta dedopéva twv derypdtov otéhvovior cov UDP makéta otnv IP kot port mov opilovton
v Tov collector (n mwoépta cuvnBmg Yo tov sFlow collector eivar 1 6343). [Tapdro wov
ypMnoonoteitarl o TpmtoKkoAlo UDP (mbavov va yobel kdmoto maxéto kabmg to UDP
dev glval 10060 a&lOMIGTO TPMTOKOALOD), 1| ATAOAEWD OEV £XEL ONUAVTIKO OVTIKTUTO OTNV
okpifela Tov petpioewv mov mpaypatonolel évag sFlow agent. Avtd dwororoyesitan
KaOdg, oV TEpinTmon anmdAglng TV counter samples Oa avovemBodv KaTGIAANAL Ol

TIWEC 6TO EMOUEVO YPOVIKO SIGCTNU EVED OTIV TEPIMTTMOT anmAglog TV packet samples
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ent g ovoiag éxovpe peimon tov pvBuov detypatoinyios. Xto ecwotepikd tov UDP
makéTov eivar evBvlokopévo 1o sFlow datagram, 1o xafBéva amd ta omoio mapéyel Tig
eEng mAnpogopiec:

o 'Exdoon sFlow

o Awevbouvon IP tov agent

o 'Evav avéovta apBpd

o To mBog tv samples mov tepieyovtal oto sFlow datagram

o Ta ido ta detypoto

O1 gyypagég yia ta detypata wov £xovv va kavovy pe ta Flow Samples nepiiaupavovv:
H nopta 166500 kot €660V and To switch

To IP mpwtdK0ALO TTOL YPNCLOTOLEL TO TAKETO

Tov tomo g vanpeociag (IPTOS)

ToIPTTL

To VLAN mmyn¢ Kot Tpoopiopod

Tnv mépta kor v IP Inyng Kot Tpoopicpov Tov apykold TaKETov

Toyov onuaieg (flags) oe nepurtdoeig maxétov TCP

To péyebog tov makétov

O O 0o o d

Tov pvOuod derypatornyiog

2.7.2 Netflow

To Netflow [11] eivor éva mpoTOKOAAO 7OV OpYIKE TPoTtddnke amd v Cisco 6Tovg
dpOpOAOYNTES TNG, ME OKOTO TN GLAAOYN TNG Kivnong mov eEEpyetal M| E1GEPYETAL OO Eval 1|
o¢ éva interface tov dpoporoynty. Qotdco, TALov £xel mpotvmonomel kot vrootnpileTat Kt
Ao AAAOVG KOTAOKEVOOTEG. To SEGOUEVH TOV TOPEYOVTOL GTOV SLAYEIPLGTI TOV JIKTVOV UECH
tov Netflow a@opovv Aemtouépeleg TG kivnong Tov OkTOOL Ol OTOIEC AVOPEPOVTUL
TapoKaTo Kot fondodv oty mapakorovdnon tov. To chvnbeg cevdplo evepyomoinong tov

Netflow, ivau:

O 1 gvepyomoinom Tov ata interfaces Twv dpoporoyntov

o 1 e€aymyn TV 0ed0UEVOY OVTAOV GTO GVAAEKTY TG KIvoNG

o M avéAvon TG TPOKOTTOLGAS TANPOPOPiag
H evepyomoinon tov Netflow yivetar avd dpoporoynt) ava interface xou pe tov ido TpoOTO
opiletar kot 1 devbuvon kabag Kot 1 BOpa oty omoia OB oTEAOHV TO AVTIGTOLYO OESOUEVOL.

Yuvnbmg N petapopd tov dedopévev yivetol miveo arnd 10 Tpotokorllo UDP, wotdoco Loym

g OoNG TOV (LN EVNUEP®OT Y10 TNV OTMAELD TAKETMV) GE KATOIEG GVYYPOVEG VAOTOINGELG
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ypnowonoteitor to mpwtokorho SCTP (Stream Control Transmission Protocol), yio v
ATOPLYN OTMOAELNG TOUKETMV.
H &&oyoyn g mAnpogopiag otov GLAAEKTN YivVETOL HETA OO KAMTOLO OPICUEVO YPOVIKO
dwwomua. Ta opla avtd pmwopovdv vo, puBuicTody GTOV dpooAoYNT Kol OTaV 1 avTiGTOUYN
TANpoeopic oTOAEl, SOypAPETAL OPIOTIKA AO TNV LUVNUN Tov dpoporoynth. H pviun oty
omoio amoBnkevoviat o1 TANpoeopieg mov oyetiCovtor pe to Netflow elvan pio pvnqun cache
GTOV OpPOUOAOYNTH HE YOPOKTNPIOTIKE 7oL pmopodv va pubuictodv kol ovtd amd TovV
Swyelprot Tov dwktvov. H dopn tov maxérov Netflow dwakpivetar ce dvo otoryeio otnv
EMKEPUAIDO KOl OTIG EYYPAPEG POMV. XLVYKEKPUEVO 1 EMKEPOAIdO TOV TOKETOV TEPLEYEL
TANPOPOPIEC GYETIKA LE:

O TNV €K30GN TOL TPWTOKOAAOD

o tov apfud axorovbiog Tov TaKETOV

o 1oV ¥poVo €EAYMOYNG TOV TOKETOV OTTMG AVTOG TPOEKVLYE OO TOV OPOUOAOYNTH

o Tov apiud T®V pomv oV akolovdovv

H eyypaogn yia t1g poéc mepiéyel ta e&ng otoyeio:
To interface €16600V OTMG AVTO AVOYPAPETAL GTO TPOTOKOAAO SNMP
to interface €£660v 1} Tov aplOUd UNGEV avTi GV TOV AV TO TOKETO amopPiEdnke
1 TG xpoviKéG oTIYEG EKKIviiong Kot ANENG TG pong
ToV aplipd TV TakETOV Kot Tov bytes mov tapatnpiinkay oty avtictoyn pon
1 11 devBouvon myng KoL TPOOPIGHOD
TOV TOUTO KOl ToV Kmdwkd Tov ICMP
1 10 mpatoKorro IP kan trv Ty TOS (Type of Service)
T1g BVpeC TNYNG Ko TPoopIo ol Tev tpmtokdAlmv TCP, UDP, SCTP

T av mpokertar yio TCP poég, mepiéyovion kat minpopopieg yio tig onpoieg tov TCP

TOKETOV

2.8 Tornado Web Server (API)

To Tornado [31] givan éva web framework tng Python mov avartoydnke and v FriedFeed
(e&ayopdotke and v FaceBook) to 2009. TTapdiinia, Aetrtovpyei wg non-blocking web
server kot asynchronous network library. 'Etot, edikedetoan 611 LYNAEG €mOOGELG
vroopilovtag mive ord 10.000 mapdiiniec cvvdéoelg (CLOK problem), waviko yio. long-
polling (send, push dedouéva ympic request), web socket wkon long-lived connections.

Ipoceépeton wg fullStack pe tov 61kd tov HTTP-Server vmootpilovrag kot 1o WGSI. Télog
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Sdwbétel mAnpeg documentation €yovtag opketd evepyn kowotnta oto GitHub, 1’ avtd &povv

omBel ta Bit.ly kot Quora.

2.9 Zookeeper

To ZooKeeper [32] eivor pio avoyytod KOSIKO KOTOVEUNUEVY] VINPECIO, OV TAPEYEL
TANPOQOPIEC, OVOHOTOd0GIO Kol cuyypovicpd o€ Kataveunuéva ovotiuata. Oia to
TOPOTAVD  YUPOUKTNPIOTIKE  amoTeAoVV  PackOTOTOVS Topdyovies emituyiog OAMV TV
oUYYPOVOV Koatavepnuéveov cvotnudtov. Eival wdwitepa ypioo og epyoieio d0TL 1
VAOTOINGN KOl 1 ATOCPUAUATMOGT EPAPLOYDY OV EUTAEKOVV GLYYPOVICUO elvar eEapeTIKA
enimovec SLOKAGIES Y10 TOV TPOYPAUUATIOT], AOY® TV GLVONK®OV ovIayovicpol (race

conditions) kot tov adie&d6dwv (deadlocks) mov Tapovsidlovrot.

To ZooKeeper tpéyelt oe cluster vmoloylotdv Kol mapéyel mANPoPopiec €kdoomng Kot
Katdotacng tov dedouévav (versioning), ta&wvounon ue Pdon v opa dnuovpyicg Kot
TPOTOTOINGNG TOVG, OTMMC €MIONG €va TOAD €0YPNOTO GHGTNUO EVNUEPDGEDY OTAV GUUPET
Kémolo un emBountod yeyovog (yuo mapdostypo av xabel 1 emucovovia pe kdmolov kOupo).
Kabe cluster pmopei va mepihoupdver évav n mepiocdtepovg ZooKeeper sévmmpetntéc,
avaroya pe to péyebog tov. Oheg o1 kataveunpéves depyacieg pmopodv katl cuvepydlovton
HeTa&D TOVG KAVOVTOG YPNOT TOV TOPUTAVE® UNYAVIGU®V, 0AAG Kot EVOG GUCTILATOG OpYEi®mV
devipikng popeng. Ola ta dedopéva KpaTodvTal GTNY KOPLOL VAN YEYOVOS TOL KAVEL TO
ZooKeeper va emtoyydver modd vynin amddoon (throughput) oy emwxowovia. To
ZooKeeper eniong mapéyel moAd vymin Swbecipuotnta. Ohot o1 eEvmnpentég kpoatodv otV
KOpLL VNN TANPOPOPies KaTAoTOoNG OAMV TV VIOAOW®V KOUPB®OV TOL CLGTANATOS, Hall
He apyeio Kataypapng CUVOAALY®V, LLE ATOTELEGHO OTOV 01 TEPIOTOTEPOL EELTNPETNTEG Elval
dwbéouol, or vanpeciec tov ZooKeeper va givar dabéotueg yoo TIC EQAPUOYEC TTOL TIG

YPNOLOTOLOVV.

2.10 Kafka

To Kafka [33] eivor éva avorytod kK®dOke KOTaveEUNUEVO GVOTNUL SLayEIPIoNG UNVOUGTOY
(Messaging System), oyedlaouévo vo. pmopel vo eneEepyaleton mapo moAd peydlo Oyko
dedopévmv, gite avtdg Tpoépyetar amd poég (Streams) eite amd déopeg dedopévav (batches).
Amotekel éva message broker, niadn éva evoldueso mpoypape To onoio petagpilel éva

WAVOUO GtO TO EMICTIUO TPMTOKOALO UNVUUATOV TOV GTOGTOAEN GTO EMICNUO TPOTOKOAAO
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umvopdtov tov déktn. Eivor éva project avorytod kK®SKo To 0moio apyikd oxedidotKe oo
v LinkedIn o¢ éva katavepnuévo cvotua pnvopdtov (messaging) yio cvlloyn kot
petapopd Log apyeiov pe eldyomn kabvotépnon (low latency) xar high throughput oe
Tpaypatikd ypdvo. Extog amd v idwa v etaipio ypnoipomoteitat E0pEMS amd TOAAES AAAES
KOPLQAIES TOL YMPOV, Ommg to Twitter kot To Spotify. TTAéov, v avamtvén tov Kafka v

£xel avardfer n Apache.

To obotpo Asttovpyei pe Pdon 10 poviéro mopaymyov-katovaimt (producer-consumer)
KOl GUVTNPEL UNVOIOTO OHASOTOUEV GE KATIYopieg ot omoieg ovopdlovtor topics. Kabe
topic &ivar otV ovoia pa ovpd unvopdtov. ‘Evag mapoywmyog dnpoctedel unvopato e puo
GUYKEKPLUEVT] KT yopio Kot 0001 KOTOVOAMTES EVOL EYYEYPAUUEVOL GTNV KaTnyopia-group
avT ApPEvVouV TO SNUOGIELVHEVO VUL

To Kafka dovieder oe cluster vmoloyiotdv, amoteloduevo amd évov 1 TEPLEGOTEPOLG
eEumnpemtég, kGbe évag and Tovg omoiovg ovoudletar broker. Q¢ ek tovtov 6€ évo T€TO10
KOTOVEUNUEVO GVOTNU Ol TaPAy®YOl oTtédvouy unvouata oto cluster péow dikrdov, avtd
anofnkevovtal og ovpég TV brokers kot otn cuvéyela datifevial 6ToVG KOTAVOADTEG TOV

EVOLIPEPOVTOL Y10 AVTA.

To Kafka Bpioker ypnon oto messaging kabmg yapaxktnprotikd omwe high throughput,
tepayopds apyeiov (built-in partitioning), dwthpnon aviypaeov (replication) kot n avoyn
oe opalupoto (fault-tolerance) 1o xdvovv 1Waviky Abon oe epapuoyéc emeepyooiog
unvopdtev (message processing applications) pueyéing kAipokoc. Xvyvd ypnoipomolsital yio
nwapakorovOnon (Monitoring) 6edouéveov GLYKEVIPMOVOVTING GTUTIOTIKG Kol dEoUEVa YPpHoNG

OO KOTOVEUNEVES EQOPUOYEG.

ZooKeeper

|

Kafka ‘B%ker \ Consumer
Producer — Kafka [ﬁrnkpr ‘
Kafka Broker Consumer
Producer - |
Tooic ] Consumer
Producer —— L P

Zyjua 2.11 Apyrrexroviky Kafka

Eivon minpoc amokevipopévo kol ypnopomnolel to ZooKeeper kot Tovg UNyovIGHOVE TOV
mopEyoviol amd avtd Yoo vo €yyonbel cuyypoviopd, vynAn amddoon kot e£lGopponnon

@6ptov otovg brokers. Ot mapaymyol Kot ot KATOVOAMTEG AQUPBAVOLY YVAOGON Y0 TOVG
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dwbéopovg brokers péow tov ZooKeeper. 1o Pacikd yopoKTNpIoTIKO TOV GYESOGLOV
mepthapfdaveTar 1 tpocwpwvi 1 amodnkevon punvopdtov (caching), n dvvatdmra va Eava
KatovalwBovv pnvdpota (re-consumption), mn opadomoinon pnvopdtov (yuor  peioon

SKTLAKOD POPTOL), 1] GLUTIEST UNVLUATOV K.O.
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2yeolacny mPoaATOITOVUEV Y

Apywcd, Ba yivel Tapovciaon Tng AOYIKNG TOL VIAPYEL WO Ond £va. GUGTNHO TOV GOV
mapéxel o vanpecia Katd anaitnon (on demand). Emiong, Adym g dikTvakng @vong Tov
use case Tov YPNCLUOTOIEITAL CYETIKA LE TNV KOTAypapT| Kol Tov eumiovticnd sFlow kivinong
TOPOTNPOVVTOL OHOLOTNTEG UE TNV PLA0GOo0i0 Tom amd ToV oYXedOoUd Kl TNV AEITOLPYIKN
OPYITEKTOVIKY OOpPN oG  ewovomompévng otktvokng vanpeoiag (Network Function

Virtualization, NFV [34]).

3.1 Avalven Amaiticewy

Ta dedopéva Kot 01 ATOITACEL TOL £)EL £vag ¥PNoTNG and €va Té€tolo cvotnua Ba fondnocovy

070 GYEOOCUO KoL TNV EDPECT] TOV YOPUKTIPLOTIKMV TOL YPeLalovTaL.

» Kotaypaen diktvaknig Kivong pe peyoin pon

Apyilovtag Aowmov amd v mnyn wov Ba TPoPoSOTEL TO GUGTNUA KATAYPAPNG, LEYGAO pOLO
nailel 10 €100¢ TV dedOUEVOV KOl GUYKEKPLUEVA, TO UEYEDOC Kal 1 TaydTNTO TNG Kivnomc.
Avtd omoterel Pacikn omaitnon mov Bo odNYNoEL TO GUOTNUO  KOTOYPOUENS Vo
avtameEEpyeTol o€ peydAn pon dedouévav mov Ba Aappdvetl and to diktvo. Emiong, avtog Ba
glvol Kot €vog evOSIKTIKOG TOPAYOVTIOS YL TO TOV GYEOOGUO TNG OPYLTEKTOVIKNG TOL

GUOTNLOTOG KOl TOV DITOAOYICUO TWV VITOSOUDV OV YPELALoVTal.
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H my" pmopel va eivon ta dtdpopa switches (petaymyesic) Tov diktdov Tov SeryaTOANTTOVY
v Kivnon mov mepvdel kot T otéAvouy otov Aeyouevo sFlow Agent. And ekeivo To onueio

KoL VoTEPA M) KivNon Uraivel 6TV TAOTEOPLLO Kot KOTAYPAPETOL.

» Emekepyoocio-eumAontiopdg v podv SIKTLOKNG Kiviiomng

Yotepa amd TV TPo@odOTNCT TOL GULOTNUOTOS KOTAYPUQNG UTOpel Vo, XpeOoTeEl o
eneéepyacioa TV Oedopévav mov AauPAvoviol Yyl Vo EUTAOVTICTOVV UE TEPETAIPM

TANpoopia Tov B Tpocdmaoet peyalvtepn aio 6TV KOTAYPAPT KOl TOPOTPNON TOVG,.

2 ovykekpuévn mepintmon Oa ypelaotel vo yivel po avtictoyio tov IPs amd dnuocia oe
OLOTIKN KoL TO avVTIOTPOPO HEGH amd £va. json apyeio e YIAAOES YPOUUES LLE OVTIGTOLYNOELS.
Emiong, eivor ypriouun n edpeon mAnpogopidv yia ti¢ IPs 0mmg yio mopddetypo v woOAn,
YDPO, TIG CUVTETAYUEVEG Kol TO ouTOvouo cvotuo (AS) amd omov mpoépyovral. AvTtég ot

mAnpoeopiec propel va divovtor pésa amd o faon-opyeio.

» AmoBnrevon Tov 6ed0UEVEV

Ta dedopéva amd to dikTvo YPedleToL Vo amobnkedovTaL KATOL Y10 KOO0 SIUGTNA Y10 VoL
umopel KAMO0G Vo avatpéxel o€ MAAOTEPA OEOUEVO KOl VO UTOPEl Vo CLYKPIvEL Ta
amoteléopata. Me avtov Tov Tpomo divetotl peyolvtepn a&io 6To GOGTNUA KOTOYPAPTG AOYm
TOV OTL deV €YEL VO, KAVEL LOVO LE TNV TOPAKOA0VONGN TNG SIKTLOKNG KIVNONG GE TPOYUATIKO

xPOVO OAAG KOl TV AvIAVGN VTG KPOTAOVTOS O£30UEVE Y10 KATO10 S1A.0TN LA,

» AvvoTtoTnTo SIEPMTNONG TOV SESOUEVOV

E@ocov ta dedopéva ivar kdmov amodnkevuéva ot xpnoteg Ba pmopoldv va kévouv
omoladnmote gidovg avdivon ypeldlovral yuo va eEdyovv amoteléopata KAvovTag TG
ATOPAITNTEG EPMTNOELS TAVM GE QVTA.

'Eto1, mpoceépetar 1 duvatdtnTa vo onpovpynfovv empuépoug epyaieio to onoio Oa
a&10To100V AVTO TO YOPUKTNPLOTIKO Y10l VO, KAADWYOLV EVOEXOUEVEG GALEC avaykeg oL Oa
TPOKVYOLV OTMG Y10 TAPASELY LD 1) avayvadpion emiBeong N e1domoinom dtav yivel KAmolo

YEYOVOG.

AvT0 TpdKeLTOL Y1 £VO, ATOPAITITO YOPAKTNPIGTIKO TOV CLUGTIOTOC TPOKELEVOD VO SMGEL
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peyodvtepn atio otovg ypnoteg kabdg emiong avoiyel TG TOPTES Yo TEPETAIP® AVATTLEN

TOV GUOTNUOTOG GE Uit EVICi0 TAATPOPU KATAYPAPNS.

» Emomnteia tov dedopévav

INUovTiKO 6T0 00 cuoTnua €ivon va umopel vo otafel cov mAatedppa Yoo monitoring
(kotaypaoen) ductvokng kivinong. o va yiver avtd ypedlovral kamowo gpyoieion Tov va
dtvouv o ypnyopn €kévo NG KATACTOONG TNG OIKTLAKNG KIVNomg oTiG VTOSOUEG TTOV

KATOYPAQOVTOL GYEGOV GE TPAYLLOTIKO YPOVO.

Méca amo epyaieio yio visualization (0mTikomoino), OUad0TOINGT KOl GUGYETIOT TOV
dedopévav n mhateopua Bo uTopel va TpoopEPEL T SLVATOTNTH dNUIOVPYING YPOENUATOV

Kol EPOTNUATOV 6T0 VITAPYOoVTA dEG0UEVH TTOL GLAAEYOVTOL.

Ta mapondve Pacifovral ot dSuvatdTNTO ATOOKELGNG KOl SIEPDTNONG TOV OECOUEVOV.

»  AvvotoTnTo TPOGMTOTOMUEVG KOTAYPAPTG OESOUEVOV GE SLOPOPETIKOVS EVOTKOVG

[Ipokeyévov n TAATEOpO aVT va £xEL peyaAnTepn a&ia yia Tov KaBe ypnotn oALd Kot va
EMPEPEL TNV WOIOTIKOTNTA LETAED TOV YPNOTOV, 0 KaBe ypnotng Ba mpénet va £xel TpodcPaom
KoL VoL EYEL EIKOVO LOVO TV JIKAOV TOV SIKTVOK®OV TOKETMV TOV TOV APOPd.

Kat tétoro pmopet va yiver Eeywpilovtog toug xpnoteg pe facn Kamowo and to medio Tov

sflow 6mwg yio mapdderypa n IP 1 o vlan nyng N mpoopiopod.

» TIpocaprOGTIKOTNTO TOV GUGTNHUOTOG

Téhog, T0 ovonue. avTd Bo Tpémel vo, umopel va TpocoapuoleTol Kot vo avtaneEépyetal o€
SLOQOPETIKEG POEC KIvIoMG TTOL 0€YETOL OO TO HIKTVO KOl VO ¥PNCIUOTOLEL KAOE (popd TOvg
wopovg wov ypetdletor. Avtd onuaivel 6Tt N TEMK mAoTteOpua O mepAapuPdvel TOAAY
Koppdtio To omoia Oa pmopovv va. dovAdyouvv ola pali kot aveEdpnra kabdg emiong kot va
umopoHv vo, Lotpalovtal Tov ¢OPTo amd TNV Kivien ToL SIKTOOV.

» AmoKpion 6yedOV 68 TPAYUATIKO YPOVO

Av10 10 YopakTNPLoTIKO B0 ddoEL peyarvtepn adio og £va TETO10 VST APOV Ba dDGEL TN

SuVaATOTNTO TAPUTPTONG OYEDOV GE TPAYUATIKO ¥povo. T'a kdTL TETO10 PEYAAO pOLO ExovV
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o1l mopol mov Ba amodoBolv oIV TAATEOPUO Kot TAS avTh o TOvg dlaElPloTel AmOdOTIKA

wote v pmopel va drayelpileTor Tov 0yKo Kol TNV TayOTNTA LE TNV 0ol TNV TPOPOd0TOUV.

IMa tov vmoroyopd g Kiviong mov Bo mepvdel and 10 cHOTNHO KOTAypaPng Bempodpe
G6LVOAIKT kiviorn and ta switches tng 1aEng Tov 10Gbps = 1.25GBps. Av vmoAoyicovue Evay
péco 6po twv 500Bytes avd makéto 10Te £yovpe ~2.5M pps. Me o derypatoinyio tov 1
7pog 256 maxéto katoinyel o sFlow agent va maipver ~9K pps. Avt givorl mepimov kot 1

Kivnon mov Tpémel To0 GHOTNUA Vo UTopel va dtoyelpiletat.

3.2 Avdiven yopoKTHPIGTIKOV

Ta vynrod emmédov yapoktnprotikd [35] mov ypeidloviatl Tiow 0md ToV GYENACUO LG
TETOWOG EVIOIOG TAOTOOPUOAG-GUOTHUATOG TPETEL VO, OVTOTOKPIVOVIOL OTNV KOALYT TV

TOPOTAVE® OTOITICEDV.

= Awfecipuomra

Av10 eivan amd TI¢ o Pactkég TPOKANGELG AOY® TOV OTL B0 TPOGIMGEL OTNV TAATPOPUN TV
KOVOTNTO TOV amanteital yo va, eEumnpetel cuvéyeta. X Oewpia £va téT010 cOGTNUN UTOPET
va g&ummpetel 99,9% tov ypdvov. Kavovrag LBL v mhatedpua cvveymg dwobéoiun

onpoaivel 6Tl GLVEICEEPEL BTNV TOLOTNTO TNG VINPEGIOG KOl GTNV EUTEPI0 TOV XPNOTY.

Ka6e koppdrt g mhateoppog Bo mpémet va £xel éva 1010 avTiypapo vo TPEYEL GE SLUPOPETIKO
KOpUPo 00TOG MoTE Vo AmoPeVyBel 0 TEPLOTIGHOG AEITOVPYIOG OTOIOVINTOTE UEPOVG TNG KoL

dpo GAOL TOL GUGTAUATOG,.
= KMUoK®GLOTH T

H xvpokooipotmra £xel va kdvet pe v Tpoctnin nopov o Eva GOCTNLA EITE LE TN HOPOT
maponave hardware ecotepukd (cpu, memory, etc) &ite pHe TN HOPON  KAIVOVPLOL

unyovnpotog (server).

Méo® avtol 1 TAATEOpLO Lopel va yivel To avBEKTIKY Kot Vo avENGEL TNV AT0d0TIKOTNTA
m¢. Ewdwotepa, og tuyaieg PAGPec Tov pnyoavnudtov tavto 0o ypelaotel va vdpyel KAmolog

dAAog KOUPOG TOV va, TPEYXEL KATOLO At TO KOUUATION TNG TAATEOPLOC MOOTE VO U1 UELDGCEL
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v moldtnta g vanpeciag. Eniong, avEdvovtag toug mdpovg pe onotadnmote popen Ba Exet
avtikTumo Kol oty amddoon TNG TEMKNG VLANPECIOG TPOG TOV YPNOTN KOl Gpa GTOV

TPAYUATIKO YPOVO ATOKPLOTG OV EXEL avapepDEel GTIG AMALTGELS TOV GUGTHULATOG.

= [SwtikdéTTO

Avto €ivol TO YOPOKTNPIOTIKO TOL GUVOEETOL WUE TNV ONOATNON 7OV VLAAPYEL Yol
TPOCOTOTOMUEVY KATOYPOPT, TOV OedopEVeV KOBMG emttpénel TV VTapén TANPOPOPLOV
TOAADV  OVTOTHTOV-EVOIK®Y  OmOTPEMOVTAG TOvTOYpove, TNV  TpocPacn o€  KOuudTt

TANPOQOPLDY Y®PIG d1Ka0d0Gio Kot EXPEPainoT TAVTOTNTC TOV AITOVLEVOD.

H wWiotikdétnto emiong £xel vo kdvel o Kamowo Pabud Kot pe tnv ac@Aareld TG TAATEOPLOG
E0MTEPIKG, ATO TNV TAELPA TG oYéong UeTaD TV ¥PNOTMOV Kol TN Soo@ailon OTL 0 KaOe

£€VOIKOG £)YEL TOV S1KO TOV YMOPO.

= Awyeipion Kivnong — Evopynotpwon

H dwayeipion g kivnong €yt vo KAvel OLGLACTIKE LE TNV EVOPYNOTPMOT TG TAUTEOPUOG 1)
HEPOVG OLTAG KOl LE TNV OmMOdOTIKN Oloyelplon TV TOPOV TOL GLOTHHOTOS. Ady® NG
£€VTOVNG Kol GLVEXOVG pong kivnong oe éva diktvo, givar amapaitmro va emPePforwbdel o
appog moépaov mov eivor kKabe @opd dnbéciog dote vo avtane&éAbel oty Kivnon mov
Aoppdavel. Avtd To YOPOKTNPIOTIKO GUVOEETOL KOl [IE TNV OOITNON Y0 TPOGAPUOCTIKOTITA
mg mAateopuog. Ewdwotepa, M evopynotpworn mopéyel aLTOUAT KAUOKOOIUOTNTH GE
TEPIMTOON UEYOADTEPNG N UIKPOTEPNG Kivnome amd To dikTtvo kot dlafefardvel 0Tl G€
nepintoon o@aipatoc Tov VAoV (hardware failure) n vanpecio 0o emavekkveital oTov 1610

N o€ GAA0 KOUPo dote va givar mdAl dabéoun.
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Avalvon Lvetijuarog

Ed® Ba axoAlovBncer m meptypapi NG OPYLTEKTOVIKNAG TOL GLUGTHHOTOS Kot Ba yivel 1

aVAALGT TNG APYLTEKTOVIKIG Y10 TIG AEITOVPYIES TOL.

4.1 Avaivon Apyitektovikyg

Mo v mepetaip® avalvon TOV YOPOKTNPICTIKAOV Kol TV EDPECT] TOV EMUEPOLS GTOLYEIMV
evog ovotnuotog mov géumnpetel Kat' amaitnon ypeldletor TEAOG Lo VYLD EMMESOL
aVAALGT TNG OPYLTEKTOVIKNG TOL. AVTH N avdAvon €xel va KAVEL LE EKEIva T oTol el TTOV
yperalovtal amd TV oAANAETIOpaCT LE TOV ¥PNoTN HEXPL TO KOUUATL TNG ene&epyaciog Kot

amofnKevoNC.
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Monitoring

2ynua 4.1 ApyiteKTovIKy TAATPOPUAS KATA ATAITHON

» User Interface (Ul)

Kabe vanpecio mov moapéyetal o€ ypnoteg ypetaletar Eva onueio avapopdc 0mov TéPaV omd
TNV TPOGPOCT) GTNV VINPEGIN, LTOPOVY VL

O MOTOTOLOVVTOL Y10t TO TTOL0L Eival Kot ToV £Y0VV d1KO0d0Gi0 LEGH OTNV VNPEGIN

O EAEYYOLV TNV KOTACTOGCT TG VANPECING TOVG

o aArafovv TN SlUoOpE®ON Kot TNV cvVOEsT TG LINPESING TOV TOVE TOPEYXETUL

> Backend - API

Kd&Be vmnpeoia epappdler m Aoy Kot Tnv e0@uio. OANG TG VINPEGING KATOL KEVIPIKA KOl
ovoudleton backend g vanpeciag. X cvykekpuévn mepintmon to backend givar va pia
Awcovdeon Tpoypapuotiouod Egapuoydv 11 adiiog API [36] (Application Programming
Interface) mov emtpémel v emkowvmvio. pe OAN TO EMPUEPOVS KOUUATIO TNG VENPECIOG

KEVTPLKAL.

[pokertor yio o demopn (API) Tov TpoypopaTioTIK@V S1061KAcIOV TOL ToPEYEL Evol

ovoTa, BPAoONKN 1 EPUPLOYN TPOKELLEVOD VO EMTPETEL VO YIVOVTOL TPOG AVTO ALTNOELG
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amd dAlo mpoypdppoata M/kor avtoAdoyn doedopévav. Xxkomdg eivar va opiler kot va
SLITVTTOVEL TO GOVOAD TMV AEITOLPYLOV-VINPECLOV TOV Pmopel va mapgyet pia PifAobnkm 1
éva AELIToVpYIKO GUGTNUO-TAATOOPUO GE GALD TPOYPAUUOTO, EMLTPETOVTIOS TNV ETIKOVOVIL
pe GAlo koppdtia g mAateopuas. To tpuMqpe Tov AETOVPYIKOD GULGTHUOTOS TO OTO{o
VAOTOLEL TIG VANPEGIES TOL TEPTYPAPOVTOL GTI JEMAPT], GLVIOWOS GTOV TVPT VA TOV, AEYETOL
0Tl glvan M vAomoinon g demaenc. ‘Eva API cuvnbmg opiletan wg éva ocbvoro and HTTP
{nrovpeva pnvopota poll pe évay optopd g S0UNG TOV UNVOUATOV aVTATOKPIoNS O 0TToi0g
glvar ovvnBog ot popen emektdolung YAmooog onuaveng (XML) 71 onueloypogiog
avtikelwévov JavaScript (JSON).

O 1tpomog emkowvmviag pe 10 Keviptkd API yioo v omootoA] authoe®v GYETIKA pe TNV
vanpecio yivetar uéom REST (Representational State Transfer). H oOyypovn tdon otov
oYEOOGUO VTNPECIOV Katevbivetal oe ool REST, miektpovikodg moOpovg Kot resource-
oriented architecture (ROA). To REST ¢iye 1660 peydho avtiktumo 610 d10dikTvo mov Eyel
Kuping ektomicel 10 SOAP ka1 v oyediaon denapmv Pociopuévov ce WSDL, 5161t givar
TOAD 7O ATAOVGTELEVO GtV ¥pNoT. Mo cuykekpiuévn epapuoyn evog REST Web Service
axolovBel téooepig factkéc apyéc oxedlocov:

o Amoxielotikn xpnon g pedodov HTTP.

o AveEaptnoia katdotaonc.

o Anuoocievon URI épota pe dopn kotahdyov.

o Metagpépet XML, JavaScript Object Notation (JSON), 1 kot ta 600.

Ov RESTful dwdiktvakég vanpesieg xovv kobiepwbel mhéov 610 dadikTvo WG ot TAEoV
KATOAANAES YO TN LETAPOPE, TNV OVAIKTION KoL TNV EI0AYMYN HEYAAOL OYKOL dEGOUEVOV GTO
dwdiktvo. To REST, tomkd eivor pio apyltekTovikny AOYIGUIKOD Yo KOTOVEUNUEVA
GUGTHUOTO [E TNV OTOlC UTOPOVV VO GYESIOGTOVY SLOSIKTVOKEG VANPESIEC TOV EGTIALOLV
GTOVG TOPOVE EVOC GLUGTNOTOS, GUUTEPIAAUPAVOUEVOL TOL TPOTOV OV AVTIUETMOTILOVTOL OL
KaTooTdoelg Tov mopmv Kor petapépovion péow HTTP oe éva eupd ¢dopa melotdv
YPOUUEVO, GE SLopopeTIkéEG YAmaoec. Ty apyitextoviky REST, v amotelodv ot meldteg Kot
ol e&uvmmpemtés. Ot meddteg Eekivodv artnipoto Tpog Tovg e&umnpetég, ol omoiot e
GEPE TOVE, OPOV TO. EMEEEPYOUGTOVV, EMGTPEPOVY GTOVE TEAATEG TOV TOVG EGTEIAOY TO O{TN LA
TIC avdloyeg oamavinoelc. To oltiuoto Kot ot amavtioelg €xovv vAomonbel yopw omd
aVATOPACTACELS TV TOpwV (resources). I16pog pmopel va ivor 0molodmoTe TANPOPOPLIKO
OVTIKEILEVO LLE KATOL0 OTLLOGIN KOl 1) VOTOPAGTOCT TOV OTOTUTIMVEL VO GTLYOTLTO TOL GE

L0, OEGOEVT YPOVIKT OTLYUN N LETE 0O KATOLN EVEPYELD TTOL EKTEAECE.
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» Bdomn Aegdopévev (DataBase)

H Baon odedopévov eivar to epyodelo yia ) cvAroyr], amobrkevon, dwyeipion Kot dpa
aflonoinorn odedopévoy. IV OPYITEKTOVIKN ovTh &ivor 1o onueio amobnkevong kot
Slyelplong T@V TANPOPOPLDY TOV YPNOTMV CYETIKE LE TNV LANPESIQ T.Y. AplOpog KOUPwv,
moteg ot IPs k.A.m.

"Eva evdeiktiko schema g fdong eivor o akdriovbo:

Instances Attributes Hosts

Id Id Id

Name Instance_id Instance_id
Creation_date | Filter_params Host
Status Filter_values Port
Volume_Type Memory
Pid Role

Ytov mopomdve Tivoko, @oivovtol ot mivakeg Tov ypeldlovtal yu Tovg YPNOTEG NG
TAOTOOPLLOG.

Y10V TP®OTO Tivaka @oivetol Tto Ovopa, 1 muepounvia dnuovpyiog, M KOTAGTOGN TOL
GUOTHKOTOS KATAYPOPNG OIKTVOK®OY 0£d0UEVODV EVOC ¥PNOTN KOl TO €00C TOV GLGTHUATOC
amofnkevonc Tv dedouévav otny TAatedpua (w.y. NFS, Host FileSystem, Cinder Volumes
KAm). Téhog, xataypaeovtol emiong ta id TV processes TOL APOPOVY TV GLYKEKPIUEVO

ypron-instance.

O 0devtepoc mivakag mePAaUPavel KATOIEC TAPAUETPOVE TOV TPEMEL VO OPIOTOVUV DGTE V.
QIATPAPIOTEL 1 KIvNon Kol Vo ovTomokpivetot yio Tov kabéva ypfotn EexwpioTd.

Téhog, o Tpitog Tivakag TepAapPivel TOVg KOUPBOLG UE TIG AVTIGTOL(EG TOPTES , TN VALY TOV
yperaletan (avaioya pe T pon Tng Kivnong) Kot tov poio Tov kabevog (m.y. omodnkevon,
omtwkonoinon K.A.m). Ot kopPol avtol tpéyovv t0 gpyoreiov mov amodnikedel kol dobétel

YADGGO Y10, VO EpOTA Tl O£dOpEVH KOOMG KOl TO EPYUAEID Y100 TNV OTTIKOTOINGT] TOVG.

» TInyéc (Sources)

O1 nyéc Ommg €xel avoeephel Kol OTIC OMAITNOEL TOV GLOTNUATOG €ivol TO oNUEio TTov
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TPOPOJOTEL TNV TAATPOPUA LE Kivom omd TO d1KTLO. XT1 GLYKEKPLUEVT TEPIMTMOOT Umopel va
glvan éva 1 teplocdtepot petaymyelc (switches) mov cuvdéovv SLOPOPETIKES OVTOTNTEG UE TO
dwdiktvo. Mmopei va unv givar avtd ko’ avtd pépog g TAATEOPLOG, MGTOGO YPEBLETOL O
EVOLPEGOG UNYOVIGUOC oL GLVOEEL Ta switches pe TV TAATEOpUO KoTaypaens. Avtd To
evolbpeco otddo ypetdletor yo v omapaitntn popeomoinon twv dedopévov oe JSON

HOPOT OVTME MGTE VO EIVOL AVOYVOPICIUN Kot GOUPBOTH HE TNV TAATQOPLLO.

» Ovpd - Brokers

Avto TO0 6TA0W0 &ivol éva KOTOVEUNUEVO cLOTNUO dtayeiplong unvopdtov (Messaging
System), mov umopei vo emeEepydletor mapa mwOAD UPEYAAO OYKO OedoUEVOV, €iTe OVTOC
wpoépyetal omd poég (streams) eite omd Oéopeg dedouévav (batches) . e éva tétolo
KatovepMUéVo ovotnua ot mopaymyol (switches) otélvovv unvopoto oto cluster péow
SKTVOV, aVTA amobnkedovTal 6e 0VPEC TV brokers kol ot cvvéyeln dwotifevtal oTovg
KOTOVOADTES TOV EVOLOPEPOVTAL Y10 OUTAL.

Av106 10 614010 OTOTELEL OLGLOGTIKE TO OPYIKO GTASLO TNG TAATPOPLOG Kol 01 AOYOl o™ 0o
TN (PNoM ovTov TOov 6TadioL gival yuo va pmopel val GLAAEYEL acVYYPOVa dESOUEVA ATTO OAES
Tig myég (switches), va 1o mopaiinlomolel péca oto cluster xou €161 vo EMTPENEL TV

«KOTOVAA®OM TOV SE00UEVAOV OO TOAAOVS KATAVUAMTEC.

» Tlpoene&epyaoio — Processing

AvT10 10 614010 OMOTEAEL TOV KOTOVOAMTY OVGLAGTIK( TG OVPAS TOV TEPTYPAPNKE TOPATAVE®.
Tpéyovtag mOAAG ovTiypag@a avtod TOL otadiov umopel va emitevybel M TaLTOYPOVY

KATOVAA®GT SLUPOPETIKAOV TUNUATOV TNG OVPAC.

Emiong, o€ avtd 10 6TAd10 Yivetal kot 1 Slodpion Tng Kiviiong Tov £pYETL a0 TIC T YEC Kol
TEPVAEL LEGO, ATTO TNV OVPAE GTOVG SLOPOPETIKOVS XPNOTEC-EVOikovs. ' awtd o AdYO, TEPOV
TOV anaithoemv wov €yovv kaboplotel ywoo v mpoenelepyacio mov ypeldletal ovtd TO
GUOTIUO-TAATQOPLLO. KATAYPUPNC, vl avaykaio To 6Tdd10 onTd va. GIATPAPEL TNV Kivion
v Tov k6Oe Evowko Egxmplotd Kat vo TN oTéAVEL 6ToV avTioToryo Tpoopicud. TIpokelpévon
Vo TAPEL TNV TANPOQOPio, GYETIKA pe TO @iATpo/o. mov ypewdleton givol omapaitntn M
emkowvovia pe to kevipikd API-backend mov €yer v mAnpogopia avty péow g Pdong.
Av10 d¢ yperaletar va yivetal cuyvd mopd LOVO TNV apyn 0TV EYYPAPETAL KATO10G XPNOTNG

;o7 r

1N lowg 6tav BeAnoel va mpochécet kamowa eiltpa.
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Yortepa, enefepydleton 10 KaOe makéro mov AapuPdvel pé€cm NG ovpdic Kot GTr GULVEXELN
epoppoletl ta eiltpa. X0 téhog, emkovmvel e o epyareio amobnievons Tov dedouévav Kot
otélvel altnua mpog amodnkevon. Avtd propei va to kéver avé opdoeg tepayiov (batches)
00TMG MOTE VA TO KAVEL O ONOSOTIKA YPNOLUOTOIDVTOS AYOTEPEG GLVOEGELS Kol Gpa

TOPOVG.

» Epyoleio kotaypagrc kot omobikevong - Monitoring Tool & Omntwconoinon -

Visualization

Xe outd TO OTAdW0 £pyeTon €va PEPOG TNG TEMKNG LANPECiaG mov ivar vrevbuvvo Yo TV
amofnkevon TV dedouévav Kol TN Olep@tnon avt®v poll pe Tto gpyoieio ywo TNV
ontikonoinon tovg. Ipokewévov OUmc vo vTdpyel ovTd TO EPYUAEID TTPETEL LE KAUTOLOV TPOTO
va Tov avatedovy ot TOPol Kot Ol SLPOPETIKES TOPTEC Ylo. TOV KAbe &volko. Xg ovtd TO
KOupdTt Toilel onuovtikd poéAo M emkowovia pe to kKevipikd API-backend yw va
dNUoVPYNoEL TPATO KO VO SOUOPPAOCEL TOV/TOVS KOUPovg ov Ba priogevodv autd 1o
gpyodeio. Emiong, péom avtig tng emkowvoviog UTOpoLV va yivovTol OTOEGONTOTE

EVNUEPDOELS Y10l TNV KAMUAK®OOT] TOV £PYOAEIOV 1] 0AAOYNG TNG OLAHOPPMOTG TV KOUP®V.

e avto 10 onueio, a&ilel va devipiviotel 6t 0 kdBe xpoTnc Ba £xel To d1kd TOV EEYWPIOTO
monitoring epyaAeio kot apo Ba vedpyovy mOALG instances Tov {610V gpyaAeiov 6To id10
pnyavnuoe/kopfo. To processing otddio Bo Tpopodotel 10 gpyoieio Tov KABe ypnon

EeXPLOTA KOt TOVTOYPOVA, APOTOV TPMTO EY0VV dnpovpyn el kot pubotet OAa.

Téhog, edd apyilel va QaiveTOL KOl TO YOPAKTNPLIOTIKO TNG VINPECING TOV EYEL VO KAVEL UE
v kat’ amaitnon eEuanpétnon TV YpNoTOV. Tuvoyiloviog To Topamdvo:

1. O kO ypfHoTNG TGTOTOIEITAL GTNV VNPEGIQ, KO GUUTANPOVEL KATON GTOLKE .

2. Anuovpyeital kataypoen Tov ¥pnot ot Paon.

3. O &&e1dikevévog YMPOS ToL ¥PNOTN SNUIOVPYELTAL GTNV TAATPOPUO SNULOVPYDVTOS
apyIKA To instances Tov monitoring tool, evnuepdvovtag TopaAinia tn Bdor).

4. X10 processing 6tdd10 Eekva N enefepyocia, TO GILTPAPIGLO KOl 1) OTOGTOAY TOV
dedopévov oTo Kowvovplo instances Tov monitoring tool Yo TOV GULYKEKPUEVO
xpioT.

5. O «déBe évowkog €xel ToV SIKO TOV TPOCHOTOTOUNUEVO YDPO YL TNV KATAYPAPT TNG

SIKTVLOKNG KIVNONG TOL TEPVAEL ATTO KEVTPIKEG OIKTVOKES VITOOOUEC.
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4.2 Avaiven viomoineng

"Yotepa amd TOV AETTOUEPY] OYESCUO TMOV OMUITNCE®MY, TOV YOPOKTNPICTIKOV KOl TNG
OUPYLTEKTOVIKNG TOV GUOTNUOTOG-TANTPOPUAG, 6€ avTd To omnueio Ba avolvbel o tpdmog
VAOTTOINGTG KO EPAPLOYAG TOL KABE GTOSI0V TOL TAPOVCIAGTIKE TPOTYOUUEVMG KAOMS Kal O
KOOKAG TTOL avamTOYONKe Yo 0vuTdV TOV 6KOTO.

Apyicd, dlvetar TOPOKATO TO YEVIKO GYNUO. TNG TAATQOPUOG UE TO OTASIN OT®G EYOLV

avaeepBei Ko To omoia Ba avarvBolv AemtopepdS TUPUKATO.

Brokers Intermidiate Elasticsearch
cluster Processing cluster
Clents Elasticsearch
Kafka cluster
- Consumer Elasticsearch Kibana
- cluster i
Kibana |

Kibana
machine

# li ES Client
o L [ Node
V' |:
| 2

Kibana

A

Zookeeper

2yijua 4.2 Emokonnon opyiteKToviKyG TAATYOPUOS OITAWUATIKNG

210 TAOIG10 TOL KOdIKA TOL YpMoILoToOnKe Bo oYOMAGTOOV apy LKA Ol KUPLEG dOUES KOt
BProdnNkec mov ypnowomomOnkav Yo TNV avimtuén Tov  S1deopov  oTtadiev NG

TAOTOOP OGS,

= Kafka-python

Avt 1 Biprodnkn sivor 1 epappoyn tov client tov Kafka oe python kot vrootpilel mAnpwg
T0 TP®TOKOALD 7oV Ypnoiponoteitor and to Kafka. Eeopuoler toug punyovicpode yuo v
katovéiwon  (consume)  oAAG ko v mapoyeyn  (produce)  umvopdtov
GUUTEPIAAUPAVOLEVOL LUEPIKADV UNYOVIGUAOV GLUTIECNS TOV UNVORATOV. Ady® TG TANPNG
vrootpiEng Tov TpmtokOALoL Tov kafka divel T dvvatdTNTO CALUYNG KATOIOV TOPAUETPMV

KaTd T O1ApKELD KAONC TN EKAGTOTE CLVAPTNONG TOV consumer 1 producer.
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= Python-elasticsearch

Avt etvan n emionun PProdnin tov elasticsearch mov €xer évav client vAomompévo ce
younAo emimedo. Oha ta API oitquarta avtiotoryovv ota amkd REST API aurfupoto mov
vivovton oto elasticsearch. O client meptihappdvet:
o Tn petdppacn arxd python THTOVE dESOUEVOV GE jSON KoL TO AVTIGTPOPO
o PuBuioyn kot avtopatn gvpeon tov aAiwv nodes tov elasticsearch cluster
o  Moviueg ouvdéoelg e to cluster
o E&woppdanon eoptiov og dAovg toug drabéoipovg nodes tov elasticsearch
o Ot ovvdéoelg mepuévouv vo Adfovv emPefaionon Kt av o€ Adfovv TePIUEVOLY KATOL0
YPOVIKO SLACTNUE, LEYPL TNV ETOUEVT TTPOCTAOELN
o Ymapyer oocpdlew petald kANoewv TV cuvvopthoemv g PipAodnkng omod
dwopopetikd threads (thread safety)
o Bonfntikéc PifMobnkeg ywo moO amod0TIKN ¥PNON TOV VTOOOUDYV KOl TOV

Aertovpyudv Tov elasticsearch cluster

= Maxmind-GeolP2

To maxmind [37] mapéyet elevBepa KATOLO SLOUSIKTVAKES VITNPESTiES OALG Kat kKamoleg Phoelg
o€ dLOSIKN KOl CSV HOPPN TOV EMTPETOVV TNV OVOKOALYN TANPOPOPIOV GYETIKA LE TN
veoypapwkn 0éon kanowg IP (geolocation). I'evikd, m yewypapwn 0éom avty dev sivon
amorvta akpPpig kabdg 1 GVALOYT TV dedopévev and kdmola tomobesio avTioToKEl o8 Eva
Aeyopevo IP block ondte moArég IPs @aivovtal va avikovv otnv idwo 1 Kovtvi) tomobecia.
[epiéyer TAnpogopieg yia T1g mepLocoTePeg dNuocieg IP kol avavedvetar kdbe piva. Xto
0TA00 NG TpoenelePyaciag ¥PNOLOTOONKOY Ol TANPOPOPIEG TOV TOPEYOVTAL GYETIKA
udvo UE TN YOpQ, TNV TOAN, TO YE@YPUPIKO UNKOC KOl TAATOC KOOMG Kol TO OUTOVOUO

oVvoTNUO 6T0 omoio avnkel 1 IP.

Emiong, poli pe tig Paoeig mapéyeton kat 1 avtictoyn Piiodnkn g python pali pe kdmola
C-extensions wov Ponbovv otnv keAvtePn amddoon ¢ PiPpAtodnkng katd to Sidfacua kot
mv avalnmon ot Pacn. H Biprodnkn ovclootikd divel kémoto API 1o omoio amd mwicw
TAPEYEL TOVG OTOPOITNTOVE UNYavIGHoDS Yo Ty avalitnon wo cvykekpiuévng IP ot Baon.

"Yotepa emoTPEQPETOL Lo SOUN| TO OTOI0 OVGLUCTIKG ival amd TGW Gg LopPT jsON.
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= Cjson

IIpdxertar yo BipAobnkmn mov pmopet vo celplomotel Kot vo amocelplonmotel dedopéva g json
popon aArd etvan ypappévo og yAoooa C kot etvar 10-250 popéc o ypriyopo amd v KAAGIKY|
BpAoBNKN json g python kot e€aptdTon Kuplwg omd 10 TOG0 TOAVTAOKO £lval TO apyeio TPOGC

ceiplomoinon.

= Pathos — Multiprocess

To Pathos eival o doun mov mopéyel (o vyniol emmédov Olemapn yioo pvduion Kot
EKTEAEOT] TAPUAANA®Y VTOAOYIGU®Y oTIS vodoués. H PipAtodrxn multiprocess amotedel
uépog tov pathos kot eivor po TANpn dwakAddwon (fork) g xhaowkng Pifiodnkng g
python multiprocessing. ['la v evepyomoinom T@v TUPNVOV GE GUYYPOVOLS EMEEEPYUCTEG
ypelaletar n emKovmvio HETOED dlopopeTik®V processes. [ tnv exikovavia TV S10popmv
doudv (T.y. GLVOPTNOEMY, KAAGEWYV, UVTIKEINEVOV K.A.T.) netall tov processes ypeldaletan 1
GEIPLOTOINON € KATOW LOPPT| KEWWEVOL 1) OToio, €ival TTO SloEPIoIUN GE OYXECT LE GAAES
moAvmlokeg dopég. To pathos ypnoipwomotel t PProdnin dill n omoia €xer xoAvtepn
aOO0CT] KOl UTOPEL VO GEIPLOTOMGEL TEPIOGOTEPES OOUEG OE OYEoN He TV KAaowkn pickle

BpAoBN KN oL ypnoyLomoteiton 6T multiprocessing.

= Jinja2

H Jinja2 sivan po Pipriodnxn g python mov mepiéyet i unyavn mpotvmwv (template
engine). 'Exel emiong ™ JowmM g yA®GGO Yo TNV GUUTANPOGCT TOV TPOTOHTWV.
Xpnoiomomdnke yo. T CLUTANPOON opyei®v oL TEPIEXEL PLOUIGEIC KOl TEPLYPOUPES

OVTOTNT®V OOV TOAAEG 0td TIG TIUEG EEAPTAOVTOL QO KATOL) LETUPANTT.

H mapoxdto avdivon 0o aoyoindei xvpiog pe ™ oepd (pipeline) tov SadIKOGIOV TNG
TAOTEOPUOG KOOMS Kol TO EVOLAUESO GTASIO TPV TNV TPOPOSOTNGN TNG amd TIG TNYEC. XN
ovvéyela, Oo avoivBel o TPOTOC VAOTOINGNG TOL KEVIPIKOV €KEIVOL GTOLEIOV 7OV

gmkovovel kot puOuilel 6An v Thatedpua, to API-backend.
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4.2.1 Iyyés (Sources) — Amoaroieig (Shippers) — Hapaywyoi (Producers)

Kafka Cluster Kubernetes
Broker 1
Tc Broker 1
Pa  Topic Broker1
. Partl Topic-1 =i R Elosiic:
— Part547 |

_ Kibana

_ Kibana
Elash~~

( Kibana
Elasticsearch

Cluster

Stlowtool
& Kafka

Producer
Sflowtool

Sflow Agent & Kafka
Producer
Sflowtool

Sflow Agent & Kafka
Producer

2ynua 4.3 AermToUéPpEIEs apyITEKTOVIKNG TOV GTAJIOD TOV THYOY THG TAATPOPUAS

Amo 10 oyfua @aivovtol ot Tyeg Omwe Exovv avagepbei cav switches piog dikTvoKng
vrodoung. Amd kel Eekvave 2 BéAN. To éva axoiovBel TV KavoviKh por Tov TAKETOV TPOG

évav Kevipko switch 1 router (dpoporoynt) an’ 6mov dopolpaletat o€ Silpopes OVIOTNTEC.
To Ao PBélog mnyaivel mpog tov Agyduevo sflow agent mov déxeton ™ derypatoAnmTnuévn
Kivnon. Avto givat to evdldpeco otado Onwg eixe avapepBel mov amotelel tov sflow agent
v évav 1 Teplocdtepo. SWitches kot popeomotel To deiypa Tpv To 6Teldel TPOG TV OVLPE.
2nv vAomoinor avtov ypnoiporomOnKkay To e&Ng epyaieia

= Tcpreplay [38], yia tnv avarapaymyn apyeiov Kivnong pcap

To epyaieio avtd UmOpel VO TPOCOUOIDOVEL TNV KIVNOT TOL SIKTOOV 7OV TNYOIVEL GTOLG
petaymyeic. H kivnon umopel va £yel cuddeyBel kot amodnievdei oe éva apyeio 1o onoio petd

umopel vo avamopoyOel Pe GUYKEKPIUEVN TAYDTNTO KOl VO OTEAVETOL GE [0 TOPTO, KATOLOG

SlEmaPNG.
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= Ovswitch [39], eikovikdg petaymyéag

To gpyaireio avto dnuovpyei éva logical bridge oo omoio mpootiBetar ) kaTdAANAN Siemopn.

¥to bridge pvBuiletan 0 sFlow agent yio v amootoAn derypdtov oto SflowTool-

KafkaProducer.

=  SflowTool & Kafka Producer

[Ipdkettar Yo TO GTASIO TOV EMITPETEL TV EMKOWVMOVIO KOL TNV TPOPOSOTNCN TV TNYDV UE

to broker cluster to onoio amotelel po ovpd.

R/
0’0

SflowTool

To SflowTool [40] eivar éva gpyadeio amokmdikomoinong sFlow kivnong yio packet
tracing kou packet inspection. Zvykekpipéva to sflowtool mapdyst po dopn tov Sflow

IOV TEPLEXEL OAL TOL GTOLYEID YOPICUEVO LUE KOUUAL.

KafkaProducer

To woppudTt TOL KMOWKO, 7TOV OCEPLOTOLEl, WTOPEL VO GUUTIEGEL KOl VO, OTEIAEL
acvyypova, oe tepdyla to. flows oty ovpd tov Kafka. O producer mepthaufavet éva
pool a6 buffer space mov kpatd ta unvduata ToV dev EYOVV GTAAEL OKOUO GTOVG
brokers. Eniong, mepthapfdver éva thread /0 mov givan veevBovo yio ™ petatponn
ALTOV TOV UNVOUATOV GE aTHUaTa. Yio vo, To. oteidel oto brokers cluster. H kopia
Aerrovpyio Tov givar va ovoyetilel kabe ppvoua-Sflow pe to partition evog topic kot
va oteikel éva aitnua otov master-leader tov partition. To partition Bpioketan
gomtepikd péowm evog hash fuction. Kabe unvoua ivar dtobéoipo apodtov avirypopei
am6 tov leader tov partition kot pa vo yiver ’commit”. Te mepintmon mov 1o pivouo
amothyel vo. otadel Tote £xel puBuiotei o producer va Eavompoonabdei va oteiletl To

ipd10 pvopa.
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4.2.2 Broker cluster

Kafka Cluster Kubernetes

Broker 1
Tc  Broker 1
Pai Topic-1 Broker 1 ‘
Part 3.4 Topic-1 ‘ : Elasfi=
Part 5,6,7 i

(
Elash~

(
Elasticsearch

_ Kibana

_ Kibana

Kibana

Cluster

Topic-1
Partition 3

Read from the
partition

Partition 4

2ynua 4.4 AemTouépeles apyiteKTOVIKHG TOV 6TAIIOV THS 0VPAS THS TAATYPOPUIS

Olo o yopaktnpiotikd tov broker mov emiéynke (Kafka) sivan onuaviikd ormg €xst on
avapepOel 0TI AMALTAGELS TOV CLGTIHUOTOC OAAG Kl 6TO OE®PNTIKO KOUUATL TOV OVOADOVTOL
to Boowd yapaktnplotikd tov Kafka. Eivar éva Bacikd otoyyeio g mAoteopupog Kot
aVOADOVTOG TEPETAIP® TOPOKAT® TO MG AETOLPYEl Kol DG Exel dapopembel yoo TIg
avAayKeg Tov USe case yivetar pavepd to 0Tt gival éva {oTikd oTorygio Tov GLOTAOTOC KABMS
amoTeEAEL TO TPATO KOUUATL TOV TPOPOJOTEL TNV TAATPOPHO. AVTO Bal eival Kol TO KOUATL
ov vmootnpilel ™V TAOTEOPUO OE TEPIMTMOOT KATONG AmOTLYING KOTOOV WEPOVG TNG
TAOTEOPUOG, OKOUO Kol TOL 10100 KoBdG emitpémel TNV opylkn kot 7o  Paciky

KAMUOK®OGIUOTNTO TOV GUGTHLLOTOG,
Av10 10 0TAd10 Ogiyvel TEPIGGOTEPO YPAPIKA TO MG GLUVOEETOL TO GTASIO WE TIG MNYEG UE
avtd g mpoenetepyaociag. Onwg @aivetal, Aowdv, To TponyodUeVo Koppdtt Tov producer

otéhvel 10, unvopata okoAovbmvtog kamolo moltikny oto cluster twv brokers (kafka).
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Eméyovtog o node omov Ppioketon o leader tov partition, to ufvopa otédvetor 6to TEAOG

NG OVPAC Ko TEPLUEVEL VAL KOTavOAmBEl 0md To endeEVO 0TAd0 TOL PpickeTor 0 conNsumer.

IMpoxepévov to cvomua tov brokers va déyetal mepiocdtepa requests dvo eivor or KOpleg
pvluicelg mov Ba Ponbncovv mpog avtiv v Kotevbuven. To péyebog Tov Tepayiov mov Oa
otolel (batch size) ko o ypovoc mov Ba mepipéver o producer yia vo KotopOacovy mapamdvm
unvopozo (linger.ms). Meydleg Tuég ko otig dV0 pLOUIGELG 00N YOV GE UEYUADTEPO YDPO

ot PV,

e kéfe pvopa 0tov otéAvetol akolovBeitol o TOALTIKY] Yo To TOTE Bepeiton TeTVYNUEVN
N aroctoln tov. ['a va BewpnBel éva aitnua emttvyég o leader tov partition tpémet va oteidet
emPePaioon 6t To pRvopa Exet ypagtel ot oto Tomikd log Tov node. "Yotepa to pivopo
ypagetar oto dioko kat avtypaeetal oe GAlo node tov cluster. e mepintwon mov o node
kamotov leader partition ctaparfioet vo Asttovpyei, tote emdéyetan o enduevog leader amd
ToVG GAAOLG Nodes ov £xovv avtypapuéva to partitions amd tov leader ko ivon in-sync. Mg
aVTOV TOV TPOTO EMTVYYAVETAL TO GLYKEKPEVO KOppdtt vor givar wavta dwbéoo (highly
available).

¥t ovykekplpuévn mepintoon to cluster dev ocvpmiélel to pnvopoTa oVTOG MOTE Vo un
YOVETOL YPOVOG KOl DTOAOYIOTIKY] 16XV KATO TNV CLUMIECT] KOl OMOGUUTIEST] TOVG KOOMG

eniong Oa mpémel va emavorapuPdvetor 1 1dta dradikacio o kdbe 6TAd10 TS TAATOEOPLLOGC.

Tao pnvopoto ecmtepikd g ovpdg £yovv pvbuictel vo ta amobnkedovv oty ovpd yio 7
pépeg. Metd amd avtd 1o Sdotnua Stoypdeovtor OAL TO UMVOROTE OO Hio Hepounvio Kot

TPV,

DtavovTog TOPO Yo TO TAOG AELITOVPYEL TO GUYKEKPIUEVO KOUUATL Y10 TNV KOTOVIA®ON TOV
pnvopdtev mov Ppickovion péoca oto Kafka a&iCer vo avoeepbel ot1 ypnoyomoteitor va
TPOTOKOALO TOL GUVTOVI(EL TO, JLPOPETIKA Qroups twv CONSUMErs (to groups é&yovv
avoivBel oto Bewpntikd koppdtl). O GuvToVIoTHG aVTOS TOL Eival KAmolog omd tovg nodes
tov Kafka ko dayeipileton v katdotaon tov ke group. Kopuo epyocio tov gival va
pecorafel yioo v avabeon tov partitions 6tav véor consumers pmaivovv Gto group i otow
ool eegvyovv 1 6tov oAhalovv Too metadata kdmolov topic. Avti 1 epyocia ovopdletol
e€iooppomnon tov group. ‘Etol mdAl, emttuyydveton 1 €0KOAN Kol KON KAUOKOGIUOTN T

TOV EMOUEVOL EMTESOV KOOGS amAd, apkel va VIdpyovy Tave amd éva dabéotua instances.
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4.2.3 Ilpocmeéepyacia — Eumlovtiouog

Kafka Cluster Kubernetes
Broker 1
Tc  Broker 1
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Zynua 4.5 AenTouspeles apyiteKTOVIKHG TOV 6TAOIOV EMEEEPYPOCIOS THS TAATPOPUAS

AvT10 £ gival To KEVTIPIKO GTASL0 TNG TAATPOPLOG TOV TEPAV TNG TPOEMeEEPYUTiog amoTeEAE]
Kol TO eVOLGUECO GTAO10 OV EMTPEMEL TNV emKowmvio g ovpdg Kafka pue 1o ovotua

KOTOYPAPNG.

®a avaivBei to kdbe Koppdtt ovtov ToL cTadiov EgxmpPloTd Kot Ba yivel poavePO TO0 GKOTO
ebummpetel 10 k4B éva. Tlptv and avtd dpwg Bo avaivBovv ot AemTopépete kol 0 TPOTOG
Aertovpyiog tov kevrpikod Backend API mov oyetiCetan pe antd 1o 610810 Ko omekoviletan
KIOAOG OTNV TAVO EKOVA.

= Backend API

To tehkd onueio (endpoint) mov viomomOnKe Kol YPNOLOTOMONKE Yo TIG AVAYKES TNG
TAATQOPUAG  KOTOYPaPnG OdkTvokng kiviiong elvar ovtd mov  Swoyepiletar Ko
GUYKEKPIUEVO OTLOVPYEL, SLYPAPEL KOl TOIPVEL TANPOPOPIEG OO TO EPYOAEID KOTOYPAPS
nov ypnouonoteital, to Elasticsearch.

Meydro pépog og awtd to LBL xoppdtt ivor kot 1 duoyeipion Tov cuoTieTog amodnKevoc.
Yuykekpipéva, vrootnpilovial dlopopetikoi THnol cuoTNUAT®Y amobnkevong émmg cinder

volumes, NFS volumes ko to filesystem.
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Téhog, katd ™ Sdpkela avamtuéng Tov cuykekpiévov APl mtpokeitévou va vdpyet o
neplocotepn evehéio oe aAlayég dgv avamntuyOnke to endpoint mov maipvel to request amd
tov client kou o otédvel 610 APl ov cuvumdpyet pe to otddio g mpoemetepyacioc. Tov
poOA0 awTd Emanée omhd éva aitmua og python 1 og bash pe v gvtoin curl.

= Processing API

e avtd 1o onueio a&ilel va onpelwbei Eava mmg to oTdd0 TN Tpoemesepyasiag ypedleTal
vo. emkowvovel pe to BackendAPI mpokeyévon va maipvel TANPoQOpieg Yo ToV xpHoTn Kot
va 0pa. avoAOY®S, OVOVEDVOVTAG 1] GANVOVTAG 1) ONUOVPYDVTOS VEN GUGTILLOTO KATUYPOPNG.
SUYKEKPIIEV, YPEGLETOL TO OVOLO, TOV GLGTHUATOG KaTaypoeng kot to medio SFlow mov
ovolaoTIKG draywpilel Tov yprotn amd tovg drhovg (dstvlan 7 srcvlan, dstPort v srcPort
KA.

"Exer viomowmBei éva, endpoint mwov éxel va kdvel pe v enefepyacio Kol ykupdTNTA TOV
a1TNUaTog oL €xel ANeOel amd tov ypNoTn. Xe mepimTmon £yKvpov aitipatog 1 péBodog
otélvel To amapaitnto aitnuo mico oto BackendAPl yio t Swoyeipion Tov GLGTAUOTOG
kotoypaenc. Télog, otéhvel to kotdAlnAo onua, SIGHUP, oto Kafka2ES, to mpoypappo
Tpoypoupe wpoemeepyaciog mov emiong, Olayepiletar To UNVOUNTO KOl TO GTEAVEL GTO
SLQOPETIKG GLOTNUATO KOTOYPAPNS YO TOLG SAPOPETIKOVS Ypnotec. Ilpv amd avtiv
dadkaoio oOpme mpénet va ypayel tpmta oto Config File 6t ypetdletar to Kafka2ES ya va
Ta SloPdostl Kot VOTEPH VL EPOPUOCEL T KATUAANAL QiATpa. oV dtowpilovy TovE ¥PNOTES
peta&d Tovg.

= Config File

[Ipokeyévov A0 To SLOPOPETIKG GTASIN KOl TUALOTO TNG TAATOOPHOS VO £XOVV TPOSPaoT
OTIG TANPOQPOPIEC TOV KADE ¥pNOTN DGTE VO UITOPOVV VOl EXIKOIVAOVODY HETOED TOLG N KoL V.
Swoyepilovial To SIPOPETIKA GLGTAOTA KATHYPUPNS, YpNopomombnke avti yo fdon éva
apyeio pvOuicewv. Ta media mov yperdlovtor gival Ta idwo pe avTd OT®G AvaEEPONKAV Kot
eEnyndnkav omv Avalvon e Apyitextovikng.

= Kafka2ES

Avtd givarl to kOplo mpoypapua mov daPdlel amd to Config File d6ca yphotnkav omd to
ProcAPI. Avtd eival ovcloGTIKG TO TPOYPOLUO OV OVIUTPOCMOTEVEL AVTO TO GTASIO TNG
TAaTEOpUaG OV givar 1 cVuvdeon ¢ ovpdg Kafka pe to svotua kataypagpnic Elasticsearch.

e avto to onueio ailel va avaeepbel emiong ot k@be chvdeon oty ovpd tov Kafka mov
aQopa dapopetikd group consumer sivol og dapopetikd pathos process, mov anotelel £va
Kavovikd python process povo mov avrkel ot dopn pathos mov arnotelel o dStoakAddmon g
KAaokng multiprocessing BipAiodnkne kot ypnotponolel Slopopetikd TPOTO GEPLOTOIoNG.
Kabe drapopetucod process eival v SUVALEL Kot €VOG SlOPOPETIKOC XPNOTNG Kal Gpo pio
S10POPETIKY GVVOEST] GTO GVGTNLO KOTAYPAPTS 6Tov anobnkebovtar ta SFIows mov apopoiv

TOV XPNOTN.
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Kabe aitpa yuo véo chotnua Kataypagng Tov vrapyet on Kot dpo vrdpyet 1N cvvdeon
TPOG TNV ovpda, £xel To B0 group id kot ypnoonotel v 610 cHVEEST ovTi va dnpovpyel
KOVOUPL. OVTMG MOOTE VAL €E0IKOVOLOVVTOL TOPOL. AVTA T Processes mov &xovv TNy idw
ovvdeon mpog tov Kafka avorapfdvouv va katavoaimvoouv dtagopetikd partitions peta&o
TOVG OV 0dNYElL og Mo YPNRyopN KATOVAA®GN punvopdtov. o T odvdeon Kol 0moGTOAN
armuatog yuo amobnkevon oto Elasticsearch ypnowonotgitar véa odvdeon amd to process,
aveEapTNTOG 0o TO AV Ypnoipomoteitol 1 idio ohvdeon yio to Kafka.

[Mopaxdto meprypdeovior avtd Ta 2 KOPLo GTOLXEID TOL TPOYPAUUATOS TTOV £XOVV VO KAVOUV
e tn ovvoeon pe to Kafka kou pe to Elasticsearch pali pe avtd g npoeneéepyaciog.

«» KafkaConsumer

Avtd anotelel Tov consumer tng ovpdg Kafka kot dpa t ovvéeon ue to Kafka. e avtd
t0 onpeio, Ba avaAivbel pe mePIooOTEPEG AETTOUEPEIEG TO TMOG AELTOVPYEL O CONSUMETr GTNV
Python mov ypnoipomombnke, TepioedTEPO OO TNV TAEVPE, TOV TAPE 0Td TV TAEVPA TV
nodes tov Kafka.

Otov 10 group amd consumers apywkonoleitor apyilet m xotaviilowon egite Tov mO
TPOGPATOV gite TOV TPDOTOL Agyouevov Offset oe kabe partition. Ta unvopato Votepa o
ke partition log dwapdalovror kotd oepd. T mapddetypa, oto amd kato oyfua n Oéon
Tov consumer ivan oto offset 6 kou £yve tedevtaio commit dtav rav oto offset 1.

Last Committed Current Position High Watermark Log End Offset
Offset | ‘

8 |9 |10/ 11 13 | 14 |

0 1 2 13| 4|5 |6 |7 12

Ortav éva partition Eovd avotibstor oe dAlov consumer oto idto group, n oapykn Béon
omov Bo apyioer va daPaler Ba 1ebel oto offset mov &ywve tehevtaio commit. Av o
consumer oto mopunave Topaderypo E0QVIKE GTOUOTAGEL Vo AELTovpyel, TOTE 0 VEOC
consumer mov Bo avolafel vo KoTovaAdvel omd To cuyKekpluévo partition Ba Egxivioet
amo to offset 1. e avtrv v mepintmon, Ba ypelootel va Eava mepdoetl amd to unvouata
uéypt to offset 6.

To dudypappa, eniong, deiyvel 2 0éoeig tov log. To offset tov téhovg tov log sivar 1 Béon
OV TEAELTOIOV pMVOpaTOg mov ypagetnke oto log. H vymin otdOun (high watermark)
givar 1 Béom toL TEAELTAIOV PNMVOUOTOG OV aVTLYpAENKE 6e GAla 10gS oTtovg GAAovg
nodes tov Kafka. Amo tv mievpd Tov consumer avti 1 Béon €xel onuacio yori umwopei
va dwaPdcet uéypt o high watermark. Avté eumodilel tov consumer vo. diapdalel pnvopota
OV OEV £X0VV OVTLYPAPEL Kol oV EYovV Kivouvo iowg vo xabovv.

«¢ Processing
Avtd givor to xoppdtt tng mpoenelepyaciog mov amAd kabopilel ta media Tov SFlow kot
VOTEPA, YPNOIUOTOLEL TOL GIATPa TOV TAPEYOVTAL 0O TOV ¥pNoTH Kot Ypdpovtat oto Config

File yio vo ta epapudoer move oto ekdotote SFlows mov Aappdver péom tov

49




KafkaConsumer. E@docov, tapid&er 1o @idtpo pe 10 oyetikd medio tov SFlow tote
YPTCULOTOOVVTOL KAToleg cuvaptioelg kKot £Etpa Pipriodnkec dote vo EUTAOVTIOTEL TO
flow pe mapomdve minpopopieg mov divovy peyorvtepn agior 6TOVG TEAMKOVG XPNOTEG TNG
TAOTOOP OGS,

Ed® emavolappdvetor to €idog g mpoemeiepyaciag mov yivetat. Apyikd, yivetor pio
avalimon upe tn Ponbea g Pprodnkng cjson uéca oe éva json apyeio pe ~400.000
YPOUUES OV VIapyovv Cevydpla amd IPS kou yiveton avtpuetdbeon g IP myng /ot
wpoopiopov tov SFlow pe avtiv tov Cevyoprod omd 1o opyeio. Xtdyog ovTC TG
avtpuerdbeong etvar M petatpom] pog Wotikng IP og dnuocia oe mEPUITOOELS
€1KOVOTTOINGNG TOL YOPOV d1EVBVLVEEDV OOV KAOE ¥PNOTNC-EVOIKOG XPNOLUOTTOIEL OO TO
address space ywpig meplopiopovs. AkoOun, VOTEPO OO TV UETOTPOTH o€ onpooto IP
yivetan o avalitmon og pioe maxmind Baon-opyeio pe dvadiky popen mov poli pe
BonBero. twv maxmind Pipiodnkedv aviuetatifevioar ypryopa ov IPv4 ko IPv6
dtevBivoelg oe apyeior dESOUEVAOV YPTCILOTOIOVTOS SLASIKY dopN. XVYKEKPYEVA, GTO
Tpoypoupa yivovion avtipetadéoelg tov IPS pe m ydpo kot Ty oA kabdg Kot Pe To
avtévopo cvotnua (AS) oto onoio avikel 1 IP.

+¢ Elasticsearch Indexing

To wxoppdtt ovtd meprypdoer ) Odikacio KOTA T GLVOEST Kol OmOBNKELGON GTO
elasticsearch. T v mo omodotikn cOvdeon oto cluster tov elasticsearch to artiuata
otélvovtan otov client node tov elasticsearch, mov mailel tov pého tov load balancer,
kabmg kot og évav node axopa ywo high availability. Exiong, otélvovtor peydho tepdyia
(batches) and flows mapd éva-éva Eeyopiotd. TIpokeévov va Peitiotomomnfel kot
TayOTNTO OAAG Kot 1) KoBVoTEPNOT KATA TNV amdvTnoT oo TO aitnid Yo omobnkeuon 610
elasticsearch xatd v cdvdeon ypnoyomotovvtal dapopetikd threads to omoio Taipvovy
uépog tov batch kat o otéhvovy oo cluster.

Téhog, vy T obvdeon kol v amootoln] artnudtov oto elasticsearch oe batches
ypnowonomOnke 1 python Bipiiodrkn tov elasticsearch kot cvykekpipéva n Pondntikn
otV onoia £yovv viomombei ot unyavicpoi yio amootoAn bulks mapdiinia. Kabs node
tov elasticsearch éyel ot 6140g0m TovL kAo thread pools dote va Pedtidoet ™) ypfon
Kot ™ Sayeipton g pvnune. Avtdg o pmyaviopuds ekpetoidevetor to ThreadPool mov
£xel puBuiotel oto cluster kot oe cuvdvacud pe ta threads mov dnuovpyei to TPOHYpapu
npoonafei vo, avénoetl ) pon towv flows mpog amobrkevon oto elasticsearch. Ta thread
pools £&yovv emiong Kol OVPEC MOV TOVG AVTIGTOLOVV Kol EMTPETOVY GE didpopa
ocuuPdvto, mOL Eivol OTNUATO TPOC OMOONKEVOT GTI GUYKEKPLUEVY] TEPITTMON, VO
pumopobv vo kKpotodvtor pExpt va EpBel 1 ogpd tovg avti vo amoppintovial. [o Ta
artquate Tpog amobnkevon ypnotpomoovviar 10000 events mov omdve oe 5000 yio
kaBéva, amd ta 4 threads kot otabepd apbpod thread pools mov givar dGot Kot ot Tupveg
TOV pnyoviuotog pe péyebog ovpdg 200.
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4.2.4 Epyaicio kataypapiis & Evopylctpwon
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Zynua 4.6 AenwToOUEPELES APYITEKTOVIKHS TOV GTAOIOV EVOPYHOTPWGCHS THS TAATYOPUOS

Avto etvor 10 TEMKO GTAO10 OV €xEl Vo KAvVEL pe TN dnpovpyic Kot TNV mpocfacn ot
monitoring clusters ta omoio amotelovvtal and 6vo elasticsearch data nodes mov givar kot ev
duvapelr master, évav elasticsearch client node kot évav kibana node. H dnpovpyior ko n
dwayeipion tovg yivetoanw amd to Backend API. To kubernetes emdéybnke mpokewévov va
yivetonw €0koAn evopynotpwon tov cluster, dwyeipion tov cvotuatog omobnkevong, va
VIGPYEL PO OTOpOVMDGT Tov evog cluster pe to GAho kaBdg emiong va yivetor e0KOAN Kot

ypryopa 1 ekkivinon kat n Tovon Asttovpyiog Tov cluster.

Apykd, yperdotnke va gtioytodv To. amapaitnto docker images kot va avepfodv oto Docker
Hub dote va pmopei to kubernetes va ta Bpioket kot vo kotefdlet Tig d1dpopeg EKdOGELS TOV
image. Ta images eivor Poaoiopévo ota emionuo images povo mov éxovv mpootedel kot

oALGEEL KATTOWL TPAYLOTO Ylo. TIG OVAYKES TNG SmMAMUOTIKAG. Mia ond Tig Pooikodtepeg
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aAlayEG lvan 1 adAayn Tov KOpLov image oto omoio Pacileral dote vo pewwbei katd 80% to
uéyeboc Tov image kot va Umopel vo, EKKIVIIOEL 1o YpNyopa KoBMC 0vTd POPTOVETOL 0TI
pnun otav Eekwvder tn Asttovpyio Tov To container kot dpa M peiowon avty PeAtioos
dpopatikd TN SloyelploluotnTa. Tov  container kuvpimg xotd v ekkivnomn. Emiong,
npootédnkay Kol evoouotodnkay Kamoleg petofintéc mepiPdAioviog (environment

variables) ®ote va mpodidovv tov poro tov elasticsearch node (master, data, ingest).

Topo Oo avorvbel o tpdmoc mov ta dlapopeTikd container péco ota pods tov kubernetes
glvan dopnuéva, mote va divouy mpocPacn otov ypnotn mpog to Kibana aAldé ka1 to REST
API tov elasticsearch. Apywd, a&ilel va onueiwbel 6t1 To elasticsearch emikovmvel pe tovg
dAAlovg KOUPOLC GE OCLYKEKPWEVT TOPTO UE £VO, ECMTEPIKO TPOTOKOAAO UETOPOPIC
(transport) mov eivar eviehdg acHyypovo, mov onuaivel 6t dev vdpyel kamoto thread va
UTAOKAPEL TEPUEVOVTOAG Yo, KGmola amdvinot. Emiong, o unyoviopog mov vmdpyel ®ote
dnuovpyei ta, cluster oto elasticsearch ypnowomotel avtd 10 TPOTOKOAAO KO AdyeTan unicast
discovery. O unyoviopdg ovtdg omortel oo AMioto pe Kamowovg nodes Tovg omoiovg
YPTOULOTOLEL GOV EVOLAUESOVG Yo VO pabaivel TAnpopopieg Yoo TOVg VTOAOITOVS KOUPOLS
oV TOPTO TOL OKOVEL TO TPMOTOKOAAO peTaopdc. TEérog, yia vo yivel tehkd évog kOuPog
tov elasticsearch péhog tov cluster xatd to unicast discovery avtaAldocovtal TANPoPopieg
omw¢ to Ovoua tov cluster. Av emkowvovia givarl emtuyng Kot £xovv to id1o dvoua cluster

1o1E 0 KOUPOC yivetar uéhog tov cluster.

Me avtd cov dedopéva Kol To OTL DITAPYEL Lo oKOUa TOPTA otV 0mtoio akovel 1o REST API
tov elasticsearch, mov ypnowonoleitatl yio TV anooToAn artnudTeyV, dmotodveTol 6Tt o
ypewotovy 6o kubernetes services, 1o éva mov Oa eivar vmevbBuvo Yo THV ECMTEPIKA
gmkowvovia tov elasticsearch kat éva yio mpdofaon tov ypnotdv oto REST API. T v
£0MTEPIKY emkovmvio, Tmv nodes ypnowomomdnke ka1 evoouatddnke péoa oto docker
image éva plugin, o elasticsearch-cloud-kubernetes, mov Ponfder otov unyovieud yio v
ghpeon tov GhAov hodes (unicast discovery). Emiong, ypnowonomdnkay mg dloyelplotég
(controllers) ta Aeyoueva deployments, mpokeluévon va pmopovv vo, aArdlovv ot pubuicelg
TV Pods mo gdKoAw, VO, UTOPOVV Va, TPOOTIOEVTOL KATO0l OUTOUATOL UNYOVICUOL Y10, TNV
KMudkoon tov kouPov kot yio va emPrénet 6t Oo eivan dtabéopog Tavta o apdpog tmv
KouPBwv mov éyel dnAmbel oto apyeio pe v meptypagn tov controller, pod ko container. To
apyeio pe TIg TEPLYPUPES OVTEG OmOTEAEL OVoLaGTIKG KOt TIC puOuicelg Tov kabe elasticsearch
1N kibana node. T tov Adyo avtd ypnouonotovvtar Jinja2 templates and to Backend API
OV GULUTANPMOVEL O1dPopa oToLElD Amd TO €100G TOL GLOTNUOTOG AMOBNKEVONG UEXPL TIC

petapintég mepiPdAroviog mov mbavov va yperalovtal. Me avtdv tov TpoOTO 1 dnpovpyio
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pods oto kubernetes givor o dvvapkn kot dev eEaptdron dueco, amd 1o i60g TG EPOPUOYNG

7ov o, TpEéet.

Yvvoyilovtag, To Kibana node pildet pe to service tov client node mov givat vevBvvo Yo 0
REST API tov elasticsearch kot tavtdypova to Service tov dnMpoclonolel Ty moOpTo 6TV
omoia gival dwBéoipa ta epyareio Tov. O client node tov elasticsearch emikowvwvel pe tovg
vrorowmovg nodes tov cluster uéow Tov service mov &xovv OAOL Y10, TNV EMKOWMVIOL UETAED
tovg. Toavtdypova, 1o REST API tov kd0g node givar d10béo1po yio toug ypriotes. And wicwm
aVTO OV YiveTon eival 6Tt vVITdpPyovy T POds Ta omoia dayelpilovtal To avtioTolyo container,
TIG TTOPTEG OV ONUOGLOTOLOVVTOL TPOG YPNOTEC Kol GTOVG GAAOLG NOdES Kol T0 GVGTNUO

amofnKevong.
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A&oloynon Yiomoinong

210 KEQAAOO QVTO, OPYIKE OVOAVETOL 1| TEWPARATIKY dtadtKacio Tov akoAovdnonie Kot Ta
apyelo 0edopévev Tov  OMUoLPYHONKAY Kol YPNCIULOTOMONKOY Yot TIS OVAYKES 1TNG
mpocopoinong aindwng kivnone. Eniong, mapovcidlovtor ta dedopéva to omoia eEdyovtan
and Vv Gve dadikacio kot oty cuvéyela aloAoyobvtal og oxéon pe to Logstash alid ko
TO TAOG CLUTEPLPEPETAL PUE TOALATAOVG YPNOTES KAT® amd kivnon ~1-2Gbps.

Mo mv e€aynyn coumepacUATOV KATd TN StdpKeln TN aEloAdYNoNG ETPEYAY TEWPAUATA Y10,
~30 \entd, to omoio onuaivel 0TL £mpene vo vadpyel uéco oto Kafka o anapaitmrog apiOuog
unvopdtov dote M «kataviioony, ereepyacia ko 1 amobnkevon tov oto elasticsearch

cluster va un dapkei Aryotepo.

5.1 Hepouatiky owarain

Sy  7mEpopotikn  owdtaln mov  emiéyOnke otdyog Mrov petald 1OV AV Vo
ypnooronbovy 6o to duvatdv yivetar Aydtepotl topot. ['a avtd 10 Adyo og Evav KOuPo
GUVOLACTNKAV TEPLGGOTEPO TOV €VOC OTUOIOL amd OVTO TEPLYPAPNKOY GTO KEPAALO 4.
BéBaia, yio v tomobétnon tov kabevog ototyeiov oe évav kOuPo ANeOnkav vadym ot
VTOdOpEC oV Ypelaletal o Kabévo 00TOC MOTE Vo, Un YPECTEL, TOLAGYIGTOV, KATG TN

SLAPKELN TOV TEPOUATOV Vo S1EKOKODV TIG 1018C.
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2ynua 5.1 Hepapatikis oataln Simiopatikyg

aVAPEPOVTOL GTOV TTOPAKAT® TTIVOKOL:

stoueio Nepiypadn
CPU 4cores @ 2.1 GHz
RAM 8 GB
Disk 50 GB

Epyaleio ‘EkSoon
SflowTool 4.0.1
Kafka 0.10.2

Emiong, yio v a&oddynon g KMUOK®OGIUOTNTOS TNG TAATPOPUOS EXEl oXeSOOTEL KOl O
apfpog tov kopPov mov mpootédnkav oto kaOe cluster katd tn didpkeln TOV TEWPUPATOV.

O1 nopot mov ypnoonomdnkay frav and tov ~Okeanos. Ta yopakTnploTikd Tov KOufov

IMa v vAiomoinon ypnoyomomdniay ta gpyoieio mov oyoldotnkay 610 kepdiaio 4.1 yuo
TNV TPOCOUOI®OoT Kivinong Kot ev Télel TV amobBnkevon g kivnong oto Kafka. Zyetikd, ue

TIG EKOOGELS TOV EPYUAEI®V TTOV ¥PNGLULOTOIONKOY divVETAL AVAUPOPIKE O TUPUKATM TIVOKOG:
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Zookeeper 3.4.9
Elasticsearch 533
Kibana 533
Logstash 5.3.3
Kubernetes 1.5.2

5.2 Datasets

I T1g avayKeg g SIMAMUOTIKNG Ypnoiomombnkay ot ehebbepeg ekdooelg v datasets tng

Maxmind. Exriong, ywo v aviiotoiyion biotikov ue dnuooteg IPS gtidytnke pe ) Pondewa

€vO¢ script mov avamtoynke éva json apyeio pe ~400.000 ypopUéC-0vTIGTOLNGELC.

Yuykekpiuéva, ypnotpomombnkoy o Geolite2 [37] datasets mov divovv TAnpo@opieg yio v

tonmobfecio pag IP kot to awtévopo cdotnua oto onoio avikel. H doun yio tnv tomobecia

uoag IP mepilapfaver ta e€ng:

city: 1o Ovopn g mOANG amd Omov mpoépyetor ue IP, péco oe avtv v
TANPOQOpio TEPIAAUPAVETOL TO OVOLN TNG TOANG O€ JAPOPES YAMGGES KOOMG Kot TO

YEDQYPOPIKO UNKOC Kol TAUTOG
country:to dvopa g ydpag tpogrevong pog IP
continent: o kK®OKHS KAl TO OVOUQ TNG NTEIPOL

subdivisions: mpdKerton Yo o YPOUUOTOGEPA HE UEXPL TPELG XOUPAKTIPES TOV
glvar cuvdedepévn pe Ty meployn amd 6mov tpoépyetar n IP

T VEOAOLTTO TTESTOL TNG dOUNG OE LAG EVOLUPEPOLY AUEGT

H doun y1o. o awtdvopo cvotnue teptiapuPavet ta e€Nc:

network : mpdkertar yuo. tnv IPv4 i IPV6 oe CIDR popon

autonomous_system number :0 optOpodg Tov AVTOVOUOVL GLGTAATOG TTOV EivoL

ouvoedepévn a 1P

autonomous_system organization: o opyaviopog mov efvar cuvoedEUEVOG

LE TO TOPATAV® TTESTO
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Yyxetikd pe v kivnor, ypnowomomnke xivinon ond 1o IloAvteyvelo mov eiye yivel
anonymized. Xto mlaicio o&loAdyNoNg G TAATEOPUOS KOl TOL TPOTOL YPNONG TNG

ypMnooromdnke emiong kol KOURATL Kivnong and diktvak| enifeon.

5.3 Hoapovciacny aroteiecuatmy

210 emdueva vroke@aiato Ba egTacTodV To akdAova:

e To index/s oto Elasticsearch péow tov Logstash kai evog python mpoypdupotog mov
vAoromOnke pue dvopo Smonnet (Sflow MONitoring NETwork), pe kot yopic mtepetaipm

EUTAOLTIONO TNG Kivnong pe Bdon kamolo datasets

e Tn ypnoyomnoinon Tov enefepyaotr) Kal TG LVNUNG Yo TNV i1l pe Tave mepintmon

e Ta id pe TO TOPATAVEO GE TEPIAT®ON 0VO Kl TPIOV YPNOTOV YPNCLUOTOIDVTAS TO
Tpoypape o€ python

o Tn ypnowomnoinon tov exelepyaoth Ko tng pvnung tov Elasticsearch cluster

e Tov ypdvo andkpiong yia T dnpovpyia véov Elasticsearch cluster

Téhog, mapovoidletal Eva USe Case ypnong Kol EKUETAAAELONG TNG TANTPOPLOS Yo TNV
Kotoypagn Kot tov evtomiopd mifavig DDOS emibeong péow evog dashboard mov

vAoromOnke oto Kibana.

5.3.1 Logstash vs Smonnet

Apykd, cvykpivovtar 2 Avoeig tov Logstash kot tov Smonnet ue amiéc pvbuioeic, pukpd
batches kat ywpic ) ypnoonoinon dAov tov TOpwv mov divoviatl. Yotepa, dNuovpyodvol
ueyaidtepo batches kai xpnoipomolodvIol TopmTaved TOPOL TOV GVGTHLOTOG OTNVY TEPITTOOT)
tov logstash av&dvovtag peta&d dAlmv tovg WOrkers koi otnv mepimtwon tov Smonnet
dnuovpymvtag threads dote va vadpyst 0 Atydtepo duvatdg vekpog xpdvog ueta&d g
amdvnong tov elasticsearch ywo emitoyn amobnkevon kot dnuovpyiag Tov emduevov batch.

Télog, yivetar amdd 1 avtiotoiynorn petadd WoTiK®V Kot dnuociov IPS.
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index/s

12000

10000

8000
6000

4000 —

2000 - —
o N

Logstash ‘ Smonnet Logstash Smonnet

not configured max resources MT 1proc

simple process - 1proc node

Zyiua 5.2 Avgypappuo arnédoong Logstash kar Smonnet evdg process

IMapatnpeitar 611 6TV TEMKN TOL popeN TOo Smonnet pe 1 process sivor kotd 500 index/s

yepotepo. ' to Adyo owtd mpootibeton €va okOuo Process yiw vo PeATidosl To

AmTOTEAEGUATO, TOV SMONNEt Kot Yo KAADTEPT YPNCIUOTOINGT) TOV GLGTNHUATOG.

index/s
12000
10000
8000
6000
4000
2000 -
o .l
Logstash ‘ Smonnet Logstash Smonnet Smonnet
not configured maxresources | MT lproc MT 2procs
simple process - 1proc node simple process

Zypa 5.3 Aigypappa anédoens Logstash ker Smonnet 2 processes

H televtaio mpooOnkn Peltiooce onupoviikd To OTOTEAECUOTO KOL OO TO TOPOKATE

YPOPAHOTA YIVETAL POVEPO OTL TOPA TO Process mov mpoctédnke To SMonnet ypnoylomoiet

Mydtepovg mopovg and to logstash mov divel epBdpro yia kodbtepn amddoom.
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cpu (%)

80
70
60
50
40
30
20
: _

0

Logstash | Smonnet Logstash Smonnet Smonnet

not configured max resources MT 1proc MT 2procs

simple process - 1proc node simple process

Zyfuo 5.4 Aiaypapuo ypyoiuonoinens CPU rov Logstash xer Smonnet 2 processes

memory (GB)

3,5

2,5

1,5

0,5

Logstash Smonnet Logstash Smonnet Smonnet

not configured maxresources, MT 1proc MT 2procs

simple process - 1proc node simple process

Zynpa 5.5 Avgypoppa ypricns pviung tov Logstash ker Smonnet 2 processes

Télog, ypnowonolodvron ko To. datasets mov meptypaenkay yio Tov EUTAOVTIGUO TNG Kiviong
Kol ywo vo mopatnpnfel m omddoon TOV GLOTNUOTOG KAT® OmO UEYOADTEPO (QOPTO

VIOAOYIoU®OV KAMpokdVovTag kabeta alt (scale up) To smonnet.
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index/s

7000
6000
5000
4000
3000
2000
1000 -

Logstash Smonnet Smonnet

max resources MT 2procs MT 3procs

Geolp process

Zyfjua 5.6 Aiaypapuo anédoens Logstash ker Smonnet 2 kaz 3 processes xavovras GeolP
processing

Topatnpeitor anevbeiag 6Tt Adym g Topomave enelepyaciog Kot Tov ueyébovg twv datasets

KATOVOADVOVTOL TOPUTAV® TOPOL Kol EMIGNC UELOVETAL 1] AtOS0GT KOTA TNV aodnKevon.

cpu %

0
80 -~
70 ~
60 -
50 -+
40 -
30 -+
20 -~
10 +

Logstash Smonnet Smonnet
max resources MT 2procs MT 3procs

Geolp process

Zynpa 5.7 Awgypapua ypyoyoroinens CPU Logstash kar Smonnet 2 ko 3 processes
kavovrag GeolP processing

Ye avtd to onueio mpootifeton Ko ypaenuo yio o load Tov cuetipatog Tov deiyvel To Katd
OGO YPNOLOTOLOVVTOL Ol TUPNVEG. ZUVOVOOTIKA HE TO TUPATAV®D YPAPNUO LE TN
YPNOLOTOINGN TOV ENEEEPYNOTH, PAIVETOL TVXOV GUUPOPT|ON KOl 1] TACT] AOPAVOTOINGTG TOV

eme€epynotn KOTA TN Ol0KOMY Yo eMKOWV®Vie, He TOV 6i0KO M HE TO JikTvo. AdOY® TOV
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nepPariovtog pe modhd threads ko processes, coupova pe to [43], orolodnmote Metrics mov

oyetifovton pe 1o IPS 6g cupfdriovv oty a&loAdynon evog GUGTILOTOG.

load
6
5
a -
3 -
2 -
1 -
0 -
Logstash Smonnet Smonnet
max resources MT 2procs MT 3procs
Geolp process

Zyijuo 5.8 Aiaypapua tov load rov Logstash xker Smonnet 2 kar 3 processes xkavovrag
GeolP processing

IMopatnpeital, Aomdy, OTL VAGPYEL YOUNAT GYETIKAE ¥PNCIUOTOINGN Tov emelepyaotn ALY
UEYOAOC POPTOC GTO GLGTNHO. AVTO oQeidetal amd TN pio AOY® Tng GEPLOToinoNg TV
YPAYOP®V UEV OALG TOAAGDY Kol GVYV®V g dikTuakdV arthoewmv mpog to Elasticsearch cluster
nov mpokorel avapovh otov enefepyaotny (I/0 wait) kot amd Ty GAAN AOY® TG GVOUOVHG

g enelepyaciog Kot GLAALOYNG OAMV QLTOV TOV ULTHGEMV.

memory (GB)

5,00
4,50
4,00
3,50 -
3,00 -
2,50 -
2,00 -
1,50 -
1,00 -
0,50 -

Logstash Smonnet Smonnet

max resources MT 2procs MT 3procs

Geolp process

Zynpa 5.9 Advgypaupa ypriens uvijung tov Logstash ket Smonnet 2 kar 3 processes
kavovrag GeolP processing
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Téhog, mapoatnpeital, OnOG eival OVAPEVOUEVO, TOC AOY®D TOV TEPIGCOTEPMY OPYEI®V TOV
QOPTAOVOVTOL GTI LUV OAAG KOl TEPLGGOTEPMV PrOCESSES OV TPEYOLV CLEAVETAL 1 ¥PNOT

NG MVAMNG.

5.3.2 Amokpion ce cVGTUA UE OIAPOPETIKOVS XPHOTES

210 ovykekpiévo onueio a&ilel va onueiwdel Eovd 6t Aoy Tov TPdTOV TOL JOVAEVEL TO
Kafka ka1t o consumer tov, 6mo¢ éxst MON meprypogei, Ponbdst ot KApdkmon Tov
ovothpatog. Emiong, Ady® tov tpdmov mov avamtdydnke to smonnet vadpyel n dSvvaTotnTOo,
OMOC LOAIG QAVNKE, Va. TPOoTIBEVTAL Processes kot dpa vo KAHOK®VEL To ovotnue (scale up)
BonBadvtag oty amdd0cn TOL Kol KAAVTEPT YXPNOLOTOINoT TV TOPOV. ZTNV TEPINTMOO
TOPOTAVE® YPNOTOV, TAM dnpovpyeital £va Tapamdve Process mov €xel Eexmpiot GUVOEST
oto Kafka ka1 oto kavovpio Elasticsearch cluster kot €xet tnv idia 1oy0 pe to Process mov

£€TpEYE TPLV.

Me 6ha TO TOPOTAVE®, CUUTEPOIVETOL KOl OOOEKVOETOL OTL dVO Processes &yovv tnv idw
amOO00T] KOl KATOVAADVOLV TOLg 1d1ovg mopovg eite Ppiokovror otov 1010 kOuPo eite oe
StopopeTikd. Apa, 1 HEAETN YO TEPLOGOTEPOVS YPNOTEG divel Ta 1d1a OmOTEAEGUATO UE QLT
TV ToAaTA®V processes. Ewdikdtepa, ToAAATAOL ¥P1OTEG KATAVOADYVOUV TOVGS i3100G TOPOVG
OV  KOTOVOADVOVY TOMATAG Processes kot 1 omddoon TOL GLOTNUATOS KOTh TNV
amofnkevon givarl 1 010 KaODC VILAPYOVY JUPOPETIKEC GVVIEGEIC KOl KATAVAAMGT ¥POGVOL

SLOPOPETIKOD TLPAVAL.

Av16 Tepropilel kammg Tov apldpd Tmv xpnoTdv mov umopei vo avié€el £va cOGTNIO OTOV
apuo Tev Topivev mov dtabétet. [apoia avtd, COUE®VA UE TO, TOPUTAVD YPAUPHILUTH GTNV
TEPIMTOGCT TOAAMY ProCesSes kal Apol EVOEYOUEVOV YPNOTOV, AOY® TG YOUUNAOTEPNC XPNONG
TOV TOP®V SOTICTOVETUL TOG LIAPYEL KAmO10 TEPODPLO Yo TOPATAVED YPNOTEC OTO TOV
apud Tov mpNvov Tov cvotNuatog. O aplOudg Tmv Processes-ypnoT®dv mov UTopPEl va
avté€el TeEMkd éva cOOTNHO LEAETATOL OTO TOPOKATMO VTOKEPAAOLIO GE GUVOLOCUO UE TNV

a&loloynon g KMpokoowdtrog tov Elasticsearch.
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5.3.3 Kiwarxwowornta Elasticsearch kai Smonnet

YKkomog avtng g afloddynong sivor va PBpebel o apBudc tov moOpwv mov ypeldleTal To
elasticsearch oe oyéon pe tov aplBud TV Processes tov SMonnet ovtwg dote vo
tomoBgtovvtar katd T Snuovpyio tov cluster ov katdAAnAn moépor ota container tov
Kubernetes. Eniong, n oyéon processes ue shards ko elasticsearch xoéppov 6o pmopei va
avadeifel 010 MEPimOV Ko Evav avdTOTO OplOUd Processes mwov pmopel va oviéEEl TO
elasticsearch. Me avtov tov tpomo B umopel va gavel kot katé 1060 PTopohv vo, VIhpyovV

mEPLGGOTEPO, ProCESSES KoL dpa ¥P1OTEG AMd TLPNVEG,.

Ta kOplo YopoKTNPIOTIKE TOV PLOUICE®V 7OV EPAPUOGTNKOY OTOLS KOUPBOLS TOL
elasticsearch mépav tov pvOuicemv 610 GUGTNUO OCYETIKG UE TNV EWKOVIKN HVAUN, TN

filesystem cache ka1 dAha, sivat:

e index.refresh interval = 5s, pe avti m pdOuon to elasticsearch pécw
tov Lucene eptidyvel éva katvovpro tunquae (segment) kébe mévie devtepOLETTO KO

10T€ avavemvetal To index pe kovovplo £yypopa

e index.translog.durability = async, kB¢ shard £yl éva transaction log
N write ahead log kot kdfe aitnpo ypaeetar mpdTo ekel Votepo oTOV dicko. Mg
avtiv T poOwon yivetoaw flush teov transaction logs otov dioko kdébe éva

GUYKEKPIUEVO SLAGTN L0 GTO TOPACKNVIO, YOPIG VO UTAOKAPEL T1) O1aOIKOGT0L

e indices.memory.index buffer size = 512MB, npdkerron yio 10 u€yedog

evog popalopevov buffer peta&d tov shards

IMopakdtom Aourdv Tapovctalovtal To OTOTEAEGUATO Y10, TN XPTNOLUOTToINoT Tov enelepyaot
Kot TG uviung tov koépuPov tov Elasticsearch, maipvovtag tov péco 6po tov koupov kdbe

(OPA OTIG TEPMTMOCELG TOL GTEAVOLV GLTHHATO £VOL, OO 1) Tpiol Processes.
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Zyjue 5.10 Awaypopua ypnoyoroinens CPU diapopetinayv Elasticsearch clusters o

oxéon ue Tov aptBuo twv Smonnet processes
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avg es load
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Zypa 5.11 Agypapua l0ad drapopetindv Elasticsearch clusters e¢ oyéon ue tov apifuo

Twv Smonnet processes
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Zynpa 5.12 Awgypapua xpijons uvijuns orapopetikav Elasticsearch clusters o oyéon ue
Tov ap1fuo Twv Smonnet processes

A6 10 TOPATAV® YPOPNLOTO, TOPOTNPELTOL TOS GTNV TEPIMTMOOT TOV VILAPYOVY TAPUTAV®
shards and koépufovg yperdletor mapandve eneepyaotikn 160G Yo, TO SLOUOPAGHO TNG
TANpogopiog ota Tapamdve shards péco otov kabe kOpPo. Tapmg 0moladNmToTE d1oPOPa.
€lval O EUPAV] GTNV TEPITTMGT] TOV VILAPYOLY ALYOTEPOL TOPOL Y10, AVTO GTNV MEPIMTWOT U

TOVG dVO KOUPOLE 1 VN KOL 1] YPNOLLOTOINGN TOL eneEepyaoT PaiveTol eyoAuTEPT).

Emiong, mapatnpeitol peydAn avénoen tov ¢OpTov Tov GLETAUATOS KOOMG avédvovTal Ta

processes Tov Smonnet. Avtd T0 PAIVOUEVO EYEL VO KAVEL JIE TNV OVOLOVT| TOV ETEEEPYACTN
Yo, oavInon oo tov dioko kabe popd mov okavoorilel kabe shard éva fsync otov dicko.
T 10 Adyo avtd Kidlog teptocdtepo. shards éxovv peyaAdTepo ovTikTumo GToV POPTO TOL

GLOTNHLOTOG,.

Téhog, TapaKaTm dIVETOL TO YPAPTUA TOV VITOSEIKVVEL TOV UEYIGTO aptOLd SMoNnet processes
OV PTOPOVV Vo aTéAVOLV autrpoto o€ éva, elasticsearch cluster pe 0o kat Tpeig kKOpPovg.
Aéiler va onpeindel 611 oM amd o vopig icwg cuvavindel Kamolo anpdcUeEVT] CLUTEPLPOPA
Katd v amobnkevon (indexing) kabmg kat 0 pLOUOS TOV EYYPAPOV 0V SEVTEPOLETTO

(index/s) og aWTEG TIC TEPIMTOGELS EUTEPIEYEL TO UEYAAES SLUKVUAVOELS 1] KOL LEIDGELC.
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Zyjue 5.13 Ménoroc apiBués Smonnet processes yia drapopetika Elasticsearch clusters

5.3.4 Xpovos arnokpiens véwv Elastisearch clusters o Kubernetes

Me Bdon to mapandve, ommg £xel 1O meptypaei, dnuovpyndnkay kdémowo docker images
Y0 TIC OVAYKEG TNG OIMAMUATIKNG. 6T000, AOY® TOL UEYAAOL UeYEOBOLC TTov glyav Ekave T
dwyeipton toug apketd apyn. o avtov to Adyo, £yive aArayn Tov BacKOD AELTOVPYIKOD TOV
omplotav To image dote vo umopel va eKKIvioel ToAD Lo ypryopa.

IMapakdto mTopovoldletal o xpdvog amokplons yo ) onuovpyia evog evog Elasticsearch
cluster oto Kubernetes pe 6o master-data xoéppoug kot évav client poli pe to kibana amo
GTLYUN TTOL Yivel To aitnua yio T dnuovpyio Tov uéypt va dnpuovpyndei Kot va yivel epeaveg

7o véo index oto Kibana.

Monitoring cluster creation time
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centos base alpine base

Container Base image

Zynpa 5.14 Xpovog dnurovpyiag véwv monitoring clusters ezo Kubernetes
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5.4 Hoapaderyua ypnons

Eeehyovtog KAT®mG 0md To TPONYOVUEV OTASIN O AVTO TO VTOKEPAANLO OIVETOL EUQOOT)
GTOVG TPOTOVG YPNONG KOl EKUETAALELONG TNG TEMKNG VANPECING OV TPOCOEPEL QLT 1|
mAoTEOpUe Kol €xel Vo Kével pe TO gpyOAeio KOTAYpOP)S Kol TOPOKOAOLONGNC.
Yvykekppéva, to Kibana eivor 1o gpyodeio mov pmopei vo ypnoyomombei yio tyv tehkn

0vVEAALGN OTTIKOTOUDVTOG TIC GUGYETICELS TAV® GE GOVOAN OESOUEVDV.

Ta dashboards mov pmopotdv va dnuiovpynbodv oto Kibana divouv o sikdva tov dedopévov
KkéOe oTiyun kot umopei va avadei&ovv v mepinT®on KOmowg SIKTuakNG enifeonc kot mo
ovykekpiuéva kdmotov tomov DDOS (Distributed Denial of Service). Mia enifson eivor tomov
DDoS, 6tav évag peyahoc aptBpog unyovnuatov €xel tpocPindel omd kakoPovAo kmduka
Kol Tpoomabel TOLTOYPOVE KOL GLVIOVICUEVO, HETA TMV 0dNYIOV TOV EMITIOEUEVOL Vo
g€ovbBevcovy Tovg TOPovg Tov BOHLOTOC KoL Vo TO avayKaoovy va apvndel Tig vin- pecieg
TOL GTOVG VOULLOVG (PT|OTES.

e pilo amin enifeon apvnong mTopoyng LVANPECING 0 EMITIOEUEVOC XPNOIUOTOIEL Eva JIKTLO
oo TPoGPePANUEVOVC VTOAOYIGTEG O1 0TToi0L dlakpivovTal 68 apévteg (master) Kot GKAGBOVS
(slave). O emtiBéuevog kabodnyei kot TPooTAlElL GTOVS APEVTEG KOl EKEIVOL LUE TN GEPE TOVG

k000N yohv Toug GKAAPOVS Va EKKIVAGEL 1) €ltifeon Ttpog To emtBounto Boua.

[j Hacker's Machine

[\
g RN ) p—-—.

. g i Edge Router Under Stress

Customer Link Under Stress

D Host Server Under Stress

Victim

Zynua 5.15 DDOS ermifcon
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Eivar apketd odvnbeg oe této100 €idovg embéoeig o makéto mov otéAvovtol 6to Bdua va
€xovv drapopetikég devbivoelg and Tig mpaypaTikég oevdiveelg (spoofed). Avti n teyvikn
TpoTIdToL Yioe 600 Adyovc. Amd ) plo o emtBépevog BEAEL va amOKPOYEL TIG TPAYLOTIKESG
dtevbivoelg tov oxAafov Yo vo punv pmopet va aviyvevBet ) mnyn g enibeong kot and v
dAAn va pmopel vo evaAldocel duvapkd Tig devbivoels tov emrtiféueveov OoTe va Uy

UTopovv vo, epaprocBodv oToTikd GIATPO Y10 TNV AVTIHETOTION TOV EMOEGEDV.

TN 116 avaykeg g SmAMpOTIKNG ypnoonotOnke dataset Tov TAnpoi o YoPOKTNPIGTIKA
DDoS «ivnong. Zvykekpuéva, £xel vo KAvel pe Tpelg dapopetikés IP mpoélevong ol omoieg
TNYoivouv Kol «yTumdve» Kamow/eg cvykekpiuéveg [P gvog opyavicpod ce GUYKEKPIUEVT

ToPTO.
1o mapakdto dashboard tov Kibana gaivovtot ta e€ng:
e 'Evog yGptng cov heatmap mov deiyver amd moleg mEPLOYEG TPOEPYOVTAL Ol
neplocotepeg IP mnyng
o MetpnTéc 6€ £vO GUYKEKPLLEVO XPOVIKO OLAGTN O GYETIKAL LLE:
o Tov apBuod tov povadikdv IPS (tnyng Kot tpoopiopon)
o Tnv IP npoérevong tov sflow mov cuvavtdral ntepiocdtepo
o Tnydpa amd 6mov mpogpyovtal o1 teplocotepes IPS mpoéhevonc

o H IP mpoopiopod twv mepiocdtepov flows mov éxovv yio IP mpoéhevong

OLTHV TTOL GLVAVTATOL TEPIGGOTEPO
e Aldypoppo mov Oeiyver tov oplBpud TV YopdV amd o6mov mpoépyovtar ot IPS
TPOEAEVOTG GE GYEON UE TOV YPOVO

o Aldypoppo mov Aettovpyel oav deiktng yia emibeorn popeng DDOS coppwva pe to
[42] xon mephapfaver Tovg petpntég amo 11 tpelg IPS mpoéhevong mov cuvaviodviot
TEPLOCOTEPO OLAPEUEVEG LLE TOV GUVOMKO aplOud TV TOKETOV GTO 1010 YPOVIKO

dloT o

e Adypoppo og popen| mitag mov cvoyetilel omd mola IP mpoéhevong npoépyetan Eva

makéato kot o€ wo1o VLAN kot mopta mpoopiopod katevbovetan
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Enidoyog

Xe auTO T0 KEQOAOO TOPOLGIALETAL [0, CUVOYN TNG TOPOVCOS SIMAMUATIKNAG EPYACIOG Kol
GUUTEPACLOTO TOVEO GTNV TEPAUOTIKN dadikacio. Emmpocshitmg, mopatifevrar Sidpopeg

TPOTAGELG Y10 PEATIOOT KO TEPOUITEP® EMEKTOCT] GTO LEAAOV.

6.1 Xdvown kou counepdcuata

MV TOPOVGH SIMAMUOTIKY €pyacios Tpotdonke o TAATEOpUo TOL GLAAEYEL dedouéva
(logs) amd vodopéc Kot Exel 6TOXO VO TOPEXEL KOT™ amaitnon 6€ S10pOopETIKOVE EVOiKOVG TOV
ATOUPOITNTO UNYOVIGUO Y10 KOTOYPO(PT Kol TOPaKoAOVONGN ovTdV TV Jedouévav. X
GUYKEKPIUEVT] JIMAMUATIKT 000NKE £UQOOT] GTN GLAAOYN SIKTLOK®OV JEOOUEVAOV OO TOLG
HETAY®YEIS KOt Yo Vo avTamokpldel oTIC amaitioelg Tov £xel 1 diktvakn kivnon peletnonke
N anddoon g mAaTEOpLog katd v kataypaen (indexing) cto epyaieio amobfikevong Kot
avaivong, to Elasticsearch. Xto mhaicio ¢ amddoong peketnOnke n KMUOKOGIUOTNTO TNG
TATEOPUOG Kot cLYKpiOnKe o Avon pe xpron tov Logstash mov avnikel ki avtd oto ELK
stack pe to Smonnet. To Smonnet eivor éva python mpdypoppa mov avortdydnke ya Tig
OVAYKEG TIG OIMAMUOTIKNG TO 0Toi0 emTpénel Ko T ovvdeon o€ dapopetikd Elasticsearch

clusters tavtoypova.

TyETIKO UE TNV 0mOd00oN TAve oty omobnkevorn tov dedouévav mapotmmpninke 0Tl 10
Logstash kotovaAdvel peydAn vroloylotiky 1oy0 AOY® TV QIATP®V OV YPNOLUOTOLEL ue
amotélecpo va emnpedlel apvntikd tov pvBud amobrxevong. Xe ovtiBeon to Smonnet
QAVNKE OPKETA O EVEMKTO YPNOLUOTOIDOVTAG TUPOTAVED ProCcesses mote va kavel scale up
Kol €V TEAEL v KAVEL OTEAVEL peYalvTepo apBpd outnudtov mpog to elasticsearch. Tlpog

avTV TV KatevBovon, £yve kot 1 aEl0A0YNoN GYETIKA e ToV aplOud TV Processes kai Tov
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ap1Bpo tov shards kot kopPwv tov elasticsearch. Xe avtv v wepintmon dwmiotddnke 6tin
avénon tev kopPov tov elasticsearch dev Beltidvovy 1060 ™V amddoon kat Tov puOud Kot
v amobrjkevon, avtifeta dievkolvvel katd to ddfacua, cOUP@VE Kot P TS TYES [43] ko
[44]. Zvykekpyiéva, katd Vv amobnkevon kot 1o ddfocpo to shard overallocation
KATOVOADVEL TEPIGGOTEPOVG TOPOVLS KOl Olvel OYETIKO YeWPOTEPR amoterécuota. TElog,
Bpébnke o péyiotog aplBuog tmv processes mov pmopei va 6éxetan va elasticsearch cluster
wote va pn yepiCovv ot ovpég kar ot buffers tov xoéuPwv tov cluster. Avtoo édmoe Kot
Kdmoleg mANpogopieg Yo Tov aplBud TV ProcessesS mov UTOPOVV VA GLVLTAPYOLY
TOPUAANACL

TYETIKG PE TNV APYLTEKTOVIKY TG TAaT@Opuag, ypnotpomombnke to Kafka mg message
broker e€attiag Tov otadiov enefepynciog Kot EUTAOVTIONOD OAAG Kot KUPI®G AOY® TOL
bottleneck mov dnovpyeitat, dmmwg givar vokod, katd v arnobikevon oto Elasticsearch.
Ta 30 ovtd otdda kavovv peydin ypnon g CPU yo ta flows mov Aappdavovror. To
Kafka, Aowov, Aappaver acvyypova flows and anpocdidopioto apiBud anydv (petaymyémv)
Kol amobnkevel Tpocwpva o dedopéva eEoparbvovtag €Tl TNV Kiviiorn mov Tpo@odoTeiTal
GTNV TAATQOPLLAL.

Oocov apopd v evopynotpwon 800nke Papvtmra otn ypiyopn évapén evog véov cluster mov
avtiotoyel og véo mehdtn oto Kubernetes. I'o to Adyo avtd yvav aAlayég kot TpoTiuionke
telkd 7o alpine cov Asttovpyikd ot Paon tv images mov dnpovpyndnKay yio TG avaryKeg

NG OIMAMUATIKNG.

6.2 MelAOVTIKES EMEKTAOCELS

H mapovoo dumhopatiky £0moe Epeaon og dkTuakd dedopéva Tov AapPavovtal amd Tovg
petaymyeic. Qotdc0, AOY® Tov 0Tl B Umopovoe va eEumnpeTiogl TOALODS SL0POPETIKOVS
oKOToV¢ Yo dadpmv edmdv dedopéva apysiov (logs) Oa umopovos vo dnuovpyndei éva
mhaiclo 6mov amotvdvovtal To, uEpN tev 10gs ko eumiovtifovtar avaloyo. Zvykekpiuéva,
logs mov Ba poavovtovoay aKop ¥PNoLa ivol avTd omd 1o, VTOAOYIOTIKG CLETHUATE KAOMG
KOl TEPETOIP® TANPOPOpiec amd 10 dikTvo, ONMOC Yoo TOPadetypo puéow tov netflow mov
TePLypapNnKe 610 OcwpnTikd YroPabpo.

H evopynotpwon eivar emiong éva onUavTiKO KOPUATL TG TAATEOpuag Tov adilel mepeTaipm
perértn. To otddio g enelepyociog Kol ELTAOVTIGUOD GUYKEKPIUEVE AOY® TOV TEPIOPICHOV
otov aplfud TtV Processes mov pmopodv vo, otéAvovv tavtoypova cto Elasticsearch won
EMEDN KAUAKMVETOL Y10, SIUPOPETIKOVG YPNOTEG 0TI LOPEN VE®V Processes, o uropovoe va
Tpéxel oav mpoypaupa evog process oto Kubernetes poli pe to Elasticsearch cluster. e avtd

TOV TPOTO €YEl iom¢ evAlaPEPOV 0 TPOTOG TTOL divovtar Topot and o Kubernetes kat o tpdmog
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TOL SIKTLAOVEL T draPopeTikd Pods peta&d tovg. Me owtdv tov Tpomo 6tdY0g givar va yivel 1
TAOTEOPLO O CVTOVOUT KOl VO TANGLACEL O TOAD GE AELTOvPYio Kot Oloyelpton pe avtn
pog eikovomompévng vanpeoiog (Virtual Network Function).

Téhog, AOY® TOV OTL 1] CLYKEKPIUEVT] TAATEOPUO UTopel Vo amotedéosl Bdor piag eviaiog
TAOTOOPUOG AVTANOTG OedOUEVDV, U0, ETTAEOV EMEKTACT B0 UTOPODGE VO EiYE VO KAVEL LE
mv aALcmT) obvdeon GAA®V vanpecidV dnm¢ yio Tapddetypo ovtig mov Ba evtomilet
Kdmoteg emBéoelg 1 onola e T oelpd G Ba cuvdéetal pe Ty vanpecia mov eivar VTevOLVY
Vo QVTILETOTION avTnV TV enifeon. [Iépav and vinpecieg oxeTikd Le AGOAAELD SIKTOMV TOV
uropovv va Pacifoviol oto dedopéva Kot AEITOVPYIES LOG TETOLOG TAUTQOPLOC, 1| TEPETAIP®
avaivon logs kat n epopuoyf aAyopiBumv unyavikic pdbnong uropovv va EpaprocTobY Kot
va yivovtol mpoPAEYEIS YPONS TOV LVIOAOYICTIKAOV 1] SIKTLUK®OV TOPOV DGTE VAL VIAPYEL
KkéOe popd mo amodotikn ypnoonoinon tovg. Eniong, pia térolov gidovg avdivon umopei

va Bonbnoet emiong ndAl og Bépata aceaieiog 1 akOUA Kol 6E TEPUTTMOGELS PAOPOV.
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