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NepiAnyn

To Internet of Things amote)el EexwPLOTO EMIOTNUOVIKO KAGSO pe peyaho evlladépov Tn
ouyxpovn enoxn. YIapxel TANBwpa TEXVOAOYLWV yLA TNV UTIOOTI PLEN TOU KL £TOL €XouV RN
EUPAVIOTEL OL TIPWTEC EUMOPLKEC edappoyEC. QOoTOCO, N TMopeia aAvaAMTUENG Tou elval
OXETIKA apyn. Me Baon ta mapandvw, n epyacia auth mpoloyileTal Ue TNV avantuén tou
Internet of Things w¢ dpapa aAAA KAl WG ETULOTNHOVIKO KAASO0, KATOAYOVTOG OTLG CUYXPOVEG
TIPOKANOEL TIOU OVTIUETWIlEL. BOOWKEG TPOKANOELS QAMOTEAOUV N XPHON OUOCKEUWV
TIEPLOPLOUEVWY SuvatotNTwyv wG Things kabwg kat n EAAewpn amodoTIKWVY TEXVIKWV
Provisioning. Zkomog tng mopoloag €pyociag €ival n avamtuén MPOoEyylong ylo Tn
Snuoupyia Siktbwv Internet of Things, Ta omola avtamokpivovtol OTIG TAPATIAVW
TIPOKANCELG, HUE XpNon Tou TPWIOKOAAoU XMPP. To XMPP amoteAwvtag SIKTUako
TIPWTOKOAAO TOU OTpWHATOC £dAPUOYAG Tou avamtuxbnke yla Instant Messaging,
PpoodEpPeL MANOBWPA TTPOTUTMOTMOLNUEVWY EMEKTACEWV TIOU TO KABOLOTOUV KAVO yLa XPron
Kol o QANeG ePapUOYEC. XPNOLUOTIOLWVTAG TIG EMEKTAOCEL, AUTEC WC OOMLKA OTOLXELD
avamntuxbnke n mpooéyylon, Bacikd onueia tng onolag ival n opadonoinon twv Things ot
Multi User Chat rooms kal n eloaywyn tng €vvolag Tou Provisioning Server, o omoiog
QIMOTEAEL KEVTPLKI) ovtoTnTa TToU SLayelpiletal tov éAeyxo mpooBaong ota rooms. Me Baon
TNV MPOCEYyLon autr, avantuxdnkav tpelg vAomolnoels. H mpwtn adopd BLBAL0BNKN oe
vAwooa Java ywa tn dnuoupyia Siktvwv Internet of Things, pue xpnon tng BLBALOOAKNG
Smack. H 6&eUtepn amoteAel Siadiktuakn mAatdpopua/panel ywa t Slaxeipon Ttou
Provisioning Server. H tpitn uAomoinon adopd desktop edpapuoyn ywa tn dnuouvpyia
SOKLUAOTIKWY SIKTUWYV, UE Xprion TnG BLBALOBNRKNG mou avamtuxOnke.

Négerg KAedia :
Internet of Things, Publish Subscribe, 'EAeyyog IIpdcPacng, Provisioning, XMPP, Multi
User Chat, Smack, Java, Aedouéva AisOnthipov, Eviorég EAéyyov, PHP






Abstract

Internet of Things (IoT) is considered to be a unique scientific discipline with great interest
these days. Plenty of existing technologies can be used, thus the first commercial
applications have already appeared. However, its course of development is relatively slow.
Based on the above, the prologue of this thesis focuses on the development of Internet of
Things as a vision and as a scientific field, concluding with the modern challenges it faces.
Key challenges include the use of limited-capability devices for Things, as well as the lack of
efficient Provisioning techniques. The purpose of this thesis is to develop an approach for
creating loT networks that respond to the above challenges, using the XMPP protocol. XMPP,
which is an application layer protocol, developed for Instant Messaging, offers a variety of
standard extensions that make it capable of use in other applications as well. Using these
extensions as building blocks, the approach has been developed, the key points of which are
the grouping of Things into Multi User Chat rooms and the introduction of the Provisioning
Server, which is a central entity that manages room access control. Based on this approach,
three implementations have been developed. The first is a Java library for creating loT
networks using the Smack library. The second is an online panel for Provisioning Server
management. The third implementation concerns a desktop application which can be used
to build test networks, using the library that was developed.

Keywords :
Internet of Things, Publish Subscribe, Access Control, Provisioning, XMPP, Multi User
Chat, Smack, Java, Sensor Data, Control Commands, PHP






Euxaptotieg

Ba nBelo va ekppdow Tig fabiTatec vyaplotieg Lov atov emiPAETOVTA KaONYNTH LoV KOPLO
Evotéfio Zukd, mov pov mpocépepe v evkaipio vo acyoAndm pe éva 1060 evolopEpPOV
0éua, kabmg kot otov kabodnynt pov gpevvntn kvpro Anuntpn Koloyepd, o omoiog pe
Bonnoe va dapope®cm v dmoyr pov yo to. cvyypova (ntuota tov 10T. H apépiotm
Bonbeta ko KotavoNnomn ToVG AmOTEAEGE Ap®YO TOGO GTNV EKTOVIGN OVTNG TS EpYasiog, OGO
kot ot peténerta e£EMEN pov. Emmpdcbeta, Oa n0ela va evyopiotion kdbe dtopo mov
otdOnKe dimha pov Kab’ OAN TN SEPKELD TOV GTOVOMY LoV Kol 110iTEPA TOVG YOVEIS oV
yopic Tov poybo TV omoimv dev Ba NTov dSuVaTH N OAOKAP®GT) TMV GTTOVOMY LOV.
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1 Elcaymyn

1.1 O btaouvbebeuéveg texvoloyieg atnv otopia

O 0poc d1CVLVOESEUEVEG TEYVOLOYIEC, OVOPEPETOL OTIC TEYVOAOYIEG OV EUTEPLEXOVY TNV
évvola ¢ emtkowvoviog, oyl omapaitnta petad avlponwv aAld Kot unyavav. H cdyypovn
EIKOVOL Y10l OVTEG TIG TEXVOAOYIEC AMOTEAEITOL OO TN OLUCVVOEST] VIOAOYIGTIKAOV UNYOVOV
HECM TOV TNAETIKOIVOVIONK®OV GUGTNUATOV.

H mopandve eikdvo dev Ntav Tavta €161 XopoKTNPIoTIKO OA®V TOV TEYVOALOYLOV gival M)
e€EMEn. 'Etol ko ot d1ovvoedepéveg TeXVOLOYIES, TPOEKLYOV MG OTOTEAEGUO HLOG
e€elMrtikng dadikaciog, oty onoio. cUVTELESE €vol SIKTVO SLOPOPETIKAOV TAPAYOVTIWV, UE
Eexmplotong okomovg 0 Kabévac. Tétolol mapdyovteg amoTteA0VV EMIGTOVIKOL, EUTOPIKOL,
TOALTIKOL KOl KOWVOVIKOT KUKAOL.

1.2 H avamrtuén tou dtadiktuou
To dwdiktvo amotelel mAéov TV Kuplapyn Sracvvdedepévn teyvoroyio. Ymoroyiletal mwg
10 2017 o1 ypnoteg ToL dradikTvov Eptacav to 3,578 dioekatoppvpla, dnradn to 48% tov
ToyKOG L0V TANOVGHOD .
Individuals Using Internet
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Jxnua 1, Moaykoouto mooootd nAnBuaouou mou xpnotuomotel to StadukTLo

H avarntoén tov dwdwktdov oyetiCetor aprydg pe v eEEMEN TOV TNAETIKOIVOVIOV Kol
ovyKekpléva e Aepovias. H tiepovia dpyloe vo avarnticeeton and to téAn tov 19°°
oV Kat GpyLoE VoL S1odideTon Taykoopimg oTic apyéc Tov 20 2,

Yta péca tov 20 audva, ot avEnuUéveg avaykeg g TmAepoviag, mov giye mAéov paydaio
Mon, odnyodv otv oavaxkaivyn kot e&EMEn Tov
tpaviictop. To tpaviictop avoiyst tov dpdpo otnv
EMOYN] TOV YNOWKAOV MAEKTPOVIKOV, TO OMOi0 EVO
eCelyOnkav apywd poévo yoo v vrootpiEn g
miepoviog, odyncav oty avimTtuEn  TOAL
ONUOVTIKOTEPOV TEYVOAOYLOV: T®V ENEEEPYAOTAOV KO

KT’ EMEKTOON TOV NAEKTPOVIKOV DITOAOYIGTOV °.

Zxnua 2, Avtiypago tou 1° tpaviiotop



210 0e0TEpO WO TOL 20°° oudVO, 0 MAEKTPOVIKOG VTOAOYIGTNG Kabiepmvetal, yivetot
TPOCHOTIKOG Kot pmaivel oe kabe omitt. [MopdAinia, avartdicoetor Kot to dtadiktvo. Ot
TPMTEG 10EEG Y10l TNV EMKOIVOVIO VITOAOYIGTAOV HEGM £VOG SIKTVOV, ELPOVICTNKAY GTIG aPYEG
¢ dekaetiog Tov “60. To 1967 dnuovpyndnke 1 10€a tov ARPANET, tov Ttp®dTov dikTvov
VIOAOYIGT®V gvpeiag éktaons. H avamtuén tov Eexivnoe to 1968 kot 10 1969 otdAdnke 10
TPAOTO Unvoua, HeTald Towv 000 TpdTev KOUPwv, oto ARPANET: tov mavemotpiov g
Utah kot tov mavemotnuiov g California oty

ARPA:NETWORK, LOGICAL MAP, MAY 1973

Santa Barbara 4. Zta ypovia mov akolovOncay, & &
10 ARPANET anéktnoe peydro evdiogpépov oto =~ & e Ul

OLULEPTKAVIKO TTOVETLIGTNLLO, TTOV EMBVUOVCAV VL
evtayBovv, yéuoe pe KOUPOLG Kot AmOTEAECE
onuelo  avamtuéng  TOAA®V  ONUOVTIK®V
OLOIKTVOKMOV TPOTOKOAL®V KOl TE(VOAOYUDV
TOV YPNCULOTOOVLE Kot onpepa (0ntmg to FTP,
o Telnet kot To e-mail) °.

Zynua 3 — Noyikog Xaptnc tou ARPANET, 1973
1.3 To bwabiktuo twv npayuatwy (Internet

of Things)

1.3.1 Oplopodg

O 6poc Awadiktvo tov Ipayudtwv (Internet of Things - IoT) avaeépetar 6to dikTLO TOV
(PULOIKOV OVTIKEWEVOV GTA OTTOl0 VITAPYEL TPOSPAoN HECH TOV SLdIKTVOV, OTw¢ opileTan
amd TOVG OVOALTEG KO TOLG OPAUATIOTEG TNG TeYVoAoYioc. Ta aviikeipeva avtd mepiEyovv
EVOOUOTOUEVN TEYVOAOYiDL €TGL OGTE VA UTOPOVV VA OAANAOETIOPOVV LE ECMOTEPIKES
KaTaoTAcELG 1] TO £mTEPKd mepPdAdov. Tétown avtikeipeva Pmopodv va amoTeAoHV OIKIoKEG
OLCOKEVEG,  OYNUATO, KOWOXPNOoTeS ouokevéc/acOntpec piog  mOANG/KowdTNTAS,
Blopnyovikég GLOKELES, OpOUOL, PovYO Kol YEVIKOTEPO, OTOLOONTOTE OVTIIKEILEVO TOL
TEYVNTOL ovOpOTIVOL TEPPAAAOVTOC.

To 10T pmopel va Bewpnbel og 10€a mpog v VYot EKUETAAAELOT KO OVATTLEN TOV
SLIGVVOEIEUEVOV  TEYVOLOYIDV KOl EOIKOTEPA TOL O10OIKTVOV. ATotelel TNV OAO Kot
peyoAvTepN €16000 Kol VOOV TOV (UIKPO)VTOAOYIGTAOV KOl TOV TNAETIKOWVOVIDV, GTO
avOpomvo kot euowkd mepPdAiov, oe peyodvtepn mokvotnta. Emiong, to 10T amotelel
TEPLOCOTEPO 10€0, EMOTNUOVIKO KAGAOO OVATTUENG Kol GUVOLOGUO TEYVOAOYIDV, Tapd
OLTOTEAY] TEXVOAOYIOL.

1.3.2 H avartuén g 6éag

Av Kot 10 evO10QEPOV YO GTOYXEVIEVT Epguva Tavm oto Internet of Things mpoékvye péoa
oTNV TEAELTALN OEKOETIO, LELOVMOUEVES 10€C OAAGE Ko YeViKOTEPES PAEYELS, LTTAPYOVY OTTd TO
TapeABOV, KATA TNV aVATTLEN TOV TNAETIKOWVOVIOV Kol Tov Oladiktiov. Tétoteg 18éeg
TEPLEYOVTOL GE POVTOVPICTIKA GEVAPLAL, BE®PNTIKEG EMOTNUOVIKEG ONUOGLIEVCELS, ALY KO
LELOVOUEVEG TEIPOUOTIKES EPYACIES, OYETIKEG UE TIC OLVATOTNTEG TOL O1UOIKTVOV.
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To mépacpa g petamore kg Teplddov, oTic dekaetieg Tov 60° kot 70°, cuvavtd T paydaio
AVATTUEN YNOLOKOV NAEKTPOVIKOV Kot EXEEEPYOSTMV, TOV 0dNyeiToL amd TNV Ynelomoinom
™m¢ Aepviog. Emnpeacpévo amd avtég Tig eEeAEelg, TO POVTOLPIOTIKO TVED LA TNG ETOYNG,
eumvéeTal Kol TPoPAEmEL TEYVOAOYiEC TOL UEAAOVTOG, ‘
OOV TOAAEG OO QWTEG EUTIMTOVY, GE ALTO TOL CY|UEPOL
amokaAovue Internet of Things. Topdadetypo &vog
TETOL0V GEVOPIOL AmOTEAEL 1] TOVIOL LIKPOV UNKOVG TNG
Philco — Ford Corporation, tov 1967, e titho The Home
Of The Future : Year 1999 AD. Xmv towvio
ToPOLGIALETAL TO OTiTL TOL PHEALOVTOG, piag Kotvmviog
TAOVC0G O€ (veon Kol €VKOAMeES mov Oeswpodvtan
dedopéveg”’. Idwaitepo  xopaxINPIOTIKO OLTOD TOL 2XMKa 4= ZTyuidturo g tatviag

omTo0 OMOTEAEL O KEVTIPKOG VTTOAOYIGTNG, O OTOTI0G GUVIEETAL e OAES TIG OIKIOKES GLOKEVEG,

OAAGQ VITAPYEL KOl SVVATOTNTO ATOUAKPVGUEVIG EMKOWVMVING LLE QVTOV 0mtd GALO VTTOAOYIOTN
6

‘Eva and 10 Tp®TO TPOKTIKG TEPAUOTIKG TOPAdElypaTa, dNUovpynnke v emoyn g
avantuéne tov dadiktvov Kot cvykekpuéva to 1982, oto Carnegie Mellon University. Xto
TOVETIGTHUIO VINPYE EVOS OLTOUATOS TOANTAG VO LKTIKOD. Q0T000, 1 0601 TOV TOANTY
aneiye apketd amd ToAAG ypapeio Kot eotiec. Ot o1tNTéC TOL TavemoTNLioL, N0V Vo
YVoPIilovy av 6To PUNYAVNLLO VITAPYOLY PLAAES OVOWVKTIKOD, 0ALY KO TOGO TPOGPATO EXOVV
tonofetBel, Yo va yvopilouv av &yovv yuyxbel apketd, mptv pumovv otov KOmMO vo
EMGKEPTOVV TO punydvnpe. Idavikn Aon Ba arotelobot,
va égovv TN duvatdtnTa vo TAnpopopndodv ond tov
vroAoylot Tovs. H texvoroyia yia pio tétoto epappoyn
VINPYE, OTOTE Ol POITNTEG KATAPEPAY VO GUVOIEGOLV TO
unyévnue.  oto  dwdiktvo  (tote  ARPANET),
onuovpymvtag to tpoto ’Internet Coke Machine’. Av
KoL 1 XPNom LTS TG LINPESiag avamtuyOnke Yo To
HEAN  TOL  WOVEMOCTNUIOL, OTNV  TPAYLOTIKOTNTA

Sxriua 5 - To Internet Coke Machine oto OTMOOGONTOTE  VMOAOYIOTNG OTO  OlndikTvo  &lye
Carnegie Mellon University TEpéGBOLGT[ 7_

Apyotepa, TNV apyn TNG AKUNG TOL O1AOTKTVOV, TN dekaetior ToV 90° KUKAOPOPN GV TOAAES
EMIOTNUOVIKEG ONUOCIEVGELS, OYETIKA UE TIG TPOOTTIKEG AVATTLENG TOV. AV KoL TNV €mOYN
exetvn 0 0poc OdIKTLO OTOTEAOVGE KATL GLYKEKPIUEVO, dNANOT TNV evpeia ohvoeon
VTOAOYLIGTMV GE TAYKOGO EMIMEDO, TOAAES OO OVTEG TIC ONLOGIEVELS, EMOVOTPOGOL0pilovV
Kol KGvovv mo pevuotn avuth v évvola. evikn 10€a, oamoteAel mwg 1 avamtuén tov
SLdKTVOV Ogv €xel OAOKANPwOEL aALd 1 cVYYpovT emoy| amotedel kopPikd onpeio g,
KaOADG deV VILAPYEL OPLO OTIG LOEES KO TOVS GTOYOVG TOV UTOPOVV VoL EMTELYHOVV GTO HEAAOV.
YVVETMG, TOPOLGLALOVTOL WOEEC, OPAUATICLOL Kot oXEO1AGHOT YioL TNV TTopeia TG, TOAAES OO
TIG OMOiEG, av Oyl Ol MEPLEGOTEPES, 0dNYoLV otnv évvola tov Internet of Things kot
dNUoLPYOLV.
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A&iler va onuelmbel Tmg 0 Gpog Tov YPNGIULOTOIOVTAV, EKEIVI] TNV ETOYN NTAV JLUPOPETIKOG
KO GTV TPOYUATIKOTNTA OYL £VOC, [LE To Inpoetieic Tovg [avtayov [Mapodoa Yrmoroyiotikng
(Ubiquitous Computing) kot Adyvtn YmoAoyiotikr (Pervasive Computing). Tov tpdto kot
0 YVOOTd and Toug dVo dpovg, etonyaye 0 Mark Weiser, emikepaing texvoddyog tov Xerox
PARC, 1o 1988 & O Weiser, emnpeoacuévog amd 16popous avopomaoTikods Topeic, EKTOC TG
TANPOPOPIKNG, cLVEDESE TN O1KN TOL EEYWPIOTN OMTIKN YO TO TAOC TPEMEL Vo Elvar o1
VIOAOYIOTEG KoL TO S1adikTvo, péoa amd T dnuocicvon tov pe titho The Computer for the
21st Century, oto emiotnpovikd meplodtko Scientific American, to 1991. H dnuocievon
avoiyel pe v mpdétacn ’The most profound technologies are those that disappear. They
weave themselves into the fabric of everyday life until they are indistinguishable from it
(utep. Ot o Pabiég Texvoroyieg eivar avtég mov e€apavilovtotl. Yeaivovtal LOVES TOVG GTO
vooaopo e kadnuepvig Long éog 0tov de dwukpivovtor amd avtn). Ymootmpilel 011 n
TANPOPOPIKT TPENEL v evopotmbel oty Kabnuepwn (o1 Kot o avBpdnivo mepBariov,
avti va dnpovpyel éva véo d1kd g kOGHo. O VTOAOYIGTNG, aKOpa Kot dtav gival gopnToc N
EXELNYO Kal YpapKa, dev efvor mapd €va KouTi, KATL EEXOPLETO Ao TO TEPPAAAOV. ZOUPOVOL
pe v dmoymn tov Weiser, ot VTOAOYIOTEG €ival ¥PNOOL, HOVO OTaV LINPETOVV TO 1OM
VILAPYOV TEPPAALOV Kot Yo VoL YIVEL aDTO, TO KEVTPO TNG TANPOPOPIKNG OV TPETEL VO, Elvat
0 VTOAOYIGTNG, 0AAA O GvBpwmog. Tlapopoldvel TV KOTAGTOCN LE TOLG KIVNTHPES, OOV
Kamote vNpye €vag avd £pYocTacto, v TAEOV €va amAd apddl, mepiEyxel mhve amd 20.
Avoeépel mog ov kot eavtdlel amiBovo va VITAPYOVV EKOTOVTAOES VTOAOYIGTEG GE €val
dmpdrtio, 1o 1010 amibavo kdmote pdvtale va datpéyovv ekatovtddeg Volt oe Koddowo péca
GTOVC TOTYOVG EVOC dmpatiov, KETL Tov cruepa Bsmpovpe dedopévo kot *adpato’ S,

Meydlo evdapépov, emiong, mtapovolalet n opdia tov Bill Joy oto World Economic Forum
oto Davos, to 1999, otv omnoia mwapovcidlel T0 Opapd Tov Yo T0 SdIKTLO TO OMOoio
amokaAetl Six Webs (E&t Aiktva). O Joy ympilet 1o d1adikTvo Kot Tig SuvaTdTNTEG TOL 68 6L
Katnyopieg. Mepucéc and avtég £govv vAomomBel 1o, GAAAEG eV LEPEL, LOVO TTEIPALATIKE 1)
Kot kaBorov. Ta Six Webs eivon ta e€ng:
e To kovtwo Sladiktuo (The Near Web):
To Sladiktuo mou PAEMEL Kaveic g pia Kovtvr 000vn, Onwg évav eMITPAELO UTTOAOYLOTH
e Tomapodv Stadiktuo (The Here Web):
To Sladiktuo oto omoio KAmolog €xel MPOoPacn cuvexwe, ONMOU KL av eival, KaBwg €xel
npooPaon o€ AUTO LECW KATIOLOG CUOKEUNG Ttou dEPEeL pall Tou
o To pakpwo Stadiktuo (The Far Web):
To Sladiktuo mou PAEMEL KAVEIC QO LOKPLA LECW KATIOLAG LEYAANG 006vNg
e Tomapagevo dtadiktuo (The Weird Web):
To &Ladiktuo oto onoio Kamolog propei va aAnAoemidpa péow ophiag
o Emuyelpnon oe Enxeipnon (Business to Business — B2B):
To Stadiktuo oto omoio Sev Exel mpdoPaon 0 KATAVOAWTHG, AAAG XPNOLUOTIOLEITAL ATTOKAELOTIKA
YLOL TNV ETUKOWVWVIOL LETOEY UNXAVNULATWY/CUOKEUWY TWV ETILXELPHOEWVY
e Yuokeun oe Yuokeun (Device to Device — D2D)
AnoteAel To S1adikTuo TWV aLoONTAPWY O TIOAELG, UE OKOTIO TN BeATiWON TWV AOTIKWV
CUOTNUATWV.
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1.3.3 To Internet of Things otn clyxpovn €noxn

H ocbyypovn emoyn Ba pmopovce va yopoktnpiotel og emoyn avamtvéng tov Internet of
Things. Ot anapaitnteg teyvoroyieg vdpyovv kot cuveyilovv va Bedtidvovtal. To dtadiktvo
mAéov, Omwg oavapépOnke mponyovpévmg, amotelel  kvplopyn kot kabiepmpévn
dtaovvoedeévn TEXVOLOYIL.

Néec teyvoroyieg acvppatng petadoong dedopévav éxovv avamtuydel kol eEeiliocovtan
ovveYMS. Mepikéc amd avtég avamtuydnkay yio tnv Kivnti tmiepovia. Kamoteg teyvoroyieg
&yovv ™ dvvordtnTo KAALY”NG peydAwv anootdcewv (m.y. GPRS, LTE, LoRaWan), evo
GAAEG LIKPATEP®V, YO TN ONUIOVPYIC TOTIKAOV acVppatemy diktowv (m.y. WiFi, Bluetooth,
ZigBee, 6LOWPAN).

1o koupdtt tov vikov (hardware), ot enefepyaotéc e&okolovbodyv va yivovtar oAoéva
HiKpOTEPOL Kol 1oyvpoTEPOL. Ta Ktvntd ThAEPVA TEVOLY VO OTOTELOVY LUKPO OAAG TKOVO
VTOAOYIOTY, He TpOSPacn oto dwadiktvo. Tétoteg duvatdtres, apyilovv va dabétovy Kot
GLOKEVEG KOO LIKPOTEPES OO KIvNTA, OTTG T EEVTTVaL poAdyLa. Mikpoi, xapuniobd KéGToug,
Le TOAAEG SUVATOTNTEG Kol EDKOAOL GTNV YPNON WKPOETEEEPYACTEG, LEPIKOL LLE OLVOTOTNTES
o0VOEGNG GE AGVPUOTO dIKTVO KOl TO S1adikTvo KuKAOPOpoLV oto gumdpilo (m.y. Atmel,
Parallax, Arduino, Raspberry Pi, ARM). Mg avtolg Tovg HIKpOoeReEepYooTég, EPEVVNTEG,
QOITNTES, aKOMA Kot U1 €101K01 1 TOd1él LTOPOVV VAL TEPUUOTIGTOVY KOt VO ONULOVPYHGOVV
LLE TIC VEEC TEXVOAOYIES, AVATTOGGOVTAG SIKEG TOVS LOEEC.

Oleg o1 mopamdve eEeriEelg wbBovv to dpapa tov Internet of Things, neprocodTEPO Ao KAOE
dAAN emoyn|. H teyvoroyia elvar mhéov dpyun ko wpoostitr). Ot dnpovpyoi £xovv oo YEPLOL
TOUG, OAOL TOL gpYyOAEian OV ypeldlovtal, Yo va dNUIOVPYNGOLY dikTva omd KabnuepVA
AVTIKEILEVA, TOV GLVOEOVTUL LeTaED ToVg Kot ival TpooPacia €€ anootdoems. Me ovtd Tov
tpomo M wWéa tov loT yivetar dnpoeiing otov péco kOGO, KLPLOTEPA OO TIC APYES TNG
dexaetiog Tov 2010 0. To ToT Bswpeitan TAEOV EEXOPITOC EMOTNHOVIKOS KAGSOG Ko Oyt
amAn epoppoyn texvoroyias. H emotnuoviky] kowvotnta eotidlel kobapd o€ avtd pe VEES
épevves. Etaipieg onpovpyodv 1o mpdTo oxeTikd gpmopikd mpoidvto. Tétown mpoidvia
amoteAobv EEumva porhdylo/Pnpotoddtes, £Eumvol BepUOCTATEG, GLGTNUATO EAEYYXOUEVOL
QOTICHOD,  yevikKOTEPO  EELTVEG  OIKIOKEG — EYKATUOTACEIG/GVOKEVES,  Propmyovikol
OLTOUATIGHOTL K. 0L

Ovapamdve eEerilelg Ba pmopovoay va BempnBovv apketég va vTostnpiEovy TV avanTvén
tov Internet of Things. Qot660, N d1€{GOVGN TOL GTOV KOGHO YIVETOL E GYETIKA OPYOLS
puOpove. TMoAréc amd T1g epumopikég epapUoyEs €xovv emkpOel Yoo mAeovacud, EALELYT
acpdlelog kon ghdyotn ofio xprong L Towa eivorl ta epmddio mov koBvoTEPOVY TNV
avamtuén kot 01dooor tov IoT; H andvinon diveton pe véa epadtnon: Eivan apxet poévo n
vmapén g teyxvoroyiag; H epdytnom vt amotelel < tpogn yio okéymn’’, GTE VO TPOKLYOLV
véa epotiuota: [Towa n katevBovon tov 10T; o ntipata tpokdTTOLY GTOV KOGHO AT
avto; [Tolog kan Tdg mpémet va avtipetmnicst ta (ntuata avtd; H onpacio tov mtapamdve
epoTUdTOV gival TAEOV AvTIANTTA OO TNV EMGTNHOVIKY KOWWOTNTA, 1) 010l TPOooTadel [e
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véeg €pevveg va eoTidoel oty enidvon tove. Ta mapomdve Oépata Bo avaivBovv
TEPLOCOTEPO GTO EMOUEVO KEPAAALO.
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2 Avdlvon coyypovav Depdtov kot Tpocseyyicemv oto Internet of
Things

2.1 Antoutrjo€eLc kat Kowwvika {ntruarta

To Internet of Things amoteAel Eeymplotd EMGTNUOVIKO KAGOO TN cVYYpovn emoyn|. 26T0G0,
OT®G OVOPEPONKE GTO TPOTYOVUEVO KEPAAOLO, TPOKVTTOVY TOAAOTAG {NTHHOTO, TO OTOoin
TpEmeL va emALOODV Yo v avantuén Tov. Ta (nTHate auTd EPTAEKOVY TNV oK LOTKN
KOWOTNTO, TOV EUTOPIKO KOGLO, TNV TOALTIKT Kot YEVIKOTEPQ TNV Kotvwvia. Kabe opdda Exet
TOVG S1KOVE TG OKOTOVE Kol 6TOYO0LS, OALG Kowvn emdimén eivar (1 TovAdyiotov Oa Empene
va glvar) n avantvén tov [oT yia 10 cupEEPOV TOV GLVOLOL TNG KOVOVIOG.

Ta xvpdtepa (nmuota mov Bo avalvBodv o cuvéyeln Tov KePaAaiov, pTOpoLV va
XOPoTOLV Gg OV0 Katnyopiec. H mpdtn xoatnyopio, apopd tv emloyr| kot svpPatdtnta
TEYVOLOYLOV KOl TpoTtumonocemv. H debtepn eotidlel oty acedieia, Tov EAeyyo Kot
dwxeipiomn, péca oTiG TEXVOAOYIES, OAAL KOl TV 1010V TOV TEYVOAOYIDV Kol OGWV GyeTilovTan
LLE QVTEC.

2.1.1 ZupPatotnta TEXVOAOYLWY KAL TIPOTUTIOTIOL|CEWY

Ov tgyvoroyiec ywoo v vmootpiEn tov loT vmépyovv Kol AvVOTTOGGOVTOL GLVEXDG.
Tavtdypova, dOnpovpyodviot véeg texvoroyies, LeTalld GAL®V KATOES EGTINGUEVES GE AVTO.
YVVETMG, VILAPYOVY TOAAEG Kol SLOPOPETIKEG TPOGEYYIGELS, 1| CLUPATOTNTA TV OTOI®V dEV
elvan Tavto 0edopéV.

H avantoén tov texvoroyidv yivetar cuvifwg amd v axadnpoik Kowotnta, HEGH
aVOLYTMV U1 KEPOOGKOTIKAOV opyavicumv. H apyikn 10éa piog teyvoroyiog 1 mpotdmov
umopel va mpoépyeton amd pepovopéva dropa. H dnuovpyla piag kowvdtrag, e&ummpetel
aPeVOS TV TPOodON oM Kot aPeTépov TNV e£EMEN ™S 10€ag oS, AKadnuaikol, aveEaptntot
EPELVNTEG, OAAG akOpo Ko eToupieg, ovppetéyovv og pia Kowvotnto vroostnpilovroag,
eEeMocovtag kot TpowOdvTag TNV TEXVOLOYia TNG. ME T GLUUETOYN TOV KATO10G, LTOPEL Vo,
OTOKTNOEL EUTELPLO KO YVADGELS, VO AMOTEAECEL APYOG TNV £EEMEN KO KOT® EMEKTOCT VO
KEPOIGEL AVOYVDPLOT, EWOTKA OTNV TEPITTMOOT EMKPATNONG TNG TEXVOAOYiAG TOL VTOGTNPILEL.

Ot etaipieg, amd v GAAN TAELPA, EXOVV TIC SIKEG TOVG PAEWYELS GYETIKA UE TIC TEYVOAOYIES
KOl TIC KOWOTNTES OV TIS LVITOGTNPilovy. XKOTOG TOLG Eival VO TPOTOYMVIGTHGOVY GTNV
ayopd tov [oT, n omoia etvar axdun véa ko pevotn. ['a va dSnpiovpycovy Ta Tpoidvtao Toug,
EMAEYOLV TIG TEYVOAOYIEG OV KPIVOLV KOTOAANAOTEPES. TNV €m0y AapuPdvetal vToyy,
Oyt povo M 1o 1) TeXVorOYia Le TIG SUVATOTNTEG TOV TPOGPEPEL, AAAG KO TO KOGTOS YPNIoNG
™mG. To K06T0g WTd, TOAAEG POPES eEapTATAL OO TIC TPEYOVGES KATACTACELS TNG ETALPIOG
(.. €£0MMGHOC), OALA Kot TOV YEITOVIKOD TG TEPPAAAOVTOG (.. EOVIKEC EYKATACTAGELS,
KOGTOG AdEIMV). Y100eTMDVTOG 1 EpELVOVTOS TNV VIOBETN T KATOoL0C TEXVOAOYiag, tia eToupia
umopel ko emionua vo SNAMGCEL TNV LIOSTHPIEN GTNV KOWVOTNTA TG TEXVOAOYiag avThg. Mia
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TETOL0L KIVNOT|, EVIGYVEL TO ETUIPIKO TNG TPOPIA, TPOPAALOVTOG TNV EVEPYN TOPOVGIN TG OTNV
£pEVVA Kot YEVIKOTEPQ GTOV KAGO0 tov [0T.

2.1.2 Awaxeilpion, €Aeyxog kat aobAAeLa

H Baowkn Aettovpyia Tov Internet of Things, onAadn 1 S1060VOEST] TOAAATAGY KaONUEPIVOV
OVTIKEIUEVOV HECH TOV JLOIKTVOV, YEVVEA apkeToV mpoPAnpaticpots. Kanoleg cuokevég
(Things) mapdyovv dedopéva kot GALeG eEAEYYovToL (KAmoleg pumopel kot ta 000 TovTOYPOVAL).
AV 01 6GLOKEVEG OVTEC GLVOEOVTAL GTO JLUOTKTLO, TOTE TO10G UTTOPETL VO, OEL TOL OEGOUEVO TOVG
Kol 010G va. TIG eEAEYEel; Mmopel omo1o60mmote vo LABEL yia TNV KatavaAmon evEPYELNG EVOG
omtov; [Tov KaTaANyouV T TPOSMOTIKA OESOUEVA KO TTO10G EYYVATOL Y10 TNV AGPAAELN TOVC;
[Towog eAéyyel kat dtacearilel v ™pnomn dAwv Tev Tapordve kot yevikd to loT kot
Bropnyavia Tov; Ta epotuata avtd propovv va avaybovv ota e&ng tpio Bépara:

. Eleyyog TpOGPaonc
. amOPPNTO KOl ALCPAAELDL
. TOMTIKY| Kot vopoBeaia

To 6épa Tov eléyyov mpocPaomng oto [oT eivan amapaitnto yo TV aceaAn avantuér| Tov.
Yy npaypatikodtnto, de pmopel to 1oT va kabiepwBel oy kabnuepvy {on yopic Ereyyo
npocPaonc. o mapddetypa, av to dedopéva KOTavalmong evépyslog piog owkiog ivot
dwbéoipa dnpodota, ovtd PropoHv va xpNotomomBovy and dStouppnKTES, Yo vo Ldbovy mote
Aeimovv Olot amd Vv okic. Av GVVOECEL KATO10G TOV KAMUATIGUO TOL Ypapeiov Tov, LE TO
dadiktvo, pEcm piag OMpoctas demapnc, t0te Bo pmopel o omolosdnTote va tov eréyet. O
KOGLOG yperdleTar vo EEPEL OO PTOPOVV VO SOVV TO JEGOUEVO TOV KO VO XEPLOTOVV TIG
GLGKEVEG TOL. XNV WavikdTepn mepintmaon, Ba 0eAe va £xet 0 1010 Tov EAeyyo. Ot oyeTiKég
TEYVOAOYIEC KO TOL TPOTLTO, TOV AVOTTVCCOVTOL, TPEMEL VO Adpavouy coapd vToyy Tovg
To (NTAUATO OVTA. TNV OKOONUOTKT) KOWVOTNTO, oV Kot 6TO TopeAOdV Oev vanpye apkeTod
evolpEPoV, o1 épeuveg oyetikd e 1o [oT, eotialovv odAoéva kot TepocOTEPO, GTO {NTHHOTA
eAéyyov TpoOcPaomg.

Ta 8épata amoppntov Kot ac@drelag ival eniong onpavtikd. Ta 600 Bacikd epoTipaTo TOV
npokvrovy gtvat: [Tov myaivovv/motog palevet ta dedopéva; ITotog eyyvdtor Ty aceaield
tovg; H amdvtnon kot ota 000 epotipata, eEaptdtot omd v idta v epappoyn. Mukpdtepeg
EPOPULOYEG TOV CLAAEYOLV Alyo OYETIKA Odopéva UTOPOLV VO TPEYOVV GE 1OUMTIKO
eEumnpetnn (server). Ze avt TNV TEPITTOON TA OEOOUEVA KATOAYOUV €KEl, ONAOdN GTOV
SLLEPLOTN TNG EQPOPUOYNG, O 0T010G £xEL Kot TNV €VOHVN TG AGPAAELAS ToVS. MeyahhTepeg
EQUPUOYEG MOTOCO, TOL GLAAEYOLV TOAAG Ocdopéva kot yepiloviar TOAAEC GLGKELEG
TautoOypova, mhavotata vo ypelaotovy vrootnpin amd vroloyiotikd vépoc (cloud). H
onpovpyia cloud amortel peydres kot akpiPég vVTOdouES, KaOMS Kol 5000, GLVTIPNONG.
YVVeEnmG, ot meplocdtepeg mepwmtmoels, 1o cloud eacpariletoar ¢ evowkialopevn
vanpecia, and peyoldtepeg eTaupieg mov gwkevovtal o€ owtd. Ta dedopéva, ETOUEVOG, GE
OUTEG TIG TEPMTMGELS, KATOANYOLV OTIS €taipieg mov mopéyovv to cloud. Ot mdpoyotl Tov
cloud, &ovv v guBovn g dlatnpnomng Tov amoppnTov (Mov £xel cvuemvNOel pe Tov
OEPIOTN TNG EPOPUOYNG) Kal TG aopdiewng tov dedouévov. H tpnon avtov tov
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evbuvav, etvar avaykoio OCTE 0 TAPOYOS VO EUTVEEL EUTIGTOGVVI] KOl £TCL VO TPOGEAKVEL
TEPLOCOTEPOVS TEAATEG.

Yyetikd pe ta 0éparta tng moAMTikng Ko g vopobeosiog, To IoT elvat kdtt oyeTikd Kotvovpylo
Kot un owdedopévo. Ot mpoomtikég tov [oT ko ta (nmipato mov avaeépOnkav
TPONYOLUEVOC GTNV EVOTNTOL ATH, EMPAAOVY TNV VTTApEN GYETIKOY VOUIKOV dtatdéewv 2.
Téroteg drataéelc mpémet vo eEacarilovv Tnv opoAn Kot vy Eviaén tov IoT oty Kowvovia,
do@oMlovTog TIg EVOVVES, TIC VTTOYPEDCELS Kot T dKodpoTo KaOe opdoag. Emmpochera,
01 J1aTAEELS AVTEG TTPETEL VO TPOWOOVV T1 GUYKAIGN TOV TEYVOLOYIDV Kot va puBuilovv Tov
“TOLENO”” PETOED TOV TPOTHTOV KOL TOV ETAPLOV, UE OKOTO TN YEVIKOTEPT OVATTLEN TOL

KAadov 12, Ev tobtolc, ot mpoomddeieg mov £xouv yivel péypt onpepa, sivar Aysc.

2.2 TexvoAOyIKEC MPOKANOELC

Av kot ta tponyodueva {ntpata xprilovv peydlov evilapépovtog, fdon tov ntudtoy yo
mv avartuén tov Internet of Things amotelovv ot teyvoroyikég mpokAncels. H @don tov 10T
w0l Tig TEYVOLOYiEC oTa Opta NG EEEMENG TOVG, oTa BEPATA TNG AITOS00TG KOl KATAVAAWDGNG
evépyetog. Xto Opapa tov 10T ta Things amotelohv 660 10 dLVATOHV PIKPOTEPEG CLGKEVEG, GE
0G0 peyoAvtepn mukvotnTo péco oto avlpomivo mepiBdAlov. Av kol ot enelepyaotég
eEeMocovtal cuveymg Kot Yivovtol amodoTIKOTEPOL, EMTAKTIKY £ivVOl 1 PO GLOKELOV
TEPOPIOUEVAOV duvatoTNTOV. O 0pOC QVTOG OVAPEPETOL GE GLOKEVEG LLE TEPLOPIGUEVN
EMEEEPYOAOTIKN 10YD, UVIAUN KOl KOTAVAA®OT €VEPYELNS. AVTO TO YOPUKTNPLOTIKG Elvon
amopoitnTo 1. 300 AOYOLG/TEPIMTMOGEIS. APYIKA, OGO OVETTLYUEVOL KO Ood0TIKOl KL oV
elvar ov emefepyaotéc, mavro vmdpyel Kdmowo Oplo peyébovg, kGt amd TO OMOI0 O1
duvaTOTNTEG TOLG Elvan TEPLOPIGUEVES (O€ GYEon pe peyaAvtepeg cuokevés). To 10T wbel ta
Things vo amotehoOVv TIG UIKPOTEPES EMEEEPYOOTIKEG GLOKEVEG, NG KAOE €TOYNG, TTOL
umopovv va, vap&ovv. O devtepog AOYog eumintel oty mokvotnto Tov things péco oto
avOpomvo mepifdrlov. O peydrog apBuds tov things yevvd (ntpoto kdéoTovg Kot
KOTOVAA®GONG EVEPYELQG.

2.3 Evbeiktikec TeyvoAoyiec kal mpwtokoAAa
H dnpovpyia evog dictvov Internet of Things, arnattei tov cuvdLAGUO TOAADY TEXVOLOYIDV.
KdéBe pia amd avtéc 11g te)voroyieg emAgyeTan yio vo vTootnpiEet £va eminedo enkovaoviog.
Ta enimeda avTd HTOpovV va cupmeptAn@Bodv otig e&ng Pacikés katnyopies:

e  Quoko eninedo petadpopds SeSouévwv

e [lpwtokoAho petadopdc Sedopevwy

e [lpwtokoAho Aettoupyiag (IoT) Siktuou

H npdtn katnyopia avikel 6to yopniotepo eninedo g otoifag tov diktvov. Kabopilel To
QLOIKO HEGO PETADOOTG (KAADIL0, 0EPOS KAT) KOl TN SLUOPO®CT TG TANPOPOPIS TAV® GE
avtd. Agdopévn amotehel 1 emAoyn g xpPNoNg koilmdiov, aArd otov kocpo tov loT, n
TAELOVOTNTO TOV EPOPUOYDOV YPEIILETAL GUGKEVEG TOV EMIKOIVOVOVY OGVPUOTO KO TOAAES
Qopég eivar @opntéc. Ymhpyovv apkKeTég Katnyopiec oacvppatwv texvoroyumv. Kdabe
Katnyopio eEumnpetel O1APOPETIKO OKOTO OAAG TEPLEYEL TEXVOAOYiEC TOV avtoywvilovton
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petald tovg. L ovvéyxewn Ba TapovolaoTOHV Ol KUPLOTEPES KOTNYOPIeES, HE EVOEIKTIKA
TOPAOEYLLOTA TEXVOLOYIDV Y10 KAOE puo:
Anpod\éotepa eival ta LPWANSs (Low Power Wide Area Networks). Autd ta diktua emitpEnouy
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ooUpUaTn EMKOWVWVIO 0 gupeleg, akouo Kol €BVIKEC, EKTACEL, KE XPNON TNG €AAXLOTNG

Suvatic evépyelac amd Tig cuokevéc 3. Yrdpyouv 800 katnyopieg tétowwv Siktvwv: ta Cellular

kat ta Non-Cellular. Me ta mpwta avadepOULOOTE OTLG TEXVOAOYLEG TTOU €XOUV TTPOKU P EL Ao TNV

KNt ThAsdwvia, evw pe Ta SeUTEPA OTLG UTIOAOUTEG.

o Non-Cellular

LoRa: umootnpiletat and to LoRa Alliance mou eivat pn KepSoOKOTIKOG
opyaviopocg. MéAn tou LoRa Alliance amoteAoUv peydAeg etatpieg 6nwg ot Cisco,
IBM, Orange, ZTE, SK Telecom, Arduino, Bosch, Legrand

SigFox: umtootnpiletal amo TNV olWVULN €Talpla, n omoia £XEL CUVEPYOOTEL e

UEYAAEG eTapieg Owc ol Texas Instruments, Silicon Labs kat On Semiconductor
15

o Cellular: autég oL texvoloyieg avamtuooovtal and tov 3GPP mou amoteAel Optlog

OoUVEPYAOLAC METAEY TNAETIKOWVWVLOKWY OPYOVIOUWY OVAE TOV KOOUO

4G (LTE k.a.): oL texvoloyieg autég, av Kol SLAB£CLUEG, ATALTOUV HEYAAN
KOTOVAAWGON EVEPYELAG OO T CUOKEUEC KOl CUVEMWG Oev £€Xouv KplBel
KatdMNAgG ya xprion oto loT ¥

LTE Cat-M1: amoteAel mapaliayny tou LTE ywo edappoyég oto loT, pe
XAUNAOTEPEG AMALTAOELG KATAVAAWGONC EVEPYELOC. ETalpieg omwe n AT&T kal n
Verizon, €Xouv €eyKOTAOTAOEL TOU elval ndn ocupPatég (amatteitalr povo
OVOVEWOHN AOYLOMLKOU) UE TNV TEXVOAOYLQ KOl CUVETTWG £XOUV KEPSOG av TNV
enilé€ouv V.

NB-loT/Cat-M2 (NarrowBand loT): n ouykekpiuévn texvoloyia Sev Asttoupyel
oto ¢pdaopa tou LTE, ouvenwe augavel To KOOTOG TWV EYKATACTACEWY. QOTO00,
Sev amoattel ™ xprion evéildueowv kopPwv (gateways). Etoalpiec omwg ot
Huawei, Ericsson, Qualcomm kat Vodafone oxedlalouv va To XpnoLLOmoLcouV
gunoptkd Y.

EC-GSM: n texvoloyia autr KAvel xprion tou umdpxovto¢ GSM &iktlou, Tto
omolo unootnpiletal anod to 80% Twv EyKATAOTACEWY KLvNTAG ThAedwviog
naykooulwg. Exel dokipaotel and tig Ericsson, Intel kat Orange. Qotdéoo, Sev
UTIAPXEL LOLAiTEPO eVOLOPEPOV CUYKPLTIKA LE TLG UTIOAOLTIEG TEXVOAOYILEG.

5G: t0 mpdTuTo TwV SIKTVWV 5n¢ yevidg (5G) Bpioketal akopo otnv ¢ddaon Tou
oxeblaopoU. Avapévetal va TtapéxXel akopa peyoAutepo bandwidth, wote va
umootnpilel TeplocOTEPEC CUOKEUEC Kal uPnAdTtepeg taxutntec. Ymapyouv
AV YLl LLKPOTEPEC KABUOTEPNOELG KAl ALYOTEPEC ATALTACELG KATAVAAWGCNG
evépyelag, ylo Tnv untootrpén tou loT 8. ‘Evag ar’toug otdyoug ivat va propet
VOl UTIOOTNPLEEL TAUTOXpOVA EKATOVTASEC XIALASeC acUppoToug alodntrpeg 8.
H FCC twv Hvwpévwv Molttetwy, €xel Swoel dn to mpdctvo dwg, yla tTn xpnon
Tou amnapaitntou pdopatog, oo to 2016 8,

Mo acUpUOTN EMIKOWVWVIX 08 PULKPOTEPOUG XWpoug urtdpyxouv ta WPANs kat WLANS (Wireless

Personal/Local Area Networks). H pwpr touc gpuBéAeta, ta kablotd xprAolpa Kupiwg oe

TIEPUTTWOELG LUTOMOTIOMWY OTILTLWY, Ypodeiwv Kat YevIKOTEPA KTNplwv. AUTO daiveTal Kal ano

TG €TALPLEC, OL Oomoieg SNAWVOUV evBLadEPOV yLa TIG TEXVOAOYIEG QUTEG.



o Wi-Fi

o ZigBee: umootnpiletaL and to ZigBee Alliance kat gival texvoloyia KatdAAnAn yia
edaApLOYEG TIOU AIMALTOUV XOUNAN KOTAVAAWGON EVEPYELAG KoL Yopoaktnpilovtal amo
XaunA6 puBuo petddoonc dedopévwy °. MéAn tou ZigBee Alliance anotelolv etatpieg
omnwcg ol Huawei, Legrand, Philips, Schneider Electric, Somfy, Amazon, Belkin, BlackBerry,
Carrier, General Electric, IKEA, Osram, Bosch, Samsung kat Siemens 2.

o Z-Wave: aoUppatn TexvoAoyia Tou XpnoLUOTIOLELTOL KUPLWG VLA QUTOUOTLOHOUG OTILTLOU
21 Yriootnpiletat anod to Z-Wave Alliance, puéAn Tou onoiou anoteAoUv etalpieg Omwe ot
LG, Bosch, Deutsche Telekom, Huawei, Legrand, Logitech, Panasonic, Sharp, SK Telecom
Kot Somfy 22,

To mpwTOKOAAO HETAPOPAS dEdOUEVOV amOTEAEL TN 0€0TEPN PACIKY] KOTYOPid KO OVIKEL
07O EVOLALEGO eMimedo TG otoifoag evog dktvov l10T. Ze avtd to eminedo, dev yiveror omAn
HETAPOPE OEOUEVOV UETOED KOATOI®V TEPUOTIKMY CLOKEL®V (OTMG GTO TPONYOVUEVO
eninedo), aALd HETOQOPE dedopévav pHeTaED KOuPwv evdg diktvov. To mpwtdkoAilo/a
LETAPOPAG OEOOUEVDV, Opilel TOVG KAVOVES, TIC JLUOIKOGIEC KOl TOLG TPOTOVS, HE TOLG
omoiovg opiletan Ko Agrtovpyel avtd To dikTvo. g aVTO TO eMinedo Bewpeitan dedopévn N
xpnon tov TpwtokdALoL IP (Internet Protocol). To mpwtéxorro awtd anotelel Tnv Paon Tov
onpepPvov S1adkTvov, T0 0moio OTMG £xel avapepBel, amoterel TNV KLplapyn SGLVOESEUEVN
teyvoroyia. H 6" ékdoon tov (IPv6), Ba pmopel va vroostpilet Tavtdypova, mepimov 3.4 x
10% §1ev0vvosic, Snhady cuokevéc 2. To 2008 13pHonke 1 IPSO Alliance. H IPSO Alliance,
elval pio pun-kepdOGKOTIKY OpYAv®OoT), 1 omoia Ommg ex@palovv kat to apywd g (IP for
Smart Objects), mpowBei tm xprion tov IP yio 1o IoT 2. MéAn ¢ opydveoons amotehody
TOAAEG peyaheg etaupieg 6mmg ot Intel, ARM, Bosch, Ericsson, Sigma, Silicon Labs «.a.

Ymv tpit Packn katnyopio texvoroyidv evog 10T dwktvov, PBpicketon 10 TPOTOKOALO
Aertovpyioc. H katnydpla avt avikel 1o vynAdtepo eninedo ¢ otoifag Tov diktvov. H
emkowvmvia amoteiel TAEov petapopd dedopévov petasd 10T koéppwv/cuokevdv (avti yuo
AV KOUP@V O1KTHOV, OTIMG GTO TPOTYOLLEVO eMinedo). To TpmTOKOAAO Agttovpying, opilet
TOVG KOVOVEC, TIG SLaOIKAGIEG Kol TOVG TPOTOVGS, e TOVG 0Toiovg opileTon Kot AEITOVPYEL TO
0T diktvo KO KAT’ EMEKTOGT TNV OPYLTEKTOVIKT TOL. H Katnyopia avtn elval mpo@avég mwg
givon ko M o kovtivi oto Internet of Things. Yzndpyet nAéov apkerr) mowkihio avipeoa o
TPOTOKOAAN, OAAL CLVEYDS TPOKOTTOLV VEo kot e&gMocovtor to vrdpyovta. Eivou
ONUAVTIKO va ovopepBel Tog Ta TPOTOKOAAN 0VTE, EKTOG amd {NTNUATO AEITOVPYIKOTNTOG
Kot EMIO00MG, KAAOVVTOL VAL EMPEPOVY AVGELS G€ (NTNHATO KOl TPOKANGELS TOV avapEpOnkav
omV apyn TOL KeQaAaiov, Omwc M acediel kot o €leyyoc mpodcPaong. I[MapaxdTm
TAPOVGIALOVTOL EVOEIKTIKA LEPIKE 0O QVTE TOL TPOTOKOAALL.
e HTTP (HyperText Transfer Protocol)
AmoteAel To Kuplapxo MPWTIOKOAAO oTpwHaTog edapUoyng oto Sladiktuo. IxeSldotnke Kot
XPNOLUOTIOLEITOL KATA KUPLO AOyo ylo TNV €umnp£tnon LoToosAidwv Kal SLaSLlkTuaKwy
edappoywv. XpnolUoTolel To HOVTENOD EMIKOLVWVIAC request — response (altnon — amavinon).
AUTO onpaivel mwg kaBe emikowvwvia apyilel pe pia epwtnon evog KOUPOU og KAToLov AAAOV UE
£va aitnua (request). O deltepog kKOPUPOC adol AGBel Kat eme€epyaoTel TO aitnpa, amokpiveTal
pe uila amdvinon (response). Katd kuUplo AGyo, To HOVTEAO QuUTO €XEL 08NyrnoeL oTnv
apxltektovikn client — server (mehdtn — efumnpetnT). ITNV APXLTEKTOVIKA QUTH, oL KOUBoL
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Slaywpilovtal ot servers (eEunnpetnteg) kat clients (meldteg). Clients sivat autol mou otéAvouv
requests oTou( servers, eVvw servers glval autoi mou avaAappavouv va S€xovtal Ta requests Kat
va amnokpivovtal pe responses. H apxltektovikn auth dgv guvoel tnv avamtuén loT Siktowy,
KaBwg N audidpoun emkovwvia emLTUyXAveTal e SuckoAila. QoTO00, XPNOLUOTIOLELTAL CUXVA
o€ OXETIKEG edappoyEg, KaBwe amoteAel otabepn, KaBlepwHévn Kal EUPEWG UTIOOTNPLELUN
texvohoyia. OL mopamavw mapAyovTeG CUVENWC, KaBlotoUv to HTTP pia amAni Kal eUKOAN otnv
vlormoinon AUon, yla OXeTIKA PLKPEG edapuoyEg loT.

CoAP (Constrained Application Protocol)

Anotelel MPWTOKOAAO edappoynG TIOU OXeSLACTNKE WOTE VO XPNOLUOTIOLETAL oMo KOUPBoug
TIEPLOPLOUEVWY SUVOTOTATWY O HIKP& Siktua XaUnAAg eVEPYELOG Kol HEYAANG amwAslag 2.
TEtolol KOUPBOL pmopoUV va amoteAoUV PLKPES, GONVEG Kal XapUnANG KOATOVAAWONG EVEPYELAG
OUOKeUEG ot éva loT diktuo. To mMpwtokoAo pmopel va alAnAoemidpdosl eUkoAa He TO
MpwTtokoAAo HTTP, wate va umdpxel Suvatotnta dtacuvdeonc Twv UIKpwy 0T SIKTUWV e To
Slabiktuo, péow Slapecolapntwy (proxies). To poviélo emikowvwviog eivat ilo pe to HTTP,
SnAadn oyveL n apxLtektovikn client —server. KaBe thing pmopei va amnotelet évav pikpo server,
Omou ol topol Tou eival Stabéaotpot otou¢ clients péow URIs (Uniform Resource Identifiers).
MQTT (Message Queue Telemetry Transport)

To mpwtokoAo auto, omwg kat to CoAP, sival oxeSlOOpEVO ylad KOUPBOUC/CUOKEUEC
Teploplopévwy duvatothtwy. H apyltektoviky elval kot 6w client — server, wotooo,
Xpnoloroleital to poviélo smikowvwviag publish — subscribe (ék6oong — cuvdpopung). Server
anoteAsl évac Stakoulotng dtapecolaBnoncg (broker) pe tov onolo cuvdéovral 6Aot oL koot
oto Siktuo wg clients. Ta things tou Siktvou amotehouv publishers (ekd0teg) katl oTéAvouv
6edopéva otov broker katw amd pia katnyopia (topic). O evdladepopevol clients yla ta
6ebopéva twv things, amotehouv subscribers (ouvdépountég) kot SnAwvouv otov broker tnv
gyypoadn Toug ota topics ov emBupoUV. ITNV CUVEXELR, O broker avaAapBavel va evnuepwVeL
yla véa Sedopéva twv topics, 0Aoug¢ toug subscribers autwv, kaBe ¢dopd mou Séxetal
dnuooieuon amnod kamowwv publisher. Auto To povtého emkowvwviag xpnlel HeydAng onuaciog
oe loT &iktua. ISlaitepa av Bewprooupe OtL N MAslovOTNTA TwV things amotehoUv aloOnTApeg
TIEPLOPLOUEVWY SUVATOTHTWY KOl KATOVAAWGNG EVEPYELAG, EVW OL eviLladepOpevoL KOUBOL yLa
ta dedopéva twv things amoteAoUv MEPLOCOTEPO LKAVEG CUOKEUEG, TOTE £lval CNUOVTLKO Ta
things va oTé\vouv £va povo pRvupa yla kabe evnuépwaon Twv Sedopévwy Tou acbntrpa Toug,
avti va eldomolouv Kabe evbladepopevo Eexwplota.



3 Mia véa Tpocéyyion e to Tpwtokoiro Extensible Messaging and
Presence Protocol (XMPP)

3.1 2kondg

Yto TponyoOUEVH KEPAALO, TOPOLGLAoTNKE cuvortikd to Internet of Things, to dpaua
KoODG Kot 01 TPOKANCELS GYETIKG e TNV avATTTLEY TOV. ZKOTOG LTS TNG Epyaciag stval n
xpron tov mpwtokdAlov XMPP, yio v avdmtuén piog Abong mov mpooeyyilel to dpapo
OVTO KO AVTOTOKPIVETOL GTIC TPOKANGELS.

To mtpwtokoiro XMPP, to omoio Ba mapovciactel kot Ba avarvBel otn cvvéyeta, amoteAel
TPpOTOKOoALO Acttovpyiag Tov 10T diktvov. To Pacikotepd TOV TAEOVEKTNUO EYKELTOL GTO
YEYOVOG OTL 01 TPOTLTOTOWGELS TOV EEEMGTOVTOL GLVEXDG, TAPEXOVTOS VEN dOUIKE GTOLYEL,
HEGO 0TO 1010 TO TPMTOKOAAO OAAG Kot divovTag TN duVATOTNTO AVATTVLENG Kot YPHoNG VEOV
OTOWEI®V EKTOC TPOTLTOTOINGNG. LVVETWDGS, 1e PAOM OVTO TO TAEOVEKTNUA, GTOYOS Elval 1
onuovpyia evog mepPdrrovtog Aettovpyiag 10T diktbvov, T0 0molo avTOTOKPIVETAL OTIG

OUYYPOVES TPOKANGELS Kol £XEL TNV dVVATOTNTO VO KAMUOK®OOE], AmovidvTag 6To OpaLLe TOL
loT.

3.2 To npwtokoAAo XMPP

3.2.1 Oplopog

To npwtdéxorro XMPP (eXtensible Messaging and Presence Protocol) amoteAei mpmtoxoAro
nov vrrootnpilel TV apeidpoun enkowvmvia puetalld KOpPwv diktHov G€ TPAYUATIKO XPOVO.
Y1 otoifa diktvov Aettovpyei oto Application Layer (Erinedo Eappoync), ndve and to
npotokordo TCP (Transmission Control Protocol / TIpwtoxolho EAéyyov Metagpopdq).
Mmopei eniong va Asttovpyfoet Tove oard to HTTP (mov avrkel oto Application Layer),
puéom tov mpwtokdAAov BOSH, mov mpocdidel v id1dtrta TG ap@idpopns ETKOVeViag.
Ta umvopoto wov ypnouonotovvot ivar dopnuéva pe Paon to XML (eXtensible Markup

Language). ITpotvrmonoteitor oo RFC 6120 ka1 RFC 6121 (apyucé RFC 3920 ko RFC 3921)
26

Me apykn ovopacio Jabber to 1999, to mpwtokolro XMPP 6tdyeve apyikd o VINpecieg
Instant Messaging (uecwv punvopdtov). Qotdco, ot SUVATOTNTEG EXEKTAGTG TOV, TO EKOVAV
KATAAANAO Y10 XpNIOM GE GYEOOV OTOLAONTOTE EQPAPUOYT] LETOPOPAS OEGOUEVOV gite PETAED
avOponwv (Streaming, Social Networks, kAn), gite peta&d punyavov (M2M — Machine to
Machine, Online Gaming, Internet of Things kAr).

3.2.2 TonoAoyia diktiou

Av Ko 6T0 AoYKo emimedo M emkowvovia petasd KopPov tov XMPP dwtdov sivor Peer to
Peer (Gueon amd k6puPo oe kKOUP0o), 610 PLOIKO ENimedO TOPEUPAIAETAL O SErVer. ZuVenme, N
APYITEKTOVIKT TTOL ypnoitomoteiton eivon client — server. Onote, ot clients wov emiBupodv va
EMKOIVOVIICOUY HETOED TOVLG, GLVOEOVTOL GTOV SEIrVer Kol To UNVORATO HETOED TOLG
akoAovBovv v dradpoun| client — server — client.
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Meydio mieovéktnpa g tomoroyiog tov XMPP givar 1 amokévtpmon. Idpa to yeyovdg 6t
N opyrtektovikn eivor client — server, dev vdpyel KATOL0G HOVASIKOC KEVIPIKOG SErver o
omoiog eAEyyel OAN TV emkowvmvio petad tav clients. O kabévag Exel v dvvatdmra va
TPEEEL TOV KO TOL SEIVEr, SNUIOLPYDVTOS Ko EAEYXOVTOS TO O1KO TOV [UKPO 1 LEYAAO O1KTLO.
EmnpocBeta, pmopel va yiver daocHvoeon petald moArlamiov XMPP servers, oote va
vrootnpileton 1 emkowvavio petald Tov clients tovg. Xe avti v nepintoon n dadpoun
evog unvouatog petaéd clients mov avikovv e dapopetikd Server ivon client — server —
server — client. Tavtoypova, vrootnpiletat kot 1 EXKOVOVIN LE SIKTVLO GAAOY TPOTOKOAA®V
HEC® £QOPUOYDV SOUEGOAAPNONG TOV HITopel va VAOTOEL O Server.

O server Aettovpyel katm and évo domain name (6vopa topéa w.y. chat.ntua.gr) 1 arAodg pia
devbvvon IP. Kabe client tov diktvov yapaktmpiletor omd pio towtdmta mov ovopdletot
JID (Jabber ID) ko €xet dopun mapduoa pe avt g devbvveong evog email. To JID mepiéyet
Tpio uépn Ko ivon TG popeng user@domain/resource :
e user — Artotelel To 6vopa/Peuvdwvupo tou xprotn (client) péoa oto Siktuo (m.y. tasos).
e domain— AnoteAeito domain r} Tnv IP Tou server 6Tov omolo gival eyyeypapupEéVoC 0 XproTng
(r.x. chat.ntua.gr).
e resource (POALPETIKA) — XTNV MEPIMTWON MoV 0 181og XpHotng embupel va cuvdéetal anod
Sladopetikd onueia/sdapuoyec/cuokevég, umopel va to dnAwoet opilovtog StadopeTikd
resource o€ KaBéva amno autd (r.x. mobile, desktop, home, office).

2VVETMG, COUE®VA LE T TapadEtypata Tov 000nkay tapondvm, Eva evdeiktiko JID gival to
tasos@chat.ntua.qgr/mobile . ¥to napakdt® oyfuo eaivetor eVOEIKTIKA 1 TOTOAOYio EVOG
XMPP d1ktHov Kot 6TIC SIUKEKOUUEVES YPAUUES 1 OO pOo LT TOL Ba akoAovONGEL Eva prvopa
and tov tasos@chat.ntua.gr/mobile oty maria@chat.uoc.gr/desktop :

XMPP Client
mike@chat.ntua.gr

XMPP Client
maria@chat. uoc.grideskiop

XMPP Client
tasos@chat.ntua.grinome

XMPP Server l i_f XMPP Server
chatntua.gr [ :'L chat.uoc.gr

7 P x
FRERPoeosamensnceasansasan *»3) !

Gateway
XMPF - Protocol X

XMPP Client
tasos@chat ntua.grimobile

N j\
<message ... /= |

Protocol X Client
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3.2.3 Mopdn KoL TUTOL INVURATWY

Onwg avadépbnke mponyouuévwg, Ta pnvupata tou XMPP Bacilovtal otn yl\wooa XML. H XML
amotedel yAwooa onpavong kKot opilel Kavoveg ywo TNV Kwdlkomoinon  dopnuévwv
UNVUUATWV/eyypadwv os popdr] Tou elvat eUKOAO avayvVWOoLUn TO00 amo UNXoVEC (UTTOAOYLOTEC),
000 Kall Ao ToV AvBpwIto. TNV ELKOVA TTAPAKATW daiveTal Eva Tapadelypa evog eyypadou XML.

<Books>
<Boock ISEN="0553212419"=>
<title>3Sherlock Holmes: Complete Novels...
<author>»Sir Arthur Conan Dovle</author>
</Book>
<Book ISBN="0743273567">
<title>The Great Gatsby</title>
<author»F. Scott Fitzgerald</author>
</Book>
<Book ISEN="062432697&">
<title>Undaunted Courage</title>
<author>Stephen E. Ambrose</author>
</Book>
<Book ISBN="0743203178">
<titlexNothing Like It In the World</title>
<author»>Stephen E. Ambrose</author>
</Book>
</Books>
2ynuo. 6 — Iapaoeryuo XML eyypapov

Qaivetal evkola otL n onuavon XML amoteleital ano avikeipeva (m.x. Books, Book, title,
author) kat kaBéva and autd Ta avtkelpeva ektog amo Wootnteg (m.x. ISBN="....”), purnopsl va
TepLEXEL AAA avTIKELJeva (TL.X. Books mepléxel Book, Book mepiéxel title kat author). Auté opilel
enineda Baboug (levels) péoa oto €yypado. Ito mapandavw £yypado to aviikeipevo Books
Bpioketal oto uPnAdtepo eminedo ) eninedo 0. 310 apéows xaunAotepo eninedo, SnAadn to
eninedo 1, Bpiokovtal ta Book. TEAog, oto eninedo 2 Bplokovral Ta aviikeipeva title kat author.

H oUvbeon evog client pe évav XMPP Server amotelel £va XML Stream (por) XML). Autd onpaivel
WG UTTAPXEL €va Kowvd XML éyypado, petalu client kal server To omolo CUUTANPWVETAL Ao
Kool 000 n oUvdeon elval avolytr Kol OAOKANPWVETAL OTAV AUTA KAElOEL. ITO PNOevIKO
emninedo autoL Tou eyypadou UTAPXEL TO AVTIKE(HEVO stream To omoio opilel T por AUTH.

Y10 emopevo eminedo, 1o eminedo 1, Bplokovtat to XMPP Stanzas (0xL ovopacio tou
npaypatikol XML avtikelpévou). To Stanza amoteAei to XML avtikeipevo g Baotkig povadag
punvUpatog tou XMPP. AnAadr, to stanza xapaktnpiletl éva prvupa petagy client — client (onwg
£xeL avadepBei n Spoporoynon yivetal péow tou server), client — server ] kot server — server.
Yrdpyxouv tpia eldn stanza, omou to kabBéva amoteAel Stadopetikd aviikeipevo XML kat
vlorolel SladopeTikol Baoclkoug oKomoug.
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Ta tpla (6N Twv Stanzas sival ta €nC:

e message — anoteAel Tn Paoikr povada evog anhol pnvupartog petafl clients. Baoikég
Tou L8LOTNTEC €lval To from Kal To to (amooTtoAéag Kot MapaAnmTngG aviiotolya). Baoikod
OVTIKELLEVO TIOU TEPLEXEL Elval To body oto omolo BplokeTal To cwua TOU PUNVULOTOG.
QDaivetal cUVENWCE, OTL AUTO To Stanza amoteAel To Baciko yla T xprion tou XMPP og
edappoyég Instant Messaging.

e ig (Information Query) — €ival to stanza mou opilel tTnv dLadikaoia EpWTO-AMAVINOEWY
petaty client — client fj client — server. Auti n dladkaoia ansuBuveTal MEPLOCOTEPO
oTNV €mKoWVWVIia PETaEy pnxavwy, mopd HETofl Twv Olwv avBpwrivwy Xpnotwy.
Baokn Tou 181otnTa (eKTOC amd to to) amoteAel To type (TUMOG), mou opilel Tov TUTIO TOU
MNVULATOG KOl UITOPEL val €XEL TIG TIUEC: get (Yia epwTnoELS), set (yYla evIoA£Eg), result (yia
amoteAéoparta) Kat error (yia opaiparta).

e presence — adopd tn dNAwaon tng mapouaiag kat StabecipudtnTag £Vvog client oto Siktuo
(4 TV aitnon cuvdpounc otnv mapouaoia evog alou client).

[dwaitepo evolapépov mapovotdlel 10 Yeyovog MG TO TEPLEYOUEVO TOV UNVUUATOV OVTOV,
dev elvar KoBOPIGUEVO KO €KTOG TV TPOTLROMOMGEWV oL KaBopilovv evOEIKTIKOVG
TPOTOVG YPNONG TOV YO TV VAOTOINGT| SOPOPMV AEITOVPYLOV, UTOPEL VaL yp1oLponom el pe
OTOLOVONTOTE TPOTO, TEPLEYOVTIOS OMOLOONTOTE €100¢ mAnpoopiag kot opilovrog véa
LOVTEAQ EMKOVOVIOG KOt SLUVOTOTNTEG. ZTNV TOPOKAT® €KOVO Qaivetal &va eVOEIKTIKO
XMPP Stream to omoio mepiéyet ko Ta Tpia £idn tov Stanzas.

<stream>
to="digital.output@example.org’ id="1">

<message from='romeo@montague.lit’ to="juliet@capulet.com’ id="msg 1°>
<body>Hellooo! !</body>
</message>
<presence to="user@otherhost.com™ type="subscribe”/>
<iq type='set’' from="master@example.org/amr’
to="digital.output@example.org® id="1">
<set xmlns="urn:xmpp:iot:control’ xml:lang="en’>
<boolean name='Output’ value="true’/>
</set>
</ig>

</stream>

3.2.4 OL enektaoels (XEP) tou XMPP

Meydro mieovéktnua tov XMPP, dnwg éxet avapepbei, elvar o1 erektdoelg mov vrootnpilet
Kol €EEMOGOVTOL GLVEYMG. ZVYKEKPIEVA, &xel 1W0pubel opyaviopog vy  avamTuén
TPOTVTOTOMNUEVOV ENEKTAGEDV TOV TPWTOKOALOV. O opyoviopuodg avtdg ovoudletor XSF
(XMPP Standards Foundation). Ot enektdoelc mov ovomrTiCoOVIOL Kol ONUOGLEDOVTOL
ovopalovtor XEPs (XMPP Extension Protocols).
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Kdabe XEP amotedel Eeympiotd €yypapo mov opilel pia véa mpotvmomoinpuévn dtadikociol
xprong tov XMPP. Tétoteg dradikacieg ypriong pumopovv va opicovv ) ypnon tov XMPP cg
APOPOLG TOUELS, OTTMG:

e Kowwvika Siktua (m.x. mpodiA xpnotwv)

e online mavidla

e uetadopd Kat streaming apxeiwv

e kaBwg kat oto Internet of Things

Avt| v otiyun vmdpyovv cvvolkd 396 XEPS kot cuvveymg exdidovior véa. Xapn
TANPOTNTAG, OVOPEPETAL TOS VIAPYOLY aKOUa Kot yrovpoptotikd XEP, dote va vrdapyet
evyapLoTo Kot BeTiKd KAMpo HEc GTNV KOOTNTA.

> owdwacio mpoétaong XEP upmopel va ocvppetéyel omotoconmote embopel, amAd
ouvtdocovtag kol vtodilovtog pia apykn €kdoon tov XEP. Tote ta péAn tov opyovicon
10 g&etdlovv KOl €POGOV TO OgYTOVV, KAVOLV TIG omapaitntes Oopbdoel mote va
onpoctevdel. Xvykekpiuéva, kdbe XEP mepvael péoca and pio dadikacio Kataotdoemy, ot
omoigg sivar o1 e&ng %'
e Experimental — mpwto otddlo, epocov to cupBolAlo To €xel amodexBel kal pmopel va
XpnotuomnolnBel melpapatika
e Proposed — mpwto Brua epocov n MEPAUATIKY Xprion Tou XEP adrosl BETIKEG EVTUTIWOELC
o€ 0Mo Tto XSF Kkal yivovtal culnTtroEeLg yLo TEALKEG OAAOYEG
e Draft — o emduevo Brua PeTd To Proposed, To omoio avtiotolyel otnv umtoPndlotnTa yla
£kboon
e Active — mApw¢ anodektd aAAd TPOTOMOLACELG UMOPEL va yivouv
e  Final — mANnpw¢ amodeKTo Kol oTabepod XWPLG va AVOLEVOVTOL TPOTIOTIOLOELG
e Deprecated — maAl6/Eenepacpévo, véeg ekOOELG TOU amodeUyovTal yLaTi mBavwe UTtApXEL
KATIOLO VEO TIOU TO avTLkaBlotd
o Deferred — Experimental To omolo 6ev avafBabuiotnke péoa oe 1 xpovo
e Obsolete — XEP 1o omolo Bewpeital ot Sev Ba émpemne mA£ov va uAomolLeital
e Retracted — XEP to omoio £xeL {ntrostL o i61o¢ o cuyypadiag va adalpebel
o Rejected — XEP 1o omnoio £xel anoppldBel anod to cupBouAlo

Ta XEP mov Bpickovtot o 6tafepd oA aoOpa Kot 6€ TEWPAUATIKO GTAO10, EIvOl KATAAAN AL
v vAomoinom. Ymapyovv 1o apketés PipAodnkeg o TOAAEG YADGGEG TPOYPOULUATIGHLOD
OV VAOTOLOVV OPKETE OO QVTA.

3.3 Napouoiaon evdeiktikotepwv XEP

YKOTOG TNG £PYACIOG OVTNG, OTMG £xEL Yivel 1O YV®GTO, glval 1 €bpeST Kol AOTOINoT piog
Aong yio v avantoén evog 10T d1kTHov OV AVTOTOKPIVETOL GTIC GUYYPOVES OVAYKES KO
TPOKANGELS, PE TN PN oM Tov mpwTokdArlov XMPP. Epyoieio yia v enitevén tov ckomol
avtov, elvar n TANBmpa twv XEP mov vapyovv, av kot pmopovv vo avoartuyfolv véeg e10kd
TPOGOPLOGUEVES OL0SIKAGIES Kot €101 unvopdtmv (Stanzas), epdcov avtd kpibel amapaitnto.
[Tpotodtepn eivar ©o1d6G0 M ¥pNon 060 TO OLVATO TEPIGGOTEPMV ETOIUMV OOMKDV
oTolEi®mV, Yoo AOYOUG GUUUOPPM®ONG UE TNV KOWOTNTO Kol To 101 oTafepd Kot vPEMG
amodektd TpOTLTA TNG. [0 TN cVYKpIoN Kot EMA0YN TV KataAlnAotepwv XEP g pia eviaia
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vAomoinon, ypetdletot va teBoHV cLYKeEKPIUEVOL GTOYOL, KPLTHPLOL KO OTaTnoEls. Evtovtolg,
KpiOnke oKOTLO VO TOPOVSIACTOVY TPAOTO ovaAVTIKE Too XEP mov pelemOnkav. Me avtdv
TOV TPOMO, GTO EMOUEVO OTAO0, OMOL YIVETOL TOPOVCINCT GTOHY®V/AMAITHCEDV Kot
EMAOYN/GYEOACUOG TG LVAOTOINGCTG, O avayVAGTNG £XELNON GO EKOVA oxeTikd e Too XEP
7oV avTamokpivoviol o€ kéOe pio TpoOKAN o).

I"a v mapovcioon avtn, ta evosiktikotepa XEP Ba yopiotodv og dvo katnyopies:
e Non loT Specific — XEP ta omoia oxedlaotnkav yla yevikn xprion oto XMPP f kaBapd yla
XPNOeLg o€ Instant Messaging, wWoTO00 TTOPEXOUV XPNOLUEG SUVATOTNTEG
e 10T Specific — XEP ta omola oxedldotnkav amokKAELOTIKA yLa T xprion tou XMPP og diktua
loT

3.3.1 Non loT Specific XEPs

H emioyn XEP 1a omoia ¢ oyedidotnkay yia ypnion oto 10T, ) otiypn| mov vedpyovv dalo
OYEOOGUEVO, OMOKAEIOTIKG Yoo avtd, pmopel vo avtaler kokn. Qotoco, ta XEP avtd
TapEXOVV KOAG GoYeSOGUEVEG ADGELG/OVVATOTNTES, TTOV OVTOTOKPIVOVTOL GE TPOKANGELG TOV
aQopPovV YEVIKOTEPA TN SGLVIESIUOTNTA HETAED OGO avOpOT®Y, TOGO KOl UNYOUVOV.
Emunpdobeta, ta mepiocdtepa Ppickovior oe otobepn Kol vpEmG OmOdEKT) £KdOOT, GE
avtifeon pe to IoT Specific mov PBpiokovial ce MEWPAPATIKY KATAGTAGT Kol Eivol VTO
apLOIG PN TNOT Y10 KATOL0LG,.

XEP-0060: Publish — Subscribe

‘Exet non avolvbei nepiinmtikd to povtélo emkowvmviag Publish — Subscribe, 6mwg kot to
novtélo Request — Response. Xto povtého Publish — Subscribe, ot Publishers napdyouvv kot
dnuootevovy dedopéva kKatm omd pia Ospatikny evotnto (topic). Ot Subscribers yypdgovtat
og avtd ta topics kot Aappdvouv ta dedopéva tovg kdbe popd mov dnuoctedovral véa. Xe
avtifeon, oto poviédo Request — Response, ot mopaywyoi 0£00UEVOV ATaVTOOV GE OLTHLOTOL
(requests) TV evolaPePOUEV®V Y10l SESOUEVE, KOl GUVETMG TPEMEL VO, GTEIAOVY UVOLLO. OF
KAOe evOLPEPOUEVO OALA KOl O EVOLOPEPOUEVOL TTPETEL VOL GTEAVOLV OLTILLOTOL GVVEYMDG Y10l
va Aappdvouv to véa dedopéva. Ot avtiBéoelg avTtég Kol T0 TAEOVEKTNLO TOL LOVIEAOL
Publish — Subscribe oyeticd pe to 10T Oa avalvBovv otny endpevn evotnta.

To XEP-0060: Publish — Subscribe meprypdoet pia cvykekpipuévn viomoinon avtod Tov
povtédov emikowvwviag. H vanpesio avt viomoleiton otov XMPP Server, pe t ypnon
Kat@AANAov component (oTolEioV) Kol mopEyeTal G vanpecio Katom and £va. subdomain
(.. pubsub.chat.ntua.gr). Ta topics tov Publish — Subscribe 3@ yapaxtpilovrar g nodes
(k6ppor) Tov dnpovpyodv devipikn doun. Tuvenmg kaOe node (dniadn| topic), pmopei va €xet
sub-nodes (sub-topics), mov otV ovcio amotelovv Stapopetikd topic ywo to Publish —
Subscribe. Yrdapyet évac Owner (Idioktng) mov anoterei tov XMPP Client kot eivon awtdg
mov dnpovpyei to root (pilkd) node otov Server. O Owner eléyyet ko daxepiletan To node
avto, Kobmg Kot oroladnmote nodes dnuovpynbovv katm tov. Ot Publishers epdoov givau
amodektol amd tov Owner oe kdmoio node, dnuoociebovv ekel to dedopéva Tove. Ot
Subscribers pmopovv va evnuepwbodv yia v AMota tov pilikov kOppov amd tov Server,
Kavouv aitnom eyypaeng (subscribe) oe koéppo kot epdcov yivovv dektol, cOuE®VO pe
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dwadikacio wov opiler o Owner (1.y. 6Lot dektoi, e&€taon kabe pérovg, AMoto amodoyng, Mota
OTOPPIYNC), EVILEPGVOVTOL AVTORATA Y1 KAOE Sedopévo mov dnpociedeton oe avtdy 2,

XEP-0045: Multi-User Chat

To XMPP 6nwg givol yvmotd oxedidotnke apyikd yio tig avaykeg tov Instant Messaging.
2KomdG TOV NTAV VO TAPEYEL TIG TEPLGGOTEPES SVVATOTNTEG GE AWTO TOV TOUEN. ZVVETMOC, Oal
amoTeEAOVGE EALEWYN v OEV LANPYE EMEKTOON TOL OPilEL TN YPNOM TOL Yo LAOTOINOM
vinpeoiag Multi-User Chat. H emkowvovia yivetor péoo o€ rooms (dopdtia) cuvouiiiog,
LSO 6TO TAOIGLO TV OTOIWV, 01 ¥PNOTEG GTEAVOLV Kot AapBavouy umvouata, dnuocta yio
O6Aovg Tovg YpNotes. Extdc amd Tig Pacikéc Aettovpyieg opiletarl Kot éva 1oxvpd HOVTELO
gléyyov mpocPaonc. 2°

To Multi-User Chat, 6rwc kot to Publish — Subscribe, mapéyston a6 Tov Server wg vanpeoia
Kot and éve subdomain (m.y. rooms.chat.ntua.gr). ITopopoimg, opiCetar kot o Owner
(1BroxtNNG) MoV amotelei Tov Client o omoiog (Votepa and KatdAANAn aitnon ctov Server)
dnovpyet éva dopdtio. O Owner emiéyet T1g Pacikég pubuicelg kot amotelel Tov apykd
dwyeplot) tov dwpatiov. Téroleg pvBuicelg pmopel va givor yio mopdderypo to ov to
dopatio o etvon piog ypnong M OxL, t0 péYoTo apdud atoépmv, ov Bo Eyovv dikaimpo
€16000V Povo cuykekpiéva péAn (clients), av o vdpyovv cvvrovieTtéc kat av Bo propodv
o uéAN vo mpookaiécovv Gida péAN. EmmpocOeta m Siaxeipion €xel va kdver pe to
Affiliations (oyéoeig) ko Roles (porot) Tov pmopodv vo 60000V og GAAa pEAT TOL dmpoTiov.
Ot évvoteg Twv Affiliations kot Roles opiCovv éva 1oyvpd poviého ehéyyov mpocPacng, to
onoio Tpooeépet Eva evpv Paopa tpomwv xpriong. Ta Affiliations opiovv ™ oyéon péhovg
ue v dwyeipon eléyyov mpocPacng oto dwpdrtio. Yrdpyovv to e€ng Affiliations (ue
EPOAPYIKT GEPA OO TNV O CNUAVTIKTY GTNV AYOTEPO):

e Owner — O LSLOKTATNG Tou dwpatiou Ue OAeG TIG duvatotnteg Staxeiplong

e Admin — AlaxelpLotng tou dwpatiou pe duvatdtnteg Slaxeiplong mou tou €xouv SoB¢el amd
tov Owner

e Member— AmA6 péhog tou Swpatiou / €xetl amAd tn Suvatotnta va elo€ABeL atnv culitnon

e Qutcast — ArtokAelopévog amd to dwpdtio / dev €xel Tn SuvatotnTa va eLoEADEL

e None - Timota amno ta napandvw / ev elval amokAslopévoc, oUTe amoteAel péAOG

Ta Roles opilovv 10 eninedo npdoPoong evog péhovg oto dwpdrtio. Yrapyovv ta e€ng Roles
(1e 1epapykn oepd amd TV TO GNUAVTIKY GTH AYOTEPO):

e Moderator —Zuvtoviotr / £xeL Tn SuvatdTnTa Vo EAEYXEL TN CUVORIALOL KOl VOl ITOLAKPUVEL
amnod 1o dwpatio (ban) onolodnnote pélog embupel

e Participant — Juppetéxwy / €xeL tn duvatotnta va AapBAvel Kal va oTeidel pnvopota otn
cuvoplhia tou dwyartiou

e Visitor — Emiokéntng / péAog tou Swpatiov onwce ot mponyolpevol aAAd pmopei povo va
AaBeL punvopota tng cuvopthiag, oxtL va oteidet

e None — Aev anote)el pélog tov Swpatiov / os mepinmtwon mou to SwHdTtLo elvat members-
only 6& pumopel va eloéNBeL o€ aUTO
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Yvvoyilovtog, ta Affiliations opifovv to eminedo “’eovciong” TV peEA®V 6TOV €AEYYO
npocPacnc, evéd ta Roles opifovv 1o id10 10 eninedo mpdoPaong kabe pélove. Xvvenmc, Ta
uéAn pe vynAo Affiliation (Owner, Admins) uropodv va opicovv mota Oa givar ta pHéAN Tov
dmpatiov kot Tt eminedo npdsPacnc Oa £xel 1o Kabéva.

A6 TV AAAN TAEVPA, 01 S1odIKAGTES Yo TOL A LEAN etvan AydTtepeg Ko o evkoAes. Kdbe
client, uropei péow gvoc amhov artyuatoc oty Multi-User Char (MUC) vanpecio tov server,
va AdPet T Alota tov dwbéciuwv dopatiov. Ensita pmopel va kdvel aitnon €1c660v og
6moto dwpdtio emBovpel. Epdcov yivel dektdc, amotedel péAog Tov dwpaTiov Kot AapPaver
avTOpoTO OAO TOL UNVOUATO TOV OMUOGIEHOVTOL GE aVTO, LECH TOL SErver. Av tov dobet o
dkoimpa pTopet Kot anTodg avtioTotya vo 6Teldel d1kd Tov unvipota oto doudtio. Onmg éxet
SEVKPVIGTEL, VTLAPYEL Kat 1 duvoTdTnTo Vo Tov dobel axdpo vynidtepo Role 1 Affiliation
MGTE VO OMOKTNGEL duvatodTnTeS Olayeipiong. Emmpocherta, alilel va onueimbel 6t vhpyet
duvatdmra TpofoAng TG MoTtog TV HEA®Y ToL dmpatiov, pe ta Jid Tovg, kabdg kat To Tola
and avtd ta uéAN Bpickovial vt TV oTIyun o€ avtod (presence).

Eivau EexdBapo mmg to Multi-User Chat mapéyet pia evpeia ykapo dvvatotitov. To poviélo
emkovoviag givar kot €6 Publish — Subscribe 6mov ta dwpdrtio £govv Tov poro twv topics.
SVUTANPOUATIKG TopEYovTaL duvatdtnteg eAéyyov TpdcsPacng (access control) kot eréyyov
napovaoiog (presence). Ola owtd givarl apkeTd Kot UEYOAD TAEOVEKTHATA, Y10 £Va O1KTVO
I0T. To yeyovdg avtod Ba avaivbel ektevéotepa 6TV ETOLEV EVOTNTO.

3.3.2 loT Specific XEPs

Ta 10T-Specific XEPs ivau pio cepd amd XEP mov oyedidotnkay pali yio yprion too XMPP
oto Internet of Things. Avtd ta XEP &ival oyetikd véo oe oyéomn e To TPONYOVUEVO TOV
TOPOVGLICTNKAY Kot Un otafepd, ®GTOGO 0 GYESCUOS TOLG APOPOLGE TNV KAALYM
ovykekplpéveV avaykav. Koatd tn perétn v avt v gpyaocia, to XEPS avtd Bpickovrav
oe katdotoon Experimental. Qotoc0, petd mv apyn g ovyypagng (GVYKEKPIUEVA OTIG
20/05/2017) 0 cvyypapéng Toug To avaKaileos Kot Bpickovtor TAéov o€ katdotacn Retracted.
Eivon mpoavég mmg vmpée kprtikn kot apgioprimmon g a&iog tove. 2061000 68 0VTO TO
onueio N avéivon meplopileTar otV TEPLYPAPY| SOLVATOTHTOV KABEVOS amd Ta a&toonpeiwta
XEP. Zt ocvvéyewa, xatd tov oyedocpnd g Avong mov Oa viomombet, yivetor coeng
a&loroynon tov XEP.

XEP-0323: Internet of Things - Sensor Data

To XEP avtd meprypdopet Tig dtodikaocieg Kot T HOPON TOV UNVOUAT®OV Yo, TNV TOPOYN
dedopévav amd asntmpec. Ot aodntpeg amoteAovv XMPP Clients e to oo tovg Jid. Ot
evolapepopevol yia ta dedopéva anotehovv emiong XMPP Clients. Zvvenmg kabopiletor n
dwadikacio Tov Read-Out Request. O evdlopepopevog yia dedopéva otédvel to Read-Out
Request otov aucOntpa. e avtd o request pmopotv vo {nrovvtal pia 1 TEPIGCOTEPES TIUEG
dedopévaov. O aohnmpog apov AaPet to request pmopet (epdcov deytel 10 attnua) va
amovtiost pe to KatdAinho response 0. To response pmopei vo koBopiler TOAAOTALC
Wt teg kaBe Tung. Tétoteg W10 TEG OmoTeEAOVV Ot EENG:

32



e £{60¢—TY. OTIyHLOLO LETPNON, UTIOAOYLOUEVN TLUN, AKPOTATO, ATOONKEUUEVN TLUA, XPOVIKN
N

e TUTOG — TL.X. AKEPALOG, OPLOUNTLKOG, KELUEVO, AOYLKOG, XPOVLKOG

e povada pétpnong — .. Watt, °C, Sec

<iqg type='get'
from='client@example.org/amr'
to="'devicelexample.org'
id='50006"'>
<reqg xmlns='urn:xmpp:iot:sensordata' seqnr='6' momentary='true'>
<node nodeld='Device04'/>
<field name='Energy'/>
<field name='Power'/>
</req>
</ig>

<ig type='result'

from="'devicelexample.org'

to='client@example.org/amr'

id='S0006"'>

<accepted xmlns='urn:xmpp:iot:sensordata' seqnr='6"'/>
</ig>

<message from='devicel@example.org'
to='client@example.org/amr'>
<fields xmlns='urn:xmpp:iot:sensordata' seqnr='6' done='true'>
<node nodeId='Device04'>
<timestamp value='2013-03-07T22:03:15"'>
<numeric name='Energy' momentary='true' automaticReadout='true'
value='12345.67"' unit="MWh'/>
<numeric name='Power' momentary='true' automaticReadout='true' value='239.4"
unit="w'/>
</timestamp>
</node>
</fields>
</message>

[Mapomdve eaivetor to mapdderypo evoc Read-Out Request pe to avtictorya Stanza mov
ypnowonotovvtat. [Tapatnpeiton 61 To Request yivetan pe 1Q Stanza, pio Tpotn andvinon
1e 1o av &ywve 0ektd To Request mepiéyetan kot ot o 1Q Stanza ko votepa o Response e
TG TYéG mepéyeton o Message Stanza.

Inuovtikd yopokmmplotikd tov Sensor Data XEP givar to povtého emkowvmviag Request —
Response, kafdg kot 1 duvatdTo Yoo GOGTH Kot TANPT KOOKOTOINOoT TV 0£00UEVOV
awcOnmpov pall pe ta xopakploTikd Tous. TEtowa Kodikomoinon extdg and mapoyn OAwv
TOV  TANPOQOPLOV CLUPAAEL Kol ot OLIAEITOLPYIKOTNTA  HETAED  OLOPOPETIKMV
VAOTOM|GEMV/GUOKEVDV.

XEP-0325: Internet of Things — Control

Ye éva 10T diktvo, oto emimedo TV Oedopévav, €KTOG amd T GLAAOYN OedouEvaV
awcOnmpov e&icov onuovtikdg eivor kot o €leyxog cvokevdv. Anlodn, oto dikTvo
OLVOEOVTOL GUOKEVEG OV €ite TOPEYOLV dESOUEVD, €1TE TEAOVV VIO KATOW AELTOVpYia 1
omoia eAéyyetat, €ite Kot T 6V0. Zuvends, ¢ cuumAnpopa oto Sensor Data XEP, vrdpyet
to Control XEP. Avto to XEP npocdiopilet ) dwadikooio pe v omoia évag XMPP Client
(oto €€ng avapépeton w¢ Client) umopel va oteilel evioléc eléyyov og évav dGAro XMPP
Client (oto €€fc avagépetarl wg Thing). Ztnv mpayuatikotnto to Thing opilel pio oepd and
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nopapéTpovg eErEyyov. O Client pmopei va {ntioet pio Mot pe autég Tig TapapéTpong Kot
£pOGOV TI Yvopilel pmopei va oteilet request yio va 0€cet pia 1| Tep1ocoTepec £ avtdv L,
INo v ddikacio {Rtnong eopuog, o Client otélver éva request oto Thing pe v evioAn
getForm «xon émerta €pocov 1o Thing amodeytel 1o aitnuo omokpiveTton pe ™ QOpU
TAPAUETP®V, OTWS PaiveTal akolovOwG:

<ig type='get'

from='master@example.org/amr'

to="'dimmer@example.org'

id='3"'>

<getForm xmlns='urn:xmpp:iot:control' xml:lang='en'/>
</ig>

<ig type='result'
from='dimmer@example.org'
to='master@example.org/amr'
id='3"'>
<x type='form'
xmlns="'jabber:x:data’
xmlns:xdv="http://jabber.org/protocol/xdata-validate'
xmlns:xdl:="http://jabber.org/protocol/xdata-layout’
xmlns:xdd:="urn:xmpp:xdata:dynamic'>
<title>Dimmer</title>
<xdl:page label='Output'>
<xdl:fieldref var='FaceTimeMilliseconds'/>
<xdl:fieldref var='OutputPercent'/>
<xdl:fieldref var='MainSwitch'/>
</xdl:page>
<field var='xdd session' type='hidden'>
<value>325EDOF3-9A9A-45A4-9634-4E0D41C5EA06</value>
</field>
<field var='FadeTimeMilliseconds' type='text-single' label='Fade Time (ms):'>
<desc>Time in milliseconds used to fade the light to the desired level.</desc>
<value>300</value>
<xdv:validate datatype='xs:int'>
<xdv:range min='0"' max='4095"'/>
</xdv:validate>
<xdd:notSame/>
</field>
<field var='OutputPercent' type='text-single' label='Output (%) :'>
<desc>Dimmer output, in percent.</desc>
<value>100</value>
<xdv:validate datatype='xs:int'>
<xdv:range min='0' max='100"'/>
</xdv:validate>
<xdd:notSame/>
</field>
<field var='MainSwitch' type='boolean' label='Main switch'>
<desc>If the dimmer is turned on or off.</desc>
<value>true</value>
<xdd:notSame/>
</field>
</x>
</ig>

To request 6mwg kot To response mepiéyovron og 1Q Stanzas (get kou results) avtictoyo. Xto
response mapotnpeitor TOCO Mo GOVIOUN OAAG Kot piol OVOADTIKY TEPLYPAPT TOV
napapétpov  (oe ovtf v wepintoon FadeTimeMilliseconds, OutputPercent o
MainSwitch). Kafe mapapetpoc umopel va éxel tomo (.. amhd Keipevo 1 Aoykn netofAnty),
AVOAVTIKY TTEPLYPOPT) OE KEIUEVO (.. * Time in milliseconds used to fade the light to the desired level ),
TPEXOVOA TIUY KO EVPOG TILDV. VVETMG, 1 OPLLO TAPUUETPOV TAPEXEL OAES TIG TANPOPOPIES
nov ypetdleton o Client dote va pmopei va eléy&et to Thing.
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Egocov o Client yvopilel tig mopapétpovg tov Thing (eite péom g @opuag, €ite €K TV
npotépmv) pmopet va oteidel Control Commands (gviodéc eEAEyyov) o€ avtd. Me avtéc Tig
eVToAEg pmopet va ot Betl v adhayn piog 1 TEPIGCOTEP®VY Ao AVTES TIG TOPAUETPOVS. To
Thing pe ™ ocepd t0V, pdoOV amodeytei 10 aitnua (YOPAKTNPIOTIKOL AGYOL ATOPPIYNG
umopovv va, eivor AaBog mopdpeTpot Kot amokAEIGUOG TpOSPacng), BETel avaloyo TIg TIUEG
ToV Ko omokpiveton pe Oetikn emPePaioon. Enuewwveral 0Tt 10 cevaplo pe emPePaimon
aroutel T ypnon 1Q Stanzas. Xto XEP opileton kot 1 mepintwon amocToANg EVIOADY Ympi
emPepaioon péow evog Message Stanza. IMopaxdte omewkoviletor éva mopdoetypo tov
televtaiov ogvapiov yo v odhayn ovo mapapétpov (FadeTimeMilliseconds  xan
OutputPercent pe péorn to TponyovUEVO TOPAdELYLL):

<message from='master@example.org/amr'
to="dimmer@example.org'>
<set xmlns='urn:xmpp:iot:control'>
<int name='FadeTimeMilliseconds' value='500"'/>
<int name='OutputPercent' value='10"'/>
</set>
</message>

XEP-0326: Internet of Things — Concentrators
Y10 XEP avt6 opileton n évvora tov (Thing) Concentrator. O Concentrator (cuykevipmtig)
givar évag XMPP Client o omoiog avtimpocmnevel moAld Things, kaféve and to omoio
armotelel node (kopPo). Kabe kouPog yapoktmpiletar amd pio tavtotnra nodeld. Exiong,
ka0 node pmopet va €yet child nodes (taidid), exttpénoviog ot T devipikn doun omd nodes
32
O Concentrator umopei va mapéyetl pebodovg mpog dArovg XMPP Clients pe tig onoieg:
e  yilveTol avaKTNOoN TWV OVOUATWY/TaUTOTHTWY, TN Sounc Kat Suvatotitwy (m.x. isReadable,
isControllable, hasCommands) Twv KOuBwv TOou
®  ETUTPEMETAL N LEPLKNA N OAWKH Slaxeiplon Twv KOPBwWV Tou
e yivetal amootoAn query i command otoug KOUPoug, yla culoyn dedopévwy 1 €Aeyxo
avtiototya twv Things tou
e yvwoTtonoloUvtal OAeg oL mapandvw HéBodol avaAuTikd pe tnv uEBodo getCapabilities
(amauteitan)

Eivot onpovtiko vo onpeindei mog o nodes edm dev anotelovv Eeywpiotovg XMPP Clients,
0VTE yiveTal ovapopd Yo To TG avtd cvvdéovtan pe tov Concentrator. Xvvenmg, To. Nodes
uwopovv va. arotelovv Things ta omoia cuvdEovtal pe 0ToloVONTOTE TPOTO (PLOIKO HECO,
TP®TOKOALO KAT) e Tov Concentrator, mote va cuvdebovv pe o XMPP diktvo pécw avtov.
Eniong, a&o avapopdg eivor g Kot €dd Ommg kot ota tporyovueva 10T XEPS to povtélo
emkotvoviag etvar Request — Response.

35




XEP-0324: Internet of Things — Provisioning

To XEP avtd meprypdoet dwadikaciec mov emtpémovv tov Kabohlkd €leyyo mpdoPaong
(access control) og éva 10T diktvo. 'a tov okond avtd opiletar n évvola Tov Provisioning
Server. O Provisioning Server amoteAei Server Component 1 XMPP Client o omoiog eAéyyet
™V TpdcPacn mov £xovv ot evdtapepodpevot Clients oto Things .

¥t0 XEP avtd apywkd opiletoan 1 dwadikooio pe tv omoio. €va Thing amodéyetor kot
eykadiotatal otov Provisioning Server. Ot amatthoelg Yo T 6LGKELT VoG TéTolov Thing
etvor ToAD pukpéc. Apket éva push button (mieotucd kovumni) ko va led o¢ diemapn| ypfot
(interface) kou n ovvdeon oe évav XMPP Server kdto omd éva Jid, tposPdoyo and tov
Provisioning Server. Katd tn cuvdeon tov Thing otov XMPP Server, o Provisioning Server
otélvel aitnua erhiog o owtd. MOMG eTdcel o aitnpo oto Thing, avtd avapoosprver to led
v éval xpoviko dtdotnua (m.y. 30°7), sldomoudvtog 10 dtopo mov eykabiotd to Thing. Av
notnBet to push button péca oto ypovikd didotnue avtd, to Thing arnodéyetar to aitmua
ewkiag. To Thing tote {ntdet v Aot TV VINPEGLOV TOV TAPEXEL O VEOS PILOG KOt av HEGQ
oe autég mepiEyetol to Provisioning Extension, tote tov gumiotedetar o¢ vrevbuvo tov.
Télog, o Provisioning Server otélvel oto Thing éva token pe to onoio emPePfardvovron ta
access rights tg cvokevng, yo petémetta ypnon. [apakdto eaivetor éva Sequence Diagram
TOV TEPLYPAPEL TNV AVOTEP® S1AOTKAGTOL.

Device Provisioning
Server

<presence subscribe={)

el
1 ; If no delegated trust()
BlinkLED{
Pressbutton}

=<presence subscribed>{)

<query disco#info>={)

um:xmpp:sn:provisoning)

r getToken(deviceld)

getTokenResponse(token)

Ynuetdvetor ®6t000 Tmg o Jid Tov Provisioning Server umopei vo eyypaeeToL 6T GUGKELN
KaTé TO 6TAO10 TNG TOPAYMYNGS, MGTE Vo UnV ¥petdletol avt 1 dadikacia.
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Yty cvvéyela, to Thing umopel va ypnoponotei tov Provisioning Server oote vo yvopilet
Tow access rights (dwkoudpoato tpdsPacng) mov Exovv dAlot Clients oe awtd. Avtd yivetan
Héow® otnudtov mov otéAvel otov Provisioning Server, kabe @opd mov dEyETOL AITHLLOTO
npooPaonc amd kamowov Client. Bdon tg andvinong mov APl pmopei va amodeytei 1 va
amoppiyet tétota cutnpoto. To €101 atnudtov Tov teptrypdeovon eivor Ta ENG:

e isFriend — aitnua pe to omoio pwtdel to Thing av kamotog Client eivatl ¢ihog kat pmopet va
amodeytel to aitnua ¢wiag tou (Presence Subscribe), Bdon tou Jid. Emunpdobeta, o
Provisioning Server pmnopet katd BoUuAnon va emiBAAsL tnv Snuoupyia i Staypadn Gitwy

e canRead — aitnua pe to omoio to Thing pwtdel Tov Provisioning Server av kamnotog Client pe
OUYKeKpLUEVo Jid, umopel va ektedéoel Read-Out Request (XEP-0323: Sensor Data) og auTto.
H amavtnon pnopsei va pnv eivat yevikn ya to Thing, aAAd va eplopiletal o nodes kal og
fields (éAeyxoc¢ mpooBaong cuykekpluéva os nodes 1 fields)

e canControl — aitnua pe to omnoio to Thing paBaivel av kamotog Client pe cuykekplpévo Jid,
umopet va ekteléoel Control Request (XEP-0325: Control) oe autd. Omwg kal otnv
T(PONYOUUEVN TIEPIMTWON, £TOL KL OE OUTH, N AMAVTNON Unopel va meplopiletal Baon twv
nodes 1 TwWvV MAPAPETPWY EAEYXOU.

Inueltdveton emiong, Tmg ot amavtioglg Tov Provisioning Server uropovv va yivovton cached
(amoBnkevovtol Tpocwpiva) oto Thing dote va un ypetdlovrarl cuvéyelo véa Request.

H évvoua tov Provisioning Server givoat onpovtiky Kot mpénel vo. bIapyel o€ Kabe cOyypovn
viomoinomn &vog Oowtbov 10T mov amofiémer oe KOOOAKY KOl EKTETOUEVY] YPNOT.
[Teprosotepa Yoo avtd Ba avaivBovv oty €ndUEVT EVOTNTA.

XEP-0347: Internet of Things - Discovery

To XEP avtd meprypdpet dadikacieg pe tig omoieg ta Things pumopovv vo avakaAv@Oovv
uéoa oto 10T diktvo. Ot Clients amd povor tovg de pumopovv va EEpovv ta Jid twv Things mov
vrapyovv. Emiong, véa Things umopodv va mpootifevian cuveyde. o tov okomd avtod
opiCetor n évvowo tov Thing Registry. To Thing Registry umopei va amotehei Server
Component 1 XMPP Client, koppdrtt tov Provisioning Server 1 avtoteAfg Kot 6Komdg ToV
gtvar 1 eyypaen tv Things tov diktvov og awTd, M®GTE Vo LTopoHv va avakoivedody amd
Clients 3,

Kdé0Oe Thing pmopei 1doavikotepa va Aappdaver Eva Jid kot to domain tov XMPP Server katd
70 6TAO10 TNG TAPAY®YNS. Q6TOG0, UTOPEL VO LITAPYEL Kol 1 duvaTdTnTo pOOIONG TOVG KaTA
™ xpnon. To id1o woydetl kou yio T1¢ dtevBvveelg (domain 1y Jid) Tov Thing Registry kot tov
Provisioning Server.

Katé t ovvdeon tovg o610 diktvo, too Things eyypdoovioar kato oamd dokmoio. g
oK NG €vog Thing pmopet va givon gite to 1010, gite kdmolog dAlog Client. v apmtn
nepintmon 1 dNrwon (awto-droktnoiag yiveton pali pe v eyypaen tov Thing oto Registry.
X1 devtepn mepintwon, To Thing eyypdeetor oto Registry kot n dfAwmon droktnoiog yivetal
oe peténerta otddlo. Katd v eyypaen tov oto Registry, to Thing otéAvet kdmowa meta-tags
(mAnpoeopieg etikéTag). Meta&d avtov Bpioketar kot to KEY mov amotelel povadikd Kmdko
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tov Thing. T'a ™ dMAwon Woktoiog evog Thing amd évav dilov Client, amatteiton M
amootoln avtov tov KEY. I'a tov okond avtd npoteivetatl kmdikonoinomn tov KEY oe QR-
Code mov Ppioketatl 6 aVTOKOAANTO TAve 6To 1610 T0o Thing, GoTE HOVO O TPOYUATIKOG TOV
1O10KTNTNG VAL UTOPEL VL SNAMOEL TNV 1010KTNGi TOL TAVE 6€ avTtd. Me Tapd ol dtodikacio,
uwopovv vo. gyypoeovv oto Registry, Things mov amotelodv pépog evog Concentrator (ko
o Eeywpiotd XMPP Client).

1 ovvéyela, epocov Eva Thing éxetl eyypagel kot £xetl Woktnoia ivar public (dnpodoio) yuo
avalftmon oto Registry. Omoloodnmote Client pe mpdoPoon oto Registry pmopei va
avalntoet Things péow ovykekpipévav Request. to Request avtd kabopilet éva ohvoro
Kavovov avaltnong, oxetikd pe ta tags, twv Things mov embopel. o mopddetypo Kamoo
amo To tags Oa pmopovee va £xel v tomobesia tov Thing kot kdmwolo GAA0 TV 1310TNTO TOL.
Me avtd to dedopéva, évag Client o pmopovoe va avalntioel 6Aovg tov oucHNTHPES
Bepuorag mov Ppickovrar kovtd oe Kamola GuyKeKpLév Tomobesia.

3.4 EriAoyr], oploudg, OKomog kat avaAuaon TG TPOCEYYLONG

[TAéov, &xet doBel pio Pacikn yvaon yopw and 1o tpmtoxkorlro XMPP kot tig duvatdtntég
10V, kaOmg eniong ko pio avtiAnymn ywo to Internet of Things kot tig oOyypoveg TpokANcelg
TOV. g auTn TV evotnTa B avolvBel n emhoyn g Abong, mov Bo vAomonBel 6g vt TV
epyacia. Apykd Ba yivel aviAvon TOV OmoITNGE®V. ZTNV GLUVEXELD, LE PAOT TIC OAMAITHCEL,
0o akoAovBnoet pia cvykpion tov evdsiktikdv XEP g mponyovuevng evomrag. Télog, N
oLYKpIon ot Bo 00N YNoEL BTNV EMAOYY] TNG TEAIKNG AVONG TPOG LAOTTOINGM).

3.4.1 l'evikn xprion tng tomoAoyiag tou XMPP og loT Networks

H tomoAoyio. tov XMPP Baciletar otoug XMPP Clients. Ot Clients cuvdéovtatl otov XMPP
Server dnuovpydvtag €16t éva diKTLO. XVVETMG, oKOMWO glvar vo kaboplotel To TL
ovtotTeg, ot mAaiota tov 10T, propovv va anotedécovvy XMPP Clients:

e Things (sensors, actuators kAm)

e ¢uowka dropa / mpoowrtikoi Aoyaplacplol

®  YEVIKOTEPO OUOKEUEG (smartphone, computer, concentrator)

e AAAA KAl umnpeoieg Siktuou mou tpéxouv ot umoloylotr N cloud kal pmopouv va
npootiBevtal SUVOULKA

Awkpivetor ondte pia ehevBepia/molvpopeio oYeTIkd He TIG LOPPES TV OVIOTITMV TOL
umopovv va, cuvurap&ovv oto 10T diktvo wg XMPP Clients. 'Eva mapddetrypo g tomoloyiog
QTG OLKPIVETOL GTNV TOPUKAT® EIKOVOL:
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temp_sensors@ece.ntua.griroom_b12 | = ‘ XMPP Client
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-

tasos@ece.ntua.gr/mobile
E {ﬂ" XMPP Client XMPP Client
| Sdo4 ]

thermostats@ece.ntua.griofice_2_13

Actuator Monitoring App

O XMPP Server amd v peptd tov pmopet vo opicet éva kKAEGTO, MG TPog Tov £ KOG,
0T diktvo. H onowadnmote dvvatdtnta 1} meplopiopds eEmTepikng dtacvvoeong opiletan kot
eréyyeton amd ovtdv. Avtd 10 6TOoLKEl0 TPOGHIdEL Eva PaCKO YOUPOKTNPIOTIKO ACOAAELNS KOl
eAEYYOV.

3.4.2 KaBoplopdg anattioewv

210 2° Kepdhato £govv oM avapepBel o1 onUavTIKOTEPEG GVYXPOVES TPOKANGELS GTOV KOGHLO
tov Internet of Things. Zxondc awtg ¢ epyaciog eivor 1 avantuén kot vAomoinon piog
Adong, pe xpnon tov tpwtokdArlov XMPP, mov avtamokpiveral pe 1o KaAOTEPO SLVOTO TPOTO
oto Oépato autd. XNV evotnTo OLTH, 1 AVOCKOTNON aVTOV TV Oepdtwv odnyel oe
ocvumepdopato Kot mpotdoelg KatevBvvong mpog  Avon. Tavtdypova, kdbe O&pa won
npdtact pmopet va cvoyetiotel pe ovykekpipuéva XEP. Zuvenmdg, aokeitor n kotdAAnAn
KPITIKT) GE OVTA OOTE € EMOUEVO GTAO10 VO amoTeAel BAoiun 1 Auesn GOYKPIGN TOVC.

Mo tov cwotd Kot katavontd opiopd TV amalTioE®V, oVTEG B YOPLoTOVV GE OO YEVIKEG
Kotnyopieg Aettovpyidv: oto Eninedo Agdopévov (Data Plain) kot oto Eninedo Awyeipiong
(Control Plain). 1o Eninedo Aedopévav aviKouv ol AELITOVPYIKES OMALTHOELS TTOV APOPOHY
™ Pacikn petagopd dedopévav uetaé&d koppov (Clients 1 Things) péoa oto 10T Aiktvo.
Téroteg Aettovpyieg amoteAoVV TIC O POGIKEG KO YOPOUKTNPIOTIKOTATESG Y10 TNV AEITOVPYIN
TOL JIKTVOV, OTTMG GLALOYN SESOUEVOV OO O TAPES, AmOGTOAN EVIOA®V o€ Things k.
Amo Vv GAAN mAevpd, oto Eminedo Alayeipiong avikouv ot AEITOVPYIKES OMOUTI|OELS TOV
aQopovV ToV €AEYX0 Kol TNV dweipton Tov dkTdov. Xtov clyypovo koOcpo tov loT, n
KOVOTTOINGoT amattnoemV Kabevog ek TV dVO Katnyopudv gival e€icov onuavtiky. Avoelg
TOV VOTEPOVV GE [ia 0md 0V TEG OVGKOAEVOVTAL VAL ATOK TGOV €VPEia amodoyr. Avtd GuVERN
ko pe ta Internet of Things Specific XEPs tov XMPP, ta omoia 6mwg £xel 110M avopepbet,
TPOGPATO OVOKANONKOV 0md TOV GUYYPAPEN TOVG.
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3.4.2.1 Entinebo bedoucvwy — Data Plain

‘Eva 10T diktvo opiletar amd kdpPovg mov emtkovmvovy, aviaiidlovtog dedopéva puetaln
toug. To dedopéva avtd amotelovv eite dedopéva actntpov, €ite €VIOAES ¥EPIoUOD
ovokev®v. Xwpig PAAPN ™G yevikdTTag ot kKOpPol avtol Propoldv vo ymPIGTOVY G dVO
Katnyopieg ovrtotitv. H mpdn katnyopio amotedeital amd UKPES GUOKEVES, OACTOPTES
0T0 PLGIKO TEPPAAAOV TOL KOTAYPAPOLY dedOUEVO 1)/Kal EKTEAOVV AglTovpyiec. AVTEG Ol
ovtotteg amotehobv ta Things. Ltnv dedtepn Katnyopio, GvViKOLV OTOL01ONTOTE GAAOL
KOuPovovidotrec. XKomOG TG VmapENG OLTOV TV OVIOTNTOV oTO OikTvo €lval 1
aAAnAentidpaon pe ta Things. Avtéc ot ovtotnTeg 0mod €06 Kat 6to e€NG Oa avapépovTat amAd
oc Clients (ot clients tov XMPP 6a avaeépovtor wg XMPP Clients).

Ot amoutnoelg evog diktvov 10T oto Eninedo Agdopévov emnpedlovtal amd Tov 0piGHd Tov
Thing. Boown givar  vrootipiln cLOKELOV TEPIOPIGUEVMOV SUVOTOTHTOV GE UEYAAN
nokvomrto. EmmpocBeta, n odvdeon tovg o10 dadiktvo evdéyetar va givol Kot ovtn
TEPLOPIGLEVT).

Mo v Kohdtepn KoTavonon tov anoitnoeov evog diktvov 10T oto Eninedo Agdopévav

apkel M e&étaon ¢ TomoAoyiog Tov SikTOov oTo emimedo avtd. Ta potifa pong Tov
dedopévmv opilovv Ta id1a TIG avAYKEG.

-~ Things ™% e N\

——"/ ‘\
e =
\ y

A 4

,——-—/ﬁ" e eaae
@\ Monitoring —_

b w J

270 TOPATAVEO OTAOTOINUEVO GyNUa @aivetar avt 1 tomoAoyio. H yevikn mpogavng pon
dedopévav givar Tog N (moArd) Things emkovevodv apeidpopa pe m (roArotc) Clients.

H npd anaitnon mov dnuovpysiton eivor avt g apeidpoung emkowvovias. H pon tov
dedopévav pmopei va givar amd ta Things mpog tovg Clients, otny nepintmon towv dedouévmv
ateOntipov, oAl kol amd tovg Clients mpog ta Things oty mepintwon evioAdv eAEYYOL.
Eivaw eniong yvootd mwg kamowo, Things pumopodv vo, kGvouvv kat to, 600, dniadn Kot va
TAPEYOLV OEOOUEVA KL VAL OEYOVTAL EVTOAEG. ZNUOAVTIKY £IVOL GUVETMOC 1 SIEVKOAVVGT TNG
APQIOPOUNG OVTNG EMKOVOVINGS.
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Mo v avaktnon g endpevng amaitnong, ypetaletat  €E£TA0T TOL TOPATAVE® CYNLLOTOG
Eeymplotd Yo kéOe pio mievpd, ovtr tov Client kot ot Tov Thing. Xty mepintmon evog
Thing, avtd ypetdletor va emtkotvovioet pe m (moAiovg) Clients. H ohvdeon kai extkotvovia
ue kabe Client Eeywplotd omartel VTOAOYIOTIKO, SIKTLOKO GPO CLVERMDE KL EVEPYELOKO
k6o10¢. To Thing ondte embvuei v peimwon awtod Tov M (dnradn to TAnbog twv Clients pe
ToV¢ omoiovg emkowvmvel). Idavikotepn amotelel N mepintwon mov to m yivetar 1. To
avtiotoryo oyvet kat yio tov Client, o omoiog £xel tov oOpTo Vo emkovoviost ue n Things
kot o emBopovoe v peioon tov N. Tldg dpmg yivetor pio ovtOTNTO TOL TPEMEL VO
EMKOWVMVNOEL LE TOAAES AAAEG, OTNV TTPAEN VO YPpELOOTEL VO cLVOEDEL e AyOTEPEC N KOO
ko pio; H amévimon €xet do0ei pe to povtéro emcovmviag Publish — Subscribe. H ovtotta
umopet va avoi&et ko va droyepiotel évav kopBo Publish — Subscribe. Ta dedopéva mov OéAet
va oTellel, T0 GTEAVEL LOVO GE OTOV TOV KOUPO KOt Ao EKEIVOV EVIIUEPDVOVTOL LTOLOTO OL
evolapepopevot Subscribers. Tapopoimg To unvopaTe Tpog v ovtdtnTo Aopfdvovral and
tov KOpPo, o omolog evnuepmdvel e mpaypaTikd ypdvo v ovidtnro. EmmpocOera, n
ovtotta d¢ xpetdleTon v AAPEL ATHGELS Y10 TNV OTOGTOAY] 0€00UEVAV, AAAL T ONUOGIEDEL
omote avtn 10 emBupel, o avtifeon pe Tov poviédo Request - Response.

Ta mheovektipota g yprong Publish — Subscribe, avti tov Request — Response eivot mAéov
YVootd. Q61660 mo1o amd Ta dVo €101 ovtotnTeV oto 10T diktvo Tpénel va mePeAnel and
avtd; Eivow ta Things 1 ot Clients mov mpénel vo. umopoldv vo, eXKovovicouy e OAovg,
xpnoonowwvtag pio pévo cvvoeon emkowvoviag, Onwg éxet Non e€nyndel, n avaykn yw
Mydtepeg 6LUVOEGELG TPOKVTTEL ad TOV POPTO OV dNpovpyovv ot morrég. Ta Things €&
OPOHOD  OMOTEAOVVTOL EVOEXOUEVOS OO GCLOKEVEG TEPLOPICUEVOV OLVOTOTHTOV Kot
Katavédiwong evépyelong. H omootody moAlamidv pnvopdtov omoitel  peyoAvTepN
VTOAOYIGTIKT] oYV, ¥PNON OIKTOHOL KOl GUVETMG KOTOVAAWMGON EVEPYEWNS. X avTifeom, ot
Clients amotedovv (] vroonpilovtat 0md) IKAVOTEPES GVOKEVEG KOOMG 6KOTOG TOVS Eival 1
aAAAentidpaon pe oAl Things. Aniadn, ta Things yapaxtmpilovtar wg moAvtAnéstepa
Kot pkpotepo (oe uéyebog dpa kot Kavotnteg/ndpovs), evd ot Clients wg Aydtepot kat
peyalvtepol. Mg owtd tov oplopd yivetar mpogavig 0tt to 6@ehog tov Publish — Subscribe
npénel va vrootpifel T Things. Tvvenmg, éva Thing opilovtag évav kouPo Publish —
Subscribe, opkei vo emkowvovel povo pe avtdv, otélvoviog dedopéva N Aopfdvovrag
EVIOAEG, eV ot evdlapepopevot yio to Thing Clients apkei va kdvovv Subscribe otov koupo
Yo TNV Ay 0edopévav 1 vo 6TEIAOVY G€ L TOV TIG EVIOAEG avticTotyo.

H 1pitm omaitmon éykerton oty popen pe tv omoio amootéAhovtol to dedopéva. Ta
dedopéva avtd amoteAoVV gite dedopéva aloONTpoV, gite EVIOAEC eEAEYYOVL. QQ0TOGO 1) douN|
TOVG TTPEMEL VO Eivan avoTnpd KaBoplopévn, 10avikdtep TPOTLITOTOUEVT. Me avtd ToV
TPOTO  OmOPEVYOVTAL acdeeleg Kot vrootnpiletar n ovpPoatdtmro HETOEL CLOKELMV.
[MopdAinia, 1 dour VT TPEMEL VAL EMTPETEL TOV TANPY YOPAKTNPIGUO TOV OEGOUEVMV KOl
™V eneENYnon Tovg, vtootnpilovtag £Totl kKabe TEPINTOON EMKOVOVING.
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3.4.2.2 Entirebo Ataxeiptong - Control Plain

Mia c0yypovn Tpocéyyion evog diktvov 10T dev Ba pmopovoe va otabel yopic Tpofieym yia
10 Eminedo Awyeipiong. o xaAvtepn xotavonomn tng onuociog Tov, apkel Kaveic vo
eovtaotel éva diktvo povo pe 1o Eminedo Agdopévav. Xe éva této1o SikTvo Umopovv va
ovvdeBovv Clients kou Things mapéyovtag 1 (ntovtag dedouéva. Omotocdnmote Client
umopel va €xel mpocPact oe omolodnmote Thing. Qotdco awtd Ommg £xel NON avapepOei
umopel va €xel KataoTpentikéG ovvémeles. H oamaitmon oto Emimedo Awyeipiong mov
dnuovpyet avtdg o kivdvvog eivar o ‘Ereyyoc IIpdoPacne (Access Control). O "Eleyyoc
[IpoéoPaong anotehel Tnv mpoPAeyn yio to wowot Clients €yovv npdsPacn oe mowa Things,
ONradn mo amdd mowog pmopel va prAnoet e mowov. Oco amdd Kt av @aivetal, ot TPOTOL Kot
01 TEYVIKEG LLE TOVG 0Toilovg Umopet va oyediootel Eva Tétolo cOGTNHA Eival TOALOL.

Boowd koppdtt Tov eAéyyov npodcPacng eivar to mov avtdg opiletar kol vAoroeitol. Mia
amkn ko e0koAn Avon Oa ftav ota ida ta Things. Me avtd tov tpdmo ta idia ta Things
npoypappotiCovrar va £xovv Aloteg pe Clients otovg omoiovg emttpémovv v TpdoPoon 1
Clients otovg omoiovg Vv anoppintovv. H Aioto avt) pmopei va emavamnpocsdiopileta.
Q01660 oG unopovv va EEpouvv ot 1dtoktTeg TV Things molovg Clients va gpmiotevtovy;
Yoven®g M TeXVIKN vt ©Bel To YWPIoHO TOL SIKTHOL G UIKPA KAELGTO KOUUATIO, OE
avtiBeon pe to 6papa tov 10T yia peydha cvuvdedepéva diktoa. o kaAdTEPN KOTOVON O™ TNG
évvolag avthg, Bo pmopodoe kaveig va @avtaotel évo diktvo and Smart Homes (é€vnva
onitia). Xe éva t€to10 dikTvo VITApPyoLvV Things oe peydin Tokvotnto péca o€ kaOe omitt piog
KOWOTNTOG, EAEYXOVTOG GLUGKEVEG Ko mapEyovTag dedopéva (T.y. Beppokpacio, Katavdiwmon
EVEPYELOG, POTEVOTNTO KAT). Xg éva StapuéPiopa 0 £votkog un yveopilovtog 6€ molovg pumopel
vo. gpmiotevdet Ta dedopéva Tov PTopel va opicet va emttpéneton ) TpodcPacn twv Things tov
poévo and tov id10. IMapopoimg, oe pioe moivkatowio n dwyeipion Bo dvckoAevtel va
amogacicel oe mowovg Clients tg kowotntag pmopei va emitpéyel v mpocPoot.
EmnpocHeta, o pmopovoe va mpoxinfel kakdPovAn ypnomn tov OIKTVOV oV KATO10G
npoonotovpevog Client g kowvotnTog 1 £Vo1Kog TS TOAVKATOIKING KATAPEPEL VAL ATTOKTNOEL
npooPacn o Things vrokAéBovrag dedopéva. H Ao o€ avtd ta Oépata eivor o kevipikdg
éheyyoc mpodoPaong (federated access control / provisioning). Xtov kevipikd €leyyo
TPOGPOOTC VITAPYEL pio GLYKEKPIUEVN apyn 1 oToia kabopilet nv TpdoPaom twv Clients ota
Things. e avt) Vv nepintmon 1 apyf avTH EEPEL TAN PN €VOVLVN TOL EAEYYOL TOL EMPBAANEL.
Ot okt Teg Tv Things cuppeTéyovv 610 SIKTLO e TPOHTOHEST TV EUTIGTOGHVT TOVG OE
avt. Ymoypémon e opyng elval vo EUTVEEL OPKETY] EUTICTOGVVI LE KIVIITPO KOl GKOTO TNV
EMEKTOON TOL OKTOOVL. AKOUO KOl G€ avTtn TNV Tepintwon Oa pmopovoe Kamola opyr,
OKOMUOL 1] U1, VO EMTPETEL TV KAKOPBOVAN YpNoTM TOL d1KTVOV. 26TOC0, GE avTifeon pe Tov
éleyyo mpocPaocnc ota it To. Things, €d® o1 WO1OKTATES TOVG EYOVV Vo Kpivouy pio pdvo
apyn eréyyov TpdoPaong, avti yio mrorlamrotve Clients. Mia tétota apyn (kaboAkol erEyyov
npocPacnc) eivan avt mov meptypapetor oto XEP-0324: Internet of Things — Provisioning,
og Provisioning Server.
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AVo axopa, oyt MyoTEPO ONUOVTIKEG, OMALTNCELS EIVOL AVTES TOV EAEYYOV TNG aVOKAALYNG
(discovery) kot gléyyov mopovciog (presence). Xe évo 10T diktvo umopolvV Vo VILAPYOLY
oA Things kabmg kot va tpootifevian véa cuveymg. Ot Clients de umopoldv povor tovg va
yvopifovv ot Things vrdpyovv oto diktvo. Tvvenmg npénet ot Clients va umopolv pe
Kamoov Tpdmo va to. avakoivmrrovy (discovery). I'a avtd tov okond ypHoun sivat n vapén
VINPESING TOPOYNS TANPOPOPLOY GYETIKA e ta Things mov vmdpyovv. Ilapouoimg, ot
Clients dev umopodv va yvopilovv mowe amd to Things eivor tv tpéyovcso otryun
ouvdedepnéva  oto  diktvo kot dwbéoya.  Xvvemwg  okémun  eivor M vmopén
vnpeoiag/Aettovpyiog 6mov dnAdveTal 1 Katdotaon cvvdeong Tv Things oto diktvo (..
online/cuvdedepévo , offline/ektog ovvdeong), amd v omoion ot Clients umopodv va
evnuepBoiv. Ot dHo Tapamdvm VaNPEcieg VAOTO0VV dladikacieg OPOEG LeTAED TOVG KABMS
Kot pe tov Kabohwkd éreyyo mpocPaonc. H ook apyn elvar 6Tt OAeg datnpodv pia Aloto
e ta Things mov vrdpyovv 6To dikTvo. XNV TEpinTtmon tov kKaborkod eAEyyov TpocPacng,
ywoo kaBe Thing vmépyst n Aiota pe tovg emtpemduevovg v mpocPaon Clients, omv
nepintwon Tov presence vrapyetl n dbeoydra (online — offline) ywo kéBe Thing ko oty
nepintwon tov discovery apkei pévo n Aioto pe ta Things. Avtd 1o yeyovdg odnyei oto
ocvumépacpo Tog 1 opy] Kaboikod gAéyyov mpocPacng, Hmopel va TPOGEEPEL KOl TIC
vnpeoieg Tov diSCOVery kat Tov presence, KaANTTovTog KaBOAMKE TIC avAyKeS TOV SIKTVOV
oto Eninedo Awyeipiong.

3.4.3 TeAwkry oclykplon Twv XEP

e auTo 10 onueio kol pOcoV £xovv kaboplotel o1 amattoelg VAoToinoNG puropet va yivel 1
TEMKY] oVYKplon TV evoekTikOTepwv XEP. Qotdco mpwv yiver avtd oxomun eivar pio
OVOCKOTN O TV ATOLTCEDY TOV OPIGTNKAV TOPOTOVE®:
e Data Plain (Eninebo Aedopévwv)
o Audidpoun emkowwvia
o Emwowwvia 1 npog n (Publish — Subscribe)
o XtaBepn Kal eMApKNE MPOTUTIONOiNoN TNG d6uNonG Twv loT dedopévwy
e Control Plain (Eninedo Awaxeipiong)
Access Control (EAeyxog NpdéoPaong)
Provisioning (apxn Keviptkol eAéyyou npdcoPaong)
o Discovery (avakaAuyn)
o Presence (mapoucia)

O

[Mopopoiwg oxdmun elvor xor 1M avookomnon Tov  evdewktikotepov  XEP  mov
TOPOVGIACTNKAY VOPITEPA GTO KEPAANLO:
e Internet of Things Specific XEPs

o XEP-0323: Sensor Data

o XEP-0325: Control

o XEP-0326: Concentrators

o XEP-0347: Discovery

o XEP-0324: Provisioning
o Non - Internet of Things Specific XEPs

o XEP-0060: Publish — Subscribe

o XEP-0045: Multi User Chat
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Eivor 0m yvootd ta yopakmmpiotikd tov tapandve XEP, orote unopet va dnuovpyndet o
TOPOKAT® TIVOKOG GUYKPIONG. € OVTOV TOV Tivake KAOE YPOUUn avTioTolkel o€ KAbe éva
a6 to XEP, evd kdbe omin avtictoyel og k4be pio amd tic amortinoelg. Mmke (évtovo)
PO EXOVV Ol Ypappes Tmv onoimv to XEP g&umnpetovv avéykeg mov oyetilovratl Kupimg
Le TO eMimedO dedOUEVOV, EVD TPAGIVO (AVOLXTO) YPOLO EXOVV Ol YPOLLES TMV OTOI®V TO
XEP g&ummpetodv avdykeg mov oyetiCoviar kvpiowg pe 1o emimedo Owayeipiong. Znv
nepintoon mov to XEP piag ypapung keAvnter v anaitmon picg otming, 6to avtictoryo
KeAl onueldveton 1 €voelEn X, otV MEPINTMOOT TOV KUAVTTEL TEPLOPICUEVA TV ATOITNON
onuewwvetar N €voeiEn O, otnv mePITT®ON TOL dEV TNV KOAVTTEL GNUELOVETAL 1] EVOEIEN — Ko
otV mepintwon mov to XEP dev oyetileton pe v amaitnon to kel eivon kevo.

Access «
Control

XEP/ Aépnon 10T 1:n Emu. Apgidpopn
Amnaitnon Agdopévav  (Pub-Sub)  Emxowovia

9JusSald
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UIUOISIAOI(

loT X X X
Discovery

loT X X
Provisioning

loT @) - @) @) -
Concentrator

S

¥10 mopandve oypua dtokpiveton 1 advvouio tov Internet of Things Specific XEPS va
KOADYOLV TIG AmOTOELS TOV £YouV Tebel. ZuyKEKPEVA 1) adLVOUIN EYKELTOL GTO HLOVTEAO
emwotvoviag. To povtéro emkotvaviag oe avtd eivarl To Request — Response pe emkotvovia
1 mpog 1 ko Oyt apeidpoun. Amoterel yvootd Tmg anvtd TO LOVTEAO Elval AcOLUPOPO LaiTEPOL
®¢ Tpog o, Things kot cuven®g to 1610 to dpapa tov I0T.
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Avtifeta eaivetar ) vepoyn tov un 10T Specific XEPs (Publish — Subscribe & Multi User
Chat) 1660 610 pHOVTELO EMKOWV®VING, 0G0 KOl OTIG VTOAOITEG SUVOTOTNTEG TTOV TOUPEYOVV.
To povtélo emkowwmviog oe avtd givar to Publish — Subscribe xoi 1 emkowvovia givot
apeidopoun. Tavtdypova divovior ot SuVATOTNTEG:

e Access Control: péow amnodoxng wg Publisher r} Subscriber and tov Owner oto Publish —
Subscribe kat péow twv Affiliation kat Twv Roles oto Multi User Chat

e Discovery: H£ow TNG EVAUEPWONG altd ToV Server yla Ta pL{tkad nodes oto Publish — Subscribe
KoL LEOW TNG EVNUEPWONG LE TN AloTa Twv rooms aAAd Kot Tn Alota pe Toug Participants oto
room amo tov Server oto Multi User Chat

e Presence: povo oto Multi User Chat péow tng Alotag twv Participant 6to room mou napéxet
nmAnpodopieg Stabeopdtntacg (online / offline)

Yvvenmg dakpiveton Eva mieovéktnpo tov Multi User Chat évavtt tov Publish — Subscribe
6oov agopd to Presence. Tavtoyxpova to Multi User Chat emtpénet v avamtoén piog
EVKOAMG JLoYEPLLOUEVNG OPYLTEKTOVIKNG EMKOWVAOVIOG YPNOILOTOIDVTIOS TNV £VVOL0L TOL
Room.

‘Eva un 10T Specific XEP npocpépet 10 emmAéov mAeovEkTnua TG xpnong piog otabepng kot
amodekTG amd v KowodtTo TEYvoloyiog. Qotoco udvo pe to Multi User Chat dev €yovv
KaAveBel OAeg ot amouthoelc. Ymapyovv ovo Pacikd kevd. To mpmdto €ykettor ©T0
Provisioning kafag dev meptypdopeton kamola kevipikn apyn mov opilet ta Affiliations kot to
Roles og 6Aa ta Rooms, aAlrd avtd (Access Control) yivetou Egywpiotd og kdBe Room and
tov 1okt tn. Entiong, n popen tov unvopdtov mov otéivovian péca oto Room odgv eivan
kaBopiopévn/mpotumomompuévn. Avtd ONUOIVEL TOG TO UNVOUATO UTOPOVV V. TEPOLV
omoladnmote popen Omwg amid keipevo, XMPP Stanzas v oxopo kot GAAEG LOPPEG
K®OKOToinong.

Mo v KdAoyn TOV TOPATEVE OTOLTHCE®Y UTOPOLV VA ¥pncoronBodv ctotyeia tov 10T
Specific XEPs. Xvykekpuéva oto 10T Provisioning meptypdostol emopkmg 1 £€vvola Tov
Provisioning Server kot pepikd and to umvopatoe/stanzas mov propodv vo xpnoiLoromboy.
Mia tétota ovtotta o propovoe va ypnoonomBel yio va dnpovpyet kot va dtayeipileton
10 Access Control ota Rooms tov Multi User Chat. IMapopoiong, o 10T Sensor Data kot 10T
Control mapéyovv pio olokAnpmpévn mpdtaotn, ond TANPOSC TPOTVTOTOIUEVOVS TOTOVG
unvopdrtov/stanzas, ta omoia kaAvTTovy KB avdykn onuavong dedopEvev aetnTipwv Kot
eviohmv eA&yyov (omd kot mpog ta. Things). Tétowa stanzas umopolv va evomuat®mbobv og
TeplEYOUEVO ota punvopata mov otédvovtar oto Multi User Chat, a&omowdvtoag
duvatdHTTO EVEOUATOONG 101K dlapopeopévav stanzas tov divetar and 1o XMPP.

O1 ovykpioelg avtég 001 yovv kot ota TeMKA doptkd XEP tng Avong tpog vionoinomn. Xdapv
TANPOTNTOG, TO YOPAKTNPIOTIKO TOV TEAELTAIWV GLYKPIGE®V Tapovcldloviol Kot GToV
nivaka Topoakdto. O tedikég emAoyég ivar to Multi User Chat pe ypnon g évvolag tov
Provisioning Server and to 10T Provisioning kot tov Stanzas tov 10T Sensor Data kot 10T
Control. O xopudg avtc g Avong, to Multi User Chat, amotelei otafepd kot anodektd amd
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TNV KOWOTNTA TPOTVTO LOVTELOV EMKOWVOVIAG, EVD 1| xpnom ototyeimv and ta 10T Specific
XEPs npocbétet ta cuykekpipéva otorygio mov ypetdlovTat yo T xprorn ToL LOVTEAOD 0L TOD
otov k6o tov 10T. O GVVIVAGHAC OVTOC KOADTTEL TO GUVOAO TMV AMALTHCEWMY, TOV TEO KAV
CULPMOVOL LLE TIG GVYYPOVES OVAYKES KO TPOKANGES oL avTineTmnilel to 10T, kabmg Kot pe
yvopovo T dnpovpyio piog AVomg Kavig Yo amodekT| Kat upeia avamTuén.

Access «
Control

XEP/ Aépnon 10T 1:n Emu. Apgidpopn
Amnaitnon Agdopévav  (Pub-Sub)  Emxowaovia
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3.4.4 Napovoiaon Tng Avong

2TV TPOMNYOVEVT EVOTNTA TPOGOHIOPICTNKAY T SOHKA GToyEin TG AVoNG TPOg VAOTOINOT).
Qo1660 dev EYEL TPOGOIOPIGTEL 1] AKPIPNG XPNOT TOVS GE GLVOLAGO YLa TN ALTOVPYin EVOG
10T dwtvov.

Ymv viomoinon tov diktvov ta Things, ot Clients kobmdg xor o Provisioning Server
armotehovv XMPP Clients, ot omoiot cuvdéovtar otov XMPP Server. Qatdco, o Provisioning
Server pumopei “’tpéyel’” poli pe tov XMPP Server kaOad¢ amotelel KeVIpIKd Tapdyovta Tov
dktvov. Autd BéPara amoterel Aemtopépeta TG vAoToinong kat facikd ctoryeio gival mwg o
Provisioning Server dSwyepiletor and kamola Eumiotn opyn. Oa pmopodoav oTnv
TPAYUATIKOTNTO VO, VIEAPYOVV TEPLocOTEPOL ad Evov Provisioning Servers, 6mov o kabévag
dayepiCetar to d1kd tov diktvo amd Things, evd to Things eyypdeovior 6€ ovtdHV TOL
gumotevOVTAL TEPLoGOTEPO. H TEYVIKT vt 0N YEl 0TV 100 TV SIKTHMV EUTIGTOGVVIG TOV
elye avapepbel mponyovuévoe. H ouvdeon twv Things, Clients kot tov Provisioning Server
o¢ XMPP Clients pe tov XMPP Server ¢aivetolr 6to mapokdtm evosikTikd oynuo. Me
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ouveyels ypoppés eaivovior ot cuvdéoelg otov XMPP Server evod pe StoKeKOpUEVES N

emkovovia tov Things pe tov Provisioning Server.

—
'-.&“
=

XMPP Client
hermostast_042@iof ntua.g

XMPP Client
loT Provisioning Server
provisioningi@iot nfus.qr

XMPP Server
iot.ntua.gr

XMPP Client
lights_03X@iot nfua.gr

XMPP Client
admin_console@iot. nfua.gr

XMPP Client
auta_managementi@iot ntua.gr

Boowd ototyeio. Tov diktbov amotelovv o Provisioning Server xor to Multi User Chat
(MUC). Mg to Multi User Chat onpovpyodvtor rooms (dmpdtio) oto omoio. cuvoovtat

Things. Kafe Thing cuvdéetor povo o€ £va SmUATIO MOTE VO ETIKOWVOVEL e TOV eEMTEPIKO
KOGHO povo péom owtod. Ot Clients propodv va cuvdebovv e éva 1 teplocdTepo dwUATIO

Yo va. ook Trioovy TpdcPaon ota Things mov vdpyovy 6€ aTd.

To rooms mapéyovv Access Control (§Aeyyo mpdoPaonc) tov omoio yepiletor o Owner
(BloktTNG) TOL KABE room. Apuddiog yio T Swoyeipion tov Access Control ota rooms
npémel vo givon povo o Provisioning Server. Xvvendc, o Provisioning Server givat avtdg mov
dnovpyet, amoterel Owner kot dwoyepiletor to Access Control Twv rooms. X cuvéyela

fo TaPoVCLUGTOVY GLVOTTIKA ToL 000 Pacikd cevapia ypriong: cvvdeon evog thing oto 10T

diktvo kot ovuvdeon evog Client oto 10T diktvo.

Xvoeon gvog Thing oto 10T diktvo:
e 10 Thing ocuvbéstal wg XMPP Client otov XMPP Server pe to 8tkd tou JID

e 10 Thing {ntdel tn S1evBuvon Tou room TOU TIPETIEL VO. ELCENDEL HEOW EL6LKOU QUTAUATOC

otov Provisioning Server
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e 0 Provisioning Server diatnpel pia Alota pe rooms kat ta Things Toug. Av untapxel to Thing
otn Alota tote avaktd tn dtevBuvon tou dwpatiou. Av Sev utdpyel TOTe dSnULOUPYEL, HEow
™¢ MUC unnpeoiag tou XMPP Server, véo room Tou omoilou amoteAel Owner Kkat Sivel
Sikaiwpa mANpNg enkowvwviag tou Thing og auto. e KABe TeEPIMTWON OMOKPIVETAL OTO
Thing pe tn S1evBuvaon evog room oto omolo MPEMEL va LCEADEL

e 10 Thing Aappavovrag t dtevBuvon Tou room Tou, ELCEPYETAL OE QAUTO

e 10 Thing unopel mAéov va emkowwvnoel pe to loT diktuo, otéAvovtag Sedopéva Kot
AapBdavovtag eVTOAEG LOVO TTPOG KOL ATTO QUTO TO room

X ovéeon evog Client 6to 10T dikTvo:

e 0 Client cuvbéetal wg XMPP Client otov XMPP Server pe to 81ko tou JID

e 0 Client {ntdeL tn Aiota pe ta Stabéolpa rooms péow altipatog otn MUC unnpeoia tou
XMPP Server

e n MUC unnpeoia amokplvetatl pe tn Alota 6Awv Twv SLab£oiuwy rooms

e o Client emiAéyeL To room oto omoio enBupei va eloéNBeL Kal oTEAVEL altnpa eLl0odou

e 1O room SlaBEtel Aiota cuppeTexovTwy. Tn Alota autn Staxelpiletal o Provisioning Server.
O Client pmopet eite va Bpioketal otn Alota pe dikaiwpa mARpNg emikowwviag (AqPn kat
OTOOTOAN UNVUUATWY), gite pe Sikaiwpa povo AnPng unvupdtwy (wg visitor), gite va pn
Bploketal kaBoAou otn Alota

e edbdoov o Client Bploketat otn AloTa, TOU EMUITPEMETOAL N £(0060¢ OTO room Kol UTopet TAEov
va aAAnAoemidpaoel pe Ta Things mou UTAPXOUV OE AUTO, OVAAOYA HE T SIKOLWUOTA TOU
(AP povo edopévwy f Kal amootoAn evtoAwv). e mepintwon nou 6e Bploketal otn Alota
AapBavel evOelKTIKN amokplon amnod to room (tumou Access Denied)

e 0 Client unopei epocov 1o emiBupel va ouvdebel kal pe GAAo rooms

‘Eva evoeiktikd mopadetypo e AETovpytkng TomoAoyiag tov diktoov pe ta Things, tovg
Clients, ta rooms kot tov Provisioning Server eaivetat 6to mapakdto oyfuo. Atokpivetot
nmg o Provisioning Server éyet kat dwoyerpiletor 600 rooms (cVuvoeom e EVIOVT YPOUUT): TO
lights@rooms.iot.ntua.gr xou to temperature@rooms.iot.ntua.gr. Xe kobévo omd to. dHo
rooms cuvdéovtal Kot mKovmvodv Things, 6to TpdTo GYETIKA HE TOV PMTIGUO KOl GTO
OeVTEPO GYETIKA LLE TOV KAMUOTIGHO €VOG KTnpiov. Xta Fo0mS autd pmopovv va cuvoedodv
kot va emkowvovioovy Clients. O Client auto_management@iot.ntua.gr, mov amoteAei
AOYIGLUKO aTOpOTNG Olarxeiplong, pmopel va cuvoedel kot ata 6o rooms, £yovtog Tpdsfaom
KOl 0TOV QOTICUO Kol 6ToV KAMpoTiopd. Qotéco, o admin_console@iot.ntua.gr pmopei va,
ovvdebel povo oto lights@rooms.iot.ntua.gr, £xovtog TpdoPacn HOVO GTOV POTIGHO.
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Provisioning Server
provisioning@iot.ntua.qr

Client
admin_console@iot.nfua.gr,

Client
guto_management@iot. ntua.ar

MUC Room MUC Room
lights@rooms.iot.niua.ar temperafure@rooms.iof.ntua.gn

Thing
thermostast_042@iot.ntua.g

Thing

Thin Thin
g g hermostast_024@iot ntua.g

lights_035@iot.ntua.gr lights_017@iot.ntua.qr

Méypt otryung €xet meptypapel tAnpmg 1 ovvdeon tov ovtottov (Things & Clients) oto loT
OlKTVO Kot GTOL FOOMS TOL MGTE VO UTOPOVV VO EMKOWVMOVIGOLY. Q6TOGO dev €xel yivel
avagopd yo o, unvopato mov o otédvovrol, OnAaon ywo ) yAmoca emkowvmviag’’. To
copo unvopdtov tov otédvovtal péca ota MUC rooms pmopet va etvan gite amhod keipevo,
elte kKamoto koppdatt amd XMPP Stanza. Xe avtn tnv Ao to invOLOTo ToL GTEAVOVTOL £X0VV
™ popen mov meptypdoetar ota 10T Sensor Data & 10T Control XEPs. Ta Things otélvouv
TaL OEGOLEVO TOVG LE ¥PNON TOV UNVOUATOV TOV TTEPLypapovTot oto Sensor Data XEP éyovtog
TN SLVVaTOHTNTO VO OPIGOVY YPOVIKN OTLYUN|, €100G 0€dOUEVMV, Hovada KAT. 'Eva mapdderypa
TETOL0L UNVOUOTOC OTOTEAEL TO TAPAKATE.

=message to="test_room@conference.169.254.44.207" id="USYA2-143" type="groupchat™=
<fields xmins="urn:xmpp:iot:sensordata” seqnr="0" done="true">
<node nodeld="myThing" sourceld=""cacheType="">
<timestamp value="2018-02-24T714:02:33.037+00:00">
<numeric name="temprature” value="25.63168218722656 6"/ MUC
=<boolean name="rains" value="false"f Data Fields
=string name="msq" value="hello from thing"/= Msg
=ftimestamp=
</node> Sensor Data - Fields Msg Component
=ffields
=/message

Awoxpivetol 0Tt péca 6to copa Tov unvouatog tov MUC vrdpyet To component pe 6vopa
Fields mov opiletar 6to Sensor Data XEP. Méca o€ avtd to component dtakpivovtot o medio
dedopévav ota omoia opiletat TOTOG dedopévav, ovoua, kat tiur. Kébe popd mov £va Thing
otélvel dedopéva, avtd Aopfavovtar pésm tov MUC amd 6lovg Tovg Clients tov room.
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[Mapopoing, ot Clients otélvouv Tig eVTOAEG TOVG HECH TOV UNVUUATOV TTOVL opilovtal 610
Control XEP. IMapoxdtom eaivetal £va mapadety o, TETOoV UvOUOTOC.

<message to="test_room@conference.169.254 44 207" id="USYA2-4305" type="groupchat™= ==
=set xmins="urn:xmpp:iot.control™
=<node nodeld="myThing" sourceld="" cacheType=""/=
=string name="Command1” value="open”/=
=string name="Command2” value="left"/=
<double name="Number1” value="42 42"/ e———
</set=
=/message

Control - Set Msg
Compontent

MUC
Control Fields Msg

Awkpiveron mwg 610 copa oo MUC punvopatog, vdpyet to Set component mov opiletatl 6to
Control XEP. Méoa oto component avtd vaapyovv eVIoAEg eAEYYOV UE TOTO SESOUEVOV,
OVOLLOL KOLL TUUT).

H ypnon avtg g popeng unvopdtov dedopévev Kot EAEYXoV Tpoceépetl eveéio kabmg
VILAPYEL TPOPAEYN YO OTOLAONTOTE TOPAUETPOTOINGOT (TOTO dePéEVOV, HOVAdD LETPNONG
KAT). Q61060 TO MO SNUAVTIKO glval TOG VTN 1 LOPPT OEOOUEVOV VITOKELTOL GE OVOLYT
TPOTVTOTOINGCT GVUPBAALOVTOC GTN SIHAELTOVPYIKOTNTO.

Yvvoyilovtog tedkd tn Pactkn Aettovpyia Tov diktvov: ta Things kat ot Clients eicépyovtal
oto XMPP diktvo g XMPP Clients. O Provisioning Server (umopei vo givor Kot moAlot)
gloépyeton kot avtog mg XMPP Client, dnpovpyel ko diayepiletar To access control ota
MUC rooms kot Topéyet og ke Thing t diebbvven tov room tov. Kébe Thing sioépyeton
og €vo, LOdvo room Kot ekel AmOGTEALEL TOL OEOOUEVO TOV LE TN LOPPT TOV UNVOUATOV TOV
XEP Sensor Data. Ou Clients pmopovv va gvipuepmbobdv yio tv Alota pe ta rooms oo ™)
MUC vanpecia tov XMPP Server kot va €16éA0ovv, €pOGOV eival amodekTol, o€ €va 1
TEPLEGOTEPN FOOMS. Méoa o€ kdOe room, ot Clients Aappdvovv ta dedopéva twv Things mov
VILAPYOLY GE AVTO KL EPOCOV £XOVV TO OTKOUMLLO LITOPOVV VO GTEIAOVY EVTOLES EAEYYOV TTPOG
Things, pe ™ popoen tov unvopdtov mov opiletar oto XEP Control.
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4 EvOEIKTIKEG VAOTOWGELG

4.1 Eioaywyn - Emiokomnion twv otéxwv tn¢ vuAomnoinang

210 TPONYOLUEVO KEPAAOLO EMAEXOMNKAV 01 AemTopépeteg piag Avong yio éva diktvo 10T pe
™ xpnon tov tpwtokdAlov XMPP, 10 omoio avtoamokpiveTal oTic cOYYPOVES OVAYKES Kot
TPOKANGELS. KOOGS TAEOV lvar 1) EVOEIKTIKT DAOTOINGT £VOC TETOLO0V SIKTHOV.

Kvprog otoy0¢ ™G vAomoinong givat 1 avamtuén piog TAATEOPLOG AOYICUIKOD OV TOPEYEL
OAeg TIC Pacicég Aettovpyieg Tov dikTvov. Mia T€Tolo TAUTPOPLO, TPETEL VO, KOOIGTE EDKOAN
Kot ypryopn v evooudtoon g ywo. t onuovpyioe Things, Clients kafd¢ kol tov
Provisioning Server, mpocpépovtog éva amkod alAdd evélkto Application Programming
Interface (APl — Aeragn [Ipoypappaticpod Epappoymv).

Ag0tepog 6TOY0G TG VAoToinoNg ival N avantuén dokpactikov Things, Clients kot evog
Provisioning Server yia dokiun Agrtovpyiag tng TAATPOPLOG. XE ETOUEVO 6TAS10 o pmopohv
vo. @tiaytodv mo gvypnotor Clients (m.y. desktop / web / mobile spapupoyéc kin), va
ypnowonomBovv mpayuatikd Things (m.y. microcontrollers — owoOnmpeg / é&vmvol
Beppootdreg / oo / poumdt KAm) kabdg kot va avartuydel kdmotov gidovg Graphical User
Interface (GUI — ypagikn diemapny ypriot) yio tov yeptopd tov Provisioning Server. ITAéov
N TAateoppa Ba glvar £Toun yio yprion o€ mpaypotikd oevapta 10T diktdmv.

4.2 Baowka douika otowyeia tn¢ vAomoinonc

Mo v avartuén g vAomoinong amapaitnta gival To KOTAAANA0 dopkd ototyeio. Avtd
elvarl ta otoyela mov empémovv ) Aettovpyion evog XMPP diktoov kot tv avdmroén
gpappoymv o€ avtd. Ta 600 awtd otoryeia sivar o XMPP Server kot ot XMPP Clients. Xtoyoc
etvar n ypron ortoyeiov mov mapéyovy TANpEcTEPa Pacikég Asttovpyieg mov yperdlovton
KaODG Kot EMTPETOVY TNV avATTTLEY VEOV. TNV GLVEXELD B TOPOVCIAGTOVV Ol OOLTIOELS
KoL 1) TEMKT €TA0YT] Yo KaBEva amd avTd To dVO.

4.2.1 XMPP Server

Onwg oxeddv o€ KABe GAAN ovoyTh S1AOIKTLOKY] TEXVOAOYia, £T61 kKot oto XMPP, vrdpyovv
groyot Servers mov vrootnpilovy Oleg Tic Pacikég Aertovpyiec. ' Evag XMPP Server mapéyet
Baocikég Aettovpyieg avToAlayng Unvopdtov, tapovciog Kot dpoporoynong XML kot propel
vo. ypnoiponmomdei ite yio yprion oto dadiktvo, site oe Tomikd / Wwtikd Siktoa . Extoc
and 11§ Pacikéc Asttovpyieg, LIWAPYOVY KOl CUUTANPOUATIKES. [0 Tapdadetypo vTapyovv
XEP mov opifovv vanpeoieg mov Asrtovpyodv ¢ koppdtt tov Server (Server Component).
Téroleg vanpeciec umopet eite va mapéyovral, €ite dyl, it va LIAPYEL SVLVATITNTO AVATTVENG
/ eykatdotaong vémv Server Components.

2TV TEPIMTMOOT TNG CLYKEKPLUEVNS VAOTOINGNG, CUUTANPOUATIKY AELITOVPYiO OMOTEAEL TO
Multi User Chat. Avté amattei tnv dmopén €dikon Server Component. Xvvendg pio Pacikn
amaitnon yio tov XMPP Server mov 0o ypnoyomom0Oei givar n vrootipién yio to Multi User
Chat. H enionun AMota and Servers mov mapéyetal amd to hitps://xXxmpp.org av ko Oyt peydan,
TOPEYEL TNG TANPECTEPES EMAOYEG, O1 0TTOieg KOADTTOVY KAOE YVOOTO AEITOVPYIKO GUGTNLLOL.
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O Server mov emAéyOnke eivan o Openfire g Ignite Realtime (Open Source kowvotnta).
Onwg kot kabe ototyeio mov Ba ypnoiponombel oe avth TV gpyacia, ivat ovoLyTod KMIKO
Ko cvykekpuLéva ko amd v Open Source Apache License . O Openfire sivar amd Tovg
mo ompoireic XMPP Servers kafmg mapEyetl To TopoaKaT® TAEOVEKTHLOTOL:

e eival eUKOAOC OTNV EYKATAOTACHN KAl TNV Slaxeiplon Tou

e UNOOTNPILlEL OPKETEC OCUUTIANPWHATIKEG UTthpeoiec i tnv Snuioupyia Kot
EYKOATAOTACN VEWV

e umopel va eykatactabel oe OAa ta SnUodAn Astoupyikd cuotripoata (Linux /
macOS / Solaris / Windows) kaBw¢ givat ypappévog ot Java

Boowo mieovéktnua eivon mog viomoteitan kot vrootnpileton TAnpmg to Multi User Chat.
Emunpocbeta n kowdtnta Ignite Realtime, amoteleitarl and onuavtikd péAn g KOWOTNToS
tov XMPP ka1 mopéyel mAnpmn mowidio amd Aoyiopikd Ko BipAtodnkes. e avt ovikel Kot 1
Biprodnkn Smack mov Ba ypnowwomomBei yw ™ Smuovpyicc. XMPP  Clients (6a
TOPOVGLOCTEL GTNV GLUVEYELD).

4.2.2 XMPP Clients kat BLBALOBNAKES kwdika

H avantvuén g vionoinong aeopd kaboiikd t dnpovpyia cvuykekpuévov XMPP Clients.
Avto 1oy0el Kobmg kGO pio amd T1g ovtotTeg mpog avamtuén (Things, Clients, Provisioning
Server) anotelei XMPP Client mov cuvdéetar 610 SIKTLO TOPEYOVTAS GUYKEKPIUEVEG
Aertovpyiec. X AMoto tov drabéoiuov Aoyiopkov tapéyovran gite étowor XMPP Clients,
eite BProdnkes Yo evoopdtmon Kot dnpovpyio véwv.

O1 étotpor XMPP Clients pmopodv va ypnoiporombovv yia t Pacikn ypnon tov SiKTdov
TapEYOVTAG TIG OmAES duvatdtnTeg Tov Instant Messaging kot thg mapovoiog/diabdeciuotnTag,
ocuvNBwg péca amd €va amAd Ypaekd mePPAAAOV. AV Kol ¥PNCULOL Y10l SOKILOGTIKOVG
okomovg, ot éroywot XMPP Clients, dev pmopodv va amoteAéGouv TIg OVTOTNTEG TOL
TEPLEYPAPNKAV, TOGO LAAAOV VO EVOOUAT®OOVV 68 GLOKEVEG OTT™E To Things.

Amd v GAAn pepd, ot Pifilobnkeg v t dnuovpyic XMPP Clients eivar owtd mov
ypewletar yuoo v avantoén tov 10T oviotitov Kabdg empémovv v ovamtuén
npocapuocpévav Asttovpylav. Ot Bacikég Aettovpyieg g oLVOEONG OTO OiKTVLO, NG
OTOGTOANG UNVULATOV KOl TG Tapovciog/otadeciotnrag mapeyovior cuvilwg ETotueg amd
v ekdotote PiAodnkn. Qotdco, dnwc Kot oty mepintwon tov XMPP Server, vrdpyouvv
OTOLTIOELS Y10 CUUTANPOUOTIKE oTolyela mov &ite elvar avaykoaio, €lte pmopovv va
TPOGPEPOLY EVKOMEG.

Baowr anaitmon eivor n vrootpiEn tov Multi User Chat XEP kaBdc to 10T diktvo mpog
vAomoinomn ompiletar oe avtd. O Provisioning Server dnuiovpyet ko dtayepileton rooms,
evo ot Clients kot ta Things eieépyovtar kot ovioAAdccovy dedopéva 6e aVTA. XTo FO0MS
vapyel mAnpeg access control péoa amd ta Affiliations ko o Roles, ta omoia dwoyepileton
0 Provisioning Server. OAeg avtég ol evépyelec mpénet va, eivar dtobéotpec and tv PipAodnkn
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N €0t® va givotl dtaebéotun 1 VAOTOINoT TOV UNMVUUATOV Kol S1001Kac1dV Tov opifovtol and
10 XEP do1e va dnpuovpynBoiv.

Mia 0ebtepn amaitnon eival n vmapén tov Pacikdv unvopdtev tov XEP 10T Sensor Data
kot 10T Control. To unvopata Tov aeopody TV UETAPOPAE SESOUEVOV DO XPELOGTOOY Yia TN
nop@omnoinomn Twv dedouévmv Tmv Things kat tmv eviolov edéyyov tov Clients. Enueidveta
TG KOl GE AVTN TNV TEPITTOON, 1| U (] EAMMTTNG) Vmapén Tovg dnpiovpyet v amaitnon £0Tm
KAmo1ov tpoémov dnuovpyiag tovg. [apodpota eivat kot N TEPITTO®ON TOV UNVOUATOV HETAED
tov Things kot tov Provisioning Server, ta omoia av kot dev opilovton amd kdmoto XEP,
vrapyovv mapopote. oto XEP 10T Provisioning.

A1yOTEPO OMUOVTIKEG OmoUTNOEL €ivor 1 e0KoAn ypnon g PPAodnkng, n yAdooo
TPOYPOUUATIGHOD Vo €lval OVTIKEWWEVOSTPAPNS Kot va vrootnpiletor amd mAnbmpa
OLOKELMV KAOMG KOl 1] KOWATNTA Kot 1] VTOSTNPEN TOV Uopel va TapEyeL.

Yvvoyilovtog Aowmdv Tig mapomdve omottnoelg Yo ) Ppiodnkn avdntuéng tov XMPP
Client:
e mAnpng umtootnplen tou Multi User Chat XEP
e umootnPLn TwWv unVupdtwy Twv loT Sensor Data kat loT Control XEPs
e Suvatotnta dnuoupyiag Kot Xpriong VEWV MPOCAPUOCHEVWY HNVUATWY (XMPP Stanzas)
e qvTlkelevootpadnG YAwooa TPOoypaPUaTIopol Tou umootnpiletal amd mAnBwpa
CUOKEUWVY

e cupeia KOWOTNTA KOl UTTOOTAPLEN

Avtég ot amantoglg IKavomolovvTal 6to cHVOAO Tovg amd ™ Pifrodnkn Smack g Ignite
Realtime. EmmAéov mheovékmmua amotehel mowg 1 PPpAodnkn ovty avortdydnke kot
vrootnpileton amd v Open Source kowotnto mov avéntvée tov Openfire Server, ondte
vapyel TANPNG cvpPatdmmra peta&d toug. H Smack, og Bifiodnkn dnuovpyiog XMPP
Clients, anotelel 10 Poocikd Koppdtt yopm omd to  omoio Oo avamtvybei n vAomoinon,
OLVETIMG 611 cLvvEXELa Ba yivel TApng mapovsiosn Tg.

4.2.3 Eloaywyn otn BBALoBrAkn Smack
H Smack anotelei avorytod kmduka Piprodnkn yuo v dnovpyic XMPP Clients. Eival
YPOUUEV 6€ YADGGO Java Kot GUVER®G uropel va evompatwbei o cross-platform epapuoyég

Kabmg kat epapuoyég Android dnpovpydvtag amd amAovg £og kot cuvBetovg XMPP Clients
37

Boaowkd g ovotatikd sivor 1 KaA®g SOUNUEVT OVTIKEILEVOSTPAPT] OPYAVOOT] TOV KMOOKA
™mc. H Baon (core) tov XMPP givar minpmg Etoun yio yprion HEG® ami®dv Kot 0YpNoT®V
avTikelpévov kot pebodwv. IMapdAinia motdco vrootpilovior moArld XEP (emextdoeig)
oAAG ko ) Onpovpyia vémv. Ta XEP mov vrootpilovtal eivon pTiorypéva dGTE v Hmopovv
v (pPNOUOTOMO0VV e EVKOALD, EVM Yoo TN ONUOLPYIL VE®V TPOGPEPETOL £Vl KOADGC
dounuévo mepipdAiov péoco amd 10 omoio eival OLVATOS O OPICUOG TPOCUPLOCUEVMV
unvopdatov (Stanzas) kabmng kot koppotidv unvoudtov (Stanza Components). Mépog tmv
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XEP mov moapéyovton £toua, givor ko to Multi User Chat ywo to omoio vrdpyet minpng
vrooTPEn OAwV TV duvatotntev tov. Ta 10T XEPS kot cuykekpyiéva ta unvopoto Tov
Sensor Data kot Control mapéyovtot kot avtd, ®6TOGO UE APKETOVG TEPLOPIGLOVE, KOO KOt
AGON ta omoior Ouwg o dopbBwbovv. H ddikacio onuovpyiog véov pnvopdtov o
ypnopuonon el £1ot Kkt ahAdg eEGALOL Yia To unmvopota peta&y tov Provisioning Server ko
tov Things.

Eniong 0nmg £yl nom avaeepbet, ) Ignite Realtime amoteAei peydin Open Source kowotnta
pue moAAd péEAN amd v evpelo kKowdtrta tov XMPP kot cuvendg mopéyetor mAnpng
VITOGTNPIEN.

Yvvendc pe Olo ta mopomave 1 PpAlodnkn Smack kolvmtel OAeg TIG OMOUTNOELS OV
TOPOVGIAGTNKOV TPOTYOLUEVEMG.

4.3 Avarrtuén enextaonc tng 68tBAtodrikng Smack

Xe avtd 10 PEPOG Ba mapovolacTel TO TEXVIKO KOUUATL TNG avATTLENG AOYIGHIKOD Y10l TV
viomoinon tov 10T diktvov mov oyedidotnke. Bacikdtepa KoppdTio avTtig TS LAOTOINoNG
givar o1 ovtomteg Twv Things, Clients kabmg kar tov Provisioning Server mov amoteAovv
XMPP Clients. Baocwdg okomdg eivar n avantuén piog mAat@oppog AoYIoHKkod 1 oroia
pmopel va evoopotmbel oe eQapLOYES TOPEYOVTOS ETOLUES TIC TOPATAVE® OVIOTNTES. Y GTEPA
1N XPNOTM CVTOV TOV OVIOTATOV UITOPEL va Yivel KAt amd onotovonmote toywo XMPP Server
(ue Vv mpovimobeon Ot avtdg vroopilel v vampesio. Multi User Chat). Omote,
dnpovpyia piog tétolag TAATEOPAS apopd TNV avarTuén PA0ON KNG KddKe OV amoTelel
enéktoomn g PiPAodnkng Smack kot vAomotel avTég TIg ovTOTNTEC.

[a v TANpn katavonen oAOKANPoL Tov Project 10co ce eminedo aPyLTEKTOVIKNAG, OGO Kot
o€ eninedo nyaiov KOdKa, apykd Oa yivel pia Topovsioon ypnong mg Pipiodnkng Smack
oe Pacikd ocevdpla mov elvar amapaitta, Ommg 1 onAn ocvvdeon otov XMPP Server, n
OTOGTOAY, UNVUUAT®V, 1) Onpovpyio CUSIOM TOTEV PUNvupdTov Kot 1 dnuovpyia, dtoyeipion
kot yprion twv MUC rooms. Zmn ocuvvéyelo Oa yivel avdAvon g OpyLTEKTOVIKNG, TOV
oevopimv ypiong kat tng avantuéng kabepiog ek tov Tpidv ovtotitov (Things, Clients kat
Provisioning Server).

4.3.1 Baolkeg mepuTtwoElg Xpnong tng BLBALoOBnkng Smack

H Biprodrkn Smack mopéyer éva kahmdg dopunuévo kot gvkoAdo otnv ypnion APl ywo
dayeipion 1060 TV Pacikdv 660 Kol TV o cvvletov Asttovpyidv evog XMPP Client.
QoTOGO Yoo TNV KOAN KATOVONOT amapaitntn €ival n KaAn yvoon towv Poctkdv LoVTEA®Y
OPYLITEKTOVIKNG AOYICUIKOD KOl OVTIKEYUEVOGTPOPOVS TPOYPOUUOTIONOD, KOODS emikpatel
péosa ot oxediaon g Prprodnine. Ta Pacikd cevipila ypnomng Tov Bo TAPOLGLUGTOVY GE
avtd To onueio givar amapaitmra Kot Bo ypnoomomBovv g dopkd ototyeio oTNV TEMKN
vAomoinon.
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4.3.1.1 Juvbeon atov XMPP Server
H npdt Boaoikn Aertovpyia evog XMPP Client eivon 1 oovdeon tov oe évav XMPP Server

Kato and pio dievbvvon Jid. O XMPP Client ypnowonotel évo username ko évo, password
ywo. vo. cuvdebei otov XMPP Server o onoiog €yetl kamoto domain. Epdécov o XMPP Client
oteilel To username ko to password kot o XMPP Server grainbevoet ta otorygio avtd, o
XMPP Client givon cvvdedepévoc oto diktvo pe to Jid tov va givar username@domain.

IMapoxdto @aivetor to Class Diagram (Awdypappo KAidoswv) tov khdoewv mov Oa
xpNoonomBodv 6e aVTo TO GEVAPIO.

AbstractXMPPConnection ConnectionConfiguation
Extgnds Extdnds
XMPPTCPConnection XMPPTCPConnectionConfiguration
> <
+ XMPPTCFPConnection{ConnectionConfiguration) + Builder() : Builder
+ connect()
+ login()
ddC tionList C ctionList -

+ addConnectionListener(ConnectionListener) Builder
+ disconneci()

+ setUUsemameAndPassword(string, string) - Builder

+ setXMPFPDomain(string) : Builder
+ setHost(string) : Builder
+ setPort(int) - Builder

+ setSendPresence(boolean) - Builder

+ build() : ConnectionConfiguration

Mia oOvdeon XMPP Client yapaxtnpiletor and éva avtikeipevo AbstractXMPPConnection
kot ovykekpipuéva XMPPTCPConnection av n obvdeon givar TCP. H dnuiovpyio gvog
T£1010V0 avTikeléEVov ypetaletor Eva XMPPTCPConnectionConfiguration to omoio mapéyst
OAec T mapapéTpovug ovvoeons. To XMPPTCPConnectionConfiguration dmuiovpyeitan
uéow tov static tov avtikeluévov, Builder, to omoio mapéyet dAec Ti¢ amapaitnteg uebddovg
Yo T pUOUON TAPAUETP®OV GUVIESTG, KATOlEG amd TIG omoieg ivon o1 e&Ng :
e setUsernameAndPassword(string Username, string Password) : opLoJOG TOU username Kol
tou Password
e setXMPPDomain(string Domain) kat setHost(string Host) : oplopo¢ tou domain kot tou host
ovtiotolyo tou XMPP Server
e setPort(int Port) : oplopdc tng TCP BUpag cuvbdeong otov XMPP Server
e setSendPresence(Boolean sendPresence) : oplopog (1 un) kataotaong StabeoiudtnTag e
v eicodo oto Siktuo
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build() : ouTn n uébBobdog EMLOTPEDEL TO TEAKO OVTIKELYEVO
XMPPTCPConnectionConfiguration

Epocov dnuovpyndei éva avtikeinevo XMPPTCPConnectionConfiguration, avtd pmopeti va,
ypnoponomBel yio T dnpovpyia evog aviikeyévon XMPPTCPConnection to omoio opilet
ka1 T ocvvoeon pe tov XMPP Server.

To avtikeipevo XMPPTCPConnection mapéyet kamoteg faocikég pebddovg yio m dwoyeipion
™G oOVOEDTG, KATOLEG 0md TIG omoieg glvan ot 6Ng :

connect() : ouvdeon pe tov XMPP Server. H mpwtn péBodog mou mpémnel va KAnBetl yia tn
Snuloupyia tng ouvdeong

login() : dnuloupyia kal amootoAr altuatog cuvdeong oto XMPP Siktuo pe Ta otolxeia
(username, password) mou £xouv dnAwBel oto ConnectionConfiguration. Mpémel va kKAnBel
adou £xel yivel ouvdeon pe tn uEBobdo connect().
addConnectionListener(ConnectionListener) : mpooBnAKn QVTIKELUEVOU TIOU UAOTIOLEL TO
interface (Stemadnr) Connectionlistener, 6nAadny &vog avtikelwévou TO oOTmolo
Kohettat/elbomoleital kaBe dopd mou cupPaivel KATIOLO YeYovog ouvbeang (€yve cuvbean,
€ywe login, ékAelos n ouvdeon, ékAeloe n ouvdeon pe opaApa, yivetal emavacuvdeon,

ETLTUXAG EMAVAOUVOEDN, AMOTUXNUEVN emavacUvEeon)
e disconnect() : amtocuvdeon anod tov XMPP Server

Ola ta mopandve cuvoyiloviol 6To TapakaTo andcTace KOdwko Java :

protected AbstractXMPPConnection connection;
private XMPPTCPConnectionConfiguration conConfig;

//Create ConnectionConfiguration object using Builder

conConfig = XMPPTCPConnectionConfiguration.builder()
.setUsernameAndPassword ("tasos","12")
.setXmppDomain ("iot.ntua.gr")
.setHost ("iot.ntua.gr")
.setPort (5222) ;
.setSendPresence (true)
Jouild() ;

/* Create XMPPTCPConnection object using the ConnectionConfiguration
object */
connection = new XMPPTCPConnection (conConfig) ;

//Add a ConnectionlListener
connection.addConnectionListener (conListener) ;

//Connect and Login to the XMPP Server

connection.connect () ;
connection.login () ;

//Disconnect from the XMPP Server
connection.disconnect () ;
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Y10 anoécmaca ovtd o ypnotng pe Jid tasos@iot.ntua.gr kow password 12, mparypotomotel
ovvdeomn otov XMPP Server pe domain iot.ntua.gr kot 6t GLVEXELX OTOGVVOEETAL.

4.3.1.2 Anutoupylo custom punvuudtwy - extensions

Boowko otoyygio e PipAodnkne Smack ivar 1o mepipdAiov mov mapyet yio Ty ovamtuén
vémV Tpocappocpuévav Stanzas (unvopdtov) n Stanza Components (KOpUATIGV Uvopdtoy).
H dvvatdmrto avt kobictatonr dioitepo ypnoyn oy TEPITTOOT TS GVYKEKPIUEVNG
vAomoinong Kabhg tétola atoryeion Bo avamTLyBOVV TOLAGYIGTOV YO TNV EMKOWVOVIO TOV
Clients pe Tov Provisioning Server.

Ta yevikd avtikeipeva / KAAGES TOV YPNGILOTOIOVVTOL Y10l OAQL TO, LNVOLLOTO KOt TO. LEPM
ToVG givor T €ENG:

e Element : yapoktnpile/avamnapiotd éva XML element (ototyxeio XML). ZuvnBwg oL KAAOELG
OUTEG TTAPEXOUV €UKOAO TPOTIO dnuloupylag evOC TETOLOU OVTLKELMEVOU PECA OO TOV
Constructor aA\d kat peBddouc mou emLTpEMouV TNV eloaywyr GAAwv Elements og auto.
Mavta mpémnel va mopexetal n péBodog toXML() mou mapdyel to teAlkd XML kelpevo.
JUVETIWG Ol KAAOELG QUTEG ETILTPEMOUV TN dnuloupyia Kat Sopnon dopwv XML pe xprnon
HOVO TWV QVTIKELWEVWVY TOUG. XTO TEALKO OTASLO TNG AMOOTOANC eVOC UNVULATOC OPKEL vat
xpnoLpomnolnBet to teAikd Element mou avanaplotd oAdkAnpo to Stanza kat n BLRAL0OAKN
Smack (avadpoutkd péow Twv pebodwv toXML() tou kabe Element) petadpalel to Element
oe XML Keipevo to omoio Kal otéAvetal.

e Provider : ekteAei tnv avtiotpodn Stadikacia and to Element, SnAadr amotelel To atolyeio
To omoio Kavel parse (avaAuon / anokwdLkomoinan) evog kelpévou XML og éva avtikeipevo
Element. KaBe Provider avtiotolyiletal oe kamolo Element kal mpénel onwaodnnote va
mapéxeL Tn HEBoSo parse n omola Séxetal to XML kat emiotpédel To avtiotowyo Element.
ErunpdoBeta, kaBe Provider mpénel va SnAwvetal otnv kKAdon ProviderManager wote va
Umopel va xpnotipomnotnBel avtopata anod to Smack oto koppdtt tTng APng LNVURATWV.

O mapamdve 000 KAAGES ivar yevikég, dniadn yapaktnpilovv yevikd Kamolo ctotyeio
XML. Qot6c0, d¢ Ba pmopovoe va un ypnowonombel to otoryeio ¢ emékTaong Kol NG
KANPOVOLUKOTNTOS TOV TOPEYEL 0L OVTIKELEVOSTPUPTG YADGGO TPOYPULUATICHOD OTTMG M
Java. Xvvendg, kobepio amd T KAAGELS £l OPKETEG EMEKTAGELC. TNV TPAYUOTIKOTNTO KAOE
Element (ko Provider) pmopei va enektafet, dnpovpymdvtog kAdon mov yopoktmpilet pio mo
ovykekpipévn mepintwon otoryeiov XML kot €161 onpovpyeitar £va dEVIPO EMEKTAGEWV.
11 ovvéyeta gaivetal o Pacikd dtdypappo kKhacewv tov Element kot votepa tov Provider.
INUEIOVETOL TG OVTEG OgV fvat OAEG 01 KAAGELS TOV TTapEyovTon amd TV PipAtodnkn aAid
VIdpyEl TANO®PA GTOLYEI®V TOL KAAVTTOLY TOVAAYLIGTOV TO. Bactkd unvopata yio kdbe XEP
OV TTAPEYETAL.
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< <interface== < <interfaces = < <interfaces =
ToplLevelStreamElement[ =~ '£> Element <]' =TT NamedElement

A A

< <interface= =
ExtensionElement

Stanza

; ol o

CATCTIRA

Extgnds

| ¥ ol
CALCTTUS

10 Message Presence

Provider

Exiefids Extdapds

IQProvider ExtensionElementProvided

Awkpiveton Aomdv mwg ta Elements dwokpivovian oe TopLevelStreamElements kot oe
NamedElements. Ta TopLevelStreamElements 6mwg dnAdvel kot T0 dvopo ETEKTEIVOVTOL
otV KAdon Stanza, n onoia emexteivetan otig kKAdoels 1Q, Message kou Presence (ta 3 £idn
Stanza tov XMPP). Andé tyv dAAn mhevpd to NamedElement avamapiotd omolodnmote
koppdtt XML mov ypnoponoeiton péca oto Stanza. To ExtensionElement amnoteiei éva
NamedElement nov éxer ovykekpyévo Ovopo kot namespace. To ExtensionElements
xpNoonotovviol kKuplwg otig emektdoels kabmng to XEP onldvouv dweé tovg xoppdtio
UNVOUATOV e GUYKEKPIULEVO OVOLLOL Kol Namespace ov yopaktnpilet To idwo to XEP.

H nuovpyia Aowtdév evdc mpocsapupocsuévov Stanza 1 Stanza Component oamoutel v
EMEKTOON TNG KATAAANANG KAGong Element yia tn dnuovpyio véag kat akorobOmg tov
avtictoyov Provider (epdcov avtd ypedletar). Xn CLVEXEW Yo T XPHON GVTOL TOL
unvopaTog apkel va ypnoomombei to avtictoryo véo Element (1 va evoopatwbel og kdmolo
Stanza) kot va yiver amootoAn Tov Stanza Element. Avtictotya yio v vrootpiEn e ARYmg
TOVL TPOGAPUOGUEVOL VEOV UNVOUOTOC, apkel vor SnAwbel o Provider otov ProviderManager
Kol TAEOV TaL avTIGTOLYOL UMVOpaTo 1 oTotyeio B Lmopovv va amoKmdtkoromBovy avtdpata
oto, avtiotorya Element.
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270 TOPOKATO OTOGTOCUO KK paivetol Eva Tapddetypo enéktacng g kKAdong 1Q vy
™ dnovpyia eidovg IQ Stanza pe 6voua joinRequest:

public class IoTJoinRequest extends IQ {

public static final String ELEMENT = "joinRequest";
public static final String NAMESPACE =
Constants.IOT PROVISIONING NAMESPACE;

private final NodeInfo nodeInfo;

public IoTJoinRequest (NodeInfo node) {
super (ELEMENT, NAMESPACE) ;
nodeInfo = node;

}

public NodeInfo getNodeInfo () {
return nodeInfo;

}

@Override
protected IQChildElementXmlStringBuilder
getIQChildElementBuilder (IQChildElementXmlStringBuilder xml) {
NodeElement nodeElement = new NodeElement (nodeInfo);
xml.rightAngleBracket () ;
xml.append (nodeElement.toXML()) ;
return xml;

Y10 mapandve mapdderypo to Element loTJoinRequest avarapiota éva 1Q Stanza pe ovopa
joinRequest kot £xet To namespace mov opiletto 10T Provisioning XEP. To povadiko ototyeio
nov €xel avtd to 1Q eivan éva XML Element pe 1o 6vouo Nodelnfo. Zvvenmg xotd
Onpovpyia evOC AVTIKEILEVOL TNG KAAONG NG Tpémet va doBel Eva avTikeipevo g KAAoNg
Nodelnfo. Avtiotoya vrapyel pébodog mov emotpépst 1o avtikeipevo Nodelnfo, yuo v
nepintwon mov to joinRequest éxet Anebel kou givan embounm 1 avayvoon’’ tov. Téhog
yiveton override (emwdioyn) g peBodov 1QChildElementXmlStringBuilder n omoia
amoteAel HEPOC NG ddIKAGIOG LETOTPOTNG TG KAAONG 610 avtiotolyo XML keipevo. X
uébodo avtn yivetan n cwotr ilcaywyn tov Nodelnfo oto cmdpa tov 1Q Stanza.

211 cLVEYELN TAPOVOLALETOL ATOCTAGLO KOSIKA Yol T dnpiovpyia Tov avtiototryov Provider
y1o. To ototyeio joinRequest.
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public class IoTJoinRequestProvider extends IQProvider<IoTJoinRequest> {

@Override
public IoTJoinRequest parse (XmlPullParser parser, int initialDepth)
throws Exception {
NodeInfo nodeInfo = null;
outerloop: while (true) ({
final int eventType = parser.next();
final String name = parser.getName () ;
switch (eventType) {
case XmlPullParser.START TAG:
if (name.equals ("node")) {
String nodelId = parser.getAttributeValue (null,
"nodeId") ;
String sourceld = parser.getAttributeValue (null,
"sourceId");
nodeInfo = new NodeInfo(nodeld, sourcelId,"");

}
break;
case XmlPullParser.END TAG:
if (parser.getDepth() == initialDepth) {
break outerloop;

}
break;

}

return new IoTJoinRequest (nodelInfo);

}

Y& autn TV epintoon yiveton Eexdbapo 0Tt yiveron enéktaon tng khdong IQProvider kot
ovykekpuévo yuo. v kKAdon loTJoinRequest. Ed® yivetar override tng pebodov parse m
omoio kGvel parse to XML «keipevo kot emotpépet évo avtikeipevo loTJoinRequest. Xt
uébodo avtn yiveton avalnmon yia to otoryeio Nodelnfo 6to XML kot poig owtd Ppedei
onpovpyeitor 10 avticToyo OVTIKEINEVO, OGTE 0TO TEAOG aLTO va ypnoomondel yio
dnuovpyia Tov avtikewévov loTJoinRequest o omoio kot Telkd Oa emoTpae.

I'o ) dNAwon tov Provider otov ProviderManager viépyet cvtopatonomuévo c0eTd (6€
nepintoon mov oev emBupueiton 1 duvapiky] tov dMNAwon péoca oTov KMOKa). ApKel 1M
CLUTANPOOT THG AVTIOTOYNG EYYPAPNS LéG oTo apyeio sSmack.providers mov vapyet otov
eaxelo META-INF tov apyeiov JAR. Olot o1 Providers mov opilovrtat og kdbe 11010 0pyeio
dnAdvovtar avtopata otov ProviderManager katd tnv ekkivnon g BipAodnkne. Xdapwv
TANPOTNTOG TaPaKAT® Paivetal To andorooua tng dMMiwong tov loTJoinRequestProvider og

éva T€1010 apyelo.

Awoxpivetor 0Tt 1 ONAwon mepEyeL To Ovopa Kot To hamespace tov XML ototyeiov, kabmg
KOl TO OVOpLo, TG KAAGMG ToL avtictoyov Provider.
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4.3.1.3 MUC rooms: Anutoupyla, cuvdeon kat Staxeipton

‘Eva amd 10 1o Pacikd otoyeio 6to onoio Pacileral n Avon mpog vAonoinon givar to Multi
User Chat. O Provisioning Server dnuiovpyet kot dtoyelpileton ta rooms, eved to Things kot
ot Clients eioépyovtat o€ 0wt Ko ETKOVOVOOV.

Y10 Smack ot facikég khaoelg yio ) xpnon tov MUC givar ot e€ng:

e MultiUserChatManager : adopd tn Sloxeiplon yevikwv Asttoupylwv tou MUC onwg
ouvdeon og SwHATLO

e MultiUserChat : aviutpoowrnieUel éva SWUATIO Kol TapéXel MEBOSOUG yla OAEG TLG
amopaltnteg AELToupyleg HECO O€ QUTO

[Mopakdto @aivetor To avtioToryo S1dypappe KAAGEWDV:

- MultiUserChat
MultiUserChatManager
- = + join(Resourcepart)
- MultiUserCharManager() o ) o~ + createQrJoin{Resourcepart) - MucCreateConfigFormHandie
+ getinstanceFor{ XMPPConnection) - MultiUserChatManager + sendMessage(Message)
+ getHostedRooms(DomainBaredJid) : List + sendConfigurationForm{Form)
+ getloinedRooms() - Set . i + addMessageListener(MessageListener)
+ getMuliiUserChat(EntityBaredid) : MultiUserChat + addParticipantListener(PresenceListener)
+ getXMPPServiceDomains() : List + grantiMembership(Jid)
+ grantVoice(Resourcepart)

+ revokeVoice(Resourcepart)

Onwg paivetat oto mopomave ddypaupo  kKAdon MultiUserChatManager eivou Singleton,
ONAadN Yo TNV OVAKTNOT VOGS OVTIKELLEVOL TNG Og pmopel va ypnotpomombet o constructor
™G, aAAd M static péBoddc g getinstanceFor. vvendg n static pébodog getinstanceFor pe
nopduetpo va avtikeipevo XMPPConnection mov avtiotoyet otnv obvdeon pe tov XMPP
Server, emotpépet éva avtikeipevo MultiUserChatManager mtpog ypnion.

[Mopopoimg, n «kAdon MultiUserChat dev éyet mpoofdoyio constructor. Avtikeipeva
MultiUserChat propotv va. avaktnfovv udévo pécw evog MultiUserChatManager, péow tng
uebodov getMultiUserChat, n omoia déyeton og mapdapetpo to Jid tov room. Inpeidvetot 0Tt
avtn N nEBodog mpémel va KANOel axopa Kol 6TV TEPImTon mov dev £xel Onpovpyndei to
room kot otnv cvvéyeia vo kAnOel n kotdAAnAn pébodog tov MultiUserChat yw v
onpovpyia Tov.

Extog amd 11 mopandve Pacikég v ) xpnon peBddovg Kot ot 000 KAAGES TopEYOLV
olpopeg GAleg, pepwég amd TIC Omoieg @aivovtal OTO TOPOTAVE OLOYPOLLO KoL
TEPLYPAPOVTOL TOPAKATW:

e  MultiUserChatManager
o getXMPPServiceDomains() : emwotpedel pia Aiota pe ta Jid twv uninpeciwv MUC tou
XMPP Server
o getHostedRooms(DomainBarelid) : emotpédel pio Alota pe T rooms mou
umapyouv otnv untnpecia MUC tou XMPP Server, n omoia £xel to Jid mou Sivetat wg
TAPAUETPOC
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O

getJoinedRooms() : emiotpédel £va oet (Alota) pe ta rooms ota omoia €xeL yivel
eloobog

e MultiUserChat

O

addParticipantListener(Presencelistener) : mpootiBetal o Presencelistener mou
Slvetal wg mapdpetpog. Etol o listener autdg kaAeital kaBe dpopd mou KATOLOG
glogpxeTal N e€€pxetal amod To Swuatio. Mmopetl va npooteBel mpLv tnv elcodo oto
SWHATIO WOTE KATA TNV £l0060 va UTIAPEEL apXLKA EVAUEPWON
addMessagelistener(Messagelistener) : mpootiBetat o Messagelistener mou
Slvetal wg mapapetpog. Autdg o listener koaheltal kdBe popd TOU UTIAPXEL VEO
UAVUO 0TO SWUATLO, KE TO UAVUHA QUTO

join(Resourcepart) : ylvetal elcodo¢ oto dwpdtio pe t xprion tou Nickname mou
Slvetal wg mapApeTpoc. e epinmtwon mou Sev erutpanei n eioodoc yivetral throw
OUYKEKPLUEVO exception

sendMessage(Message) : oTéAvetal oto SwHATLO To prvupa (Message Stanza) mou
Slvetal wg mapdapetpog. Ymapyet kot ekdoxn tng (blog peboddou mou malpvel wg
TapApPeTpo arhd keipevo / string avti yio Message Stanza
createOrloin(Resourcepart) : yivetal £l0060¢ 0T0 SWHUATLO OTNV MEPLTTTWON TTOU £XEL
nén onuoupynBel kat emiotpédetal null, evw oe Sladopetik mepintwon
Snuoupyeital véo Kal emtotpédetal va avtikeipevo MucCreateConfigFormHandle
TIOU TIEPLEXEL TIC ETUAOYEC CUUTANPpWONG GpOpUag ETAOYWY SwHaTiou
sendConfigurationForm(Form) : amootéA\el tn ¢popua pe TIG eTAoyEC / pubpuioeLg
Tou dwpatiou. Mmopei va ekteheotel povo amnd tov Owner f tov Admin
grantMembership(Jid) : divel Sikaiwpa elodédou otov Client pe Jid mou Sivetal wg
MapApeTpoc. Mmopel va ekteAeotel pdvo and tov Owner f tov Admin
grantVoice(Resourcepart) : Sivel Sikaiwpa amootoAng PNVUUATWY oTo PEAOG TOU
Swpoatiou Tou €xeL to Nickname mou Sivetal we mapapetpoc. Mmopei va ekteAeotel
povo amo toug Owner / Admin ) Moderator

revokeVoice(Resourcepart) : adpalpei to Sikaiwpa amooTtoAng LNVULATWY 0TO HEAOG
Tou Swpatiou mou €xetL to Nickname mou Silvetal w¢ MAPAUETPOC. INUELWVETAL OTL
TO MEAOG umopel va PAEMeL akOpa Ta pnvupata tou dwpatiou. Mmopel va
ekteAeoTel povo amnd toug Owner / Admin } Moderator

4.3.2 Tevikn oxedlaon kat avarntuén tng kKAdong AbstractEntity

H tpéyovca viomoinon amottel TNy avamtuén TV TPV Bactkdv ovtotnTov Tov 10T diktvov.
Avtég o1 ovtotnteg givan Ta. Things, ot Clients kot o Provisioning Server. Kafe pio oo Tig
ovTOTNTEG UIOPEL VO TOTEAEGEL ol KAAGT TOL TPOGPEPEL TIC amapaitnTeg HeBOd0LG Yo TN
YPNOT TOVG GE EQUPUOYES. QLGTOGO Kol 01 TPELG OVTEG OVTOTNTEG £XOVV KAmold Pocikd Kovd
otoyeia. Apykd amotehovv XMPP Client pe 616 tovg Jid, eioépyovtor otov XMPP Server
Ko drayelpilovton tn ovvdeon tovg. ‘Emetta, dhec ypnoponotovv v vanpesio Multi User
Chat tov Server.
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Avtd T Kova atoygio 0dnyodv oty avamtuén piog abstract (aenpnuévng) kKAdong, n onoia
TapEXEL AVTEC TIC PaCIKEG KOWES AetTovpyieg, apnvel teplddplo Beltiwong Tovg Kot GuUPAiet
OTNV KOADTEPY OPYLTEKTOVIKT] 0pYyavmon. Ot KAAGELS TOV TPIOV OVIOTHTOV UTOPOVV V.
OmOTEAOVV EMEKTAGELS TNG KAAONG aLTNG, KANpovoudvtag OAeg Tig Pacikég pnedddovg Ko
yapaxtplotikd e H khdon avt Ba £yl 6voua AbstractEntity. Iopokdtom mapovoidletal
10 YEVIKO O1dypoppo kKAdong tov 10T ovtottov.

AbstractEntity

# connection: AbstractXMPPConnection

# mucManager: MultilserChatManager
# username: String

# password: String

# serverDomain: Siring

# resourcePart: String

+ Abstractentity(...)
+ login(): boolean

Extgnds
Controller Thing
- Controller(_...) - Thingi....)
—= + createController]...): Controller ~ + createThing(...): Thing
0..* 0"

V

Prnvisioningﬁer\rer

- ProvisiongingServer(....)

O1 k\doeic Thing kot ProvisioningServer ovtiotoryovv G6TiS OUMVOUEG OVTOTNTES, VO M
KAdon Controller avtictoyei otov Client. Onwg €yetl meprypogei mapamdve ot KAAGES TmV
TPIOV OVTIOTHTOV €meKTEiVOLV TNV KAAGom AbstractEntity n omoio mapéyst t1g Pacikég
Aerrovpyieg ouvdeong evog XMPP Client. Emmpoceta, dtakpivetot mog ot KAAGELS TOV TPLOV
OVIOTHTOV £XOLV 131MTIKO CONStructor kot avtikeipevd tovg dmuovpyodvtor omd Static
peBdo0vg. Avtd pmopet vo avel xpNoo E01KE GE TEPIMTMOGELS TOV EMBVUEITOL VL VTTAPYEL
KabBolkog éheyyoc g PipAobnkne otovg XMPP Clients mov onuovpyodvon (m.y.
Kabopiopdg opiov tmv instances). Télog, mapoatnpovvtat ot oyéoelg twv Things kot Clients
(k\éon Controller) pe tov Provisioning Server ot onoigg givot moAAd mpog Eva.
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Tdpa mov etvar YvooTdHG 0 YEVIKOG APYLITEKTOVIKOS GYESOOUOG, Uopel va avorvBel 1 kKhdon
AbstractEntity mov viomotei T1g Pacikég Aettovpyieg ovvoeong evog XMPP Client. T tov
okomo owtd o TapovclacTtolv Ta Pacikd cevapla ypriong (Use case scenarios).

Use Case Scenario 1: Anuovpyia avrikeipévov AbstractEntity

KAnon tou constructor pe tn xprion username, password, resource part kot server domain
AmoBnkeuon OAWV TWV MOPATIAVW TTAPAUETPWY O HETAPANTEC TNG KAAONC

Anpoupyia Jid Tng popdng username@serverDomain

i

Anobrkeuon tou Jid og petafAntr T KAAONG

To mapamdve Use Case Scenario givat apketd yio T dnuiovpyio Tov avtioToryon KoK yio
™ uébodo constructor g kAdong AbstractEntity, o oroiog paivetotl mapakdto.

private String jidStr;

protected String username;

protected String password;

protected String serverDomain;

protected String resourcePart;

protected AbstractXMPPConnection connection;
private XMPPTCPConnectionConfiguration conConfig;
protected MultiUserChatManager mucManager;
protected static Jid provisioningServer;

public AbstractEntity(String user, String pass, String domain, String
resource) throws Exception({

username = user;

password = pass;

serverDomain = domain;

resourcebPart = resource;

if ((!JidUtil.isValidEntityBareJid(user+"@"+domain)) || (pass.equals
("")) || (domain.equals (""))) throw new Exception ("Wrong credentials");

}

210 TOPATAVE KOOKA QAivETOL 1| TPOGONKN EAEYYOL Yo TNV £YKLPOTNTA TOV GTOEI®V
username ka1 server domain, @ote vo. onovpyeite Eykvpo Jid. Xe mepintmon mov dev
dnuovpyeitan Eykvpo Jid, yiverar throw éva yevikd exception. Xe mepintmon mov dev vanpye
aVTOG 0 £AeYY0G TO exception Ba ywvotav throw amd ™ PifAodnkn Smack apydtepa kotd v
npoondbelo. ovvdeons. 26TOGO, glval CNUAVTIKY 1 KATO TO SLVOTO KOADTEPN OlevBEéToN
EAEYY®V KO CPOALATOV OE KAOe mepinTmon.
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Use Case Scenario 2: Xovdeon pe tov XMPP Server

1. To avtikeipevo AbstractEntity Snuloupyet éva avtikeipevo connectionConfiguration pe tn
XPron Twv username, password, resource part kat server domain mou £xouv §00sl kota TN
Snuoupyia tou

2. To avtikeipevo connectionConfiguration xpnotwgomoleital ywa tn Snuioupyila €vog
avtikelpévou XMPPConnection

3. Zto avtikeipevo XMPPConnection mpooteiBetal éva avtikeipevo connectionListener yia tnv
eldomnoinon tou AbstractEntity yla cuppavta tng ouvdeong

4. Kaleital n pebodog connect() tou XMPPConnection

5. To avtikeipevo XMPP Connection otéAvel aitnua dnpovpyiag XMPP Stream otov XMPP
Server

6. O XMPP Server amnokpivetal avoiyovtag to XMPP Stream pe tov XMPP Client (avtikeipevo
XMPPConnection tou AbstractEntity)

7. KoaAeital n uéBodog login() tou XMPPConnection

8. To avtikeipevo XMPP Connection otéAvel aitnuo €l068ou Ye TAUTOMOINON oToXElwv Tou
otov XMPP Server

9. O XMPP Server armokpivetal OeTik@ omOoTEANOVIAE TO OVTIOTOL(O MAVUPO OTO
XMPPConnection

10. To XMPPConnection AapPavovtag tn Oetikry amdvinon Tou Server evNUEPWVEL TO
AbstractEntity, kaAwvtag tn uEBodo authenticated() tou connectionListener mou €xet 500el

11. To AbstractEntity yvwpilovtag nmw¢ n ovvdeon €xel mpaypatomnolnBsi dnuiovpyel €va
avtikelpevo MultiUserChatManager ypnowomnolwvtag to XMPPConnection

12. H oUvbeon mAéov €xel oAokAnpwBel MANpwCe Kal to avtikeipevo AbstractEntity Slabétel éva
avtikeipevo MultiUserChatManager yla th xprion tng umnpecioc MUC

InueidveTon Tog Kaféva amd to fpote avtd £X0VV TaPOVCIUGTEL AVAAVTIKA TPOT YOV LEVOC.
O1 duwdkacieg mov akolovBovvToL GE QLT TNV TEPITTOON EIVOL VTEG TOV OTOLTOVVTOL Y10,
™ Bookn ovvdeon mov Ba ypelaotovy Kot ot Tpelg ovtotteg tov 10T dwktvov (Things,
Clients ko Provisioning Server).

H dnuovpyic tov avrikeipévov connectionConfiguration omottet ™ ypfon tov Static
avtikelpévov Builder g idag g khdong. To avtikeipevo Builder mpoceéper moAlamAig
peBOO0LVG Yo TNV EIGAY®YN TOPAUETPMV KOl OPKETEG OO OVTEG elval amapaitnTeg. ZVVETMS
Y10L T GOGTI 0PYAVMOGT TOL KMOKA, 1 Stadtkacio avty| ekteAdeitan o Egxwpiot) péBodo, v
configureConnection() mn  omoio  Onovpyei 10  OVTIOTOWO  OVTIKEIUEVO
connectionConfiguration kot to amobnkevel oe petaPinti e khdong. Emmpdcbeta to
avtikeipevo connectionListener emAéybnke va elvar opiopévo upéco oty KAGon
AbstractEntity dote va vdpyel  duvatdtnTo Guecnc avapopds otig uetaPintég me. Ot
TOPATNPNOES OVTES OPOPOVV TEPIGGOTEPO TOV TNYAIO0 KOOWKO TOV OlveTOL 7O HETA.
[Mapaxdatom eaiveror to Sequence Diagram (akolovOioko didypapipie) GAOL TOV GEVAPIov.
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AbstractEntity connection:XMPPTCPConnection XMPP Server MultiUserChatManager

i i i
login() ' ' '
jnﬁguteConnection() : : :
L] L] L]
[ ' ' '
L] L] L]
L] L] L]
L] L] L]
L] L] L]
<<create>= n! ' '
Ll L] L]
L] L]
return : :
S I I R I 7 ' '
L] L] L]
L] L] L]
L] L] L]
addConnectionListener() ! ' '
o ' '
L] L]
return : :
< --------------------------- T ' '
L] L] L]
L] L] L]
L] L] L]
L] L] L]
L] L] L]
connect() N : : :
11 XMPP Open Stream ! '
L] L] L]
L] L] L]
L] L] L]
L] L] L]
L] L] L]
) [ I 1
login() ! ' 1
Tl XMPP Authenticate | '
L] L] L]
L] L] L]
L] L] L]
L] L] L]
L] L] L]
! XMPP Authenticated ! '
- [ '
P connectionListener.authenticated() : :
. L] L]
L] L] L]
L] L] L]
L] L] L]
: <<create>> : __:_
[ [
. return . ]J
" ]
<_ __________________________ = e e e e e e e e - ———— === =======z=s==
L] L] L]
L] L] L]
L] L] L]
L] L] L]

210 mopamdve ddypappo mopatnpeitor mowg n emwkowvovio pe tov XMPP Server, 6nog
avopéverat, ivor acvyypovr. Ot pébodor login() ko connect() tov XMPPConnection anAd
otéAvouy Ta avtictoryo unvopata otov XMPP Server. H andkpion épyetol o VGTEPO YPOVO
Kot B€tel v KAnon g avtiotoyng nebddov tov connectionListener mov éyel dnhmdceL 10
AbstractEntity.

[MopdAinia, otaxpivovtar ot avtictoryeg eCaptoelg HeTaEh TV  JOIKAGUDY  TOV
exktedovvtot. o mapaderypo to configureConnection() sivan amapaitnto va tponyndet yio
™ dnuovpyia tov XMPPConnection.

Evopynotpotic olmv tov dwudikacidv givar n public uébodog login() mov Ba dnpovpynOei
otV KAGon AbstractEntity, tqv omoio kot O kadovv ot kKAdoeglg Tov Oa TV enekteivovy
(Thing, Controller, ProvisioningServer). Omolecdnmote ToO GLYKEKPIUEVEG Agttovpyieg Oa
vAomombovv og private (1iwtikég) puebodovg (dnwg 1 configureConnection()). IMopokdatm
JLoKpiveTOL TO aVTIOTOLYO OMOCTAGLO KOJIKA OAOL TOV GEVOPIOL.
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private boolean configureConnection () {
if (conConfig!=null) return true;
try {
Builder conConfigBuilder =
MPPTCPConnectionConfiguration.builder()
.setUsernameAndPassword (username, password)
.setXmppDomain (serverDomain)
.setHost (serverDomain)
.setPort (5222);
if (!resourcePart.equals(""))
conConfigBuilder =
conConfigBuilder.setResource (resourcePart) ;
conConfig = (XMPPTCPConnectionConfiguration)
conConfigBuilder.setSecurityMode (SecurityMode.disabled)
.setSendPresence (true)
.build() ;
return true;
} catch (XmppStringprepException e) {
return false;

}

public boolean login () {
if (!configureConnection()) return false;
connection = new XMPPTCPConnection (conConfig);
connection.addConnectionListener (conListener);
try {
connection.connect () ;
connection.login () ;
return true;
} catch (Exception e) {
return false;

}

private ConnectionlListener conlListener = new ConnectionListener () {
public void connected (XMPPConnection connection) {}

public void authenticated (XMPPConnection connection, boolean

resumed) {
mucManager=MultiUserChatManager.getInstanceFor (connection) ;

public void connectionClosed() {}

public void connectionClosedOnError (Exception e) {}
public void reconnectionSuccessful() {}

public void reconnectingIn (int seconds) {}

public void reconnectionFailed (Exception e) ({}

}i

Me av16 10 OmOCTOGLLO KOOTKO OAOKANPMOVETOL KO 1] TEPLYPOPY| TNG VAOTOINGTG TS KAAGNG
AbstractEntity. TTAéov ot KAGoelg mov Oa TV EMEKTEIVOLV UTOPOLV VO GLUVTOUEDCOVY
OAOKANPN TN O1001KAGI0L GUVOESTG, YPTCLOTOUDVTOG GTOV CONStructor tovg, povo Tig 6vo
TOPOUKATO YPOUUEG KOOKAL.

super (username, password, server domain, resource part);
login();
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4.3.3 H avarmtuén tou Thing Component - KAdon Thing

Boowotepn ovtotnta ¢ vAomoinong eivor avth tov Thing. H vAomoinon g ondte Oa
napovotlaotel TpdTN. Onwg £xel MO avapepbel kdbe pion amd avTEG TIC TPES OVTOTNTES
(Thing, Client, Provisioning Server) vAomoteitolr wg KAGoN 1 omoio neKTEIVEL TNV KAGON
AbstractEntity. Zuvendg 1oy0eL K1 €06 TO AVTIOTOLYO SIAYPALLLO KAAGEDY TOV TOPOVGIAGTNKE
otV evotnta 4.3.2.

H xldomn Thing éyet private constructor ko i dnuiovpyia evoc avTikeluévoo g yivetat udvo
amd static pebodovg. Xtov constructor pmopodv vo ypnoipomombodv ot pébodor mov
KAnpovopovvtar amd v AbstractEntity dote va yiveton dueon 1 obvdeon Kotd T
dnuovpyia. H dayeipion Oepdrov covvdeong yiveror amd v AbstractEntity n onoio kot
umopel vo. BeATiwbel. Tuvenmdg 0 KMOIKAG OYETIKA e T onuiovpyia aviikewévov Thing
umopet va gtvon o €Eng:

private NodeInfo nodeInfo;
private MultiUserChat muc;
private ControllListener controllListener = null;

private Thing(String user, String pass, String domain, String resource,
String node) throws Exception {

super (user, pass, domain, resource);

nodeInfo = new NodelInfo (node,"","");

login();

public static Thing createThing(String user, String pass, String
domain, String resource, String node) {
try {
return new Thing(user,pass,domain, resource, node);
} catch (Exception e) {
return null;

}

[Mapatnpodvton eniong kdmoteg private petafAntég g khdong. Avtég sivat ot ENg:
e nodelnfo: anoteAel 1o avtikeipevo Nodelnfo mou mepLEXEL TO XOPAKTNPLOTLKO OVOUO TOU
Thing mou Ba mepLéxetat ota pnvopata Sensor Data
e muc: anoteAel to (povadikd) room oto omoio Ba alnAoemidpa to Thing
e controllistener: n kAdon autr unopet va Sextel évav listener tumou ControlListener yia tnv
EVNUEPWON UNVUUATWY evioAwv amo Clients (Ba e€nynBei otn cuvéxela)

INo kaAvtepn katavonon g vAomoinong Ba yivel K1 €dd mapovsioon twv aviictoywy Use
Case Scenarios, pe ta avtiotoyo Swypaupate UML kot amoomdopoto KOSIKO Yo To
KaBéva.
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Use Case Scenario 1: Xovdeon tov Thing 6to (povadiko Tov) room

1. To Thing énuioupyel éva aitnua tumou JoinRequest pe xprion tou otolxeiou Nodelnfo mou
£XEL

2. To Thing otéAvel to aitnua JoinRequest otov Provisioning Server kol avapével ylo Tnv
andvtnon

3. O Provisioning Server 8£xetal TO aQiTNUA KAl QVIOTOKPIVETAL PE TNV OMAVINON TUTIOU
JoinResponse, n omnoia neplExel To Jid Tou room oto onoio npémnet va elcEABeL to Thing

4. To Thing poAg dexbel tnv amavtnon, dnploupyel avtikeipevo tumou MultiUserChat yia to
Swpartio pe to Jid mou éAaPe

5. To Thing dnAwvel tov 81k6 Tou Messagelistener oto avtikeipevo MultiUserChat

6. To Thing otéAvel altnua elcdédou oto room

7. Toroom amodéxetal to aitnpa L066ou kat to Thing eival mAéov ouvdedepévo o€ autod

[Ipw yiver mepautépm avanTvEn ToV GEVaPiov, ¥pNoiun eivar n Tapovciaon TV unvopdTmv
JoinRequest kot JoinResponse. Ta dvo awtd unvopato arotedovv 1Q Stanzas, tomov get kot
result avtiotorya. Avtd amotelodv To pnmvdpata mov ypnotwormolei to Thing ywo vo
eMKOVOVNOEL pE Tov Provisioning Server, ®ote va evnuepmOei yio To room 6to omoio mpénet
va g10éABet. Ta unvdpata ovtd, kabng dev etvar pépog kdmoov XEP kot dev mepiéyovtan
oV BProdnkn Smack, avartoydnkay and v apyn. apakdto eaiverol éva Tapaderypo
TéTo10V unvopdatov (JoinRequest kot joinResponse avtictotya):

<ig to="provisioning@iot.ntua.gr/server" from="userl@iot.ntua.gr/myTh-
ing" id="x03UZ-77" type="'get'">
<joinRequest xmlns="urn:xmpp:iot:provisioning">
<node nodeld="myThing" sourceld="" cacheType=""/>
</joinRequest>
</ig>

<ig to="userl@iot.ntua.gr/myThing" from="provision-
ing@iot.ntua.gr/server" id="x03UzZ-77" type="result'">

<joinResponse xmlns="urn:xmpp:iot:provisioning"” roomJid="mything@con-
ference.iot.ntua.gr"/>
</ig>

[Mapamnpeiton 6L Ta pnvdpate avtd eivar GYeTIKA amAd ot dop| TOVG OTOTE KO GTNV
vAomoinom. H viomoinon tov unvopdtov pe xpnon g Pipiodnkne Smack Oa yiver pe tov
TpOTO OV TaPOVCIdoTNKE otV vroevotta 4.3.1.2. Kabéva amd ta 6o pnvopata Ho
amoteAécel pio kKAdon tomov Element mov emexteiver v khdon 1Q. Qotdco, kabdg ta
LUNMVOLOTO TPETEL VO, EIVOL avOyvVOoLpa, T060 ard to Thing, 6co kol amd tov Provisioning
Server, oamattovvtol Kot avtictoyeg kAdoelg tomov Provider. Avtéc ov khdoelg Oa
enekteivouv v kKAdon IQProvider. TTopakdtom @aivetol 1o aviicToro didypapue KAGGE®V.
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1Q

loTJoinRequest

+ loTJoinRequest(Modelnfo)

+ getModelnfo(type): Nodelnfo

Exiagds

loTJoinResponse

+ loTJoinResponse(room.Jid)

+ getRoomdid(): Jid

IQProvider

Exjefids

Extegds

loTJoinRequestProvider

loTJoinResponseProvider

+ parse(xmlParser): loTJoinRequest

+ parseixmlParser); loTJoinResponse

O1 puébodot Tmv Khdoemv givar ol Bactkéc. Tvykekpuéva, n kKAdon loTJoinRequest mopéyet
Tov constructor mov 6éxeton to ototyeio Nodelnfo ya v katackevy tov Element kot
uébodo gedNodelnfo() yio mv aviaktmon tov Nodelnfo kotd ™ Anyn tov. IMapopoing n
KAGomn loTJoinResponse mapéyet Tov constructor o onoiog d€yeton to Jid Tov room yuo T
dnuovpyia tov pmvopatog kat tn péBodo getRoomJid() ya tnv avdxtnon awtov tov Jid katd
™ Aym. Télog, ot Providers kot yia ta 00 punvOpoTo TOpEYOLV TV VIOYXPEOTIKY LEBOSO
parse, yio tv avaktnon tov otoreiov Nodelnfo kot tov attribute (1610ttog) roomJid
avtiototya, péca amd 1o oopa tov XML unvopartog. Topakdto divovior to avtictoryo

OTOGTACLOTO KOOTKA TV KAAGEMV.
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loTJoinRequest
public class IoTJoinRequest extends IQ {

public static final String ELEMENT = "joinRequest";
public static final String NAMESPACE =
Constants.IOT PROVISIONING NAMESPACE;

private final NodeInfo nodelInfo;

public IoTJoinRequest (NodeInfo node) {
super (ELEMENT, NAMESPACE) ;
nodeInfo = node;

public NodeInfo getNodeInfo () {
return nodelInfo;

}

@Override
protected IQChildElementXmlStringBuilder
getIQChildElementBuilder (IQChildElementXmlStringBuilder xml) {
NodeElement nodeElement = new NodeElement (nodeInfo);
xml.rightAngleBracket () ;
xml.append (nodeElement.toXML()) ;
return xml;

loTJoinResponse
public class IoTJoinResponse extends IQ {

public static final String ELEMENT = "joinResponse";
public static final String NAMESPACE = Constants.IOT PROVISION-
ING _NAMESPACE;

private final EntityBareJid roomJid;

public IoTJoinResponse (EntityBaredid room) {
super (ELEMENT, NAMESPACE) ;
roomJid = room;

}

public EntityBareJdid getRoomJid () {
return roomJid;

}

@Override
protected IQChildElementXmlStringBuilder getIQChildElement-
Builder (IQChildElementXmlStringBuilder xml) {
xml.attribute ("roomJid", roomJid.toString()):;
xml.setEmptyElement () ;
return xml;
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loTJoinRequestProvider

public class IoTJoinRequestProvider extends IQProvider<IoTJoinRequest> {

@Override
public IoTJoinRequest parse (XmlPullParser parser, int initialDepth)
throws Exception {
NodeInfo nodeInfo = null;
outerloop: while (true) ({
final int eventType = parser.next();
final String name = parser.getName () ;
switch (eventType) {
case XmlPullParser.START TAG:
if (name.equals ("node")) {
String nodeld = parser.getAttributeValue (null, "no-

deId");
String sourceld = parser.getAttributeValue (null,

"sourceId");
nodeInfo = new NodeInfo (nodeld, sourceld,"");

}
break;
case XmlPullParser.END TAG:
if (parser.getDepth() == initialDepth) {
break outerloop;
}
break;

}

return new IoTJoinRequest (nodeInfo) ;

loTJoinResponseProvider

public class IoTJoinResponseProvider extends IQProvider<IoTJoinResponse> {

@Override
public IoTJoinResponse parse (XmlPullParser parser, int initialDepth)
throws Exception {
EntityBareJid roomJid = ParserUtils
.getEntityJidAttribute (parser, "roomJid")
.asEntityBareJid() ;
return new IoTJoinResponse (roomJid) ;

Topo mov €ywve avaALTIKY TOPOLGIOOT TG VAOTOINONG TOV UnvupdTev joinRequest kot
joinResponse, umopei vo akolovbnoetl to sequence diagram (akolovblokd didypapipior) Tov
oevapiov.
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Thing re_quest: response. ProvisioningServer muc:
loT JoinRequest loTJoinResponse MultiUserChar
' ' ' ' '
connectToRgdm ' ' ' '
: . . .
1] ] ] ]
new lotJoinRequdst(nodelnfa) : : :
] L] ]
PN ; : ;
] n ]
] ] L] ]
] ] L] ]
1] ] ] ]
conneu:tion.ser‘:dIquthResponseCaHQack(loTJoinRequest)_ ' :
T : ' '
] 1] ] ]
] 1] ] ]
] ] ] ]
] ] ] ]
! < ! Response(lQ) ! '
1] ] ] ]
1] ] ] ]
] ] L] ]
] ] L] ]
i . i [ i
response getRoomJid() 1 1 1
T ] ]
] L] ]
] L] ]
] 1] []
1] ] ]
] ]
PR Jetum . . .
] ] L] ]
] [] 1] []
1] ] ] ]
! muchManager.getflultiUserChat(room.Jid)! Pl
i ' t '
1] ]
== m——— R :_e_ur_n ---------- e m - T
] ] L] ]
] ] L] ]
! muc.addkssageListener() ! I-'.'
[} ] n
' ‘return :
I - :_____--..---_%__..-----__--'. ............ ]
1] ] ] ]
[} ] n ]
: mjic join() : H
] ] ] P
1] ] ]
PR e etum [ i
- ] ] L] ]

To Prjpoato Kot o1 evEPYELEG TOV EKTEAOVVTOL GTO GEVAPLO €lval TAEOV OPKETA KOTOVONTAL,
(MOGTE VO 0ONYNGOLY GTO AVTIGTOLO OMOCTAGHA KMIKA. O KMOOKAG Yo TO 6EVEPLO ovTO O
amoteAéoel T puébodo connectToRoom() mov Ba mapéyel  kAdon Thing. H uébodog avtr dev
amottel kavéva Opopo kobmg to Jid tov room divetoaw amd Tov ProvisioningServer.
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public boolean connectToRoom () {

}

IQ joinRequest = new IoTJoinRequest (nodelInfo);
if (provisioningServer==null) return false;
joinRequest.setTo (provisioningServer) ;
try {
connection.sendIgWithResponseCallback (joinRequest,
new Stanzalistener () {
public void processStanza (Stanza packet)
throws NotConnectedException, InterruptedException {
IoTJoinResponse response = (IoTJoinResponse) packet;
EntityBareJdid roomJid = response.getRoomJid() ;
muc = mucManager.getMultiUserChat (roomJid) ;
muc.addMessagelListener (roomMessagelListener) ;
try {

muc.join (Resourcepart. from(nodeInfo.getNodeId()))
} catch (Exception e) {
e.printStackTrace() ;
}
}

bo
new ExceptionCallback() {
public void processException (Exception exception) {}

)7

return true;
} catch (Exception e) {
return false;

}

Inuetdvetor Tog dtoyelpilovral OAEG Ol TEPUTTOGCES GOPAALNTOC eXCeption, éTol ®ote 1)
ocLVApTNON Vo ETOTPEPEL true o Tepintwon mov oAokAnpmOnke 1 obvdeon kot false oe
nepinTwon mov vINPEE GOAALLA.

Use Case Scenario 2: Aroctoi dedopévev Sensor Data oto room

1.
2.
3.

4.
5.

To Thing 6€xetal pia Alota and nedia Sedopévwy (loTDataFields) mpog anootoAr

To Thing Snuloupyel éva kevo cwpa pnvopatoc Message Stanza

To Thing dnuoupyel éva otolxeio FieldsExtension ypnotluomnolwvtag to ototxeio nodelnfo
koL tnv Alota pe ta loTDataFields

To Thing evowpatwvel To otolyeio FieldsExtension oto cwpa tou Message Stanza

Me tn xprion tou avtikelpévou MultiUserChat, To Thing amootéAAeL To LVULOL 0TO room

ENUEIOVETOL TTOG KO GE QDTN TNV TEpinTmon £ywve avantuén véwv 1 override (emucdioyn)
vrapyovtov XMPP Elements xot Providers ywa tv k@Avyn tov Omolov elAeiyewmv
nopatnphonkay and ™ PiProdnkn Smack. Qotdéco €56, OTMG KOl 6T GUVEXELD, XOPLV
amAdTNTOG, TopaAEimeTol 1 avaivon tove. 'Eva mapddetrypo unvopatog eoivetol TopokiTm.
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<message from ="userl@iot.ntua.gr/myThing"
to="test room@conference.iot.ntua.gr" id="uOcht-137" type="groupchat'>
<fields xmlns="urn:xmpp:iot:sensordata” seqnr="0" done="true'>
<node nodeld="myThing" sourceld="" cacheType="">
<timestamp value="2018-04-01T13:47:51.506+00:00">
<numeric name="temprature" value="22.689414704011497"/>
<boolean name="rains'" value="true"/>
<string name="msg" value="hello from thing"/>
</timestamp>
</node>
</fields>
</message>

Awkpivetor 1660 1 emkepaiion Tov unvopotog Message mov otédvetal Tpog To Foom, 66o
kot o ototyeio FieldsExtension (fields) pe o DataFields. ITapakdtom diokpivetar to Sequence
diagram tov cevapiov.

Thing Message loTFieldsExtension MultiUserChat room

i
sendSensorData(fields_list)
e

new Message()

return

loTFieldsExtension buildFor(nodelnfo, fields_list)

1]
DA .

msg.addExtension(fieldsExtension)

return

njuc.SendMessage(msg)

Y

=message=

[
-

O1 dradkacieg Kot €06 elvar apkeTd amAéc kot katovontég maéov. To oevapio Ba viomomOel
¢ uébodog mov mapéyel n kK don Thing pe 6voua sendSensorData(). Avti n uébodog déxetan
o¢ mopauetpo pia Aioto omd loTDataFields, n omoia éxer medion dedopévav pe ovopa,
TEPLYPOLPY] KOl TIUT) OEGOUEVAOV KOl GTEAVEL TOL OEGOUEVA OVTA GTO FOOM. ENUEIDVETOL TG MOG
Thrylo TEYVIKY KO GE OVTH TV Tepinmtmon ta exceptions yeipilovron £tol wote 1 péHodog va
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emoTpépel true av 1 dadwkacio wétvye ko false eav amétuye. IMapakdtm dwoxkpivetor to
avTioTOol0 amdomacHe KMo TG HeBOdoV.

public boolean sendSensorData (List<IoTDataField> data) {
Message msg = new Message();
IoTFieldsExtension fieldsExtension = IoTFieldsExtension
.buildFor (0, true, nodeInfo, data);
msg.addExtension (fieldsExtension) ;
try {
muc.sendMessage (msqg) ;
return true;
} catch (Exception e) {
return false;

Use Case Scenario 3: Afjyn dedopévemv control azxé To room
1. O Messagelistener mou €xet SnAwoel to Thing oto MultiUserChat eldomoleitat amo to room
yla VEO LAvUpa
lvetal £éAeyyog OTL TO UNVU O TIEPLEXEL TO OTOLXELO SetExtension
lvetal parse Tou oToLXElOU 0€ avTIKEipEVO TNG KAAong loTSetExtension
lvetal éAeyyog OtL To otolyeio SetExtension avadépetal oto Nodelnfo tou Thing

vk W

Avaktdrtal n Alota pe SetData, mou amoteAoUlv nedia evioAwv eAEyXoU e GVOUO KL TLUN,
oo To otolyeio SetExtension

6. Ewbomoleital o controllistener mou £€xel 6nAwBeil oto Thing yla tn véa evtoAr) eAéyxou, e TN
Alota Twv SetData

‘Eva evdewtikd uiqvoua Control mov pmopei voo AdPet to Thing and to room @aivetan
TOPUKATO.

<message to="userl@iot.ntua.gr/myThing”
from="test room@conference.iot.ntua.gr/myController" id="1r7cZ-379"
type="groupchat'>
<set xmlns="urn:xmpp:iot:control'>
<node nodeId="myThing" sourcelId="" cacheType=""/>
<string name="Commandl" value="turn on"/>
<string name="Command2" value="lights'"/>
<long name="Numberl" value="5"/>
</set>
</message>

Awkpiveror TO60 1 emke@orido Tov Message Stanza, 660 kat To otoyeio SetExtension (set)
ue ™ Alota amd SetData. SetData umopodv va amotelovv otoyeio Tomov bool, int, long,
double ko string. Qotdco pe ™ gpHoN TOV dadKacl®V oV EXovv avagepbel eivor duvatm
N avantuén vémv tonov SetData. H dwadikacio avth ypnoiorodnke yio tnv avamtuén tov
TOTOV String mov dev mapeiye n PpAirobkn Smack.
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X1 cuvéyelo dtakpiveTol To sequence diagram tov mopuTavV® GEVOPIOV.

room Thing lMessage loTSetExtension ControlListener

i
L}
L}
[l
i
msg. hasExtension IQT_CONTROI_}

return
- - -~ i
L]
L]

1
msg.getExtensionilOT_CONTROL)
= 1
loTSetExtensionProvider.parse()
return

return == mmmm = m -
YR o PR i

i
i
L
L
i
i
i
L
i
i
i
L
L
i
i
L
L
i
i
i L]
L
I
i
i
L
L
i
i
i
L
i
i
i
L
L
i
i
L
L
W

L} 1
[l 1

[l 1
controlListener.Com}olDataReceived{contro|h;lessage_getData())
L} 1

o= o o= =

Ye out| TV TEPImTOON TO OEVAPLO 0dNyeEl OTNV LAOTMOINOM TOL  OVTIKEWWEVOL
MessageL.istener mov £xet to Thing. Zvykekpéva éva avtikeipevo MessagelListener omattei
Vv vAomoinon g nebddov processMessage(), n omoia dEYETOL WG TAPAUETPO TO OVTIKEILEVO
Message mov avtitpocmnevel 1o Message Stanza mov Aapfdaveror.

Inuewdveton mog o MessagelListener tehikd sidomoiei Tov ControlListener. O ControlListener
armotelel Listener mov dnAmveton oto Thing kot edomoteiton katevbeiov yioo véeg EVTOAEG
eAEYYOV, OmoTE aTEG ANeBovv, KatevBeiov pe T Alota tov SetData. Xvvenmg to Thing
npémel va. Tapéyel v avtiotoryn uébodo dMnimonc tov ControlListener. TMopokdtom eoivetan
TO OVTIGTOLO AMOGTOCO KOOIKO TOV TapAndve cevapiov, pall pe m pébodo avtn.
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private Messagelistener roomMessagelListener = new Messagelistener () {

public void processMessage (Message msg) {

if (!msg

.hasExtension(Constants.IOTLCONTROL_NAMESPACE)) return;

if (controllistener==null) return;

IoTSetExtension setExtension = (IoTSetExtension)

msg.getExtension(Constants.IOZ_CONTROL_NAMESPACE);

ControlMessage controlMessage = ControlMessage
.parseSetExtension(setExtension) ;

if (!controlMessage.isSentTo (nodeInfo.getNodeId())) return;

controlListener

.ControlDataReceived (controlMessage.getDatal()) ;

public void setControllistener (ControllListener listener) {

}

controlListener = listener;

4.3.4 H avarmtuén tou Client Component - KAdon Controller

Enopevn ovtoémra mpog vionoinon givan ot tov Client. O Client amoteAei v oviotta
ov embopel va aAlnloemdpdost pe ta Things, Aaufdvoviog to SedOUEVO. TOVG Kot
ATOCTEAAOVTAG TOVG €VTOAEg eAéyyov. Omwg eivor Mon yvootd mn oviotnta ovt) Oa
amoteAécel kAo, 1 ool enekteivel v AbstractEntity kot mapéyet amiég pebddovg yio
dnuovpyia Ko ypromn te. e aroeuyn cuyydcewv LG GTOV KMOTKA, TO GVOLLOL TNG KAAGNG
etvon Controller avtiya Client, 6mwg paiveton Kot 6To YeEviKd d1dypappe. KAAGEDV ToPATdvm.
Axolovbdvtag T Aoyikn pe v omoio, dnpovpyeitoar ko to Thing, €tot kou n kAdon
Controller &yet Wwtcd constructor kot n dnpovpyio avtikelévoo g yivetar pécm static
uebod0v. Iapakdtm SaKpiveTor 0 GYETIKOG KMOKAC. e 0vTOV emiong dtokpivovtat ol private

petaPAntég g KAAonG:
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rooms: amnoteAel tn Alota pe ta avikeipeva MultiUserChat twv rooms ota omoia £xel
€L0€ABeL o Client
jidToRoom: amotelel tn Alota mou ocuvdéel kaBe Jid pe TO avtiotolo avilKeipevo
MultiUserChat (armd autd mou umdpxouv Kal otnv Aloto rooms)
onlineThings: amoteAel Tn Alota mou cuvdéel kaBe MultiUserChat pe pia Alota amno Jids mou
amoteAouv ta Things Tou eivat online oto avtiotolyo room
thingPresencelistener: anoteAel Tov mpooappoopévo listener mou uhomolBnke wote va
slbormoleital yia kaBe alhayr) tng Alotag twv Things mou elval online og kAmolo room
sensorDatalistener: amotelel Tov mpocappoouévo listener mou ulomouiBnke wote va
glbormoleital yio kaBe pRvupa Sensor Data mou Aappavetat and kamotwo Thing



private List<MultiUserChat> rooms;

private Map<BareJid,MultiUserChat> jidToRoom;

private Map<MultiUserChat,List<EntityFullJid>> onlineThings;
private ThingPresencelistener thingPresencelistener = null;
private SensorDatalistener sensorDatalistener = null;

private Controller (String user, String pass, String domain, String
resource) throws Exception {
super (user, pass, domain, resource);
login();
rooms = new ArrayList<MultiUserChat>();
onlineThings = new HashMap<MultiUserChat,List<EntityFullJdid>> () ;
jidToRoom = new HashMap<BareJid,MultiUserChat> () ;
}

public static Controller createController (String user, String pass,
String domain, String resource) {
try{
return new Controller (user, pass, domain, resource);

}
catch (Exception e) {
return null;

[Mopakdto moapovcialovtal to Pacikd cevapla ypNnong e To ovTioToyo oKoAoLOoKY
LY PALLLLOTO KO OTOCTAGHLOT KOOUKO Y10 TV KAAGT).

Use Case Scenario 1: Xovdeon o€ dopatio

1. O Controller Aappavel to Jid Tou room L To omoio emiBupeital va yivel cuvdeon
Méow TOu avtikelwévou MultiUserChatManager o Controller avoktd To QVTIKELEVO
MultiUserChat tou room

3. Méow tou avtikeluévou MultiUserChat yivetal amootolr) unvopatog ewodédou / join oto
room

4. HMUC unnpeoia tou server §€xetal to altnua kat oe mepinmtwon nou o Client €xel Sikailwpa
MPOcPAONG OTO room amokpivetal OeTikd

5. O Controller A\appavel tn Betikn andvinon kat B£teL oto avtikeipevo MultiUserChat tov 61ko
Tou Messagelistener yLa va eVnUEPWVETAL YO TA LNVULOTA TTOU OTEAVOVTOL OTO room

6. O Controller tomoBetel To avtikeipevo MultiUserChat otig Aloteg pe ta Stabéoipa dwudtid
Tou

7. O Controller A\appavettnv apyxikni Atota twv Things ou eivatl Online oto room Kol Tn cUVOEEL
LE To avtikeipevo MultiUserChat

8. AnAwvetal o ParticipantListener tou Controller oto avtikeipevo MultiUserChat yiwa tnv
evnuépwon tng Alota twv online Things Tou Swuatiou
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To avtictoryo akoAovBlokd dtdypaplo TOL GEVAPIOL SOKPIVETOL TOPAKATO.

room: muchManager:
Controller MultiUserChat MultiUserChatiManager XMPP Server
i i i i
joinRoom{rooWJid] : : :
—_— i . . 1 ]
muchManager.gethultiUserChat{roomJid) > [ '
T L]
L] L]
€ S .
L] ]
room_join() > ! ,
]
t “ i
e _retum
L]
n
L]
< :
L]
L]

room.addh-lessageLbis ner(messagelistener)

return

room_getOccupams(L

return

reom.addF'articipantLislener[participantListener}

return

Onwg paiveton | Tapardave dadtkasio Bo vioroindel og péBodog mov mapéyetl 1 KAAoN Kot
déyeton to Jid Tov room mpog cHvdeot. TN CLVEXELD OIVETOL TO OVIIGTOLYO OTOGTUGHLO
KOO Yo T péBodo avt.
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public boolean joinRoom (EntityBareJid roomJid

) {
if (mucManager.getJoinedRooms () .contains (roomJid)) return true;
MultiUserChat room;
try{

room = mucManager.getMultiUserChat (roomJid) ;

room.join (Resourcepart. from(this.resourcePart));

room.addMessagelListener (roomMessagelListener) ;

rooms.add (room) ;

jidToRoom.put (room.getRoom (), room);

List<EntityFullJid> online = room.getOccupants();

for (EntityFullJid occupant : online)

if (room.getOccupantPresence (occupant)==null)

online.remove (occupant) ;

onlineThings.put (room, online);

if (thingPresencelistener!=null)

thingPresencelistener.thingPresenceChanged (roomJid,
onlineThings.get (room)) ;

}

room.addParticipantListener (participantlListener);
return true;

}

catch (Exception e) {
return false;

Inueidveton 6T N Topanave pEB0dog oe TEpInTon mov 1 £16000¢ amopplLpdel emoTPEQEL
FALSE. Avtd yiveton pécm tov yeipiopon tov Exception mov emotpépetat and ) pébodo
join g khaong MultiUserChat og avtn v mepintoon.

Use Case Scenario 2: Amoctol] evTol®@v eAéyymv g Thing(s)

1.

Atvetat otov Controller to Jid Ttou room, pia Aiota and ovopata nodeld twv Things kat pia
Aiota amod otolyeia lotSetData pe TIg eVvTOAEC EAEyxoU

lMvetal avaktnon tou avrtikeywévou MultiUserChat péow tou Jid tou room amd tnv
avtiotolyn Alota (jidToRoom)

Anpoupyeital pia Alota and otolyeio NodeElements pe xprion tng Alotag twv nodeld
Anpoupyeital éva otolxeio loTSetExtension péow tng Alotag twv NodeElements kot tng
Aiotog twv lotSetData

Anpoupyeital éva véo Message Stanza

210 Message Stanza mpootiBetal o otolyeio loTSetExtension

Méow Tou avtikeywévou MultiUserChat tou room yivetal amootoAry Tou UNVUUATOC TIOU

dnuoupynBnke

Kot 6g vt Vv mepintmon 1o mapandve cevaplo Ba viomomBel wg pébodog mov mapéyel n
KAdon Controller. H péBodoc avtn 6€xetan to Jid Tov room, tn Aioto pe To nodeld twv Things
Kot ™ Moto amd ta otolyeion loTSetData. To akolovBiaxkd didypappo tov cevapiov
SlakpiveTol ToapoKaT®.
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Controller Message loTSetExtension MultiUserChat room

sendContraddData(roomJid, nodelds, data)
——..l. I

[}
new IotSetE:xtensionl{nodes; data)

refurn

]
]
]
new Message() »

return

msg.addExtension(setExtension)

return
Emmmem— -

1
1
1
1
1
::

uc.SendMessage(msg

<message=

[
-

(-

Téhog, divetatl To avtictoyo andomacua Kodka g pedddov. Iapatnpeitor 6Tt Ko £6m
yivetar i610¢ yepropuds tov Exception mov pmopeti va, yeipel 1 0TO0GTOAN TOV UNVOUOTOC Ko
o€ ot TV Tepintoon n péBodog emotpépel FALSE.

public boolean sendControlData (BaredJid roomJid, List<String> nodelds,
List<SetData> data) {
MultiUserChat muc = jidToRoom.get (roomJid) ;
List<NodeElement> nodes = new ArrayList<NodeElement> () ;
for (String nodelId : nodelds)
nodes.add (new NodeElement (new NodelInfo (nodeId,"","")));
IoTSetExtension setExtension = new IoTSetExtension (nodes, data);
Message msg = new Message();
msg.addExtension (setExtension) ;
try({
muc.sendMessage (msqg) ;
return true;
}
catch (Exception e) {
return false;
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Use Case Scenario 3: Afjyn d6gdopévmv Sensor Data azd Thing

1. Ewdomoleitat o Messagelistener tou Controller yla véo pAvnua amnd KAMolo room HE VEO
Message Stanza

2. Tlvetal €AeyXog OTL TO UAVUMO TIEPLEXEL TO OTOLXElO emékTaong loTSensorData

3. Tlvetal avaktnon tou otoleiou loTFieldsExtension mou mepléxel ta Sensor Data amd to
HAvUpa

4. Tlivetal avaktnon tou Jid Tou room armo to onoio otaABnKe To uRvUpa

5. Tlvetal avaktnon tou nodeld mou avtiotolyei oto Thing, Tou timestamp kal Tng AloTag e Ta
lotDataField amo to otolxeio loTFieldsExtension

6. Ewbomoleital o SensorDatalistener mou £xet SnAwOel yla véo Sensor Data armo to room e o
Jid Tou room, To nodeld tou Thing, To timestamp kat tn Alota pe ta lotDataFields

Y& autn TV mepintmon n vAomoinon apopd tov MessageListener mov ypnotponotei ) kKhdon
Controller ka1 €domotel v avtiotoryo Listener (SensorDataListener) mov dnidvetar oe
avtov. Onmg éxel oM avoeepbel  dnuiovpyio evoc MessageListener ool tv vAomoinon
NG oLVAPTNONG processMessage 1 onoio KaAgital KaBe popd mov Aapfdveton évo Message
Stanza, pe opopa 1o 1010 10 otoreio Message. Xtn cuvéyela divetoar 10 akoAovHaKo
SLypaLLLLe. TOL GEVAPTOV.

room Controller Message loTFieldsExtension SensorDatalistener

L[]
processhletsage(msg)

i

i

"

"
msg.hasExtension(] (:)T_SENSORDATA)

[
L

return
(=== == == === a

[}
msg.getExtension{l{)T_SENSORDATA)

IoTFieIdsExtensionErqIJ\.fider. parse()

return
return A -
= = = = = = = = = = o .

i
i
"

msg.getFrom() _ !

return

¥

"
sensorDa[TaListener.sensc [ataReceived(roomJid
"

! sd_ext.getNodelnfo(),

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
d_ext.getTimestamp(), id_ext.getData())
]

e — e ———
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Télog divetar to avtioToryo amodcmacuo Kodke tov MessageListener mov ypnoytomotei 1
KAdon Controller.

private Messagelistener roomMessagelListener = new MessageListener () {

}s

public void processMessage (Message msg) {
if (!msg.hasExtension (Constants.IOT SENSORDATA NAMESPACE))
return;
if (sensorDatalistener==null) return;

JoTFieldsExtension fieldsExtension = (IoTFieldsExtension)
msg
.getExtension(Constants.IOZ_SENSORDATA_NAMESRACE);

BareJid roomJid = msg.getFrom() .asBareJdid() ;
SensorDataMessage parsed = SensorDataMessage
.parseFieldsExtension(fieldsExtension);

sensorDatalistener.sensorDataReceived (roomJid,
parsed.getNodeInfo (),
parsed.getTimestamp (),
parsed.getData()) ;

Use Case Scenario 4: Evauépmon ywo airayég tov online Things tov dopatiov

1.

Eldomoleitat o Presencelistener (participantListener) tou Controller yia aA\ayn g
KOTAOTOONG OUUUETEXOVTWY O KATTOLO room Ue véo Presence Stanza

lvetal avaktnon tou Jid Tou room armo to omnoio otaABnke to Stanza

Méow tng Alotag jidToRoom yilvetalL avdaktnon tou avtikelpévou MultiUserChat mou
ovtlotolyel oto Swudrtio

lvetal avaktnon tou Jid Tou Thing, oto omoio avtiotolxel to Presence, amo Tto Stanza
lvetal avaktnon tou el6oug Tou Presence Stanza Kol CUYKEKPLUEVA TO AV AUTO avadEpPeTaL
og Kataotaon unavailable rj oyt

Jtnv nepintwon mou to Presence avtlotolyel oe katdotoon unavailable, adatpsital to Jid
tou Thing amoé tnv avtiotoln Alota twv dtabBéoipwyv Things Tou room, evw og avtiBetn
niepintwon npootiBetat

Ewdomoteital o thingPresencelListener mou £xet SnAwOel, pe to Jid Tou room kat tn véa Alota
Twv online Things ou UTAPYOUV OE AUTO

Onwg kol To Topartave GeVEPLo, £TGL Kol aVTd avTioTolyel otV vAomoinon evog Stanza
Listener. Qotdco, og avtn Vv mepintmon o Listener déyeton Presence Stanza. H avrtictoyn
péBodoc mpog viomoinon eivar n processPresence n omoio koAgiton pe 6popa o 1010 10
ototyelo Presence, kdbe @opd mov AopPdvetor T€To10 pvupe. ZTn GLVEXEWD OlveTal TO
avTiGTOLY0 0KOAOVOLOKS S1dYPALLILE TOV GEVAPIOV.
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room

Controller Presence ThingPresencelistener

- e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

e s ———

processPresehce(presence)

presence.getFrom().asBareJid()

return

presence getType

return
Emmmmmm———

L]
thingPresencg _istenter.thingPresenc:eChanged(roomJid. onliheThings.get(room))
[}

Télog, divetal 10 avTioTo o amdoTACHO KOSIKO, Yl TV YAomoinon tov PresenceListener g
KAdong Controller.

private Presencelistener participantlListener = new Presencelistener () {

public void processPresence (Presence presence) {

BareJid roomJid = presence.getFrom() .asBaredid();
MultiUserChat room = jidToRoom.get (roomJid) ;

EntityFullJdid thingJid = presence
.getFrom/()
.asEntityFullJdidIfPossible();
Boolean unavailable = presence
-getType ()
.equals (Presence.Type.unavailable) ;

if (unavailable) onlineThings.get (room) .remove (thingJdid) ;
else onlineThings.get (room) .add(thingJdid) ;

if (thingPresencelistener!=null) thingPresencelistener
.thingPresenceChanged (roomJid,
onlineThings.get (room)) ;
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[Mopandveo ywve mapovoiaon TV Pacikdv cevapiov yprons, Yo TNV KOTovOonon Tov
ONUOVTIKOTEPOV UNYOVIGUOV TG KAGONG. QQ0TOC0, LVIAPYOLV HEPIKEG emTAEOV HEHOJOL TOV
vAoTOmONKAV, OCTE vV TAPEXETAL TANPNG OLEVKOAVVGOT) GTOV YEPIGHO TNG Yo TN dnpovpyia
evog Client. Avtég o1 pébodot TapovstdlovTal GUVOTTIKA GTH GUVEXEL.

getJoinedRooms(): emtotpédel Tn Alota pe ta Jid Twv Swpatiwv ota onola €xel yivel elcodog
getOnlineThingslids(Jid room): &éxetal to Jid evog Swpatiou Tou €xel yivel elcodog Kat
emotpedel tn Alota pe ta Jid twv Thing mou eival Stabéoa os auto
getOnlineThingsNodelds(Jid room): (6ta pe tnv mapandavw aAAd oe autr Thv TepIMTWOon
emotpedel tn Alota e ta nodelds twv Thing
setThingPresencelistener(ThingPresecelistener l): Séxetal Kol BEtel oV
ThingPresencelListener, o omoiog evnuepwvetal ylo TV aAlayr Twv dtabéotpwv Thing mou
UTTAPXOUV oTa SWHATLA

setSensorDatalistener(SensorDatalListener 1): 6éxetal kot B€tel Tov SensorDatalistener, o
omnolog evnuepwvetal kaBe dopd mou Aappdvetal kamolo Sensor Data amd kamotwo Thing

Xapv TANpOTNTOC IVOVTOL KOt TO OVTIGTOLY 0 OMOGTAGLLOTA KMSTKO TMV TOPATAVED HEBOI®V.

public Set<BareJid> getJoinedRooms () {

}

return jidToRoom.keySet () ;

public List<EntityFullJid> getOnlineThingsJids (EntityBareJid room) {

}

return onlineThings.get (room) ;

public List<String> getOnlineThingsNodeIds (EntityBaredJid room) {

}

List<EntityFullJid> jids = onlineThings.get (room);

List<String> nodelds = new ArrayList<String>();

for (EntityFullJid jid : jids) {
nodeIds.add(jid.getResourceOrEmpty () .toString());

}

return nodelds;

public void setThingPresencelistener (ThingPresencelistener listener) {

}

thingPresencelistener = listener;

public void setSensorDatalistener (SensorDatalistener listener) {

}
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4.3.5 H avartuén tou Provisioning Server/Component - KAdon ProvisioningServer
XapoKTnploTikd KOUUATL TG vAomoinong omotelei o Provisioning Server. Booikn tov
Aerrovpyia eivon 1 dworyeipion tov access control oty emkowvovia twv Clients pe ta Things,
ue yprion tov MUC rooms. O Provisioning Server énuovpyei rooms oto. omoio Oa e16EA00vv
Things ka1 ypnoiponotet to dikaimpa dloyeiptong Tovg, MG WIOKTATNG, Teptopiloviag TV
npooPacn otovg embBvuntovg Clients. O Bacikodtepeg Aettovpyieg Tov givan ot ENG:

e Anuloupyia kot Staxeiplon Twv Sikatwpdtwy npocfaocng twv MUC rooms
e Amokplon o attuoata (joinRequest) twv Things GXETIKA [LE TO roOM TIOU OVAKOUV

O1 Clients 6nmg givat 1101 yvwotd, dgv emkovavodv aueca pe tov Provisioning Server, oAAa
UIopoLvV va kdvouv katevBeiov arthoelg 16600V ota rooms. H amodoyn 1 un tov ocrtnpiatov
avtdv e&aptaral oo ™ AMota cuppeTeEXOVTOV oL £YEl BEcel o Provisioning Server.

Ocov agopd 1t dwyeipion dwoiopdtov mpoécPacns Twv rooms, Lrdpyovv opKETEG
SPOPETIKEG EMAOYES xePLGoV. Ot Kup1dTePE EMAOYEG elvar 6VO:

e Blacklist: oto room pmopei va el0€ABeL omoloadrmote XMPP Client, ektog and autolg mou
avnkouv otn Alota amokAelopoul (banned)

e  Whitelist: oto room pmopei va £l0éABet kamowo¢ XMPP Client povo av avrkel otn Alota
CUMMETEXOVTWY (member)

H nmpdt emioyn eivor m mpoemikeypuévn katd tn ompovpyio evog dwpotiov. H devtepn
amattel T dnuovpyia evog dmpatiov pe v emthoyn membersonly. v vAoroinon avtm
npotiuniOnke N xpnon tov Whitelist kabd¢ emtpénel tov TAnpéotepo Eleyyo. O Provisioning
Server kabopilel avopd ToVg GVUpETEYOVTES KAOE dwpatiov (Things kar Clients).
Yuvenmg, amopoitntn eivor 1 avaykn onpovpyiag Kot dlayeipiong Motdv e:

e TO rooms
e ta Things tou kABe room (éva room ava Thing)
e toug Clients tou kaBe room (moAAd& room ava Client)

Emunpocbeta ot Alota pe tovg Clients tov kdbs room, mpémet vo, givar cagég yio To av o
Client £yet kou dikoimpo amocToANG EVIOA®Y EAEYXOL 1} LOVO Ayng sensor data (voice).

H Loyum pe v omola yivetal n dtoyeipion TV 0ed0UEVOV ovTdV apiédnke eAebBepn KaBmG
dev amotehel avtikeipevo pekétmg avtng ™G epyaciag. O Provisioning  Server
AVTITPOOOTEVEL apyn Olcediiong tov access control oto 10T diktvo, eumvéovtog
EUTIGTOGVVT] GTOVG KOTOXOLG TV Things. Luvenmg, Pactkdc Tpdmog dlayeipiong pmopel va
amoteAéoel Kamoto ypapikd Administration Panel (nivaxog diayeiptong), to omoio xepilovtat
avBpomnot, amopaciloviac yepokivnta ywo kdBe Thing kar Client. Qotdco, umopsi va
avamrtuyBel omorodnmote alyoplfikd cHGTNUA TO OTOI0 TAIPVEL TIC ATOPAGELS, LE AYOTEPT
£m¢ kaBOoAoL avOpmmvn Tapépupaon.
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e Kabe mePInTOOT, TO TOPATAVE® dESOUEV LE TIG AMOTEG TTPEMEL VO ST POVVTOL GE PAom
JedOUEVMV Kal Ol GE TPOCOPIVY LVIUN. AVTO gival GNUOVTIKO TOGO Y10 TV 0CQAAELL TOVG
(v mapdderypa og mepintwon amotvyiog otV ektédecn tov Provisioning Server), 660 kot
Y10 TN LEAAOVTIKN EMEKTOCT KO GLUVTIPNGT TOV OIKTOOV (TPOGHNKN AOYIGUIKOV, LETOPOPA
uetalo server kKin). Emmpdobeta, 1 fdon dedopévov ot Bo anoteréoel to access point
ueta&o e KAdong Provisioning Server mov 6o viomomn0ei kot Tng Aoyikng dtayeiptong Tov.

To mepiBdAriov avamtuéng Baong dedopévmv mov mpotiundnke eivor 1 MySQL xabag eival
aVOLYTOV KOJKA Kot E0KOAN otn ypron kot dwyeipion g H oyediaon g Pdong sivar
OYETIKA OTAT KO TEPLEYEL TOVG £ENG TVOKEG:

e rooms: Aiota e ta Jid Twv rooms

o things: Alota pe ta Jid twv Things

e clients: Alota pe ta Jid twv Clients

e thing_to_room: mivakag oUvdeong (evocg) room pe (moAAd) Things

e client_to_room: mivakag cuvdeonc (evog) room pe (moAoug) Clients

e admins: mivakag yia tn LEAAOVTIKY avamtuén evog Administration Panel pe ta username kait
password Twv Xpnotwv Tou panel

IMapakdto Swkpivetar To ER diagram (Sidypappa oviomtwv-cvoyeticemv) g Poong
dedopEVMV.

—| rooms ¥
id INT (&)
r - - a (N3 i i} - -I
| jid VARCHAR{300) |
I > I
| I
| |
I I
L L
/M /M
m thing_to_room ¥ m client_to room ¥
@ thing _id INT{5) id INT (5}
% room_id INT{5) & dient_id INT(5)
> @ room_jd INT(&)
W voice WV ARCHAR(3)
|
[
|
| ¥
i | admins ¥ |
i id INT(11) :}:
i ¥
| things username TEXT | dients Y
. oy
id INT(5) password TEXT id INT(5)
jid VARCHAR{300) .
jid VARCHAR(300)

>
>
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[Mapatpeitor o medio voice tov mivaka client_to_room mov avtictoyel oto dikaiopa
AmOGTOANG N} UN EVTOA®V eAEyyov, Tov Client péoa oto room.

[Mapaxdtm meptypdeoval ta Pacikd oevapila ypriong tg KAdong Provisioning Server.

Use Case Scenario 1: Anpovpyio avTikeipévov TG KLAGG Kol 0P LKOToinen
O Provisioning Server §€xetal Ta otolxeia eldd6dou Tou wg XMPP Client

Me TtV Xprion Twv MopOmAavw otolxeiwy yivetal eicodog oto XMPP Siktuo
Anuoupyla avtikeluEvwy / apxilkomoinon Twv ALoTtwy tng KAAonG

.

AnAwon tou avtikelpévou joinRequestHandler tng kAdong wg IQ Request Listener yla tn
AnWn kot anokplon o pnvopata joinRequest twv Things

5. Avavéwon Twv AloTwv TNG KAdong amnod tn Baon dedopévwy (Use Case Scenario 2)

6. Anuwoupyla Twv room He xprion Twv Alotwv tng kKAdong (Use Case Scenario 3)

To mopamdve cevaplo avtictotyel oty vAoToinom Tov constructor g kKAdong o onoiog sivor
Ommg ka1 6TIC KAGoNG TV GAA®V ovtotiTemv private (1diwtikdg). H dnpovpyio aviikepévon
™G KAdong yiveton amd static pébodo g kAdong. Ipw to avrtictoryo andoracuo Kodiko Oa
TOPOVGLOGTOVV 01 AIOTES TG KAAOMC.

e thingToRoom: amoteAei Alota mou avtiotolxetl to Jid kdBe Thing pe pla Alota n omoia
avtiotolxel to kaBe Nodeld tou Thing pe to Jid Tou avtiotolyou room

e roomThings: amoteAel Alota mou avtlotolxet to Jid kaBe room pe pia Aiota pe ta Jid Twv
Things tou room

e roomSubscribers: amoteAel Alota mou avtiotolxet to Jid kaBs room pe pia Aiota n omoia
avtiotolyel to kabe Jid twv Clients tou room e ToV TUTIO CUUUETOXAG oto room (Voice /
NoVoice)

e jidToRoom: amoteAel Aiota mou avtiotolyel To Jid KGBe room pEe TO AVTIOTOLXO AVTLKEIEVO
MultiUserChat

INUEIDOVETOL OTL QVTEG 01 TEGOEPIS MOTEC APKOVV Y10, TNV AVAKTNOT OA®V TOV SEGOUEVAOV OO
™ Pdon. o mapdderypa de yperaletar Aiota yio 6o ta Things kabmg 1 TAnpopopio oty
vrapyel otn AMoto thingToRoom.

AxoAovBohv To OVTIGTOWYO OMOCTAGUOTA KMOKO TNG ONAMONG TOV AMGTOV Kol TOV
constructor tng kAdong Provisioning Server Baomn tov Topardved GEVapiov xpHong.

private Map<Jid,Map<String,EntityBareJid>> thingToRoom;

private Map<EntityBareJid,List<Jid>> roomThings;

private Map<EntityBareJid,Map<Jid,RoomSubscriberType>> roomSubscribers;
private Map<EntityBareJid,MultiUserChat> jidToRoom;
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private ProvisioningServer (String user, String pass, String domain,
String resource) throws Exception{

super (user, pass,domain, resource) ;

thingToRoom = new HashMap<Jid,Map<String,EntityBareJdid>>();
roomThings = new HashMap<EntityBareJdid,List<Jid>>();
roomSubscribers = new

HashMap<EntityBareJdid,Map<Jid, RoomSubscriberType>> () ;
jidToRoom = new HashMap<EntityBareJid,MultiUserChat> () ;

login();
connection.registerIQRequestHandler (joinRequestHandler) ;
mucService = mucManager.getXMPPServiceDomains () .get (0);

updatelistsFromDataBase (true) ;

public static ProvisioningServer createProvisioningServer (String user,
String pass, String domain, String resource) {
try({
return new ProvisioningServer (user,pass,domain, resource) ;

}
catch (Exception e) {
return null;

}

public static ProvisioningServer createProvisioningServer (String user,
String pass, String domain) {
try{
return new ProvisioningServer (user,pass,domain,”");

}
catch (Exception e) {
return null;

}

Use Case Scenario 2: Avoviémon Tov MeTdv arto T faon dedopivov

O Provisioning Server cuvééetal pe tn fdaon deSopévwv
Méow gpwtnpatoc otn Baon Aappavet ta Jid Twv Things pe to Jid Tou room yla kaBéva

3. T kaBe eyypadr TNG Amavtnong mpooHETEL Ta amapaitnta otolxela otig AloTeg Twv rooms
(jidToRoom, roomThings) kat Twv Things (thingToRoom)

4. Méow gpwtnparog otn Baon Aappavel cuvbéoslc client pe room otn popodn Jid tou Client -
Jid Tou room - voice

5. T kaBe gyypadn TnG amavinong npoobETel Ta amapaitnta otoleia otig AloTeg Twv room
(roomSubscribers)

90



To axolovBiakd S1dypappa Tov cevapiov dlakpiveTol TAPUKATO.

ProvisioningServer DB

update LiSEEF‘LrDm DataBase()

SELECT thing_jid, room_jid

return

LOOF’J

for each rgcprd]

addThingToRoomList(thing_jid, node_id, room_jid)

SELECT client_jid, room_jid, voice

return
|' -----------------------------
=

LOOF’,’

for each rgcprd]

addClientToRoomList(room_jid, client_id, voice)

I ] et

o

|
]
]
Awxkpivetor 6tt 10 oevdpro Ba vAomomBel ¢ péBodog t™C KAAONG pe  Ovoupd
updateListsFromDatabase().

H dwdwkacio tpocOnkng Thing kot Client oyedidotnke dote va viorombei og EgxmploTég

ovvaptioelg, Tig addThingToRoomList() xor addClientToRoomList() avtictoya. X
GULVEYELD TAPOLGLALOVTOL T OVTIGTOLY0 OMOCTAGLOTO KOUKO.
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private void updatelistsFromDataBase (boolean init) {

92

String Q1 = "SELECT “thing . jid" AS "thing’, ‘room . jid" AS “room"
"FROM “thing to room"™ AS "bind’, "things® AS “thing’,
‘rooms® AS “room "+

"WHERE “thing’. 'id’ = "bind’. thing id" AND ‘room . id"’

"bind’. room id™",

Q2 = "SELECT ‘"client’. jid’ AS “client’, ‘room . jid  AS “room’,
‘bind’. voice® "+
"FROM ‘client to room® AS ‘bind’, ‘clients® AS ‘client’, ‘“rooms’
“room~ "+
"WHERE ‘client’. id'= "bind’. 'client id' AND ‘room . id’ =

"bind’. room id'";

try {
Class.forName ("com.mysqgl.jdbc.Driver");
Connection con = (Connection)
DriverManager.getConnection (DBURL, DBUSER, DBPASS) ;

Statement st = (Statement) con.createStatement();
ResultSet rs = st.executeQuery(Ql);
Jid thing jid; EntityBareJid room jid; String node_ id;
while (rs.next()) {
room jid =
JidCreate.entityBareFrom(rs.getString ("room")) ;

thing jid = JidCreate.from(rs.getString("thing"));

’

"y

AS

node id = thing jid.getResourceOrEmpty () .toString();

addThingToRoomList (thing jid, node id, room jid);
jidToRoom.put (room jid, null);

rs.close(); st.close();

st = (Statement) con.createStatement ()

rs = st.executeQuery(Q2);

Jid client jid; boolean voice;

while (rs.next ()) {
room jid =
JidCreate.entityBareFrom(rs.getString ("room")) ;
client jid = JidCreate. from(rs.getString("client"));
voice = rs.getString("voice") .equals ("yes");

addClientToRoomList (room jid, client jid, voice);

}

rs.close(); st.close();

OpenRooms () ;

} catch (Exception e) {
e.printStackTrace () ;



Use Case Scenario 3: Anpovpyia Tev room pe yp1on Tov MotV TG KAIGNS

e Twa ka0Be Jid Swpatiov otn Alota jidToRoom

1.

[Mopakdto Tapovstdaletal To 0KOAOLOKO dAYPaLLLLL TOV GEVOPIOV.

Anpoupyia tng Alotag pe ta péAn Tou room He Th xprnon tng Alotag roomThings kait

roomSubscribers

Anpioupyia tou avtikepévou MultiUserChat yia to Swpdtio
Edv 6ev umdpxel To SwUATLO amootoAn GOpUOC LE TIG pUBLILOELS TOU SwaTiou

MpooBnkn Ttou participantListener tng kAdong ProvisioningServer ywo tnv

EVNUEPWON ELGOSOU CUUETEXOVTWY OTO room
MpooBnKn TWV CUMUETEXOVTWY TOU SwiaTtiou Héow tng AloTag pe Ta LéEAN Tou

Juvéeon tou jid tou Swpatiou pe to avtikelpevo MultiUserChat otn Alota

jidToRoom

ProvisioningServer

T
OpenRooms() !

MultiUserChat

LOOP

[fo

g

ach room_jid in jidToRoom] :

- i

createOrOpenRoom(room_jiq members)

I
muchManager.getMuliilUserChai(room_jid)

o _reum J_

I
muc.createOrJoin() _ 1

return J_
e I -

ALT

[muc_created = true] .

return

muc.sendConfigurationFgrrh(form)

I
muc.addParticipantListener(presencelistener)

return l
{ ---------------

I
muc.grantMembership(members)

return
€ et J-,

Onmg Kot 1o TPoNYoLUEVO GEVAPLO, £TCL KOl ALTO OVTIoTOLYEL 0TV LAOTOINoN ping pebddov
™m¢ kAdong. H pébodog oe avtn v mepintwon Oo eivan 1 OpenRooms(). Ot dadikacieg
€10000V N dnovpyiag Kot 16600V vog room Ba viomomBovv g Eexywpiot| pnéBodog pe
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6vopa createOrOpenRoom(). H pébodog avtn kodeitor and v OpenRooms() ywo ke
dwpdrtio g AMotag jidToRoom.

AxoAovOel TO amOCTOGILO KMOTKA Y10l TIG 000 Topamave nebodovg.

private void OpenRooms () {
Set<EntityBareJid> keySet = jidToRoom.keySet () ;
for (EntityBaredid room : keySet) {
List<Jid> members = new ArrayList<Jid>();
if (roomThings.get (room) !=null)
members.addAll (roomThings.get (room)) ;
if (roomSubscribers.get (room) !=null)
members.addAll (roomSubscribers.get (room) .keySet ()) ;
createOrOpenRoom (room.asEntityBareJdidString (), members) ;

}

private MultiUserChat createOrOpenRoom(String roomJidStr,List<Jid>
members) {
try {
MultiUserChat muc = mucManager
.getMultiUserChat (JidCreate.entityBareFrom(roomJidStr)) ;
MucCreateConfigFormHandle form = muc
.createOrJoin (Resourcepart. from("Provisioning")) ;
if (form!=null) {
Form ansForm = muc
.getConfigurationForm()
.createAnswerForm() ;
ansForm
.setAnswer("muc#roomconfig_persistentroom",true);
ansForm
.setAnswer("muc#roomconfig_membersonly",true);

ansForm
.setAnswer("muc#roomconfig_moderatedroom",true);

muc.sendConfigurationForm(ansForm) ;
muc.join (Resourcepart.from("Provisioning"));
}
else for (Affiliate member : muc.getMembers())
muc.revokeMembership (member.getJid () ) ;
muc.addParticipantListener (presencelistener) ;
for (Jid member : members) muc.grantMembership (member) ;
jidToRoom.put (muc.getRoom (), muc);
return muc;
} catch (Exception e) {
e.printStackTrace () ;
return null;
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Use Case Scenario 4: Amokpion o€ aitnpa joinRequest evog Thing

1. O Provisioning Server

joinRequestHandler

2. Metatpon Tou |Q Stanza oto avtikeipevo loTJoinRequest

EVNUEPWVETAL Yyl Tt AQYPn ToU

IQ Request péow TOU

3. Avaktnon tou Jid kat tou Nodelnfo tou Thing mou £otelAe TO request HECW TOU CTOLYXELOU

loTJoinRequest

4. 3Itnvmepintwon mou untdpxel 1én to room tou Thing otn Alota tdte avaktnon tou Jid autou,

Sladopetikad dnuloupyia véou room pe xprion tou Nodeld tou Thing kat avaktnon tou Jid

Tou

5. Anuloupyla véou otolxeiou |Q Response tUmou loTJoinResponse pe xprion tou Jid tou

Sdwpatiou

6. AmootoAr tou IQ Response miow oto Thing wg amavtnon

[Mopakdro eaivetat 1o akolovOiakod didypapLa Tov cevapiov.

Thing

ProvisianingServer

loT JoinRequest

loTJoinResponse

]
handlelQReHﬂast(iqRequest}

reg = (loTJoinReq

return

thing_jid = req.getF:roml[)

return

room_jid = thing:Joinl{thing_jid nodeld)
1

st) igReguest

return

1
response = new loTUoinResponse(room_jid

I I ——
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[Mopatmpeitor 0TL T0 ogvlplo avtd avTIoTOolXEl OTNV VLAOTOINGT NG OCLVAPTNONG
handlelQRequest() tov IQRequestHandler ¢ xidong ProvisioningServer. O handler
(xepromg) avtdg dnimdveton katd Tt Snuovpyio g KAGoNG kot gdomoteitatl ylo. Kabe
gloepyouevo 1IQ Stanza tomov loTJoinRequest, emioTpépoviog TO avTioToryo response.
Emunpocbeta oyedidotnke 1 viormoinomn g puebodov thingJoin() n omoia déyeton to Jid ko
10 nodeld evdc Thing kon emotpépet o Jid Tov room oto omoio Ha e16éAOeL. TNV mepintwon
7OV gV LILAPYEL Foom yio to Thing ot Alota, 1 uébodog dnuovpysei véo.

>t ovvéyela mapovotdlovral to amoomicpata kddwka yio tov IQRequestHandler kot
uébodo thingJoin().

private IQRequestHandler joinRequestHandler = new IQRequestHandler () {

public IQ handleIQRequest (IQ igRequest) {
IQ res = null;
IoTJoinRequest req = (IoTJoinRequest) igRequest;
NodeInfo nodeInfo = reg.getNodeInfo();
Jid from = reg.getFrom();
EntityBareJdid roomJid = thingJoin (from,nodelInfo);
res = new IoTJoinResponse (roomJid) ;
res.setStanzald (igRequest.getStanzald())
res.setTo (igRequest.getFrom()) ;
res.setType (Type.result) ;
return res;

}

public Mode getMode () {return Mode.sync;}
public Type getType () {return Type.get;}
public String getElement () {return "joinRequest";}

public String getNamespace () {
return Constants.IOT PROVISIONING NAMESPACE;
}
}i

private EntityBareJid thingJoin (Jid from, NodeInfo node) {
Map<String,EntityBareJid> userMap = thingToRoom.get (from) ;
if (userMap==null) addThingToRoom (from,node.getNodeId())
else {
EntityBareJid roomJid;
roomJid = userMap.get (node.getNodeId())
if (roomJid==null) addThingToRoom (from,node.getNodeId()) :;
else return roomJid;

}
return thingToRoom.get (from) .get (node.getNodeId());

Use Case Scenario 5: Awaygipion tov voice kota v £icodo Client 6 room
O Provisioning Server evnUepWVETAL yLa TO Presence CUUETEXOVTA GTO room
EAéyyetal otL o Presence Stanza adopd tnv elcodo oto SwUATLo

lvetat avaktnon tou Jid tou room amo to Presence Stanza

lvetat avaktnon tou Jid tou XMPP Client amo to Presence Stanza

P wnN e
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5. EAéyxetal otL o XMPP Client mou adopd to Presence amotelei Client péow tng Alotog

roomSubscribers

6. Tivetal avaktnon tou avtikelpévou MultiUserChat tou room péow tng Alotag JidToRoom

7. Xtnv mepintwon mou n eyypadr tou Client wg pélog oto room eivat tumou Voice, divetal to

Sikaiwpa Voice (amooToArn ¢ NVULATWY) OTOV OVTIOTOLYO CUHUETEXOVTA OTO room, EVW 0TV

neplntwon mou eivat tumou NoVoice adatpeital to Sikaiwpa Voice amo Tov CUHLETEXOVTA

21 cuVEXELN SLOKPIVETOL TO OKOAOVOLOKO S1AYPOLLLLO. TOL GEVOPTIOV.

Room ProvisioningServer Presence

MultiUserChat

processPresehce(presence)

presence.getType(

return
ke ce e e m e -

room_jid = presenc:e.getFrom{}

return
< --------- ”

L[]
client_jid = presenca.getUser().getJid()
1

=

return
Crommeenna- JJ

ALT [roomSubs.get(ro

n_jid).get(client_id) f: Voice] :

jidToRoom.get(rociﬂ_jid).granwoice(cliem_:id)
1

-l

i
Ll
Jeturn

R e L .

ALT [roomSubs.get(ro

n_jid) get(client_id) %: NoVoice]
jidToRoom. get{room_jid).revokeVoice(clientjid)
i [

P

. Ll
[
wreturn
e s mscacm e e e .- JJ

T
I
[
[l
[l

Awakpivetor 0Tt T0 6evaplo awtd avtiotorel otnv vAomoinorn tov Presencelistener g
KAMaong mov dnidvetor g ParticipantListener katd  onuovpyio kot €icodo TOV

Provisioning Server cg kéfe room.

Téhog, akohovbei 10 amdomacpa kddKa Yo Tov PresencelListener.
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private Presencelistener presencelistener = new Presencelistener () {
public void processPresence (Presence presence) {
if (!presence.getType () .equals (Presence.Type.available))
return;
EntityBareJid roomJid = presence
.getFrom()
.asEntityBareJdidIfPossible() ;

MUCUser mucUserExt = presence
.getExtension ("x","http://jabber.org/protocol/muciuser") ;

Jid user = mucUserExt.getItem().getJid();
RoomSubscriberType subType;

if (roomSubscribers.get (roomJid)==null) subType = null;
else subType = roomSubscribers.get (roomJid) .get (user);

if (subType==null) return;
else if (subType.equals (RoomSubscriberType.NoVoice)) {

try {

jidToRoom

.get (roomJid)

.revokeVoice (user.getResourceOrEmpty () ) ;
} catch (Exception e) {e.printStackTrace();}

}
else if (subType.equals (RoomSubscriberType.Voice)) {

try {
jidToRoom
.get (roomJid)
.grantVoice (user.getResourceOrEmpty()) ;
} catch (Exception e) {e.printStackTrace();}

i

4.4 Evbeiktikeg xpnoeis e 6iBAiodrikng

H avémtoén e Bprodning eméktaonc e Smack oloxinpmOnke. Tapéyovrar ot Tpelg
ovtotteg Thing, Client kot Provisioning Server wg k\doeic pe high level (vymiod emimédov)
uebdd0vG Y10 TNV EDKOAN KoL YpriyopT avamtuén epapuoyadv Internet of Things. H fifAiodnkn
oLt Umopel va eveouatmdel 6 TANODPO GLOGKELAOV TOL UTOPOVV Vo TpEEOVY Java, OTmg
Smartphones (w.y. Android), pikpoimoloyiotéc (m.y. Raspberry Pi), vmoAoyiotég KA.

H oloxiipoon plog  Pprodnkng  ootdco  oamotedel  edamng yopilg  Kopio
EVOEIKTIKT)/TTEPAUATIKN EPappoYT. o Tov 6komd avtd apyikd Oa avamtuybet Evag ypapikdg
nivaxog OSwyeipong (Administration Panel) yw tov Provisioning Server kot votepa Oa
avantoybovv mepapoatikd Things, Clients kot Provisioning Server dote va domotmdel n
ocwot Aertovpyia g PipAtodnkng
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4.4.1 H avamtuén evog Administrator Panel yia tov Provisioning Server/Component
(lotooeAida)

H BipAodnkn €xer avantvydei dote To dedopéva tov Access Control tov Provisioning Server
va mopéyoviar o€ Paon dedopévov (cvykekpipuévo MySQL). Onowadnmote vAomoinon pe
yp1on g PpAodning, emucotvovel pe ™ PipAodnin péow g Pdong avtg, dnAadn 6Komdg
g etvan m daxeipion g Pdong. Tvvendc n Pdon avt amoterel Proxy emikovmviog g
Aoyumg g epapuoyng pe T Pipriobnkn.

Evdewktikog tpomog dayeipiong g Paong dedopévev amotedel Eva ypapikd mepidiiov
dwyeipiong. Avtd to mepiPdAiov umopel va ivor dtayelpicio and avhpmmovs, vrevduvoug
yto. to Provisioning tov 10T 8ikthov kot GUVETMOG YEVIKOTEPQ Y1 TNV AGOOAN AELITOVPYIO, TOV
diktHov. Xkomdc tov Provisioning, ormg éxet avaivbei, sivatl 1 Tapoyn EUTIETOGHVIG GTOVS
Katdyovg Twv Things oyetikd pe v mpdsPacn oto dedouévo Tovg, OOV 1 ¥PNON TOV
avOpOTIVOL TAPAYOVTO VITEPTEPEL KATOLOL YEVIKELUEVOL aAyopiBov. Avtd de onpaivel Twg
dg pumopovv va. avartuyfovv adyoplBuol mov gumvéovy TV amapaitnn epmotocvvn. To
KOUWATL 00TO 06TOGO EEMEPVE TO EVPOG UEAETNG TNG TPEYOVTUG EPYOUGING.

To ypapiko meptParrov dayeipiong tov Provisioning Server smiéyOnke vao yivel € popen
wotoceridac. H mpocPacn oy 1otocerida avt mpénet va meplopiletal 6Toug avOpdmovg
TOL TPayUaTIKA XEWpilovTal Tov Provisioning Server, cuvenmg tpénet va vapyet dlomictevon
otoyeiov (username & password). To ypapikd mepPdAlov kot ot Aettovpyieg ToOv
napéyovtor mpénel v eEacoiilovv v eOkoAn kot ypnyopn dwyxeipton g Pdong
JEJOUEVMV. ZVVOTTIKA AOTOV 01 GEAISEC TOV TTPEMEL va avatuyBovv givoar ot €ENG:

e Jglida e10060uU e Xprion Slamioteutnpiwy: os autr T oeAiba 0 XpNoTNG MPEMEL ELOAYEL
username & password wote va eloéABel otig umolotneg. H elcodog amod auth t oslida
TPETEL VO AmoBNKeVETAL OTO session e xprion cookies wote oL eMoOpeveg oeAideg va eival
TPOCPACIUEG LOVO OTAV EXEL YIVEL TTPONYOU LEVWGE ELOAYWYH TWV SLATILOTEUTNPLWV

e JeAida pe T rooms ToU SIKTUOU: 0 AUTH TN oeAida untdpyxetl Alota pe 6Aa ta rooms tou loT
SikTUoU KoL vo UTIapXeL duvatotnta taxeiag avalitnong Touc. Emiong mpémet va uTapXEL
Suvatotnta mpoobrkng véou room.

e JeAida egvog room: n mponyoUpevn oehida Tpémel va Sivel tnv emhoyr £L0060L oTn
Slaxeiplon evog room. tn ceAida autr) MPEMEL va uTtdpyxouv OAa ta Stabéaoia Things kat ot
Clients mou é€xouv mpoocPacn oto OSwupdtio pe Sduvardtnta Ttaxeiag avalitnong.
ErunpdoBeta otoug Clients mpémel va sival Staxelpiolpo to Sikaiwpa voice, n mpoadnkn
VEwV Kal n dlaypadn Toug amo To room.

e JeAida pe ta Things tou Siktvou: n oeAida autr mepléxet Alota pe ta Things tou SiktUou
KoL ypriyopn avalntnon touc. MNa kaBe Thing mpémnel va umtdpxel eUKOAOG TPOTIOC TPOCONKNG
Tou 0t room N adaipeon tou amd To UTIAPXWV. EMumpdobeto mpEmel va MApEXETAL N
Suvatotnta nmpoodnkng kat Staypadnc Things.

e JeAida pe toug Clients tou Siktbou: n oeAida autr, TMapPOUOiwE UE TNV TTPONYOUUEVN
niepléxet Alota pe toug Clients kat ypriyopn avalitnor toug. Emiong mapéxetal n Suvatotnta
npooBnkng kat dlaypadng Toug.
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[Ipv yivel cuvonTiky Tapovsioot TG I6TOGEASNS (AVaALTIKA SIVETAL O KOOIKAG GTO GYETIKO
TOPAPTNILAL), TOPAKAT® STvVOVTaL Ol TEXVOAOYIEG TOV YPNOLULOTOMONKAY.

e FrontEnd

o HTML, CSS, JS: amotehoUv Ta yvwotd open standard yia tn dnuoupyia syypadwv
LOTOCEALS WV.

o Bootstrap 3: anotelel Front-End Framework avolytou kwdka Tou IPoodEPEL ETOLUA
HTML otouyeia, CSS kwdika kat JS uebodoug yla tn dnpoupyia responsive LotooeAibwv
e mMAnpwe oxedlaopéva otoela dlemadng (panel, kovumid, ¢popuec, Aloteg, pevol
mhonynong KAm). Me KoatdAAnAn xprion tou Framework ot otocelidec mou
Snuloupyolvtal £xouv SLapdpdwan Tou avtamokpivetal oto péyebog tng 0Bovng, wote
va epdavilovral LkavomonTika KoL o€ SmartPhones.

o jQuery: amote)el JavaScript BLBALOBNAKN eméktaong mou mapéxel uebddoug yla thv
emhoyn kat Staxeipion HTML otolxelwv, xprion animations, XElplopo cUUBAVTWY Kal
gnkowvwviog péow AJAX (acuyxpova HTTP requests).

o jQuery Ul: amote)el eméktaon tng BLBALOBRKNG jQuery mou mpoodépel SuVATOTNTEG YL
To Tpoxwpnuéva otolxela Slemadng xpnotn wg pkpd Front End framework. Ot
duvatodtnteg mou npoodEpel mMepAaBAVOUV TTpoxwpnUéva animations KaBwg Kot n
Snuloupyia medilwv avtopatng cupmAnpwaonc autocomplete.

e Back End

o PHP: anote)ei Baowkn kat tnv 1o dnuodAn yAwooa yia Server-Side scripting. Eival
€UKOAN OTN XPHon Kot TapEXEL OAEC TIG XPHOWWES duvatotnTteg piag yA\wooag kabwg
UTTOPEL va XpnoLUOTIOLNOEL KOl LUE QVTIKELLEVOOTPAdT) TPOTIO.

o Codelgniter: amoteAel MVC Framework avowtol kKwdika ylo tnv taxeio dnuoupyla
Suvaplkwyv otooeAidwv oe PHP. Ta MVC Frameworks yapoaktnpilovtat amd tnv
opXELOBETNON TOU KWOLKA O€ TPELG Katnyopieg apxeiwv: Controllers (meptéxouv 6An T
vevikn Aoyikn), Models (meptéxouv tn Aoyikrp aAAnAoenidpaong Ue KAMOLo HOoVTEAO
Sebopévwy) kal ta Views (TMEPLEXOUV KATIOLO KOUMATL gpdavionc). H texvikn autn
BonBdel otnv TaxUTEPN AVATTTUEN, OPYAVWON KOL CUVETIWE EUKOAOTEPN CUVTIRPNON Kol
ETEKTAON TWV project.

[Mopoxdto yivetor ovvomtiky 7wapovsioon TG otocehidag Provisioning  Server
Administrator.

100



Yelida 10000V pug YPNo1 SLUTIGTEVTPIOV

< C | ® [:AViot_provisioning_admin/index.php/login % €

el © T aa

lot Network

Provisioning Server Administrator

Username

m Password
@ Sign in

b &

=
Awkpivetol To pvope GEAALATOG GE TEPITTOGCT EIGOYWYNG AUVOUSUEVOV domeTELTNPiLV.

YgAida pue T FOOMS TOV SIKTVLOV

& c \ ® [z1)/iot_provisioning_admin/index.php o Y| &
V lot Network - Provisioning Server Administrator Logout
xmpe

Thing Rooms = Q
Things f
Clients = = = = —
About test_room@conference.169.2 test@conference.169.254.44. tasos_office@conference.169. | tasos_room@conference.169.
54.44.207 207 254.44.207 254.44.207
TR off | o off o ol | ofg
gardening@conference.169.2 living_room@conference.169.
5444907 test_S@conference.169.254.4 254.44.207
ol oE o

@conference.169.254.44.207 Add New Thing Room

[:1)/iot_provisioning_admin/indexphp/room/6

YV Topomdve €KOvo dtakpivetal To ¢ katd v andbeon (Mouseover) tov pointer oe
KAo10 room. Xtnv mopakdtm £KOVO QaiveTol 1 ¥pnom TS YPNYopNnS avalnnong.
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InUEIdVETOL TG 6 OMOlo onpeio vdpyel avalnmon, avty £xel VAomonOel pe avTd TOV
TPOTO.

V lot Network - Provisioning Server Administrator

xmpPp
Things f
Clients "E. '.
About gardening@conference.169.2
54.44.207
offf | o

Yelioa evog room
H ce)ida avtn €yet dHo tabs (kaptéreg). H mpdn aviiotoyel ota Thing tov room.

¢« C | ® [:1Viot_provisioning_admin/index.php/room/5

Y| 4
v lot Network - Provisioning Server Administrator gout
xmpp
gardening@conference.169.254.44.207
Back to rooms
Things H hieiean
3 Things 385 Clients
Clients =
About Q
x
x
x

H devtepn éxet toug Client tov room pe ) dvvorotnto tpoohnkng véov. Hapatnpeiton 1
XPNON AVTOUOTNG GCUUTANPOONG Yo TNV ETA0YN Ttpocdnkng véou Client.

\’ lot Network - Provisioning Server Administrator

Logot
xmpp
gardening@conference.169.254.44.207
Back to rooms
Things f ]
¥ Things &5 Clients
Clients
About Q
(O Give control permission x
(@ Revoke control permission x

tasos@169.254.44.207

102



Yelida pe Ta Things Tov dikTHov

\’ lot Network - Provisioning Server Administrator

xmPR

Thing Rooms = Q
Clients = B use i &
About l
T
. .
B s
B o

voww
R

v

(4
o
3
:
f

living_room@conference.169.254.44.207

@169.254.44.207 [ERERLIIYY

Awakpivetor o Tpdmog pe tov onoio kabe Thing pmopet ypriyopa vo mpootedel | va dtarypapet
and xdémoo room. Katd v mpocsOnkn Thing ce room mn swoaymyn yivetor pe ypnon

avtopong ocvpumAnpoons. Emmpdcbeta dwaxpivovror ot duvatdtnteg €lcoy®yng Kot

daypaeng evog Thing and ) Paon.

Yelioa pe Tovg Clients Tov diktoov
i C [ ® E:1iot_provisioning_admin/index php/clients

\’ lot Network - Provisioning Server Administrator

xmpp
Thing Rooms = Q

Things

About

@169.254.44.207 Add Client

Onmg Kot 6ty mponyov ey 6eAida, £T61 Kot 6€ AT StakpiveTat 11 SuvaTtdOTNTA TPOSHNKNG

kot agaipeonc Client and ™ Paon.

103



4.4.2 Baolkeg SOKUEG Aettoupylag

Me ) Bprodnkn kot to Administrator Panel g evdewktikny vAomoinon yepiopod Tov
Provisioning Server, to povo mov pével givat 11 VAOTOINGT SOKIUAGTIKAG EPOPUOYNS XPAONG
™me PpAodnknme. o tov 6komd avtd Ha vAomomBovv dokpactikd Things kot Clients pe
xpnon g PpAodnkne kabmg kot éva instance tov Provisioning Server. To mapamdve Oa
viAomomBodv pe TN popen omAng odokipaotikng desktop epapuoyng mote yuoo TV
TPOLYLOTOTOINOT TNG OOKIUNG VAL apKEL £VOC LOVO LTOAOYIOTNG. XAptv amAdTNnTaG 1| AvdAvon
vAomoinong Ba maparelpOel. QoTOG0, 0 KOIKOS TEPIAAUPAVETOL GTO AVTIGTOTYO TOPAPTNLLAL.

4.4.2.1 lMeptypapn SOKUAOTIKIC EQAPUOYIC
AxolovOel GLVOTTIKT TTEPTYPOPT TNG EPAPHOYNG:
e Hedappoyn uhomolel autopata €va instance Tou Provisioning Server Katd tnv eKKivnor tng
e Eudaviletal mapdBupo to omolo Sivel v emloyn dnuloupyiag véwv doklpaotikwy Thing
kat Clients armAd pe tnv elcoywyn Tou username (amo to Jid) kot tou password evog XMPP
Client
e Kdabe Thing kot Client avoiyel og Eexwplotod mapdbupo

[Meprypaen dokyactikov Thing:
e KaBe Thing mapdyel pia oglpd amd SOKIUAOTIKA TedSla SES0UEVWVY UE TUXALEG TIMEG ava
otaBepod Xpoviko diaotnua (.. 3sec). Ta medio autd gival idta yla kabe Thing.
e 31O MapPABupo ameLKOVIZETAL CUYKPLUEVOG apLBUOG MeESIWV KEWWEVOU TTOU AVTLOTOLXOUV O€
niedia evtoAwv eAéyxou. KaBe popad mou to Thing d€xetal evioAég eAéyxou, epdavilovtal og
OUTQ, TOL OVAUATO TWV MESIWV HE TIG AVTIOTOLXEG TIUEG TOUC.

[Meprypaon dokyactikcov Client:

e Katd tnv ekkivnon tou, o Client mpoomaBel autopata va €l0EABeL o OAa Ta SlabBEoipa
SwuATLA, WOTe TEALKA Vo EL0EADEL o€ OAa Tl SwATLA oTa oTola £xeL tpooPaon.

o T kABe dwpdtio Tou €xel yivel €loodog, SNLLOUPYELTOL CUYKEKPLUEVN TIEPLOXN OTO
napadupo pe to Jid tou Swuartiou.

o Kabe meploxn dwpatiouv oto mapdbupo, SlabEtel uTo-MEPLOXEG, Uia yla KABe online Thing
Tou Bpioketol 0To SWHATLO. TETOLEG UTIO-TIEPLOXEG TTPOOTiBevTal Kal adatpouvtal SuvauLlkd
O£ TIPAYHATLKO XpOVo KaBwg dnpioupyolvtal Kat kataotpedovtat Things.

e KdaBe meploxy evog Thing Swabételt to ovopa (Nodeld) tou Thing. K&be ¢opd mou
Aappavovrtal véa Sedopéva amod to Thing n mepLoxn QUTH QVOVEWVETOL LE TOV TIVOKA
nediwv Sedopévwyv. Me autd tov tPdémo o Client moapeéxel mpoPoArn dedopévwv oe
TPAyHATIKO Xpovo, OAwV Twv Things ota omola £xelL mpocBaon.

e YTApYouv cuyKekplpéva edia ylo cupmAnpwaon evtoAwyv eAéyyou. Ta edia autd sival ibla
yla kaBe Client. Ytn cuvéxela akohouBel emiloyr) tou Swpatiou kat tou Thing oto omoio Ba
amooTtaAoUV oL eVIOAEC KaBWGE Kat kouurti urtoBoAng. Me auto tov tpomo o Client pumopet va
amooteilel evtoAég eAéyxou oe KAOe mpooBaactpo Thing. INUELWVETAL WG OTNV TIEPLTTWON
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mou dev uTtapxel Sikalwpoa Voice yla KATolo SWUATLO, OMOLECSNTIOTE eVTOAEC oTaAoUv Ba
amnoppldpBouv.

4.4.2.2 Atouoppwaon tou loT Siktuou
Mo v mpaypatomoinon twv S0k, apykd Ba yivel dtapdppmaon evog cevapiov dikTHOL
ot Baon. Avtd pmopet va yivel péow tov Administrator Panel.

v lot Network - Provisioning Server Administrator Logout
xmpR
a

Things E |

Clients = '. '. '. '.

About living_room@®conference.169. kitchen@conference.169.254. garden@conference.169.254. energy@conference.169.254.

254.44.207 44.207 44.207 44,207
11 o 258 off |68 ofl | odsh

Ta dopdtia mov Bo ypnoyoromBodv elvar ta €ENG:
e living room@conference.169.254.44.207
o kitchen@conference.169.254.44.207
o garden@conference.169.254.44.207

Ta Things mov Oa ypnoiporomBovv e Ta SOUATIA TOVS PAIVETOL GTIV GUVEXELO.

Thing Roems

Clients

»

BS living_room@conference.169.254.44.207 - x

1

About I kitchen@conference.169.254.44.207 - x

s kitchen@conference.69.254.44.207 - x

BS- garden@conference.169.254,44.207 - x
B garden@conference.169.254.44.207 - x
Bs parden@conference.169.254.44.207 - x

Yuykekppéva Kot ave dopdtio vdpyovv o €€fg Things:
e Awpartio living room@conference.169.254.44.207
o thermostat 001@169.254.44.207
e Awpartio kitchen@conference.169.254.44.207
o thermostat 002@169.254.44.207
o oven 001@169.254.44.207
e Awpartio garden@conference.169.254.44.207
o thermostat 003@169.254.44.207
o thermostat 004@169.254.44.207
o humidity 001@169.254.44.207

Télog o1 Clients mov 6o ypnoporomboiv givat ot e€)g 600:
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mailto:living_room@conference.169.254.44.207
mailto:kitchen@conference.169.254.44.207
mailto:garden@conference.169.254.44.207
mailto:living_room@conference.169.254.44.207
mailto:thermostat_001@169.254.44.207
mailto:kitchen@conference.169.254.44.207
mailto:thermostat_002@169.254.44.207
mailto:oven_001@169.254.44.207
mailto:garden@conference.169.254.44.207
mailto:thermostat_003@169.254.44.207
mailto:thermostat_004@169.254.44.207
mailto:humidity_001@169.254.44.207

V lot Network - Provisioning Server Administrator

xmPR

Q

Thing Rooms

-m v

Things

About

Avaivtikotepa yio tovg Clients ko v npoécPact] tovg oto dmpdTio 16yY0EL 0 TOUPAKATM

TivoKag.

Awpartio \ Client

tasos@169.254.44.207

home panel@169.254.44.207

living_room@conference.169.254.44.207

Access (Voice)

Access (Voice)

kitchen@conference.169.254.44.207

Access (Voice)

Access (No Voice)

garden@conference.169.254.44.207

Access (Voice)

No Access

4.4.2.3 lNapovoiaon tnc eQapuoyrc kot EKTEAETN SOKIUWY
[TAéov Ola elvan €toa yuo v apovsioon g epappoyne. H epappoyn ypnotpomotel
BBAoONKN TOV VAOTOONKE Kol GUVETMG Ol SOKIUES Bal AmEIKOVIGOVV TN AgtTovpYia. TNG Yol
v avamtuén evog 10T dukctdov oty TPaén.

H exkivnon g epappoyng odnyei oto moapddupo snuovpyiag Thing 1 Client.

Username :

Password :

Add as a Thing

{£| XMPP loT Network Testing =

Add as a Client

X

Méom tov mapadvpov avtov elcépyetat oto 10T o Client tasos (yapv anddtntag omd €3G Kot
oto e€ng avti yio To TAfpeg Jid Oa avapépetar pdovo To username).

| £/ Client: tasos_client

Command1:

Command2:

Number 1:

Room:

living_room@conference. 169.254.44.207

Thing:

Send
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mailto:tasos@169.254.44.207
mailto:home_panel@169.254.44.207
mailto:living_room@conference.169.254.44.207
mailto:kitchen@conference.169.254.44.207
mailto:garden@conference.169.254.44.207

InUeIdVETOL OTL Ol TEPLOYES TV dwpatiov glval o opikpuvon (Le onpavon ...) kabmg dev
vapyel kavéva, Thing eviog tovg.

211 cLVEKEL EIGEPYETAL 6TO SiKTLO TO TPdTO Thing ov givar o thermostat_001 tov dwuatiov
living_room. Iopatnpeitoar 1060 t0 mapdbvpo tov Thing 6co ko 1 epuedvion tov, pe To
dedopéva o€ TPayHaTIKO Ypovo, oto mapddupo tov Client.

|£]| XMPP |oT Network Testing O X | £/ Client: tasos_client = O X
Username : thermostat_001 l Command1:
{Password : Ty f
3 Command2:
Add as a Thing Add as a Client ‘]
|#| Thing: thermostat_001_thing = O X Number 1:
label1
datal
label2 Room:
r:::é living_room@conference. 169.254.44.207 V)
data3 Thing:

Send
living_room@conference. 169.254.44.207

thermostat_001_thing
Tue May 01 19:10:53 EEST 2018

temperature 20.876587726016936

rains false

msg hello from thermostat_001

_____ ===
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Me tov 1610 TpdTO g1G€PYOVTOL GTO diKTLO Kot OAa Ta vrdrowta Things. To mapdbupo Tov
Client yepiler amo Things kabag €xer mpdoPacn ce dha to doudtia. [TAéov o Client tasos
déxeTon g TPAYLOTIKO ¥pOvo To. dedopévo OAmv tv Things tov 10T diktvov.

%)

Jabel1
datal
label2
‘data2
label3
data3

| £/ Client: tasos_client

living_room@conference. 169.254.44.207

living_room@conference. 169.254.44.207

thermostat_001_thing
Tue May 01 19:19:32 EEST 2018

temperature 0.6578526322900824
rains false

msg hello from thermostat_001

garden@conference. 169.254.44.207
humidity_001_thing
Tue May 01 19:19:33 EEST 2018
temperature 1.853927797432221
rains false

msg hello from humidity_001

kitchen@conference. 169.254.44.207

thermostat_002_thing
Tue May 01 19:19:33 EEST 2018

temperature 0.41183098934933026

Command1:
Command2:
Number 1
Room:
Thing:

Send

thermostat_003_thing
Tue May 01 19:19:33 EEST 2018

temperature 26.351955762205002
rains false

msg hello from thermostat_003

thermostat_004_thing
Tue May 01 19:19:34 EEST 2018

temperature 17.221332422¢
rains true

msg hello from thern

oven_001_thing
Tue May 01 19:19:34 EEST 2018
temperature 25.57645408951433

rains false

msg hello from thermostat_002

true

hello from oven_001

fonference.169.254.44.207/thermostat_004_thing

Writahle

| 'Renart Incart 275 3R

O Client tasos £ygt dikaimpo Voice og OXa 0 SOUATIOL ZVVERMDG UTOpEl va oTeIleL EVTOLEG
erEéyxov og Olo. ta Things. Xyetikd TopAdelylo. OTOGTOANG EVIOADY EAEYYOL (aiveTat

TOPUKATO.

[ij Thina: oven 00

Command1
Make food
Command2
Tbaked pasta
Number 1
‘a2

— O x |£] Client: tasos_client

%] Thing

Command1

Set ideal climate
Command2
dinner

Number 1

27
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Command1:
Setideal dimate

Command2:
dinner

Number1:
27

- O ) Room:

living_room@conference. 169.254.44.207

Thing:

thermostat_001_thing

living_room@conference. 169.254.44.207

thermostat_001_thing
Tue May 01 19:26:23 EEST 2018

temperature 12.84585269307451
rains false

msg hello from thermostat_001

garden@conference. 169.254.44.207

himnidides AAA Hainn~

Bncmiani tatk AND Haimn



[Mapatnpeitor n epedvion Tov TEdiOV TOV EVIOAGOV ota avtioTotya mapdbvpa tov Things.

Y1 cvvéyetn Kot xmpig va ypelactel n amochvoeon tov tasos, eieépyetat oto diktvo o Client
home_panel. O Client avtdg €xel mpoésPacn uovo ota dopdtio living_room wa Kitchen.

| %/ Client: home_panel_client = O X
Command1:
Command2:
Number 1:
Room: J
living_room@conference. 169.254.44.207 v
Thing:
v
Send

living_room@conference. 169.254.44.207

thermostat_001_thing
Tue May 01 19:28:57 EEST 2018

temperature 0.27950192178819444
rains false

msg hello from thermostat_001

kitchen@conference, 169.254.44.207

thermostat_002_thing oven_001_thing
Tue May 01 19:28:57 EEST 2018 Tue May 01 19:28:58 EEST 2018
temperature 26.27722403389071 temperature 7.0690385991122175
rains false rains true
msg hello from thermostat_002 msg hello from oven_001

O Client home_panel £yt dikaimpo voice oto dopdtio living_room kat cuvenmg pumopei va
oteilel eviodég eEléyyov oto Things mov vdpyovy 6€ avTd, OTOS EOIVETAL TAPAKATO.

&| Thing: thermostat_001_thing = O | £/ Client: home_panel_client
Command1 Command1:
Set energy climate Set energy dimate
Command2 : C do:
general ammenes
Number 1 general
29 : Number 1:
29
N ::JJ “m0i 3 Room:
! | living_room@conference. 169.254.44.207
8 Thing:
thermostat_001_thing
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Qotoco, o Client home_panel dev éyer dikaioua voice oto dwudrtio Kitchen, omote
OTOLEGONTTOTE TPOOTADEIEG AMOGTOMG EVIOA®V eAéyxov o€ Thing tov dmpotiov ovtov,

ATOTLYYAVOLV.

% Thing: oven_001_thing =

Lﬁ_»] Client: home_panel_client
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Command1 L Command1:
?:':em?:jdz Shutdown
baked pasta Command2:
pumber 1 no more food
2 Numberl:
0
> ¥ smO1 = B Room:
7 | kitchen@conference. 169.254.44.207
fhing:

oven_001,ting

living_room@conference. 169.254.44.207

r~thermostat_001_thing
| Tue May 01 19:33:33 EEST 2018

temperature 7.313872681529068

rains false

msg hello from thermostat_001

kitchen@conference. 169.254.44.207
r thermostat_002_thing

Tiim Adais AT 1.5, 35 COCT N 10

| roven_001_thing

Tiim Adais AT 1AL DD,



5 AvaokOmnomn kot EVOEIKTIKEC PEATIOCELS - EMEKTAGELS

5.1 Avaokdnnon

H epyacia avty mpoloyndnke pe pio GOVIOUN 1GTOPIKY OVadPOUT], OO TNV OVATTLEN TV
TEYVOAOYLOV EMKOIVOVIOG £1C TN dNUIovpyiol TOV SadIKTOOL Kol amd TO S10diKTVLO £WG TO
Opapo tov Internet of Things. To 10T avepyduevo amd dpapo POVTOVPIGTMOV TNG SEKAETIOS
tov 60°-70°, petd v avamtuén kot eEEMEN Tov S dkTOoL oTIC dekaetiec 80°-00°, amotelel
TAEOV EEXYMPLOTO EMGTNUOVIKO KAASO.

211 GLVEKELL £YIVE OVIAVOT) TV GUYYPOVOV TPOKANGE®DYV TOV OVTILETOTILEL 0 KAASOGC, KOBMG
KoL GOVIOUTN TOPOVGIOOT) TMV EVOEIKTIKAOV TEXVOAOYIMV Kot Tpoceyyicewv. H avimtuén tov
0T ek10¢ OmO TIC OYETIKEG TEXVOAOYIKEC TPOKANGELS, €Yyeipel TANO®PO KOWOVIKOV
nmudtov. Tétowa {ntpota agopolv kupimg T dlayeipion TpOSPacnS GTo dEGOUEV KOt
Tov éleyyo tov Things. Oieg o1 mopomdve TOPAPETPOL TPETEL VO ANPOOVY LIOYIV G
SLUOPOMOT) TOV TEYVOALOYLOV TOV KAAOOV.

210 3° kePAANIO TOPOVGLAGTNKE TO TPWTOKOALO XMPP pe okomd v ypnon tov yu v
avartoén 10T SiktdmV 7mov  avTOmOKPivOvTOl OTIS TPOKANGEIS MOV  EEETAGTNKOV
TPONYOLUEVMDG. AQOD avoADONKAY TO YOPOKTNPIOTIKG TOV KOl UEPIKA EVOEIKTIKA JOMIKA
otoyeilo mov TapEYEL, €ywve EMAOYN NG TEMKNG mpocéyywons. H mpooéyyion avtn
peAeTNONKE OOTE VO EKUETOAAEVETAL GTO EMOKPO TO MO VIAPYOVIN KOl TEPLGGOTEPO
AOdEKTA SOUIKA GTOXELD KOt SUVATOTNTEG TTOL TPOGPEPOVTUL OO TO TPMTOKOALO, LLE TNV
gloaymyn erdyotov vémv. Baoikég évvoleg e mpocéyyiong anoteAovv 1) opadomoinon tov
Things péca oe Publish-Subscribe dmpdtio (Multi User Chat) xat o Provisioning Server mov
dwyepiletan tov EAeyyo mpdcsPaocng o€ avTd.

210 4° KePOAOMO EKTEAECTNKOAYV OYETIKEG VAOTOMGES Yoo TNV avantuén l0T diktowv,
Baciopévav oty Tpociyyion mov avantuydnke tporyovuévas. Baoikd koppdtt amotéhecs
1 viomoinomn PiPAodnKng Aoyiopkov yo v avamtuén 10T epappoyov. I'a Tov okomd avtd
yonowomomdnke n PPriodnkn Smack mov emtpémner v avamtvén XMPP Client. H
BpAodNKN oL avanTuyOnKe amotedel TAaTEOpUA Yo TV dpeon onuovpyia 10T ovrotitov.
Y1 cvvéyeto, ovamTuyOnke Ypopiko mepipdilov diayeipiong evog Provisioning Server kaboc
KOl EQOPLOYN 7oL ypnotpomotel T PipAtodnkn yio ) dnpovpyia dokpactikdv Things kot
Clients. Télog, kot pe yprion OAw®V TV vAomomoewy, dnuovpyndnke 10T diktvo yio v
TPOYLOTOTOINOT PACIKMOV SOKIUDV AELTOVPYING O TPAYUATIKEG GUVONKEG.

Ot mopoamdve SOKIHES avadeElKVOouy TV emtuyn Aettovpyio g Prpriodnkng, yw v
avamtoén evog 10T diktoov, otnv mpdén. O duvatdotreg mov mapéyer n PPAtodnkn
OVTOTOKPIVOVTOL OTIG OVAYKEG TOV UEAETNONKOV KOl TIS OMOLTHOELS oL TEOMKOV oTa
TPOTYOVUEVO KEPAALO TG EpYOTiag, Le BACT TIG CUYYPOVES TPOKANGELG TOV AVTILETOMILEL
1o Internet of Things kot 610)0 TV TEYVOAOYIKA KOl KOWVOVIKA BLOGIUT OVATTUER TOV.
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52

Evbeiktikéc BEATIWOELC - ETTEKTAOELC

Onwg o k4O €pyo, glte avtd amotelel perérn, eite vAOTOINGT, £TOL KoL GE QVTO VITAPYOLV
nePOMPLO PEATIOGE®V KOl ETEKTAGEDV. AVTO 10YVEL KABDS vPicTAVTOL Opla TOCO G EMINESO

oYK

oV Kot mediov eotiaomg, 000 Kal o€ eminedo ypovov. Ilapakdtm avapépovior HePIKES

eVOEIKTIKEG emekTaoelc. Kamoteg amd avtég Oa pmopovoay va meptiAneodv o€ HEALOVTIKEG
epyaociec.

112

BeAtlotonoinon tou kwdika tng BLBALoBNKNC Tou avamntuxbnke. Mia tétola BeAtiotomnoinon
UTopel gotidcel 1000 o KOAUTEpN amodoon, 000 Kal o peyoAUtepa emineda aodaAelag.
ErunpdoBeta, umdpyxouv meplbwpla yla LeyaAUTEPN OpYyAVWON TOU KWSELKO KL AVATTTUEN VEWV
SuvatotnTwy.

Mpaypoatonoinon Sokipuwy scale up (KAlpakwong). Autég ol SokLUEG adopolV T SOKLUACTIKA
xpron tng BLBAoBNAKNC yla tnv avamtuén loT Siktuou Pe OAO KOl TIEPLOCOTEPOUC KOUBOUC Kall
UETPNON NG eMiS00NC Tou o cuvaptnon Ue tov aplBuod twv Things, Clients kal dwpatiwv. H
emnitevén kaloU amoteAéopatog os TEToLEG SoKIEG KaBlota Suvatr] th xpnon tng BLBALoBnRKNng
KOLL YEVLKOTEPQ TNG TIPOCEYYLONG OTOV TIPAYUATIKO KOOUO.

Evowpdtwon tng BLPAL0OAKNG yLa tn Snuoupyia mpaypatikwy Things kat Clients. H BLBALoBnkn
umopetl va xpnowuornotnBet yia tn dnuoupyia loT edapuoywv omoloudnmote cevapiov. H
EVOWUATWON UMOoPEL va TipaypatonolnBel oe cuokeVEC oL omoleg SlaBétouv enefepyaoth TOU
uropel va tpé€el Java kat StaBétouv clvdeon oto Sladiktuo.

lepapyLkr] EMEKTACN TNG £vvolag Tou Provisioning Server. Itnv mpoocéyylon mou uehetnbnke otnv
TpEXouoa epyacia BewpnBnke mwc umtapyel £vag Provisioning Server oto loT diktuo. Qotooo, To
Siktuo Ba propouos va €xel Lepapxtkn/devipikny popdr. Koppog tng tomoloyiag avtrg Oa
uropoloe va amotelel eite kamolo Thing, ite kamolo umo-6iktuo pe 8kd Tou Provisioning
Server. O Provisioning Server kdBe umo-8IKTUOU €KTOC amo TN dlaxeiplon tou eAéyxou
npooPaong Héoa oto UTto-8iktuo, Ba umopouoe va anoteAEael TUAN cUVOECNG TOU UTIO-SLKTUOU
pe loT Siktua avwtepou emumédou. Juvenwg, kabe umo-6iktuo amoteAel MAéov éva Thing yla to
QVWTEPO OTPWHA SLKTUOU Kal o Provisioning Server tou UMO-8IKTUOU €XEL TOV EAEYXO TWV
Sebopévwy mou Aappavovtal kat mpowBouvTal TPOG TO AVWTEPO CTPWHA.
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[Mapaptua B — IInyoiog Komdikog

Provisioning Server Administrator Panel (lotooeAiba)

controllers/Login.php
<?php

defined ('BASEPATH') OR exit ('No direct script access allowed');

class Login extends CI Controller

{

public function _ construct ()

{
parent:: construct();
Sthis->load->library('session');
Sthis->load->helper ('url');
Sthis->load->database () ;

if (!$this->session->has userdata('user status')) {
Sthis->session->user status = 'not logged in';

}

if ($this->session->user status == 'logged in')

redirect (site url('rooms'));

public function index ()
{

Sthis->load->view ('login') ;

public function do_login()

{
Susr = $this->input->post ('username');
Spass = $this->input->post ('password');

Susrs = array();
Susrs = S$this->db->where (array (
'username' => S$Susr,
'password' => md5 ($pass)
))->get ('admins')->result array();

if (count (Susrs) > 0) {

Sthis->session->user status = 'logged in';

redirect (site url ('"));
} else {

Sthis->session->set flashdata ('login error'

redirect (site url('login'));

'yes');
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controllers/Main.php
<?php
defined ('"BASEPATH') OR exit ('No direct script access allowed');

class Main extends CI Controller

{

public S$room server name = '@conference.169.254.44.207"';
public $server name = '@169.254.44.207"';

public function _ construct ()

{
parent:: construct();
Sthis->load->1library('session');
Sthis->load->helper ('url');
Sthis->load->database () ;

if (!$this->session->has userdata('user status'))
{
Sthis->session->user status = 'not logged in';
}
if ($this->session->user status != 'logged in')
redirect(site_url('lggin')); B

public function index ()
{

Sthis->rooms () ;

public function rooms ()
{
Sdatal'rooms'] = Sthis->db-
>select ('rooms.id, rooms.jid, COUNT (client to room.client id) AS client
s, COUNT (thing to room.thing id) AS things')-
>join('client to room', 'client to room.room id = rooms.id', 'left')-
>join('thing to room', 'thing to room.room id = rooms.id', 'left')-

>group by ('rooms.id')->get ('rooms')->result array();
Sdata['content'] = Sthis->load->view ('rooms', $data, TRUE);
Sdata['page'] = 'rooms';

Sthis->load->view ('main', $data);

public function add roomf()

{

Sname = $this->input->post ('name');
$sn = Sthis->room server name;
$jid = S$name . $sn;

Sinsert = array(

"yid' => $jid
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)7
Sthis->db->insert ('rooms', S$Sinsert):;
redirect ('rooms') ;

public function things()
{
Sdata['things'] = $this->db-

>select ('things.id, things.jid, IFNULL(thing to room.room id, \'no\') A
S room id, IFNULL(rooms.jid, \'no\') AS room')-
>join('thing to room', 'thing to room.thing id = things.id', 'left')-
>join('rooms', 'thing to room.room id = rooms.id', 'left')-
>get ('things')->result array();

Sdata['rooms'] = Sthis->db->get ('rooms')->result array();
Sdata['content'] = $this->load->view ('things', $data, TRUE);
Sdata['page'] = 'things';

Sthis->load->view ('main', $data):;

public function add thing /()
{

Sname = $this->input->post ('name');

$sn = Sthis->server name;

$jid = S$name . $sn . '/' . S$name . ' thing';
Sinsert = array(

'3id' => $3jid
) ;
Sthis->db->insert ('things', $insert);
redirect ('things');

public function delete thing($id)
{
Swhere = array (
'id' => sid
) ;
$this->db->where ($Swhere) ->delete ('things"') ;
redirect ('things');

public function add thing to room($thing id)
{

Sroom jid = $this->input->post ('room');

$room = S$this->db->where('jid', $room jid)->get ('rooms')-
>row_array () ;
if (Sroom !== NULL)
{
Sinsert = array(
'room_id' => Sroom['id'],
'thing id' => $thing id
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) ;
$this->db->insert ('thing to room', Sinsert);

redirect ('things');

public function remove thing from room($id, S$page)

{
Swhere = array(

'thing id' => $id

) ;
Sthis->db->where (Swhere) ->delete ('thing to room');
Spage = str ireplace(' ', '/', Spage);
redirect (site url ($page));

public function clients()

{

$data['clients'] = $this->db->get('clients')->result array();
Sdata['content'] = $this->load->view('clients', $data, TRUE);
Sdatal[ 'page'] = 'clients';

Sthis->load->view ('main', $data):

public function add client()

{

Sname = $this->input->post ('name');

$sn = Sthis->server name;

$jid = $name . $sn . '/' . Sname . ' client';
Sinsert = array(

'Jid' => $jid
) ;
Sthis->db->insert ('clients', $insert);
redirect ('clients');

public function delete client ($id)
{
Swhere = array(
'id' => $id
) ;
$this->db->where (Swhere) ->delete ('clients');
redirect ('clients');

public function room($id, $tab = 'things')
{
Sdata['room'] = S$this->db->where('id', $id)->get ('rooms') -
>row_array () ;
Sdata['clients'] = S$this->db-

>select ('clients.*, client to room.voice')-
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from('clients, client to room')-

>where('client to room.room id = ' . $id . ' AND client to room.client
id = clients.id')->get () ->result array();

Sdata['things'] = S$this->db->select('things.*"')-
>from('things, thing to room') -
>where ('thing to room.room id = ' . $id . ' AND thing to room.thing id

= things.id')->get () ->result _array();

$data['all clients'] = $this->db-
>where ('clients.id NOT IN (SELECT client to room.client id FROM client
to room WHERE client to room.room id = ' . $id . ')')->get('clients')-

>result array();

Sdata['tab'] = Stab;
Sdata['content'] = S$this->load->view ('room', $data, TRUE):;
Sdatal['page'] = 'rooms';

Sthis->load->view ('main', $data):;

public function client voice($room id, $client id, Saction)
{
Sthis->db->where (array (
'room_ id' => $room id,
'client id' => Sclient id
))->set ('voice', $Saction)->update('client to room');
redirect (site url('room/' . $room id . '/clients'));

public function add client to room(Sroom id)

{
$client jid = Sthis->input->post('client');

$client = $this->db->where('jid', $client jid)->get('clients')-
>row_array () ;
if (Sclient !== NULL)
{
Sinsert = array(
'room id' => $room id,
'client id' => Sclient['id'],
'voice' => 'no'
)i
$this->db->insert ('client to room', $insert);

redirect ('room/' . S$room id . '/clients');

public function remove client from room(Sroom id, $client id)

{
Swhere = array(
'client id' => Sclient id,
'room id' => S$room id

)7
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$this->db->where (Swhere) ->delete('client to room');
redirect ('room/' . $room id . '/clients');

public function logout ()

{
$this->session->user status = 'not logged in';
redirect (site url('"));
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views/login.php
<html>
<head>
<title></title>
<link rel="stylesheet"
href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css"
integrity="sha384-BVYiiSIFeK1dGmJRAkycuHAHRg320mUcww70on3RYdg4Va+PmSTsz/K68vbdEjhdu"
crossorigin="anonymous">
<link rel="stylesheet"
href="https://ajax.googleapis.com/ajax/libs/jqueryui/1.12.1/themes/smoothness/jquery-
ui.css">
<link rel="stylesheet" href="
<?=base url('assets/css/simplex.min.css'); ?>">
<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/font-
awesome/4.7.0/css/font-awesome.min.css">
<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.2.1/jquery.min.js"></script>
<script src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.12.1/jquery-
ui.min.js"></script>
<!-- Latest compiled and minified CSS -->
<script
src="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/js/bootstrap.min.js"
integrity="sha384-Tc5IQib027qvy]jSMfHjOMaLkfuWVxZxUPnCJA712mCWNIpGIMGCD8wWGNIcPD7Txa"
crossorigin="anonymous"></script>
<style>
body {
background: url ('
<?=base url ('assets/img/back 1l.png'); ?>') fixed center no-repeat;
background-size: cover;

}

</style>
</head>
<body>
<div class="container-fluid">
<div style="position:fixed; width:100%; height:100%; z-index:5; top:0;
left:0; background-color: rgba (150, 150, 150, 0.55);"></div>
<div class="col-sm-8 col-sm-offset-2" style="z-index:10;">
<div class="panel panel-default text-center" style="margin-top:15%;
background-color: rgba (50, 50, 50, 0.8); color:#eee;">

<img src="
<?=base_url ('assets/img/xmpp logo.png'); ?>" style="max-width:10%;">
<h3 style="color:#eee;">Iot Network
</h3>
<h4 style="color:f#eee;">Provisioning Server Administrator
</hé4>
<form class="form-horizontal" method="POST" action="
<?=site url('login/do_login'); ?2>">
<div class="form-group">
<label class="col-sm-2 control-label">Username
</label>

<div class="col-sm-8">
<input type="text" class="form-control" placeholder="Username"
name="username">
</div>
</div>
<div class="form-group">
<label class="col-sm-2 control-label">Password
</label>
<div class="col-sm-8">
<input type="password" class="form-control"
placeholder="Password" name="password">

</div>
</div>
<?php if (Sthis->session->flashdata('login error') !== NULL) {
2>
<p class="text-danger">Wrong username or password.
</p>
<?php
}oe>

<div class="form-group">
<div class="col-sm-offset-2 col-sm-8">
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<button type="submit" class="btn btn-info">Sign in
</button>
</div>
</div>
</form>
</div>
</div>
</div>
</div>
</body>
</html>
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views/main.php
<html>
<head>
<title></title>

<link rel="stylesheet"
href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css"
integrity="sha384-
BVYiiSIFeK1dGmJRAkycuHAHRg320mUcww70on3RYdg4Va+PmSTsz/K68vbdEjhdu"
crossorigin="anonymous">

<link rel="stylesheet"
href="https://ajax.googleapis.com/ajax/libs/jqueryui/1.12.1/themes/smoothness/j
query-ui.css">

<link rel="stylesheet"
href="<?=base url ('assets/css/simplex.min.css');?>">
B <link rel="stylesheet"
href="https://maxcdn.bootstrapcdn.com/font-awesome/4.7.0/css/font-
awesome.min.css">

<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.2.1/jquery.min.js"></script
>

<script
src="https://ajax.googleapis.com/ajax/libs/jqueryui/1.12.1/jquery-
ui.min.js"></script>

<!-- Latest compiled and minified CSS -->

<script
src="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/js/bootstrap.min.js"
integrity="sha384-
Tc5I0ib027gvyiSMEfHjOMaLkfuWVxZxUPNCJAT712mCWNIpGIMGCD8wGNIcPD7Txa"
crossorigin="anonymous"></script>

<style>
.room-element {
transition: all 0.3s ease;

}

.room-element :hover{
text-decoration:none;
font-size: 120%;
color: #f3f3f5 !important;
background-color:808080 !important;
}

.room-element :hover hi4{
color: #f3f3f5 !important;
}

.room-element a, .room-element a:visited, .room-
element a:active(
color:unset;
text-decoration:none;

}
.ui-menu.ui-autocomplete{
/*display:none !important;*/

}

</style>
</head>

<body style="background-color:i#efefee;">
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<nav class="navbar navbar-default">
<div class="container-fluid">
<div class="navbar-header">
<a class="navbar-brand" href="#"
style="padding:0; margin-left:10%;">
<img alt="Brand"
src="<?=base _url ('assets/img/xmpp logo.png');?>" style="max-height:95%; margin-
top:5%; ">
</a>
<h4 style="margin-left:100px;">Iot
Network - Provisioning Server Administrator</hé4>
</div>
<ul class="nav navbar-nav navbar-right">
<li><a
href="<?=site url('main/logout');?>">Logout</a></1li>
</ul>
</div>
</nav>

<div class="container-fluid">

<div class="col-sm-2">
<div class="list-group table-of-contents">
<a class="list-group-item
<?=(Spage=='rooms') ? 'active' : '';?>" href="<?=site url('rooms');?>">
<i class="fa fa-folder-open
fa-1g pull-right" aria-hidden="true"></i>
Thing Rooms

</a>
<a class="list-group-item
<?=(Spage=='things') ? 'active' : '';?>" href="<?=site url('things');?>">
<i class="fa fa-microchip fa-
lg pull-right" aria-hidden="true"></i>
Things
</a>
<a class="list-group-item
<?=(Spage=='clients') ? 'active' : '';?>" href="<?=site url('clients');?>">
<i class="fa fa-users fa-lg
pull-right" aria-hidden="true"></i>
Clients
</a>
<a class="list-group-item
<?=($page=='about') ? 'active' : '';?2>"
href="<?=site url ('about');?>">About</a>
</div>
</div>

<div class="col-sm-10">
<?=$content; ?>
</div>

</div>
</div>

</body>

</html>
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views/rooms.php
<div class="input-group">
<span class="input-group-addon">
<i class="fa fa-search fa-1lg"
aria-hidden="true"></i>
</span>
<input type="text" class="form-control"
placeholder="Search Room" id="room-search">
</div>
<br/> <br/>

<div class="panel panel-default">
<div class="container-fluid">
<div class="row"
style="height:65%; overflow-y:auto;" id="room-list">

</div>
</div>

</div>

<form method="POST"
action="<?=site url('main/add room');?>">
<div class="input-group">

<input type="text" class="form-
control" placeholder="Thing Room's Name" name="name" required>

<span class="input-group-
addon"><?=Sthis->room server name;?></span>

<div class="input-group-btn">

<button class="btn btn-

primary">Add New Thing Room</button>

</div>
</div>
</form>
<script>
var rooms = [];
var room server name = '<?=Sthis-
>room_server name;?>';
<?php foreach (Srooms as Sroom) { 2>
add_room_to_list(<?=Sroom['id'];?>, '<?=Sroom['jid'];?>', <?=$room['things'];?>,
<?=Sroom['clients'];?>);
<?php } ?>
function add room to list(id, jid, things,
clients) {
rooms.push ({
'id': id,
'jid': jid,
'things': things,
'clients': clients
}) i
}
function room display () {
var content = '';
var auto list = [];
var bind list = [];
for (var i=0; i<rooms.length;
i++4) {
content += '<div data-
id=""+rooms[1] ['id"']+"'" class="col-sm-3 text-center room-element" style="min-
height:140px; border:1lpx solid #aab; border-radius:0%; background-color:#f3£f3f5;">"';
content += ' <a
href="<?=site url('room/');?>"+rooms[i]['id"']+'">";

content +=
! <i class="fa fa-folder-open fa-3x" aria-hidden="true"></i>';
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)i
}

function room display () {
var content = '';
var auto list = [];
var bind list = [];
for (var i=0; i<rooms.length;

i+4) {
content += '<div data-
id=""'+rooms[1]['id']+"'" class="col-sm-3 text-center room-element" style="min-
height:140px; border:1lpx solid #aab; border-radius:0%; background-color:#f3£f3f5;">";
content += ' <a
href="<?=site url('room/');?>"+rooms[i]['id"']+'">";

content +=

<i class="fa fa-folder-open fa-3x" aria-hidden="true"></i>"';
content +=

! <h4 style="word-wrap:break-word;">'+rooms[i]['jid']+'</h4>";
content +=

<span class="text-muted">"';
content +=
! '+rooms[i] ['things']+' <i class="fa fa-microchip fa-1lg" aria-
hidden="true"></i>";
content +=
1 ||,.
content +=
' '+rooms[i] ['clients']+' <i class="fa fa-users fa-1lg" aria-
hidden="true"></i>";
content +=
' </span>"';
content += '
</a>';
content += '</div>';

auto list.push(rooms[i]['jid']);
bind list[rooms[i]['jid']] = rooms[i]['id'];
é('#room—list').html(content);
S ("#room-search') .autocomplete ({
source:auto list,

minLength:0,

response: function (event, ui) {

var arr =
ui['content'];
if
(arr.length>0) {
$('.room-element') .removeClass ('toshow') .addClass ('tohide");
//alert (JSON.stringify(arr)) ;
for
(var i=0; i<arr.length; i++) {
$('.room-element [data-
id="+bind list[arr[i]['label']]+']") .removeClass ('tohide"').addClass ('toshow');
}
}
else
$('.room-element') .removeClass ('tohide') .addClass ('toshow');
$('.room-
element.tohide') .fadeOut (400) ;
S ('.room-

element.toshow') .fadeIn (400) ;

}!
open: function( event,
ui ) {
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$('.room-element') .removeClass ('toshow') .addClass ('tohide') ;

//alert (JSON.stringify(arr));

for
(var 1i=0; i<arr.length; i++) {

S ('.room-element [data-
id='"+bind list[arr[i]['label']]+']"').removeClass ('tohide').addClass ('toshow');
}

}

else
$('.room-element') .removeClass ('tohide') .addClass ('toshow');

S ('.room-
element.tohide') . fadeOut (400) ;

$('.room-

element.toshow') .fadeIn (400) ;

}!
open: function( event,
ui ) |
$(".ui-
autocomplete") .hide () ;

)i
}

$ (document) .ready (room display) ;
</script>
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views/room.php
<div class="text-center">

<h4><?=S$room|['jid'];?></h4>

<a href="<?=site url('rooms');?>">Back to rooms</a>
</div>

<ul class="nav nav-tabs">
<li role="presentation" class="<?=(Stab== 'things') ? 'active' : '' ;?>"><a
role="tab" data-toggle="tab" href="#things">
<i class="fa fa-microchip fa-1g" aria-hidden="true"></i> Things
</a></1i>

<1li role="presentation" class="<?=($tab== 'clients') ? 'active' : '' ;?>"><a
role="tab" data-toggle="tab" href="#clients">
<i class="fa fa-users fa-1lg" aria-hidden="true"></i> Clients
</a></1li>
</ul>
<br/>

<div class="tab-content">

<div role="tabpanel" class="tab-pane fade <?=($tab== 'things') ? 'in active' : '' ;?>"
id="things">

<div class="input-group">
<span class="input-group-addon">
<i class="fa fa-search fa-1lg"
aria-hidden="true"></i>
</span>
<input type="text" class="form-control"
placeholder="Search Thing" id="thing-search">
</div>
<br/>

<div class="panel panel-default">
<div class="container-fluid">
<div class="row"
style="height:60%; overflow-y:auto;">
<ul class="list-group">
<?php foreach
($things as $thing) { 2>
<1i
class="1list-group-item thing" data-id="<?=S$thing['jid"'];?>">
<div class="container-fluid">

<div class="row">

<div class="col-sm-5 col-xs-12">

<i class="fa fa-microchip fa-1lg" aria-
hidden="true"></i>

<em><?=Sthing['jid']; ?></em>
</div>
<div class="col-sm-5 col-xs-12">

</div>

<div class="col-sm-2 col-xs-12">

<a
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href="<?=site url ('main/remove_thing from room/'.$thing['id'].'/room '.Sroom['id']);?2>"

class="pull-right" onclick="return confirm('Are you sure you want to remove this thing
from this room?') ;">

<span class="text-danger">

<i class="fa fa-times fa-1g"
aria-hidden="true"></i>

</span>
</a>
</div>
</div>
</div>
</1i>
<?php } ?>
</ul>
</div>
</div>
</div>
<script>

function init () {
var things = [];
$('li.thing"') .each (function/() {
things.push ($ (this) .attr ('data-id'));
}) i

//alert (JSON.stringify (things));

$("#thing-
search') .autocomplete ({

source:things,
minLength:0,

response: function (event, ui) {

var arr =
ui['content'];
if
(arr.length>0) {
$('li.thing') .removeClass ('toshow') .addClass ('tohide"');
//alert (JSON.stringify (arr));
for
(var i=0; i<arr.length; i++) {
$('li.thing[data-
id=""'+arr[i] ['label']+'"]") .removeClass ('tohide') .addClass ('toshow') ;
}
}
else

$('li.thing') .removeClass ('tohide') .addClass ('toshow') ;

$('li.thing.tohide') .fadeOut (400) ;
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$('li.thing.toshow') .fadeIn (400);
by

open: function( event,

ui ) |
S(".ui-
autocomplete") .hide () ;
}
}) i
}
S (document) .ready (init) ;
</script>
</div>
<div role="tabpanel" class="tab-pane fade <?=($tab== 'clients') ? 'in active' : '' ;?>"

id="clients">

<div class="input-group">
<span class="input-group-addon">
<i class="fa fa-search fa-1g"
aria-hidden="true"></i>
</span>
<input type="text" class="form-control"
placeholder="Search Client" id="client-search">
</div>
<br/>
<div class="panel panel-default">
<div class="container-fluid">
<div class="row"
style="height:55%; overflow-y:auto;">
<ul class="list-group">
<?php foreach
($clients as S$client) { 2>
<1i
class="1list-group-item client" data-id="<?=Sclient['jid"'];?>">
<div class="container-fluid">

<div class="row">

<div class="col-sm-5 col-xs-12">
<i class="fa fa-user fa-1g" aria-hidden="true"></i>
<em><?=Sclient['jid'];?></em>

</div>

<div class="col-sm-5 col-xs-12">

<?php
Scaption = 'Give control permission';
$icon = 'square-o';
Saction = 'yes';
if (Sclient['voice']=='yes') {
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Scaption = 'Revoke control
permission';

Sicon = 'check-square-o';
Saction 'no';
}
?>
<a
href="<?=site url('main/client voice/'.$room['id'].'/'.Sclient['id']."'/'.Saction);?>">
<i class="fa fa-<?=Sicon;?> fa-1g" aria-
hidden="true"></i>
<?=$caption; ?>
</a>

</div>

<div class="col-sm-2 col-xs-12">

<a
href="<?=site url('main/remove client from room/'.S$room['id'].'/'.$client['id"']);2>"

class="pull-right" onclick="return confirm('Are you sure you want to remove this client
from this room?') ;">

<span class="text-danger">

<i class="fa fa-times fa-1lg"
aria-hidden="true"></i>

</span>

</a>

</div>
</div>
</div>
</1i>
<?php } ?>
</ul>
</div>
</div>
</div>
<form method="POST"
action="<?=site url('main/add client to room/'.Sroom['id']);?>"/>

<div class="input-group">
<input type="text" class="form-
control client-list" placeholder="Add client" name="client" required>
<div class="input-group-btn">
<button class="btn btn-
primary" onclick="return function(){$('form') .submit();};">

Add client
</button>
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</div>
</div>
</form>
<script>

var all clients = [];

var room_server_ name = '<?=Sthis-
>roomiserver7name;?>';

<?php foreach ($all clients as Sclient) {

?>
add_client to list(<?=$client['id'];?>, '<?=Sclient['jid'];?>");
<?php } ?>
function add client to_list(id, jid){
all clients.push(jid);
}
function init 2(){

S$('.client-1ist') .autocomplete ({
source:all clients,
position:{ my: "left

bottom", at: "left top", collision: "none" }

}) i

var clients = [];
S('li.client') .each (function () {

clients.push($ (this) .attr ('data-id"));
b

//alert (JSON.stringify (things));
S ('"#client-
search') .autocomplete ({
source:clients,

minLength:0,

response: function (event, ui) {

var arr =
ui['content'];
if
(arr.length>0) {
$('li.client') .removeClass ('toshow') .addClass ('tohide");
//alert (JSON.stringify(arr));
for
(var 1=0; i<arr.length; i++) {
S('li.client[data-
id="'+arr[i]['label']+'"]") .removeClass ('tohide"') .addClass ('toshow');
}
}
else
S('li.client') .removeClass ('tohide') .addClass ('toshow') ;

$('li.client.tohide'") .fadeOut (400) ;

$('li.client.toshow') .fadeIn (400);
}!
open: function( event,
ui ) {
S(".ui-
autocomplete") .hide () ;
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$ (document) .ready (init 2);

</script>

</div>

</div>
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views/things.php
<div class="input-group">

<span class="input-group-addon">

<i class="fa fa-search fa-1lg" aria-hidden="true"></i>

</span>

<input type="text" class="form-control" placeholder="Search Thing" id="thing-
search">
</div>
<br/> <br/>

<div class="panel panel-default">
<div class="container-fluid">
<div class="row" style="height:65%; overflow-y:auto;">
<ul class="list-group">
<?php foreach ($things as $thing) { ?>
<1li class="list-group-item thing" data-
id="<?=$thing['jid"'];?>">
<div class="container-fluid">
<div class="row">

<div
class="col-sm-5 col-xs-12">
<i
class="fa fa-microchip fa-lg" aria-hidden="true"></i>
<em><?=$thing['jid'];?></em>
</div>
<div
class="col-sm-5 col-xs-12">
<?php if ($thing['room']!='no') { 2>
<i class="fa fa-folder-open fa-1lg" aria-hidden="true"></i>
<?=Sthing['room']; ?>
<a href="<?=site url('main/remove_thing from room/'.Sthing['id'].'/things');?>"

class="pull-right">
<span class="text-warning">

<i class="fa fa-minus fa-1g" aria-hidden="true"></i>

</span>
</a>
<?php } ?>
<?php if ($thing['room']=='no') { 2>

<form method="POST"
action="<?=site url('main/add_thing to room/'.Sthing['id']);?>"/>

<div class="input-group">

<input type="text" class="form-control room-list"
placeholder="Add to room" name="room">

<span class="input-group-addon">
<a href="#" class="pull-right add to room">
<span class="text-info">

<i class="fa fa-plus fa-1lg"
aria-hidden="true"></i>

</span>
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</a>

</span>
</div>
</form>
<?php } ?>
</div>
<div
class="col-sm-2 col-xs-12">
<a
href="<?=site url('main/delete_thing/'.$thing['id']);?>" class="pull-right"

onclick="return confirm('Are you sure you want to delete this thing from the list?');">
<span class="text-danger">

<i class="fa fa-times fa-1lg" aria-hidden="true"></i>

</span>

</a>
</div>

</div>
</div>
</1i>
<?php } ?>
</ul>

</div>
</div>

</div>

<form method="POST" action="<?=site url('main/add thing');?>">
<div class="input-group">
<input type="text" class="form-control" placeholder="Thing's Name"
name="name" required>
<span class="input-group-addon"><?=Sthis->server name;?></span>
<div class="input-group-btn">
<button class="btn btn-primary">Add Thing</button>

</div>
</div>
</form>
<script>
var rooms = [];
var room server name = '<?=Sthis->room server name;?>';

<?php foreach (Srooms as Sroom) { 2>
add room to list(<?=Sroom['id'];?>, '<?=Sroom['jid'];?>");
<?php } ?>

function add room to list(id, jid) {
rooms.push (jid) ;
}

function init () {
$('.room-list') .autocomplete ({
source:rooms

1)
var things = [];

$('li.thing"') .each (function () {
things.push ($ (this) .attr ('data-id'));

137



b
//alert (JSON.stringify (things)) ;

S ('"#thing-search') .autocomplete ({
source:things,
minLength:0,
response: function (event, ui) {
var arr = uill['content'];

if (arr.length>0) {

$('li.thing') .removeClass ('toshow') .addClass ('tohide');
//alert (JSON.stringify (arr));

for (var i=0; i<arr.length; i++){
$('li.thing[data-
id="'+arr[i] ['label']+'"]") .removeClass ('tohide') .addClass ('toshow') ;
}
}

else
$('li.thing') .removeClass ('tohide') .addClass ('toshow') ;

$('li.thing.tohide"') .fadeOut (400) ;
$('li.thing.toshow') .fadeIn (400);

b

open: function( event, ui ) {
S (".ui-autocomplete") .hide () ;

}

}) i
}

$ (document) .ready (init) ;

$('a.add to_room').click (function () {
$ (this) .closest ('form') .submit () ;

b
</script>
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views/clients.php
<div class="input-group">

<span class="input-group-addon">

<i class="fa fa-search fa-1g" aria-hidden="true"></i>

</span>

<input type="text" class="form-control" placeholder="Search Client" id="client-
search">
</div>
<br/> <br/>

<div class="panel panel-default">
<div class="container-fluid">
<div class="row" style="height:65%; overflow-y:auto;">
<ul class="list-group">
<?php foreach (Sclients as Sclient) { 2>
<li class="list-group-item client" data-
id="<?=$client['jid'];?>">
<div class="container-fluid">
<div class="row">

<div
class="col-sm-5 col-xs-12">
<i
class="fa fa-user fa-1g" aria-hidden="true"></i>
<em><?=$client['jid'];?></em>
</div>
<div
class="col-sm-5 col-xs-12">
</div>
<diwv
class="col-sm-2 col-xs-12">
<a
href="<?=site url('main/delete client/'.$client['id']);?>" class="pull-right" on-

click="return confirm('Are you sure you want to delete this client from the list?');">
<span class="text-danger">
<i class="fa fa-times fa-1lg" aria-hidden="true"></i>

</span>
</a>
</div>

</div>
</div>
</1i>
<?php } ?>
</ul>

</div>
</div>

</div>

<form method="POST" action="<?=site url('main/add client');?>">
<div class="input-group">
<input type="text" class="form-control" placeholder="Client's Name"
name="name" required>
<span class="input-group-addon"><?=Sthis->server name;?></span>
<div class="input-group-btn">
<button class="btn btn-primary">Add Client</button>
</div>
</div>
</form>

<script>
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<script>

function init () {

var clients = [];
S('li.client') .each (function () {

clients.push($ (this) .attr ('data-id"));

b
//alert (JSON.stringify (things)) ;

S ('"#client-search') .autocomplete ({
source:clients,
minLength:0,
response: function (event, ui) {

var arr = uil['content'];
if (arr.length>0) {

$('li.client') .re-
moveClass ('toshow') .addClass ('tohide") ;

//alert (JSON.stringify (arr));
for (var i=0; i<arr.length; i++){

$('li.client[data-
id=""'+arr([i] ['label']+'"] ") .removeClass ('tohide') .addClass ('toshow') ;
}
}
else $('li.client') .re-
moveClass ('tohide') .addClass ('toshow') ;

$('li.client.tohide') .fadeOut (400) ;
S

'li.client.toshow') .fadeIn (400);
I

open: function( event, ui ) {
S (".ui-autocomplete") .hide () ;

)i
}

$ (document) .ready (init) ;

</script>
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Aokiuaotikri Epapuoyn (Desktop)

App.java

package smOl.smO1;

import
import
import
import

import
import
import
import
import
import
import
import

import
import
import
import
import
import
import

import

import

public
{

java.awt.FlowLayout;
java.awt.GridLayout;
java.awt.event.MouseEvent;
java.awt.event.Mouselistener;

javax.swing.JButton;

javax.swing.JFrame;

javax.swing.JLabel;

javax.swing.JOptionPane;
javax.swing.JPasswordField;
javax.swing.JTextField;
javax.swing.UIManager;
javax.swing.UnsupportedLookAndFeelException;

org.jivesoftware.smack.AbstractXMPPConnection;
org.jivesoftware.smack.ConnectionConfiguration.SecurityMode;
org.jivesoftware.smack.SmackConfiguration;
org.jilvesoftware.smack.provider.ProviderManager;
org.jivesoftware.smack.tcp.XMPPTCPConnection;
org.jivesoftware.smack.tcp.XMPPTCPConnectionConfiguration;
org.jivesoftware.smackx.iot.provisioning.provider.IoTIsFriendProvider;

smO0l.Entities.AbstractEntity;
smO0l.Entities.ProvisioningServer;

class App
private static JButton thingBtn;
private static JButton ctrlBtn;
private static JTextField usrField;
private static JPasswordField passField;
public static void main( String[] args

try {

UIManager.setLookAndFeel (UIManager.getInstalledLookAndFeels () [3].getCla

ssName () ) ;

} catch (Exception e) {

e.printStackTrace () ;
}
SmackConfiguration.DEBUG = true;
StartProvisioningServer () ;
JFrame window = new JFrame ("XMPP IoT Network Testing");
thingBtn = new JButton ("Add as a Thing");
ctrlBtn = new JButton ("Add as a Client");
thingBtn.addMouseListener (click) ;
ctrlBtn.addMouselListener (click) ;

usrField = new JTextField(20) ;
passField = new JPasswordField (20);
window.getContentPane () .setLayout (new GridLayout (3, 2, 0, 10));

window.add (new JLabel ("Username :"));

window.add (usrField) ;

window.add (new JLabel ("Password :"));

window.add (passField) ;

window.getContentPane (

window.getContentPane (
window.pack () ;
window.setLocationByPlatform (true) ;

)
)

.add (thingBtn) ;
.add (ctrlBtn) ;
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window.setVisible (true) ;

private static void StartProvisioningServer () {
String user = "provisioning", pass = "pass",
localhost = "169.254.44.207", domain =

"83.212.97.56";

AbstractEntity.setProvisioningServer (user+"@"+localhost+"/"+"provisioni

ng");
ProvisioningServer provServer =

ProvisioningServer.createProvisioningServer (user, pass,
domain, "provisioning") ;

}

private static MouseListener click = new Mouselistener () {
public void mouseClicked (MouseEvent e) {
if (e.getComponent () .equals (thingBtn)) new
TestThing2 (usrField.getText (), passField.getText());
else if (e.getComponent () .equals(ctrlBtn)) new
TestController? (usrField.getText (), passField.getText());
}

public void mouseEntered (MouseEvent e) {}
public void mouseExited (MouseEvent e) {}
public void mousePressed (MouseEvent e) {}
public void mouseReleased (MouseEvent e) {}

i

142



TestThing2.java

package sm0l.smO1;

import java.awt.Color;

import java.awt.FlowLayout;

import java.awt.event.WindowEvent;
import java.awt.event.WindowListener;
import java.util.List;

import java.util.Random;

import javax.swing.BoxLayout;
import javax.swing.JFrame;
import javax.swing.JLabel;

import smOl.Entities.Thing;

import sm0l.IoTElements.SetData;

import sm0Ol.Listeners.ControlListener;
import sm0Ol.Messages.DataFieldListBuilder;

public class TestThing2 {

final static String host = "83.212.97.56";
static String user = "userl";

static String pass = "pass";

static String nodeId = "myThing";

private Thing thing;
private JFrame window;
private JLabel labell, datal, label2, data2, label3, data3;

public TestThing2 (final String username, String password) {
user = username; pass = password; nodeId = username+" thing";
thing = Thing.createThing(user, pass, host, nodeId, nodeId);
if (!thing.connectToRoom()) return;
createWindow () ;
thing.setControllListener (new ControlListener () {
public void ControlDataReceived (List<SetData> data) {
labell.setText (data.get (0) .getName ()
datal.setText (data.get (0) .getValue ()
label2.setText (data.get (1) .getName ()
data2.setText (data.get (1) .getValue ()
()
()

’

)
) ;
)
) .
)
)

7

’

label3.setText (data.get (2) .getName
data3.setText (data.get (2) .getValue

’

}
1)
(new Thread (new Runnable () {
public void run() {
while (true) {
try {

Thread.currentThread () .sleep (3000) ;
thing.sendSensorData (

DataFieldListBuilder.createDataFieldListBuilder ()

.addField ("temperature", (new Random()) .nextDouble ()*30)
.addField ("rains", (new Random()) .nextBoolean())
.addField ("msg", "hello from "+username)

.getlList ()
)i

} catch (InterruptedException e) {
e.printStackTrace () ;

}

}
})) .start();

window.addWindowListener (new WindowListener () {

public void windowActivated (WindowEvent arg0) {}
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public void
public void
public void
public void

public void

windowClosed (WindowEvent arg0)

windowClosing (WindowEvent arg0)

{}

{}

windowDeactivated (WindowEvent arg0)

windowDeiconified (WindowEvent arg0)

windowIconified (WindowEvent arg0)

public void windowOpened (WindowEvent arg0)
}) i
}
private void createWindow () {
window = new JFrame ("Thing: "+nodeld) ;

window.setLayout (new

BoxLayout (window.getContentPane (), BoxLayout.PAGE AXIS));
labell = new JLabel ("labell");
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window.add (labell) ;

datal = new JLabel ("datal");

window.add (datal) ;

label2 = new JLabel ("label2");

window.add (label?2) ;

data2 = new JLabel ("data2");

window.add (data2) ;

label3 = new JLabel ("label3");

window.add (label3) ;

data3 = new JLabel ("data3");

window.add (data3) ;

datal.setForeground (Color.red) ;
data2.setForeground (Color.red) ;
data3.setForeground (Color.red) ;
window.setSize (300, 200);;
window.setVisible (true) ;

{}

{}

{}

{}



TestController2.java

package sm0Ol.sm01;

import java.awt.BorderLayout;

import java.awt.Color;

import java.awt.Dimension;

import java.awt.FlowLayout;

import java.awt.GridLayout;

import java.awt.event.ActionEvent;
import java.awt.event.ActionListener;
import java.awt.event.MouseEvent;
import java.awt.event.MouselListener;
import java.awt.event.WindowEvent;
import java.awt.event.WindowListener;
import java.text.NumberFormat;
import java.util.ArrayList;

import java.util.Arrays;

import java.util.Collections;

import java.util.Date;

import java.util.HashMap;

import java.util.Iterator;

import java.util.List;

import java.util.Map;

import java.util.Random;

import javax.swing.BorderFactory;
import javax.swing.BoxLayout;

import javax.swing.DefaultListModel;
import javax.swing.JButton;

import javax.swing.JComboBox;

import javax.swing.JFormattedTextField;
import javax.swing.JFrame;

import javax.swing.JLabel;

import javax.swing.JList;

import javax.swing.JPanel;

import javax.swing.JScrollPane;

import javax.swing.JTextField;

import javax.swing.ListSelectionModel;
import javax.swing.border.BevelBorder;

import org.jivesoftware.smackx.iot.element.NodelInfo;
import org.jxmpp.jid.BareJid;

import org.jxmpp.jid.EntityBareJid;

import org.jxmpp.jid.EntityFullJid;

import org.jxmpp.jid.impl.JidCreate;

import org.jxmpp.stringprep.XmppStringprepException;

import sm0l.Entities.Controller;

import sm0l.Entities.Thing;

import sm0l.IoTElements.IoTDataField;

import sm0l.IoTElements.SetData;

import sm0l.Listeners.ControlListener;
import sm0l.Listeners.SensorDatalistener;
import sm0l.Listeners.ThingPresencelistener;
import sm0l.Messages.DataFieldListBuilder;
import sm0l.Messages.SetDataListBuilder;

public class TestController2 {

final static String host = "83.212.97.56";

//final static String localhost = "pikserver.tk";
//final static String host = "83.212.97.56";

final static String localhost = "169.254.44.207";
static String user = "user2";

static String pass = "pass";

static String nodelId = "myController";

final static String roomJid = "test room@conference.

private Controller controller;

private JFrame window;

private JLabel sensorLabel;

JTextField boxl, box2; JFormattedTextField box3;

JComboBox<String> thing list, room list;

private Map<EntityBareJid, JPanel> room panels;

"+localhost;

private Map<EntityBareJid,Map<String, JPanel>> thing panels;

private void add room panel (EntityBareJid room) {
JPanel room panel = new JPanel();

room_panel.setLayout (new BoxLayout (room panel,
room panel.setBorder (BorderFactory.createCompoundBorder (

BorderFactory.createTitledBorder (room.toString() ),

BorderFactory.createEmptyBorder (5,5,5,5)));

BoxLayout
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Map<String, JPanel> room_things = new HashMap<String, JPanel>();

List<String> nodes = /*ArraySAasList("nodeil", "node_2", "node73");*/
controller.getOnlineThingsNodeIds (room) ;
System.out.println (room.toString()+" :"+nodes.size());
for (String node : nodes) {
System.out.println("__ "+node);

JPanel thing panel = new JPanel();
thing_panel.setlLayout (new BoxLayout (thing panel, BoxLayout.X AXIS));
//thingipanel.setBorder(BorderFactory.createTitledBorder(node));

thing panel.setBorder (BorderFactory.createTitledBorder (BorderFactory.createEtchedBorder (),
node) ) ;
thing_panel.setBackground (Color.white) ;
JLabel lab = new JLabel ("sensor_data");
thing panel.add(lab) ;

room things.put (node, thing panel);
room panel.add(thing panel) ;
}

//room panel.add(new JLabel ("hello"));
room panel.setSize (500, 350);

room panels.put (room, room panel) ;
thing panels.put (room, room things);
room list.addItem(room.toString());

}

public TestController2 (String username, String password) {
user = username; pass = password; nodeld = username+" client";
controller = Controller.createController (user, pass, host, nodeIld);
Iterator<EntityBareJid> all rooms = controller.getAllRooms () .iterator();

room panels = new HashMap<EntityBareJid, JPanel> () ;
thing panels = new HashMap<EntityBareJid,Map<String, JPanel>>();
room list = new JComboBox<String> () ;

while (all_rooms.hasNext ()) {
EntityBareJid cur_room = all_ rooms.next();
if (!controller.joinRoom(cur_room)) {

System.out.println (user+" couldn't connect to
"+cur_room.toString());
//return;

else(
add room panel (cur room) ;

}

createWindow () ;
window.addWindowListener (new WindowListener () {

public void windowActivated (WindowEvent arg() {
TODO Auto-generated method stub

public void windowClosed (WindowEvent arg0) {
JZATODO Auto-generated method stub)

public void windowClosing (WindowEvent arg0) {
controller.disconnect () ;

public void windowDeactivated (WindowEvent arg0) {
JJATODO Auto-generated method stub

public void windowDeiconified (WindowEvent arg0) {
TODO Auto-generated method stub

public void windowIconified (WindowEvent arg0) {
JFAITODO Auto-generated method stub)
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public void windowOpened (WindowEvent arg0) {

VWAl ODO Auto-generated method stub

1)

controller.setSensorDatalistener (new SensorDatalistener () {

public void sensorDataReceived (BareJid roomJid, NodeInfo nodeInfo,
Date timestamp, List<? extends IoTDataField> data) {
String txt = "<html>";

txt += "<i
style='color:#999'>"+timestamp.toString () +"</i>";
txt += "<table>";
for (IoTDataField field : data)
txt += "<tr><th>"+field.getName ()+ "</th> <td>"
+ field.getValueString() + "</td></tr>";
txt += "</table>";
txt += "</html>";
try(
JLabel 1 = (JLabel)
thing panels.get (roomJid) .get (nodeInfo.getNodeId()) .getComponent (0) ;
1l.setText (txt) ;
}
catch (Exception e) {}

1)

controller.setThingPresencelListener (new ThingPresenceListener () {
public void thingPresenceChanged (BareJdid roomJid,
List<EntityFullJdid> onlineThings) {
List<String> otn = new ArrayList<String>();
for (EntityFullJid th : onlineThings) {
otn.add (th.getResourceOrEmpty () .toString()) ;
if
(!thing panels.get (roomJid) .containsKey (th.getResourceOrEmpty () .toString())) {

System.out.println("__ "+th.toString());
JPanel thing_panel = new JPanel () ;
thing panel.setLayout (new
BoxLayout (thing panel, BoxLayout.X AXIS));

thing panel.setBorder (BorderFactory.createTitledBorder (BorderFactory.createEtchedBorder (),
th.getResourceOrEmpty () .toString())) ;

thing panel.setBackground (Color.white);
thing panel.add (new
JLabel ("sensor data"));
thing panel.setSize (200, 200);

thing panels.get (roomJid) .put (th.getResourceOrEmpty () .toString (), thing panel);

room_panels.get (roomJid) .add (thing panel) ;

Iterator<String> it =
thing panels.get (roomJid) .keySet () .iterator();
while (it.hasNext ()) {
String th = it.next();
if (!otn.contains (th)) {

room panels.get (roomJid) .remove (thing panels.get (roomJid) .get (th));

it.remove () ;
}
}

window.repaint () ;
1)
}

private void createWindow() {
window = new JFrame ("Client: "+nodeId);
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window.setLayout (new BoxLayout(window.getContentPane(),BoxLayout.PAGE_AXIS));

window.add (new JLabel ("Commandl: ")) ;

boxl = new JTextField(); box2 = new JTextField();
window.add (boxl) ;

window.add (new JLabel ("Command2: ")) ;

window.add (box2) ;

box3 = new JFormattedTextField (NumberFormat.getNumberInstance());
window.add (new JLabel ("Numberl: ")) ;

window.add (box3) ;

window.add (new JLabel ("Room: ")) ;
window.add (room_list);

room list.addActionListener (new ActionListener () {
public void actionPerformed (ActionEvent e) {

JComboBox cb = (JComboBox)e.getSource();
String room jid = (String)cb.getSelectedItem();
thing list.removeAllItems () ;

try
for (String st

thing panels.get (JidCreate.entityBareFrom(room jid)) .keySet ()
thing list.addItem(st);

} catch (XmppStringprepException el) {}

1)

window.add (new JLabel ("Thing: "));
thing list = new JComboBox<String> () ;
window.add (thing list);

JButton button = new JButton ("Send") ;
button.addMouselistener (new MouselListener () {

public void mouseClicked (MouseEvent arg0) {

List<SetData> data =
SetDatalListBuilder.createSetDataListBuilder ()

.addSetData ("Commandl", boxl.getText ())

.addSetData ("Command2", box2.getText ())

.addSetData ("Numberl", box3.getValue())

.getList () ;

try {

System.out.println("Control:

"+JidCreate.bareFrom( (String)room list.getSelectedItem()).toString()+"
"+ (String)thing list.getSelectedItem());

controller.sendControlData (JidCreate.bareFrom( (String)room list.getSelectedItem()),

Collections.singletonList ((String)thing list.getSelectedItem()), data);
} catch (XmppStringprepException e) {

JAATODO Auto-generated catch block|

e.printStackTrace () ;

}

public void mouseEntered (MouseEvent arg0) {}
public void mouseExited (MouseEvent arg0) {}
public void mousePressed (MouseEvent arg0) {}
public void mouseReleased (MouseEvent arg0) {}

1)
window.add (button) ;

JPanel rooms = new JPanel () ;
rooms.setLayout (new BoxLayout (rooms, BoxLayout.Y AXIS));
Iterator<JPanel> pit = room panels.values().iterator();
while (pit.hasNext()) {
JPanel cur panel = pit.next();
rooms.add (cur_panel) ;
}
window.add (rooms) ;
window.setSize (500, 500);
window.setVisible (true) ;
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