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Abstract

This thesis deals with the use of the GNU linux operating system in System
on a Chip (SoC)platforms, designed to serve the needs of residential gateways. It
describes the current development of residential gateways and develops a method-
ology for testing embedded systems. This testing takes place both in designing
stage of the system and the function of the constructed chip.

Specifically, it describes the steps taken to port Linux to the prototype SoC
of the company InAcces Networks, called REGATE. It contains the testing of the
included in the chip peripherals, the Linux porting and the creation of linux device
drivers for those peripherals.

The network performance of the system suggests that REGATE may be the
basis on the design model of residential gateways.

Keywords

Residential Gateway, System on a Chip, SoC, Embedded System, Linux, De-
vice Driver, REGATE, LEON, SPARC
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¹ � � � £����%�O¥�~��²¨�£����¬�¢§²·����9  �k�v�k�k�k�k�k�v�k�v�k�k�v�k�v�s�k�v�k�k�v�k� ¹ $
¹ � ¹ � ���O{}���+� �¬¨O{¬«�¦ PSR

�k�k�v�k�s�v�k�v�k�k�v�k�v�k�k�k�k�k�v�k�v�k� ¹ J
¹ �  {}|#£=��� �¸| icc

�k�k�v�k�v�k�k�v�k�s�v�k�v�k�k�v�k�v�k�k�k�k�k�v�k�v�k� ¹ J
¹ � 2 | ���O{}���+� �¬¨O{¬«�¦ wim

�k�v�k�k�k�k�k�v�k�v�k�k�v�k�v�s�k�v�k�k�v�k� ¹
�
¹ � » | ���O{}���+� �¬¨O{¬«�¦ tbr

�v�k�k�v�k�s�v�k�v�k�k�v�k�v�k�k�k�k�k�v�k�v�k� ¹
�
¹ � " 8�|=¤«�!²~O�²� �x«O¦ ��� � ·¢§²~¢ ¢�F¨�¦ �k�k�k�k�k�v�k�v�k�k�v�k�v�s�k�v�k�k�v�k�  ¹
¹ � $ 8�|=¤«��}� �x|� �� �x«O¦���� � ·¢§²~¢ ¢�7¨O¦ �k�k�k�k�v�k�v�k�k�v�k�v�s�k�v�k�k�v�k�  7 
¹ � J A �¢{}���D� ��¨¢{¬«�¦ � ¥�� ª/�´|�~ �v�k�k�k�k�k�v�k�v�k�k�v�k�v�s�k�v�k�k�v�k�  2
¹ � � A �¢{}���D� ��¨¢{¬«�¦���� ����{¬¨�£��  ¢�
����£¤¥��¤�¸� �E�9  �k�v�k�k�v�k�v�s�k�v�k�k�v�k�  »
¹ � � º A �¢{}���D� ��¨¢{¬«�¦�£¤¥¤�¤�¸�B�¸|�~ �v�k�k�k�k�k�v�k�v�k�k�v�k�v�s�k�v�k�k�v�k�  »
¹ � �7� A �¢{}���D� ��¨¢{¬«�¦ ���O{ �O�F{����F¨�¦�� ! �O¥�¤�O{�|�¦ �v�k�k�v�k�v�s�k�v�k�k�v�k�  7"
 � � ±  �{��¸�F{�|��K�¶¨��F¨ !7~��7���=�9  �� ������|¢ O���%� ¦���� � ~¢§²·¢ ¢�B���¸¦�� �  ¢��£=�¬|�¦ �� ¢��� � 2   � ¹ � ~��¶���®���¢ �{��¸��{}|��K�¶¨��F¨�!²~��7���=�9 ��� �}����|¢ O���%� ¦���� � ~¢§²·¢ ¢�6�}�¸¦ �k�k�v�k� 272
2 � � # ���¸{�|�~�� ª6�®��{}|�~�|%�¬¨Oª¶|�·�{¬¨�¦ ¤|¢ ����¬��¦ ���¬~O£¤{�|¢ª � ��!7¨��F¨�¦ �v�k�k�v�k� "7"
2 � ¹ ¯ ��� �¬��¤�O{�����«��¢� �O{}�
��¨^ªF�°� ���¬«��F¨^ª���!²~
���O¦ �k�k�v�k�v�s�k�v�k�k�v�k� $ º
2 �  ¯ ��� �¬��¤�O{�����«��¢� �O{}�
��¨^ªF�°� ���¬«��F¨*���¬|�¤|�¥¤|¢ª¶¨O{¬« �v�k�v�s�k�v�k�k�v�k� $��
2 � 2 8��¬|=¤|¢¥�¡¢ª�¨��F¨�£��
�%� {;�9  UDP

�s�v�k�v�k�k�v�k�v�k�k�k�k�k�v�k�v�k� $ ¹



� ��� ��� ��� � 	 � �!
�� �  


¹ � � �  ¢|=¤�O{}|�¥¤|¢ª �®� ���O{����+� �¬¨O{;�9  �k�k�v�k�s�v�k�v�k�k�v�k�v�k�s�v�k�k� ¹O»
¹ � ¹ � ���¸�B¤|���{��9  ASIs

�k�v�k�v�k�k�v�k�v�k�s�v�k�k�v�k�v�k�k�v�s�k�v�k�  9�
¹ �  : ��ª � §²|�¦s�6��¥=�����9  �v�k�k�v�k�v�k�k�v�k�s�v�k�v�k�k�v�k�v�k�s�v�k�k�   
2 � � ± �	� § ¤¨��F¨
{��9  ASIs

�v�k�v�k�k�v�k�v�k�s�v�k�k�v�k�v�k�k�v�s�k�v�k� " º
2 � ¹ A �O{����+� �¬¨O{ � ¦�£�|�~��
�$�¶����|�£�|��¸|�·¢ �{}�����F{¬¨� ����=� �  O¨O�7¨ �k�v�k�s�v�k�k� "��
4.3

: � {��¬«��6��� ¦ ���¬|=¤|¢¥¤¡�ª�¨��F¨�¦�£��
�%� {;�9  UDP ��m{�| ettcp. . . . . . 71
4.4 8 �¬|=¤|¢¥¤¡�ª�¨��F¨�£��
�%� {;�9  TCP ��m{�| netperf . . . . . . . . . . . 73
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� ��{���¥�� ~O{}���®� ���¬¡¢ O�®��£����¬�O{¬¨���� � {��¤� �����¬¨
��{�����«y�O·��¬¨��F¨#{¬¨�¦,���¬«��F¨�¦^¨O¥�����{��¬|)�
 �� �'�9 #�F~�� ����~��9 &��{���|����x�®�
�%��£=�����(�%�O¥O¥¤|¢ �{}� �k� {�� ¦ '  $� ��� 	� ¦ ¯ |�¥�� {�� � � ¦
ªF�®��£�� �
���)� ��� ª ¤�´³x�O£�¡^{}|&¹Oº�º � ³�£=� � �°£�|�~
{�|��Oº�� {��9 v|����x�®�
�=�9 
~O£�|¢¥¤|�ªF�¸�4{;�9 ����¶|�~¢ k£=�¬¡)�
� �����F¨���{}| �¢�°��� ����{¬~�| � ¯ ��� �O¥�¥¤¨¢¥¤�´³I¨ ���¬«��F¨ {����x ¢|�¥¤|¢ªF�E�9  ��~���� �®��¦����9 ¢¨�¦���{}|
�x|=���O{��7£=��¡��������F¨�¦ �������O£¤¥¤�O�²� ���4{¬¨	� � �� �F�#�6�k£'�  �{��6� ��¡� ��°� ��' ·¢£�������¨&£=� ���¸���
�7¡¢{�� ���9 �{�|�~ �  O¡�¦�~O£�|¢¥�|¢ªF�¸�.{��9 �³1|��,|¤£�|��¸|x�3§²� ���´|�~� �£=��¡��������F¨���{}| ���®��� ����{¬~�|
�x���¤§²� �£�|=��|�·¢ m O� ¤|�� � ���¬|¢ �{��¤�=��|��  �� ¦N�F~�� ����~)��¦!¡¤£5�I¦ ����{¬~O£5�1{ � ¦ scanners ��¥�£�³
��¨
�� |�~�� ª � �¶{¬¨¢ ��¢ ��Oª���¨
ªF�®���¢ ��O£¤{¬~��¬¨�{;�9 ^|����x�®�	�'�9  �¢� ��{¬·��9  �I' ��¥�¥¤¨� �� �x«
£=�¬�Oª%�
¤�O{�����¡O{¬¨O{�� ���®�)!"�����}�1£�|¢¥¤·P�O£�¡ {¬¨¢ y£����¬�O£'�¢ $� ������¡¢ ¢�´³L�I�.{}¡��F| �¢ ¢����  	� {��¤�I¡O{��
�F{���� £�¡=��  O�U���¬¡¢ O�®��§²�#�O~��¬¨¢§ � �6�¬�Oª��¬���®�&|��
�¢� § ¤¡�¦v{;�9 M���¬¨��4{;�9 �� ~��¬~����9 �� �'�9 
~O£�¨������7�@�9  �

� � �	� ��{¬~O�N£=�¬|'����~��7�¢ N�O£�¡�{¬¨¢ *�¢ ��Oª���¨ � �¬~O£�¨�� ��{¬¨��F¨�¦ � !7����¤|¢ª+�9  �����¬|���  $�9  �
' ���!"�¢ O�¸�F«v{�|�~�¦ ��ªF�  	�N�
�$�¶���%�^�F{�|¢  ��£��Oª¶ª ��¥�¤�O{�����¡R�+� �¬|�³����¤�´��{¬¨��F~¢ ��;�����®�´³���
{¬¨¢ K{��;�x ¢|¢¥¤|�ªF����« ��� � ¥¤� �¬¨ ���¤� {¬¨¢  �}�¸�T�+� �¬¨��F¨!{��9 $£�|¢¥¤~��� �/�9 ���{¬¨¢  �x��§©¨
�� ���  ¢¡O{¬¨��
{}�´³
� £=����{ ��§©¨	�x��  ���¤�¢�F{�|¢ N|����x�®�
��¡Y�D� ��|�³�� � {��>ªF�°�m{¬¨¢  ����~¢£�¨�� � {¬¨��F¨�{��9 N�¢ ¢�Oª �'�9 
ª �¬��! � �¸|�~&��{�|���{}|&�F£�� {�� (home office) � � {�� ���¢§²��� ��ª��®� ��!7����¤|¢ª�� ¦�£�|¢¥¤~��� �/�9  �

� 1{¬�7� ³F�O£�¡ � ����{¬~������ �¬|=��� $�9  ��£=����{�� �  ¢|¢ �{��¤�²«��¬¨��6� � !7����¤|¢ª ��¦ ! �9 ¢«�¦�³F«��¶|�~
�x���B������¡¢ ¢��¦sªF�®�^{}|�~�¦ ����«O¦�¥¤¡¢ª�|�~�¦ �

•
' ���¬«��F¨k{�|�~�¦ � � !F{ �¢ 	�}��{}| � ºOº�� {;�9  �¬~¢ ¢�O{}|¢{¬«O{��9 �{}|�~�¦ ���¤� ��{¬�7��~O£'�
�$� �}�
£¤¥�� ¡¢ ¢���6¤�^�F{�| � ·��¬|�¦����9 ¢¨�¦

•
' �¢ ��O£¤{¬~��¬¨*{¬¨O¦ � ~��¬~����9 O����«�¦ ������{¬~��
��«�¦J£=�¬¡������O�7¨O¦���£�� {�� � £=���¢{¬¨ ���{���!²|=� �
�}� �x¡� O�O¦ ���¤� «��´|�~x³�{¬¨G� ��«O�7¨ ��!7����¤|¢ª8�9 $£�|¢¥¤~��� �/�9  ���¤� {¬¨K{¬¨O¥���!T�9 ��°� ����/�
{}|�~*���®��������{¬·�|�~



� ���!�C���M. �©���>,/�4� *1� �/0

•
' �¢ ��O£¤{¬~��¬¨L ��N�9  |����x�®�
�=�9 Y{��;�x ¢|¢¥�|¢ªF�@�9  �x�����F~�� ��� ~��9  ¡¤£5�I¦ �7¨�!²�®�
��«
{¬¨O¥�� ¡��¬���F¨����¤��{}| Set Top Box

� �®� {¬¨¢ y~O¥¤|¤£�|�� ¨O�7¨ {;�9 �|����x�®�	�'�9  ������{¬·��9  ���¬¨��7� ¤|¤£�|�� |�·¢ �{��¤�1{�� ���¸¦ �����7����|��
{¬·¢£�|x�¶|����x�®�	�x«O¦��¢� ��{¬·��I�7¨O¦ � � ���®���+� ���¸�6¤¡�¦N{}|�~�ª6�  
��{��¤���� �'���F¨v{�|�!7~��7����¡�����F|
£�|�~M���¬¨��7� ¤|¤£�|�� |�·¢  � ± ~O{�|��7|��F{¬·O£�|��B� �  ¢�¤��|�� �

•
� ���x�®�
��« ������{¬·��I�F¨M�+� � �¸¦� �� �����O¥�� �¢�°�

•
� ���x�®�
��« ������{¬·��I�F¨���N ��������O¥�� ���®�

•
± �F·���¤�O{¬¨^|����x�®�
��« �¢� ��{¬·��I�7¨

��������� � bdc&bfeNc
g��!bdc
[Kj�WYV�]	�
����W����� U��,eic�eNl����!bfe��
�

: �;�����O£=�¬¡�� !7�O{��´³¢¨N£�|����x�°¥¤|=¤|=� ! �®��{;�9  ������{¬·��9 *£�|�~N�F~¢ ¢�¢ �{}|�·��6� ���¢ 	� �¸¦K��{�|¢ 
|����x�®�	�x¡M�+� �¬|
�O£����¸{�|�·��6�!ªF�®�s{¬¨ ���®���F·¢ ���� �7¨�{�|�~�¦*{¬¨J���¬«��F¨ �� ª �O¥¤|�~v¡�ª���|�~ ����� �
{���������«�¦ ���O¥�� �	�E�I�7¨O¦ ��' ¥¤·��F¨���~O{¬«´³4£'� �¬�<�O£�¡�{}| �O~��¬¨���� ¢| ��¡��4{�|�¦¢³9£=�¬|����O¥�� �
�
������{ ��£=�¬|)��¥¤«�¤�O{���¥��}� {�|�~�� ªF����¡O{¬¨O{���¦ �x���3�¤�¸�¶§²¨O{�����«�¦¢³,��� �@�I¦��6�
£=� ���°£¤{;�I�6�}�¸¦�¡��
£�|�~ � �  ¢�¤� ��£�� §©~
¤¨O{¬«&¨��¢�°���F·¢ �� � �F¨&�F~�� ��� ~��9 �£�|�~���� �¸�6��|¢ �{��¤�©�6� ���®��!7|�����{�����|�·�¦
�D� ��|�~�¦ �9� ��{���¥���~¢{}���°�����¬¡¢ O�®�´³=� �
��¨���{��¸¦> �����¦${��;�x ¢|¢¥�|¢ª6� � ¦¢³�|��5���¬«��.{���¦ �£�|��¬|�·¢ 
 ¢���O£�|'!7·Oª�|�~¢ �{¬¨¢  � ª �x�¢{ ���.{����F¨# )�N�9  ���O¥�� �¢�E�I�B�N�9  ���¤�� ¢� � ��¨O�²��¤|�£�|��¸|�·¢ �{��
~¢£'�����¶|¢ �{}�<{¬¨O¥���! �9 O���%��� ����{¬~��´³,{}��� ����{¬~��y¨O¥�����{�������«�¦�� �T�¶·O|�¦ �x���3{¬¨¢ <���F·���¤���
{¬¨ ���{ ���¬|��F¨<ªF�°�<{¬¨¢  ���®���F·¢ ���� �7¨�~O£�|�¥¤|¢ªF�¸�.{��9 <« �O¥�¥��9  �7¨�!²�®�
�=�9 <�F~�� � � ~��9  �
� � �F¨�����¢�  )� � ����{¬~�� ��� �¬|=��� $�9  � �  ¢�¤�J�����¢ ��� ¢� �� {���! � �¬|�~¢  ������|=��  ¢�P�6�#£�|�¥¤·
~ �²¨O¥���¦�{}���¶·O{¬¨O{�� ¦ �3� � � ����{¬~�����~¢{ �v¡���I¦]���¬¨��7� ¤|¤£�|��¸|�·� 
�F~¢ ¢«¢§ �I¦*|�£¤{�� � � ¦ �  
� ¦¢³
�F~¢ 	� �4{��¬�����  ¢|����O¥�� ���¸|&«
|=¤|����¬|¢ O����¡ ���O¥�� �¢�¸|�� {¬�7�D�I�.{��K ¢����}�E�9§©|�·¢ v|�������� �
{��������%��¦&£������ ���|�¥�� ¦ � I£=�����¬«y{��y£=���¢�¸�F�F¡O{������<��£��¸{��°������  �;�¶|�~¢ �{¬¨¢  ���O{ �¢¥�¥¤¨O¥¤¨
~¢£�|%�¬|=¤« �6� ���O¥�� � �@�I�F¨yª��®��{��¸¦�{����x ¢|�¥¤|¢ª6����¦���~O{ � ¦¢³,{}| �x¡��.{}|�¦ ��ª����O{ ���4{����F¨�¦
{ ��{�|x�°��¦�~O£�|'��|=¤«�¦ � �  ¢�¤�1�F~¢ ¢«¢§ �I¦�~��7¨O¥¤¡ �Y� �®��{}| ¥¤¡¢ª�|Y�O~O{}¡�³J|�����{��¤� ��� ����¦�£�|�~
�� O�¢£¤{¬·��F�7|�~¢ �£=�¬|��C¡¢ �{����F{�|¢  �+� �¬|�³ ���®��¤|=� ! �9 ¢|�~¢ �{��y£=�¬|��®¡¢ �{�� �x���,{�� ¦�~¢£�¨���� �
�B� � ¦�{}|�~�¥¤����%�� O|� ¢{���¦�~¢£�¡��©�  �¡O{�� �

•
� � �x���  ¢|�·
�¢�°��£=�¬|��C¡¢ �{���£=� ��£=�}�� ¢� �£�|=�¬|�·¢ # ¢� ��� ���{��O¥�¥�� ·�|¢ �{��¤��{�� ¦�~O£'�
� �
�¶|�~��6��¦s~O£�|'�¬|=���¦

• £=� � £=���} O� � �  ¢�¤� �F~�����O{ � ��9~O£'�
�$�´|¢ �{}�!£=�¬¡O{¬~O£�� ���¤� £¤¥¤�O{ !7¡=� �� ¦9¥¤|�ªF�¸�B�� �x|�·

•
' ��ª����O{ ����{}���F¨��x��� ���¬«��F¨&{�|�~O¦v ¢� � �  ¢�¤� � !²����{¬« ���¤� � ·
��|¢¥¤¨#�O£�¡�{�| ����F|
���¬«���{¬¨

• � ��~O£�|���{¬¨�� � ��� {��¤� �� ¢����� ��� { ��~��7¨O¥¤¡ � ·��¬|�¦ ���9 ¢¨�¦�ªF�°� {¬¨¢  �%�O¥¤~��7¨ {��9 
� !7����¤|¢ª8�9 
£�|¢¥¤~��� �/�9 



� K � �F�K�@�I�K�'� � ���3�/�
(Residential Gateways)

• � ��~O£�|���{¬¨�� � �¬|�~¢ ���� !7�O¥¤«����{}�)!²|=� �*� ���¬|=��� $�9  �
� {�| �+� �¬|<��~¢{}¡&�¬¨���¸|�~�� ª�«¢§²¨
���¢  ������!7|���� ¦�{��;�x ¢|¢¥¤|�ª6� � ¦¢³.|��©|¤£�|�� ��¦ �����B� �¬|¢  �

{}�¤� �

•
� {�|#{¬¨O¥���! �9 O����¡�� ����{¬~�|

•
� {�|�� ����{¬~�|��¸�T�¶·�|�¦

•
� �����F·���¤�O{�� � ����{¬~�� �

L �';,�C=©�C=1(<D �/�P�9�+*$��*�	J���3�/� *M,'= � D �M,/B-= ,F�R�3���!�k�+D ���
' £��¸|��F¨�¤�� ¢{�� �x«�{��;�x ¢|¢¥�|¢ª6�®��£�|�~��� O�¢£¤{¬·��x§²¨
��� ���O�²�¸�6��  O¨#�F{�|y|����x�®�	�x¡ {¬¨��

¥�� !T�9 O����¡ � ����{¬~�| � �  ¢�¤�7��~O{¬«^£�|�~��¬¨���¸|�·�� ª�¨��6��{}| consortium HPNA. � ��� �  ¢¨��6�
{}| � ��� J �� � ·��¬|�¦ ���9 ¢¨�¦ 1MBps ���¤�¶��{¬¨¢ v{�� �¸{¬¨
{�|�~ ���%�¬|��F¨ (HPNA 3.0, 2003)~O£�|��4{¬¨�� � �����´{}���¶·O{¬¨O{�� ¦ �N�I¦ ���¤�F¹32¤º MBps.

' ¥��}� {�|�~
�¬ª �®��{�|�~ HPNA �����B� ��� {��¤�
�F{¬¨N£�|¢¥¤·O£¤¥�� �¬¨�{;�9 ��F¨���O{;�9 *{��9  ��£�� �� �¬|�~�¦ ������{¬·��9 ���{}|:�+� �¬|k{¬¨O¦K�F~��x ¢¡O{¬¨O{���¦ �
� 1{¬�7� �£�|=��� �� ¢�v~¢£�|��.{¬¨�� � ������{���~O{�¡����¬|¢ ¢� ��¥¤���7����«s{¬¨O¥���! �9 
�®�x³ xDSL �x���x|����x�®�
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�F~¢ �� ��|� ¢{��¤���F{�| � ����{¬~�|��¸� �´·�|�¦ �;�¶|�~¢ v�¤�¸��§²¨O{ �k~��²¨¢¥¤¡O{�����|
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± �$�¶���%�´³�¥¤¡¢ª+�({¬¨�¦ ����@� ��  ¢¨�¦���� !"�¢¥��}�°��¦���{¬¨��� {���!7|=���*������|=��  $�9 x³¶¨M� ��«O�7¨
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�=�9  �F~�� � � ~��9  �
' �¢ ��O£¤{¬~��¬¨k¡���I¦N{��9 k�¢ �{ �¸��{}|��K�+�9 v{����� O|�¥¤|¢ª��@�9 ���£�� {�����£=���´�F«��� �¬�k{¬¨ ���{}��!7|=� �
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� ��£��¸|^�F¨�¤�¢ �{����%� ¦K{����� O|�¥¤|¢ª � ��¦*�F~���{¬¨���O{;�9 �|����x�®�	�x|�·
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~¢£'� �¬~¢§ �¬¨�¦I�
��{��  ¢|)��|¢¥=�°��¦����¤�¢¨ � £�� �x|��  $�9 
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(Residential Gateways)
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£=� � �°£¤{;�I�F¨ «��¬¨ �x{�� �6��  $�9 �|����x�@�9  ���¤�1��{¬¨¢ <£=� � �°£¤{;�I�F¨ |x� �´�E�9 �£=��|�¦��¢ ���ª �����F¨ �
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�� ¥���{¬¨ ���¤� ��ª����O{ ���.{}���F¨�{¬¨�¦�~O£�|'�¬|=¤«�¦����O{ ��{¬¨¢ ��¢ �� ª ���¬�F¨�{¬¨O¦�|���� �®�O¦¢³,{�| ��¡)�
�4{�|�¦ ����@�9 	� {��¤��£'���¬�k£�|�¥¤· ��'  �� �v|���� �®� �£�|���� �� ¢��~¢£�|��.{¬¨�� � ������{����¶·O{��O{�� � ����{¬~��x³
�x�¢{ �O¥O¥¤¨O¥¤��ªF�°�k{¬¨¢  ��|��  ¢« ������{¬·��I�F¨s|����x�®�
�=�9 v�7~O�6��� ~��9  �x���%������{¬·��9  �����¬|���  $�9  �
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�x��� USB.
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{���¡¤£�|�¦ ��¥¤«O�7¨O¦k�6� �%�¢§ ��£=���	� £¤{��I�F¨ � ±  	� � ��� {¬¨O{����O£�¡#{¬¨¢ �~¢£�|=��� � ��  O¨&{�� �
�x ¢|¢¥¤|�ª6�®� �x�¢{ �
{¬¨¢  ��ª����O{ ���4{����F¨
«�{¬¨�  ������� �����®� ��®��¦ ��¥¤«��F¨�¦ VoIP ³�� �  ¢�¤�
� £�� §²~�¤¨O{¬«�¨ �¢�°��!²�� O«O¦G���¬«��F¨ ��|��  $�9 s�¢ ¢�O¥�|¢ªF���=�9 k« ���¤���²¨�!²�®�
�=�9 m{¬¨O¥���! � �
 ��9  �
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���¬~��6��  O|�~ ��¥�� ª8�¶|�~�{�|�~<��£�� {��¸|�·<�O£�¡ ��®��£¤¥¤¨¢§ � �¬� �� �
�T�9 �³.¡¤£5�I¦�{}|����®�)�	� ��{¬~O|F³4{�|y{¬¨O¥���! �9 ¢|�³.���F·���¤�O{�� �� �{�¡�¦�{�|�~<��£�� {��¸|�·´³.£=�
�� �� ¢� PDA.

• ~O£�¨���� � �°��¦��7~��¶�Oª+�1ª6�®��¦�³�¡�£5�I¦K£�|�¥¤~��� �F� ���¤��� �  �{���| ���O{ ��£��°¥¤|�ª�«¢  (video on
demand).
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�=�9 P£�~O¥��9  �;� {¬¨¢  �  ¢¡O{¬¨O{��L��~O{¬«�£=���¢� ª � ��!B��{}�¤�J¨L������� {�����{}|¢ O����« {�|�~
�F~��.{¬«�¤�O{�|�¦ �� � � � ���®���6¤¡�¦!{}|�~ REGATE �����B� ��� {��¤�¤��{¬¨¢ ���� ��� �� ¢¡�¦��O£�|����� �{���� ��� ¢|�~k�7~ �
�.{¬«�¤�O{�|�¦ � � | �F·��.{¬¨�¤� ��~O{�¡\£=�������;���}�K{��¸¦y�¢£����¬��� {¬¨O{���¦ �¬|��� � � ¦ ¤|¢ ������ ¦y£�|�~
�� O�¢¥¤����%�¢ ¢|�~¢ ^{¬¨� �� £�� { ���¶~¢ ¢�F¨´³²�O£�¡�{}|�~O¥¤����¡F³ ��� � � ª��O�²�E�9 ��O£��¤� {¬¨O{����=�9 &�6�k~¢£�|��
¥�|¢ªF�¸�.{�����«�� �T�¶· ��: �k{}|� &{��¬¡¤£�|���~O{�¡��O~�� �¢ 	� {��¤�©¨ �¢�°�¢§ ���7� ¤¡O{¬¨¢{}��{}|�~ ���� �{�������|�·
��£=��� ��� ª����.{¬« � � 1{¬�7� ³=�����®������~¢£� O¨m������� {�����{�|¢ O����«v�O£�|'!B��·¢ª � {��¤��¨�� ��«O�7¨ � �¢£�|x�¸|�~
�¸�T�¶~��¬¡O{��O{�|�~ � £=����� � ª����.{¬«´³����®�O{¬¨����9 �{}�O¦ ��{¬�²��{}| ��¡��4{�|�¦!�B�\�¶�
¤¨O¥¤¡O{����¬� ��£��°£=� �¬�´³
{�¡��F|��6� � £�� £=� �¬| ��¡��4{�|�~�¦s~O¥¤|¤£�|�� ¨��F¨�¦s¡��F| ���¤�B���O{��¢ ��O¥��I�F¨�¦�� �T�¶·O|�¦ �

: � �%�O�7¨^{�|�£����¬�O£'�¢ $��� ����£¤{�����¡F³F{�|�~O¥�����¡�{�|�~ REGATE £=� ���°¥¤�
��%�¢ 	�}�6¤|)�
 ������ ¦�£�|�~��¢ ¢�O¥¤�
��%�¢ ¢|�~¢ �{¬¨� �����{ ��¥�� �F¨�¥��}� {�|�~
�¬ª��@�9 �³²¡¤£5�I¦ �

• 8�¨���¸|�~
�¬ª �®��¤|¢ ����¬��¦ ���� �7¨O¦ ���{���!²|=� ��¦ ��� �¬|=��  ��9  ���{}�
��·s£=���¢� ! �����}�®�	�'�9 
�x���
� �  �{�������«�¦ O ¢«�¤¨�¦¢³��+� � � ¦>{¬¨ ����F|¢¥�����¨��F¨N{�|�~ ��£=� �����¬ª¶���4{¬« � 1£�� {¬~Oª/� ���
 
��{��¤����N{¬¨¢  �  ¢�T� ��¢{��I�F¨���¥���ª���{¬« ���� �7¨O¦N£=�¬¡�� �����F¨�¦���{¬¨�O ¢«�¤¨ (Direct
Memory Access controller, DMAc).

• 1£��¸{ ���¶~� O�F¨k{}|�~ �¬~¢§ ¤|�· �� { ���¬|��7¨O¦*{;�9  ��� �¬|=��� $�9 �³ ���{¬¨� s��~O{�¡=¤�O{¬¨ ���®� �
 O|=¤«�{��9  �}�¸�6� ���¶¡=��  $�9 �£��
�%� {;�9  ��� �¬|=��� $�9 ���{�� ���O{ �O¥�¥�¨O¥¤��£=� ����!B��� ���®���



�/H � �F�K�@�I�K�'� � ���3�/�
(Residential Gateways)

�%���¢ ��O¥¤|¢ª¶� ��v{}|�£=���1{�¡���|¢¥�¥¤| �^� �®��� ��|¤£�¡���~O{�¡<~¢¥¤|¤£�|x�°«¢§²¨
���¢  ¤|¢ ������ ¦
MAC, AAL0/5, TDM/HDLC, Utopia, 802.3 MAC �6��~O¥�����¡ �

• 9 ¢�T� ��¢{��I�F¨ ¤|¢ ����¬� ���¬~O£¤{�|¢ª � ��!7¨��F¨�¦$�6�I~O¥�� �x¡ �9: �®��|����x�®�
��«m£�·¢¥¤¨N£=� ��£=�}�
 ¢��£=��|�� ! � �����4��� !7�O¥¤« ���{���!²|=� �&��� �¬|=��� $�9  �
� �®��{¬¨¢ ��F~Oª���������� ��  ¢¨�~¢¥¤|)�
£�|�� ¨��F¨ � £�� ¥�����§©¨	� ��¨ ���¬~O£¤{�|¢ª � ��!7¨��F¨��O¥�ª�|=� �¸§ ��9  DES/TDES, ¨�|¤£�| �°��O£��¢ �{ �O{}���6� ~��¬·O{��O{��^�B� � !7����¤|¢ª�� ¦k¡�£5�I¦ SSHSFTP �x���7��{�| IPSec.

• 8�� ��£���!²« PCMCIA ª��®�^{¬¨¢ ���£'����{����F¨�{�|�~��F~��.{¬«�¤�O{�|�¦ �I: ���/�\{¬¨�¦ ��� ��£����
!²«O¦&��~¢{¬«�¦ �  ¢�/� ¤�O{��9 ¢|¢ �{��¤�3��{�| �F·��4{¬¨
¤� �%��� {�� ¦�������{¬·�|�~ 802.11, Blue-
tooth, ISDN ��¥O£ �

•
� ~��£�� � �F¨ ! �9 ¢«�¦�³	��~�� �@�I¦IªF�®��{¬¨O¥���! �9 
�®� � 1£�� {¬~Oª/� �� 
��{��¤� �� �/����� ��£���!7«�¦ ��
� ���1{���������¡�� £=����� � ª��O�F{¬« DSP.

D £�|���{¬¨�� � ���}�¤{��s£=���1{�¡��x|�¥�¥¤� G.711, G.829,
G.726 ��¥�£ �

• 9 ¢�T� ��¢{��I�F¨ � £=����� � ª����.{¬« RISC ª��®��{�|¢  � ¥�� ª/�´|�{�|�~��F~��.{¬«�¤�O{�|�¦�³��7¨
¤���
{}|'�¬|��B�®�����¤�6����{ ��¥�� �F¨���!7����¤|¢ª8�9  �

' ������� {�����{�|¢ O����«�{}|�~ REGATE !²���  	� {��¤�©��{�|�� �´«�¤� � � � �*� ~Oª � ������� ��� ¢�´³�|x�
¤|¢ �������¦ ���¤� �¢��� £���! � ¦s£�|�~��O£�|O{���¥¤|�·¢ 
{�| REGATE � �  O��� �

•
A �� �{�������¡�¦ � �®��~O¥¤|�¦ AMBA. � \������{}|�£¤¥�� |¢ �����{¬¨�¤��¡O{�� � �  ¢�¤�R�F~�����O{�¡�¦���
£'���¬�^£�|¢¥�¥�� ¦s~O£'�����¶|�~��6� ¦s£=������!B� �����®�
�%��¦ ¤|¢ ������ ¦ �

•
A �� �{�������¡ � £=����� � ª�����{¬« LEON-2. ��  ¢�¤�9�F~�����¢{}¡�¦ ���{¬¨¢ <������� {�����{�|¢ O����«
{}|�~ SPARC V8.

¯ � ��� ª � ��!B� {��¤�7�¢ ¢�O¥¤~O{����%���6� ��£�¡=��� ¢| ����!"�O¥��¤�¸| �

• 8�·�| ��� ��£���!"� ¦ MII 10/100.
� ~¢ �� ��|� ¢{��¤� � � {�� ���|�¥¤|���¥¤¨���� ��� ¢��!7~��7����|�·

� £�� £=� �¬|�~ Ethernet ªF�°� �	� ��{¬~O| ������|=��  $�9  � � {�� HPNA ªF�®�&£=��¡��������F¨���{�|
|����x�®�
��¡&�	� ��{¬~O| �

• 8�� ��£���!²« TDM/Fast serial 2 Mbps ª��®��� £�� �x|��  $�9 
�®�*!T�9 O«O¦ (ISDN-PRI) «
HDLC � £�� �x|��  $�9 
�®� � ���¬|=��� $�9  �

• 8�~�|����F·Oª8���¬|¢ 	��¦��6��� ���®�
�%��¦ ��� ��£���!"� ¦

• 8�� ��£���!²«B{}|¤£�����|�· ���®��·O¥¤|�~ J 6 �!" �x� {¬¦PªF�®� �F·¢ �� � �F¨(|�¥¤|���¥�¨���� ��� $�9 BªF�®�
streaming, £=� � �O£�|��=� �¢� �x|¤£�|�� ¨O{¬« MPEG-2 « � ���1{����¢� �x¡ DSP.

• 32-bit � �®��~¢¥¤| ªF�®� ���®���F·¢ ������F¨ ��������1{��������%��¦ O ¢«��� ¦ (SRAM, SDRAM,
FLASH)

•
�!" �F«�¤�O{����}�¸�F¡'�¬|�~76
� �¬¡'�¬|�~&ª �  O����|�·&� �x|¤£�|�· (GPIO)



L = *>��*-,7� 	J� ���I,�� � =©�C=��I�R�3����	J�O�C=CB��>BC�I� ��	J��,'= �
REGATE

� �

� �¶«�¤� � � � � ± ����� {�����{�|¢ O����«#{�|�~ REGATE



��� � �F�K�@�I�K�'� � ���3�/�
(Residential Gateways)

� �¶«
¤� � � ¹ � 8����O{����¬¨^{¬¨�¦�£¤¥¤�
�%��{}��¦�{�|�~ REGATE

� {�|#�T�¶«
¤� � � ¹ !7���  	��{}���¶¨ �¢� �O{}�
��¨^{¬¨�¦N£¤¥¤�
�%� {���¦m{�|�~ REGATE.
� {�|��T�¶«�¤�

�¢�°�
���	�  
��{��¤�R¨&§"���F¨ ���¢§ �  O¡�¦
�¢£�¡<{��#£����¬�O£'�¢ $� �F~��4{��O{����%���.{�|x�K��� �®��{�|�~��F~��.{¬«��
¤�O{}|�¦ �J� {}�^~O£�¡�¥¤|��°£����T�¶«�¤�O{������!²�¢ 
� ����{}���´{}| REGATE ��{¬¨¢ k£¤¥¤�
�%� {��
{�|�~����¤�
¤¡¢ ¢|#{}|�~ �



L = *>��*-,7� 	J� ���I,�� � =©�C=��I�R�3����	J�O�C=CB��>BC�I� ��	J��,'= �
REGATE

�C�

� �¶«�¤� � �  �I' £¤¥¤�
�%��{}��{�|�~ REGATE

� �¶«�¤� � � 2 �IA �O{�� ¡��²¨�{�|�~ REGATE SoC



�I� � �F�K�@�I�K�'� � ���3�/�
(Residential Gateways)

� �¶«�¤� � � » �I¯ �¢ $��¡��²¨^{�|�~ REGATE SoC

� �¶«�¤� � � " �I¯ �� �� ¡��²¨�{�|�~ REGATE SoC �� ����{�� § �}� ��  ¢|#{�|¢ ^£�~��¬«¢ ¢�



� ��� ��� � � � �

� ��� ��� � � � ��� ��� 	
LEON-2

� | REGATE ���¬¨��7� ¤|¤£�|�� � �,{}|¢  ��£=��� ��� ª����.{¬« LEON
� �

LEON � �  ¢�¤� �  ¢�
VHDL ¤|¢ �{ ��¥¤| ����¬~¢ ¢�O{�¡O{¬¨O{����7·� �§ � �F¨�¦ �  O¡�¦ 32-bit � £=����� � ª��O�4{¬« £�|�~ � �  ¢�¤�
�F~�����O{}¡�¦ ���{¬¨¢ y������� {�����{�|¢ O����« {�|�~ SPARC V8 (IEEE-1754)

�L� �����¢� ���4{¬¨	� �
�¢£�¡�{�|¢  Jiri Gaisler (Gaisler Research, www.gaisler.com) ��k{¬¨¢ �~¢£�|��.{¬«���� �¬¨
{¬¨O¦^J~
���1£�� �4��«�¦ 8��®�O�4{¬¨��� �x«O¦ D £�¨���� �B�®��¦54 European Space Agency, ESA) ���¤�{¬¨O¦ Silicon and Software Systems

�k� |<�����®��� {����¬| �¶���¬�
��{¬¨����¸�.{�����¡�{�|�~ � �  O���©¡O{��
� �  ¢�¤�7�¢ 	����{�����¡�¦
�6� �¢� ��!²|=�¬�#� ! �O¥�¤�O{���£�|�~ �£�|=� � �7 ¢�&£=�¬|���¥¤¨¢§²|�·¢ ��O£�¡�£�|���� �°¥�� ¦
£�¨¢ª���¦�³9¡¤£5�I¦&ª��®�y£���� �������¸ª�¤�y¨ ���¤§ ���F¨��B�^¨¢¥�����{��¬|=¤�Oª´ ¢¨O{�����«��	��{��  O|)��|�¥=�®�´³ ���¤�
 ¢� ���O{��O¥¤«������.��{�|y�/�I�.{}¡<�O£�|O{ ��¥����6¤� �
� {¬¨¢ �~¢¥¤|¤£�| � ¨��F¨�{}|�~ REGATE ���¬¨��7�(�
¤|¤£�|�� � � {}�¤�F¨ ��� �¬|��F¨
£�|�~��	�x|�¥¤|�~¢§ � �¶{¬¨¢  �������®�,���¬«��F¨�¦ LGPL ���¤� ��� ���®��§ ��{����x{}|
£��
���¢£'�¢ $� �´���¬�
��{¬¨���� �.{�����¡ �v� ~Oª���������� ��  ¢�´³4| ��£=� ����� ª����.{¬«�¦�£�|�~ ���¬¨��7� ¤|¤£�|�� � � �
{��¤����{�| REGATE � �  ¢�¤�©| LEON-2

� � � £=����� � ª��O�4{¬«�¦v��~O{�¡�¦ ��� �}�²{����
��¡¢¥�|�~�§©�
�´���¬�
��{¬¨���� �.{����%� �

•
± ����� {�����{�|¢ O����« ����@� ��  O|�~��6� { �  ¢{�|¢¥��9  4 RISC �

•
� ~�����O{�¡�¦ �� SPARC V8, Pipeline »&��{���� �@�9 

• � ���D� �¢�¸��{ � ¦�O O«
���¦ cache �  �{}|�¥��9  ���¤� ������|=��  $�9 �4C�
�$�¶�¸{�����{}|� �� �x«�{¬·O£�|�~
Harvard �

• 8��������¬|�¤| AMBA-2.0 AHB �x��� APB

•
: |¢ ����¬���¢�°����� � ��� �F¨�¦ O ¢«�¤¨�¦ 4 MMU �

•
� ��«¢ª�|=��¨ O ¢«�¤¨ ��K�F~��T� ��{�� �F¨ � � 2s�B��{ �x��� � � " 2 Kbyte/sec

� � �O¥�ª¶¡���� § ¤|�¦
�¢ �{������O{ �O�F{����F¨�¦ �£�|=��� �F ¢� � �  ¢�¤��{¬~��¶��� |�¦�³ LRU « LRR

•
¯ ���¬�
��|�¥¤|�·¢§²¨��F¨�ª���«¢ª�|=��¨O¦ O ¢«�¤¨O¦�� ���¬|=��� $�9 



�/K � �x�1�'&7���/(*�C*M,).��
LEON-2

• 8/ 16 /32-bits � ¥���ª���{¬« O ¢«�¤¨�¦mªF�°�������1{�� ������«�O ¢«�¤¨ PROM �x��� SRAM

• 32-bit PC133 SDRAM ��¥���ª���{¬« O O«
¤¨�¦

•
¯ ������!B� �����®�
�%� on chip, ¡�£5�I¦v�6�}� ���®�	� � ¦�§©·
� � ¦¢³ ���¬|¢ O�¸�.{ ��¦�³ ��¥���ª���{¬« ���®�
��|)�
£5�9 ����¤� 16-bit §©·
� � ¦ ��� �F¡'�¬|�~ 6
����¡'�¬|�~

•
D £�|��F{¬¨
�	� � ��� ¤|¢ ����¬� debug ���¤�F�¢ 
�9�� 
� ~��F¨�¦ 4 trace buffer �

• ���O{ ����{}���F¨ power down

�
LEON � �  ¢�¤� �x�¢{ �O¥O¥¤¨O¥¤|�¦IªF�®� embedded �7~O�F{¬«
¤�O{}� ���¤����!²����¤|�ª���¦ system

on a chip, ���¢§ �I¦ � �  O������£=����{ ���7� ¤|�¦ �x���%���®�¢§"��{��}� LGPL �������®�´³�£�|�~k{�|¢  �%�¢ 	��� ��®�
|x� �x|� O|=�����« ���¤�F�F~��! � �¬|�~��F��� £�� ¥¤|¢ª�« �

� {�| ��� ! �O¥¤�¤�¸|���~¢{}¡�£=�����¸ª����)!²|¢ �{��¤�O�F·¢ �{�|�¤��{��m��£�|�~��¬�¤�®¡O{����¬�<�¶�
���	��{¬¨
�¢�¸��{����%�
{¬¨�¦v�
�$�¶�¸{�����{}|� �� �x«O¦
{}|�~ LEON ���¤�²{�|�~ SPARC V8 ª��� O����¡O{����¬�´³©{���|¤£�|��®� � �  ¢�¤�
�¢ ¢�Oª������®�
ªF�°�
{¬¨¢  �x�¢{}�¢ ¢¡�¨��F¨´³x{}¡��F|&{¬¨�¦ ���®�����������B�®��¦ ��¥���ª/�¶|�~����O¥¤«�¦m¥��}� {�|�~
�¬ª �®��¦
{}|�~�¡¢¥¤|�~&�7~O�F{¬«
¤�O{}|�¦�³¶¡��F| ���¤�F{¬¨O¦ �� {���!7|�� ��¦�{�|�~ Linux ��{}|#�7·O�F{¬¨
¤�
��~O{�¡ �

� �	� & � 
 � � � �(	&
 � $

�
LEON ³ ���¢§ �I¦ � �  ¢�¤�F�F~�����O{�¡�¦ ���{}|#£=�¬¡O{¬~¢£�|#{}|�~ SPARC V8 ³ �;����� �¬·�|

{¬·O£�|�~�¦ ���O{}���+� �¬¨O{��9  �

• {�|�~O¦ �x�¢{}���D� ��¨¢{ ��¦9ª �  O����«�¦����¬«��F¨�¦1«K¥���� {}|�~�� ª6�°��¦74 general purpose/working
registers �

• {�|�~O¦ ���O{����+� �¬¨O{ � ¦ ��¥�� ª8�¶|�~ 6	���O{ ����{}���F¨�¦ 4 control/status registers �

� �
���O{}���+� �¬¨O{ ��¦Kª��� O����«�¦Z���¬«��F¨�¦${¬¨O¦ ¤|¢ ����¬��¦!�
���������@�9 �|¢ ¢|=����¬|¢ �{��¤�7��� �x�¢{}���
�+� �¬¨O{ ��¦ r � �°³=�� $�L|x���¢ �{ �¸�4{�|��9�´|x��{¬¨�¦ ¤|¢ ����¬��¦ �´�  O¨¢{¬«�¦�~O£�|'�¢�°���4{�|¢¥�«�¦N|� O|=����¬|¢ �{��¤�
� � ���O{}���+� �¬¨O{ ��¦ f ��� � I£=�����¬« ��{¬¨¢ <~O¥¤|¤£�|�� ¨O�7¨<{¬¨�¦#|����x�®�
��«�¦�£�·O¥�¨�¦ REGATE ���  
���¬¨��7� ¤|¤£�|x��� � {��¤��¤|¢ ����¬� �x�  ¢¨O{¬«�¦N~O£�|'�¢�°���4{�|¢¥�«�¦¢³´�F{¬¨v�F~¢ ��������®�´³�{�|��  ����®��! � �¬|¢ s§²�
� £������  �{����9§ � �7��{¬¨�¤|¢ ����¬���
��� �¬���E�9  �� �������7����|��6���O{����+� �¬¨O{ � ¦�£�|�~M� ��¨O�²��¤|�£�|��¸|�·¢ �{}���©�O£�¡#{¬¨¢  IU � �  O���F|�� �

• Processor Status Register (PSR), £=����� ª � ��! ���¤{¬¨¢  ���O{ ���.{}���F¨�{�|�~v�F~��.{¬«��
¤�O{�|�¦

• Window Invalid Mask (WIM), ³��	�  
����{�|<��� ¥��¢§²|�¦%� � £���� �¢§²~��¬| ���O{}���+� �¬¨O{��9 

• Trap Base Register (TBR), £=� �����;�����©{¬¨¢ ��%�O�7¨�{�|�~&£��  ¢�
��� ���{��¸¦��F~¢ ¢��� �
{¬«��6�}�¸¦ ���¬~O£�¨�� � {¬¨O�7¨O¦ ���®�
��|¤£5�9 
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• Multiply / Divide Register (Y), ªF�®�
£=� ������� ¦N£�|¢¥�¥¤�¢£¤¥¤���7�®���6¤|�· ���®��� ��� �F¨�¦

• Program Counters (PC, nPC), ���{���¨¢{ ��¦�£=�¬|¢ª����
�¤�O{}|�¦
� {¬¨��F~¢ ��;���}�°����~O{�|�·�{}|�~ ����� ��� ¢|�~´³J|��,£����¬�O£'�¢ $� ���O{}���+� �¬¨O{ ��¦�§²���¢ ¢��! � �

�¬|¢ �{��¤�=��${¬¨s�7~� ¢{�|=¤|¢ª �¬��! �®�s{}|�~�¦ �IA �¢§ �I¦!¨s£¤¥�«��¬¨�¦ ���O{}�� O¡�¨��F¨�{¬¨�¦K¥���� {}|�~�� ª6�°��¦
{�|�~�¦ � �  O���I�¢£����¬��� {¬¨O{¬¨´³1{�¡��F|Lª��®� {¬¨¢  ���O{��¢ ¢¡�¨��F¨ {��9 ���|��x� ��9  £�|�~ � ª��  ¢�¢ �ªF�°�
{¬¨�  ���®�¢£�� �.{�� ~��F¨y{¬¨�¦ ���O¥�«�¦&¥���� {}|�~�� ª6�°��¦�|¢¥¤¡���¥¤¨��¬|�~ {}|�~��F~��.{¬«�¤�O{�|�¦¢³,¡��F| ���¤�
ª��®��{¬¨¢  �� {���!7|�� �#{�|�~ linux ��{¬¨¢ �£¤¥��O{ !²¡=��¤��{�|�~ REGATE ³©|�� ���O{����+� �¬¨O{ � ¦
�O~O{}|���£=� ��� ª � ��!7|¢ �{}���7¥���£¤{}|=������I¦k��{¬¨¢  ��£�¡���  ¢¨&~¢£�|��  ¢¡O{¬¨O{�� �

� ������� � e �Z�����*e�� eN[1e �&W�$]m[ � U �
Register Windows)

' ¤|¢ ����¬���
�����¬���@�9  �£�|=��� �R ¢��£=���¢� �������.�O£�¡ 2¤º ��;�����.»�¹Oº ���O{����+� �¬¨O{ � ¦
{¬·��
£�|�~ r. #�� � � �¬|¢ �{��¤���6� J
	����������	������ (global) �x�¢{}���D� ��¨¢{ ��¦ ���¤� �  O�&�����¸§ ¤¡�³
£�|�~ � �¬��� { �O{��¤�R�O£�¡y{¬¨¢ �~O¥¤|¤£�|�� ¨��F¨´³4�O£�¡ �������! �� (sets)

�!" �x�¢{}���D� ��¨¢{��9  ��'
�%�¢§ �v|���)��� ���O{����+� �¬¨O{;�9 #~O£�|'�¢�°�¤� ��� � {��¤�.�B� J ���O{}���+� �¬¨O{ ��¦  "�$#&%!�!��' (in) ���¤�J)("�+*��,	&�����

(local) ���O{����+� �¬¨O{ � ¦ �
� 9 ¢� *��.-/���'0-�� (window) ���O{����+� �¬¨O{;�9 <�O£�|O{���¥�� � {��¤�,�O£�¡�{�|�~O¦ J ���O{����

�D� ��¨¢{ ��¦ �}�¸�F¡'�¬|�~ ���¤��{�|�~�¦ J {}|¤£�����|�·�¦ �x�¢{}���D� ��¨¢{ ��¦ ��®��¦*|=����¬��¦¢³�¤��� � ��K{�|�~�¦ J
���O{����+� �¬¨O{ � ¦���� �F¡'�¬|�~�{¬¨O¦�ª ���¸{�|¢ O����«�¦�|=����¬��¦¢³R£�|�~�¡=��I¦
¥��}� {�|�~�� ª�|�·¢ ��F�¢  	��+1("�32)4�-�5�(.67�8 .97%!�:�.'

(out) ªF�°�k{�|
£���� �¢§²~��¬|��O~O{}¡ �I� � ��°� ������|=��  ¢¨6���¬|¢ O����«
�.{�� ª ¤«´³=��®� �  ¢{�|¢¥�« �£�|=��� �¤ ¢� ��� � ��� ��� {�|�~O¦ J ���¢§²|¢¥�� �x|�·�¦ ���O{����+� �¬¨O{ � ¦ ¤� �	�=�� �  ¢�
£��
����§©~
��| ���O{����+� �¬¨O{;�9  � � �,ª �  O����|�� ���O{����+� �¬¨O{ � ¦��F~¢ ¢«¢§ �I¦#|� O|=����¬|¢ �{��¤� � � {��
�'���6�}�²{�|�~��O£�¡¢¥�~O{}|�~������ § ¤|�·&{}|�~�¦
�6� �%�¢§ ���F~¢ ��¬~����6¤¡�£����¬�¢§²·��¬|�~ ���¤� ���¢§²|¢¥��(�
�=�9  ���{}���¤¥¤¨O{;�9 x³ � �¸{�� �%���6���4{¬¨�¦ �¬|�¤«O¦&{�|�~�£����¬�¢§²·��¬|�~ ��' |¢ ¢|=¤�O{�|¢¥¤|�ª6�®� £�|�~
� ��¨O�²��¤|�£�|�� � � {}���"!7���  	� {��¤�F��{}|¢ �£��  ¢�
��� ¹ � � �

� �C= 	>�C* D � �$��,��;�9�,��� ? B9�1= ;N���3�F�M. =²�C=
	J�+*GD �
in[0] - in[7] r[24] - r[31]

local[0] - local[7] r[16] - r[23]

out[0] - out[7] r[8] - r[15]

global[0] - global[7] r[0] - r[7]

¯ �  ¢�
����¦k¹ � � � �  ¢|=¤�O{�|¢¥¤|�ª6�®���x�¢{}���D� ��¨¢{��9 

� 9 ¢��£�|�¥¤· �� ����®��! ����|�  �¶���¬�
��{¬¨����¸��{�����¡y{¬¨�¦
�
�$�¶�¸{�����{}|� �� �x«O¦�{�|�~ SPARC V8
� �  ¢�¤�¶¨  :*��,	&�.��'=<�5>(.4@?>*��"-A��B�C-/4D?FE

window overlapping G � � ��·����9 
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�����¸§ ¤¡�¦�{}|�~
{�� �;�¶|¢ �{}|�¦�£����¬�¢§²·��¬|�~ � �  	� {��¤���O£�¡�{}|�£=� � �¸| CWP {}|�~����O{����+� �¬¨O{¬«
PSR.

A ��§ �s£���� �¢§²~��¬| ¤|x����� � ��{��¤�.{�|�~�¦ in ���¤� out ���O{����+� �¬¨O{ � ¦
{}|�~ ��v{�� �¬·�|
ª �}� {�|¢ O���%��£���� �¢§²~��¬��{�|�~ � � J��{;�;¡O{�� n � �  ¢�¤�7{�|�{����;�¶|¢ �£���� �¢§²~��¬| �!� ¡O{��¬³©|�� out
�x�¢{}���D� ��¨¢{ ��¦�{�|�~ n+1 £����¬�¢§²·��¬|�~�� �  ¢�¤��|��B����� |��B��N{�|�~O¦ in ���O{}���+� �¬¨O{ ��¦�{�|�~ n.±  �{ �¸�F{�|��K�¶�´³R|�� out ���O{����+� �¬¨O{ � ¦v{�|�~ n {���~O{ � �¬|¢ �{��¤� ���{�|�~O¦ in {}|�~#£����¬�¢§²·��¬|�~
n-1.

� ������� � eN[Ie ��W�$]m[ � � _3l�� � ��` � � c�eN[1Z�V�[Ie�V^]�� [J]��
IU

� � ���O{����+� �¬¨O{ � ¦ � ¥���ª/�¶|�~ 6 �x�¢{ ����{����F¨�¦s{¬¨�¦ IU �;�¶|�~¢  �� ª � §²|�¦ 32 bits
�N� �

� ��§ �m~O¥¤|¤£�|�� ¨��F¨��� ¢¡�¦ SPARC V8 �F~��4{¬«
¤�O{}|�¦�~¢£'�����¶|�~¢ �|¤£5�I� �¬«O£�|O{���|��6���O{����
�+� �¬¨O{ ��¦ PSR, WIM, TBR, Y, PC, nPC

�1' �¬|=¤« ���¤�1¨�¥��}� {�|�~�� ª6�®� ���¢§ �� ¢¡�¦
{}|�~�¦�£=���¢� ª � ��!B��{}�¤��£����¬�
�%�O{;� �

PSR
� ���O{}���+� �¬¨O{¬«�¦ PSR £=�������;���}�9�.{�|x�K��� �®�yª��®�y{¬¨¢  ���O{ ���.{}���F¨�{}|�~ ��£=��� ��� �
ª����.{¬« ���¤�´ªF�°��{¬¨¢ k{}�O~O{}¡¢{¬¨O{}�k{}|�~ �1� �
£=��� �®��{�|�~54 bitfields � !7���  ¢|¢ �{��¤�¶��{}|
�T�¶«�¤� �

impl �O£�|O{���¥�� �¸{��¤�7�O£�¡#{�� bits ¹ J �;�I¦ ���¤�  �� �$' {�� ¤«�{�|�~�� �  ¢�¤�²�.{}� �
§ � �¬«����¤�¶£=�¬|=���¢§²|=���¸�B��  ¢¨&�¢£�¡#{¬¨¢  ���%���.{}|¢{���~O¥¤|¤£�|�� ¨O�7¨�{�|�~ ��£=� ����� �
ª����.{¬« � 8��  	���F{¬¨¢  � �®{���~O{�¡O{¬¨O{���� �¢{¬¨�¦�~O¥�|�£�|�� ¨��F¨�¦ �

ver ��{}� bits ¹32 �;�I¦ �x���¶¹ $ £=��������� � {��¤�¶¨����%�¬|��F¨�{¬¨O¦m~O¥¤|¤£�|�� ¨��F¨�¦ �I'
{�� ¤«���~O{¬« ���¬��� { �O{��¤� ��£�� �F¨�¦s�O£�¡&{}| hardware ���¤�B� �  ¢�¤�F��{}�¢§ ���¬« �

icc {}|<¡¢ ¢|=¤��{�|�~��O£�|O{���¥�� �.�F~¢ �{�¡=���~��F¨#{;�9 &¥�� ���N�9  integer condi-
tion codes.

' {�� ¤«�{�|�~ ���®��¤|=� ! �9 	��{}�¤�J�O£�¡ {��P�O£�|¢{�� ¥�� �6¤�O{�� {;�9 
����� § ¤¨¢{����=�9  ���¤�9¥¤|¢ª����=�9  £=� �����;�9  �  �  O��� �¬|=¤¨���  ¢| �I¦ ���¬«�¦������	�

��������� ����� �

n � � {}�� �{�|y�O£�|O{ ��¥�� �6¤��{¬¨�¦
£=� ���¬¨�¦��F{¬¨�  ALU � �  ¢�¤�.���  ¢¨O{�����¡�³
£���� �  
����{¬¨¢ 
{�� ¤« �
z
¯ ��� �  
����{¬¨¢ N{�� ¤« � ¡O{��¢ �{�|k�O£�|O{ ��¥����6¤�m{¬¨O¦${�� ¥���~O{����®�O¦>£=� ���¬¨�¦

��{¬¨¢  ALU £�|�~�� £�¨�� � ���6�N{�|#£=���	�¸| icc � �  ¢�¤��º
v
± ~O{}¡ � �  ¢�¤��{}| bit ~O£=� ����� �°¥��¸�F¨�¦ 4 overflow � � � �  
��{��¤� � ¡O{��¢ 

�%�O£�|��®�Y£=� ���¬¨ ��� £=���  ��\{�| �����O�F{¬¨
¤�L{�� ��9 P£�|�~\|=� � �¬|�~¢ Y{��  ¹
bits ����F~��£¤¥¤«���� ¤�O�I¦�£=�¬|�¦ �¬·�|
c
±  #~¢£'�������}�6�����¢{}|�·���  ¢| 4 carry ��«��¬�¢ 	������¡ 4 borrow ���O£�¡�{¬¨¢ 

{���¥�� ~O{����®� �  �{}|�¥¤«�£�|�~����{ � ���O¥��!{}|^£=��� � | icc ³x£���� �  	�}�´{¬¨� s{�� ¤« �
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� �´«�¤�#¹ � � � ��£����%�O¥¤~ �²¨^£����¬�¢§²·����9 
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31:28 27:24 23:20 19:14 13 12 11:8 7 6 5 4:0

impl ver icc reserved EC EF PIL S PS ET CWP

� �¶«�¤�&¹ � ¹ � � ���O{����+� �¬¨O{¬«�¦ PSR

n z v c

23 22 21 20

� �´«�¤��¹ �  � {}|#£=��� �¸| icc

reserved {�� bits
� � � ¹32 � �   ���¬¨��7� ¤|¤£�|�� |�·¢ �{��¤�R�
��¡=¤� � � � {��¢ ����®���%� ��¬|¢ �{}��� ³ � �  ¢|�~� ^{¬¨¢ 
{���¤«�º

EC {}| £=��� � | ��~O{�¡�³9£�|�~��F¨�¤���  	��� enable coprocessor, � �  ¢�¤� � ¡¢{}�¢ 
��{¬¨¢ !~¢¥¤|¤£�| � ¨��F¨m~¢£'�������}�¬�F~¢ 	� £=����� � ª��O�F{¬«O¦ ���¤�	� �  ¢�¤���� 	���¬ª¶|�£�|�� ¨���  O|�¦
EF �¢ �{ �¸��{}|��K�¶� ��&{�|�£=��|�¨Oª¶|�·
��� ¢|�£=� � �¸|�³Jª �  	� {��¤� � ³1¡¢{}�¢ <~O£'�
�$� �}�
���¤�6� �  ¢�¤�6�  
��� ª�|¤£�|�� ¨���  ¢¨ ¤|¢ ����¬���x�  ¢¨O{¬«�¦s~O£�|'���®����{�|¢¥¤«�¦
PIL �x��§©|=� � ������{�|�� £�� £=� �¬|�£'�¢ $�L�O£)�¬{�|
|¤£�| �¸|�|���£=� ����� ª����.{¬«�¦$§²� � �	�
����{}��� ���®�	�x|¤£'� ¦ 4 interrupts � �J¯ � ��� ª � ��!B� {��¤�¶¥���£¤{}|=������I¦��6� � £�¡=��  O¨
�  O¡¢{¬¨O{}�
S ¡¢{}�¢  � �  O��� � ³.| � £=����� � ª��O�F{¬«O¦�¥����¸{�|�~�� ª � �4�6� ���O{ ����{}�O�7¨ ����£�¡¤£¤{¬¨�� �
4 supervisor � ���¤�7¡¢{}�¢ �� �  ¢�¤�Fº��6� ���O{ �O�F{����F¨^�O£¤¥¤|�·R���¬«���{¬¨ 4 user �

PS £=�������;���}�O{¬¨� �{�� ¤«N{�|�~ bit S ���O{ �m{¬¨¢ �£��¸|�£=�¬¡�� !7�O{¬¨*£��Oª6���¬� 4 trap �
«*���®�
��|¤£�« 4 interrupt � �

ET �  	� � ª�|¤£�|�� � ��{�� traps. � � {��¢  � �  ¢�¤� � {�� traps � �  ¢�¤���� 	��� ª�|¤£�|x� ¨���	�
 ¢� �9� �  	��{}�����O~O{}¡=¤�O{���º�¡O{��¢ �| � £=����� � ª��O�4{¬«�¦��£����  	�}�¤�6� �  ¢�I����� ��� �.{¬«
£��Oª6� ���O¦ 4 trap handler � ���¤�6�¬�¢ ¢�Oª6�  	��{}��� � ¤¡¢¥��¸¦���ª ���7�O£)�x�O~O{}¡�  �>¯ �	�
��� ª � ��! ��{��¤�7�6� ��£�¡=��� ¢¨��� ¢¡O{¬¨¢{}� �

CWP �F¨�¤���  
��� current window pointer ���¤� ��� �K�x 	�}�x{�|�£�|��¸| � �  ¢�¤�¤{}|
{�� ���D�9 ^£���� �¢§²~��¬| ���O{����+� �¬¨O{;�9 
ª �  O����|�·#� ��|�£�|�·

WIM
�

WIM �O£�|¢{�� ¥�� ���� ¢�¢ m�O£�¡k{}|�~�¦!£��¸|O�¶���¬�
��{¬¨����¸��{�����|�·�¦ �x�¢{}���D� ��¨¢{ ��¦!��{¬¨¢ 
������� {�����{�|¢ O����« {�|�~ SPARC V8.

¯ �����  	���9{}|P¡¢ ¢|�¤� {�|�~��O£�¡ {�|�~�¦�¡=�¬|�~O¦
Window Invalid Mask.

' {���¤«P{�|�~ ��}�E�9 
��{��¤�����{¬¨¢  �  ¢{�|¢¥�« save ���¤�
��~�� �¢ 	��{}�¤� ��m{¬¨� ��  ¢{�|¢¥�« restore

�>' �¬|=¤«�{}|�~*!²���  	� {��¤�F�F{�|#�T�¶«
¤�&¹ � 2 �
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W0W1W2........................................W31 W30  W29

0 12293031

� �¶«�¤�&¹ � 2 � | ���O{}���+� �¬¨O{¬«�¦ wim

A ��§ � bit ��{}|�  ���O{}���+� �¬¨O{¬«���~O{�¡¢ ��¢ �{��¸�4{�|��K��� �>�F{�| �¢ �{ �¸�.{}|��K�¶| £���� �¢§²~��
��| ���O{}���+� �¬¨O{��9  � � ����� § ¤¡�¦�{;�9  �  	� � ª8�9  bits {�|�~ ���¬��� { �¢{}�¤�9�¢£�¡P{¬¨¢ 
~O¥¤|¤£�|�� ¨��F¨ �J¯ ��|'!7�¢ $�I¦�ªF�®��{}|¢  LEON-2 ���¬¨��7� ¤|¤£�|��¸|�·� ¢{��¤� J bits.

TBR
� ����~O{�¡¢ K{�|¢  ���O{����+� �¬¨O{¬«��O£�|�§²¨
����·���{��¤��¨ ��� � ·¢§²~¢ ¢�7¨!{¬¨�¦ �'���F¨�¦1{}|�~�£��  ¢�
���
£�|�~�£=���¢� �������R{�� ¦*��� � ~¢§²·¢ ¢�6�}�¸¦^{��9 ��F~¢ ¢��� {¬«��6�;�9  � �¬~O£�¨
����{¬¨��F¨�¦�{;�9  traps
�x���.{;�9  interrupts

� � � £5�I¦�!7���  	��{}��� ���¤�4��{}|��T�¶«
¤��¹ � »�³3�¢£�|O{�� ¥�� � {��¤�3�O£�¡
{}���
��¡¢¥�|�~�§©��£=���	�°� �

3:011:431:12

TBA tt zero

� �¶«�¤��¹ � » � | ���O{����+� �¬¨O{¬«�¦ tbr

TBA £=� �����;�����²{}�#¹Oº&£��¸|��F¨�¤�¢ �{����%� bits {¬¨�¦ ��� � ·¢§²~¢ ¢�7¨O¦k{¬¨�¦ �%���F¨�¦
{}|�~^£��  ¢�
��� �J' {�� ¤«�{}|�~��¢ ¢�O{ � § ��{��¤�7�¢£�¡ supervisor software

tt £=� �����;�����©{}| ����{�¡¤£��¸�B¤��4 offset) �¢£�¡�{¬¨¢  �'���F¨&{�|�~&£��  ¢�
���#£�|�~��¢  �
{�� �.{�|x�K��� �²��{¬¨¢ v£��¸|�£=�¬¡�� !7�O{¬¨ � �! �¢ O�¸�F¨ �%�O£�|��¸|�~ trap « interrupt

zero � �  ¢�¤�¶£'�¢ �{}��¤¨�� �� 

Y
� {}|¢  32 bits ���O{����+� �¬¨O{¬« Y �O£�|�§²¨
��� ·�� {��¤�©¨&£�� |��F¨�¤�¢ �{�����«&¥�� �¬¨#{�|�~����(�
£¤¥¤«�¦��
��� �(�����®��¦ 4 double precision) ªF�  O|=��  ¢|�~ �� ¢¡�¦N£�|�¥�¥¤�O£¤¥����7�®���6¤|�·k�	� �	�
�����@�9  ��� �²��~O{�¡¢ �{}|�  �x�¢{}���D� ��¨¢{¬« ��£�� �F¨�¦��O£�|�§²¨
����·
� {��¤�3¨�£��¸|P�F¨�¤�� ¢{�� �x«
¥�� �¬¨ �  ¢¡�¦��
�%� �¬�¤�¸|�~ �¢�°�¤� ��� { � |�~ ���°£¤¥¤«�¦��	� � �(�=�}�®�O¦ �x�¢{ ��{¬¨¢  ���®����� � �F¨ �
��� �
�����@�9  �

PC, nPC� � �¬~�|���~O{�| � ���O{}���+� �¬¨O{ ��¦&�O£�|O{���¥¤|�·¢ �{�|�~O¦ ���{���¨¢{ ��¦^£=�¬|¢ª � ���¤�¢{}|�¦ � �
£=���1{�|�¦&�¢£)�²��~O{�|�·O¦�£=�������;���}�.{¬¨¢ &��� � ·¢§²~¢ ¢�F¨�{¬¨O¦�{�� �;�¶|�~��F��¦ �� �{�|¢¥¤«O¦¢³ �  $�
| nPC £=��������� �}�,{¬¨¢  ��£�¡=��� ¢¨ �  �{}|�¥¤« ��� {¬¨¢ <£=���	� £¤{��I�F¨y£�|�~�¨y{�� �;�¶|�~��F�



0 � � �x�1�'&7���/(*�C*M,).��
LEON-2

�� �{�|¢¥¤« � �  ¢�¤�6�� �{�|¢¥¤« ���¢§²~��4{����¬¨���  O¨O¦ �� {���!7|=���O¦¢³�¨�� £�¡=��  ¢¨��  �{}|�¥¤«�����{��	�
¥�� �¸{��¤� �&A �O{ ��{¬¨�  ����{ ��¥�� �F¨�{¬¨O¦ ���¢§²~��.{�����¨
��� ¢¨�¦��  �{}|�¥¤«�¦�| PC £=�������;���}�
{¬¨¢  �x��§©~O�4{����¬¨���� ¢¨��  �{}|�¥¤«��x���7| nPC {�|¢ ^£=�¬|�|����¸�6¤¡�{¬¨�¦ �  ¢{�|¢¥�«�¦ �x��§©~ �
�4{����¬¨���  O¨O¦ �� {���!7|=���O¦ �

� ��� � 	 ��� 	 �� " � � 	 )�'*� '(" � � � � ��"	� 	 $ � 	 ��� 	�$
(MMU)

' O ¢«�¤¨ �  O¡�¦ SPARC V8 �F~��.{¬«�¤�O{�|�¦^|=� � ����{}�¤�W�I¦�¨��7~¢¥�¥¤|¢ª¶«�¡�¥��9  ����� �(�
 ��9 P{;�9  {�|�£�|�§ � �²�E�9 L{�|�~B�F~��.{¬«�¤�O{�|�¦¢³*��{��¸¦�|¤£�| ����¦�~O£'���������K£=�¬¡������O�7¨ ����/�
{��9 ��  �{}|�¥��9  load ���¤� store.

� �²{}|¤£�|�§ ���B� � ¦��O~O{ ��¦�£=�����°¥¤����%�� O|�~¢ �{¬¨� ^£=�¬�Oª ¤���
{�����« O ¢«�¤¨�4 SRAM « SDRAM), ���O{����+� �¬¨O{ � ¦ �}�¸�F¡'��|�~ 6 ����¡'�¬|�~ ���¤� ����������|�·O¦
�x�¢{}���D� ��¨¢{ ��¦�³R|��.|¤£�|��¸|�� � �  ¢�¤�©£=�¬|�� �'���7� ¤|�� �� �/� �������	��
����� � � � � ����������� � 
������
� alternate space identifiers, ASIs)

�

� ��� ��� � U*g�Xk]

' ������� � �� � � � ��� �����  � � ��"! (real or main memory) £=���¢� ¥¤����%�¢ 	���*{��¸¦{}|¤£�|�§ ���B� � ¦s�F{��¸¦s|¤£�|�� ��¦v¨�£=�¬¡��������F¨
ª6�  	��{}��� � �¸{�� ��>���¬«��F¨ �%�O£�|��¸|�~ ASI ����{��9 
0x8, 0x9, 0xA, 0xB, � � {��$¡O{��¢ *{}|s£=���	�¸| ASI �6�J�7~� )�¬~��O�B¤¡ �� �%�O£�|��¸|��¢ �{ �¸��{}|��K�¶|
�F{�|��K��� �¸|�{¬¨�¦ MMU ��¨¢¥��9 	�}���¢ ¢��!7|=������{¬¨¢  �x·
�¢�°� O ¢«�¤¨ �

± ~O{�| ��� �  ¢�¤�O|���¤|¢ ¢��������|���{���¡¤£�|��O£�|�~ � £�� {�� ��£�|�~� m£=�¬¡��������F¨m��{¬¨¢  ��·����®� O ¢«�¤¨ �
' �
�����(��«O¦#�O£���� � § ¤¨��F¨<{;�9  ASIs �x���,|��3¥����¸{�|�~�� ªF���%� ¦�¥�� £¤{�|=�� ����� � ¦&{¬¨�¦ MMU
� �¬��� {;�9 ¢{��¤���O£�¡#{¬¨� ���� �O�F{�|O{���~¢¥¤|¤£�| � ¨��F¨ �

� � ���O{����+� �¬¨O{ � ¦ ���¸�F¡%�¬|�~ 6
���¬¡'��|�~^£=���¢� ¥¤����%�¢ ¢|�~¢ s{��¸¦m{�|¤£�|¤§ � �B� ��¦m�F{��¸¦N|�£�|�� � ¦
¨�£=�¬¡��������F¨^ª6�  	��{}�¤� �� �

• ASI ���®��!7|=� ��{�����¡��O£�¡ 0x8, 0x9, 0xA, 0xB ���¤� 0x20-0x2F.

• {�|�£�|�§ � � ����¦�£�|�~R���¬¨��7� ¤|¤£�|x�¸|�·¢ �{��^£����¬�O£'�¢ $� ASIs ³ �� ���O{ �O¥�¥¤¨O¥���¦�¡=��I¦
�¬~¢§ =� �6���¸¦�{¬¨�¦ MMU.

• ���¬«��F¨
{�|�~��F~¢ 	� £=����� � ª��O�F{¬«^«*�O¥O¥¤|�~�¦ ��|�¨¢§²¨O{�����|�·�¦ �x�¢{}���D� ��¨¢{ ��¦
� �����O{����+� �¬¨O{ � ¦ ��~O{�|�� �¢�°���%���¬|¢ �{��¤�����¤�Kª � ��!²|� ¢{��¤�!�¢ �{ �¸�4{�|��K�¶� ��y{��¸¦ �� �{�|¢¥�� ¦
load �x��� store, «�{��¸¦ alternate load �x��� store.

� ��{���¥���~¢{}������¦��£�|=�¬|�·¢ � ¢��|�� �(�
�7|�~¢ �{}|L£�|��¸| ASI §²� ���¬¨��7� ¤|¤£�|x�°«��F|�~�  �x��� �£�|=�¬|�·�   O� ����{�� ¥�� �.{}|�·¢ �¡¢{}�¢  |
� £=����� � ª����.{¬«�¦ ��� �¸� ��� {��¤�F�B� �x�¢{ ���.{����F¨ supervisor.



� �I. 	9���$�9��	 =²�3� �²� �²�@�C;>�)D �R��*I��� 	9�1. 	1���
(MMU)

0+�

ASI # �¬«��F¨
0x5 � ± �����®���6¤� (flush) {¬¨�¦ cache �� �{�|¢¥��9 
0x6 � ± �����®���6¤� cache ������|=��  $�9 

0x8 0x9 0xA 0xB
A �¢ ¢|¢ O����«�£=��¡��������F¨����� ��«O�7¨ cache

0xC 1{����%� {�� ¦ (tags) cache �  �{}|�¥��9 
0xD 8 ���¬|���  ¢��{¬¨O¦ cache �  �{}|�¥��9 
0xE 1{����%��{���¦ (tags) cache ��� �¬|=��� $�9 
0xF 8 � �¬|=��� ¢��{¬¨�¦ cache ��� �¬|=��� $�9 
0X10 � ± �����®���6¤� cache

0x13 � ± �����®���6¤� cache

0x19
A �O{}���+� �¬¨O{ ��¦�{¬¨O¦ MMU

0x1C
¯ ��� �
���� �7¨ (bypass) {¬¨�¦ MMU

¯ �  O�	�x�O¦v¹ � ¹ � � ���¸�6¤| ��{;�9  ASIs

� ��� ��� � `kXkg c�ekb�ls_Jb [I` �� � �de [J]��
MMU

' ~¢¥¤|¤£�| � ¨��F¨�{¬¨�¦ MMU ��{}|�  LEON �
��|�¥¤|�~¢§ � ��{��¸¦K£=�¬|%���®�¢ª �¬��!"� ¦${¬¨�¦ MMU�� O�)!²|=� ��¦�ªF�°� SPARC V8.
� � ��·����®� �´���¬�
��{¬¨����¸�F{�� � � ��®�O¦�{ � {�|��®��¦
~¢¥¤|¤£�| � ¨��F¨�¦

� �  ¢�¤� �

• 32-bit �}����|¢ O����« �¢����·¢§²~¢ ¢�F¨ (virtual address)

• 36-bit !²~��7����«*��� � ·¢§²~¢ ¢�7¨ (physical address)

•
� {}��§ ���¬¡ ���ª ��§²|�¦��6� ¥����¬��¦ 4K

•
D £�|���{¬¨�� � ���������¬�¤�®¡`�+� �¬|���� � ~¢§²·¢ ¢�6�;�9  ����¢ �{��¸��{}|��K�¶¨��F¨^{����@�9 ^��{���� �@�9  (3
level map)

•
D £�|���{¬¨�� � ����� �� ª �O¥�� ¦<ª �¬�������%� ¦��¢ �{��¸��{}|��K� �¸�6�}�¸¦ (linear mappings), 4K,
256K, 16M, 4G bytes

•
D £�|���{¬¨�� � �����F£�|�¥�¥¤�O£¤¥���£¤¥����¸�²�°� ��� ��� ª����7�@�9  (contexts)

•
¯ �¬|���{}���B�®���6� ��£��°£=����|��6��¥=���¬��¦



0�� � �x�1�'&7���/(*�C*M,).��
LEON-2

 0111231

Physical Page Base Address Offset

� �¶«
¤�&¹ � " � 8�|=¤«�!²~��7����«�¦ ��� � ·¢§²~¢ ¢�F¨�¦

• 1£=� ����� ª����B�®������{}|�� �®��¦s{�|�~ hardware (hardware miss)

'
MMU £���� ��������{�� ���¸¦ �����7���%��¦�¥���� {}|�~�� ª6����¦ �

� �N: ��{}��!B� �����}�6������|¢ O���%��¦ ��� � ~¢§²·¢ ¢�6�}�¸¦k�6�m£=�¬�Oª ¤�O{����%� ¦k{¬¨O¦k£=�¬�Oª ¤�¢{�����«�¦ O O« �
¤¨�¦ �,A �¢§ � ��� ���¬ª¶���B�®� �£�|���� �¤ ¢� �;���}��{�| ������¡�{¬¨�¦K£��  ¢�
���s�¢ �{��¸�4{�|��K�¶¨��F¨�¦ ���¤�
 ¢��¤¨���� �¸� ��� {��¤�F�B�m�7~� 
�;�¶¡=��  
� ¦ ��� ��~�§©·� O�6���¸¦��F{¬¨� 
£=�¬�Oª ¤�O{�� �x«�O ¢«�¤¨

¹ �*¯ ��� �;�����©£=��|��.{}�O� �°� O O«
¤¨�¦ � ± ~O{}¡<�F¨�¤���  	���©¡O{�� ��®� ��� ��� ª����B�®�&����  �£�|=� � �
 ¢� ���®� �%�����}��«� O�sª � ��!B�}��{��¸¦ ��� � ~¢§²·¢ ¢�6�}�¸¦ ��®��¦ �O¥�¥�¨�¦ � 8 �  
��� ��{¬�7��{¬¨ �¬~¢ ¢�O{�¡)�
{¬¨O{����6��¥��}� {�|�~
�¬ª����%�y�F~��.{¬«�¤�O{��# O��~O£�|��.{¬¨�� � �¬|�~� �£�|¢¥�¥��O£¤¥�� ¦���� ��� ª����B� � ¦
(multitasking)

 � D ¥¤|¤£�|x��� ��{¬¨¢  ������|¢ O����« O ¢«�¤¨ � � ���6� ¥=� � � ¦$£�|�~�~O£'�����¶|�~¢ m��{¬¨¢  ��·����®� O ¢«�¤¨
�£�|=��|�·¢ # O������� §©|�·¢  ����/� {��9 �£��  ��
�=�9 ��6��¥=�����9  (page tables).

±   �¬¨��
{¬¨¢§ � � ��®� ��� ��·�§©~� O�F¨ � �¢£�|x�°��¦s�B��¥=���¬��¦*£�|�~���� ��� � � ����{}�¤�¶��{¬¨¢  ��·����®��O ¢«�¤¨´³
£���� �Oª ��{}��� �  ¢��� ! �O¥�¤�^�6��¥=���¬��¦ (page fault).

� ��,�� �!���C*I� �©�C�9B�? �©�C*$���k�

' �� { ��!B���O�7¨N{��9  ��� ��~�§©·� O�6�N�9 N�F{�|¢  LEON ª �  	� {��¤��� �¸{��>�O£=� ~¢§ � �®�O¦¢³���J£���� ���
�x�
 �²¨^{¬¨�¦ MMU, � �¸{�� �� ���{ ��! �¬���F¨^�O£�¡ �� ¢�,�I¦�{�� �®���4{ �����®� �IA �O{ �^{¬¨ ���®�����������
� �°�
{¬¨�¦ �� { ��!B�¬���F¨�¦¢³ =�®� 32bits �}����|¢ O����«���� ��·�§©~� O�F¨����{}�)! � ������{}�¤�¶�6� =�°� 36bits!²~��7����« ��� ��·�§©~� O�F¨ �\� | ���ª � §©|�¦�{��9  36 bits £���� �������1{¬¨ �¬~¢ ¢�O{�¡O{¬¨O{�� ª��®� {¬¨� 
�¢����~¢§²~¢ ¢�7�¸|'��¡¢{¬¨��F¨ ���ª��O¥�|�~ �+� �¬|�~ !²~��7���=�9 ��¢����~¢§²·¢ ¢�6�N�9 x³ ��;����� 64 GB, �� �T�
�� ¢¡�¦ 32bit ���®��·O¥�|�~���� � ~¢§²·¢ ¢�B�N�9  �

� {�|L�T�¶«
¤� ¹ � " �O£=������|¢ 
� ����{}�¤�I¨ �¬|=¤« ��®��¦ !7~��7����«�¦ ��� ��·�§©~� O�F¨�¦ � � � ¥�� ¦�|��
�B��¥=����� ¦ � �  ¢�¤���.{}|��K���¸�6��� 	� ¦ (aligned) �6�$£=���¢�¸|�� ��¦ �� ª�� §²|�~�¦ 4K.

: �K{¬¨k�7~� �§²«
��¨
��~O{¬«´³²{}� � ¹`�´��¤¨O¥¤¡O{����¬¨�¦�{ ���¬¨�¦ bits {¬¨�¦�������|¢ O����«�¦ ��� � ·¢§²~¢ ¢�F¨�¦ � �  ¢�¤� �����®� ��v{��
�¢ �{ � �.{�|x�K�¶� 12 bits {¬¨�¦ !²~O�²� �x«O¦ ��� � ·¢§²~¢ ¢�7¨O¦¢³'�+� � �¸¦N ¢�O�����}�°���4{�� ���%�O£�|��¸|�~ � ���¬|�~�¦
�� { ��!B���O�7¨ �K� �®�&{¬¨ �� { ��!B�¬���F¨�{¬¨O¦ ������|¢ O����«�¦ ��� � ·¢§²~¢ ¢�F¨�¦¢³7~O£'���������²��{¬¨¢ ��x�¢{ �O¥��
¥¤¨O¥¤¨�§ � �F¨ �  ¢¡�¦��}� �¢� �x|�·�£��  ¢�
�����  ¢���.{}|��K��� � |�£�|�~�� �  	�}�©{�|¢ &����� § ¤¡�{¬¨�¦ !7~��7����«�¦
�B��¥=���¬��¦K£�|�~k�¢ �{��¸�4{�|��9� � ����{¬¨¢  ������|¢ O����«��6��¥=���¬��£�|�~k£=��������� �}��{¬¨¢  ��� � ·¢§²~¢ ¢�F¨���~O{¬« �



� �I. 	9���$�9��	 =²�3� �²� �²�@�C;>�)D �R��*I��� 	9�1. 	1���
(MMU)

0I0

INDEX 1 INDEX 2 INDEX 3 OFFSET

011121718232431

� �¶«
¤�&¹ � $ � 8�|=¤«��}����|¢ O����«�¦ ��� ��·�§©~� O�F¨�¦

1£��°£=� �¬| : ��ª ��§²|�¦s�¢ �{��¸�F{�|��K�¶¨��F¨�¦
º (root) 4 Gbytes

�
16 Mbytes

¹ 256 Kbytes
 

4 Kbytes

¯ �  ¢�
����¦k¹ �  �J: � ª���§²|�¦s�B��¥=�����9 

¯ �¸|��F~Oª � ������� ��� ¢�´³²�¢ ��O¥¤|�ª�� ���{�|¢ ������ § ¤¡�{��9 ��.{}�)�	�E�9 �£�|�~ ���¬¨��7� ¤|¤£�|�� |�·¢ �{��¤�
ª��®� {¬¨ ���{ ��! �¬���F¨ ��®�O¦ �¢����·¢§²~¢ ¢�F¨�¦�³#� ��¨O�²��¤|�£�|��¸|�·¢ �{}���>|��J�� ¢{ �¸�.{}|��K�¶|��J£��  O�	� � ¦ �� �,£��  ¢�
��� ¦���~O{�|�� ³ ��£=�����¬«�{}���.{�|x�K��� �®��{�|�~�¦ � �  ¢�¤�9�6� ¥=� � � ¦¢³I|� O|=����¬|¢ �{��¤�,£��  ¢�
��� ¦
�6��¥=�����9  (page tables).

±  ��O¥¤|¢ª¶� ��K{�|
�¢ �{��s�4{�|��K��� �°� �  O¡�¦�{ � {�|��¸|�~k£��  ¢�
��� � �  ¢�¤�
��� ����{���¦J�6�1�6� ¥=� � � ¦J«N�6�9£��  ¢�
��� ¦>�6��¥=�����9 �³O|�£��  ¢�
����¦J��~O{�¡�¦>|� O|=�������{}���¢�¢ �{ �¸�4{�|��K�¶�
£��  O�	�x�O¦N�.{}|��K��� �@�9 k�6� ¥����¬��¦ (page table entry, PTE) «s£��  ¢�
����¦ ���O{}�¢¥¤¡¢ª�|�~
�6��¥=�(�
���9  (page table directory, PTD). � � {}�� U� ��¨O�²��¤|�£�|��¸|�·¢ �{}���.{�� �®���.{ �����®�´³©£'�� ¢{��| {���¥�� ~O{}��� |�¦�£��  ¢�
����¦#�6��¥=�����9  � �  ¢�¤�4{¬·O£�|�~ PTE ���¤�4{}�<�4{�|��9� � �®�<{}|�~���� �9�� O|�~¢ 
�6� !7~��7���%� ¦k�6��¥=����� ¦ �

' �¬|=¤« ��®�O¦ ������|¢ O����«�¦ ��� � ·¢§²~¢ ¢�F¨�¦ O ¢«�¤¨�¦1�O£=������|¢ 
� ����{}�¤�¢�F{�|��T�¶«�¤� ¹ � $ �,: �®�
������|¢ O����« ��� � ·¢§²~¢ ¢�F¨G�+� � � ��� {��¤���B�4{ ���F�6�����K{�¤«
¤�O{}� �4� |N£=���1{�|m{�¤«�¤�!�¢£�|O{�� ¥�� � {��¤�
�¢£�¡
{}� � ¹ �������¡¢{�� �¬¨�¦*{ ���¬¨�¦ bits 4Cº � �7� � ���¤�x¡¤£5�I¦*£=��|��¢ ¢��! ��� §²¨
���¬³�� �  ¢�¤� �����®� ��
{����¢ �{ �¸�F{�|��K�¶� bits {¬¨�¦ !7~��7����«�¦1�6� ¥=� ���O¦ �4� � ��£�¡=��� ¢�!{�� �®� �� �¬¨Z���¬¨��7� ¤|¤£�|��¸|�·� ¢{��¤�
ª��®� � ������{�|%�¬¡O{¬¨O�7¨ ���¤�1¨ �
�����(��«O¦��7¨
¤���B�®�y{�|�~O¦ � �¬��� { �O{}���9�O£�¡P{�|¢ y�����¸§ ¤¡P{;�9 
��{���� �@�9 k£�|�~O���¬¨��7� ¤|¤£�|�� |�·¢ �{��¤�´ªF�®�v{¬¨ ���{ ��!B�¬���F¨v{;�9 v�B��¥=�����9  �9� |�����·O{����¬|����¤�
{�|s{��	� {�|k{�¤«
¤� �;�¶|�~¢  ���ª � §²|�¦ " bits �x���
�x�¢{}�O¥�����%�¢ ¢|�~¢ *{}� bits

� ¹ � �%$ �x��� �!J � ¹  
�� ¢{ �¸��{�|x�K�¶�x³6�� $�({�|#{ ��{}�
�¬{�| ���ª�� §²|�~O¦ J bits ���O{��O¥¤����'�¢ 	�}�´{�� bits ¹ 2 �  �� �

±  )�¢¥¤|¢ª�� ���{}� ��£��°£=���¬� �� ¢{��¸��{�| �K�¶¨O�7¨O¦#£�|�~ � ��¨O�²��¤|�£�|��¸|�·¢ �{}��� ³>{�| ���ª � §²|�¦
{¬¨O¦v�6��¥=���¬��¦ �£�|=��� �7 ¢�#£�|���� �°¥������O£�¡ 4 Kbytes �������� 4 Gigabytes.

� {�|¢ &£��  ¢�
���
¹ �  !7���  	��{}���O{}| �� ª���§²|�¦K�6� ¥����¬��¦$£�|�~��¢ �{��¸�F{�|��K��� ���6���%�¢§ ��� £�� £=� �¬|��� ¢{��¸��{�| �K�¶¨O�7¨O¦

�P��,��+;J�^�7�I,©�D�E,F��� � =²�3� �7��� �©�@�C;>�)D �R��*1��� 	,�I. 	9���

� {¬¨¢ �~O£�|=�� ¢¡O{¬¨O{��s��~O{¬«�£=���¢� ª � ��!7|¢ �{��¤��|��=�x�¢{}���D� ��¨¢{ ��¦K{¬¨�¦ ¤|¢ ����¬��¦ ���®����� ���¢� �
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�7¨O¦ O ¢«�¤¨O¦ �>' ���O{��¢ ¢¡�¨��F¨�{¬¨�¦�¥���� {}|�~�� ª6�°��¦v{�|�~�¦ � �  ¢�¤�7�F¨�¤�¢ �{�����«�ª��®��{¬¨� ����O{}� �
 O¡�¨��F¨^{�¡��F|#{¬¨O¦s¥��}� {�|�~
�¬ª �®��¦s{¬¨�¦ �����®��¦s{¬¨�¦ ¤|¢ ����¬��¦ ���®����� � ���¸�7¨O¦ O ¢«�¤¨�¦s¡��F| ���¤�
{��9 &£=�¬|¢ª �¬�����O{;�9 �£�|�~ �¬¨���¸|�~�� ª�«¢§²¨
���¢ #ªF�®��{}|� ���¥���ª/�¶|<{¬¨O¦
�/�I�4{¬«�¦k¥����¸{�|�~�� �
ª6�®��¦�{¬¨�¦�{���¥�� ~O{}���®��¦ �

Control Register� ���O{����+� �¬¨O{¬«�¦ ��¥�� ª8�¶|�~k£=��������� �}�x£¤¥�¨��¬|%!7|=� � ��¦�ªF�®�k{¬¨¢ �{���~O{�¡O{¬¨O{�� �x����{¬¨¢ 
������� {�����{�|¢ O����« {¬¨�¦ ¤|¢ ����¬��¦����®����� ���¢�¸�F¨�¦ O ¢«�¤¨�¦ �x���1{¬¨�  �  	� � ª�|¤£�|�� � � �1� �
£=� � �®�^{�|�~ !7���  ¢|¢ �{��¤�7��{�|#�T�¶«�¤��¹ � J �

VERIMPL SC PSO NFreserved E

31 28 27 24 23 8 7 6 2 1 0

� �¶«�¤��¹ � J �IA �O{����+� �¬¨O{¬«�¦ ��¥���ª/�¶|�~

impl {��^{ ���F�6� �¬�����ª6�¸�4{¬¨O¦�{ �����N�I¦ bits {}|�~����O{}���+� �¬¨O{¬«���~O{�|�·�|=� �(��¬|�~¢ ��� ¢��£=� � �¸| (implementation) £�|�~�� �  	���F{¬¨¢ 
{}��~¢{}¡O{¬¨¢{}�^{¬¨�¦s~O¥¤|)�
£�|�� ¨O�7¨O¦s{¬¨O¦ �  
¥�¡¢ª8� ¤|� )�)���O¦��¢�°����� � ��� �F¨�¦ O ¢«�¤¨�¦ �
ver �	�  
���R{¬¨¢ &��� �¬|��F¨�{¬¨O¦^~O¥¤|¤£�|�� ¨��F¨�¦���®��¦��F~Oª��������¢����� ¢¨�¦ ¤|¢ ����¬��¦
���®����� � ���¸�F¨�¦ O ¢«�¤¨O¦ �
sc

� � bits ��¥�� ª8�¶|�~<�F~��.{¬«�¤�O{�|�¦ (system control) ���¬��� {��9 �{��¤�4�¢£�¡
{¬¨¢  ���%���.{}|¢{��#~O¥¤|¤£�|�� ¨��F¨ ���¤� ����  � �  O���I�� O�¢ª������¸|P ¢� � �  ¢�¤�1¡¢¥�� ~¢¥¤|)�
£�|�� ¨
��� ¢� � � � £�|��¸|�� �   ��� �}�$~¢¥¤|¤£�|x� ¨¢§ � � �¢�°���%������{}�¤� ���¤�>ª � ��!B� {��¤����
{¬¨¢ �{�� ¤« ¤¨�� ��  �
pso ¡¢{}�¢ �¨k{�� ¤«�{�|�~ � �  ¢�¤�'�� ¢�´³�{�|�¤|¢ �{ � ¥�|�O ¢«�¤¨�¦K£�|�~Y���¬¨��7� ¤|¤£�|�� � �(�
{��¤��� �  ¢�¤�J{�| PSO (Partial Store Ordering), �  $� ¡O{��¢  � �  O����¤¨�� �� 
���¬¨��7� ¤|¤£�|�� � �¸{��¤�²{�| TSO (Total Store Ordering).

reserved �����6�� ~���� ¢� bits ªF�°� ���¥�¥¤|¢ �{�����«R���¬«��F¨ �
nf ¡¢{}�¢ *{�| ”no fault bit” � �  ¢�¤�	¤¨�� �  �³�¡O{��¢  �  ¢{�|¤£��¸�4{�� �O�O£�¡�{¬¨ ¤|� )�)���
���®����� � ���¸�F¨�¦ O ¢«�¤¨O¦�� ! �O¥�¤�´³.�� O�� 
�N�9 	�}�R{��¸¦�{������¦^{;�9  �x�¢{}���D� ��¨¢{��9 
FSR ���¤� FAR ���¤� �¬¨���¸|�~
�¬ª�� � �  O���F«�¤��� ! �O¥�¤�O{�|�¦
��{}|�  ��£=� ����� ª����
�.{¬« � � � {}��  � �  ¢�¤� �  ¢�´³1�¢ �{�| ASI £�|�~ ���¬¨��7� ¤|¤£�|x��� � {��¤� � �  ¢�¤� �x³ ��� �}�
{¬¨¢ ������®�&�F~��£=������!7|�� � ���¡O{��¢ 
{�| bit ��~O{�¡��;�����F{¬¨¢ �{�� ¤«�º � � � {}�¢ �{}|
ASI � �  ¢�¤� ���®��!7|=� ��{�����¡��O£�¡ �´³�{�¡O{�����£��¸�F¨�¦��  O¨
�� ���9 	�}��{��¸¦
{�� �� ¦
{��9 
�¬·�| £����¬�O£'�¢ $� ���O{����+� �¬¨O{;�9 x³,�O¥�¥�� ��� �¬¨���¸|�~�� ª � �9�7«
¤�<� ! �O¥�¤�O{�|�¦
��{}|�  � £=����� � ª��O�4{¬« �
e �  
��� ª�|¤£�|�� � �6���¤�7�¢£=�� 	���¬ª¶|�£�|�� � �²{¬¨ ¤|¢ ����¬�*���®����� � ���¸�7¨O¦ O ¢«�¤¨�¦ �
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0��

Context Register
� �x�¢{}���D� ��¨¢{¬«�¦ ��� ����{¬¨#£��  ¢�
���&£¤¥��¤�¸� �E�9  (context table pointer register)� � �K�x 	�}�R��{�|¢ #£��  O�	�x��£¤¥��¤�¸� �E�9 ���� ��� ª����7�@�9  (context table), £�|�~ ��� �¸�6����{}���
�F{¬¨ !²~O�²� �x« O O«
¤¨ � � £��  ¢�
����¦���������{}|'�¬|O{�� � {}�¤���O£�¡Y{�|B£=����� ���´¡���  ¢| {�|�~
�x�¢{}���D� ��¨¢{¬«��O~O{}|�· � � � � ����{¬¨�¦s£��  ¢�
����£¤¥��¤�¸� �E�9  (Context Table Pointer)��� � � ����{}�¤�9��{�� bits 2 - 35 {�|�~ ���®�O·O¥¤|�~�!7~��7���=�9 ���� � ~¢§²·¢ ¢�6�;�9 �³ ���O{ �y{¬¨¢ 
£=���1{¬¨ ���{}��!7|=� ��£�|�~<�7~
������  	��� ���O{ ��{¬¨¢  ��£=� �����¬ª¶���B�®������{}|�� �®��¦��� �{�|¢¥¤«O¦
«������¬|���  $�9  �
� £��  O�	�x�O¦N£=���¢�����¶|=��  $�9 �£�|�~ ��� �9�� 
���¶|�� � ����{¬¨�¦*£��  ¢�
����£¤¥¤�¤�¸�B�@�9 v£=����£=���� ¢�
� �  ¢�¤��� ~¢§²~Oª �¬�����¸�6��  O|�¦C�I¦K£=�¬|�¦K{¬¨¢ m����������«�{}|�~���� � ·¢§²~¢ ¢�F¨ �� �  O��£¤¥����¸�²�¸|
� �F| ��N{}| ���ª � §²|�¦�{�|�~ �

reservedContext Table Pointer

2 1 031

� �¶«
¤�#¹ � � �IA �O{����+� �¬¨O{¬«�¦���� ����{¬¨�£��  O�	�x�^£¤¥¤��� �B�@�9 

Context Register
� ���O{}���+� �¬¨O{¬«�¦I£¤¥¤�¤�¸�B� |�~ (context register) |=� � ���}�¢{�|�£�|��¸|�¦$�O£)��¡¢¥¤|�~�¦I{�|�~O¦~O£'�����¶|¢ �{�� ¦ �+� �¬|�~�¦��}� �x|� �� �'�9  ��� � ~¢§²·¢ ¢�B�N�9  � �  ¢�¤�4|�{����;�+�9  ��A �¢§ �
~O¥�|��
£�| � ¨��F¨ ¤|¢ ����¬��¦ ���®��� � � ���¸�F¨�¦�O ¢«�¤¨�¦�£=� ��£=�}�² ¢��|=� � ���}� �  O� ���ªF�¸�.{}|������¸§ ¤¡
£¤¥¤�¤�¸�B�@�9 �³¤£�|�~s¨�{�� ¤«�{�|�~�£=� � £=���O O� � �  ¢�¤���%�O£�|��®� �¬·¢ ¢��¤¨�{}|�~��¬·�| �� �¸|¢  �� ¢� �

Context Register

31 0

� �¶«�¤�&¹ � � º �1A �O{����+� �¬¨O{¬«O¦�£¤¥¤�¤�¸�B� |�~

Diagnostic Registers
� �%���®�Oª´ $�I�.{�����| � ���O{����+� �¬¨O{ � ¦�£���� ���¶|�~¢ k£¤¥¤¨
��|'!7|=�	����¦mª��®�v{¬¨¢  ���O{ ���.{}�O�7¨
{¬¨�¦ ¤|� )�)���O¦ ���®��� � � ���¸�F¨�¦ O ¢«�¤¨�¦ �1' ·O£������¬¨´³´¨ �¬|�¤« ���¤�´¨v¥��}� {�|�~
�¬ª �®��{�|�~O¦
� �¬��� {;�9 ¢{��¤�¤�O£�¡�{¬¨� �~O¥¤|¤£�|�� ¨��F¨s{¬¨O¦ ¤|� )�)���O¦ �¢�°����� � ��� �F¨�¦ O ¢«�¤¨�¦ �1¯ �¬¡��������
�7¨ ��{�|�~�¦ �x�¢{}���D� ��¨¢{ ��¦���~¢{}|�·�¦�ª6�  
��{��¤���� �/� �  ¢¡�¦ �  ¢�O¥�¥¤�	��{�� �x|�· �+� �¬|�~
�¢����~¢§²·¢ ¢�6�N�9  � � �4{������¦&�¢ ¢��!²|=� ��¦�{��9  ASI ªF�®�<{}|�~�¦ �¢�°�Oª´ $�I�4{�� �x|�·�¦ �x� �
{}���D� ��¨¢{ ��¦��¢ ¢��! � �¬|¢ �{��¤�3��{�| � ª/� �}� � �����¸|L�
�$�¶�¸{�����{}|� �� �x«O¦#{}|�~ SPARC V8.
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Fault Status Register
� ���O{����+� �¬¨O{¬«O¦ �x�¢{ ���.{����F¨�¦,� ! �O¥�¤�O{�|�¦,£���� ��� �}� £¤¥¤¨��¬|'!7|�� � � ¦1ªF�®�!{��*� ! �O¥��
¤�O{��&£�|�~�£���� �Oª�|¢ �{��¤�©�O£�¡�{¬¨ ¤|¢ ����¬�����®����� ���¢�¸�F¨�¦�O ¢«�¤¨O¦ � #$¡¢ª8�;{¬¨�¦��T� �
¥¤¨¢ ¢�Oª8�1ª�����«�¦�������� {�����{}|¢ O����«�¦ (pipelined architecture) {¬¨O¦ ���  ¢{�������«�¦ ¤|��
 ����¬��¦ � £=����� � ª��O� �°��¦¢³ � �  O��� �¬~¢ ¢�O{�¡  ¢� �7~
���|�·¢ y£�|�¥�¥�� � !"�O¥�¤�O{}�<£=�¢�   {¬¨
�¬¨���¸|�~
�¬ª �®� ��°��¦����®�
��|¤£�«�¦ �I� ��� ! �O¥�¤�¢{}��{¬¨O¦ ¤|¢ ����¬��¦����®����� � ���¸�7¨O¦ O ¢«�¤¨O¦
���O{}�¢{ ���F�F|¢ �{��¤���6�v{����}�¸¦����O{¬¨Oª�|=� � � ¦ � ��{���� ! �O¥�¤�¢{}�#£=�¬¡��������F¨�¦��  �{}|�¥¤«�¦�³
��{}��� !"�¢¥�¤�O{��K£=��¡��������F¨�¦ �����¬|���  $�9  ���¤�¬{ ��¥¤|�¦I��{}��� !"�¢¥�¤�O{�� ���{ ��! �¬���F¨�¦
£��  ¢�
��� � ±  s�F~����� ���� ¢�s� !"�O¥�¤� �� �{�|¢¥¤«�¦!£=���  s¨ Ak: L£=�¬|�¥��������� ¢� ���®���%���6���
�� ¢�#£=�¬|�¨Oª�|�·���  ¢|y� ! �O¥�¤� �  �{}|�¥¤«�¦¢³�| ���O{����+� �¬¨O{¬«�¦ ���O{ ���.{}�O�7¨O¦k£=��������� �}�
{}|�{���¥�� ~O{}��� |�� ! �O¥�¤� �m� {¬¨¢ �£=� � �°£¤{;�I�F¨���~O{¬«&| ���O{����+� �¬¨O{¬«O¦���� � ·¢§²~¢ ¢�7¨O¦
� !"�O¥�¤�O{}|�¦�£=��������� �}�F{¬¨¢ ^{���¥���~¢{}���°����� � ·¢§²~¢ ¢�F¨��x���7{�| bit OW (overwrite){}|�~����O{����+� �¬¨O{¬«����O{ �O�4{����F¨�¦�£���� �  	���F{¬¨¢ �{�� ¤«*�� ¢� �
±  *�F~����|�·¢ K£�|¢¥�¥¤�¢£¤¥��N� ! �O¥�¤�O{�� � ���¬|=��� $�9 �³�¨ ¤|¢ ����¬� ���®��� � � ���¸�F¨�¦�O ¢«�¤¨O¦
���®��� !²�¢¥=� ���}�²¡O{���| �x�¢{}���D� ��¨¢{¬«�¦ ���O{ ���4{����F¨�¦k� !"�O¥�¤�O{}|�¦k£=� �����;�����©{¬¨¢ ��x� �
{ �O�4{����F¨v� ! �O¥�¤�O{�|�¦*{�|�~
� !"�¢¥�¤�O{�|�¦*£�|�~ ��� �}� ���®���'���6�}��¨ ���� �{�������«�¤|¢ ����¬�
� £=����� � ª��O� �°��¦ �9� {¬¨¢ m£=��� �°£¤{;�I�7¨�£�|�~�� ! �O¥�¤� �����¬|���  $�9 ����®�Oª����)! ����� !"�O¥�¤�
�� �{�|¢¥¤«O¦¢³�{�| bit OW ��� �}�©{¬¨¢ �{�� ¤« ¤¨�� �� �³�ªF�°�O{ ��¨ ���O{ ���4{����F¨#� ! �O¥�¤�O{�|�¦
�O£=������|¢ 
� ��� {��¤�.�T�I�.{ � � � 9 ¢��� ! �O¥�¤� �� �{�|¢¥¤«�¦*���   �£�|=��� �� ¢��ª �¬��!F{�� ��£'�¢ $�
�O£�¡��  ¢�&� ! �O¥�¤� ������|=��  $�9  �
� |&� ! �O¥�¤� �� { ��!B�¬���F¨�¦*£��  O�	�x� ��� � � ����{}�¤�¶��{¬¨¢  ��|=�¬~�!7«
{¬¨�¦�� ���¬����� �®��¦N{��9 
� !²�O¥���O{��9 �{¬¨O¦�¤|¢ ����¬��¦ ���®��� � � ���¸�F¨�¦�O ¢«�¤¨�¦ ���¤� ��� �£�|=��� �� ¢�#{�|y�� ¢{�� �x� �
{}�O�4{¬«��6��� ���¢ ��� ¢���O£�¡#{��^£����¬�O£'�¢ $��� ! �O¥�¤�O{�� �
� {}|v�T�¶«�¤�s¹ � �7� �O£=������|¢ 
� ��� {��¤��¨���|=¤«�{�|�~ ���O{����+� �¬¨O{¬« ���O{ ���.{}���F¨�¦$� ! �O¥��
¤�O{�|�¦ �

EBEreserved L AT FT FAV OW

31 18 17 10 9 8 7 5 4 2 1 0

� �¶«�¤��¹ � �7� �IA �O{����+� �¬¨O{¬«�¦ ���O{ ����{����F¨�¦�� !"�¢¥�¤�O{�|�¦

EBE
� | £=���	�¸| ��~O{�¡ �¬¨O¥��9 	���${¬¨¢ P·O£������¬¨ � ���1{���������|�·Y� ! �O¥�¤�O{�|�¦

��{}|�  �	�°��~O¥¤| (External Bus Error).
¯ ��� �  	���x{�� ¤«�¡¢{}�¢ v�6�!£=� � �°£¤{;�I�F¨

�%�O£�|��¸|�~ � ���1{���������|�· £=�¬|���«�¤�O{�|�¦ � � �9{�� �� ¦�{}|�~�£=� � �¸|�~ ���¬��� {��9 �{��¤�
�O£�¡#{¬¨� ^~O¥¤|¤£�|�� ¨��F¨ �

L {�| £=� � �¸|P�O~O{}¡ �¬¨O¥��9 
���3{�| � £�� £=� �¬|�{¬¨�¦ ���{ ��! �¬���F¨�¦*��� � ~¢§²·¢ ¢�6�;�9 
��{}|#|�£�|��¸|��F¨�����@�9§²¨
���m{}|#� ! �O¥�¤� �
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0 �

AT
� {¬·O£�|�¦!{¬¨�¦!£=�¬¡������O�7¨O¦ (access type) £�|�~s£=��|��%�O¥�� �6�!{}|
� ! �O¥��

¤� ���O{��Oª � ��!B��{}�¤����{�|#£=� � �¸|���~¢{}¡ �
FT

¯ ��������� �}�3{�|¢ �{¬·O£�|�{�|�~y� ! �O¥�¤�O{�|�¦ ��' {�� ¤«�{}|�~ � �¬��� { �O{}���3�O£�¡
{}|¢ �{¬·O£�| £=�¬¡��������F¨�¦��B� ��®�y�B��¥=���¬�´³3{}� �¢� �x���@� ¤�O{��y£=�¬¡������O�7¨O¦�{¬¨�¦
�B��¥=���¬��¦ ���¤�F�O£�¡ �����1{�� �����%��£=�¬|��¤¥¤«�¤�O{�� �
FAV

� | bit Fault Address Valid £���� �  	�}��{¬¨¢ s{�� ¤«��  ¢�´³x�¢ s{}|^£=����� � �
�¶¡=��� ¢|�{�|�~ �x�¢{}���D� ��¨¢{¬« FAR � �  ¢�¤�²�/�I�.{}¡ ��� �s£=� � �°£¤{;�I�F¨#� ! �O¥�¤���
{}|�¦ �� �{�|¢¥¤«O¦ ���   � �  O���7�¢ ¢�Oª �x��� |# ¢�*�;���}�F{¬¨¢ 
{���¤«��  ¢� �$� ��£=� � �°£¤{;�I�F¨
¡���I¦&� !"�O¥�¤�O{}|�¦���� �¬|=��� $�9  ���¤� ���{ ��!B�¬���F¨�¦^£=� � £=���,£'�¢ �{}�� ¢� � �  O���
�� ¢� �
OW

' ¥����¸{�|�~�� ª6�®��{�|�~ bit ��£��¢ 	� ª´ª �¬��!²«O¦ ��� �}��£=���¢� ª �¬��!B� ��£����¬�O£'�� �� �

Fault Address Register� �x�¢{}���D� ��¨¢{¬«�¦ ��� � ·¢§²~¢ ¢�F¨�¦�� ! �O¥�¤�¢{}|�¦ � �  O��� �� ¢��¦ 32 bits �x�¢{}���D� ��¨¢{¬«�¦
£�|�~�£=���¢� ��������{¬¨¢ �������|¢ O����«���� � ·¢§²~¢ ¢�F¨�£�|�~^£=�¬|�� �¢¥����6��{�|�� !"�¢¥�¤�
£�|�~��;�����
�x�¢{}�Oª����)! � �,��{}|�  ���O{����+� �¬¨O{¬« ���O{ �O�F{����F¨�¦�� !"�O¥�¤�O{}|�¦ � � ���O{����+� �¬¨O{¬«�¦
��~O{�¡�¦ � �  ¢�¤� ¤¡¢ ¢|��¢ ¢�Oª´ $�I�7� ¤|�¦ � � £�|��®���¬«O£�|¢{��
£=��|���£'�¢§ ���®� � ª¶ª����)!²«�¦^{�|�~
�x�¢{}���D� ��¨¢{¬«��O~O{}|�·��Oª´ ¢|=� �¸{��¤� �



� ��� ��� � � � �

��� � � � � � 	 � ��� � 	 � � � � � � � � �1� 	
� � � � � �

� �	� � "	� �	� �
� �
� {�| ��� ! �O¥¤�¤�¸|s��~O{�¡�£=���¢� ª � ��!B��{}�¤�¢¨ ���®�����������B�®� ��I{¬¨� *|�£�|��®�N£=���¢ª ¤�O{�|�£�|��®«�§©¨ �

� �I|���¥���ª/�¶|�¦>{¬¨�¦ ���O¥¤«O¦J¥���� {}|�~�� ª6�°��¦>{�|�~m~O¥�� �x|�· �x���¢¨ ���®¡=� § �I�F¨*{;�9 *� !²�O¥���O{��9  �
� �°��{¬¨ ��� ����£=� �¬���E�I�7¨���~O{¬«O¦�{¬¨�¦ ! ���F¨�¦O���¬¨��7� ¤|¤£�|��®«¢§²¨
���¢  ���O{ �O¥�¥�¨O¥¤� ���¬ª¶�O¥�� �®�
{}¡��F|�ªF�®�#{¬¨¢ �����{ � ¥����F¨����®�)!²¡=���9 �{����.{
�6� � �¬|=¤|��@�1{¬« ���¢§ �I¦ ���¤���¢¥�¥¤�Oª�� ¦k�F{�|¢ 
VHDL �=� �¢� �x�<£�|�~�£=� ��� ª � ��!B�}�,{�| REGATE. � I¥�� ª/�´|x� ��ªF�  ¢�¢  ���¤�3�F{¬¨� �£¤¥¤�O{ �
!²¡=��¤� ���{}| FPGA ���¤�,��{¬¨¢ �£¤¥¤�O{ !7¡=��¤��{�|�~ REGATE.

� � ��|=����%� ¦ ¤|¢ ������ ¦
{}|�~ REGATE £�|�~ ��¥���ª/�x§²¨
���¢ &��{}��£¤¥¤���¸�7�®����~¢{¬«�¦k{¬¨O¦ ���°£¤¥�� ¤�¢{�����«�¦����¬ª¶���B�®��¦
� �  ¢�¤� �

• | ��¥���ª���{¬«�¦�{¬¨�¦ O ¢«�¤¨�¦ SDRAM ���¤�F¨ O ¢«�¤¨ SDRAM

• ¨ ¤|¢ ����¬�*�¢�°����� � ��� �F¨�¦ O ¢«�¤¨�¦ (MMU)

• ¨ ¤|¢ ����¬��� �¬~O£¤{�|¢ª����)!²¨��F¨�¦s�O¥Oª�|=�	� § ��9  DES

• |��B¤|� )�)� � ¦ MAC

• | ��¥���ª���{¬«�¦����®�
��|¤£5�9  (Interrupt Controller)

• | ��¥���ª���{¬«�¦����� �7¨O¦�£=��¡��������F¨�¦ O ¢«�¤¨O¦ (DMA Controller)

A �¢§ � =�®� �� ¢¡O{¬¨¢{}��{}|�~ ����!²�O¥����¸|�~&��~O{�|�·#�¢ �{��¸��{}|��K��� ���B� �%�¢§ � ��®�&�O£�¡���~O{ � ¦
{�� ¦ �¬|=����%��¦ ¤|¢ ������ ¦ �



: ���3��(<;>= �\�x�3��( �M,). 	9�I. 	9��� �$�9��	9�I. 	9���
SDRAM

0 �

� � � � � ��� � � � $ ����� � �$
 � � 	��� 	 $ �� " � 	��� 	 $
SDRAM

� {�¡��¶|�¦*{}|�~ ��¥���ª/�¶|�~k��~O{�|�·k«O{��¢ �¨ ��� ����|'������«���� ������·� O¨O�7¨s{¬¨�¦�|=� §©«O¦�¥��}� {�|�~
� �
ª �®��¦�{}|�~�� ¥�� ª���{¬«^{¬¨�¦ O ¢«�¤¨�¦ SDRAM. � 9 ¢��¦�£�|¢¥¤·��.{}|��K�����@� �¬¨�¦ � ¥���ª/�¶|�¦ � ª��  	�
��v{¬¨ ���®�)�¢� �x�O� �°� ���=� �  O¨O�7¨O¦�{�|�~ micromonitor.

� {�|¢ &��¥���ª/�¶|���~¢{}¡�³ �� ¢� �����|�¦
{¬¨O¦ SDRAM ª � ��!B� {��¤�,�6�*�  O�<£=���1{�| £'� �¬���6¤� �� =�®�<�F~Oª���������� ��  ¢¨�{�� ¤« �<� �
�  ¢� � � ·O{����¬|L£'� �¬���6¤��ª6�  
��{��¤�J�� )�¢ª´ $�I�7¨�{¬¨O¦�£=� ���¸|��¶«O¦<��~¢{¬«�¦�{¬¨�¦ O ¢«�¤¨�¦ � ±  
�%�¢§ � =�®� �¢����·¢§²~¢ ¢�F¨�£=� �����;�����²{¬¨¢ �{�� ¤«�£�|�~�ª � ��!F{¬¨
���k��{�|�£=���1{}|�£'�����O�B¤�x³7{�¡O{��
{�|#{�� �4{�§ �N� � � � {}���B��£�� {¬~�� � ¦ �

� 9 ¢��£¤¥¤«�����¦v{�����{
ªF�°��{¬¨¢  SDRAM £=� ��£=�}�² ¢� ��¥���ª/�����©{��¸¦�� �¬«�¦v£=� ���°£¤{;�I�6�}�¸¦
���¤��£=�¬|ONO£�|�§ � �6�}�¸¦ �

• � �����O¥¤·O£¤{����F¡¢¥¤¨�{¬¨¢  ����{}�O�7¨^{¬¨�¦ SDRAM.

• � � ��¥�� ª8���}�F¡¢¥���¦s{��¸¦s£�� §²�¢ ���¦�£=�����°£¤{��I�6���¸¦����¬���´~
��~
��¥�� ��O{;�9 

• � � ��¥�� ª8���}��{�| �¬~¢§ ¤¡#�¢ ¢�¢ ��N�I�7¨O¦�{¬¨�¦ O ¢«�¤¨�¦

• � � ��¥�� ª8���}�F¡¢¥���{���£��
���¢£'�¢ $� ªF�°�&¡�¥¤|�~�¦�{}|�~�¦ �¬~¢ ¢�O{�|�·O¦s{��¬¡¤£�|�~�¦s£=��¡��������
�7¨O¦��F{¬¨ O ¢«�¤¨

' �%�O¥¤~��7¨k{�|�~v�F~¢ ¢¡�¥¤|�~v{¬¨�¦ O ¢«�¤¨�¦ SDRAM � �  ¢�¤�=��®� � ·
��|¢¥¤¨ ���®�����������B�®� � �
� �¢�¸|�¦�| �'� ��������¦s{�|�~��¬|��´��¤����{�����|�·�£=�¬|¢ª � ���¤�O{�|�¦ ���O{��O¥¤�
��%�¢ 	�}���  ¢��£�|�¥¤· �� � �¬¡
����¬|�¦#{¬¨�¦ O ¢«�¤¨O¦ RAM.

' |=� §²«y¥���� {}|�~�� ª6�®����~¢{}|�·<{�|�~ �=� �¢� �x��£��¸��{�|�£�|�� � �9{¬¨
���O¥�«K¥��}� {�|�~�� ª6�®�*��~O{¬«�¦,{¬¨O¦9£=� ���¸|��¶«O¦I{¬¨O¦ O O«
¤¨�¦ �.� |�~O£�¡�¥¤|��°£�| ����¬|�¦1{¬¨�¦ O O«
¤¨�¦¢³
�¬¨O¥����¬«��O£�¡�{}|^{ ��¥¤|�¦m{�|�~ �'� �������
{�|�~
{�����{ ��;�����x{�|�{ ��¥¤|�¦N{¬¨�¦ O ¢«�¤¨�¦ SDRAM~¢£�¡=����� {}�¤����{��¸¦ ��|��x� ¤���B� � ¦v£�|�~�£=� ��� ª � ��!7|¢ �{}�¤�7£����¬�
�%�O{�� �!� |�{ ��¥¤|�¦v{�|�~ �=� �������
{�|�~ {�����{ � �  O���1£�|�¥¤· ��·	�x|�¥¤|P ¢� ������§ � � ����/� �� ¢¡�¦��F~����¡�¥¤|�~�£�|�~ ���¢§²|=�	� � ��{��¤�
��{¬¨��F·¢ ������F¨ (linking) {}|�~�£=�¬|¢ª � ���¤�O{�|�¦ �' £=���1{¬¨ �¬|=�x� ¤�O� �°�L£�|�~L£=� �  ��¢ 	��¨ O ¢«�¤¨ �x���$| � ¥���ª���{¬«�¦ O O«
¤¨�¦ � �  ¢�¤�J¨
���¬�
��� �(�=�I�F¨ £��¸§²�¢ $�9  �=�����¶~
��~
��¥�� ��O{;�9  � � �®� {}|P� �x|¤£�¡ �O~O{}¡ ���¬¨��7� ¤|¤£�|�� � � {��¤�
¨ �� §²|%�¬|�¦�{;�9  �x�  ¢|�·���� $�9  �O�7�/�9  �L: �#{¬¨ �� §©|'�¬|L�O~O{¬«´³ �%�¢§ ��!7|�� ��¡¢¥���¦�|��
��� � ~¢§²·¢ ¢�6�}�¸¦J{¬¨�¦�O ¢«�¤¨�¦Iª � ��!7|¢ �{}���
�� ��°�N{�� ¤«m£�|�~�¡�¥¤�m{�� bits {¬¨�¦�� �  ¢�¤�
¤¨)� �  O���%�
£¤¥�¨¢  �� ¢¡�¦ �v: ��{ �&ª6�  	� {��¤���¢ ��Oªx ��I�F¨#{¬¨O¦ O ¢«�¤¨�¦ �x�����7·¢ª����¢�¸�F¨ ��s{¬¨¢ �{�� ¤«�£�|�~
ª����)!7{¬¨
��� � ±  �¡�¥¤�&¥��}� {�|�~
�¬ª¶|�·� #�/�I��{ �´³���{¬¨¢  ��£�¡=��� ¢¨ ��£��¢ ��O¥¤¨ �²¨�| ���F�F|�¦�{¬¨�¦
{���¤«�¦1�¢ ¢��!7|�� ��¦I|�¥��¸��§²���  
��� =�®�K§"���F¨ ���¤��� £��¢ ¢�O¥�����%�¢ 	��{}�¤� ¨ �����®� ���®�����������B�®� � ± ~O{�¡
ª �  	� {��¤�  ¹ !²|=� � ¦¢³ ���� �¢� �¬¨O¥¤�)��«�| ���F�7|�¦� ¢� ����� § � �R�6�
¡¢¥¤��{�� bits ��®��¦
¥����¬¨�¦ �±  k~O£'��������� �%�O£�|��¸| ���¬���´~
��·
��¥�� ¤��«k¥��¢§²|�¦N��{¬¨s¥¤|¢ªF� �x«�� � � � �®���F¨´³ ��!{}|� s{���¡¤£�|
�O~O{}¡�§²��!7�¢ 	� ������ �/�I¦v{�|<£=�¬¡)��¥¤¨�¤�x³©ªF�®�¢{ ���7¨	�'�9 ¢|¢ �{���¦ �  O� bit �F{¬¨� &{���¤« �� ¢�´³
�£�|=��� �� ¢���7~
���|�·¢ 
|��B� �¬«�¦�£=�����°£¤{��I�6���¸¦k¥���§©|�~�¦ �

•
' {�� ¤«��F{¬¨ ��� � ·¢§²~¢ ¢�F¨^£�|�~^£����¬|�~��7���������F£=�¬¡)��¥¤¨
¤�^ ¢��£����¬���� �  	�}� ¤¨�� �  
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• � ��~O£'�
�$�´|�~� ^£����¬�O£'�¢ $� �O£�¡��  O�O¦����F�7|�� �
� �®���
��¡=¤¨ ���ª��O¥¤·O{����¬¨y£¤¥¤¨��¬¡O{¬¨¢{}� ������~O{�¡P{�|P{�� �4{¤³9£'���¬���O£�¡ {�|�~�¦ �x�  ¢|�·��

��� ¢|�~�¦����F�F|�~�¦ ���¬¨��7� ¤|¤£�|��¸|�·� ¢{��¤�sªF�®� {}| �����¸| � ���¬|�¦ �¬|=�x� ¤�O� �°��¦ ���¤�k|���{�� �� ¦
0x55555555 ���¤� 0xaaaaaaaa.� ��£�¡=��� ¢|�¦�� ¥�� ª/�´|�¦m�4{�|���� ·����¶��{¬¨¢  � �¬�
��� �(�=�I�F¨�{¬¨O¦m|=� §©«O¦m¥����¸{�|�~�� ª6�®��¦N{}|�~
��~�§ ¤|�·��� O�� )�N�I�F¨�¦>{¬¨O¦ O ¢«�¤¨�¦ �3A �¤����~O{�¡�¦K| � ¥���ª/�¶|�¦Kª6�  
��{��¤���� �¬·�|s£=� � ���6¤�O{�� �
� {}|
£=���1{�|�£'� �¬���6¤�s�6� �%�¢§ � �¢����·¢§²~¢ ¢�F¨ O ¢«�¤¨�¦Kª � ��!B� {��¤���F�¢ �{�� ¤«k¨ �����®��¨ ��� ��· �
§©~� O�F¨ �,� �®�
£���� �����}� ª ¤�^¨��¢����·¢§²~¢ ¢�F¨ 0x40200000 §²� �;���}�´{¬¨� �{�� ¤« 0x40200000,¨ 0x40200004 {¬¨¢  0x40200004 �x|�� �!: ¡¢¥��¸¦sª �¬��!7{�� � �x���7¨�{�� ¥���~O{����®�*��� � ·¢§²~¢ ¢�F¨
O O«
¤¨�¦¢³4| ��£=� �����¬ª¶���4{¬«O¦��£����  	�}�.�6� �� ¢�����¬¡��¶| ���¢§²~��.{ � �¬¨��F¨�¦ (delay loop), ||�£�|��¸|�¦
~O¥¤|¤£�|�� � � {}�¤� ��J���¬«��F¨ ���O{}���+� �¬¨O{¬«�ª��®�#{�|¢ ��� {��¬¨O{¬«x³F�O£�|'! � ·Oª�|¢ �{���¦���{¬�7�
� �¢£�|x�°�y¥����¸{�|�~�� ª6�®���� )�¢ª´ $�I�7¨O¦ 6
��ª¶ª �¬��!7«�¦���{¬¨¢  O ¢«�¤¨ ��� {¬¨<�F~¢ ��������®�´³ �����x�  ������
{}| � � ·O{����¬|�£'���¬���6¤� � ±  
¡¢¥¤�^¥���� {}|�~�� ª�|�·¢ 
�/�I�4{ �´³ �%�¢§ � �¢����·¢§²~¢ ¢�F¨v§²� �;���}���F�¢ 
{�� ¤«m{¬¨¢  �����®��{¬¨ ��� � ·¢§²~¢ ¢�F¨ � ±  �~¢£'����� ���
�%�O£�|��®�s�O¥�¥¤�¢ª�«m{�� ¤«�¦>�6� �%�O£�|��®� ��� ��·�§©~�  �
�7¨x³ �  $� | ��¥�� ª8�¶|�¦v{;�9  �x�  ¢|�·���  $�9 ����F�T�9 ^«O{}�� �� £�� {¬~��¶«O¦¢³²~O£'���������²£��¸§²�¢ ¢¡O{��O{��
£=��¡)��¥�¨�¤� ��^{�| �¬~¢§ ¤¡��¢ ¢�¢ ��;�I�F¨�¦^{¬¨�¦�O ¢«�¤¨�¦ �#� | £=�¬¡��¤¥¤¨�¤����~O{�¡ �£�|���� �4 ¢�
|%!B� �°¥���{}�¤�F�6� �

• ���
��« ��£��°¥¤|¢ª¶«�{�� ��9  ���¬|¢ O� �6¤|�·�{¬¨�¦ O O«
¤¨�¦���{�|�~O¦��¢ �{ �¸�4{�|��K�¶|�~�¦����O{}���+� �
�¬¨O{ ��¦�{�|�~ ��£=��� ��� ª����.{¬«

• ���O{���� � � ~�����{�����¡�£=��¡)��¥�¨�¤�^{¬¨�¦ O O«
¤¨�¦

• ���
��«��T��� � �®�O�7¨��6� � £��°£=���¬| ������¬|�¨O¥�����{���|� �� �x«O¦¢³ ����O£�|O{ ��¥�� �6¤�#{}|�{�� ¥¤����¡
��·
��¥�� ¤�
 O�*�;�����7£=�¬|)��¥¤«�¤�O{��,���¬|¢ O�¸�6¤|�·

: � { ��{¬¨¢  � £�� {¬~��´« |¢¥¤|���¥¤«����I�F¨�{��9 <£����¬�O£'�¢ $� ��¥���ª/�+�9 �³ � £��� O�¢¥¤����%�¢ 	��{}���
¡¢¥¤¨�¨^£����¬�O£'�¢ $� ���®�)�¢� �x�O� �°� ��m{��¸¦k�
��¡¢¥¤|�~¢§ � ¦ ��~�§ =�¸�6��� ¦ �

• 9 	� � ª�|¤£�|�� ¨
��� ¢¨ ¤¡� O|&{¬¨¢ 
ª �¬«Oª¶|��¬¨�O ¢«�¤¨*� ���¬|=��� $�9  (data cache)

• 9 	� � ª�|¤£�|�� ¨
��� ¢¨ ¤¡� O|&{¬¨¢ 
ª �¬«Oª¶|��¬¨�O ¢«�¤¨ �� �{�|¢¥��9  (instruction cache)

• 9 	� � ª�|¤£�|�� ¨
��� 	� ¦k{��¸¦sª �¬«Oª�|=����¦ O ¢«��� ¦ �����¬|���  $�9 ����¤�6�� �{�|¢¥��9 

• 9 	� � ª�|¤£�|�� ¨
��� ¢¨ burst instruction �+� � �¸¦kª���«¢ª�|=� � ¦ O ¢«����¦

• 9 	� � ª�|¤£�|�� ¨
��� ¢¨ ¤¡� O|&{¬¨¢ 
ª �¬«Oª¶|��¬¨�O ¢«�¤¨*� ���¬|=��� $�9  �� burst

• 9 	� � ª�|¤£�|�� ¨
��� ¢¨ ¤¡� O|&{¬¨¢ 
ª �¬«Oª¶|��¬¨�O ¢«�¤¨ �� �{�|¢¥��9  �� burst

• 9 	� � ª�|¤£�|�� ¨
��� 	� ¦k{��¸¦sª �¬«Oª�|=����¦ O ¢«��� ¦ �����¬|���  $�9 ����¤�6�� �{�|¢¥��9  �� burst



: ���3��(<;>= � ,F��� 	>=²�3� �7��� �©�C�+;J�)D ���F*1��� 	,�I. 	9���
(MMU)

KM�

� �O£����¬�O£'�¢ $� ��£��¢ ¢�O¥¤« � ���¸¦>{;�9  ��¥���ª/�+�9  �� �����)!²|=�¬|�~�¦K�F~¢ ��¬~����6¤|�·�¦J¥��}� {�|�~
� �
ª �®��¦^{��9  O O¨
��9  cache �O£�|�� �x|¤£�|�·¢ ���{�|¢  �  ¢{�|¤£��¸�B¤¡�£=�¬|)��¥¤¨
��O{��9 `���¬|¢ O�¸�B¤|�·
{�|�~y�F~��.{¬«�¤�O{�|�¦ �&� �°��{�|¢  �����¸| ¥¤¡¢ª�|�³,�F{¬¨ �¬|��´��¤«<{�|�~ � ¥�� ª���{¬« ���¤�4{¬¨�¦ O ¢«�¤¨�¦
SDRAM ³��
��|¢¥¤|�~¢§ � ��¨ ��£��¢ ��O¥¤¨��7¨�{�|�~s£����¬�O£'�¢ $�P�F~¢ ¢¡¢¥¤|�~ �¬|=�x� ��9  ��>{¬¨¢  ���¬«�¦
{��¬|¤£�|¤£�|�� ¨��F¨ � ¨�£=�¬¡��������F¨����¤�²¨�� ª´ª �¬��!²«���{¬¨ O O«
¤¨�ª6�  
��{��¤�B�� �  �{}|�¥�� ¦ ���°£¤¥¤«O¦
£=�¬¡��������F¨�¦ � � � �  ¢{�|¢¥���¦���~O{ � ¦ � �  O���.|�� load double ���¤� store double ���¤�R£=� ���(�
ª����)!²|¢ �{��¤�9�¢ ¢�O¥¤~¢{����%����{}| ��ª/����� � ����� |L�¢ ¢��!²|=� ��¦�{}|�~ ��£=� �����¬ª¶���4{¬« SPARC V8.

� � ����{���¥����6���¸¦�{;�9 �£��
���¢£'�¢ $� �¬|��x� ��9  � ����� �¬�¢ �¡O{�� ���� �~O£�«������ �%�O£�|��¸| £=�¬¡��
�¤¥¤¨�¤�^�T����{����%� ��m{¬¨^¥���� {}|�~�� ª6�°�&{�|�~ ��¥���ª���{¬« O ¢«�¤¨�¦ ���¤��{¬¨�¦ O ¢«�¤¨�¦ �

� ��� � � ��� � � � $ 
#	�$ � � 	 )�'*� $ ' " � � �#� � " � 	�$ � 	� �
� 	�$

(MMU)
' ¤|� )�)�������®����� ���¢�¸�F¨�¦ O ¢«�¤¨�¦<�¢ ¢�O¥¤����'�¢ 	�}�>{¬¨�  ���{ �)! �¬���F¨$!7~��7���=�9 $�¢����~��

§²·¢ ¢�6�N�9 ��B� ������|¢ O���%��¦ �k' �¬|=¤«´³�|�� ���O{����+� �¬¨O{ � ¦ ���¤��|�{��¬¡�£�|�¦�¥��}� {�|�~
�¬ª �®��¦�{¬¨�¦
�;�¶|�~¢ �£=����� ª �¬��! � ���F{�|v£=�¬|�¨Oª�|�·���  ¢| ��� ! �O¥¤��� | �J� {¬¨¢  �� ¢¡O{¬¨¢{}�s��~O{¬«�£=����� ª � ��! ��{��¤�
¨ ���®�)�¢� �x�O� �°��£�|�~��	�x|�¥¤|�~¢§²«¢§²¨
���vªF�°��{¬¨¢ �£�� �.{�|�£�|�� ¨��F¨�{¬¨�¦
�/�I�4{¬«O¦k¥���� {}|�~�� ª6�°��¦
{¬¨O¦ �9' �/�I�.{¬«m¥���� {}|�~�� ª6�®�s{¬¨�¦ ¤|� )�)���O¦ �¢�°����� � ��� �F¨�¦ O ¢«�¤¨O¦ �£�|���� �O O� ���¢§²|=���¸�4{�� �
�¢£�¡#{¬¨¢ ^�/�I�.{¬«
¥����¸{�|�~�� ª6�®��{��9 �� �¬«�¦ ��£�� �� �¬|�~�¦�{�¤¨���O{;�9  �

• {��9 �� £����� �¬|�~�¦ ��|=����=�9 �¤|¢ ������9  44���O{����+� �¬¨O{ � ¦ �

• �� { ��!B�¬���F¨^�B��¥=�����9 �����¢ �{�� ��{�|��9�´¨��F¨ � �  O�^£=�¬|�¦ �  ¢���
• {¬¨ �� { ��!B���O�7¨^�6��¥=�����9 ����{¬~��¶���®���¢ �{��¸��{}|��K�¶¨��F¨

• {¬¨*�¢�°����� � ��� �F¨�£�|¢¥�¥��9 *��� � � ª��O�²�E�9 

• {¬¨*�¢�°����� � ��� �F¨����®�
��|¤£5�9 

• {¬¨��7~� 
��� ª����B�®�����{�|¢  ��¥���ª���{¬«��
����F¨�¦�£=�¬¡��������F¨�¦���{¬¨�O ¢«�¤¨

• {¬¨��7~� 
��� ª����B�®�����{��¸¦�ª �¬«Oª�|=����¦ O ¢«��� ¦ �� �{�|¢¥��9 ����¤� ��� �¬|=��  ��9 
� �®�#{�|¢ �� ¥�� ª/�´|�{¬¨O¦ ¤|¢ ����¬��¦ �¢�°����� � ��� �F¨�¦ O O«
¤¨�¦Y���¬¨��7� ¤|¤£�|��®«¢§²¨
���¢ �£�|�¥�¥�� ¦

�� §²|'��|�� ���¤� ��� ª��O¥�� �®� �<� � ��~����®¡O{������ �¢£�¡ �O~O{ �y«O{}�� �¨ �� ¢�/� ¤�O{;� ��� ¢¨ ¤|¢ ����¬�
�¢£�|�� !7�O¥���O{;�I�F¨�¦�{�|�~ � £=����� � ª��O�F{¬«x³>{�� GNU binutils 4��x~
�	�E�I¦<{�| £=��¡�ª �¬���¤�
objdump ��³�|B£=��|��F|=¤|��@�1{¬«�¦ �� ¢¡�¦ LEON-2 �F~���{¬«�¤�¢{}|�¦ tsim, {�|(£=�¬¡¢ª �¬���¤�
Modelsim ª��®� ���¬|=¤| �E�I�7¨x³���~O{�¡¢ ¢|=¤� �� � � �*£=��|�ª � ���¤�O{��N£�|�~ ���=�x�  ¢|�·¢  ¤¡¢ ¢�*{�|�~�¦
{�|#�F·���{¬¨�¤� ���¤��� ¥�� ª/�´|�~� ��%�O£�|�� � ¦k�F~Oª � ������� ��� 	� ¦�¥����¸{�|�~�� ª6� � ¦�{}|�~^�F~���{¬«�¤�O{�|�¦ �

#$¡¢ª8� {¬¨�¦�� �¢�°�¤� {�� �¬¡O{¬¨O{���¦�{¬¨�¦�¥����¸{�|�~�� ª6�®��¦�{¬¨O¦ ¤|¢ ����¬��¦����®��� � � ���¸�F¨�¦ O ¢«�¤¨�¦
� �  ¢�¤�x£�|�¥¤· �¬·�� ��|¢¥¤|^ ¢�
�O£�|=¤|¢ $�9§²|�·�  �%�O£�|��®�^�.{�|x�K��� �®�
{¬¨�¦*£����¬�O£'�¢ $�Y¥=�¸�.{}��¦ ���¤�



K+� : ���3��(<;>= ��=9�'?@.��\�3�F� ,)=�B1�/(@D ��� B4�,�F�G=C�

 O� � ¥���ª/�x§²|�·¢ ��� ¢�
£=�¬|�¦ �  O� �I� �°�
{}|�¥¤¡¢ª¶|#��~O{�¡�³´{�� ������!7|��¬�
{�� �4{�� � � �������.{¬¨
���¢ 
��#{ � {�|��¸|L{��¬¡�£�|�³ � {¬�7� �I�4{��� ¢� ���O¥�·O£¤{}|�~¢ ����������%� ¡��F|L{�|$�¬~¢ ¢�O{�¡¢  ¥¤�¸ª¶¡O{�� ��� ¦
�¢�°��!²|=����{����%��¦m¥��}� {�|�~
�¬ª � ��¦�{�|����¢§"�� ¢�´³����¤�¶��{¬¨��F~¢ ���� �}�®�k O�vª6�  ¢|¢ �{}���´¡¢¥¤| ���¤�´£�|��¸|
|¢¥¤|���¥¤¨����1{����%� �*� {�|�{�� ¥���~O{����¸|(�.{ ����� | ���¬¨��7� ¤|¤£�|x�°«¢§²¨
��� | £�~��¬«¢ ¢��¦ ¹ � " � »L{}|�~
Linux ¤��� � ��^{�| BusyBox £�|�~ �%�O¥�~O£¤{��^{�� ¦��¢ ��Oª���� ¦���� ��� ª����7�@�9  �+� �¬|�~ ���¬«��
�4{¬¨ �;� �®�P£���� �����}� ª ¤�´³�|�� ��£�� �����|�~�¦ ���O{}���+� �¬¨O{ ��¦ � ����{ � ��|� ¢{��¤�$|�~��7�®�O�4{����%�P�B�
¡¢¥�� ¦y{��¸¦��¬|��´�����¦ ���¤� � �  ¢�¤�K|�~��7�®���.{����%� ���¬·¢ ¢�O{�|  O�L�O£�|=¤|¢ $�9§©|�·¢  � ± ~O{�¡B£�|�~
�£�|���� �© O��ª6�  
���R¡=��I¦�� �  ¢�¤�© ¢� ��� § ����{}|<�7·O�4{¬¨�¤�&�6��=�®��{ ��{}|��®� ���O{ ���4{����F¨#£�|�~
 O� � �  ¢�¤�J£=�¬|)��¥�� �©��¤¨´³$ �{�� {�������  O�¸�4{�����« ���¤�$�¢ ¢�
��{¬«��7� ¤¨´³ ��{¬�²���I�.{��# O� �£�|=��|�·¢ 
 O� � �¬����§©|�·¢ :� ��«O�²��¤�v�F~��£=��� ���6¤�O{}� ���¤�� ¢� �� ¥���{¬¨¢§²|�·¢ �£�� §²�¢ ���¦�£=�¬|��¤¥¤¨�¤�O{����%� ¦
�x�¢{}���.{ ���6�}�¸¦ �� £=���1{�|�¦ ��¥���ª/�¶|�¦<£�|�~ � ªF�  
����{¬¨ ¤|¢ ����¬� ���®��� � � ���¸�F¨�¦ O ¢«�¤¨O¦ ��ªF�  	� �� �	�
 O� �������¡ �T����{����%�y£=�¬¡¢ª �¬���¤�´³,{}| |¤£�| �¸| � ���x�  ¢|�·��6� ¤¡¢ ¢|�{}|�~y{�| �7·O�4{¬¨�¤� ��� |
£=��¡�ª �¬���¤����~O{�¡����¢§²|=� � ���}��{¬¨¢ 
�¢ �{�� �.{�| �K�¶¨O�7¨
{¬¨O¦�£=� ���¸|��¶«O¦k{¬¨�¦ !²~��7����«�¦ O ¢«�¤¨O¦
£�|�~ ���O{��O¥¤�
��%�¢ ¢|�~¢ #{�¡��F|<| �'� ��������¦^{�|�~ ����� |�~�{}|�~�£=�¬|¢ª����
�¤�O{}|�¦���~O{�|�· ��v{��
� ���¬|=��� ¢�^{}|�~�¡��F| ���¤��¨��.{�| � ���^{}|�~ ¤��� � ��m{}� ¤¨�����������|¤£�|�� ¨
��� ¢�������¬|���  ¢���B�
��®� ������|¢ O����«y£=����� |��¶« O ¢«�¤¨�¦ ��' �}� �x|� �� �x«<£=� ���¸|��¶«y~O£�|¢¥¤|�ª6� ����{}�¤�4£=��|��¶§"� {�|¢ �{���¦
=�®�L�F~Oª��������¢����� ¢¨ �.{}��§ ���¬« {���¤« ��{¬¨¢  !7~��7����«$��� � ·¢§²~¢ ¢�7¨ � ' ���®�����������B�®�Y��~¢{¬«
�O£�|O{���¥�� ��{¬¨¢ #�¢ �{��¸�4{�|��K�¶¨��F¨ � � �� ¢��£=�¬|�¦*�� ¢����� ��� �®��£���� �����}� ª ¤�´³ � �4{;� ¡O{�� ���´|�~
��
{¬¨
£=� ���¸|��¶«�O ¢«�¤¨�¦���{¬¨ !7~��7����« �¢����·¢§²~¢ ¢�F¨ 0x40000000 £�|�~ ����{�� �  	��{}���F�O¦�£�|�·
��
��������.{¬¨¢ &��� � ·¢§²~¢ ¢�7¨ 0x41000000. � I��{�� {�� �¬��¡O{��.§"��¥¤|�~���� ¢�<�¢£=�}����|¢ 
�¸�F|�~���
{¬¨¢ �£=� ���¸|��´«��O~O{¬«#�6� ��®� ������|¢ O����«�£�|�~ � ���x�  ��������O£�¡�{¬¨¢  �¢����·¢§²~¢ ¢�F¨ 0xff000000.� �°�  ¢� ~O£�|¢¥�|¢ª6�¸�F|�~����{¬¨¢  ������|¢ O����«$��� � ·¢§²~¢ ¢�F¨�£�|�~ �¢ �{��¸�4{�|��K��� �J�6� �%�¢§ ��!²~O�²� �
�x«���� ��� �� ¢�&£=�¬|���§"� �F|�~
��m{¬¨¢ ^£�|��F¡O{¬¨O{�� 0xbf000000.

� ¨¢ ^£=�¬¡��¶§ ���F¨���~O{¬«^{¬¨¢ 
� �� 
��� !7~��7���%� ¨ ¤|¢ ����¬����®����� � ���¸�F¨�¦ O ¢«�¤¨�¦ � � {��¬¡¤£�|�¦ ��~O{�¡�¦��¢ �{��¸�4{�|��9�´¨��F¨�¦
�O£=�}� �x|� �� � ��{��¤�²��{�|#�T�¶«�¤�  � � �

� {�|�£=� � �¬��¤� �O~O{}¡�³ ��{¬�7�*¡¤£5�I¦ � �  ¢�¤��|=� ª��¢ $� ��� ¢|�³ ���� \~¢£'�������}��£=� � �°£¤{;�I�F¨
 O�P�F¨���}�E�9§ � �>�O�F{�|����®���� �¬|=��  ��9 P« �� �{�|¢¥��9  (data/instruction miss), ���¤�$|��
�¢ �{ � ��{�|��9� ��¦ ���®�
��|¤£'��¦ � �  ¢�¤�=��£�� �F¨�¦��O£=�  	� � ª�|¤£�|�� ¨���� 	� ¦ � ± £=�  	� � ª�|¤£�|�� ¨���� 	� ¦ � �  ¢�¤�
�x����|���ª �¬«Oª�|=��� ¦ O O«
���¦ � ±   ���¤�¤��~O{�¡�¦!| ��¥���ª/�¶|�¦ � �  O���¤£'�
����£�|�¥¤·��O£¤¥¤¡�¦�³'��������{}|
£¤¥���|� )����{¬¨�¤��¡O{��.|�� � ����� �  ¢� �� � �¬¡�£=� � �¬��¤�´³ ���� ·
��|¢¥¤���¢ ¢����  ¢¡���  ¢¨�¥��}� {�|�~�� ª6�®�
�x���>~O£�|�¥¤|¢ª6�¸�7� ¤�Y�O£�|¢{�� ¥�� �6¤�O{�� � 1£�� {¬~�� �®� ��{�| £=� �����
¤�L��~O{�¡��¬¨O¥��9 	���>¡O{�� �  ¢�
�F{�|��K���}�E� � � ¦���� ¤|¢ ¢|�£'�¢{�� � �I{¬¨O¦ ���{ ��! �¬���F¨�¦ !7~��7���=�9  ��� � ~¢§²·¢ ¢�B�N�9 \�6� ������|¢ O���%��¦
¥��}� {�|�~�� ª � �F�/�I��{ � �

� | ��£�¡���  ¢|�£=� � �¬��¤���¢£�|O{�� ¥�� � ��£'����{����F¨#{�|�~�£=���1{�|�~#£=��� � ��¤�O{�|�¦ ��A ������{¬¨¢ 
£=� � �°£¤{;�I�F¨ ��~O{¬«´³�¡�¥�� ¦ |x�K{�� �� ¦ ���¤�K|��K����������|¤£�|��®«��6��� ¦ � �  ¢�¤� � {¬�7����£��°¥���ª ��  	��¦�³
�I�F{��I ¢� ¤¨� �£=�¬|���¥�¨¢§ � �'���®�
��|¤£�«��O£�¡v����{}|�� �®�k�¢ ��Oª´ $�I�F¨�¦ ��� �¬|=��� $�9 s« �  �{}|�¥��9  �
' ���®��!7|=��� � ��� � �  ¢�¤�©¡O{�� ���:���¬¨��7� ¤|¤£�|x��� � {��¤�R¨��¢ �{��¸�F{�|��K�¶¨��F¨��  O�&£=��|�¦ �  ¢���O¥�¥��
��®� {¬~��¶���®���¢ �{��¸��{}|��K�¶¨��F¨ �� {����¬· !²~��7���=�9  ���¤���}� �x|� �� �'�9  ��� � ~¢§²·¢ ¢�6�;�9  � � 1{¬�²� ³
¨�£=� ���¸|��¶«�{¬¨�¦�!7~��7����«�¦ O ¢«�¤¨O¦#£�|�~�£=�������;���}�9{�|¢  �=� ������� ���¤�9{}� ������|=��  ¢��{}|�~
��|��x� ¤����{�����|�·\£=��|�ª � ���¤�O{�|�¦P�¢ �{��¸��{}|��K� � ����{}���N�6�y£�|¢¥O¥�� �������� ��|=���O{��®� ��y{¬¨
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(MMU)

KC0

0xff000000

0xff000004

0xff000008
0x40000004

0x40000008

0x40000000

Virual Addresses

Physical Addresses

"One to One" physical to virtual memory mapping

� �¶«�¤�  � � � ±  �{��¸��{}|��K�¶¨��F¨�!²~O�²� �'�9 ��� �}� �x|� �� � � ¦���� � ~¢§²·¢ ¢�6�}�¸¦�� �� ¢�^£=�¬|�¦ �  ¢���

¤|=� !7«#�6� ¥������9 ��F{¬¨� �������|¢ O����« O O«
¤¨ �!' �¢�°��!²|=� �#�O~O{}|�·�{}|�~&£=��� � ��¤�O{�|�¦v�¢£�¡�{}|
£=�¬|�¨Oª�|�·���  ¢| � �  ¢�¤�²¡O{��²��{¬¨¢ ^£=��� �°£¤{;�I�7¨&��~O{¬«�{ �¸§ ��{}���©�6��¥��}� {�|�~�� ª6�®� ���ª��O¥¤·¢{�� �¬|
����¬|�¦�{}|�~ ��~
��¥�� ¤�O{�|�¦�{¬¨O¦ ¤|¢ ����¬��¦����®��� � � ���¸�F¨�¦�{¬¨�¦ O ¢«�¤¨�¦ � � {�|L�T�¶«
¤�  � ¹
!7���  	��{}���F¨�{¬~��¶���®���¢ �{�� ��{�|��9�´¨��F¨�!7~��7���=�9 ����¤�6�}� �x|� �� �'�9 &�6��¥=�����9  �

� ����~¢{}¡ {}| �F¨��� �¸|$�;���������¬��� !²�O¥¤� �.{�� �9¨ �/�I�.{¬«�¥����¸{�|�~�� ª6�®� �%�O£�|��@�9 ������7�(�
�=�9 ����®�����������7�@�9 &�T����{����%� ���{¬¨��� { ��!B�¬���F¨ ��� � ~¢§²·¢ ¢�6�;�9  � � \�¶|�~��� � �¬��� !7�O¥=�¸�6�}�
�¬¨O¥����¬«y¡O{��,| ���O{����+� �¬¨O{¬«�¦ Context Table Ptr. ¥���� {}|�~�� ª � �9�/�I�4{ � �x���9�
��¡�¤¨
¡¢{���¥��}� {�|�~
�¬ª�� �F�/�I�4{ �
¨ �� { ��!B�¬���F¨�{��9 ��� ¢¡�¦��N�I¦�{��¢�E�9 ^�.{}��� �@�9  4 �¤¥ � ��� ! �O¥¤�¤�¸|
¹ � �#� | ��£�¡=��� ¢| �.{ �����¸| � �  O���R ¢� ���®�¢£�� �.{;�9§ � �3�� �{}� �¬·�|y£=���1{}��£=�}�����
¤�O{}��£=��� �
 ¢|�·¢  ��£�� {¬~��+�I¦ �� �  
��� ª�|¤£�|�� ¨���  	��¦k{��¸¦sª���«¢ª�|=� � ¦ O O«
���¦ ���¤��{¬¨¢  ��£��°¥¤|�ª�« burst
instruction {�|�~ � £=����� � ª��O�4{¬« � � {¬¨� L£=��� �°£¤{��I�F¨Y��~¢{¬« � �!7�¢ 
�¸�4{¬¨	�x�� P{�� £=��� �
{��<£=�¬|)��¥¤«
¤�O{}� ��� �®�<{¬¨� ��¢ �{�� ���{��1£��¸�F¨<{�|�~�¦ ��£=��� £=�
 ¢�y�	�x|�¥¤|�~¢§²¨¢§²|�·¢ �|�� � �¬«�¦
�  �� � ª ��� � ¦ �
� �  O� ������§ � �¢£�|��®���
�����(�=�I¦>§²� ��£=��� £=�1 ¢� � �  ¢�¤�O¨��/�I��{¬« ����{ � ¥�� �F¨N{;�9  �� �{�|¢¥��9 
¹ � �B�<£�|x�¸|��F¨��� �¸|({¬¨�¦ �¬|�«�¦ ����{ ��¥�� �F¨�¦�{}|�~ �=� ������� �  �{}|¤£�� ����{}�¤��{}|B£=���1{}|
£=��¡)��¥�¨�¤�

 �  O��£=�¬|�� ���¸|=��� ��{�� ��¨ !7·��F¨�{}|�~�£=��|)��¥�«�¤�O{�|�¦�³ �¬¨O¥����¬«&��{¬¨^¥����¸{�|�~�� ª6�®�#£�|��®�O¦
ª �¬«Oª�|=�¬¨�¦ O O«
¤¨�¦�|'! � �°¥���{}��� �

2 �  O�&�O£�|=¤|¢ $�9§ � ��| �=� ��������¦�£�|�~ �  ¢{�|¤£�� ���}�©{�|�� !"�O¥�¤�#�6� �� ¢� ��¥����¶� �.{�| �¬~��
 O�¢{}¡ �� ª � §²|�¦¢³���{¬�7�/�I�.{��* ¢�����¬|�¤|��@�9§ � �7¨ ����{ � ¥�� �F«
{}|�~ ��N{�| Modelsim�
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Random mapping of physical to virtual pages

� �´«�¤�  � ¹ �1� ~��¶���®���¢ �{��¸�F{�|��K�¶¨��F¨*!²~��7���=�9  �� �}����|¢ O���%� ¦���� � ~¢§²·¢ ¢�6�}�¸¦
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» �  O� ���¸|�� § �9§ � �¬| VHDL �'� ��������¦J£�|�~*£=�����¸ª����)! ����{�| ��·
��¥�� ¤��{}|�~ REGATE

� �®��{¬¨�  � ·���� �7¨k{¬¨�¦m�/�I�.{¬«�¦ ����{ ��¥����F¨�¦�{;�9  �  �{}|�¥��9 Y���¬¨��7� ¤|¤£�|x��� � {��¤��|��F~¢  �
�¬~��O�B¤¡�¦�{¬¨�¦ �  ¢�T� ¤�¢{�� ��  ¢¨�¦ ¤|¢ ����¬��¦s�O£�|�� !²�O¥���O{��I�F¨�¦N{}|�~ ��£=��� ��� ª����.{¬«´³¶{�|�~
£=�¬|��F|=¤|x�E�1{¬« tsim ���¤��{}|�~v£��
���¢ª�¡=��� ¢|�~ �=� �������
�6��ª´¥��I�F�7� ¤¨��´�¢ ¢«�¦¢³x¡¤£5�I¦m��~��
{�¡�¦ ���!7�¢ 
� ��� {��¤� ��
{}|�£=�¬¡¢ª����
�¤� objdump.

: ��{¬¨ ¤|¢ ����¬���O£�|�� !²�O¥���O{��I�F¨�¦
�  �{}|¤£�� �¬|�~���*£=���1{���{¬¨¢ s£=�����¸|��¶«^{¬¨�¦ ����{ ��¥�� �7¨O¦N{�|�~v£=��|�ª � ���¤�O{�|�¦m£�|�~ �¬¨���¸|�~
� �
ª�� �F{}|#£=�¬¡)��¥¤¨
¤� � ± ~O{¬«�� �  ¢�¤��ª �  O���%� ��®��� £�� £�|¢ ¢¨����®�����������B�®��£�|�~&�O£��¤� {�� �F£�|�¥�¥�� ¦
�¬|��x� �� ¦ ���¤�¤��� ��� {�¡O���¬¡¢ ¢|�³%��� �¬|=��� ¢|�~k¡O{����¢£�¡v{¬¨ ��®��{}|k£=�¬¡¢ª �¬���¤� � ¥�� ª/�´|�~�{¬¨�¦
�  ¢�/� ¤�O{�� ��  ¢¨�¦ ¤|¢ ����¬��¦ �¢£�|�� !7�O¥���O{;�I�F¨�¦<{�|�~ � £=����� � ª����.{¬« ���¬�O{ �
�}���¸�4{�|=� �®�
{������� ¢{�� �� �{�|¢¥��9  �x�����O£�¡v{¬¨¢ ��O¥O¥¤¨s¡O{}�� �¥���� {}|�~�� ª � �x¨ ¤|¢ ����¬� �¢�°����� � ��� �F¨�¦ O ¢«�¤¨�¦
{�|�£=�¬¡¢ª����
�¤����~O{�¡��¢£=�� 	���¬ª¶|�£�|�� � �x{��v�F¨��� �®� ���®�
��|¤£�«�¦ ����{ ��¥����F¨�¦ (breakpoints)
���¤�F£����¬�O{¬«��¬¨��F¨�¦ (watchpoints). � 1{¬�7� ³�ªF�®�� O���£�|=� ���F|�~���m ¢� �¬|�·��� �%�O{��T���¬«��
�7� ¤|s�O£�¡s{¬¨ ¤|¢ ����¬���¢£�|�� !7�O¥���O{;�I�F¨�¦¢³�£=� � £=��������� �¬|�� �  O¨¢{}�m ¢���.{}�
¤�O{¬«��F|�~���9{¬¨¢ 
����{ � ¥����F¨�{}|�~y£=�¬|¢ª����
�¤�O{}|�¦�{¬¨¢  ���O{ �O¥�¥¤¨O¥�¨ ���¬|¢ O����«��.{�� ª ¤« � D £'��������� �%�	���¤�°�
���¤�¤¨ ��£��°¥¤|¢ª¶«s{¬¨O¦ ����{ ��¥����F¨�¦>{��9  �� �{�|¢¥��9 m{}|�~�£=�¬|¢ª � ���¤�O{�|�¦ =�®� =�®� �� ���®�
��|¤£�«
(step execution), �¢¥�¥��^��~O{�¡#¡¤£5�I¦m§²������¨¢ª�¨¢§ � �¶£����¬�
�%�O{;� � ª �x~
¤|¢ 	� � �x�  ���·� O|�~�¦
ª��®� � � !²�¢¥���� ¢�^�F~��£=��� ���6¤�O{}� �

¯ ���¬¡¢¥¤�v��~O{ �´³���{}� �¬·�|^��~O{ ��£=�}�����
¤�O{}�k��~O{�¡ ���� �«O{}�� k�����®��� {������ �¬·�� �x|�¥¤|�³ �����
§ �I¦k{}| ���ª ��§²|�¦�{;�9 �£=��|�ª �¬�����O{;�9 &«O{}�� �£=� ���¸|=�¢�¸�6��  O| �k: ��{ ���F~Oª���� �  ¢|�~
�� ��
{�| objdump {��¸¦ �  �{}|�¥���¦s£�|�~ ����{�� ¥�� �²| ��£=� ����� ª����.{¬«�¦s�B���T� � �F¨ ���{��¸¦ �� �{�|¢¥�� ¦
£�|�~<~O£'�����¶|�~¢ <��{}|¢  �=� �������y{�|�~<£=�¬|¢ª � ���¤�¢{}|�¦&£�|�~�{����;�¶|�~��� � ±  �ªF�®� �%�O£�|�� |
¥�¡¢ª�| ~¢£'�������}�I���!²�(��|�¥=�®� ªF�®� {�|L£�|��®� � �  ¢�¤�1¨ �¬|�« {�|�~ �=� �������´³ �£�|���� �1 ¢� ª6�  	���
| �����¸|�¦ ��¥�� ª8�¶|�¦ ��#{}| ����·Oª¶|�¦ objdump ���¤�����¬|=¤|x�E�1{¬« tsim.

� {¬¨¢ �£=��� �°£¤{;� �
�F¨�£�|�~&{�� ¥�� � ���¢�°�O£��¸�4{;�9§ � �©¡¢{��©~O£'���������©���F~��!T�9 
�®�´³B�����x�  ������©¨��¬¨���¸|�~�� ª6�®� �  ¢¡�¦
 �� |�~´³�¡��F|&{�|��¬~¢ ¢�O{}¡� �������¬¡O{����¬|�~��¬|��´��¤���4{�� �x|�·�£=�¬|¢ª � ���¤�O{�|�¦ �I� |#£=�¬¡¢ª����
�¤�
�O~O{}¡ �������.�4{�¡��¶|y ¢� !"�����}�R{�| �7·O�4{¬¨�¤�#�F{¬¨�  �����®�<�
���¢� �=�I¦�£=�¬|)��¥¤¨
¤�O{�����« �x�¢{ ���
�.{����F¨ �£�|=���9 ¢{���¦
{���~O{�¡����¬|¢ ¢�# ¢� � �  ¢�¤����� ��|�·¢ �{��I¦�������¬¡�³ ��{¬�²� �I�.{��� O� �£�|���� �
 ¢� ����{���¥����.{�� �3��{}| Modelsim �6�*�� ¢� ��·O¥�|¢ª�| ���¬|¢ O����¡ �¢� ���4{¬¨
¤� ��� �®�<{�| ¥¤¡¢ª�|
�O~O{}¡�³²��{}|# �� |�£=��¡�ª �¬���¤�#�T�����¬¡¢ ���¡���|¢ �{}�¤�²¡¢¥�� ¦�|�� ���¬«��6���¸¦k{�|¢ �£=� ����!B��� ���®�
�=�9 
���¬¡'��|�~ � ± � � ���}�² ¢���F¨�����@�9§ � �7¡O{���¨ ����|=¤|��@�I�F¨ �  O¡�¦
£=�¬|¢ª����
�¤�O{}|�¦�¥��¸ª+�9  ¤¡¢ ¢|
Kbytes �6� �  ¢� Pentium 4 3.0 Ghz �£�|=��� �R O� ���®��� �%���6���4£'�¢ $� �O£�¡ ��¸�7« � �¬��� �
: �m{¬¨¢ ����¬|=¤| �E�I�7¨���N{�| Modelsim � �  ¢�¤��£¤¥�� |¢  �¬~¢ ¢�O{�¡� ¢�^£����¬�O{¬¨��¬¨¢§ � �¶¨��
���¢� �
��«�¦�¥����¸{�|�~�� ª6�®��{}|�~ ��~
��¥�� ¤�O{�|�¦¢³> ¢� �  �{}|¤£��¸�4{�|�·¢ �{�� �7«
¤�O{}��£�|�~ £���� �Oª�|� ¢{��¤� ³
 ¢��£=�¬|�� ��� |=���¸�4{�|�·¢ ^£�|��®�^�O£�¡���~¢{ �����£¤¥�����|¢ �{}�¤�¶��{�|&�F~Oª � ������� ��� ¢|�£=�¬|�¦ ��£��°¥¤~O�7¨
£=�¬¡)��¥¤¨
¤� ���¤���� v{ ��¥��}�� O�vª6�  ¢|�~¢ 
¡�¥�� ¦�|x�¶�¢£����¬��� {¬¨O{���¦ ��� |=� § �I�6�}�¸¦���{}| ��·
��¥�� ¤� �

�������
	������������	������ �����������
��������� � 	��"!#�$�&%��'�(&��%�'�)*%��
�!#�+)�,�,����-��.0/��&�-1�32
�����54
	�,��6��
%��
	�!#�+��,�,��7%��3����8������+9��+	�����5�5:�	�%�;<�=!#� ����������%>. �?,��=�
@��7���+�#� � �%� � @5A#@��3;B�C% � ��)���;B�7A#��'����+;B�CAD���
�+�����,��5AD�
� � )E%��
�!#�+)�,�,����-�F!#���?�+@G,����)5�
�E��������������� AD@��C,5��H5,�@5��: I���
	�����J�����+83'��3A#@5�C,���!D�5'5KB�����
%�)��+�G%��'�(
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� � �F|¢ m��!²|=� ��{¬¨¢ m�O¥�¥¤¨¢¥�� £�� � �¬���F¨m{¬¨O¦ ¤|¢ ����¬��¦ ���®����� � ���¸�F¨�¦ O ¢«�¤¨�¦ ��J{�� ¦Kª���« �
ª�|=� � ¦�O O«
���¦�³¢{�|�£=�¬¡��¤¥¤¨�¤��£�|�~*£����¬|�~��7�����.{¬¨
���1«O{}�� �¡O{�� ³¢¡O{��¢ �ª����� ���J¨�ª �¬«Oª�|=�¬¨
O O«
¤¨ �  ¢{�|¢¥��9 x³´¨ MMU £=�¬|=���O¥�|�·O�B��{¬¨¢ v�¢ ��Oª´ $�I�F¨v{¬¨O¦ ��£�¡���  ¢¨�¦ �  �{}|�¥¤«�¦m�¢£�¡
��~O{¬«¢ �£�|�~&� �����9�� 
�^| �� {��¬¨O{¬«O¦v£=�¬|¢ª � ���¤�¢{}|�¦^{}|�~ ��£=� �����¬ª¶���4{¬« �v� |�£=��¡)��¥�¨�¤�
��~O{�¡#�¢ �{�� ���{��1£��¸�.{¬¨
��� ��m{¬¨ ���§²|'�¬|#£�|�~�£=����� ª � ��!²¨	� ��£��
���¢£'�¢ $� �

� � � £�¡=��  ¢�k£=��� � ��¤�O{��k£�|�~ ���¶|�~¢ k�T�������®���.{�� �¤ªF�®�s{¬¨¢  ���¬��� !"�¢¥��¸�7¨�{¬¨�¦�|=� §²«�¦
¥��}� {�|�~�� ª6�®��¦y{¬¨O¦ ¤|¢ ����¬��¦ ���®����� � ���¸�7¨O¦ O ¢«�¤¨�¦ � �  ¢�¤�>��� � ��{ �P£��¸|B£�|�¥¤·O£¤¥¤|���� ���¤�
£=��|����O¥¤|�·¢ #{¬¨¢ &{}��~¢{}¡����¬|¢ ¢¨�¥��}� {�|�~
�¬ª �®� �x���.�F~¢ 	��� ª����B�®�#£�|�¥�¥��9  �¬|=����=�9  ¤|� )� �
���9 �{�|�~��7~O�4{¬«�¤�¢{}|�¦ � � I{¬�7� �;�¶|�~�����F~¢ ��¬~����6��  ¢¨�¥���� {}|�~�� ª6�°��{¬¨O¦ ¤|¢ ����¬��¦ ���®� �
��� ���¢�¸�F¨�¦�O ¢«�¤¨�¦¢³.{�|�~<�F~��.{¬«�¤�O{�|�¦ �¢�°�
��|�£5�9 �{�|�~ ��£=� ����� ª����.{¬«´³.{��9 �ª���«¢ª�|=���9 
O O¨
��9 ����¤�²{�|�~ � ¥���ª���{¬«��
����F¨�¦�£=�¬¡�� �����F¨�¦v��{¬¨�O ¢«�¤¨ �*: �������%���O£�¡�{}��£=�}����� �
¤�O{}�&��~O{ ��! � �  ¢|�~¢  � £�� {¬¨���� ¦v{�|��7·O�4{¬¨�¤���6�s£¤¥���|�  ¤¨�¥����¸{�|�~�� ªF����« ���O{ ���4{����F¨´³
ªF�®�v ¢� ��¥���ª/�x§ � � ���¤�x£����¬�O{¬¨��¬¨¢§ � ��¨��7~
�£=� ����!7|=���k{}|�~
�F~��.{¬«�¤�O{�|�¦��B��£=�¬|)��¥¤¨�¤���
{����%��¦ �x�¢{}���.{ ���6�}�¸¦ ���¤�²�¢ &�
��|¢¥¤|�~¢§ � �©{�� ¦k£=�¬|%���®�¢ª �¬��!"� ¦ ��: �®�#{ ��{}|��®� �x�¢{ ���.{����F¨
�£�|���� �� ¢��£=�¬|=��¥¤¨�§ � ��£����¬����� � ª ¤�O{�|�¦J� �����   �� ��°� � � !²�O¥���� ¢¨^����������|¤£�|�� ¨O�7¨&{��9 
£��  ��
�=�9 ��6� ¥=� ���9  ���¤�F{;�9 ����O{��O¥¤¡�ª8�9 ^£��  ��
�=�9 ��6��¥=�����9  �

A �O{ �y{¬¨y¥��}� {�|�~
�¬ª �®� {¬¨�¦ ¤|¢ ����¬��¦��¢�°����� � ��� �F¨�¦ O O«
¤¨�¦ � �  ¢�¤� �¬~¢ ¢�O{�¡� ¢�y£=�¬|)�
��¥�¨¢§²|�·�  ���®�
��|¤£'��¦k��{��¸¦ ���¬«�¦�ª �  �� � � ¦s£=� ���°£¤{;�I�6�}�¸¦ �

• �6�m£=�¬¡�� �����F¨ � ���¬|=��� $�9  (data access)

• �6�m£=�¬¡�� �����F¨��� �{�|¢¥��9  (instruction access)

• �6��� !"�¢¥�¤���� { ��!B�¬���F¨�¦ (translation error)

� � �¬·�|#£=���1{���¦s£=���¢� £¤{��I�6��� ¦ ���O¥¤·O£¤{�|�~¢ ^{�| ���ª��O¥¤·O{����¬| �����|�¦�{;�9 *���®�
��|¤£5�9 
£�|�~ � �!7�¢ 
� �¬|¢ �{��¤�3��{¬¨¢ �£=� ���¬¨ �x���3�6���7~� �§²«
��� ¦��x�¢¥¤«�¦�¥��}� {�|�~�� ª6�®��¦ ��� ��£=�}����� �
¤�O{}��£�|�~ ����� � � �¬|¢ �{}��� ���®�
��|¤£'��¦y£�|�~ £=��|����O¥¤|�·¢ �{��¤�K�O£�¡ {¬¨ ¤|¢ ����¬� ���®��� � � ���¸�F¨�¦
O O«
¤¨�¦s�
��|¢¥¤|�~¢§²|�·¢ �{¬¨�!²�°¥¤|��F|'! �®��{��9 �£=�¬|�¨Oª�|�·���  $�9 �£=�}� �¬����¢{��9  � � \�¶|�~¢  ��¨ �
¥¤���¬«��T��� ���®�O�4{�� � ���{ � {�|��¸|�{���¡¤£�| �I�.{��v ¢���O£�|=¤|¢ $�9 ¢|�~� �{��¸¦����¸{ ����¦^£=�¬¡���¥�¨��F¨�¦
� !7�O¥���¢{��9  ���¤� �¢�°�
��|�£5�9  � � 1{¬�7�x£=�¬�Oª ¤�O{�|¤£�|x�¸|�·¢  ��®���6��� � ���.{}�)�¢�°�
�=�9  � ¥���ª/�+�9 
ªF�®��{�� ¦s�
��¡�¥¤|�~¢§ ��¦�£=���¢� £¤{��I�6��� ¦ �

• ����{�|�� �®�*������|=��  $�9  (data miss)

• ����{�|�� �®� �  �{}|�¥��9  (instruction miss)

• � � !7�O¥���  ¢¨^����������|¤£�|�� ¨��F¨�£��  ��
�=�9 ��6� ¥=� ���9 

• £=�¬|��F{����B�®���6� ¥������9  �%���6�����¢� �x���@� ��O{;�9 ^£=�¬¡������O�7¨O¦

• £=�¬¡���¥�¨��F¨������1{�� ������«�¦ ���®�
��|¤£�«�¦

• �O¥�¥��Oª�« ��� ���¬ª¶���B�®��¦ (context switch)
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• ���®�
��|¤£�« �� �  �{}|�¥¤« ���°£¤¥�«�¦s�¢ ��Oª´ $�I�F¨�¦ 6
��ª¶ª �¬��!7«�¦
• £=�¬¡������O�7¨ ��K£���� �
���� �7¨s{¬¨�¦ ¤|¢ ����¬��¦ ���®����� ���¢�¸�F¨�¦ O ¢«�¤¨�¦ (MMU bypass)

• ¡¢¥¤�k{}�k£����¬�O£'�¢ $� �� �  
��� ª�|¤£�|�� ¨���  	��¦N{�� ¦*ª �¬«Oª�|=����¦ O ¢«����¦�{�|�~ � £=����� � ª�� �
�4{¬«

� �s£=� � �°£¤{;�I�F¨����.{}|�� �®��¦ ��� �¬|=��� $�9 &«����.{�|�� �®�O¦ �  ¢{�|¢¥��9 x³²£=�¬|=���O¥�|�·� ¢{��¤���¢  �
{ �¸�.{}|��K�¶�^|������®�
��|¤£'� ¦ ��N�
�¢� § ¤|�·�¦ 0x09 ���¤� 0x01 �¢ �{ �¸�.{}|��K�¶��� �1� {¬¨¢ k£=� � �°£¤{;�I�F¨
�O~O{¬«´³�¨ �¬|�~O{ �  ¢� ���¬~O£�¨�� � {¬¨O�7¨O¦v{¬¨�¦ ���®�	�x|¤£�«�¦�|'!B� �°¥��}�© ¢� !²|=� {;�I�B������{}|�~�¦�����¤¡��
���¸|�~�¦����O{����+� �¬¨O{ � ¦>{¬¨�¦�¤|¢ ����¬��¦ �¢�°����� � ��� �F¨�¦�O O«
¤¨�¦J{��¸¦>�T�I�.{ � ¦J{�� �� ¦¢³)� {¬�7���I�.{��
��£��¸�4{�� ��!²|� ¢{���¦��¢£�¡�{¬¨ �¢�°�
��|�£�«x³9 O�y�7~� 
�;���¸�.{�� � ���¢ ¢|¢ O���%� ¨ ����{ � ¥����F¨<{�|�~�£=�¬|��
ª����
�¤�O{}|�¦ � ± ~O{�¡���{¬¨¢ N£=� ���¬¨�{}| � �� 
����{}|k¥����¸{�|�~�� ªF����¡��F·��4{¬¨
¤� �3� {¬¨¢ �£=��� �°£¤{�� �
�F¨�¤��¦�{�|������¢ 	�m{}| � ��§ � ��|��x� ¤���.{�����¡#£=�¬¡¢ª����
�¤�´³F�¢ ��O¥¤|�ª�� ��m{¬¨^�F~��£=� ����!7|=� �
£�|�~�«¢§ ��¥��� ¢� ��¥�� ª�� ��� �J� {¬¨¢ �£=� � �°£¤{;�I�F¨���� !7�O¥���  ¢¨�¦�����������|¤£�|�� ¨O�7¨O¦k�6��¥=�����9 v{}|
£�� §²�¢ ¢¡O{�����| � �  ¢�¤�O¡O{��	�� { �m�O£�¡ ��®�N�6�}� � �N�¢ 	� £�� {¬~��+�9 N�¢ ¢���¬¨O{¬«O�B�N�9 ��O£�¡�{¬¨ ¤|¢ ����¬�
���®����� ���¢�¸�F¨�¦�O ¢«�¤¨�¦v| ��£=��� ��� ª����.{¬«�¦k§²����� § �}�©�6� ���O{ �O�4{����F¨&¥���§©|�~�¦ � ± ~O{�¡�§©�
ª �  	�}� ��£=�}� ��«<¥¤¡¢ª8� {���¥����%� � � !7�O¥���  ¢¨�¦��� { ��!B���O�7¨O¦&| � £=����� � ª��O�4{¬«�¦^§²� ��¥¤¨¢§ � �
 ¢� ����{���¥�� �6�}� �Oª´ $�I�.{¬¨��� �{�|¢¥¤« �

A �O{ �P{¬¨¢  ����{ � ¥����F¨�{��9 �£=��� �¬����O{;�9 �£����¬�O{¬¨��¬«¢§²¨
���¢  £=�¬|)��¥¤«
¤�O{}� ��{¬¨$�¬¨��
��¸|�~�� ª6�®��{;�9 ����®�
��|¤£5�9  �\� ~Oª��������¢����� ¢�´³>��{¬¨¢ ��
�$�¶����« ~¢¥¤|¤£�| � ¨��F¨ {¬¨�¦ ¤|¢ ����¬��¦
���®����� ���¢�¸�F¨�¦ O ¢«�¤¨�¦�³�¨
£=� � �°£¤{;�I�F¨����4{�|����®��¦ ��� �¬|=��� $�9 �£=��|����O¥¤|�·��6����!B�  O¡�¦����®���
��|¤£�« �� ���®��!7|=� ��{�����«s{�� ¤«s�O£�¡v{¬¨¢ N{�� ¤«s�¢ ¢��!7|=���O¦ �x�����)! ��{ � �¬|�~ ������¢§²~��.{ � �¬¨��F¨
�¬·�| �  ¢{�|¢¥��9  � 1£��¸�F¨�¦�£����¬�O{¬¨
��«�§©¨	� �k���F~��!T�9 
�®� ���{}�
��·&{}|�~��¢ ¢����  ¢¡���  ¢|�~ ���¤�
{�|�~m£=�¬�Oª ¤�O{�� �x|�·m£=����� �;�¶|=��� ¢|�~�{��9  bitfields {�|�~ ���O{}���+� �¬¨O{¬« ��� � ·¢§²~¢ ¢�F¨�¦I� ! �O¥��
¤�¢{}|�¦�{¬¨�¦ ¤|¢ ����¬��¦ ���®����� � ���¸�F¨�¦ O O«
¤¨�¦ �

: ��{ �m{¬¨¢ *|¢¥�|=��¥¤«
���I�F¨ �  ¢¡�¦�����{���{������ ¢|�~��F~¢ ¢¡¢¥�|�~ �¬|=�x� ��9  ���¤�)���¸|=� § �I�6�N�9 x³
{�|���£�¡���  ¢|��4{ �����¸|^«O{}�� k¨ �¬|��x� ¤«�{¬¨�¦ ����{ ��¥�� �7¨O¦�{�|�~v£�~��¬«¢ ¢�s{}|�~ Linux ��{}|^�F·���.{¬¨�¤� � � � £5�I¦&«O{��¢ ��¢ ¢����  ¢¡���  ¢| ���¤�,�O£�|'��� �K�´{¬¨	� � ���¤�,��{¬¨¢ �£=� ���¬¨´³3��~O{�¡ «O{��¢ 
{�|��¬~�� ��|¢¥¤¡¢{�� �¬| �.{ �����¸|�³ �¢�°¡O{��3|¤£�|��¸|%�¬«O£�|¢{��&� ! �O¥�¤� �£�|=�¬|�·O�B�� ¢��|'! � �°¥���{��¤�4�6�
£=�¬¡)��¥¤¨
¤��{�|�~<~O¥¤����|�· 4C¡����3�O£��
�����¸{¬¨¢{}� ¤¡¢ ¢|�{¬¨�¦ ¤|¢ ����¬��¦*���®����� � ���¸�7¨O¦ O ¢«�¤¨�¦ � ³
�6�s£=�¬¡��¤¥¤¨�¤�#{¬¨�¦ �� {���!7|=���O¦ (port) {}|�~ linux, « �x�����F{����¬·�| ��A �O{;�;�O£)�´��~O{ � ¦
{��¸¦��F~¢ ¬§²«
��� ¦¢³D�+� � � ¦��¬¨O¥����¬«v{¬¨¢ v·O£������¬¨���®�O¦ ��£��(���	���¤�@� ��  ¢¨�¦<�I¦m£=�¬|�¦m{¬¨¢ v|=� §²«
{¬¨O¦s¥��}� {�|�~
�¬ª �®���%���F¨�¦�³F¨ ��� ���¬�Oª8�1ª�«&|¤£�|x�E�9 )�¬«O£�|¢{��k£=��� �¬����O{;�9 ��O£��¤� {�|�·O�B� ����{�� �
{�����  ¢¨�£=��|��F|��´« � ± � � �����O O���F¨�����@�9§ � ��¡O{���|Y���¬¡¢ ¢|�¦ ��®��¦ �¬|��x� ¤«�¦!{�|�~ linux ��{¬¨¢ £¤¥��O{ !²¡=��¤� ��K{}| FPGA �¢ ����$� � {��¤�x��{���¹O» ��  ºs¥���£¤{ �k£=� � �°£�|�~ � � �� ª��¢¥¤|�¦N��~ �
{�¡�¦L���¬¡¢ ¢|�¦�|%!B� �°¥���{}�¤���)! �  ¢¡�¦$�F{�|¢ >�¶��¤¨O¥�¡:� ��|� ��¸�6¤¡v{�|�~��F~��4{¬«
¤�O{}|�¦ (15 MHz)
���¤�9��{¬¨¢ ��¢£�|�~O� �°� �%�O£�|��®��¦ ¤¡¢ O� ¤¨O¦ O ¢«�¤¨�¦ � � £�~��¬«¢ ¢��¦&£�|�~ � ��¨O�²��¤|�£�|��®«�§©¨	� �
«¢{}�¢ 
|�¹ � " � »����¤�F«O{��¢ ^|� 
� ¡O{����¬|�¦s£�|�~���~
��¥¤|'!7|=��|�·��6��{�¡O{�� �
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KCH : ���3��(<;>= ��=9�'?@.��\�3�F� ,)=�B1�/(@D ��� B4�,�F�G=C�

' ���¬«��F¨^{}|�~ linux ªF�®��{}|¢ ���¥���ª/�¶|�{¬¨�¦ ���O¥¤«O¦s¥��}� {�|�~
�¬ª �®��¦v{�|�~#�F~��.{¬«�¤�O{�|�¦
�������4{�|�£¤¥�� |¢ �����{¬¨�¤�<¡O{��3�¢£�|O{�� ¥�� � �� ¢��£=� ���(�%�¢¥�¥¤|¢  ��¥���ª/�¶|�~<£=�¬�Oª ¤�¢{����=�9 ��7~�  �
§©¨	�'�9  ���¤�4¡¢{�� �£�|=��� �R ¢� ��¥���ª ���}�R{¬¨��F~��£=� ����!7|=� ��|�¥¤¡���¥¤¨��¬|�~<{�|�~��F~��.{¬«�¤�O{�|�¦
� �¢{�� �O£�¡��F~¢ ¬§©«	� � ¦ ����{�� {�����  ¢|�~ !7¡=� {}|�~�{�|�~ ��£=��� ��� ª����.{¬« �s� � ��®��{ � {�|��®��£=�	�
�	� £¤{��I�F¨´³ �x�6�� $�({�|��F·��.{¬¨�¤��¥���� {}|�~�� ª�|�·��6� !²���  ¢|���  O���%�����O¥��´³6�� { ���O£�¡ �%�O£�|��¸|
���¬¡¢ ¢|�¥���� {}|�~�� ª6�°��¦^£����¬�O{¬¨��¬«¢§²¨
���¢  �%�O£�|��®��£=� � � ��� ª����F~��£¤{;� ¤�O{}�x³©¡¤£5�I¦^«O{��¢ &¨
�4{�|��¶�O�4{�����«����  ¢��¨ � � �F|'�¬|�¦*�6��� �¢£�|x�°�s{¬~��¶���®� �%�¢§ � !7|=� � �¬|�~O{ �  ¢� � ± ~O{�¡ � �K���K�F�¢ 
�O£�|O{ ��¥����6¤�� O� ���®�¢{¬¨���� � {��¤� �%�O£�|��®� � £�� �x|��  $�9 
�®� ���{¬¨�  ��|¢ ¢�F¡¢¥��´³ �	�  O|� ¢{���¦���{¬�7�
�� ����}����¨�¡¢{��.|�{}|�¥����¸{�|�~�� ªF����¡ �F~¢ 	����� ���}�R�¢  ����{���¥�� �¸{��¤�R��!7|�·�{¬·O£5�9 	�v{¬¨¢  � �¸�F|'�¬|
�F{¬¨�  ����|'�¬|�³ � �s�F~¢ ��;��� ����¡=��I¦k¨�����{ ��¥�� �F¨�{�|�~ !F¥¤|��¸|�· � � �� �{�|�£��¸�6¤¡�¦v{�|�~�£=�¬|)�
��¥¤«�¤�O{�|�¦�«O{}�� �£�|¢¥¤· �¬·�� �x|�¥¤|�¦ � ± �x¡=¤� �x��� �������{¬·¢£5�I�7¨�{;�9 ��O£�|O{���¥����6��O{;�9 
{��9 ��� {���!B���O�B�N�9 k{¬¨�¦ ¤|¢ ����¬��¦����®��� � � ���¸�F¨�¦ O ¢«�¤¨�¦�³���� !²���  ¢¡O{}�� v ¢��~O£'����������� � �
£�|x�¸| £=�¬¡)��¥¤¨�¤�<« �%�O£�|��®�y¥���§©|�¦ ���{ ��!B�¬���F¨´³4ªF�®�O{ �4| �x·	��¥�|�¦ � £��¢ 	���¸�7¡'�¬|�~���{¬¨¢ 
��|�~O{ �  O�y«O{}�� y{���� ���4{��¸|�¦ �P� ~¢ 	��£5�I¦¢³J| ¡¢ª���|�¦�{��9  ��� �¬|=��� $�9 <£�|�~�{¬~¢£5�9 O|� ¢{��¢ 
�F{¬¨� 
|�§²¡¢ ¢¨�«O{}�� 
�O£��¢ª�|=� � ~O{�����¡�¦sªF�®�^{¬¨,���¬«��F¨^{}|�~�¦�ªF�°���F·Oª � ���¸�F¨��O£�|O{���¥����6����
{��9  ���¤� � �¬�Oª+�1ª�« �%�O£�|�� |�~��F~��£=�����O�B¤�¢{}|�¦ � # �¬¨��7� ¤|¤£�|x�E�9 ¢{���¦�¡=��I¦ ����{ � ¥�� �F¨
�¢ �� =�®� �  �{}|�¥¤« ���£���·��F¨�ªF�®�y{�|¢  �  ¢{�|¤£��¸�B¤¡�{�|�~<£=��|)��¥�«�¤�O{�|�¦�³9£����¬�O{¬¨��¬«¢§²¨
���
¡O{��9¨ �F~��£=� ����!7|=� �y{}|�~ �F~��.{¬«�¤�O{�|�¦#«O{��¢ <�/�I�4{¬« ���¤�9�6���x�
=�®��£=� � �°£¤{;�I�F¨����� 
£����¬�O{¬¨��¬«¢§²¨
���N{�|&£����¬�O£'�� ��B£=�¬¡)��¥¤¨�¤� � ± ~O{�¡F³F�6���F~¢ ��¬~����6¤¡���m{¬¨¢ ��4{�|��´���4{�� �
�x¡¢{¬¨O{}� {¬¨�¦ ���!"�� ��¸�F¨�¦�{�|�~ £����¬�O£'�� �� £=�¬|��¤¥¤«�¤�O{�|�¦¢³K�¢£�|O{�� ¥�|�·O�7��  ��®���F|)�����¬«
�� ����}����¨^¡¢{��F~¢£�«������ �%�O£�|��¸|#£=�¬¡)��¥¤¨�¤����*{}|��F~Oª/���¬|¢ O�¸�6¤¡&{;�9  �¬|=����=�9  ¤|¢ ������9 
{}|�~ chip.

: � { ���O£�¡�£�|¢¥¤·�� � � ¦ ��|��x� �� ¦ ���{¬~��´��� � ¦ ���®�
��|¤£'� ¦v{¬¨�¦ ����{ ��¥�� �F¨�¦�ªF�®�
{}|¢  �  �{}|¤£��¸�6¤¡ � �¢£�|x�¸|�~L¥���§©|�~�¦ ���{¬¨ ¤|� )�)���P�O£�|�� !²�O¥���O{��I�F¨�¦�³��  �{}|¤£��¸�.{¬¨
���
{}|L£=�¬¡)��¥¤¨
¤�´³>{�|Y|¤£�|�� |\«O{��¢ ��¢¥�¥¤|��@�I�F¨ {¬¨�¦&�¢����·¢§²~¢ ¢�F¨�¦ ��£��¸�4{��¬|'!²«O¦ ���{ ���O£�¡
� �¬~O£�¨�� ��{¬¨��F¨ ���®�
��|¤£�«�¦k{¬¨O¦ ¤|¢ ����¬��¦ �¢�°����� � ��� �F¨�¦ O ¢«�¤¨�¦ �

: �I{¬¨�  ���®¡=� § �I�F¨�{}|�~N£��
���¢£'�¢ $�y£=�¬|)��¥¤«�¤�O{�|�¦¢³�{}|��F·���{¬¨�¤�!«¢{}�¢ K¥��}� {�|�~�� ªF����¡
�x���x£¤¥�� |¢ k��{}� J �F{��¢§ ����¡ � � 1{¬�7� ³�{}| linux �£�|=�¬|�·��6�! ¢�O� ��¨O�²��¤|�£�|�� ¨¢§ � �x�7��  �%���F¨
ªF�®�^{¬¨¢ ��¢��� �¬�Oª8�1ª¶«��¢¥�¥��9 v£=�}� �¬����¢{��9  �x����{�|¢  � ¥���ª/�¶|�£=� ����!B��� ���®�
�=�9 �³7¡¤£5�I¦�ªF�®�
£���� �����}� ª ¤��¨�¤|¢ ����¬� ���¬~O£¤{�|¢ª � ��!7¨��F¨�¦ �

� ��� � � ��� � � � $ � � 	 )�' � 	 ' "�� 
 � � �
MAC

� {¬¨�  �� ¢¡O{¬¨¢{}�*��~O{¬«!£=���¢� ª � ��!B��{}�¤��| ��¥�� ª8�¶|�¦J£�|�~ ��ªF�  	�9ªF�°�*{��¸¦��� ¢�/� ¤�O{;� ��� 	� ¦
¤|¢ �������¦ ������{¬·�|�~ � � ��¥���ª/�¶|�¦s{��9  ¤|� )�)���9 ^��~O{;�9  ����� �  ¢¨��6� ���{ ��{¬¨¢  ���{}�)!²|=� �
{}|�~#£�~��¬«¢ ¢�#{�|�~ linux ��{}| REGATE.

� �®�#{�|¢  � ¥���ª/�¶|���~O{�¡ ���¬¨��7� ¤|¤£�|��®«¢§²¨
���¢ 
£����¬�O¥�¥¤�Oª ��¦�{;�9 �ª´ $�I�.{��9  �O£�¡L{���£=�¬|�¨Oª�|�·���  ¢� �� � ���9  ��~¢{}¡¢ ¢|=��9 �£=�¬|�ª �¬����
��O{��9 �³9{�| micromonitor, ���¤� �  ¢��¦��.{}|��K�����@� �¬¨�¦�|'��¨¢ª�¡�¦�ªF�®� linux.

A ��§ ���  O�
�O£�¡&{��
{�� �®�^��~O{ �
£=� ���(�'�O¥�¥¤|¢ �{���� �¬~O£�¨
� ��{�|�·O�B� �x� �  ¢� �¢�°��!²|=����{�����¡ ���¤�¶£�� |&£¤¥¤«��¬¨
� ¥���ª/�¶| �

� � ������ ����~¢{}¡¢ ¢|=¤�s£=��|�ª � ���¤�O{�� ��¥���ª/�¶|�~¢ �{¬¨� �£�|¢¥�· �����7����«�¥���� {}|�~�� ª6�®�v{��9 



: ���3��(<;>= � 	>=©�4� �7�k� �²�F�M,/��=CB
MAC

K �

¤|� )�)���9  � ± ~O{¬«�£=� ���°¥�����%�¢ 	���¬{¬¨¢ !�T�I�.{¬« � ª¶ª����)!²« ���¤�O�¢ ��Oª´ $�I�F¨�{��9  ���O{����+� �¬¨��
{;�9 �{;�9  ¤|¢ ������9  ���¤��{¬¨k�F~��£=������!7|�� �s{��9 ��¢�°�
��|�£5�9  � � ��{���¥�� ~O{���� � ¦�£��
���¢ª�|¢ �{}���
¤¡� O| ¡O{��¢  ���¬¨��7� ¤|¤£�|�� � � {}�¤��| ��¥���ª���{¬«�¦ ���� �F¨�¦y£=�¬¡�� �����F¨�¦���{¬¨ O ¢«�¤¨ � � {��¸¦
���®�	�x|¤£'� ¦ ��¥�� ª8��� {��¤�J¨ ���¬|¢ O����« �.{�� ª ¤«P£����¬�Oª+�1ª�«�¦�{}|�~�¦ �x���>¨ ��£��¸�4{��¬|'!7« �O£�¡
�O~O{ ��¦ �

: ��{¬¨¢ �� �¬��� ! �O¥��¸�F¨^{¬¨�¦��4{�|��K���}�E� ��|�~�¦k¥����¸{�|�~�� ªF����¡O{¬¨O{���¦k{��9  ¤|� )�)���9 ^�
��|��
¥�|�~�§ � �¶|���¥���ª/�¶|�¦ ��N{�| micromonitor.

� | micromonitor � �  ¢�¤���  O�
£=�����(�%�O¥O¥¤|¢ 
£�|�~������x�  ����}��{}|^�F·��.{¬¨�¤� ���¤�x£���� �;���}� ��®� ��|¢ ¢�F¡¢¥¤� �� �%�O£�|�� � ¦m£�|�¥¤· �����7���%� ¦*¥��}�(�
{�|�~�� ª6� � ¦¢³R¡¤£5�I¦kªF�®��£���� �������¸ª�¤��� ¥�� ª/�´| ���¤� � ª¶ª����)!²«���� � ~¢§²·¢ ¢�6�;�9 �O ¢«�¤¨O¦ �N� �°�
{�|¢  ��¥�� ª8�¶|k{;�9  ¤|¢ ������9 N��{}| micromonitor ���¬¨��7� ¤|¤£�|��®«¢§²¨
��� �  ¢��¦$|'�¬¨Oª�¡�¦¢³¤£�|�~
�
�$�¶����|�£�|��¸|�·��6��{}� MAC, �6�*�7~� )�¬~��O�B¤¡��� ��®���� � �¬«^~O¥�|�£�|�� ¨��F¨
{}|�~
£=���1{�|=��¡�¥��
¥�|�~ TCP/IP.

� {�¡��¶|�¦s{��9  � ¥�� ª/�D�9 ^�6�m��~¢{}¡�{}|&�4{ �����¸| � �  ¢�¤��¨�� £��(�=� �����@�I�F¨
{¬¨�¦
�/�I�.{¬«�¦ ���{���!²|=� ��¦�������|=��  $�9 x³´{}¡��F| ��<���¬«��F¨�{��9  ���®�
��|¤£5�9 ^{}|�~���¥���ª���{¬«^¡��F|
���¤�$�+� � �¸¦ �1� {¬¨ ����·¢{�� �¬¨�£=� � �°£¤{;�I�F¨´³O| � £=����� � ª����.{¬«�¦ ��¥�� ª8���}�����O{ ��{��
��{ �]���¬|¢ O���%�
���®�O�4{¬«�¤�¢{}�*{}|�~�¦ ���O{ �O¥�¥¤¨¢¥¤|�~�¦ ���O{����+� �¬¨O{ � ¦ (polling).

� �°��£¤¥¤¨�� ���.{�����| ��¥���ª/�¶|�³
|��´ª ��� {}|� �� � � ¦�£=� ���¸|�����¦�{;�9  buffers £�|�~Y���¬¨��7� ¤|¤£�|x�¸|�·¢ �{��¤�Fª��®��{¬¨¢ v�O£�|��.{}|�¥¤« ���¤�
¥�«��²¨&������|=��  $�9 ��7~
�£¤¥¤¨����9 ¢|¢ �{}�¤� ����%�O£�|�� � ¦#�F~Oª��������¢����� 	� ¦�{�� �� ¦ �#: ��{ �<�O£�¡
�%�¢§ �s�O£�|��.{}|�¥¤« ���¤�F¥¤«��7¨���� �¬|=��  ��9 �³ � ¥�� ª/�´|¢ �{}�¤�7��~O{ � ¦v|��²£=�����¸|�� � ¦¢³ � {¬�7� �I�.{��
 ¢� � £��¢¥¤¨¢§ ��~¢{�� ��¡O{���|���¥�� ª ��{¬«O¦ �
����F¨�¦!£=�¬¡�� �����F¨�¦!��{¬¨ O ¢«�¤¨�¥���� {}|�~�� ª � �x�/�I�.{ �
���¤� ��� ���O{}�O�4{�� ��! ���¶{}�^£=���¢�����¶¡=��  ¢��{;�9 ^ª ��� {}|¢ O���=�9 �£=����� |��+�9  O ¢«�¤¨�¦ �

� |^{�� � {}| �����|�¦*£=� ���°¥¤�
��%�¢ 	�}��{}|�  � ¥���ª/�¶| ��!{�| linux.
� {¬¨¢ s£=� � �°£¤{;�I�F¨���~¢{¬«

��¥���ª/����{}���F¨^�F~��£=������!7|�� �
{;�9 �¤|� )�)���9  ������{¬·�|�~^¡O{}�� 
¥���� {}|�~�� ª � �¶£���� �O¥�¥¤¨O¥�� ���¤�
¨ ¤|¢ ����¬� ���®����� � ���¸�7¨O¦ O ¢«�¤¨�¦ �B' �¬|�«�{��9  �����¬|���  $�9 ��
��|¢¥�|�~�§ � �>���4�O~O{¬«�{¬¨¢ 
£=��� �°£¤{;�I�7¨$�� ¢�L�
������{ � �� ª��¢¥¤| ¤|¢ ¢|�£'�¢{�� ���¤�>§"� {����>�6��¥����¸{�|�~�� ª6�®���  ¢� �� ª �O¥¤|
�
�¢� § ¤¡ �¬|��� �'�9 k�.{�|x�K��� �@�9 k{�|�~v�F~��4{¬«
¤�O{}|�¦ �9� {�|¢  ��¥�� ª8�¶|���!{}| linux ���¬¨��7� ¤|)�
£�|��®«�§©¨	�x�� �{�¡��F|k£��
�%� {�� TCP ¡��F| ���¤� UDP.

� �>£=���1{�|��.{ ����� |6���¬¨��7� ¤|¤£�|��®«¢§²¨
���
�  ¢��¦!�O£¤¥¤¡�¦!|'�¬¨Oª�¡�¦!£�|�~:� ��¨O�²��¤|�£�|��¸|�·��6� �  O� ¤¡¢ ¢| buffer.

± ~O{�¡����  ��¢£�|O{�� ¥�|�·O�B�
£=�¬¡)��¥¤¨
¤�´³
���¢§ �I¦J�4{�¡��¶|�¦J{}|�~�|'�¬¨Oª�|�·���{¬¨ !"���F¨*��~O{¬«N«O{}�� *¨m�¢ �������� �¬¨N{¬¨�¦J|=� §²«�¦
¥��}� {�|�~
�¬ª �®��¦�{}|�~��F~��.{¬«�¤�O{�|�¦ ���¤��¡�����¨��%��¥�{��¸�4{¬¨
�¢£�¡%�¬|��F¨ �J� {¬¨��F~¢ ��������®�´³´¡¤£5�I¦
£=����� ª � ��! ��{��¤�3��{�| � £�¡=��  ¢| ����!"�¢¥¤�¤�¸|�³,�T�����������.{¬¨
�����x���3~O¥¤|¤£�|��®«¢§²¨
���*�  O�O¦^ �� |�¦
|'�¬¨Oª�¡�¦�³>|�|¤£�|��¸|�¦ ������ {��O¥�¥�� ·���{}���3£¤¥¤«����I¦&{¬¨� y�
�$�¶�¸{�����{}|� �� �x« {�|�~��F~��4{¬«
¤�O{}|�¦
���¤�F|'�¬¨Oª � �²�6� �%��¥�{��¸�4{��^�O£�|O{���¥�� �6¤�O{}� �

± �	� � ���� O���F¨�����@�9§ � �©¡O{��R��{¬¨¢ #£=��� �°£¤{;�I�7¨�{;�9  ¤|¢ ������9  MAC, ¡�£5�I¦���£��¸�F¨�¦
���¤�F��{¬¨¢ v£=� � �°£¤{;�I�F¨�{¬¨�¦ ¤|� )�)���O¦ � �¬~O£¤{�|¢ª����)!²¨��F¨�¦�³�ª6�  	��{}�¤��£���� �O¥�¥�¨O¥¤� ��¥�� ª8�¶|�¦
{�|�~ ��¥���ª���{¬« ���� �F¨�¦ £=�¬¡������O�7¨O¦ �F{¬¨ O ¢«�¤¨ � � � ¥�� ª/�´|�¦�{�|�~B{�� ¥���~O{����¸|�~ ���
�£�|=��� �x O� � �  O���´��~O{�¡¢ ¢|=¤|�¦�³ ���¢§ �I¦m¨v¥��}� {�|�~�� ª6�®�
{�|�~ � �  ¢�¤� ������F�k�F~¢ �� ����� ��  ¢¨ ��
�%�O£�|��¸|^£=� ����!B��� ���®�
��¡ � ��¥�� ª ��{¬«O¦*�O~O{}¡�¦*~O£�|���{¬¨�� � ���}��{¬¨¢ �{���~O{�¡����¬|¢ ¢¨v¥��}� {�|�~
�¬ª �®�
��������� ��� ����~¢ª������@�9  �x�� O�¢¥��@�9 ����¸�F¡%�¬|�~ � �¬¡'�¬|�~ �JA �¢{ ��{¬¨� �£=��� � |'�¬|��¬|��x� ��9 ���*{}|
FPGA, ¥¤¡¢ª8�9 �£=����� |=���¸�6��9 #{�|�~&{���¥���~¢{}���¸|�~´³²«O{��¢ ����¬·¢ ¢�O{�|�¦k|&� ¥�� ª/�´|�¦k£�|¢¥�¥��9 
£=������!B� �����®�
�=�9 �{}�O~O{}¡����¬|¢ ¢� �



��� : ���3��(<;>= ��=9�'?@.��\�3�F� ,)=�B1�/(@D ��� B4�,�F�G=C�

� ��� � � 	 )�'�� � � � 	 
 � � � )�� 	 � 	 $

' ¤|¢ ����¬� ���¬~O£¤{}|�ª � ��!7¨��F¨�¦ � �  ¢�¤� �  O����|=�����¡��4{�|��K��� �¸|�{}|�~��F~��.{¬«�¤�O{�|�¦�£�|�~
�¢ ¢�O¥¤����%�� 
��� {¬¨¢  ��£�� { ���´~¢ ¢�7¨ ����{ ��¥�� �7¨O¦J�¢¥�ª�|=� �¸§ ��9  ���¬~O£¤{}|�ª � ��!7¨��F¨�¦G6��O£�|����¬~��
£¤{}|�ª � ��!²¨O�7¨O¦${¬·O£�|�~ DES.

' ¥��}� {�|�~�� ª6�®��{}|�~I�+� � � ����{}�����B� �� ¢���F·��.{¬¨�¤� � ¥���ª/�¶|�~
�x���©�6� �  ¢�#�F·��.{¬¨�¤���¢�°����� � ��� �F¨�¦�� ���¬|=��� $�9  �m' ���{}��!7|=� �#{��9  ���¬~O£¤{�|¢ª �¬��!7¨���	�
 ��9  6O�O£�|����¬~O£¤{}|�ª �¬��!7¨���� $�9  �����¬|���  $�9 �ª6�  	��{}������ �
����F¨�£=�¬¡������O�7¨���{¬¨ O ¢«�¤¨ �� ��¥�� ª8�¶|�¦���~O{¬«�¦*{¬¨�¦ ¤|� )�)���O¦ �����x�  ������¶�O£�¡�{}|&�7·O�4{¬¨�¤� ��¥�� ª8�¶|�~ � ±  ��O¥¤|�ª��
��#{��¸¦�{�� �� ¦�{��9 �£=� � �@�9  �  ¢¡�¦ ���O{����+� �¬¨O{¬«´³>¨ ¤|¢ ����¬� ���¬~O£¤{�|¢ª � ��!7¨��F¨�¦ ��£��°¥��	�
ª �}�©{�|¢ #�O¥�ª�¡=��� § ¤|�£�|�~#§©�U���¬¨��7� ¤|¤£�|x� ¨¢§ � � �4� {¬¨¢ �£=� � �°£¤{;�I�F¨��O¥�ª�|=� � § ¤|�~ CBC
� £��°¥�� ª ��{��¤�´�¢ k¨v����������|¤£�| � ¨��F¨
{�|�~��O¥�ª�|=� �¸§ ¤|�~v§²�vª �  	� {��¤� � �/�1{�� �����%���¢£�¡�{¬¨ ¤|)�
 )�)��� ���¬~O£¤{}|�ª � ��!7¨��F¨�¦�«�§©��� �  	� {��¤�B� ���1{����¢� � � ��: � ������ � ���¤�²ª���«¢ª�|=���M�I¦v£=�¬|�¦
{}| � ��¡� O| ����{ � ¥����F¨�¦^{�|�~O¦�£=�¬|¢ª����
�¤�O{}��ª6�  	��{}���4| ��¥���ª/�¶|�¦�{¬¨O¦�|=� §²«�¦^¥����¸{�|�~�� �
ª6�®��¦k{}|�~ ���O{����+� �¬¨O{¬«#�O~O{}|�· � 1¥���ª/����{}�¤�²�
��¡�¤���� �|x� ���®�	�x|¤£'� ¦
£�|�~#£���� �Oª�|¢ �{��¤�
��m{¬¨���|�«¢§ �}�®�^{�|�~ ��¥���ª���{¬«��
����F¨�¦�£=�¬¡��������F¨�¦���{¬¨�O ¢«�¤¨^¥��}� {�|�~�� ª�|�·¢ ��/�I�4{ � �

� {¬¨k�F~¢ ���� �}�®�x³ ��¥���ª/�¶|¢ �{��¤��{��v�¢£�|O{�� ¥����6¤�O{���{¬¨�¦ ����{ ��¥����F¨�¦�{;�9 s�O¥�ª�|=� � § ��9 
�O£�¡�{�|�~O¥�����¡ �k� �°��{¬¨��F·Oª������ �F¨ ���¬¨��7� ¤|¤£�|��¸|�·¢ �{}�¤�R{���������� ¦
������� �@�9  ��� |<£=���1{}|
������� �¸|�£���� �Oª��}� {}| � � ·O{����¬| ������¬«��F¨ � �¢£�|x�¸|�~��O£�¡N{}|�~�¦ ���®�¢§"���7� ¤|�~�¦I�O¥Oª�¡=�¢� § ¤|�~�¦
� �¬~O£¤{�|¢ª����)!²¨��F¨�¦ � � |\{�� �¸{�|\£���� �Oª ��{}�¤�>�O£�¡Y{}|�����·O{����¬|\�O£�|�� �¬~O£¤{�|¢ª����)!²|¢ �{���¦
{}| � � ·O{����¬| �Y� |P£=���1{�| ������� �¸| £=� � £=���1 ¢� � �  ¢�¤�9£��¢ ¢|�¤|��®¡¢{¬~O£�| ��#{�|L{�� �¸{�| �\'
�7~� �§²«
��¨N��~O{¬«m¡=��I¦ ���   � �  ¢�¤��� �x�� O«�ª��®��{¬¨ ��� ���¬�Oª8�1ª�«���� !7�O¥��9 *�F~��£=���¬���6��O{��9  �
#K¡¢ª+� {¬¨�¦^�F~�����{�� �®��¦�{;�9 ��O¥�ª¶|�� � § ��9 x³ � �  ¢�¤� �¬~¢ ¢�O{}¡ �� $� {}|y{���¥�����¡��
�$� � �¸|y ¢�
�7~
�£��°£¤{��}� ���{}| ����������¡�³�{�| ���¬~O£¤{}|�ª �¬��!7¨���� ¢|\ O� � �  ¢�¤�$¥��¢§²|�¦ � � �®� {}|B¥¤¡¢ª¶|
��~O{�¡L{}�P�O£�|O{���¥�� �B¤�¢{}���F~Oª���� �  ¢|¢ �{}��� �����~O{ � £�|�~ £���� �Oª ���JªF�®� {}| � �¢�¸|\������� �¸|
���{�� �����®� ��¥���������� �=� ������|�£�|�� ¨��F¨�¦�¨ �x�(�¤¥��¸|¤§²«
��¨ OpenSSL.

� � ¥�� ª/�´|�¦&ª6�  	� {��¤�
{}¡��F|<�6�v�7·O�F{¬¨
¤� ���ª��O¥¤¨�¦v�
��������¡O{¬¨O{���¦ (big endianess), ¡¤£5�I¦
ªF�®��£���� �������¸ª�¤�
{}| REGATE, ¡��F|��x���´�6�!�7·O�F{¬¨
¤� �� � �¬«�¦N�
��������¡O{¬¨O{���¦ (little endianess), ¡¤£5�I¦�� ¢��¦��F~¢ ¢¨¢§©�¸�6��� ¢|�¦�£=�¬|��/�1£�����¡�¦�~¢£�|¢¥¤|�ªF�¸�F{¬«O¦ �

A �¢§ �I¦K¨s������� {�����{}|¢ O����«k{¬¨�¦ ¤|¢ ����¬��¦ ���¬~O£¤{�|¢ª � ��!7¨��F¨�¦!~O£�|��.{¬¨�� � ���}��{¬¨¢ ��O£�|)�
§©«	� � ~��F¨ ��¥��}� �¢�E�9  � �¬~O£¤{�|¢ª����)!²¨��F¨�¦1ªF�°� �������������¬{���~O{�¡�� ��|� 
� ¦ �¢��� � ª����B� � ¦ � �¬~O£¤{�|)�
ª � ��!²¨O�7¨O¦¢³�|��x£����¬�O£'�¢ $����¥���ª/�¶|�� � ª��  ¢�¢  � �¬�¢ �{ ¥��9 �{���¦*��~O{�¡�{�|^¡=��� | � 1£��°£=�¬|��¶§"�	�
{��I¦�³G���¬¨��7� ¤|¤£�|��@�9 �{}��¦ ��|�¨¢§²¨O{�����¡Y�O£�|�§²¨
����~¢{�����¡ �D� ��|Y�¢£�¡ {¬¨¢  SDRAM {�|�~
�7~O�4{¬«�¤�¢{}|�¦¢³����¬¨��7� ¤|¤£�|��®«¢§²¨
���¢  ��;�����C2 J {���~O{�¡����¬|¢ 	� ¦���� ���¬ª¶���B� ��¦�����~¢£¤{}|�ª � ���
!²¨��F¨�¦�³´�¢£�|����¬|'! �9 �{���¦ ��{¬�7��{�|�~O¦m£�¡=��|�~�¦N{}|�~^�F~��.{¬«�¤�O{�|�¦���{�| ���ªF�¸�4{�| �J: ��{}|¢ 
{���¡¤£�|���~O{�¡*�¢�°�O£��¸�4{;�9§²¨
���m¡O{��x{�|��7·O�4{¬¨�¤� �£�|=��� �x ¢��¥���� {}|�~�� ª � ���O£=�¬¡��6��|¤£¤{��^�B�
{ � {�|�� ��¦��F~¢ ¬§²«
����¦����¤�3¡¢{��4¥¤|�ªF���%������ �£=����£=���. ¢�y~O£'�
�$� �}� �%�O£�|�� |�£=�¬¡)��¥¤¨�¤����{¬¨
¥¤|¢ªF� �x« �T�����	�°���F¨�{�|�~ ��~
��¥�� ¤�¢{}|�¦ � � {¬¨¢ ��¢ �{ �¸§ ��{¬¨ £=� � �°£¤{;�I�F¨´³ �  ¢� £=��¡)��¥�¨�¤�
£����¬����� � ª ¤�O{�|�¦ �������   ���¬|¢ O�¸�6¤|�·L« �x�	�x«O¦ ��� ��£���!7«�¦ �� {����¬· ��·O|�¬|��� �'�9  �.{�|x� �
��� �E�9  {}|�~P�7~O�4{¬«�¤�¢{}|�¦¢³J�F~¢ ¢«¢§ �I¦ �  ¢{�|¤£�� ��� {��¤�J������/�I¦��6����~O{ � ¦�{��¸¦<�F~¢ ¬§²«
��� ¦
¥��}� {�|�~�� ª6�®��¦ �



� ��� ��� � � � �

� �
Linux

� � � 

LEON

� {�| ��� ! �O¥¤��� | ��~O{�¡B£=����� ª � ��! ��{��¤�*¨����®�)�¢� �x�O� �°� ���{���!²|=� ��¦ (porting) {}|�~¥��}� {�|�~
�¬ª�����|�·��7~O�4{¬«�¤�¢{}|�¦ Linux.
¯ ���¢� ª � ��!7|¢ �{��¤��{�� � � ª��O¥�� �®��£�|�~:���¬¨��7� ¤|¤£�|x�°«��

§²¨
���¢ �ªF�°�#{}|�� ��|¤£�¡<��~¢{}¡�³©{��#�F¨��� �®�#{�|�~#£�~��¬«¢ ¢�&£�|�~`� � �������.{¬¨
���¢ &�O¥�¥��Oª�� ¦¢³²¨
~¢¥¤|¤£�| � ¨��F¨�|'�¬¨Oª8�9 &�F~�� ����~��9  (device drivers) ªF�®�&{�� ¦ �� ¢�/� ¤�O{;� ��� 	� ¦ �¬|=����%� ¦
¤|� )�)� � ¦m{�|�~��F~��.{¬«�¤�O{�|�¦ (embedded blocks) ���¤�¶|=��� �6��  	��¦ ��!²�
� ¤|�ª�� ¦�£�|�~ ��	�
{���! � � §²¨
���¢ ���{¬¨¢ k£¤¥¤�O{ !7¡���¤� REGATE. I£�� £¤¥���|� ����O{������}���¤ ¢·�|¢ �{��¤�F|x�¶¥¤¡�ª�|��7|��
|¤£�|��¸|��©|'��«¢ª�¨��F�¢ ^��{¬¨¢ �� £�� ¥¤|¢ª�«�{�|�~ GNU Linux.

� � � � 	 " � � � � ���#" 
 � � � � "�� � � ����� 
����$� 
 � $

� �s{�� ¥���~O{����®�J���¬¡¢ O�®�x³ ��>{¬¨¢  �¬�Oª��¬���°�v�¢ ��O£¤{¬~
��¨�{;�9  �  ¢�T� ¤�¢{�� ��  $�9 ��F~��.{¬¨��
��¢{��9 �³9~¢£'�������}� ��®� ���ª��O¥¤¨ �¢ ¬§©¨O�7¨���{}|� �{}|=�� �y{}|�~��T�������®���6¤|�· ���¤�3{¬¨O¦&~O¥�|��
£�|�� ¨��F¨�¦ ���O{ �¢¥�¥¤¨O¥��9 k¥���� {}|�~�� ªF� �'�9 ��F~��.{¬¨���O{;�9  � D £'�����¶|�~¢ �£'���¬�
£�|¢¥�¥¤|���{¬·O£�|��
¥��}� {�|�~
�¬ª����=�9  �F~��.{¬¨���O{;�9 �£�|�~ �£�|=��� �3 O� ���®�)!"���¬|�~�  ��¥������¸�.{}�y« �¢� �¢� � � � ± ~O{�¡
� �  ¢�¤���O£�|O{ ��¥����6¤�s{¬¨�¦ � ��������������~���  ¢¨�¦m�F~¢ ¢«¢§ �I¦G���¬«��F¨�¦�{;�9  �� ¢�/� ¤�O{;� ��� $�9 s�F~��
�.{¬¨���O{;�9 �³F£�|�~#�4{�|���� ·�|�~¢ &�6��£�|¢¥�¥�� ¦����®�)!²|=��� {�� � � ¦���!²����¤|�ª���¦ � D £'�����¶|�~¢ &�F~��
�.{¬«�¤�O{���£=�¬�Oª ¤�¢{�����|�·R���¬¡¢ ¢|�~´³6¤|¢ ¢|�¥��¸§©���%�´³�£�|�¥�¥¤�O£¤¥��9  ��� ��� ª����7�@�9 �³�£�|¢¥�¥��O£¤¥��9 
� ��¨O�4{;�9  ��{ ¥ �P� {¬¨��F¨�����¢�  O«y�Oª�|=� ��{}� �¬~�| �x~
�	�°�����¶� ¥��}� {�|�~�� ªF���%���7~O�4{¬«�¤�¢{}�
� �  ¢�¤��{}� Windows CE ���¤��{}| Embedded Linux.� {¬¨¢ N£=���	� £¤{��I�F¨m{�|�~ REGATE � £��°¥����x§²¨
���I{}| GNU Linux.

' � £��°¥�|¢ª�«s��~O{¬«
�����B� ��{¬¨
�����6�m{������¸¦ �����7����|�·O¦ �
��|� 
� ¦ �

• � !7����¤|¢ª ��¦�£�|�~�§²� ���¬~O£�¨�����{�� �.{}| ¡�¥¤|��7·O�F{¬¨
¤��4C�F~¢ ��¬~����6¤¡�¦�~¢¥�����|�· ���¤�
¥¤|¢ªF�¸�6�����|�· �

•
� {}��§ ���¬¡O{¬¨O{��´³���� ! �O¥����®�����¤�F����� |¤£��¸��{ �®�
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• ��¡��F{�|�¦ �x��� ���¬¡¢ ¢|�¦s~O¥¤|¤£�|�� ¨��F¨�¦
' £¤¥¤�O{ !7¡=� ¤� REGATE �;���}�'�I¦m�.{}¡��¶|
 O� � �¬~O£�¨
� ��{�� � �� ¢|¤£�|�� ¨
��� 	� ¦ ������{¬~����

� � ¦
~O£�¨
� � �B� � ¦ � ± ~O{�¡ �x��§��¸�.{ ��������F¨#{¬¨� #�� )�¢ª���¨�{¬¨�¦ �%��¥�{��¸�4{¬¨O¦ ����~¢£�¨�� � {¬¨��F¨�¦
£�|¢¥�¥��9  ��� ��� ª����7�@�9 k�O£�¡
£�|�¥�¥¤|�·�¦]���¬«��.{���¦ ��K{¬¨ ���ªF�¸�.{¬¨ �¬~¢ ¢�O{¬«k�����¸|�£�|�� ¨��F¨ ���¤�
�x�¢{}�¢ ¢|=¤« {��9 y£�¡=���9 �{}|�~��F~��4{¬«
¤�O{}|�¦ � 1£��°£¤¥�� |¢ �~O£'�
�$� �}�I¨��¢ ��Oª���¨ {¬¨�¦ � £�� �
�x|��  $�9 
�®��¦ �� {����¬· ���®�)!²|=��� {�� �'�9 �������{¬~��
�=�9 v~O£�¨���� �²�E�9  ����/� ���O{ �O¥�¥�¨O¥��9 k�.{���� �
��O{��9  �L� �°��£���� �����}� ª ¤�´³ � �  ¢�¤� � £�� §²~�¤¨O{¬« ¨ �¬~¢ ¢�O{�¡O{¬¨O{���{¬¨O¥���! �9 
�®��¦&£'�¢ $� �O£�¡
�	� ��{¬~O|F³J¨�£����¬|��¶« �}����¡¢ ¢��¦ �� �/� {}|�~ ������{¬·�|�~´³J|P�O£�|=¤�
���¬~��6��  O|�¦ ��¥���ª/�¶|�¦�|��(�
�´�°�
�=�9 
�F~�� ����~��9  ��{ ¥ �,� | linux £���� �;���}�´{¬¨���~� O�¢{}¡O{¬¨¢{}�����¬~O£�¨�� ��{¬¨��F¨�¦*{ ��{�|x�E�9 
�¢ ¢�Oª��=�9  �� ���ª��O¥¤¨ ��£'��� ���}�®� ���¤��{}���´·O{¬¨O{�� �

¯ |¢¥¤·#�7¨
¤�¢ �{�����¡��.{�|x�K��� �¸|<ªF�°��{¬¨¢ �� £�� ¥¤|¢ª�«�{�|�~ Linux �O£�|O{���¥�� �²{�|�ª�� ª�|� O¡�¦
¡O{�� ���¤�©{}|�¥����¸{�|�~�� ªF����¡��F·��.{¬¨�¤� �x���.¨&£¤¥¤�O{ !7¡���¤� � �  ¢�¤� � ·
��|¢¥¤� ���{}� ���O¥�¥¤¡=��  ¢�
�x���R£��
���
�� {��¬|¤£�|��®«��7� ¤� ��� ~¢ 	� £5�I¦�³4�O£�¡�{¬¨��.{�� ª ¤«�£�|�~�¨�£¤¥��O{ !²¡=��¤� �£�|=��� �� ¢�
�O¥�¥������������¤�� ¢�k£'�����}��£�|x� � � ¥���¦ ¤|=� ! ��¦�³ � �  ¢�¤��!7�¢ 	� �¬¡�¡O{���{}|^¥���� {}|�~�� ªF����¡&�7·O�4{¬¨�¤�
£=����£=���F ¢� �£�|=��� �F ¢�&�	�x|�¥¤|�~¢§ � �6���¤�F ¢��£=��|��F����¤¡ ��� {��¤�²��{��¸¦ �� {�����|�¥�� ¦v��~¢{ ��¦ � �
£�~��¬«¢ ¢��¦k{�|�~ Linux ³²¥¤¡¢ª8� {¬¨O¦��¬|=¤«�¦v{�|�~ ���¤�²{¬¨�¦v~O£�|��4{¬«���� �¬¨�¦s{;�9 ��¬|=¤|��4{�|��(�
��� �E�9  (modules), �O£�|O{���¥�� �,{}| £¤¥�� |¢  ���O{ �O¥�¥¤¨¢¥¤| ¥��}� {�|�~�� ªF����¡Y�F·��4{¬¨
¤�<ªF�®� {�|
�6��|¤£�¡���~¢{}¡ �

' �4{��¢§ � �¬¡O{¬¨¢{}� �� ¢¡�¦ �� ¢�/� ¤�O{;� ��� ¢|�~
�F~��.{¬«�¤�O{�|�¦ � �  ¢�¤����®�^�O£�¡�{��¸¦�£����¬���� �
{���|�~�¦>£�|�~ ���¢§²|=� � �¬|�~¢ m{¬¨�  ��£�� {¬~�� �®��«�{¬¨� m�¢£�|O{¬~�� �®�N{}|�~ �9� | Linux � �  ¢�¤���� ¢���¢£�¡
{}��£�� |��.{}��§ ��� �&�F~��.{¬«�¤�O{�� � ± ~O{�¡�|%!B� �°¥���{}�¤�²�F{�|¢ ��¢ ¢|��K�´{�¡ �=� ��������£�|�~�� �  	���²{¬¨
��~� O�¢{}¡O{¬¨¢{}����{�|¢ #£=�¬|�ª �¬���¤�O{��¸�4{¬«# ¢� � � �����R�
���¢� �=�I¦
£5�I¦^¥��}� {�|�~�� ª � �.|<£�~
��«� O�O¦
{}|�~�¥���� {}|�~�� ªF����|�· ���¤�, ¢� �T�����¢� ���6�}� ���¤�, ¢� ~O¥¤|¤£�|��®«��6���I�� )�¢¥¤|¢ª�� {�|�~�¦�|'��¨¢ª�|�·�¦
{��9 ��F~�� ����~��9 ^{}|�~&�7~O�4{¬«�¤�¢{}|�¦ � ± ��¡=¤�#£=� ���¸�F�F¡O{�� �¬|�³²|�£�¨Oª����¸|�¦ �=� ��������¦ � �  ¢�¤�
�¢�°�¢§"���7� ¤|�¦s�6� ��®��£�|�¥¤· ���ª��O¥�¨�£=�¬|�ª �¬���¤�O{��¸�4{�� �x«���|x�  O¡¢{¬¨O{}�x³ ����¢£�|O{ � ¥����6¤��¨
�¢ ��O£¤{¬~��¬¨����¤�7¨ ����¥�{ �@�I�F¨
{�|�~^ ¢� � �  ¢�¤��{����¶·O{��O{�� ¦ �

# �¬¨��7� ¤|¤£�|x�E�9 ¢{���¦�{�| Linux ¨#£=�¬|��.{}���B�®��{}|�~��F~��.{¬«�¤�O{�|�¦s�O£�¡�£��¸§²�¢ �� ¦ ��£��(�
§ � �6�}�¸¦ ���¤� ��� ����|�¥�� ¦�� �  ¢�¤��£�|�¥¤· � £���� ��«�¦ � D £'�����¶|�~¢ �£�|�¥�¥��������®¡¤£��¸�4{�� �x���R£�|�¥¤·
�x�¢¥����¬|��´��¤���6��� ¢� � � ª��¢¥�� �°��ªF�®��{¬¨¢ <�O£�|O{���¥�� �6¤�O{�����«y£=�¬|��4{����B�®� ���¤�1��� !"�¢¥��}�°�
{}|�~y�F~��.{¬«�¤�O{�|�¦¢³.ªF�®�<{¬¨¢ �£����¬|��´«y£=�¬¡������O�7¨O¦���{�| ���®��� ����{¬~�| ���¤�,�6�^{}|¤£�����¡ �	� �
��{¬~O| �x���>ªF�®�L{¬¨�  ��� !²�O¥�« ��£�����|��  $�9 
�®� �� �'� ������|¤£�|�� ¨O�7¨ � : �������%�Y�O£�¡ {}� £��¸|
ª´ $�I�4{ ���O£�¡L��~¢{ � � �  ¢�¤�1| � �¬~O£�¨
� ��{¬¨O{¬«�¦��¢� ��{¬·O|�~ Apache, {�|L£��
�%��{}| opensshªF�®����� !²�O¥�«�� £�����|��  $�9 
�®� ���¤�F| ���¬~O£�¨���� {¬¨¢{¬«�¦ proxy squid.� |�{���¥�����¡ ��¡��.{�|�¦v£���� ���}�F£�|¢¥¤·#�7¨
¤�¢ �{�����¡ ��¡�¥¤|���{¬¨¢ �~O¥¤|¤£�|�� ¨O�7¨ �� ¢¡�¦ ������~ �
 O¨¢{�����|�·�£=�¬|¢ª � ���¤�¢{}|�¦ �(� {¬¨¢  £=�¬|����}����� ¢¨�£=� � �°£¤{;�I�F¨ {�| Linux � ��� � � ���}�I£�|¢¥¤·
� �¬��!7|�¦!�B�$� �����F¨ ��${�� Windows CE, ��~�� �@�I¦!¥¤¡�ª8�L{�|�~ �x¡��.{}|�~�¦��������¸|%�¬¡O{¬¨O�7¨O¦¢³
{}¡��F|&{�|�~�¥���� {}|�~�� ªF� �x|�·&�7~O�4{¬«�¤�¢{}|�¦�¡��F| ���¤�¶{}|�~��¢ ��O¥¤|�ª�|�~�£=�¬|¢ª����
�¤�O{��¸�4{�����|�·
£=� ���(�%�¢¥�¥¤|¢ �{�|�¦ ��� {}|� �£=�¬|�� ���¸|=��� �6¤¡�{�|�~ ��¡��4{�|�~�¦^£=� � £=��� ��£��¸�F¨�¦� ¢���F~��£=�����°¥¤¨��
!F§²|�·¢ ^{�| ��¡��.{�|�¦v�6�k�� �§ ���1£��  ¢|��¬~¢ ¢�������¡�³7{}| ��¡��4{�|�¦��6�I���¬¡¢ ¢|&�¢������£=�������@�I�F¨�¦
�x���¤{�| ��¡��.{}|�¦K{¬¨�¦${��;�x O����«�¦�~O£�|��.{¬«���� �¬¨�¦ � ±  �~¢£'�������}���.{�¡��¶|�¦!ªF�®� ���ª��O¥¤¨m£��
��� �
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ª+�1ª�«�{�|�~^{�� ¥�� �x|�·�£=�¬| � ¡¢ �{}|�¦¢³7{�¡O{���{}| �x¡��.{}|�¦�{¬¨�¦ �������®��¦I���¬«��F¨�¦�{;�9  windowsª �  	� {��¤��£�|¢¥¤·��� ª �O¥¤|�³����¢§ �I¦J�����}��� � ��{��¤�B��°� �������®�^ªF�®� �%�¢§ ���F~�� � � ~�« �

� � � � � � � ��� � � ��	�) 	 
 �  	�$ � � � "	� � "�� � �

� �®��{¬¨¢  �� {���!7|=����{�|�~ Linux ��{�|¢  LEON �O¥O¥�� ���¤��£�|x� � � ¥¤|�~k¥¤|�ªF�¸�6�����|�·x³¤£=� �
OpenSSL, ���¬¨��7� ¤|¤£�|��®«¢§²¨
���¢ ^{���£��
���	� �¢{�� � � ª��¢¥�� �°� �

•
� �B��£=� ����� ª�����{ ��¦ ����� ��  O|�~ vi �x��� emacs.

•
� ���{}�¢ª¶¥��1{ {��¸��{¬«�¦ (compiler) sparc-linux-gcc 3.2.2

• GNU binutils

• GNU emacs

•
� ���¬|�¤|��@�1{¬«O¦ tsim

•
� | ���¬ª¶�O¥�� � | dsumon, £�|�~��F~¢ ��������F{¬¨ ¤|¢ ����¬� DSU �� �  ¢� PC.

' �¢ ��O£¤{¬~��¬¨�{}|�~�¥¤|�ªF�¸�6�����|�· ��ªF�  	���6���  ¢� PC ������� {�����{}|¢ O����«�¦ x86 �� Debian
GNU/Linux.

� ��� ��� � e
GNU binutils

� � binutils �O£�|¢{�� ¥¤|�·¢  ��®���F~O¥�¥¤|�ª�«��O£�¡ ���¬ª¶�O¥�� �®��ªF�®�&�¬~��������%��������� �°� �^� �
£=�¬|�ª � ���¤�O{���£�|�~��F~¢ O� ��{�|�·¢ ���~O{¬«
{¬¨��F~O¥�¥�|¢ª�« � �  ¢�¤� �

• ld -
�

GNU �F~¢ �� � {¬¨�¦ (linker)

• as -
�

GNU �F~����|�¥¤|=�� {���!B���O�F{¬«O¦ (assembler)

• addr2line - ���{}�O{�� ��£=�}� ��� � ~¢§²·¢ ¢�B���¸¦<�6��|¢ ¢¡=¤�O{��P�
�$� � �@�9  ���¤�J�����¸§ ¤|�·�¦
ª �¬�����9 

• ar - �� ¢� � � ª��¢¥�� �¸|yª��®��{¬¨ ��¨
�� |�~�� ª6�°�´³4�O¥�¥¤�Oª¶« �x��� ���¬�Oª8�1ª�«����������¸|�§©¨	�'�9 
(archives)

• c++filt - � �  ¢�¤���  ¢� ! �°¥�{��¬| £�|�~ ���{}��!B� �����}� �=� ������|¤£�|�� ¨���  ¢� �F·����|�¥¤�
C++

• gprof - £=��|)�%�¢¥�¥����F£=�����¸ª����
�¤�O{����%��¦�£¤¥¤¨
��|'!7|=�	����¦
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• nmlconv - ���{}�¢{�����£=��� �=� �������#�� ¢{�� � ��� ��  ¢|�~��6� NLM

• nm - � �  	���F¥�� ��{����7~
���¡¢¥��9 
�O£�¡�������� �®���¢ �{�������� ��� ¢|�~ (object files)

• objcopy - �¢ �{�� ª � ��! ��� �x���B���{}�¢{�����£=���F�
�$� � �®���¢ �{�������� ��� ¢|�~

• objdump - {¬~O£5�9 	���F£¤¥¤¨
��|'!7|=�	����¦s�O£�¡��
�$� � �®���¢ �{�������� ��� ¢|�~

• ranlib - 8�¨���¸|�~
�¬ª�� � �� ¢� � ~���� {¬«����¸|&ª��®�^{}�
£=����� ���´¡���  ¢� ��°��¦���������� |�§²«
��¨�¦

• readelf -
¯ ��|)�%�¢¥�¥����7£¤¥¤¨��¬|'!7|�� � � ¦��¢£�¡�|�£�|��¸|'�¬«O£�|O{��
������� �¸|��¢ �{������}� ��  ¢|�~

{¬·O£�|�~ ELF

• size -
¯ ���¬�¢§"��{��}��{}� �� ª ��§²¨v{;�9 s{�¤¨���O{;�9  (sections) ��®�O¦N���������¸|�§©«	�x¨O¦�«

�� ¢¡�¦s������� � |�~��¢ �{������}����� ¢|�~

• strings -
¯ ���¬�¢§"��{��}� {��¸¦$�F~����|�¥¤|��6�}� � � ¦ (strings) £�|�~m~O£'�
�$�´|�~� m�6� �%�O£�|��¸|

������� � |

• strip -
± !²��� ��� �F�F·����|¢¥����¢£�¡��� ¢��������� �¸|

• windres - � 9 ¢��¦ �� {��Oª¶¥��1{ {�� ��{¬«�¦�ª��®�^£�¨Oª����®��������� �®��ªF�®� Windows

� � £��¸|L£�|�¥�¥����O£)�.�O~O{ � � ��¨O�²��¤|�£�|��¸|�·¢ �{¬¨¢ &�x�(��¥¤� |�§²«
��¨ BFD (Binary File
Descriptor) ªF�°� {¬¨��¢�°����� � ��� �F¨ � � ª����7�@�9  �´��¤¨O¥¤|�· � £��°£'���¬|�~ ���¤�*{¬¨�x�(��¥¤� |�§²«��
�x¨ opcodes ª��®��{¬¨��F~����|�¥¤|=�� { ��!B���O�7¨����¤�F{¬¨¢ ^�� ¢{ �¸�.{��¬|%!7¨��7~
���|¢¥¤|=���{ �)! �¬���F¨
(disassembly) �� �{�|¢¥��9  ¤¨��¶�¢ ¢«�¦ �

� � ¥¤��{}��£=�¬|¢ª � ���¤�O{���£�|�~ � �  O��� ���®�¢§"� �²��¤��ªF�°�<{�| REGATE � �  O��� ���®���.{}�O~��
���1{ � �� {��Oª¶¥��1{ {��¸�6��  O� (cross compiled) �x���3�F~¢ ���� ������� ¢� (cross linked).

� �®�
{}|�� �x|¤£�¡���~O{�¡ � ��¨O�²��¤|�£�|��®«�§©¨	� �N¨
�O¥¤~O� � ��� � � ª��O¥�� �@�9  (toolchain) sparc-linux.± ~O{¬«&¨#�O¥¤~O� � ��� � � ª��¢¥�� �E�9 &£'�
� §²¨
���k�O£�¡�{¬¨¢ &�¸�4{�|��6� ¥=� ��� www.gaisler.com {¬¨�¦
Gaisler Research.

� � ��� ª��O¥�� �®� £�|�~ £���� ��� �}� � �  ¢�¤� ���®���.{}��~
���1{ � binutils ªF�®�������� {�����{�|¢ O����« SPARC �O£�¡ ¤¨����¢ ¢¨�¤��������� {�����{�|¢ O����«�¦ x86, |����®���.{}��~
���1{�¡�¦ �� �
{}�Oª´¥��1{ {��¸�4{¬«�¦ sparc-linux-gcc-3.2.2, ���¤�F|x�F�O£����¬��� {¬¨O{�� ¦ �x�(�¤¥��¸|¤§²«
��� ¦ �

� ��� ��� T hv_��$_  ��e�V�[ � �ac�_JbfX���U�` �

� �®��{¬¨�ª �¬��!7«�{�|�~<�O£��
�����¸{¬¨¢{}|�~ �=� �¢� �x��ªF�®��{¬¨ �� {���!7|�� ��{}|�~ linux ���¤�R{}|�~
~O£�¡¢¥¤|��°£�|�~�¥¤|�ªF�¸�B�� �x|�·���{}| REGATE ���¬¨��7� ¤|¤£�|��®«¢§²¨
���¢ #|x� ��£=� ����� ª����.{ ��¦ � ���(�
��� ¢|�~ emacs ���¤� vi.

� � �¬·�|���~O{�|�� ���}� ��  ¢|¢ª � ��!7|��J�¢£�|O{�� ¥�|�·� ��¬·�|P�¸� �´~��¬¡O{}�¢{}�
� � ª��O¥�� �®�x³ ��~�� �@�I¦^¡��F|¢ ��)!²|=� �#{¬¨¢ &�¢ ��O£¤{¬~��¬¨#£�¨¢ª����¸|�~ �'� ������� �v: �������%���O£�¡ �  ¢�
£¤¥¤«¢§²|�¦I���¬«��7� ��9 R�¶���¬�
��{¬¨����¸�.{����=�9 ^£�|�~�£=�¬|�� !"���¬|�~¢  � �  ¢�¤� �
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•
: ��ª��O¥¤|�¦��
�¢� § ¤¡�¦��¬~¢§ =� �6�N�9  ���¤�������¢ ¢¡O{¬¨O{��#£=�¬|��F����¤|¢ª�«�¦v��{¬¨¢ ���� ��� �����®�
{}|�~M���¬«���{¬¨´³´£=�¬|�� !"���¬|¢ �{}��¦ ��{¬�7�6���ª��O¥�¨���� ª�|¢ ¢|==�®�

• 8�~¢ ¢�O{}¡¢{¬¨O{}� ���O{ �O¥�¥¤¨¢¥¤|�~]� ��� ¤�¢{�� �6¤|�·!{}|�~ �=� �¢� �x� (highlight), ���¢§©�¸�4{;�9  �
{}��¦ � ~
��|¢¥¤¡¢{�� �¬¨�{¬¨�ª����)!²«��O¥�¥����x���F{¬¨¢ 
�¢ ��Oª´ $�I�F¨^{}|�~ �'� ������� �

•
¯ ¥¤«�§©|�¦ ���¬«��7� ��9  ��� ª��O¥�� �@�9 �³I¡¤£5�I¦������ § ¤|=¤¨��´�¢ ¢« �� �¬~¢ ¢�O{�¡O{¬¨O{�� ���{}���
{���|¤£�«�¦s����� § ¤¨O{�����|�·&�F~��.{¬«�¤�O{�|�¦

¯ � ���¸�F�7¡¢{�� ��� ¦m£¤¥¤¨��¬|'!²|=� � � ¦mªF�®�
{�|�~�¦ ����� ��� ¢|�ª � ��!²|�~�¦��O~O{}|�·�¦N~O£'�����¶|�~¢ ���{�� ¦
�� ¢{ �¸��{�|x�K��� ¦v� ��{�|��B��¥=����� ¦ �
http://www.gnu.org/software/emacs/emacs.html
http://www.vim.org.

4.2.3
� e _  ��eNls_ �de

tsim
c�ekb

dsumon

� ��£=�¬|¢ª � ���¤�¢{}� dsumon ���¤� tsim � �¢£�|O{�� ¥�|�·� ��¬·�| � � ª��¢¥�� �°��ªF�®��{}|�  ��£=� �
����� ª����.{¬« LEON-2 �x���1£��
���;�¶|¢ �{��¤�9�O£�¡ {¬¨¢  Gaisler Research.

� | dsumon£��
���;�����´{¬¨ �¬~¢ ¢�O{}¡¢{¬¨O{}���7·� )��� �F¨�¦ �  ¢¡�¦�{�����¤�O{�����|�·���*{¬¨�¤|� )�)�����O£�|�� !7�O¥���¢{�� �
�F¨�¦ DSU (Debug Support Unit) {}|�~ LEON.

' ��£�����|x�  ��9 
�®� � £�� {¬~Oª/���¢ 	� {��¤�	�� �/�
��°��¦��6��� ���®�
��«�¦vª����
�¤«�¦¢³²£�|�~U���¬¨��7� ¤|¤£�|x��� � {��¤� ¤¡¢ ¢|<�¢£�¡�{¬¨ ¤|¢ ����¬�#�O£�|�� !7�O¥�����
{;�I�F¨�¦ �3' {����¶·¢{¬¨O{}��{¬¨�¦1ª �¬���¤«�¦��£�|=��� �� ¢� ��~�§ ��¸�.{�� �����O{ �¢¥�¥¤¨O¥¤�x³�£=�¬|�� !"���¬|¢ �{}�O¦
{����¶·¢{¬¨O{���¦��¢£�¡ � " º�º ��;�����)2 " º J º�º bps.

� ����·����®�M�¶���¬�
��{¬¨����¸�4{�� � ��{�|�~ dsumon
� �  ¢�¤� �

•
¯ �¬¡��������F¨��¢ ��Oª´ $�I�F¨�¦ 6¢ª �¬��!7«�¦#�6��¡¢¥¤|�~�¦�{�|�~�¦ ���O{����+� �¬¨O{ � ¦#{}|�~ LEON
�x���7��{¬¨ O ¢«�¤¨

• 9 O�/� ¤�O{;� ��  O|�¦*�¢ �{ �¸�4{��¬|'!²|�¦N�7~
���|¢¥¤|=���{}�)! �¬���.{¬«�¦ ���¤�����®��� � � ���¸�F¨��  )����� �
����F¨�¦��O£�|�§²¨
��� ~O{�����«�¦ O ¢«�¤¨�¦��¢ 
�K�x 	��~O�7¨O¦ (trace buffer)

•
: ��{}��!7¡=� {��I�F¨����¤�B����{ � ¥����F¨ � !7����¤|¢ª+�9 ^ªF�®��{}|�  LEON

• 8��®����� � ���¸�7¨;�F¨��� �@�9  ���®�
��|¤£�«�¦ (breakpoints) ���¤��£����¬�O{¬«��¬¨��F¨�¦ (watch-
point)

•
± £�|=¤�
���¬~��6��� ¢¨��F·¢ ������F¨����{�|¢ ^�O£�|�� !7�O¥�¤�O{;�1{¬« gdb

• 9 ¢{�|¢¥���¦k|=�¢�¸�6��  
� ¦s�O£�¡#{�|¢ R���¬«���{¬¨
���=�-� %�'���� A>���J����

REGATE
�D�+@�A#��,��%� ��H �>@5�����J � ��� �
	�AD��� � �3������,�@5A#@5� �3;B� %��
�!D�
�5,�,�)��3;B�

�5����KB��: %��� @G�D�+H�AD@G����5� ��� �����D�3'��3( �>�3�
@�.
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• 8�|=¤|���{�|��9� � �®� (modules) ªF�®�v�7¨
�� �®� ��¥�� ª8�¶|�~ (checkpoints), £=���¢� ª �¬���¤� �{����%��¦�£¤¥¤¨
��|'!7|=�	����¦ ���¤�B� �¸�F|%�¬| 6)���¬|%�¬|�|=���¸�B��  	��¦k�O£�¡#{�|`���¬«��.{¬¨

•
¯ �¬|�ª �¬���¤�O{��¸�6¤¡�¦ O ¢«�¤¨�¦ Flash

� |�£=�¬¡¢ª �¬���¤� tsim � �  ¢�¤� �� ¢��¦ ���¬|=¤|x�E�1{¬«�¦ � £�� £'� �¬|�~ �� �{�|¢¥��9 �£�|�~ �£�|=��� �´ ¢�
� �¬|=¤|��@�I�6�}�©~¢£�|¢¥¤|�ªF�¸�F{�� � ���F~���{¬«�¤�O{��������7�¸�6��� ¢���F{�|¢  ��£=� �����¬ª¶����{¬« LEON.

� |
tsim £��
���;����� �

•
± �����(��« ���¤��£=���¢ª ¤�O{�����|�·���·
��¥¤|�~�� �¬|=¤|��@�I�F¨�{�|�~ ��£=��� ��� ª�����{¬« LEON

•  �¬�¤� ��� {�� �x«��O£�¡'�¬|��7¨ � ��;�����  º MIPS �6���¸�T�¶~��¬¡ PC (XEON@3.2GHz)

• 1£�� {}���´~���� ¢¨ ���O{ ����{}�O�7¨N¨���� =�°��¦${�|�~ ��£=��� ��� ª�����{¬«m£�|�~ ��£��¸{�� ��£=�}�O{����¶·¢{�� �¬¨
����{ ��¥�� �7¨����¬|=¤| �E�I�7¨O¦v�O£�¡&{¬¨¢ 
£=�¬�Oª ¤�¢{�����«�¥��}� {�|�~
�¬ª �®�

•
± ~¢{}¡¢ ¢|=¤¨#¥���� {}|�~�� ª6�°� ���¤���O£�|=¤�
���¬~��6��� ¢¨#�F·¢ ���� �7¨���{}|�  GNU �O£�|�� !²�¢¥��
¤�O{;�1{¬«

• 64-bit ���{���¨O�7¨R���¬¡¢ ¢|�~�ªF�®���O£=� ���®¡=���¸��{}| ���¬¡¢ ¢| ���¬|=¤| �E�I�7¨O¦

• � |=� {��I�7� ¤� �¬|=¤|��F{�|��K��� �°��ª��®��{¬¨¢ <~O£�|���{¬«���� �¬¨�|=�¢�¸�6��  O¨O¦��O£�¡�{}| ���¬«���{¬¨
�F~�� � � ~�«�¦ �}�¸�F¡'��|�~ 6	� �¬¡'�¬|�~

• � |�¨¢§²¨O{�����« O ¢«�¤¨��¢ 
�K�x 	��~��F¨�¦ �  �{}|�¥��9 

•
¯ �¸�/� �¢ 
�9�� 
� ~��F¨�{¬¨�¦���{}|��(���O¦ ��N£¤¥¤¨��¬|'!²|=� � � ¦kªF�°��{����7·
���|¢¥¤�

•
: ¨ ��� ���%�¢¥�¥¤|�~��F� ����{ ��¥����F¨^�T����� �®���F¨�¦ ���O{��O{}|=¤«�¦J���¬¡¢ ¢|�~

•
± £=�����®¡=��� ��{�|�¦v����� § ¤¡�¦k�F¨��� �@�9  ���®�
��|¤£�«�¦ ���¤�7£��
���¢{¬«��¬¨��F¨�¦

• 8�~¢ ¢�O{�¡O{¬¨O{��I���¬«��F¨�¦!�F¨��� �E�9  ��¥�� ª8�¶|�~kªF�°�s{¬¨� ��O£�|�§²«
����~O�7¨ ���¤����£��¢ ��
��{¬¨��
�F¨
{¬¨�¦�£¤¥¤«��¬|�~�¦ �x�¢{ ���.{����F¨�¦m{�|�~�����|=¤|��@�1{¬«

• �°I¥�� ª/�´| �%�O¥¤~��7¨�¦ �=� �������
� � �¬·�|
��~¢{ �s£=�¬|¢ª � ���¤�O{��:���¬¨��7� ¤|¤£�|x�°«¢§²¨
���¢  ���O{ � ��¡=�¬|¢  ���O{ �s{¬¨¢  �����
�������®�

{¬¨�¦ ���{}��!7|=� ��¦K{}|�~�£�~��¬«¢ ¢��{�|�~ GNU/Linux ��{�|¢  LEON ���¤�¤�F{¬¨�  ����{ � ¥�� �F¨ ���¤�
£����¬�O{¬«��¬¨��F¨��� ¢¡�¦�£¤¥¤«¢§²|�~�¦��¬|��´��¤����{����=�9 �£=��|�ª �¬�����O{;�9  �



� ��,F� � =9��� ,)=CB �y���y�
GNU/Linux

� �

� ��� � ��
 ��� � � ) 
 � � � ��� �
GNU/Linux

� | GNU/Linux � �  O���'�  ¢�k£�|�¥¤·k�4{��¢§ � �¬¡ �x����{����¶·O{��O{�|�¥���� {}|�~�� ªF����¡��F·��.{¬¨�¤�
4 # �®�m� ��³���·
��|�¥¤�k£=�¬|��F����¤¡��²��¤|��x������£=����{ ���7� ¤|�³ ���¤���O£�|O{���¥�� �%��{¬�7����®��� ���� �� �x«k¥¤·��
�F¨kªF�®� ��!7����¤|¢ª�� ¦ �  O�/� ¤�O{;� ��  ��9 ��7~O�4{¬¨���¢{��9  �3' ���{}��!7|=� �vªF�®�v{}| REGATE�����B� �.{¬¨
�����B����®�y£=�¬|ONO£'�����¶|�~��F� ���{���!²|=� ��ªF�®�<{}|¢  ��£=� �����¬ª¶���4{¬« LEON, �O£�¡{�|¢  Stefan Holst.

� � �x~
�¢�°¡O{�� ��� ¦&�¢�°��!²|=� � ¦ �� �{�|�£�� ��|� ¢{��¤�I��{¬¨����®�����������B�®� ���=� �(�
 ¢¨��F¨�¦�{�|�~��7~O�4{¬«�¤�¢{}|�¦ (boot process) ���¤�I��{}|P�F·��4{¬¨
¤�����®����� � ���¸�7¨O¦ O ¢«�¤¨O¦ �
1£��°£¤¥���|¢ �³ �;�¶|�~¢  �¬¨���¸|�~�� ª�¨¢§ � � � �¬�����¶«O¦��¬·�|y ���|��,|'�¬¨Oª�|�� ³ �� ¢��¦�ªF�®� ��®�<£=���1{�¡��
{¬~¢£�¨ �� ¢�/� ¤�O{;� ��� ¢¨ �%��� {���������{¬·�|�~ (MAC) ���¤� �  ¢��¦yªF�°�\{¬¨�  �  ¢�/� ¤�O{�� ��  ¢¨
¤|� )�)�������¬~O£¤{�|¢ª � ��!7¨��F¨�¦ (DES unit).

� ��� ��� � �`���hvZ  ��` �sV#_ � X
_3[1e	��`  � � [I` �
Linux

��bfe
SPARCc�ekb

LEON
� {¬¨¢ k~¢£�|��  ¢¡O{¬¨O{��v�O~O{¬«�£����¬|�~O�²� ����� {��¤�=��®���¸��{�|�������«
�� O�)� �¬|=¤«s{¬¨�¦ �� {���!7|�� ��¦

{�|�~ Linux ª��®�*{�|¢  � £=����� � ª�����{¬« SPARC ���������%� ���¤� ªF�®��{}|¢  LEON �F{¬¨!�F~¢ ��;�����®� �


 	>��,�� � =9��� *$�
SPARC

' ���{���!²|=� �L{�|�~ GNU Linux �6��~O£�|¢¥¤|�ªF�¸�4{�� � �B�F~��.{¬«�¤�O{�� ���O�²�¸�6��  O�P�6�
��£=��� ��� ª����.{ ��¦ SPARC ����� �  O¨O�B�<{}| � ��� 2B�O£�¡ ��®� ������¬«(|=����¬�Y£=�¬|¢ª �¬���¤�¢{��(�
�.{;�9 x³�£�|�~ ��£�����|x�  ��9 ¢|�·��F�¢  �x�����F~¢ ¬ 	�  O|�|�·¢ �{��¢  ���{����¬·L{}|�~�¦ ����/� {}|�~����®�����(�
��{¬·�|�~ �  � � �  ¢¨ {¬¨¢ <£=� � �¸|'��| {�| Linux ��{��������#�B� ¤¨��¶�¢ ¢«�¤�¢{}� Intel 80386 �x���
Alpha.

A �¤��|�� �¬·�|^��~O{ � ¦�������� {�����{�|¢ O���%��¦ � �  O��� ������¬|��
���¢� � � ¦ (little endian), �  ��
| SPARC � �  ¢�¤� ���ª��O¥�|��	� ������¡�¦ (big endian). � 1 ¢�^�O£�¡�{���£=���1{}��£=� �Oª�¤�O{}�v£�|�~
~¢¥¤|¤£�|x�°«¢§²¨
���¢ s«O{��¢ m ¢��ª6�  	���x|�£�~
��«� O�O¦ �¢�°��!²�� O«O¦Z�I¦!£=�¬|�¦!{}|¢ ��
���¢� �x¡,�´���¬�
��{¬«��¬�
(endianess) {¬¨�¦ ���%���.{�|O{���������� {�����{�|¢ O����«�¦ �

� {¬¨��F~¢ ��������®��� ª��  ¢�¢ ��O¥�¥��Oª�� ¦k��{�|��F·��.{¬¨�¤�^������� �@�9 �³"��{¬�7�8�I�4{���{��������®�#�F~��
�.{¬«�¤�O{���������� �E�9 � ¢� �£�|��¬|�·¢ � ¢�U���¬¨��7� ¤|¤£�|�� ¨¢§²|�·� ��O£�¡ ¤¨��´�¢ ¢«�¤�O{�� ���®��!7|=��� {��(�
�=�9 ��
�$�¶�¸{�����{}|� �� �'�9 �£�|�~�{����;�¶|�~¢  Linux.

#$¡¢ª8� {¬¨�¦ ���ª��O¥¤¨�¦&£�|x� �´� ¥=�®��¦��O£�¡ ¤|¢ �������¦ ���®��� � � ���¸�F¨�¦ O ¢«�¤¨�¦���{��¸¦ ������!7|��
��� ¦�~O¥¤|¤£�|��®«��6��� ¦ SPARC ¤¨��¶�¢ ¢¨���O{;�9 �³����¬¨��7� ¤|¤£�|��®«¢§²¨
���#{ ��{}|��¸|�¦��T�������®���6¤¡�¦
ª��®��{¬¨¢  ���®����� � ���¸�7¨�{¬¨O¦ O ¢«�¤¨�¦¢³��I�4{��^ ¢��� �  	�}�,{¬¨��¬~¢ ¢�O{�¡O{¬¨O{�����{�|¢ �£�~��¬«¢ ¢�< ¢�
~¢£�|��.{¬¨�� � �����´¡¢¥�� ¦m�O~O{ ��¦�{��¸¦ ���®��!7|=��� {����%� ¦�~O¥¤|¤£�|��®«��6���¸¦ � � ��������!7|=� � ¦m�¢£����¬��� {¬¨O{���¦
�
�$�¶����|�£�|��®«O�B���¸¦�ªF�®� � ��§ �^{ ��{}|��®�<~O¥¤|¤£�|�� ¨O�7¨ � �^ª6�  O|� ¢{��¤� �x�¢{ ��{¬¨ ���{}�Oª´¥��1{ {��¸�7¨
{�|�~ £�~��¬«¢ ¢�´³I�O¥�¥�� �x�¢{ ��{¬¨¢  ���®�����������B�®� ����� �  ¢¨��F¨�¦&{}|�~��F~��4{¬«
¤�O{}|�¦ � : ����~O{¬«
{¬¨�  {}�	��{�� �x« ��£��¸{�� ·��x§²¨
������!B�� ¢¡�¦�¨ �¬¨���¸|�~�� ª6�®� �� ¢¡�¦ ¤¡¢ ¢| £�~��¬«¢ ¢� ªF�°� £�|�¥�¥�� ¦
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£¤¥¤�O{ !7¡����� ¦ �x���x��!B� { ���¬|�~v|��x¥���£¤{�|�������}����¦�{��9 �����������|¤£�|x�°«��6�;�9  �� {����¬·�{��9  ���®� �
!²|=��� {�� �'�9 ^~O¥¤|¤£�|��®«��6�;�9 � O� � �  ¢�¤� �¢�°��!²�� 
� �¸¦v��{�|¢ ^~¢£�¡¢¥¤|��°£�|�£�~��¬«¢ ¢� �

' �O£=� ~¢§ � �®�O¦k£=�¬¡��������F¨#��{¬¨ O ¢«�¤¨ (Direct Memory Access) � £�� {¬~Oª8� �¢ 	� {��¤�
�� �  ¢� ¤|¢ ¢��������¡P{��¬¡¤£�|P�6��¤¨��¶�¢ ¢«�¤�¢{}��£�|�~ �����B� �¬|¢ �{}�¤�3�B� SPARC ��£=� ����� ª����
�4{ � ¦ ��� {}�y£=�����¸�7�F¡O{����¬���F~��.{¬«�¤�O{��<��~¢{}|�·y{�|�~y{¬·O£�|�~´³1|�� DMA � ª´ª �¬��!"� ¦ ���¤�
�¢ ¢�Oª´ $�I�6�}�¸¦�ª6�  ¢|¢ �{��¤� �� ���¬«��F¨ !7~��7���=�9  �¢����~¢§²·¢ ¢�6�N�9  �B� �®��{¬¨ ���®����� ���¢�¸�F¨P{¬¨O¦
DMA £=�¬¡��������F¨�¦���{�| Linux ~O£'��������� ��®� ���¢§²|����¸�6��� ¢¨ £=����� |��¶«��¢����~¢§²·¢ ¢�6�N�9 
£�|�~Y���¬¨��7� ¤|¤£�|x�¸|�·¢ �{��¤�Fª��®��{�|&� ��|¤£�¡&��~¢{}¡ � � � {}�¢ k£=�¬¡����}� {��¤�´ O� � �¬~O£�¨�����{¬¨¢§ � � ��®�
��� {¬¨��F¨ ��ª¶ª �¬��!7«�¦�« �¢ ��Oª´ $�I�F¨�¦¢³>|��>�O£����¬��� {¬¨O{�� ¦&��� ��~�§©·� O�6���¸¦ ��¥��������9 ¢|¢ �{}�������¤�
� ¥�� ~¢§ �����9 ¢|¢ �{��¤� �¬�¢ ���¡¢{}�¢  ��� ����£=� �¬�¤�@�9§ � ��¨ �¬¨O{�|�·
��� ¢¨ ��� ª����B�®� �m� �®�#{¬¨¢  ���O¥¤· �
{�� �¬¨ �������{ �¢¥�¥�� ~��F¨ �x���>�O£�|O{���¥�� �6¤�O{�����¡O{¬¨O{���{}|�~ �F~��4{¬«
¤�O{}|�¦�³>{�|L£=�¬�Oª ¤�O{�� �x¡
�� ª � §²|�¦&{¬¨�¦�£=� ���¸|��¶«O¦#{��9  ��� � ~¢§²·¢ ¢�6�;�9 ���~¢{��9  � �  ¢�¤� ���{}���¤¥¤¨O{�¡ �x��� �£�|=� � �3 ¢�
�� ª��¢¥��I�6�}�¤¡��F|O�����}� ����� {��¤� �I: ¡¢¥��¸¦N{���¥����@�I�6�}�¤¨k��~��¬¨���  ¢¨��¬«O{¬¨O�7¨�¨�£=����� |��¶«
��~¢{¬«
����������  	�}�6�¬�¢ �� �

' ��¨
�� |�~�� ª6�°��|%�¬¨Oª+�9 �ªF�®��{��¸¦ �����)!²|=����¦��7~O�6��� ~�� ¦�£�|�~ ���¬¨��7� ¤|¤£�|x�¸|�·¢ �{��¤�R�B�
��®�s~O¥¤|¤£�|�� ¨��F¨ SPARC �
��|¢¥�|�·�§©¨O�B�>¥=� ª�|�£�|¢¥�·k{�� ��«�¤�O{��m{¬¨�¦!�¢ �{ �¸�.{}|��K�¶¨�¦ ���®�����(�
�x�O� �°��¦!��{¬¨¢  x86 �
�$�¶�¸{�����{}|� �� �x« �J� {¬¨¢ s�����¶«´³�|��'������!7|��¬|������O{���� ����~O���4{ � ¦K~O¥¤����|�·«O{}�� ��¢£=��¡�§²~�¤|��x ¢� ���I�7|�~¢  ��£���� ��� �¸¦�£¤¥¤¨��¬|'!7|�� � � ¦ ���¤�¶£=�¬|%���®�¢ª �¬��!"� ¦mªF�°�
{�� ¦��F~��
�6��� ~�� ¦s£�|�~�£����¬«Oª��Oª¶�¢ �³¶ªF�®��{¬¨¢ *�¬¨���¸|�~�� ª6�®��|'��¨¢ª8�9 ���{}| Linux.

� {¬¨��F~¢ ���� �}�®�x³
���{¬¨¢  ª �  O����¡O{�� �¬¨ � � �O£¤¥��I�F¨ ���¤�>�O£�|'�¬|��´«P{�|�~ Linux, ¨ �}� �x¡� O�P��~O{¬« �O¥�¥������
� �¬��¤�¢{����%� � � I{¬�7���7«
�� �¬�´³��%�O£�|�� � ¦N{��;�x O���%��¦�£�|¢¥�·��O£��¤� {¬¨O{�� � � ¦*�B�G� ��¡� O|����¤��ª´ $� �
�7¨x³F¡�£5�I¦s£=� � ¨#�¢ �{ �¸�4{��¬|'!7¨ ¤¨��´�¢ O����« (reverse engineering), ���¬¨��7� ¤|¤£�|��¸|�·� ¢{��¤�
£�|¢¥¤·#¥¤�¸ª¶¡O{�� �¬|��O£)�´¡O{��²£��O¥¤��� ���¤� ���{¬¨���|�«¢§ ���®�&{;�9 ����O{}�O�6��� ~����.{����@�9 �� {��¤� ���@�9 
��¨
�� |�~�� ª�|�·¢ �{��¤�F�O£�|O{���¥����6¤�O{�� �x|�� ���¤�7�
�¢�°¡�£��¸�.{}|��©|'�¬¨Oª�|�� �

L = �9� � (*��� 	 	J�
LEOX

: �®� �¢¥�¥¤¨!£�|¢¥¤·��F¨�¤�¢ �{�����«��F~¢ 	�}�¸� !7|�� ����{¬¨ �� {���!7|�� �!{�|�~ Linux ��{¬¨¢ !|�����|¢ª � � 
���®��{;�9  SPARC ~O£�|�¥¤|¢ªF�¸�.{��9 ��O£�|O{���¥�� ��{�|�£=�¬¡¢ª �¬���¤� LEOX.
� {¬¨¢ �£=��� �°£¤{;�I�7¨

{}|�~ LEOX �;�����7ª6�  
��� ���{���!²|=� �&{�|�~ uClinux �F{�|¢  LEON.
� | uClinux � �  O���"�	�

 O��£���� �Oª8�1ª¶|�{�|�~&£�~��¬«¢ ¢�#¹ � º�{�|�~ Linux.
� | ��·���� | �¶���¬�
��{¬¨����¸�.{�����¡��O~O{}|�·�{}|�~

¥��}� {�|�~�� ªF����|�· � �  ¢�¤��¡O{���£=�¬|�|=� � ��� {��¤�¢ªF�°� ¤¨��¶�¢ ¢«�¤�¢{}�!£�|�~ ��� ���®�¢§"� {�|�~¢  ¤|¢ ����¬� ���®� �
��� ���¢�¸�F¨�¦ O ¢«�¤¨�¦ �1� | uClinux, ���¢§ �I¦s�¢ ¢��!"����� {��¤�¶�6� ¤¨��´�¢ ¢«�¤�O{��,�+� � � ¦ MMU,�������R|=�¢�¸�6��  
� ¦ �����7���%� ¦ ���®��!7|�� � ¦��O£�¡<{�| ���¢ ¢|¢ O����¡ Linux, ��~�� �@�I¦,�I¦
£=�¬|�¦
{}|� 
{���¡¤£�|#£�|�~�~O£�|��4{¬¨
�	� � ����{�� ¦�£�|�¥�¥¤�O£¤¥�� ¦ ��� � � ª��O� ����¦ �

± � � ���}�� O�&�F¨���}�E�9§ � �F¡O{��F{�| uClinux ���{}�)!"��� §©¨	� � �x�B����{���¥�����{¬¨
��� ��£�� {¬~��+�I¦
�F{�| REGATE ��{}��£¤¥¤��� �7�®� �¬|��´����9 s£=�¢�  �{¬¨¢ �|�¥¤|���¥¤«����I�F¨k{¬¨�¦ ���®�¢£�� ��{�� ~��F¨�¦!{¬¨�¦
�x�¢¥¤«�¦9¥���� {}|�~�� ª6�®�O¦I{¬¨O¦ MMU, |¤£�¡O{�� ���¤� �������¸�B�,¨ �� {���!7|�� �!{�|�~ ���¢ ¢|¢ O����|�· Linux
���£�~
��«� O��¹ � » � $ » � � � ��~����®¡O{�������¦��¢¥�¥¤�Oª�� ¦�£�|�~�� ªF�  O�� k�F{�| uClinux ¡¤£5�I¦ � �  	� {��¤��O£�¡B{¬¨�  |=����¬� LEOX ªF�°�L O� {�� �����}�!��{}| REGATE, ��!²|=�¬|�·¢ P{¬¨��¢�°�����������B�®�
���=� �  ¢¨��F¨�¦��O£�¡L{¬¨¢  SDRAM �O£�|�~��B�®� O ¢«�¤¨�¦ flash, {�|¢ �|'�¬¨Oª�¡ {¬¨O¦��6��� ���®�
��«�¦



� ��,F� � =9��� ,)=CB �y���y�
GNU/Linux

� �

§²·��¬��¦ ���¤��{¬¨¢ �� �¬|=¤|��@�I�F¨ ¤|¢ ����¬��¦ �x�  ¢¨O{¬«�¦�~¢£�|%���®�O�F{�|¢¥�«�¦ �

Linux
(*�@�

LEON
	J�

MMU

' �� {���!7|=��� ¨(|¤£�|��®���O£�|¢{ � ¥�� �6� ���¤�N{¬¨ �'���F¨BªF�°� {¬¨ �� {���!7|�� � �F{�| RE-
GATE, «O{}��  ��~O{¬«P{�|�~ £�~��¬«¢ ¢� ¹ � » � $ » � � | ��� ª�| �O~O{}¡ ��ªF�  	�����������%�Y�O£�¡\{}|¢ 
Jiri Gaisler ���¤�7{}|¢  Konrad Eisele, £�|�~&{��¬|¤£�|¤£�|�� ¨��F�¢ �{¬¨��� {���!7|=����£�|�~#~O£�«
� �
� �
ªF�®��{}|¢  SPARC.

¯ �¢ $� �F{¬¨��%�O�7¨��O~O{¬« �´�  O«�§©¨	� �^¨�£=�¬|��F£'��§ ���®��{�|�~ Stefan
Holst, |P|�£�|��¸|�¦ ���{ ��! ��������~O{ � ¦#{��¸¦�{���|¤£�|¤£�|��®«��6��� ¦ ¤��� � �� �%�O£�|�� � ¦� )��� ¦ ��� ¥��
{��E�I�B���¸¦���{}|¢ k£�~��¬«¢ ¢��¹ � " � » � � �¶�O¥�¥��Oª�� ¦���~O{ � ¦ � �  ¢�¤� ���®�¢§"� �²�����¦���{¬¨¢ ��¸�.{}|��6� ¥����¬�
http://www.ra.informatik.uni-stuttgart.de/ holstsn.

� ��� ��� � bfe ��_ ��NbHV�]iXsU*g�Xk]��

� | ��~����®¡O{����¬|�£=�¬¡)��¥¤¨
¤�&��{¬¨��� {���!7|�� ��{}|�~ Linux ��{}| REGATE |%!B� �°¥���{}�¤�
��{¬¨ ���®��!7|�����{�����«��¢ ��¢§ � �F¨s{�����9 sªF�®�v{�� ASIs.

' ¤|� )�)��� ���®����� � ���¸�7¨O¦ O ¢«�¤¨�¦�£�|�~
� ��¨O�²��¤|�£�|�� � �7{�| REGATE ���� ��	�x|�¥¤|�~¢§ � ��{¬¨¢ 
��� �¸§ ¤¨��F¨^£�|�~&|=� � ���}�F{}| ¤|¢ �{ � ¥¤|
�� O�)!²|=� ��¦
{�|�~ SPARC V8.

± �x|�¥¤|�~¢§ � �.�6�vª �  O���%��¦^ª����
����¦
{¬¨¢ #��� � § ¤¨O�7¨�£�|�~
|=� � �����²ªF�®��{}|�  LEON ¨ �x�¢{}��� ��� ~����.{��¢�°����{��¤� � �®�&{�|�~ ��£=��� ��� ª����.{¬«´³ Gaisler Re-
search. � �.{�¡��F| ~O£'�����¶|�~¢ <|=��� �6��  	��¦����®�)!²|=� ��¦#�F{¬¨� y�
�	� § ¤¨��F¨<{;�9  ASIs �¢£�¡{¬¨�  MMU {�|�~ REGATE ���¤�4{¬¨¢  MMU {¬¨�¦ Gaisler Research.

� �4{�� �� ¦^£�|�~
�¸�T�¶·�|�~¢ ���{¬¨¢ <��� �¸§ ¤¨��F¨y{;�9  ASIs ��{}| REGATE �O£=������|¢ 
� �¬|¢ �{}���>��{}|� y£��  ¢�
���
2 � � �

� | ¤|� ¢{ ��¥¤|P�¢ ¢��!²|=� ��¦�{�|�~ SPARC V8 ��!7«¢ 	�}� �%�O£�|��®� £���� �¢§²~��¬� ���®��!7|=� �	�
{�� �x«O¦&~O¥�|�£�|�� ¨��F¨�¦^{¬¨�¦ ���%���.{�|O{���¤|¢ ����¬��¦*���®����� � ���¸�7¨O¦ O ¢«�¤¨�¦ � � 1{¬�7� ³4¨ ¤|¢ ����¬�
���®����� ���¢�¸�F¨�¦ O O«
¤¨�¦k{�|�~ REGATE, �+� � �¸¦k ¢�#�O£�|���¥=�  	�����O£�¡�{�| ¤|� ¢{ ��¥¤|��¢ ¢��!7|)�
� ��¦�³�� ��¨O�²��¤|�£�|�� � �
¤¡¢ ¢| ���¢§²|¢¥¤����¡ ���¢§²�����¸�6¤¡mªF�®�*{}|�  �x��§©�
�¢�¸�6¤¡m{;�9  Translation
Lookaside Buffers (TLBs) , �  $�({�| Linux � �;����{}�¤�F¡O{��7~O£'��������� �¬~¢ ¢�O{�¡O{¬¨O{��^ªF�®�
���¢§²�����¸�6¤¡ ��®�O¦��6� ¥=� ���O¦¢³ �  ¢¡�¦�£��  O�	�x���6��¥=�����9 �³ �� ¢¡�¦�£¤¥¤�¤�¸�B�¸|�~ ���¤��¡�¥¤¨�¦�{¬¨�¦ O ¢«��
¤¨O¦ cache.

' ���®��!7|=������~¢{¬« �¬¨���¸|�~
�¬ª¶|�·O�B���F|)����� �
£=�¬|)��¥¤«�¤�¢{}�^��{¬¨¢  � ~��4{ �¢§ ���®�
���¤�¬{¬¨¢ *|=¤�O¥¤«�¥����¸{�|�~�� ª6�®�*{}|�~m�F~��.{¬«�¤�O{�|�¦ �3� �®�*{¬¨�¥¤·��F¨�{}|�~*£=��|)��¥�«�¤�O{�|�¦ ��ªF�  ¢�¢ 
�¢¥�¥¤�Oª�� ¦I�6� ����� �  	��¦I{��¸¦#�´��¤¨O¥¤|�· � £�� £'� �¬|�~m�F~¢ ¢��� {¬«��6��� ¦�³O|���|�£�|�� � ¦�� �  ¢�¤��~O£=� ·¢§²~¢ 	��¦
ª��®��{�|¢ ����¢§²�����¸�6¤¡&{¬¨�¦ O ¢«�¤¨�¦ cache {¬¨O¦ ¤|� )�)���O¦��¢�°����� � ��� �F¨�¦ O ¢«�¤¨�¦ �

± ~O{¬«k{¬¨k�.{��¸ª�¤«´³�¨���� �¬|��F¨v{�|�~k£�~��¬«¢ ¢�s{}|�~ Linux £�|�~v{�� �;���}����{}| REGATE
� �  ¢�¤�!¨\¹ � " � » � ' �F~Oª��������¢����� ¢¨ �� {���!7|=���Y{�|�~\¥��}� {�|�~
�¬ª�����|�·B�F~��.{¬«�¤�O{�|�¦ � �  
~¢£�|��.{¬¨�� � ����� �¬~¢ ¢���� �x« !7¡�� {;�I�F¨ ���¤�I�O£�|'!7¡�� {;�I�F¨ �¬|=¤|��4{�|��K��� �E�9  � � �®�� ¢��¥��}�(�
{�|�~�� ª�«��6���I�/�I�.{ �<{}|P�7·O�4{¬¨�¤�x³9£=� � £=���, O� ���{}�¢ª¶¥��1{ {��¸�4{�� � ���¤�, ¢� �7~� )��� § � � ��
���¬|=¤| �E�I�7¨ ¤��§©¨
¤�O{�����|�· �F~¢ 	� £=����� � ª����.{¬« � ± ~O{�¡(�¸�T�¶·��������¤�KªF�®�Y|¤£�|��¸|%�¬«O£�|¢{��



� � L =
Linux

*M,'=©�
LEON

�P���R� (*��� � .
REGATE ASI

MMU registers 0x19

MMU flush/probe 0x13

MMU bypass 0x1c

MMU flush page 0x13

MMU flush region 0x13

MMU flush context 0x13

Total MMU flush 0x13

MMU diagnostics 0x1a

MMU diagnostics 0x1a

¯ �  ¢�
����¦ 2 � � � ± � � § ¤¨��F¨�{;�9  ASIs

¥¤|¢ªF�¸�6�����¡y£�|�~ ���¬¨��7� ¤|¤£�|�� � � �  �{}|�¥���¦��x�  ¢¨O{¬«O¦
~O£�|'���®���.{}|�¥¤«�¦����¤��£=�¬|�|=� � ����{}�¤�� ¢�
{��������}����{�| REGATE.

� ��� ��� T c�c � U*]sV�] [1` � V �sV�[JgsX
eN[1` �

' ���=� �  O¨O�7¨s{�|�~s�F~��.{¬«�¤�O{�|�¦Kª6�  	� {��¤�=��${¬¨ ��|�«¢§ �}�®��{¬¨�¦ ¤|� )�)���O¦*�¢£�|�� !7�O¥�����
{��I�F¨�¦ ���¤�7{�|�~ dsumon.

A �¢§ �I¦ ���  �~O£'��������� �%�O£�|�� |�~ � ���¬|�~�¦ BIOS, |�� �����7���%��¦£���� ���� {��¬|��¤{}|�~��F~��.{¬«�¤�O{�|�¦K£=� � £=���� ¢� �¬~¢§ ��¸�.{}|�·¢  �����1{�� �����%� �x� {¬¨¢ �£=��|������ ��� ¢¨
£=� � �°£¤{;�I�F¨´³J��~O{�¡Lª6�  	��{}�¤� ��#{¬¨ ��|�«¢§ ���®� {}|�~ dsumon.

: �#{¬¨¢  �� �{�|¢¥¤« wmemª � ��!²|� ¢{��¤�9��{��¸¦ ���O{ �O¥�¥¤¨¢¥���¦�§"���6��� ¦ O O«
¤¨�¦#|��9�/�I�4{ � ¦�{�� ���¦ � � �4§"���6��� ¦#��~O{ � ¦
�¢ �{�� �.{�|x�K�¶|�·¢ ��6� ���O{����+� �¬¨O{ � ¦v{�|�~ LEON (memory mapped registers).

� {�|¢ 
£��  ¢�
��� 2 � ¹<£����¬|�~��7�����¬|¢ �{��¤�,|�� ���O{����+� �¬¨O{ � ¦#��~O{�|�� ³ ¤��� � ��^{�� ¦ ��� ��~�§©·� O�6���¸¦ ���¤�
{�� ¦v{�� ���¦
{�|�~�¦ � � � ���O{����+� �¬¨O{ � ¦
��~O{�|�� �¬~¢§ =� �¬|�~¢ #�F¨�¤�¢ �{����%��¦k£����¬�����{���|�~�¦vªF�®�
{¬¨¢ �O ¢«�¤¨
{�|�~��7~O�4{¬«�¤�¢{}|�¦¢³x¡¤£5�I¦�{}|¢ �{¬·O£�|�{¬¨�¦ O ¢«�¤¨�¦¢³x{}| �� ª���§²¡�¦�{¬¨�¦ ���¤�¶{}|
���¬|¢ O� �6¤¡#{¬¨O¦ �

� {¬¨��F~¢ ��;���}�°�´³ ��v{¬¨¢  �� �{�|¢¥¤« load {�|�~ dsumon, ��°� � ������¡¢ ¢��� �¶£�|�~�£=�����°¥¤����
�%�¢ 	�}� �� ¢���F~��£�� � �B��  ¢|��F·��4{¬¨
¤�^������� �E�9 &{¬·¢£�|�~ ROM ���¤�F{}|� �£�~��¬«¢ ¢�&{�|�~�¥����(�
{}|�~�� ªF����|�·��F~��.{¬«�¤�O{�|�¦ !²|=� {��9 	��{}���3��{¬¨ O O«
¤¨ RAM.

± ~O{�¡y{}| �.{ ����� | �¢£��¤� {�� �
��� � ��{�¡ ���¬¡¢ ¢| �� ��®�<�F~¢ ¢«¢§²¨��6��� ���®�
��«�§²·��¬��£�|�~ !F{ �¢ 	��� ��;�����3{�� �7� »�¹Oº�º bps.: £�|=� � �R¡=��I¦v ¢� � £�� {����¶~¢ ¬§ � ���F¨�¤�� ¢{�� � �x³ �N�I¦����¤�©{ ���F�6���¢�¸¦ !7|=� ��¦�³R�¢ U���¬¨��7� ¤|)�
£�|x� ¨¢§ � � �  ¢��¦ ���{��O{��¬|�£'� ��¦ usb §²·��¬��¦m�6� RS232, |¤£�¡O{��m{�|����O{ �	�����6¤� �£�|=��� �¶ ¢�
ª6�  	�}�6��m{����¶·O{¬¨¢{}� 2 " º J º�º bps.

: ¡¢¥¤� ¦s{���¥��}�E�I�B����¨*�¢�°�����������B�®�&�O~O{¬«
{}|#�7·O�4{¬¨�¤�
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������� ����������������� � ��!"� #���
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MEMCFG1 0x80000000 0x80000311 Memory Configuration Register 1

MEMCFG2 0x80000000 0x8222723f Memory Configuration Register 2

MEMCFG3 0x80000000 0x00072000 Memory Configuration Register 3

¯ �  ¢�
����¦ 2 � ¹ �JA �¢{}���D� ��¨¢{ ��¦m£�|�~�����������|¤£�|�� |�·¢ �{��¤����{¬¨¢  ���=� �  ¢¨��F¨

� �  ¢�¤� ��{}|�� ¤|� O�������x�  ¢«��6�}�´{�| Linux.
± ~O{�¡�ª6�  
��{��¤� �� ��N{¬¨� ��  �{}|�¥¤« go, �	�x|�¥¤|�~��§²|�·���  ¢¨��O£�¡ {¬¨¢  ��� ��·�§©~� O�F¨��¢£�¡�{¬¨� y|¤£�|��®� �;���}� ���¢§²|=���¸�4{�� �9�O£�¡ {}|� ��F~¢ �� � {¬¨

¡¢{��B�����´�  )�
�}�F¨ ����{ ��¥����F¨^{�|�~�£�~��¬«¢ ¢� �
� {¬¨¢ �£=���¢ª ¤�O{�����¡O{¬¨O{�� �����x�  ������ �  ¢��¦ ���/�1{����¢� �x¡�¦ !7|�� {;�1{¬«�¦ ���=� �  ¢¨��F¨�¦ (boot-

loader), | |¤£�|��¸|�¦ � �¬|=¤|��@�9 	�}� ��°� PROM ���O{ �\{}�B£=��¡¢{¬~O£��B{�|�~ SPARC.
'

PROM �O~O{¬«#£���� �;���}�©£¤¥�¨��¬|%!7|=� � ��¦
ª��®��{}� �´���¬�
��{¬¨���� �.{����%��{�|�~��F~��.{¬«�¤�O{�|�¦¢³²¡)�
£5�I¦*{}|� v{¬·¢£�|��x���x{}|^£�|��F¡^{¬¨�¦ O ¢«�¤¨�¦ RAM, ���¤�´{��¸¦m�F~�� ��� ~���¦�£�|�~ � �  ¢�¤�´�F~¢ ���� �
������� 	� ¦��6�s��~O{�¡ �m: � { ���O£�¡ ��®�#�B��� � �#�
�$�¶����|�£�|��®«O�B�N�9  � ���x�  ������©|�£�~��¬«¢ ¢��¦v{�|�~
linux.

± ��|�¥¤|�~¢§ � � ���{ �<| �� �{�|�£��¸�6¤¡�¦ ���¤�9¨�{}��~¢{}|¤£�|�� ¨O�7¨<{}|�~y�F~��.{¬«�¤�O{�|�¦&�
� �
� � �@�9  �1� |^{���¥���~¢{}���¸|��O£�|��F~��£���� ��� {��¤�´��{¬¨ RAM {�|�~��7~O�4{¬«�¤�¢{}|�¦ ���¤�´�
��|¢¥�|�~�§ � �
¨ ����{ � ¥�� �F¨^{¬¨�¦�����������«�¦ ��� � � ª��O� �°��¦ ��m{¬¨*!²¡=� {��I�F¨^{�|�~�!F¥¤|�� |�· �

D £'�����������x� �  ¢��¦ �  ¢�O¥�¥¤�	��{�� �x¡�¦�{��¬¡�£�|�¦ ���=� �  ¢¨��F¨�¦�{}|�~L�F~���{¬«�¤�¢{}|�¦ ��� {¬¨¢ 
�
�$�´«´³6�����x�  ������²¨�����{ ��¥�� �7¨�{�|�~ micromonitor.

� ¡��F|�{}| micromonitor ¡��F| ���¤�
|�£�~��¬«¢ ¢��¦J{}|�~ Linux ��� �¸�6��|¢ �{��¤���O£�|�§²¨
����~
��� ¢�m��{¬¨ O O«
¤¨ FLASH.

: ��{ �x³
��1{¬¨
��|�«�§ ���®� �� ¢¡�¦ !7|�� {;�1{¬« ����{�� ¥�� �7� ��9 &������� �@�9 �{¬·O£�|�~ ELF £�|�~ ���O{���� � � ~�����{¬¨
���
ª��®� {}|B� ��|�£�¡ ��~O{�¡�³ !7|=� {��9 	��{}�¤�!��{¬¨ O ¢«�¤¨ RAM | £�~��¬«¢ ¢��¦�{}|�~ Linux ���¤�
�����x�  ����}�²¨ ����{ ��¥�� �F«&{�|�~ � � {��¬¡¤£�|�¦���~¢{}¡�¦ ���=� �  ¢¨��F¨�¦k{�|�~ Linux ���  #� �T�¶·
�}�²ª��®�
{�|��F·���{¬¨�¤�����{�| FPGA.� !F¥¤|��®¡�¦ �x���.{�� �����7����¡O{�� �¬� ���¬ª¶�O¥�� �®��{�|�~<�F~��.{¬«�¤�O{�|�¦�£���� �;�¶|¢ �{}���4�O£�¡<{}|
BusyBox 2.

� | BusyBox � �  O���	��®� � !7����¤|¢ª�«*£�|�~m�F~¢ ��¬~������}� £�|¢¥O¥����F~¢ ¢«¢§²¨ Unix
��� ª��O¥�� �®���6���  ¢� ¤¡¢ ¢| �� � �¬¡ ����{�� ¥����7� ¤|�������� � | �v� �®��{}|¢ &£=���¢�¸|=���¸�B¤¡<{}|�~ ���ª�� �
§²|�~�¦s{}|�~�{�� ¥�� �x|�·&������� �¸|�~´³7{}�����¬ª¶�O¥�� �®�#��~¢{ �����´|�~� �£=� ������|¤£=� � ���{ ��{�|x�¸|�{��¬¡¤£�|F³
��{¬�7���I�4{��> ¢�s£=�¬|�� ! � �¬|�~¢  �  ¢�v�.{�|x�K�����@� ��� ¦N~O£�|��F·¢ ¢|¢¥�|���K{��¸¦*�¢£�|¢¥¤·O{;�I¦ �����7���%��¦
¥��}� {�|�~
�¬ª � ��¦�{�|�~O¦ �&¯ ���¬¡¢¥��<��~¢{ �´³�|x�.¥����¸{�|�~�� ª6� � ¦�£�|�~�£=�¬|�� ! � �¬|�~¢ �£��
���;�¶|�~¢ ��6�
�  ¢���F·��.{¬¨�¤� ��£���� ��«�¥����¸{�|�~�� ªF����¡O{¬¨O{�� ��� | BusyBox �¢£�|O{�� ¥�� � ��{¬�7� ��®��� ���� �� �x«¥�·��F¨NªF�®� �� ¢�/� ¤�O{;� ��� ¢�*�7~O�4{¬«�¤�¢{}�´³¢��!7|�·N£=��{¬~��¶���  	���)�  O�N£¤¥¤«����I¦K�����¢ ¢|¤£�|�� ¨¢{�����¡
�F~�����(�����6¤¡ ���{����¬·k{�|�~ ���ª�� §©|�~�¦�{¬¨�¦ ��!²����¤|�ª�«�¦ �x����{¬¨�¦�¥���� {}|�~�� ªF����¡O{¬¨¢{}��¦*£�|�~
£=�¬|�� !"�����}� �

� 9 ¢���7¨
¤�¢ �{�����¡ �´���¬�
��{¬¨���� ��{�����¡�{}|�~ BusyBox, £�|�~�{�| ���¢§©�¸��{ ��� ���� �� �x¡�ªF�®�
�  ¢�/� ¤�O{�� ��  ¢�!�F~���{¬«�¤�O{��´³�� �  O���¬¨ ���{}���¤¥¤¨O{�¡O{¬¨O{�� �x����¨!£=�¬|��7�
� ¤|���{�����¡O{¬¨O{���{}|�~ �

2
9�'D.

http://www.busybox.net
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±  ��O¥¤|�ª�� ���{��¸¦����%����{�|O{��
�¢ ��Oª���� ¦¢³ �£�|=��� �� ¢� � £��°¥�� ª � � �� ¢� ���O{ �¢¥�¥¤¨O¥¤|��F·¢ ¢|¢¥¤|
�O£�¡ � � ª��O¥�� �®�x³7 ¢�&£=�¬|���{���§²|�·¢ �«& ¢�&��!²��� ����§²|�·¢  �%�O£�|��®�´³ �x���² O� ���®�O{¬¨���� �¸{��¤� ��{¬�7�
{}| �� � �¬¡O{����¬|��¬~¢ ¢�O{�¡ �� ª���§²|�¦ �

� ��� � � ��������� � �
	�� �
	 � � �� � ���� � � �

��������������� �! #"%$ �&�('*) REGATE �,+.- ��'/).0  21�34+!" ���65,7.'8'/5 +! '*9;:<).: "%$ )!=>�  ���
Linux.

�@? 0A=B�C'/�D� ?!E �.)!�('/7.���.FG'/0�H�� + � $ ��:2I - �!�JI -LK � +�- '���H.5,� MAC  ����:<7��AM
5 $ : + : $ �(' ? � "%N 5�9 " �,).'2O � 5 $ 7!� $ 0,'/�P'*5 +! QN �R�����!SL� -�T H�� $ ��� + � $ ��:<I - ���(I -LK � +
- '���H.5,� " 0,) ? �('  0,H.F + : + � DES U �!S  '*0�9 34- I>�%O>VD�.�*'*�/5�7!'&'/5 +� '*9%WQ0 + :G� - ' ? '*��'*7���C'�� $ S $X Q" � 1 H -L$ : + � ? 0 N : T �.: + �Y:<� +Z- � 1.-L+ (Direct Memory Access Controller,
DMAC)  ���[� + � $ ? � " '%� ��I>�!9����JI>�\������9�:]�C'*��W#I>� - '���H.5AI>� -L$ � +�"*$ ���,0�� "*1 � - '���H.5,�.�$ ? $J^,$ 0  �.:G9��!� " �.�G� + FG).:G� "*1_- � 1.-L+ �('*)�:<).:]� 1.- �!�('/��O� �Q'/5 +! '*92:<).: "%$ )!=>�`:2�C' Linux

WQ0 + :G� - ' ? '*��'/7�� K �!� $ ��5�� "*N :<7.:]� +.- �  ���&� + �
�C�.)��C' ? '*9 + : + �C'/).��Oba\'c:<7.:]� +.- �d�.)!� N ? $ 0��eS.� -�T H�� $ �f5,7.'g�.0�� 34- '*7!� ³ �('�� " 7.0���'
(major) " �.�f�C'��h5 $ )!� $ 0 $ 7.'����(� (minor)

�.0�� 34-LN :<).: "*$ ) 1 ��OiVZH 34$P" ���C�.: "*$ ).��M
:�� 1 � -L$ �CHj� ? N :<W $ ��� "*1 �L9 � + : + � ? ' " �(H K ��� " 7.0���'k�!0�� 34-LNh" �L� K ���j:<7���'�SL'd� ? N
5 $ )!� $ 0 $ 7.'���� $ ��O � �>�.0�� 34- '*9B�.)!�('*9 $ 9 ���L�B:<)  Q"*$X" 0�� -LK ��'*� " �L� - '����.5�� " '*9  ��� " H 3l$
:G)!: "*$ ) 1 OnmY� + � ? $ 0�9 ? �(Io: + ? '/)p'%�
:<).: "%$ ) K � $ 9 ���L� $ �e5�� "%K � 1 ? $ �e0�� - �!��� "*K � " �L�
? 0�'/'/0�9 � '����C�.�  ��� ? '�SL7 ? $ 0���'*0���: -LK � + W#0 1 : +x³ ? W4O\:G)!: "*$ ) K � ? '/)_WQ0 + :G� - ' ? '%��'/7��AM
�C�L�2: $q$ 0 $ )�� + ��� " H $ 0  �.:]� 1 0���� " �L�<5 $\T/ �.9 ��'*)���:2� + �r�  '/0,H ³2- ? '/0 $ 9#����WQ0 + :G� - '!M
? '%� +�34$ 9 - ��� $ ��5�� "*1_- � " 0 1 ? $ 0���'!W 1 � ? N�" 7.0���'*)!� " �L�45 $ )!� $ 0 $ 7.'���� $ �Z�.0�� 34- '/7.� ³ ? '/)
K WQ'/)�� " 0���� +�34$ 9  � E �.)!� N ��� " 0�� T =o���('���: " ' ? N O
a N :<'6�(' DES N :G' " �L�<�(' MAC��� 1!" '*)��8:2� + 5 $ 7!� $ 0 +s" �!� +! '*0�9��%O E t �,:4�]�C' DES  ��� ? �.0,H.5 $ �  Q- �jWQ0 + :G� - ' ? '*� $ 9
 ��� " 7!0���'��!0�� 34-LN �('Pu�v/u " �L�  ����5 $ )!� $ 0 $ 7.'����(���C'6w#O

xny>z>{}|2~D��zfy4�����4~D�
MAC, DES �Y��� DMAC

�����&� + � " �!SL7�� $ 0 +&" �!�(��� N*+ : + �('/)�:GW $ 5����.: - '/7 " �L�Q� + ��S $ � �C'/).0  9e�.���(I>�&'/5 + M
 =>�  ��������� - '���H.5 $ � MAC " �L� DES, $ 9 ���L�<� ? �.0,�L9 � + � +�+ ? $ 0��  0,�.F 1�� � + ��5,' -L1 �" �.�<� + ��S $ � �('*)!0  9��.�Z�(I>� - '��!H!5,I>�&�.)!�J=>� " �L�2�C'/) $ S $J Q" � 1 DMA.� $ S $X Q" � 1 � DMA

5��e� 34K � $ � K �!�r�.0�� 34-LN�" ���!��S/�e=>� ³ :<)  Q"*$X" 0�� -LK �����A� ³* ���&� + �
$ ? � " '*� ��I>�!9�� " �L�/� +`-L$ �C�!F4'/0,H`5 $ 5,' -LK ��I>� -L$ �����[5���H.FG'/0 $ �[:G)!: "*$ ) K � ? '/)D�C'��DW#0 + M
:4� - ' ? '*��'/7��*OR� K 0��s� ? Nj" H ? '*��'*)!� " �!�C�!W#Io0 + � K � ? '/) " � 3 '/0�9 � '/)�� " H ? '*���  Q$ �!� " H
WQ�.0,� " � + 0���:���� " H��C'/) $ S $X Q" � 1´³GN ? Io� ? OeWlO��('PWQ0,'��!��: -LN �('/) ³<" �L� $ ? + 0 $ H � '/)�� N SL�
�
Data Encryption Standard (DES),

�
@5,��A>���3(5�+@5����� ������C�J� ��%�	 ���� �#�5� � 	Z� ��A���� ���(���
� �5%��%� � @5AD@���� ��� � �3�����'��!#�$�5� ��;B� � . � . / .

(NIST)� �1%��3��� !D�
���!�J%���J'���,�9�����������K<�+�EAA�+���������C�
@�� ��%���6��	��
@����J��� ������A#(������,�@J� ����AD�� � �D��� K<�
@5�5.
� ��%����,����+8�A��
�3�
@ %��3��� !D�
���!�E�5%C���
������A��-�E������� A��� � ���F��!D�D�������������F�3;B�EA#�5AD������KB�F� ��� AD���EA#��	�'����
�-��?%�@�!D��� ��?��K<�
�����
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�(� " ����H!S/��� ³ �C' " H 3l$[" ����H!S/� K W $ � - ����5�� "*1 �('/)�' - H!5�� " �!�(�.W#Io0 + �J=>� ? '/) $ ? + 0 $ H�M� '/)��P� + S $ � �C'/).0  9e�8�.)!�('/7 " �L� -LN ��' �.)!�('/7P�C'/) " ���!��S/��'*7%O � � " �!�C�!W#Io0 + � K ��� + �
" H 34$ ' - H.5,�.� ³ ? '/)�Io� ? 0,'/��� + 5,' -L1 � + � $ 9 ���L� + 9e5��e�_: $�N SL���C� " ����H!S/��� ³ '*0�9 � '/)��
� + :G) - ? $ 0���FG'/0�H��('/) " �����!S/��'/7  ����� + 5 +.- ��'/).0  9�� 5���� " ' ? =>� " �L� � + � $(^ ) ? + 0 K � + M
: + �('/).� ³ ? �.0 K WQ'/)�� :]�C������:]��� "*K � ? S + 0,'/F4'/0�9 $ � " �L�>� + 5,)����!� N � + �(� $ S KJ W#'*) � + �
S $ � �('*)!0  9��.���C'/) " �����!S/��'/7#O�� K :<��:2� + �r' - H!5��&�JI>� " ���C�.W%Io0 + �(=>�&:G) - ? $ 0��eSL� -�T H�M
��'����(�L� K �!�!� " �!�(�.W#Io0 + � 1 �  ����� + �_� ? '/:]�C'�S 16" �L�lS 1��G+ 5 $ 5,' -LK ��I>� ³ ? '/)P5 K W $ �C�.�
5 $ 9 " � $ �r: $ 5�� $ ) 3 7���: $ ��� - � 1.-L+ � ? '/) ? $ 0�� K W#'*)�� ? � "*K �C�65 $ 5,' -LK ��I>� ³l" �L� K ���.� " ��M
�(�.W#Io0 + � 1 � ? '*)D:2� + � ? $ 0�9 ? �JIo: + ? '/)Z�C' " ���!H�S/�/S $ � �('*)!0  Q$ 9LIo� " ���!H�S/�L� ? '/:��('�S 1 �
W#0 + :4� - ' ? '*� $ 9 �C�.�  ���_����'/0�9�: $ �l�C' -LKX 2$X3 '/�`�('/) ? � "*K �('/) ? 0,'/�&� ? '/:��('�S 1 O�m�)�� 1 M
3 Io� +8" H 34$ :<).: "*$ ) 1 WQ0 + :G� - ' ? '*� $ 9 K ��� �,$ 7  '/� " �����!S/�e=>� ³BK ���  ��� $ 9�:<'/5�' ? '/)
:<) -�T '�S/9 �,$ �C�.� -L$ � + :<)����(' - '  0,�.F49�� rx " �L� K ���  ��� KJ^ '/5,' tx.� - '��!H!5�� MAC  ���j� + -L$ �(�.FG'/0�Hs�(I>�85 $ 5,' -LK ��I>�jWQ0 + :G� - ' ? '%� $ 9B5,7.' " ���!H,M
SL���s�('/) $ S $J Q" � 1 DMA.

� � ? '/:��('�S 1R" �L��S 1��G+ 5 $ 5,' -LK ��I>�  9 � $ �(�L��:�� K S!��'����C�!�
5 $ 9 " � $ ��:2����� 34K : $ ��� - � 1.-L+ �D�(I>� ? � "*K �(I>�6:2�C�_������9�:]�('%��WQ� " ����H!S/�e�6�C'/) $ S $X Q" � 1
DMA.

����� �('�� $ :2IB� $ 0�� "*NgK S $X WQ' " �.�o� + 0,7 34- ��: + � + �P:<).: "%$ ) 1 �6) ? H.0,W $ � K ���
? S 1�3 '*�6� ? Nh" �!�(�.W#Io0 + � K ��O�� - '���H.5,� MAC,

����H!SL'  � -L$ �����6��� -LK ���JI>� ? �.0,��M
? H���I " �!�(�.W#Io0 + �J=>�&) ? '/:]� + 0�9 �,$ �QS $ � �C'/).0  9e�_: $�" �!�(H.:]�C�!: + half/full duplex " �L�� "%N/- � " ���CH.:]�(�.: + loopback.

to? 9�: + ��) ? '/:�� + 0�9 �,$ � CRC K S $J W#' " �.�%F4�eS.�,0,H.0���: - �
�JI>� $ ��: $ 0,W N/-L$ ��I>� ? � "%K �JI>�%O

� - '���H.5,� DES $ 9 ���L� K ��� -LK 0,'*���('/)�:<).:�� 1!- �!�C'/� ? '*)������!S.� -�T H�� $ �%� + � $J" � K MS $ : + �JI>��� ? �.��� + ��� " =>�Z: $ ) ? '�SL'  ��:]��� "*1 5,7���� -L+ ��S  '/0�9 34- I>� DES,
5�9 ��'����C�.� K �,:G�

� + 5�)��!��� N � + �C�&:2� + � "*$ ���,0�� "*1�- '���H.5,� $ ? $(^,$ 0  �.:G9��.����� ? 0,'!W#Io0 1 : $ �#�C�!)!� N WQ0,'����
:2� + � $J" � K S $ : + H�S.S.I>��5�� $ 0  �.:G�e=>�*O � �G�!S  2N 0�� 34- '*� ? '/)�) ? '/:�� + 0�9 � '����(�L� $ 9 ���L���

• DES-ECB

• DES-EDE3-ECB

• DES-CBC

• DES-EDE3-CBC

� � ? 0,'*�[� + 5����!5�� " �!:49e�`� ? '/:]�C'�S 1 � " �L�*S 1��4+ �\5 $ 5�' -LK ��I>� +`- '���H.5,� DES
W#0 + M

:G� - ' ? '*� $ 9 � + �69�5���� -LKX3 '/5,' ? '/)PWQ0 + :G� - ' ? '*� $ 9 " �.� +6- '���H.5,� MAC.
�@S $ � �('/).0  9��

N/- Io�q� + � - '���H.5,�.� DES
W#Io0�9 �,$ �(�L�Q: $ 5,7.' - '���' ? H������#OBa\' ? 0,=B�('�� ?!E �.)!�(H&'/0�9 ��$ �

�('��6�,7 ? 's�('/)
DES

��S  '/0�9 34- '/) ? '/) 3 �PWQ0 + :G� - ' ? '*� +�34$ 9 " �.�]�(' $ 9�5,'/��� + � $ � K 0CM
 Q$ ���!� ³�" 0,) ? �('  0,H.F + : +p1 � ? ' " 0,) ? �C'  0,H.F + : +p" �L�f'��!' - H �,$ �C�.����� - '���' ? H!��� $ S KJ M
W#'*)����eORmY�C' - '���' ? H!��� $ S KX WQ'/)s'*0�9 � '����(�L���(� " S $ ��5���Hs� + ��� � ? ' � " 0�) ? �C'  0,H.F + : + �
" �L�%:<� + � ? $ 0�9 ? �JIo: + �!S  '/0�9 34- '/) DES-CBC 1 DES3-CBC

5�9 � $ �(�L� $ ? 9�: + � ? 0,'/�L��M
0 $ ��� " H K ���!��� 5���H���).: - � �.0,W2� " ' ? '*9 + : + �"����O#� :G)!: "*$ ) 1 - ? '/0 $ 9����8� ? ' 34+!"*$ 7.: $ �;�(�
" S $ ��5���H " 0�) ? �C'  0,H.F + : + �  ���`5 $X" � K(^ �/0,' K �\5 $ 5,' -LK ��I>�*O��i0,' 1 :2� + ��' ? '%9e�`��� 1!"*$ �
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K ��� ? � "*K �C' ³;$ 9 � $`$ 9 ���L� ? � "*K �C'R5 $ 5,' -LK ��I>� $ 9�� $D$ 9 ���L� ? � "*K �(' $ S KX WQ'/) ³4" � 3 '*0�9 �,$ M
�C�L�G� ? N � + ����� -L1 � + � ? 0,=B� + �`S KJ^,+ �D�('/) ? � "*K �C'/)#O � - '���H.5,� DES, N :<'��_�.F4'/0,H�C'/).�

CBC
�!S  '/0�9 34- '/).� ³B- ? '/0 $ 9����s������� $ =>� $ � " �L�;��� " 0,�!�CH $ ��: $�$ :2IB� $ 0�� " '/7.�

� + � " �!�C�!W#Io0 + � K ��� + � K ����� -L1 �C'/)�5��e����7.: - �!�C'/���.0,W2� " ' ? '*9 + : + ��O t 5,=nWQ0 $ �eH �,$ �(�L�
��5����L9 � $ 0 + ? 0�'/:<'!W 1 :2� + � ? $ 0�9 ? �(Io: + ? '�S.S.=>�R0,'L=>� ³� ������9�'*� " �!�(�.W#Io0 + � K �_�.)��C'*9
$ 9 ���L�]'*��9e5���'*�  �e� N S $ ��������0�' K ��O E t �,:G�;�C'8S.'  ��: - � "*N ? 0 K ? $ �;��� $ 9 ���L� " �!�(H!S.S + S.�
:GW $ 5����.: -LK ��'_=o:]� $ ��� - ? '/0 $ 92����W $ �e0���:]� $ 9 $ ? ���,)!W#=o�Z�.)!� 1 �r� + ����5����.��� $ 0 N � + �(�#O

� � � |<y�������� � |2y���y>�	�
�\y��}|��� zfy4����� � � DES

� '*5 +! QN �  ���[�C' DES $ 9 ���L� K ���.�o'/5 +! 2N �f�,7 ? '*)[:<).: "*$ ) 1 �
W#�.0,� " � 1 0AI>� (char-
acter device driver) � O�VD��� E �.)!� N ���C'��_�,0 N ? 's� " '�SL'/) 34$ 9l� +�T �.:G� "*1 5,' -L1P$ � N �'*5 +! '*7P:<).: "*$ ) 1 �&WQ�!0�� " � 1 0,I>�*O`m�)�� $ ? =o� ������'*9  2$ ����� " �L� ��� " S $ 9 � $ ����� -L$ ������:<)�� 1 M
3l$ ��� " S 1 : $ ����:<).:]� 1.- �!�('/� open() " �L� close(). � ����H  ��Io: +6" �L�  0,�.F 1 5 $ 5,' -LK M
��I>��:<� + :<).: "*$ ) 1 )!SL' ? '*��'/7����C�L� -L$ ����� " S 1 : $ ��� read() " �L� write

������9�:]�('%��WQ�%OB�����
�C'�� K S $X WQ'P� + �D:G)!: "*$ ) 1 � ³ ? WlO��.0,W2� " ' ? '*� 1 : $ ��� ³;" S $ �e5��eH " 0�) ? �C'  0,H.F + : + � ³ )�SL'!M
? '%��'/7����(�L� " �L��W#0 + :4� - ' ? '*��'/7����C�.�>'%� $ ���('�S K � $ ��: N 5,'/)�� $J^,N 5�'/)�� $ S KX WQ'/) (IOCTL
commands).� '/5 +! 2N ���.)�� N �6) ? '*:2� + 0�9 �,$ ���('*)!�_� K :G: $ 0������!S  '*0�9 34- '*)!�6�,7 ? '/) DES

? '/)
) ? '/:<� + 0�9 ��$ � " �.� + :<).: "*$ ) 1 OBmY� N WQ'/���('/)`'/5 +! '/7 $ 9 �!�.� +D$ ? 9 � $ ) ^,+ � + � " ��SL7!� $ 0 + �
5�)��!��� 1 � $ ? 9�5,'/: + �D: $ :<)���5,).�.: -LN_-L$ � + � " �!SL7!� $ 0 + 5,)����!� 1 S $ � �C'/).0  � "*N � + �C���C'/)
:G)!:<� 1!- �!�C'/��O tB? ' ? ��� " HZ�����.F K 0 $ �C�L� N ���.'*�!5���H.FG'/0 $ � -L$ �,0 1 : $ ��� ? '/) KX � ����� K 5 $ � ^ ���
K ����S N� '&WQ0 N ��I>� $X" � K S $ : + �Y�JI>�q�!S  '/0�9 34- I>� -L$ �(� ^ 7�)!S/� " '/7 " �L�.SL'  ��: - � " '/7D� + �
�CH ^,+ ���('/)R����� ³ ���!u!w " �L�����*�Aw.w.w#O � ? 0A=B�C'/�ZS N� '*�D�����.F K 0 $ �C�.�<:2� + � ? $ 0�9 ? �JIo: +
� + � T � T S/��' 3l1�"%+ � OpenSSL, N ? '/)��C' -L$J �!SL7!� $ 0,' -LK 0,'/���C'/)�WQ0 N ��'/) ? '*)�� ? �L� � $ 9+s$X" � K S $ : + � + � -LK �,0 + : + �&�(' " ���C�!S.� -�T H���'/)�� + �.0,W2� " ' ? '*9 + : + � + � T � T S/��' 341!"*+ �
" �.�/'*� " S 1 : $ ���\:<).:2� 1.- �!�('/��O�mY� + � ? $ 0�9 ? �JIo: +DN/- Io� ? '/)��C' -LKJ Q$X3 '/���C'/) ? � "*K �C'/)
$ 9 ���L� -L$X H!SL' ³ � + ���CH ^�+ �&�(I>�Pv Kbytes " �L� ? H���I ³�" �L��' N� #" '/���(I>� 5 $ 5,' -LK ��I>�
$ 9 ���L� $ ? 9�: + � -L$J H!SL'/� �

> 1MB),
'cS N� '*�s�.)!� N � $X" �(' ^,$ 7 $ �(�L�Y:2�C'b���%�Aw.w#O �

5 $ 7!� $ 0,'*��S N� '/� " �!�(�  0,H.F +!"*$ � ? N -L$ �,0 1 : $ ��� ? '/) KJ � �!��� -L$�- � " 0�H " �L� $ SL�.FG0���H
5�' " � - �.:2��� " H ? 0,'  0,H -L- �!�(� ? '/)&5 +.- ��'/).0  21�34+!" ���  � E �.)!� N �D� " 0�� T =o�[�C'�: " ' ? N O �
� $ S $ )!�(�L9�'/�6S N� '*� -L$ �,0 1�34+!"*$_-L$_-LK �,0 + : + �('/) " � 3 �!0�'/7jW#0 N �!'/) ? '/)d� ? �L� � $ 9 �(�L�
 ����� + 5�� $X" ? $ 0,�L9 Io: + � + � " 0,) ? �('  0,H.F + : + �Z� ? N �('�)!S/� "%N_" �.�G� ? N �C'6S.'  ��: - � "*N O

E � ? Io� ? 0,'/�����.F K 0 34+!"*$�³2+�$ ? � " '*� ��I>�!9��_� + �q:G)!: "*$ ) 1 � -L$ �C'_) ? N SL'*� ? 'P:<7.:]� + M
- � $ ? ���,)  WQH�� $ �C�L� -LK :2I �('*)

DMAC.
� '/5 +! 2N � $X"*-L$ �(�!S.S $ 7 $ �(�L��� + 5 +.- ��'/).0  9��

: +!- H!�(I>�_5���� " ' ? =>� � ? N �C� " ����H!S/�e� �('/) DMAC
? '/)R��������:]�C'*��WQ'/7�� :2� +P- '���H.5,�

�C'/)
DES.

tB? $ ��5 1`N S $ ��'*�*:G)!: "*$ ) K � ? '*) " H 3 '����C�L�/:2�C'�� $ S $J Q" � 1 DMA
WQ0 + :G� - '!M

? '%��'/7��`� + �r9�5����  0,� -L-L1 5���� " ' ? 1 � ³ '�'/5 +! 2N ��5 + S.=>� $ �%:2�C'�� ? )!0 1 �!� N ��� + 5���� " ' ? 1
� �=��

Linux
��%��5�
������G�
�
��� �F9���A#� � 83� ���5�+@5!D������3� ��
@�!�KB���J���5�
�������5�+;B�

(character),
%�'��	

�A���+���
(block)

� ���#�
�$��%��������7��� ���
(5��
(network interface)
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�!)!� 1j$ 9 ���L� - '*��0,� �,N*-L$ � + O E t �,:G� ³o-L$_K ��� - � " 0 NpK S $X WQ'p:2� + �s�.0,W 1 � + ��0,'/)!��9 ���.�
$J^ ) ? + 0 K � + : + ��� + �_5���� " ' ? 1 � ³ ��� + 5���� " ' ? 1jK W $ � ? 0�' K S 34$ ��� ? N � +s- '��!H!5�� DES$J^ ) ? + 0 $ � $ 9 �(�L�#� ? N �C'��&'/5 +! 2N �.)!� N�³ �!S!S/�e=o�q� + �D���!��SL� -�T H�� $ �%' " �!�CH�S.S + SL'/��'*5 + M
 QN �Z� + ��:<).: "*$ ) 1 ��� ? N � + ��' ? '*9�� ? 0,' " S 1�34+!"*$�+ 5��e� " ' ? 1 O

� N� I � + ��5,' -L1 �q�('/) DMAC,  ���&� +�-L$J �!SL7!� $ 0 + 5,)����!� 1 WQ0 1 : + �('/)�:G)!:�� 1 M- ���C'/� ³ '�'/5 +! 2N ���('/) DES
? 0,' " �!�(�!SL� -�T H�� $ �%:<)���'�S/� " H��Lu ? 0,'*:2Io0�� ��'/7.� " ���C�.W%I�M

0 + � K � (buffers) -L$X 2K 3 '/).� 32 KBytes.
� � " ���C�.W%Io0 + � K �o�.)!�('*9 - '*��0,H � '����C�.� $J^ 9�:<'/)

:2������5,7.' " �!� $ ) 3 7���: $ ���Y0,' 1 � ³ 5 + S.�.5 1 : $ �A� " ���C�.W%Io0 + � K � $ ��: N 5�'/) (rx) " �L�#�A� " �,M�(�.W#Io0 + � K � $(^,N 5,'*) (tx).
mY� + � ? 0A=B� + )!SL' ? '*9 + : + �C'/)_'*5 +! '*76WQ0 + :G� - ' ? '%� 1�34+!"*$

5,)���� - � "%1 " �!�(� " 0�H�� + : +R- � 1.-L+ �  ���s�('/).� ? 0,'*:2Io0�� ��'/7.� " ���C�.W%Io0 + � K � ³�-L$ :]� N WQ'
� + � " �!S.7!� $ 0 + 5����!W $ 9e0���: + � + ��5��e� 34K :G� -L+ � - � 1.-L+ ���('/)�:<).:�� 1!- �!�C'/��O�� ? '/5 $ 9�W%� +!"*$
N/- Io��� $ SL� " H N ��� + 5,)���� - � "*1 " �!�C� " 0,H!� + : + " �L��� ? $ S $ ) 34K 0,Io: + - � 1.-L+ �  ��� �('*)!�
? 0,'/:2Io0�� ��'*7!� " ���C�.W%Io0 + � K � "*N :������ $ ? H.0,� ? '�SL7P:2� + � $ ? 9e5�'/: + �C'/)P:<).:]� 1.- �!�('/� ³
" � 3 ��:]�(=>���(�.� ? ��'P:<) - F K 0�'/).:<�&� + :]�C�!��� "%1�" �!�(� " 0,H!� + : +�- � 1!-L+ �  ��� N SL'/).�Z�('*)!�
" �!�(�.W#Io0 + � K � " ���CHD� + �Z�.0,W2� " ' ? '*9 + : + �('/)r'/5 +! '/7 " �L�%� + �Z� ? $ S $ ) 3lK 0AIo: + � + � -L$
� + �&�.FG�L9�0 $ : + �C'/)�'/5 +� '/7#O2����� -L$J �!SL7!� $ 0 + � " 0�9 T*$ ��� ³ ? 0,' " �!�C��SL� -�T H���'����(�L� ? $ 0���M
 0��!F + � K � ? 0�'/:2Io0�� ��=>� " �!�(�.W#Io0 + �J=>�*O � ? $ 0��  0��!F K �.� ? 0,'/:2Io0�� ��'*7 " ���C�.W%Io0 + � 1
(buffer descriptor) $ 9 ���L� - ���P5,' -L1 5 $ 5,' -LK ��I>� ³ ? '/) $J" � N ��� ? N �('�� " �!�(�.W#Io0 + � 1? $ 0��eSL� -�T H�� $ � " � K ��� ? S 1�3 '/� ? $ 5�9eI>� -L$ ? S + 0,'/FG'*0�9 $ � ? '/)`WQ0 + :G� - ' ? '%� $ 9#'�'/5 +! 2N ��O
� � ? S + 0�'/FG'/0�9 $ �P�.)�� K � K WQ'/)��R��� " H���'/)�� -L$ � + �8) ? '/:�� 1 0�� ^�+ ? '�S.SL� ? S.=>�s0�'L=>�
5 $ 5,' -LK ��I>� " �L� �C'8:G)  WQ0,'��!��: -LN � + ��:<).: "%$ ) 1 � -L$ �C'sS $ � �('/).0  � "*N :<7.:�� +!- � " �L�
����� $ F4�.0 - '  2K �DWQ0 1 :]� + O

a\'D:<W 1.- ��v#O � ? $ 0��  0,H.F $ �!� + S $ � �C'/).0  9e���C'/)�'/5 +! '/7#O � '/5 +! 2N � K W $ �!)!SL' ? '*� + M
34$ 9 -L$[T H.: +&- �����.0,W2� � $X" �C'��!� "*1 ����H  ��Io: + � " �L� $J Q 0��!F 1 ��W%Io0�9�� " S $ 9�5AI - � (non-
block read/write design).

�����P� + -L$ �(�.FG'/0�H��JI>�P5 $ 5,' -LK ��I>� WQ0 + :G� - ' ? '*��'*7����(�L�
� K :<: $ 0���� " � 3 '�S/� "*K � FIFO

S/9�:�� $ �  ��� buffers " �.� - 9�� $ ? � ? S K '�� S/9�:��(�  ��� " H 34$:<7���'/5,'��('/)�'/5 +� '/7#O � �#� K :<: $ 0���� " � 3 '�S/� "*K ��S/9�:]� $ � K W#'*)�� N S $ ���('69e5���' -LKX 2$ 3 '*�
" �L�LW#Io0 + ��� "%N � + �C���A� buffers.

mY� + � ? 0��  2- �!��� "*N � + �(� ³ �(�Z:��('*��W $ 9e� ? '/) ? $ 0�� K WQ'/)��
'*�YS/9�:]� $ �s�.)!� K � $ 9 ���L� " H ? '*� $ �j5,' -LK � ? '*)pS $ � �('/).0  '/7��g:<��� ? $ 0��  0,�.F + � K �8�JI>�
buffers,

? '/) K WQ'/)�� -L$ �(� ^ 7�H�S.S.I>� K ���65 $ 9 " � + :2� + � 34K : +�- � 1.-L+ ���JI>� ? 0,�  2- �!����M
" =>� buffers.

� �!S/9�:]� $ �YW#Io0�9	�,'����C�L�.: $f- ��� � � S $ 7 34$ 0 + ��� " �L� - ��� ��� WQ0 + :G� - ' ? '%� +.-LK � + ���
SL9�:]�(�  �e� " H 34$�" �!� $ 7 3 )��!: +�-L$ �C�!F4'/0,H.� ³ 5 + SL�.5 1 S 1��G+ � (rx) " �L�*� ? '/:��('�S 1 � (tx).a\' -LKJ 2$ 3 '/�Z�JI>� FIFOs

�JI>��:<)�� N 5,I>� $ 9 ���L�2� ? $ 0�� N 0���:]�('<O
�j9e�p5�� $ 0  �.:G9��dW#=o0,'/)hW#0 1 :�� +´³oN ? Io� ? WlO openssl,

5 +.- ��'*)!0  Q$ 9 - 9��d:<7���'*5,'
�('/)r'/5 +! '/7 -L$ � +Z" S 1 : + :G)!:�� 1.- ���C'/� open()

O>mY�C'�: +.-L$ 9�'&�.)!� N '�'/5 +� 2N �q'/0�9	� $ �
K ��� $ :2IB� $ 0�� "*N �.0�� 3l-LN �C�!)!�C' ? '*9 + : + � (id)  �e� � + :<7���'/5,' ? '/) -LN S/���d5 +.- ��'/).0CM Q1�34+!"*$ O � �����(�!S.S.�  21 5 $ 5,' -LK ��I>� -L$ �('c)!S/� "%Nc^,$X" � ��H $ � -L$ � +h" S 1 : + :<).:]� 1 M
- ���C'/� write.

a N � $¬³ 'h'*5 +! QN � ? �L9�0�� $ � K ���
� $ 7  '*�6� ? N ? $ 0��  0,�.F + � K � buffers ³K ���  ���jS 1��4+8" � K ���  ��� -L$ �CH.5,'/: + O � � ? $ 0��  0,�.F + � K ���.)!�('*9>�.F4�.��0,'*7����(�L�>������9�M
:]�('%��WQ�h� ? N � + � " '/0�)!F 1 �(I>� $ S $ 7 34$ 0,I>�8S/��:��J=>�jS 1��4+ � " �.� -L$ �CH!5�'/: + � " �L� $ ��M
: K 0,WQ'����C�.��:2������������9�:]�C'*��W $ �6'/).0 K ���JI>�RWQ0 + :G� - ' ? '*� +.-LK ��I>� ? $ 0��  0,�.F + �J=>�%OPmY�C'
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m�W 1.- ��vQO ��� � $ � �C'/).0  9e���('/)_'/5 +! '/7�� + � - '���H.5,�.� " 0�) ? �C'  0,H.F + : + �
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:2= - �j� + � write() ³ �(� 5 $ 5,' -LK ��� � + � $ FG�.0 - '  21 � W#=o0,'/)dWQ0 1 :]� + �������  0,H.F4'����(�L�" �L�B5���� - '/0,F<=>�!'����(�L�B: $_K ��� ? � "*K �(' ³ ? '*) � ? ' 34+!"*$ 7 $ �C�L�>:2� + �RS/9�:]�C� -L$ �(H.5,'*: + �
? '/) T 0�9�: "*$ �C�L�*:2�C'&W%=o0�'�5�� $ ) 3 7���: $ I>�q�C'/) ? ).0 1 ���#O � -LK :2Io� -L$ �(H ³L" �L�/'%�%5�7!' ? $ M
0��  0,�.F + � K �&:�� K S!��'����(�L� -LK :2I �C'/) $ S $X Q" � 1 DMA

:<� +6- '���H.5,� " 0,) ? �C'  0,H.F + : + �
DES.

VZ�L��'*�>5,7.' ? $ 0��  0,�.F + � K � ? �L9�0���'/)��s�C' id
� + �6:<)�� N 5,'*) ? '*)j�('/).�6W#0 + :4��M

- ' ? '*� $ 9 O�� N S/��� +s- '���H.5,� " 0�) ? �C'  0,H.F + : + �_'�SL' " S + 0A=o: $ ��� + � $ ? $(^,$ 0  �.:G9��s�JI>�
5 $ 5,' -LK ��I>� ³ �C' " 0,) ? �C'  0,�.F +.-LK ��' �!� ? ' " 0,) ? �('  0,�.F +.-LK �!' ? � "%K �('  0,H.F $ �C�L� :2�('��
? $ 0��  0,�.F + � 1 S 1��G+ � ³ '`' ? '*9�'/� T 0�9�: "*$ �(�L�!� "%N/- ��:2� + SL9�:]�(���JI>��WQ0 + :G� - ' ? '*� +.-LK ��I>�
? $ 0��  0,�.F + �(=>��S 1��4+ � " �.�/�(�.)!� N WQ0,'����D5 +.- ��'*)!0  Q$ 9 �(�L� - ���Z5���� " ' ? 1 O � 0,'/)!��9 ��� $(^ )�M
? + 0 K � + : + ��� + ��5���� " ' ? 1 � ? �L9�0�� $ ���('�� ? $ 0��  0,�.F + � 1 ? '/) T 0�9�: "*$ �(�L��:2� + � " '/0,).F 1
� + �ZSL9�:]�(�.�D�JI>��WQ0 + :G� - ' ? '*� +!-LK ��I>� ? $ 0��  0,�.F + �J=>� -L$ �(H.5,'/: + � " �L�<�C'����C' ? ' 34$ � $ 9
:2� + �s'/).0,Hj� + �6SL9�:]�(�.�6�JI>� $ S $ 7 34$ 0AI>� ? $ 0��  0,�.F + �J=>� -L$ �CH!5�'/: + ��O � $ �(H -L$ �(��M
" � � $ 9\�('�� ? $ 0��  0,�.F + � 1 S 1��4+ �j� ? N � + S/9�:]�C� WQ0 + :G� - ' ? '*� +.-LK ��I>� ? $ 0��  0,�.F + �(=>�
S 1��4+ �6:2� + S/9�:]�C� ? $ 0��  0,�.F + �(=>�!�����!H  ��Io: + �"���4� + ��:<)�� N 5,'/) ³ ���!H�SL'  � -L$ �C' id�('/)#O � ? N � + S/9�:��(�8�!)!� 1´³�-L$ � + � " S 1 : + :<).:]� 1.- �!�('/� read()

�C' " 0,) ? �C'  0,�.F + M
-LK ��' �!� ? ' " 0�) ? �C'  0,�.F +!-LK ��' ? � "*K �(' �������  0�H!F $ �C�.�4� ? N �('�� buffer

: $�" ���CH!S!S + SL'
W%=o0�'P� ? ' 341!"*$ ).: + ��� + � $ F4�.0 - '  21 �Z�C'/)�W#=o0,'*)_WQ0 1 :]� +´³ �.FG'/7 ? 0A=B�(� K W $ �4�.FG�L��M
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PC1 − 192.168.1.10

192.168.1.100

REGATE − Bridge

192.168.1.100

PC2 − 192.168.1.20
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MBits/sec.
mY�C�

TCP? � "*K �(� ³ �C'j� $ S/� "*N -LKX 2$X3 '/���C'/) ? � "*K �('/) ? '/) " �!�(�!S 1! Q$ �]:2�C' :<7.0 - � $ 9 �!�.�
���%�Cv
bytes.
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PC2 − 192.168.2.20PC1 − 192.168.1.10

REGATE − Routing

192.168.1.100 192.168.2.100

m�W 1.- ��vQO�� �o� $ ��0,� - �!��� "%1 5���H!�(� ^,+� ����WQ0 1 : + 5�0,' - '�S.'  2+ � 1

buffer size (bytes) throughput (Mbits/sec)

150 23.19

200 30.63

400 31.87

600 48.86

800 58.36

1000 63.78

1200 69.69

1400 71.29

Table 4.3:
� $ �,0 1 : $ ���Z5�0,' - '�S N� 2+ : + � ? � "*K �(I>� UDP -L$ �C' ettcp.
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receive socket send socket send message throughput

size (bytes) size (bytes) size (bytes) (Mbits/sec)

256 2048 64 0.41

256 2048 128 0.01

512 2048 256 11.61

1024 2048 512 13.37

2048 2048 1024 27.61

2048 2048 4096 36.51

2048 2048 8192 36.81

2048 2048 16384 38.97

2800 2800 1400 37.86

8192 8192 4096 59.52

8192 8192 8192 56.52

8192 8192 16384 56.6

16384 16384 8192 90.85

16384 16384 16384 90.89

32768 32768 16384 93.18

Table 4.4:
��0,' - '�S N� 2+ : + ? � "*K �JI>� TCP -L$ �(' netperf
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1: /***********************************************************************

2: * vi: set sw=4 ts=4:

3: *

4: * main.c

5: *

6: * Simple testing main.c

7: *

8: * by Ioannis Liverezas (iliverez@inaccessnetworks.com)

9: *

10: * $Id$

11: */

12:

13: #include "leon.h"

14: #include "sysconfig.h"

15: #include "uart0.h"

16:

17: #include "backtrace.h"

18: #include "ctraps.h"

19:

20: #include "mem.h"

21: #include "cache.h"

22:

23:

24:

25: /*************************************************************************/

26: #define TESTMEMEND 0x43fffff0

27: /*************************************************************************/

28:

29: int do_all_tests(unsigned int saddr);

30: int testaddr(unsigned int saddr, unsigned int test_val);

31: void loaddouble(unsigned int doublevar, unsigned int var1, unsigned int var2);

32: void storedouble(unsigned int doublevar, unsigned int var1, unsigned int var2);
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33: int do_double_access(unsigned int saddr, unsigned int test_val);

34:

35: int

36: main() {

37: /* External symbols from the linker script. With these we keep out of the

38: * testing process the memory that is allocated by the test_membinary

39: */

40:

41: extern unsigned int sdata, stext, edata, etext, stack_top;

42: unsigned int startadd;

43: int count = 0;

44:

45: uart0_init();

46: uart0_puts("\r\nREGATE Memory test \n\r");

47: uart0_puts("test_mem binary text start: 0x");

48: uart0_putw((unsigned int) &stext);

49: uart0_puts("\n\rtest_mem binary text end: 0x");

50: uart0_putw((unsigned int) &etext);

51: uart0_puts("\n\rtest_mem binary data start: 0x");

52: uart0_putw((unsigned int) &sdata);

53: uart0_puts("\n\rtest_mem binary data end: 0x");

54: uart0_putw((unsigned int) &edata);

55: uart0_puts("\n\rstack top at: 0x");

56: uart0_putw((unsigned int) stack_top);

57:

58:

59: startadd = (stack_top + 0x120);

60: // startadd = 0x40002c00;

61:

62: uart0_puts("\n\rstart_add at: 0x");

63: uart0_putw((unsigned int) startadd);

64: uart0_puts("\n\r");

65:

66: #if 1

67: uart0_puts("\r\n----------------------------------------\r\n");

68: uart0_puts("IC enabled, DC disabled, Bursts disabled\r\n");

69: *(volatile unsigned int *) 0x80000014 = 0x00000003;

70:

71: count = do_all_tests(startadd);

72: if (count) {

73: uart0_puts("Test Errors = ");

74: uart0_putw(count);

75: uart0_puts("\r\n");

76: } else

77: uart0_puts("\r\nPASSED OK :-)\r\n");

78:

79: uart0_puts("\r\n---------------------------------------\r\n");

80: uart0_puts("IC enabled, DC enabled, Bursts disabled\r\n");

81: *(volatile unsigned int *) 0x80000014 = 0x0000000f;

82:

83: count = do_all_tests(startadd);

84: if (count) {

85: uart0_puts("Test Errors = ");

86: uart0_putw(count);

87: uart0_puts("\r\n");

88: } else

89: uart0_puts("\r\nPASSED OK :-)\r\n");

90:

91: uart0_puts("\r\n--------------------------------------\r\n");

92: uart0_puts("IC enabled, DC enabled, Bursts enabled\r\n");

93: *(volatile unsigned int *) 0x80000014 = 0x0001000f;

94:

95: count = do_all_tests(startadd);

96: if (count) {

97: uart0_puts("Test Errors = ");

98: uart0_putw(count);

99: uart0_puts("\r\n");

100: } else

101: uart0_puts("\r\nPASSED OK :-)\r\n");

102:

103: #endif

104:

105: uart0_puts("\r\n--------------------------------------\r\n");

106: uart0_puts("IC enabled, DC enabled, Bursts enabled, Double access\r\n");

107: *(volatile unsigned int *) 0x80000014 = 0x0001000f;

108:

109: count = do_all_tests(startadd);

110: if (count) {

111: uart0_puts("Test Errors = ");

112: uart0_putw(count);

113: uart0_puts("\r\n");

114: } else

115: uart0_puts("\r\nPASSED OK :-)\r\n");
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116:

117:

118: while(1) {};

119: }

120:

121:

122: int

123: do_all_tests(unsigned int saddr) {

124: int error_count = 0;

125: int test_status = 0;

126: int i ;

127:

128: #if 1

129: for (i = 0; i < 32; i++ ) {

130: unsigned int v;

131: v = 1 << i;

132: uart0_puts("\r\nTestval = "); uart0_putw(v); uart0_puts("\n\r");

133: test_status = testaddr(saddr, v);

134: error_count += test_status;

135: }

136:

137: uart0_puts("\r\nTestval = ");

138: uart0_putw(0); uart0_puts("\n\r");

139: test_status = testaddr(saddr, 0);

140: error_count += test_status;

141:

142: uart0_puts("\r\nTestval = ");

143: uart0_putw(0xffffffff); uart0_puts("\n\r");

144: test_status = testaddr(saddr, 0xffffffff);

145: error_count += test_status;

146:

147:

148: for (i = 0; i < 32; i++ ) {

149: unsigned int v;

150: v = 1 << i;

151: uart0_puts("Double Access\r\nTestval = ");

152: uart0_putw(v); uart0_puts("\n\r");

153: test_status = do_double_access(saddr, v);

154: error_count += test_status;

155: }

156:

157:

158: uart0_puts("\r\nDouble Access Testval = ");

159: uart0_putw(0); uart0_puts("\n\r");

160: test_status = do_double_access(saddr, 0);

161: error_count += test_status;

162: #endif

163:

164: uart0_puts("\r\nDouble Access, Testval = ");

165: uart0_putw(0xaaaaaaaa); uart0_puts("\n\r");

166: test_status = do_double_access(saddr, 0xaaaaaaaa);

167: error_count += test_status;

168:

169: return error_count;

170: }

171:

172: int

173: testaddr(unsigned int saddr, unsigned int test_val) {

174: unsigned int addr;

175: volatile unsigned int *a;

176: int errors = 0;

177: int register i;

178: unsigned int test_value;

179:

180:

181: /* write pattern */

182: test_value = test_val;

183: for (addr = saddr; addr < TESTMEMEND; addr += 4) {

184: a = (volatile unsigned int *) addr;

185: if (test_val == 0) {

186: *a = addr;

187: } else if (test_val == 0xffffffff) {

188: *a = test_value;

189: test_value = ~test_value;

190: } else {

191: *a = test_value;

192: }

193:

194: if ((addr & 0xfffff) == 0)

195: uart0_puts("w");

196: }

197: uart0_puts("\n\r");

198:
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199: /* Delay */

200: for (i = 0; i <= 10000000; i++);

201: asm("flush"); asm("flush"); asm("flush");

202: asm("nop"); asm ("nop"); asm ("nop"); asm ("nop");

203: asm("nop"); asm ("nop"); asm ("nop"); asm ("nop");

204: asm("nop"); asm ("nop"); asm ("nop"); asm ("nop");

205: asm("nop"); asm ("nop"); asm ("nop"); asm ("nop");

206:

207:

208: /* read pattern */

209: test_value = ~test_val;

210: for (addr = saddr; addr < TESTMEMEND; addr += 4) {

211: if (test_val == 0)

212: test_value = addr;

213: else if (test_val == 0xffffffff)

214: test_value = ~test_value;

215: else

216: test_value = test_val;

217:

218: a = (volatile unsigned int *) addr;

219: if ( *a != test_value) {

220: uart0_puts("\r\nError in 0x");

221: uart0_putw(addr); uart0_puts("\r\n");

222: errors++;

223: }

224:

225: /* type a "." at every 1MB or SDRAM */

226: if ((addr & 0xfffff) == 0)

227: uart0_puts("r");

228: }

229:

230: uart0_puts("\r\nTest for val = ");

231: uart0_putw(test_val);

232: uart0_puts(" ended \n\r");

233:

234: return errors;

235: }

236:

237:

238:

239:

240: int

241: do_double_access(unsigned int saddr, unsigned int test_val) {

242:

243: unsigned int addr;

244: volatile unsigned int *a;

245: int errors = 0;

246: int register i;

247: unsigned int test_value;

248: volatile unsigned int d1, d2, t1, t2;

249:

250: /* write pattern */

251: test_value = test_val;

252: for (addr = saddr; addr < TESTMEMEND; addr += 8) {

253: a = (volatile unsigned int *) addr;

254: if (test_val == 0) {

255: storedouble((unsigned int)a, addr, addr + 4);

256: } else if (test_val == 0xaaaaaaaa) {

257: d1 = test_value;

258: d2 = ~test_value;

259: storedouble((unsigned int)a, d1, d2);

260: } else {

261: storedouble((unsigned int)a, test_value, test_value);

262: }

263:

264: if ((addr & 0xfffff) == 0)

265: uart0_puts("w");

266: }

267: uart0_puts("\n\r");

268:

269: /* Delay */

270: for (i = 0; i <= 10000000; i++);

271: asm("flush"); asm("flush"); asm("flush");

272: asm("nop"); asm ("nop"); asm ("nop"); asm ("nop");

273: asm("nop"); asm ("nop"); asm ("nop"); asm ("nop");

274: asm("nop"); asm ("nop"); asm ("nop"); asm ("nop");

275: asm("nop"); asm ("nop"); asm ("nop"); asm ("nop");

276:

277:

278: /* read pattern */

279: test_value = test_val;

280: for (addr = saddr; addr < TESTMEMEND; addr += 8) {

281: if (test_val == 0) {
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282: d1 = addr;

283: d2 = addr+4;

284: } else if (test_val == 0xaaaaaaaa) {

285: d1 = test_value;

286: d2 = ~test_value;

287:

288: } else {

289: d1 = test_val;

290: d2 = test_val;

291: }

292: a = (volatile unsigned int *) addr;

293: loaddouble((unsigned int)a,(unsigned int) &t1,(unsigned int) &t2);

294: if ((t1 != d1) || (t2 != d2)) {

295: uart0_puts("\r\nError in 0x");

296: uart0_putw(addr); uart0_puts("\r\n");

297: errors++;

298: }

299:

300: /* type a "." at every 1MB or SDRAM */

301: if ((addr & 0xfffff) == 0)

302: uart0_puts("r");

303: }

304:

305: uart0_puts("\r\nTest for double access with test val = ");

306: uart0_putw(test_val);

307: uart0_puts(" ended \n\r");

308:

309: return errors;

310: }

311:

312:

313: void

314: loaddouble(unsigned int doublevar, unsigned int var1, unsigned int var2) {

315: asm volatile (" ldd [%o0], %i4

316: st %i4, [%o1]

317: st %i5, [%o2]");

318: }

319:

320: void

321: storedouble(unsigned int doublevar, unsigned int var1, unsigned int var2) {

322: asm volatile (" mov %o1, %i4

323: mov %o2, %i5

324: std %i4, [%o0]");

325: }

1: /* vi: set sw=4 ts=4:

2: *

3: * main.c

4: *

5: * MMU tests

6: *

7: * by Ioannis Liverezas (iliverez@inaccessnetworks.com)

8: *

9: * $Id$

10: */

11:

12: #include "leon.h"

13: #include "sysconfig.h"

14: #include "uart0.h"

15:

16: #include "backtrace.h"

17: #include "ctraps.h"

18:

19: #include "mem.h"

20: #include "cache.h"

21:

22:

23:

24: /*************************************************************************/

25: #define BURST 0x1000f

26:

27: /*************************************************************************/

28:

29: int test_instr() __attribute__ ((section(".test1")));

30: int test_inst_trap() __attribute__ ((section(".test4")));

31: int test_contexta() __attribute__ ((section(".test7")));

32: int test_contextb() __attribute__ ((section(".test8")));

33: int test_contextc() __attribute__ ((section(".test9")));

34:

35:

36: int testdouble[2] __attribute__ ((aligned (8))) = {0xdeadbeef, 0x12345678};

37: int testdouble2[2] __attribute__ ((aligned (8))) = {0xaaaabbbb, 0xccccdddd};

38: int testdouble3[2] __attribute__ ((aligned (8))) = {0};
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39: int testdouble4[2] __attribute__ ((aligned (8))) = {0xdeadbeef, 0x12345678};

40: int tstrd1[20] __attribute__ ((section(".test2")));

41: volatile int tstrd2[20] __attribute__ ((section(".test3")));

42: volatile int ftype[10] __attribute__ ((section(".test5")));

43: volatile int bittest[10] __attribute__ ((section(".test10"))) = {0};

44: volatile int trapdouble[2] __attribute ((section(".test11"))) = {0xcabebeca, 0xbebababe};

45:

46: int tryfin() __attribute__ ((section(".test6")));

47: int globalcheck = 0;

48: extern int mmuexist;

49:

50: /* extern int test_flush */

51: extern int reg_windows_num;

52: extern int dtest1;

53: extern int dtest2;

54: extern int intr_table[128];

55: int LE_MAIN_STACK=0;

56: extern int soft_interrupt_num;

57: extern int intr_table[128];

58: extern int cause_instruc();

59: volatile int dbptr;

60: int testok = 1;

61:

62: /* testing variables, pointers and arrays */

63: volatile int tarray[100] __attribute__((section(".mydata")))={0};

64: volatile int *tpointer;

65: int rpointer[200];

66: int *npointer;

67: int *rdpointer;

68: volatile int *trapptr;

69: int testfault = 0;

70: volatile int global_ft = 0;

71: volatile int global_fti = 0;

72: int testcounter = 0;

73:

74: int tempcntxt = 0;

75: volatile int tbypass[20] __attribute__((section(".bydata"))) = {0};

76: volatile int tbypass2[20];

77: int *tbptr1;

78: int *tbptr2;

79: int temp1;

80: int temp2;

81: int *tptr1;

82: int *tptr2;

83:

84: /* memory mapping pointers */

85: int *l1a;

86: int *l2a;

87: int *l3a1;

88: int *l3a2;

89: int *l3a3;

90: int *l1b;

91: int *l2b;

92: int *l3b;

93: int *l1c;

94: int *l2c;

95: int *l3c;

96: int *l2d;

97: int *l3d;

98: int *l2e;

99: int *l3e;

100: int *l3f;

101: int *cntxt;

102:

103: /* second context pointers */

104: int *bl1;

105: int *bl2;

106: int *bl3a;

107: int *bl3b;

108: int *bl3c;

109: int *bl2b;

110: int *bl3d;

111:

112: int *cl1;

113: int *cl2;

114: int *cl3a;

115: int *cl3b;

116: int *cl3c;

117: int *cl2b;

118: int *cl3d;

119:

120: int *dl1;

121: int *dl2;
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122: int *dl3a;

123: int *dl3b;

124: int *dl3c;

125: int *dl2b;

126: int *dl3d;

127: int *el2;

128: int *el3;

129:

130: /*************************************************************************/

131: int

132: main (void)

133: {

134: /* initialize serial port */

135: uart0_init();

136: init_soft_traps();

137:

138: set_cache(0);

139: testbench();

140: uart0_puts("1");

141: #if 1

142: set_cache(0x3);

143: asm("flush");

144: testbench();

145: asm("flush");

146: uart0_puts("2");

147:

148: set_cache(0xc);

149: asm("flush");

150: testbench();

151: uart0_puts("3");

152:

153: asm("flush");

154: set_cache(0xf);

155: asm("flush");

156: testbench();

157: asm("flush");

158: uart0_puts("4");

159:

160: set_cache(BURST);

161: asm("flush");

162: testbench();

163: asm("flush");

164: uart0_puts("5");

165:

166: #endif

167:

168: asm("flush");

169: if (testok == 1)

170: uart0_puts("ok\r\n");

171: while(1) { }

172:

173: }

174:

175: /****************************************************************************/

176: int testbench(void)

177: {

178: /* TESTBENCH SECTION A: Leon cache disabled */

179: /* initialize test data, using helping pointer *tpointer */

180: volatile int tval, tval1;

181: int i;

182: int address;

183:

184: /* initialize pointers */

185: l1a = (int *) 0x43001000;

186: l2a = (int *) 0x43002000;

187: l3a1 = (int *) 0x43003000;

188: l3a2 = (int *) 0x43004000;

189: l3a3 = (int *) 0x43005c00;

190: cntxt = (int *) 0x43006000;

191: l1b = (int *) 0x43007000;

192: l2b = (int *) 0x43008000;

193: l3b = (int *) 0x43009000;

194: l1c = (int *) 0x4300a000;

195: l2c = (int *) 0x4300b000;

196: l3c = (int *) 0x4300c000;

197: l2d = (int *) 0x4300d000;

198: l3d = (int *) 0x4300e000;

199: l2e = (int *) 0x43010000;

200: l3e = (int *) 0x43011000;

201:

202: /* pointers for second context */

203: bl1 = (int *) 0x43012000;

204: bl2 = (int *) 0x43012400;
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205: bl3a = (int *) 0x43012500;

206: bl3b = (int *) 0x43012600;

207: bl3c = (int *) 0x43012700;

208: bl2b = (int *) 0x43012800;

209: bl3d = (int *) 0x43012900;

210:

211:

212: /* pointers for third context */

213: cl1 = (int *) 0x43012c00;

214: cl2 = (int *) 0x43013000;

215: cl3a = (int *) 0x43013100;

216: cl3b = (int *) 0x43013200;

217: cl3c = (int *) 0x43013300;

218: cl2b = (int *) 0x43013400;

219: cl3d = (int *) 0x43013500;

220:

221: /* pointers for fourth context */

222: dl1 = (int *) 0x43013800;

223: dl2 = (int *) 0x43013c00;

224: dl3a = (int *) 0x43013d00;

225: dl3b = (int *) 0x43013e00;

226: dl3c = (int *) 0x43013f00;

227: dl2b = (int *) 0x43014000;

228: dl3d = (int *) 0x43014100;

229: el2 = (int *) 0x43014200;

230: el3 = (int *) 0x43014400;

231: l3f = (int *) 0x43014600;

232:

233: /* test A1: check 1-1 memory maps */

234: l1a[0x00] = 0x8E;

235: l1a[0x40] = ((((int) (l2a)) >> 4) & 0xfffffffc) | 0x1;

236: l1a[0x80] = 0x08000006;

237:

238: l2a[0x08] = ((( (int) (l3a1)) >> 4) & 0xfffffffc) | 0x1;

239: l2a[0x09] = ((( (int) (l3a2)) >> 4) & 0xfffffffc) | 0x1;

240:

241: address = 0x40200000;

242:

243: for (i = 0; i < 64; i++) {

244: l3a1[i] = ((address >> 4) & 0xFFFFFF00) | 0x8E;

245: address = address + 4096;

246: }

247:

248: address = 0x40240000;

249: for (i = 0; i < 64; i++) {

250: l3a2[i] = ((address >> 4) & 0xFFFFFF00) | 0x8E;

251: }

252:

253: l1a[0x50] = ((((int) (l2b)) >> 4) & 0xfffffffc) | 0x1;

254: l2b[0x00] = ((( (int) (l3b)) >> 4) & 0xfffffffc) | 0x1;

255: l3b[0x00] = 0x041a008e;

256: l1a[0x41] = ((((int) (l2d)) >> 4) & 0xfffffffc) | 0x1;

257: l2d[0] = ((( (int) (l3f)) >> 4) & 0xfffffffc) | 0x1;

258: l2d[0x28] = ((( (int) (l3d)) >> 4) & 0xfffffffc) | 0x1;

259: l3f[0x0b] = 0x0410028e;

260:

261: /* map instruction section */

262: l2a[0x20] = ((((int) (l3a3)) >> 4) & 0xfffffffc) | 0x1;

263: l3a3[0x00] = 0x0420008e;

264: l3a3[0x01] = 0x0420018e;

265: l3a3[0x02] = 0x0420028e;

266:

267: /* map .bydata section for bypass test */

268: l3d[0x0b] = 0x041c008e;

269:

270: /* initialize VA for .test2 and .test3 sections, so that data read

271: * trap occurs

272: */

273:

274: l3b[0x04] = 0x04090000;

275: l3b[0x05] = 0x040a0000;

276: l3b[0x06] = 0x040b0000;

277: l3b[0x07] = 0x040c0000;

278: l3b[0x08] = 0x040d0000;

279:

280: #if 1

281: /* Create mappings for second context */

282: bl1[0x00] = 0x8E;

283: bl1[0x40] = ((((int) (bl2)) >> 4) & 0xfffffffc) | 0x1;

284: bl1[0x80] = 0x08000006;

285:

286: bl2[0x08] = ((( (int) (bl3a)) >> 4) & 0xfffffffc) | 0x1;

287: bl2[0x09] = ((( (int) (bl3b)) >> 4) & 0xfffffffc) | 0x1;
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288:

289:

290: address = 0x40200000;

291: for (i = 0; i < 64; i++) {

292: bl3a[i] = ((address >> 4) & 0xFFFFFF00) | 0x8E;

293: address = address + 4096;

294: }

295: address = 0x40240000;

296: for (i = 0; i < 64; i++) {

297: bl3b[i] = ((address >> 4) & 0xFFFFFF00) | 0x8E;

298: }

299:

300: bl1[0x50] = ((( (int) (bl2b)) >> 4) & 0xfffffffc) | 0x1;

301: bl2b[0x0] = ((( (int) (bl3d)) >> 4) & 0xfffffffc) | 0x1;

302: bl3d[0x09] = 0x040e008e;

303: #endif

304:

305: #if 1

306: /* Create mappings for third context */

307: cl1[0x00] = 0x8E;

308: cl1[0x40] = ((((int) (cl2)) >> 4) & 0xfffffffc) | 0x1;

309: cl1[0x80] = 0x08000006;

310: cl2[0x08] = ((( (int) (cl3a)) >> 4) & 0xfffffffc) | 0x1;

311: cl2[0x09] = ((( (int) (cl3b)) >> 4) & 0xfffffffc) | 0x1;

312: address = 0x40200000;

313: for (i = 0; i < 64; i++) {

314: cl3a[i] = ((address >> 4) & 0xFFFFFF00) | 0x8E;

315: address = address + 4096;

316: }

317: address = 0x40240000;

318: for (i = 0; i < 64; i++) {

319: cl3b[i] = ((address >> 4) & 0xFFFFFF00) | 0x8E;

320: }

321: cl1[0x50] = ((( (int) (cl2b)) >> 4) & 0xfffffffc) | 0x1;

322: cl2b[0x0] = ((( (int) (cl3d)) >> 4) & 0xfffffffc) | 0x1;

323: cl3d[0x0a] = 0x040f008e;

324: #endif

325:

326: #if 1

327: /* Create mappings for fourth context */

328: dl1[0x00] = 0x8E;

329: dl1[0x40] = ((((int) (dl2)) >> 4) & 0xfffffffc) | 0x1;

330: dl1[0x80] = 0x08000006;

331:

332: dl2[0x08] = ((( (int) (dl3a)) >> 4) & 0xfffffffc) | 0x1;

333: dl2[0x09] = ((( (int) (dl3b)) >> 4) & 0xfffffffc) | 0x1;

334:

335: address = 0x40200000;

336: for (i = 0; i < 64; i++) {

337: dl3a[i] = ((address >> 4) & 0xFFFFFF00) | 0x8E;

338: address = address + 4096;

339: }

340: address = 0x40240000;

341: for (i = 0; i < 64; i++) {

342: dl3b[i] = ((address >> 4) & 0xFFFFFF00) | 0x8E;

343: }

344:

345: dl1[0x50] = ((( (int) (dl2b)) >> 4) & 0xfffffffc) | 0x1;

346: dl2b[0x0] = ((( (int) (dl3d)) >> 4) & 0xfffffffc) | 0x1;

347: dl3d[0x0b] = 0x0410008e;

348: #endif

349:

350: /* Initialize data elements for data access memory map test */

351: npointer = (int *) 0x41a00000;

352: for (i = 0; i < 10; i++)

353: npointer[i] = (int)(0xdeadbeef +i);

354:

355: /* Initialize data for bypass read/write test */

356: tbptr1 = (int *) 0x41a0b000;

357: tbptr2 = (int *) 0x41c00000;

358: for (i = 0; i < 10; i++) {

359: tbptr1[i] = (int)(0xaabbccdd +i);

360: tbptr2[i] = i;

361: }

362:

363: /* Initialize data for data read exception test */

364:

365: rdpointer = (int *)0x40900000;

366: for (i = 0; i < 10; i++)

367: rdpointer[i] = 0xeeffffee + i;

368:

369: testdouble4[0] = 0xdeadbeef;

370: testdouble4[1] = 0x12345678;



x y ��� z ��� | � � ����� y � � ��zfz � | � 85

371:

372: /****************** enable mmu ***********************************/

373:

374:

375: cntxt[0] = ((((int)(&l1a[0])) >> 4) & 0xfffffffc)|0x1 ;

376: tempcntxt = (((int)(&(cntxt[0]))) >> 4) & 0xfffffffc;

377:

378: /* initialize mmu control registers and flush mmu */

379: set_context_num(0);

380: set_context_pointer(tempcntxt);

381: enable_mmu();

382: asm volatile ("flush");

383: flush_mmu();

384:

385: testcounter =0;

386: dbptr = 0;

387: global_ft = 0;

388: global_fti = 0;

389: #if 1

390: address=0x40240000;

391: for (i=0; i<2; i++) {

392: dbptr += *((int *)address);

393: testcounter ++;

394: address += 4096;

395: }

396: if (testcounter == 2) {

397: testok = 1;

398: }

399: else {

400: testok = 0;

401: uart0_puts("e1");

402: }

403: /* various memory mappings --- first data */

404: tpointer = (int *) 0x50000000;

405: for (i=0; i < 2; i++)

406: rpointer[i] = i;

407: for (i=0; i < 2; i++)

408: dbptr = tarray[i];

409:

410: asm("flush");

411: flush_mmu();

412: if ((tarray[1] == 0xdeadbef0) && (testok == 1)) {

413: testok = 1;

414: }

415: else {

416: testok = 0;

417: uart0_puts("e2");

418: }

419: flush_mmu();

420:

421: for (i=0; i <2; i++)

422: tpointer[i] = rpointer[i];

423: flush_mmu();

424:

425:

426: /* now test instructions */

427: testcounter = test_instr();

428: if ((testcounter == 0x78) && (testok == 1)) {

429: testok = 1;

430: }

431: else {

432: testok = 0;

433: uart0_puts("e3");

434: }

435: flush_mmu();

436:

437: /*************************** Bypass *******************************/

438: /* uses readbypass, storebypass from mem.c. Remember to use ’&’ for

439: * addresses

440: */

441: flush_mmu();

442:

443: tbptr1 = (int *) 0x41a0b000;

444: for (i = 0; i < 2; i++)

445: dbptr = tbypass[i];

446:

447: testcounter = tbypass[1];

448: if ((testcounter == 1) && (testok == 1)) {

449: testok = 1;

450: }

451: else {

452: testok = 0;

453: uart0_puts("e4");
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454: uart0_putw(testcounter);

455: }

456:

457:

458: flush_mmu();

459: asm("flush");

460: for (i =0; i < 2; i++) {

461: tbypass2[i] = (int)readbypass((int)(&tbptr1[i]));

462: dbptr = tbypass2[i];

463: }

464:

465: testcounter = tbypass2[1];

466: if ((testcounter == 0xaabbccde) && (testok == 1)) {

467: testok = 1;

468: }

469: else {

470: testok = 0;

471: uart0_puts("e5");

472: uart0_putw(testcounter);

473: }

474:

475: flush_mmu();

476: flush_mmu();

477: asm("flush");

478:

479: /* try bypass write test */

480: for (i=0; i < 2; i++)

481: rpointer[i] = 100+i;

482: for (i=0; i < 2; i++) {

483: storebypass((int)(&tbptr1[i]), rpointer[i]);

484: asm("flush");

485: tbptr1[i] = rpointer[i]+200;

486: }

487: flush_mmu();

488:

489: asm("flush");

490: for (i =0; i < 2; i++)

491: tbypass2[i] = readbypass((int)(&tbptr1[i]));

492:

493: testcounter = tbypass2[1];

494: if ((testcounter == 101) && (testok == 1)) {

495: testok = 1;

496: }

497: else {

498: testok = 0;

499: uart0_puts("e6");

500: }

501:

502: flush_mmu();

503: asm("flush");

504:

505: for (i = 0; i < 2; i++) {

506: dbptr = tbypass[i];

507: }

508:

509: testcounter = tbypass[1];

510: if ((testcounter == 301) && (testok == 1)) {

511: testok = 1;

512: }

513: else {

514: testok = 0;

515: uart0_puts("e7");

516: }

517:

518:

519: flush_mmu();

520: asm("flush");

521:

522:

523: /* test load/store double, with or without use of ASI */

524: temp1 = 0;

525: temp2 = 0;

526: loadfromdouble((int)&testdouble4[0],(int) &temp1, (int)&temp2, 0);

527: testcounter = testdouble4[0];

528: if ((testcounter == 0xdeadbeef) && (testok == 1)) {

529: testok = 1;

530: }

531: else {

532: testok = 0;

533: uart0_puts("e8");

534: }

535: testcounter = testdouble4[1];

536: if ((testcounter == 0x12345678) && (testok == 1)) {



x y ��� z ��� | � � ����� y � � ��zfz � | � 87

537: testok = 1;

538: }

539: else {

540: testok = 0;

541: uart0_puts("e9");

542: }

543:

544: flush_mmu();

545: temp1 = 0x1a1b1c1d;

546: temp2 = 0x21222324;

547: store2double((int) &testdouble4[0], temp1, temp2, 0);

548: testcounter = testdouble4[0];

549: if ((testcounter == 0x1a1b1c1d) && (testok == 1)) {

550: testok = 1;

551: }

552: else {

553: testok = 0;

554: uart0_puts("ea");

555: }

556: testcounter = testdouble4[1];

557: if ((testcounter == 0x21222324) && (testok == 1)) {

558: testok = 1;

559: }

560: else {

561: testok = 0;

562: uart0_puts("eb");

563: }

564:

565:

566: /* try store/load double with bypass */

567: flush_mmu();

568: tptr1 = (int *) (0x41a0b000);

569: storebypass((int)&tptr1[0], 0x10101010);

570: storebypass((int)&tptr1[1], 0x20202020);

571:

572: flush_mmu();

573: asm("flush");

574: tptr1[0] = 0xb0b0b0b0;

575: tptr1[1] = 0xa0a0a0a0;

576:

577: /* read with bypass */

578: loadfromdouble((int)&tptr1[0], (int) &temp1, (int) &temp2, 1);

579: asm("flush");

580: testcounter = temp1;

581: if ((testcounter == 0x10101010) && (testok == 1)) {

582: testok = 1;

583: }

584: else {

585: testok = 0;

586: uart0_puts("ec");

587: }

588: testcounter = temp2;

589: if ((testcounter == 0x20202020) && (testok == 1)) {

590: testok = 1;

591: }

592: else {

593: testok = 0;

594: uart0_puts("ed");

595: }

596:

597: /* read without bypass */

598: flush_mmu();

599: loadfromdouble((int)&tptr1[0], (int) &temp1, (int) &temp2, 0);

600: testcounter = temp1;

601: if ((testcounter == 0xb0b0b0b0) && (testok == 1)) {

602: testok = 1;

603: }

604: else {

605: testok = 0;

606: uart0_puts("ef");

607: }

608: testcounter = temp2;

609: if ((testcounter == 0xa0a0a0a0) && (testok == 1)) {

610: testok = 1;

611: }

612: else {

613: testok = 0;

614: uart0_puts("eg");

615: }

616:

617: asm("flush");

618: /* store double bypass */

619: temp1 = 0xab0000cd;
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620: temp2 = 0xcd0000ef;

621: flush_mmu();

622:

623: store2double((int)&tptr1[0], temp1, temp2, 1);

624: temp1 = 0xbbbbbbbb;

625: temp2 = 0xaaffffaa;

626: flush_mmu();

627: asm("flush");

628: store2double((int)&tptr1[0], temp1, temp2, 0);

629: myprints("Reading with bypass\n\r");

630: loadfromdouble((int)&tptr1[0], (int) &temp1, (int) &temp2, 1);

631: asm("flush");

632: /* reading bypass */

633: testcounter = temp1;

634: if ((testcounter == 0xab0000cd) && (testok == 1)) {

635: testok = 1;

636: }

637: else {

638: testok = 0;

639: uart0_puts("eh");

640: }

641: testcounter = temp2;

642: if ((testcounter == 0xcd0000ef) && (testok == 1)) {

643: testok = 1;

644: }

645: else {

646: testok = 0;

647: uart0_puts("ei");

648: }

649: /* reading without bypass */

650: flush_mmu();

651: asm("flush");

652: loadfromdouble((int)&tptr1[0], (int) &temp1, (int) &temp2, 0);

653: testcounter = temp1;

654: if ((testcounter == 0xbbbbbbbb) && (testok == 1)) {

655: testok = 1;

656: }

657: else {

658: testok = 0;

659: uart0_puts("ej");

660: }

661:

662: testcounter = temp2;

663: if ((testcounter == 0xaaffffaa) && (testok == 1)) {

664: testok = 1;

665: }

666: else {

667: testok = 0;

668: uart0_puts("ek");

669: }

670:

671:

672: /* Interrupts Testing - Int handlers are in mmutraps.c */

673: /* First try data read interrupt */

674: global_ft = 0;

675: for (i = 0; i < 2; i++) {

676: flush_mmu();

677: asm("flush");

678: dbptr = tstrd1[i];

679: if (i == 1)

680: testcounter = dbptr;

681: flush_mmu();

682: asm("flush");

683: storebypass(((int)(&l3b[0x4])), 0x04090000);

684: }

685: asm("flush");

686: if ((testcounter == 0xeeffffef) && (global_ft = 1) && (testok == 1)) {

687: testok = 1;

688: }

689: else {

690: testok = 0;

691: uart0_puts("el");

692: }

693:

694: flush_mmu();

695: asm("flush");

696: storebypass(((int)(&l3b[0x5])), 0x040a0000);

697: /*-------------------------------------------------------*/

698:

699: global_ft = 0;

700: for (i = 0; i < 2; i++) {

701: flush_mmu();

702: tstrd2[i] = 0x200300 + i;
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703: if (i == 1) {

704: testcounter = tstrd2[i];

705: dbptr = global_ft;

706: }

707: flush_mmu();

708: storebypass(((int)(&l3b[0x5])), 0x040a0000);

709: }

710: asm("flush");

711: if ((testcounter == 0x200301) && (dbptr == 1) && (testok == 1)) {

712: testok = 1;

713: }

714: else {

715: testok = 0;

716: uart0_puts("em");

717: }

718:

719: /*---------------------------------------------------------*/

720:

721: /* test instruction excecption */

722: for (i = 0; i < 2; i++) {

723: flush_mmu();

724: global_fti = 0;

725: test_inst_trap();

726: dbptr = global_fti;

727: flush_mmu();

728: asm("flush");

729: storebypass(((int)(&l3b[0x6])), 0x040b0000);

730: if ((testcounter == 0xafa) && (dbptr == 1) && (testok == 1)) {

731: testok = 1;

732: }

733: else {

734: testok = 0;

735: uart0_puts("en");

736: }

737: }

738:

739: /*------------------------------------------------------------*/

740: /* check fault types, first with root access, then user */

741: /* read only non-cahceable */

742: storebypass(((int)(&l3b[0x7])), 0x040c0002);

743: flush_mmu();

744: global_ft = 0;

745: ftype[0]=0x423329;

746: dbptr = ftype[0];

747: if ((global_ft == 2) && (dbptr == 0x423329) && (testok == 1)) {

748: testok = 1;

749: }

750: else {

751: testok = 0;

752: uart0_puts("eo");

753: }

754:

755:

756: flush_mmu();

757: storebypass(((int)(&l3b[0x7])), 0x040c0000);

758: asm("flush");

759: flush_mmu();

760: global_ft = 0;

761: storebypass(((int)(&l3b[0x8])), 0x040d0006);

762: flush_mmu();

763: tryfin();

764: if ((global_fti == 2) && (testcounter = 0xae) && (testok == 1)) {

765: testok = 1;

766: }

767: else {

768: testok = 0;

769: uart0_puts("ep");

770: }

771:

772: asm("flush");

773: global_ft = 0;

774: flush_mmu();

775: storebypass(((int)(&l3b[0x7])),0x040c0012);

776: ftype[0]=0xabf429;

777: if ((global_fti == 2) && (testok == 1)) {

778: testok =1;

779: }

780: else {

781: testok = 0;

782: uart0_puts("eq");

783: }

784:

785: flush_mmu();
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786: asm("flush");

787: global_ft = 0;

788:

789: storebypass(((int)(&l3b[0x7])),0x040c0012);

790: dbptr = ftype[0];

791: if ((global_fti == 2) && (dbptr == 0xabf429) && (testok == 1)) {

792: testok = 1;

793: }

794: else {

795: testok = 0;

796: uart0_puts("er");

797: }

798: storebypass(((int)(&l3b[0x7])),0x040c0000);

799:

800:

801: global_ft = 0;

802: flush_mmu();

803: asm("flush");

804: storebypass(((int)(&l3b[0x7])),0x040c000a);

805: ftype[3] = 0x4523;

806: dbptr = ftype[3];

807: if ((global_ft == 2) && (dbptr == 0x4523) && (testok == 1)) {

808: testok = 1;

809: }

810: else {

811: testok =0;

812: uart0_puts("es");

813: }

814: flush_mmu();

815: storebypass(((int)(&l3b[0x7])),0x040c0000);

816:

817: global_ft = 0;

818:

819: /* set machine to user mode to check page protection */

820: storebypass(((int)(&l3b[0x7])),0x040c0016);

821: flush_mmu();

822: asm("flush");

823: set_user();

824:

825: asm("nop");

826: ftype[5] = 0xbba25;

827: dbptr = ftype[5];

828: if ((global_ft == 2) && (dbptr == 0xbba25) && (testok == 1)) {

829: testok = 1;

830: }

831: else {

832: testok = 0;

833: uart0_puts("et");

834: }

835: intr(2);

836: #endif

837: global_ft = 0;

838: asm("flush");

839: storebypass(((int)(&l3b[0x7])),0x040c0000);

840: flush_mmu();

841: storebypass(((int)(&l3b[0x7])),0x040c001e);

842: set_user();

843: ftype[7] = 0x3aaa25;

844: dbptr = ftype[7];

845: if ((global_ft == 3) && (dbptr == 0x3aaa25) && (testok == 1)) {

846: testok = 1;

847: }

848: else {

849: testok = 0;

850: uart0_puts("eu");

851: }

852: intr(2);

853: storebypass(((int)(&l3b[0x7])),0x040c0000);

854: asm("flush");

855: flush_mmu();

856: /*-----------------------------------------------*/

857: global_ft = 0;

858: asm("flush");

859: storebypass(((int)(&l3b[0x7])),0x040c0000);

860: flush_mmu();

861: storebypass(((int)(&l3b[0x7])),0x040c001a);

862: set_user();

863: ftype[7] = 0x3a;

864: dbptr = ftype[7];

865: if ((global_ft == 3) && (dbptr == 0x3a) && (testok == 1)) {

866: testok = 1;

867: }

868: else {
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869: testok = 0;

870: uart0_puts("eu");

871: }

872: intr(2);

873: storebypass(((int)(&l3b[0x7])),0x040c0000);

874: asm("flush");

875: flush_mmu();

876:

877: /*-----------------------------------------------*/

878: global_ft = 0;

879: asm("flush");

880: dbptr = 0;

881: storebypass(((int)(&l3b[0x7])),0x040c0000);

882: flush_mmu();

883: storebypass(((int)(&l3b[0x7])),0x040c001a);

884: set_user();

885: dbptr = ftype[7];

886: if ((global_ft == 3) && (dbptr == 0x3a) && (testok == 1)) {

887: testok = 1;

888: }

889: else {

890: testok = 0;

891: uart0_puts("eu");

892: }

893: intr(2);

894: storebypass(((int)(&l3b[0x7])),0x040c0000);

895: asm("flush");

896: flush_mmu();

897:

898: /*------------------------------------------------------*/

899:

900: global_ft = 0;

901: asm("flush");

902: storebypass(((int)(&l3b[0x7])),0x040c0000);

903: flush_mmu();

904: dbptr = 0;

905: storebypass(((int)(&l3b[0x7])),0x040c001e);;

906: set_user();

907: dbptr = ftype[7];

908: if ((global_ft == 3) && (dbptr == 0x3a) && (testok == 1)) {

909: testok = 1;

910: }

911: else {

912: testok = 0;

913: uart0_puts("eu");

914: }

915: intr(2);

916: storebypass(((int)(&l3b[0x7])),0x040c0000);

917: asm("flush");

918: flush_mmu();

919:

920: /*-------------------------------------------------------*/

921: flush_mmu();

922: asm("flush");

923: testcounter = 0;

924: global_fti == 0;

925: storebypass(((int)(&l3b[0x6])), 0x040b001a);

926:

927:

928: for (i = 0; i < 1; i++) {

929: set_user();

930: global_fti = 0;

931: test_inst_trap(1, 2, 3, 4, 5, 6, 7, 8, 9);

932: dbptr = global_fti;

933: intr(2);

934: flush_mmu();

935: storebypass(((int)(&l3b[0x6])), 0x040b001a);

936:

937: if ((testcounter == 0xafa) && (dbptr == 3) && (testok == 1)) {

938: testok = 1;

939: }

940: else {

941: testok = 0;

942: uart0_puts("en");

943: }

944: flush_mmu();

945: asm("flush");

946: }

947: /*-------------------------------------------------------*/

948: #if 1

949: /* fill cam */

950: testcounter = 0;

951: address=0x40240000;
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952: for (i=0; i<2; i++) {

953: dbptr += *((int *)address);

954: testcounter++;

955: address += 4096;

956: }

957: if ((testcounter == 2) && (testok == 1)) {

958: testok = 1;

959: }

960: else {

961: testok = 0;

962: uart0_puts("ev");

963: }

964:

965:

966: /* test context switch */

967: disable_mmu();

968: cntxt[1] = ((((int)(&bl1[0])) >> 4) & 0xfffffffc)|0x1 ;

969: set_context_num(1);

970: enable_mmu();

971: flush_mmu();

972: asm("flush");

973: test_contexta();

974: disable_mmu();

975: set_context_num(0);

976: enable_mmu();

977: flush_mmu();

978: asm("flush");

979: if ((testcounter == 0xba) && (testok == 1)) {

980: testok = 1;

981: }

982: else {

983: testok = 0;

984: uart0_puts("ew");

985: }

986: #endif

987:

988: #if 1

989: disable_mmu();

990: cntxt[2] = ((((int)(&cl1[0])) >> 4) & 0xfffffffc)|0x1 ;

991: set_context_num(2);

992: enable_mmu();

993: asm("flush");

994: flush_mmu();

995: test_contextb();

996: disable_mmu();

997: set_context_num(0);

998: enable_mmu();

999: flush_mmu();

1000: asm("flush");

1001: if ((testcounter == 0xbd) && (testok == 1)) {

1002: testok = 1;

1003: }

1004: else {

1005: testok = 0;

1006: uart0_puts("ex");

1007: }

1008: flush_mmu();

1009: asm("flush");

1010: disable_mmu();

1011: cntxt[3] = ((((int)(&dl1[0])) >> 4) & 0xfffffffc)|0x1 ;

1012: set_context_num(3);

1013: asm("flush");

1014: enable_mmu();

1015: flush_mmu();

1016: asm("flush");

1017: test_contextc();

1018: disable_mmu();

1019: set_context_num(0);

1020: enable_mmu();

1021: flush_mmu();

1022: asm("flush");

1023: if ((testcounter == 0xbf) && (testok == 1)) {

1024: testok = 1;

1025: }

1026: else {

1027: testok = 0;

1028: uart0_puts("ey");

1029: }

1030: #endif

1031:

1032: /* test modified and accessed bits */

1033: #if 1

1034: asm("flush");
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1035: disable_mmu();

1036: l1a[0x55] = ((( (int) (el2) >> 4)) & 0xfffffffc) | 0x1;

1037: el2[0x00] = ((( (int) (el3) >> 4)) & 0xfffffffc) | 0x1;

1038: el3[0x00] = 0x0410018e;

1039: int *testbit = (int *)0x41001000;

1040: testbit[0]=0x4444;

1041: testbit[1]=0x5555;

1042: testbit[2]=0x6666;

1043: testbit[3]=0x7777;

1044: testbit[4]=0x8888;

1045:

1046: enable_mmu();

1047: asm("flush");

1048: flush_mmu();

1049:

1050: dbptr = bittest[0];

1051: dbptr = (int)readbypass((int)(&el3[0x0]));

1052: if ((dbptr == 0x041001ae) && (testok == 1))

1053: testok = 1;

1054: else {

1055: testok = 0;

1056: uart0_puts("e");

1057: }

1058:

1059: asm("flush");

1060: flush_mmu();

1061:

1062: bittest[1] = 0x333;

1063: dbptr = (int)readbypass((int)(&el3[0x0]));

1064: if ((dbptr == 0x041001ee) && (testok == 1))

1065: testok = 1;

1066: else {

1067: testok = 0;

1068: uart0_puts("e");

1069: }

1070:

1071:

1072: asm("flush");

1073: flush_mmu();

1074: dbptr = bittest[3];

1075: dbptr = (int)readbypass((int)(&el3[0x0]));

1076: if ((dbptr == 0x041001ee) && (testok == 1))

1077: testok = 1;

1078: else {

1079: testok = 0;

1080: uart0_puts("e");

1081: }

1082:

1083: asm("flush");

1084: flush_mmu();

1085: bittest[4] = 0x3432d;

1086: dbptr = (int)readbypass((int)(&el3[0x0]));

1087: if ((dbptr == 0x041001ee) && (testok == 1)) {

1088: testok = 1;

1089: }

1090: else {

1091: testok = 0;

1092: uart0_puts("ez");

1093: }

1094:

1095:

1096: /*------------------------------------------------------------------*/

1097: /* test trap double */

1098: asm("flush");

1099: flush_mmu();

1100: global_ft = 0;

1101: tbptr1 = (int *) 0x4100b000;

1102: storebypass(((int)&l3f[0x0b]), 0x0410028e);

1103: temp1 = 0x8945;

1104: temp2 = 0xaccd;

1105:

1106: store2double((int)&trapdouble[0], temp1, temp2, 0);

1107: storebypass(((int) &l3f[0x0b]), 0x04100200);

1108: storebypass((int)&tbptr1[0], 0xabbabaab);

1109: storebypass((int)&tbptr1[1], 0xcbbcbccb);

1110:

1111: temp1 = 0;

1112: temp2 = 0;

1113: asm("flush");

1114: flush_mmu();

1115:

1116: loadfromdouble((int)&trapdouble[0], (int) &temp1, (int) &temp2, 0);

1117: if ((temp1 == 0x8945) && (temp2 == 0xaccd) &&
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1118: (global_ft == 1) && (testok == 1))

1119: testok = 1;

1120: else {

1121: testok = 0;

1122: uart0_puts("probo1\r\n");

1123: uart0_putw(global_ft); uart0_puts("\r\n");

1124: uart0_putw(temp1); uart0_puts("\r\n");

1125: uart0_putw(temp2); uart0_puts("\r\n");

1126: }

1127:

1128:

1129: asm("flush");

1130: flush_mmu();

1131: loadfromdouble((int)&tbptr1[0], (int) &temp1, (int) &temp2, 1);

1132: if ((temp1 == 0xabbabaab) && (temp2 == 0xcbbcbccb) &&

1133: (global_ft == 1) && (testok == 1))

1134: testok = 1;

1135: else {

1136: testok = 0;

1137: uart0_puts("probo2\r\n");

1138: uart0_putw(global_ft); uart0_puts("\r\n");

1139: uart0_putw(temp1); uart0_puts("\r\n");

1140: uart0_putw(temp2); uart0_puts("\r\n");

1141:

1142: }

1143:

1144: asm("flush");

1145: flush_mmu();

1146: /*-------------------------------------------------------------------*/

1147:

1148: asm("flush");

1149: flush_mmu();

1150: global_ft = 0;

1151: tbptr1 = (int *) 0x4100b000;

1152: storebypass(((int)&l3f[0x0b]), 0x0410028e);

1153: trapdouble[0]=0xe00e;

1154: trapdouble[1]=0xd00d;

1155: storebypass(((int)&l3f[0x0b]), 0x04100200);

1156: temp1 = 0x2aa2;

1157: temp2 = 0xb44b;

1158: store2double((int)&trapdouble[0], temp1, temp2, 1);

1159: asm("flush");

1160: flush_mmu();

1161: //temp1 = readbypass((int)0x41002000);

1162: // uart0_puts("temp1=");uart0_putw(temp1); uart0_puts("\r\n");

1163: temp1 = 0xffaa;

1164: temp2 = 0xabcd;

1165: store2double((int)&trapdouble[0], temp1, temp2, 0);

1166: storebypass(((int) &l3f[0x0b]), 0x04100200);

1167:

1168: //temp2 = readbypass((int)0x41002000);

1169: //uart0_puts("temp2=");uart0_putw(temp2); uart0_puts("\r\n");

1170: temp1 = 0;

1171: temp2 = 0;

1172: asm("flush");

1173: flush_mmu();

1174: asm("flush");

1175: flush_mmu();

1176: loadfromdouble((int)&trapdouble[0], (int) &temp1, (int) &temp2, 0);

1177: asm("flush");

1178: if ((temp1 == 0xffaa) && (temp2 == 0xabcd) &&

1179: (global_ft == 1) && (testok == 1)) {

1180: // uart0_puts("ye\r\n");

1181: testok = 1;

1182: }

1183: else {

1184: testok = 0;

1185: uart0_puts("p\r\n");

1186: // uart0_putw(global_ft); uart0_puts("\r\n");

1187: //uart0_putw(temp1); uart0_puts("\r\n");

1188: //art0_putw(temp2); uart0_puts("\r\n");

1189: }

1190:

1191:

1192: asm("flush");

1193: flush_mmu();

1194:

1195: loadfromdouble((int)&tbptr1[0], (int) &temp1, (int) &temp2, 1);

1196: if ((temp1 == 0x2aa2) && (temp2 == 0xb44b) &&

1197: (global_ft == 1)) //&& (testok == 1))

1198: { testok = 1;

1199: }

1200: else {
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1201: testok = 0;

1202: uart0_puts("probo2\r\n");

1203: uart0_putw(global_ft); uart0_puts("\r\n");

1204: uart0_putw(temp1); uart0_puts("\r\n");

1205: uart0_putw(temp2); uart0_puts("\r\n");

1206:

1207: }

1208: #endif

1209: /*----------------------------------------------------------------*/

1210:

1211: /* clear mmu and disable it, to continue with next test */

1212: flush_mmu();

1213: asm("flush");

1214: disable_mmu();

1215: asm("flush");

1216: global_ft = 0;

1217: global_fti = 0;

1218: return(0);

1219: }

1220:

1221:

1222:

1223:

1224:

1225: /**************************************************************************/

1226:

1227: /*

1228: * Local Variables:

1229: * mode:c

1230: * tab-width: 4

1231: * c-basic-offset: 4

1232: * End:

1233: */

1234:

1235: int test_instr()

1236: {

1237: volatile int b=0;

1238: volatile int a=0;

1239:

1240: a = 7 +b;

1241: b=a+2;

1242:

1243: //uart0_puts("t");

1244: return (0x78);

1245: }

1246:

1247: test_inst_trap(int a1, int a2, int a3, int a4, int a5, int a6, int a7, int a8, int a9)

1248: {

1249: volatile int b=5;

1250:

1251: b++;

1252: myprints("inst trap test ok\r\n");

1253: testcounter=0xafa;

1254: b = a1 + a2 + a3 + a4 +a5 +a6 + a7 + a8 + a9;

1255:

1256: }

1257:

1258:

1259: int tryfin()

1260: {

1261: volatile int k;

1262: volatile int a;

1263: k = 0;

1264: a = 6;

1265: k++;

1266: a += k;

1267: testcounter = 0xae;

1268: }

1269:

1270: int test_contexta()

1271: {

1272: volatile int a = 0;

1273: volatile int b = 0;

1274:

1275: a+=23;

1276: b = a + b;

1277: testcounter = 0xba;

1278: return(0);

1279: }

1280:

1281:

1282: int test_contextb()

1283: {
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1284: volatile int a = 0;

1285: volatile int b = 0;

1286: a+=0x2d3;

1287: b = a + b;

1288: testcounter = 0xbd;

1289: return(0);

1290: }

1291:

1292:

1293: int test_contextc()

1294: {

1295: volatile int a = 0;

1296: volatile int b = 0;

1297: a+=23134;

1298: b = a + b;

1299: testcounter = 0xbf;

1300: return(0);

1301: }

1302:

1303:
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1: /************************************************************************

2: * ianmac.c

3: *

4: * Driver for IAN MAC

5: *

6: *

7: * written by Ioannis Liverezas (iliverez@inaccessnetworks.com)

8: *

9: */

10:

11: #include <linux/config.h>

12: #include <linux/module.h>

13: #include <asm/irq.h>

14: #include <linux/sched.h>

15: #include <linux/kernel.h> /* printk() */

16: #include <linux/errno.h> /* error codes */

17: #include <linux/types.h> /* size_t */

18: #include <linux/interrupt.h> /* mark_bh */

19: #include <linux/inet.h>

20: #include <linux/timer.h>

21: #include <linux/in.h>

22: #include <linux/netdevice.h> /* struct device, and other headers */

23: #include <linux/etherdevice.h> /* eth_type_trans */

24: #include <linux/ip.h> /* struct iphdr */

25: #include <linux/tcp.h> /* struct tcphdr */

26: #include <linux/skbuff.h>

27: #include <linux/in6.h>

28: #include <asm/checksum.h>

29: #include <linux/module.h>

30: #include <linux/list.h>

31: #include <asm/page.h>

32: #include <asm/leon.h>

33: #include <asm/iandma.h>

34: #include <linux/time.h>

35: #include <asm/checksum.h>

36: #include <net/ip.h>

37: #include <linux/icmp.h>

38: #include <net/icmp.h>

39: #include "macian.h"

40: #include "macian_driver.h"

41:

42:

43:

44: #define MAC0ADDR0 0x00

45: #define MAC0ADDR1 0x1e

46: #define MAC0ADDR2 0x28

47: #define MAC0ADDR3 0x32

48: #define MAC0ADDR4 0x3c

49: #define MAC0ADDR5 0x46

50:
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51: #define MAC1ADDR0 0x00

52: #define MAC1ADDR1 0x1c

53: #define MAC1ADDR2 0x29

54: #define MAC1ADDR3 0x33

55: #define MAC1ADDR4 0x3f

56: #define MAC1ADDR5 0x16

57:

58: #undef MACIAN_DEBUG

59:

60: /* GPIO register addresses */

61: #define GPIOR 0x800000a0

62: #define GPDR 0x800000a4

63:

64: /* define the following macro to print out debug messages. This is taken

65: * by Linux Device Drivers */

66:

67: #undef PDEBUG

68:

69: #ifdef MACIAN_DEBUG

70: # define PDEBUG(fmt, args...) printk(KERN_DEBUG "macian: " fmt, ## args)

71: #else

72: # define PDEBUG(fmt, args...)

73: #endif

74:

75: #define BRIDGE_MAC 1

76:

77: static struct net_device *macian_dev[2];

78:

79: static struct n_arphdr {

80: __u16 hw;

81: __u16 pt;

82: __u8 hwsize;

83: __u8 protsize;

84: __u16 opcode;

85: __u8 smac[6];

86: __u32 sip;

87: __u8 tmac[6];

88: __u32 tip;

89: } __attribute__((packed));

90:

91: /*

92: * macian_open: Open the ethernet interface and reset the

93: * corresponding DMAC channel

94: */

95: static int

96: macian_open(struct net_device *dev) {

97: unsigned int dma_imr_rx;

98: unsigned int dma_imr_tx;

99: unsigned int mcr, flags;

100: unsigned int tmp;

101: int i,j;

102: struct macian_priv *priv = (struct macian_priv *) dev->priv;

103:

104: MOD_INC_USE_COUNT;

105:

106: PDEBUG("macian_open\n");

107:

108: if ( dev->tx_timeout == NULL )

109: dev->tx_timeout = macian_timeout;

110: #if 0

111:

112: if (dev->watchdog_timeo <= 0)

113: dev->watchdog_timeo =TX_TIMEOUT;

114: #endif

115:

116: dma_imr_rx = 0 | bFm(IANDMA_IMR_PC01);

117: dma_imr_tx = 0 | bFm(IANDMA_IMR_PC08);

118:

119: #if 0

120: /* trying to do some metrics */

121: ulong malloc_secs, malloc_usecs, copy_secs, copy_usecs;

122: struct timeval intime, outtime, btv;

123: volatile int i, j;

124: int bufnum, bufsize;

125:

126: intime.tv_usec = 0;

127: intime.tv_sec = 0;

128: outtime.tv_usec = 0;

129: outtime.tv_sec = 0;

130: bufnum = 15000;

131:

132: bufsize = 64;

133: for (j = 0; bufsize < 1600; j++) {
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134: intime.tv_usec = 0;

135: intime.tv_sec = 0;

136: outtime.tv_usec = 0;

137: outtime.tv_sec = 0;

138:

139: do_gettimeofday(&intime);

140: for (i = 0; i < bufnum ; i++) {

141: struct sk_buff *skb;

142: skb = dev_alloc_skb(bufsize);

143: dev_kfree_skb(skb);

144: }

145:

146: do_gettimeofday(&outtime);

147: malloc_secs = outtime.tv_sec - intime.tv_sec;

148: if (malloc_secs) {

149: malloc_secs--;

150: outtime.tv_usec = outtime.tv_usec + 1000000;

151: }

152: malloc_usecs = outtime.tv_usec - intime.tv_usec;

153: malloc_usecs += malloc_secs * 1000000;

154: printk(KERN_ALERT "%s: skballoc/release time for %d buffers of %d size is %d usecs \n",

155: __FUNCTION__, bufnum, bufsize, malloc_usecs);

156: bufsize +=300;

157: }

158:

159: bufnum = 15000;

160:

161: bufsize = 64;

162: for (j = 0; bufsize < 1500; j++) {

163: intime.tv_usec = 0;

164: intime.tv_sec = 0;

165: outtime.tv_usec = 0;

166: outtime.tv_sec = 0;

167: copy_secs = 0;

168: copy_usecs = 0;

169:

170: for (i = 0; i < bufnum ; i++) {

171: struct sk_buff *skb1;

172: struct sk_buff *skb2;

173: skb1 = dev_alloc_skb(bufsize+100);

174: skb2 = dev_alloc_skb(bufsize+100);

175: /*

176: skb_reserve(skb1, 2);

177: skb_reserve(skb2, 2);

178: skb_put(skb1, bufsize);

179: skb_put(skb2, bufsize);

180: */

181: do_gettimeofday(&intime);

182: memcpy(skb2->data, skb1->data, bufsize);

183: do_gettimeofday(&outtime);

184: copy_secs = 0;

185: copy_secs = outtime.tv_sec - intime.tv_sec;

186: if (copy_secs) {

187: copy_secs--;

188: outtime.tv_usec = outtime.tv_usec + 1000000;

189: }

190: copy_usecs += outtime.tv_usec - intime.tv_usec;

191: copy_usecs += copy_secs * 1000000;

192: dev_kfree_skb(skb1);

193: dev_kfree_skb(skb2);

194: }

195: printk(KERN_ALERT

196: "%s: memcpy time for %d buffers of %d size is %d usecs \n",

197: __FUNCTION__, bufnum, bufsize, copy_usecs);

198: bufsize +=300;

199: }

200: #endif

201:

202: /* initialize timers */

203: priv->isr_secs = 0;

204: priv->isr_usecs = 0;

205: priv->txsecs = 0;

206: priv->txusecs = 0;

207:

208:

209: priv->total_rx_pks = 0;

210: priv->total_tx_pks = 0;

211: /* request irq to set up interrupt handler */

212: spin_lock_irqsave(&priv->lock, flags);

213: init_macian(dev, 1);

214: request_irq(IANDMA_IRQ, macian_interrupt, SA_SHIRQ, dev->name, dev);

215:

216: /* initialize routing tables */
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217: for (i = 0; i < 255; i++)

218: for (j = 0; j < 6; j++)

219: priv->routemac[i][j] = 0;

220: for (i = 0; i < 6; i++)

221: priv->routemac[255][i] = 0xf;

222:

223: /* Enable Interrupts for the DMAC channels that correspond to MACIAN */

224: SET_IANDMA_REG(IANDMA_IMR_A(priv->DRC), dma_imr_rx);

225: SET_IANDMA_REG(IANDMA_IMR_A(priv->DTC), dma_imr_tx);

226:

227: /* enable MACIAN receive - transmit */

228: mcr = 0 | bFm(MACIAN_MCR_REN) | bFm(MACIAN_MCR_TEN) | bFm(MACIAN_MCR_PRM);

229: SET_MACIAN_REG(MACIAN_MCR_A(priv->ethnum), mcr);

230: spin_unlock_irqrestore(&priv->lock, flags);

231: netif_start_queue(dev);

232: #if 0

233:

234: printk("Leaving %s\n",__FUNCTION__);

235: #endif

236:

237: #if 0

238: /* set GPIO 0-3 ports to outputs */

239: tmp = GET_IANDMA_REG(GPDR);

240: tmp |= 0xf;

241: SET_IANDMA_REG(GPDR, tmp);

242: /* initialize each pin’s value */

243: tmp = GET_IANDMA_REG(GPIOR);

244: tmp &= 0xfffffff0;

245: SET_IANDMA_REG(GPIOR, tmp);

246: #endif

247: __u32 ipaddr;

248: struct in_device * indev = (struct in_device *) dev->ip_ptr;

249: ipaddr = indev->ifa_list->ifa_address;

250: printk(KERN_ALERT "ip address %08x\n", ipaddr);

251: return 0;

252: }

253:

254: static int

255: macian_close(struct net_device *dev) {

256: unsigned int mcr;

257: struct macian_priv *priv = (struct macian_priv *) dev->priv;

258:

259: mcr = 0;

260: mcr &= ~bFm(MACIAN_MCR_REN);

261: mcr &= ~bFm(MACIAN_MCR_TEN);

262: SET_MACIAN_REG(MACIAN_MCR_A(priv->ethnum), mcr);

263: SET_IANDMA_REG(IANDMA_IMR_A(priv->DRC), 0);

264: SET_IANDMA_REG(IANDMA_IMR_A(priv->DTC), 0);

265: netif_stop_queue(dev);

266: printk(KERN_ALERT "%s rx pks = %d\n", dev->name, priv->total_rx_pks);

267: printk(KERN_ALERT "%s tx pks = %d\n", dev->name, priv->total_tx_pks);

268: #if 0

269:

270: printk(KERN_ALERT "%s: xmit time = %u usecs \n",

271: __FUNCTION__, priv->txusecs);

272: printk(KERN_ALERT "%s: isr time = %u usecs \n", __FUNCTION__, priv->isr_usecs);

273: #endif

274:

275: free_irq(IANDMA_IRQ, (void *)dev);

276: MOD_DEC_USE_COUNT;

277: return 0;

278: }

279:

280:

281:

282: static int

283: macian_start_xmit(struct sk_buff *skb, struct net_device *dev) {

284: struct macian_priv *priv = (struct macian_priv *)dev->priv;

285: unsigned int len, slen, idx;

286: unsigned int *buf;

287: unsigned int secs = 0;

288: unsigned int usecs = 0;

289: struct timeval intime, outtime;

290: unsigned int tmp;

291:

292: /* set pin GPIO pin 0 to 1*/

293: #if 0

294:

295: do_gettimeofday(&intime);

296: #endif

297:

298: /* set GPIO pin 0 to 1 */

299: #if 0
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300: tmp = GET_IANDMA_REG(GPIOR);

301: tmp |= 1;

302: SET_IANDMA_REG(GPIOR, tmp);

303: #endif

304: spin_lock_irq(&priv->lock);

305: PDEBUG("in macian_start_xmit: %s\n", dev->name);

306: // cli();

307: len = skb->len;

308: #if 1

309:

310: tmp = LEON_BYPASS_LOAD_PA(0x80000090);

311: tmp &= (unsigned int) ~0x4000;

312: LEON_BYPASS_STORE_PA(0x80000090, tmp);

313: #endif

314:

315: if (priv->tx_count == MACIAN_TX_BUFFERS) {

316: netif_stop_queue(dev);

317: PDEBUG("%s(): tx_fifo full\n",__FUNCTION__);

318: priv->stats.tx_errors++;

319: sti();

320: spin_unlock_irq(&priv->lock);

321: return 1;

322: }

323: /*

324: #if 0

325: # ifdef MACIAN_DEBUG

326: dumpbuf(skb->data, len);

327: # endif

328: #endif

329:

330: */

331: idx = priv->tx_next;

332: slen = len < ETH_ZLEN ? ETH_ZLEN : len;

333: buf = priv->txd[idx];

334: //flush_cache_all();

335: // memset(buf, 0, MACIAN_BUF_SIZE);

336: memcpy(buf, skb->data, len);

337: //__flush_page_to_ram((unsigned int)buf);

338:

339: SET_IANDMA_REG(IANDMA_SF_A(priv->DTC), IANDMA_MKLEN(slen));

340: SET_IANDMA_REG(IANDMA_AF_A(priv->DTC),

341: IANDMA_MKADR(__pa((unsigned int)buf)));

342: priv->tx_next = ( idx == MACIAN_TX_BUFFERS -1) ? 0 : idx + 1;

343: priv->tx_count++;

344: if (priv->tx_count == MACIAN_TX_BUFFERS)

345: netif_stop_queue(dev);

346: dev->trans_start = jiffies;

347: dev_kfree_skb(skb);

348: priv->stats.tx_bytes += len;

349: PDEBUG("exiting %s()\n", __FUNCTION__);

350:

351: #if 0

352:

353: do_gettimeofday(&outtime);

354: secs = 0;

355: usecs = 0;

356: secs = outtime.tv_sec - intime.tv_sec;

357: while (secs) {

358: secs--;

359: outtime.tv_usec = outtime.tv_usec + 1000000;

360: }

361:

362: usecs += outtime.tv_usec - intime.tv_usec;

363: usecs += secs * 1000000;

364: priv->txusecs += usecs;

365:

366: /* set pin GPIO pin 0 to 0*/

367: tmp = GET_IANDMA_REG(GPIOR);

368: tmp &= (unsigned int) ~1;

369: SET_IANDMA_REG(GPIOR, tmp);

370: #endif

371: #if 1

372:

373: tmp = LEON_BYPASS_LOAD_PA(0x80000090);

374: tmp |= (unsigned int) 0x4000;

375: LEON_BYPASS_STORE_PA(0x80000090, tmp);

376: #endif

377:

378: spin_unlock_irq(&priv->lock);

379:

380:

381: return 0;

382: }
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383:

384:

385:

386: /* The interrupt handler */

387:

388: static irqreturn_t

389: macian_interrupt(int irq, void *dev_id, struct pt_regs *regs) {

390: struct net_device *dev = (struct net_device *) dev_id;

391: struct net_device *dev0, *dev1;

392: struct macian_priv *priv0, *priv1;

393: unsigned int flags;

394: int int_gen = 0;

395: int i;

396: struct timeval intime, outtime, rxtime, txtime, itertime;

397: unsigned int secs, usecs;

398: unsigned int tmp;

399: #if 0

400:

401: do_gettimeofday(&intime);

402: #endif

403:

404: unsigned int rx_packets, tx_packets;

405: unsigned int cont;

406: #if 0

407: tmp = GET_IANDMA_REG(GPIOR);

408: tmp |= 2;

409: SET_IANDMA_REG(GPIOR, tmp);

410: #endif

411: /* poll the ethernet devices, since we have a shared interrupt */

412: dev0 = (struct net_device *) macian_dev[0];

413: dev1 = (struct net_device *) macian_dev[1];

414:

415: if ((dev == NULL) || ((dev != dev0) && (dev != dev1))) {

416: printk("interrupt on irq %d for unknown device\n", irq);

417: return IRQ_HANDLED;

418: }

419: priv0 = (struct macian_priv *) dev0->priv;

420: spin_lock_irq(&priv0->lock);

421: priv1 = (struct macian_priv *) dev1->priv;

422: spin_lock_irq(&priv1->lock);

423:

424: /* Disable DMAC interrupts for MAC */

425: SET_IANDMA_REG(IANDMA_IMR_A(priv0->DRC), int_gen);

426: SET_IANDMA_REG(IANDMA_IMR_A(priv0->DTC), int_gen);

427: SET_IANDMA_REG(IANDMA_IMR_A(priv1->DRC), int_gen);

428: SET_IANDMA_REG(IANDMA_IMR_A(priv1->DTC), int_gen);

429:

430: /* Handle receive events */

431: cont = 1;

432: while (cont) {

433: cont = 0;

434: /* check for received packets */

435: rx_packets = GET_IANDMA_REG(IANDMA_CNT_A(priv0->DRC)) & 0xffff;

436: if (rx_packets) {

437: #if 0

438: /* enable this for time counters */

439: tmp = GET_IANDMA_REG(GPIOR);

440: tmp |= 0x4;

441: SET_IANDMA_REG(GPIOR, tmp);

442: #endif

443: cont = 1;

444: priv0->total_rx_pks += rx_packets;

445: PDEBUG("%s(): %d packets received\n", __FUNCTION__, rx_packets);

446: macian_rx(dev0, rx_packets);

447: #if 0

448: /* enable this for time counters */

449: tmp = GET_IANDMA_REG(GPIOR);

450: tmp &= (unsigned int) ~4;

451: SET_IANDMA_REG(GPIOR, tmp);

452: #endif

453: }

454:

455: /* Check for transmitted packets */

456: tx_packets = GET_IANDMA_REG(IANDMA_CNT_A(priv0->DTC)) & 0xffff;

457: if (tx_packets) {

458: cont = 1;

459: priv0->total_tx_pks += tx_packets;

460: PDEBUG("%s(): %d packets transmitted\n", __FUNCTION__, tx_packets);

461: macian_tx(dev0, tx_packets);

462: }

463: }

464:

465: cont = 1;
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466: while (cont) {

467: cont = 0;

468: /* check for received packets */

469: rx_packets = GET_IANDMA_REG(IANDMA_CNT_A(priv1->DRC)) & 0xffff;

470: if (rx_packets) {

471: cont = 1;

472: priv1->total_rx_pks += rx_packets;

473: PDEBUG("%s(): %d packets received\n", __FUNCTION__, rx_packets);

474: macian_rx(dev1, rx_packets);

475: }

476:

477: /* Check for transmitted packets */

478: tx_packets = GET_IANDMA_REG(IANDMA_CNT_A(priv1->DTC)) & 0xffff;

479: if (tx_packets) {

480: cont = 1;

481: priv1->total_tx_pks += tx_packets;

482: PDEBUG("%s(): %d packets transmitted\n", __FUNCTION__, tx_packets);

483: macian_tx(dev1, tx_packets);

484: }

485: }

486: /* RE-enable DMAC interrupts for MAC */

487:

488: SET_IANDMA_REG(IANDMA_IMR_A(priv0->DRC), bFm(IANDMA_IMR_PC01));

489: SET_IANDMA_REG(IANDMA_IMR_A(priv0->DTC), bFm(IANDMA_IMR_PC08));

490: spin_unlock_irq(&priv0->lock);

491:

492: SET_IANDMA_REG(IANDMA_IMR_A(priv1->DRC), bFm(IANDMA_IMR_PC01));

493: SET_IANDMA_REG(IANDMA_IMR_A(priv1->DTC), bFm(IANDMA_IMR_PC08));

494: spin_unlock_irq(&priv1->lock);

495:

496: netif_wake_queue(dev0);

497: netif_wake_queue(dev1);

498:

499: #if 0

500: /* enable this for time counters */

501: do_gettimeofday(&outtime);

502: usecs = 0;

503: secs = outtime.tv_sec - intime.tv_sec;

504: while (secs) {

505: secs--;

506: outtime.tv_usec = outtime.tv_usec + 1000000;

507: }

508: usecs += outtime.tv_usec - intime.tv_usec;

509: priv0->isr_usecs += usecs;

510: priv1->isr_usecs += usecs;

511: //priv->risr_usecs += secs * 1000000;

512:

513:

514: tmp = GET_IANDMA_REG(GPIOR);

515: tmp &= (unsigned int) ~2;

516: SET_IANDMA_REG(GPIOR, tmp);

517: #endif

518:

519: unsigned int pending;

520: pending = LEON_BYPASS_LOAD_PA(0x80000094);

521: if (pending & 0x4000) {

522: LEON_BYPASS_STORE_PA(0x8000009c, 0x4000);

523: }

524: return IRQ_HANDLED;

525: }

526:

527:

528: /* transmit interrupt handler */

529: static void

530: macian_tx(struct net_device *dev, int cnt) {

531: struct timeval outtime;

532: struct macian_priv *priv = (struct macian_priv *) dev->priv;

533: unsigned int tmp1;

534:

535:

536: PDEBUG("%s: %s\n",__FUNCTION__, dev->name);

537: priv->tx_count -= cnt;

538: priv->stats.tx_packets += cnt;

539:

540: PDEBUG("macian_tx ok \n");

541:

542:

543: }

544:

545:

546: /* The receive function */

547: static inline void

548: macian_rx(struct net_device *dev, int cnt) {
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549:

550: struct macian_priv *priv = (struct macian_priv *) dev->priv;

551: unsigned int i, len, idx;

552: unsigned int *buf;

553: volatile register int j;

554: unsigned int tmp, tmp1;

555: struct iphdr *iph;

556: unsigned char isarp, isicmp, isip;

557: __u32 ipaddr, subnet;

558: struct in_device * indev;

559: struct net_device *dev0, *dev1;

560: int rtidx, empty;

561: volatile register int dmadelay = 1000;

562:

563: dev0 = (struct net_device *) macian_dev[0];

564: dev1 = (struct net_device *) macian_dev[1];

565:

566: #if 0

567: /* enable this for time counters */

568: tmp1 = GET_IANDMA_REG(GPIOR);

569: tmp1 |= 8;

570: #endif

571: SET_IANDMA_REG(GPIOR, tmp1);

572:

573: PDEBUG("%s: in %s\n", dev->name, __FUNCTION__);

574: for (i = 0; i < cnt; i++) {

575: idx = priv->rx_next;

576: //flush_cache_all();

577: //__flush_page_to_ram((unsigned int)priv->rxd[idx]);

578:

579:

580: len = ((*(priv->rxd[idx]) & 0xffff0000) >> 16);

581: if (len < 4) {

582: // printk("%s(): Bad packet size: %u\n", __FUNCTION__, len);

583: priv->stats.rx_errors++;

584: priv->stats.rx_length_errors++;

585: dev->last_rx = jiffies;

586: SET_IANDMA_REG(IANDMA_AF_A(priv->DRC),

587: IANDMA_MKADR(__pa(priv->rxd[idx])));

588: priv->rx_next = (idx == MACIAN_RX_BUFFERS - 1) ? 0 : idx + 1;

589: #if 0

590: /* enable this for time counters */

591: tmp1 &= (unsigned int) ~8;

592: SET_IANDMA_REG(GPIOR, tmp1);

593: #endif

594: // for (dmadelay = 0; dmadelay < 100000; dmadelay++);

595: return;

596: }

597: else len -= 4;

598:

599: if (len < 60 || len > 8192) {

600: // printk("%s(): Bad packet size: %u\n", __FUNCTION__, len);

601: priv->stats.rx_errors++;

602: priv->stats.rx_length_errors++;

603: dev->last_rx = jiffies;

604: SET_IANDMA_REG(IANDMA_AF_A(priv->DRC),

605: IANDMA_MKADR(__pa(priv->rxd[idx])));

606: priv->rx_next = (idx == MACIAN_RX_BUFFERS - 1) ? 0 : idx + 1;

607: // for (dmadelay = 0; dmadelay < 100000; dmadelay++);

608: } else {

609: struct sk_buff *skb;

610:

611: struct net_device *odev;

612: struct macian_priv *opriv;

613: int resend_len;

614: isip = 0;

615: isarp = 0;

616:

617: /* recognize the mac device and set odev to point to the other */

618: if (dev == dev0)

619: odev = dev1;

620: else

621: odev = dev0;

622: opriv = (struct macian_priv *) odev->priv;

623:

624: /* check destination mac address and decide whether the packet

625: *belongs to regate or not */

626: unsigned char *txc = (unsigned char *) &priv->rxd[idx][1];

627:

628: /* check type of packet.0x0800 = IP , 0x0806 = ARP */

629: if ( ( ((*(unsigned int *) &txc[0xc]) >> 16) & 0x0000ffff) == 0x0800)

630: isip = 1;

631: else



104
� �
� � � y � ��� � � �Y� �

632: if ( ( ((*(unsigned int *) &txc[0xc]) >> 16) & 0x0000ffff) == 0x0806)

633: isarp = 1;

634:

635: if (!memcmp((unsigned char *) &priv->rxd[idx][1], (unsigned char *)dev->dev_addr, 6)) {

636: /* process ip packet */

637: if (isip) {

638: /* get ip header */

639: iph = (struct iphdr *) &txc[0xe];

640: /* find out ip address of the iface and subnet address */

641: indev = (struct in_device *) dev->ip_ptr;

642: ipaddr = indev->ifa_list->ifa_address;

643: if (ipaddr != iph->daddr) {

644: /* decrease ttl */

645: ip_decrease_ttl(iph);

646: /* change the destination macaddress. */

647: rtidx = iph->daddr & 0xff;

648: memcpy((unsigned char *) &txc[0],

649: (unsigned char *)&opriv->routemac[rtidx][0], 6);

650:

651: /* forward packet to the other mac */

652: SET_IANDMA_REG(IANDMA_SF_A(opriv->DTC),

653: IANDMA_MKLEN(len));

654: SET_IANDMA_REG(IANDMA_AF_A(opriv->DTC),

655: IANDMA_MKADR(__pa((unsigned int )txc)));

656: } else {

657: skb = dev_alloc_skb(len+2);

658: if (!skb) {

659: printk("%s(): Could not allocate skb for \

660: size %d \n", __FUNCTION__, len);

661: priv->stats.rx_dropped++;

662: break;

663: }

664: /* align IP on 16B boundary */

665: skb_reserve(skb,2);

666: skb->dev = dev;

667: skb_put(skb, len);

668: // flush_cache_all();

669: buf = priv->rxd[idx] + 1;

670: __flush_page_to_ram((unsigned int)buf);

671: memcpy(skb->data, buf, len);

672: skb->protocol = eth_type_trans(skb, dev);

673: // skb->ip_summed = CHECKSUM_HW;

674: priv->stats.rx_packets += cnt;

675: priv->stats.rx_bytes += len;

676: netif_rx(skb);

677: dev->last_rx = jiffies;

678: }

679: } else {

680: skb = dev_alloc_skb(len+2);

681: if (!skb) {

682: printk("%s(): Could not allocate skb for size %d \n", __FUNCTION__, len);

683: priv->stats.rx_dropped++;

684: break;

685: }

686: /* align IP on 16B boundary */

687: skb_reserve(skb,2);

688: skb->dev = dev;

689: skb_put(skb, len);

690: //flush_cache_all();

691: buf = priv->rxd[idx] + 1;

692: memcpy(skb->data, buf, len);

693: __flush_page_to_ram((unsigned int)buf);

694: skb->protocol = eth_type_trans(skb, dev);

695: // skb->ip_summed = CHECKSUM_HW;

696: priv->stats.rx_packets += cnt;

697: priv->stats.rx_bytes += len;

698: netif_rx(skb);

699: dev->last_rx = jiffies;

700: }

701:

702: } else {

703: /* process arp packet */

704: if (isarp) {

705: unsigned int shi, slo, thi, tlo, hi, lo;

706: struct n_arphdr *arph = (struct n_arphdr *) &txc[0xe];

707: indev = (struct in_device *) dev->ip_ptr;

708: ipaddr = indev->ifa_list->ifa_address;

709: if (arph->opcode == 1) {

710: rtidx = arph->sip & 0xff;

711: memcpy((unsigned char *) &priv->routemac[rtidx][0],

712: (unsigned char *) &arph->smac[0], 6);

713: }

714: }
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715: skb = dev_alloc_skb(len+2);

716: if (!skb) {

717: printk("%s(): Could not allocate skb for size %d \n",

718: __FUNCTION__, len);

719: priv->stats.rx_dropped++;

720: break;

721: }

722: /* align IP on 16B boundary */

723: skb_reserve(skb,2);

724: skb->dev = dev;

725: skb_put(skb, len);

726: flush_cache_all();

727: buf = priv->rxd[idx] + 1;

728: memcpy(skb->data, buf, len);

729: //__flush_page_to_ram((unsigned int)buf);

730: skb->protocol = eth_type_trans(skb, dev);

731: // skb->ip_summed = CHECKSUM_HW;

732: priv->stats.rx_packets += cnt;

733: priv->stats.rx_bytes += len;

734: netif_rx(skb);

735: dev->last_rx = jiffies;

736: }

737: SET_IANDMA_REG(IANDMA_AF_A(priv->DRC),

738: IANDMA_MKADR(__pa(priv->rxd[idx])));

739: priv->rx_next = (idx == MACIAN_RX_BUFFERS - 1) ? 0 : idx + 1;

740:

741: }

742: }

743: #if 0

744: /* time counter */

745: tmp1 &= (unsigned int) ~8;

746: SET_IANDMA_REG(GPIOR, tmp1);

747: #endif

748: }

749:

750:

751:

752: static struct net_device_stats

753: *macian_get_stats(struct net_device *dev) {

754: struct macian_priv *priv = (struct macian_priv *) dev->priv;

755: return &priv->stats;

756: }

757:

758:

759:

760: /* initialize the device. This one is called each time the open() system call

761: * is used

762: */

763:

764: static void

765: init_macian(struct net_device *dev, int strt) {

766: int i, tmp;

767:

768: /* variables for macian registers’ values */

769: unsigned int mcr;

770: unsigned int rpr, tpr;

771: unsigned int flt;

772: unsigned int rpt;

773: unsigned int tpt;

774: unsigned int ftr;

775: unsigned int scr;

776: unsigned int did;

777: unsigned int ipg;

778: unsigned int ral, rah;

779: unsigned int tal, tah;

780:

781: /* variables for iandma registers’ values */

782: unsigned int dma_cycle_budget;

783: unsigned int dma_eth_rx_weight;

784: unsigned int dma_eth_tx_weight;

785: unsigned int dma_ccr;

786: unsigned int dma_cer;

787: unsigned int dma_csr;

788:

789: struct macian_priv *priv = (struct macian_priv *) dev->priv;

790:

791: /* Set values for macian registers */

792: /* reset the controller */

793: mcr = 0 | bFi(1,MACIAN_MCR_RRE) | bFi(1,MACIAN_MCR_TRE);

794: SET_MACIAN_REG(MACIAN_MCR_A(priv->ethnum), mcr);

795:

796: /* set rx/tx param and rxfilter registers */

797: rpr = 0 | bFi(0x00, MACIAN_RPR_CDI);
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798: tpr = 0 | bFi(0x01, MACIAN_TPR_CEN);

799: flt = 0 | bFm(MACIAN_FLT_LNG) | bFm(MACIAN_FLT_SHT);

800: /* set rx and tx pause times */

801: rpt = 0 | bFi(0x00, MACIAN_RPT_IPS1) | bFi(0x00, MACIAN_RPT_IPS2);

802: tpt = 0 | bFi(0x12, MACIAN_TPT_IPS1) | bFi(0x34, MACIAN_TPT_IPS2);

803: /* set fifo threshold register*/

804: ftr = 0 | bFi(0x01, MACIAN_FTR_TTH) | bFi(0x01, MACIAN_FTR_RTH);

805: /* set serial configuration register */

806: scr = 0 | bFi(1,MACIAN_SCR_FDU);

807: /* check device id */

808: if ( (did = (GET_MACIAN_REG(MACIAN_DID_A(priv->ethnum)) & 0xff)) != 0x10) {

809: printk(KERN_ALERT "%s(): MACIAN ERROR: Device ID incorrect!\n ", __FUNCTION__);

810: }

811:

812: /* set ipg register */

813: ipg = 0 | bFi(0x09, MACIAN_IPG_IPG2) | bFi(0x0f, MACIAN_IPG_IPG1);

814: /* set MAC address */

815: rah = priv->MACADDR0 << 8 | priv->MACADDR1;

816: tah = rah;

817: ral = priv->MACADDR2 << 24 | priv->MACADDR3 << 16 | priv->MACADDR4 << 8 | priv->MACADDR5;

818: tal = ral;

819:

820: /* enable interface */

821: mcr = 0 | bFi(1, MACIAN_MCR_TEN) | bFi(1, MACIAN_MCR_REN) | bFi(1, MACIAN_MCR_PRM);

822: /* set the registers */

823: SET_MACIAN_REG(MACIAN_RPR_A(priv->ethnum), rpr);

824: SET_MACIAN_REG(MACIAN_TPR_A(priv->ethnum), tpr);

825: SET_MACIAN_REG(MACIAN_FLT_A(priv->ethnum), flt);

826: SET_MACIAN_REG(MACIAN_RPT_A(priv->ethnum), rpt);

827: SET_MACIAN_REG(MACIAN_TPT_A(priv->ethnum), tpt);

828: SET_MACIAN_REG(MACIAN_FTR_A(priv->ethnum), ftr);

829: SET_MACIAN_REG(MACIAN_SCR_A(priv->ethnum), scr);

830: SET_MACIAN_REG(MACIAN_IPG_A(priv->ethnum), ipg);

831: SET_MACIAN_REG(MACIAN_RAL_A(priv->ethnum), ral);

832: SET_MACIAN_REG(MACIAN_RAH_A(priv->ethnum), rah);

833: SET_MACIAN_REG(MACIAN_TAL_A(priv->ethnum), tal);

834: SET_MACIAN_REG(MACIAN_TAH_A(priv->ethnum), tah);

835: SET_MACIAN_REG(MACIAN_MCR_A(priv->ethnum), mcr);

836:

837: dev->dev_addr[0] = priv->MACADDR0;

838: dev->dev_addr[1] = priv->MACADDR1;

839: dev->dev_addr[2] = priv->MACADDR2;

840: dev->dev_addr[3] = priv->MACADDR3;

841: dev->dev_addr[4] = priv->MACADDR4;

842: dev->dev_addr[5] = priv->MACADDR5;

843:

844: #if 1

845: dma_cer = GET_IANDMA_REG(IANDMA_CER_A);

846: dma_csr = GET_IANDMA_REG(IANDMA_CSR_A);

847:

848: /* disable and corresponding dma controller’s chanel */

849: dma_csr &= ~(bFm(IANDMA_CSR_EN(priv->DRC)) | bFm(IANDMA_CSR_EN(priv->DTC)));

850: dma_cer &= ~(bFm(IANDMA_CER_EN(priv->DRC)) | bFm(IANDMA_CER_EN(priv->DTC)));

851: SET_IANDMA_REG(IANDMA_CER_A, dma_cer);

852: SET_IANDMA_REG(IANDMA_CSR_A, dma_csr);

853: /* enable and start corresponding dma channels */

854: dma_cer |= bFm(IANDMA_CER_EN(priv->DRC)) | bFm(IANDMA_CER_EN(priv->DTC));

855: dma_csr |= bFm(IANDMA_CSR_EN(priv->DRC)) | bFm(IANDMA_CSR_EN(priv->DTC));

856: SET_IANDMA_REG(IANDMA_CER_A, dma_cer);

857: SET_IANDMA_REG(IANDMA_CSR_A, dma_csr);

858:

859: #endif

860:

861: /* Clear all pending interrupts for eth0 */

862: tmp = GET_IANDMA_REG(IANDMA_CNT_A(priv->DRC));

863: tmp = GET_IANDMA_REG(IANDMA_CNT_A(priv->DTC));

864:

865: /* SETUP dma registers */

866: #if 1

867: /* setup cycle budget */

868: dma_cycle_budget = bFi(0xf0, IANDMA_CBR_TB) |

869: bFi(0xf0, IANDMA_CBR_RB) |

870: bFi(0x50, IANDMA_CBR_IC);

871:

872: /* set etherport weights */

873: dma_eth_rx_weight = bFi(0x40, IANDMA_CWR_CW);

874: dma_eth_tx_weight = bFi(0x40, IANDMA_CWR_CW);

875: #endif

876: /* start the dma controller */

877: dma_ccr = GET_IANDMA_REG(IANDMA_CCR_A);

878: dma_ccr |= bFi(1, IANDMA_CCR_SS) | bFi(1, IANDMA_CCR_CC(priv->DRC));

879:

880: /* store values to dma registers */
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881: SET_IANDMA_REG(IANDMA_CBR_A, dma_cycle_budget);

882: SET_IANDMA_REG(IANDMA_CWR_A(priv->DRC), dma_eth_rx_weight);

883: SET_IANDMA_REG(IANDMA_CWR_A(priv->DTC), dma_eth_tx_weight);

884: SET_IANDMA_REG(IANDMA_CCR_A, dma_ccr);

885:

886: if (strt) {

887: dma_cer = GET_IANDMA_REG(IANDMA_CER_A);

888: dma_csr = GET_IANDMA_REG(IANDMA_CSR_A);

889:

890: /* enable and start corresponding dma channels */

891: dma_cer |= bFm(IANDMA_CER_EN(priv->DRC))

892: | bFm(IANDMA_CER_EN(priv->DTC));

893: dma_csr |= bFm(IANDMA_CSR_EN(priv->DRC))

894: | bFm(IANDMA_CSR_EN(priv->DTC));

895:

896: SET_IANDMA_REG(IANDMA_CER_A, dma_cer);

897: SET_IANDMA_REG(IANDMA_CSR_A, dma_csr);

898:

899: /* allocate memory for rx and rx buffers */

900: for (i = 0; i < MACIAN_RX_BUFFERS ; i++)

901: priv->rxd[i] =

902: (unsigned int *) kmalloc(MACIAN_BUF_SIZE, GFP_KERNEL);

903: for (i = 0; i < MACIAN_RX_BUFFERS ; i++)

904: priv->txd[i] =

905: (unsigned int *) kmalloc(MACIAN_BUF_SIZE, GFP_KERNEL);

906:

907: priv->tx_next = 0;

908: priv->rx_next = 0;

909: priv->tx_count = 0;

910:

911: /* Send Rx pointers to DMAC */

912: for (i = 0; i < MACIAN_RX_BUFFERS ; i++)

913: SET_IANDMA_REG(IANDMA_AF_A(priv->DRC),

914: IANDMA_MKADR(__pa(priv->rxd[i])));

915: }

916: }

917:

918:

919: /* do_macian_probe: Initialize MACIAN */

920: static int

921: do_macian_probe(struct net_device *dev) {

922: struct macian_priv *priv;

923:

924: /* initialize the priv structure */

925: priv = (struct macian_priv *)dev->priv;

926: if (dev == NULL) {

927: dev = alloc_etherdev(0);

928: if (dev == NULL)

929: return -ENOMEM;

930: }

931:

932: /* Initialize the device structure */

933: if (dev->priv == NULL) {

934: priv = kmalloc(sizeof(struct macian_priv), GFP_KERNEL);

935: dev->priv = priv;

936: if (dev->priv == NULL)

937: return -ENOMEM;

938: }

939: __clear_user(priv, sizeof(*priv));

940:

941:

942: /* setup the ethernet device */

943: ether_setup(dev);

944: dev->open = macian_open;

945: dev->hard_start_xmit = macian_start_xmit;

946: dev->stop = macian_close;

947: dev->get_stats = macian_get_stats;

948:

949: if (register_netdev(dev)) {

950: printk(KERN_ERR "macian: netdevice %s registration failed\n",

951: dev->name);

952: return -ENOMEM;

953: }

954:

955: // SET_MODULE_OWNER(dev);

956:

957: if (!strcmp(dev->name, "eth0")) {

958: printk(KERN_ALERT "Setting up eth0\n");

959: priv->ethnum = 0;

960: priv->DRC = E0R;

961: priv->DTC = E0T;

962: priv->MACADDR0 = MAC0ADDR0;

963: priv->MACADDR1 = MAC0ADDR1;
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964: priv->MACADDR2 = MAC0ADDR2;

965: priv->MACADDR3 = MAC0ADDR3;

966: priv->MACADDR4 = MAC0ADDR4;

967: priv->MACADDR5 = MAC0ADDR5;

968: printk(KERN_ALERT "%s: Assigned priv->ethnum = %d \n", dev->name, priv->ethnum );

969: }

970:

971: if (!strcmp(dev->name, "eth1")) {

972: printk(KERN_ALERT "Setting up eth1\n");

973: priv->ethnum = 1;

974: priv->DRC = E1R;

975: priv->DTC = E1T;

976: priv->MACADDR0 = MAC1ADDR0;

977: priv->MACADDR1 = MAC1ADDR1;

978: priv->MACADDR2 = MAC1ADDR2;

979: priv->MACADDR3 = MAC1ADDR3;

980: priv->MACADDR4 = MAC1ADDR4;

981: priv->MACADDR5 = MAC1ADDR5;

982:

983: printk(KERN_ALERT "%s: Assigned priv->ethnum = %d \n",

984: dev->name, priv->ethnum );

985: }

986:

987: printk("%s: MACIAN Ethernet Core Version 1.0\n", dev->name);

988: spin_lock_init(& ((struct macian_priv *) dev->priv)->lock);

989: return 0;

990: }

991:

992:

993:

994: static void

995: macian_timeout(struct net_device *dev) {

996: struct macian_priv *priv = (struct macian_priv *)dev->priv;

997: printk("Transmit timout at %lu, latency %lu\n", jiffies,

998: jiffies - dev->trans_start);

999: priv->stats.tx_errors++;

1000: // netif_wake_queue(dev);

1001: }

1002:

1003:

1004: /* module init function */

1005: static int macian_probe(void) {

1006: int device_present = 0;

1007: int device_start = 0;

1008: unsigned int dma_eth_rx_weight, dma_eth_tx_weight, dma_cycle_budget;

1009: printk(KERN_ALERT "Init: MACIAN Ethernet probe \n");

1010:

1011: macian_dev[0] = alloc_etherdev(sizeof(struct macian_priv));

1012: macian_dev[1] = alloc_etherdev(sizeof(struct macian_priv));

1013: strcpy(macian_dev[0]->name, "eth%d");

1014: strcpy(macian_dev[1]->name, "eth%d");

1015: #if 1

1016: /* setup cycle budget */

1017: dma_cycle_budget = bFi(0xf0, IANDMA_CBR_TB) |

1018: bFi(0xf0, IANDMA_CBR_RB) |

1019: bFi(0x50, IANDMA_CBR_IC);

1020:

1021: /* set etherport weights */

1022: dma_eth_rx_weight = bFi(0x40, IANDMA_CWR_CW);

1023: dma_eth_tx_weight = bFi(0x40, IANDMA_CWR_CW);

1024: #endif

1025:

1026: printk(KERN_ALERT "trying do_macian_probe\n");

1027: device_start = do_macian_probe(macian_dev[0]);

1028: if (!device_start)

1029: device_present++;

1030: else

1031: printk("do_macian_probe failed for %s\n", macian_dev[0]->name);

1032: device_start = do_macian_probe(macian_dev[1]);

1033: if (!device_start)

1034: device_present++;

1035: else

1036: printk("do_macian_probe failed for %s\n", macian_dev[1]->name);

1037: return device_present ? 0 : -ENODEV;

1038: }

1039:

1040: /* module cleanup function */

1041: static void macian_cleanup(void) {

1042: printk(KERN_ALERT "MACIAN Ethernet Core Cleanup\n");

1043:

1044: if (macian_dev) {

1045: unregister_netdev(macian_dev);

1046: kfree(macian_dev);
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1047: }

1048: }

1049:

1050:

1051:

1052: static void

1053: read_macian_regs(void) {

1054: macian_regs regs;

1055: iandma_regs dregs;

1056:

1057: /* read macian regs */

1058: regs.min = GET_MACIAN_REG(MACIAN_INT_A(0));

1059: regs.isr = GET_MACIAN_REG(MACIAN_ISR_A(0));

1060: regs.imr = GET_MACIAN_REG(MACIAN_IMR_A(0));

1061: regs.tsr = GET_MACIAN_REG(MACIAN_TSR_A(0));

1062: regs.rsr = GET_MACIAN_REG(MACIAN_RSR_A(0));

1063: regs.mcr = GET_MACIAN_REG(MACIAN_MCR_A(0));

1064: regs.did = GET_MACIAN_REG(MACIAN_DID_A(0));

1065: regs.scr = GET_MACIAN_REG(MACIAN_SCR_A(0));

1066: regs.scc = GET_MACIAN_REG(MACIAN_SCC_A(0));

1067: regs.ftr = GET_MACIAN_REG(MACIAN_FTR_A(0));

1068: regs.rpr = GET_MACIAN_REG(MACIAN_RPR_A(0));

1069: regs.tpr = GET_MACIAN_REG(MACIAN_TPR_A(0));

1070: regs.flt = GET_MACIAN_REG(MACIAN_FLT_A(0));

1071: regs.rpt = GET_MACIAN_REG(MACIAN_RPT_A(0));

1072: regs.tpt = GET_MACIAN_REG(MACIAN_TPT_A(0));

1073: regs.ipg = GET_MACIAN_REG(MACIAN_IPG_A(0));

1074: regs.ral = GET_MACIAN_REG(MACIAN_RAL_A(0));

1075: regs.rah = GET_MACIAN_REG(MACIAN_RAH_A(0));

1076: regs.tal = GET_MACIAN_REG(MACIAN_TAL_A(0));

1077: regs.tah = GET_MACIAN_REG(MACIAN_TAH_A(0));

1078:

1079: /* read iandma regs */

1080: dregs.cwr_rx = GET_IANDMA_REG(IANDMA_CWR_A(E0R));

1081: dregs.cwr_tx = GET_IANDMA_REG(IANDMA_CWR_A(E0T));

1082: dregs.cbr = GET_IANDMA_REG(IANDMA_CBR_A);

1083: dregs.ccr = GET_IANDMA_REG(IANDMA_CCR_A);

1084: dregs.imr_rx = GET_IANDMA_REG(IANDMA_IMR_A(E0R));

1085: dregs.imr_tx = GET_IANDMA_REG(IANDMA_IMR_A(E0T));

1086: dregs.cmr = GET_IANDMA_REG(IANDMA_CMR_A);

1087: dregs.cer = GET_IANDMA_REG(IANDMA_CER_A);

1088: dregs.csr = GET_IANDMA_REG(IANDMA_CSR_A);

1089: dregs.isr_rx = GET_IANDMA_REG(IANDMA_ISR_A(E0R));

1090: dregs.isr_tx = GET_IANDMA_REG(IANDMA_ISR_A(E0T));

1091: dregs.cnt_rx = GET_IANDMA_REG(IANDMA_CNT_A(E0R));

1092: dregs.cnt_tx = GET_IANDMA_REG(IANDMA_CNT_A(E0T));

1093:

1094: /* print debug information */

1095: /* first the contents of macian registers */

1096: printk("MACIAN registers\n");

1097: printk("int : 0x%08x\n", regs.min);

1098: printk("isr : 0x%08x\n", regs.isr);

1099: printk("imr : 0x%08x\n", regs.imr);

1100: printk("tsr : 0x%08x\n", regs.tsr);

1101: printk("rsr : 0x%08x\n", regs.rsr);

1102: printk("mcr : 0x%08x\n", regs.mcr);

1103: printk("did : 0x%08x\n", regs.did);

1104: printk("scr : 0x%08x\n", regs.scr);

1105: printk("scc : 0x%08x\n", regs.scc);

1106: printk("ftr : 0x%08x\n", regs.ftr);

1107: printk("rpr : 0x%08x\n", regs.rpr);

1108: printk("tpr : 0x%08x\n", regs.tpr);

1109: printk("flt : 0x%08x\n", regs.flt);

1110: printk("rpt : 0x%08x\n", regs.rpt);

1111: printk("tpt : 0x%08x\n", regs.tpt);

1112: printk("ipg : 0x%08x\n", regs.ipg);

1113: printk("ral : 0x%08x\n", regs.ral);

1114: printk("rah : 0x%08x\n", regs.rah);

1115: printk("tal : 0x%08x\n", regs.tal);

1116: printk("tah : 0x%08x\n", regs.tah);

1117:

1118: /* then the contents of iandma registers */

1119: printk("IANDMA registers (for eth0)\n");

1120: printk("cwr_rx : 0x%08x\n", dregs.cwr_rx);

1121: printk("cwr_tx : 0x%08x\n", dregs.cwr_tx);

1122: printk("cbr : 0x%08x\n", dregs.cbr);

1123: printk("ccr : 0x%08x\n", dregs.ccr);

1124: printk("imr_rx : 0x%08x\n", dregs.imr_rx);

1125: printk("imr_tx : 0x%08x\n", dregs.imr_tx);

1126: printk("cmr : 0x%08x\n", dregs.cmr);

1127: printk("cer : 0x%08x\n", dregs.cer);

1128: printk("csr : 0x%08x\n", dregs.csr);

1129: printk("isr_rx : 0x%08x\n", dregs.isr_rx);
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1130: printk("isr_tx : 0x%08x\n", dregs.isr_tx);

1131: printk("cnt_rx : 0x%08x\n", dregs.cnt_rx);

1132: printk("cnt_tx : 0x%08x\n", dregs.cnt_tx);

1133: }

1134:

1135:

1136: module_init(macian_probe);

1137: module_exit(macian_cleanup);

1138:

1139: MODULE_AUTHOR("Ioannis Liverezas");

1140: MODULE_LICENSE("GPL");

1141:

1142: #ifdef MACIAN_DEBUG

1143: static void

1144: dumpbuf(char *buf, int len) {

1145: int i = 0;

1146: int temp = 0;

1147: int wcount = 0;

1148:

1149: for ( i = 0; i < len ; i+=4) {

1150: temp = *(int *)&buf[i];

1151: printk("%0x ", temp);

1152: wcount++;

1153: if (wcount == 8) {

1154: printk("\n");

1155: wcount = 0;

1156: }

1157: }

1158: }

1159: #endif

1: /****************************************************************

2: * file : iandes.c

3: *

4: * description : Driver for IANDES, DES encryption

5: * and decryption unit

6: *

7: * author : Ioannis Liverezas

8: * iliverez@inaccessnetworks.com

9: *

10: */

11:

12: #include <linux/config.h>

13: #include <linux/module.h>

14: #include <asm/irq.h>

15: #include <asm/cacheflush.h>

16: #include <linux/interrupt.h>

17: #include <linux/sched.h>

18: #include <linux/kernel.h>

19: #include <linux/fs.h>

20: #include <linux/errno.h>

21: #include <linux/types.h>

22: #include <linux/kdev_t.h>

23: #include <linux/proc_fs.h>

24: #include <asm/system.h>

25: #include <asm/bitfield.h>

26: #include <asm/iandma.h>

27: #include <asm/uaccess.h>

28: #include <linux/cdev.h>

29: #include <asm/page.h>

30: #include <linux/init.h>

31: #include <linux/wait.h>

32: #include <linux/fcntl.h>

33: #include <linux/ioctl.h>

34: #include <asm/ioctl.h>

35: #include <asm/leon.h>

36: #include <linux/sem.h>

37: #include "iandes.h"

38: #include "iandes_ioctl.h"

39: #include <linux/major.h>

40: #include <linux/kobject.h>

41: #include <linux/devfs_fs_kernel.h>

42: #include <linux/slab.h>

43: #include <linux/module.h>

44: #include <asm/leon.h>

45: #include <linux/time.h>

46:

47: #define IANDES_MAJOR 242

48:

49:

50: #ifndef __KERNEL__

51: # define __KERNEL__

52: #endif
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53:

54:

55: MODULE_AUTHOR("Ioannis Liverezas");

56:

57:

58:

59:

60: /* variables global for the driver */

61: /* rx and tx pointers */

62: static unsigned long *rx_pointers[MAX_DES_FIFO_LEN], *tx_pointers[MAX_DES_FIFO_LEN];

63:

64: /* lists that hold descriptors for the corresponding to DES

65: * DMA channels’ fifo pointers

66: */

67:

68: struct list_head rx_fifo_free, rx_fifo_used;

69: struct list_head tx_fifo_free, tx_fifo_used;

70:

71:

72: /* this struct keeps track of which devices use the same flow */

73: struct list_head dvs_for_flow[MAX_DES_FLOWS];

74: int flow_devs_count[MAX_DES_FLOWS];

75:

76: /* Status of each flow, used for keys values updating */

77: struct iandes_flow_lock flow_lock[MAX_DES_FLOWS];

78: int flow_packets_count[MAX_DES_FLOWS];

79:

80: static struct iandes_device iandes_dev;

81: int min_devs;

82:

83: int first_time = 0;

84: int whofirst = 0;

85: static int packets_to_serve;

86:

87: int pointer_lock;

88:

89:

90:

91:

92:

93:

94: /* iandes_write: It is called when a userspace application issues a write command.

95: * The data ( = packet) is copied from a userspace to a kernel buffer, and a

96: * pointer to this kernel space buffer is passed to DMA. Along with this transmit

97: * buffer, a read kernel space buffer is allocated and its address is stored

98: * in ptr_addrs_rx. When the encryptes/decrypted packet arrives from des to dma,

99: * the kernel finds the buffer’s starting address from the fifo pointer

100: * descriptor, and puts the buffer in the read buffer queue of the appropriate

101: * device

102: */

103:

104: ssize_t

105: iandes_write(struct file *filp, const char *buf, size_t count, loff_t *fpos)

106: {

107: ssize_t ret = -ENOMEM;

108: // int i;

109: unsigned int control_wd;

110: int data_offt;

111:

112: int tx_int_status;

113: struct iandes_priv *priv;

114: struct timeval intime, outtime, btv;

115: long write_secs, write_usecs;

116: struct fifo_ptr_desc *fptr;

117: int nonblock;

118: data_offt = 0;

119: struct list_head *rx_ptr, *tx_ptr;

120: struct fifo_ptr_desc *rx_fifoptr, *tx_fifoptr;

121: struct iandes_flow_lock *fl;

122:

123:

124: priv = (struct iandes_priv *) filp->private_data;

125:

126: #if 0

127: do_gettimeofday(&intime);

128: #endif

129:

130: nonblock = filp->f_flags & O_NONBLOCK;

131: if ((count % 8) != 0) {

132: printk(KERN_ALERT "iandes write: wrong packet size\n");

133: return -EFAULT;

134: }

135:
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136: if (priv->write_lock == 1) {

137: printk("iandes_write: oops, write_lock\n");

138: return -EAGAIN;

139: }

140:

141: priv->write_lock = 1;

142: fl = (struct iandes_flow_lock *) &flow_lock[priv->fid];

143:

144: /* set flow lock */

145: if (nonblock) {

146: if (set_flow_lock(priv) < 0) {

147: priv->write_lock = 0;

148: return -EAGAIN;

149: }

150:

151: set_flow_keys(priv, 0);

152: }

153:

154: /* get a free rx fifo pointer */

155: rx_ptr = &rx_fifo_free;

156: tx_ptr = &tx_fifo_free;

157: if (nonblock) {

158: if (pointer_lock == 1) {

159: priv->write_lock = 0;

160: printk(KERN_ALERT "iandes_write: pointer_lock\n");

161: release_flow_lock(priv);

162: return -EAGAIN;

163: }

164: pointer_lock = 1;

165: }

166:

167: while ( ((rx_ptr->next == &rx_fifo_free) && (rx_ptr->prev == &rx_fifo_free)) ||

168: ((tx_ptr->next == &tx_fifo_free) && (tx_ptr->prev == &tx_fifo_free)))

169: {

170: if (nonblock) {

171: priv->write_lock = 0;

172: pointer_lock = 0;

173: release_flow_lock(priv);

174: printk(KERN_ALERT "iandes_write: pointer fifo full\n");

175: return -EAGAIN;

176: }

177: }

178:

179:

180: move_fifo_pointer(rx_fifo_free, rx_fifo_used, 0);

181: rx_ptr = (struct list_head *) rx_fifo_used.next;

182: rx_fifoptr = list_entry(rx_ptr, struct fifo_ptr_desc, used_list);

183: move_fifo_pointer(tx_fifo_free, tx_fifo_used, 0);

184: tx_ptr = tx_fifo_used.next;

185: tx_fifoptr = list_entry(tx_ptr, struct fifo_ptr_desc, used_list);

186:

187:

188: if (nonblock)

189: pointer_lock = 0;

190:

191: #if 0

192: printk(KERN_ALERT "devid = %d got rx ptr num %d and tx ptr num %d\n", priv->dev_id,

193: rx_fifoptr->ptr_num, tx_fifoptr->ptr_num);

194: /* initialize the rx pointer descriptor */

195: #endif

196: rx_fifoptr->priv = (struct iandes_priv *) filp->private_data;

197: rx_fifoptr->dec = priv->dec;

198: rx_fifoptr->cbc = priv->cbc;

199: rx_fifoptr->dev_id = priv->dev_id;

200: rx_fifoptr->flow_id = priv->fid;

201:

202: #if 0

203: printk(KERN_ALERT "dev %d:write:tx_ptr->data = %08x, rx->ptr_data = %08x\n",priv->dev_id,

204: (unsigned int) tx_fifoptr->data, (unsigned int)rx_fifoptr->data);

205: #endif

206:

207: tx_fifoptr->priv = (struct iandes_priv *) priv;

208: tx_fifoptr->flow_id = priv->fid;

209: tx_fifoptr->dev_id = priv->dev_id;

210: /* now create the packet to be sent to the dma */

211: control_wd =

212: bFi(priv->fid, IANDES_DCW_FID) |

213: bFi(priv->dec, IANDES_DCW_DEC) |

214: bFi(priv->tri, IANDES_DCW_3DE) |

215: bFi(priv->hiv, IANDES_DCW_HIV) |

216: bFi(priv->cbc, IANDES_DCW_CBC);

217: data_offt = 4;

218:
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219: /* form the packet header. If cbc is enabled, add two 32bit words for

220: * the IV (initialization Vector) block. If hiv is 0, the IV value is

221: * important only for the first packet that will be encrypted/decrypted.

222: */

223:

224: if (priv->cbc == 1) {

225: if ((priv->hiv == 1) && (priv->dec == 0)) {

226: *(unsigned int *)(&tx_fifoptr->data[4]) = priv->hiv1;

227: *(unsigned int *)(&tx_fifoptr->data[8]) = priv->hiv2;

228: }

229: data_offt = 12;

230: if (priv->dec == 1) {

231: *(unsigned int *)(&tx_fifoptr->data[4]) = priv->hiv1;

232: *(unsigned int *)(&tx_fifoptr->data[8]) = priv->hiv2;

233: data_offt = 12;

234: }

235: }

236:

237: tx_fifoptr->data_offt = data_offt;

238:

239:

240:

241: __flush_page_to_ram((unsigned int) tx_fifoptr->data);

242: if (copy_from_user((char *) &tx_fifoptr->data[data_offt], buf, count)) {

243: ret = (ssize_t) -EFAULT;

244: return ret;

245: }

246:

247: *(unsigned int *)(&tx_fifoptr->data[0]) = control_wd;

248:

249: count += data_offt;

250: ret = count - 4;

251:

252:

253: #if 0

254: if (priv->measure == 1)

255: return -EAGAIN;

256: else {

257: do_gettimeofday(&priv->btv);

258: priv->measure = 1;

259: }

260: #endif

261:

262: /* set the size of the packet and send size and packet to the

263: * appropriate dma channels

264: */

265: __flush_page_to_ram((unsigned int) rx_fifoptr->data);

266: SET_IANDMA_REG(IANDMA_AF_A(D0R), IANDMA_MKADR(__pa((unsigned int)rx_fifoptr->data)));

267:

268: SET_IANDMA_REG(IANDMA_SF_A(D0T), IANDMA_MKLEN(count));

269: SET_IANDMA_REG(IANDMA_AF_A(D0T), IANDMA_MKADR(__pa((unsigned int) tx_fifoptr->data)));

270:

271: /* increase the number of pending packets for the selected flow */

272: fl->pending_pointers += 2;

273: priv->pending += 2;

274:

275:

276:

277: #if 0

278: do_gettimeofday(&outtime);

279:

280: write_secs = outtime.tv_sec - intime.tv_sec;

281: if(write_secs) {

282: write_secs--;

283: outtime.tv_usec = outtime.tv_usec + 1000000;

284: }

285: write_usecs = outtime.tv_usec - intime.tv_usec;

286: write_usecs += write_secs * 1000000;

287: if (write_usecs <= priv->wmin_usecs)

288: priv->wmin_usecs = write_usecs;

289: if (write_usecs >= priv->wmax_usecs)

290: priv->wmax_usecs = write_usecs;

291: priv->wavg_usecs = priv->wavg_usecs + write_usecs;

292: priv->wrtimes++;

293: #endif

294:

295: priv->write_lock = 0;

296: return ret;

297:

298: }

299:

300:

301: ssize_t
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302: iandes_read(struct file *filp, char *buf, size_t count, loff_t *f_pos)

303: {

304: ssize_t ret = 0;

305: struct iandes_priv *priv;

306: struct list_head *listptr, *ptr2;

307:

308: struct fifo_ptr_desc *fpd, *item;

309: int data_offt;

310: char *ptr;

311: int len;

312: unsigned int tmp;

313:

314: char *temp_ptr;

315: unsigned int dec, cbc;

316: struct timeval intime, outtime, ntime;

317: long read_secs, read_usecs, ir_secs, ir_usecs;

318: int bufdevid;

319: int bufnum;

320: priv = (struct iandes_priv *) filp->private_data;

321:

322:

323:

324:

325: #if 0

326: /* Count the time that read takes to execute. Two times are measured:

327: * - The time between the end of the isr and the entrance of read (includes userspace time)

328: * - T

329: */

330: do_gettimeofday(&intime);

331: do_gettimeofday(&ntime);

332: ir_secs = ntime.tv_sec - priv->irtv.tv_sec;

333: if (ir_secs) {

334: ir_secs--;

335: ntime.tv_usec = ntime.tv_usec + 1000000;

336: }

337: ir_usecs = ntime.tv_usec - priv->irtv.tv_usec;

338: ir_usecs = ir_usecs + ir_secs * 1000000;

339: if (ir_usecs <= priv->irmin_usecs)

340: priv->irmin_usecs = ir_usecs;

341: if (ir_usecs >= priv->irmax_usecs)

342: priv->irmax_usecs = ir_usecs;

343: priv->iravg_usecs = priv->iravg_usecs + ir_usecs;

344: priv->rdtimes++;

345: #endif

346:

347:

348: if ((count % 8) != 0) {

349: printk(KERN_ALERT "iandes_read: wrong packet size\n");

350: return -EFAULT;

351: }

352:

353:

354: /* block until data to be read is ready. If no data is available, put the

355: * reading process to sleep

356: */

357: while (priv->to_read_packet_num == 0) {

358: return -EAGAIN;

359: }

360:

361: listptr = (struct list_head *) &priv->read_buf_list;

362: listptr = listptr->prev;

363: item = list_entry(listptr, struct fifo_ptr_desc, rxbuf_list);

364: ptr = item->data;

365: dec = item->dec;

366: cbc = item->cbc;

367: bufnum = item->ptr_num;

368: bufdevid = item->dev_id;

369: tmp = (unsigned int) ptr;

370:

371: #if 0

372: printk(KERN_ALERT "iandes_read:dev %d will read data from ptr num %d for devid %d at address %08x \n",

373: priv->dev_id, bufnum, bufdevid, (unsigned int)item->data);

374: #endif

375:

376: /* adjust offset from which bytes will by copied to userspace buf */

377: if (cbc == 1) {

378: if (dec == 1) {

379: data_offt = 12;

380: ret = count - 8;

381: } else if (dec == 0) {

382: data_offt = 12;

383: ret = count - 8;

384: }
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385: }

386: else {

387: data_offt = 4;

388: ret = count;

389: }

390:

391: temp_ptr = (char *) &ptr[data_offt];

392: __flush_page_to_ram((unsigned int) temp_ptr);

393: /* No perform the userspace copy */

394: if (copy_to_user(buf, temp_ptr, ret)) {

395: printk(KERN_ALERT "iandes_read: copy to user failed\n");

396: return -EFAULT;

397: }

398:

399: /* remove node from read buffer list, free buffer and

400: * diminish to_read_packet_num

401: */

402:

403:

404: priv->to_read_packet_num--;

405:

406: #if 0

407: listptr = &rx_fifo_used;

408: for (listptr = listptr->next ; listptr != &rx_fifo_used; listptr = listptr->next) {

409: fpd = list_entry(listptr, struct fifo_ptr_desc, used_list);

410: if (bufnum == fpd->ptr_num) {

411: list_del(&fpd->used_list);

412: ptr2 = (struct list_head *) &rx_fifo_free;

413: ptr2 = ptr2->next;

414: list_add_tail(&fpd->free_list, ptr2);

415: }

416: }

417: #endif

418:

419: move_fifo_pointer(priv->read_buf_list, rx_fifo_free, 3);

420:

421: #if 0

422: do_gettimeofday(&outtime);

423:

424: read_secs = outtime.tv_sec - intime.tv_sec;

425: if (read_secs) {

426: read_secs--;

427: outtime.tv_usec = outtime.tv_usec + 1000000;

428: }

429: read_usecs = outtime.tv_usec - intime.tv_usec;

430: read_usecs = read_usecs + read_secs * 1000000;

431: if (read_usecs <= priv->rmin_usecs)

432: priv->rmin_usecs = read_usecs;

433: if (read_usecs >= priv->rmax_usecs)

434: priv->rmax_usecs = read_usecs;

435: priv->ravg_usecs = priv->ravg_usecs + read_usecs;

436: priv->rdtimes++;

437: #endif

438:

439: return ret;

440: }

441:

442: /* DES can’t generate interrupts on LEON by itself. Interrupts are generated

443: * by DMA. The DES channels configuration suggests that in the reception path,

444: * an interrupt will be generated when at least one packet is sent from DES to

445: * the corresponding DMA channel. The kernel is not able to know which of the

446: * open devices has sent the packet to des, and send back the received packet to

447: * that device.

448: *

449: */

450:

451: static irqreturn_t

452: iandma_interrupt(int irq, void *dev_id, struct pt_regs *regs)

453: {

454: static unsigned int rx_int_status, tx_int_status, fid;

455: struct iandes_priv *priv;

456:

457: struct list_head *ptr;

458: struct list_head *buf_ptr;

459: struct fifo_ptr_desc *fifo_descriptor;

460: struct rx_buf *rx_buffer;

461: struct iandes_device *desdev;

462: struct iandes_flow_lock *fl;

463: int tx_num;

464: int rx_imr;

465:

466: int ptr_num, len;

467: int count = 0;
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468: int data_offt;

469: int tmp_cnt;

470:

471: struct timeval intime, outtime, int_time;

472:

473: long int_secs, int_usecs;

474: long buf_secs, buf_usecs;

475:

476: // do_gettimeofday(&intime);

477:

478: len = 0;

479: fid = 0;

480:

481: spin_lock(&iandes_dev.lock);

482: // desdev = (struct iandes_device *) dev_id;

483:

484: #if 0

485: do_gettimeofday(&int_time);

486: do_gettimeofday(&intime);

487: #endif

488: rx_imr = 0;

489:

490: SET_IANDMA_REG(IANDMA_IMR_A(D0R), rx_imr);

491:

492: /* Determine whether we have an rx or tx interrupt */

493: rx_int_status = GET_IANDMA_REG(IANDMA_ISR_A(D0R));

494: tx_int_status = GET_IANDMA_REG(IANDMA_ISR_A(D0T));

495:

496:

497: /* Handle receive interrupt */

498: if (rx_int_status & bFm(IANDMA_ISR_PC01)) {

499: tmp_cnt = GET_IANDMA_REG(IANDMA_CNT_A(D0T));

500:

501: //desdev->rx_ints++;

502:

503: ptr = (struct list_head *)&tx_fifo_used;

504: ptr = ptr->prev;

505: fifo_descriptor = list_entry(ptr, struct fifo_ptr_desc, used_list);

506: tx_num = fifo_descriptor->ptr_num;

507: // priv = (struct iandes_priv *) fifo_descriptor->priv;

508:

509: #if 0

510: buf_secs = int_time.tv_sec - priv->btv.tv_sec;

511: if(buf_secs) {

512: buf_secs--;

513: int_time.tv_usec = int_time.tv_usec + 1000000;

514: }

515: buf_usecs = int_time.tv_usec - priv->btv.tv_usec;

516: buf_usecs = buf_usecs + (buf_secs * 1000000);

517: if (buf_usecs <= priv->bmin_usecs)

518: priv->bmin_usecs = buf_usecs;

519: if (buf_usecs > priv->bmax_usecs)

520: priv->bmax_usecs = buf_usecs;

521: priv->bavg_usecs = priv->bavg_usecs + buf_usecs;

522: priv->measure = 0;

523: #endif

524:

525: move_fifo_pointer(tx_fifo_used, tx_fifo_free, 1);

526: iandes_dev.tx_packets += tmp_cnt;

527: ptr = (struct list_head *) &rx_fifo_used;

528: ptr = ptr->prev;

529: fifo_descriptor = list_entry(ptr, struct fifo_ptr_desc, used_list);

530: ptr_num = fifo_descriptor->ptr_num;

531:

532: __flush_page_to_ram((unsigned int)fifo_descriptor->data);

533: priv = (struct iandes_priv *) fifo_descriptor->priv;

534:

535: #if 0

536: printk("received tx and rx pointer for devid = %d\n", fifo_descriptor->dev_id);

537: printk("tx num = %d, rx_num = %d\n", tx_num, ptr_num);

538:

539: printk("iandma_interrupt:rx_ptrr->data = %08x",

540: (unsigned int) fifo_descriptor->data);

541: #endif

542:

543: move_fifo_pointer(rx_fifo_used, priv->read_buf_list, 2);

544: priv->to_read_packet_num++;

545: iandes_dev.rx_packets += GET_IANDMA_REG(IANDMA_CNT_A(D0R));

546: priv->pending -= 2;

547: fl = (struct iandes_flow_lock *) &flow_lock[priv->fid];

548: fl->pending_pointers -= 2;

549: release_flow_lock(priv);

550:
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551: #if 0

552: do_gettimeofday(&outtime);

553:

554: int_secs = outtime.tv_sec - intime.tv_sec;

555: if(int_secs) {

556: int_secs--;

557: outtime.tv_usec = outtime.tv_usec + 1000000;

558: }

559: int_usecs = outtime.tv_usec - intime.tv_usec;

560: int_usecs = int_usecs + (int_secs * 1000000);

561: if (int_usecs <= priv->imin_usecs)

562: priv->imin_usecs = int_usecs;

563: if (int_usecs >= priv->imax_usecs)

564: priv->imax_usecs = int_usecs;

565: priv->iavg_usecs = priv->iavg_usecs + int_usecs;

566: priv->isrtimes++;

567:

568: do_gettimeofday(&priv->irtv);

569: #endif

570: }

571: spin_unlock(&iandes_dev.lock);

572: rx_imr = 0x4;

573: SET_IANDMA_REG(IANDMA_IMR_A(D0R), rx_imr);

574: return IRQ_HANDLED;

575: }

576:

577:

578:

579: /* iandes_ioctl : contains all the ioctl commands that program DES or get info

580: * abouts its current state.

581: */

582: int

583: iandes_ioctl(struct inode *inode, struct file *filp, unsigned int cmd, unsigned long arg)

584: {

585: int err = 0;

586: int ret = 0;

587: unsigned int fid, dec, tri, hiv, cbc, ctrlwd;

588: int hiv1, hiv2;

589: struct iandes_priv *priv;

590: struct iandes_keys *keys_ptr;

591: struct iandes_key *key_ptr;

592: struct iandes_iv *iv_ptr;

593: struct iandes_params *params_ptr;

594: int keysaddr, keyaddr, ivaddr, params_addr;

595: int *ptr;

596: struct timeval intime, outtime;

597: unsigned long ioctl_secs, ioctl_usecs;

598: int nonblock;

599: int keylen;

600: int session_addr;

601: struct session_op *session_ptr;

602: int cryp_addr;

603: struct iandes_crypto *cryp_ptr;

604: #if 0

605: do_gettimeofday(&intime);

606: #endif

607:

608: /* make sure that the command is correct */

609: if (_IOC_TYPE(cmd) != IANDES_IO_MAGIC) {

610: printk("_IOC_TYPE doesn’t match IANDES_IO_MAGIC\n");

611: return -ENOTTY;

612: }

613:

614: if (_IOC_NR(cmd) > MAX_DES_IO_NR) {

615: printk("_IOC_NR > MAX_DES_IO_NR\n");

616: return -ENOTTY;

617: }

618:

619: if (_IOC_DIR(cmd) & _IOC_READ)

620: err = !access_ok(VERIFY_WRITE, (void *)arg, _IOC_SIZE(cmd));

621: else

622: if (_IOC_DIR(cmd) & _IOC_WRITE)

623: err = !access_ok(VERIFY_READ, (void *)arg, _IOC_SIZE(cmd));

624:

625: if (err) {

626: printk("in iandes_ioctl: could not get accessok, for cmd num %d \n", cmd);

627: return -EFAULT;

628: }

629:

630:

631: /* now, the implementation of the commands */

632: priv = (struct iandes_priv *) filp->private_data;

633: nonblock = priv->nonblock;
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634:

635: switch(cmd) {

636: case IANDES_IO_RESET:

637: priv->dec = 0;

638: priv->tri = 0;

639: priv->hiv = 0;

640: priv->cbc = 0;

641: priv->hiv1 = 0;

642: priv->hiv2 = 0;

643:

644: priv->key1a = 0;

645: priv->key1b = 0;

646: priv->key2a = 0;

647: priv->key2b = 0;

648: priv->key3a = 0;

649: priv->key3b = 0;

650:

651: /* set_flow_keys(priv);*/

652: break;

653:

654: case IANDES_IO_SETKEYS:

655: /* now set the values to the keys */

656: keysaddr = arg;

657: keys_ptr = (struct iandes_keys *) keysaddr;

658: if (nonblock)

659: if ( set_flow_lock(priv) < 0) {

660: printk(KERN_ALERT "IANDES_IO_SETKEYS: flow locked\n");

661: return -EAGAIN;

662: }

663: priv->key1a = keys_ptr->key1a;

664: priv->key1b = keys_ptr->key1b;

665: priv->key2a = keys_ptr->key2a;

666: priv->key2b = keys_ptr->key2b;

667: priv->key3a = keys_ptr->key3a;

668: priv->key3b = keys_ptr->key3b;

669: set_flow_keys(priv, 1);

670:

671: break;

672:

673: case IANDES_IO_GETKEYS:

674: keysaddr = arg;

675: keys_ptr = (struct iandes_keys *) keysaddr;

676: if (nonblock)

677: if ( set_flow_lock(priv) < 0) {

678: printk(KERN_ALERT "IANDES_GETKEYS: flow locked\n");

679: return -EAGAIN;

680: }

681: keys_ptr->key1a = priv->key1a;

682: keys_ptr->key1b = priv->key1b;

683: keys_ptr->key2a = priv->key2a;

684: keys_ptr->key2b = priv->key2b;

685: keys_ptr->key3a = priv->key3a;

686: keys_ptr->key3b = priv->key3b;

687: break;

688:

689: case IANDES_IO_SETKEY1:

690: keyaddr = arg;

691: key_ptr = (struct iandes_key *) keyaddr;

692: if (nonblock)

693: if ( set_flow_lock(priv) < 0) {

694: printk(KERN_ALERT "IANDES_IO_SETKEY1: flow locked\n");

695: return -EAGAIN;

696: }

697: priv->key1a = key_ptr->keya;

698: priv->key1b = key_ptr->keyb;

699: set_flow_keys(priv, 1);

700:

701: break;

702:

703: case IANDES_IO_SETKEY2:

704: keyaddr = arg;

705: key_ptr = (struct iandes_key *) keyaddr;

706: if (nonblock)

707: if ( set_flow_lock(priv) < 0) {

708: printk(KERN_ALERT "IANDES_IO_SETKEY2: flow locked\n");

709: return -EAGAIN;

710: }

711: priv->key2a = key_ptr->keya;

712: priv->key2b = key_ptr->keyb;

713: set_flow_keys(priv, 1);

714: kfree(key_ptr);

715: break;

716:
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717: case IANDES_IO_SETKEY3:

718: if (nonblock)

719: if ( set_flow_lock(priv) < 0) {

720: printk(KERN_ALERT "IANDES_IO_SETKEY3: flow locked\n");

721: return -EAGAIN;

722: }

723: keyaddr = arg;

724: key_ptr = (struct iandes_key *) keyaddr;

725: priv->key3a = key_ptr->keya;

726: priv->key3b = key_ptr->keyb;

727: set_flow_keys(priv, 1);

728: kfree(key_ptr);

729: break;

730:

731: case IANDES_IO_GETKEY1:

732: keyaddr = arg;

733: key_ptr = (struct iandes_key *) keyaddr;

734: key_ptr->keya = priv->key1a;

735: key_ptr->keyb = priv->key1b;

736:

737: break;

738:

739: case IANDES_IO_GETKEY2:

740: keyaddr = arg;

741: key_ptr = (struct iandes_key *) keyaddr;

742: key_ptr->keya = priv->key2a;

743: key_ptr->keyb = priv->key2b;

744: break;

745:

746: case IANDES_IO_GETKEY3:

747: // printk("in IANDES_IO_GETKEY3\n");

748: keyaddr = arg;

749: key_ptr = (struct iandes_key *) keyaddr;

750: key_ptr->keya = priv->key3a;

751: key_ptr->keyb = priv->key3b;

752: break;

753:

754: case IANDES_IO_SETCTRLWD:

755: ret = __get_user(ctrlwd, (int *) arg);

756: if (ret) {

757: up(&priv->sem);

758: return ret;

759: }

760: fid = DESPCK_CWD_FID(ctrlwd);

761: if (priv->fid != fid) {

762: ret = -2;

763: up(&priv->sem);

764: return ret;

765: }

766: priv->dec = DESPCK_CWD_DEC(ctrlwd);

767: priv->tri = DESPCK_CWD_3DE(ctrlwd);

768: priv->hiv = DESPCK_CWD_HIV(ctrlwd);

769: priv->cbc = DESPCK_CWD_CBC(ctrlwd);

770: break;

771:

772: case IANDES_IO_SETDEC:

773: ret = __get_user(dec, (int *) arg);

774: if (ret) {

775: printk("get user failed \n");

776: up(&priv->sem);

777: return ret;

778: }

779: priv->dec = dec;

780: break;

781:

782: case IANDES_IO_SET3DE:

783: ret = __get_user(tri, (int *) arg);

784: if (ret) {

785: up(&priv->sem);

786: return ret;

787: }

788: priv->tri = tri;

789: break;

790:

791: case IANDES_IO_SETHIV:

792: ret = __get_user(hiv, (int *) arg);

793: if (ret) {

794: up(&priv->sem);

795: return ret;

796: }

797: priv->hiv = hiv;

798: break;

799:
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800: case IANDES_IO_SETCBC:

801: ret = __get_user(cbc, (int *) arg);

802: if (ret) {

803: up(&priv->sem);

804: return ret;

805: }

806: priv->cbc = cbc;

807: break;

808:

809: case IANDES_IO_GETCTRLWD:

810: ctrlwd =

811: bFi(priv->fid, IANDES_DCW_FID) |

812: bFi(priv->dec, IANDES_DCW_DEC) |

813: bFi(priv->tri, IANDES_DCW_3DE) |

814: bFi(priv->hiv, IANDES_DCW_HIV) |

815: bFi(priv->cbc, IANDES_DCW_CBC);

816: ret = __put_user(ctrlwd, (int *) arg);

817: if (ret) {

818: up(&priv->sem);

819: return ret;

820: }

821: break;

822:

823: case IANDES_IO_GETDEC:

824: dec = priv->dec;

825: ret = __put_user(dec, (int *) arg);

826: if (ret) {

827: up(&priv->sem);

828: return ret;

829: }

830: break;

831:

832: case IANDES_IO_GET3DE:

833: tri = priv->tri;

834: ret = __put_user(tri, (int *) arg);

835: if (ret) {

836: up(&priv->sem);

837: return ret;

838: }

839: break;

840:

841: case IANDES_IO_GETHIV:

842: hiv = priv->hiv;

843: ret = __put_user(hiv, (int *) arg);

844: if (ret) {

845: up(&priv->sem);

846: return ret;

847: }

848: break;

849:

850: case IANDES_IO_GETCBC:

851: cbc = priv->cbc;

852: ret = __put_user(cbc, (int *) arg);

853: if (ret) {

854: up(&priv->sem);

855: return ret;

856: }

857: break;

858:

859: case IANDES_IO_SETIV1:

860: ret = __get_user(hiv1, (int *) arg);

861: if (ret) {

862: printk("get user failed \n");

863: up(&priv->sem);

864: return ret;

865: }

866: priv->hiv1 = hiv1;

867: break;

868:

869: case IANDES_IO_SETIV2:

870: ret = __get_user(hiv2, (int *) arg);

871: if (ret) {

872: printk("get user failed \n");

873: up(&priv->sem);

874: return ret;

875: }

876: priv->hiv2 = hiv2;

877: break;

878:

879: case IANDES_IO_GETIV1:

880: hiv1 = priv->hiv1;

881: ret = __put_user(hiv1, (int *) arg);

882: if (ret) {
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883: up(&priv->sem);

884: return ret;

885: }

886: break;

887:

888: case IANDES_IO_GETIV2:

889: hiv2 = priv->hiv2;

890: ret = __put_user(hiv2, (int *) arg);

891: if (ret) {

892: up(&priv->sem);

893: return ret;

894: }

895: break;

896:

897: case IANDES_IO_GETIV:

898: ivaddr = arg;

899: iv_ptr = (struct iandes_iv *) ivaddr;

900: iv_ptr->iv1 = priv->hiv1;

901: iv_ptr->iv2 = priv->hiv2;

902: break;

903:

904: case IANDES_IO_SETIV:

905: ivaddr = arg;

906: iv_ptr = (struct iandes_iv *) ivaddr;

907: set_flow_lock(priv);

908: priv->hiv1 = iv_ptr->iv1;

909: priv->hiv2 = iv_ptr->iv2;

910: set_flow_keys(priv, 1);

911: break;

912:

913: case IANDES_IO_SETPARAMS:

914: params_addr = arg;

915: params_ptr = (struct iandes_params *) params_addr;

916: priv->dec = params_ptr->dec;

917: priv->tri = params_ptr->tri;

918: priv->hiv = params_ptr->hiv;

919: priv->cbc = params_ptr->cbc;

920: break;

921: case IANDES_IO_GETPARAMS:

922: params_addr = arg;

923: params_ptr = (struct iandes_params *) params_addr;

924: params_ptr->dec = priv->dec;

925: params_ptr->tri = priv->tri;

926: params_ptr->hiv = priv->hiv;

927: params_ptr->cbc = priv->cbc;

928: break;

929: case IANDES_IO_SETSESSION:

930: session_addr = arg;

931: session_ptr = (struct session_op *) session_addr;

932: keylen = session_ptr->keylen;

933: if (keylen == 8) {

934: priv->key1a = *(unsigned int *) &session_ptr->key[0];

935: priv->key1b = *(unsigned int *) &session_ptr->key[4];

936: }

937: else {

938: priv->key1a = *(unsigned int *) &session_ptr->key[0];

939: priv->key1b = *(unsigned int *) &session_ptr->key[4];

940: priv->key2a = *(unsigned int *) &session_ptr->key[8];

941: priv->key2b = *(unsigned int *) &session_ptr->key[12];

942: priv->key3a = *(unsigned int *) &session_ptr->key[16];

943: priv->key3b = *(unsigned int *) &session_ptr->key[20];

944: }

945: set_flow_keys(priv, 1);

946: break;

947: case IANDES_IO_SETCRYP:

948: cryp_addr = arg;

949: cryp_ptr = (struct iandes_crypto *) cryp_addr;

950: priv->dec = cryp_ptr->dec;

951: priv->tri = cryp_ptr->tri;

952: priv->hiv = cryp_ptr->hiv;

953: priv->cbc = cryp_ptr->cbc;

954: if (priv->cbc) {

955: priv->hiv1 = *(unsigned int *) &cryp_ptr->iv[0];

956: priv->hiv2 = *(unsigned int *) &cryp_ptr->iv[4];

957: }

958:

959: break;

960: default:

961: printk("in iandes_ioctl: default. You shouldn’t be here. Something is wrong\n");

962: up(&priv->sem);

963: return -ENOTTY;

964: }

965:
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966: #if 0

967: do_gettimeofday(&outtime);

968:

969: ioctl_secs = outtime.tv_sec - intime.tv_sec;

970: if(ioctl_secs) {

971: ioctl_secs--;

972: outtime.tv_usec = outtime.tv_usec + 1000000;

973: }

974: ioctl_usecs = outtime.tv_usec - intime.tv_usec;

975: ioctl_usecs += ioctl_secs * 1000000;

976: if (ioctl_usecs <= priv->iomin_usecs)

977: priv->iomin_usecs = ioctl_usecs;

978: if (ioctl_usecs >= priv->iomax_usecs)

979: priv->iomax_usecs = ioctl_usecs;

980: priv->ioavg_usecs = priv->ioavg_usecs + ioctl_usecs;

981: #endif

982:

983: #if 0

984: up(&priv->sem);

985: #endif

986: return ret;

987:

988:

989: }

990:

991:

992:

993: /* inades_open: Opens a des device. All devices use the same device file. When open

994: * is called multiple times, multiple instances of the device are created

995: */

996:

997:

998: static int

999: iandes_open(struct inode *inode, struct file *filp)

1000: {

1001:

1002:

1003: /* Allocate and initialize the priv structure for a specific instance of the

1004: * opened device

1005: */

1006:

1007: struct iandes_priv *priv;

1008:

1009: priv = kmalloc(sizeof(struct iandes_priv), GFP_KERNEL);

1010: (struct iandes_priv *) filp->private_data = priv;

1011:

1012: if (filp->private_data == NULL) {

1013: printk("iandes: Not enough memory to allocate priv structure\n");

1014: return -ENOMEM;

1015: }

1016:

1017: __clear_user(priv, sizeof(*priv));

1018:

1019: iandes_dev.dev_ids++;

1020: priv->dev_id = iandes_dev.dev_ids;

1021:

1022:

1023: priv->fid = get_flow_id(priv->dev_id);

1024: priv->nonblock = filp->f_flags & O_NONBLOCK;

1025: priv->write_lock = 0;

1026: MOD_INC_USE_COUNT;

1027:

1028: priv->dec = 0; /* default direction is encryption */

1029: priv->tri = 0; /* simple des */

1030: priv->hiv = 0;

1031: priv->cbc = 0; /* use ecb. HIV value is indifferent */

1032:

1033:

1034: priv->imin_usecs = 0; priv->imax_usecs = 0; priv->iavg_usecs = 0;

1035: priv->rmin_usecs = 0; priv->rmax_usecs = 0; priv->ravg_usecs = 0;

1036: priv->wmin_usecs = 0; priv->wmax_usecs = 0; priv->wavg_usecs = 0;

1037: priv->bmin_usecs = 0; priv->bmax_usecs = 0; priv->bavg_usecs = 0;

1038:

1039: priv->wrtimes = 0;

1040: priv->rdtimes = 0;

1041: priv->isrtimes = 0;

1042: priv->measure = 0;

1043: priv->pending = 0;

1044:

1045: /* Initialize the read buffer list for the device. Upon receive interrupt, pointers

1046: * to the buffers that will be read by the userspace application are inserted in

1047: * read_buf_list of the device

1048: */
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1049:

1050: INIT_LIST_HEAD(&priv->read_buf_list);

1051:

1052: /* initialize the wait queue for read buffers */

1053: priv->to_read_packet_num = 0;

1054: return 0;

1055: }

1056:

1057:

1058: /* iandes_release: closes an instance of DES device. It has the responsibility

1059: * to remove the elements that the device inserted in the driver’s global lists,

1060: * reduce the module use count, and destroy the file descriptor for this instance

1061: */

1062: static int iandes_release(struct inode *inode, struct file *filp)

1063: {

1064: unsigned int fid;

1065: int dev_id, i;

1066: struct iandes_priv *priv;

1067: struct list_head *listptr, *ptr;

1068: struct rx_buf *item;

1069: struct devices_per_flow *item_dpf;

1070:

1071:

1072: priv = (struct iandes_priv *) filp->private_data;

1073: dev_id = priv->dev_id;

1074: fid = priv->fid;

1075:

1076: #if 0

1077: printk(KERN_ALERT "tx ints = %d \n", iandes_dev.tx_ints);

1078: printk(KERN_ALERT "rx ints = %d \n", iandes_dev.rx_ints);

1079:

1080:

1081: printk(KERN_ALERT "rdtimes = %d\n", priv->rdtimes);

1082: printk(KERN_ALERT "wrtimes = %d\n", priv->wrtimes);

1083: printk(KERN_ALERT "isrtimes = %d\n", priv->isrtimes);

1084:

1085:

1086: printk(KERN_ALERT "imin = %ud imax = %ud iavg = %ud\n",

1087: priv->imin_usecs, priv->imax_usecs, priv->iavg_usecs);

1088: printk(KERN_ALERT "wmin = %ud wmax = %ud wavg = %ud\n",

1089: priv->wmin_usecs, priv->wmax_usecs, priv->wavg_usecs);

1090: printk(KERN_ALERT "rmin = %ud rmax = %ud ravg = %ud\n",

1091: priv->rmin_usecs, priv->rmax_usecs, priv->ravg_usecs);

1092:

1093: printk(KERN_ALERT "bmin = %ud bmax = %ud bavg = %ud\n",

1094: priv->bmin_usecs, priv->bmax_usecs, priv->bavg_usecs);

1095: printk(KERN_ALERT "irmin = %ud irmax = %ud iravg = %ud\n",

1096: priv->irmin_usecs, priv->irmax_usecs, priv->iravg_usecs);

1097: printk(KERN_ALERT "iomin = %ud iomax = %ud ioavg = %ud\n",

1098: priv->iomin_usecs, priv->iomax_usecs, priv->ioavg_usecs);

1099: #endif

1100:

1101: ptr = (struct list_head *) &dvs_for_flow[fid];

1102: for (ptr = ptr->next ; ptr != &dvs_for_flow[fid] ; ptr = ptr->next) {

1103: item_dpf = list_entry(ptr, struct devices_per_flow, list);

1104: if (item_dpf->dev_id == dev_id) {

1105: list_del(&item_dpf->list);

1106: kfree(item_dpf);

1107: break;

1108: }

1109: }

1110:

1111:

1112: while (priv->to_read_packet_num > 0) {

1113: listptr = (struct list_head *) &priv->read_buf_list;

1114: if ((listptr = listptr->prev)!= &priv->read_buf_list) {

1115: item = list_entry(listptr, struct rx_buf, rxbuf_list);

1116: list_del(listptr);

1117: priv->to_read_packet_num--;

1118: move_fifo_pointer(rx_fifo_used, rx_fifo_free, 1);

1119: }

1120: }

1121:

1122: /* now free the iandes_priv sructure of the device */

1123: kfree(priv);

1124:

1125: /* decrease module usage counter */

1126:

1127: MOD_DEC_USE_COUNT;

1128: return 0;

1129: }

1130:

1131:
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1132: /* iandes_init_module : Initializes DMA parameters and the DMA chanells for

1133: * DES. It also initializes all the necessary stuff that is used throught the

1134: * driver

1135: */

1136:

1137: static int

1138: iandes_init_module(void)

1139: {

1140: int result, i;

1141: dev_t from;

1142: int iandes_major;

1143: static unsigned int dma_cycle_budget, dma_des_rx_weight, dma_des_tx_weight;

1144: static unsigned int dma_ccr, dma_cer, dma_csr, dma_des_imr_rx, dma_des_imr_tx;

1145: static volatile int tmp;

1146:

1147: iandes_major = IANDES_MAJOR;

1148: from = MKDEV(iandes_major, 0);

1149: result = register_chrdev(iandes_major , (char *)"des", &iandes_fops);

1150:

1151: if (result < 0) {

1152: printk("iandes: can’t get major %d\n", iandes_major);

1153: return result;

1154: }

1155:

1156: printk("IANDES module registered.\n");

1157: /* Initialize DMA, so that access to DES is possible */

1158:

1159: /* setup cycle budget */

1160: dma_cycle_budget =

1161: bFi(0xf0, IANDMA_CBR_TB) |

1162: bFi(0xf0, IANDMA_CBR_RB) |

1163: bFi(0x50, IANDMA_CBR_IC);

1164:

1165: /* setup des weights */

1166: dma_des_rx_weight = bFi(0x40, IANDMA_CWR_CW);

1167: dma_des_tx_weight = bFi(0x40, IANDMA_CWR_CW);

1168:

1169: /* start the dma controller */

1170: dma_ccr = bFi(1, IANDMA_CCR_SS) | bFi(0, IANDMA_CCR_CC(D0R));

1171: dma_cer = GET_IANDMA_REG(IANDMA_CER_A);

1172: dma_csr = GET_IANDMA_REG(IANDMA_CSR_A);

1173:

1174: dma_cer |= bFm(IANDMA_CER_EN(D0R)) | bFm(IANDMA_CER_EN(D0T));

1175: dma_csr |= bFm(IANDMA_CSR_EN(D0R)) | bFm(IANDMA_CSR_EN(D0T));

1176:

1177: /* get interrupt when 1 pakcet is received /transmitted */

1178: dma_des_imr_rx = 0x4;

1179: dma_des_imr_tx = 0;

1180:

1181: /* store values to DMA registers */

1182: SET_IANDMA_REG(IANDMA_CBR_A, dma_cycle_budget);

1183: SET_IANDMA_REG(IANDMA_CWR_A(D0R), dma_des_rx_weight);

1184: SET_IANDMA_REG(IANDMA_CWR_A(D0T), dma_des_tx_weight);

1185: SET_IANDMA_REG(IANDMA_CCR_A, dma_ccr);

1186: SET_IANDMA_REG(IANDMA_CER_A, 0);

1187: SET_IANDMA_REG(IANDMA_CSR_A, 0);

1188: SET_IANDMA_REG(IANDMA_CER_A, dma_cer);

1189: SET_IANDMA_REG(IANDMA_CSR_A, dma_csr);

1190: SET_IANDMA_REG(IANDMA_IMR_A(D0R), dma_des_imr_rx);

1191: SET_IANDMA_REG(IANDMA_IMR_A(D0T), dma_des_imr_tx);

1192:

1193: /* clear possible pending interrupts for DES channels */

1194: tmp = GET_IANDMA_REG(IANDMA_CNT_A(D0R));

1195: tmp = GET_IANDMA_REG(IANDMA_CNT_A(D0T));

1196:

1197: /* Initialize local fifos for DMA communication.

1198: * We use four fifos:

1199: * One fifo for free pointers and one for used pointers for the rx direction

1200: * and one identical pair for the tx direction.

1201: * When transmitting a packet, one pointer is popped out of the tx free list and

1202: * inserted in the used list. This pointer is passed to DMA . In combination with

1203: * this pointer, one pointer is pulled out of the rx free list, inserted in the

1204: * rx used list, and passed to DMA. When the encryption/decryption operation is

1205: * complete, the packet is sent back from des to dma and an interrupt occurs.

1206: * The packet is copied and the pair of tx and rx pointers that were used leave

1207: * the "used" fifos and get into the "free" ones. That way, synchronization is

1208: * achieved and transfers are expected to be correct. Moreover, DMA and DES fifo

1209: * overflow is avoided

1210: */

1211:

1212: INIT_LIST_HEAD(&rx_fifo_free);

1213: INIT_LIST_HEAD(&rx_fifo_used);

1214: INIT_LIST_HEAD(&tx_fifo_free);
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1215: INIT_LIST_HEAD(&tx_fifo_used);

1216:

1217: /* fill rx and tx free fifos with local pointers */

1218: fill_fifo_desc();

1219:

1220: /* initialize fields of iandes_dev structure */

1221: iandes_dev.flows = 0;

1222: iandes_dev.rx_packets = 0;

1223: iandes_dev.tx_packets = 0;

1224: iandes_dev.dev_ids = 0;

1225: iandes_dev.opendevs = 0;

1226:

1227: iandes_dev.tx_ints = 0;

1228: iandes_dev.rx_ints = 0;

1229:

1230: /* initialize variables that are used for flow allocation */

1231: packets_to_serve = 0;

1232: min_devs = 0;

1233:

1234: for (i = 0; i < MAX_DES_FLOWS; i++) {

1235: INIT_LIST_HEAD(&dvs_for_flow[i]);

1236: flow_devs_count[i] = 0;

1237: iandes_dev.len[i] = 0;

1238: flow_lock[i].lock = 0;

1239: flow_lock[i].lock_owner = -1;

1240: flow_lock[i].change_request = 0;

1241: flow_lock[i].pending_pointers = 0;

1242: flow_lock[i].dev_counter = 0;

1243: }

1244:

1245:

1246: request_irq(IANDMA_INTERRUPT, iandma_interrupt, 0, "des", (void *) &iandes_dev);

1247: //request_irq(IANDMA_INTERRUPT, iandma_interrupt, 0, "des", NULL);

1248: up(&iandes_dev.sem);

1249: spin_lock_init(&iandes_dev.lock);

1250: return 0;

1251:

1252: }

1253:

1254: static void

1255: iandes_cleanup_module(void)

1256: {

1257: int iandes_major;

1258: printk(KERN_ALERT "IANDES_Tx: Sent %d packets\n", iandes_dev.tx_packets);

1259: printk(KERN_ALERT "IANDES_Rx: Received %d packets\n", iandes_dev.rx_packets);

1260: iandes_major = IANDES_MAJOR;

1261: unregister_chrdev(iandes_major, "des");

1262:

1263: }

1264:

1265:

1266:

1267: /*--------------------------------------------------------------------------------*/

1268: /*

1269: * Below follow some helper functions

1270: *

1271: */

1272:

1273:

1274: /* fill a fifo with fifo pointers descriptors. It used at module initialization

1275: * to fill the rx_fifo_free, tx_fifo_free queues

1276: */

1277: static void

1278: fill_fifo_desc(void)

1279: {

1280:

1281: struct fifo_ptr_desc *item;

1282: int i;

1283:

1284: /* fill rx_fifo_free first */

1285: for (i =0 ; i < MAX_DES_FIFO_LEN ; i++) {

1286: rx_pointers[i] = (unsigned long *) kmalloc(MAX_DES_BUF, GFP_KERNEL);

1287: item = (struct fifo_ptr_desc *)

1288: kmalloc(sizeof(struct fifo_ptr_desc), GFP_KERNEL);

1289: item->data = (unsigned char *) rx_pointers[i];

1290: item->ptr_num = i;

1291: item->len = 0;

1292: item->data_offt = 0;

1293: add_fifo_pointer(rx_fifo_free, item);

1294: }

1295:

1296: /* then tx_fifo_free */

1297:



126
� �
� � � y � ��� � � �Y� �

1298: for (i = 0 ; i < MAX_DES_FIFO_LEN; i++) {

1299: tx_pointers[i] = (unsigned long *) kmalloc(MAX_DES_BUF, GFP_KERNEL);

1300: item = (struct fifo_ptr_desc *)

1301: kmalloc(sizeof(struct fifo_ptr_desc), GFP_KERNEL);

1302: item->data = (unsigned char *) tx_pointers[i];

1303: item->ptr_num = i;

1304: item->len = 0;

1305: item->data_offt = 0;

1306: add_fifo_pointer(tx_fifo_free, item);

1307: }

1308:

1309: }

1310:

1311: /* get flowid : Get a flow for the opened device. It uses the total number of

1312: * opened devices to assign the number

1313: * it updates the devs_per_flow list of the the corresponding flow

1314: */

1315: static unsigned int

1316: get_flow_id(int dev_id)

1317: {

1318: struct list_head *ptr;

1319: struct devices_per_flow *item;

1320: int result, i;

1321:

1322:

1323: ptr = (struct list_head *) &dvs_for_flow[min_devs];

1324: ptr = ptr->next;

1325:

1326: item = (struct devices_per_flow *)

1327: kmalloc(sizeof(struct devices_per_flow), GFP_KERNEL);

1328: item->dev_id = dev_id;

1329: item->keys_modified = 1;

1330: list_add_tail(&item->list, ptr);

1331: flow_devs_count[min_devs]++;

1332: result = min_devs;

1333:

1334: /* find new min_devs value */

1335: for (i = 1; i < MAX_DES_FLOWS; i++)

1336: if (flow_devs_count[i] < flow_devs_count[min_devs])

1337: min_devs = i;

1338:

1339: return result; /* return flow id */

1340: }

1341:

1342:

1343:

1344: /* add item to a pointer fifo. Actually, the fifo doesn’t contain simple pointers.

1345: * Its elements are structs that are composed of a pointer that points to a packet

1346: * and an id that keeps the file descriptor of the device that uses the pointer

1347: */

1348:

1349: void

1350: add_fifo_pointer(struct list_head hlist, struct fifo_ptr_desc *new)

1351: {

1352: struct list_head *ptr;

1353:

1354: ptr = (struct list_head *) &hlist;

1355: ptr = ptr->prev;

1356: list_add_tail(&new->free_list, ptr);

1357:

1358: }

1359:

1360: /* move_fifo_pointer : Get a pointer from the head of src fifo and put it

1361: * in the tail of dst fifo

1362: */

1363:

1364: static void

1365: move_fifo_pointer(struct list_head src_list, struct list_head dst_list, int direction)

1366: {

1367: /* if direction is 0, then move from free to used, else from used to free */

1368:

1369: struct list_head *ptr1, *ptr2;

1370: struct fifo_ptr_desc *item;

1371:

1372: ptr1 = (struct list_head *) &src_list;

1373: ptr2 = (struct list_head *) &dst_list;

1374:

1375: ptr1 = ptr1->prev;

1376: ptr2 = ptr2->next;

1377: if ( direction == 0) {

1378: item = list_entry(ptr1, struct fifo_ptr_desc, free_list);

1379: list_add_tail(&item->used_list, ptr2);

1380: list_del(&item->free_list);
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1381: }

1382:

1383: if (direction == 1) {

1384: item = list_entry(ptr1, struct fifo_ptr_desc, used_list);

1385: list_add_tail(&item->free_list, ptr2);

1386: list_del(&item->used_list);

1387: }

1388:

1389: if (direction == 2) {

1390: item = list_entry(ptr1, struct fifo_ptr_desc, used_list);

1391: list_add_tail(&item->rxbuf_list, ptr2);

1392: list_del(&item->used_list);

1393: }

1394:

1395: if (direction == 3) {

1396: item = list_entry(ptr1, struct fifo_ptr_desc, rxbuf_list);

1397: list_add_tail(&item->free_list, ptr2);

1398: list_del(&item->rxbuf_list);

1399: }

1400: }

1401:

1402: /* use this function to empty fifos at module cleanup */

1403: static void

1404: remove_fifo_pointer(struct list_head list)

1405: {

1406: struct list_head *ptr;

1407: ptr = (struct list_head *) &list;

1408: ptr = ptr->prev;

1409: list_del(ptr);

1410: }

1411:

1412:

1413:

1414: /* request_fifo_ptr: This function requests a pair of fifo pointers, one from

1415: * the tx fifo and one from the rx fifo. These two pointers are removed from

1416: * their corresponding "free" fifos and inserterd in the "used" ones.

1417: * This function is called when a transmission to des begins. The pointers are

1418: * sent together to the corresponding dma channels and are released together

1419: * upon reception of the encrypted/decrypted packet.

1420: */

1421: static int

1422: request_fifo_ptr(int nonblock, struct iandes_priv *priv)

1423: {

1424: struct list_head *rx_ptr, *tx_ptr;

1425: struct fifo_ptr_desc *rx_fifoptr, *tx_fifoptr;

1426:

1427:

1428: int dev_id;

1429: unsigned int fid;

1430:

1431: fid = priv->fid;

1432: dev_id = priv->dev_id;

1433:

1434: /* block until one pointer at least is available */

1435:

1436: rx_ptr = &rx_fifo_free;

1437: while ((rx_ptr->next == &rx_fifo_free) && (rx_ptr->prev == &rx_fifo_free)){

1438: if (nonblock)

1439: return -EAGAIN;

1440: }

1441:

1442: /* now get one pointer from rx free fifo and put it in

1443: * corresponding rx used fifo

1444: */

1445: move_fifo_pointer(rx_fifo_free, rx_fifo_used, 0);

1446: rx_ptr = (struct list_head *) rx_fifo_used.next;

1447:

1448: /* initialize the rx pointer descriptor */

1449: rx_fifoptr = list_entry(rx_ptr, struct fifo_ptr_desc, used_list);

1450: rx_fifoptr->priv = (struct iandes_priv *) priv;

1451: rx_fifoptr->len = priv->rx_len;

1452: rx_fifoptr->data = priv->rx_data;

1453: rx_fifoptr->data_offt = priv->data_offt;

1454: rx_fifoptr->dec = priv->dec;

1455: rx_fifoptr->cbc = priv->cbc;

1456: priv->rx_ptr_num = rx_fifoptr->ptr_num;

1457:

1458:

1459:

1460: /* Then get the tx pointer. Again, block until one pointer is free for use */

1461: tx_ptr = &tx_fifo_free;

1462: move_fifo_pointer(tx_fifo_free, tx_fifo_used, 0);

1463: tx_ptr = tx_fifo_used.next;
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1464: tx_fifoptr = list_entry(tx_ptr, struct fifo_ptr_desc, used_list);

1465: tx_fifoptr->priv = (struct iandes_priv *) priv;

1466: tx_fifoptr->len = priv->tx_len;

1467: tx_fifoptr->data = priv->tx_data;

1468: tx_fifoptr->data_offt = priv->data_offt;

1469: tx_fifoptr->dec = priv->dec;

1470: tx_fifoptr->cbc = priv->cbc;

1471: priv->tx_ptr_num = tx_fifoptr->ptr_num;

1472: return 0;

1473: }

1474:

1475:

1476: /* set_flow_lock: Check if the keys for this flow are valid for the calling device

1477: * If not, block until all pointers for this flow are serviced and then get the lock

1478: * and set new values for the keys.

1479: */

1480: static int

1481: set_flow_lock(struct iandes_priv *priv)

1482: {

1483: unsigned int flow_id;

1484: int dev_id;

1485: struct iandes_flow_lock *fl;

1486: int set_keys;

1487:

1488: dev_id = priv->dev_id;

1489: flow_id = priv->fid;

1490:

1491: fl = (struct iandes_flow_lock *) &flow_lock[flow_id];

1492:

1493: if ( (fl->lock == 0) || ((fl->lock == 1) && (fl->lock_owner = dev_id))) {

1494: fl->lock = 1;

1495: fl->lock_owner = dev_id;

1496: return 0;

1497: }

1498:

1499: if ((fl->lock == 1) && (fl->lock_owner != dev_id) && (fl->pending_pointers == 0 )) {

1500: fl->lock_owner = dev_id;

1501: return 0;

1502: }

1503:

1504:

1505: if ((fl->lock == 1) && (fl->lock_owner != dev_id) && (fl->pending_pointers > 0))

1506: return -1;

1507:

1508: return 0;

1509: }

1510:

1511: static void

1512: release_flow_lock(struct iandes_priv *priv)

1513: {

1514: int dev_id;

1515: struct iandes_flow_lock *fl;

1516: int flow_id;

1517:

1518: dev_id = priv->dev_id;

1519: flow_id = priv->fid;

1520:

1521: fl = (struct iandes_flow_lock *) &flow_lock[flow_id];

1522: if ((!priv->pending) && (fl->lock_owner == priv->dev_id))

1523: fl->lock = 0;

1524: }

1525:

1526: /* set_flow_keys : Set the new values to the keys for a selected flow */

1527: static void

1528: set_flow_keys(struct iandes_priv *priv, int doit)

1529: {

1530:

1531: unsigned int fid, modify_keys, tmp;

1532: struct list_head *ptr, *this_flow_devs;

1533: struct devices_per_flow *item;

1534: struct iandes_flow_lock *fl;

1535:

1536:

1537:

1538: fid = priv->fid;

1539:

1540: modify_keys = 0;

1541: fl = (struct iandes_flow_lock *) &flow_lock[fid];

1542:

1543:

1544: this_flow_devs = (struct list_head *) &dvs_for_flow[fid];

1545: for (ptr = dvs_for_flow[fid].next; ptr != &dvs_for_flow[fid]; ptr = ptr-> next) {

1546: item = list_entry(ptr, struct devices_per_flow, list);
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1547: if (item->dev_id == priv->dev_id) {

1548: if (item->keys_modified == 1)

1549: modify_keys = 1;

1550: else

1551: modify_keys = 0;

1552: }

1553: }

1554:

1555: if ((modify_keys) || (doit == 1)) {

1556: /* At this point, we can safely change the key values for the selected flow */

1557: SET_IANDES_REG(IANDES_CNF_A, fid);

1558: tmp = priv->key1a;

1559: SET_IANDES_REG(IANDES_CNF_A, tmp);

1560: tmp = priv->key1b;

1561: SET_IANDES_REG(IANDES_CNF_A, tmp);

1562: tmp = priv->key2a;

1563: SET_IANDES_REG(IANDES_CNF_A, tmp);

1564: tmp = priv->key2b;

1565: SET_IANDES_REG(IANDES_CNF_A, tmp);

1566: tmp = priv->key3a;

1567: SET_IANDES_REG(IANDES_CNF_A, tmp);

1568: tmp = priv->key3b;

1569: SET_IANDES_REG(IANDES_CNF_A, tmp);

1570:

1571:

1572: this_flow_devs = (struct list_head *) &dvs_for_flow[fid];

1573: for (ptr = dvs_for_flow[fid].next; ptr != &dvs_for_flow[fid] ; ptr = ptr->next) {

1574: item = list_entry(ptr, struct devices_per_flow, list);

1575: if (item->dev_id != priv->dev_id)

1576: item->keys_modified = 1;

1577: else

1578: item->keys_modified = 0; /* this device, that called set_flows_keys, has

1579: * now valid keys

1580: */

1581: }

1582:

1583: }

1584:

1585: }

1586:

1587:

1588: /* check dma registers */

1589:

1590: static void

1591: read_iandma_regs(void)

1592: {

1593: iandma_regs dregs;

1594:

1595: /* read iandma regs */

1596: dregs.cwr_rx = GET_IANDMA_REG(IANDMA_CWR_A(D0R));

1597: dregs.cwr_tx = GET_IANDMA_REG(IANDMA_CWR_A(D0T));

1598: dregs.cbr = GET_IANDMA_REG(IANDMA_CBR_A);

1599: dregs.ccr = GET_IANDMA_REG(IANDMA_CCR_A);

1600: dregs.imr_rx = GET_IANDMA_REG(IANDMA_IMR_A(D0R));

1601: dregs.imr_tx = GET_IANDMA_REG(IANDMA_IMR_A(D0T));

1602: dregs.cmr = GET_IANDMA_REG(IANDMA_CMR_A);

1603: dregs.cer = GET_IANDMA_REG(IANDMA_CER_A);

1604: dregs.csr = GET_IANDMA_REG(IANDMA_CSR_A);

1605: dregs.isr_rx = GET_IANDMA_REG(IANDMA_ISR_A(D0R));

1606: dregs.isr_tx = GET_IANDMA_REG(IANDMA_ISR_A(D0T));

1607: dregs.cnt_rx = GET_IANDMA_REG(IANDMA_CNT_A(D0R));

1608: dregs.cnt_tx = GET_IANDMA_REG(IANDMA_CNT_A(D0T));

1609:

1610: /* print debug information */

1611:

1612: printk("IANDMA registers (for eth0)\n");

1613: printk("cwr_rx : 0x%08x\n", dregs.cwr_rx);

1614: printk("cwr_tx : 0x%08x\n", dregs.cwr_tx);

1615: printk("cbr : 0x%08x\n", dregs.cbr);

1616: printk("ccr : 0x%08x\n", dregs.ccr);

1617: printk("imr_rx : 0x%08x\n", dregs.imr_rx);

1618: printk("imr_tx : 0x%08x\n", dregs.imr_tx);

1619: printk("cmr : 0x%08x\n", dregs.cmr);

1620: printk("cer : 0x%08x\n", dregs.cer);

1621: printk("csr : 0x%08x\n", dregs.csr);

1622: printk("isr_rx : 0x%08x\n", dregs.isr_rx);

1623: printk("isr_tx : 0x%08x\n", dregs.isr_tx);

1624: printk("cnt_rx : 0x%08x\n", dregs.cnt_rx);

1625: printk("cnt_tx : 0x%08x\n", dregs.cnt_tx);

1626: }

1627:

1628:

1629:
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1630: module_init(iandes_init_module);

1631: module_exit(iandes_cleanup_module);

1632:

1633: MODULE_LICENSE("GPL");
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