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AbstractThe purpose of this diploma dissertation is the comparative study of the software-industryapproach and the academic approach to the subject of security of executable code, in theway this is addressed by modern programming languages, and the implementation of somerepresentative applications using both approaches.In our days, due to the spreading of internet, the monolithic computer systems of thepast that were concentrated in one location are replaced by more exible distributed sys-tems. It is common practise for the users of these systems to execute (directly or indirectly)code downloaded from the internet. In such a distributed environment, security and integrityof executable code is a matter of major signi�cance, as various applications (e.g. telecom-munications, electronic commerce, distance learning) depend on the quality of code that isdownloaded from the internet.In this dissertation, we �rst present the security system of the Java platform and the .NETframework, the two most popular platforms among programmers of internet applications.Subsequently, we present some solutions to the problem of language-based security proposedby the academic community. To demonstrate all these approaches, we have implementedthree applications of high security requirements:
− the Needham-Schroeder public key protocol,
− a distributed banking application, and
− an application requiring mutual exclusion of processes acting on the same data.These applications were implemented using three di�erent languages: Java, C# and Apollo.We describe the advantages and disadvantages of each implementation and conclude with anoverall comparison between the software-indusrty approach and the academic approach tothe subject of language-based security.Key wordsSecurity of executable code, programming languages, virtual machine, object-oriented pro-gramming, type systems.
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Åõ÷áñéóôßåòÊáô' áñ÷Þí èÝëù íá åõ÷áñéóôÞóù ôïí åðéâëÝðïíôá êáèçãçôÞ ôçò äéðëùìáôéêÞò ìïõ, ê. ÍßêïÐáðáóðýñïõ ãéá ôï ÷ñüíï ðïõ áöéÝñùóå óå áõôÞ ôçí åñãáóßá êáé ãéáôß ìïõ Ýäåéîå óå ðïéáêáôåýèõíóç êéíåßôáé ç Ýñåõíá óôéò ãëþóóåò ðñïãñáììáôéóìïý óÞìåñá. Åðßóçò, èÝëù íá åõ÷á-ñéóôÞóù ôï Stephen Tse ãéá ôç âïÞèåéÜ ôïõ üóïí áöïñÜ ôçí Apollo. ÔÝëïò, èÝëù íá åõ÷áñé-óôÞóù ôïõò ößëïõò-óõìöïéôçôÝò Ìé÷Üëç ÄçìÜêï êáé ÁíäñÝá Ìåíý÷ôá ãéá ôç óõíåñãáóßá ðïõåß÷áìå üëá áõôÜ ôá ÷ñüíéá. ÄçìÞôñçò ÂáñäïõëÜêçò,ÁèÞíá, 11ç Éïõëßïõ 2005.

Ç åñãáóßá áõôÞ åßíáé åðßóçò äéáèÝóéìç ùò Ôå÷íéêÞ ÁíáöïñÜ CSD-SW-TR-2-05, Åèíéêü ÌåôóüâéïÐïëõôå÷íåßï, Ó÷ïëÞ Çëåêôñïëüãùí Ìç÷áíéêþí êáé Ìç÷áíéêþí Õðïëïãéóôþí, ÔïìÝáò Ôå÷íïëïãßáòÐëçñïöïñéêÞò êáé Õðïëïãéóôþí, ÅñãáóôÞñéï Ôå÷íïëïãßáò Ëïãéóìéêïý, Éïýëéïò 2005.URL: http://www.softlab.ntua.gr/techrep/FTP: ftp://ftp.softlab.ntua.gr/pub/techrep/Ï êþäéêáò ôùí åöáñìïãþí ðïõ õëïðïéÞèçêáí ãéá ôéò áíÜãêåò ôçò ðáñïýóáò åñãáóßáò åßíáé äéáèÝóéìïòáðü ôéò ßäéåò çëåêôñïíéêÝò äéåõèýíóåéò. 9
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ÊåöÜëáéï 1ÅéóáãùãÞ1.1 ÓêïðüòÓêïðüò ôçò ðáñïýóáò äéðëùìáôéêÞò åñãáóßáò åßíáé ç óõãêñéôéêÞ ìåëÝôç ôçò âéïìç÷áíéêÞò êáéôçò áêáäçìáúêÞò ðñïóÝããéóçò óôï èÝìá ôçò áóöÜëåéáò åêôåëÝóéìïõ êþäéêá, üðùò áõôü áíôé-ìåôùðßæåôáé áðü ôéò óýã÷ñïíåò ãëþóóåò ðñïãñáììáôéóìïý. Ãéá ôï óêïðü áõôü õëïðïßçèçêáíôñåéò áíôéðñïóùðåõôéêÝò åöáñìïãÝò ìå áõîçìÝíåò áðáéôÞóåéò áóöÜëåéáò, ÷ñçóéìïðïéþíôáò êáéôéò äýï ðñïóåããßóåéò.1.2 ÁóöÜëåéá åêôåëÝóéìïõ êþäéêáÓôçí åðï÷Þ ôçò êïéíùíßáò ôçò ðëçñïöïñßáò, ôï èÝìá ôçò áîéïðéóôßáò êáé ôçò áóöÜëåéáò Ý÷åéìåãÜëç âáñýôçôá. Ïé üñïé áõôïß áöïñïýí ôå÷íïëïãßåò, õðïäïìÝò, õðçñåóßåò êáé åöáñìïãÝò ïéïðïßåò áðåõèýíïíôáé óôéò åîåëéóóüìåíåò êïéíùíéêÝò êáé ïéêïíïìéêÝò áíÜãêåò. Áðü ôçí ïðôéêÞãùíßá åíüò ìç÷áíéêïý, ï åêôåëÝóéìïò êþäéêáò åßíáé Ýíá óçìáíôéêü ôìÞìá üëùí áõôþí ôùíôå÷íïëïãéþí, õðïäïìþí, õðçñåóéþí êáé åöáñìïãþí, ãé' áõôü ç áîéïðéóôßá êáé ç áóöÜëåéÜ ôïõåßíáé ìåßæïíïò óçìáóßáò.Ç áé÷ìÞ ôçò ôå÷íïëïãßáò óôçí áíÜðôõîç ëïãéóìéêïý ìðïñåß óýíôïìá íá ðåñéãñáöåß ùò åîÞò:Ôá óõóôÞìáôá ëïãéóìéêïý åßíáé ïñãáíùìÝíá óå ïìÜäåò áðü ìéêñÝò óõíåñãáæüìåíåò äïìéêÝòìïíÜäåò ìå äçìüóéá äéáèÝóéìåò äéáðñïóùðåßåò. ÁõôÝò ôõðéêÜ ïñßæïõí ôï ðñùôüêïëëï äéáëåé-ôïõñãßáò, ôïõ ïðïßïõ üìùò ç óçìáóéïëïãßá óõíÞèùò ðåñéãñÜöåôáé ìå Ýíáí ìç-ôõðéêü ôñüðï.Ôá äïìéêÜ óôïé÷åßá áíáðôýóóïíôáé áíåîÜñôçôá ôï Ýíá áðü ôï Üëëï êáé ðéèáíþò óå äéáöïñåôé-êÝò ãëþóóåò ðñïãñáììáôéóìïý. Ç áíåîáñôçóßá ðëáôöüñìáò êáé ç äéáëåéôïõñãçóéìüôçôá åßíáéäýï âáóéêÝò ìç-ëåéôïõñãéêÝò áðáéôÞóåéò áðü ôÝôïéá óôïé÷åßá. ÅðéðëÝïí, êáèþò ç ôå÷íïëïãßáóôïõò õðïëïãéóôÝò êáé óôá äßêôõá ïëïêëçñþíåôáé óôï êáèçìåñéíü ðåñéâÜëëïí ìáò ìå ôç ìïñöÞìéêñþí \Ýîõðíùí" óõóêåõþí, áõôÝò ïé áðáéôÞóåéò ãßíïíôáé üëï êáé ðéï óçìáíôéêÝò êáé íÝåòáðáéôÞóåéò Ýñ÷ïíôáé óôï ðñïóêÞíéï.¼ðùò êÜèå ìïñöÞ äåäïìÝíùí ìðïñåß íá ìåôáöåñèåß ìÝóù äéêôýïõ áðü ìéá õðïëïãéóôéêÞ óõ-óêåõÞ óå ìéá Üëëç, Ýôóé ìðïñåß êáé ï åêôåëÝóéìïò êþäéêáò. ÕðïèÝôïíôáò üôé ï ìåôáöåñüìåíïòêþäéêáò åßíáé êáôÜëëçëïò ðñïò åêôÝëåóç óôç óõóêåõÞ-ðáñáëÞðôç, áõôÞ ç äéáäéêáóßá ìðïñåß íááðïäåé÷ôåß ðïëýôéìç êáèþò áðïôåëåß ôç âÜóç åíüò êáôáíåìçìÝíïõ óõóôÞìáôïò ëïãéóìéêïý. Çáðáßôçóç ãéá áíåîáñôçóßá ðëáôöüñìáò óôá ðëáßóéá áõôÜ åðéâÜëëåé ôçí ôõðïðïßçóç ìéáò åíäéÜ-ìåóçò ìïñöÞò êþäéêá, ç ïðïßá èá ìåôáöñÜæåôáé óå êþäéêá ìç÷áíÞò þóôå íá åêôåëåóôåß óôçíóõóêåõÞ-ðáñáëÞðôç. Ç áðáßôçóç ãéá äéáëåéôïõñãçóéìüôçôá ãßíåôáé ïëïÝíá êáé ðéï óçìáíôéêÞêáèþò ï ìåôáöåñüìåíïò êþäéêáò áíáìÝíåôáé íá ìðïñåß íá ïëïêëçñùèåß ìå êþäéêá ðïõ õðÜñ÷åéÞäç óôç óõóêåõÞ-ðáñáëÞðôç. ÅðéðëÝïí åßíáé öõóéêü íá áðáéôåßôáé ç äõíáôüôçôá ãéá äõíáìéêÞáíôéêáôÜóôáóç Þ åíçìÝñùóç ôùí äïìéêþí óôïé÷åßùí åíüò óõóôÞìáôïò ëïãéóìéêïý ÷ùñßò íáäéáêüðôïíôáé áéóèçôÜ ïé äñáóôçñéüôçôåò ôïõ óõóôÞìáôïò.Óå Ýíá ôÝôïéï êáôáíåìçìÝíï óýóôçìá ëïãéóìéêïý, äåí åßíáé äõíáôüí íá õðïèÝóåé êáíåßòüôé ï åêôåëÝóéìïò êþäéêáò åßíáé áîéüðéóôïò. Ï ìåôáöåñüìåíïò êþäéêáò ìðïñåß íá äçìéïõñãÞ-óåé ðñïâëÞìáôá, åßôå óêüðéìá (ð.÷. éïß, åðéèÝóåéò), åßôå ÷ùñßò ðñüèåóç, áí ðåñéÝ÷åé óöÜëìáôá17



ðïõ èÝôïõí óå êßíäõíï ôç óôáèåñüôçôá êáé ôçí áóöÜëåéá ôçò óõóêåõÞò-ðáñáëÞðôç. ÊáèþòÝíá ðëÞèïò åöáñìïãþí áðü äéáöïñåôéêÝò ðåñéï÷Ýò (ð.÷. ôçëåðéêïéíùíßåò, çëåêôñïíéêü åìðüñéï,ôçëåúáôñéêÞ, ìÜèçóç åî áðïóôÜóåùò) óå ìåãÜëï âáèìü åîáñôÜôáé áðü ôçí ðïéüôçôá ôïõ êþ-äéêá, åßíáé ðñïöáíÝò üôé, ãéá íá åããõçèåß êáíåßò ôçí áóöÜëåéá óôçí êïéíùíßá ôçò ãíþóçò êáéôçò ðëçñïöïñßáò, ðñåðåß íá åîáóöáëéóôåß ç ÷ùñßò ðñïâëÞìáôá óõìðåñéöïñÜ ôïõ åêôåëÝóéìïõêþäéêá.Ôá ôåëåõôáßá ÷ñüíéá Ý÷ïõí ãßíåé óçìáíôéêÜ âÞìáôá ðñïüäïõ üóïí áöïñÜ ôçí áóöÜëåéáóôéò åìðïñéêÝò ãëþóóåò ðñïãñáììáôéóìïý. Ïé ãëþóóåò Java êáé C#, ðïõ åßíáé ïé ðëÝïíäéáäåäïìÝíåò áíôéêåéìåíïóôñåöåßò ãëþóóåò, Ý÷ïõí áóöáëÞ óõóôÞìáôá ôýðùí (óå áíôßèåóç ìåðñïçãïýìåíåò ãëþóóåò üðùò ç C) êáé åðéðëÝïí, ÷ñçóéìïðïéþíôáò ôïõò óõëëÝêôåò óêïõðéäéþí,áðáëëÜóïõí ôïí ðñïãñáììáôéóôÞ áðü ôç äéáäéêáóßá äéá÷åßñéóçò ôçò ìíÞìçò (ç ïðïßá áðïôåëåßìßá áðü ôéò ðéï óõíçèéóìÝíåò ðçãÝò ëáèþí ðïõ èÝôïõí óå êßíäõíï ôçí áóöÜëåéá åíüò óõóôÞ-ìáôïò). Ïé íïçôÝò ìç÷áíÝò ðïõ áíáëáìâÜíïõí ôçí åêôÝëåóç ôùí ðñïãñáììÜôùí óå áõôÝò ôéòãëþóóåò ðáñÝ÷ïõí Ýíá åðéðëÝïí åðßðåäï áóöÜëåéáò ðñáãìáôïðïéþíôáò åëÝã÷ïõò êáôÜ ôï ÷ñüíïåêôÝëåóçò. Åðßóçò, óçìáíôéêÝò êáéíïôïìßåò Ý÷ïõí ðñïôáèåß êáé áðü ôçí áêáäçìáúêÞ êïéíüôçôáãéá ôçí áóöÜëåéá ôùí ãëùóóþí ðñïãñáììáôéóìïý. ¸÷ïõí áíáðôõ÷èåß äéÜöïñá èåùñçôéêÜ ìï-íôÝëá ãéá ôç óõíïëéêÞ áíôéìåôþðéóç ôïõ æçôÞìáôïò êáé ðáñÜëëçëá, ìå ôç óõíå÷Þ áíÜðôõîçôçò èåùñßáò ôýðùí, Ý÷ïõí áíáðôõ÷èåß éó÷õñÜ óõóôÞìáôá ôýðùí ðïõ ìðïñïýí íá åíóùìáôþóïõíðåñéïñéóìïýò áóöÜëåéáò.1.3 Óýíïøç ôçò åñãáóßáòÇ ðáñïýóá äéðëùìáôéêÞ åñãáóßá Ý÷åé ôçí áêüëïõèç äïìÞ:ÊåöÜëáéï 2. Óôï êåöÜëáéï áõôü âëÝðïõìå ðþò áíôéìåôùðßæïõí ôï èÝìá ôçò áóöÜëåéáò ç Javaêáé ç C#, ïé äýï åõñÝùò ÷ñçóéìïðïéïýìåíåò ãëþóóåò óôï äéáäßêôõï.ÊåöÜëáéï 3 Óôï êåöÜëáéï áõôü ðáñïõóéÜæïõìå äéÜöïñåò ëýóåéò ðïõ Ý÷ïõí ðñïôáèåß áðü ôçíáêáäçìáúêÞ êïéíüôçôá.ÊåöÜëáéá 4, 5 êáé 6. Óôá êåöÜëáéá áõôÜ ðáñïõóéÜæïõìå ôçí õëïðïßçóç ôñéþí åöáñìïãþíðïõ Ý÷ïõí äéáöïñåôéêÝò áðáéôÞóåéò ãéá ôçí áóöÜëåéá ç êáèåìßá.ÊåöÜëáéï 7. Óôï êåöÜëáéï áõôü åðé÷åéñïýìå ìéá óýãêñéóç ìåôáîý ôçò âéïìç÷áíéêÞò êáé ôçòáêáäçìáúêÞò ðñïóÝããéóçò óôï èÝìá ôçò áóöÜëåéáò åêôåëÝóéìïõ êþäéêá, üðùò áíôéìåôù-ðßæåôáé áðü ôéò ãëþóóåò ðñïãñáììáôéóìïý.ÐáñÜñôçìá. ÐåñéÝ÷åé ôïí ðëÞñç êþäéêá ôùí åöáñìïãþí ðïõ õëïðïéÞèçêáí.Ãéá ôçí áíÜðôõîç ôùí åöáñìïãþí óå Java ÷ñçóéìïðïéÞèçêå ôï ðåñéâÜëëïí Eclipse êáé ãéáôçí áíÜðôõîç ôùí åöáñìïãþí óå C# ÷ñçóéìïðïéÞèçêå ôï ðåñéâÜëëïí #Develop.
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ÊåöÜëáéï 2ÁóöÜëåéá óôéò åìðïñéêÝò ãëþóóåò ðñïãñáììáôéóìïýÇ ñáãäáßá åîÜðëùóç ôïõ äéáäéêôýïõ ôá ôåëåõôáßá ÷ñüíéá Ý÷åé åðéöÝñåé ôåñÜóôéåò áëëáãÝò óôïõòôïìåßò ôçò áñ÷éôåêôïíéêÞò óõóôçìÜôùí êáé ôçò ëïãéóìéêÞò ìç÷áíéêÞò (software engineering).Ôá ïãêþäç, óõãêåíôñùìÝíá óå ìéá ôïðïèåóßá õðïëïãéóôéêÜ óõóôÞìáôá Ý÷ïõí áíôéêáôáóôáèåßáðü ôá ðéï åõÝëéêôá êáôáíåìçìÝíá óõóôÞìáôá (distributed systems), ìå ôïõò õðïëïãéóôÝò íáóõíäÝïíôáé ìåôáîý ôïõò óôï ôïðéêü äßêôõï Þ ìÝóù äéáäéêôýïõ (internet).Åîáéôßáò ôùí ðáñáðÜíù åîåëßîåùí, åßíáé ðëÝïí ðïëý óýíçèåò ãéá ôïõò ÷ñÞóôåò íá åêôåëïýíÜìåóá Þ êáé Ýììåóá êþäéêá ðïõ Ý÷ïõí êáôåâÜóåé áðü ôï äéáäßêôõï. Ãéá íá ãßíåôáé áõôü áðïôå-ëåóìáôéêÜ, ï êþäéêáò ïöåßëåé íá 'íáé áíåîÜñôçôïò ôçò ðëáôöüñìáò õëïðïßçóçò, þóôå íá åßíáéóõìâáôüò ìå üëåò ôéò (äéáöïñåôéêÝò ìåôáîý ôïõò) ðëáôöüñìåò ðïõ êõêëïöïñïýí (Windows,Linux, Solaris, Macintosh ê.ëð.). ÐñÝðåé íá äéáíÝìåôáé ãñáììÝíïò ü÷é óå ãëþóóá ìç÷áíÞòáëëÜ óå ìéá åíäéÜìåóç ãëþóóá êïéíÞ ãéá üëïõò ôïõò åðåîåñãáóôÝò. ÅðéðëÝïí, óôç ìïñöÞôçò åíäéÜìåóçò ãëþóóáò åßíáé åõêïëüôåñïò ï Ýëåã÷ïò êáé ç ðéóôïðïßçóç ôïõ êþäéêá ðñïôïýáñ÷ßóåé íá åêôåëåßôáé.¸÷ïíôáò ôá ðñïáíáöåñèÝíôá ÷áñáêôçñéóôéêÜ õðüøéí, ç Sun Microsystems ðáñïõóßáóå ôï1995 ôç Java, ç ïðïßá Ýöåñå åðáíÜóôáóç óôï ÷þñï ôùí ãëùóóþí ðñïãñáììáôéóìïý êáé ãñÞ-ãïñá åîáðëþèçêå óå üëï ôï äéáäßêôõï. Ôá ðñïãñÜììáôá Java ìåôáöñÜæïíôáé óå ìéá åíäéÜìåóçãëþóóá ðïõ ïíïìÜæåôáé Java-bytecode êáé åêôåëïýíôáé óå ïðïéáäÞðïôå ðëáôöüñìá ðïõ Ý÷åéåãêáôåóôçìÝíï Ýíá õðïèåôéêü åðåîåñãáóôÞ ðïõ ïíïìÜæåôáé ÍïçôÞ Ìç÷áíÞ Java (Java VirtualMachine, JVM). Ç \ãëþóóá ìç÷áíÞò" áõôïý ôïõ \åðåîåñãáóôÞ" åßíáé ôï Java-bytecode.Áêïëïõèþíôáò ôï äñüìï ôçò Sun, ç Microsoft ðáñïõóßáóå êÜðïéá ÷ñüíéá áñãüôåñá ôïðëáßóéï .NET, ôï ïðïßï áêïëïõèåß ôçí ßäéá ëïãéêÞ ìå ôç Java. Ç âáóéêÞ äéáöïñÜ åßíáé üôéôï ðåñéâÜëëïí åêôÝëåóçò ôïõ .NET, ðïõ ïíïìÜæåôáé Êïéíü ÐåñéâÜëëïí ÅêôÝëåóçò ãéá ¼ëåòôéò Ãëþóóåò (Common Language Runtime, CLR), óå áíôßèåóç ìå ôç ÍïçôÞ Ìç÷áíÞ Java,õðïóôçñßæåé ðïëëÝò ãëþóóåò ðñïãñáììáôéóìïý êáé ü÷é ìüíï ìßá (C#, C++, Visual Basic).Ïé ãëþóóåò áõôÝò ìåôáöñÜæïíôáé óå ìéá êïéíÞ åíäéÜìåóç ãëþóóá ôçí ïðïßá åêôåëåß ôï CLR.Ç óçìáíôéêüôåñç áð' ôéò ãëþóóåò áõôÝò åßíáé áóöáëþò ç C#, ìéáò êáé ó÷åäéÜóôçêå åéäéêÜ ãéáôï ðëáßóéï .NET åíþ ïé õðüëïéðåò ðñïûðÞñ÷áí.Ç Java êáé ç C# Ý÷ïõí êÜíåé óçìáíôéêÜ âÞìáôá óôïí ôïìÝá ôçò áóöÜëåéáò ôïõ åêôåëÝóéìïõêþäéêá. Ïé áñ÷éôÝêôïíåò ôïõ .NET êáé ôçò Java åß÷áí óôï ìõáëü ôïõò ôçí áóöÜëåéá ùò Ýíááðü ôá âáóéêÜ ÷áñáêôçñéóôéêÜ ôùí óõóôçìÜôùí ôïõò êáé ü÷é óáí áìåëçôÝï ðáñÜãïíôá ðïõ èáìðïñïýóå íá ðñïóôåèåß áñãüôåñá. Ðáñ' üëá áõôÜ üìùò, åßíáé ÷áñáêôçñéóôéêü ôùí åìðïñéêþíóõóôçìÜôùí üôé ÷ñçóéìïðïéïýí åéäéêÝò ëýóåéò áíÜëïãá ìå ôï åêÜóôïôå ðñüâëçìá êáé äåíõðÜñ÷åé ìéá ðéï ãåíéêÞ-èåùñçôéêÞ áíôéìåôþðéóç óôï èÝìá ôçò áóöÜëåéáò. ÐáñáêÜôù èá äïýìåôá âáóéêÜ ÷áñáêôçñéóôéêÜ áóöáëåßáò óôç Java êáé óôç C# (êáé óôï .NET ãåíéêüôåñá).
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2.1 Ôï ìïíôÝëï áóöÜëåéáò óôçí ðëáôöüñìá Java2.1.1 Óýíôïìç ðåñéãñáöÞ ôçò Java¼ðùò åßäáìå (óåë. 19), ï ðçãáßïò êþäéêáò ôçò Java ìåôáöñÜæåôáé óå bytecode ðïõ åêôåëåßôáéáðü ôç JVM. Ç JVM ìáæß ìå ôç Äéáðñïóùðåßá Ðñïãñáììáôéóôéêþí Åöáñìïãþí (ApplicationProgramming Interface, API) óõíèÝôïõí ôçí ðëáôöüñìá Java (ó÷Þìá 2.1).
                                       Java

                                          platform

Java program

hardware-based platform

Java virtual machine

Java API

Ó÷Þìá 2.1: Äüìçóç ôçò ðëáôöüñìáò Java.¸íáò ðïëý óõíçèéóìÝíïò ôýðïò åöáñìïãþí óôç Java åßíáé ôá applets. Applet ïíïìÜæåôáéÝíá ó÷åôéêÜ ìéêñü óå ìÝãåèïò ðñüãñáììá ðïõ ÷ñçóéìïðïéåßôáé óôçí êáôáóêåõÞ äõíáìéêþíéóôïóåëßäùí. Ôï applet óôÝëíåôáé áðü ôïí åîõðçñåôçôÞ óôïí ðåñéçãçôÞ (browser) ôïõ ÷ñÞ-óôç, ï ïðïßïò ôï åêôåëåß. Ëüãù ôïõ üôé ôá applets êáôåâáßíïõí áðü ôï äéáäßêôõï, åßíáé ðéïåðéêßíäõíá ãéá ôçí áóöÜëåéá åíüò õðïëïãéóôéêïý óõóôÞìáôïò áð' üôé ï êþäéêáò ðïõ åßíáéáðïèçêåõìÝíïò ôïðéêÜ.Ç Java áêïëïõèåß ôï áíôéêåéìåíïóôñåöÝò ìïíôÝëï ðñïãñáììáôéóìïý (object oriented pro-gramming). Ï êþäéêáò äïìåßôáé óå ìÝñç ðïõ ïíïìÜæïíôáé áíôéêåßìåíá. ÊÜèå áíôéêåßìåíïåßíáé ìéá îå÷ùñéóôÞ ïíôüôçôá óôï ðñüãñáììá, Ý÷åé ôéò äéêÝò ôïõ ìåôáâëçôÝò (ðåäßá) êáé óõ-íáñôÞóåéò (ìåèüäïõò). Ôá áíôéêåßìåíá åðéêïéíùíïýí ìåôáîý ôïõò áíôáëëÜóïíôáò ìçíýìáôá,äçëÜäç êáëþíôáò ôï Ýíá ôéò ìåèüäïõò ôïõ Üëëïõ.Ôá ïìïåéäÞ áíôéêåßìåíá ïñãáíþíïíôáé óå êëÜóåéò. Ç êëÜóç åßíáé Ýíá \êáëïýðé" áð' ôïïðïßï êáôáóêåõÜæïíôáé áíôéêåßìåíá, ðïõ ãé' áõôü ôï ëüãï ëÝãïíôáé êáé óôéãìéüôõðá (instances)ôçò êëÜóçò. Ìå Üëëá ëüãéá, äýï áíôéêåßìåíá ðïõ êáôáóêåõÜóôçêáí áðü ôçí ßäéá êëÜóç Ý÷ïõíôï ßäéï ðëÞèïò êáé ôýðï ðåäßùí êáé ìåèüäùí, áëëÜ ìðïñïýí íá äéáöÝñïõí ïé ôéìÝò ôùí ðåäßùíôïõò. Ïé êëÜóåéò ïìáäïðïéïýíôáé óå ðáêÝôá (packages) ðïõ ôï êáèÝíá Ý÷åé ôï äéêü ôïõ ÷þñïïíïìÜôùí (namespace). Ãéá ðáñÜäåéãìá, ç êëÜóç SimpleClass ôïõ ðáêÝôïõ Package1 Ý÷åé ôïðëÞñåò üíïìá Package1.SimpleClass, Üñá äéáöÝñåé áðü ôçí êëÜóç Package2.SimpleClass ôïõðáêÝôïõ Package2. ¸ôóé áðïöåýãïíôáé ïé óõãêñïýóåéò ïíïìÜôùí.Ôï áíôéêåéìåíïóôñåöÝò ìïíôÝëï åðéôñÝðåé êáëÞ ïñãÜíùóç êáé ëåéôïõñãéêüôçôá óôïí êþ-äéêá, ãéáôß ç äïìÞ ôïõ ìïéÜæåé ìå ôç äïìÞ ôùí ðñáãìÜôùí óôï öõóéêü êüóìï. Ôá âáóéêÜ÷áñáêôçñéóôéêÜ óôïí áíôéêåéìåíïóôñåöÞ ðñïãñáììáôéóìü åßíáé:Êëçñïíïìéêüôçôá. ÊÜèå êëÜóç ìðïñåß íá êëçñïíïìåß ôá ðåäßá êáé ôéò ìåèüäïõò ìéáò Üë-ëçò êëÜóçò êáé íá ðñïóèÝôåé äéêÜ ôçò. Ãéá ðáñÜäåéãìá, ìðïñåß íá õðÜñ÷åé ìéá êëÜóç\åñãáæüìåíïò" áð' ôçí ïðïßá íá êëçñïíïìïýí ïé êëÜóåéò \êáèçãçôÞò", \ïäçãüò ôáîß",\áãñüôçò". ¸ôóé äçìéïõñãåßôáé ìéá éåñáñ÷ßá êëÜóåùí.Ðïëõìïñöéóìüò. Ïé êëÜóåéò åßíáé êáé áõôÝò ôýðïé ôçò ãëþóóáò. ÌÝóù ôçò éåñáñ÷ßáò êëÜ-óåùí ìðïñïýìå íá Ý÷ïõìå ðïëõìïñöéóìü óôá áíôéêåßìåíá, äçëáäÞ áí ìéá ìÝèïäïò ðáßñíåéóáí üñéóìá Ýíá áíôéêåßìåíï ôçò êëÜóçò \åñãáæüìåíïò", ôüôå èá äÝ÷åôáé êáé áíôéêåßìåíááðü ôéò êëÜóåéò \êáèçãçôÞò", \ïäçãüò ôáîß", \áãñüôçò" êáèþò êáé áðü êÜèå Üëëç õðï-êëÜóç ôçò êëÜóçò \åñãáæüìåíïò".ÅíèõëÜêùóç. Ï êþäéêáò ìðïñåß íá äïìçèåß Ýôóé þóôå Ýíá áíôéêåßìåíï áðü ìéá êëÜóç íáìç âëÝðåé êáíÝíá áðü ôá ðåäßá åíüò áíôéêåéìÝíïõ áðü Üëëç êëÜóç. Ç åðéêïéíùíßá ôïõò20



ãßíåôáé ìüíï ìÝóù ìçíõìÜôùí, äçëáäÞ ìå êëÞóåéò ôùí ìåèüäùí ôïõò. Ìå áõôü ôïíôñüðï ìðïñïýìå íá áðïêñýðôïõìå ôéò ëåðôïìÝñåéåò õëïðïßçóçò ìéáò êëÜóçò, áðü ôïí\Ýîù êüóìï", äçëáäÞ ôéò õðüëïéðåò êëÜóåéò.Åßíáé öáíåñü üôé ôá ðáñáðÜíù ÷áñáêôçñéóôéêÜ êáèþò êáé ôï éó÷õñü óýóôçìá ôýðùí ôçò JavaóõìâÜëëïõí áðïöáóéóôéêÜ óôçí áóöÜëåéá ôïõ åêôåëÝóéìïõ êþäéêá. ÅðéðëÝïí, Ç Java ðáñÝ÷åéôï ìç÷áíéóìü ôùí åîáéñÝóåùí ãéá åíÝñãåéåò ðïõ èåùñïýíôáé ìç-áðïäåêôÝò áðü ôç JVM. ¼ôáíðÜåé íá åêôåëåóôåß ìéá ôÝôïéá åíÝñãåéá, ç JVM åãåßñåé ìéá åîáßñåóç (exception) êáé áí äåí Ý÷åéãñáöôåß áðü ôïí ðñïãñáììáôéóôÞ êáôÜëëçëïò êþäéêáò ãéá ôï ÷åéñéóìü ôçò ôüôå ôï ðñüãñáììáôåñìáôßæåé. Ãéá ìéá ðëÞñç ðåñéãñáöÞ ôçò ãëþóóáò äåßôå ôá [1, 2].2.1.2 Ôï Aììïäï÷åßïÔï ìïíôÝëï áóöÜëåéáò ôçò Java ìðïñåß íá ðåñéãñáöåß ÷ñçóéìïðïéþíôáò ìåôáöïñéêÜ ôç ëÝîçáììïäï÷åßï (Sandbox). Ç Java åðéôñÝðåé óôïõò ÷ñÞóôåò íá êáôåâÜóïõí êáé íá åêôåëÝóïõí\ýðïðôï" êþäéêá (ðïõ äåí îÝñïõí Þ äåí åìðéóôåýïíôáé ôçí ðçãÞ ðñïÝëåõóÞò ôïõ) ÷ùñßò êßíäõíï,áðïìïíþíïíôáò ôïí êþäéêá óôï îå÷ùñéóôü ôïõ áììïäï÷åßï. ¸íá applet ìðïñåß íá ðñïêáëÝóåéêáôáóôñïöÝò óôï áììïäï÷åßï ôïõ, áëëÜ äåí ìðïñåß íá ðáñÝìâåé êáé íá åðçñåÜóåé Üëëá áì-ìïäï÷åßá. ÅðéðëÝïí, ìðïñïýí íá ôåèïýí ðåñéïñéóìïß ãéá ôï ôß ìðïñåß íá êÜíåé ìéá åöáñìïãÞìÝóá óôï áììïäï÷åßï ôçò, ðåôõ÷áßíïíôáò Ýôóé ôçí åêôÝëåóç ýðïðôïõ êþäéêá óå Ýìðéóôï êáéáóöáëÝò ðåñéâÜëëïí.Ôï áììïäï÷åßï óõíèÝôïõí óõíåñãáæüìåíá ôìÞìáôá ôïõ óõóôÞìáôïò, áðü äéá÷åéñéóôÝò áóöÜ-ëåéáò ðïõ åêôåëïýíôáé ðáñÜëëçëá ìå ôçí åöáñìïãÞ ìÝ÷ñé ðåñéïñéóìïýò áóöáëåßáò åíóùìáôùìÝ-íïõò óôçí ðëáôöüñìá Java êáé óôçí ßäéá ôç ãëþóóá. ÐáñáêÜôù ðåñéãñÜöåôáé ðþò ôï ìïíôÝëïáóöÜëåéáò ôçò Java êáôáóêåõÜæåé ôï áììïäï÷åßï.ÖïñôùôÞò ÊëÜóåùí (The Class Loader): Ãéá íá öïñôùèåß Ýíá applet, ï ðåñéçãçôÞò êáëåßôï öïñôùôÞ êëÜóåùí. Áõôü áðïôåëåß ôçí ðñþôç ãñáììÞ Üìõíáò óôï ìïíôÝëï áóöÜëåéáò ôçòJava, ãéáôß ï öïñôùôÞò êëÜóåùí áðïöáóßæåé áí êáé ðüôå ìðïñïýí ôá applets íá öïñôþóïõíêëÜóåéò (êþäéêá). Ïé âáóéêÝò ëåéôïõñãßåò ôïõ åßíáé:
• ÖÝñíåé ôïí êþäéêá ôïõ applet áðü êÜðïéï Üëëï õðïëïãéóôÞ.
• Äçìéïõñãåß Ýíá êáéíïýñéï ÷þñï ïíïìÜôùí ãéá êÜèå applet. ¸ôóé, ôá applets Ý÷ïõíðñüóâáóç ìüíï óôéò êëÜóåéò ôïõò êáé ôéò êëÜóåéò ôïõ Java API, ü÷é óôéò êëÜóåéò ôïõôïðéêïý ÷ñÞóôç Þ óôéò êëÜóåéò Üëëùí applets. Åðßóçò, ï öïñôùôÞò åîáóöáëßæåé üôéôá applets äå èá áíôéêáôáóôÞóïõí ôìÞìáôá ôïõ óõóôÞìáôïò, áöïý ôïõò áðáãïñåýåé íáäçìéïõñãÞóïõí äéêü ôïõò öïñôùôÞ.
• Áðáãïñåýåé óôá applets íá êáëÝóïõí ìåèüäïõò ðïõ áíÞêïõí óôï öïñôùôÞ êëÜóåùí ôïõóõóôÞìáôïò.Óôï ðåñéâÜëëïí åêôÝëåóçò ôçò Java åðéôñÝðåôáé íá õðÜñ÷ïõí ðïëëïß öïñôùôÝò ðïõ åßíáé åíåñãïßôáõôü÷ñïíá (ï êáèÝíáò ìå ôï äéêü ôïõ ÷þñï ïíïìÜôùí). Ïé ÷þñïé ïíïìÜôùí åðéôñÝðïõí óôçJVM íá ïìáäïðïéåß ôéò êëÜóåéò áíÜëïãá ìå ôçí ðñïÝëåõóÞ ôïõò (ôïðéêÝò Þ áðïìáêñõóìÝíåò).Ìå áõôü ôïí ôñüðï, ôá ýðïðôá applets Ý÷ïõí ðåñéïñéóìÝíï ÷þñï ðñüóâáóçò óôï ðåñéâÜëëïíåêôÝëåóçò êáé äåí ìðïñïýí íá åðÝìâïõí óå åõáßóèçôá äåäïìÝíá, ôïðéêÜ áñ÷åßá ê.ëð. Ìå Üëëáëüãéá, ïé ÷þñïé ïíïìÜôùí áðïôåëïýí ôçí ï÷ýñùóç óå Ýíá áììïäï÷åßï.ÐéóôïðïéçôÞò ÅíäéÜìåóïõ Êþäéêá (The Byte-Code Veri�er): ¼ðùò áíáöÝñèçêå, ïðçãáßïò êþäéêáò ôçò Java ìåôáöñÜæåôáé óå bytecode (áíåîÜñôçôï ôçò ðëáôöüñìáò õëïðïßç-óçò). Ðñïôïý äþóåé ï öïñôùôÞò Üäåéá ãéá åêôÝëåóç óå êÜðïéï applet, ï êþäéêÜò ôïõ ðñÝðåéíá ðéóôïðïéçèåß áð' ôïí ÐéóôïðïéçôÞ ÅíäéÜìåóïõ Êþäéêá. Ï ðéóôïðïéçôÞò åðéâåâáéþíåé üôéôï bytecode ôïõ applet, ðïõ ìðïñåß íá ðñïÝñ÷åôáé áðü Üëëç ðçãÞ êáé ü÷é áðü ìåôáöñáóìÝíï21



ðçãáßï êþäéêá Java, ðëçñïß ôéò ðñïäéáãñáöÝò áóöáëåßáò êáé äåí ðáñáâéÜæåé ôïõò êáíüíåò ôçòãëþóóáò. Ï ðéóôïðïéçôÞò èåùñåß äåäïìÝíï (åêôüò áí áðïäåé÷èåß ôï áíôßèåôï) üôé êÜèå ôìÞìáêþäéêá ðñïóðáèåß íá äéáóðÜóåé ôá ìÝóá áóöáëåßáò ôïõ óõóôÞìáôïò.Ãé' áõôü ôï ëüãï, ï ðéóôïðïéçôÞò åêôåëåß áñêåôïýò åëÝã÷ïõò åðéêýñùóçò ôïõ êþäéêá. Áñ-÷éêÜ åðéâåâáéþíåé üôé ï êþäéêáò óõììïñöþíåôáé ìå ôéò ðñïäéáãñáöÝò ôçò ãëþóóáò. ¸ðåéôáåöáñìüæåé (óå ÷ñüíï ìåôáãëþôôéóçò) Ýíá åíóùìáôùìÝíï óýóôçìá áðïäåßîåùí (theorem prover)óôïí êþäéêá ãéá íá åîåôÜóåé áí ôï applet ðñïóðáèåß íá ðëáóôïãñáöÞóåé äåßêôåò Þ íá ðáñáêÜì-øåé ðåñéïñéóìïýò ðñüóâáóçò ãéá íá áðïêôÞóåé ðñüóâáóç óå ôïðéêü êþäéêá. Ï ðéóôïðïéçôÞòåîáóöáëßæåé üôé:
• Ï ìåôáöñáóìÝíïò êþäéêáò åßíáé óùóôÜ äïìçìÝíïò.
• Ïé óôïßâåò äå èá õðåñ÷åéëßóïõí/õðï÷åéëßóïõí, ãéáôß áí óõìâåß áõôü ï ýðïðôïò êþäéêáòáðïêôÜ ðñüóâáóç óå Üó÷åôá ìå ôï applet äåäïìÝíá ìå áðñüâëåðôåò óõíÝðåéåò. Áõôüò ïôýðïò åðßèåóçò Ý÷åé åðéöÝñåé ðïëëÝò äéáññïÝò áóöÜëåéáò óôï ðáñåëèüí.
• Äå èá óõìâïýí ìç-åðéôñåðôÝò ìåôáôñïðÝò ôýðùí. Ãéá ðáñÜäåéãìá, äå èá åðéôñáðåß óåáêÝñáéïõò íá ìåôáôñáðïýí óå äåßêôåò, ãéá íá ìçí õðÜñîåé ðñüóâáóç óå áðáãïñåõìÝíåòðåñéï÷Ýò ôçò ìíÞìçò.
• Ïé åíôïëÝò ôïõ bytecode Ý÷ïõí ôï óùóôü ôýðï óôéò ðáñáìÝôñïõò ôïõò (ãéá ôïí ßäéï ëüãïüðùò ðáñáðÜíù).
• ¼ëåò ïé ðñïóâáóåéò óå ðåäßá áíôéêåéìÝíùí åßíáé íüìéìåò, äçëáäÞ ôá éäéùôéêÜ ðåäßá åíüòáíôéêåéìÝíïõ ðáñáìÝíïõí üíôùò éäéùôéêÜ.Ìå ôç ÷ñçóéìïðïßçóç ôïõ ðéóôïðïéçôÞ åíäéÜìåóïõ êþäéêá ç Java ðéóôïðïéåß êÜèå ýðïðôïôìÞìá êþäéêá ðñéí ôïõ åðéôñÝøåé íá åêôåëåóôåß óôï ÷þñï ïíïìÜôùí ôïõ. ¸ôóé, åíþ ïé ÷þñïéïíïìÜôùí äéáóöáëßæïõí üôé êáíÝíá applet äåí ìðïñåß íá åðçñåÜóåé ôï õðüëïéðï ðåñéâÜëëïíåêôÝëåóçò, ï ðéóôïðïéçôÞò äéáóöáëßæåé üôé êáíÝíá applet äåí ðñïêáëåß êáôáóôñïöÝò åíôüò ôïõ÷þñïõ ïíïìÜôùí ôïõ. ÔåëéêÜ ç JVM èá åêôåëÝóåé ìüíï ôïí êþäéêá ðïõ ðÝñáóå åðéôõ÷þò áðüôïí ðéóôïðïéçôÞ.Äéá÷åéñéóôÞò ÁóöÜëåéáò (The Security Manager): Ôï ðéï óçìáíôéêü ôìÞìá ôïõ ìï-íôÝëïõ áóöÜëåéáò ôçò Java åßíáé ï äéá÷åéñéóôÞò áóöÜëåéáò. Ç äïõëåéÜ ôïõ åßíáé íá åêôåëåßåëÝã÷ïõò êáôÜ ôï ÷ñüíï åêôÝëåóçò. ÅëÝã÷åé äçëáäÞ ìåèüäïõò ðïõ èÝëïõí íá ÷ñçóéìïðïé-Þóïõí ôï óýóôçìá åéóüäïõ-åîüäïõ, íá Ý÷ïõí ðñüóâáóç óôï äßêôõï Þ íá ïñßóïõí êáéíïýñéïöïñôùôÞ êëÜóåùí. Óôéò ðåñéðôþóåéò áõôÝò, ï äéá÷åéñéóôÞò áóöÜëåéáò Ý÷åé ôï äéêáßùìá íááóêÞóåé âÝôï. Ãéá ðáñÜäåéãìá, áí Ýíá applet êáëÝóåé ìéá ìÝèïäï read, ç JVM óõìâïõëåýåôáéôï äéá÷åéñéóôÞ áóöÜëåéáò. Áõôüò èá äþóåé ôçí Üäåéá ãéá ôçí åíÝñãåéá ìüíï áí åìðéóôåýåôáéôï applet, áëëéþò èá áðïññßøåé ôçí áßôçóç ãéá äéÜâáóìá. Áðü ôá ðáñáðÜíù åßíáé öáíåñü üôéïé åíóùìáôùìÝíåò êëÜóåéò ôçò ãëþóóáò Ý÷ïõí ëéãüôåñïõò ðåñéïñéóìïýò áðü ôïí êþäéêá ðïõêáôåâáßíåé ìÝóù äéáäéêôýïõ. Ðáñáôçñïýìå üôé ç äïõëåéÜ ôïõ äéá÷åéñéóôÞ áóöÜëåéáò åßíáé íáåðéâëÝðåé ôá óýíïñá ôùí áììïäï÷åßùí êáôÜ ôï ÷ñüíï åêôÝëåóçò. ÌåñéêÜ áðü ôá êáèÞêïíôÜôïõ åßíáé:
• íá äéá÷åéñßæåôáé ôéò ëåéôïõñãßåò ìÝóù sockets.
• íá áðáãïñåýåé ôçí ðñüóâáóç óå åìðéóôåõôéêÜ äåäïìÝíá üðùò ôá áñ÷åßá, ôá ðñïóùðéêÜóôïé÷åßá ÷ñçóôþí ê.ëð.
• íá áðáãïñåýåé ôçí ðñüóâáóç óôéò õðÜñ÷ïõóåò äéåñãáóßåò ôïõ ëåéôïõñãéêïý óõóôÞìáôïòêáé ôç äçìéïõñãßá êáéíïýñéùí.
• íá åðéâëÝðåé ôçí áëëçëåðßäñáóç ôùí íçìÜôùí åêôÝëåóçò (threads).22



Ãéá íá åîáóöáëéóôåß ç óõììüñöùóç ìå ôçí ðïëéôéêÞ áóöáëåßáò, áêüìá êáé ïé ìÝèïäïé ðïõáíÞêïõí óôéò åíóùìáôùìÝíåò óôç ãëþóóá âéâëéïèÞêåò ñùôïýí ôï äéá÷åéñéóôÞ áóöÜëåéáò ðñï-ôïý åêôåëÝóïõí ìéá åíäå÷ïìÝíùò åðéêßíäõíç ëåéôïõñãßá. ÅðéðëÝïí, ï äéá÷åéñéóôÞò áóöÜëåéáòìðïñåß íá ÷áëáñþóåé/åíäõíáìþóåé ôçí ðïëéôéêÞ áóöáëåßáò áíÜëïãá ìå ôïí êþäéêá ðïõ åîåôÜ-æåé. ¸ôóé, ï äéá÷åéñéóôÞò åíüò õðïëïãéóôéêïý óõóôÞìáôïò ìðïñåß íá äçìéïõñãÞóåé âáèìßäåòáóöáëåßáò· êþäéêáò áðü Ýìðéóôç ôïðïèåóßá áðïëáìâÜíåé ðåñéóóüôåñá äéêáéþìáôá áðü êþäéêáýðïðôçò ðñïÝëåõóçò.2.1.3 Ðåäßá Ðñïóôáóßáò ôçò Java¸íá Üëëï âáóéêü óõóôáôéêü ôïõ ìïíôÝëïõ áóöÜëåéáò ôçò Java åßíáé ôá ðåäßá ðñïóôáóßáò. Ðå-äßï ðñïóôáóßáò (Protection Domain) åßíáé ôï ôìÞìá ôïõ óõóôÞìáôïò ðïõ åßíáé áðåõèåßáò ðñï-óâÜóéìï áðü ôï óýíïëï áíôéêåéìÝíùí ðïõ äéá÷åéñßæåôáé Ýíá principal. Principal ïíïìÜæïõìåêÜèå áõôüíïìç ïíôüôçôá óôçí ïðïßá åðéôñÝðåôáé/áðáãïñåýåôáé ç ðñüóâáóç óôïõò ðüñïõò ôïõóõóôÞìáôïò áðü ôï äéá÷åéñéóôÞ áóöÜëåéáò. Ôï áììïäï÷åßï ðïõ áíáëýóáìå óôçí ðñïçãïýìåíçåíüôçôá åßíáé óôçí ïõóßá Ýíá ðåäßï ðñïóôáóßáò ìå ðñïêáèïñéóìÝíï óýíïñï.Ôá ðåäßá ðñïóôáóßáò áðïôåëïýí Ýíá áðïôåëåóìáôéêü ìç÷áíéóìü ãéá ïìáäïðïßçóç/áðïìü-íùóç ìåôáîý åíïôÞôùí ðñïóôáóßáò. Ãéá ðáñÜäåéãìá, ìðïñïýìå íá áðïìïíþóïõìå ôá äéáöïñå-ôéêÜ ðåäßá ðñïóôáóßáò, Ýôóé þóôå êÜèå åðéôñåðôÞ áëëçëåðßäñáóç íá ãßíåôáé åßôå ìÝóù Ýìðéóôïõêþäéêá óõôÞìáôïò åßôå áöïý åãêñéèåß áðü üëá ôá ðåäßá ðñïóôáóßáò ðïõ áëëçëåðéäñïýí. ÅäþðñÝðåé íá óçìåéùèåß üôé üëïé ïé ìç÷áíéóìïß ðñïóôáóßáò ðïõ áíáðôý÷èçêáí óå ðñïçãïýìåíåòåíüôçôåò éó÷ýïõí êáé áí ðñïóôåèåß ï ìç÷áíéóìüò ôùí ðåäßùí ðñïóôáóßáò óôï óýóôçìá.Ôá ðåäßá ðñïóôáóßáò êáôáôÜóóïíôáé óå äýï îÝíåò ìåôáîý ôïõò êáôçãïñßåò: ðåäßï óõóôÞ-ìáôïò êáé ðåäßï åöáñìïãþí. Ïé ðüñïé ôïõ óõóôÞìáôïò üðùò ôï óýóôçìá áñ÷åßùí, ç ðñüóâáóçóôï äßêôõï, ç ïèüíç, ôï ðëçêôñïëüãéï ê.á. ðñÝðåé íá åßíáé ðñïóâÜóéìïé ìüíï ìÝóù ðåäßùí óõ-óôÞìáôïò. Óôï ó÷Þìá 2.2 öáßíåôáé ç äéÜôáîç ôùí ðåäßùí ðñïóôáóßáò óôï ðåñéâÜëëïí åêôÝëåóçòôçò Java. ¸íá ðåäßï ðñïóôáóßáò ðåñéÝ÷åé ôéò êëÜóåéò ðïõ ôá áíôéêåßìåíÜ ôïõò Ý÷ïõí ôï ßäéï
system domain

Net I\O File I\O AWT printer

App-2App-1 App-n...

Ó÷Þìá 2.2: ÄéÜôáîç Ðåäßùí Ðñïóôáóßáò.óýíïëï áäåéþí ðñüóâáóçò. Ôá óýíïñá ôùí ðåäßùí ðñïóôáóßáò êáèïñßæïíôáé áðü ôçí ðïëéôéêÞáóöáëåßáò óôï åêÜóôïôå õðïëïãéóôéêü óýóôçìá. Ôï ðåñéâÜëëïí åêôÝëåóçò áíôéóôïé÷ßæåé ôéòêëÜóåéò óôá ðåäßá ðñïóôáóßáò êáé áêïëïýèùò óôéò Üäåéåò ðñüóâáóçò, üðùò öáßíåôáé êáé óôïó÷Þìá 2.3.¸íá íÞìá åêôÝëåóçò ìðïñåß íá åìðßðôåé åî' ïëïêëÞñïõ óå Ýíá ðåäßï ðñïóôáóßáò Þ ìðïñåß íáåêôåßíåôáé óå êÜðïéï ðåäßï åöáñìïãþí êáé óôï ðåäßï óõóôÞìáôïò. Ãéá ðáñÜäåéãìá, ìéá åöáñ-ìïãÞ ðïõ åìöáíßæåé Ýíá ìÞíõìá ðñÝðåé áíáãêáóôéêÜ íá áëëçëåðéäñÜóåé ìå ôï ðåäßï óõóôÞìáôïòãéáôß åßíáé ï ìüíïò ôñüðïò ðñüóâáóçò óå ìéá óõóêåõÞ åîüäïõ. Óå áõôÞ ôçí ðåñßðôùóç, åßíáéóçìáíôéêü íá ìçí áõîçèïýí ïé Üäåéåò ðñüóâáóçò ôïõ ðåäßïõ åöáñìïãþí üôáí êáëåß ôï ðåäßïóõóôÞìáôïò ãéá íá ìçí õðÜñîïõí åðéðëïêÝò óôçí áóöÜëåéá. Ôï ßäéï ðñÝðåé íá óõìâáßíåé êáéóôçí áíôßóôñïöç ðåñßðôùóç, üôáí äçëáäÞ ôï ðåäßï óõóôÞìáôïò êáëåß Ýíá ðåäßï åöáñìïãþí. ÌåÜëëá ëüãéá, äåí ðñÝðåé íá áõîÜíïíôáé ôá äéêáéþìáôá åíüò ëéãüôåñï éó÷õñïý ðåäßïõ ðñïóôáóßáòüôáí êáëåß Þ üôáí êáëåßôáé áðü Ýíá ðéï éó÷õñü ðåäßï ðñïóôáóßáò. 23
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Ó÷Þìá 2.3: Áíôéóôïß÷éóç ôùí êëÜóåùí óôá ðåäßá ðñïóôáóßáò.Óôç ãåíéêÞ ðåñßðôùóç ðïõ Ýíá íÞìá åêôÝëåóçò äéáó÷ßæåé ðåñéóóüôåñá áðü Ýíá ðåäßá ðñï-óôáóßáò ðñÝðåé íá éó÷ýïõí ôá ðáñáêÜôù:
• Ôï óýíïëï áäåéþí åíüò ôÝôïéïõ íÞìáôïò âñßóêåôáé áðü ôçí ôïìÞ ôùí óõíüëùí áäåéþíôùí ðåäßùí ðñïóôáóßáò ðïõ äéáó÷ßæåé.
• ¼ôáí Ýíá ôìÞìá êþäéêá êáëåß ôç ìÝèïäï doPrivileged (ðåñéãñÜöåôáé ðáñáêÜôù), ôïóýíïëï áäåéþí ôïõ íÞìáôïò åêôÝëåóçò ðåñéëáìâÜíåé ìéá Üäåéá ìüíï áí áõôÞ äßíåôáé áðüüëá ôá ðåäßá ðñïóôáóßáò ðïõ êáëïýíôáé.Ç ìÝèïäïò doPrivileged åðéôñÝðåé óå Ýíá Ýìðéóôï ôìÞìá êþäéêá íá áðïêôÞóåé ðñïóùñéíÞ ðñü-óâáóç óå ðåñéóóüôåñïõò ðüñïõò ôïõ óõóôÞìáôïò áðü üóïõò áñ÷éêÜ äéáôÝèçêáí óôçí åöáñìïãÞðïõ ôï ðåñéÝ÷åé. Áõôü åßíáé áðáñáßôçôï óå êÜðïéåò ðåñéðôþóåéò. Ãéá ðáñÜäåéãìá, ìéá åöáñìïãÞäåí Ý÷åé ðñüóâáóç óôá áñ÷åßá ðïõ ðåñéÝ÷ïõí ãñáììáôïóåéñÝò, áëëÜ ìéá äéåñãáóßá óõóôÞìáôïòðñÝðåé íá ôéò ÷ñçóéìïðïéÞóåé åê ìÝñïõò ôïõ ÷ñÞóôç ãéá íá ôõðþóåé Ýíá êåßìåíï. Ç ìÝèïäïòdoPrivileged ÷ñçóéìïðïéåßôáé áðü ôï ðåäßï óõóôÞìáôïò ãéá íá ëõèåß ôï ðñüâëçìá· ìÜëéóôá çìÝèïäïò åßíáé äéáèÝóéìç óå üëá ôá ðåäßá ðñïóôáóßáò.Óôï ÷ñüíï åêôÝëåóçò, üôáí ãßíåôáé áßôçóç ãéá ÷ñÞóç êÜðïéïõ ðüñïõ ôïõ óõóôÞìáôïò,ï êþäéêáò ðïõ ôç ÷åéñßæåôáé êáëåß ìéá ìÝèïäï ðïõ áðïôéìÜ ôçí áßôçóç êáé áðïöáóßæåé áíðñÝðåé íá åãêñéèåß Þ íá áðïññéöèåß. Ïé äýï êáíüíåò ãéá ôçí áðïôßìçóç ôÝôïéùí áéôÞóåùíáíáöÝñèçêáí ðáñáðÜíù. Áõôü ðïõ ãßíåôáé óõíÞèùò åßíáé íá åîåôÜæïíôáé ïé Üäåéåò ðïõ äüèçêáíóå ðáñåìöåñåßò êëÞóåéò óôï ðáñåëèüí êáé áí åãêñéèåß ç áßôçóç ôüôå ç ìÝèïäïò åðéóôñÝöåéêáíïíéêÜ, áëëéþò êáëåß ìéá åîáßñåóç áóöáëåßáò.ÔÝëïò, áíáöÝñïõìå üôé êÜèå ðåäßï ðñïóôáóßáò ìðïñåß íá õëïðïéåß åðéðñüóèåôïõò ðåñéïñé-óìïýò áóöáëåßáò ìÝóá óôá óýíïñÜ ôïõ. Ãéá ðáñÜäåéãìá, ìéá åöáñìïãÞ ôñáðåæéêþí óõíáë-ëáãþí ðñÝðåé íá Ý÷åé ìç÷áíéóìïýò ðñïóôáóßáò ãéá ôïõò ëïãáñéáóìïýò, ôïõò ðåëÜôåò ê.ëð. Çóçìáóéïëïãßá ôÝôïéùí ðñïâëçìÜôùí åßíáé äýóêïëï íá ïñéóôåß êáé íá áíôéìåôùðéóôåß áðü ôïJava2SDK. Ðáñ' üëá áõôÜ, õðÜñ÷ïõí Ýôïéìåò óõíáñôÞóåéò óôéò âéâëéïèÞêåò ôçò ãëþóóáò ðïõìðïñïýí íá öáíïýí ÷ñÞóéìåò óôïõò ðñïãñáììáôéóôÝò ôÝôïéùí åöáñìïãþí.2.1.4 ÁóöáëÞò åðéêïéíùíßá ìåôáîý áðïìáêñõóìÝíùí ÷ñçóôþíÓôéò ðáñáãñÜöïõò 2.1.2 êáé 2.1.3 ðåñéãñÜøáìå ôïõò ìç÷áíéóìïýò ôçò Java ãéá ôçí áóöáëÞåêôÝëåóç ýðïðôïõ êþäéêá. Åêôüò áðü áõôü, åßíáé ðïëý óçìáíôéêü íá ãßíåôáé ðéóôïðïßçóç ôçòðçãÞò ðñïÝëåõóçò ôïõ êþäéêá. ¸íáò ÷ñÞóôçò ðñÝðåé íá ãíùñßæåé üôé áõôüò ðïõ âñßóêåôáéóôçí Üëëç Üêñç ôçò ãñáììÞò åßíáé üíôùò áõôüò ìå ôïí ïðïßï èÝëåé íá åðéêïéíùíÞóåé êáé ü÷éêÜðïéïò åéóâïëÝáò ðïõ ðáñåìâÜëëåôáé óôç ãñáììÞ. Åðßóçò ðñÝðåé íá ãíùñßæåé üôé ï êþäéêáòðïõ êáôÝâáóå åßíáé üíôùò áõôüò ðïõ Þèåëå íá êáôåâÜóåé êáé äåí áíôéêáôáóôÜèçêå áðü êÜðïéïáíôßãñáöï.24



Ç Java ðáñÝ÷åé ðáêÝôá üðùò ôï java.security êáé ôï javax.crypto ãéá ôçí áóöáëÞ åðé-êïéíùíßá ìåôáîý áðïìáêñõóìÝíùí ÷ñçóôþí. ËåðôïìåñÞ ðåñéãñáöÞ ôùí ðáêÝôùí èá âñåßôå óôï[1]. Óôá ðáêÝôá áõôÜ ðáñÝ÷ïíôáé êëÜóåéò ãéá ðáñáãùãÞ øçöéáêþí õðïãñáöþí, óõíáñôÞóåéòêáôáêåñìáôéóìïý êáé ãéá óõììåôñéêÞ êáé áóýììåôñç êñõðôïãñÜöçóç. Õðïóôçñßæïíôáé áëãü-ñéèìïé üðùò DiÆe-Hellman ãéá ôçí ðñïêáôáíïìÞ êëåéäéþí, RSA ãéá ôçí ðáñáãùãÞ øçöéáêþíõðïãñáöþí, DES, DSA, RC2 êáé Üëëïé. ¸íáò áðïóôïëÝáò ìðïñåß íá óõìðéÝóåé ôïí êþäéêÜôïõ êáé ôá áðáñáßôçôá ìåôáäåäïìÝíá ãéá Ýíá ðñüãñáììá óå Ýíá JAR (Java ARchive) áñ÷åßïêáé ìåôÜ íá ôï õðïãñÜøåé ÷ñçóéìïðïéþíôáò ìéá øçöéáêÞ õðïãñáöÞ. Ï ðáñáëÞðôçò ôïõ êþäéêáìðïñåß íá äéáðéóôþóåé ôçí áõèåíôéêüôçôá ôçò ðçãÞò åîåôÜæïíôáò ôç ãíçóéüôçôá ôçò õðïãñáöÞò.ÔÝëïò, ç Java ðáñÝ÷åé êëÜóåéò ãéá ôç äçìéïõñãßá Ëéóôþí Åëåã÷üìåíçò Ðñïóâáóçò (AccessControl Lists). Ïé ëßóôåò áõôÝò ÷ñçóéìïðïéïýíôáé ãéá íá åðéôñÝðïõí/áðáãïñåýïõí óôïõò ÷ñÞ-óôåò åíüò óõóôÞìáôïò ôçí ðñüóâáóç óôïõò ðüñïõò ôïõ. Ãéá ðåñéóóüôåñåò ðëçñïöïñßåò ãéá ôïìïíôÝëï áóöÜëåéáò ôçò Java äåßôå ôá [5, 21].2.2 Ôï ìïíôÝëï áóöÜëåéáò óôï ðëáßóéï .NET êáé ôç C#2.2.1 Óýíôïìç ðåñéãñáöÞ ôïõ ðëáéóßïõ .NET êáé ôçò C#Ôï ðëáßóéï .NET åßíáé Ýíá ðåñéâÜëëïí áíÜðôõîçò ëïãéóìéêïý ðïõ äçìéïõñãÞèçêå áð' ôç Mi-crosoft. ¼ðùò êáé óôçí ðëáôöüñìá Java, ôá ðñïãñÜììáôá ðïõ åêôåëïýíôáé óôçí ðëáôöüñìá.NET ìåôáöñÜæïíôáé óå ìéá åíäéÜìåóç ãëþóóá, ôçí MSIL (Microsoft Intermediate Language)êáé ìåôÜ åêôåëïýíôáé áðü Ýíá õðïèåôéêü åðåîåñãáóôÞ ðïõ ïíïìÜæåôáé Êïéíü ÐåñéâÜëëïí ÅêôÝ-ëåóçò ãéá ¼ëåò ôéò Ãëþóóåò. Ç ðëáôöüñìá .NET õðïóôçñßæåé ðïëëÝò ãëþóóåò ðñïãñáììáôé-óìïý, êáé üëåò ìåôáöñÜæïíôáé óôçí MSIL ðñéí åêôåëåóôïýí. Ìå áõôü ôïí ôñüðï åðéôñÝðåôáé ç\áöïìïßùóç" ìåôáîý ôùí ãëùóóþí êáé õðÜñ÷åé äõíáôüôçôá áíÜðôõîçò ìéáò åöáñìïãÞò ÷ñçóé-ìïðïéþíôáò ðÜíù áðü ìßá ãëþóóåò. Ôï ðëáßóéï .NET ðáñÝ÷åé Ýíá êïéíü óýóôçìá ôýðùí ãéáüëåò ôéò ãëþóóåò ðïõ ôñÝ÷ïõí óôï CLR, ðïõ ïíïìÜæåôáé Common Type System (CTS). ÔïCTS ïñßæåé ôá ìåãÝèç ôùí âáóéêþí ôýðùí äåäïìÝíùí êáé üëåò ïé ãëþóóåò ðïõ ôñÝ÷ïõí óôïCLR ðñÝðåé íá áêïëïõèïýí ôéò ðñïäéáãñáöÝò ôïõ. Ïñßæïíôáò ôá ìåãÝèç ôùí ôýðùí, ôï CTSâïçèÜåé óôçí áíåîáñôçóßá ôïõ êþäéêá áðü ôçí ðëáôöüñìá õëïðïßçóçò. Ç ðëáôöüñìá .NET,üðùò êáé ç ðëáôöüñìá Java, õðïóôçñßæåé áõôüìáôç äéá÷åßñçóç ìíÞìçò ÷ñçóéìïðïéþíôáò óõë-ëïãÞ óêïõðéäéþí (garbage collection). ÔÝëïò, äßíåé ôç äõíáôüôçôá ôçò êëÞóçò unmanagedêþäéêá, äçëáäÞ êþäéêá ðïõ äåí ôñÝ÷åé óôï CLR, üðùò DLL âéâëéïèÞêåò êáé êþäéêá ðïõ áêï-ëïõèåß ôï COM ìïíôÝëï.Ç C# åßíáé ç ìüíç ãëþóóá ðïõ êáôáóêåõÜóôçêå åéäéêÜ ãéá ôï ðëáßóéï .NET. ¸÷åé ðÜñåéáñêåôÜ ÷áñáêôçñéóôéêÜ áðü ôç C++ êáé ôç Java, áêïëïõèåß äçëáäÞ ôï áíôéêåéìåíïóôñåöÝòìïíôÝëï ðñïãñáììáôéóìïý. ÐïëëÝò ìÝèïäïé ôçò C# êáé ôçò Java Ý÷ïõí áêñéâþò ôï ßäéïüíïìá, ìå ôç äéáöïñÜ üôé óôç C# ôá ïíüìáôá ôùí ìåèüäùí îåêéíÜíå ìå êåöáëáßï ãñÜììá åíþóôç Java ìå ìéêñü. Ïé êëÜóåéò ôçò C# ïìáäïðïéïýíôáé óå ÷þñïõò ïíïìÜôùí (namespaces).Åðßóçò, ç C# õðïóôçñßæåé êáé áõôÞ ôï ìç÷áíéóìü ôùí åîáéñÝóåùí. ÕðÜñ÷ïõí üìùò êáé áñêåôÝòäéáöïñÝò áðü ôç Java. ÌåñéêÝò áð' áõôÝò åßíáé:
• Ìðïñåß íá õðÜñ÷åé ìåôáâëçôüò áñéèìüò ðáñáìÝôñùí óå ìéá óõíÜñôçóç.
• Õðïóôçñßæåôáé ôï ðÝñáóìá ðáñáìÝôñùí êáô' áíáöïñÜ ìå ôç ÷ñÞóç ôùí ôåëåóôþí ref, out.
• Ç åíôïëÞ foreach.
• Ç åíôïëÞ goto.
• Ïäçãßåò óôïí ðñïåðåîåñãáóôÞ.
• Ïñéæüìåíåò áðü ôï ÷ñÞóôç ìåôáôñïðÝò ôýðùí. 25



ËåðôïìåñÞ ðåñéãñáöÞ ôçò C# êáé ôùí Ýôïéìùí âéâëéïèçêþí ôïõ ðëáéóßïõ .NET èá âñåßôå óôá[3, 10].2.2.2 ÁóöÜëåéá ÂáóéóìÝíç óå ÁðïäåßîåéòÔï ìïíôÝëï áóöÜëåéáò ôïõ ðëáéóßïõ .NET âáóßæåôáé óå Ýíá ôñïðïðïéÞóéìï óýíïëï êáíüíùíðïõ ïíïìÜæåôáé ðïëéôéêÞ áóöáëåßáò. ¸ôóé, Ýíáò ÷ñÞóôçò Þ ï äéá÷åéñéóôÞò åíüò õðïëïãéóôé-êïý óõóôÞìáôïò ìðïñåß íá ïñßóåé ðüôå åìðéóôåýåôáé Ýíá ôìÞìá êþäéêá êáé áíáëüãùò íá ôïõäßíåé/áðáãïñåýåé ôçí ðñüóâáóç óå ôïðéêïýò ðüñïõò Þ, óôç ÷åéñüôåñç ðåñßðôùóç, íá ìçí ôïáöÞíåé êáí íá åêôåëåóôåß.Ï êþäéêáò ðïõ ðñïïñßæåôáé ãéá åêôÝëåóç óôï CLR ïñãáíþíåôáé óå åíüôçôåò ðïõ ëÝãïíôáéassemblies. ¼ôáí öïñôþíåé ôïí êþäéêá, ôï CLR åîåôÜæåé ôéò áðïäåßîåéò ðïõ ðåñéëáìâÜíïíôáéóå Ýíá assembly, üðùò ôçí øçöéáêÞ õðïãñáöÞ ôïõ äçìéïõñãïý ôïõ Þ ôçí ðñïÝëåõóÞ ôïõ. ÁíÜ-ëïãá ìå ôéò áðïäåßîåéò, ôï CLR êáôáôÜóóåé ôï assembly óôçí êáôÜëëçëç ïìÜäá êþäéêá (codegroup). ÊÜèå ïìÜäá êþäéêá åßíáé ïñéóìÝíç Ýôóé þóôå íá åîåôÜæåé ãéá ôçí ýðáñîç óõãêåêñé-ìÝíùí áðïäåßîåùí êáé íá áíôéóôïé÷åß óôéò áíÜëïãåò Üäåéåò ðñüóâáóçò (permissions). ¸ôóé,üôáí Ýíá assembly êáôáôÜóóåôáé óå ìéá ïìÜäá êþäéêá áðïëáìâÜíåé ôéò áíôßóôïé÷åò Üäåéåò ðïõáíáëïãïýí óôçí ïìÜäá áõôÞ.Ïé Üäåéåò åßíáé áíôéêåßìåíá ðïõ êáèïñßæïõí ôçí ðñüóâáóç óå ðñïóôáôåõüìåíïõò ðüñïõòôïõ óõóôÞìáôïò. ÊÜèå ôÝôïéï áíôéêåßìåíï Ý÷åé ðáñáìÝôñïõò ðïõ ðñïóáñìüæïíôáé Ýôóé þóôå íáìðïñåß íá ðáñáóôÞóåé ðïëëÝò äéáöïñåôéêÝò Üäåéåò ðñüóâáóçò. Ãéá ðáñÜäåéãìá, ôï áíôéêåßìåíïFileIOPermission áíôéðñïóùðåýåé ôá äéêáéþìáôá äçìéïõñãßáò/áíÜãíùóçò/åããñáöÞò/ôñï-ðïðïßçóçò åíüò áñ÷åßïõ· áíÜëïãá ìå ôéò ðáñáìÝôñïõò ôïõ ìðïñåß íá äßíåé Üäåéá áíÜãíùóçòåíüò áñ÷åßïõ, Üäåéá áíÜãíùóçò/åããñáöÞò åíüò áñ÷åßïõ Þ êáé Üäåéá áíÜãíùóçò üëùí ôùíáñ÷åßùí åíüò öáêÝëïõ. Ïé ðáñÜìåôñïé áõôÝò ñõèìßæïíôáé áðü ôï äéá÷åéñéóôÞ ôïõ óõóôÞìá-ôïò. ¸ôóé, ðáñüëï ðïõ êÜèå åöáñìïãÞ ìðïñåß íá äçìéïõñãÞóåé êáé íá ñõèìßóåé üðùò èÝëåéáíôéêåßìåíá-Üäåéåò, ç Üäåéá ðñüóâáóçò óå ðüñïõò ôïõ óõóôÞìáôïò äßíåôáé ìüíï áð' ôçí ðïëé-ôéêÞ áóöáëåßáò ôïõ, Üñá áð' ôï äéá÷åéñéóôÞ ôïõ óõóôÞìáôïò.ÕðÜñ÷ïõí ôÝóóåñá åðßðåäá óôï ìïíôÝëï áóöÜëåéáò ôïõ ðëáéóßïõ .NET, ôá ïðïßá ðåñé-ãñÜöïíôáé óôïí ðßíáêá 2.1. Ôï åðßðåäï åðé÷åéñçóéáêÞò ðïëéôéêÞò åßíáé ôï õøçëüôåñï óôçíéåñáñ÷ßá (áõôü ðïõ åöáñìüæåôáé ðñþôï) êáé ôï åðßðåäï ðåäßïõ åöáñìïãþí ôï ÷áìçëüôåñï.ÊÜèå åðßðåäï áóöÜëåéáò ðåñéëáìâÜíåé ìéá éåñáñ÷ßá ïìÜäùí êþäéêá. Ïé äéá÷åéñéóôÝò êÜèå åðé-Ðßíáêáò 2.1: Åðßðåäá ÐïëéôéêÞò Áóöáëåßáò.Åðßðåäï ÐïëéôéêÞò Áóöáëåßáò ÐåñéãñáöÞÅðé÷åéñçóéáêÞ ÐïëéôéêÞ Ïñßæåôáé áðü äéá÷åéñéóôÝò ðïõ äéáìïñöþíïõí ôçíðïëéôéêÞ áóöáëåßáò ïëüêëçñçò åðé÷åßñçóçò.ÐïëéôéêÞ Ìç÷áíÞò Ïñßæåôáé áðü äéá÷åéñéóôÝò ðïõ äéáìïñöþíïõí ôçíðïëéôéêÞ áóöáëåßáò åíüò õðïëïãéóôÞ.ÐïëéôéêÞ ×ñÞóôç Ïñßæåôáé áðü ÷ñÞóôåò ðïõ äéáìïñöþíïõí ôçí ðï-ëéôéêÞ áóöáëåßáò ôïõ ëïãáñéáóìïý ôïõò.ÐïëéôéêÞ Ðåäßïõ Åöáñìïãþí Ïñßæåôáé áðü ôç äéåñãáóßá ðïõ ôñÝ÷åé ôï CLRãéá ðïëéôéêÞ áóöáëåßáò êáôÜ ôï ÷ñüíï öüñôùóçò.Áõôü ôï åðßðåäï äåí åßíáé äéá÷åéñßóéìï.ðÝäïõ åßíáé åëåýèåñïé íá öôéÜîïõí ôéò äéêÝò ôïõò ïìÜäåò êþäéêá êáé ôá áíôßóôïé÷á óýíïëááäåéþí ðñüóâáóçò. Óôï ÷ñüíï öüñôùóçò, ôï óýóôçìá áóöáëåßáò åîåôÜæåé üëá ôá åðßðåäá êáéïé ôåëéêÝò Üäåéåò õðïëïãßæïíôáé áðü ôçí ôïìÞ ôùí áäåéþí üëùí ôùí åðéðÝäùí. Ï äéá÷åéñéóôÞòåíüò ÷áìçëüôåñïõ åðéðÝäïõ äåí ìðïñåß íá ÷áëáñþóåé ôçí ðïëéôéêÞ áóöáëåßáò ðïõ ïñßóôçêå óåõøçëüôåñï åðßðåäï, ìðïñåß üìùò íá ôçí êÜíåé áêüìá ðéï áõóôçñÞ. Óôéò ðñïåðéëåãìÝíåò åðé-ëïãÝò áóöÜëåéáò, ôá åðßðåäá åðé÷åßñçóçò êáé ÷ñÞóôç äå èÝôïõí êáíÝíá ðåñéïñéóìü, áõôü üìùò26



äå óçìáßíåé üôé ïé Üäåéåò ðïõ äßíïíôáé óå Ýíá assembly åßíáé áðåñéüñéóôåò, ãéáôß óôï åðßðåäïìç÷áíÞò õðÜñ÷ïõí ðåñéïñéóìïß. Áöïý ïé ôåëéêÝò Üäåéåò õðïëïãßæïíôáé áðü ôçí ôïìÞ üëùí ôùíåðéðÝäùí, ïé ðñïåðéëåãìÝíåò Üäåéåò éóïýíôáé ìå ôéò Üäåéåò ðïõ äßíïíôáé óôï åðßðåäï ìç÷áíÞò.Ç êáôÜôáîç åíüò assembly óå ìéá áð' ôéò ïìÜäåò êþäéêá ãßíåôáé ìå ôçí åîÝôáóç ìéáò óõí-èÞêçò ìÝëïõò. Ôï assembly ðáñïõóéÜæåé áðïäåßîåéò óôï CLR ôï ïðïßï êïéôÜæåé ôéò óõíèÞêåòìÝëïõò ôùí äéáöüñùí ïìÜäùí êþäéêá êáé áíÜëïãá ìå ôéò áðïäåßîåéò êáôáôÜóóåé ôï assemblyóôç óùóôÞ ïìÜäá. ¸íá assembly ìðïñåß íá áíÞêåé óå ðåñéóóüôåñåò áðü ìéá ïìÜäåò êþäéêá.Ïé áêüëïõèåò áðïäåßîåéò ìðïñïýí íá ÷ñçóéìïðïéçèïýí ùò óõíèÞêåò ìÝëïõò:- Ï öÜêåëïò åãêáôÜóôáóçò ôçò åöáñìïãÞò.- Ç êñõðôïãñáöéêÞ óõíÜñôçóç êáôáêåñìáôéóìïý åíüò assembly.- Ç øçöéáêÞ õðïãñáöÞ ôïõ äéáíïìÝá åíüò assembly.- Ç éóôïóåëßäá áð' üðïõ ðñïÝñ÷åôáé Ýíá assembly.- Ç æþíç ðñïÝëåõóçò åíüò assembly: áð' ôï óõãêåêñéìÝíï õðïëïãéóôÞ, áð' ôï ôïðéêüäßêôõï, áð' ôï äéáäßêôõï, áðü Ýìðéóôåò éóôïóåëßäåò, áðü ðéèáíþò åðéêßíäõíåò éóôïóåëßäåò.- Ôï êñõðôïãñáöéêü éó÷õñü üíïìá1 åíüò assembly.Ïé ðáñáðÜíù áðïäåßîåéò ìðïñïýí êáé íá óõíäõáóôïýí ìåôáîý ôïõò ãéá ôçí êáôáóêåõÞ ðéï áõ-óôçñþí óõíèçêþí ìÝëïõò. Ïé ðñïåðéëåãìÝíåò åðéëïãÝò áóöÜëåéáò áñêïýí ãéá ôéò ðåñéóóüôåñåòðåñéðôþóåéò áöïý ðáñÝ÷ïõí éêáíïðïéçôéêü åðßðåäï ðñïóôáóßáò. Êþäéêáò ðïõ äåí ðñïÝñ÷åôáéáðü ôï óõãêåêñéìÝíï õðïëïãéóôÞ èåùñåßôáé ëéãüôåñï Ýìðéóôïò êáé Ý÷åé ðåñéïñéóìÝíç ðñüóâáóçóôïõò ðüñïõò ôïõ õðïëïãéóôÞ. Åéäéêüôåñá, óôéò ðñïåðéëåãìÝíåò åðéëïãÝò áóöÜëåéáò ï êþäéêáòðïõ ðñïÝñ÷åôáé áð' ôï ôïðéêü äßêôõï Þ ôï äéáäßêôõï áíôéìåôùðßæåôáé ùò åîÞò:- Äåí Ý÷åé Üäåéá áíÜãíùóçò/åããñáöÞò óå ôïðéêü äßóêï.- Äåí Ý÷åé Üäåéá áíÜãíùóçò/åããñáöÞò óôï registry ôïõ óõóôÞìáôïò.- ¸÷åé Üäåéá åðéêïéíùíßáò ìå ôçí éóôïóåëßäá ðñïÝëåõóÞò ôïõ.- Ï êþäéêáò áð' ôï ôïðéêü äßêôõï Ý÷åé áðåñéüñéóôç ðñüóâáóç óôá ôìÞìáôá ôçò äéáðñïóù-ðåßáò ÷ñÞóôç åíþ ï êþäéêáò áð' ôï äéáäßêôõï ìüíï óå êÜðïéá áð' áõôÜ.Óå ìåñéêÝò ðåñéðôþóåéò, ïé ðñïåðéëåãìÝíåò åðéëïãÝò ðñÝðåé íá áëëá÷èïýí. Ãéá ðáñÜäåéãìá,ìðïñåß íá õðÜñ÷åé ðåñéóóüôåñç åìðéóôïóýíç óôïí êþäéêá åíüò óõãêåêñéìÝíïõ äéáíïìÝá áðüôïí õðüëïéðï êþäéêá ôïõ äéáäéêôýïõ. Áõôüò ï êþäéêáò èá Ý÷åé ðñüóâáóç óå êÜðïéïõò ðüñïõòáíåîÜñôçôá áðü ôïí õðïëïãéóôÞ óôïí ïðïßï åêôåëåßôáé. Åðßóçò, ìðïñåß íá ÷ñåéÜæåôáé íá ðåñéï-ñéóôïýí ôá äéêáéþìáôá ôïõ êþäéêá ðïõ ôñÝ÷åé óôïí ôïðéêü õðïëïãéóôÞ. Áõôü ãßíåôáé üôáí ïäéá÷åéñéóôÞò åíüò óõóôÞìáôïò èÝëåé íá áðáãïñåýóåé óôïõò ÷ñÞóôåò ôçí åãêáôÜóôáóç êáé ôçíåêôÝëåóç ýðïðôùí åöáñìïãþí.Ôï ÷áìçëüôåñï åðßðåäï ðïëéôéêÞò áóöáëåßáò ïñßæåôáé óôï ÷ñüíï åêôÝëåóçò áðü ôç äéåñãá-óßá ôïõ óõóôÞìáôïò ðïõ ôñÝ÷åé ôï CLR êáé ü÷é áðü êáðïéïí ÷ñÞóôç/äéá÷åéñéóôÞ üðùò ôá ôñßáõøçëüôåñá åðßðåäá. Ç äéåñãáóßá áõôÞ Ý÷åé Ýíá ðñïåðéëåãìÝíï ðåäßï åöáñìïãþí üðïõ öïñôþíåéüëåò ôéò åöáñìïãÝò ðïõ åêôåëïýíôáé áðü ôï CLR. Ìðïñåß üìùò íá äçìéïõñãÞóåé ðïëëÜ ðåäßáåöáñìïãþí þóôå êÜèå ìéá íá ôñÝ÷åé óôï îå÷ùñéóôü ôçò ðåäßï êáé íá ìçí ìðïñåß íá ðñïêáëÝóåéêáôáóôñïöÝò óå Üëëá ðåäßá åöáñìïãþí. ÁõôÞ ç ðïëéôéêÞ ï÷ýñùóçò ôïõ êþäéêá óå äéáöïñåôéêÜðåäßá åöáñìïãþí Ý÷åé ôçí ßäéá ëïãéêÞ ìå ôá áììïäï÷åßá ôçò ðëáôöüñìáò Java. Ãéá íá ëåéôïõñ-ãÞóåé üìùò áðïôåëåóìáôéêÜ ðñÝðåé ïé åöáñìïãÝò íá ìçí Ý÷ïõí áðåñéüñéóôåò Üäåéåò, áëëéþòìðïñïýí íá åðçñåÜóïõí üðïéï ðåäßï åöáñìïãþí èÝëïõí. Ðåñéóóüôåñåò ðëçñïöïñßåò ãé' áõôüôï èÝìá õðÜñ÷ïõí óôï [15].1 Éó÷õñü üíïìá (strong name) ïíïìÜæåôáé Ýíá êñõðôïãñáöçìÝíï áíáãíùñéóôéêü ðïõ ÷áñáêôçñßæåé ìå ìïíá-äéêü ôñüðï Ýíá assembly. 27



2.2.3 Åñãáëåßá ãéá ôç äéáìüñöùóç ðïëéôéêÞò áóöáëåßáò ìå áðïäåßîåéòÔï ðëáßóéï .NET ðáñÝ÷åé ôï åñãáëåßï mscorcfg.msc ãéá ôç äéáìüñöùóç ôçò åðéèõìçôÞò ðï-ëéôéêÞò áóöáëåßáò. ×ñçóéìïðïéþíôáò ôï, ï äéá÷åéñéóôÞò ïðïéïõäÞðïôå åðéðÝäïõ ìðïñåß íáðñïóáñìüóåé ôéò Üäåéåò áíÜëïãá ìå ôç æþíç ðñïÝëåõóçò åíüò assembly.Ìéá åöáñìïãÞ ðïõ ÷ñåéÜæåôáé ðåñéóóüôåñåò Üäåéåò áð' áõôÝò ðïõ ôéò ðáñÝ÷ïíôáé áðü ôçíéó÷ýïõóá ðïëéôéêÞ áóöáëåßáò äå èá åêôåëåóôåß êáí Þ èá ðáñïõóéÜóåé ðñïâëÞìáôá êáôÜ ôçíåêôÝëåóç. Óå ðåñßðôùóç ðïõ ï äéá÷åéñéóôÞò ôïõ óõóôÞìáôïò åìðéóôåýåôáé ôçí åöáñìïãÞ ìðïñåßíá áõîÞóåé ôéò ÜäåéÝò ôçò ÷ùñßò íá áõîçèïýí ïé Üäåéåò ôùí õðüëïéðùí åöáñìïãþí áðü ôçí ßäéáæþíç ðñïÝëåõóçò:1. ×ñçóéìïðïéþíôáò ôï åñãáëåßï permview.exe âñßóêåé ôï åëÜ÷éóôï óýíïëï áäåéþí ðïõáðáéôåß ç åöáñìïãÞ ãéá ôç óùóôÞ åêôÝëåóÞ ôçò.2. Âñßóêåé Ýíá ÷áñáêôçñéóôéêü ãíþñéóìá ôçò åöáñìïãÞò üðùò ð.÷. ôï éó÷õñü ôçò üíïìá.3. ÖôéÜ÷íåé ìéá êáéíïýñéá ïìÜäá êþäéêá ðïõ ÷ñçóéìïðïéåß ùò óõíèÞêç ìÝëïõò ôï ðáñáðÜíù÷áñáêôçñéóôéêü.4. ×ñçóéìïðïéþíôáò ôï mscorcfg.msc äçìéïõñãåß Ýíá êáéíïýñéï óýíïëï áäåéþí ðïõ ðåñé-ëáìâÜíåé üëåò ôéò Üäåéåò ðïõ áðáéôåß ç åöáñìïãÞ êáé ìüíï áõôÝò.5. Áíôéóôïé÷ßæåé ôï íÝï óýíïëï áäåéþí óôç íÝá ïìÜäá êþäéêá.Åßäáìå ðáñáðÜíù(óåë. 26) üôé ç óõíïëéêÞ ðïëéôéêÞ áóöáëåßáò âñßóêåôáé áðü ôçí ôïìÞ ôùíðïëéôéêþí üëùí ôùí åðéðÝäùí. Óå ïñéóìÝíåò ðåñéðôþóåéò üìùò, ï äéá÷åéñéóôÞò åíüò åðéðÝäïõèÝëåé íá ìç ìåéþíïíôáé ïé Üäåéåò ìéáò åöáñìïãÞò áðü ðïëéôéêÝò ÷áìçëüôåñùí åðéðÝäùí. Áõôüãßíåôáé áí ÷áñáêôçñßóåé ôçí ïìÜäá êþäéêá óôçí ïðïßá áíÞêåé ç åöáñìïãÞ ùò LevelFinal. ÃéáðáñÜäåéãìá, áí äþóåé ôï ãíþñéóìá LevelFinal óå ìéá ïìÜäá êþäéêá óôï åðßðåäï åðé÷åßñçóçò,êÜèå ïìÜäá êþäéêá ÷áìçëüôåñïõ åðéðÝäïõ óôçí ïðïßá áíÞêåé ç åöáñìïãÞ äå èá åðçñåÜóåé ôéòÜäåéåò ôçò åöáñìïãÞò. Åêôüò áðü ôï LevelFinal õðÜñ÷åé êáé ôï ãíþñéóìá Exclusive. ×ñç-óéìïðïéåßôáé üôáí ï äéá÷åéñéóôÞò åíüò åðéðÝäïõ èÝëåé íá ìçí áëëÜæïõí ïé Üäåéåò ìéáò åöáñìïãÞòðïõ áíÞêåé óå ðåñéóóüôåñåò áðü ìéá ïìÜäåò êþäéêá. ×áñáêôçñßæïíôáò ôç ìéá áðü áõôÝò ùòExclusive, áðáãïñåýåé óôéò Üëëåò ïìÜäåò ôïõ ßäéïõ åðéðÝäïõ íá áëëÜîïõí ôéò Üäåéåò ìéáò åöáñ-ìïãÞò. Ôï Exclusive äåí åðçñåÜæåé ðïëéôéêÝò ðïõ ãßíïíôáé óå Üëëá åðßðåäá. Ðåñéóóüôåñåòðëçñïöïñßåò ãéá ôçí áóöÜëåéá ðïõ âáóßæåôáé óå áðïäåßîåéò2 èá âñåßôå óôï [6].2.2.4 ÐñïóôáêôéêÞ êáé ÄçëùôéêÞ Óýíôáîç óôç C#Åßäáìå óôçí ðáñÜãñáöï 2.2.2 üôé ãéá íá åêôåëåóôåß ìéá åöáñìïãÞ æçôÜåé áð' ôï CLR ôéò Üäåéåòðïõ ÷ñåéÜæåôáé. Áí áõôÝò ìðïñïýí íá ôçò äïèïýí ôüôå åêôåëåßôáé êáíïíéêÜ áëëéþò äåí åêôåëåß-ôáé êáèüëïõ. Ìéá åöáñìïãÞ æçôÜåé ôéò áðáéôïýìåíåò Üäåéåò ÷ñçóéìïðïéþíôáò ðñïóôáêôéêÞ ÞäçëùôéêÞ óýíôáîç. Ïé äçëùôéêÝò êëÞóåéò ãßíïíôáé ÷ñçóéìïðïéþíôáò ãíùñßóìáôá (attributes).Ïé ðñïóôáêôéêÝò êëÞóåéò ãßíïíôáé äçìéïõñãþíôáò íÝá áíôéêåßìåíá-Üäåéåò.Ç ÷ñÞóç ôçò ðñïóôáêôéêÞò êáé ôçò äçëùôéêÞò óýíôáîçò èá ðåñéãñáöåß ìå Ýíá ðáñÜäåéãìá.Ç êëÜóç NativeMethods êáëåß êþäéêá ðïõ äåí ôñÝ÷åé óôï CLR (unmanaged code).class NativeMethods {[DllImport("msvcrt.dll")]public static extern int puts(string str);[DllImport("msvcrt.dll")]internal static extern int _flushall();}2 Ãéá áñ÷åßá ðïõ ðåñéÝ÷ïõí ðïëéôéêÝò áóöáëåßáò ðñÝðåé íá ÷ñçóéìïðïéåßôáé ôï óýóôçìá áñ÷åßùí NTFS, ü÷éFAT. Ôï NTFS ðáñÝ÷åé ðåñéïñéóìÝíç ðñüóâáóç óôá áñ÷åßá ðïëéôéêÞò áóöáëåßáò êáé ìüíï ïé äéá÷åéñéóôÝò åíüòåðéðÝäïõ ìðïñïýí íá ôñïðïðïéïýí ôá áñ÷åßá áóöáëåßáò ãéá ôï åðßðåäï áõôü.28



Ãéá íá êëçèïýí ôá dll áñ÷åßá ðñÝðåé íá õðÜñ÷åé ç Üäåéá ãéá åêôÝëåóç unmanaged êþäéêá.¸íáò ÷ñÞóôçò ðïõ êáôåâÜæåé ýðïðôï êþäéêá áð' ôï äéáäßêôõï óôïí õðïëïãéóôÞ ôïõ êáé èÝ-ëåé íá ôïõ áðáãïñåýóåé ôçí ðñüóâáóç óå unmanaged êþäéêá ìðïñåß íá ãñÜøåé ôá ðáñáêÜôù÷ñçóéìïðïéþíôáò ðñïóôáêôéêÞ óýíôáîç:class WellMeaningCode{public void CallPlugIn(EvilCode plugin) {SecurityPermission perm =new SecurityPermission(SecurityPermissionFlag.UnmanagedCode);perm.Deny();plugin.DoWork();}}Ï ÷ñÞóôçò äçìéïõñãåß ôï áíôéêåßìåíï-Üäåéá êáé ìåôÜ êáëåß ôç óõíÜñôçóç Deny ðïõ áðáãïñåýåéôçí ðñüóâáóç óå unmanaged êþäéêá. Áí üìùò Ý÷åé êáôáôÜîåé ôï plugin óå ïìÜäá êþäéêá ìåðëÞñç åìðéóôïóýíç Üñá áðåñéüñéóôåò Üäåéåò, Ýíáò åðéôéèÝìåíïò èá ìðïñïýóå åýêïëá íá êÜíåéôï åîÞò:class EvilCode {void DoWork(){SecurityPermission perm =new SecurityPermission(SecurityPermissionFlag.UnmanagedCode);perm.Assert();try {NativeMethods.puts("Hello World!");NativeMethods._flushall();}catch (SecurityException) { }}}Ìå ôçí Assert ï åéóâïëÝáò áêõñþíåé ôç Deny ôïõ ÷ñÞóôç. Ãéá íá Ý÷åé äéêáßùìá ìéá åöáñìïãÞíá êáëÝóåé ôçí Assert ðñÝðåé íá Ý÷åé ôç ó÷åôéêÞ Üäåéá áðü ôï óýóôçìá áóöáëåßáò. Ôçí ÜäåéááõôÞ öõóéêÜ ôçí Ý÷ïõí ïé åöáñìïãÝò ðïõ èåùñïýíôáé ðëÞñùò Ýìðéóôåò áðü ôï äéá÷åéñéóôÞáóöáëåßáò. Ãé' áõôü, åßíáé óçìáíôéêü ï äéá÷åéñéóôÞò áóöÜëåéáò íá åßíáé áðüëõôá óßãïõñïò ãéáôéò åöáñìïãÝò óôéò ïðïßåò ðáñÝ÷åé ðëÞñç åìðéóôïóýíç. Ï ßäéïò êþäéêáò ìðïñåß íá ãñáöôåß÷ñçóéìïðïéþíôáò äçëùôéêÞ óýíôáîç. Ãéá ðáñÜäåéãìá, ç WellMeaningCode ãñÜöåôáé:[SecurityPermission(SecurityAction.Deny, Flags =SecurityPermissionFlag.UnmanagedCode)]class WellMeaningCode{public void CallPlugIn(EvilCode plugin) {plugin.DoWork();}}Ðåñéóóüôåñá ãéá ôç äçëùôéêÞ êáé ôçí ðñïóôáêôéêÞ óýíôáîç êáé ãéá ôïõò êéíäýíïõò ðïõ õðÜñ-÷ïõí üôáí ìéá åöáñìïãÞ Ý÷åé áðåñéüñéóôåò Üäåéåò èá âñåßôå óôá [4, 15].2.2.5 ÁóöÜëåéá ÂáóéóìÝíç óå Ñüëïõò - ÊñõðôïãñáößáÅêôüò áð' ôïõò ôñüðïõò ðñïöýëáîçò áðü ýðïðôï êþäéêá, ôï ðëáßóéï .NET ðáñÝ÷åé Ýíá ìï-íôÝëï ãéá ôçí ðéóôïðïéÞóç ôçò ôáõôüôçôáò ôùí ÷ñçóôþí ðïõ ïíïìÜæåôáé áóöÜëåéá âáóéóìÝíçóå ñüëïõò (Role Based Security). Óôï ìïíôÝëï áõôü, êÜèå ÷ñÞóôçò áíôéðñïóùðåýåôáé áðüÝíá principal. Áöïý ãßíåé ðéóôïðïßçóç ôçò ôáõôüôçôáò åíüò principal, ôïõ áíáôßèåôáé Ýíáò Þðåñéóóüôåñïé ñüëïé áíÜëïãá ìå ôéò åíÝñãåéåò ðïõ èÝëåé íá åêôåëÝóåé. Ñüëïò ïíïìÜæåôáé ôïóýíïëï ôùí ÷ñçóôþí ðïõ Ý÷ïõí ôéò ßäéåò Üäåéåò ðñüóâáóçò áðü ôï óýóôçìá. 29



Ï ðéï êáôÜëëçëïò ôñüðïò ãéá ôçí ðéóôïðïßçóç ôçò ôáõôüôçôáò åíüò principal åßíáé ìåôç ÷ñçóéìïðïßçóç êñõðôïãñáöéêþí ìåèüäùí. Ôï ðëáßóéï .NET ðáñÝ÷åé óõíáñôÞóåéò ãéáóõììåôñéêÞ/áóýììåôñç êñõðôïãñÜöçóç, øçöéáêÝò õðïãñáöÝò, óõíáñôÞóåéò êáôáêåñìáôéóìïýêáé ãåííÞôñéåò ôõ÷áßùí áñéèìþí. Õëïðïéïýíôáé áëãüñéèìïé üðùò RSA, DSA, DES, TripleDES, Rijndael/AES, MD5, SHA-1, SHA-512 ê.á. ÅðéðëÝïí ðëçñïöïñßåò ãéá ôçí áóöÜëåéáðïõ âáóßæåôáé óå ñüëïõò êáé ãéá ôéò êñõðôïãñáöéêÝò óõíáñôÞóåéò ôïõ ðëáéóßïõ .NET èá âñåßôåóôá [30, 3].
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ÊåöÜëáéï 3Ç áêáäçìáúêÞ ðñïóÝããéóç óôçí áóöÜëåéáÓôï êåöÜëáéï 2 åßäáìå ðùò áíôéìåôùðßæåôáé ôï èÝìá ôçò áóöÜëåéáò áðü ôéò äýï ðéï äéáäå-äïìÝíåò ðëáôöüñìåò ôïõ åìðïñßïõ, ôçí ðëáôöüñìá Java êáé ôï ðëáßóéï .NET. Ôï èÝìá ôçòáóöÜëåéáò ôïõ åêôåëÝóéìïõ êþäéêá Ý÷åé áðáó÷ïëÞóåé áñêåôÜ êáé ôçí áêáäçìáúêÞ êïéíüôçôáêáé Ý÷ïõí ðñïôáèåß äéÜöïñåò åíäéáöÝñïõóåò ëýóåéò, ïé ïðïßåò äåí Ý÷ïõí õéïèåôçèåß áêüìá áðüôéò åõñÝùò ÷ñçóéìïðïéïýìåíåò ãëþóóåò ðñïãñáììáôéóìïý. Åßíáé ãíùóôü åîÜëëïõ üôé ç Ýñåõíáóôçí ðëçñïöïñéêÞ ãßíåôáé êáôÜ êýñéï ëüãï óôá ðáíåðéóôÞìéá êáé ôá áðïôåëÝóìáôÜ ôçò ðåñ-íïýí óôç âéïìç÷áíßá áñêåôÜ ÷ñüíéá ìåôÜ.1 Óôï êåöÜëáéï áõôü èá ðåñéãñÜøïõìå ôéò êõñéüôåñåòëýóåéò ðïõ ðñïôÜèçêáí áðü ôçí áêáäçìáúêÞ êïéíüôçôá ôá ôåëåõôáßá ÷ñüíéá.ÊÜèå ëïãéóìéêü óýóôçìá ðïõ ðñüêåéôáé íá åêôåëÝóåé ýðïðôï êþäéêá ðñÝðåé íá ðåñéëáìâÜíåéôá åîÞò ôìÞìáôá:1. Ìéá áóöáëÞ ãëþóóá ðñïãñáììáôéóìïý ìå ïñèü óýóôçìá ôýðùí ãéá íá åíôïðßæåé üóïðåñéóóüôåñïõò êéíäýíïõò ãßíåôáé êáôÜ ôï ÷ñüíï ìåôáãëþôôéóçò.2. ¸íá ðåñéâÜëëïí åêôÝëåóçò ðïõ èá åíôïðßæåé ôïõò êéíäýíïõò ðïõ äåí ìðïñïýí íá åëåã-÷èïýí óôáôéêÜ.Ïé ëýóåéò ðïõ ðñïôåßíïíôáé áðü ôç âéïìç÷áíßá ëïãéóìéêïý Ý÷ïõí äýï óçìáíôéêÜ ìåéï-íåêôÞìáôá. Ðñþôïí, ç íïçôÞ ìç÷áíÞ ðñÝðåé íá ðáñåìâÜëëåôáé óôçí åêôÝëåóç ôïõ ðéèáíþòáíáîéüðéóôïõ êþäéêá êáé áõôü ïäçãåß óå áíáðüöåõêôç áðþëåéá óôçí áðüäïóç. ¸íáò áñéè-ìüò áðü áðáéôïýìåíïõò åëÝã÷ïõò ìðïñïýí íá ãßíïõí óôáôéêÜ êáé åéóÜãïõí ãéá ìßá ìüíï öïñÜìéá ìéêñÞ êáèõóôÝñçóç. ¶ëëïé Ýëåã÷ïé üìùò, ìðïñïýí íá ãßíïõí ìüíï äõíáìéêÜ êáé Ý÷ïõíìåãÜëåò åðéðôþóåéò óôçí áðüäïóç, áí óõìâáßíïõí ìÝóá óå âñü÷ïõò. Áðü ôçí Üëëç ðëåõñÜõðÜñ÷åé ðéèáíþò Ýíá áêüìç ðñüâëçìá: Ç åããýçóç ãéá ôçí áóöÜëåéá åßíáé Ýãêõñç ìüíï üôáíç íïçôÞ ìç÷áíÞ åßíáé êáëÜ ó÷åäéáóìÝíç êáé óùóôÜ õëïðïéçìÝíç. Áõôü óçìáßíåé üôé äåí ðñÝ-ðåé íá õðÜñ÷ïõí óöÜëìáôá óå êáíÝíá õðïóýóôçìá ôçò íïçôÞò ìç÷áíÞò (öïñôùôÞò, åëåãêôÞò,ìåôáöñáóôÞò Þ ìåôáãëùôôéóôÞò ôåëåõôáßáò óôéãìÞò êáé âéâëéïèÞêç ÷ñüíïõ åêôÝëåóçò) êáé üôéäåí ðñÝðåé íá õðÜñ÷ïõí ðñïâëÞìáôá óôï óýóôçìá ðñïäéáãñáöÞò ôçò áóöÜëåéáò. Áêüìç êáé áíôï ôåëåõôáßï ìðïñåß íá ìçí Ý÷åé ðñïâëÞìáôá, äåí ìðïñåß êáíåßò åýêïëá íá åããõçèåß ôá ðñþôá,êáèþò ç õëïðïßçóç ôùí õðïóõóôçìÜôùí ôçò íïçôÞò ìç÷áíÞò óõíÞèùò ðåñéÝ÷åé ðïëëÝò ÷éëéÜäåòãñáììÝò êþäéêá.Ç óõíïëéêÞ áêáäçìáúêÞ ðñïóÝããéóç Ýèåóå óáí óôü÷ï ôçò íá îåðåñÜóåé ôá ðñïáíáöåñèÝíôáìåéïíåêôÞìáôá. Ãéá íá ãßíåé áõôü åöéêôü, ðñÝðåé íá ðëçñïýíôáé ïé ðáñáêÜôù ðñïûðïèÝóåéò:
• Äå èá ðñÝðåé íá åðéôñÝðåôáé áðþëåéá áðüäïóçò, áí ìðïñåß íá áðïöåõ÷èåß.
• ÅëÜ÷éóôá ðñÜãìáôá èá ðñÝðåé íá èåùñïýíôáé áîéüðéóôá ÷ùñßò Ýëåã÷ï (óõìðåñéëáìâáíï-ìÝíçò ôçò ðïëéôéêÞò áóöÜëåéáò êáé ôçò ßäéáò ôçò íïçôÞò ìç÷áíÞò) êáé áõôÜ ôá ðñÜãìáôáèá ðñÝðåé íá åßíáé üóï ðéï áðëÜ ãßíåôáé.1 ×áñáêôçñéóôéêü ðáñÜäåéãìá åßíáé üôé ç óõëëïãÞ óêïõðéäéþí (ãéá ôçí áõôüìáôç äéá÷åßñéóç ôçò ìíÞìçò) ðïõ÷ñçóéìïðïéåßôáé óÞìåñá åß÷å ðñïôáèåß áðü ôïí H. Baker Þäç áðü ôï 1977-78 (âë. [11, 12]). 31



• Ç ãëþóóá ðñïãñáììáôéóìïý èá ðñÝðåé íá åßíáé áñêåôÜ åêöñáóôéêÞ, þóôå íá åðéôñÝ-ðåé ôçí áðïäïôéêÞ õëïðïßçóç äïìéêþí ìïíÜäùí åíüò óõóôÞìáôïò ëïãéóìéêïý, ÷ùñßò íáðáñáêÜìðôïíôáé ðåñéïñéóìïß áóöÜëåéáò.
• ÅêöñáóôéêÞ äýíáìç: Ç ðñïôåéíüìåíç ëýóç ðñÝðåé íá ìðïñåß íá åêöñÜæåé êáé íá ðéóôïðïéåßôõ÷áßåò éäéüôçôåò ôùí äïìéêþí ìïíÜäùí åíüò ðñïãñÜììáôïò.
• Åõåëéîßá: Óå äéáöïñåôéêÝò ðåñéï÷Ýò åöáñìïãþí, äéáöïñåôéêïß áðïäÝêôåò êþäéêá ïñßæïõíôçí áóöÜëåéá ìå äéáöïñåôéêü ôñüðï ï êáèÝíáò. Èá Þôáí êáôá óõíÝðåéá êáëü, ï åêôåëÝóé-ìïò êþäéêáò íá ìðïñåß íá ðéóôïðïéçèåß ü÷é ìüíï üôé êáëýðôåé ôéò áêñéâåßò ðñïäéáãñáöÝòáóöáëåßáò ðïõ ðåñéìÝíåé Ýíáò ðáñáëÞðôçò, áëëÜ êáé Ýíá óýíïëï ðñïäéáãñáöþí ðéï éó÷õñüáðü áõôü.
• ÊëéìÜêùóç: Ç ðñïôåéíüìåíç ëýóç ðñÝðåé íá åßíáé áðïäïôéêÞ üôáí ôï ìÝãåèïò ôùí áíá-ðôõóóüìåíùí åöáñìïãþí áõîÜíåé.Ôï õðüëïéðï êåöÜëáéï åßíáé äïìçìÝíï ùò åîÞò: Óôéò ðáñáãñÜöïõò 3.1, 3.2, 3.4 ðáñïõ-óéÜæïíôáé ôå÷íéêÝò ðïõ ìðïñïýí íá åíóùìáôùèïýí óôç ãëþóóá ðñïãñáììáôéóìïý åíþ óôçíðáñÜãñáöï 3.3 ðåñéãñÜöïíôáé ïé åðüðôåò (monitors), ðïõ åßíáé ðñïãñÜììáôá ðïõ åëÝã÷ïõíðñïäéáãñáöÝò áóöáëåßáò êáôÜ ôï ÷ñüíï åêôÝëåóçò.3.1 Êþäéêáò ðïõ öÝñåé áðïäåßîåéò êáé ðáñåìöåñÞ óõóôÞìáôá3.1.1 Proof-Carrying CodeÔï óýóôçìá Proof-Carrying Code (PCC), ðïõ ðñïôÜèçêå áðü ôïí Necula, åßíáé Ýíá ãåíéêüðëáßóéï ãéá ôï ÷åéñéóìü ôçò áêåñáéüôçôáò ôïõ óõóôÞìáôïò êáé ðñïâëçìÜôùí áóöÜëåéáò, ÷ñçóé-ìïðïéþíôáò ôå÷íéêÝò áðü ôç ìáèçìáôéêÞ ëïãéêÞ êáé ôç óçìáóéïëïãßá ôùí ãëùóóþí ðñïãñáì-ìáôéóìïý [26, 27, 28]. Ìéá ôõðéêÞ ÷ñÞóç ôïõ åêôåëÝóéìïõ êþäéêá óôï ðëáßóéï PCC öáßíåôáéóôï ó÷Þìá 3.1.Áñ÷éêÜ, ôá äýï åìðëåêüìåíá ìÝñç, ï ðáñáãùãüò êáé ï êáôáíáëùôÞò êþäéêá ðñÝðåé íáóõìöùíÞóïõí ðÜíù óôçí ðïëéôéêÞ áóöÜëåéáò, ãýñù áðü ôçí ïðïßá åóôéÜæåôáé üëç ç äéáäéêáóßá.Ç ðïëéôéêÞ áóöÜëåéáò, åêöñáóìÝíç óå ìéá êáôÜëëçëç ôõðéêÞ ëïãéêÞ, åßíáé Ýíá óýíïëï áðüêáíüíåò áóöÜëåéáò êáé áðáéôÞóåéò ïñèüôçôáò ïé ïðïßåò åîáóöáëßæïõí ôçí áóöáëÞ óõìðåñéöïñÜôïõ åêôåëÝóéìïõ êþäéêá. Áðü ôçí ðëåõñÜ ôïõ ðáñáãùãïý, ï ðçãáßïò êþäéêáò ðåñíÜ áðü ÝíáìåôáãëùôôéóôÞ ï ïðïßïò ðéóôïðïéåß ôïí êþäéêá, åìðëïõôßæïíôáò ôïí ìå êáôÜëëçëç ðëçñïöïñßá.ÁõôÞ ç ðëçñïöïñßá ðåñéÝ÷åé ðñïäéáãñáöÝò óõíáñôÞóåùí êáé áíáëëïßùôåò âñü÷ùí, ïé ïðïßåòâïçèïýí Ýíá áõôüìáôï åñãáëåßï ãéá áðüäåéîç èåùñçìÜôùí íá êáôáóêåõÜóåé ìéá ôõðéêÞ áðüäåéîçüôé ï êþäéêáò åßíáé óõíåðÞò ìå ôçí ðïëéôéêÞ áóöÜëåéáò. Ï ðéóôïðïéçìÝíïò êþäéêáò óôï ðëáßóéïPCC åßíáé Ýíá ðáêÝôï, ðïõ ðåñéÝ÷åé ôïí êþäéêá ìáæß ìå ìéá áíáðáñÜóôáóç áõôÞò ôçò áðüäåéîçò.Áðü ôçí ðëåõñÜ ôïõ êáôáíáëùôÞ, ç áóöÜëåéá ôçò åêôÝëåóçò ôïõ ðéóôïðïéçìÝíïõ åêôåëÝóéìïõåîáóöáëßæåôáé åëÝã÷ïíôáò ôçí åðéóõíáðôüìåíç áðüäåéîç. Åí óõíôïìßá, ôï ðëáßóéï PCC áðáéôåßìéá ó÷åôéêÜ áðëÞ õðïäïìÞ ãéá áîéüðéóôç ìåôáöïñÜ êáé äåí åðéöÝñåé ðïéíÝò óå ÷ñüíï åêôÝëåóçòåîáéôßáò åëÝã÷ùí áóöáëåßáò.Ôo ðëáßóéï PCC ÷ñçóéìïðïéåß ìéá ãåíéêÞò ÷ñÞóçò ðñþôçò ôÜîçò êáôçãïñçìáôéêÞ ëïãéêÞêáé ìðïñåß íá åêöñÜóåé óýíèåôåò éäéüôçôåò. Áðü ôçí Üëëç ðëåõñÜ, ôï PCC ÷ñçóéìïðïéåßåéäéêÝò áðïäåßîåéò áóöÜëåéáò ðïõ äåí ìðïñïýí óôç ãåíéêÞ ðåñßðôùóç íá ðáñá÷èïýí áõôüìáôá.Ç ëïãéêÞ óôçí ïðïßá åêöñÜæïíôáé ïé áðïäåßîåéò áõôÝò ðåñéÝ÷åé ìéá åããåíÞ ãíþóç ãéá ôçíõðïêåßìåíç ãëþóóá ðñïãñáììáôéóìïý êáé ôï óýóôçìá ôýðùí ôçò. Áõôü óçìáßíåé üôé, ãéáíá åããõçèåß êáíåßò ôçí áóöÜëåéá, ü÷é ìüíï äåí ðñÝðåé íá õðÜñ÷ïõí óöÜëìáôá óôçí ðïëéôéêÞáóöÜëåéáò, ôïí åëåãêôÞ ôýðùí êáé ôï ìåôáöñáóôÞ óå ãëþóóá ìç÷áíÞò, áí áðáéôåßôáé, áëëÜðñÝðåé åðßóçò íá ìçí õðÜñ÷ïõí óöÜëìáôá óôïõò êáíüíåò ôýðùí êáé ôá ëïãéêÜ áîéþìáôá ðïõó÷åôßæïíôáé ìå ôïõò êáôáóêåõáóôÝò ôýðùí. Åõôõ÷þò üëá áõôÜ åéíáé ìéá ôÜîç ìåãÝèïõò ðéï32



PCC Code

Producer

PCC Code

Consumer

Certifying

Compiler

Source

Code

Operating System

Hardware

Annotations

Verification

Condition

Generator

Safety

Policy

Verification

Condition

Proof

Checker

Target

Code

Verified

Code

Theorem

Prover

Safety

Proof

NetworkNetwork Network

Ó÷Þìá 3.1: ÄéÜñèñùóç ôïõ ðëáéóßïõ PCC.áðëÜ áðü ôçí õëïðïßçóç ôçò JVM Þ ôïõ CLR êáé ç ïñèüôçôÜ ôïõò ìðïñåß íá åðéâåâáéùèåß óåìéá ìÝôá-èåùñßá.3.1.2 Foundational Proof-Carrying CodeÔï óýóôçìá Foundational Proof-Carrying Code (FPCC) ðïõ ðñïôÜèçêå áðü ôïõò Appel êáéFelty, óôï÷åýåé íá îåðåñÜóåé êÜðïéá áðü ôá ðñïáíáöåñèÝíôá ðñïâëÞìáôá ìå ôçí åëá÷éóôï-ðïßçóç ôïõ ìåãÝèïõò ôùí äïìéêþí ìïíÜäùí ðïõ ðñÝðåé íá åìðéóôåõôåß êáíåßò ôõöëÜ (Þ íáåðéâåâáéþóåé óå ìéá ìåôá-èåùñßá) óå Ýíá óýóôçìá PCC [7, 8]. To FPCC ÷ñçóéìïðïéåß ìéá ãå-íéêÞò ÷ñÞóçò êáôçãïñçìáôéêÞ ëïãéêÞ õøçëÞò ôÜîçò, êáé ìåñéêÜ áîéþìáôá áðü ôçí áñéèìçôéêÞ,ôá ïðïßá ìðïñïýí íá ÷ñçóéìïðïéçèïýí óáí èåìÝëéá ôùí óýã÷ñïíùí ìáèçìáôéêþí. ×ñçóéìï-ðïéþíôáò áõôÞ ôç ëïãéêÞ, åßíáé äõíáôü íá ïñßóïõìå ôçí ðïëéôéêÞ áóöáëåßáò, êáèþò êáé ôïóýóôçìá ôýðùí êáé ôç óçìáóéïëïãßá ôçò õðïêåßìåíçò ãëþóóáò ðñïãñáììáôéóìïý. Óôï ðëáß-óéï FPCC, ï ðéóôïðïéçìÝíïò êþäéêáò åßíáé ðÜëé Ýíá ðáêÝôï ðïõ ðåñéÝ÷åé ôïí ðñïò åêôÝëåóçêþäéêá ìáæß ìå ìéá áíáðáñÜóôáóç ìéáò áðüäåéîçò áóöÜëåéáò. ÁõôÝò ïé áðïäåßîåéò åßíáé èåìå-ëéþäåéò (foundational), äçëáäÞ ðñÝðåé ñçôÜ íá ïñßæïõí, ìÝ÷ñé ôá èåìÝëéá ôùí ìáèçìáôéêþí,üëåò ôéò áðáéôïýìåíåò Ýííïéåò êáé ðñÝðåé ñçôÜ íá áðïäåéêíýïõí üëåò ôéò áðáéôïýìåíåò éäéüôçôåòáõôþí ôùí åííïéþí.Óå óýãêñéóç ìå ôï PCC, ôï FPCC åßíáé ðåñéóóüôåñï åõÝëéêôï ãéáôß äåí ðåñéïñßæåôáé óåìéá óõãêåêñéìÝíç õðïêåßìåíç ãëþóóá ðñïãñáììáôéóìïý, ïýôå óå Ýíá äïóìÝíï õðïóýíïëï ôçòëïãéêÞò Þ ôùí ìáèçìáôéêþí. Ïé èåìåëéþäåéò áðïäåßîåéò ìðïñåß íá ðåñéÝ÷ïõí ôïí ïñéóìü åíüòíÝïõ óõóôÞìáôïò ôýðùí ãéá ôç óõãêåêñéìÝíç ãëþóóá êáé íÝá èåùñÞìáôá ãéá íá áðïäåéêíýïõíôçí ðïëéôéêÞ áóöáëåßáò. ÅðéðëÝïí, ôï ðëáßóéï FPCC åßíáé ðåñéóóüôåñï áóöáëÝò êáèþò ìåéþ-íåé ðåñáéôÝñù ôï ìÝãåèïò ôùí åìðéóôåõüìåíùí ìåñþí. Ãéá íá åããõçèåß êáíåßò ôçí áóöÜëåéá,äåí ðñÝðåé íá õðÜñ÷ïõí óöÜëìáôá óôçí ðïëéôéêÞ áóöáëåßáò, óôïí ïñéóìü ôçò target ãëþóóáò33



êáé óôïí foundational åëåãêôÞ áðïäåßîåùí, ï ïðïßïò ìðïñåß íá ãßíåé áñêåôÜ ìéêñüò. Ðáñ' üëááõôÜ, óáí óõíÝðåéá áõôþí ôùí ðëåïíåêôçìÜôùí, ôï ðñüâëçìá ôçò áõôüìáôçò êáôáóêåõÞò foun-dational áðïäåßîåùí áóöÜëåéáò ãßíåôáé áêüìç ðéï äýóêïëï.3.1.3 H ôõðïèåùñçôéêÞ ðñïóÝããéóçÌéá ðñïóðÜèåéá íá óõíäõáóôïýí ôá ðëåïíåêôÞìáôá ôùí ãëùóóþí ìå éó÷õñÜ óõóôÞìáôá ôý-ðùí (âë. ðáñ. 3.2) ãéá ôçí áõôüìáôç êáôáóêåõÞ ðéóôïðïéçìÝíïõ êþäéêá ìå ôçí áðëüôçôá êáéôçí åêöñáóôéêüôçôá ôïõ óõóôÞìáôïò FPCC Ýãéíå áðü ôïí Shao et al. óáí ìÝñïò ôïõ ÝñãïõFLINT óôï ðáíåðéóôÞìéï Yale [32]. Ç äïõëåéÜ ôïõò ðñïôåßíåé Ýíá ôõðïèåùñçôéêü ðëáßóéïãéá êáôáóêåõÞ, óýíèåóç êáé reasoning óå ðéóôïðïéçìÝíá åêôåëÝóéìá, âáóéóìÝíï óôçí áñ÷Þôùí \ðñïôÜóåùí ùò ôýðùí" [23]. Ïé ðñïôÜóåéò êáé ïé áðïäåßîåéò åêöñÜæïíôáé óå Ýíá ãåíéêüêáé éó÷õñü óýóôçìá ôýðùí ðïõ åìðåñéÝ÷åé êáôçãïñçìáôéêÞ ëïãéêÞ õøçëÞò ôÜîçò. Áõôü ôïóýóôçìá ôýðùí ÷ñçóéìïðïéåßôáé åðßóçò ãéá íá ïñßóåé ôïõò ôýðïõò ìéáò Þ ðåñéóóïôÝñùí õðïêåß-ìåíùí ãëùóóþí ðñïãñáììáôéóìïý, þóôå íá ðáñÜó÷åé Ýíá óýíäåóìï ìåôáîý ôùí ðñïãñáììÜôùíêáé ôùí éäéïôÞôùí ôïõò üðùò áõôÝò èá åêöñÜæïíôáí óå ìéá ôõðéêÞ ëïãéêÞ. ¸ôóé åðéôõã÷Üíåôáéç åíïðïßçóç ôùí áðïäåßîåùí êáé ôùí ðñïãñáììÜôùí ìå Ýíáí êïìøü ôñüðï êáé ôï ôõðéêü rea-soning ðïõ ðáñáäïóéáêÜ ãéíüôáí óå ìéá ìåôá-èåùñßá, ìðïñåß ôþñá íá åêöñáóôåß ìÝóá óôçí ßäéáôç ãëþóóá. Ìéá ðñïóÝããéóç ðïëý ðáñüìïéá óôï ðíåýìá, áëëÜ ðïõ äéáöÝñåé óôéò ëåðôïìÝñåéåòôçò ëïãéêÞò ðñïôÜèçêå áíåîÜñôçôá áðü ôïõò Crary êáé Vanderwaart [19]. Ï êïéíüò ðáñïíïìá-óôÞò áíÜìåóá óôéò äýï äïõëåéÝò, äçëáäÞ ç åíóùìÜôùóç ìéáò ëïãéêÞò êáôÜëëçëçò íá åêöñÜóåééäéüôçôåò óôï óýóôçìá ôýðùí ôçò ãëþóóáò, èá áíáöÝñåôáé ùò ç ôõðïèåùñçôéêÞ ðñïóÝããéóç.Ç ôõðïèåùñçôéêÞ ðñïóÝããéóç ÷ôßæåé ðÜíù óå Ýíá ìåãÜëï üãêï äïõëåéÜò óôçí ðåñéï÷Þ ôçòëïãéêÞò êáé ôçò èåùñßáò ôýðùí êáé åðé÷åéñåß íá åíóùìáôþóåé áõôÞ ôç äïõëåéÜ óå åìðïñéêÞò åì-âÝëåéáò ìåôáãëùôôéóôÝò ãéá ãåíéêÞò ÷ñÞóçò ãëþóóåò ðñïãñáììáôéóìïý. Ðáñ' üëï ðïõ áñêåôÜêáé äýóêïëá ðñïâëÞìáôá, èåùñçôéêÜ êáé ðñáêôéêÜ, ðñÝðåé íá ëõèïýí ðñéí ðñáãìáôéêïß ðñï-ãñáììáôéóôÝò ìðïñÝóïõí íá ÷ñçóéìïðïéÞóïõí ôá áðïôåëÝóìáôá áõôÞò ôçò ðñïóðÜèåéáò, åßíáéðéèáíü áõôÞ ç ðñïóÝããéóç íá áðïôåëÝóåé Ýíá óçìáíôéêü âÞìá ðñïò ôçí åðßëõóç åíüò ðñïâëÞ-ìáôïò ðéï ãåíéêïý áðü áõôü ôçò áóöÜëåéáò: ÐáñáãùãÞ êáé åêôÝëåóç áðïäïôéêïý åêôåëÝóéìïõêþäéêá ðïõ áðïäåéêíýåôáé üôé éêáíïðïéåß ôõ÷áßåò åðéèõìçôÝò éäéüôçôåò.3.2 ÅíäéÜìåóåò êáé ôåëéêÝò ãëþóóåò ìå ôýðïõòÇ åíäéÜìåóç ãëþóóá ìå ôýðïõò (Typed Intermediate Language, TIL) êáé ç ôåëéêÞ ãëþóóáìå ôýðïõò (Typed Assembly Language, TAL) (âë. [22, 25]) Þôáí äýï áðü ôéò ðñþôåò ãåíéêÝòáðüðåéñåò íá åðåêôáèïýí ïé åíäéÜìåóåò Þ ôåëéêÝò ãëþóóåò ìå éó÷õñÜ óõóôÞìáôá ôýðùí, ôáïðïßá èá ìðïñïýóáí íá ÷ñçóéìïðïéçèïýí ãéá åðáëÞèåõóç ôïõ åêôåëÝóéìïõ êþäéêá. Ðáñ' üëïðïõ ôá ðëåïíåêôÞìáôá áðü ôç ÷ñÞóç ìéáò åíäéÜìåóçò Þ ôåëéêÞò ãëþóóáò ìå éó÷õñü óýóôçìáôýðùí óå Ýíá ìåôáãëùôôéóôÞ äåí ðåñéïñßæïíôáé ìüíï óå èÝìáôá áóöÜëåéáò, ïé ôýðïé ðïõ áíá-ôßèåíôáé óå ðñïãñÜììáôá ãñáììÝíá óå áõôÝò ôéò ãëþóóåò ìðïñïýí íá ÷ñçóéìïðïéçèïýí ãéáíá åããõçèåß êáíåßò üôé êÜðïéåò, óõíÞèùò áðëÝò éäéüôçôåò áóöÜëåéáò éó÷ýïõí êáôÜ ôç äéÜñêåéáôçò åêôÝëåóçò ôïõ êþäéêá. Ãéá íá ãßíåé áõôü äõíáôü, Ýíáò êáôÜëëçëïò åëåãêôÞò ôýðùí ðñÝðåéíá åðéâåâáéþíåé ôçí ïñèüôçôá ôùí ôýðùí ôïõ ðñïò åêôÝëåóç êþäéêá ðñßí ôçí åêôÝëåóÞ ôïõ.ÅðéðëÝïí, åðåéäÞ ç ðïëéôéêÞ áóöáëåßáò åßíáé åíóùìáôùìÝíç óôï óýóôçìá ôýðùí ôçò ãëþóóáò÷áìçëïý åðéðÝäïõ, ïé áðïäåßîåéò ãéá ôçí áóöÜëåéá ìðïñïýí íá êáôáóêåõáóôïýí áõôüìáôá áðüôï ìåôáãëùôôéóôÞ. ÐáñáêÜôù ðåñéãñÜöåôáé ç ÷ñÞóç ìéáò åíäéÜìåóçò ãëþóóáò ìå ôýðïõò ãéáôçí áõôüìáôç êáé áóöáëÞ äÝóìåõóç/áðïäÝóìåõóç ìíÞìçò.3.2.1 Äéá÷åßñéóç ìíÞìçò âáóéóìÝíç óå ðåñéï÷Ýò { Capability LanguageÇ âáóéóìÝíç óå ðåñéï÷Ýò äéá÷åßñéóç ìíÞìçò (region-based memory management) åßíáé ìßá,åíáëëáêôéêÞ ôçò óõëëïãÞò óêïõðéäéþí, ôå÷íéêÞ áõôüìáôçò äéá÷åßñéóçò ôçò ìíÞìçò ôïõ óùñïý34



áðü Ýíá ðñüãñáììá. Ç Capability Language (CL), ðïõ ðñïôÜèçêå áðü ôïí D. Walker etal. óôï [34], åßíáé ìéá TIL ãëþóóá ðïõ ÷ñçóéìïðïéåß áõôÞ ôçí ôå÷íéêÞ. Óôü÷ïò ôçò åßíáé çáíôéìåôþðéóç ôïõ åîÞò ðñïâëÞìáôïò:ÅðåéäÞ ôá ðëáßóéá TAL êáé PCC äåí áó÷ïëïýíôáé ìå ôç äéá÷åßñéóç ìíÞìçò, çïñèüôçôÜ ôïõò âáóßæåôáé óå êÜðïéïí Ýìðéóôï óõëëÝêôç óêïõðéäéþí. Ïé óõëëÝêôåòóêïõðéäéþí üìùò åßíáé óõíÞèùò ìåãÜëåò, ìç-ðéóôïðïéçìÝíåò åöáñìïãÝò êáé Ýôóé ïâáèìüò áóöÜëåéáò üëïõ ôïõ óõóôÞìáôïò ìåéþíåôáé.H CL êáôáöÝñíåé íá åíóùìáôþóåé ôç äéá÷åßñéóç ôçò ìíÞìçò ôïõ óùñïý óôï óýóôçìá ôýðùíôçò ìå áðïôÝëåóìá ôá ðñïãñÜììáôá ðïõ ãñÜöïíôáé óå CL íá Ý÷ïõí Ýëåã÷ï óôç äéá÷åßñéóçôçò ìíÞìçò êáé åðéðëÝïí íá åßíáé ðéóôïðïéçìÝíá áóöáëÞ. ÅðéðëÝïí, ôá ðñïãñÜììáôá äåí ðÜ-ó÷ïõí áðü ôéò áðþëåéåò áðüäïóçò ëüãù ôùí äéáêïðþí óôç ñïÞ åêôÝëåóçò ðïõ ðñïêáëåß ÝíáòóõëëÝêôçò óêïõðéäéþí.Óôï óýóôçìá áõôü, ç ìíÞìç ÷ùñßæåôáé óå ôìÞìáôá ðïõ ïíïìÜæïíôáé ðåñéï÷Ýò. ÊÜèå äåäï-ìÝíï ðïõ áðáéôåß äõíáìéêÞ äÝóìåõóç ìíÞìçò áðïèçêåýåôáé óå ìßá áðü ôéò åíåñãÝò ðåñéï÷Ýò êáéç äéÜñêåéá æùÞò ôïõ åßíáé ôï ðïëý üóç êáé ç äéÜñêåéá æùÞò ôçò ðåñéï÷Þò. ÊÜèå ðåñéï÷Þ áíôé-ðñïóùðåýåôáé áðï Ýíá capability, ðïõ äçëþíåé ôï äéêáßùìá ðñüóâáóçò óå áõôÞ ôçí ðåñéï÷Þ.¸ôóé, ãéá íá ÷ñçóéìïðïéçèåß Ýíá äåäïìÝíï ôçò ðåñéï÷Þò r óå êÜðïéï óçìåßï ôçò ñïÞò åëÝã÷ïõôïõ ðñïãñÜììáôïò, ôï ðñüãñáììá ðñÝðåé íá ðáñïõóéÜóåé ôï capability ôçò r.Ç ìíÞìç èåùñåßôáé ìéá ðåðåñáóìÝíç áíôéóôïß÷éóç áðü ïíüìáôá ðåñéï÷þí (ν) óå ðåñéï÷Ýò,üðïõ ðåñéï÷Þ åßíáé Ýíá block ìíÞìçò üðïõ áðïèçêåýïíôáé äåäïìÝíá. Ïé ðåñéï÷Ýò äçìéïõñãïý-íôáé êáôÜ ôï ÷ñüíï åêôÝëåóçò ìå ôç äÞëùóç newrgn ρ, x ç ïðïßá ðñïóèÝôåé óôç ìíÞìç ìéáíÝá ðåñéï÷Þ (ν), äåóìåýåé ôï ρ óáí üíïìá áõôÞò ôçò ðåñéï÷Þò êáé ôï x óáí ôï ÷åéñéóôÞ (han-dle) áõôÞò ôçò ðåñéï÷Þò. Ç ÷ñçóéìïðïßçóç ïíïìÜôùí êáé ÷åéñéóôþí ãéá ôéò ðåñéï÷Ýò äåí åßíáéðëåïíáóìüò, ìéáò êáé ôá ïíüìáôá áðïôåëïýí åêöñÜóåéò ðïõ ÷ñåéÜæïíôáé ìüíï êáôÜ ôï óôÜ-äéï ìåôáãëþôôéóçò åíþ ïé ÷åéñéóôÝò ÷ñåéÜæïíôáé êáé êáôÜ ôï ÷ñüíï åêôÝëåóçò. Ç ðåñéï÷Þáðïäåóìåýåôáé ìå ôçí åíôïëÞ freergn x, üðïõ x ï ÷åéñéóôÞò ôçò ðåñéï÷Þò.Ïé ðåñéï÷Ýò óôç CL áíôéìåôùðßæïíôáé ùò ôýðïé, êáé Ýôóé ï ðñïãñáììáôéóôÞò ìðïñåß íáïñßóåé ìåôáâëçôÝò ôýðïõ ðåñéï÷Þò. ÅðéôñÝðåôáé äýï ìåôáâëçôÝò ðåñéï÷Þò, ð.÷. r1, r2 íá áñ÷é-êïðïéçèïýí ìå ôçí ßäéá ðåñéï÷Þ. Ãéá íá áðïäåóìåõôåß üìùò ç ðåñéï÷Þ r1 ìå áóöÜëåéá, ðñÝðåé íáîÝñïõìå üôé êáìßá Üëëç ìåôáâëçôÞ ðåñéï÷Þò äåí äåß÷íåé óôçí ßäéá ðåñéï÷Þ ìå ôç r1. Ãé' áõôü çCL ðáñÝ÷åé äýï ôåëåóôÝò: ôï r1
1 åííïåß üôé ç ðåñéï÷Þ åßíáé ìïíÜäéêç åíþ ôï r+

1 åííïåß üôé ìðïñåßíá õðÜñ÷åé óõíùíõìßá (aliasing), äçëáäÞ íá õðÜñ÷åé êáé Üëëç ìåôáâëçôÞ ðïõ íá äåß÷íåé óôçíßäéá ðåñéï÷Þ, ð.÷. ç r2. ¸ôóé, ìéá ðåñéï÷Þ ìðïñåß íá áðïäåóìåõôåß ìüíï áí åßíáé ôçò ìïñöÞò
r1. ÐëÞñçò ðåñéãñáöÞ ôïõ óõóôÞìáôïò ôýðùí êáé ôçò óçìáóéïëïãßáò ôçò CL õðÜñ÷åé óôï [34].Ï áíáãíþóôçò ðïõ äåí åßíáé åîïéêåéùìÝíïò ìå ôá óõóôÞìáôá ôýðùí êáé ôïí λ-ëïãéóìü ìðïñåßíá åíçìåñùèåß áðü ôá [37, 13, 16, 17].3.3 ÅðüðôåòÅðüðôçò (monitor) ëÝãåôáé Ýíá ðñüãñáììá ðïõ ôñÝ÷åé ðáñÜëëçëá ìå ìéá ýðïðôç åöáñìïãÞ êáéðáñáêïëïõèåß ôç ñïÞ åêôÝëåóÞò ôçò. Áí áõôÞ îåöýãåé áðü ôçí åðéèõìçôÞ ðïëéôéêÞ áóöáëåßáò ïåðüðôçò Þ ôçí ôñïðïðïéåß Þ ôåñìáôßæåé ôçí åöáñìïãÞ. Ç ëåéôïõñãßá åíüò åðüðôç ðåñéãñÜöåôáéóå ãåíéêÝò ãñáììÝò áðü ôïí ðáñáêÜôù ìç÷áíéóìü:¼ôáí ç ýðïðôç åöáñìïãÞ ðñüêåéôáé íá åêôåëÝóåé ìéá ðéèáíþò åðéêßíäõíç êëÞóç óõíÜñôçóçò, çñïÞ åëÝã÷ïõ ôïõ ðñïãñÜììáôïò ðåñíÜåé óôïí åðüðôç ï ïðïßïò áðïöáóßæåé ôß áðü ôá ðáñáêÜôùèá ãßíåé.i. ÅðéôñÝðåé óôçí åöáñìïãÞ íá êáëÝóåé ôç óõíÜñôçóç.ii. Ôåñìáôßæåé ôçí åöáñìïãÞ. 35



iii. Äåí ôçò åðéôñÝðåé íá êáëÝóåé ôç óõíÜñôçóç, áëëÜ ôçí áöÞíåé íá óõíå÷ßóåé.iv. Ï ßäéïò ï åðüðôçò åêôåëåß êÜðïéïõò õðïëïãéóìïýò åê ìÝñïõò ôçò åöáñìïãÞò êáé ÝðåéôáäéáëÝãåé ìéá áðü ôéò ðáñáðÜíù åðéëïãÝò.3.3.1 Ç ãëþóóá PolymerÐñïçãïýìåíç Ýñåõíá Ý÷åé äåßîåé üôé ïé åðüðôåò áðïôåëïýí Ýíá ðéï ãåíéêü ìç÷áíéóìü áðü ôéòËßóôåò Åëåã÷üìåíçò Ðñüóâáóçò (óåë. 25) êáé áðü ôïí Ýëåã÷ï ôçò óôïßâáò (stack inspection).Ðáñ' üëá áõôÜ, õðÜñ÷åé Ýëëåéøç áêñéâïýò óçìáóéïëïãßáò óôïí ôïìÝá áõôü. Ïé L. Bauer,J. Ligatti êáé D. Walker êÜëõøáí áõôü ôï êåíü ó÷åäéÜæïíôáò ìéá ãëþóóá ãéá åðüðôåò, ôçíPolymer, ç ïðïßá ðåñéãñÜöåôáé ðáñáêÜôù. Ôï ðëÞñåò óýóôçìá ôýðùí êáé ç óçìáóéïëïãßá ôçòõðÜñ÷åé óôï [14].ÁðëÝò ÐïëéôéêÝòÐïëéôéêÞ êáëåßôáé ôï æåõãÜñé {actions: A; whatToDo: E}, üðïõ Á Ýíá óýíïëï åíåñãåéþíôçò ýðïðôçò åöáñìïãÞò êáé Å Ýíá óýíïëï åíåñãåéþí ôïõ åðüðôç. Ôï Á ïíïìÜæåôáé äéá÷åéñéæü-ìåíï óýíïëï. ¼ôáí ç åöáñìïãÞ èÝëåé íá åêôåëÝóåé ìéá åíÝñãåéá ðïõ áíÞêåé óôï äéá÷åéñéæüìåíïóýíïëï, ï åðüðôçò ðáñåìâáßíåé êáé åêôåëåß ôï Å ãéá íá äéáôçñçèåß ç åðéèõìçôÞ ðïëéôéêÞ áóöá-ëåßáò ôïõ óõóôÞìáôïò.Ãéá ðáñÜäåéãìá, ìéá ðïëéôéêÞ ðïõ åðéôñÝðåé óôéò åöáñìïãÝò íá äåóìåýóïõí ìíÞìç ìÝ÷ñéêÜðïéï áíþôáôï üñéï, Ýóôù q0, ìðïñåß íá ãñáöôåß ùò åîÞò:fun mpol(q:int).{ actions: malloc();policy:next ->case * ofmalloc(n) ->if ((q-n) > 0) thenok; run (mpol (q-n))elsehaltenddone -> ()}Ç äïìÞ (next → E1 | done → E2) áíáóôÝëëåé ôç ëåéôïõñãßá ôïõ åðüðôç ìÝ÷ñé íá óõíáíôÞóåéêÜðïéá åíôïëÞ malloc(). Ôüôå ï åðüðôçò êïéôÜæåé áí ç åöáñìïãÞ, äåóìåýïíôáò ôçí åðéðëÝïíìíÞìç, îåðåñÜóåé ôçí q0. Áí íáé, ôüôå äéáêüðôåé ôçí åöáñìïãÞ, áí ü÷é ôçí áöÞíåé íá óõíå÷ßóåé.Ç mpol åßíáé áíáäñïìéêÞ. ÌåôÜ ôï ok; êáëåß ôïí åáõôü ôçò êáé \ðáãþíåé" óôï åðüìåíï nextìÝ÷ñé ôçí åðüìåíç åíôïëÞ ôïõ äéá÷åéñéæüìåíïõ óõíüëïõ (åäþ ìüíï ç malloc() áíÞêåé óôï Á).Áí ç åöáñìïãÞ ôåñìáôßóåé ÷ùñßò íá âñåèåß îáíÜ åíôïëÞ ðïõ íá áíÞêåé óôï Á, ôüôå åêôåëåßôáéç E2 ãéá íá êáèáñßóåé ðéèáíÜ ß÷íç ðïõ Üöçóå ç åöáñìïãÞ. ¸äù áõôü äåí åßíáé áðáñáßôçôï,ïðüôå ç E2 åðéóôñÝöåé unit. Ç ðïëéôéêÞ êáëåßôáé áñ÷éêÜ ùò åîÞò: memlimit = mpol q0. ÊÜèåðïëéôéêÞ Ý÷åé ôýðï M(τ) üðïõ τ åßíáé ï ôýðïò ðïõ åðéóôñÝöåé ç E2. Åäþ, ç memlimit Ý÷åéôýðï M(unit).ÓõíäõÜæïíôáò ÐïëéôéêÝòÏé ðïëéôéêÝò óôçí Polymer åßíáé áíôéêåßìåíá ðñþôçò ôÜîçò. Áõôü óçìáßíåé üôé ìéá óõíÜñ-ôçóç ìðïñåß íá åßíáé ðïëõìïñöéêÞ ùò ðñïò ôéò ðïëéôéêÝò êáé üôé ìéá ðïëéôéêÞ ìðïñåß íá åßíáéöùëéáóìÝíç ìÝóá óå ìéá Üëëç ðïëéôéêÞ. ÅðéðëÝïí, õðÜñ÷ïõí ôåëåóôÝò ðïõ åðéôñÝðïõí íá óõí-äõÜæïõìå ðïëéôéêÝò ãéá íá öôéÜ÷íïõìå ðéï óýíèåôåò ðïëéôéêÝò. Áò õðïèÝóïõìå üôé õðÜñ÷åé36



ìéá ðïëéôéêÞ, ç fileAccess ðïõ åëÝã÷åé ôçí ðñüóâáóç ôùí åöáñìïãþí óôá ôïðéêÜ áñ÷åßá.ÅðéôñÝðåôáé íá ôñÝ÷åé ðáñÜëëçëá ìå ôç memlimit þóôå íá Ý÷ïõìå ìéá ðïëéôéêÞ ðïõ åëÝã÷åé ôïüñéï ôçò ìíÞìçò êáé ôçí ðñüóâáóç óôá áñ÷åßá:RM = fileAccess ∧ memlimitÇ malloc() áãíïåßôáé áðü ôçí fileAccess åíþ åíÝñãåéåò üðùò ç fopen() áãíïïýíôáé áðü ôçmemlimit. Áí ìéá áðü ôéò äýï ðïëéôéêÝò áðïöáóßóåé íá óôáìáôÞóåé ôçí åöáñìïãÞ, ôüôå ôçóôáìáôÜåé ÷ùñßò ôçí Üäåéá ôçò Üëëçò. Ï ôõðüò ôçò óõíïëéêÞò ðïëéôéêÞò åßíáé M(τ1 × τ2) äç-ëáäÞ åäþ åßíáé M(unit×unit). Ïñßæåôáé êáé ç ïõäÝôåñç ðïëéôéêÞ > ãéá ôïí ôåëåóôÞ ∧. ¸ôóé,ç ðïëéôéêÞ M ∧ > åßíáé ç ßäéá ìå ôç M . Ìå ôçí ßäéá ëïãéêÞ, ï ôåëåóôÞò ∨τ áíôéðñïóùðåýåéôç äéÜæåõîç äýï ðïëéôéêþí ðïõ ôñÝ÷ïõí ðáñÜëëçëá. ÄçëáäÞ ìéá åöáñìïãÞ ãßíåôáé äåêôÞ üôáíôç äÝ÷åôáé Ýóôù ç ìßá áðü ôéò äýï ðïëéôéêÝò, åíþ ãéá íá óôáìáôÞóåé íá åêôåëåßôáé ðñÝðåé íáóõìöùíÞóïõí êáé ïé äýï ðïëéôéêÝò. Ï ôýðïò ôçò óõíïëéêÞò ðïëéôéêÞò åßíáé M(τ1 + τ2).ÓõíèÝôïíôáò ÐïëéôéêÝòÊáìéÜ öïñÜ ï óõíäõáóìüò äýï ðïëéôéêþí ìðïñåß íá ïäçãÞóåé óå Üëëá áðïôåëÝóìáôá áðüôá åðéèõìçôÜ. Ãéá ðáñÜäåéãìá, Ýóôù ç liberalFilePolicy ðïõ åðéôñÝðåé óôéò åöáñìïãÝòðñüóâáóç óå áñêåôÜ áñ÷åßá, åíþ ç stricterFilePolicy åßíáé ìéá ðïëéôéêÞ ðïõ áðáãïñåýåéôçí ðñüóâáóç óôï óýóôçìá áñ÷åßùí. Ç óýæåõîç áõôþí ôùí ðïëéôéêþí èá Ý÷åé áðñüâëåðôááðïôåëÝóìáôá, áöïý ïé åíÝñãåéåò ðïõ áðáãïñåýïíôáé áðü ôç ìßá åðéôñÝðïíôáé (êáé ðéèáíþòáðáéôïýíôáé) áðü ôçí Üëëç. Ãé' áõôÝò ôéò ðåñéðôþóåéò ç Polymer ðáñÝ÷åé Ýíá óýóôçìá ôýðùíðïõ èÝôåé ðåñéïñéóìïýò ãéá ôï ðïéåò ðïëéôéêÝò ìðïñïýí íá óõíäõÜæïíôáé êáé åðéðëÝïí ðáñÝ÷åéôåëåóôÝò ãéá ôçí áêïëïõèéáêÞ åêôÝëåóç äýï ðïëéôéêþí áíôß ôçò ðáñÜëëçëçò üðïõ ÷ñåéÜæåôáé.Ç Polymer ÷ñçóéìïðïéåß Ýíá óýóôçìá ôýðùí êáé áðïôåëåóìÜôùí (type and e�ect system).ÊÜèå ðïëéôéêÞ Ý÷åé ôýðï MAr

Ac

üðïõ Ar åßíáé ôï äéá÷åéñéæüìåíï óýíïëü ôçò êáé Ac åßíáé ôááðïôåëÝóìáôá ðïõ åðéóôñÝöåé, äçëáäÞ ïé åíÝñãåéåò ðïõ ç ðïëéôéêÞ áðáãïñåýåé Þ ôéò åêôåëåß çßäéá åê ìÝñïõò ôçò åöáñìïãÞò. ¸ôóé, ãéá ôïõò ôåëåóôÝò ðïõ ïñßóáìå ðáñáðÜíù Ý÷ïõìå ôïõòêáíüíåò ôýðùí:
Γ ` M1 : MA1

A2
(τ1) Γ ` M2 : MA3

A4
(τ2)

A1 ∩ A4 = A2 ∩ A3 = ∅

Γ ` M1 ∧ M2 : MA1∪A3

A2∪A4
(τ1 × τ2)

Γ ` M1 : MA1

A2
(τ1) Γ ` M2 : MA3

A4
(τ2)

A1 ∩ A4 = A2 ∩ A3 = ∅

Γ ` M1 ∨τ1+τ2 M2 : MA1∪A3

A2∪A4
(τ1 + τ2)Ðáñáôçñïýìå üôé ãéá íá óõíäõÜæïíôáé äýï ðïëéôéêÝò ðñÝðåé ôï äéá÷åéñéæüìåíï óýíïëï ôçò ìßáòíá ìçí Ý÷åé êïéíÝò åíÝñãåéåò ìå ôá áðïôåëÝóìáôá ôçò Üëëçò. Ôï äéá÷åéñéæüìåíï óýíïëï ôçòóõíïëéêÞò ðïëéôéêÞò åßíáé ç Ýíùóç ôùí äéá÷åéñéæüìåíùí óõíüëùí ôùí åðéìÝñïõò ðïëéôéêþí. Ôïßäéï éó÷ýåé êáé ãéá ôá áðïôåëÝóìáôá ôçò óõíïëéêÞò ðïëéôéêÞò.Åðßóçò, ïñßæïíôáé äýï ôåëåóôÝò ãéá áêïëïõèéáêÞ åêôÝëåóç ðïëéôéêþí. Ç óõæåõêôéêÞ áêï-ëïõèéáêÞ ðïëéôéêÞ M1 M M2 ëåéôïõñãåß ùò åîÞò: Ç M1 åöáñìüæåôáé óôçí åöáñìïãÞ-óôü÷ïêáé Ý÷åé ôï äéêáßùìá íá áðáãïñåýóåé åíÝñãåéåò Þ íá ðñïóèÝóåé äéêÝò ôçò åíÝñãåéåò óôï óôü÷ï.¸ôóé äçìéïõñãåß Ýíá ñåýìá åîüäïõ óôï ïðïßï åöáñìüæåôáé ç M2 êáé åíåñãåß üðùò èá åíåñãïýóåêáíïíéêÜ áí åöáñìïæüôáí êáôåõèåßáí óôï óôü÷ï. Ãéá íá ôåñìáôéóôåß ï óôü÷ïò áñêåß íá ôïáðïöáóßóåé ìéá åê ôùí äýï ðïëéôéêþí. Ç äéáæåõêôéêÞ áêïëïõèéáêÞ ðïëéôéêÞ M1OτM2 åßíáéðáñüìïéá, ìå ôç äéáöïñÜ üôé ôþñá ðñÝðåé íá óõìöùíÞóïõí êáé ïé äýï ãéá íá ôåñìáôéóôåß ïóôü÷ïò. Áöïý ïé ðïëéôéêÝò åêôåëïýíôáé áêïëïõèéáêÜ, åßíáé óôçí åõèýíç ôïõ ðñïãñáììáôéóôÞíá áðïöáóßóåé ðþò èá åðéëýóåé ôéò óõãêñïýóåéò. ¸ôóé, ïé êáíüíåò ôýðùí ãéá ôïõò äýï áõôïýòôåëåóôÝò åßíáé ëéãüôåñï ðåñéïñéóôéêïß áðü ôïõò ðñïçãïýìåíïõò. 37



Γ ` M1 : MA1

A2
(τ1) Γ ` M2 : MA3

A4
(τ2)

Γ ` M1 M M2 : MA1∪A3

A2∪A4
(τ1 × τ2)

Γ ` M1 : MA1

A2
(τ1) Γ ` M2 : MA3

A4
(τ2)

Γ ` M1Oτ1+τ2M2 : MA1∪A3

A2∪A4
(τ1 + τ2)ÊÜèå ðïëéôéêÞ ðïõ ó÷çìáôßæåôáé ìå ôïõò ðáñÜëëçëïõò ôåëåóôÝò ó÷çìáôßæåôáé êáé ìå ôïõòáêïëïõèéáêïýò, áöïý äÝ÷ïíôáé ðåñéóóüôåñåò ðïëéôéêÝò. Áðü ôçí Üëëç üìùò, ïé ðáñÜëëçëïéôåëåóôÝò åîáóöáëßæïõí ôçí (óõ÷íÜ åðéèõìçôÞ) éäéüôçôá ôçò ìç-ðáñåìâïëÞò ìåôáîý ôùí ðïëéôé-êþí.3.4 ÓõóôÞìáôá ôýðùí ìå ñïÞ ðëçñïöïñßáò { Ç ãëþóóá λRPÔá óõóôÞìáôá ôýðùí ìå ñïÞ ðëçñïöïñßáò (information-ow type systems [31]) åßíáé Ýíáòêáëüò ôñüðïò ãéá íá åíóùìáôùèïýí ðïëéôéêÝò áóöáëåßáò ìÝóá óå ìéá ãëþóóá. Ïé ôýðïé óåáõôÜ ôá óõóôÞìáôá Ý÷ïõí åôéêÝôåò (labels), ïé ïðïßåò ÷ñçóéìïðïéïýíôáé ãéá íá åêöñÜóïõíéäéüôçôåò áóöÜëåéáò ôùí äåäïìÝíùí. ÓõíÞèùò, ïé åñåõíçôÝò ðïõ ÷ñçóéìïðïßçóáí áõôÜ ôáóõóôÞìáôá áðáéôïýóáí íá êáèïñßæåôáé ç äéáèåóéìüôçôá êÜèå äåäïìÝíïõ (äçìüóéï Þ éäéùôéêü)êáôÜ ôç äéÜñêåéá ôçò áíÜðôõîçò åíüò ðñïãñÜììáôïò. Óôçí ðñÜîç üìùò áõôü äåí åßíáé ðÜíôáäõíáôü êáé Ýôóé ðåñéïñßæïíôáé ïé ðïëéôéêÝò ðïõ ìðïñïýí íá åêöñáóôïýí. Ãé' áõôü ôï ëüãï, ïéS. Tse êáé S. Zdancewic äçìéïýñãçóáí ôç ãëþóóá λRP ðïõ ÷ñçóéìïðïéåß ìåí óýóôçìá ôýðùíìå ñïÞ ðëçñïöïñßáò áëëÜ Ý÷åé êáé Ýíá ìç÷áíéóìü, ôá run-time principals ãéá íá åêöñÜæåéäõíáìéêÜ éäéüôçôåò áóöÜëåéáò óôï ðñüãñáììá. Ôá principals åßíáé ôéìÝò ðñþôçò ôÜîçò óôçí

λRP êáé áíôéðñïóùðåýïõí ÷ñÞóôåò, ïìÜäåò ÷ñçóôþí êáé ãåíéêÜ ïíôüôçôåò ðïõ áëëçëåðéäñïýíìå ôï ðåñéâÜëëïí åêôÝëåóçò ôïõ ðñïãñÜììáôïò. Ç óýíôáîç êáé ïé êáíüíåò ôýðùí ðïõ èáðáñïõóéÜóïõìå åäþ åßíáé ôï õðïóýíïëï ôçò ãëþóóáò ðïõ ÷ñçóéìïðïéÞèçêå óôçí õëïðïßçóçôçò ðáñïýóáò åñãáóßáò. Ç ðëÞñçò ãëþóóá ðåñéãñÜöåôáé óôï [33].3.4.1 ÅôéêÝôåò êáé PrincipalsÏé ðïëéôéêÝò óôçí λRP åêöñÜæïíôáé ìå óýíïëá áðü principals. Èá ÷ñçóéìïðïéïýìå áíáãíù-ñéóôéêÜ ìå êåöáëáßï ãñÜììá ãéá ôá ïíüìáôá ôùí principals üðùò Alice, Bob ê.ëð. êáé ôçìåôá-ìåôáâëçôÞ X ãéá áõôÜ ôá ïíüìáôá. Ôá óýíïëá s áðü principals åßíáé ìç-äéáôåôáãìÝíåòëßóôåò áðü principals ðïõ ÷ùñßæïíôáé ìå êüììá. Ôï Üäåéï óýíïëï óõìâïëßæåôáé ìå `·' êáéóõ÷íÜ èá ðáñáëåßðåôáé. ¸ôóé Ý÷ïõìå:
p ::= X | α s ::= · | p, süðïõ α åßíáé ìéá principal ìåôáâëçôÞ åðåéäÞ ç ôáõôüôçôá åíüò principal ìðïñåß íá ìçí åßíáéãíùóôÞ óôáôéêÜ. ÊÜèå åôéêÝôá l áðïôåëåßôáé áðü ôìÞìáôá c ôçò ìïñöÞò p : s üðïõ p åßíáé ï éäéï-êôÞôçò åíüò äåäïìÝíïõ êáé s åßíáé ôá principals ðïõ ôïõò åðéôñÝðåé ôï p íá äéáâÜóïõí ôï äåäï-ìÝíï. Ôá principals ðïõ ôåëéêÜ åðéôñÝðåôáé íá äéáâÜóïõí ôï äåäïìÝíï âñßóêïíôáé áðü ôçí ôïìÞôùí ôìçìÜôùí, äçëáäÞ Ýíá äåäïìÝíï ìå åôéêÝôá Alice : Bob,Charles êáé Bob : Charles,Eveèá äéáâÜæåôáé ìüíï áðü ôïõò Bob êáé Charles.
c ::= p : s d ::= · | c; d l ::= {d}Éåñáñ÷ßá äñÜóçò (acts-for hierarchy) óôçí λRP ïíïìÜæåôáé Ýíá óýíïëï áðü ðåñéïñéóìïýò ôçòìïñöÞò p � q. Ï óõìâïëéóìüò p � q åííïåß üôé ôï q äñá ãéá ôï p, Þ áíôßóôïé÷á üôé ôï páíôéðñïóùðåýåôáé áðü ôï q. ¼ôáí éó÷ýåé áõôü ôüôå ôï q ìðïñåß íá äéáâÜóåé üôé äéáâÜæåé ôï

p. Ç ó÷Ýóç � åßíáé áíáêëáóôéêÞ êáé ìåôáâáôéêÞ êáé ó÷çìáôßæåôáé Ýôóé ìéá ìåñéêÞ äéÜôáîç38



óôá principals. Áí ìéá éåñáñ÷ßá äñÜóçò äåí ðåñéÝ÷åé principal ìåôáâëçôÝò åßíáé êëåéóôÞ êáéóõìâïëßæåôáé ìå A, áëëéþò óõìâïëßæåôáé ìå ∆. ÃñÜöïõìå ∆ ` p � q üôáí ôï áíáêëáóôéêüìåôáâáôéêü êëåßóéìï ôçò ∆ ðåñéÝ÷åé ôï p � q. Ç ó÷Ýóç ãåíéêåýåôáé êáé óå óýíïëá áðü princi-pals, ∆ ` s1 � s2. Ôï óýíïëï s2 äñá ãéá ôï s1 üôáí ãéÜ êÜèå p ∈ s1 õðÜñ÷åé Ýíá q ∈ s2 þóôå
p � q. ÔÝëïò, ïñßæåôáé ôï éó÷õñüôåñï principal > ðïõ Ý÷åé ôçí éäéüôçôá ∆ ` p � > ãéá êÜèåéåñáñ÷ßá ∆ êáé êÜèå principal p.Ç Ýíùóç åôéêåôþí óôçí λRP ïñßæåôáé áðü ôç ó÷Ýóç {d1} t {d2}=def {d1 ∪ d2}. Ìéá åôéêÝôá
l1 = {d1} åßíáé ëéãüôåñï ðåñéïñéóôéêÞ áðü ìéá åôéêÝôá l2 = {d2} üôáí éó÷ýïõí

∆ ` p1 � p2 ∀p′2 ∈ s2.∃p′1 ∈ s1.∆ ` p′1 � p′2
∆ ` p1 : s1 v p2 : s2

∀c1 ∈ d1.∃c2 ∈ d2.∆ ` c1 v c2

∆ ` {d1} v {d2}êáé ãñÜöïõìå ∆ ` l1 v l2. ¼ôáí áõôü äåí éó÷ýåé ãñÜöïõìå ∆ ` l1 v/ l2. Ðáñáôçñïýìå üôé óôçäéÜôáîç ðïõ ó÷çìáôßæïõí ïé åôéêÝôåò ëüãù ôçò ó÷Ýóçò v , éó÷ýåé ðÜíôá üôé ∆ ` l v {>} êáéüôé ∆ ` {·} v l ãéá êÜèå åôéêÝôá l êáé êÜèå éåñáñ÷ßá ∆.3.4.2 Ç óýíôáîç êáé ôï óýóôçìá ôýðùí ôçò λRPÇ λRP åßíáé ìéá ðáñáëëáãÞ ôïõ λ-ëïãéóìïý ìå ôýðïõò, ìå ðïëéôéêÝò áóöáëåßáò ðïõ åêöñÜæïíôáéáðü ôç äéÜôáîç ôùí åôéêåôþí ðïõ ðåñéãñÜøáìå ðáñáðÜíù. ¼ëá ôá ðñïãñÜììáôá ôçò ãëþóóáòôåñìáôßæïõí. Ïé ôýðïé óôçí λRP ïíïìÜæïíôáé ôýðïé áóöáëåßáò t êáé åßíáé âáóéêïß ôýðïé (basetypes) u ðïõ åðéðëÝïí Ý÷ïõí ìéá åôéêÝôá l, äçëáäÞ t=deful. Ï ôýðïò ìïíÜäáò (unit) óõìâïëßæåôáéìå 1 êáé ç ìüíç ôéìÞ ãéá ìåôáâëçôÝò áõôïý ôïõ ôýðïõ åßíáé ôï *. Áí ðáñáëåéöèåß ç åôéêÝôáåíüò âáóéêïý ôýðïõ õðïíïåßôáé üôé Ý÷åé ôç ÷áìçëüôåñç åôéêÝôá, {·}. ¸íá principal p Ý÷åéìïíáäéêü ôýðï2 Pp. Áõôü óõíåðÜãåôáé üôé ç ìüíç ôéìÞ ôïõ ôýðïõ PAlice åßíáé ç óôáèåñÜ Alice.Ïé ìïíáäéêïß ôýðïé Ý÷ïõí îáíá÷ñçóéìïðïéçèåß óôï ðáñåëèüí ãéá íá áíáðáñáóôÞóïõí äõíáìéêÞðëçñïöïñßá [18]. Ç λRP õðïóôçñßæåé åðßóçò êáèïëéêïýò ∀α � p. t êáé õðáñîéáêïýò ôýðïõò
∃α � p. t. Ãéá ðáñÜäåéãìá, ï ôýðïò t0 = ∀α � Alice.bool{α} ðåñéãñÜöåé boolean ìåôáâëçôÝòðïõ áíÞêïõí óå êÜðïéï principal ãéá ôï ïðïßï äñá ç Alice. ¸íá ðÜíù üñéï > óå Ýíá ôýðïèá ðáñáëåßðåôáé ãéáôß üðùò åßäáìå ãéá êÜèå principal éó÷ýåé p � >. ¸ôóé, ãéá óõíôïìßá èáãñÜöïõìå: ∀α. t=def∀α � >. t êáé Λα. e=defΛα � >. e. Ôï ðñüãñáììá ìðïñåß íá êÜíåé Ýëåã÷ïóôç ó÷Ýóç áíôéðñïóþðåõóçò ìåôáîý Alice êáé Bob êáôÜ ôï ÷ñüíï åêôÝëåóçò ÷ñçóéìïðïéþíôáòôçí Ýêöñáóç if (Alice � Bob) e1 e2. Ç óýíôáîç ôçò λRP öáßíåôáé óôïí ðßíáêá 3.1.3.4.3 Äéêáéþìáôá êáé CapabilitiesÇ λRP ïñßæåé äýï äéêáéþìáôá (privileges), ôá declassify êáé delegate ðïõ åðéôñÝðïõí ôçí õðüóõíèÞêåò ÷áëÜñùóç ôçò ðïëéôéêÞò áóöáëåßáò. Ç Ýêöñáóç declassify e t ìåôáôñÝðåé ôïíôýðï ôçò e óôïí ôýðï t, ôï ïðïßï ìðïñåß íá ÷áëáñþóåé êÜðïéåò åôéêÝôåò ðïõ õðÜñ÷ïõí óôçí
e. Ãéá ðáñÜäåéãìá, äåßôå ôçí Ýêöñáóç declassify (intAlice:) (intAlice:Bob). Ç Ýêöñáóç áõôÞðáßñíåé Ýíáí áêÝñáéï ðïõ ôïí äéáâÜæåé ìüíï ç Alice êáé ðñïóèÝôåé êáé ôïí Bob óôá principalsðïõ ìðïñïýí íá ôïí äéáâÜóïõí. Ãéá íá ãßíïíôáé ôá declassi�cations ÷ùñßò íá ðáñáâéÜæåôáé çáóöÜëåéá ôçò ãëþóóáò, ç λRP áðáéôåß íá õðÜñ÷åé ç Ýãêñéóç ôïõ éäéïêôÞôç ôïõ äåäïìÝíïõ (åäþôçò Alice) ãéá íá ÷áëáñþóåé ç ðïëéôéêÞ áóöáëåßáò. Ôï delegate åðéôñÝðåé íá áëëÜîåé ç éåñáñ÷ßáäñÜóçò êáôÜ ôï ÷ñüíï åêôÝëåóçò. Ìå Üëëá ëüãéá, áí éó÷ýåé ç Ýêöñáóç let(p1 � p2)in e ôüôå,åíôüò ôçò åìâÝëåéáò ôçò e, ôï p2 ìðïñåß íá äñÜóåé ãéá ôï p1. ÖõóéêÜ ãéá íá åðéôñáðåß áõôü÷ñåéÜæåôáé ç Ýãêñéóç ôïõ p1 (Þ êÜðïéïõ principal ðïõ äñá ãéá ôï p1).2 Íá ìç óõã÷Ýåôáé ìå ôïí ôýðï ìïíÜäáò. Ïé ìïíáäéêïß ôýðïé (singleton types) ðñïôÜèçêáí áðü ôïí D. Aspinallóôï [9]. 39



Ðßíáêáò 3.1: Óýíôáîç ôçò λRP.
t ::= ul Secure types
u ::= Base types1 unitt+t sum

t → t functionPp principal
∀α � p. t universal
∃α � p. t existentialC capability

e ::= Terms
υ value
x variableinl e left injectioninr e right injectioncase e υ υ sum case
e e applicationif (e � e) e e if delegation
e[p] instantiationopen (α, x) = e in e openingif (e ⇒ e . i) e e if certifydeclassify e t declassifylet(e � e) in e let delegateacquire e . i acquire

υ ::= Values* unitinl υ left injectioninr υ right injection
λx :t. e functionX principal
Λα � p. e polymorphismpack (p � q, e) packinglet (X1 � X2) in υ let delegate
X{i} capability

i ::= Privilegesdeclassify declassi�cationdelegatep�p delegationÃéá íá õëïðïéÞóåé ôéò åãêñßóåéò ôùí principals êáôÜ ôï ÷ñüíï åêôÝëåóçò, ç λRP ÷ñçóéìï-ðïéåß ôï ìç÷áíéóìü ôùí capabilities. ¸ôóé îå÷ùñßæåé ôéò óôáôéêÝò Üäåéåò áðü ôéò áíáðáñáóôÜ-óåéò ôïõò óôï ÷ñüíï åêôÝëåóçò. Ç óôáôéêÞ Üäåéá ãñÜöåôáé p . i êáé äçëþíåé üôé ôï ðñüãñáììá÷ñåéÜæåôáé ôçí Ýãêñéóç ôïõ p ãéá íá ÷ñçóéìïðïéÞóåé ôï äéêáßùìá i. Ç Ýãêñéóç êáôÜ ôï ÷ñüíïåêôÝëåóçò ãñÜöåôáé X{i} êáé åßíáé Ýíá capability ðïõ äçìéïõñãÞèçêå áðü ôï run-time princi-pal X êáé ðáñá÷ùñåß ôï äéêáßùìá i. ¸íá capability Ý÷åé ôýðï C. ¸íá ðñüãñáììá ìðïñåß íáåîåôÜóåé Ýíá capability ÷ñçóéìïðïéþíôáò ôï äõíáìéêü Ýëåã÷ï if (e1 ⇒ e2 . i) e3 e4, üðïõ ôï
e2 áðïôéìÜôáé óå run-time principal êáé ôï e1 óå capability. Áí ôï capability õðïíïåß üôé ôïprincipal åðéôñÝðåé ôï i ôüôå áðïôéìÜôáé ôï e3, áëëéþò áðïôéìÜôáé ôï e4.ÏíïìÜæïõìå π ôï óýíïëï ôùí óôáôéêþí áäåéþí, äçëáäÞ π ::= · | π, p . i. ÁíÜëïãá ìå ôïäéêáßùìá i, ïñßæïõìå ôï π(i)=def {p | p . i ∈ π} ðïõ åßíáé ôï óýíïëï ôùí principals ðïõ äßíïõí40



ôï äéêáßùìá i. Ï êáíüíáò ∆ ` t2 − t1 = s óçìáßíåé üôé ï ôýðïò t2 ìðïñåß íá ãßíåé declassi�edóôïí ôýðï t1 ÷ñçóéìïðïéþíôáò ôçí Ýãêñéóç ôùí principals óôï s. Ôï s áðïôåëåßôáé áðü ôïõòéäéïêôÞôåò óôéò åôéêÝôåò ôïõ t2. ×ñçóéìïðïéþíôáò áõôïýò ôïõò ïñéóìïýò, ï êáíüíáò ôýðùí ãéáôï declassify ãñÜöåôáé:
∆;Γ;π ` e : t2 ∆ ` t2 − t1 = s ∆ ` s � π(declassify)

∆; Γ;π ` declassify e t1 : t1Ï êáíüíáò ∆ ` s � π(declassify) óçìáßíåé üôé ôï óýíïëï ôùí principals ðïõ åðéôñÝðïõíóôáôéêÜ ôï declassify áñêåß ãéá íá äñÜóåé ãéá ôï s. Ìå ðáñüìïéá ëïãéêÞ ãñÜöåôáé êáé ïêáíüíáò ôýðùí ãéá ôï äéêáßùìá delegate:
∆;Γ;π ` e1 : Pp ∆;Γ;π ` e2 : Pq

∆, p � q; Γ;π ` e3 : t ∆ ` p � π(delegatep�q)

∆; Γ;π ` let(e1 � e2) in e3 : t¼ðùò öáßíåôáé óôïí ðáñáðÜíù êáíüíá, ôï óþìá ôïõ let áðïôéìÜôáé ÷ñçóéìïðïéþíôáò ôçíåðåêôåôáìÝíç éåñáñ÷ßá äñÜóçò áëëÜ ìåôÜ áðïêáèßóôáôáé ç áñ÷éêÞ éåñáñ÷ßá. Ìå áõôü ôïíôñüðï åîáóöáëßæåôáé üôé ç áíôéðñïóþðåõóç ãßíåôáé ôïðéêÜ, ìüíï óôçí e3.Ùò ôþñá åßäáìå ôé ÷ñåéÜæåôáé ãéá íá äïèïýí ôá äéêáéþìáôá óå êÜðïéá principals áëëÜ äåíåîåôÜóáìå ðùò áðïêôÜ ôá áðáéôïýìåíá capabilities ôï ðåñéâÜëëïí åêôÝëåóçò. ¼ðùò åßðáìå, ôáprincipals áíôéðñïóùðåýïõí ÷ñÞóôåò Þ ãåíéêÜ ïíôüôçôåò ðïõ áëëçëåðéäñïýí ìå ôï ðåñéâÜëëïíåêôÝëåóçò. Ôá capabilities ëïéðüí, ìðïñïýí íá äïèïýí ìå äéÜöïñïõò ôñüðïõò: üôáí êÜíåé Ýíáò÷ñÞóôçò login, ìåôÜ ôçí ðéóôïðïßçóç ôçò ôáõôüôçôáò êÜðïéïõ áðïìáêñõóìÝíïõ ÷ñÞóôç ê.ëð.Ç λRP ìïíôåëïðïéåß ôï åîùôåñéêü ðåñéâÜëëïí E óáí ìáýñï êïõôß êáé ïñßæåé ôçí Ýêöñáóçacquire ãéá íá åîåôÜæåé äõíáìéêÜ áí ôï E ðáñÝ÷åé ôá áðáéôïýìåíá capabilities. ÃñÜöïíôáòacquire e . i, üðïõ ç e áðïôéìÜôáé óå êÜðïéï run-time principal, ôï ðñüãñáììá ñùôÜ ôï E áíõðÜñ÷åé ôï capability X{i}. Ç Ýêöñáóç áõôÞ åðéóôñÝöåé ôï X{i} áí åßíáé äéáèÝóéìï, áëëéþòåðéóôñÝöåé *. Ï êáíüíáò ôýðùí ôçò åßíáé:
∆;Γ;π ` e : Pp

∆;Γ;π ` acquire e . i : (C + 1)Ç λRP, ÷ñçóéìïðïéþíôáò ôïí áðïôåëåóìáôéêü ìç÷áíéóìü ôùí run-time principals, ìðïñåß íáåêöñÜóåé éó÷õñÝò ðïëéôéêÝò áóöÜëåéáò. Åðßóçò, ïé éäéüôçôåò áõôÝò áðïäåéêíýïíôáé ïñèÝò èåù-ñçôéêÜ (óôï [33] õðÜñ÷ïõí ïé áðïäåßîåéò ðñïüäïõ êáé äéáôÞñçóçò ôùí ôýðùí) óå áíôßèåóç ìåôéò ðëáôöüñìåò Java êáé .NET üðïõ åßíáé äýóêïëç ç èåùñçôéêÞ åðéâåâáßùóç ôïõ óõóôÞìáôïòáóöáëåßáò ôïõò. Óôá åðüìåíá êåöÜëáéá èá äïýìå êÜðïéåò åöáñìïãÝò ôçò λRP, üðùò ôçí õëï-ðïßçóç êñõðôïãñáöéêïý ðñùôïêüëëïõ äçìïóßïõ êëåéäéïý ê.á. Ç Apollo, ç ðáñáëëáãÞ ôçò λRPðïõ ÷ñçóéìïðïéÞóáìå õðÜñ÷åé óôï http://www.cis.upenn.edu/∼stse/apollo.
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ÊåöÜëáéï 4Õëïðïßçóç ôïõ êñõðôïãñáöéêïý ðñùôïêüëëïõäçìïóßïõ êëåéäéïý Needham-SchroederÓôï êåöÜëáéï áõôü ðáñïõóéÜæåôáé ç õëïðïßçóç ôïõ êñõðôïãñáöéêïý ðñùôïêüëëïõ äçìïóßïõêëåéäéïý Needham-Schroeder (Needham-Schroeder Public Key Protocol, NSPKP). Áöïý ðå-ñéãñÜøïõìå óõíïðôéêÜ ôéò âáóéêÝò Ýííïéåò ôçò êñõðôïãñáößáò äçìïóßïõ êëåéäéïý, èá ðáñïõ-óéÜóïõìå ôï NSPKP êáé ôéò õëïðïéÞóåéò ôïõ óôç Java, óôç C# êáé óôçí Apollo. ÔÝëïò, èáãßíåé ìéá óõãêñéôéêÞ ìåëÝôç ôùí ðëåïíåêôçìÜôùí êáé ôùí ìåéïíåêôçìÜôùí êÜèå õëïðïßçóçò.4.1 Êñõðôïãñáößá äçìïóßïõ êëåéäéïýÃåíéêÜ, Ýíá êñõðôïóýóôçìá áðïôåëåßôáé áðü äýï áëãïñßèìïõò: ôïí áëãüñéèìï êñõðôïãñÜöçóçòÞ êùäéêïðïßçóçò E êáé ôïí áëãüñéèìï áðïêñõðôïãñÜöçóçò Þ áðïêùäéêïðïßçóçò D. Ôï áñ÷éêüêåßìåíï åßíáé ôï êåßìåíï ðñïò êñõðôïãñÜöçóç. ×ñçóéìïðïéþíôáò ôï óáí åßóïäï ôïõ áëãïñßè-ìïõ êñõðôïãñÜöçóçò ðáßñíïõìå óáí Ýîïäï ôï êñõðôïêåßìåíï. Áíôßóôïé÷á, ôï êñõðôïêåßìåíïåßíáé ç åßóïäïò ôïõ áëãïñßèìïõ áðïêñõðôïãñÜöçóçò êáé ç Ýîïäüò ôïõ åßíáé ôï áñ÷éêü êåßìåíï.Ôá êñõðôïóõóôÞìáôá, áíÜëïãá ìå ôïí áñéèìü ôùí êëåéäéþí ðïõ ÷ñçóéìïðïéïýí êáôáôÜóóïíôáéóôéò ðáñáêÜôù êáôçãïñßåò:×ùñßò êëåéäß. Ïé áëãüñéèìïé êñõðôïãñÜöçóçò êáé áðïêñõðôïãñÜöçóçò äå ÷ñçóéìïðïéïýí ðá-ñáìÝôñïõò. Ãéá íá åßíáé áóöáëÝò ôï êñõðôïóýóôçìá, ïé áëãüñéèìïé ðñÝðåé íá êñáôéïýíôáéìõóôéêïß êáé íá åßíáé ãíùóôïß ìüíï óôá ðñüóùðá ðïõ áíôáëëÜóïõí ôá êñõðôïãñáöçìÝíáìçíýìáôá.ÓõììåôñéêÞ êñõðôïãñáößá. Ïé áëãüñéèìïé E êáé D ÷ñçóéìïðïéïýí ìéá ðáñÜìåôñï k ðïõïíïìÜæåôáé êëåéäß. Ïé áëãüñéèìïé ìðïñïýí íá êïéíïðïéçèïýí áëëÜ ôï êëåéäß ðñÝðåé íáìåßíåé ìõóôéêü.Áóýììåôñç êñõðôïãñáößá Þ êñõðôïãñáößá äçìïóßïõ êëåéäéïý. Ïé E êáé D ÷ñçóéìïðïé-ïýí äéáöïñåôéêÜ êëåéäéÜ k êáé k′. Ïé áëãüñéèìïé êáé ôï k êïéíïðïéïýíôáé áëëÜ ôï k′ ìÝíåéìõóôéêü.Ðáñáôçñïýìå üôé óôç óõììåôñéêÞ êñõðôïãñáößá ôï k ðñÝðåé íá êñáôçèåß êñõöü. Áí èÝëïõíäýï Üíèñùðïé íá åðéêïéíùíÞóïõí ðñÝðåé íá óõìöùíÞóïõí ãéá ôï êëåéäß ìÝóù åíüò áóöáëïýòêáíáëéïý, ìå Üëëá ëüãéá ç áóöÜëåéá ìåôñéÜæåôáé áöïý ç Ýíáñîç ôçò åðéêïéíùíßáò ðñïûðïèÝôåéôçí ýðáñîç åíüò Ýìðéóôïõ ìÝóïõ. Óôçí êñõðôïãñáößá äçìïóßïõ êëåéäéïý áõôü äå ÷ñåéÜæåôáé.Ï êÜèå ÷ñÞóôçò ãíùóôïðïéåß ôï äçìüóéï êëåéäß ôïõ k. Áí êÜðïéïò èÝëåé íá ôïõ óôåßëåé ìÞíõìáôï êñõðôïãñáöåß ìå ôï k êáé ï ÷ñÞóôçò ÷ñçóéìïðïéåß ôï k′ ãéá ôçí áðïêñõðôïãñÜöçóç ðïõ ôïãíùñßæåé ìüíï ï ßäéïò.Ç éäÝá ôçò êñõðôïãñáößáò äçìïóßïõ êëåéäéïý ðáñïõóéÜóôçêå áðü ôïõò DiÆe êáé Hellmanôï 1976 [20]. Óôçñßæåôáé óôéò óõíáñôÞóåéò ìïíÞò êáôåýèõíóçò. ÌïíÞò êáôåýèõíóçò åßíáé ìéáóõíÜñôçóç f(x) üôáí åßíáé åýêïëï (óå ÷áìçëü ðïëõùíõìéêü ÷ñüíï, áêüìá êáé ãñáììéêü) íáõðïëïãéóôåß ôï f(x) áðü ôï x, áëëÜ åßíáé õðïëïãéóôéêÜ áðñüóéôï íá õðïëïãéóôåß ôï x áðü ôï
f(x). ¸íá ðñüâëçìá ëÝãåôáé áðñüóéôï üôáí äåí õðÜñ÷åé ãíùóôüò ðïëõùíõìéêüò áëãüñéèìïò43



ðïõ íá ôï ëýíåé. ¸íá ðáñÜäåéãìá åßíáé ï ôçëåöùíéêüò êáôÜëïãïò. Åßíáé ðïëý åýêïëï íá âñåèåßôï ôçëÝöùíï åíüò áôüìïõ üôáí åßíáé ãíùóôü ôï üíïìÜ ôïõ, áëëÜ åßíáé ðïëý äýóêïëï íá âñåèåßôï üíïìá åíüò áôüìïõ áí åßíáé ãíùóôü ôï ôçëÝöùíü ôïõ. Ç áóýììåôñç êñõðôïãñáößá âáóßæåôáéóå áðñüóéôá ðñïâëÞìáôá üðùò ôï ðñüâëçìá ôçò ðáñáãïíôïðïßçóçò åíüò áñéèìïý, äçëáäÞ ôçòáíÜëõóÞò ôïõ óå ãéíüìåíï ðñþôùí ðáñáãüíôùí. ¸ôóé, ãéá íá åðéêïéíùíÞóåé Ýíáò ÷ñÞóôçò Âìå Ýíá ÷ñÞóôç Á áñêåß íá ãíùñßæåé ôï äçìüóéï êëåéäß ôïõ Á. Áí Ýíáò ÷ñÞóôçò Ã ðáñåìâëçèåßêáé õðïêëÝøåé ôï êñõðôïãñáöçìÝíï ìÞíõìá ôïõ Â äåí ìðïñåß íá ôï áðïêñõðôïãñáöÞóåé ÷ùñßòíá ÷ñåéáóôåß Ýíáò ðïëý ÷ñïíïâüñïò õðïëïãéóìüò. Ãéá ôçí õëïðïßçóç ôïõ NSPKP óôç Javaêáé óôç C# ÷ñçóéìïðïéÞóáìå ôï êñõðôïóýóôçìá äçìïóßïõ êëåéäéïý RSA. Ç ðåñéãñáöÞ ôïõRSA îåöåýãåé áðü ôï óêïðü áõôÞò ôçò åñãáóßáò. Ðëçñïöïñßåò ãéá ôï RSA êáé ãåíéêÜ ãéá ôçíêñõðôïãñáößá äçìïóßïõ êëåéäéïý õðÜñ÷ïõí óôï [35].4.2 ÐåñéãñáöÞ ôïõ ðñùôïêüëëïõ Needham-SchroederÔï NSPKP ðñïôÜèçêå áðü ôïõò Roger Needham êáé Michael Schroeder [29]. Óêïðüò ôïõåßíáé ç ðéóôïðïéçìÝíç åðéêïéíùíßá ìåôáîý äýï ÷ñçóôþí óå äéáöïñåôéêïýò õðïëïãéóôÝò, üðïõ çáðïóôïëÞ ìçíõìÜôùí ãßíåôáé åíáëëÜî êáé ðñïò ôéò äýï êáôåõèýíóåéò. Ðñïôïý åðéêïéíùíÞóïõíäýï ÷ñÞóôåò A êáé B ÷ñçóéìïðïéïýí ôï ðñùôüêïëëï ãéá íá âåâáéùèïýí üôé üíôùò áíôáëëÜóïõíìçíýìáôá ìåôáîý ôïõò êáé ü÷é ìå êÜðïéïí åéóâïëÝá ðïõ ðñïóðïéåßôáé üôé åßíáé ï A Þ ï B.ÊÜèå ÷ñÞóôçò ÷ñçóéìïðïéåß óáí üíïìÜ ôïõ Ýíá ìïíáäéêü áíáãíùñéóôéêü (A, B, . . . , N).Èá ÷ñçóéìïðïéïýìå ôéò óõíôïìïãñáößåò PK êáé SK ãéá ôá äçìüóéá êáé éäéùôéêÜ êëåéäéÜ ôùí÷ñçóôþí áíôßóôïé÷á, ð.÷. ãñÜöïíôáò PK(A) åííïïýìå ôï äçìüóéï êëåéäß ôïõ A. Åðßóçò,ãñÜöïíôáò {msg}key åííïïýìå üôé ôï ìÞíõìá msg åßíáé êñõðôïãñáöçìÝíï ìå ôï êëåéäß key.ÕðïèÝôïõìå üôé ïé A êáé B äå ãíùñßæïõí ï Ýíáò ôï äçìüóéï êëåéäß ôïõ Üëëïõ êáé Ýôóé ðñÝðåéíá åðéêïéíùíÞóïõí ìå Ýíáí åîõðçñåôçôÞ ðéóôïðïßçóçò (authentication server, AS) ãéá íá ôïõæçôÞóïõí ôá êëåéäéÜ. Äåßôå ôïí ðßíáêá 4.1: Áñ÷éêÜ, ï A óôÝëíåé ìÞíõìá óôïí AS æçôþíôáò ôïõôï äçìüóéï êëåéäß ôïõ B (âÞìá 1). Ï AS áðáíôÜåé óôïí A, óôÝëíïíôÜò ôïõ ôï PK(B) êáé ôïüíïìá ôïõ B êñõðôïãñáöçìÝíá ìå ôï éäéùôéêü ôïõ êëåéäß (âÞìá 2). Ï A ìðïñåß íá äéáâÜóåé ôïìÞíõìá áðïêñõðôïãñáöþíôáò ôï ìå ôï äçìüóéï êëåéäß ôïõ AS. Áõôü ãßíåôáé ãéá íá âåâáéùèåßï A üôé áõôüò ðïõ ôïõ Ýóôåéëå ôï ìÞíõìá åßíáé ï AS. ¸ðåéôá, ï A óôÝëíåé ìÞíõìá óôïí Bðïõ ðåñéÝ÷åé ôï üíïìÜ ôïõ êáé Ýíá ôõ÷áßá åðéëåãìÝíï áíáãíùñéóôéêü NA êñõðôïãñáöçìÝíïìå ôï PK(B) (âÞìá 3). Áõôü ôï ìÞíõìá, ðïõ ìðïñåß íá äéáâáóôåß ìüíï áðü ôïí B, äçëþíåéüôé êÜðïéïò ÷ñÞóôçò ïíüìáôé A ðñïóðáèåß íá åðéêïéíùíÞóåé ìáæß ôïõ óôÝëíïíôáò ôï NA. Ï
B ôüôå áðïêôÜ ôï PK(A) ìå ðáñüìïéï ôñüðï áðü ôïí AS (âÞìáôá 4,5). Ôþñá ï B óôÝëíåéðßóù óôïí A ôï NA êáé Ýíá ôõ÷áßï áíáãíùñéóôéêü NB (âÞìá 6). Ç ðáñïõóßá ôïõ NA äçëþíåéóôïí A üôé üíôùò ìéëÜåé ìå ôïí B, áöïý êáíåßò Üëëïò äåí èá ìðïñïýóå íá Ý÷åé äéáâÜóåé ôï
NA. Ôüôå óôÝëíåé ðßóù óôïí B ôï NB ãéá íá âåâáéùèåß êáé áõôüò üôé üíôùò ìéëÜåé ìå ôïí
A (âÞìá 7). Ó' áõôü ôï óçìåßï ïëïêëçñþíåôáé ç ðéóôïðïßçóç ôçò ôáõôüôçôáò ôùí ÷ñçóôþíêáé ìðïñïýí íá áñ÷ßóïõí ôç óõíïìéëßá ôïõò. Óôçí ðåñßðôùóç ðïõ ïé ÷ñÞóôåò ãíùñßæïõí ôáÐßíáêáò 4.1: Ôá âÞìáôá ôïõ ðñùôïêüëëïõ Needham-Schroeder.1. A → AS : A,B2. AS → A : {PK(B), B}SK(AS)3. A → B : {NA, A}PK(B)4. B → AS : B,A5. AS → B : {PK(A), A}SK(AS)6. B → A : {NA, NB}

PK(A)7. A → B : {NB}
PK(B)äçìüóéá êëåéäéÜ ôùí õðïëïßðùí ÷ñçóôþí, ç åðéêïéíùíßá ìå ôïí åîõðçñåôçôÞ ðéóôïðïßçóçò äåí44



åßíáé áðáñáßôçôç êáé ôá âÞìáôá ôïõ ðñùôïêüëëïõ ìåéþíïíôáé óå ôñßá (3, 6, 7).Ï Gavin Lowe âñÞêå Ýíá åëÜôôùìá óôï ðñùôüêïëëï êáé ðñüôåéíå ìéá åðßèåóç ðïõ ìðïñåßíá ðáñáâéÜóåé ôçí áóöÜëåéá ôçò åðéêïéíùíßáò [24]. Äåßôå ôïí ðßíáêá 4.2: Áí ï A åðéêïéíùíÞóåéìå Ýíá êáêüâïõëï ÷ñÞóôç I, ôüôå ï I ìðïñåß íá ðáñáóôÞóåé ôïí A ãéá íá åðéêïéíùíÞóåé ìå ôïí
B. Ðáñáôçñïýìå üôé ï I äåí ìðïñåß íá áðïêñõðôïãñáöÞóåé ôá ìçíýìáôá ôïõ B, Ýôóé ôá óôÝëíåéÐßíáêáò 4.2: Ç åðßèåóç ôïõ Lowe óôï ðñùôüêïëëï Needham-Schroeder.1. A → I : {NA, A}PK(I)É. I → B : {NA, A}PK(B)ÉÉ. B → I : {NA, NB}

PK(A)2. I → A : {NA, NB}
PK(A)3. A → I : {NB}

PK(I)ÉÉÉ. I → B : {NB}
PK(B)óôïí A. Ôá ìçíýìáôá ðïõ äÝ÷åôáé ï A áðü ôïí I åßíáé âÜóç ôïõ ðñùôïêüëëïõ êáé Ýôóé äåíìðïñåß íá õðïøéáóôåß üôé ï I åßíáé åéóâïëÝáò. ÔåëéêÜ, ï B ðéóôåýåé üôé åðéêïéíùíåß ìå ôïí Aåíþ óôçí ðñáãìáôéêüôçôá åðéêïéíùíåß ìå ôïí I. Ï Lowe ðñüôåéíå ìéá áëëáãÞ óôï ðñùôüêïëëïðïõ äéïñèþíåé áõôü ôï åëÜôôùìá: óôï äåýôåñï âÞìá åðéêïéíùíßáò, ï B íá óôÝëíåé óôïí A ôï

{NA, NB , B}PK(A). Ìå áõôü ôïí ôñüðï, Ýíáò ÷ñÞóôçò I äåí ìðïñåß íá ðáñáóôÞóåé ôïí A ãéáôßèá ðñÝðåé íá óôåßëåé óôïí A ôï ìÞíõìá {NA, NB , B}PK(A) ãéá áðïêñõðôïãñÜöçóç åíþ ï A èáðåñßìåíå ôï {NA, NB , I}PK(A). Ôï ðñùôüêïëëï ÷ùñßò åîõðçñåôçôÞ ðéóôïðïßçóçò êáé ìåôÜ ôçäéüñèùóç ôïõ Lowe öáßíåôáé óôïí ðßíáêá 4.3. ÁõôÞ åßíáé ç ðáñáëëáãÞ ôïõ ðñùôïêüëëïõ ðïõõëïðïéåßôáé óôçí ðáñïýóá åñãáóßá.Ðßíáêáò 4.3: Ôá âÞìáôá ôïõ áðëïðïéçìÝíïõ Needham-Schroeder, ìå ôç äéüñèùóç ôïõ Lowe.1. A → B : {NA, A}PK(B)2. B → A : {NA, NB , B}PK(A)3. A → B : {NB}
PK(B)

4.3 Õëïðïßçóç êáé ó÷ïëéáóìüò ôùí áðïôåëåóìÜôùí4.3.1 JavaÇ Ýêäïóç ôçò Java ðïõ ÷ñçóéìïðïéÞóáìå åßíáé ç Java 1.4. Ç Ýêäïóç áõôÞ ðáñÝ÷åé êëÜóåéòìå êáôÜëëçëá ðåäßá ãéá ôçí õëïðïßçóç ôïõ RSA áëëÜ äåí ðáñÝ÷åé ôéò ìåèüäïõò ðïõ ôï õëï-ðïéïýí. Ç õëïðïßçóç ôïõ RSA ðïõ ÷ñçóéìïðïéÞèçêå åßíáé ôï áñ÷åßï bcprov-jdk14-120.jarðïõ õðÜñ÷åé óôï http://www.bouncycastle.org/latest releases.html.Ôá áíáãíùñéóôéêÜ ðïõ áðïôåëïýí ôéò ôáõôüôçôåò ôùí ÷ñçóôþí ðïõ åðéêïéíùíïýí åßíáé Aliceêáé Bob (üðùò óõíçèßæåôáé óå ðïëëÝò êñõðôïãñáöéêÝò åöáñìïãÝò). Ïé ÷ñÞóôåò õëïðïéïýíôáéùò áíôéêåßìåíá. Ôá ìçíýìáôá ðïõ óôÝëíïõí ï Ýíáò óôïí Üëëï õëïðïéïýíôáé ìå êëÞóåéò ìåèüäùíôùí äýï áíôéêåéìÝíùí. Ç Alice åßíáé Ýíá óôéãìéüôõðï ôçò êëÜóçò Initiator êáé ï Bob ôçòêëÜóçò Responder. ÊÜðïéá áðü ôá ðåäßá ôçò êëÜóçò Initiator åßíáé:private String id; // áíáãíùñéóôéêü-ôáõôüôçôá ôïõ ÷ñÞóôçprivate PrivateKey priv; // éäéùôéêü êëåéäß ôïõ ÷ñÞóôçpublic PublicKey publ; // äçìüóéï êëåéäß ôïõ ÷ñÞóôç 45



private Nonce anonce; // ôõ÷áßï áíáãíùñéóôéêü ðïõ óôÝëíåé óôï BobÐáñáôçñÞóôå åäþ üôé ôá ðåäßá id, priv êáé anonce ðñÝðåé íá åßíáé éäéùôéêÜ ãéá íá ìçí ìðïñïýííá ðñïóðåëáóôïýí áðü áíôéêåßìåíá Üëëùí êëÜóåùí. Áíôßèåôá, ôï ðåäßï publ åßíáé äçìüóéïãéá íá öáßíåôáé áðü Üëëá áíôéêåßìåíá ðïõ èÝëïõí íá åðéêïéíùíÞóïõí ìå ôçí Alice. Ðáñüìïéáðåäßá Ý÷åé êáé ç êëÜóç Responder. Óôï âÞìá 1 ôïõ ðñùôïêüëëïõ, ç Alice óôÝëíåé óôï Bobôï ôõ÷áßï nonce ôçò NA êáé ôï üíïìÜ ôçò êñõðôïãñáöçìÝíá ìå ôï äçìüóéï êëåéäß ôïõ Bob.ÁõôÜ ãßíïíôáé óôç ìÝèïäï initiate.// Ç ìÝèïäïò Initiator.initiatepublic void initiate (Responder b)throws GeneralSecurityException{ bid = b.getId();System.out.println(id + ":\tinitiating communication with " + bid);anonce = new Nonce();System.out.println(id + ":\tmy nonce is " + anonce.toString());Message clearSnd = new Message(Nonce.SIZE + id.length());clearSnd.append(anonce.getBytes());clearSnd.append(id.getBytes());System.out.println(id + ":\tsending (" +anonce.toString() + ", " + id + ")");Message encryptedSnd = clearSnd.encrypt(rsaCipher, b.publ);b.message1(this, encryptedSnd);}Ç áðïóôïëÞ ôïõ ìçíýìáôïò ãßíåôáé êáëþíôáò ôç ìÝèïäï message1 ôïõ Bob. O Bob áðï-êñõðôïãñáöåß ôï ìÞíõìá êáé óôÝëíåé ðßóù óôçí Alice ôï NA ìáæß ìå ôï NB êáé ôï üíïìÜôïõ.// Ç ìÝèïäïò Responder.message1public void message1 (Initiator a, Message encryptedRcv)throws GeneralSecurityException{ Message clearRcv = encryptedRcv.decrypt(rsaCipher, priv);Nonce anonce = new Nonce(clearRcv.read(Nonce.SIZE));String aid = new String(clearRcv.read());System.out.println(id + ":\treceived (" +anonce.toString() + ", " + aid + ")");bnonce = new Nonce();System.out.println(id + ":\tmy nonce is " + bnonce.toString());Message clearSnd = new Message(2*Nonce.SIZE + id.length());clearSnd.append(anonce.getBytes());clearSnd.append(bnonce.getBytes());clearSnd.append(id.getBytes());System.out.println(id + ":\tsending (" + anonce.toString() + ", "+ bnonce.toString() + ", " + id + ")");Message encryptedSnd = clearSnd.encrypt(rsaCipher, a.publ);a.message2(this, encryptedSnd);}Ç áðïóôïëÞ ãßíåôáé êáëþíôáò ôç ìÝèïäï message2 ôçò Alice. Åäþ ç Alice óõãêñßíåé ôï nonceðïõ Ýëáâå áðü ôï Bob ìå ôï NA ðïõ ôïõ åß÷å óôåßëåé ðñùôýôåñá. Áí åßíáé ßäéá, ôüôå âåâáéþíåôáéüôé ìéëÜåé ìå ôï Bob êáé ôïõ óôÝëíåé ðßóù ôï NB ãéá íá ðéóôïðïéÞóåé êáé áõôüò ôçí ôáõôüôçôáôçò Alice.// Ç ìÝèïäïò Initiator.message2public void message2 (Responder b, Message encryptedRcv)throws GeneralSecurityException46



{ Message clearRcv = encryptedRcv.decrypt(rsaCipher, priv);Nonce anonce = new Nonce(clearRcv.read(Nonce.SIZE));Nonce bnonce = new Nonce(clearRcv.read(Nonce.SIZE));String bid = new String(clearRcv.read());System.out.println(id + ":\treceived (" + anonce.toString() + ", "+ bnonce.toString() + ", " + bid + ")");if (!anonce.equals(this.anonce)) {String msg = id + ": the nonce you sent me back is not mine!";throw new GeneralSecurityException(msg);}elseSystem.out.println(id + ":\teverything ok for me");Message clearSnd = new Message(Nonce.SIZE);clearSnd.append(bnonce.getBytes());System.out.println(id + ":\tsending (" + bnonce.toString() + ")");Message encryptedSnd = clearSnd.encrypt(rsaCipher, b.publ);b.message3(this, encryptedSnd);}Ç áðïóôïëÞ ãßíåôáé êáëþíôáò ôç ìÝèïäï message3 ôïõ Bob. Ï Bob ðéóôïðïéåß ôçí ôáõôüôçôáôçò Alice êáé ôá âÞìáôá ôïõ ðñùôïêüëëïõ Ý÷ïõí ïëïêëçñùèåß. Ïé äýï ÷ñÞóôåò ìðïñïýí íááñ÷ßóïõí ôç óõíïìéëßá ôïõò. Ðáñáôçñåßóôå üôé óå ðåñßðôùóç ðïõ Ýíáò åê ôùí äýï ÷ñçóôþíáðïôý÷åé íá ðéóôïðïéÞóåé ôçí ôáõôüôçôá ôïõ Üëëïõ, åãåßñåé ìéá åîáßñåóç áóöÜëåéáò êáé ôïðñüãñáììá ôåñìáôßæåé.// Ç ìÝèïäïò Responder.message3public void message3 (Initiator a, Message encryptedRcv)throws GeneralSecurityException{ Message clearRcv = encryptedRcv.decrypt(rsaCipher, priv);Nonce bnonce = new Nonce(clearRcv.read(Nonce.SIZE));System.out.println(id + ":\treceived (" + bnonce.toString() + ")");if (!bnonce.equals(this.bnonce)) {String msg = id + ": the nonce you sent me back is not mine!";throw new GeneralSecurityException(msg);}elseSystem.out.println(id + ":\teverything ok for me");}4.3.2 C#Ôï ðëáßóéï .ÍÅÔ 2.0 Beta ðïõ ÷ñçóéìïðïéÞóáìå ðáñÝ÷åé õëïðïéÞóç ôïõ RSA óôéò óõíáñôÞóåéòâéâëéïèÞêçò ôïõ [3]. ÊáôÜ ôá Üëëá, ç õëïðïßçóç ôïõ NSPKP óôç C# äåí Ý÷åé ïõóéáóôéêÝòäéáöïñÝò áðü áõôÞ óôç Java. ÄéáôçñÞèçêå ç ßäéá áêñéâþò ìåèïäïëïãßá êáé ïé ìüíåò äéáöïñÝòÞôáí óôç óýíôáîç áðü ãëþóóá óå ãëþóóá.4.3.3 ApolloÓôçí Apollo ôá ðñÜãìáôá åßíáé äéáöïñåôéêÜ áð' üôé óôç Java êáé ôç C#. Ç Apollo áêïëïõèåß ôïóõíáñôçóéáêü ðñïãñáììáôéóôéêü óôõë êáé Ýôóé Ýíá ðñüãñáììá áðïôåëåßôáé áðü äéáäï÷éêÝò êëÞ-óåéò óõíáñôÞóåùí. ÐñÝðåé íá ôïíßóïõìå üôé ç Apollo åßíáé óôçí ïõóßá ìéá ãëþóóá-åîïìïßùóçôçò λRP êáé äåí ìðïñåß íá ÷ñçóéìïðïéçèåß ãéá ðñáãìáôéêÝò åöáñìïãÝò. Óå áõôü ôï ðëáßóéï èáôç óõãêñßíïõìå ìå ôéò äýï Üëëåò ãëþóóåò. 47



Ïé ÷ñÞóôåò Alice êáé Bob õëïðïéïýíôáé ùò run-time principals. Ç ãëþóóá äåí ðáñÝ÷åéêñõðôïãñáöéêÝò óõíáñôÞóåéò áëëÜ ìðïñïýí åýêïëá íá ðñïóïìïéùèïýí ùò åîÞò: ãéá íá êñõ-ðôïãñáöçèåß Ýíá ìÞíõìá ìå ôï äçìüóéï êëåéäß ôçò Alice áñêåß íá Ý÷åé åôéêÝôá {Alice}, áöïýüðùò åßäáìå ìüíï ç Alice ìðïñåß íá äéáâÜóåé äåäïìÝíá ìå áõôÞ ôçí åôéêÝôá. Ïìïßùò, ôá ìç-íýìáôá ðñïò ôïí Bob èá '÷ïõí åôéêÝôá {Bob}. Ôá ìçíýìáôá ðïõ óôÝëíïõí ïé ÷ñÞóôåò èáåßíáé ðëåéÜäåò ìå êÜðïéá êáôÜëëçëç åôéêÝôá.1 Ïé åôéêÝôåò óôçí Apollo ãñÜöïíôáé äéáöïñÝôéêááð' üôé óôç λRP: ôï äåäïìÝíï ìå åôéêÝôá {R P P1 P2... Pn} Ý÷åé éäéïêôÞôç ôï principal P êáéáíáãíþóôåò ôá principals áðü P1 ùò Pn. Äåí õðïíïåßôáé üôé êáé ôï P áíÞêåé óôï óýíïëï ôùíáíáãíùóôþí, ð.÷. ìéá åôéêÝôá ðïõ ç Alice åßíáé éäéïêôÞôçò êáé áíáãíþóôçò ðñÝðåé íá áíáöÝñåéôçí Alice äýï öïñÝò {R Alice Alice}. Ï êþäéêáò ôïõ NSPKP óå Apollo öáßíåôáé ðáñáêÜôù.let AliceToBob1 =(fun AliceNonce:int.<AliceNonce, 'alice>{R bob bob}) 42 ,ÊáôÜ ôá ãíùóôÜ, ç Alice óôÝëíåé óôï Bob Ýíá ôõ÷áßï nonce êáé ôï üíïìÜ ôçò. Ôá nonces èáðáñéóôÜíïíôáé ìå áêåñáßïõò. Ï áñéèìüò 42 åðéëÝ÷èçêå áðü ìáò, áöïý äåí õðÜñ÷åé ãåííÞôñéáôõ÷áßùí áñéèìþí óôçí Apollo.BobToAlice =(fun BobNonce:int, c1:cert, c2:cert, message: <int, 'alice>{R bob bob}.if c1 => 'bob #> '(delegate alice) thendelegate 'bob <: 'alice in (if c2 => 'bob #> '(declassify alice) thendeclassify (bind msg2 = message in<msg2.1, BobNonce, 'bob>{R bob bob})as <int, int, 'bob>{R alice alice}elseerror "fail")elseerror "fail") 7,ÏBob ëáìâÜíåé ôï ìÞíõìá ôçò Alice êáé ôçò óôÝëíåé ôï äéêü ôïõ, ôï ïðïßï ðñÝðåé íá ðåñéÝ÷åé êáéôï AliceNonce, äçëáäÞ ôï ðñþôï óôïé÷åßï ôçò ðëåéÜäáò ðïõ Ýëáâå. ÁõôÞ ç ðëåéÜäá Ý÷åé åôéêÝôá
{R bob bob} êáé ðñÝðåé íá ìåôáôñáðåß óå {R alice alice} ðñéí óôáëåß. Åäþ ÷ñçóéìïðïéïýíôáéôá äéêáéþìáôá. Ãéá íá ðñïóôåèåß ç Alice óôïõò áíáãíþóôåò ôçò ðëåéÜäáò ðñÝðåé íá ãßíåédeclassi�ed ç åôéêÝôá ôçò ðëåéÜäáò óå {R bob alice}. Ôï delegate ÷ñçóéìïðïéåßôáé ãéá íáðáñá÷ùñÞóåé ï Bob ôçí éäéïêôçóßá ôçò ðëåéÜäáò óôçí Alice, äçëáäÞ ãéá íá ìåôáôñáðåß ç åôéêÝôáóå {R alice alice}AliceToBob2 =(fun AliceNonce:int,c1:cert,c2:cert,message:<int,int,'bob>{R alice alice}.if c1 => 'alice #> '(delegate bob) thendelegate 'alice <: 'bob in (if c2 => 'alice #> '(declassify bob) thendeclassify (bind msg2 = message inif msg2.1 = AliceNonce then<msg2.2>{R alice alice}elseerror "You are not Bob!!")as <int>{R bob bob}elseerror "fail")elseerror "fail") 42,1 Ç Apollo Ý÷åé ìéêñÝò äéáöïñÝò óôç óýíôáîç áðü ôç λRP. Åðßóçò ðáñÝ÷åé êÜðïéåò åðéðëÝïí åêöñÜóåéò üðùòäïìÝò-let, ðëåéÜäåò ê.á. ðïõ äåí õðÜñ÷ïõí óôç λRP áëëÜ ìðïñïýí íá ðñïóôåèïýí ÷ùñßò éäéáßôåñåò áëëáãÝò.48



Ç Alice ëáìâÜíåé ôï ìÞíõìá ôïõ Bob. ÅëÝã÷åé áí ôï AliceNonce ðïõ ôçò Ýóôåéëå åßíáé ôïóùóôü êáé ìåôÜ ôïõ óôÝëíåé ðßóù ôï BobNonce ãéá íá ðéóôïðïéÞóåé êáé áõôüò ôçí ôáõôüôçôÜôçò. ×ñçóéìïðïéïýìå êáé åäþ ôá ßäéá äéêáéþìáôá ãéá ôç ìåôáôñïðÞ ôçò åôéêÝôáò, ìüíï ðïõôþñá ï Bob äñá ãéá ôçí Alice.BobReads2 =(fun BobNonce:int, message:<int>{R bob bob}.bind msg2 = message inif msg2.1 = BobNonce then"Successful Communication"elseerror "You are not Alice!!") 7ÔÝëïò, áí ï Bob ðéóôïðïéÞóåé ôçí Alice åðéôõ÷þò ôüôå ìðïñåß íá áñ÷ßóåé ç óõíïìéëßá. ÁõôÝòïé óõíáñôÞóåéò óå Apollo ðïõ åßäáìå ðáñáðÜíù ðñÝðåé íá êáëïýí ç ìßá ôçí Üëëç ãéá íá õðÜñ÷åéç ñïÞ ðëçñïöïñßáò óôï ðñüãñáììá. Èá Ý÷ïõìå äçëáäÞ:BobReads2(AliceToBob2 (acquire 'alice #> '(delegate bob))(acquire 'alice #> '(declassify bob))(BobToAlice (acquire 'bob #> '(delegate alice))(acquire 'bob #> '(declassify alice))AliceToBob1))ÐáñáôçñÞóôå üôé ôá ïñßóìáôá óôéò óõíáñôÞóåéò ãñÜöïíôáé óå ðáñÜèåóç (üðùò ç åöáñìïãÞóôï λ-ëïãéóìü). Åßðáìå üôé ç Apollo åßíáé óôçí ïõóßá åîïìïßùóç êáé ü÷é ðëÞñçò ãëþóóáðñïãñáììáôéóìïý. Äå äßíåôáé ç äõíáôüôçôá ôçò åéóüäïõ ôéìþí áðü ôï ðëçêôñïëüãéï, äéÜâá-óìá áñ÷åßùí ê.ëð. Ãé' áõôü ôï ëüãï, ç Ýêöñáóç acquire ðïõ óôç λRP ìðïñåß íá åðéóôñÝ-øåé unit, óôçí Apollo åðéóôñÝöåé ðÜíôá ôï æçôïýìåíï capability· õðïèÝôïõìå äçëáäÞ üôéôá capabilities äßíïíôáé ìåôÜ áðü åðéêïéíùíßá ìå ôï ÷ñÞóôç (principal) ðïõ ôá ðáñá÷ùñåß.Ôï 'alice #> '(declassify bob) äå ãßíåôáé íá Ý÷åé äçìéïõñãçèåß áðü ôïí Bob. Ôá ca-pabilities óôçí Apollo Ý÷ïõí ôýðï cert, äçëáäÞ ïé ìåôáâëçôÝò c1 êáé c2 óôç óõíÜñôçóçBobToAlice ðáßñíïõí ôéìÝò áðü ôéò åêöñÜóåéò (acquire 'bob #> '(delegate alice)) êáé(acquire 'bob #> '(declassify alice)) áíôßóôïé÷á.4.3.4 Ó÷üëéáÅíþ ïé õëïðïéÞóåéò óôç Java êáé ôç C# ìïéÜæïõí ðïëý ìåôáîý ôïõò, ç õëïðïßçóç óôçí Apolloåßíáé ðïëý äéáöïñåôéêÞ. Ðáñáôçñïýìå üôé ãëþóóåò ìå éó÷õñü óýóôçìá ôýðùí ìðïñïýí íáåêöñÜóïõí ìå áõôü ðïëýðëïêïõò ìç÷áíéóìïýò üðùò ç êñõðôïãñáößá äçìïóßïõ êëåéäéïý ìåáñêåôÜ áðëü êáé áðïôåëåóìáôéêü ôñüðï. Áõôü âïçèÜ êáé óôç ìåßùóç ôïõ ìåãÝèïõò ôïõ êþäéêá.Áðü ôçí Üëëç, ç ïñãÜíùóç ôùí ÷ñçóôþí óå áíôéêåßìåíá ìïéÜæåé ðéï öõóéêÞ áð' üôé óôçíApollo ðïõ äåí ìðïñïýìå íá Ý÷ïõìå êÜðïéï ôìÞìá êþäéêá ìüíï ãéá ôïí Bob Þ ìüíï ãéá ôçíAlice. Ïé óõíáñôÞóåéò AliceToBob1, BobToAlice ê.ëð. åßíáé ïñáôÝò óå üëï ôï ðñüãñáììá,ìüíï ôá äåäïìÝíá ìðïñïýí íá ðñïóôáôåýïíôáé ìÝóù ôùí åôéêåôþí. Åðßóçò, óôçí Apollo äåíìðïñïýìå íá Ý÷ïõìå ìåôáâëçôÝò ôýðïõ Ref(t), äçëáäÞ ìåôáâëçôÝò üðùò óôéò êëáóéêÝò ãëþó-óåò ðñïãñáììáôéóìïý, ðïõ áíôéóôïé÷ïýí óå ìéá èÝóç ìíÞìçò êáé ç ôéìÞ ôïõò áëëÜæåé üóåòöïñÝò èÝëïõìå óôï ðñüãñáììá. ¸ôóé, áíáãêáæüìáóôå íá ðåñíÜìå êÜèå öïñÜ óáí üñéóìá ôïAliceNonce êáé ôï BobNonce.Ìéá ðáñáôÞñçóç üóïí áöïñÜ ôç Java êáé ôç C#: Èá Þôáí êáëü íá êëçñïíïìïýóáí áðüìéá ßäéá êëÜóç (Ýóôù NspkpUsers) ïé Initiator êáé Responder, óôçí ïðïßá èá õðÞñ÷áí ôáêïéíÜ ôïõò ðåäßá. ¸ôóé, èá åß÷áìå äõíáôüôçôá åðáíá÷ñçóéìïðïßçóçò ôïõ êþäéêá. Áõôü üìùòäåí ìðïñåß íá ãßíåé ãéáôß ôá protected ðåäßá ìéáò êëÜóçò öáßíïíôáé áðü ôéò õðïêëÜóåéò ôçò.Áí äçëáäÞ óôçí NspkpUsers õðÞñ÷áí ôá ðåäßá 49



protected PrivateKey priv;protected Nonce any_nonce;ïé êëÜóåéò ðïõ êëçñïíïìïýí áðü ôçí NspkpUsers âëÝðïõí ç ìéá ôï éäéùôéêü êëåéäß ôçò Üëëçò.ÐáñáôçñÞóôå üôé ïé access modi�ers (private, protected, . . . ) áöïñïýí êëÜóåéò êáé ü÷é óôéã-ìéüôõðá êëÜóåùí. Ìå Üëëá ëüãéá, Ýíá éäéùôéêü ðåäßï äåí åßíáé ïñáôü áðü áíôéêåßìåíá ÜëëçòêëÜóçò áëëÜ ôá áíôéêåßìåíá ôçò ßäéáò êëÜóçò âëÝðïõí ôï Ýíá ôá éäéùôéêÜ ðåäßá ôïõ Üëëïõ. Áíïé access modi�ers Þôáí óôï åðßðåäï ôùí áíôéêåéìÝíùí êáé ü÷é ôùí êëÜóåùí, ç Alice êáé ïBob èá ìðïñïýóáí áêüìá êáé íá åßíáé áíôéêåßìåíá ôçò ßäéáò êëÜóçò(!)
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ÊåöÜëáéï 5Õëïðïßçóç çëåêôñïíéêþí ôñáðåæéêþí óõíáëëáãþí5.1 ÐåñéãñáöÞ ôïõ ðñïâëÞìáôïòÓôéò ìÝñåò ìáò Ýíá ìåãÜëï ðïóïóôü ôùí åìðïñéêþí êáé ïéêïíïìéêþí óõíáëëáãþí ãßíåôáéçëåêôñïíéêÜ. Áñéèìïß ðéóôùôéêþí êáñôþí, áñéèìïß ôñáðåæéêþí ëïãáñéáóìþí êáé Üëëá åõáß-óèçôá äåäïìÝíá ìåôáöÝñïíôáé ìÝóù äéáäéêôýïõ. Åßíáé ëïãéêü óå ôÝôïéïõ åßäïõò åöáñìïãÝòç áóöÜëåéá íá Ý÷åé êáèïñéóôéêü ñüëï. ×áñáêôçñéóôéêü ðáñÜäåéãìá åßíáé ïé çëåêôñïíéêÝòôñáðåæéêÝò óõíáëëáãÝò. ÊÜèå ðåëÜôçò ìéáò ôñÜðåæáò áðïêáëýðôåé óôï ìç÷Üíçìá áíÜëçøçò÷ñçìÜôùí (ATM) ôïí ðñïóùðéêü ôïõ êùäéêü ãéá íá äéåîáãÜãåé ôç óõíáëëáãÞ ðïõ åðéèõìåß.Ôá óôïé÷åßá áõôÜ ìåôáöÝñïíôáé ìÝóù äéêôýïõ óôç âÜóç äåäïìÝíùí ôçò ôñÜðåæáò üðïõ ãßíåôáéç åðáëÞèåõóÞ ôïõò. ÊáôÜ ôç ìåôáöïñÜ ôùí äåäïìÝíùí ðñÝðåé ïé ðåñéïñéóìïß áóöáëåßáò íá åßíáéôÝôïéïé þóôå íá ìçí ìðïñåß êÜðïéïò ôñßôïò íá ôá õðïêëÝøåé.Ìéá ôÝôïéá óõíáëëáãÞ áíáöÝñåôáé ùò ðáñÜäåéãìá áðü ôïõò Tse êáé Zdancewic óôï [33]ãéá íá äåßîïõí ðùò ìðïñåß íá åðéôåõ÷èåß ç áðáéôïýìåíç áóöÜëåéá ÷ñçóéìïðïéþíôáò run-timeprincipals. Óôï ðáñÜäåéãìÜ ôïõò, ÷ñçóéìïðïéåßôáé ç ðáñáäï÷Þ üôé ôï ATM êáé ç ôñÜðåæáåðéêïéíùíïýí ìÝóù áóöáëïýò êáíáëéïý. Áõôü ìðïñåß íá åðéôåõ÷èåß ìå êñõðôïãñÜöçóç. ÔáäåäïìÝíá óôï êáíÜëé ðñÝðåé íá ìðïñïýí íá äéáâáóôïýí ìüíï áðü áõôüí ðïõ èá ôá ðáñáëÜâåé.ÐáñáêÜôù ðåñéãñÜöïõìå ôçí õëïðïßçóç ìéáò åöáñìïãÞò ôñáðåæéêþí óõíáëëáãþí óôéò ôñåéòãëþóóåò êáé ðùò ðëçñïß ôéò áðáñáßôçôåò ðñïäéáãñáöÝò.5.2 Õëïðïßçóç êáé ó÷ïëéáóìüò ôùí áðïôåëåóìÜôùí5.2.1 ApolloÔï êõñßùò ðñüãñáììá öáßíåôáé óôç óåë. 52.letlogin =(fun input:<>. <pack 'alice with alice as some user.'user,acquire 'alice #> '(delegate atm)>{R atm atm}),Ï ðåëÜôçò êÜíïíôáò login áðïêáëýðôåé ôçí ôáõôüôçôÜ ôïõ êáé åðéôñÝðåé óôï ATM íá äñá ãéááõôüí (delegate). Ï ðåëÜôçò õëïðïéåßôáé ùò run-time principal. ÌåôÜ ðëçêôñïëïãåß óôï ATMôçí åðéèõìçôÞ óõíáëëáãÞ, ð.÷. áíÜëçøç 100e. ÁõôÞ ç åíÝñãåéá ðáñéóôÜíåôáé áðü ôï capabilitycreq = acquire userid #> 'withdraw. ÐáñáôçñÞóôå üôé ôï äéêáßùìá withdraw ôï ïñßóáìååìåßò, áöïý ç Apollo åðéôñÝðåé ôïí ïñéóìü íÝùí äéêáéùìÜôùí åêôüò ôùí declassify, delegate.Ôï ATM âÜæåé ôá óôïé÷åßá ôïõ ÷ñÞóôç êáé ôá áðáñáßôçôá capabilities ãéá ôç óõíáëëáãÞ óåÝíá ìÞíõìá êáé ôá óôÝëíåé óôçí ôñÜðåæá (áõôü ãßíåôáé ìå ôçí êëÞóç ôçò óõíÜñôçóçò request).¼ðùò ðñïáíáöÝñáìå, ôá äåäïìÝíá óôï êáíÜëé ðñÝðåé íá ìðïñïýí íá äéáâáóôïýí ìüíï áðü ôïíðáñáëÞðôç ôïõò êáé ãé' áõôü ôï ìÞíõìá ðáßñíåé ôçí åôéêÝôá {R bank bank}. 51



def atm,alice,bank,prt.def withdraw.// ...// ï êþäéêáò ôùí äïìþí let ãéá ôéò óõíáñôÞóåéò login, request ê.ëð.in< (fun u:<>.if (acquire 'atm #> '(declassify bank))=> 'atm #> '(declassify bank) thenbind x = login <> inlet <y,cdel> = x inopen userid = y with user inlet creq = acquire userid #> 'withdraw inlet msg = <'atm, userid, cdel, creq> inlet dmsg = msg{R bank bank} inlet balance = request [atm,user] dmsg inif (acquire 'atm #> '(declassify prt))=> 'atm #> '(declassify prt) thenlet dbalance = declassify balance as int{R atm prt} inprint dbalanceelse <>else error "insecure network")<>, (fun u:<>.bind x = listen <> inopen y = x with agent, user inlet <agentid,userid,cdel,creq,reply> = y inif cdel => userid #> '(delegate agent) thendelegate userid <: agentid inif creq => userid #> 'withdraw thenbind old = get [user] userid inlet balance = old - 100 inlet y = set [user] userid balance inlet dbalance = declassify balance as int{R user user} inreply dbalanceelse <>else error "insecure network")<>>Åäþ öáßíåôáé ôï óþìá ôçò óõíÜñôçóçò request. Ìå ôá c1 êáé c2 åëÝã÷åôáé áí ï ÷ñÞóôçòåðéôñÝðåé óôï ATM íá äñÜóåé ãé' áõôüí êáé ìåôÜ åëÝã÷åôáé ç åðéèõìçôÞ óõíáëëáãÞ. Áí ðá-ñÝ÷ïíôáé áõôÜ ôá capabilities, ç ôñÜðåæá åðéóôñÝöåé ôçí êáôÜóôáóç ôïõ ëïãáñéáóìïý óå ÝíáìÞíõìá ìå åôéêÝôá {R atm atm}.request =(poly agent, user. fun msg:<'agent,'user,cert,cert>{R bank bank}.if (acquire 'bank #> '(delegate atm)) => 'bank #> '(delegate atm) thendelegate 'bank<:'atm in (if (acquire 'bank #> '(declassify atm))=>'bank #> '(declassify atm) thendeclassifybind x=msg inlet <a, u, c1, c2>=x inif c1=> u #> '(delegate agent) then52



if c2=> u #> 'withdraw then1100{R bank bank}else error "fail"else error "fail"as int{R atm atm}else error "fail")else error "fail"),Áí ï ÷ñÞóôçò Ý÷åé æçôÞóåé íá ôõðùèåß áðüäåéîç, ôï ATM êÜíåé declassify ôá óôïé÷åßá ãéá íáäéáâÜæïíôáé áðü ôï principal prt êáé êáëåßôáé ç óõíÜñôçóç print.1Ôï êåíôñéêü ìç÷Üíçìá ôçò ôñÜðåæáò Ý÷åé ðñüóâáóç óôï êáíÜëé êáé ëáìâÜíåé ôï ìÞíõìáôïõ ATM (óõíÜñôçóç listen). Åðéâåâáéþíåé ôç óýíäåóç ôïõ ðåëÜôç ìå ôï äßêôõï áðü ôï cdelêáé ìåôÜ êïéôÜæåé ôé óõíáëëáãÞ åðéèõìåß ï ÷ñÞóôçò (capability creq). Êáëþíôáò ôç óõíÜñôçóçget ðáßñíåé ôï ôñÝ÷ïí õðüëïéðï ôïõ ÷ñÞóôç, áöáéñåß 100e êáé åíçìåñþíåé ôç âÜóç äåäïìÝíùíãéá ôï êáéíïýñéï õðüëïéðï (óõíÜñôçóç set). ÌåôÜ êÜíåé declassify ôï ìÞíõìá óå åôéêÝôá {Ruser user} ãéá íá ôï óôåßëåé óôï ATM. Ôï user åßíáé Ýíá run-time principal ðïõ èá ðÜñåé ôéìÞêáôÜ ôï ÷ñüíï åêôÝëåóçò ìå ôï ATM óôï ïðïßï Ýãéíå ôï login.5.2.2 JavaÓôç Java ôá ìç÷áíÞìáôá áõôüìáôçò áíÜëçøçò ôá õëïðïéÞóáìå ùò áíôéêåßìåíá, óôéãìéüôõðáôçò êëÜóçò ATM. ¼ëá ôá ðåäßá êáé ïé ìÝèïäïé ôçò êëÜóçò åßíáé éäéùôéêÜ, åêôüò áðü ôç ìÝèïäïtransaction ðïõ êáëåßôáé ãéá íá îåêéíÞóåé ìéá êáéíïýñéá óõíáëëáãÞ. Ïé äõíáôÝò óõíáëëáãÝòåßíáé äýï: áíÜëçøç ÷ñçìÜôùí êáé åñþôçóç õðïëïßðïõ (óôçí Apollo õëïðïéÞóáìå ìüíï ôçíáíÜëçøç ÷ñçìÜôùí). Ôï ñüëï ôïõ ðåëÜôç óôçí åöáñìïãÞ ðáßæåé ï ÷ñÞóôçò, ðïõ åéóÜãåé ôáäåäïìÝíá ãéá ôç óõíáëëáãÞ áðü ôï ðëçêôñïëüãéï.public static void main(String[] args) throws Exception{ATM atm=new ATM();while (true) {atm.transaction();if (wantsAnother()) continue; else break;}System.exit(0);}¼ôáí îåêéíÜåé ç åöáñìïãÞ, ç óõíÜñôçóç main äçìéïõñãåß Ýíá áíôéêåßìåíï ATM êáé êáëåß ôçìÝèïäï transaction. ÁõôÞ êáëåß ôç ìÝèïäï login ðïõ æçôÜåé áðü ôï ÷ñÞóôç íá åéóáãÜãåé ôïíôåôñáøÞöéï êùäéêü ôïõ. ÌåôÜ êáëåßôáé ç ìÝèïäïò request ðïõ ñùôÜåé ôï ÷ñÞóôç áí èÝëåé íáðÜñåé ÷ñÞìáôá Þ íá ìÜèåé ôï õðüëïéðü ôïõ. Ôï ðïóü ðïõ æçôÜåé ï ÷ñÞóôçò áðïèçêåýåôáé óôïðåäßï sum, ôï ïðïßï áí åßíáé 0 óçìáßíåé üôé Ýãéíå åñþôçóç õðïëïßðïõ.public class ATM {private int password,sum;public void transaction() throws IOException{password = login();sum = request();System.out.println(Bank.message(password,sum));}// ... ï õðüëïéðïò êþäéêáò ôçò êëÜóçò1 Óôçí Apollo, äåí õðÜñ÷åé óõíÜñôçóç ðïõ íá ôõðþíåé äåäïìÝíá óôçí ïèüíç äçëáäÞ ç print èá åßíáé êÜðùòÝôóé: (fun money : intR atm prt.<>) áðëÜ ãéá íá ìçí Ý÷åé ðñüâëçìá ï åëåãêôÞò ôýðùí. Èõìßæïõìå üôéåßíáé áðëÜ ìéá ãëþóóá åîïìïßùóçò êáé ü÷é ãéá ðñáãìáôéêÝò åöáñìïãÝò. 53



Ç ìÝèïäïò request äåí áíôéóôïé÷åß óôç request ðïõ åß÷áìå óôçí Apollo, áëëÜ óôï capabilitycreq. Ç request ôçò Apollo áíôéðñïóùðåýåé ôçí åðéêïéíùíßá ìå ôçí ôñÜðåæá, äçëáäÞ ôç ìÝèïäïBank.message åäþ. Ôï ATM ðåñíÜåé ùò ðáñáìÝôñïõò óôçí Bank.message ôïí êùäéêü ôïõ÷ñÞóôç êáé ôï åßäïò ôçò óõíáëëáãÞò ðïõ åðéèõìåß. Ç ôñÜðåæá êÜíåé ôçí áðáéôïýìåíç åðåîåñ-ãáóßá êáé ôï áðïôÝëåóìá ðïõ åðéóôñÝöåé ôõðþíåôáé óôçí ïèüíç (áíôéóôïé÷ßá ìå ôçí print ôçòApollo).public static String message(int password, int sum){int user;if ((user = validUser(password))==5) return "There is no such user";if (sum==0) return ("You have " + accounts[user] + " dollars left.");return setBalance(sum, user);}¼ðùò êáé ôá õðüëïéðá ðåäßá êáé ìÝèïäïé ôçò êëÜóçò Bank, Ýôóé êáé ç message åßíáé static,ãéáôß ç ôñÜðåæá åßíáé ìßá ïðüôå äå èá Ý÷ïõìå ðåñéóóüôåñá ôïõ åíüò óôéãìéüôõðá ôçò êëÜóçò.Ç ðñïûðüèåóç ðïõ ôÝèçêå áñ÷éêÜ ãéá ôçí åöáñìïãÞ, íá äéáâÜæïíôáé ôá ìçíýìáôá ìüíï áðüôïí ðáñáëÞðôç õëïðïéåßôáé óôç Java êáëþíôáò ôéò ìåèüäïõò ôïõ êáôÜëëçëïõ áíôéêåéìÝíïõ. Çmessage áñ÷éêÜ êáëåß ôç ìÝèïäï validUser ãéá íá äéáðéóôþóåé áí õðÜñ÷åé ÷ñÞóôçò ìå áõôü ôïíêùäéêü. ÐáñáôçñÞóôå ôçí áíôéóôïé÷ßá ìå ôçí õëïðïßçóç ôçò Apollo, ðïõ óôç óõíÜñôçóç ôçòôñÜðåæáò åëÝã÷åôáé ôï cdel ðñïôïý ïëïêëçñùèåß ç óõíáëëáãÞ. Ãé' áõôü ôï ëüãï äåí êÜíáìåôïí Ýëåã÷ï ôïõ êùäéêïý óôç login êáé ôïí áöÞóáìå ãéá ôç message. ÌåôÜ ôçí åðéôõ÷Þ ðéóôï-ðïßçóç ôïõ ðåëÜôç äéåîÜãåôáé ç óõíáëëáãÞ. Áí åßíáé åñþôçóç õðïëïßðïõ áðëÜ åðéóôñÝöåôáé ôïõðüëïéðï óôï ATM ðïõ êÜëåóå ôç message. Áí åßíáé áíÜëçøç ÷ñçìÜôùí, êáëåßôáé ç ìÝèïäïòsetBalance ãéá íá åíçìåñùèåß ç âÜóç êáé ôï áðïôÝëåóìá åðéóôñÝöåôáé ðÜëé óôï êáôÜëëçëïATM.5.2.3 C#Ç õëïðïßçóç ôçò åöáñìïãÞò óôç C# äåí Ý÷åé ïõóéáóôéêÝò äéáöïñÝò áðü áõôÞ óôç Java. ÕðÜñ÷åéáðüëõôç áíôéóôïé÷ßá óôéò êëÜóåéò êáé ôéò ìåèüäïõò ðïõ õëïðïéÞóáìå. ÅíäåéêôéêÜ ðáñáèÝôïõìåôç ìÝèïäï ValidUser ãñáììÝíç óå C#.private static int ValidUser(int password){int i;for (i=0;i<5;i++)if (pelates[i]==password) break;return i;}ÐáñáôçñÞóôå üôé åðåéäÞ ôï âÜñïò ôçò åöáñìïãÞò äßíåôáé óôçí åðéêïéíùíßá ìåôáîý ATM êáéôñÜðåæáò êáé óôçí ïñèÞ ðéóôïðïßçóç ôïõ ÷ñÞóôç, ç âÜóç äåäïìÝíùí ôçò ôñÜðåæáò åßíáé áðëÜÝíáò ìéêñüò ðßíáêáò ðÝíôå áêåñáßùí ðïõ åßíáé ïé êùäéêïß ôùí ðåëáôþí. Äåßôå åðßóçò üôé, ÷ùñßòíá áðáéôåßôáé áðü ôçí õëïðïßçóç ôùí ãëùóóþí, ôá ïíüìáôá ôùí ìåèüäùí óôç C# áñ÷ßæïõí ìåêåöáëáßï åíþ óôç Java ìå ìéêñü. Åßíáé ìéá óýìâáóç ðïõ õéïèåôåßôáé áðü ôïõò ðåñéóóüôåñïõòðñïãñáììáôéóôÝò.5.2.4 Ó÷üëéáÂëÝðïõìå üôé ç õëïðïßóç óôçí Apollo ðáñïõóéÜæåé áñêåôÝò äéáöïñÝò óå ó÷Ýóç ìå ôéò C# êáéJava. Ç Apollo åêìåôáëåýåôáé ôï ìç÷áíéóìü ôùí principals ãéá íá ðáñáóôÞóåé üëåò ôéò ïíôü-ôçôåò ðïõ ðáßñíïõí ìÝñïò óôç óõíáëëáãÞ. Ç ôáõôüôçôá åíüò ÷ñÞóôç åßíáé Ýíá principal (óôïðáñÜäåéãìá Ý÷ïõìå ìüíï Ýíá ÷ñÞóôç, ôçí alice, áëëÜ èá ìðïñïýóáí íá õðÜñ÷ïõí ðåñéóóüôåñïé)åíþ óôéò C# êáé Java åßíáé Ýíáò áêÝñáéïò ðïõ ðáñéóôÜíåé ôïí ôåôñáøÞöéï êùäéêü ôïõ ðåëÜôç.Áðü ôéò ôéìÝò ôùí run-time principals user êáé agent êáé ôá capabilities ðïõ ðáñÝ÷ïíôáé åîáñ-ôÜôáé ç äéåîáãùãÞ ôçò óõíáëëáãÞò. Ìå Üëëá ëüãéá, ïé Ýëåã÷ïé ôïõ ðñïãñÜììáôïò ãßíïíôáé54



óôï åðßðåäï ôùí ôýðùí óå áíôßèåóç ìå ôéò Üëëåò äýï ãëþóóåò ðïõ ÷ñçóéìïðïéïýìå äïìÝò for,if, ðßíáêåò ê.ëð. ¸íá Üëëï óôïé÷åßï ðïõ äéáöïñïðïéåß ôéò õëïðïéÞóåéò åßíáé ç ÷ñÞóç õðáñîéá-êþí ôýðùí óôçí Apollo. Ïé õðáñîéáêïß ôýðïé ðñïóöÝñïõí Ýíá åðéðëÝïí åðßðåäï áöáßñåóçò êáéÝôóé áðïêñýðôïíôáé á÷ñåßáóôåò ëåðôïìÝñåéåò áðü áõôïýò ðïõ ÷ñçóéìïðïéïýí ôá äåäïìÝíá ìåáõôü ôïí ôýðï. ÔÝëïò, ðñÝðåé íá ðïýìå üôé óôçí õëïðïßçóç óå Apollo äåí õðÜñ÷åé ðñáãìáôéêÞåðéêïéíùíßá ìåôáîý ôñÜðåæáò êáé ATM. Äåßôå üôé ôá äýï ìÝñç ôïõ êþäéêá åßíáé óôïé÷åßá ìéáòðëåéÜäáò ðïõ óå êáíÝíá óçìåßï äåí õðÜñ÷åé ñïÞ ðëçñïöïñßáò áðü ôï Ýíá óôï Üëëï. ÁõôÞ üìùòåßíáé ç äïìÞ ðïõ åðéëÝ÷èçêå óôï [33] êáé õðÜñ÷åé óôçí éóôïóåëßäá ôçò Apollo. Ãé' áõôü ôïëüãï äéáôçñÞèçêå ç ßäéá äïìÞ êáé åäþ.

55





ÊåöÜëáéï 6Áìïéâáßïò áðïêëåéóìüò6.1 ÐåñéãñáöÞ ôïõ ðñïâëÞìáôïòÇ áêåñáéüôçôá ôùí äåäïìÝíùí üôáí óå áõôÜ åíåñãïýí ðïëëïß ÷ñÞóôåò ôáõôü÷ñïíá åßíáé Ýíáðñüâëçìá ðïõ ôï óõíáíôÜìå óõ÷íÜ óå êáèçìåñéíÝò åöáñìïãÝò. Óêåöôåßôå ôç äéáäéêáóßá êñÜ-ôçóçò áåñïðïñéêþí åéóçôçñßùí. Ç åôáéñßá Ý÷åé ðïëëÜ äéáöïñåôéêÜ õðïêáôáóôÞìáôá ðïõ åðé-êïéíùíïýí ìå ôï êåíôñéêü óýóôçìá ãéá íá êñáôÞóïõí èÝóåéò. ¸ôóé, åßíáé óçìáíôéêü óå ìéáôÝôïéá äéáäéêáóßá íá õðÜñ÷åé óõã÷ñïíéóìüò ãéá íá áðïöåõ÷èïýí öáéíüìåíá üðùò ç êñÜôçóçìéáò èÝóçò ãéá äýï äéáöïñåôéêïýò ðåëÜôåò ê.ëð.¼ôáí ðïëëÝò äéåñãáóßåò ðïõ åêôåëïýíôáé ðáñÜëëçëá ðñïóðáèïýí íá ðñïóðåëÜóïõí Ýíáêïéíü äåäïìÝíï ðñÝðåé íá õðÜñ÷åé áìïéâáßïò áðïêëåéóìüò ìåôáîý ôïõò, ãéá íá äéáôçñçèåß çáêåñáéüôçôá ôïõ äåäïìÝíïõ. Áõôü óçìáßíåé üôé äå ãßíåôáé ìéá äéåñãáóßá íá áñ÷ßóåé íá åðåîåñ-ãÜæåôáé Ýíá êïéíü äåäïìÝíï ðñéí ôåëåßùóåé ç ðñïçãïýìåíç. Óôçí ðåñßðôùóç ðïõ ïé äéåñãáóßåòåêôåëïýíôáé óôïí ßäéï åðåîåñãáóôÞ åöáñìüæåôáé êÜðïéïò áëãüñéèìïò ÷ñïíïäñïìïëüãçóçò ïïðïßïò áðïöáóßæåé ðïéá èá êáôáëáìâÜíåé ôçí êåíôñéêÞ ìïíÜäá åðåîåñãáóßáò (ÊÌÅ). ÓõíÞèùòìéá äéåñãáóßá äåí åêôåëåßôáé áäéáßñåôá, áëëÜ ôìçìáôéêÜ. ÊÜíåé êÜðïéåò åíÝñãåéåò óôï ÷ñüíïÊÌÅ ðïõ ôçò áíáëïãåß êáé ìåôÜ ðåñéìÝíåé ôéò õðüëïéðåò äéåñãáóßåò íá êÜíïõí ôï ßäéï. ¼ôáíîáíáÝñèåé ç óåéñÜ ôçò óõíå÷ßæåé áðü êåé ðïõ óôáìÜôçóå. Ãéá íá åðéôåõ÷èåß ï áìïéâáßïò áðïêëåé-óìüò üìùò, ðñÝðåé ôï ôìÞìá êþäéêá ôçò äéåñãáóßáò ðïõ ðñïóðåëáýíåé ôï êïéíü äåäïìÝíï íáåêôåëåßôáé áäéáßñåôá. ÔÝôïéá ôìÞìáôá êþäéêá ïíïìÜæïíôáé êñßóéìá ôìÞìáôá. ¸÷ïõí ðñïôáèåßäéÜöïñïé ôñüðïé ãéá íá åðéôåõ÷èåß ï áìïéâáßïò áðïêëåéóìüò ìåôáîý ðáñÜëëçëùí äéåñãáóéþíüðùò ïé óçìáöüñïé êáé ïé åðüðôåò [38].Óôï ðáñüí êåöÜëáéï áó÷ïëïýìáóôå ìå ôçí åîÞò åöáñìïãÞ: Ý÷ïõìå Ýíá äåäïìÝíï ôï ïðïßïðñïóðåëáýíïõí ôÝóóåñéò äéåñãáóßåò, ôñåéò ðïõ ôï äéáâÜæïõí (readers) êáé ìßá ðïõ ôï åíç-ìåñþíåé (writer). Ïé readers ìðïñïýí íá äéáâÜæïõí ôï äåäïìÝíï ôáõôü÷ñïíá áëëÜ üôáí ôïåíçìåñþíåé ï writer ðñÝðåé íá Ý÷åé áðïêëåéóôéêÞ ðñüóâáóç. Óôéò åðüìåíåò ðáñáãñÜöïõò ðá-ñïõóéÜæïíôáé ïé õëïðïéÞóåéò óå êáèåìéÜ áð' ôéò ãëþóóåò êáé ïé ìç÷áíéóìïß ðïõ ÷ñçóéìïðïéåßêÜèå ãëþóóá ãéá íá ðåôý÷åé ôïí áìïéâáßï áðïêëåéóìü.6.2 Õëïðïßçóç êáé ó÷ïëéáóìüò ôùí áðïôåëåóìÜôùí6.2.1 JavaÓôç Java, n äéåñãáóßåò ðïõ åêôåëïýíôáé ðáñÜëëçëá êáôáëáìâÜíïõí n íÞìáôá (threads). ÊÜèåôÝôïéá äéåñãáóßá åßíáé óôéãìéüôõðï ìéáò õðïêëÜóçò ôçò java.lang.Thread êáé õëïðïéåß ôçìÝèïäï run. Ïé run ìÝèïäïé ìðïñïýí íá åêôåëïýíôáé ðáñÜëëçëá êáé Ýôóé åðéôõã÷Üíåôáé çôáõôü÷ñïíç åêôÝëåóç ðïëëþí äéåñãáóéþí.1 ¼ôáí Ýíá íÞìá Á ðïõ ôñÝ÷åé èÝëåé íá ãßíåé êÜðïéáåíÝñãåéá áðü Üëëá íÞìáôá ðñéí óõíå÷ßóåé ôçí åêôÝëåóÞ ôïõ, êáëåß ôç ìÝèïäï wait. ÔüôåóôáìáôÜåé ç åêôÝëåóç ôïõ íÞìáôïò Á ìÝ÷ñé êÜðïéï Üëëï íÞìá Â íá êáëÝóåé ôç ìÝèïäï notifyãéá ôï Á Þ ôç notifyAll ãéá üëá ôá íÞìáôá ðïõ ðåñéìÝíïõí.1 Ï Üëëïò ôñüðïò åðßôåõîçò ðáñáëëçëßáò åßíáé üôáí ïé êëÜóåéò õëïðïéïýí ôç äéáðñïóùðåßá Runnable. 57



Óå ðåñßðôùóç ðïõ ôá ðáñÜëëçëá íÞìáôá åíåñãïýí óå êïéíÜ äåäïìÝíá ÷ñçóéìïðïéåßôáé çëÝîç-êëåéäß synchronized. Ãéá ðáñÜäåéãìá, áò õðïèÝóïõìå üôé äýï íÞìáôá Á êáé Â êáëïýíìåèüäïõò åíüò áíôéêåéìÝíïõ Ã. ÊÜèå ìÝèïäïò ôïõ Ã ðïõ ÷áñáêôçñßæåôáé synchronized ìðïñåßíá åêôåëåßôáé áðü Ýíá ìüíï íÞìá êÜèå ÷ñïíéêÞ óôéãìÞ. ÅðéðëÝïí, üôáí ôï Á êáëåß ìéá syn-chronized ìÝèïäï, ôüôå ôï Ã êëåéäþíåôáé êáé ôï Â äåí ìðïñåß íá êáëÝóåé êáìßá synchronizedìÝèïäï ôïõ Ã ðñéí îåêëåéäùèåß. ¸ôóé ëïéðüí, ôá êñßóéìá ôìÞìáôá ìéáò åöáñìïãÞò ðïõ ðåñé-ëáìâÜíåé ðñüóâáóç óå êïéíÜ äåäïìÝíá ìðïñïýí íá ìðïõí óå synchronized ìåèüäïõò ãéá íáåîáóöáëéóôåß ç áêåñáéüôçôÜ ôïõò.public class Multi_Access {public static void main(String[] args) throws Exception{Sensitive_Data the_data = new Sensitive_Data();MA_Writer writer = new MA_Writer(the_data);MA_Reader reader1 = new MA_Reader(the_data, 1);MA_Reader reader2 = new MA_Reader(the_data, 2);MA_Reader reader3 = new MA_Reader(the_data, 3);writer.start();reader1.start();reader2.start();reader3.start();Thread.sleep(10000);System.exit(0);}}Åäþ öáßíåôáé ç óõíÜñôçóç main ôçò åöáñìïãÞò. Áñ÷éêÜ äçìéïõñãåß Ýíá áíôéêåßìåíï ôçòêëÜóçò Sensitive Data ðïõ åßíáé ç êëÜóç ðïõ ðåñéÝ÷åé ôï êïéíü äåäïìÝíï (Ýíá áëöáñéèìçôéêüðïõ ëÝãåôáé data). ÌåôÜ äçìéïõñãåß ôñåéò reader êáé Ýíá writer. Ïé êëÜóåéò MA Readerêáé MA Writer åßíáé õðïêëÜóåéò ôçò Thread. Êáëþíôáò ôç ìÝèïäï start ç main îåêéíÜåé ôáôÝóóåñá íÞìáôá. ÔÝëïò, ðåñéìÝíåé äÝêá äåõôåñüëåðôá êáé ç åöáñìïãÞ ôåñìáôßæåé. ÐáñáôçñÞóôåüôé ç main åßíáé êáé áõôÞ Ýíá îå÷ùñéóôü íÞìá åêôÝëåóçò. Ãéá íá ðåñéìÝíåé üóï ôá Üëëá íÞìáôáäñïõí óôï áíôéêåßìåíï the data, ç main êáëåß ôç ìÝèïäï sleep ç ïðïßá áäñáíïðïéåß ôï êáëïýííÞìá ãéá üóá milliseconds ëÝåé ôï üñéóìÜ ôçò.ÐáñáêÜôù öáßíïíôáé ïé ìÝèïäïé run ôùí reader êáé ôïõ writer. Ôï ìüíï ðïõ êÜíïõí åßíáéíá ðåñéìÝíïõí ãéá Ýíá ôõ÷áßï ÷ñïíéêü äéÜóôçìá ðñïôïý îáíáðñïóðáèÞóïõí íá äéáâÜóïõí Þ íáãñÜøïõí. ÌåôÜ ôõðþíïõí óôçí ïèüíç ôçí ôñÝ÷ïõóá ôéìÞ ôïõ äåäïìÝíïõ.// Ç ìÝèïäïò MA_Reader.runpublic void run() {try {while (true){// ðåñéìÝíåé Ýíá ôõ÷áßï äéÜóôçìá ìåôáîý äéáâáóìÜôùísleep((long)(500*Math.random()));// äéáâÜæåé êáé ôõðþíåé óôçí ïèüíç ðïéïò// reader åßíáé êáé ôé äéÜâáóådata.read(whatIread);System.out.println("Id " + myId + ": " + whatIread);}}catch (InterruptedException e){System.exit(-1);}}// Ç ìÝèïäïò MA_Writer.runpublic void run() {try {while (true){58



// ðåñéìÝíåé Ýíá ôõ÷áßï äéÜóôçìá ìåôáîý ãñáøéìÜôùísleep((long)(500*Math.random()));data.write("I am writing");}}catch (InterruptedException e){System.exit(-1);}}Ïé ìÝèïäïé Sensitive Data.read êáé Sensitive Data.write äåí åßíáé synchronized. Áõôü óõì-âáßíåé ãéáôß:á) ÈÝëïõìå ïé reader íá ìðïñïýí íá äéáâÜæïõí ôáõôü÷ñïíá, Üñá ç read äåí ìðïñåß íá åßíáésynchronized.â) Ï writer ðñÝðåé íá äñá ìüíïò ôïõ óôï äåäïìÝíï áëëÜ áõôü äåí ìðïñåß íá åðéôåõ÷èåßüôáí ç write åßíáé synchronized. Áõôü óõìâáßíåé ãéáôß êáôÜ ôç äéÜñêåéá ìéáò synchro-nized ìåèüäïõ íáé ìåí äåí ìðïñïýí íá êëçèïýí Üëëåò synchronized ìÝèïäïé ôïõ ßäéïõáíôéêåéìÝíïõ, áëëÜ ïé õðüëïéðåò ìÝèïäïé, Üñá êáé ç read, ìðïñïýí íá êëçèïýí.Ãéá íá ðåôý÷ïõìå ôïí áìïéâáßï áðïêëåéóìü ÷ñçóéìïðïéïýìå ôç synchronized ìÝèïäï mayI, ôçíïðïßá êáëïýí ïé read êáé ç write. ÂÜóç ôçò ôéìÞò ôçò ìåôáâëçôÞò status ç mayI åðéóôñÝöåétrue áí ìðïñåß íá ãßíåé ç æçôïýìåíç åíÝñãåéá êáé false áí äåí ìðïñåß. Ç ôéìÞ ôçò status áëëÜæåéìüíï ìÝóá óôç mayI Ýôóé ç áêåñáéüôçôá ôùí äåäïìÝíùí åßíáé åîáóöáëéóìÝíç.// Ç ìÝèïäïò Sensitive_Data.mayIprivate synchronized boolean mayI(String action){if (action.compareTo("read")==0) {if (status > -1) {status++; return true;}else {return false;}}else {if (status > 0) {return false;}else {status--; return true;}}}// Ç ìÝèïäïò Sensitive_Data.readpublic void read(StringBuffer data)throws InterruptedException{if (!mayI("read")) {data = data.delete(0,data.length()).append("could not read");return;}Thread.sleep(125);data = data.delete(0,data.length()).append(Sensitive_Data.data);status--;}// Ç ìÝèïäïò Sensitive_Data.writepublic void write(String newdata) throws InterruptedException{if (!mayI("write")) return;data = data.delete(0,data.length()).append(newdata);Thread.sleep(250);data = data.delete(0,data.length()).append("OK");status++;} 59



6.2.2 C#Ç õëïðïßçóç óôç C# Ý÷åé ôçí ßäéá äïìÞ êáé ïñãÜíùóç êëÜóåùí êáé ìåèüäùí ìå áõôÞ óôç Java.Ï ÷åéñéóìüò ôùí íçìÜôùí üìùò óôç C# åßíáé ëßãï äéáöïñåôéêüò áðü ôç Java. ¼ðùò åßäáìå, óôçJava ãéá íá öôéá÷ôåß Ýíá êáéíïýñéï íÞìá ðñÝðåé íá äçìéïõñãçèåß ìéá êëÜóç ðïõ êëçñïíïìåß áðüôç Thread êáé õëïðïéåß ôç ìÝèïäï run. Óôç C#, ç êëÜóç Thread åßíáé óöñáãéóìÝíç (sealed)äçëáäÞ äåí ìðïñåß íá Ý÷åé õðïêëÜóåéò. ¸ôóé, ãéá íá öôéÜîïõìå Ýíá êáéíïýñéï íÞìá ðñÝðåé íáäçìéïõñãÞóïõìå Ýíá áíôéêåßìåíï ôçò êëÜóçò Thread êáé íá ðåñÜóïõìå óáí üñéóìá ôç ìÝèïäïðïõ èÝëïõìå íá åêôåëåß ôï íÞìá. Êáëþíôáò ôç Start, ôï íÞìá èá áñ÷ßóåé íá åêôåëåß ôç ìÝèïäïðïõ ðåñÜóáìå óáí üñéóìá êáôÜ ôç äçìéïõñãßá ôïõ. Ãéá ðáñÜäåéãìá, äåßôå ðùò äçìéïõñãåßôáéôï Thread ôïõ writer.SensitiveData the_data = new SensitiveData();Writer writer = new Writer(the_data);Thread threadW = new Thread(new ThreadStart(writer.StartWriting));threadW.Start();ÐáñáêÜôù öáßíåôáé ç StartWriting, ðïõ áíôéóôïé÷åß óôçí MA Writer.run ôçò Java.public void StartWriting() {try {while (true){Thread.Sleep(MultiAccessMainThread.RandomWaiting.Next(0,500));data.Write("I am writing");}}catch (Exception e) {Console.WriteLine("Writer " + e.Message);}}Ìå ðáñüìïéï ôñüðï õëïðïéÞèçêáí ç êëÜóç Reader êáé ç ìÝèïäïò StartReading. Ãéá íá åðéôåõ-÷èåß ï áìïéâáßïò áðïêëåéóìüò, ç C# ÷ñçóéìïðïéåß ôç ëÝîç-êëåéäß lock, ðïõ áíôéóôïé÷åß óôçsynchronized ôçò Java. Ãéá ðáñÜäåéãìá, ç ìÝèïäïò MayI óå C# èá Þôáí êÜðùò Ýôóé:private bool MayI(String action){lock(this){ if (action.CompareTo("read")==0) {if (status > -1) {status++; return true;}else return false;}else {if (status>0) return false;else {status--; return true;}}}}Åêôüò áð' áõôü üìùò, ç C# ðáñÝ÷åé ôçí êëÜóç Interlocked, ðïõ ïé ìÝèïäïß ôçò ìðïñïýí íáôñïðïðïéïýí ìéá ìåôáâëçôÞ Ý÷ïíôáò áðïêëåéóôéêÞ ðñüóâáóç óå áõôÞ. ¸ôóé, äå ÷ñåéáæüìáóôåôç ìÝèïäï MayI áöïý ïé ìÝèïäïé SensitiveData.Read êáé SensitiveData.Write ìðïñïýí íááëëÜæïõí ôçí ôéìÞ ôïõ status áðïêëåßïíôáò áìïéâáßá ç ìßá ôçí Üëëç, êáëþíôáò ìåèüäïõò áðüôçí êëÜóç Interlocked.public void Read(out String data){if (Interlocked.CompareExchange(ref status,-2,0) == -1){ data = "could not read";return;60



}// áýîçóç ôçò statusif (Interlocked.CompareExchange(ref status,1,-2) != -2)Interlocked.Increment(ref status);Thread.Sleep(125);data = SensitiveData.data.ToString();Interlocked.Decrement(ref status);}public void Write(String newData){if (Interlocked.CompareExchange(ref status,-1,0) != 0)return;SensitiveData.data.Replace(SensitiveData.data.ToString(),newData);Thread.Sleep(250);SensitiveData.data.Replace(SensitiveData.data.ToString(),"OK");Interlocked.Increment(ref status);}Ç ìÝèïäïò Increment (Decrement) áõîÜíåé (ìåéþíåé) ôçí ôéìÞ ôïõ status Ý÷ïíôáò áðïêëåéóôéêÞðñüóâáóç óå áõôü. Ç CompareExchange óõãêñßíåé ôçí ðñþôç ðáñÜìåôñï ìå ôçí ôñßôç êáé áíåßíáé ßóåò ôüôå ç ôéìÞ ôçò äåýôåñçò ðáñáìÝôñïõ áíáôßèåôáé óôçí ðñþôç ðáñÜìåôñï. Ç ôéìÞðïõ åðéóôñÝöåé åßíáé ç ôéìÞ ôçò ðñþôçò ðáñáìÝôñïõ ðñéí áðü ôçí áëëáãÞ. ÐáñáôçñÞóôå ôçíðåñßðôùóç ðïõ ôï status åßíáé 0: Ï writer Þ êÜðïéïò reader èá ðñïëÜâåé íá åêôåëÝóåé ôçíCompareExchange.2 Áí ðñïëÜâåé ï writer ôüôå ôï status èá ãßíåé −1 êáé ïé readers äå èáìðïñÝóïõí íá äéáâÜóïõí. Áí ðñïëÜâåé êÜðïéïò reader, ôüôå ôï status èá ãßíåé −2 êáé ï writerèá åðéóôñÝøåé ÷ùñßò íá ãñÜøåé. Ï ëüãïò ðïõ ôï status äå ãßíåôáé 1 åßíáé ãéáôß ìåôÜ ôç ãñáììÞ// áýîçóç ôçò status äå èá îÝñáìå áí Ý÷åé Þäç åíçìåñùèåß ç ôéìÞ ôïõ Þ ü÷é êáé äå èáìðïñïýóáìå íá êáëÝóïõìå ôçí Increment.6.2.3 ApolloÇ Apollo ìðïñåß íá Ý÷åé Ýíá ìüíï íÞìá åêôÝëåóçò. Ãéá íá õðÜñ÷åé ìéá øåõäï-ðáñáëëçëßá÷ñçóéìïðïéÞóáìå ôçí åîÞò ìÝèïäï: ÊÜèå reader Ý÷åé ìéá óõíÜñôçóç ãéá íá îåêéíÜåé ôï äéÜâáóìáêáé ìéá ãéá íá óôáìáôÜåé. Ôï ßäéï ãßíåôáé êáé ìå ôïí writer. ¸ôóé, ìðïñåß íá Ý÷åé êëçèåß çStartRead áðü êÜðïéïí reader êáé ìåôÜ íá êëçèåß ç StartWrite ðñéí êëçèåß ç StopRead.Ôï êïéíü äåäïìÝíï åßíáé ìéá ðëåéÜäá ìå ôýðï <string,int> üðïõ ôï ðñþôï óôïé÷åßï åßíáéôï áëöáñéèìçôéêü ðïõ äéáâÜæåôáé êáé ãñÜöåôáé êáé ôï äåýôåñï óôïé÷åßï åßíáé ç ìåôáâëçôÞåëÝã÷ïõ (áíôéóôïé÷ßá ìå ôç status). ¼ôáí ç ôéìÞ ôçò åßíáé 0 ôüôå êáíÝíáò ÷ñÞóôçò äåí åßíáéåíåñãüò, üôáí åßíáé áðü 1 ùò 3 åßíáé åíåñãïß ïé readers êáé üôáí åßíáé 4 åßíáé åíåñãüò ï writer.Ç êýñéá óõíÜñôçóç ôïõ ðñïãñÜììáôïò åßíáé:Main =poly user. fun data:<string,int>, StartOrStop:bool, AnyNewData:string.if 'user<:'reader thenif StartOrStop thenStartRead (MayI data 0) dataelseStopRead dataelse if 'user<:'writer thenif StartOrStop thenStartWrite (MayI data 1) data AnyNewDataelseStopWrite dataelse error "unknown user"2 áöïý, üðùò óõìâáßíåé êáé ìå ôéò õðüëïéðåò ìåèüäïõò ôçò Interlocked, üðïéï íÞìá ôçí åêôåëåß Ý÷åé áðïêëåé-óôéêÞ ðñüóâáóç óå áõôÞ. 61



Ïé ÷ñÞóôåò ðñïöáíþò õëïðïéïýíôáé ùò principals. Ç Main åßíáé ðïëõìïñöéêÞ óõíÜñôçóçêáé áñ÷éêïðïéåßôáé ìå ôïí ôýðï ôïõ principal ðïõ ôçí êáëåß. Áí ôï StartOrStop åßíáé trueôüôå ï êáëþí ÷ñÞóôçò èÝëåé íá áñ÷ßóåé äéÜâáóìá Þ ãñÜøéìï åíþ üôáí Ýéíáé false ôüôå èÝëåé íáóôáìáôÞóåé. Ôï AnyNewData ëáìâÜíåôáé õðüøç ìüíï üôáí ï êáëþí ÷ñÞóôçò åßíáé ï writer. ÇMain êáëåß ôç óõíÜñôçóç MayI ðïõ åðéóôñÝöåé Ýíá capability ôï ïðïßï åðéôñÝðåé Þ áðáãïñåýåéóôï ÷ñÞóôç íá åðåîåñãáóôåß ôï äåäïìÝíï.MayI=fun data:<string,int>, action:int.// action=0 ãéá äéÜâáóìá, action=1 ãéá ãñÜøéìïif action=0 thenif data.2 = 4 thenacquire 'reader #> 'IllegalActionelseacquire 'reader #> 'PermissionToReadelse if action=1 thenif data.2 = 0 thenacquire 'writer #> 'PermissionToWriteelseacquire 'writer #> 'IllegalActionelse error "unknown action"ÐáñáðÜíù öáßíåôáé üôé ç MayI åðéóôñÝöåé ôï êáôÜëëçëï capability áíÜëïãá ìå ôçí ôéìÞ ôçòìåôáâëçôÞò åëÝã÷ïõ. Ôá äéêáéþìáôá IllegalAction, PermissionToRead êáé PermissionToWriteôá ïñßóáìå åìåßò· ç óçìáóéïëïãßá ôïõò öáßíåôáé áðü ôï üíïìÜ ôïõò. ¼ðùò öáßíåôáé óôç Main,ôï capability ðïõ åðéóôñÝöåé ç MayI ðåñíéÝôáé óáí üñéóìá óôéò StartRead êáé StartWrite:StartRead =fun c:cert, data:<string,int>.if c => 'reader #> 'PermissionToRead then<data.1, data.2 + 1>else dataStartWrite =fun c:cert, data:<string,int>, newValue:string.if c => 'writer #> 'PermissionToWrite then<newValue, 4>else dataÇ StartRead åëÝã÷åé ôï capability êáé áí åðéôñÝðåôáé ôï äéÜâáóìá ôüôå áðëÜ áõîÜíåé ôï ðëÞèïòôùí readers êáôÜ Ýíá. Ç StartWrite áíôéêáèéóôÜ ôï ðáëéü áëöáñéèìçôéêü ìå ôï êáéíïýñéï êáéáëëÜæåé êáôÜëëçëá ôçí ôéìÞ ôçò ìåôáâëçôÞò åëÝã÷ïõ. ¼ôáí äåí åðéôñÝðåôáé ç ðñüóâáóç óôïäåäïìÝíï êáé ïé äõï óõíáñôÞóåéò åðéóôñÝöïõí ôï data áíáëëïßùôï. Ïé StopRead êáé StopWriteôï ìüíï ðïõ êÜíïõí åßíáé íá áëëÜæïõí ôçí ôéìÞ ôçò ìåôáâëçôÞò åëÝã÷ïõ. ×ñçóéìïðïéþíôáòôéò ðáñáðÜíù óõíáñôÞóåéò, ìéá ðéèáíÞ áêïëïõèßá åêôÝëåóçò åßíáé:Main [read2] (Main [read1] (Main [read2] (Main [writer](Main [read1] <"first value",0> true "does not matter")true "ok")true "does not matter")false "does not matter")false "does not matter"Ðñþôá áñ÷ßæåé íá äéáâÜæåé ï reader 1. ÌåôÜ ï writer ðñïóðáèåß íá áñ÷ßóåé ãñÜøéìï áëëÜáðïôõã÷Üíåé ãéáôß ï reader 1 äåí Ý÷åé ôåëåßùóåé ôï äéÜâáóìá. ¸ðåéôá áñ÷ßæåé äéÜâáóìá êáé62



ï reader 2 ðáñÜëëçëá ìå ôïí ðñþôï êáé ôÝëïò ïé äýï readers óôáìáôïýí ôï äßáâáóìá êáé çôéìÞ "�rst value" ôïõ äåäïìÝíïõ ðáñáìÝíåé ç ßäéá, áöïý äåí áíáíåþèçêå ðïôÝ áðü ôï writer.Ç Apollo äåí ðåñéëáìâÜíåé áíáäñïìÞ êáé ðñïãñÜììáôá ðïõ äåí ôåñìáôßæïõí, ïýôå ãåííÞôñéáôõ÷áßùí áñéèìþí. ¸ôóé äåí ìðïñïýìå íá Ý÷ïõìå ìåãÜëåò ôõ÷áßåò áêïëïõèßåò åêôÝëåóçò üðùòóôéò Java êáé C#. Ðáñ' üëá áõôÜ, ÷ñçóéìïðïéþíôáò óýíôáîç üðùò ôçí ðáñáðÜíù ìðïñïýìåíá åêöñÜóïõìå (íôåôåñìéíéóôéêÜ) ïðïéáäÞðïôå ðåðåñáóìÝíç áêïëïõèßá åêôÝëåóçò.6.2.4 Ó÷üëéáÏé Java êáé C# ÷ñçóéìïðïéþíôáò ôá íÞìáôá ìðïñïýí íá ðåôý÷ïõí ðáñÜëëçëç åêôÝëåóç äéåñ-ãáóéþí ðïõ åßôå åßíáé áíåîÜñôçôåò ìåôáîý ôïõò Þ äñïõí óå êïéíÜ äåäïìÝíá. Áõôü äå óõìâáßíåéóôçí Apollo, üðïõ Ýðñåðå íá \åöåýñïõìå" Ýíá ìç÷áíéóìü ãéá íá ðñïóïìïéþóïõìå ôçí ðáñáë-ëçëßá. Ôï ãåãïíüò üôé äåí ìðïñïýìå íá Ý÷ïõìå îå÷ùñéóôÜ íÞìáôá óôçí Apollo ìáò áðáãïñåýåéíá åêöñÜóïõìå ðéï ðïëýðëïêåò ðåñéðôþóåéò ðáñáëëçëßáò üðùò üôáí Ýíá íÞìá áíáóôÝëëåé ôçëåéôïõñãßá ôïõ (ìÝèïäïò wait) ìÝ÷ñé êÜðïéï Üëëï íÞìá íá ïëïêëçñþóåé ìéá åíÝñãåéá. Áðüôçí Üëëç, ÷ñçóéìïðïéþíôáò ìüíï ôá principals êáé ôá äéêáéþìáôá óôçí Apollo êáôáöÝñáìå íáõëïðïéÞóïõìå ôñåéò åöáñìïãÝò äéáöïñåôéêÞò öýóçò åíþ óôéò Üëëåò äõï ãëþóóåò ÷ñçóéìïðïéÞ-óáìå Üëëåò êëÜóåéò óå êÜèå åöáñìïãÞ. ÔÝëïò, ðñÝðåé íá áíáöÝñïõìå óôá õðÝñ ôçò C# Ýíáíôéôçò Java üôé ðáñÝ÷åé ôçí êëÜóç Interlocked ç ïðïßá äéåõêïëýíåé ôçí õëïðïßçóç ôïõ áìïéâáßïõáðïêëåéóìïý.
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ÊåöÜëáéï 7ÓõìðåñÜóìáôáÓôçí ðáñïýóá åñãáóßá Ýãéíå ìéá ðñïóðÜèåéá óõãêñéôéêÞò áðïôßìçóçò ôùí ìç÷áíéóìþí áóöÜ-ëåéáò ðïõ ðáñÝ÷ïíôáé áðü ôéò åìðïñéêÝò ãëþóóåò ðñïãñáììáôéóìïý êáé ôùí áíôßóôïé÷ùí ìç-÷áíéóìþí ðïõ Ý÷ïõí ðñïôáèåß áðü ôçí áêáäçìáúêÞ êïéíüôçôá.Ãëþóóåò üðùò ç Java êáé ç C# Ý÷ïõí óõìâÜëåé óôç âåëôßùóç ôïõ åðéðÝäïõ áóöáëåßáòôùí åöáñìïãþí ðïõ ÷ñçóéìïðïéïýíôáé óÞìåñá óôï äéáäßêôõï. Ôï óýóôçìá áóöáëåßáò ðïõõðïóôçñßæïõí ìðïñåß ÷ïíäñéêÜ íá äéá÷ùñéóôåß óå ôñßá åðßðåäá:
• ðéóôïðïßçóç ôçò ðçãÞò ðñïÝëåõóçò ôïõ åêôåëÝóéìïõ êþäéêá (ìÝóù êñõðôïãñáöéêþí ìç-÷áíéóìþí ê.ëð.).
• ðáñá÷þñçóç êáôÜëëçëùí äéêáéùìÜôùí óôïí êþäéêá áíÜëïãá ìå ôï âáèìü åìðéóôïóýíçòðïõ Ý÷ïõìå ãéá ôçí ðçãÞ ðñïÝëåõóÞò ôïõ êáé áðïìüíùóç ôùí äéáöïñåôéêþí åöáñìïãþíðïõ åêôåëïýíôáé ðáñÜëëçëá âÜóç ôçò ëïãéêÞò ôïõ áììïäï÷åßïõ.
• ãëþóóá ìå áóöáëÝò óýóôçìá ôýðùí ãéá íá áðïöåõ÷èïýí öáéíüìåíá üðùò ç õðåñ÷åß-ëéóç/õðï÷åßëéóç óôïßâáò, ç ðëáóôïãñÜöçóç äåéêôþí ê.ëð.Ðáñ' üëï ðïõ ôá åðßðåäá áõôÜ ðáñÝ÷ïõí éêáíïðïéçôéêü âáèìü áóöÜëåéáò, ïé ãëþóóåò áõôÝòáöÞíïõí ìåãÜëï ìÝñïò ôùí åëÝã÷ùí íá ãßíåé áðü ôç íïçôÞ ìç÷áíÞ óå ÷ñüíï åêôÝëåóçò ìåáíáðüöåõêôç ìåßùóç óôçí áðüäïóç. ÅðéðëÝïí, åßíáé åîáéñåôéêÜ äýóêïëï íá åðáëçèåõôïýí èå-ùñçôéêÜ ïé éäéüôçôåò áóöÜëåéáò, áöïý ðñÝðåé íá åìðéóôåõôïýìå ôá ìåãÜëá ìç-ðéóôïðïéçìÝíáêïììÜôéá êþäéêá ðïõ áðïôåëïýí ôç íïçôÞ ìç÷áíÞ (öïñôùôÞò, åëåãêôÞò, ìåôáöñáóôÞò Þ ìåôá-ãëùôôéóôÞò ôåëåõôáßáò óôéãìÞò êáé âéâëéïèÞêç ÷ñüíïõ åêôÝëåóçò).Áðü ôçí Üëëç, ç áêáäçìáúêÞ êïéíüôçôá Ý÷åé ðñïôåßíåé ëýóåéò ðïõ ìðïñïýí íá åðáëçèåõôïýíèåùñçôéêÜ êáé åðéðëÝïí ðáñÝ÷ïõí ìåãáëýôåñç áðüäïóç. Áõôü óõìâáßíåé ãéáôß, ÷ñçóéìïðïéþ-íôáò éó÷õñÜ óõóôÞìáôá ôýðùí, ïé ãëþóóåò áõôÝò êáôáöÝñíïõí íá:
• åíóùìáôþíïõí ìåãÜëï ìÝñïò ôùí åëÝã÷ùí óôçí ßäéá ôç ãëþóóá êáé ü÷é íá ôïõò áöÞíïõíãéá êÜðïéï åîùôåñéêü óýóôçìá üðùò ç íïçôÞ ìç÷áíÞ.
• ðñáãìáôïðïéïýí åëÝã÷ïõò óôï åðßðåäï ôùí ôýðùí, ðñÜãìá ðïõ óçìáßíåé üôé ïé Ýëåã÷ïéáõôïß èá ãßíïõí áðü ôïí åëåãêôÞ ôùí ôýðùí óå ÷ñüíï ìåôáãëþôôéóçò, åðéôñÝðïíôáò Ýôóéôçí áýîçóç ôçò áðüäïóçò.
• ðáñÝ÷ïõí Ýíá óýóôçìá áóöÜëåéáò ðïõ áðïäåéêíýåôáé ïñèü èåùñçôéêÜ.Ïé ãëþóóåò ðñïãñáììáôéóìïý ðïõ ÷ñçóéìïðïéÞèçêáí óôçí õëïðïßçóç ôùí åöáñìïãþí ìáòåßíáé ïé Java, C# êáé Apollo. Óõãêñßíïíôáò ôç Java ìå ôç C#, ðáñáôçñïýìå üôé Ý÷ïõí áñ-êåôÝò ïìïéüôçôåò, áðü ôç óýíôáîÞ ôïõò ìÝ÷ñé ôï óýóôçìá áóöáëåßáò ôùí íïçôþí ìç÷áíþíðïõ ôéò åêôåëïýí. ¸íá ðëåïíÝêôçìá ôïõ ðëáéóßïõ .NET óå ó÷Ýóç ìå ôçí ðëáôöüñìá Javaåßíáé üôé õðïóôçñßæåé ðïëëÝò ãëþóóåò ðñïãñáììáôéóìïý, äéåõêïëýíïíôáò Ýôóé ôïõò ðñïãñáì-ìáôéóôÝò áöïý ìðïñïýí íá õëïðïéïýí ôá ôìÞìáôá ìéáò åöáñìïãÞò óå äéáöïñåôéêÝò ãëþóóåòêáé íá åêìåôáëëåýïíôáé ôá ðñïôåñÞìáôá ôçò êáèåìéÜò. Ç Apollo, ÷ñçóéìïðïéþíôáò óýóôçìáôýðùí ìå ñïÞ ðëçñïöïñßáò, ðáñïõóéÜæåé áñêåôÝò äéáöïñÝò áðü ôéò äýï ðáñáðÜíù ãëþóóåò. Ïé65



Ýëåã÷ïé ãßíïíôáé óôáôéêÜ óå ìåãÜëï âáèìü êáé óå ÷ñüíï åêôÝëåóçò ãßíïíôáé ìüíï ïé Ýëåã÷ïéðïõ áöïñïýí ôéò ôéìÝò ôùí run-time principals êáé ôá capabilities ðïõ ðáñÝ÷ïíôáé. ÅðßóçòõðÜñ÷åé äéáöïñÜ óôçí ïñãÜíùóç êáé ôç äéÜôáîç ôïõ êþäéêá áöïý ïé Java êáé C# åßíáé áíôé-êåéìåíïóôñåöåßò ãëþóóåò åíþ ç Apollo óõíáñôçóéáêÞ.ÓõìðåñáóìáôéêÜ, ðáñáôçñïýìå üôé åßíáé äõíáôÞ ç ðåñáéôÝñù âåëôßùóç ôùí åìðïñéêþí óõ-óôÞìáôùí áí åíóùìáôþóïõí óôïé÷åßá ôùí áêáäçìáúêþí ãëùóóþí. Ãéá ðáñÜäåéãìá, ìéá åìðï-ñéêÞ ãëþóóá õøçëïý åðéðÝäïõ èá ìðïñïýóå íá ìåôáãëùôôßæåôáé óå ìéá TIL ãëþóóá üðùò çCL, êáôáñãþíôáò ôçí áíÜãêç ãéá óõëëÝêôç óêïõðéäéþí êáé ðñáãìáôïðïéþíôáò ôç äéá÷åßñéóçôçò ìíÞìçò óôáôéêÜ. Åðßóçò, áí åíóùìáôùèåß Ýíá óýóôçìá ôýðùí ìå ñïÞ ðëçñïöïñßáò óå ìéáåìðïñéêÞ ãëþóóá ðñïãñáììáôéóìïý, ïé ôýðïé ôùí äåäïìÝíùí (ìå åôéêÝôåò) èá áíôéðñïóùðåýïõíêáé ôéò Üäåéåò ðñüóâáóçò óå áõôÜ. ¸ôóé, èá ìåéùèåß ç áíÜãêç ãéá ðáñá÷þñçóç äéêáéùìÜôùíáðü ôï óýóôçìá áíÜëïãá ìå ôçí åìðéóôïóýíç ðïõ Ý÷ïõìå óôçí ðçãÞ ðñïÝëåõóçò ôïõ êþäéêá.ÔÝëïò, ç ÷ñÞóç ìéáò ãëþóóáò ãéá åðüðôåò üðùò ç Polymer åðéôñÝðåé íá åöáñìüæïõìå óýíèå-ôåò ðïëéôéêÝò áóöáëåßáò óå ÷ñüíï åêôÝëåóçò óõíäõÜæïíôáò áðëïýóôåñåò ðïëéôéêÝò, ïé ïðïßåòåðáëçèåýïíôáé èåùñçôéêÜ.ÁðïìÝíåé íá äïýìå êáôÜ ðüóïí ç âéïìç÷áíéêÞ êáé ç áêáäçìáúêÞ ðñïóÝããéóç óôï èÝìáôçò áóöÜëåéáò, ðïõ ãéá ôçí þñá åßíáé áíåîÜñôçôåò êáé ñéæéêÜ äéáöïñåôéêÝò, èá óõãêëßíïõí óôïìÝëëïí. Ï óõãêåñáóìüò ôïõò óå ìßá êïéíÞ ðëáôöüñìá áíÜðôõîçò åöáñìïãþí èá Þôáí éäéáßôåñáùöÝëéìïò, êáèþò èá óõíäýáæå ôá ðëåïíåêôÞìáôá ôùí äýï ðñïóåããßóåùí.
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ÐáñÜñôçìá AÐëÞñçò êþäéêáò ôùí åöáñìïãþíA.1 Êþäéêáò JavaA.1.1 Needham-Schroeder public key protocol// class nspkimport java.security.*;public class nspk {public static void communicate (Initiator alice, Responder bob)throws GeneralSecurityException{ alice.initiate(bob);}public static void main (String[] args){ try {Initiator alice = new Initiator("Alice");Responder bob = new Responder("Bob");communicate(alice, bob);}catch (GeneralSecurityException exc) {System.err.println(exc.getMessage());}catch (RuntimeException exc) {System.err.println(exc.getMessage());}}}// class Noncepublic class Nonce{public static final int SIZE = 8;private byte[] data;public Nonce (){ data = new byte[SIZE];for (int i = 0; i < SIZE; i++)data[i] = (byte) (256 * Math.random());}public Nonce (byte[] data){ this.data = data;} 67



public boolean equals (Nonce n){ for (int i = 0; i < SIZE; i++)if (data[i] != n.data[i])return false;return true;}protected byte[] getBytes (){ return data;}public String toString (){ // ôï êÜèå byte Ý÷åé ôéìÞ áðü 0 ùò 255 ïðüôå ÷ñåéÜæåôáé 2 äåêáåîáäéêÜ// øçößá ãéá íá ðåñéãñáöåß.byte[] hex = new byte[2*SIZE];int len = 0;for (int i = 0; i < SIZE; i++) {int b = data[i];if (b < 0) b += 256;hex[len++] = (byte) Character.forDigit(b / 16, 16);hex[len++] = (byte) Character.forDigit(b % 16, 16);}return new String(hex);}}// class Messageimport java.io.*;import java.security.*;import javax.crypto.*;public class Message extends Nonce{private byte[] data;private int written;private int read;public Message (int size){ data = new byte[size];written = 0;read = 0;}public Message (byte[] data){ this.data = data;written = data.length;read = 0;}// ðáñáèÝôåé óôï ôÝëïò ôïõ Message.data ôï üñéóìá ôçò óõíÜñôçóçòpublic void append (byte[] data)throws RuntimeException{ if (written + data.length <= this.data.length)68



for (int i = 0; i < data.length; i++)this.data[written++] = data[i];elsethrow new RuntimeException("Message buffer overflow");}// åðéóôñÝöåé ôï data áí read==0 Þ ìÝñïò ôïõ data áí read>0public byte[] read (){ int size = written - read;byte[] result = new byte[size];for (int i = 0; i < size; i++)result[i] = data[read++];return result;}// åðéóôñÝöåé "size" áäéÜâáóôá bytes ôïõ datapublic byte[] read (int size)throws RuntimeException{ if (read + size <= written) {byte[] result = new byte[size];for (int i = 0; i < size; i++)result[i] = data[read++];return result;}elsethrow new RuntimeException("Message buffer underflow");}public Message encrypt (Cipher cipher, Key key)throws GeneralSecurityException{ cipher.init(Cipher.ENCRYPT_MODE, key);return new Message(cipher.doFinal(data));}public Message decrypt (Cipher cipher, Key key)throws GeneralSecurityException{ cipher.init(Cipher.DECRYPT_MODE, key);return new Message(cipher.doFinal(data));}}// class Initiatorimport java.io.*;import java.security.*;import javax.crypto.*;public class Initiator{ private String id;private PrivateKey priv;public PublicKey publ;private Cipher rsaCipher;private Nonce anonce; 69



private String bid;public Initiator (String id)throws GeneralSecurityException{ this.id = id;KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");keyGen.initialize(1024);KeyPair pair = keyGen.generateKeyPair();priv = pair.getPrivate();publ = pair.getPublic();rsaCipher = Cipher.getInstance("RSA");System.out.println(id + ":\tcreated and initialized successfully");}public void initiate (Responder b)throws GeneralSecurityException{ bid = b.getId();System.out.println(id + ":\tinitiating communication with " + bid);anonce = new Nonce();System.out.println(id + ":\tmy nonce is " + anonce.toString());Message clearSnd = new Message(Nonce.SIZE + id.length());clearSnd.append(anonce.getBytes());clearSnd.append(id.getBytes());System.out.println(id + ":\tsending (" + anonce.toString() + ", " + id + ")");Message encryptedSnd = clearSnd.encrypt(rsaCipher, b.publ);b.message1(this, encryptedSnd);} public void message2 (Responder b, Message encryptedRcv)throws GeneralSecurityException{Message clearRcv = encryptedRcv.decrypt(rsaCipher, priv);Nonce anonce = new Nonce(clearRcv.read(Nonce.SIZE));Nonce bnonce = new Nonce(clearRcv.read(Nonce.SIZE));String bid = new String(clearRcv.read());System.out.println(id + ":\treceived (" + anonce.toString() + ", "+ bnonce.toString() + ", " + bid + ")");if (!anonce.equals(this.anonce)) {String msg = id + ": the nonce you sent me back is not mine!";throw new GeneralSecurityException(msg);}elseSystem.out.println(id + ":\teverything ok for me");Message clearSnd = new Message(Nonce.SIZE);clearSnd.append(bnonce.getBytes());System.out.println(id + ":\tsending (" + bnonce.toString() + ")");Message encryptedSnd = clearSnd.encrypt(rsaCipher, b.publ);b.message3(this, encryptedSnd);}}// class Responderimport java.io.*;import java.security.*;import javax.crypto.*;70



public class Responder{ private String id;private PrivateKey priv;public PublicKey publ;private Cipher rsaCipher;private Nonce bnonce;public Responder (String id)throws GeneralSecurityException{ this.id = id;KeyPairGenerator keyGen = KeyPairGenerator.getInstance("RSA");keyGen.initialize(1024);KeyPair pair = keyGen.generateKeyPair();priv = pair.getPrivate();publ = pair.getPublic();rsaCipher = Cipher.getInstance("RSA");System.out.println(id + ":\tcreated and initialized successfully");}public String getId (){ return id;}public void message1 (Initiator a, Message encryptedRcv)throws GeneralSecurityException{ Message clearRcv = encryptedRcv.decrypt(rsaCipher, priv);Nonce anonce = new Nonce(clearRcv.read(Nonce.SIZE));String aid = new String(clearRcv.read());System.out.println(id + ":\treceived (" + anonce.toString() + ", " + aid + ")");bnonce = new Nonce();System.out.println(id + ":\tmy nonce is " + bnonce.toString());Message clearSnd = new Message(2*Nonce.SIZE + id.length());clearSnd.append(anonce.getBytes());clearSnd.append(bnonce.getBytes());clearSnd.append(id.getBytes());System.out.println(id + ":\tsending (" + anonce.toString() + ", "+ bnonce.toString() + ", " + id + ")");Message encryptedSnd = clearSnd.encrypt(rsaCipher, a.publ);a.message2(this, encryptedSnd);}public void message3 (Initiator a, Message encryptedRcv)throws GeneralSecurityException{ Message clearRcv = encryptedRcv.decrypt(rsaCipher, priv);Nonce bnonce = new Nonce(clearRcv.read(Nonce.SIZE));System.out.println(id + ":\treceived (" + bnonce.toString() + ")");if (!bnonce.equals(this.bnonce)) {String msg = id + ": the nonce you sent me back is not mine!";throw new GeneralSecurityException(msg);} 71



elseSystem.out.println(id + ":\teverything ok for me");}}A.1.2 ÇëåêôñïíéêÝò ÔñáðåæéêÝò ÓõíáëëáãÝò// class Money_apppublic class Money_app {public static void main(String[] args) throws Exception{ATM atm=new ATM();while (true) {atm.transaction();if (wantsAnother()) continue; else break;}System.exit(0);}private static boolean wantsAnother() throws Exception{int[] input = new int[3];int i;System.out.println("If you want another transaction " +"press \'y\' and then \"enter\"");for (i=0;i<3;i++)input[i] = System.in.read();if (input[0]=='y' && input[1]==13 && input[2]==10) return true;else return false;}}// class ATMimport java.io.IOException;public class ATM {private int password,sum;public void transaction() throws IOException{password = login();sum = request();System.out.println(Bank.message(password,sum));}private int login()throws IOException{byte[] code = new byte[20];int i,input,flag;System.in.skip(80);while (true) {i=0; flag=0;System.out.println("Please enter your code and" +"press \"enter\" to login.");while ((input = System.in.read())!= '\n') {if (!Character.isDigit((char)input) && (input!=10)&& (input!=13)) flag=1;code[i++]= (byte)input;}72



System.in.skip(80);if (flag==1) {System.out.println("Give digits only, try again.");continue;}if (i==5) break;System.out.println("You must enter a 4-digit code," +" please try again");}return 1000*(code[0]-48)+100*(code[1]-48)+10*(code[2]-48)+code[3]-48;}private int request() throws IOException{int i,input,flag,sum;System.in.skip(80);while (true){System.out.println("Press 1 to withdraw money and 2 to " +"check your account balance and press \"enter\"");flag=0; i=0;while ((input = System.in.read())!= 10 && input!=13) {i++;if (input!=49 && input!=50)flag=1;else if (input==49)flag=2;else if (input==50)flag=3;}System.in.skip(80);if (flag==1 || i!=1) {System.out.println("Invalid entry, try again");continue;}else break;}sum=0;while (flag==2) {System.out.println("Type the amount of money using 4 digits" +" (type 0's at start if needed) and then \"enter\"");sum=0; i=1000; flag=0;while ((input = System.in.read())!=10 && input!=13) {if (Character.isDigit((char)input) && i>=1) {sum += i*(input-48);i/=10;}else flag=1;}System.in.skip(80);if (flag==1 || sum==0 || i>0){System.out.println("Invalid amount, try again");flag=2; continue;}else { break;}}return sum;}}// class Bankpublic class Bank{ 73



private static int[] pelates = {1234,4534,7808,4325,7654};private static int[] accounts = {1000,0,15789,9999,350};public static String message(int password, int sum){int user;if ((user = validUser(password))==5) return "There is no such user";if (sum==0) return ("You have " + accounts[user] + " dollars left.");return setBalance(sum, user);}private static int validUser(int password){int i;for (i=0;i<5;i++)if (pelates[i]==password) break;return i;}private static String setBalance(int accountBalance, int user){if ((accounts[user]-accountBalance)>=0){accounts[user]-=accountBalance; return ("Successful. You have "+ accounts[user] + " dollars left.");}else return ("Sorry, you only have " + accounts[user] + " dollars left.");}}A.1.3 Áìïéâáßïò Áðïêëåéóìüò// class Multi_Accesspublic class Multi_Access {public static void main(String[] args) throws Exception{Sensitive_Data the_data = new Sensitive_Data();MA_Writer writer = new MA_Writer(the_data);MA_Reader reader1 = new MA_Reader(the_data, 1);MA_Reader reader2 = new MA_Reader(the_data, 2);MA_Reader reader3 = new MA_Reader(the_data, 3);writer.start();reader1.start();reader2.start();reader3.start();Thread.sleep(10000);System.exit(0);}}// class MA_Readerpublic class MA_Reader extends Thread{private Sensitive_Data data;private int myId;private StringBuffer whatIread;public MA_Reader(Sensitive_Data data, int id){this.data = data;myId = id;whatIread = new StringBuffer();}public void run() {try {74



while (true){sleep((long)(500*Math.random()));data.read(whatIread);System.out.println("Id " + myId + ": " + whatIread);}}catch (InterruptedException e){System.exit(-1);}}}// class MA_Writerpublic class MA_Writer extends Thread{private Sensitive_Data data;public MA_Writer(Sensitive_Data data){this.data = data;}public void run() {try { while (true){sleep((long)(500*Math.random()));data.write("I am writing");}}catch (InterruptedException e){System.exit(-1);}}}// class Sensitive_Datapublic class Sensitive_Data{private static StringBuffer data;private static int status;public Sensitive_Data(){data = new StringBuffer("OK");status = 0;}private synchronized boolean mayI(String action){if (action.compareTo("read")==0) {if (status > -1) {status++; return true;}else {return false;}}else { if (status > 0) {return false;}else {status--; return true;}}}public void read(StringBuffer data)throws InterruptedException{if (!mayI("read")) {data = data.delete(0,data.length()).append("could not read");return;}Thread.sleep(125);data = data.delete(0,data.length()).append(Sensitive_Data.data);status--;}public void write(String newdata) throws InterruptedException{if (!mayI("write")) return; 75



data = data.delete(0,data.length()).append(newdata);Thread.sleep(250);data = data.delete(0,data.length()).append("OK");status++;}}A.2 Êþäéêáò C#A.2.1 Needham-Schroeder public key protocol#region Using directivesusing System;using System.Security.Cryptography;#endregionnamespace NSPK{ public class NSPK{ private static void communicate(Initiator alice, Responder bob){ alice.initiate(bob);}public static void Main(string[] args){ try{ Initiator alice = new Initiator("Alice");Responder bob = new Responder("Bob");communicate(alice, bob);}catch (ApplicationException exc){ Console.WriteLine(exc.Message);}}}class Nonce{ public const int SIZE = 8;private static Random rg = new Random();private byte[] data;public Nonce(){ data = new byte[SIZE];for (int i = 0; i < SIZE; i++)data[i] = (byte)(rg.Next(256));}public Nonce(byte[] data){76



this.data = data;}public bool Equals(Nonce n){ for (int i = 0; i < SIZE; i++)if (data[i] != n.data[i])return false;return true;}internal byte[] getBytes(){ return data;}public String toString(){ String result = String.Empty;for (int i = 0; i < SIZE; i++){ int b = data[i];if (b < 0) b += 256;result += b.ToString("x");}return result;}}class Message{ private byte[] data;private int written;private int read;public Message(int size){ data = new byte[size];written = 0;read = 0;}public Message(byte[] data){ this.data = data;written = data.Length;read = 0;}public void append(byte[] data){ if (written + data.Length <= this.data.Length)foreach (byte b in data)this.data[written++] = b;elsethrow new ApplicationException("Message buffer overflow");} 77



public void append(char[] data){ if (written + data.Length <= this.data.Length)foreach (char c in data)this.data[written++] = (byte) c;elsethrow new ApplicationException("Message buffer overflow");}public char[] extract(){ int size = written - read;char[] result = new char[size];for (int i = 0; i < size; i++)result[i] = (char) data[read++];return result;}public byte[] extract(int size){ if (read + size <= written){ byte[] result = new byte[size];for (int i = 0; i < size; i++ )result[i] = data[read++];return result;}elsethrow new ApplicationException("Message buffer underflow");}public Message encrypt(RSAParameters key){ RSACryptoServiceProvider cipher = new RSACryptoServiceProvider();cipher.ImportParameters(key);return new Message(cipher.Encrypt(data, false));}public Message decrypt(RSAParameters key){ RSACryptoServiceProvider cipher = new RSACryptoServiceProvider();cipher.ImportParameters(key);return new Message(cipher.Decrypt(data, false));}}class Initiator{ private String id;private RSAParameters priv;public RSAParameters publ;private Nonce anonce;private String bid;public Initiator(String id){ this.id = id;RSACryptoServiceProvider cipher = new RSACryptoServiceProvider(1024);78



priv = cipher.ExportParameters(true);publ = cipher.ExportParameters(false);Console.WriteLine("{0}:\tcreated and initialized successfully", id);}public void initiate(Responder b){ bid = b.getId();Console.WriteLine("{0}:\tinitiating communication with {1}", id, bid);anonce = new Nonce();Console.WriteLine("{0}:\tmy nonce is {1}", id, anonce.toString());Message clearSnd = new Message(Nonce.SIZE + id.Length);clearSnd.append(anonce.getBytes());clearSnd.append(id.ToCharArray());Console.WriteLine("{0}:\tsending ({1}, {2})", id, anonce.toString(), id);Message encryptedSnd = clearSnd.encrypt(b.publ);b.message1(this, encryptedSnd);}public void message2(Responder b, Message encryptedRcv){ Message clearRcv = encryptedRcv.decrypt(priv);Nonce anonce = new Nonce(clearRcv.extract(Nonce.SIZE));Nonce bnonce = new Nonce(clearRcv.extract(Nonce.SIZE));String bid = new String(clearRcv.extract());Console.WriteLine("{0}:\treceived ({1}, {2}, {3})",id, anonce.toString(), bnonce.toString(), bid);if (!anonce.Equals(this.anonce)){ String msg = id + ": the nonce you sent me back is not mine!";throw new ApplicationException(msg);}elseConsole.WriteLine("{0}:\teverything ok for me", id);Message clearSnd = new Message(Nonce.SIZE);clearSnd.append(bnonce.getBytes());Console.WriteLine("{0}:\tsending ({1})", id, bnonce.toString());Message encryptedSnd = clearSnd.encrypt(b.publ);b.message3(this, encryptedSnd);}}class Responder{ private String id;private RSAParameters priv;public RSAParameters publ;private Nonce bnonce;public Responder(String id){ this.id = id;RSACryptoServiceProvider cipher = new RSACryptoServiceProvider(1024);priv = cipher.ExportParameters(true);publ = cipher.ExportParameters(false);Console.WriteLine("{0}:\tcreated and initialized successfully", id);} 79



public String getId(){ return id;}public void message1(Initiator a, Message encryptedRcv){ Message clearRcv = encryptedRcv.decrypt(priv);Nonce anonce = new Nonce(clearRcv.extract(Nonce.SIZE));String aid = new String(clearRcv.extract());Console.WriteLine("{0}:\treceived ({1}, {2})", id, anonce.toString(), aid);bnonce = new Nonce();Console.WriteLine("{0}:\tmy nonce is {1}", id, bnonce.toString());Message clearSnd = new Message(2 * Nonce.SIZE + id.Length);clearSnd.append(anonce.getBytes());clearSnd.append(bnonce.getBytes());clearSnd.append(id.ToCharArray());Console.WriteLine("{0}:\tsending ({1}, {2}, {3})",id, anonce.toString(), bnonce.toString(), id);Message encryptedSnd = clearSnd.encrypt(a.publ);a.message2(this, encryptedSnd);}public void message3(Initiator a, Message encryptedRcv){ Message clearRcv = encryptedRcv.decrypt(priv);Nonce bnonce = new Nonce(clearRcv.extract(Nonce.SIZE));Console.WriteLine("{0}:\treceived ({1})", id, bnonce.toString());if (!bnonce.Equals(this.bnonce)){ String msg = id + ": the nonce you sent me back is not mine!";throw new ApplicationException(msg);}elseConsole.WriteLine("{0}:\teverything ok for me", id);}}}A.2.2 ÇëåêôñïíéêÝò ÔñáðåæéêÝò ÓõíáëëáãÝò// class MoneyApp#region Using directivesusing System;using System.Text;#endregionnamespace AtmSimulator{ class MoneyApp{ public static void Main(String[] args){ Atm atm = new Atm();80



while (true){ atm.Transaction();if (WantsAnother()) continue; else break;}System.Environment.Exit(0);}private static bool WantsAnother() {int[] input = new int[10];int i;Console.WriteLine("If you want another transaction " +"press \'y\' and then \"enter\"");input[0] = 0;for (i=0; i<3; i++)input[i] = Console.Read();if (input[0] == 'y' && input[1] == 13 && input[2] == 10)return true;else return false;}}}// class Atm#region Using directivesusing System;using System.Text;#endregionnamespace AtmSimulator{ public class Atm{private int password,sum;public void Transaction() {password = Login();sum = Request();Console.WriteLine(Bank.Message(password,sum));}private int Login(){byte[] code = new byte[20];int i,input,flag;while (true) {i=0; flag=0;Console.WriteLine("Please enter your code and press \"enter\"");while ((input = Console.Read())!= '\n') {if (!Char.IsDigit((char)input) && (input!=10)&& (input!=13)) flag=1;code[i++]= (byte)input;}if (flag==1) {Console.WriteLine("Give digits only, try again.");continue;}if (i==5) break;Console.WriteLine("You must enter a 4-digit code, please try again");} 81



return 1000*(code[0]-48)+100*(code[1]-48)+10*(code[2]-48)+code[3]-48;}private int Request(){int i,input,flag,sum;while (true){Console.WriteLine("Press 1 to withdraw money and 2 to " +"check your account balance and press \"enter\"");flag=0; i=0;while ((input = Console.Read())!= 10 && input!=13) {i++;if (input!=49 && input!=50)flag=1;else if (input==49)flag=2;else if (input==50)flag=3;}if (flag==1 || i!=1) {Console.Read();Console.WriteLine("Invalid entry, try again");continue;}else {Console.Read(); break;}}sum=0;while (flag==2) {Console.WriteLine("Type the amount of money using 4 digits" +" (type 0's at start if needed) and then \"enter\"");sum=0; i=1000; flag=0;while ((input = Console.Read())!=10 && input!=13) {if (Char.IsDigit((char)input) && i>=1) {sum += i*(input-48);i/=10;}else flag=1;}if (flag==1 || sum==0 || i>0){ Console.Read();Console.WriteLine("Invalid amount, try again");flag=2;continue;}else { Console.Read(); break;}}return sum;}}}// class Bankusing System;namespace AtmSimulator{ public class Bank{82



private static int[] pelates = {1234,4534,7808,4325,7654};private static int[] accounts = {1000,0,15789,9999,350};public static String Message(int password, int sum){int user;if ((user=ValidUser(password))==5) return "There is no such user";if (sum==0) return ("You have " + accounts[user] + " dollars left.");return SetBalance(sum, user);}private static int ValidUser(int password){int i;for (i=0;i<5;i++)if (pelates[i]==password) break;return i;}private static String SetBalance(int accountBalance, int user){ if ((accounts[user]-accountBalance)>=0){accounts[user]-=accountBalance; return ("Successful. You have "+ accounts[user] + " dollars left.");}else return ("Sorry, you only have " + accounts[user]+ " dollars left.");}}}A.2.3 Áìïéâáßïò Áðïêëåéóìüò// class MultiAccessMainThreadusing System;using System.Threading;namespace MultiAccess{ class MultiAccessMainThread{ public static Random RandomWaiting;public static void Main(string[] args){ RandomWaiting = new Random();SensitiveData the_data = new SensitiveData();Writer writer = new Writer(the_data);Reader reader1 = new Reader(the_data, 1);Reader reader2 = new Reader(the_data, 2);Reader reader3 = new Reader(the_data, 3);Thread threadW = new Thread(new ThreadStart(writer.StartWriting));Thread threadR1 = new Thread(new ThreadStart(reader1.StartReading));Thread threadR2 = new Thread(new ThreadStart(reader2.StartReading));Thread threadR3 = new Thread(new ThreadStart(reader3.StartReading));threadW.Start();threadR1.Start();threadR2.Start(); 83



threadR3.Start();Thread.Sleep(10000);System.Environment.Exit(0);}}}// class Reader#regionusing System;using System.Text;using System.Threading;#endregionnamespace MultiAccess{ public class Reader{ private SensitiveData data;private int myId;private String whatIread;public Reader(SensitiveData data, int id){this.data = data;myId = id;}public void StartReading() {try {while (true){Thread.Sleep(MultiAccessMainThread.RandomWaiting.Next(0,500));data.Read(out whatIread);Console.WriteLine("Id " + myId + ": " + whatIread);}}catch (Exception e) {Console.WriteLine("Reader " + e.Message);}}}}// class Writerusing System;using System.Threading;namespace MultiAccess{ public class Writer{ private SensitiveData data;public Writer(SensitiveData data){this.data = data;}public void StartWriting() {try {while (true){Thread.Sleep(MultiAccessMainThread.RandomWaiting.Next(0,500));data.Write("I am writing");84



}}catch (Exception e) {Console.WriteLine("Writer " + e.Message);}}}}// class SensitiveData#regionusing System;using System.Text;using System.Threading;#endregionnamespace MultiAccess{ public class SensitiveData{ private static StringBuilder data;private static int status;public SensitiveData(){data = new StringBuilder("OK");status = 0;}public void Read(out String data){if (Interlocked.CompareExchange(ref status,-2,0) == -1){ data = "could not read";return;}if (Interlocked.CompareExchange(ref status,1,-2) != -2)Interlocked.Increment(ref status);Console.WriteLine("Read " + status);Thread.Sleep(125);data = SensitiveData.data.ToString();Interlocked.Decrement(ref status);}public void Write(String newData){if (Interlocked.CompareExchange(ref status,-1,0) != 0)return;SensitiveData.data.Replace(SensitiveData.data.ToString(),newData);Thread.Sleep(250);SensitiveData.data.Replace(SensitiveData.data.ToString(),"OK");if (status!=-1) throw new Exception("Mutual Exclusion Violated!!");Interlocked.Increment(ref status);}}}
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A.3 Êþäéêáò ApolloA.3.1 Needham-Schroeder public key protocoldef alice, bob.let AliceToBob1 =(fun AliceNonce:int.<AliceNonce, 'alice>{R bob bob}) 42,BobToAlice =(fun BobNonce:int, c1:cert, c2:cert, message: <int, 'alice>{R bob bob}.if c1 => 'bob #> '(delegate alice) thendelegate 'bob <: 'alice in (if c2 => 'bob #> '(declassify alice) thendeclassify (bind msg2 = message in <msg2.1, BobNonce,'bob>{R bob bob})as <int, int, 'bob>{R alice alice}elseerror "fail")elseerror "fail") 7,AliceToBob2 =(fun AliceNonce:int, c1:cert, c2:cert, message: <int,int, 'bob>{R alice alice}.if c1 => 'alice #> '(delegate bob) thendelegate 'alice <: 'bob in (if c2 => 'alice #> '(declassify bob)thendeclassify (bind msg2 = message inif msg2.1 = AliceNonce then<msg2.2>{R alice alice}elseerror "You are not Bob!!")as <int>{R bob bob}elseerror "fail")elseerror "fail") 42,BobReads2 =(fun BobNonce:int, message:<int>{R bob bob}.bind msg2 = message inif msg2.1 = BobNonce then"Successful Communication"elseerror "You are not Alice!!") 7in BobReads2(AliceToBob2 (acquire 'alice #> '(delegate bob))(acquire 'alice #> '(declassify bob))(BobToAlice (acquire 'bob #> '(delegate alice))(acquire 'bob #> '(declassify alice))AliceToBob1))86



A.3.2 ÇëåêôñïíéêÝò ÔñáðåæéêÝò ÓõíáëëáãÝòdef atm,alice,bank,prt.def withdraw.letlogin =(fun input:<>. <pack 'alice with alice as some user.'user,acquire 'alice #> '(delegate atm)>{R atm atm}),request =(poly agent, user. fun msg:<'agent,'user,cert,cert>{R bank bank}.if (acquire 'bank #> '(delegate atm)) => 'bank #> '(delegate atm) thendelegate 'bank<:'atm in (if (acquire 'bank #> '(declassify atm))=>'bank #> '(declassify atm) thendeclassifybind x=msg inlet <a, u, c1, c2>=x inif c1=> u #> '(delegate agent) thenif c2=> u #> 'withdraw then1100{R bank bank}else error "fail"else error "fail"as int{R atm atm}else error "fail")else error "fail"),listen =(fun listen : <>. (pack pack<'atm, 'alice, acquire 'alice #> '(delegate atm),acquire 'alice #> 'withdraw,fun money:int{R atm atm}.<>>with alice assome user.<'atm,'user,cert,cert,(int{R atm atm} -> <>)>with atm assome agent,user.<'agent,'user,cert,cert,(int{R agent agent} -> <>)>){R bank bank}),print =(fun money : int{R atm prt}.<>),get =(poly user. fun human:'user.if human<:'alice then1200{R bank bank}elseerror "no such client"),set =(poly user. fun human:'user, balance:int.<>)in< (fun u:<>.if (acquire 'atm #> '(declassify bank)) 87



=> 'atm #> '(declassify bank) thenbind x = login <> inlet <y,cdel> = x inopen userid = y with user inlet creq = acquire userid #> 'withdraw inlet msg = <'atm, userid, cdel, creq> inlet dmsg = msg{R bank bank} inlet balance = request [atm,user] dmsg inif (acquire 'atm #> '(declassify prt))=> 'atm #> '(declassify prt) thenlet dbalance = declassify balance as int{R atm prt} inprint dbalanceelse <>else error "insecure network")<>, (fun u:<>.bind x = listen <> inopen y = x with agent, user inlet <agentid,userid,cdel,creq,reply> = y inif cdel => userid #> '(delegate agent) thendelegate userid <: agentid inif creq => userid #> 'withdraw thenbind old = get [user] userid inlet balance = old - 100 inlet y = set [user] userid balance inlet dbalance = declassify balance as int{R user user} inreply dbalanceelse <>else error "insecure network")<>>A.3.3 Áìïéâáßïò Áðïêëåéóìüòdef reader, read1<:reader, read2<:reader, read3<:reader, writer.def PermissionToRead, PermissionToWrite, IllegalAction.// data.1 åßíáé ç ðëçñïöïñßá,// data.2 ðïéïé ôçí åðåîåñãÜæïíôáé, 0 êáíÝíáò, 1-3 ïé readers, 4 ï writerlet MayI=fun data:<string,int>, action:int. // action=0 ãéá äßáâáóìá, action=1 ãéá ãñÜøéìïif action=0 thenif data.2 = 4 thenacquire 'reader #> 'IllegalActionelseacquire 'reader #> 'PermissionToReadelse if action=1 thenif data.2 = 0 thenacquire 'writer #> 'PermissionToWriteelseacquire 'writer #> 'IllegalActionelse error "unknown action",StartRead =88



fun c:cert, data:<string,int>.if c => 'reader #> 'PermissionToRead then<data.1, data.2 + 1>else data,StopRead =fun data:<string,int>.if data.2=4 thendataelse <data.1, data.2 - 1>,StartWrite =fun c:cert, data:<string,int>, newValue:string.if c => 'writer #> 'PermissionToWrite then<newValue, 4>else data,StopWrite =fun data:<string,int>.if data.2=4 then<data.1, 0>else data,Main =poly user. fun data:<string,int>, StartOrStop:bool, AnyNewData:string.if 'user<:'reader thenif StartOrStop thenStartRead (MayI data 0) dataelseStopRead dataelse if 'user<:'writer thenif StartOrStop thenStartWrite (MayI data 1) data AnyNewDataelseStopWrite dataelse error "unknown user"in Main [read2] (Main [read1] (Main [read2] (Main [writer](Main [read1] <"first value",0>true "does not matter")true "ok")true "does not matter")false "does not matter")false "does not matter"
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