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Hepiinyn

H paydaio avémtoén g Ynoewkng Teyvoroyiag Tig TeElevTaieg dekaeTieg £xel 0dNYNOEL OTN [E-
TAMNONGN TOAA®V QUCIK®V evepyel®V otov Pnotakd Kocopo. [Modhég and avtég Tig evépyeleg
neptlapPfivouy amoctoAn dedouévev and €vo GUUPBIAAOUEVO GE KATO10V GALOV TIGTOTOUNLUEV.
"Eva mapddetypa sivar o HAektpovikd Avaovopa Epotnpuatoddyia, 6Tov KAmolog Tidyvel KAmoleg
£pMTNOELS Kot {NTAEL OMAVINGCELS GO TOVE YPNOTEC. ZNUOVTIKO 6€ 0vTo givart 0Tl BEAEL GUYKEKPL-
pévot ypnoteg va aravtioovy. H Ilictonomoipdtta dstacporilel 6Tt pdvo ot emibountol yprioteg
katabétouv anavtnioelc. Exiong, n [diotikdtra Exel £pet 010 TPpookNvio Ta TEAELTALN XPOVIK Kot
€101KA GTOV TOWED, TG KPVTTTOYPOQIKNG £pguvac. 1o To Adyo avtd, eival anapaitnto Ta dedopuéva
7oL GTEAVOVTAL VO, Elval avdvopa. O otdyog TV Zvotnuitov Avovouoy Epotupatoioyiov &i-
Vol VoL ETADGOVV KPUTTTOYPAPIKA T c0YKpovoT peta&d Avevouiog kot [Iictoromoiudmrag otig
KATOOECELG dEdOUEVMV, Y®PIC Vo vTOBETOVY EUMIoTES TPiTEG APYEC.

2TV mTopovGo. SIMAGUOTIKY epyacio LEAETAUE TO TPOPANUA TNG KOTOOKELNG ZVOTIUAT®V
Avovopev Epompotoloyiov. Xty apyn peietdue o Bdog 1o oot Anonize £vo TANPEG
oLGTNHO KPLUTTOYPUPIKOV Xvuotnpatov Ad-Hoe Epotpatoloyiov. Metd kdvovue kdmoteg mo-
paTNPNCELS TAV® 610 Anonize mov pag divovy kivntpo va mpoteivovpe véa Xvotnudro Ad-Hoc
Epotmuoatoroyiov Baciopéva oe Kukhikéc Ynoypagés.

Meletape tig Aviyvevoiueg Kukiikég Ynoypagég Kot mpoteivoupe éva Tpomomotnpuévo Kpv-
TTOYPAPIKO aPYETLTTO AAAALOVTES TEC DOTE VO EMTPEMOVY AVVOLULIKO GYNUATIGHO opadwv. Etiong,
OTOOEIKVOOVE TNV AGPAAELD TV Avvapikdv Aviyvedoipov Kukiikov Yroypaedv. Metd npo-
tetvoupe éva Xvotnua Ad-Hoe Epatnuatoroyiov Paciopévo g avtd to apyETumo e 6KOTO Vol
arotpéyovpe pia exifeon oty [lictomomodtnta. LN cvvéyelo, peretape tig Mikpég Tuvdéot-
peg Kukiikée Yrnoypagég kat tpoteivoovpe £va véo Zootnua Ad-Hoc Epotnpatoroyiov Baciuévo
o€ OVTEG TO omoio, emiong, amotpénel Ty enibeon oty [licTtomomopdtnta Kot ivar To anodo-
TiK6. Téhog, mapovsialovpe cvuvtopa L 10€a Yo TpocsOnkn Advvapiog-AnddelEng oto XvoTh-
pata Ad-Hoc Epotnupatoloyiov, Aapfdavovtag kdmoleg vrodéoelc.

A&Eeg Khewda

Kpvnroypaeia, Avovopa Epotpatordyia, Ad-Hoc Epotnpatordyia, Kvkhkés Ynoypagéc, Av-
vapukég Aviyvedoyeg Kuhkée Yrnoypagés, Mikpég Zuvdéotpeg Kukhikég Yroypagpés, Advvapio-
Amddeitng
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Abstract

Rapid growth of digital technology in the last few decades has led many acts to cross over from
physical to digital world. Much of these acts involve data sending from one party to another in
an authenticated manner. An example is electronic Anonymous Questionnaires, where a party
creates some Questions and requests answers from users. Key to this is that she wants specific
users to answer. Authenticity ensures that only intended users Submit answers. Additionally,
privacy has gained much attention in last years, especially in cryptographic research field. Thus, it
is necessary that data sending is anonymous. The aim of Anonymous Survey Systems is to solve
cryptographically the conflict between Anonymity and Authenticity in data submissions, without
considering trusted third parties.

In this thesis we study the problem of constructing Anonymous Survey Systems. At first we
study, in depth, Anonize a fully-featured cryptographic Ad-Hoc Survey System. Then we make
some observations on Anonize that motivate us to make new Ad-Hoc Systems proposals based on
Ring Signatures.

We study Traceable Ring Signatures and we propose an altered cryptographic primitive by
modifying them to allow Dynamic formation of groups. We, also, provide proofs of security for
Dynamic Traceable Ring Signatures. Then we propose an Ad-Hoc Survey System based on this
primitive with intention to prevent an authenticity attack. Afterwards, we study Short Linkable
Ring Signatures and propose a new Ad-Hoc Survey Scheme based on them that, also, prevents the
authenticity attack and is more efficient. Finally, we briefly present an idea to add Receipt-Freeness
on Ad-Hoc Survey Schemes, considering some assumptions.

Key words

Cryptography, Anonymous Surveys, Ad-Hoc Surveys, Ring Signatures, Dynamic Traceable Ring
Signatures, Short Linkable Ring Signatures, Receipt-Freeness
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Kepaiaro 1

Ewcayoyn

1.1 Avaovopo Ynewkd Epotypotoroyio

"Eva mpofinpo mov eppaviletot og £va tepAoTio 0pOG EPAPUOYDV, CTLEPT, EIVOLT] GLAOYT OVDVOU®OY
dedopévov and éva emleypuévo ovoro avlpdnwv. Ot Bacikol 6TdY0l 6€ AVTEG TIC TEPUTTAOCELG
givar  Avovopia kot ) [Tictoromopdtnta. Aniadr, 6Tt 0 GLAAEKTNG TV SESOUEVOV dEV Umopel
Vo 6VVOESEL T OESOUEVA TTOL TTEPIGVVEAEEE LE KATO0 TPOHS®TO Ko TapdAANnAa eivor BEPetog OTL
uovo o1 otoyevpévol avBpomol katébesav dedopéva. Amd €0® katl 6to €§NG Ba avapepoOIOCTE
ota dedopéva wov (NTovvTol MG EPOTNHATOAGYIN Kot oTa dedopéva Tov divovtal o¢ KaTabeom

EPOUATOAOYIOV/ATAVINOTG, OKOLO KL 0V OEV TPOKELTOL Y10 EPMTNLATOAIYLO LLE TV KAAGGIKN EVVOLdL.

To ohvnBeg oV TpaypoTiky Lo Yo To EpOTNUATOAOYLN Eival 0 Yp1oTNG (EM@VLUL) VO Tapadidet
TNV ATEVTNGOT TOL GTOV GLAAEKTN EPOTNULATOAOYIOV Kot 0 H£0TEPOG VO LTTOTYETOL OTL Bt SroTnproEt
TNV avOVLLLO TOL ¥PNOTH. AVTO TO GEVAPLO VITOBETEL EUMIGTO CLALEKTT EPOTNLATOAOYI®Y. DVGIKA,
0€ MOALEG TEPUTTMGELG ) "VTOGYEST” CLUVOSEVETAL OO VOLIKES deapevoels. Tlapoia avtd kot Toit
umopet va £xovpe AOyous voL Uy Tov eUmioTevdpaote. o mapdadetypa, akdpo Kt av £xel Tpodeom
va glvar Tipog, pmopel Kt 0 1810¢ vo Téoel B0 Kdmolag VTOKAOTNG Kol va yivel dtappor| TV

dedopévov Hag.

e YeVIKEG YPAUUEG, 0VTOG glvar 0 AOY0G TTov ¥Tilovpe KPLUATOYPAPIKE OOPAAT GUOTHLOTO
yopic va vrobétovpe Eumoteg tpiteg apyés. I'ia To Adyo avtd Kotavoove 6Tl T0 TPOPANLA TV

Avavopov Epotpatoroyiov Bpicketatl 610 avtikeipevo g Kpurtoypagiog.

Mia epyocio mov £xet va KAvel pe 10 TPOPANLA ovTd givan To Anonize, Tov glonydn to 2014
an6 Toug Hohenberger, Myers, Pass kot shelat [6]. Avto givon éva mepiBdAlov mov emTpénel o
ovtovg ov avoiyovv éva Epotnuoatoddyo vo {Ntioouy GUYKEKPILEVE OVAOVULO dEGOUEVO AT
GUYKEKPLEVOLG YPNOTES KO GTOVG YPNOTEG VO OTOGTELOLV TNV OTAVTNGT Tovg avdvupo. To An-
onize, eKTOG amd omovdaia Bewpntikn HeAETN oto TPdPANUa TV Avdvouwyv Epotnuoatoroyiov,
glvan kot éva ovotnua mov €xet viomowmbel. ‘Eyxel viomomnOel kol dOKILACTEL GE TPOYUOATIKEG
ouvOnKec Kot amotedel Eva Eumioto epyaieio yuo mpaktikd mpofAnuota. Emiong, og yvdon tov
oLYYPOQEQ, Eivol To LOVO TPOKTIKO EPpYOAEIO TO OMOl0 givat TaVTOYpOva Be®pNTIiKA BepeMmuévo
to omoio €yel va kdvel pe Avovopo Epotmpoatodldya. Onodte, emnpéace v AmmAopatikny oavt

gpyacia évtova.
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1.2 Xyéon pe Ynowkéc Ynoogopieg

"Eva mpoPAnpa 1o omoio oyetiCeton évrova pe tov kKAGdo g Kpuvrtoypaeiog eitvar 1 Katackeun
0oQOADY CLGTNUATOV PN ELaKDY INEoPopLdY. AVTO EYEL VA KAVEL LLE TNV KATUOKEVT] TPOTOKOAA®V
Kol EpYOLEl®V TOV EMTPETOVY GTOVG YPNOTES VO YNOIGOUV LE OCQAAELN LEG® MAEKTPOVIKADV
GLOKELMY. AVTO gival €va TPOPANLA TOV, GE AVTIOEON LE TO AVAOVLUO EPMTNUATOAOYLN, EXEL
peretn el eKTEVOS 0d TOVG EPELYNTEG TNS KPLTTTOYPAPiog Katl akOpo cuveyilel va peletdTat.

To wpdPAnUa TOV YNELIKOY YNeoeopLdvy givol TapoUolo e To TPOPANUL TV AVOVOL®OY
Epotpatoroyiov. Mmopodpue va GKEPTOUAGTE TNV KATAOECT] AVOVOU®OY EPOTNUATOAOYIOV GOV
ymoeoopia oAAd pe mo wepimhokn yneo. Ot Bacikég amartioelg eival Kot TaAl Avovopio Kot
[Metomomoyotnta. To povtédo avtod, OP®S, Vol OPKETE OTAD Y10 TIG EKAOYEG 0POD OVTEG £XOVV
TOAD TEPLOCOTEPEC OMATNOELS aoPaAEinG. [Tapoia avtd 1 yevikn W0éa elval TapouoLa.

2V TPAYLATIKOTNTA 1] TOPOLGa epyacio ekkvel and Ta cvotipa Pnetukodv Pneopopidv
KO TT0 GLYKEKPLLEVE ad TN dovAeld tev Pagourtzis, Grontas, Zacharakis and Zhang [7, 8, 9] mov
peketdel to TpoPANUa TV Pnotakdv Yneoeopldv pe Epeact oty TEAELN 1O1OTIKOTNTO Kot TNV
dpovo oTig eTBEcELS EEUVOYKAGLOV.

A6 TV AN, ot Pnolakés Prneoeopieg kat ta niektpovikd Avovoua Epotnuatoidyia égovv
dtopopés. To Pactkd eumoOdIo Yo TNV GUEST EPOUPLOYN TOV VTEAPYOVI®Y GUGTIUATOV YNOLIKOV
YNPOQOPLDOV GE EPMTNUATOAOYLN £XEL VO KAVEL LLE TO YEYOVOS OTL GUVIOMG TO TPMTO ATOTELOVVTOL
amd 600 dwukpitég pdoec. H mpdn @don, 6mov ypnotne emmdvupe TapoAapiPavel Eva avavopo
credential mov Ba ¥pNOIWOTOGEL Y10 VO YNOIGEL Kat 1) dOTEPT, 1 PACT] TNG YHPLOTG, OOV TO
avavopo credential ypnoylomoteitol yo va Kotabésel TNy yineo o ¥piotng. AVTEC o1 QACELG
Swaympilovior omd €va peydro ypovikd Sraotnua, Yo Topaderypo piog pépag. O xpdvog avtdg
eumodilet Tic embéoelg GLoYETIONG-XPOVOV HETAED Tapaiafiig Tov credential kot kaTdBeong Tov
pali pe v yneo. Avtd Bo amoovOVLLOTOI0VGE TO ¥PNOTN.

[Mapdro mov 0 TOPATAV®D SOVAEVEL Y10, TO. cLoTHpATe Pnelokdv Pneopopidy, Ba fTav un
TPOKTIKO VO EPAPUOGOVUE TOGO HEYAAO YPOVIKO SLdcTn e LETOED TV 600 pdcewy oty Katdheon
Avovopev Epotpatoroyiov. Kt avtd d10tt dg Ba Tav moAd mhoavo o ¥potng vo TepLével
1660 TOAD ¥poOVo Yo va Kataféoel epotnuoroylo. O Adyog glvar 6Tl 01 EKAOYEG €lval KATL TOL
Bewpeitor onpovtikd amd avtovg Tov Yyneiovv. ATd v GAAN Ta EpMTNUATOAOYLO Eival KATL TOV
o1 avOpmmot, ev yével, dev Taipvovy 1060 6T oPapd 1 eivol aKO e Kot arpOOuLLOL VO GOUTAPOGOVY.
Omndrte 1o vo eppévouy Ty, pio nuépa yio va katabéoovy amdvrnor etvon un tpaxtikd. Télog, ot
EKAOYEC cLUVIOMG EYOVV TTEPLOPICUO GTIC MPEG TOL UTOPEL KATOLOG va ynoicet (T.y. 7 10 mpoi e 7
70 Bpiov), £T61 1) deVTEPT PACN UTOPEL EVKOAN VO SLOXOPIGTEL OO TNV TPDTN YPOVIKA. ATO TNV
GAAT], TO EPOTNUATOAOYLO UITOPEL VO £XOVV LEYAAO XPOVIKO SLAGTILO GUAAOYNC, Y10 TOPASELYLLOL
3 unveg, kdtt Tov kafloTd T0 Jaymploud oe 2 eacelg dvokoro. H mapatipnon avt €yve oty
gpyocio Tov Anonize [6].

TéAog, o1 eKA0YEG EYOLV peYEAo KomVikd avtiktumo. [ 1o Adyo avtd, Ta cueTipate Pnelakdy
Yneopopidv opeirovy vo €xovv avafaduiocpéveg 1d10tnteg ooeaieiog. Avtifeta, ota Zvotnyoto
Avavopov Epotpoatoroyiov propei va £ovpe Alyotepeg 1010TNTEG AGQUAEING KOl AVTO VoL givan
OTTOOEKTO.

Mo 6A0vg 0TV TOLG AGYOVGS, VITAPYEL OVAYKT) Y10 KOTACKELT ZuoTtnpdtov Pnelakdv Avovouwoy
Epomuotoroyiov, aveEaptnta and ta cvotipate Pnetokdv Pneopopumy.
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Kepaiaro 2

Boaowkég Kpuntoypoagkég évvoreg

2.1 WYevdotvyoicg ovvapTOELS

Mia yevdotuyaio cuvaptnon givat éva ohvoro cuvaptioewv { Fy : {0,1}" — {0,1}"}. Me v
EMAOYN EVOC TUY OV GTTOPOL k eMAEyETAL [iot GUVAPTNOT 0TO TO GUVOAO 1] 01010 Elvart WyevdoTvyaio.
Aniodn, kaveig (PPT) 8¢ pmopei va Egympioet av pio cuvaptnon f : {0,1}" — {0, 1}" emAéybnke

ToYain Al TO YHOPO TV GLVAPTAGE®V 1 artd T0 GOVOAO { Fi } néow evog Tuyaiov omdpov.

Definition 2.1. Eotw ovviptnon F : {0,1}" x {0,1}" — {0, 1}" evrkola vmoloyioyun. Aéue ot
n F eivor wevdotvyaia av yia kdbe PPT doywpiotiy D vrdpyer pio apelntéo ovvaptnon negl(-)
T.o.:

Pr[DFO) (1) = 1] — Pr[D/O)(17) = 1]| < negl(n)

omov 1o k emAéyOnxe ouorduopga toyoio ard to {0, 1}" kar n f,, emiAéyOnre tyoio axd to ovvolo

twv {0,1}" — {0, 1}" ovvapticewv.

O dymplotig TOAOVLUIKOD ¥povov D dev pmopei va deytel cav €i60d0 TIG CLUVAPTAGELG
10Tt ovT6 Ba amattovoe n - 2™ -bit €i6000 Kal ekBeTIKG TOALOVG EAEYYOVG. [l TO AdYo awTO ExYEL

oracle access GTIG GUVOPTHOELS.

2.2 Xynpoto déopgvong

Ta oypoata SEUCEVONG EMTPENOVLY GE KATOLOV VO, OEGUEVTEL O€ pia TIUR S10TNPAOVTOG TN KPUOT,
€(¢ 6TOV TNV AMOKOAVYEL G pia petayevéotepn otiyun. Ta oynuota déopevong £xovv 600 QACELG

Kot apopovv 600 cupuParlopevous: Tov omocstoréa S Kot Tov mapoinmtn R [18]:

o ®aon Aéopevong: O amooTorénc deoUeVETAL GE Lial TN M KOl GTEAVEL TO KPUTTOKEILEVO

déopevong ¢ < Com(m) oTov TopaAnmTT.

o ®aon Amokdivyng: O amoctoréag ’avoiyel” To KPUVTTOKEILEVO dECUEVONG KOl ATTOKOAVTTEL
v tiun 6écpevong m, oTéAvovtag TV otov TopoAnTr. O mapoAnTTng EAEYYEL AV OVIWMG

TO ¢ VOl KPUTITOKEILEVO OEGLLEVONG Y10 TO M.

Mio avaioyio 0md 10 PUOIKO KOGHO GE 0VTO VUL 0 OMOGTOAENS OEGLEVETAL GE VO OVTIKEILEVO
KAEW®VOVTAG TO o€ éva KOuTi Kol 6TEAVEL TO KOVTL oTov apoAmTn. Otoav £pbel 1 ®po g

amoKAALYNG EEKAEIOMVEL TO KOLTI KO ATOKOADTTETOL 1) OPYIKT| TOV OEGLEVOT).
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AVO amopoitnTo YoUpAKTNPIGTIKA GTO OYNHE 0VTO Elval OTL 0 0TOcTOAENS BEAEL VO TapapéveL
KPLEN M TN OECUEVONC TOV PEYPL VA OTOPAGIGEL VOL TNV OTOKAAVYEL KL OTL OTOV TIV OTOKOAVEL,
0 mapoANTTNg B€AEL va lvar Giyovpog TMG TPOKELTAL OVIMG Yo TV TN GTNV 07010 £XEL SECUEVTEL.
H npot 1816t10 ovopdletar Anodxpoym (hiding) kot n devtepn Aéopevon (Binding).

Definition 2.2. To Il = (Gen,Com, Ver) éyer:

1. Télero Amoxpoyn av to. bo probability ensembles { Comx(mg) }, {Comx(m1) } ravtilovra.

2. Zroanionikn Awéxpoyn av to. 6vo probability ensembles {Comx,(mo)}, {Comei(m1)} eiva

OTATIOTIKG, KOVTA.

3. Ymoloyioukiy Améxpoyn av o 6bo probability ensembles {Com(mo)}, {Comer(m1)}

gival vToAoyLoTIKG Un-010KpIoILO.

Mo v Wi ta g Aéopevong opilovpe To eTOUEVO TTEIpOLLOL:

Ieipapa Aéopevong Bind m(n)
1) ck < Gen(1")
2) (com,mg,my,do,dy) < A(ck)
1 av Ver(com,mg,dy) = Ver(com,my,d;) = 1 xoaumgy # my

output =
0 oAog

Definition 2.3. To II = (Gen,Com, Ver) éyer:

1. Téleia Aéouevon av yio kdbe vwoloyiotikd ameplopioto ovtinalo A:
Bind 4 1(n) = 0.

2. Xranionikn Aéouevon av yia kébe vwoloyiotikd. anepiopioto avtinalo A:
Bind gni(n) < negl(n).

3. Ymoloyoukn Aéouevon av yia kde PPT aviinalo A: Bind 4 11(n) < negl(n).

Definition 2.4. To II = (Gen,Com, Ver) givor éva ayijuo. déoucvons av ivor opdoé ko Eyer tig
1010TNTEG: VTOLOYIOTIKY ATOKPVLYN Kol vToloyiatikh déouevon. Ermiong, o1 alyopiBuor Gen, Com

xo1 Ver mpérmel va eivar PPT.

2.3 Ynowkéc Yroypagég

‘Eva oynpa ynowkov vroypaeav [21] eivor éva kpurtoypa@ikd apy£Tumo TOV EMTPEMEL GTO
YPNOTN VO MIGTOMOMGEL £VO, WNVOI TNG EMAOYNG TOV. AtousOnrtikd, pio ynelokn vroypoen
Aerrovpyel OTOG pio PUOIKY XEPOYPOEN voypapt]. Extdg amd motomoinon g tantdTnTog TOU
UNVOLOTOC, Ol YNOLOKEG VITOYPAPEG, EMIONG, TPOGTOTEVOVY TNV OKEPULOTNTO TOL UNVOLOTOC: O
YPNOTNG LVILOYPAPEL Eva cuyKeKPLEVO unvopa. [Ipoeavdc, o 6tdy0c G0V apopa TNV 0CPAAELN
glvar 1010¢ pe TIG PLOIKEG LTOYPAPEG: LOVO O VIOYPAP®V UTOPEL VO SNULOVPYNGEL Lia LITOYPAPT

Kol OAOL UTOPOVV VAL TNV ETAANOEDGOVV.
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Definition 2.5. Eva oyrjuo Pneloxdv Yroypopdv eivor pio tpicoo PPT adyopiQuwv (Gen, Sign, Ver)
wg &gg:

Eotw M o0 ywpog twv unvouarmv.

o (Gen eivai 0 alyopiBuog mapaywyns kAg101my, 0 0roiog TaIpVeL ooy EI6000 TV TOPGUETPO
oopaieiac 1™ kai diver atnv éEodo éva (edyog KAEIO1V. TO HDOTIKO (101WTIKG) KAELOL KO TO

avtiotoro onuooio kiedi: (sk,vk) < Gen(1™).

e Sign eivar 0 alyopiBuoc vwoypagg, o OTiog TaIPveL 6o gic0do va unvoua (amd 1o M) kai

TOPEYEL PO DTOYPOPI TTO WIVOLLO. XPHOIUOTIOLOVTAS TO 10IWTIKO KAELIL: 0 <— Signgy(m)

o Ver eivar o akyopiBuog exainBevans vwoypapns, o owoiog Taipvel ooy 16000 pio, VTOYPOPH]
KO EVOL LWITVOUO. KOL EAEYYEL OV § DTOYPOQYT EIVAL GWOTH XPHOLUOTOIOVIOS TO ONUOCLO KAELOL.

Téhog, diver oty éCodo 014 1: Veryp(m, o) € {0,1}

Opbotnta: Amartodue yio kabe n koi yio kafe m € M va 1oyder pe ovvipimrikn mbavotyta oti:

Very,(m, Signsg(m)) =1

Ac@dlrera oynpuatov newkov Yroypaeav. H 1016tto acepoieiog omov OEAovLe va 1oyvet
givan  dvokoria-rtAactoypaenong (Unforgeability). Kot avtd va ioydet axopa Kt av o avtitaiog

€xet deL vIOYPaEC o€ AALa unvopoTa. 3 €i0n eniBeong TAACTOYPAPNONG VILAPYOVV:

e Universal Forgery: O avtitalog pmopel va mapdEet vmoypoen 6€ 0TO00NTOTE UNVOLLOL TG

EMAOYNC TOV.

e Seclective Forgery: O avtinaAog pumopei vo Topa&el vToypaen og £va UNVOpe TG ETAOYNG

TOVL.

e Existential Forgery: O avtinalog pmopei va mopatet voypapn og Eva toyaio pivopa (Tbovog

YOPIC OLGLUCTIKO TEPLEYOLEVO).

Epeig emBopovpe v mo woyvpn £vvola Unforgeability nf onoio apdvetor oty enifeon Existential
Forgery (adpa kot o115 dAleg dvo). H 1610 ta avtn Aéyeton Existential Unforgeability, Tov opiopd

g omoliag divovpe mapakdtm [22].

Meipapa Existential Unforgeability Sig — f orgefllﬁF —OMA(p)

1) (sk,vk) + Gen(1™) : o A maporapfdévet to vk.
2) o A éygtoracle access 610 Signgi(-) pe 0OTO0ONTOTE LAVLLA TNG ETAOYNG TOV M.

3) (m, o) + AS9"=k0) (pk) 1 tehcd o A emidéyet éva pivopa m kot divel oty ££080

pio TAAGTOYPAPNLLEVT VTTOYPOPT] GTO M TTOL EVEATIOTEL val givo ykvp.

£€060g: 'Eoto () 10 60voro T@V punvopdtov mov o A ékave query oto Signgg(-) oracle:

1 avm ¢ Qxou Veryg(m,o) =1

0 oaroc

output =
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Definition 2.6. Eva oyijua Pneioxv Yroypopav 11 = (Gen, Sign,Ver) éper existential Un-
forgeability karw ono adaptive chosen-message attack (EUF-CMA) av yio. kafe PPT avtimoio

A, vmépyer pio oueintéo ovvaptnon negl(n) wote:

Pr[Sig — forgef‘%[FfoMA(n) = 1] < negl(n)

2.3.1 Tveréc Ymoypagéc

"Eva oyfua toeAdv vtoypaeadv (Chaum [23]) emtpénet TV ToTOmoN 01 €VOG UNVOLOTOC 10T P VTG
0 pivopa kpueod. ‘Evagypnotngd {ntder motomoinom evog unvopotog m omd pia apyn (Vroypaemy
S), oArG O Bélel 0 S va det To uvopa. Ondte, T0 TvPAmvel (blinding), kabioTd®VTag TO KPLEO,
KOl TO OTEAVEL GTNV OpYT], 1] OTO10L TO VIOYPAPEL 6TA TVPAGL. APov AdPet TNV TLPAN VITOYPOPH o’

0 U, TNV OTOTLPADVEL KO TOPVEL pa £YKVPN VIOYPOEN 0 GTO QPYLKO LIVOLLOL 172,

Definition 2.7. Eva aynua topldv vroypapav ivor uia tpiada odyopibuwv (Gen, Sign, Ver) wg
&cng:

o Gen eival 0 odyopiOuog mopaywyng kAeo100, 0 0Toiog TAIPVEL 6THY IGO0 TOD THY TOPGUETPO
aopoleiog 1™ kou diver oty €Eodo éva {evydpl KAEIOIWV, TO UDGTIKO (101WTIKO) KAELDL KAl TO

avtiotoryo dnuooio kieidi: (sk,vk) < Gen(1™).

o Sign eivou éva mpwtoKolio puetalt tov yproty U kai tov vwoypdpovia S ue koivy €icodo
10 vk. H idiwtiky gicodog tov U eivou éva uivopo. m kot ) 1010tk €il6odog tov S eival 1o
LooTIKO KAE101 sk. 2o tédog oV TpwToKOAIA0D 0 U Exel amokTHoEL Pio vVTOYPAY T GTO M
oav 101wtk é¢odo. o +— (S(vk, sk),U(vk,m))

o Ver eivai o alyopifuog emolnBevons the vmoypagns 0 owoiog dEyetal ooy EI6000 Hio TOYPOPN
KO V0, UITVOUO, KOL EAEYYEL AV 1] DTOYPOPY OTO LIVOUO. EIVOL 0pOn ue 10 ONpooLo kA&l (Kol
oiver é€odo 01 1): Veryp(m,o) € {0,1}

O mopandve oplopdg Tov Sign vrovoei 6Tl 0 xpnotg U ypnoiponotet Eva adyopiduo Blind
Y10 VoL SLOTNPNGEL TO LAVL LN 1M KPLEO Kail Evoy adyoptOpo Unblind yio vo LETATPEYEL TNV LITOYPAPY
o’ mov maporapPavel o < Unblind(m, ') ko va Satnpioet to o og 8wtiky §£0do. TIpdyuart,
dArotoptopoi otn Piproypagio 0pilovv To GYRHATO TVPADY VITOYPUEOV OC o TEVTAdH aAyopiOuwmy
(Gen, Blind, Sign, Unblind, Ver).

Ac@arera oyNUATOV TVPAAOV VTOYPUPOV. DVGIKA, 1) amaiTnoN Y10 SVCKOAIL-TAAGTOYPAPNONG
(Unforgeability) Tov "KAOGGIKGV” DVTOYPOQOV TOPAUEVEL. XTNV TEPIMTOGCT TOV TVPADY VITOYPAPDV,
OuUmG, 0 avtitahog kavel Sign oracle queries oe unvopata Tov og Yvopilovue kabdg eivol TVEAL.
"Etot, 6tav oto 1€h0¢ Katabéoet pia vroypaer| o€ £va pnvopa m dgv EEPOVLE oV KOTAPEPE VO TNV
TAOGTOYpaPNoEL 1] TNV gixe {ntioetl amd 1o oracle. Omote 0 optopdg tov Unforgeability Experi-
ment (Pointcheval kot Stern [31]) anattei av o avtimaiog éxave £ Sign oracle queries vo Katabéoet

010 T£L0G (ToLVAdyoTOV) £ 4 1 vIoypaés. [apaxdtm divetar o opropds g wvTNTOS [29, 32, 33].
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Ieipapa one-more-forgery Sig — onemore forge 4 11(n)
1) (sk,vk) + Gen(1"™) : o A noparapfaver to vk.

2) o A(pk) ovppetéyer £ = poly(n) eopéc 610 d1adpactikd TpmTOKoIo Sign pe Tov

S, 6mov 0 A amopacilel TPoGUPUOGTIKA TOTE B0 GTOUATHCEL
3) {(ml, 0'1), (mg, 0'2), (mk, Uk)} — .A(Uk)

1 avm; # my, Vi# jxa Veryg(m;, o) =1, Viknk > £
0 aAlmg

output =

Definition 2.8. Eva oyrjua topldv vroypopdv I1 = (Gen, Sign, Ver) eivar unforgeable av yio
kaOe PPT avtiralo A, vrdpyer uio apelntéa ovovaptnon negl(n) r.o.:

Sig — onemoreforge(n) < negl(n)

Mio GAAN 10101 Ta. Tov BEAovE Vo Tnpeitat eivat 1) TvEAOTTO (Blindness). Avtd onuaivet
oTL M apyn voypaPng S dev umopel va KataAdpet L uivopa vroypdeet. H 1816tnta avth pepikég
Qopég avapépetal otn Pipioypagia kot wg Unlinkability kot 0o opiopdc g divetor TopaKatm
[32]:

Ieipopa Blinding Blind 4 11(n)
1) (”Uk?, mo,my, Stfind) A A(fZTLd, 1n)
2) b+ {0,1} : emdéyeron Toyaia

3) Stissue “— A(-,Z/{('Uk,mb»l,<-,Z/l(vk,m1,b))1 (issue7 Stf’ind)
0 A coppetéyel o€ 500 S108pUCTIKEG EKTEAEGELG TOV TPOTOKOAAOL Sign pe Tov U e

€16000 T0 UNVOLOTO My, KOL M _py AVTIGTOLYO.

4) éoto (0g,01) = (L, L)avog= Loro; = L

Av TovAdyioTov pia voypaen dev gival £ykvpn TOTE Kot ot dVo Tibevtal pn £YKVpES.

5) b* « A(guess, 00,01, Stissue)
o A maparopfdvel Tig amoTVQA®UEVEG VTTOYPOPEG Kot TPOOTAOEL Vo LOVTEYEL TTol0

OVTICTOLYEL GTO My.

1 avb*=0d
0 oriog

output =

Definition 2.9. Eva oynjua twoplav vroypapav 11 = (Gen, Sign, Ver) eivai topld edv yio kébe

PPT avtinalo A, vmépyer pia aueintéa oovaptnon negl(n) t.o.:
) 1
Blind s 11(n) — 5 < negl(n)

Mepwkarg Tverég Yroypa@és Ze pepicéc epopproyEG M apyn TS voypaeng BEAeL va cupreptlappdveton

£va YapOKTNPIGTIKO GTO UVLLO TG VITOYpaenG. ['a mapddetypa évo cuyKekpévo dvoua, o
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nuepopnvia N éva, ypnuotikd Ttocd. Exeidn Opmg ot TVEAEG VTTOYPAPEG OEV ETTPETOVY GTNV APYT
va d€l To v (eivarl ToeAd) dev umopet va EEPEL av TO YOPUKTNPLOTIKO CUUTEPIAAUPAVETAL GTO
pvopa. e to Adyo awtd dnpovpynonke pia moporiayn tov Tverov Yroypapdv, ot Meptkdg
Toeréc Ymoypoeéc [27, 34]. Xt voypapEéG OUTEG TO TPOG VIOYPOEN UNVULL EVOL LEPIKMDG
TUQAD KOl LEPIKMDG POAVEPO, dNANOT amoTeELEiTAL AmO Eva TLPAO Kot Eva povepd Koppdtt. ‘Etot,
670 QOvVEPO Kopudtt pumopet va pmet 1 {ntodpevn minpogopia.

2.3.2 Kvukhkéc Yroypoa@éc

2T1C VTOYPOPES AVTEG €V, UNVLHLO pUrtopel va TioTomon el amd Eva GOVOAO avOpdOTOY oALE Yopic
va EEPOVLLE TOLOG GLYKEKPLUEVA 0TO TO GUVOAO TO TLGTOTOINGE. ANASY], TO LLOVO OV eMPBERUIDVOLY
ot Kvihikég Ynoypagég eivat 6Tt KAmo10¢ amd Ty opado TV avOpdImV VIEYPONE.

O1KUKMKEG LTOYPAPES SEV EUTAEKOVY KATOLN EUTLOTT OPYT] YL TV 0PYLKOTO{NGT) TOV CLGTHLOTOG.
O kaBévog ad-hoc pmopei va @tidéet pio opdda avBponwv, ympis va (ntioet ) cvykatddeon Toug
N va Kavouv kdmoto setup. H opdda avti pmopet ot cvvéyeia va enektadel. Tnv opddo avlpdnwv
VTN, TOV KUKAMKQOV Doy pap®v, Tnv ovopdlovpe Ring (kokro). ‘Enetta, o kabévag and tnv opdda
umopet va, voypdyetl 0mo100MmoTE UVULLL AVAOVULLLA.

H évvowr tov xokkdv Yroypaeov gwonydn o 2001 and tovg Rivest, Shamir ko1 Tauman,
pali pe to mpadto oynuo Kukiikov Yroypaeav [36]. To oynuo avtd mapovstdletar chvIopa

TOPAKAT®

O Tup1vag TOL CYNLLATOG ELvaL o OIKOYEVELD GLVAPTHCEMY TOL OVopAlovTal combining GLVAPTHCELS:

Definition 2.10. Mia oixoysveio combining ovvaptiioewv C, (Y1, ..., Yr ), Taipver oav gicodo évo
KAe1di k, pia opyucli Ty v ko awBaipeteg uég 1, ..y, € {0,130, Xpyowomorei évag alyopifuo
Zopuetpixnig Kporroypdonone Ey, kou mapayer uia écodo z € {0,110 éto1 dote va éyet tig aucélovbeg

1010TNTEG:

1. MeraOson yro kdabe gicodo: Aiatipnoe 1igc n — 1 €160000¢ 010.05pés o€ OTOIETONTOTE TIUES
yi, © € [r] \ {s} kau doe v s-ootij eicodo va eivou petafinti. Tote yia kdle s € [n]

oovaptnon Cl (Y1, s Ys—1s s Yst+15 ---» Yr) ElVaa 1-1 amercovion amo to ys 010 2.

2. Amodotikij emidven yia kdbe povadikij gicodo: yia kabe s € [r|, dedouévav twv z kai y;

yio ke i # s eivau eixto va fpebei amodotikd éva ys .. Cl (Y1, ..., Yr) = 2

3. Avépixtn emilven yia 6JeS TIS €160000S ywpis trapdoors: Acdousvov tov kv, z eiva
dbokolo yio kabe PPT avtinalo va fper x4, ..., p t.0. Chy(91(21), ..., gr(2r)) = 2 yopic
VO OVTITTPEYEL KOUIO. OTTO TIG 1 ..., G

omov gi..., g, eivor trapdoor povodpoueg uetabdéocelg.

YnoBétovpe 6tTL k@Oe TOAVOG VITOYPAP®V GLVIEETAL IE €Vl LovadkO dNUOGLo KAEWL HEC®
evog PKI (public key infrastructure). ‘Ecto sk; to avtiotoyo duwtikd kAedi. To dnpuocto kiedl
pk; mapdyeton omd pio trapdoor povodpoun petédeon g; : {0,130 — {0, 1}° 6mov sk; eivar to trap-
door. Emiong, to oynpa ypnoomotet Evay adyopBpo Zoppetpikng Kpvnroypaenong Ey, o onoiog

givon petdeon tov cuvorov {0, 1}b. Téhoc, ypnoiponotet pio GuVAPTNON KATAKEPUATIGUOV h.
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RST Kvkiikég Yroypagég

‘Eoto éva PKI pe ke ypriot va €xel otnv katoyn tov €va {evyog 1010TIKoV-OnHoGion
KAe18100 (sk;, pk;), pia petdbeon Tvupetpucig Kpvrtoypaonong £y, : {0,1}° — {0,1}°
ko pia cuvaptnon katoxeppotiospovand A : {0,1}* — {0,1}°. Emiong, pio combining
owvépmon Ck, : ({0,1}°)" — {0,1}. H Kvkhwn Yroypaoey anotekeitar omd tovg
alyopiBuovg:

e Ring — Signsk, (m, pki, ..., pky) :

— Ymoldyoe éva khedi ooppetpikng kpumtoypbonong k = h(m, pki, ..., pky)

Awdhege pio Ty apywonoinong tuyaio v < {0, 1}b

o k60 GALo péhog Tov Ring i # s, Stdhele toyoia z; < {0, 1} karvmoldyioe
Yyi = gi(z:)

I'a Tov vIoYpaeV s (Tov eavtd cov), Ppeg éva ys T.0. Ck (Y1, ..o, Yr) =V

["a Tov vroypdewv s (Tov e0vtd GoV), ¥PNoLonince to trapdoor yio va Bpelg

0 75 = g5 (ys)
Anotéheopa: o = (pky,...pky,v, 21, ..., Ty)
e Ring — Verifypk,... pk.(m,0):

— Ymoloywoe ta y; = gi(wi), yio kdbe i € [r]
— Ynoldywoe to k = h(m, pki, ..., pky)
— 'Ehey&e eav Ci (Y1, ..., Yr) = v

Amnotéreopa: 01 1 avaroya edv 1 televtaia eElowon oydeL 1 OxL.

H povédpoun trapdoor petdBeon mov ypnoomoleital yio To uivope m = ¢;n; + r; opiletol og:

qini + fi(ri) ov (g + 1)n; <2°
gi(m) =
m OAMDG

KdaBe péhog tov Ring éxet éva dnpooio kAewi pk; = (n;, e;) 0mwg opiletar oto RSA.

To povo mov pével eivan va opiotel ] combining cuvaptnon:
Crw(Y15 5 Yr) = Er(yr © Ex(yr—1 © Ep(yr—2 © Ei(... © Ex(y1 ©v)...)))) = 2

VO —E D —E— D2
I T T

Y1=01(X4) Yo=0o(Xo) Yr=0,(X;)

T T T

X4 X5 Xy

H oyéon Ci v (Y1, ..., yr) = v 0dnyei 1o oynpa Kportoypdenong oe éva KUKAIKO GyiipLo, TO
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omoio €dmae to ovopa Kuihikég otig Ymoypapég autés.

Eu
Ey *-——____h,aa./
T

yi=g, (x,)

Ac@dlera Tov RST oppotoc Kukkov Yroypoap®v

e Anonymity: I va ondoet v Avevopio €vag ovTinaAog Tpémel va Eexmpioet T0 x5 Ao
olo T GAAa ;. "Ola T 5 €KTOC TOV X5 OMPLIOVPYOLVTAL TVYOiN Gpa aKoAovBovv TNV ida
(opotdpopoen) kotavoun. ‘Etot ta y; mapdyovtat to omoio kabopilovv povadikd to ys Kot
LLE TN GEWPE TOV T0 5 = g5 (ys). Ondte, Stoncdntikd, kotarafoivovpe 6T 10 25 TOPAYETAL
OLLOLOLLOPPOL TVYOLO GOV OTTOTEAEC LA TV TUYAIOV ETIAOYDV OA®V TOV GAAOV ;. ZNUAVTIKO
VoL OTLTO Ch iy (Y1, ooy Ys—15 %5 Yst 15 -, Yr) EEVOL pET@OeOM TV {0, 1}°. Omdre 10 25 Eivon

téleln pn-otakpiopo omd kabe aAlo x;.

e Unforgeability: Eival pavepo 6tin tpitn 1010tnT0 TG combining cuvapTnong Kot SucKoAio
OVTIOTPOPNG TNG HoVOdpoung HeTdbeong ympic to trapdoor 0dnyovv ce Unforgeability tov
GYNHOTOG.

Ta oynpato Kuklkodv vroypagdv Bpickovv epaployn 6€ TOAAG CLGTALATO OTMS CYNILOTOL
Ynowkov Yneoeopiav, oynuata e-Cash kat, mpécearta, ota Kpvntovopicpota. Xe emduevo

kepdlata 8o culntioovpe ) ypnodTTa T0Vg ota. Prnerakd Avovopo Epotnpoatoidyia.

2.4 Amoociferc Mnoevikng I'voong

Mia Amtodeién Mndevikng I'viong givar Eva Tpaotokorro mov enttpénel og kKanowov (Prover P) va
neioel kamolov dAlov (tov Verifier V) yua v eykupotnta €vog statement, ympig va amokaAdTTEL
Kkdmoo dAAN TAnpopopia. Ot Amodeiéelg Mnodevikng 'viong eionydnoav arnd tovg Goldwasser,
Michali kou Rackoff[47].

‘Eva cvommuo Awdpactikdv Amodsiemv eival €va Tp@TOKOAAO HETOED 000 SLOOPUCTIKEG
unyavéc Turing. [47, 48], tov onoiwv 0 61dy0g elval va mapd&ovv pia £ykvpn amnddeén evog
statement. H np@tn punyavn Turing avimrpocwnevet tov Prover (P) kai 1 devtepn tov Verifier(V).

Me (A, B)(x) ovppoiCovpe v toyaio petafint nov avimrpocwnedel to output tov B dtav

€xel OAANAETIOpaoEL e TOV A e Ko icodo to x [48].
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Definition 2.11. Eva (edyog and diadpaoctikés Myyovég Turing (P, V) kaléitar obotnuo. 5105paotikig
anodeilng yio pia ylwooa L av o V eivar PPT kou vmapyer pio ouelntéo ooviptnon negl(-) t.o. ot

EMOUEVES TOVONKES VO 1GYDOVV:

o [Inpotnta: yio kabe x € L vmopyel evag uoptopos w 1.o.:

Pri(P(w),V)(x) = 1] = 1 — negl(|z|)

e Opbotnra: yo kale x ¢ L ko1 kaOe dradpactixi ungyovi Turing P*:

Pr{(P*,V)(x) = 1] < negl(|x]|)

o pndevikn yvaon amottovpe va vrdpyet évag PPT Simulator S o omoiog va pumopei va
TPOGOLOIDGEL TO AMOTELECHA TNG AmOdeENs. 'Etol, pmopolpe vao 1oyupltoTovpe 0Tl OTIONTOTE
pabaivel o Verifier pnopei va 1o Tpocopoidost ektehdvtog Tov Simulator. Apa, dev pabde titota

épo amd TV opBoTNTO TOL Sstatement mov oamodeiyOnke. Ilopaxkdtm divovpe Tov OPIGUO TNG
UNOEVIKNG YvAdOoNG:

Definition 2.12. Eva cvotqua diodpactikdv awodeilewv (P, V) yia pio yrdooa L, ue ayéon pdpropa
Ry, eivou black-box zero-knowledge ov vcpyer PPT adyopiBuog S tétoiog wote yia kale moAvawvouo
p(n) kot yia kéOe PPT unyovip V* mov ypnoiuoroiei p(n) toyoio vouiouoata to axdlovba 2 ensem-

bles eivor voloyiotika un-diaxpiouo:

o {(P(w),V*(aux))(2)}reL.auaefo1)ys Jorw € Ry()

d {SV* (.%', au$)}x€L,aum€{0,1}*

Av ta. 500 ensembles eivor ototiotikd kovtd wote 1o (P, V) eivau black-box statistical zero-knowledge.

Av ta 6vo ensembles eivau idio tote 10 (P, V) eivar black-box perfect zero-knowledge.

online Simulation-Extractable Mn-Awdpactiki) AwéoeEn Mndeviknig I'voong (oSE NIZK)

Eivat pia g18ucn katnyopio amodei&emv Undevikng yvdoNS ol 0Toieg EX0LV To. €ENG YAULPOKTIPIOTIKA:

o Mn-diadpacticotnta: O Prover vohoyilet pia amddei&n povog tov Kot ) 6téAvel 6to Ver-
ifier yopic GAAN aAAnAenicpoon.

e Extractability: Amotelei pia amdde&n yvdong tov pdptopa. AnAadn amodetkviet Oyl amimg

071 10 statement 1oyvEL AALG KoL 0Tt 0 Prover dwabétet Evag udptopa yuo o statement ovto.

e Simulation-Extractability: O Prover umopel mpdto va AdPel moAvovopkd moAlég Simu-
lated amodei&elg undevikng Yvdong Tov 1910V TPMOTOKOALOL KL ETELTA VO, OTIAEEL T O1KT) TOV
amooelén. [Mapodia avtd ot amodei&els mov Elafe otnv apyn dev Tov fonbovv oto va mapdéet
pio yevtikn omddelEn. Apa T TPOTOKOAAO Eivol AGPAAEC

e online: entTPEnEl 6TO TPOTOKOAAO VO GUUUETEYEL TOVTOYPOVA GE TOALEG EKTEAECELS LLE KATO10
Kkaxo6PovAo Prover, o omoiog 6éAel va mapael pio yevdn amoddelln. Apo 10 TPOTOKOALO

€lval AGQOAES KON KO KATM 0O TOVTOYPOVEG EKTEAECELC.
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Kepaiarwo 3

Avaovopo Epotnpotoroyio

3.1 Ad-Hoc Surveys - Anonize

Mia Abomn oto TpoPinua tov Avovopov Epoamuatoloyiov, ard Kpuntoypaeikig okomidc, d60nie
70 2014 and Tovg Hohenberger, Myers, Pass kat shelat [6]. Ztnv epyacia avtr opilovv tumikd éva
YEVIKO KPLTTOYPOAPIKO OPYETLTTO TOL MADEL TO TPOPANua Ta Ad-Hoce Surveys. Emiong, opilovv
TIG WO10TNTEG CPAUAELNG TTOL TPETEL VAL IKOVOTTOLOVVTOL. TN GUVEYELD O1vouV Lid YEVIKT KATAGKELN
Baociopévn oe aenpNUEVES KPUTTTOYPAPIKEG KOTOOKEVES. TEAOC, CLYKEKPLLEVOTIOLOVV TN YEVIKY
KOTOGKEVT LLE VTTAPYOVTO KPLTTOYPOUOKA apyéTuma. H cuykekpiuevomoinon avth arotehei 1o An-

onize, to onoio a&ilel va onpeimbel mmg £xel vAOTOMOEL KOl SOKILAOTEL GE TPAYLLATIKES GLUVOT|KEG.

Ad-Hoc Surveys Xta oynpoata Ad-hoc Surveys vdpyovv 3 gidn ovtotitmv:
e Mia povadikn Apyn Eyypaon (AE).
o [0 kGOe epoTNUATOLOYIO piot Apyn Tov Epotnuatoroyiov.
e XpNoTEG, M TOVTOTNTA TWV OTOIWV YapoakTnpileTon amd éva id.

Tomikd éva oynua ad-hoc Survey eivat pio eptdda PPT akyopiBuwv:
(GenRA, RegUserRA, RegUser”, GenSurvey, Authorized, SubmitSurvey, Check)

o GenRA(1™): dnpovpyei éva Cevydpt dnpoctov-dtotikod kKAew100 vk, Skra

vkpra dnuocionoteital, skra TAPOUEVEL IOIOTIKO (KPLPO).

o RegUser®4(skra,vkpa,id): output accept W fail.
Extereitoan amo v Apyn Eyypoaong kot odiniemidpd pe éva id yio 1o eyypdyel. Av to
d1dpacTikd TPMTOKOAAO EMLITHYEL divel output accept aAlmg fail.

e RegUser” (1", vkpa,id): output cred;q M fail.
ExteAeiton amo éva id ko aAdniemdpd pe v Apyn Eyypaeng. v nepintmon mov 1o id
dev €xet eyypagel Tpv divel cov output £va master credential cred;y, To omoio dlatnpeiton

puoTikd. Alpopetikd divel output fail.

o GenSurvey(1™, vid, L): output vky;g.
Exteleitar amd v apyn tov Epotnpatoroyiov. To vid etvon éva povadikd dMpdclo avoyvopioTiko

tov Epompotoloyiov mov emiléyetal and v apyn tov Epomuoatoroyiov. To L givol n
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(apywn) AMota Tov id wov cvupetéyovy oto ad-hoc group tov Epotnpatoroyiov.
To vkyiq €lval To dnpodcio KAEWL TOL EpOTNUHATOAOYIOV.

o Authorized(vid, vky;q,id) output accept 1 fail.
Mropei va exterectel amd Tov kabéva yia vo eAEYEet €dv To id elval 6T AlOTO TOV GUUUETEXOVTI®OV,

Gpo. £xeL SIKAIMLLOL VO GUUUETACKEL GTO EPMTNLOTOAOY1O Vid.

o SubmitSurvey(1™,vid, vky;q, m, cred;q): output Sub = (tok, m, tokauth).
Exteleiton amd 1o yprot id. T éva cuykekpipévo ep@tnpatoAidyto vid (pe mopapéTpoug
vkyiq), L€ TO povodikd master credential cred;y ko pio amdvinon m mpog KoTdbeon Eva
povadiko token piag ypriong tok ko éva tokauth dnpovpyovvrat.
To token piog xpnong tok dev mpodidel v tavtdTNE TOL id KON Elvar povadtko Yo Kabe vid.
Onwg Ba dovue ot cvvéyela, 1o tokauth amodekvoel 4Tl 1 KoTABeon TG ATAVINONG M

givai opOn.

o Check(vkra,vid, vkyiq, Sub): output accept W fail.
EXéyyer edv ) katdbeon epotnuotoloyiov, Sub, eivar opbf 1 oxt. Mropei va extereotel

oo tov kobéva.

It Tes Acpareioc. To mopomdve oy amotteitan vo £yel TIC W10TNTES TG AVOVULING
ko g IIieTomomoipdtnrag.

Mo v Aveovopio Bswpodpe oTL:

1. H Apyn Eyypaor|g , moArég Apyés Epotmnuatoloyiov Kot ool yxprioteg eEAEyyovTal amd

TOV OvTimoAo.
2. O avtimadog £XEl TOWTOTOWOEL TO YPNOTH GE TOALYL EPOTNHOTOAIYLO (TNG EMAOYNG TOL).

3. O avtinaAog B0 TOVTOTOUCEL TO PN OTY GE LEAAOVTIKA EpMOTNUATOAOYLM (TNG EMAOYNG TOV)..

Kol TOPOA OVTH OEV UTOPEL VO, TOVTOMOIGEL TO YPNOTH GTO TUPDOV EPWTNLATOAOYLO (TOL TOV

EVOLOPEPEL).

INa v IIietomomoipdtta Bewpovpe Ot

1. IToAréc Apyég Epotnpatoroyimv kot ToAAOL ¥pioTEG EAEYYOVTIOL OO TOV OVTITOAO.

2. O avtimalog propei va {ntnost omd omotovonmote (Tipio) yprotn id katdbeon epotnoatoroyiov
HE amAvTINGT TNG EMAOYNG TOL M KOt Yo KGfe ep@TUOTOAOYI0. AV 0 XpIoTNG OeV gival

gyyeypappévog tote avaykaletal va eyypoest aAAniemdpavrag pe v Apyn Eyypaenc.

O avtitolog emAéyet Eva pOTNUOTOAOYLO Vid KOl 0 GTOYOG TOL €lval Vo, KOTOOECEL TEPIGCOTEPES
(éyxvpeg) amavtioeglg amd Tov aplBpd TOV GUUUETEXOVI®MV PNOTAV OV EAEYXEL. Y Thpyovv 00O
TPOTOL VO, TETVYEL: €1TE (TOVAAYIOTOV) EVOC GUUUETEXWOV SIEQOAPUEVOC YPHOTNG TOV EAEYYEL KATAUPEPVEL
vo KotafEcel 000 SLUPOPETIKES ATAVTIGELS EMLTUYNUEVA 1) O AVTITAAOG KATAPEPVEL VAL TEPAGEL pLiol

(TovAdyiotov) katdBeon e éva id mov dev eivat 6T MGTO, GUUUETEXOVTOV.
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evikn Kataokevn] Taad-hoc surveys yopilovrar o€ tpeig edoelg: Eyypaoen Xphotn, Anpiovpyio
Epotuatoroyiov kot Katdbeon anaviioewv epotnuoatoroyiov. OrHohenberger et al. katackevacav

éva ad-hoc survey Gynpa ¥pnoUIToIOVTOG TO TUPOKATO KPUITTOYPUPIKE 0pYETVTTOL:
e 'Eva oyfua Aéopgvong (Gencom, Com, Open)
¢ 'Eva oynua Pneloxdv Yroypaeov (Gen, Sign, Ver)

e 'Eva oynua pepikdg Tophdv Yroypaedv (Gen', Blind', Sign’, Unblind’, Ver')

Mia owoyévela Pevdotuyaiov cuvaptioeov { fs}

Mia online simulation-extractable pun-010dpactiky amoddelEn UNdEVIKNHG YVMOONS GTO LOVTELOD

oV TVYaiov paveiov (P, V, RO).

®aon Eyypaeiic Xpnotn

1. GenRA(1™): n apyf Eyypaeng ypnowonotei tov odydpiBpo Gen’ (1) yio va dnpuovpynost
éva Cevyapt kKhewdidv yo Mepikdg Tophés Yroypaoéc: (vkra, skra)

2,3. (RegUser®4(skpa,vkgra,id), RegUser" (1", vkgpa,id)) :
0 ypnotngid dnuovpyei éva toyaio s <+ {0, 1}, 10 TvPAdVEL (xpNOILOTOIOVTAG TOV 0AYOPOLO
Com 10V GYNUOTOG SEGLEVGTNC) KOL TO GTEAVEL GTNV OpYN EYYPUPNG.
"Emevta, 1 apyn Eyypoeng vroypdoeet to Com(s) poli pe to id Ko 6Télvel v vmoypaen
TGO 61O YPNOTN.
"Emerta 10 id omotueAdvel Ty vroypaen kot maipvel to tehkd credential (s, Sign(id, s)),

70 0moi0 Oa YPNGIUOTOWOEL Y1 VO, KOTUOEGEL Lo OTAVTINGT) EPMTNLOTOAOYIOV.

®aon onuovpyios Epotnpatoiroyiov

Onoloocdnmote 10 emBopel propel va avoilel éva ep@TNUATOAOY10, KOOIGTOVTAG TOV E0VTO TOV
apyn tov Epotuatoroyiov.

H apyn tov Epopatoloyiov emiéyet tovg cuppetéyovres (cOpemva pe Ta id Toug) Kot tovg tomobetel

oe pia Alota L. Emiong, onuovpyel éva avoyvoplotikd Tov epopatoroyiov vid.

4. GenSurvey(1™,vid, L): H apyn tov Epopatoroyiov dnuovpyei éva (evydpt kKAeWdidv
(vksa, sksa) Yo ynOwKES VIOYPOQES Kot pe TO PLOTIKO KAEWE skga ko yio kGBe id € L
Bacer pio vroypaen oto (vid, id).

To (8nuéaio ) output givar 1 Aiota tv vroypapdv L = {(id, Signg , (vid, id)) }iaer, =
{(id, 0¥1%) }iae . ko1 10 SN0 KAeWl vkg 4.
Zuvoyilovtag, To output givan 10 vkyg = (vksa, ﬂ)
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®Gon Katadeong ATAVIN OGNS

5. Authorized(vid, vkyiq, id): o xypiomg id eréyyel av Bpioketor otn AMoTa pe TG VTOYPUPES

L xau g6v 1 voypagn oto id tov givar éykvpn dnhadn Verykg , ((vid, id), olid) = 1.

6. SubmitSurvey(1™, vid, vkyiq, m, cred;q):€av o akyopBpoc authorized £dmaoe £€odo 1 tote

0 xpNnog id KAveL T TOPAKATO:

— Ymoloyilet éva povadio token tok = fs,, (vid), 6mov 1 fs,, eivar pia yevdotuyoio
GUVAPTNON HE TVYXAI0 GTTOPO TO S;¢ TOL LRLEYPAYE (6T TVPAA) M apyn Eyypaeng oto

xpHot Kotd ™ @aon Eyypaenc.

— Zynuotilet pio oSE un-610dpactiky anddei&n UNoeVIKNG YVOONG T OTOOEIKVIOVTOG
6t 1o token vodoyiotike opba tok = fs,,(vid) ko 6Tt £xel £yKupeg VIOYPAPES oTtd

™V apyf TOL EPOTNHATOA0YIOV 670 (id, S;q) KoL oo TV apyf £Yypaeng oto (vid, id).

— Télog, diver output Sub = (tok, m, ) ko ) otélvel oty apyn Epotuatoroyiov.

7. Check(vkpra, vid, vkyiq, Sub): 1 apyn 1oV epOTNHATOAOYIOL TaporapPdver v katdBeon

amdvinong Sub ki oamodéyetan av 1 anddelEn m enaAneveTat.

MeTd TV oAoKkMipoon

Kdmoieg drakacieg EAéyyov umopovv va yivouy oroladnmote 6Ty kat omd omotovonmote. Omolocdnmote
Béler pmopei va exteléoet tov odyopBpo Authorized(vid, vky;q, id) Yo omoodfmote id Tng emhoyng

TOV Y10 VoL d€l av To id NTaV o1 AoTO TV GLUUETEYOVTOV 1 0xl. Emmpocbitmg, avaioya pe

TNV TOAITIKT] TOV EPOTNLOTOAOYIOV, TO OTOTEAEGLATO PITOPOVV va dnpoctomoinfovv 1 oyl Av
dnpoctomomBouvy o kabévag pmopel va exteléoet tov aryopidpo Check(vkpga, vid, vkyiq, Sub)

v KaOe amdvrnon wov Kotatédnie yio vo eAéyEel v eykupotto TV Katabiéoewy. Télog, o
KaBévog pumopel vo Tpaypatonoost EAEYyous Yo mfaveg SumAég katabéoelg eEetdlovtag Ta to-

kens tok kot PAEmOVTOG 0V VTTAPYEL KATolo token mov eppoaviletal 2 (] TeEPLocOTEPES) POPEC.
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User Registration

(skra,vkra) < GenRA(1")

s+ {0,1}"
y = (id,Com(s)) A_

d 1

x = Sign(id, Com(s)) = BlindSign(id, Blind(s)) Sy,

o = Unblind(x) = Sign(s)

cred = (s,0) registers id

(RegUser®(skpa), RegUsert)

Create Survey

(skra,vkra) < Gen(1™) ]
vid

o iy, oo
. idy ol
id4 U%Z

idg ol

GenSurvey (1", vid, List)

Submit Survey

Authorized(vid, vkga, Table,id) £

tok = fs(vid)

oSE NIZK 7 with tag tok||vid||m that has:

i) valid o ii)valid o¥i¢ iii)tok = f,(vid) .
Sub = (tok, m, ) i

v

‘ Anonymous network(TOR) ‘

SubmitSurvey (1", vid, vkry, Table, m, id, cred)
Check(vkga,vid, tok, m, ) £

Anonize To Anonize givar pio viomoinon tov mapamdve yevikod oynuatog Ad-Hoc Surveys.

Ta cvykekpéva apy€Tumo Tov YPMNCLLoToLEL lvarl Ta €ENG:

o Zynua Aéouegvong tov Pedersen [19].

Yevdotuyaio cvvaptnon tov Dodis-Yampolskiy [74].

Zymua Ynoewkov Yroypapov tov Boneh-Boyen [43]

Zyua Mepikog Tophdv Ymoypae®mv Tov TopdyeTal omd To cuvOLOCUO TV OYNUATOV

déopevonc kot Pnoaxedv Yroypapdv. H katackevn neptypdpeton [6].

0SE pun d1adpactikn anddelgn PNOEVIKNG YVAOOTG TOL KOTACKEVALETOL 0d £val Y-TPMOTOKOAAO

010 omoio epappolovpe petooynuatiopd Pass [20].
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3.2 IIpog oyvpomoincn NG a6PAAELNS TOV Anonize: KATOLES

TOPATPGELS
3.2.1 KaokoBovin apyn Eyypaonc - eriBeon otnv moetomomocipuotnto

2T0V 0pIGUO TNG TOTOTOMGIHLOTNTAG TV ad-hoc surveys oynuatov 1 apyn eyypaeng fempeitot
tiiwo. Omodte mapotnpodpe OTL pio KakOPOVAN apyn €yyPOENS UTOPEL Vo GuVEPYOOoTEL te €va
Kkako6BovAo ypnotn id kat va Tov vroypdyel TOAAA s;q. 'Emetta, o ypfotng umopel va Katafdiet
060G VTOPOAEC OGO KOL TOL DVITOYEYPOAUUEVD S;q TTOV EYEL.

Av1o gival @iktd, d1OTL 1] TOVTOTNTA TOV YPNOTH OV ATOKAADTTETOL KOl Ol VITOYPUPES OO
TIG OPYEC EYYPOAPNG KOl EPOTNUOTOAOYIOV ATOJEIKVOOVTAL LE UNOEVIKT YVOOT. ATO TNV GAAN, TO
tok = fs,,(vid), mov givar pavepd Bo eivon S1QOPETIKO Y10 KAOE SUPOPETIKO ;¢ TTOL | OPXN
VIOYPAPEL GTOV KAKOPBOVAO ¥PNOTY.

To cevapilo autd enttpénel o pio KAKOBOLAN apyn EYYPOENS VO TPOSHEGEL OGEG AMAVTIGELS

Béher kot vo Tpokaiésel peyain {npid 6Ty akePOLOTTO TOV ATOTEAEGILOTOG TOV EPMTNUATOAOYIOV.

3.2.2 E&ayopd yneov (EArenyn Advvopiac-AmooeEnc)

Mia onpovTikn €vvolo 6T WneLokég yneoeopieg eivar n Advvapio-Anodeiéng. Avth vrayopevel
OTL 0 YNQOPOPOC OV TPETEL VOL KATEYEL KATOLN TANpoPopic Tov Ba tov Bondnoet va amodei&etl Tmg
ynonoe. Avto gumodilel Tov yneoeopo amd To Vo TOVANGEL TNV YOO TOV.

To Anonize d¢ d100€ter Aduvapia-AnddeiEng. Kamolog pmopei va avapotiétot yroti va eEayopdoet
KGTO10G KATAOEST AVOVULOL EPOTNLATOA0YIOV. AVLTO £ival apKETE VTOKEEVIKO Kol Ogv givat
éva gpdtnpa mov oyetiCetan pe v Kpvnroypaoeio. H yvaoun pag eival togn e€ayopd anavinoewy
6€ EPOTNHOTOAGYIO OEV glval pakpld omd TV Tpoyuatikoétnto. Emxiong, opiouévec popég vmdpyet

GLLEGO OKOVOUIKO OVTIKTUTO OTO TO OOTEAECLO TV EPMTNUATOAOYIWOV.

Kivntpo andé v npaypotikotyta  Mia epappoyn tov Anonize givar otov Brave Broswer. O
Brave givar évag véog browser mov tpocpépet ad-blocking. AAAG ot Stoenuncelg eivar 1 Pacikn
YN KEPAOLE Y10 TOAAEC 10TOoEAdEC. 100 TO AdY0 vTd, 0 Brave divel atovg ypnoteg v emAoyn
va dwpioel £éva Tocd oto Brave kot avtd to mocd diapotpdleTor dikaio 6TIC 16TOGEAIdEG COUP@VA
LE 1O xpoOvo Tov £BdeyeE 0 xpNotns (TocooTtiaio) mov Ekave T dwped o€ avtéc. [a mapddetypa o
XPNOTNG v TEPaGE TO 25% TOL YPOGVOL TOL GTO “wWebsite.web” kot dwpicet 108, To “website.web”
0o mapet 2.5% (ov mpayuatikdTnTa Aiyo Atyotepa kabdc o Brave kpatdetl ko éva fee).

[Tapdra avtd, o1 YpOTEC OEV UTOPOVV VO, GTEIAOVY TO 16TOPIKO TOVC 6T0 Brave d10TL 0T M)
WiwtikotnTo T0V¢ O Tapafractel. ‘Etol, ypnoylonoteital to Anonize yio vo 6GTOAOVV ToL OES0UEV.
Eniong, toviCovpe 6T1 01 TANPOUEG EIVOL KL AVTEG OVAOVULES, 0OV YPTCLLOTOLEITOL £V, KPUTTOVOLUGLLOL
70 Basic Attention Token (BAT). Zvvoyilovrtag, o d10p01pacpos tov dopedv otov Brave Browser
omottel £vo KPUTTOVOLOHO Y10l OVOVUUEG CUVOAANYEG Kot TO Anonize Yo Avdvoun katdbeon

TPOTIUCEDV IGTOGEALID®V.
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ﬁ donation in BAT A

100 BAT Google

Browsing History

Google 483 %
facebook ERIREZ
- o . 18 9 BAT You@TD

Anonize
Yu@D 189 %

21.2 BAT

1.6 BAT
11.6 %

Mmropole vao, EVTIOTIGOVE Eva KIvITpo Yo eEaryopd y(Qov GTNV TOPATAV® Xp1 o1 Tov Anon-
ize. ‘Evag ypfotng unopei va cuvepyaoTtel pe kimotla kakOBovAn wotocerida, éot® “evil.web”. H
”evil.web” Ba ayopdoet Tnv katdBeon Tov ypnotn kot o xpnotng Ba katabéoer 100 % mpotipnon
oto “evil.web”. 'Ezetta, o ypfiotng Oa tapovsidcet tnv amddelén oto “evil.web” kot Oo wépet Eva
CUUPOVNUEVO TOGOGTO TNG dwpedc miow. OmdTE 0 ¥prioTng Kot to “evil.web” Byaivouv kepdiopévor
kot o Brave givat o apoypatikog yopévog amd avt tn cvvaiiayn. [Hapoia avtd, toviCovpe 6L
TO GEVAPLO 0VTO dEV VOl PEAAOTIKO GTO TAPOV GEVAPLO KOOMG TpoKeLTOL Yio dmpesg! OndTe dev
glval peaMoTikd o ypnotng va BELEL T0G00TO TG dwpeds Tiow.

H Advvopioa-Amodeiing dev eivat, Aoudv, Katd TG Amoyng HoG, UmTapaitnTn 6TO TUPATAVE®.
Ba NTav OU®G 0V 0L TANPOUEG TAV OTOPAITITES, Y10 TOPAGEIY IO LEAAOVTIKA GE KATOL0 Pro ver-
sion Tov Brave. [Topdia avtd, aveEapttoe Tov Tapundvm, 1 Advvapio-ArodeiEng sival moly

emBount W10TNTO. 68 peydAng KAipokag cuothuote Avovopov Epotuoatoloyiov.

3.2.3 Mia side-channel enifgon

H apyn tov epopatoroyiov gival autn mov EVNUEPMVEL TOVG CUUUETEYOVTEG YO TNV VTOPEN TOL
gpoTnroToroyiov. Zuvifmg oto Anonize avtd yiveton pécm e-mail. Ondte, N apyf TOL EPpOUATOAOYIOV
EMAEYEL TOL0VG XPNOTEC Bol evnuepmdael Kol mote. OmOTE OV M apyn TOV EPOTNHATOAOYIOV givat
KakOBOVAN Kal 0 YPNOTNG OTPOGEKTOC, 1) TPMTY UTOPEL VO EVIUEPOGEL Eva LOVO YPNOTN, TOPOLO
7oL B £xEL LTOYPAWEL Y10l TN GLUUETOYT TOAADVY ¥pnotdv. 'Etot, dtav 8o AdPet amdvinon Ba E€pet
TNV TOVTOTNTO TOV YPNOTN TOL OTAVINGE. Apo ondel Ty W10t TG Avevouiog. ‘Eretta, av o
TPAOTOG YPNOTNG ATOVTIGEL LTOPEL VO TPOYWOPNGEL e TOV 1010 TpdTo 610 devTepo KTA. H emibfeon
avt otnv Avevopia givat side-channel kot £yetl va kdvel pe tov avBpmdmivo Tapdyovta Kot Oyt pe

TO KPUTTOYPAPIKO TPMTOKOAAO.

3.2.4 H Aioto coppeTeOvVTOV Eival onuiocia

"Eva {\tnpa 1o omoio To Anonize dgv emADEL VoL OTL O1L TV TOTNTES TOV YPTOTMOV TOL GUUUETEXOVV
o€ éva EPOTNUOTOAOYI0 TPEMEL va ivart dNUOcLes. AlPOopeTIKd dev UTOPEL VO AEITOVPYNOEL O
alyopiBpoc Authorized. Xe Kamoleg TPAYUOTIKEG TEPITTAOOCELS O Ay APOAO Yo TO ¥PNOTN VO
Bpioketar oe pio dnpdcio Aloto cvppeTexdvtwv evog epotnpatoroyiov. o moapddetypa, av

TPOKELTAL Y10l EVA LOTPIKO EPMTNUATOAOYI0 TOV amevBiveTal oe aobeveis, Oa tav mapaficon g
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WTIKOTNTOG TOV acbevav va dnpoctomomBel pia Aota pe coppetéyovreg. H mapotipnon avtr

yivetar ot dnpocievon Tov Anonize [6].

3.2.5 Ovanmavriosig 0gv vTOLAALOVTOL MG KPVTTOKEIPEVA

O1 anavTNoglg VITOPAAAOVTOL MG POVEPE UNMVOLOTO KoL O)L OG KPUTTOKEILEVO. AVTO, GE UEPIKEG
TEPMTMGELS, UMOPEL VO, 0ONYNOEL GE OMOAVOVLLOTOINGT TOV ¥PNoTH. AVTO €YEL VO KAVEL LE
70 €id0g TOV EPOTAGEMY TOV ep@TNUATOA0YioV. o mapddetypo, ov Eva epOTNUATOAOYIO KOVEL
OPKETEC TPOCOTIKEC EPOTNOELS TOTE 01 PAVEPEG ATAVTIGELS LITOPOVV VOL 0OTYICOVV GE TV TOTOINOT).
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Kepaiaro 4

EvoALOKTIKES KOTUOKEVES CUOTIHATOV AVOVOUOV

Epompatoroyiov

4.1 'Eva ovotnpo Avovopov Epotypoatoroyiov amé Avvopikéc

Aviyvevopneg Kvkhkég Yroypagéc

O Avyvevopeg Kukhkég Yroypagég elvar pia tpomomoinon twv Kukiikdv Yroypaedv wov
glonyon 1o 2007 amo tov Fujisaki kot Suzuki [11]. Avtég Aettovpyodv cav kavovikéc Kukiikég
Ymoypag£g e T dtopopd 6Tt KaBe vtoypdeav £xel dikaiopa 1 avdvoung vroypaenc. Tn dedtepn

@opa mov B vToypayeL 0 1810 YPNOTNE OTOKAAVTTETAL 1] TOVTOTNTO TOV.

2T1G VIOYPOPEG aVTEG 0TO10GONTOTE TO embupel pmopel va pTidéet pio opdda avBpdnov ot
070101 OVTITPOSMTELOVTOL 0T TO ONOCLA KAWL TOVG pk;. To dratetarypévo cHvoro TV dNUOGimV
KAEWLDV, TOV AVTITPOCHOTEVEL TV OULAda, To ovopdlovpe kOkAo (Ring), Ring = {pki, ..., pkn}.
Bewpovpe 0T Exove Eva yeyovog (event) Tov oyeTileTaL LLE TNV LTOYPAPT] TO OTTOI0 AVTITPOCOTEVETAUL
and éva tag. And to Ring kot 1o tag dnwovpyeitat £va toyaio h = H (tag, Ring), 6mov H givat
pia cvuvaptnon cvvoyne. 'Enetta, 0 1-0010¢ vTOYpAO®V VY dVEL TO PUGTIKO KAEWL TOV 6TO A Y10 val
nopayOei n voypagy Tov, oy = h*Fi. T v tehky Avigvedoun Kukhikh Yraoypoaeh Snpovpysi
pio vroypaEn n oToLEi®VY (6oL N 0 APBROS TOV cVpuUETEXOVTOV 6T0 Ring) o = (071, ..., 0y) KO
tomobetel 10 0; otV i-00TN Béor. XTIc vVTOAOES BécElC TOmMOOETEL i TIUY GUVAPTHGEL TOV T
K01 TOV UMVOLOTOG M TOL VTOYPAQEL. 'Etot, kéBe popd mwov vroypdeel 1 i-ooth T Oa eivar idwa

0 Kol LETA TN 0€0TEPT POPL Ba aviyvVELTEL 1 TOVTOTNTA TOV.

INo va eEacpaiotel 6T1 0 VITOYPAPV EPaie TO 0; OGVTMG oTNV 1-00TNH B€0T KO 6TL HvTmg gfvarn
puérog Tov Ring, 1 vwoypaen cuvodevetal amd pio amddelén UndeviKNg YvAoNS TOL OmodEIKVOEL
611 $Boke éva o Tov eivar ™G popeic %% kan pédtota ot Béon avth PpickeTon Kat To SNPOGIO
KAeWi ToV pk;, Apa elval GVTOC 0 2-00TOG. AdY® TNG 101OTNTOG TG UNOEVIKNG YVMOOTG OTO10GONTTOTE
PAémel v amodeEn dev pobaivel ovte ta pk;, sk; Kot o; apa M aveovopio dwtnpeitat. Opomg
BePardveror 6Tt 0 VTOYPAPOV givarl KATOLOG Ao TOVG pky, ..., Pkn. AVAAVTIKOTEPO, TO GYNLLO TOV

Aviyvevoipov Kukiikdv Yroypapov Bpioketol Tapakdto.
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Fujisaki-Suzuki Aviyvevoipeg Kvkkég Yroypagég

‘Eoto G pia opdda pe 16én éva tpdro g kor yevvitopa g € Gxan H : {0,1}* — G, H' : {0,1}* — G,
H" :{0,1}* — Zg tpia toyaio pavteio. ‘Eoto L = (tag, pkp,)

o Gen(1") : exteleitar omd Tov maiKTN 4.
AuiheEe €vo pootikd kKAeWl sk; < Zg Toyaia Kot vToddyioe To nuocto kKAewi pk; = g*i.
YroBétovpe v vmoapén evoc aceoarovg PKI 6mov o ¢ kdvel Ty €yypa@r Tov dnpopciov kKAEW100

oV pk;.
o Signgk, (L, m): exteheiton omd Tov TaikT™ 7.

1. Ynokéyioe 1o h = H(L) xon 1o o; = hki

(2}

1/i :
2. Yrohdyweta Ag = H'(L,m), Ay = (AT) Koy ke § # i vioAdyloe Ta oj = AgA7.
T = (01, ey 00) = (Ag7 BT, AGT BERT L Rk AT Rk
3. T yAdooa £ = {(L, h, {01, ...,0,,})|3sk; s.t. pk; = g*% and o; = h*Fi}
Yrorodyioe éva NIZK:

— Abhe&e Toyaio w;, {c;, 2} j2i < Zq Ko VTOLOYICE TO cCommit:
a; = gV, a; = g pk;’ forall j # i
bi = hi,bj = h¥%o;’ forall j # i
— YmoAdyioe to challenge:
c= H"(L, Ay, A1, ap), b))
¢ =c—) ;¢ (modq)
— YmoAdyioe to response:

zi = w; — ¢;sk;
To anotéheopa eivor n anddelén ™ = {cp,), 20} = {(c1, -5 cn)s (215 -, 20) }
output: H vroypaen eivain o = (A1, 7) = (A1, ¢n)s 2n))
e Verifyr(m,o):
1. Ynohoywoe ta h = H(L), Ao = H'(L,m), 0; = AOA{ Yo kGOe i € [n]
2. Ymohdyioe 10 a; = g*ipk;’ ko b; = h*o;" yio kGbe i € [n]
3. Bheye av H" (L, Ag, A1, ajn), b)) = D0 ¢i (mod q)
Amotéheopa: 1 av n televtaio e&icwon woydel 0 aAMGDC.
e Tracer(m,o,m’,0’): omov o = (A1, ¢, 7)) K07 = (AT, cfn}, an])

1. Yrohéywoe ta h = H(L), Ay = H'(L,m), 0 = Ag A} ya k60 i € [n]
ko Ay = H'(L,m’), 0 = AL AY yio ka0 i € [n]

2. TOykpive ta 0 Kot o Y10 KGO i € [n]
pk; if o; = 0 and 0 # o7 forall j # i (1 exactly equal)

output = < linked if o; = o forall i € [n] (n exactly equal)

indep otherwise (0 OR 2 < equal < n-1)
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IowtTeg Acpdierog  O11010TTEG TOL TANPEL TO TOPOUTAV® GVGTNLO VTOYPUPDV Eivol o1 EENG:

e Tag-Linkability: £éotm 611 0 avtimalog etidyvet éva tag ko éva Ring = {pki, ..., pkn } ¢
EMAOYNG TOV OOV EAEYYEL T LLOTIKA KAEOIH CUUUETEYOVTOV, t < 1 (LTopel aKdpo Kot Vo
T EAEYYEL OA). Tote dev pumopel va mepdoet t + 1 aveEApTNTEG LVIOYPAPES, TOVAGYIGTOV 2

Ba yivovv traced 1 linked.

e Anonymity: O avtimalog dev umopel amd TNV LLOYPAPN VO KATOAGPBEL TNV TOLTOTNTO TOV
vroypapovtoc. Opiletar oav Toryvidt drakpiopdTnTag HeTa&h 600 VIOYPAPAOV 0o Ta. idie
tag, Ring koo avtimodog emiong pwropel o GAA tags Ko rings va €L KAVEL ATO0VOVOLOTOIN oM

oToV¢ 1d1ovg voypdgpoviec. loyvet viobétovtag duokoria Tov Tpofinuatog DDH.

e Exculpability: O avtitolog otoyedel 6 KATOOV VTOYPAPOVTA Ue dNUOGI0 KAEWL pk; Kot
a@ob Kavel oracle queries yio va, d€L TNV VTOYPAPT TOV G€ GAAM events, £nelta TpooTadel
Vo ToV Toy10evoeL divovtag dV0 VITOYPOPEG TOV VoL TOoV Kivovy trace. loyvel vroBétovtag
dvokoiio Tov TpoPAnpatoc DLog. Enskteiveton ehkoAa Kol 6€ TOALM®VUUKA TTOALOVG GTOYOVG-

vroypdpovteg avti v 1.

Avvapikég Aviyvevoipeg Kvkhkég Yaoypagés To mapandve oyfiuo Aviyvevoipuov Kvihikov
Yroypoapmv emtpénel Aviyvevoiudtnto povo yo ototikd Rings. Av oto Ring mpooteboiv ek
TOV VOTEPOV dMuocto KAeWd (éotw ko 1) tote épovpe h' = H(tag, Ring’') # h, cvvendg
heki = o, # ol = h'*Fi. Avtd onpaiver 611 k6O VIOYPEPOY UTGPEL VO, VTOYPAVEL EK VEOU.

Yta oynuata Ad-Hoc avavopmv Epotpoatoloyiov ol opddeg COUUETEYOVIMV UTOPODY VO
oAAGEOVY SuVOKE. 1o va LItop£CoVE VO YPTCLLOTONGOVLLE TIC Aviyvevoipes Kukhikég Yroypapég
Y0l TNV KOTAGKELT] ZueTNUATOV AVvavoumy Epotnuatoloyiov Tpomonotolie To Tapamdve oy
WoTE Vo d&YETOL SOLVOUIKO CYNUATICHO CUUETEYOVT®V 6To Ring. To oyfua vroypap®dv avtd 10
ovoudlovue Avvapikég Aviyvevoyeg Kukiikés Yroypapés.

Té\og, Yo Tig avaykeg TV avavopwnv Epomuotoloyiov ypealonacte oSE NIZK, ondte avti
v petacynuaticpod Fiat-Shamir Oa epoppocovpe petacynpaticpuo Pass 6to apyikd S-mpotoKoAlo.

O1 TpOTOTOINGELS TOVL KAVOLLLE Eivat ot ENG:

e Avtiywe h = H(tag, Ring) mhéov h = H(tag) oto véo oyfua. 'Etol, 10 0; mopapévet

mAéoV 1010 Kot petd omd aAlayn oto Ring ondte o ypnotng umopel va yivel traced.

e Avtiyw Ay = H'(tag, Ring, m) nhéov Ag = H'(tag, m) o1o véo oynua. ‘Etol, av oto
apywkd Ring giyope n kAedid kot Enerto Tpostédnkay véa, TOTE dVO VIOYPAUPES TPV Ko
UETA 0T0 1010 unvope m amd To XpNoTh ¢ B0 £Y0VV KOWEG TIC 12 TPMTEG TIES Gpal Oa yivovy
linked.

e [0 T0 AOYO VT, TAEOV TpomOTOloVUE TOV aAYOpOo T'race dote va, yivovtal linked dvo

VROYPAPEG AV €YOVV > 2 KOWES TIHES avTi Yo OAEG 101EC OTMG NTOV TTPLV.

o Avtiyw Fiat-Shamir 1 am6dei&n pndevikng yvoong mapdyetatl pe t fon0gio Tov LETAsYNUATIGHLOD
Pass.

To oynua tov Avvapikov Aviyveuoiov Kuklkdv YToypapdv GuVoAMKE QOivVETOL TOPAKATO.
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Avvopikég Avyyvevoipeg Kvkkéc Yroypagég

‘Eoto G pia opdda pe 16én éva tpdro g kot yevvitopa g € Gxar H : {0,1}* — G, H' : {0,1}* — G,
H" . {0,1}* — Z, tpio oxoio povieio. ‘Eoto L = (tag, pkp,)) (o610 Taperldov icog fitav Aydtepot ot

YPNOTEC Kol TPOoTEOMKAY apyoTEPT AALOL).

e Gen(1*) :exteleiton and tov maikTn i.
AuiAeEe Evo pooTikd KAEWL sk; < Zg Tuyaia Kot vToAdyice To dnudcto krewi pk; = g*i.
YnoOétovpe v vmapén evoc aceoarovg PKI 6nov o i kével nv £yypaen Tov dnpopsiov KAEWS100

oV pk;.
e Signg, (L, m): is executed by player 1.
1. Ynokéyioe 1o h = H(tag) xarto o; = h*Fi

1/i
2. Ymoldywoe ta Ag = H'(tag,m), Ay = (Z—;) Ko ylo KGO j # i vIoAOyIoE ToL 0 =
Ap Al
i—1

On] = (017 "'7Un) - (AO

4 =2y . i=n
hekis  AgT RSKiT L RSk L AT Rk

3. T yAdooo £ = {(L, h, {01, ...,0,})|Fsk; s.t. pk; = g°% xaw o; = h*Fi} vioddyioe éva
oSE NIZK 7

output: H vroypaon eivar o = (Ag, )
o Verifyr(m,o): extekeiton and tov kabéva
1. Yrohoyioe ta h = H(tag), Ag = H'(tag,m), o; = AgAl for each i € [n]
2. "Eley&e av n anddeén m eivon op Ver(m) = 1
Amnotéleopa: 1 av 1 televtaia e&iocwon toydel 0 aAAMOC.
e Tracer(m,o,m',0’): 6nov o = (A1, cp), 7)) K01 0" = (AT, C’M, an])

1. Yrnohdywoe ta h = H(tag), Ao = H'(tag,m), o; = AOA{ Y10 kGO i € [n)
ko ta Ay = H'(tag,m’), o = Al AY yio ka0 i € [n)]

2. ZOyKkpwe 1o 05 Kot o) Yo kGOe i € [n]

ki if 0; = oj and 0 # o forall j # i (1 exactly equal)
output = { linked if o; = o] foralli € [n] (1 < equal)
indep otherwise (0 exactly equal)

Emonuaivoope 611 yo0 to oynpatiopd tov challenge oto oSE NIZK mapapéver og opiopa
10 Ring 6nwg npwv ¢ = H"(L, Ag, A1,-,-). Avtd dev emmpealel v Avivenopudtnto apov o
alyopBpog Trace dev e€etdlel TNV omddEEN YVAOONG.

AmodetcviETAL OTLTO GYN IO EYEL TIG OMALTOVUEVEG 1010TNTES s paAeiag: Tag-Linkability, Anonymity

ka1 Exculpability.
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IpétTaon Yo Zootnpo Avovopov Epotnpatoloyiov  XpnoiponotoOpe Tig AvVoptkes Aviyveuoipes

Kvukhikég Ymoypagéc yio va Kotaokevdoovpe Eva cuatna Avadvopmy Ad-Hoc Epotupoatoroyiov.

H ¥éa glvar 411 y1o trv voPoin Tng amavInong o ¥PNoTNG XPTCILOTOLEL TO GYN A VTOYPIPDV Y10

va voypayetl Ty andvinon m. TEAog, 0 xpNoTg Katd TNV £Yypaen Tov GTEAVEL TO ONUOG10 KAELL

tov kau 1 Apyn Eyypaoeng ivar vtedBvvn yio tnv mictomoinon.

User Registration

Skid — Zq

id, pkig = g**

(skra,vkra) < GenRA(1™)

i

id

(RegUser (skra), RegUsert)

PKI list
> idl pkidl 0’5:?
id2 pkidz (o) ;,Ijké
SO ids phi, opd
idy  pkia, Uﬁé
registers id to PKI list | #s  Pkids Tl
idﬁ pkids a, fk‘:

Create Survey

(skgra,vkga) < Gen(1")

tag
. idy  pky = pkia, o
L idy pky = pkia, o,
id3  pkz = pkia; © ;gkj
idy  pks = pkig, © 515
ids  pks = pkia, oy
ids  pks = phig oo

GenSurvey(1™, vid, List)

Submit Survey

?

Authorized(vid, vkpa, Table,id) = Veryg, (Pkid, Opk,y) = 1

Compute a Dynamic Traceable Ring Signa-
ture on m
Sub = (m, DTRSign(ski;,m))

Sub = (m,o) = (m, (A1, 7))

‘ Anonymous network(TOR) ‘

SubmitSurvey (1", vid, vkra, Table, m, id, cred)
Check(vkpa, vid, tok, m, ) L1

To cvotnuo avTd TpoteiveTat e fACIKOTEPO GTOYO VO AVTILETOTICEL TNV ENIDECT] GTNV TIGTOTOUGLULOTNTO

OV TTEPLYPAPNKE 6T0 KeEPAAo 3.2.1. Avtd emrvyydvetor d10TL TAov kdBe voypaen mov Palet

n Apyn Eyypaorg eivor dnpodcia. Xto Anonize 1 vwoypop] UTOIVEL OC LAPTLPOS GTNV ATOOEEN

UNOEVIKNG Yvdong Kot o eaivetan movbevd. Avtifeta, 6to mopamdve mpotadév oynuo kade

1O10TIKO KAEDL £)EL Kal Vol dNUOG10 TO 0010 SIVETUL MG E1G0JOG Y10, TNV EMUANOEVGT| TG LTOYPAUPNC.

Apan Apyn Eyypaogng dev propel va mepdoet yentika KAEWO1A 010TL 0 ¥p1oTNG TOL EnaAinOevet o

O Ta yproyoToMmoEL.
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4.2 ’Eva ovotnpo Avovopmv Epotypatoroyiov amé Mikpég

Xovoéopeg Kokikég Yroypa@ég

O Mikpég Zvvoéoyeg Kohikég Yroypagés [S, 12] eivor maparlayéc tov Kukhikov Yroypapamv
01 0To1eC AEITOVPYOVV GOV QVTEG OAAG EMTPETOVY ZVVIEGT LETAED dVO VTTOYPAPDV OV OVTEG £YOVV
umel amd 1o 1010 dropo. Aniadn, av Kamowog péca and To Ring fakel 2 vroypaeéc (ota id1a M ot
SLOPOPETIKA UNVOUATO) TOTE OAOL UTOPOVV VO KOTAAGBOLY OTL TPOKELTAL Y10, VITOYPAPEG OO TO
010 dropo, yopic Opmc vo EEpovv Ttoto gival avtod To dropo. Emiong, givar pikpég pe v évvola
0T 10 péyeboc toug gival otabepd ®¢ TPog Tov aplBud TV cuppeteyovimv oto Ring. Ot facikég
SPOPES ATTO TIC VTTOYPAPEG TOL TPONYOVUEVOL KEPAANIOV Elval TG dev elvar TAEOV AViyVeEDGIILEG
OAAG Xuvoéoieg Kot Tg To PEYEBog Toug givatl otabepd avti yio YPOpLKO.

Mo v KoTooKELT TOVG YPNOLLOTTOLEITOL EVOG ZVOOMPEVTNG e TTedio Hovig KaTevbuveng
[79]. O1Zvocmpevutéc pe medio povig katevbuvorng eivat £va epyaieio Tov yproiLoToleitat yio vo
”6VGGMPEVGEL” TOAAEG TILEC GE Lid LLOVO TIUT OPTVOVTAG TOPAAANAL £VOL ATOJEIKTIKO CLGGOPEVCNG,.
Xpnowomombnke otnv Kpurroypapia yio va katackevactovv Mikpég Kukikég Yroypapég [79].
AvTtoi, H€cm TNG GLGCDPEVONG, EMTPENOVY GTNV ATOSEEN (UNSEVIKNG YVMDONS) CUULETOYNG OTO
Ring va éye1 mAéov otabepo péyebog avti yua ypappucd. Kiovtod 6101t avri yio n £16MGEL KATO10G
apkel va dmoetl omddeEn avTIoTolY1oMG 0 o GLGCOPEVIEVN TN PESm piag povo e&icmong.

TéNog, Yo va £xovv eMTALOV KoL TV 1010TNTO TNG ZVUVOEGILOTNTAG TPOSTEDNKE Kot £VOL LLOVOSIKO
avayvoplotiko (token) [5, 12]. "Etol, kdBe popd mov évag xpnotng vmoypaeet évo ppvopa (oto
1010 Ring kai event) Bo TpokOATEL TO 1010 LOVASIKO AVAYVOPLOTIKO Kal Ba EEpovpe GTL M LITOYPOEN
TPOEPYETOL ATTO TO 1010 GITOLO.

Hoapokdtom 5ivovtol 01 VAOTOGELS TOL ZVGCMOPELTI KoL TNG KATUGKELTG TOL LOVOITKOD OVAYVMOPIGTIKOD
omwg dtvovtat oto [79] kau [5, 12] avticTtotya.

H tetpada ({F)}, {X)}, {20}, {R)}) eivar évag Zuoompeutig pe nedio povig katebBovong:

Fy = {f}6mov f 1 (Z5)2 X Zoys — (Z3)%, f(u,a) = u” (mod n)

X, = {emporog| (51 € RSAy) Ale — 2 < 2#}, dmov A —2 > ¢

Zy = {(e1, e2)e1, ez sivan Stagopeticoi £/2-bit mpdToL A |eg — 2V/2| < 21}

o Ry = {(a:, (61,62)) € X, X Z)\]a: = 2ej1e9 + 1}

To povadikd avoayvoploTikd Tapdyetol g eENc:
tok = 0(e1, e2) = g2, 6mov g eivan éva TeTpay@VIKS VOAOITO mod N.
A6 ) ovvaptnon 0(-) amoutodpe vo givol SVGKOAO Y10 KATO10V ToL YVOPILEL 500 dNpocto KAeWSIE
pko, pk1 xou éva z = 0(sky) va pmopei va kotaldPel Tave o€ oo and To 300 WImTIKG KAEWSE
gpappootnke 1 0 ywo va tapoydel 1o 2.

H amaitnon avt wkoavomoteitol yio T cuyKeKPIUEVT VAoToineT g # vroBétovtag 0Tt 1oyveL
n €&ng vdbeon:

Definition 4.1. (Link Decisional RSA Assumption) Eotw évag N, A-bit oxépoiog kat yivousvo oo
ACYALDV TPDOTWYV, EVAG YEVVITOPAS g TOD GDVOA0D TWV TeTpaymvikdy vrroloinwy mod N QR(N),

no = poqo ko1 N1 = Piqi, 6mov Py, o, P1,q1 Eivor TpddTor ue poly(N)-uéyebog. Kavévag PPT
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adyépifuog dedouévav twv N, g,ng,n1 kou g%, émov b € {0,1} wwyaio bit, dev umopei va

vroloyicer b t.w. V' = b ue mbavérnro un-ouelntéa koved, oro 1/2.

Téhog, To oo Mikpav Xvvdéoipmv Kokhikov Ymoypoaemy divetal mopakdTm:

Mukpég Xovoéopues Kuokhkéc Yaoypagéc

TOPALETPOL param.

napet £va (evyog dNpociov-WimTikod kKAEW0D (sk;, pki) = ((e1, e2), (2e1e2 + 1)).
pki, ™ otV apyf mov miotourolet Ta dnpocia kAewdwd (CA).

AlOTO TIGOTOMNGEWV.
o Signsk, (Ring, param,m): extekeiton and TOV VIOYPAEWV i.
1. Yroloyioe w = f(u, pkiy) \ {pki}) = uPk1-PRicapkiti Pk and ¢ = f(u, pky)) = whki

2. YmoAdyioe:

(w, (e1,e2),pk;) : pki = 2e1ea + 1 A |pk; — wgl <28 A
o' = SPK Aler — 22 < 20 A wPRi = A (m)
A tok = gertes

Amotéleopa: H anddeién givan o = (v, tok, o’)
° Vem'fypk[n]g (m,0): eEAéyyer ey v = uPF1Phn o gdv 1 omdde1én o’ eivon £ykopn Y10, T M.

e Linkr(mi,01,ma,09): givar linked avv tok; = toks

o Init(1) : Swéyer Tic TapapETPOLS ToL Tvocmpevth desc ko § € QR(N). Avtég eivan ot

o Key— Gen(1*, desc): o vmoypaoov i ektekei Tov adydptdpo Sample tov Zuscopevty W yto va
Metd vroloyilet pio anddeién undevikng yvoong PoK {sk; : (pk;, sk;) € R} xou otélvel 10

Av 1 CA enoinBegdoel v amddeén otédvel pio motonoinon ywo o pk; kot v amobnkedel ot

[poteivovpe éva cvomnua Avavopov Epotnpatoroyiov 6poto pe avtd g Tponyodpevnc
gvottog pe ™ povn dtapopd ot avti vy Avvopkég Aviyvevopueg Kokhkég Yrnoypagég yuo tnv
VIOPOAN TV ATAVINGE®V YPNCLLoTolovVTaL ot Mikpéc Xuvdéoiuec Kukiikég Ymoypoapés. AAAG
Yo TV TOPOy@yn Tovg ovTi Yo petacynuotiopd Fiat-Shamir epappolovpe petacynpotiopo Pass.

2V ovcia, T0 CLGTNUE OVTO ATOTEAEL Lio PEATiOON TOV TPONYOVLEVOL OpOD £xEL OLOLES
WO10TNTEG OALA O1 aaVINGELS TAEOV £Y0oVV 6TafEPO PEYEDOG WG TPOG TO TAN 00 TV GLUUETEXOVTOV
GTO EPMTNUATOAOYLO AVTL Y10 YPOUULIKO TTOV ELYOE GTO TPOTYOUUEVO KEPAAAL0. TELOC, EmonoivovLLE

OTL KOl TO GOGTNHE aVTO apdveTal oty enibeon [TicTorooyodTTOg TOL KEPoAaiov 3.2.1.

4.3 Mio Id¢a Y10 AdVvopio-ATOdEIENG KATO 0T0 TEPLOPLOUOVS

Xy evotnta 3.2.2 emonpdvape TNy avaykn yo advvapio eEayopds omavInoE®Y 6TO GUCTHLOTO

Epotmuatoroyiov. H avtictorymn ddtta ovopdletor Advvapio-Anodeiéng. To evdtapépov gival
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OTL 6€ TOAAEG TTEPIMTMOGELG UTopoE va Bempricovpe 6Tt 1 apyn Tov Epotnuotoldyiov embouet
v Advvopia-Amodeitns, onwc oty Iepintwon tov Brave Browser tov kepaiaiov 3.2.2.

2t evotnta outh, Tapovctalovpe pia 1€ yro tpocsdnkn g 1ot Tog Aduvopiog-AnddeiEng,
Bewpdvtag v Apyn tov Epotnpatoroyiov Tipuo o¢ mpog v 1010tnTa avt. Aniadn, Oempovpe
OTLTNPEL TO TPOTOKOAAO G€ OTL aPOopd TNV Aduvapia-ATddeEns. Qg mpog Tig 10T TEG TG Avevupiog
ka1 g [Iietomromoyotntag Bewpovpe 6tin Apyn Tov Epotnuotoroyiov eivar kakdBovAn. Aniadn,
Ot dev axoAovfel To TPOTOKOALO Kol KAvel OTL umopel Yo vo. oTacel TNV Avevopio Kot Tnv
[TietomomopodTTO.

TéAhog, N 10€a oL B0 TAPOVGIAGOVE OPOPH UTAG EPMTNUOTOAOYIO UE OTAEG EPOTIOELS, OL
OTTOVTNOELS TV OolV givar aptBpol Kot 0Tt To amoTEAECUATO TOV EEAYOVTOL TPOKVTTTOVY OO
oA eneepyacio TOV anavTNoE®V, EPApPUOLOVTOS YPOUUIKESG TPAEELS.

H 18¢a etvon ) e&ne:

1. O xpMotNG GTEAVEL TNV OAVINGT) TOL M KOVOVIKE, XPTOLLOTOIOVTOG TO Anonize oty Apyn

tov Epotpoatoroyiov Sub = (tok, m, ).

2. H Apyn tov Epotnuatoroyiov deopevetoroto m, ¢ «— Com(m) karvmoloyilet pia anddeién
undevikng yvaong kabopiopévou eroinbevt 1 onoia emiong ivar online Simulation-Extractable
(0SE) 7" amodewcviovtag 6tt Com(m) = c.

3. O ypnong ypnoipmotei to Anonize Eovd yio vo kKataBEGEL TO KPUTTOKEINEVO OEGUEVONG OC

amavinon Sub = (tok, ', 7")

4. Avo18v0 kotabéoeic &xovv id10 tok alha Srapopetikd ¢ # c1ote Apyf Tov Epetnpatoloyiov

amoppInTEL TNV KATAOESN. AAMMOC ATOSEYETOL KOl OTLOGIOTOLEL TNV KOTAbEsT).

Otav n Apyn Tov Epopotoroyiov Behnoet vo vtoloyicetl To amoTéleca OAEG Ol AMOVINOELS

TPOGTIOEVTAL OLOUOPPIKA KO ETELTA TO OMOTEAEGLLOL AVOTYEL:
n
Res = Open(cy-....cp) = Open(Com(my)-....Com(my,)) = Dec(Com(mi+...4+my)) = Zmi
i=1

"Eva mapdderypo viomoinong ivar pe xpnon tov oynpotog Aéouevong Pedersen. Ave = g"™h"
tote M Apyn Tov Epopatoloyiov propel va facicel to ZK proof 6to mpwtdKodlio tov Schnorr [26]
an6deEn yvong exbém 7’ ot ZK{r : = =h"}

Téhog, n omddeien ' npémet va etvan Kabopicpevov Emardsuth 51011 0 yprotng dev mpémet
va. givar o€ Béon vo T XpNOOTOMoEL Yo vo. 0modeiln o€ éva tpito 61t ¢ = Com(m). Mia
oLYKEKPLUEVT TPOTOoT) Yoo ATodelén Kabopiopévouv Enainbevty eivar n n Atayevoiun Anddeién
Mndevikng I'vibong tov Pass[20].

Advvapio-AmooeiEng  Amo  otiypr| mov n Apyn Tov Epwtnpatoroyiov dev amokaivmtel TNV
apykn katdbeon Sub = (tok, m, ) Kavévag xpHoTng d&v UTOpEl Vo TOLAAGEL TNV YHPO TOL (TN
&yovpe Bewpnoet Tipna w¢ Tpog v Advvapia-AnddeiEng). Ki avtd d10tt évag tpitog amd 1o ¢ dev
umopei vo Aapet kdmoto TANpopopia Tov va, apopd To m. Emiong, n amddeiEn undevikng yvoong
epocov givor KaBopiopévov Emainbevtn dev propel va meicel kdmolov tpito, ayopactn YReov,

4 c __ I8
ong—m—h.
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A6 v dAAn, to Anonize dwotnpel v Avovopia kot v [Tictoromoipudmto akouo Kot
gvavtiov Kakopoving apync tov Epotnuatoroyiov. Télog, pumopolpe avti ylo 1o Anonize vo
YPNOYLOTOGOVUE TO, TPOTEWOUEVO Gynpata Avovopmv Epotnuatoroyiov mov mapovoidcope
670 KEPAAAL0 0vTO. Mg ToV TPOTO aWTd TO CVGTN LA apVVeETAL KoL otV Etifeon [Tictonomootntog

Kot €xet Kot Advvapio-Amodeigng, KAT® omd TIG VTOOEGELG TOV AVOPEPUUE GTNV APYT|.
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Kepararo 5

Meihovtikn "Epegvva

O1 katevBivoelg Yo peAlovtikn épevva givar ot €€Rg:

1. Ad-hoc Epompatoriéyia pe Advvapio-Anédaitng: Mog evoloeépetl wWwitepa 1 Evvola
™G Aduvapiog-AmodelgEng Kot 1 TpocsOnKn TG 110TNTAG AVTAS XOPIg va Bempodiie Kamoto
gumotn apyn.

2. Xpion tov oynuatov Ad-hoc Survey Yo yneogopies: Mia dAAn katedBouvon givor m
peAétn evoeyopevng ypnons tov Ad-Hoc epotpatoroyiov yio Wnelaxés Pneoeopieg kot
EVOEYOLEVEG TPOTOTOMGELC TOV VILApPYovI®V cvothudtov Ad-Hoc Epotnpatoloyiov yio

vaL £(0VV TIG amapoitnTeG O10TNTEC ACPAAELNG Y10 EKAOYEG.

3. Epotnpatoléyre pe kotddeon anavriocemv og kpurtokeipeve: Emonudavope ty avdykn
Y0 EPOTNLATOAOYLOL LLE OMUVINGCELS OC KPLTToKEipeva atnyv gvotnta 3.2.5. Tlpovciacaple
cvvtopa pio 1éa Tov apopd amAd arotelécpota otny evotnta 4.3. Opwmg, pag evolopépet
70 1510 GEVAP10 Y10, TLO TEPITAOKE, ATOTEAECLATO EPMTNUATOAOYIWMV KOl OTOTEAEL EVOEXOLEV

KatevBuvon yio LEAAOVTIKT HEAETT).

4. Tvecopevtiis Yo Avvapikés Aviyvevorpeg Kokikés Yroypapés: A&ilel va egetaotel
av pmopel va vdpEel ZuoowPELTNG Yo VO LELDCEL TO PEYEBOg TG amddEENG UNOEVIKNG
yvoong tov Avvapkov Aviyvevoov Kvkukdv Yroypaemv. Me tov 1pémo avtd, Ha

OTOKTOVGOLE VITOYPOPEG 6TaBEPOV peyéBoug.

5. Yhomoinon: dvcikd, pio viomoinon eivol Tavio extBuunt yio To KPUITTOYPOPIKE GYALLOTAL.
To660 Y10 TPAKTIKN SOKIUN TOV GUGTHOTOC KO TNE OTOOOTIKOTNTOG TOV OGO KOLL Y10l TPOY LLOTIKY|

xpnon.
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Chapter 1

Introduction

1.1 A few words about Cryptography

Generally, we may say that Cryptography is a field that resolves trust problems among people.
Historically, at first Cryptography was a way to hide written messages from a potential adversary.
Later, with the arrival of computers Cryptography turned to the digital world, and was a way to
encrypt electronic messages.

Nowadays, the field of Cryptography is related to almost anything that has to do with the dig-
ital world. However, it is related to real life trust problem. And as more and more significant
physical acts move to computers and the Internet more and more trust conflicts appear. For ex-
ample, money transactions, electronic Voting and message exchange are only a few acts that are
performed through the Internet. Additionally, private data are exponentially growing in the web.

The initial solution to protect privacy and integrity is nearly always to put trust to a party that
promises to keep its word and protect the data. Cryptography’s goal is to remove the need to trust
a party and replace it with computational and mathematical protocols that are commonly accepted

and in many cases proven to be safe.

1.2 Anonymous electronic Surveys

A problem that arises in a huge number of situations today is anonymous data collection from
targeted groups. The main goals in this setting are Anonymity and Authenticity. That is, the
collector should not be able to link the data collected to a person and at the same time ensure that
only targeted users can participate in the data collection. From now on we will refer to the data
asked as Survey and to the data given as Survey Collection/Submission/Answer, even if it is not a
survey in the classic sense. For example if a website keeps analytics from a user we may still call
it Survey Collection. Essentially, from data perspective it is the same process.

The motivation to preserve Anonymity is clear. Even in questions with less significance (e.g.
most preferable tv programs) users are likely to be influenced if they are non-anonymous, so we
will have biased data and misleading results. This problem is magnified in more sensitive data (e.g.
medical data) or situations where users are afraid to state their opinion, where the survey result may
be completely unworthy. That’s why both users and survey collectors desire Anonymity. On the
other hand, Authenticity is necessary, because the survey creator wants a specific group of people
to answer to the survey (e.g. people between 18 and 30 years old), otherwise the survey is of no

interest at all!
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The typical setting in real life is that the user (non-anonymously) passes the survey to the survey
collector and the latter promises that she will maintain user’s anonymity. This scenario assumes
that we trust the collector. Of course in many cases the *promise’ is bound to law, but still we
may have reasons not to trust her. For example, it is possible that the survey collector herself falls
victim to (cyber or physical) theft and thief leaks our sensitive data.

Generally, this is the reason to build cryptographically secure systems that do not require any
physical trust (such as legal). And for this, we understand that Anonymous Survey Collection is
problem within the scope of Cryptography.

The real problem is that the properties described are conflicting. We are asking for a person
to identify herself and at the same time be anonymous! We point out that it is trivial to construct a
system possessing only Anonymity or only Authenticity. But it seems hard to obtain one possessing
both, without putting some trust to some party (users or authorities).

A work that deals with this problem is Anonize, introduced in 2014 by Hohenberger, Myers,
Pass and shelat in [6]. That is an environment that allows Surveys’ initiators to ask for certain
anonymous data from specified users and users to submit them anonymously, but at the same
time only authorized users can submit answers. Anonize is, apart from great theoretical study on
anonymous surveys, also an implemented system. It has been tested in real life conditions and
constitutes a liable tool to practical problems. Also, to writer’s knowledge, until today it is the
only practical tool that is theoretically grounded and deals directly with anonymous questionnaires

problem. Thus, it has deeply influenced this thesis.

1.3 Relation with Electronic Voting Systems

A problem that intersects with Cryptography is construction of secure electronic Voting Systems.
That is creating protocols and tools that would allow voters to securely vote remotely with elec-
tronic devices (voting specific or general purpose like smartphones and electronic computers).
That is a problem that, unlike anonymous questionnaires, has been extensively studied from cryp-
tographers and still research keeps going.

One may observe that e-Voting and Anonymous Surveys are two quite similar problems. We
can view anonymous questionnaires as voting, but with a more complex vote. The basic require-
ments are the same: Anonymity and Authenticity. Although this is a simple model as elections
have much more security requirements, the general idea is similar.

In fact this work has a beginning from e-Voting systems and more specifically the work of
Pagourtzis, Grontas, Zacharakis and Zhang [7, 8] and especially [9], which study the problem of
e-Voting systems emphasizing on everlasting privacy and Coercion Resistance. That is privacy
that cannot be violated even in the distant future when more powerful computers are going to
appear (e.g. quantum computers). Coercion Resistance is a highly desired property of elections,
in general, stating that it should not be able to force a voter’s choice even if coercer is physically
present in the voting moment (with some constraints). As Anonymous Surveys are not studied as
much, the above work on elections was motivational.

On the other hand, e-Voting and electronic Surveys have differences. The basic obstacle to

apply directly e-Voting systems to Anonymous Surveys is that usually the first ones consist of two
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distinct phases. A phase where the user non-anonymously gets a credential, that carries no link to
the identity, that will allow the user to vote and the voting phase, where the credential is used and
user casts her vote. These phases are separated with a time lag, say a day. That time lag prevents
time-correlation attacks that would de-anonymize the voter. If there were no time lag then it would
be possible that right after getting her credential the voter will cast her vote and everyone could
correlate the credential with the vote.

Although the above works for e-Voting, it would be highly impractical to apply a time lag to
Anonymous Survey submissions. That is because it is unlike that a user would wait such a long
time to submit a survey. The reason behind this is that elections is something that, in general, is
taken more seriously from people so putting a long time lag (say a day) is applicable. Conversely,
questionnaires often is something taken lightly and even people are reluctant to submit, much less
wait a day to submit. And even if one is willing to submit, once she got her credential she may forget
to use the system again to submit the answer one day later. Finally, elections usually have time
constraints, for example parliament elections usually occur between 7am and 7pm, which allows
phase separation, while questionnaires may occur for months or even years. This observation was
pointed out in the Anonize paper [6].

Finally, as elections is something that has a great impact to society and is considered by peo-
ple of great importance e-Voting systems must have great security properties. On the other hand,
depending on the applications, questionnaires may be practical while possessing less security prop-
erties. However, the level of security of electronic Survey Submission scheme is debatable and
requires caution.

For all these reasons, the need for an application specific scheme for questionnaires and data

feedback appears. But still, much ideas are taken from e-Voting paradigm.

1.4 Useful notions

Throughout this reading we are going to use some notion and notation that we find appropriate
to clarify now. In general, we adopt many concepts and notations from [10], which an interested

reader can consult for more details.

e PPT algorithm: Probabilistic Polynomial time Algorithm.

e Language L: A set of strings with a specified structure. The structure may described by a

property.

e Witness Relation: R, a relation that is efficiently computable and (z,y) € Ry ifz is a
witness that y € L. We denote Ry, (y) as the set of all witnesses « thaty € L.

e Negligible function: 1 : N < R is negligible if for every positive polynomial poly(n) there
is a big enough ng > 0 s.t. for every n > ng

For example 27" is a negligible function.
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e Probability Ensemble: A family of random variables {X;};c7, where I C N is a set of

indices.

e Statistically Close: Two random variables X,Y over a finite domain D are statistically
close if
Z |Pr[X =t] — PrlY = t]| = negl(\)
teD
where ) is a security parameter.
Correspondingly, two probability ensembles { X}, },er, {Y }ner over a finite domain D are

statistically close if

Z |Pr[X,, =t] — Pr[Y, = t]| = negl(n)
teD

e Use as a black box: the notation is AZ() where A uses B as a black-box. This means that
A has access to (polynomial in number) queries to B(-) for inputs of her choice.

1.5 Thesis Organization

In chapter 2 we provide the basic cryptographic background that we are going to build on in next
chapters.

Chapter 3 is about Zero-Knowledge proofs. This is a cryptographic primitive that is very useful
as a component of complex cryptographic protocols. Anonymous Surveys require Zero Knowledge
proofs with strong security properties and this is the reason we emphasize on providing the theory
behind Zero Knowledge proofs that are necessary to build secure Anonymous electronic Survey
systems.

In chapter 4 we describe Anonize[6], the Anonymous Survey Collection System that we re-
ferred to on section 1.2. Furthermore, we make some observations that motivate our work in the
subsequent chapter.

Chapter 5 is the contribution of our work. We propose two Ad-hoc Survey Collection Schemes
based on ring signatures. More specifically, we present Traceable Ring Signatures [11], we pro-
pose a variant, Dynamic Traceable Ring Signatures and we provide a proof of security for this
primitive. Then we propose an Anonymous Ad-hoc Survey Scheme based on Dynamic Traceable
Ring Signatures. Secondly, we present Short Linkable Ring Signatures [12, 5] and we propose
an Anonymous Ad-hoc Survey Scheme based on them. Finally, we propose a change on Anonize
protocol that is in the direction of adding receipt-freeness under constraints.

In Chapter 6 we summarize this thesis and describe directions for future work.
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Chapter 2

Cryptographic background

2.1 Indistinguishability

The notion of computational indistinguishability is central to the theory of cryptography. We say
that two probability ensembles are indistinguishable if no probabilistic polynomial time algorithm
is able to decide whether a value came from a random variable from the first or the second ensemble.
This notion was introduced in the context of ciphertexts to formalize security of encryption schemes

[13], but is now used to formalize many cryptographic schemes.

Definition 2.1. Two probability ensembles X = { X, }neny and Y = {Y;, }nen are computation-
ally indistinguishable if for every PPT distinguisher algorithm D there exist a negligible function
negl such that:

|Pr[D(X,,1") = 1] — Pr[D(Y,,1") = 1]| < negl(n)

2.2 Cryptographic assumptions

Modern Cryptography principles require proofs of security for any scheme. So the steps to establish
a cryptographic protocol are: first design the protocol operation, then state the necessary security
properties and afterwards prove that the protocol holds them. A great majority of constructions
cannot be unconditionally proven secure, instead rely on other assumptions. These assumption are
mostly from the computational complexity theory. The reason that we rely on such assumptions is
that the computational complexity theory field has not answered significant questions. For example
a scheme may rely on the assumptions that integer factorization is in N P class and consequently
on the assumption that P # N P. Of course, many conjectures are rational to believe, so this is a
decent method to proceed.

Generally, we can separate cryptographic assumptions into two types the ’general’ and the
“concrete’ ones. ’General’ assumptions are for example one-way functions existence, enhanced
trapdoor permutation existence or even commitment scheme existence. These assumptions, mostly,
help us construct abstract schemes. On the other, hand, ’concrete’ assumptions assume hardness
of a specific problem. For example, Discrete Logarithm Problem hardness, Integer Factorization
hardness and Bilinear Decisional Diffie-Hellman hardness are some example assumptions that
some cryptographic protocols consider.

Considering usual and simple assumptions to construct a cryptographic schemes is, obviously,
much preferable than considering odd ones. This is because common assumptions have been ex-
tensively studied and practically tested and are still considered true. On the other hand, the lack of
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study of unusual assumptions leave the possibility of later discovery of ways to break them.
Finally, we mention that after considering assumptions one has to prove that these assumptions
imply that the scheme is secure. The typical way to do this is by showing a reduction from the
protocol security to the, generally accepted, assumptions taken. This goes like this: we show that
if the proposed protocol is not secure then someone can solve a problem, which is commonly
assumed hard. Then our protocol is indeed secure. The above thought of process is a reduction.

In next chapters we will see some examples of reductions in cryptography.

2.2.1 Discrete Logarithm Problem

The discrete logarithm problem (DLOG) is one of the most well studied problems, regarding cryp-
tography. The problem is this:

Definition 2.2 (DLOG). Given G, a cyclic group of order q with a generator g and h € G output
anx € Lgs.t. g* = h

This is a problem that is considered hard for big enough ¢. The best algorithm has O(\/Z])
complexity. So we need exponential (in the security parameter) size of groups. That’s because g,
in cryptographic schemes, is very large, for example ¢ = 22°%, so even /g = 2'%

The (desired) output of DLOG «z is denoted as Log,(h)

is prohibitive.

2.2.2 Computational Diffie-Hellman Problem

Computational Diffie-Hellman Problem is closely related to Diffie-Hellman key exchange [14], a
key exchange protocol that affected strongly modern cryptography. Given a cyclic group G, of
order ¢ and generator g, one party (say Bob) generates a secret b <— Z, randomly and the other
(say Alice) generates a < Z,. Bob sends B = g? and Alice sends A = ¢g°. Then they both can
compute the key K = g% = A® = (¢%)® = (¢*)* = B®. The amazing part of this scheme is that
all the exchanges may occur in public and yet nobody (except Alice and Bob) learns the private
key!

Obviously, if one could solve the DLOG then she would be able to find a, b and consequently
the key. But DLOG hardness assumption is not enough to preserve the security of the exchange.
Even if the adversary cannot solve DLOG, she may be able to find a y s.t. y = g% given only
A = ¢% B = g’ and not a, b. The last is the so-called Computational Diffie-Hellman Problem and
it is assumed hard for a PPT algorithm to solve.

Definition 2.3 (CDH). Given G, a cyclic group of order q with a generator g and y1 = g**,y2 =

g*2 outputy € G s.t. y = g*+' 72

Again, Computational Diffie-Hellman is well studied and is widely considered hard. So, one
may safely construct a cryptographic scheme based on CDH assumption. Furthermore, it is easy
to prove that CDH is easier (or at most has the same difficulty) than the DLP. If one can solve DLP

then she can also solve CDH.
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2.2.3 Decisional Diffie-Hellman Problem

Decisional Diffie-Hellman Problem is the decisional variant of the computational problem. Given
three values y1, 42,y € G can we decide whether or not y is the corresponding Diffie-Hellman
key? (y1 = g% y2 = ¢°,y = g7) € G® is called a Diffie-Hellman tuple if ¥ = a - b. The formal
definition of the Decisional-Diffie Hellman Problem is below:

Definition 2.4. Given G, a cyclic group of order q with a generator g distinguish between (g%, g%, g?)

and (g%, g, y), where (g%, g°, g*?) is a DH tuple and y < G is a random element.

Decisional Diffie-Hellman is considered hard in some groups, although, as we will see later, it

is easy in some others. Finally, DDH is easier than (or at least as hard as) CDH.

DDH < CDH < DLOG

2.3 Random Oracle Model

Another significant notion of modern cryptography is the random oracle model(ROM), introduced
by Bellare and Rogaway [15]. Theoretically, a random oracle is what its name states: a “magic”
black box which receives an input « and answers unpredictably an output H (z). By unpredictably,
we mean uniformly at random. Furthermore, the random oracle if queried on the same input for a
second time it must return the same output. So, we can view it as a function.

The random oracle model is used to prove security of protocols. If a protocol is provably secure
in the random oracle model then all parties have oracle access to a random oracle. They query it on
inputs and it provides answers. In that case, we demand that the random oracle is chosen randomly
and that random oracle queries are kept secret. However, when constructing the security reduction,
in many cases, we let a simulator (a theoretical entity necessary for the reduction) observe the
random oracle and program the random oracle, i.e. choose the answers to the queries made. The
model without a random oracle existence is called standard model (or *plain’ model).

The random oracle model is a highly controversial cryptographic tool. That is because, it is
not possible to instantiate it in reality. Firstly, once the random oracle is instantiated with a real
function H the adversary, theoretically speaking, knows the answer to all inputs! Of course, we
rely on the fact that the adversary is polynomially bounded and thus is not able to compute all
the exponential in number outputs. Anyway once given to the adversary the random oracle is not
random anymore. Another thing is that for the reduction, as stated above, the simulator holds the
random oracle and thus sees the queries. But if one is given the random oracle function H there is
actually no need to query the RO to get an answer, she will compute it herself and the simulator will
not learn the query. In fact, Canneti, Goldreich and Halevi in [16] proved that there exist schemes
secure on the random oracle model, though insecure for every possible implementation of the RO!

Additionally, in practice random oracles are instantiated with hash functions (e.g. SHA-2).
Although some hash functions are widely considered safe this is not proven. And even if they are
safe as hash functions they may not be safe as random oracle functions. For example maybe the
output is not uniformly distributed. And finally maybe it is safe to use a hash function as a random
oracle instantiation for a scheme II and still be unsafe for another scheme IT'. So safety in practice

relies heavily on safety of the hash function.
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So the question is why do we use the random oracle model? First of all, there are many pro-
tocols that cannot be proved secure in the standard model but can be proved secure in the random
oracle model. And it is believed that a proof in the random oracle model is better than no proof
at all. Furthermore, in many cases schemes in the random oracle model are much more efficient
in practice. And usually an efficient scheme in the random oracle model is more preferable than
inefficient in the standard model. Finally, in practice, there are no real attacks to schemes in the
random oracle.

We state that random oracles in theory inherently hold the standard hash function properties of

first and second preimage resistance and collision resistance.

2.4 Pseudorandom Functions

In some cases what we want to achieve is a random function. That is a function randomly picked
from the set of all possible functions (with a fixed domain and range). Say we are interested in
functions f : {0,1}™ — {0,1}". Let the set of these kind of functions be Func,,. f’s domain
includes 2" inputs that take n-bit strings as output. Thus, a function f can be represented by a
lookup table of 2" rows with n columns each, so n - 2" bits. This leads us to the conclusion that
there are 22" different f functions, so [Func,| = 272",

A truly random function is a function picked uniformly from Func,,, with probability 1/2%2",
One certain way to generate a random function would be to fill randomly every input. But, as
stated above the inputs (2" in number) are way too much to compute and store. That’s why we
would like to find an indirect way to generate it. This is done by a cryptographic primitive called
pseudorandom function families, introduced by Goldreich, Golwasser and Micali [17].

A pseudorandom function family is a collection of functions {F}, : {0,1}" — {0,1}"}, that
choosing a random key &k < {0, 1}" give a random function. Say the resulting distribution is F'.
Intuitively, the distribution F must be indistinguishable from the ideal random function choice dis-
tribution. Of course, two distributions cannot be the same. For example a pseudorandom function
F}, has 2" possible results while a truly random 22", But we demand that no PPT algorithm can

distinguish them.

Definition 2.5. Let F' : {0,1}" x {0,1}"™ — {0, 1}" be an efficient function. We say that F is
pseudorandom if for all PPT distinguishers D there exists a negligible function negl(-) s.t.:

Pr[DFO) (1) = 1] — Pr[D/0)(1™) = 1]| < negl(n)

where k is chosen uniformly at random from {0,1}" and f,, is chosen uniformly at random from

Func,,.

One observation is that PPT D cannot take as input the functions themselves because that
would require a n - 2" -bit input and exponential checks. That’s why we let the distinguisher have
oracle access to the functions. Finally, we state that pseudorandom function can be constructed

under standard cryptographic assumption.
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2.5 Commitment Schemes

In some cases, there is a need for some party to commit to a value, keeping it secret, until it decides
to reveal it. This is what a commitment scheme does. It involves two parties, a sender S and a

receiver R. A commitment scheme consist of two phases [18]:

e Commit Phase: Sender commits to a value m and sends the commitment

¢ <= Com(m) to the receiver.

e Reveal Phase: Sender decommits her initial commitment and sends the value m to the

Receiver. Then Receiver checks if ¢ is truly a commitment of m.

To understand it better, a physical analogy is this: we (the sender) have a hidden item and commit
to it putting it in a locked box (we only have the key) and we give the box to the receiver. At a
later time we choose to reveal the item, so we open the box.

Sometimes, in commitment schemes maybe the decommitment value may differ from m. In
this case S sends d(m) and not the actual message. The simpler scenario presented above is the
one we will come across in this work.

Furthermore, we note that the above description is about non-interactive commitment schemes,
where the communication is in one round. There are commitment schemes of multiple rounds,
though we will not concern ourselves with them in this work. So, whenever we say commitment
schemes, we will, actually, refer to non-interactive ones.

Two characteristics that are essential in the above setting is that sender wants to ensure that
her message is kept secret until she desires to reveal it. That is, the commitment does not help the
receiver to find m. This property is called hiding. On the other hand, receiver wants to ensure that
sender is truly commited to the value m and cannot cheat in the reveal phase presenting another m’
as the commited value. This property is called binding. Hiding and Binding are the two security
properties that every commitment scheme must hold. Of course, Correctness must, also, hold (as

in any cryptographic protocol).
Definition 2.6. II = (Gen, Com, Ver) is:
1. Perfect Hiding if the probability ensembles {Comi(mg)}, {Comci(m1)} are identical.

2. Statistical Hiding if the probability ensembles {Comc(mo)}, {Com(m1)} are statisti-

cally close.

3. Computational Hiding if the probability ensembles { Com.(my)}, { Comcr(m1)} are com-
putationally indistinguishable.

For the binding property we define the following experiment (Fig.2.1):
Definition 2.7. II = (Gen, Com, Ver) is:

1. Perfect Binding if for every computationally unbounded adversary A:
Bind g 1(n) = 0.
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Binding Experiment Bind 4 11(n)
1) ck < Gen(1")

2) (com, Mo, mq, d07 dl) A A(Ck)

0 otherwise

{1 if Ver(com,mq,dy) = Ver(com,my,d;) =1 and mgy # my
output =

Figure 2.1: Binding Experiment

2. Statistical Binding if for every computationally unbounded adversary A:
Bind 4 11(n) < negl(n).

3. Computational Binding if for every PPT adversary A: Bind 4 1(n) < negl(n).

Definition 2.8. II = (Gen,Com,Ver) is a commitment scheme if it has correctness, compu-
tational hiding and computational binding. Additionally, Gen,Com and Ver should be PPT

algorithms.

Commitment schemes are extremely useful cryptographic tools both as stand-alone protocols
and as ingredients to build other cryptographic protocols (e.g. zero knowledge proofs). So, from
theoretic scope they have been studied extensively and at the same time have been used in many

real life cryptographic applications.

2.5.1 Pedersen commitment scheme

Pedersen commitment scheme is a perfectly hiding and computationally binding. It was introduced

by Pedersen in 1991 [19] and its security is based on the Discrete Logarithm assumption.

Pedersen Commitment Scheme

Let G be a group of prime order g with generator g. Pedersen commitment scheme is a tuple
of algorithms (Gen, Com, Ver):

Setup Receiver R executes Gen(1") and generates h € G.

Commit Sender S chooses randomly r € Z,, computes Com(m;r) = g™h" = c and sends
itto R.

Reveal S sends the decommitment (m’,7’) to R. Normally an honest sender sends the
original (m’,7") = (m,r). R executes

1 ife=g™n"

0 otherwise

Ver(c,m',r") = {

Figure 2.2: Pedersen perfectly hiding commitment scheme

Theorem 2.9. The above is a commitment scheme, which is perfectly (information-theoretically)

hiding and computationally binding, assuming DLP problem is hard, for any m € Zq and any r
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chosen uniformly at random from Z,.

Proof. Perfect hiding : for any m, m’ € Z,, Com(mg) and Com(m,) follow identical distribu-
tion.

Pr{Com(mg) = ¢| = Pr[g™h" = ¢| = Pr[h" = cg~™] = Pr[r = Logp(cg™™)]
Prr' = Logy(cg™™)] = Prlh"" = cg~™] = Pr[h” g™ = ¢] = Pr[Com(m1) = ]

7,7’ uniformly random

Computational binding : Assume a PPT adversary A algorithm can choose (mg, 79, m1,71) s.t.
g"MOR"0 = g™ A" and (mg, o) # (M1, r1) to win the binding game Bind 4 11(n). Let h = g% (g

is generator of G).

mip —my
grOgrO = gM gt & gMOTET0 — ML oy L oprg = my + Ty S T = e
0— "1

So A can solve DLP, which was asummed hard. ]

2.5.2 A simple construction using a random oracle

We refer to a second commitment scheme construction in random oracle model [20], which we are

going to use in next chapters to construct a zero knowledge proof.

Random oracle Commitment Scheme

Setup Let RO : {0,1}2" — {0,1}*(™ be a random oracle, where

w(log(n)) < €(n) < poly(n).

Commit Sender S chooses randomly r € {0, 1}", computes Com(m;r) = RO(m,r) = ¢
and sends it to R.

Reveal S sends the decommitment (m’,7’) to R. Normally an honest sender sends the
original (m/,7’) = (m,r). R executes

1 ife=RO(m/ ")

0 otherwise

Ver(e,m',r'") = {

Figure 2.3: A commitment scheme based on random oracles

Hiding: The above commitment scheme is computationally hiding because an adversary can find
the inverse of ¢ = RO(m, r) only by making an oracle query on input (m, 7). But this is extremely
unlikely to happen because every query has (considering uniform random oracle) lem chances of
success, and adversary makes only polynomial number of queries.

Binding: The above commitment scheme is computationally binding because the adversary in
order to break binding need to find a collision (m/, r") # (m,r) s.t. RO(m/, ") = ¢ = RO(m,r),
which, of course, happens with negligible probability (due to collision resistance property).

2.6 Digital Signatures

A Digital Signature [21] is a cryptographic primitive that allows a user to authenticate a message

of her choice. Intuitively, a Digital Signature acts as a paper Signature. Apart from authenticating



64 Chapter 2. Cryptographic background

the identity of the signer, Digital Signatures, also, preserve the integrity of the message: the user
signs a specific message. The obvious goal that Digital Signatures have to achieve is that only the

signer can create a Signature and everyone can verify it.

Definition 2.10. A Digital Signature Scheme is a triple of PPT algorithms (Gen, Sign, Ver) such
that:
Let M be the message space.

o (en is the key generation algorithm that takes as input the security parameter 1™ and out-
puts a pair of keys the secret (private) key and the corresponding verification (public) key:
(sk,vk) < Gen(1™).

o Sign is the message signing algorithm that takes a message (from M) as input and produces

a signature on the message using the secret key: o < Signg,(m)

o Veris the signature verification algorithm that takes as input a signature and a message and

checks if the signature is correct using the verification key (and outputs 0 or 1): Very,(m, o) €
{0,1}

Correctness: We require that for every n and every m € M with overwhelming probability

Veryp(m, Signgp(m)) =1

Security of Digital Signature Schemes. As mentioned before the basic security notion that
Digital Signatures should capture is similar to real-life: nobody should be able to forge a signature,

even if she can ask for signatures on messages of her choice. Basically, there are 3 types of attacks:
e Universal Forgery: The adversary can generate a signature to any message of her choice.

e Selective Forgery: The adversary can generate a signature to 1 (meaningful) message of her

choice.

e Existential Forgery: The adversary can generate a signature to random (possibly meaning-

less) message.

It is clear that security against existential forgery is the strongest one. Next we give the definitions

of selective and existential Unforgeability [22].

Definition 2.11. A4 signature scheme I1 = (Gen, Sign, Ver) has selective Unforgeability under
adaptive chosen-message attack (SUF-CMA) if for all PPT adversaries A, there exists a negligible
Sfunction negl(n) such that:

Pr[Sig — forgeilfHF_CMA(n) = 1] < negl(n)

Definition 2.12. 4 signature scheme I1 = (Gen, Sign, Ver) has existential Unforgeability under
adaptive chosen-message attack (EUF-CMA) if for all PPT adversaries A, there exists a negligible
function negl(n) such that:

Pr[Sig — forgefl%F_CMA(n) = 1] < negl(n)



Chapter 2. Cryptographic background 65

Selective Unforgeability Experiment Sig — f orgeiUHF —OMA )

1) m* < A: A commits on an m* € M, on which she has to forge a signature.
2) (sk,vk) < Gen(1™) : Areceives vk.
3) A has oracle access to Signgi(-) on any message m of her choice.

4) (m*,o*) «+ AS970)(yk) : A finally outputs a possible forgery of a signature on

m*

output: Let () denote the set of messages that A queried on the signing oracle:

1 ifm* ¢ @ and Very,,(m*,o*) =1
output =
0 otherwise

Figure 2.4: Selective Unforgeability Experiment

Existential Unforgeability Experiment Sig — f orgef‘[ﬁF oM A(n)

1) (sk,vk) < Gen(1™) : Areceives vk.
2) A has oracle access to Signgi(-) on any message m of her choice.

3) (m,0) + A%9n()(yk) : A finally chooses a message m and outputs a possible
forgery of its signature.

output: Let () denote the set of messages that A queried on the signing oracle:

output = {1 ifm ¢ Q and Ver,,(m,o) =1

0 otherwise

Figure 2.5: Existential Unforgeability Experiment

2.6.1 Blind Signatures

A Blind Signature Scheme allows authentication of a message while still keeping its content pri-
vate. The scheme captures this scenario: a user I/ asks for authentication of a message m from an
authority (Signer S), but does not want S to see the message. So she blinds the message sends it
to the authority and the authority signs it. After I/ gets the blind signature ¢’ she unblinds it and
gets a valid signature o.

A clear analogy from real world, adopted from [10], is this: user covers a check with a carbon
paper lined envelope and sends it to the bank, asking a specific amount to be transfered. The bank
signs the outside of the envelope and returns it to the user. User removes the envelop and gets a
signed check, which can spend now. Because of the envelope the bank never learned what was the
check about. Obviously, a problem with this is that bank can be fooled into signing a 100$ check
(check is blind), while was told to transfer 1$. This problem led to a new variant, Partially Blind
Signatures, which is presented in the next chapter.

Blind Signatures were introduced by David Chaum in 1983 [23]. From then many schemes
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have been proposed (e.g. [24, 25, 26]) and its security has been well studied. Blind Signatures
have been studied in context of e-Voting Systems and e-Cash, which are their main applications.
Also, a great amount of variants have been introduced (Partially Blind Signatures [27], Fair Blind
Signatures [28] and recently Conditional Blind Signatures [7])

The formal definition of a blind signature scheme is presented below [29, 23, 30]

Definition 2.13. A4 Blind Signature Scheme is a triple (Gen, Sign, Ver) of algorithms and pro-

tocols:

o (ien is the key generation algorithm that takes as input the security parameter 1™ and out-
puts a pair of keys the secret (private) key and the corresponding verification (public) key:
(sk,vk) < Gen(1™).

e Sign is a two-party protocol between a user U and a signer S with common input vk. The
private input of U is a message m and the private input of S is the secret key sk. At the end
of the protocol U obtains a signature o on m as private output. o < (S(vk, sk),U(vk,m))

o Ver is the signature verification algorithm that takes as input a signature and a message and

checks if the signature is correct using the verification key (and outputs 0 or 1): Very,(m,o) €

{0,1}

The above definition of Sign implicitly states that the user I/ uses a Blind algorithm to keep
the m private and an Unblind algorithm to change the signature o’ that she receives, thus keep
the output o <~ Unblind(m, o’) private. In fact, other definitions in the literature consider blind

signature schemes as a five-tuple of algorithms (Gen, Blind, Sign, Unblind, Ver).

Security of Blind Digital Signature Schemes. It is natural that the requirement for Unforge-
ability we had on ’plain’ digital signatures in the previous chapter remains. We demand that only

the authority (the signer) can authenticate messages.

The problem with the Definition of Existential Unforgeability is that the adversary makes ora-
cle queries to get signatures and afterwards tries to forge one on a new message. But in the present
setting we can’t say if she got a signature or she forged it (because it was queried while blind).

One way to solve this would be to remove the oracle access from the definition, but this would
be an unrealistic assumption. So Pointcheval and Stern gave an Unforgeability definition of Blind
Signature Schemes [31] which demands one-more-forgery resistance. This means that if a user gets
£ signatures then she cannot present more than £ (unblinded) signatures afterwards. The definition
below follows the formalism from [29] and partially [32, 33].
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One-more-forgery Experiment Sig — onemore forge 4 (n)
1) (sk,vk) «+ Gen(1"™) : Areceives vk.

2) A(pk) engagesin ¢ = poly(n) adaptive, parallel and arbitrarily interleaved interactive
protocols Sign with S, where A decides in an adaptive fashion when to stop.

3) {(ml, 01), (mg, 02), (mk, O’k>} < A(Uk)

{1 if m; # my, Vi # j and Veryp(mg,03) = 1, Viand k > £
output =

0 otherwise

Figure 2.6: One-more Forgery Experiment

Definition 2.14. A Blind Signature Scheme 11 = (Gen, Sign, Ver) is unforgeable if for all PPT

adversaries A, there exists a negligible function negl(n) such that:
Sig — onemoreforge(n) < negl(n)

The second security condition that we want is Blindness. This, informally speaking, means that
Signer cannot find out what she is signing. It is random for her. So blindness property protects
User from a malicious signer, who tries to violate user’s privacy. The same security notion is

sometimes called Unlinkability. The definition below follows [32].

Blinding Experiment Blind 4 1(n)
1) (Uk7 mo,maq, Stfind) <« A(fmd, 1n)
2) b« {0,1} : is chosen randomly

3) Stissue < _A<'7Z/{(’Uk’7mb)>l7<'7u(’0k2,m17b)>1 (issue’ Stfznd)
A engages in two parallel (and arbitrarily interleaved) interactive signing protocols
with / on messages my, and mq_ respectively.

4) set (0'0,0'1) = (J_,J_) ifop=_Loroyp =L
If at least one signature is invalid then both (unblinded) signatures are set invalid.

5) b* < A(guess, 00,01, Stissue)
A receives the unblinded signatures and tries to guess which one corresponds to the
first message my.

{1 ifb* = b
output =

0 otherwise

Figure 2.7: Blinding Experiment

Definition 2.15. A Blind Signature Scheme 11 = (Gen, Sign, Ver) is blind if for all PPT adver-
saries A (working in modes find, issue and guess), there exists a negligible function negl(n)
such that:

Blind s 11(n) — % < negl(n)
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2.6.2 Partially Blind Signatures

In some cases, an authority apart from signing a message needs to include an attribute to the signed
message. For example, as described above, a signature may authorize a certain quantity to a trans-
action. The problem is that blinding does not allow the signer to verify that the attribute is truly
included in the message. Signer only controls the public and private key and not the message
signed.

One way to overcome this is to use different public (and corresponding private) key for different
attributes. For instance 100$ would have its own key and and 1$ another one. So a cheating user
cannot deceive signer to sign a 1§ transaction as 1003, as 1$ message with 100$ public key for
verification will not be valid.

But this results to inefficient schemes as every user has to store many verification keys. Par-
ticularly, there are applications where a signature is "valid until’ a date, for example expires in two
weeks. Then authority has to change keys every two weeks and users have to be updated. This
is more obvious in e-Voting schemes, where someone would have to use different keys for each
vote!

A partially blind signature scheme comes to solve this kind of problems. The idea is to in-
clude an unblinded part in the message, so that signer can see it and decide if it is valid. So now
the message consists of, roughly, two parts: an information as plaintext, which we call common
information, and a blinded message. The common information is agreed between the user and the
signer and is related to an attribute (e.g. it states an expiration date).

Partially blind signatures were introduced by Abe and Fujisaki in 1996 [27] and Abe and

Okamoto gave a formal definition [34]:

Definition 2.16. A Partially Blind Signature Scheme is a triple (Gen, (S,U), Ver) of algorithms

and protocols:

o (en is the key generation algorithm that takes as input the security parameter 1™ and out-
puts a pair of keys the secret (private) key and the corresponding verification (public) key:
(sk,vk) < Gen(1").

e Sign is a two-party protocol between a singer S and a user U with common input vk
and info. The private input of U is a message m and the private input of S is the se-
cret key sk. At the end of the protocol U obtains a signature o on m as private output.
o < (S(vk,info, sk), U (vk,info, m))

where info is the common preagreed information.

o Ver is the signature verification algorithm that takes as input a signature and checks if it
is correct with respect to the message and the common input m||info using the verification
key (and outputs 0 or 1): Ver,,(m,info, o) € {0,1}

The security requirements are a direct extension of the classical ones. We need Completeness,
Partial Blindness and Unforgeability. Security Definitions were introduced in [34].
Completeness. We require that two parties S, that stick to the singing protocol create a

signature o that is verified with overwhelming probability.
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Unforgeability. Partially blind signatures must withstand forgery attacks similar to Digital
Signatures (as info is plaintext) and Blind Signatures (as m is blind) at the same time. So a would

be forger A has two options:
i) forge info.

i) for fixed info, after {i,5 successful execution of Sign protocol with common information

info, A produces fin, + 1 signatures with common information info.

The case (i) is the same as case (ii) for fjpfo = 0. So, security definition of Unforgeability must
take into consideration only the second case. We omit the formal definition as given in [34] as it
is much like Unforgeability for Blind Signatures, but for any common information info.

Partial Blindness. Intuitively, Partial Blindness captures the idea that the blinded part of
the message must be kept secret from the signer. So Signer cannot tell if a signature o came
from a message m or from another one m/, if both messages were signed with the same common
information info = info’'.

Again, the only difference from the ’classical’ definition of blindness is the common informa-
tion, which of course should be the same for both signatures. Otherwise, it is clear that Signer can
decide which signature was generated from a message, observing the common informations. We

refer to [34] for the formal definition.

Finally, we note that partially blind signatures are a generalized notion of blind signatures, as
one can transform the first to the latter by fixing common input to a single string (e.g. 0). However,
the reverse is not always that easy.

2.6.3 A construction of Partially Blind Signatures

In this section, we present a partially blind signature construction but with a slight difference in the
security of blinding. The construction was introduced in the context of Anonize [6]. The scheme
uses a digital signature scheme and a commitment scheme. Let’s say we have a secure digital
signature scheme (Gen, Sign, Ver) and a secure commitment scheme (Gencom, Com, Vercom).
The Partially blind signature scheme is defined as:

In plain words a user I/ blinds her secret message m by committing to it and sends it to the
signer S along with the unconcealed part info .Then S signs them and send the signature o back
to U. We mark that the signature scheme must be able to sign a message in 2 blocks and output a
single signature. Finally, the user unblinds the signature by outputting the random tape r used in the
commitment scheme along with the original signature . The verification is trivial: an unblinded
signature (r, o) for (info, m) is valid if the corresponding blind signature o on the blinded message
(info, Com,y(m;r)) is valid. Thus, we infer that one may verify the signature without possessing
the unblinded version.

The verification procedure was designed this way because the above scheme does not hold
blinding as we defined it above. Instead, it holds a blinding variant called weak blinding. This
security notion is similar to the ’traditional’blinding but requires that the adversarial signer S*

cannot see the unblinded signature. So the user unblinds the signature she gets but does not send
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A Partially Blind Signature scheme

Let’s say we have a signature scheme (Gen, Sign,Ver) and a commitment scheme
(Gencom, Com, Vereom). The Partially blind signature scheme is defined as:

e Gen/(1™) : outputs (vky, sky) = ((ck,vk), sk)
where ck <+ Geneon (1) and (vk, sk) <+ Gen(1™)

o (S.U):

— Blind,((ck,vk),m) = Com(m;r)
— Sign!, (info, ¢) = Signgy(info, c)
— Unblind,.((ck,vk),0) = (r,0)

° VerEck, k) ((info, m), (r,0)) = Very((info, Com.,(m;r)), o)

Figure 2.8: An abstract construction of a weakly blind Partially blind signature scheme

it to the (potentially malicious) signer S*. The only information that adversary gets (about the
unblinded version) is whether or not the unblinded signature is valid.

We will not include the formal definition of weak blinding, as the only different part from the
blinding experiment of Fig.2.7 is that in the step 5 the adversary A does not get 0g, o1 as input but
instead two bits 01, 02 indicating whether or not the unblinded signature is verified successfully.
The formal definition can be found in the original paper [6].

Of course, weak blinding (as its name points!) is weaker notion than blinding, but the above
protocol is a simple one proven secure in the standard model and easy to implement. Furthermore,

for the survey collection application weak blinding is sufficient as we will see in next chapters.

Theorem 2.17. If (Gen, Sign, Ver) is a secure signature scheme and (Gencop, Com, Verom)
a secure commitment scheme then the scheme of Fig. 2.8 is partially blind signature scheme (in

the sense of weak blinding).

Proof. Completeness is trivial.

Unforgeability: Assume that an adversary .4 makes fiyf signature queries (info,-) to S for a
specific info and manages to output linf, + 1 signature pairs {(info, m;), (r;, 0;)} and all m; are
different.

Blinding (/) Signing (S) Unblinding (&)
my  Com(my;ry) = ¢ | Sign(ci) = o1 (r1,01)
ma  Com(ma;re) = co | Sign(cg) = o9 (rg,09)
my  Com(myg;re) = c¢ | Sign(ce) = oy (r¢,00)

(Tes1,0041)

There two cases:

o Ifall outputted o; are different (thus all ¢; were different) then this means that the adversary
managed to forge a signature. This contradicts the Unforgeability of the secure signature

scheme.
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e If two outputted o; = o are the same then they came from the same ¢; = Com(m;;r;) =
Com(m],r;) = ¢, and still m; # m/ (from hypothesis). This means that the adversary

17"

managed to break the binding property of the commitment scheme.

By contradiction the scheme is unforgeable.

Weak blinding: Assume a malicious signer S*. In the weak blinding experiment S* chooses
two messages mg, m; (and a common info) and send them to the user ¢/, who blinds them (by
committing to them) and send them back and S* sign them (in blind) and send the signature to U4.

Finally, ¢/ sends a bit for each signature indicating whether or not the signature is valid.

So what the adversary has is two messages mg, m1, two commitments on them cp, ¢ and
two bits 0, 01_p and needs to find the value of bit b, i.e. whether ¢;, is a commitment of mg or m1.
And obviously two blind signatures oy, 01—y, which created herself.

First of all, it is easy to see that S* can simulate herself o, 01 _p:

op = Very,((info, my), (rp, 03)) = Very((info, Comey,(my; mp)), o) = Very,((info, ¢p), op)

vk, ¢y, op, are known to S* so we conclude that she can simulate o,. Thus according to the simula-
tion paradigm (which we are going to analyze in the next chapter) she does not gain any knowledge
by receiving op, 01 _p.

To conclude, what the adversary gains is ¢, ¢c1_p. If she can distinguish them then she can

break the hiding property of the commitment scheme. So weak blinding holds.
O]

2.7 Public Key Infrastructure

Public Key Cryptography brought great potential to encrypted communication. One can encrypt a
message with a Bob’s public key so that only Bob can decrypt it, with his corresponding private
key. So one has to create a public-private key pair and publish the public key. This, in contrast to
Private Key Cryptography, disengage the users from private key exchange.

The problem that arises is that the sender wants to be sure that the public key is truly linked
to the user. Public key infrastructure is an arrangement that resolves this problem. In that there is
a certificate authority (CA). CA is responsible for generating certificates for public keys, usually
by signing them with a digital signature. So a user, normally, communicates with CA to verify the
identity of a public key and afterwards encrypts a message with that public key.

Although PKI is simple, there are some difficulties in it. First of all, CA should be trusted
otherwise it is possible that the public key does not bind to the claimed identity. Secondly, it is
possible that the sender may not know how to obtain receiver’s public key. Furthermore, it is
obvious that the user-receiver should have already setup a public/secret key and register to the

PKI. We will discuss in section 2.9.2 an alternative to PKI the Identity-Based Encryption.
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2.8 Ring Signatures

We consider a scenario where a message can be authenticated by a group of people, but at the
same time the signer’s identity should remain hidden. Basically, the signature should only ensure
that someone from the group signed, while preserving anonymity. In this sense, group signatures
were introduced in 1991 [35]. Group signatures allow a predefined group of people to sign anony-
mously a message. However, they involve a trusted group manager, who can revoke any signer’s
anonymity and finally is responsible for setting up the group signature.

Ring Signatures came as a solution to the same problem as group signatures, but without in-
volving any trusted group manager, thus anonymity cannot be revoked. Anyone, without any setup
can form a group of people, called ring, in an ad-hoc manner and the group may, also, be expanded
at a later instant. Afterwards, any individual in the ring can sign a message anonymously. Further-
more, in group signatures it is difficult to change the group dynamically. Ring signatures settle this
as well. The assumption that we make is that every user is associated with a public information
(public key or id in id-based ring signatures).

The notion of ring signatures and the first construction came from Rivest, Shamir and Tauman
in 2001 [36]. A great number of variants have been proposed, consequently, some of which are
threshold ring signatures, linkable ring signatures, traceable ring signatures, verifiable ring signa-
tures and id-based ring signatures. We will look into linkable and traceable ring signatures as they
are the ones we find more relevant to Anonymous Questionnaires submission problem.

Concerning security of ring signatures, basically, we require Anonymity and Unforgeability.
The reader can find an in-depth study of security of ring signatures and various types of attacks in
[37].

The above scheme finds applications in various systems including e-Voting systems, e-Cash
systems and, recently, cryptocurrencies. For example, some cryptocurrencies allow a payment to
be made by a ring of people anonymously, so they utilize ring signatures. In later chapters we will

discuss their potential usefulness in Anonymous Survey Systems.

2.8.1 Rivest-Shamir-Tauman Ring Signature (RSA-based)

For a better grasp, we briefly present here the first ring signature construction[36], which is based

on RSA public key cryptosystem [38].

The core of the scheme is a family of functions called combining functions:

Definition 2.18. 4 combining function family Cy,,(y1, ..., yr), which take as input a key k, an
initialization value v and arbitrary values vy, ...y, € {0,1}°. It uses a Symmetric encryption
algorithm Ej, as a sub-procedure and produces an output z € {0,1}° s.t. it has the following

properties:

1. Permutation on each input: Fix n — 1 inputs to any values y;, i € [r| \ {s} and let the
s-th input be variable. Then for each s € [n] the function C (Y1, ..., Ys—1, s Ys-1, s Yr)

is one-to-one mapping from ys to z.



Chapter 2. Cryptographic background 73

2. Efficiently solvable for any single input: for each s € [r], given z and y; for all i # s it is
possible to find efficiently a ys s.t. Ci (Y1, ..., Yr) = 2

3. Infeasible to solve verification equation for all inputs without trapdoors: Given k,v, z
it is hard for a PPT adversary to find x1, ..., x, s.t. Cio(g1(z1), ..., gr(2r)) = 2z without

inverting any of gi..., gr
where g1..., g, are trapdoor one-way permutations.

We assume that each possible signer is associated with a public pk; via a PKI (public key
infrastructure). Let the corresponding secret key be sk;. The public key pk; implies a trapdoor
one-way permutation g; : {0,1}> — {0, 1}" and sk; is the trapdoor. The scheme apart from the
combining function, also, uses a Symmetric Encryption Algorithm E}, which is permutation over

{0,1}° and a random oracle h.

RST Ring Signature

Let a PKI with each user possessing a pair of secret-public key (sk;, pk;), a Symmetric En-
cryption permutation algorithm Ej, : {0,1}* — {0, 1}® and a random oracle h : {0, 1}* —
{0,1}. Also, a combining function Cy,, : ({0,1}*)" — {0, 1}®. The ring signature con-
sists of the algorithms:

e Ring — Signg, (m,pki, ..., pky) :

Compute the symmetric encryption key k = h(m, pki, ..., pky)

Choose initialization value randomly v < {0, 1}°

For all the other ring members i # s, pick random z; < {0, 1}” and compute
yi = gi(ws)
For the signer s (yourself), find the y, such that C, ,,(y1, ..., yr) = v

For the signer s (yourself), use the trapdoor to find x5 = g5 (ys)
Output: o = (pky, ...pkr, v, 1, ..., Ty)
o Ring — Verifypk,.. pk.(m,0):

— Compute y; = g;(x;), for each i € [r]
— Compute k = h(m, pki, ..., pk;)
— Check if Cf (Y1, ..., yr) = v

Output: 0 or 1 depending on whether or not the last equality holds.

Figure 2.9: Rivest-Shamir-Tauman Signature scheme
The trapdoor one way permutation that is used for message m = ¢;n; + r; is defined as:

gini + fi(ri) if (g + 1)n; < 2°
gi(m) =
m otherwise

which is basically an extension of RSA function f;(x) = z¢ (mod n;), but fixes the domain to b-

bits for all ring members. Each member has public key pk; = (n;, ;) as defined in RSA scheme.
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What remains now is to instantiate the combining function:

Cro(W1s s yr) = Ex(yr © Ex(yr—1 © Ex(yr—2 © Ex(... ® Ex(y1 ©v)...)))) = 2

V@O gD E D B2
I T I

Y1=01(X4) Yo=05(X5) Yr=0r(X;)

T T T

X4 X5 Xy

Figure 2.10: The combining function.

Figure 2.10 illustrates the combining function construction. Firstly, it is clear that the above is
permutation over {0, 1}? as g;, Ej, and XOR are permutations. Secondly, it is efficiently solvable
to find the y, given all the other y;, 2, k and v as one may run the evaluations from start forward
and from finish backwards (F} ! is easy to compute) to compute the missing ys. So properties
1 and 2 of combining functions hold. As for property 3, there is a tight reduction shown in the
original paper.

The consistency condition C}, (Y1, ..., ¥») = v leads to aring shape (see Fig. 2.11), which gave
the name of ring signature to the scheme. Many later schemes do not utilize a combining function
with a ring shape, nevertheless are still called ring signatures as they hold the same properties as the
above scheme. This is, also, the reason that instead of a group we call the set of users {pk1, ..., pk, }

a ring.

Eu
Ey ‘-—-___h@.f/
T

¥yi=g, (x5

Figure 2.11: The combining function, when setting the output value to be equal to the initialization
value.

Security of RST ring signature scheme

e Anonymity: To break anonymity an adversary would have to distinguish x, from all the
other x;. All x; but x4 are generated randomly and thus follow the same (uniform) distribu-

tion. Then y; are produced which they uniquely specify v, and in turn 25 = g; !(ys). So
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intuitively we get that x, is generated uniformly at random as a result of random choices of
all the other ;. The key fact is that C, ,(y1, ..., Ys—1, -, Ys+1, ---, Yr) 1S @ permutation over
{0,1}*. So x, is perfectly indistinguishable from any other z; and, thus, anonymity holds.

e Unforgeability: It clearly comes from the third property of the combining function and from

the hardness of trapdoor one way permutation inversion assumption.

2.9 Bilinear Maps

A subject that has gained tremendous attention from Cryptography researchers in the last two
decades is Bilinear Maps. Bilinear Maps are functions that take two points from two (different
or not) groups and associate it to a point of another group. A key property of this function is

bilinearity. In the literature, one can find them called, also, pairings or bilinear pairings.

Definition 2.19. Let Gy, Go and G be two cyclic groups of order q. Functione : G1 X Gg — Gp

is a bilinear map if it satisfies:
(1) (Bilinearity) for all g1 € G1, g2 € Gg and a,b < 7Z,

e(gf, 95) = e(gr, 92)™

(2) (Non-Degeneracy) If g1 generates G and gy generates G then
e(q1,92) generates G

(3) (Computability) e can be efficiently conmputed.

Non-degeneracy excludes trivial functions that map every tuple to the same point. An equiva-
lent expression would be e(g, g) # 1.

Only a few categories of groups have been found to have bilinear maps. The most common
constructions are based on Weil or Tate pairings. From cryptographic perspective, and in the
present work, we take bilinear maps as black-boxes. We only state that they apply in elliptic
curves. An extensive study on elliptic curves and bilinear maps constructions can be found in
[39]. Finally, G; and G2 can potentially be the same group and may (or may not) exist an efficient
homomorphism between them (they are isomorphic as they have the same order).

For Cryptographic applications the most important property is bilinearity. An impact of bi-
linearity is that decisional Diffie-Hellman in groups with efficient pairing is easy. Say we have
the tuple (g2, g°, %), where g € G, and we want to determine if ¢ = ab. If there exists a bi-
linear map ¢ : G x G — Gr then we try the equality e(g?, ¢°) Z e(g¢, g) if it holds then
e(g%, g%) = e(g9,9)® = e(g?,g) = e(g® g) so it is a Diffie-Hellman tuple otherwise it is not.
So in polynomial time we solve the DDH problem in G with probability 1. Actually, *breaking’
some elliptic curves was the one of the first applications of bilinear maps in Cryptography [40].

On the other hand, Computational Diffie-Hellman is still considered hard in group with bilinear
pairings. Actually, there are groups where Decisional Diffie-Hellman is easy and Computational
Diffie-Hellman is as hard as Discrete Logarithm [41]. These groups are called gap Diffie-Hellman

groups, regardless on whether or not they have an efficient Bilinear Map.
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2.9.1 Relevant Assumptions

Two problems related to groups with bilinear maps are (Decisional) Bilinear Diffie-Hellman Prob-
lem and n-(Decisional) Bilinear Diffie-Hellman Inversion. These are two problems that assumed

to be hard and are used to construct cryptographic schemes.

Bilinear Diffie-Hellman|[42] As stated in the previous section ’classic’ Decisional Diffie-Hellman
in groups with pairings is easy. So a new problem is defined that generalizes for three exponents.
Let G be group of prime order ¢ with a bilinear map e : G x G — G. It has a computational

and a decisional variant, exactly as ’classic’ Diffie-Hellman.
Definition 2.20 (CBDH). Given (g, g%, g%, ¢°) € G* compute (g, g)**°.

Definition 2.21 (DBDH). Given the tuples (g, 9%, g°, ¢¢, e(g, 9)**) and (g, g%, g°, g, r), where
9,9% g%, g° € G and r + G random element, distinguish which of them is a real BDH tuple.

We, also, present the definition of the above problems for asymmetric pairings, i.e. when G # Ga.

Let G, G be groups of prime order ¢ with a bilinear map e : G x G — Gr.

Definition 2.22 (CBDH for asymmetric bilinear groups). Given (g, g%, g% §, 9%, §*) € G3 x G3
compute e(g, §)*.

Definition 2.23 (DBDH for asymmetric bilinear groups). Given the tuples (g, g%, g%, 9, 4%, 3°, e(g, §)*°)
and (g,9%, 9% §,9% G, ), where y < Gr random element, distinguish which of them is a real
BDH tuple.

n-Bilinear Diffie-Hellman Inversion[43] Let G be group of prime order ¢ with a bilinear map
e:GxG— Gr.

Definition 2.24 (Computational n-BDHI). Given (g, g, gxz, o g") € G compute e(g, g)V/*

Definition 2.25 (Decisional n-BDHI). Given tuples (g, g%, g% ..., g*" . e(g, 9)/%) € G"! x Gy
and (g, g*, ng, s % 1) € G X G distinguish which is the one with an inversion.

Again we redefine for asymmetric bilinear maps: Let G, G be groups of prime order ¢ with a
bilinear map e : G x G — Gr.

Definition 2.26 (Computational n-BDHI for asymmetric bilinear groups). Given
(9:9%,9,6% 9%, ..., g"") € G* x G" T compute e(g, §)"/"

Definition 2.27 (Decisional n-BDHI for asymmetric bilinear groups). Given tuples
(97 91‘7 ga g&?) gx27 ceey gz"’ 6(97 .@)l/r) € G2 X G?‘H—l X GT and
(9,9%,9,9%, 9%, ..., ", r ) € G? x G x Gp distinguish which is the one with an

inversion.
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2.9.2 Applications in Cryptography

The first positive applications of bilinear maps in Cryptography, that gained much attention, are
one-round 3-party Diffie-Helman key exchange [42] and Boneh and Franklin’s identity-based En-
cryption [44].

Tripartile Diffie-Hellman key exchange in one round The idea is simple: we have three parties
that want to exchange a private key over a public channel. Say Alice, Bob and Carol. The problem
is a clear generalization of ’classic’ two-party Diffie-Hellman. Let e : G x G — G be a bilinear

map over group G of order q.

e Each Party picks randomly her secret:
Alice: a < Zq
Bob: b+ Z,
Carol: ¢ < Z,

e Alice, Bob and Carol broadcast g%, g°, ¢¢ respectively.

e Each party compute the final key e(g, g)**°
Alice: e(gb, g%)*
Bob: e(g?, g°)°
Carol: e(g?, g*)°

So the idea is that the bilinear map allows each party (even third parties) to ’solve’ Diffie-
Hellman (not actually solve, but find its corresponding point in G7). After that nobody can find
the key unless she has the secret exponent that is missing, exactly as in Diffie-Hellman.

From this application came the Bilinear Diffie-Hellman problem. It is clear that its hardness

ensures security to the above scheme.

Identity-based Encryption Identity-Based Encryption(IBE) was proposed by Shamir in 1984
[45] as an alternative to PKI (section 2.7). The idea is the public key is the identity string itself.
So if Alice wants to send an email to Bob "Bob@email.com” she will use that string to encrypt
it. Bob may have not yet setup a private key. Afterwards Bob communicates with Private Key
Generator (PKG) to get his private key and decrypt the message. Bob should authenticate himself
to PKG. PKG uses her master secret key to generate the corresponding private key and it is obvious
that should be trusted, because she knows all the private keys! Private Key Generator replaces the
Certificate Authority of PKI.

The problem was defined in 1984 and remained an open problem until 2001, when Boneh
and Franklin introduced an IBE scheme based on Bilinear Maps[44]. At the same time Cocks
introduced an IBE scheme based on quadratic residues [46]. We briefly present the Boneh-Franklin
IBE scheme.

Let G be a group of prime order g with generator g and bilinear map e : G x G — Gp. Let
hi: {0,1}* — G and hy : Gy — {0, 1}", where n is the length of plaintext messages, be two

hash functions.

e Setup: PKG picks randomly master-key s < Z, and g° is the public key of PKG.
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e Encrypt: If Alice wants to send a message m € {0,1}" toID (e.g. "Bob”) she picks 1 < Z,

and computes:
C= (grv m o hQ(g?D)) where gip = €(h1(ID), gs)

e Extract: PKG generates the private key of ID and send it to ID: d;p = hi(ID)".

e Decrypt: ID decrypts C' = (C1, Cy) with her private key d;p:

Decrypt((Cl, CQ),d[D) = CQ D hQ(@(d}D, C1))

Correctness:

Decrypt(Encrypt(ID,m), Extract(ID)) = (m @ ha(g7p)) ® he(e(drp,g"))
=m & hy(e(h1(ID),g°)") ® ha(e(h1(ID)*, g"))
=m & hy(e(h1(ID),9)*") & ha(e(h1(ID), 9)*")
=ma&0

=m

The above Encryption Scheme is secure against CCA-attacks and its security is based on

Bilinear-Diffie Hellman assumption.

Other applications The above schemes brought huge development in pairing based cryptog-
raphy in the last two decades. Especially, the Boneh-Franklin scheme, which was seminal as
it solved a problem which was open for years. So many variants of Identity based encryptions
schemes were developed based on bilinear maps like hierarchical IBE (HIBE). Furthermore, many
signature schemes like short, blind, aggregate, ring and unique Signatures are some applications
of pairings in Cryptography. Finally, even some new zero-knowledge proof systems use bilinear

maps.
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Chapter 3

Zero Knowledge Proofs

Zero Knowledge Proofs (ZK proofs) are one of the most important notions of cryptography with a
wide range of applications, introduced initially by Goldwasser, Michali and Rackoff[47]. A Zero
Knowledge Proof is a protocol that allows one party (the Prover) to convince another party (the
Verifier) of the validity of a statement, without revealing any information, other than the validity
itself.

3.1 Interactive Proof Systems

An Interactive Proof System is a protocol between two interactive Turing Machines[47, 48], whose
goal is to produce a valid proof of a statement. The first Turing machine represents the Prover (P)
and the second one the Verifier()).

An interactive Turing Machine(ITM) is a Turing Machine equipped with five tapes: a read-
only input tape, a work tape, a random tape, a read-only communication tape and a write-only

communication tape. The random tape contains an infinite sequence of random bits.

By (A, B)(z) we denote the random variable representing the (local) output of B when inter-
acting with machine A on common input x, when the random input to each machine is uniformly

and independently chosen[48].

Definition 3.1. 4 pair of Interactive Turing Machines (P, V) is called an interactive proof system
for a language L if'V is polynomial- time and there is a negligible function negl(-) such that the
following two conditions hold:

o Completeness: for every x € L there exists a witness w such that:

Pr[(P(w),V)(z) = 1] > 1 — negl(|z])

e Soundness: for every x ¢ L and every ITM P*:

Pri(P*,V)(x) = 1] < negl(|x|)

In case where P* is restricted to be PPT, (P, V) is called Interactive Argument System.
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3.2 Zero Knowledge Proof - Definitions

The above definition does not refer to any information leaked to the Verifier at all. So the next
step is to define an Interactive Proof System that, additionally, prevents any information leakage.

But before doing this, we have to define what is Zero Knowledge.

The Simulation Paradigm. Intuitively, an Interactive Proof System is Zero Knowledge (ZK)
if whatever a (possibly cheating) Verifier V* learns after the interaction with the Prover P can
be, also, learned without interacting with P. So we require that the output of an Interactive Proof
between a Prover and any Verifier cannot be distinguished from a simulated output, that did not
come from interaction. That implies that Zero Knowledge is equivalent to the existence of an
(efficient) Simulator S.

We give below definitions of zero-knowledge introduced by Goldreich and Oren [49] that takes

into account any prior knowledge that the Verifier may have (auxiliary input):

Definition 3.2. An Interactive Proof System (P, V) for a language L, with witness relation Ry,
is (auxiliary input) zero-knowledge if for every PPT interactive machine V* there exists a PPT
algorithm S (the Simulator) such that the following two ensembles are computationally indistin-

guishable:

o {{P(w),V*(auz))(2)}ser,auefo} for w € Ri(x)
b {S(wa auw)}xeL,auze{O,l}*

If these two ensembles are statistically close then (P, V) is statistical zero-knowledge.
If these two ensembles are identical then (P, V) is perfect zero-knowledge.

A slight detail in the above definition is that the Simulator depends on the Verifier. So dif-
ferently acting Verifiers may have different Simulators. The notion of a single Simulator for each
possible Verifier is a variant called black-box Simulation Zero Knowledge. The black-box Simu-

lator uses V* as a black-box to simulate the interaction with P:

Definition 3.3. An Interactive Proof System (P, V) for a language L, with witness relation Ry, is
black-box zero-knowledge if there exists a PPT algorithm S such that for every polynomial p(n)
and for every PPT interactive machine V* using p(n) random coins the following two ensembles

are computationally indistinguishable:
o {{P(w),V*(aux))(2)}rer,auefo1} for w € Ri(x)

o {SV* (:IZ, aum)}zeL,auxe{O,l}*

If these two ensembles are statistically close then (P, V) is black-box statistical zero-knowledge.
If these two ensembles are identical then (P, V) is black-box perfect zero-knowledge.

Both definition described let the verifier cheat. So a protocol has to be strong enough to pre-

vent attacks from malicious verifiers, who do not keep the protocol and their moves depend on
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the Prover’s moves. Another variant of zero-knowledge, though weaker, is honest-verifier zero-
knowledge (HVZK) [50]. In this setting, we require that the verifier executes the protocol faith-
fully. So Simulator uses a Verifier that sticks to the protocol, as a black-box, to produce a transcript
identically distributed to the one produced by conversation of P and V.

A result that makes zk Proofs significant for Cryptography is that every N P Language has a
zero knowledge proof NP C Z K. The result came from Goldreich, Micali and Wigderson [51]

and has brought many practical applications of zk Proofs.

3.3 Proofs of Knowledge

Until now we have talked about proving the validity of a statement. A stronger requirement would
be that someone, additionally, can prove possession of a witness for the statement. This notion
is formalized by the introduction of a machine called extractor £. E should be able to extract a
witness each time a malicious prover P*, who does not posses a witness, convinces V. This is
done by using P* as a black-box.

Proof of Knowledge first appeared as an idea in [47] and was extensively studied and defined
in [52].

Definition 3.4. An Interactive Proof System (P,V) for a language L is proof of knowledge if
there exists a PPT machine E and a negligible function negl(n) such that for every polynomial

p(n) and for every PPT interactive machine P* using p(n) random coins:
Pr[(P*(auzx),V)(z) = 1] < PrlE”" (z,auz) € Ry (z)] + negl(n)
Jor every x € {0, 1}* and every auxiliary input aux

We need to clarify that proof of knowledge does not imply zero-knowledge. In fact, these are
two independent notions. That, of course, does not prevent us from combining them to construct
a zero-knowledge proof of knowledge in one protocol.

Proofs of knowledge are very useful tools for authentication systems and anonymous creden-
tials. Thus, as we will see later, are suitable for applications like e-Voting Systems and Anonymous

Questionnaire Systems.

3.3.1 X-Protocols

>-Protocols are a well-studied class of Proofs of Knowledge. They are very important crypto-
graphic primitives as they constitute the base for more complex constructions of zero knowledge
proofs. The first >-Protocol was introduced by Schnorr in 1989 (Schnorr’s Protocol [26]) to prove
knowledge of a Discrete Logarithm.

Y-Protocols are called 3-round protocols (a, ¢, z), because they consist of three interactive
phases: commit phase, challenge phase and response phase. Commit (a) is generated from the
Prover and sends it to the Verifier. Then the Verifier generates uniformly at random the challenge
(c) and send it back to P. Finally, Prover computes the response (z) with respect to the statement
x and a, c and sends it to ). At the end, the proof that x € L is checked by V.
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Additionally, they hold two security properties: Special soundness and Honest Verifier Zero
Knowledge(HVZK) [48, 53].

Definition 3.5. A 3-round Interactive Proof System (P, V) for a language L, with witness relation
Ry, is special sound if there exists a PPT machine E such that given any two accepting transcripts

with the same commit value (a, ¢, z), (a, ¢, 2') for proving x € L can extract a witnessw € Ry (x):
E(a,c,z,¢,2") = w e Rp(x)

Special soundness implies proof of knowledge [54] with extraction error 1/|C|, where C is the

challenge space.
Theorem 3.6. Special Soundness = PoK

Definition 3.7. A4 protocol 11 is a X-Protocol for a language L if it is 3-round protocol (a,c, z),
where c is chosen uniformly at random from challenge space C, and it has Completeness, Special

Soundness and Honest Verifier Zero Knowledge.

Zero Knowledge. What if verifier V is not honest? That is the case of ’original’ zero knowl-
edge definition. The answer is that 3-Protocols cannot be proven zero knowledge and preserve
soundness at the same time. Actually Goldreich and Krawczyk showed that a language L has
3-round black-box zero knowledge interactive proof if and only if L € BPP [2].

The problem is the challenge space C. For large |C| we get negligible soundness error but no
ZK, whereas with large we get the opposite.

Theorem 3.8. If a X-Protocol 11 has challenge space of size |C| = poly(\) then 11 is ZK with
soundness 1/|C| (non-negligible)

A positive result is that we can construct an interactive proof that is black-box zero knowledge
(in the standard model) by adding a round at the beginning of the protocol. Firstly V commits
to a challenge ¢ and afterwards the >-Protocol is executed normally. So we get a 4-round zero
knowledge protocol (with negligible soundness error).

3.4 Non-interactive zero knowledge proofs

Until now we have been discussing interactive proof systems. That is, to create a proof both parties
have to participate and exchange messages. However, in most actual protocol constructions the
only contribution of verifier is to send a random string to the prover. So, intuitively, if both parties
had agreed to a common randomness from scratch, randomness provided by the verifier would not
be necessary anymore. This would enable a non-interactive proof formation. A proof could be
made only by the prover and sent directly to the verifier for check.

The above concept is called non-interactive zero knowledge proof (NIZK for short) and it has
been widely studied over the years, introduced by Blum,Feldman and Micali [55]. NIZK proofs
have many cryptographic applications (e.g. Digital Signature Schemes, Group Signatures, En-

cryption Schemes). Additionally, they are extremely useful tools for multiparty cryptographic
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constructions like electronic voting schemes, e-Cash systems and Anonymous Questionnaire Sys-
tems, as we will see in next chapters.

As we said, to construct a NIZK proof we need a source of randomness, which is also called
a shared object. Two are the most common shared objects for NIZK constructions: Random
Oracles (RO) and Common Reference Strings (CRS). As discussed in previous chapter a random
oracle can be used to generate the necessary random challenge of the protocol. Common Reference
String is a public random tape that is, also, used to obtain the challenge. The problem with the CRS
is that we consider a trusted third party to sample a distribution to set it.

(NDZK in RO model. In this work we will see NIZK constructions in the RO model. This
is why we emphasize in this model. NIZK in RO model was formally introduced by Bellare and
Rogaway in 1993 [15]. The difference lies in zero knowledge property. To define it, we use,
again, a simulator S, which is now allowed to program the random oracle. So S chooses the
answers of RO in order to simulate the proof. Subsequent Simulation models do not allow RO
programmability (Non-programmable random oracles), but we will not discuss them. Below we

give an informal definition of ZK proofs in Random oracle:

Definition 3.9. A4 protocol is (black-box) zero knowledge in the random oracle model if:
1) Completeness is satisfied for all random oracles RO.
2) Soundness is satisfied with probability over all random RO.

3) There exist a simulator S s.t.
{(RO, (PRO VRO and {SV"} are indistinguishable.

where S has the ability to watch P’s and V*’s RO queries and choose the answers (program
RO).

We note that completeness and soundness properties are no different than the ones in the stan-
dard model, except that parties have access to random oracle queries. That’s why we omit a more
formal definition.

The above definition applies both to interactive and non-interactive proofs. Similarly, we can
define non-interactive proofs of knowledge (NIZK-PoK) in the random oracle model.

3.4.1 Fiat-Shamir transformation

A seminal work of Fiat and Shamir is the so called Fiat-Shamir transformation (also called Fiat-
Shamir heuristic in the literature) [56] (1986). That is a technique that takes a >-protocol and
converts it to a NIZK PoK. Initially it was introduced to create Digital Signatures, but it is, also,
widely applied independently to remove interaction from proofs of knowledge.

So, assume we have a >-protocol with three rounds (a, ¢, z), where ¢ is the challenge, uniformly
chosen from the challenge space {0, 1}* by the (honest) verifier. Fiat-Shamir transformation is that
we let ¢ be chosen randomly from the random oracle: ¢ <— RO(a, x), where x is the statement to
be proven. Afterwards z is computed normally, according to the protocol but with the above c, see
Fig.3.1.
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1IZK
YJ-protocol N
®) ver (V) (P) ecrro (V)
a a
Fiat—Shamir Cc= RO(Q, l‘)
c+C _
c z
. (a,c,z)
c= RO(a, )

Ver(z, (a,c, 2)) =? Ver(z,(a,c, z)) =?

Figure 3.1: Fiat-Shamir transformation. From Y-protocol to NIZKPoK

Theorem 3.10. Assume 11 is a Y-protocol for language L with 3 rounds (a,c,z) with challenge
space {0,1Y and ¢ = w(log)\). RO : {0,1}* — {0,1}¢ is a random oracle. Then (x, (a,c, z)),
where ¢ = RO(a, x) is a Zero Knowledge Proof of Knowledge for x € L in the random oracle

model.

Proof. (Proof Sketch, we omit the details)

Completeness: it follows from the >:-protocol completeness.

1

Soundness: we know that the soundness error is 1/{0,1}¢| = 57>

of the X-protocol, which is negl(\) as £ = w(log)).
Zero-knowledge: Let HVSim be the honest-verifier simulator in the 3-protocol.

following the soundness error

The simulator after fiat-Shamir is:

Sim(z) : (a,c,z) < HVSim(x)
program RO(a,z) = ¢

We note that c is sampled uniformly, assuming that RO gives uniformly random outputs.

PoK: E gets (z, (a,c, z)) from P*.

Then reprograms RO to give a different ¢’: ¢/ + RO(a, z), rewinds P* back to where a was
generated and hopes to get a new 2’ on (a, ).

Possessing (a, ¢, z) and (a, ¢, 2’) allows E to extract a witness w, due to special soundness. [

We observe that simulator does not use rewind. On the contrary, extractor uses rewind and pro-
grammability of the random oracle. These are traits that we are going to discuss on next chapters,

that refer to concurrent executions of a protocol.
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3.5 Zero Knowledge Proof Composition - Concurrency

The original setting in which cryptographic protocols were investigated consisted of a single exe-
cution of the protocol at a time. In real world it is common to have many executions of the same
zero knowledge protocol with the same entities at the same time. This is a natural situation on
the Internet, on e-Voting and Anonymous Survey Systems or even in blockchain applications. For
example on e-Voting Systems we have an Election Authority who engages concurrently in zero
knowledge protocols as a Verifier.

This fact has motivated many researchers to study zero knowledge protocols in a variety of
composition operations. The main question was, at first, whether the zero knowledge condition is
preserved under these operations. This was (and is until today) studied in depth from the late 90s.
A few examples of work in literature are [49, 57, 58, 59, 60, 61, 62, 2, 63]. Another matter that
arose was to preserve the extraction property for Proofs of Knowledge [20, 64, 65, 66].

By composition of protocols we mean that honest parties stick to the protocol and act inde-
pendently in each execution. On the other hand, the adversary has the ability to choose her acts
adaptively according to what happened in other executions. So now the adversary has an advantage
compared to the single execution context.

In this chapter we give a first introduction to concurrency issues in zero knowledge, while it is
certainly a subject with much more depth. For further study we suggest the book of Alon Rosen
on concurrent zero knowledge [1] and the work of Rafael Pass on [64].

The main composition types involving only one protocol are 3: sequential, parallel and con-
current execution.

Sequential composition. The protocol is executed polynomially many times in sequence.
That is, one execution of the protocol starts after the termination of the previous. Goldreich and
Krawczyk proved in [2] that the original definition of zero knowledge that does not include auxil-
iary input is not sequential-zero knowledge. This is natural because Verifier gains information from
each execution which is not taken into account. On the other hand, auxiliary input zero-knowledge
proofs are proven to be closed under sequential composition [49].

Parallel composition. The protocol is executed polynomially many times in parallel. The
i-th message, thus, of each instance is sent at (approximately) the same time. Of course, each
protocol execution starts ad finishes at the same time. Parallel executions of the same protocol are,
sometimes, used to reduce the soundness error, when the single protocol has high (but bounded
away from 1) error, preserving the round-efficiency.

For years it was a common belief that zero knowledge is closed under parallel executions
(Parallel-Composition Conjecture). But in [2] there is a counter-example that shows that in gen-
eral, zero knowledge is not closed under parallel executions (see Fig.3.2). Of course, there are
zero knowledge protocols for N P languages that are parallel-zero knowledge assuming standard
cryptographic assumptions (e.g. [63]).

Concurrent composition. Concurrent zero knowledge is the more general and the most inter-
esting composition of three. In this model we have asynchronous communication. So the messages

at each protocol can be sent at any time. This model reflects more realistically what happens in
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Consider a party P holding a random (or rather pseudorandom) function f:
{0,1}*" — {0,1}", and willing to participate in the following protocol (with
respect to security parameter n). The other party, called A for adversary, is
supposed to send P a binary value v € {1,2} specifying which of the following
cases to execute:

For v =1: Party P uniformly selects o € {0,1}", and sends it to A, which
is supposed to reply with a pair of n-bit long strings, denoted (3, «). Party
P checks whether or not f(af#) = <. In case equality holds, P sends A
some secret information.

For v = 2: Party A is supposed to uniformly select & € {0,1}", and sends
it to P, which selects uniformly G € {0,1}", and replies with the pair
(B, f (aB)).

Observe that P's strategy is zero-knowledge (even w.r.t. auxiliary-inputs as
defined in Definition 3.3.1): Intuitively, if the adversary A chooses the case
¢ = 1, then it is infeasible for A to guess a passing pair (3, ) with respect to
the random & selected by FP. Thus, except with negligible probability (when it
may get secret information), A does not obtain anything from the interaction.
On the other hand, if the adversary A chooses the case v = 2, then it obtains
a pair that is indistinguishable from a uniformly selected pair of n-bit long
strings (because [ is selected uniformly by P, and for any o« the value f(a/d)
looks random to A).

In contrast, if the adversary A can conduct two concurrent” executions with P,
then it may learn the desired secret information: In one session, A sends v =1
while in the other it sends v = 2. Upon receiving FP’'s message, denoted a, in
the first session, A sends « as its own message in the second session, obtaining
a pair (3, f(e3)) from P’s execution of the second session. Now, A sends the
pair (3, f(a3)) to the first session of P, this pair passes the check, and so A
obtains the desired secret.

L
Dummy messages moy be added (in both cases) in order to make the abowe scheduoling fit the
per fectly paralle]l cuse.

Figure 3.2: A counter-example (from [1] based on [2]) to the parallel repetition conjecture for
zero-knowledge protocols.

real life scenarios, thus it is desirable in many applications, including Anonymous Survey Systems

as we will see in next Chapters.

3.5.1 Concurrent zero knowledge

It is clear that sequential and parallel executions models are special cases of this model, thence
concurrent zero knowledge is the most difficult to achieve. The first work that considered concur-
rency in the context of zero knowledge was published in 1998 by Dwork, Naor and Sahai [57].
In this paper it is marked why ’usual’ zero knowledge proofs do not contain zero-knowledgeness
under concurrent executions. The problem is that the adversary (controlling Verifiers) is able to

schedule the answers in a way that the (PPT) Simulator cannot work anymore. So according to the
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Simulation paradigm we discussed above absence of Simulator means gain of Knowledge for the
adversary.

On Fig.3.3 we present the scheduling that defaces the Simulator (from [57]). Consider a 4-
round zero knowledge protocol, with Simulator .S, that is put under concurrent executions and an
adversary V* that controls all verifiers. Naturally V* chooses the time to send her messages, so

she is able to schedule them as shown in Fig.3.3.

Suppose that the Simulator does not need to rewind during the first two rounds but it needs
rewinding after the third round. Simulating interaction with V), is straightforward, exactly as in a
single protocol. However, simulating interaction V,,_; requires rewinding back to round 1 of V,,_;.
So now S needs to simulate interaction with V,, again, because randomness of all the subsequent

sessions is modified! Say that R(n) is the number of rewinds in the case of n verifiers then:

R(n)=R(n—1)+1+R(n—1)=2R(n—-1)+1
with R(1) = 1

The above implies that R(n) = §2(2") which is no longer efficient. Therefore, we cannot
simulate the total interaction. That’s why zero knowledge is not preserved (in general) under

concurrent composition.

Vi Va V-1 Vn
P+——V
P—)Vl
P+——V
P— Vs
P+—Vn
P—)anl
Pe—Vp
P—Vy
P——Vn
P——>Vn
P+—Vn
P— V1
P+—Vs
P—)VQ
P+—WV
P—)Vl

Figure 3.3: Concurrent schedule by an Adversary controlling all V;

The approach by Dwor, Naor and Sahai [57] was to add timing constraints. With these con-

straints they achieved constant round concurrent zero knowledge, but this was not a pure asyn-
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chronous model. Many constructions have been achieved thereafter considering variants of timing
constraints (e.g. [54, 67, 63]. Yet, the most interesting setting is the unconstrained.

Fig.3.3 scheduling showed that the setback to simulate concurrent executions is rewinding. It
is trivial to construct a Simulator for concurrent composition if the original simulator (of the single
execution) does not use rewinds. These are called straight-line (or online) simulators. So a straght-
line simulatable proof is concurrent zero knowledge. This, as we will discuss later, makes it easy
to construct concurrent non-interactive zero knowledge proofs.

Intuitively, rewinding is the only advantage simulator has over the honest prover (in the stan-
dard model without considering CRS or random oracle existence). This points out that rewinding
is somehow inherent to black-box simulation. So impossibility results have come. Kilian, Petrank
and Rackoff showed impossibility for for 4-round concurrent zero knowledge proofs with black-
box simulation [58](for non-trivial languages outside BPP). Then Rosen showed impossibility
for 7-round protocols [60]. The final bound came from Canetti, Kilian, Petrank and Rosen [61]

logn

and is almost logarithmic, Q( Toglogn

) rounds. Their result is below:

Theorem 3.11. Let r : N — N be a function so that r(n) = o(lolgolgozn). Suppose that (P, V) is

an r(-)-round proof system for a language L (i.e. on input x, the number of messages exchanged

is at most r(|x|)), and that concurrent executions of P can be simulated in polynomial-time us-
ing black-box simulation. Then L € BPP. The theorem holds even if the proof system is only
computationally-sound (with negligible soundness error) and the simulation only computationally-

indistinguishable (from the actual executions).

The last interesting result that we are going to mention is that the above bound can be matched.
First concurrent zero knowledge argument construction for every was by Kilian, Petrank and Rack-
off [59] and required O (n°) rounds for every N P language. Then in 2002 Prabhakaran, Rosen and
Sahai showed the existence of Q(logn) round concurrent zero knowledge argements for all N P

languages under perfectly-hiding commitment schemes existence assumption [62].

Theorem 3.12. Assuming the existence of perfectly-hiding commitment schemes, there exists an

O(logn)-round black-box concurrent zero-knowledge proof system for every language L € N P.

We conclude that the round-complexity of black-box concurrent zero-knowledge is (:)(logn)

rounds.

3.6 Concurrent Knowledge Extraction

As stated above, in Proof of Knowledge protocols there is a witness extractor. However, in concur-
rent executions of a protocol with the same (possibly malicious) Prover P*, Extractor must extract
(polynomially) many witnesses simultaneously. Intuitively, similar problems to concurrent zero
knowledge can occur.

Indeed, similar scheduling can be made by the adversarial prover that can outplay an Extrac-
tor that uses rewinding. This, again, can lead to exponential number of rewinds (in the number
of executions). A notable fact that differs from zero knowledge is that even in NIZK Proofs of

Knowledge some Extractors still work by rewinding. For example Fiat-Shamir Proofs of Knowl-
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edge use rewinds to extract the witness. In this context, the rewinding problem was first mentioned

explicitly by Shoup and Gennaro [3], see Fig. 3.4

[Shoup-Gennaro] adversary

g
standard extractor

requires Q(2")
cxccutions

RO

choose
xri = xiler, .,

Cy, RO

]

Figure 3.4: Rewinding extractors fail in concurrent setting, as discussed in [3]. Figure from [4]

The solution to this problem was to construct Extractors that do not need rewinding, the Online
(or Straight-line) Extractors. Fischlin, presented in 2005 an alternative transformation to Fiat-
Shamir that takes a -protocol and converts it to online extractable NIZK PoK in the Random
Oracle model [68], which is now called Fischlin transformation. Another interesting construction
of online extractors, prior to Fischlin transformation, that we are going to see in later Chapters,
was introduced by Pass [20].

In both constructions the random oracle cannot be programmed by the Extractor, i.e. Extractor
cannot choose the answers to the oracle queries that both parties (prover and extractor) make. So,
malicious prover P* makes oracle queries and then Extractor £ makes oracle queries. The extractor
cannot rewind and cannot program the random oracle. The only advantage that is given to £ is that
it can inspect the random oracle queries that P* did. Restricting the extractor is the success key to

extract witnesses (in polynomial time) under concurrent executions.

Definition 3.13. A4 zero knowledge proof (P, V) is online extractable in the random oracle model

if there is a PPT extractor E such that for any (possibly malicious) prover P*:
Priz,z < P*;m+ (P*,V);w < E(view,Q) : Ver(n) = 1 A Rp(z,w) # 1] = negl(|z|)

where @ is the list of RO queries made by P* and view is the view of V.

The above is the formal definition of online extraction property in the random oracle model.
Basically it is same as extraction definition but £ has not black-box access to P*, which implies
no rewinding, and cannot program the RO. Furthermore, online extraction can , also, be defined in
the common reference string model but we do not deal with that.

Finally, we mention that recently (2017) Bernhard et al. [66] showed that every non-interactive

zero knowledge proof of knowledge in the random oracle model, with an adaptive adversary should
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have online extractor. That is, even the most clever rewinding extractor fails in the concurrent (and

adaptive) setting.

3.7 Man-in-the-middle-attacks (non-malleability/Simulation-

extractability/Simulation-soundness)

The classic definition of zero knowledge requires that an adversary does not learn anything rather
the validity of the statement: = € L. But what if an adversary first receives a proof of x € L
and then tries to prove £ € L, without having a witness? This scenario is called man-in-the-
middle attack (see Fig. 3.5). In this attack an adversary stands between the prover and the verifier,
receives the messages on their behalf and chooses adaptively the messages sent and the timing. So

she controls the interaction completely. An attack of this type is the "Mafia scam’ attack [69].

P x A z )%
s
—
%
—_—
%
e

Figure 3.5: Man-in-the-middle Adversary in interactive ZK proofs with an example scheduling.

Three security notion that are related to the man-in-the-middle attack are non-malleability [70,

71], simulation-extractability [72] and simulation-soundness [71].

Non-malleability. Intuitively, non-malleability in the context of interactive proof protocols is
not different from non-malleability in CCA-secure encryption context. We require that a proof for
a cannot be transformed to constitute a new proof for Z (except when z = ). Non-malleable zero
knowledge protocols were defined in the seminal work of Dolev, Dwork and Naor in 1991 [70].
The definition we give follows the formalization of [72].

So there are two executions, the real and the ideal. The real is the man-in-the-middle execution,
which lets the adversary A interact with the prover P and with the verifier V at the same time. The
ideal is a stand-alone execution with an adversary S as a prover, who can only interact with the
verifier V, see Fig. 3.6.

We require that the output of the Man-in-the-middle execution and the Stand-alone execution
are negligibly close (the outputs are random variables). The idea behind this is that being a man-
in-the-middle does not make any (noticeable) difference than just being a prover.

Let mimé(x, w, z) be the random variable describing the output of  in the above man-in-the-
middle experiment. In case of x = Z, mims; (z, w, 2) is defined L.

Let sta\‘%(w, Z, z) be the random variable describing the output of V in the above stand-alone ex-

periment
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Man-in-the-middle execution

P(z,w) Az, aux) V()

el z€EL

Stand-alone execution

S(z, Z, auz) V(z)

Figure 3.6: Man in the middle execution and stand-alone execution.

Definition 3.14. An interactive proof (P, V) for a language L is said to be non-malleable if for
every PPT man-in-the-middle adversary A, there exists a PPT stand-alone prover S such that for
every (z,w) € L x Rr(z), every & € {0,1}*! 5o that x # & and every z € {0,1}*:

Primims}(z,w, 2) = 1] < Pr[sta5,(z, %, z) = 1] + negl(|z|)

The above does not include zero knowledges as a property. Of course, if the non-malleable

interactive proof is additionally zero knowledge then it is a non-malleable zero knowledge proof.

Definition 3.15. A family {P,V} of interactive proofs is said to be non-malleable zero knowledge

if it is both non-malleable and zero knowledge.

Simulation-Soundness. Sahai took the man-in-the-middle scenario one step further and con-
sidered a new notion called simulation-soundness [71]. In this we consider that an adversary .4 can
receive many (polynomially bounded) simulated proofs for statements of her choice (left interac-
tion) and afterwards try to deceive an honest verifier ) with a false proof (right interaction). A key
detail is that some of the simulated proofs may be for false statements x ¢ L. So, for simulation-
soundness, we require that any PPT adversary, even after seeing polynomially many simulated
proofs (possibly on false statements), cannot prove something invalid to the verifier (except with
negligible probability).

Following [73] we give below the formal definition of simulation-soundness.

Definition 3.16. Let II = (P, V,S = (51, S2) be an unbounded NIZK proof system for a lan-
guage L. We say that 11 is simulation-sound if for all non-uniform probabilistic polynomial-time

adversaries A, we have that:
SIMSOUND — Expt 4 1(n) = negl(n)

where SIMSOUND — Expt 4 11(n) is the following experiment:
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SIMSOUND — Expt 4 1(n)
o (X,7) « S1(1F)
o (z,p) & ARLIT(T)
Let Q) be list of proofs given by Sy above

1 ifp¢Q andx ¢ LandV(x,p,X) =1

0 otherwise

output =

Simulation-Extractability. Another way to deal with man-in-the-middle attack on an in-
teractive proof system (with zero knowledge or without) is a security variant called simulation-
extractability, introduced by Pass and Rosen [72]. Loosely speaking, the demand of this notion is
that both left and right interactions of A can be simulated by a PPT machine, while outputting a
witness for the statement & proved by A in the right interaction. Informally, we can imagine that
simulation-extractability requires one simulation(for left interaction), one simulation (for right in-
teraction) and one extraction (of witness for right interaction).

The definition of simulation-extractability as introduced in [72] is given below. Though, we

have excluded the tag for simplicity, so the definition is not about tag-based proofs.

Definition 3.17. A family {P,V} of interactive proofs is said to be simulation-extractable if for
any man-in-the-middle adversary A, there exists a PPT machine (SIM, EXT) such that:

1) The ensembles {SIM (z,auz)}y qua and {view4(z, auz)} 4 que are statistically close.

2) Let T be the right hand side statement appearing in SIM (x,aux). If the right hand side
interaction is accepting the output of EX T (x, z) consists of a witness w so that Ry (%, w) =
1.

Seemingly, simulation-extractability is the stronger notion of three presented above. In fact,
Pass and Rosen proved formally that: SIM — EXT ZK = NMZK PoK [72]. Further-
more, it is not difficult to see that, given the above definition of simulation-soundness, simulation-
extractability is equivalent to simulation-sound proofs of knowledge. To conclude, as we will
discuss later, in real life protocols, where the adversary is given many capabilities, such as Anony-
mous Survey Systems, simulation-extractability is a highly desirable property.
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Chapter 4

Anonymous Survey Collection

A general solution to the anonymous survey problem described in the introduction (see section 1.2)
is introduced by Hohenberger, Myers, Pass and shelat in [6]. In this work they define the notion of
Ad-hoc Survey scheme, which is a new cryptographic protocol. The formal definition comes with
the related security requirements.

Intuitively, an Ad-hoc Survey scheme is a protocol allowing anyone to select an Ad-hoc group
of individuals to collect feedback from. So an initiator creates a survey and selects a group of
individuals to answer it. We say ad-hoc because anyone can create a list of individuals non-
interactively (i.e. without asking the individuals) knowing only their identities (e.g. mail address
or name). Additionally, this list can grow dynamically, meaning that extra identities can be added
at any time. We note, though, that the creation is ad-hoc given that a user has registered in the
system, but only once in her life, as we will see later.

Of course, what we want to be achieved cryptographically is Authenticity and Anonymity.
Authenticity means that only users in the ad-hoc group can participate in survey submission and
that they can only submit their answers once. Anonymity means that nobody can relate a survey

answer to an identity.

4.1 Ad-hoc Surveys

Ad-hoc Survey Scheme is a protocol involving three types of entities:

e A unique registration Authority(RA).
e Survey Authorities(SA).

e Users characterized by an id each.

Formally an ad-hoc Survey Scheme I' is a tuple of seven PPT algorithms and PPT interactive

protocols:
(GenRA, RegUserRA, RegUser”, GenSurvey, Authorized, SubmitSurvey, Check)
e GenRA(1™): outputs a pair of keys vkra, skra
vkpa 1s made public, sk 4 is private key of RA.

e RegU serRA(sk RA,VkRA,id): interactive PPT which outputs accept or fail.
It is executed by the RA and interacts with an id, to register it. If the interactive protocol

succeeded it outputs accept otherwise fail.
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RegUser (1", vkpa, id): interactive PPT which outputs cred;q or fail.
It is executed by an id and interacts with the RA. In case id has not registered before it outputs

an unlinkable master credential cred;q, which is kept private by id. Otherwise outputs fail.

GenSurvey(1™, vid, L): outputs vk,;q.

It is executed by an SA. vid is a unique public identifier of the survey chosen by SA. L is
the (initial) list of identities participating in the ad-hoc group of the Survey.

vkyiq 1s the survey public-key.

Authorized(vid, vky;q, id) outputs accept or fail.
It can be executed by anyone to check if id is authorized to participate in the survey vid.

SubmitSurvey (1™, vid, vky;q, m, cred;q): outputs Sub = (tok, m, tokauth).

Executed by the user id. For a specific survey vid (with parameters vk,;;), with the unique
master credential cred;; and an answer m to be submitted unique one-time token tok and
tokauth are created.

One-time token tok carries no link to the id and is unique with respect vid.

tokauth, as will see later, is an authenticator for correctness of submission.

Check(vkra, vid, vky;q, Sub): outputs accept or fail.

Checks whether or not the submission Sub is correct. It can be executed by anyone.

Security requirements. The scheme described above need to satisfy three properties: Cor-

rectness, Anonymity (or Unlinkability) and Authenticity.

For Anonymity we assume that:

1. RA, many SAs and many corrupted users collude and are controlled by the adversary.
2. Adversary has identified the user in past surveys (of her choice).

3. Adversary will identify the user in future surveys (of her choice).

and yet adversary cannot identify the user in the current survey.

We observe that the definition mirrors the one of CCA-secure encryption and is formally de-

fined with an indistinguishability game between a challenger and an adversary.

For Authenticity we assume that:

1. Many SAs and many corrupted users collude and are controlled by the adversary.

2. Adversary can ask from any (honest) user id survey submission with content m of her choice

and for any survey. If the user is not registered then she is forced to register with the RA.

Adversary chooses a survey vid and her goal is to submit more answers than the number of the

participant corrupted users. There are two ways to succeed in her attack either a corrupted user

submits two different answers successfully or she passes a survey submission with an id that is not

authenticated.
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Figure 4.1: Authenticity Experiment for ad-hoc survey scheme.

So the security requirement is that any adversary fails in the above experiment (described in
Fig. 4.1).
Finally, an Ad-hoc Survey scheme is correct if considering all parties honest (follow the protocol)

these happen with overwhelming probability:

1. Every user register successfully, interacting with the RA i.e.
out[RegUser (skpa, vkga,id) <+ RegUser (1™, vkra,id)] # fail

2. For every survey initiation all users intended to be in the list are successfully included:
Authorized(vid, vky;q, id) # fail for every id € L

3. Every user id, who submits answer is successfully verified:
Check(vkra, vid, vkyiq, Sub) # fail
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4. All tokens are unique, i.e. the below is not possible:
there exist id, id" € L s.t. Sub;q = (tok, m,tokauth) and Sub;y = (tok,m’, auth’) have

the same tok.

In conclusion, an ad-hoc survey scheme is a general cryptographic primitive introduced in [6].
In the next chapter we are going to talk about a concrete instantiation, called Anonize, based on
known cryptographic tools that we saw in introductory chapters and general cryptographic assump-

tions.

4.2 Anonize - a concrete ad-hoc scheme

We can, roughly, categorize the ad-hoc survey scheme algorithms into three phases: User registra-
tion, Survey Creation and Survey Submission, that correspond to what happens in reality. In the
original paper, Hohenberger et al. constructed an ad-hoc scheme using the below cryptographic

primitives:

e A Commitment Scheme (Gencom, Com, Open)

A Digital Signature Scheme (Gen, Sign, Ver)

A Partially Blind Signature Scheme (Gen’, Blind', Sign’, Unblind', Ver’)

A family of Pseudorandom functions { fs}

An online simulation-extractable NIZK in the RO model (P, V, RO).

The Partially blind signature is constructed as shown in section 2.6.3, using a commitment
scheme and a digital signature scheme. So, the commitment scheme is only used in the protocol

to construct the partially blind signature scheme.

Registration Phase

1. GenRA(1™): RA uses Gen'(1™) to create a pair of partially blind signature keys: (vkga, skra)

2,3. (RegUserf (skpa,vkra,id), RegUser (1", vkga,id)) :
id generates a random seed s «— {0, 1}", blinds it (using C'om of commitment scheme) and
sends it to the RA.
Afterwards the RA signs it along with the id and send the signature to the user id.
Then id unblinds it and gets her credential (s, Sign(id, s)), which is going to use to submit

a Survey answer.

Survey Creation Phase
Anyone who wishes to initiate a Survey becomes Survey authority.
SA chooses the participants (based on ids) and put them in a list L. It, also, generates a Survey

identifier vid.
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4. GenSurvey(1",vid, L): SA generates a pair of signature keys (vkga, sksa) and with the
latter puts a signature for each id € L on (vid, id).
The (public) output is the list of signatures I = {(id, Signs , (vid, id)) }iaer, = { (id, afjd) YidelL
and the verification key vkga.

The output is summarized in vk,;q = (vkga, f/)

Survey Submission Phase

5. Authorized(vid, vky;q,id): user id checks if she is in the signed list L and if the signature

is valid i.e. Verypg , (vid, id), o%id) = 1.

6. SubmitSurvey(1™, vid, vky;q, m, cred;q): if authorized outputted 1 then id does the below:

— Computes the unique token tok = fs, (vid), where fs,, is a pseudorandom function

with random seed the s;4 signed (in blind) from RA in the registration phase.

— Forms a tag-based oSE NIZK 7 with tag tok||vid||m proving that the token was com-
puted fairly tok = f,,,(vid) and she has valid signatures on (id, s;q) and (vid, id)
from RA and SA respectively.

— Finally, outputs Sub = (tok, m, ) and sends it to the SA.

7. Check(vkra, vid, vkyiq, Sub): SA receives submission Sub and accepts if the proof 7 is
verified, with respect to the tag tok||vid||m.

After Completion

Some auditing procedures can take place anytime and by anyone. Whoever wants can execute
Authorized(vid, vky;q, id) for id of her choice to see if see was in the list of participants. Fur-
thermore, depending on the policy of the survey, the results can be made public. If so, anyone
can execute C'heck(vkpa, vid, vky;q, Sub) for every answer submitted to check the validity of the
survey results. Finally, anyone can perform checks for possible double submissions by inspecting

tokens tok and see if the same token appears two (or more) times.

For real instantiation of Ad-hoc Surveys one needs to find specific primitives for pseudoran-
dom function, Digital Signature and Commitment Scheme so that they are “stitched together” to
construct the desired NIZK proof.

One possible instantiation of an Ad-hoc Survey scheme is Anonize. We note here, though, that
ad-hoc schemes are general primitives which have endless possible instantiations. Anonize uses

the below concrete cryptographic protocols:
The commitment scheme The commitment scheme is Pedersen, which was presented in section
2.5.1. Pedesren is information-theoretically hiding and is reduced to DLP problem. We repeat that

the commitment algorithm is:

Com(m;r) =g™h"
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User Registration

(skga, vkra) < GenRA(1™)

s {0,1)"
y = (id, Com(s)) P -

d 1]

x = Sign(id, Com(s)) = BlindSign(id, Blind(s)) J

o = Unblind(x) = Sign(s)

cred = (s,0) registers id

(RegUser®(skpy), RegUsert)

Create Survey

(skra,vkra) < Gen(1™) }
vid

. id, ol
. idy ol
id4 U%f
ids O'%g
idg ol

GenSurvey (1", vid, List)

Submit Survey

Authorized(vid, vkga, Table,id) £

tok = fs(vid)

oSE NIZK 7 with tag tok||vid||m that has:

i) valid o ii)valid o¥¢ iii)tok = f,(vid) .
Sub = (tok, m, ) k

v

‘ Anonymous network(TOR) ‘

SubmitSurvey (1", vid, vkry, Table, m, id, cred)
Check(vkpra,vid, tok, m,m) £

Figure 4.2: Anonize System

The Pseudorandom function Anonize utilizes Dodis-Yampolskiy Pseudorandom function [74].
It is described in Figure 4.3.
Dodis-Yamploskiy is a pseudorandom function family assuming hardness of Decisional n-

Bilinear Diffie-Hellman Inversion for asymmetric groups, defined in section 2.9.1.

The Digital Signature Scheme The digital signature scheme that is used in Anonize is the
Boneh-Boyen digital signature. That is a digital signature scheme that was implicitly defined in
[43]. Although, this work was focused on an Identity Based Encryption Scheme in the standard
model, the Signature scheme came as a result.

The initial scheme has selective unforgeability under the Decisional Bilinear Diffie Hellman as-
sumption. To achieve existential unforgeability a security reduction to DBDH was constructed but

gave the adversary subexponential power. So we conclude that Boneh-Boyen Signature Scheme
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Dodis-Yampolskiy
Let a bilinear map e : G; x G2 — G on groups of order ¢ and e(g1, g2) the

generator of Gr.
Let s € Z4 be the random seed.

Fy(m) = 6(91,92)#“ Vms.t. (m+s)#0

Figure 4.3: Dodis-Yamplolskiy Pseudorandom function

is existentially secure given that DBDH problem is still hard for adversaries with subexponential

power, which we call Subexponential DBDH assumption.

Boneh-Boyen

Letabilinear map e : Gy X Go — G on groups of order g and g1, g» generators
of G1, Go resp.

e Gen(1"): a+7Z; u,v,h+ G U=e(g1,92)"
sk=a vk=(u,v,h,U)
e Sign(sk,mo,m1):  w <+ Z,
or =g v™h)Y, oy =gy, o3 =g
output o = (01, 09, 03)

e Ver(vk,mg, mi,01,02):

? ?
e(o1,92) =U - e(u™v™ h,02) and e(o3,g92) = e(g1,02)

Figure 4.4: Boneh-Boyen Signature Scheme

The Partially Blind Signature Scheme As stated before we use the construction of section
2.6.3 that combines a commitment scheme and a signature scheme to construct the partially blind

signature scheme that satisfies weak blinding.
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Partially Blind Signature instantiation

Let a bilinear map ¢ : G; x Gy — G on groups of order ¢ and g1, go the
generator of G, Go resp.

e Gen'(1"): a<+Z; uw,v,h+ Gy U=¢e(g1,92)"
sk=a vk=(u,v,h,U)
e Blind',(vk, s): d + Z,
c = Com(d;s) = giv®
7 = PoK{(s,d) : v = g{v®} (0SE NIZK)

output (¢, )

e Sign'(sk, (m,c)): w <« Z,
o1 = gi(u"yh)", 02 =gy, o3 =gy
output o = (01, 02, 03)

e Unblind', (vk, (01,09,03)):  (01/0%,02)

e Ver',i((m,s),(01,02)): e(o1,92) “U- e(u™v®h, o2)

Figure 4.5: Partially blind signature scheme from Dodis-Yampolskiy pseudorandom function and
Boneh-Boyen Signature Scheme.

The Online Simulation-Extractable Non-Interactive Zero Knowledge Proof (0SE NIZK) We
present, now, a construction of oSE NIZK proofs which is used in Anonize. The construction is in-
troduced in [20]. It is presented in two steps: first a transformation is used to convert a 3-protocol
to an online-extractable (see definition 3.13 in section 3.6) X-protocol, which is called 2-protocol,

and afterwards Fiat-Shamir transformation is used to get the final protocol.

Definition 4.1. A protocol 11 is an Q-Protocol for a language L with witness-relation Ry (-) in the

random oracle model if it is a Y-protocol and additionally it is online extractable.

Step 1: We transform a given X-protocol to an {2-protocol.

The transformation uses a special commitment scheme called online Extractable commit-
ment scheme, introduced by Pass in [20]. That is, similar to oE ZK proofs, commitments
where the committed value can be extracted from a PPT extractor E.,,,, which only inspects
the random oracle queries the sender did and does not use rewind. It is easy to prove that
the Random oracle based commitments scheme presented in ch. 2.5.2 is online extractable.

Thus, it is the one used.

Definition 4.2 (online extractable commitments). 4 commitment scheme is online extractable

in RO model if there exists a PPT extractor E.., such that for each commitment c if the com-
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mitter C' succeds in decommiting to x then Eqpn, extracts x with overwhelming probability:
PT[Ecom(cv Q) = Jj] =1- negl(n)
where Q) is the list of oracle queries made by C.

At first, we have a X-protocol II = (a, ¢, z). We transform it to get II' by applying this: the
prover chooses uniformely at random two challenges ¢, c¢; and precomputes the correspond-
ing responses 2, z1. Then she commits to them vg = Com(zy), 1 = Com(z1) with an on-
line extractable commitment scheme and sends the pair of executions (a, co, 7o), (@, c1,71)-
The verifier choose at random a challenge bit b <— {0, 1} and sends it back to the prover. P
is now obligated to open the commitment indicated by the challenge bit v, (and send it to V)
and V can now verify that (a, ¢, ;) is valid. We observe that IT’ has special soundness but

as the challenge space is restricted to {0, 1} the soundness error is 1/2.

The above is the reason to construct the second protocol I1”, which is the fianl outputting
protocol of step 1. For IT” we use the common soundness-error reduction trick of parallel
repetitions. So the prover instead of sending one pair of executions, now sends ¢ pairs for
t different first moves a1, ..., a;. So now the soundness error is 27¢. Thus if we sett = n
we get a negligible soundness error. The procedure described is in Fig.4.6. The resulting

protocol IT” is the Q-protocol output of the first step.

Theorem 4.3. If'11 is a 3-protocol for language L and the commitment scheme is online

extractable then 11" is an Q-protocol for L in the random oracle model.

Proof sketch. (The complete proof can be found in [64])
Completeness and HVZK are inherent from II.

Special-Soundness: IT' is special sound as two repetitions with the same first move ({(a, co, Y0), (@, ¢1,71)},
and ({(a, co,0), (a,c1,71)},1, 21) give two instances (a, co, 29) and (a, ¢1, z1) of the ini-

tial protocol II. So from II’s special soundness we can extract a witness.

Finally, Special soundness of IT” comes directly from special soundness of IT'.

Online Extraction: We will show that IT' has an online extractor. Let E be the desired
online extractor of IT'. E can only access P*’s random oracle queries and view of V. Let Q

be the list of them. E gets the view of ) and retrieves

{(a,c0,%), (a,c1,71)}. Then uses the online extractor of the commitment scheme E.,,, (view, Q)
to extract the openings 2z and z1. So now from special soundness E canuse (a, ¢, 20), (a, c1, 21)
to extract the witness w.

In the same way we can construct an online extractor for I1” O

Step 2: In step 2 we take the Q-protocol IT” from step 1 and transform it to an online Simulation-
Extractable non-interactive zero-knowledge II. The final protocol after Fiat-Shamir trans-
formation is in Fig.4.7. Intuitively, the simulation-extractability comes from the online-

extraction property of II” and from the simulation capability coming HVZK property. The
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® I
a

cop,c1 < C
205 21
Y0 = Com(zp), 71 = Com(z1)

(a7607ﬂ/0)7(avcl 7’71)

V)

Ay ..., At
{cio cintien < C
{20, 2i1}iey
{vi0 = Com(zi0), i1 = Com(zi1) bie

b+« {0,1}
b
Open(vq)
@ 1" : t-repetitions @

{(ai,ci,0,7i,0) Yo (@isci175,1) Yaepy

b=(b1,...,b¢)

bi,...,bt + {0, 1}

Open(s, ),---,Open(e,)

Figure 4.6: Step 1, presented in substeps. A transformation IT = 11" .

non-interactive property comes, obviously, from Fiat-Shamir. We omit the formal defini-

tion, which is much more technical. The reader can find it in the original paper of Anonize

[6].

So the above abstract transformation leaves us only the responsibility to find a X-protocol
proving intended statements. Afterwards, by applying the above transformation we get an oSE

NIZK protocol, which has much stronger security properties. This facilitates us as it is often easier

to construct a X-protocol for a language L.

The language that concerns us for Anonize is:
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@ IT : Fiat-Shamir(IT") @

A1y ..., ¢

{eioscintierg < €

{zi,0, 2i1 biey

Yi0 = Com(zi0),7vi1 = Com(zi1)

{(ai,¢i,0,71,0) Yiepg 1 (@irci,1,70,1) Yiepy

b= RO({(a, ¢i0,7i,0) }iei 1(a; i1, vi1) Yiey tag)

b

Open(Ypy );---,Open(vp,)

Figure 4.7: The final protocol

(tok,vid,vkra,vksa) : 3 s,id, o, a;ﬁ'd s.t.
i) Ver'(vkgra, (id, s),0) =1
ii) Ver(vkga, (vid,id),o??) = 1
ii1) fs(vid) = tok

So the user id wants to prove that:

i) has a signature from the RA on (id, s;q): 0 = (01,02) = (g% (u!@v*ah)¥, g¥)

md

ii) has a signature from the SA on (vid, id): 0¥i? = (03,04) = (g% (uGvid hga)¥s4, gy*)

iii) The token is valid: tok = e(g, go)'/(siatm)

and of course that id, s;4, vid are the same in each case.

Hohenberger et al. instead of constructing a >-protocol with 6 witnesses s;d, id, o1, 02, 03, 04,
which is definitely a tough case, they use a trick to decrease the witnesses to 4 and thus the protocol
complication. They rerandomize the signatures and send the second piece of each (rerandomized)

signature:

Choose at random d;, d2 and compute:

& = (s1,82) = (01 - (W™ h) M), 09 - g5") = (¢" (u'lo*ith) T 0, gyt )

d
5t = (s9,51) = (073 - (uolahsa)™, 00 g52) = (g (uullahga) st gysate)

The user (the prover) sends to the SA (the verifier) so and s4 and now is left to prove that:
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(tok,vid, vkra,vksa, s2,84) : 3 8,1d, s1, s3 s.t.
i)e(g,g2)* - e(h, s2) = e(s1,92) - e(uidvsid, 59)7 1
ii)e(g, g2)? - e(ufthsa, sa) = e(ss, g2) - e(vyS, 54)~
iii)e(g, g2) - tok™V = toksid

/_
L= 1

where x, y are the secret keys of RA and SA resp.

We make some useful observation:

1. The signature scheme allows us to rerandomize the signature without spoiling its validity
(malleability).

2. A prover can provide a valid rerandomized signature only if she has an initial one.

3. Ifthe user was to give the initial signature she would betray her identity as the adversary has

access to the signatures of the RA and SA. That’s why rerandomization is needed.

So the statements to be proven are changed to make it more simple and make it much easier to

find a proper X-protocol:

®) V)

bl,bz — Zq and Jl, J2 +— G
Ey = e(J1,92) - e(uP 0?2, 59) 71
Ey = e(J2, 92) - G(U?A,&L)_l

E3 = tokb2
(E1,E2,E3)
Cc 4 Lqg
(&
zZ1 = bl +c-id
2o =ba 4 C- Siq
3 = Sf{ : J1
24 = 85 Jo

(21,22,23,24)

Verification

Ei -e(g,92)" - e(h, s2)° L e(z3, 92) - e(u™ v, 59) 71

E2 : e(Q?QQ)yC ’ e(ug},‘{}f% 52)0 = 6(247 92) : 6(’1)21,82) !
E3-e(g, go)¢ - tok—cvid L tok*

Figure 4.8: Y-protocol for L’



Chapter 4. Anonymous Survey Collection 105

The above is transformed into an oSE NIZK using the transformation described and we have
the protocol we need.

One would wonder why do we need such a strong protocol for an ad-hoc scheme. The answer
to this is that the protocol gives much freedom to its users. Everyone can initiate a Survey and
become a Survey Authority and even in many Surveys at the same time, while at the same time
play the role of a user in other surveys. And this can be made simultaneously! In fact, concurrent

scenarios are natural in this ad-hoc setting.

So a multi-services scheme is really convenient but comes with great security requirements.

Indeed, if we observe the security definitions we see that the adversary A is given much freedom:

e A can concurrently interact as a verifier with a user (prover) in many executions, by control-
ling many surveys in which the user is participant and the adversary is SA (Fig.4.9a). This

leads to concurrent ZK requirement.

e A can concurrently interact as a prover with an honest verifier in many executions. This can
be done if the adversary controls many users participating in the same Survey (Fig. 4.9b).
This leads to concurrent PoK requirement.

¢ A may receive some proofs as SA and then try to create an invalid proof and send it to a

Verifier (SA) as a user (Fig.4.9¢). This leads to simulation soundness requirement.

If we combine the second and the third attack we get online simulation-extractability require-

ment. Finally, concurrent ZK holds as the protocol is non-interactive.
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(a) Adversary in concurrent executions as V), tries to break ZK.

pP* 174

T

£ 2L

(b) Adversary in concurrent executions as P, tries to break extractability.
v

\ e b

e T

(¢) Adversary first receives proofs as V), and then tries to break soundness
as P.

Sim

=00 =

Sim(ym)

Figure 4.9: Possible attacks on the zero knowledge protocol
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4.3 Towards strenghtening Anonize: some remarks

In the section we present some observations on Anonize that in writer’s opinion could lead to real
life problems. So we present five types of scenarios that could motivate for security improvements

on the protocol.

4.3.1 Malicious RA-authenticity breaking

In the definition of authenticity of ad-hoc survey schemes the RA is considered honest (in contrast
to anonymity where can be malicious). So we observe that a malicious RA can collaborate with a
malicious user id, or even be the user, and sign many s;4. Afterwards, a user can cast as submissions
as the number of the signed s;4 she possesses.

This is possible, because the identity of the user is preserved and signature from RA and SA is
proven in zero knowledge. So nobody can check that the submission was made with the same SA
signature many times because it is conceived. On the other hand tok = f;,,(vid), which is visible
would be different for each (maliciously signed) s;4 and the malicious user would have many valid
tokens.

Although, the above scenario requires a very strong adversary, who controls the registration
authority, it still causes great damage to the reliability of the survey. That’s because the adversary
can cast as many answers as she wants and completely change the result.

In chapter 5 we will define alternative ad-hoc survey schemes in an effort to confront this type
of attack.

Malicious Submission
Honest Submission

Malicious RA signs a second credential to
user id in collusion with the user.
ZK proof of knowledge for:

ZK proof of knowledge for:

1. (id, s;q) valid (RA) signature

2. (vid,id) valid (SA) signature L. (id, 5j,) valid (RA) signature

3. tok = f.,(vid) valid 2. (vid, id) valid (SA) signature

3. tok = fu: (vid) valid

Figure 4.10: Double submission from id. Above are the statements.

4.3.2 Vote Buying (lack of receipt-freeness)

An important notion in (electronic and physical) Voting systems is receipt-freeness. That is a voter
should not posses any information that would help her prove how she voted. The vote itself should
hide any evidence that a malicious user can deploy. This prevents a voter from selling her vote to
a party. The notion was first introduced in the seminal work of Benaloh and Tuinstra [75] and was
subsequently studied and formalized [76, 77, 78]. Today, receipt-freeness is such significant that

an e-Voting system is not considered safe if it does not satisfy the notion. Our general concern for
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receipt-freeness, that applies in this situation too, came from prior works of Pagourtzis, Grontas,
Zacharakis and Zhang [7, 8, 9].

We state that Anonize does not have receipt-freeness.

e One clear receipt is dg, the randomness used to rerandomize the SA signature before sending

s4 to the verifier. The user provides the initial signature o4 and ds and claims that s4, = O’ZQ
for a Submission. Only the real sender of s4 (thus sender of the Submission) can provide ds.
Computing a dy requires solving a discrete logarithm. We note that o4 is in a public list and

54 1s part of the Submission-vote.

e Another receipt is s;q, the credential. By providing s;; one can verify that the token of a
submitted message is created by the id by checking that tok = f,,(vid). We state, though,
that this is an extreme case where the vote-seller would want deeply to sell her vote. That’s
because s;4 is master credential that would allow the buyer to identify the user id in all past
Surveys that has participated. For future Surveys it is not a problem as Anonize give user

the option to register again, if she claims credential loss.

e by, the random value in the commit phase of the 3-protocol is another receipt as computing
a by s.t. B3 = tok® is reduced to DLP. But this betrays s;4 so it is equivalent to providing
Sid
On the above we assumed that Submissions are either public or leaked to the vote-buyer. We note
that Submissions must be made public in applications where public verifiability is demanded. It is
safe to presume that in important Surveys (which are the only scenarios that motivate one to pay
for a Submission) public verifiability is necessary, thus Submissions are known to the malicious
vote-buyer.
One may wonder why would someone pay for Submissions in Surveys. The answer to this
is too subjective and is outside the scope of cryptography. Our view is that paying for opinion
submissions is not far from real life situations. Furthermore, there may be direct economic impacts

of Survey results.

Real life motivation One application of Anonize is in Brave Browser. Brave Browser is a new
browser that offers ad-blocking. But advertisements are important for Internet economy because
they are the main source of profit for most website providers. So Brave give user the option to
donate an amount and this amount is alloted fairly to providers based on the time that user spent
on their website. For example if a user spent 25% of browsing time to ”website.web”” and donates
103, ”website.web” is going to get 2.5$ (actually it would e a little lower as Brave company keeps
a fee).

However, users cannot outsource their history to Brave because then their privacy is violated
deeply. Soituses Anonize to get the feedback and users are anonymous. Furthermore, the history is
not solidly sent. Instead every donation is divided into micropayments and each day (or in specified
time intervals) a micropayment and a website preference are submitted via Anonize. And each
website has as much odds to be chosen as the time (in percentage) that the user spent to the website.
After many submissions the payments converge to the real percentages of preferences. We note

that payments themselves are anonymous too, as they are made through a cryptocurrency named
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Basic Attention Token (BAT). To summarize, donation payments in Brave need a cryptocurrency

for anonymous payments and Anonize for anonymous website preference submission (see fig.4.11)

donation in BAT A

100 BAT Google

Browsing History

Google 483 % 21.2 BAT

Anonize  189BAT . yugm
You® 189 %
1.6 BAT

11.6 %

Figure 4.11: The procedure of donations’ allocation in Brave.

We can see a motivation of vote-selling in the above use of Anonize. A user may collude with
a malicious website evil.web” to sell a vote to the latter. The vote-submission would always be
“evil.web”, so that always this website takes the amount. Afterwards, a user will take an agreed
percentage back. So, user and “evil.web” are both happy and the loser is the system Brave. We
state, though, that this scenario is not realistic in the current, because if one donates she will not
desire to take some of her money back, as donation itself is unselfish. So she will not be motivated
to sell her vote (although the provider is still motivated to buy one!).

Receipt-freeness is not yet, in our opinion, necessary in above. But it would be if payments
were compulsory, for instance in a pro version. Furthermore, the described setting is only a motiva-
tion. Independently, receipt-freeness is a property that is desired in a large-scale Survey submission

system.

4.3.3 A side-channel timing attack

This attack was found in practice and may be dealt with easily by cautious users of Anonize. After
using Anonize to initiate a Survey we noticed that the Survey Initiator notifies users about survey’s
creation via e-mail. Actually, SA chooses which users she wants to inform and even not send e-
mail to anyone. So if the survey authority is malicious and the user incautious it is possible that
only one user is informed, although many users are included formally with signatures. This means
that seemingly many users are authorized, but only one answer is expected at the time from the
SA. And the submission leaves the message as plaintext, so the anonymity is broken. After one
user is trapped and accomplishes a submission the process can go on to another user.

We mention again that this entail a user that trusts some private method of communication to
be informed like a private e-mail with a single receiver or an oral notification for the existence of

the Survey.



110 Chapter 4. Anonymous Survey Collection

4.3.4 Participants list is public

An issue that Anonize does not resolve is that participant identities of a survey must be public.
Otherwise, one cannot check if she is authorized. The problem is that in the list the identities
are as plaintexts so anyone can see who are authorized to complete a survey. In some real life
situations, it would be really uncomfortable for a user to be publicly seen in a Survey participants’
list and in some others it would actually be considered serious privacy breaking. One example is
medical Surveys, where participants are often patients. This weakness of Anonize is observed by
the original authors in the introductory paper [6].

4.3.5 Answers are submitted as plaitexts

This can lead, in some cases, to deanonymization of the user. In fact, answers are themselves linked
to user’s identity in some Survey. For example if a Survey asks users their age, this is something
that can lead to straight deanonymization.

This, in our opinion, is more or less unavoidable. That’s because survey collector, who con-
ducts the research wants to process them in the end to deduce statistical values. In the current
state of cryptography, there are statistical queries on ciphertexts that would be really difficult to be
done. On the other hand, processing ciphertexts or applying a function to ciphertexts are two prob-
lems that are interesting on their own. In fact, homomorphic encryption and functional encryption
are two fields, independent from anonymous questionnaires and e-voting, that are of great interest
today and deal with these kinds of problems.
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Chapter 5

Alternative ad-hoc survey scheme constructions

5.1 Traceable Ring Signatures

Traceable Ring Signatures are extensions of ’plain’ Ring Signatures. In this concept a member of
a group, namely ring, signs anonymously a message with respect to a tag and the ring, exactly as
in ring signatures. The distinction is that for a particular pair of tag and ring each signer can sign
only once. Signing twice will cause to deanonymization, namely traceability, except if a signer

signs twice the same message where we have linkability but without anonymity revocation.

So, we can view traceable ring signatures as a scheme that restricts anonymity of ’classic’ ring
signatures in a fruitful way. The first signature of a signer remains unlinkable, while the second
(and any upcoming) is traced (or linked). This restriction suits perfectly the needs of Anonymous
Surveys, but others schemes’ as well like e-Voting or e-Cash. That’s because double signatures
(double submission, double vote or double spending respectively) are failures in these systems. We
note that a signature is traceable strictly in the context of a certain event (for example a Survey),
represented by a tag value, and a ring, represented by a list of public keys pk,,) = {pki, ..., pkn}.
That’s very convenient as it allows a user with a certain public key participate in many events and

rings.

The notion of traceable ring signatures was introduced by Fujisaki and Suzuki in 2007[11].
The signature is based on a 2-OR protocol that proves that the signer belongs to the ring and the
Fiat-Shamir heuristic to make it NIZK. So the ring signature part is roughly accomplished with
the 1-out-of-n participation NIZK. The traceability is accomplished by forcing the i-th part of a
signature o = (o071, ..., 0p,) be the same if the signature comes from the same user ¢ (of course if
the tag and the ring are the same). Actually, o; = h** depends only from the secret key sk; of
the user. So, same o; traces two signatures. This alone would make it easy for a malicious ring
member to forge a signature and entrap the user ¢ by simply copying o; in the i-th position inject
her o; = h**i and proving membership with her real sk;. On account of this, all 0, j € [n]
depend from o; and (L, m), thus an adversary j cannot inject her o; = h#*i to the signature and

has to prove membership with sk;, which of course does not posses.

We use the notation Xp,,) = { X1, ..., Xy }.
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Traceable Ring Signature

Let G be a multiplicative group of prime order ¢ with generator ¢ € G and H : {0,1}* — G, H' :
{0,1}* — G, H" : {0,1}* — Z, three random oracles. Let L = (tag, pkp,))

e Gen(1™) : is executed from player i.
Pick a secret key sk; < Z, randomly and compute the public key pk; = g*'.
We assume a PKI and that ¢ registers her public key pk;.

o Signgk, (L, m): is executed from player .
1. Compute h = H(L) and o; = h**i

1/i :
2. Compute Ag = H'(L,m), A} = (Z—;) and for each j # i compute o; = AgA7.

i-1 iz2 isn o on
T = (01, ey o) = (Ag BFT, AGT RRT L poke AT Rk
3. For the Language £ = {(L, h, {01, ...,0,})|3sk; s.t. pk; = g** and o; = h*¥i} Compute a
NIZK:

— Pick randomly w;, {c;, z;}j; < Z4 and compute the commit:
a; = gV, a; = gipk;’ forall j # i
bi = hi,b; = h¥%o;’ forall j # i
— Compute the challenge:
Cc = H//(L, Ao, Al, a[n], b[n])
ci=c— ), ¢ (modq)
— Compute the response:
Z; = Wy — cisk‘i

Output the proof 7 = {c},}, 2} = {(c1, -, ¢n), (21, 1, 20) }
output: The signature is 0 = (A1, 7) = (A1, ¢pp), 2n))
o Verifyr(m,o):
1. Compute h = H(L), Ao = H'(L,m), 0j = AOA{ for each i € [n]
2. Compute a; = g*pk;* and b; = h*o;" for each i € [n]
3. Check if H"(L, Ao, A1, ap), b)) = Y1y ¢i (mod q)
output: 1 if the last equation holds or 0 otherwise.
e Tracer(m,o,m',0'): where o = (A1, cp), 7)) and o’ = (A’l,cfn}, an])
1. Compute h = H(L), Ao = H'(L,m), 0 = Ag A7 for each i € [n]
and Ay = H'(L,m’), 0 = Ay AY for each i € [n]

2. Compare o; and o} for each i € [n]

pk; if o; = o} and 0 # o forall j # i (1 exactly equal)
output = { linked if o; = o forall i € [n] (n exactly equal)
indep otherwise (0 OR 2 < equal < n-1)

Figure 5.1: Fujisaki-Suzuki Traceable Ring Signature

We must clarify that when two signatures are indep’ the regular condition is that all o; # 0.
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If two o; are equal 0; = 0} and 0; = O';- then:

01 = 0} = Ao A} = Ay(AY)' = AJAT = (A (A})"
0j =0} = AoA] = Ay(A) = ApAY = (Ag)'(4))Y

If we divide the equations we get: A} ™" = (A})/~" = Ag = A = H'(L,m) = H'(L,m/)
So we conclude that there must occur a collision in the random oracle H’, which, of course, happens

with negligible probability.

Security Properties Originally, in ring signature schemes we expect Anonymity and Unforge-
ability to hold. Of course, these properties should, also, be present in traceable ring signatures.
Furthermore, we require tag-linkability, which means that no adversary can bypass the traceability
for two signatures, even if she controls every user in the ring. That is, she cannot pass two signa-
tures with the same sk without being noticed (traced or linked). Another, security notion which is
not so obvious is called exculpability. This states that an adversary cannot entrap a user by passing
two signatures that trace her. This would exclude a user from the event, thus it is something that

requires caution.

We present the formal definitions below: Of course we need the above experiments to happen

with negligible probability.

Tag-Linkability Experiment

L (L, {(m®, o), ... (m+D), o +0)})  A1m)
Adversary controls all the users of the ring, creates all the public and secret keys and

the ring of n users pky,,) = {pk1, ..., pkn}
2. output 1 if:

o Verifyr,(m®,oc)) =1foralli € [n+ 1]

e Tracer(m®, 0@ mU) o)) = indep foralli,j € [n+ 1] and i # j
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Anonymity Experiment

1. (pko, sko), (pk1, sk1) < Gen(1™).
2. b+ {0,1} is chosen randomly
3. The adversary A has oracle access to

e Signgy, oracle : only with one message for each L
o Signgk,, Signsk, oracles for each L.

e Cannot query Signsk, (L, m) and Signgy, (L, m) or Signgy, (L, m) for the same
L.

e Each query has the restriction that L that contains both pkg and pk;

4. b « AS19Msky S19NskgSTgNsky (pko, pk1)

output 1 if: b =¥V’

Exculpability Experiment

1. pk + A(1™): Atargets a pk that is stored to the PKI and (pk, sk) has been generated
by Gen(1™).

2. The adversary .A has oracle access to Signgy on any (L, m) as long as L contains pk.
3. (L,m,0),(L,m, o) < A9k (pk)

output 1 if:
e Verifyr(m,o) =1and Verify,(m',o') = 1.

e At most one of (m, o), (m’,o’) is linked with a query answer. This means that A

forged at least one.

e Tracer(m,o,m’ o) = pk

Of course we need the above experiments to happen with negligible probability, except for the
Anonymity Experiment which we want to happen with probability negligibly close to 1/2.

We briefly explain the intuition behind the proof of security for these properties in the above
traceable ring signature scheme. For simplicity we don’t include the formal proofs, though one
can find them in the original paper [11]:

e Tag-Linkability: Say an adversary manages to pass an untraced new signature (L, m ) g(n+1) )
(other than the n first). Say
TraceL(m(i), o ptl) a(”+1)) = indep
Then either A cheated by finding two alii) = a,(ﬁnﬂ) and al(i) = al(n+1). But this is negli-
gibly rare, as stated in the previous page. Or a,(:) =+ U,inﬂ) for all k € [n] and cheated in
the NIZK : O'Z(R—H) # h*ki for every i € [n]. That is without an sk; achieved in producing a

NIZK, which again happens with negligible probability.
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e Anonymity: Anonymity reduces to Decisional Diffie-Hellman problem. We give the intu-
ition behind the reduction. Let a tuple (g, ¢1,u,T) = (g, 9%, g¥,T) that we want to find if
is or not DDH tuple. In the Anonymity experiment do these:

flip a coin and set b its value

Set pky, = g¥, pk1p=g¥-g' = g¢¥"" (¢ random)

For each H query answer h = H(L) = g ¢}? = g™ +o"2

For Signgy, set oy, = u™T"

For Signgsg, _, set o1_p = uT"2h}

Simulate the NIZK proofs

If DDH tuple then: T' = ¢*¥ and
op = gV g2 = gy(r1+yrz) — pY
o1y = gV gmT2 Rt = gy(r1+ym)ht — pytt

So they are valid signatures for sk, = y and sk;_p = y + ¢.

If the tuple is not DDH then the signature is random

So if an adversary can break the Anonymity she will distinguish the first (valid) signature
from the second and we can exploit it to break the Decisional Diffie-Hellman.

o Exculpability: For exculpability we distinguish two cases: either the adversary uses a signa-
ture she got from the oracle and forges the second one or she forges both signatures. And in
case 1 we have two subcases. Either A used the same witness sk; with the target or different

sky..

We state again that the forged signature (with overwhelming probability) go with a known
witness for the NIZK proof. So the adversary should know i : Logp,(0;) = Logg(pk;).

Furthermore, parts of each signature o; = AgA? have a line where points (j, Logy (o)) lay
on the line y = Logp (A1) - i + Logy(Ap). This comes directly from o; equation. We will

use this visualization to explain better why excupability stands, see fig.5.2
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o Real

Logy(o}.) = sky,

o’ forged

(a) Case la: adversary uses a real signature and forges another one with a

different secret key.
A

o Real

Logy(0i) = Log(o7;)
o’ forged

»>

(b) Case 1b: adversary uses a real signature and forges another one with the

same secret key.
A

o Real

Logy(0;) = sk;

o’ forged

Logi(o7) = Logn(y) o” forged

(c) Case 2: adversary outputs two forged signatures. o is not outputted (it
is there for better comprehension).

Figure 5.2: Lines that (j, Logy (o)) lay on for each Exculpability attack.
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We will show that in each case adversary success in entrapping player ¢ only with negligible

probability.

Case la: sky, ..., sk, are fixed, thus sk;, sky, are fixed and it happened that line y = Logp (A1) -
i + Logn(Ap) passes through these (fixed) points. So Logp(Ap) is determined but
Ay = H'(L,m) so adversary has probability at most (n — 1) - % = negl(\) to

succeed, where gg is the number of H' queries, which is polynomial.

Case 1b: Adversary needs to find sk; to create a valid NIZK proof. So she has to solve o; = h*":
for sk; which is the DLOG problem.

Case 2: For each forged signature adversary has a secret key say skj and sk;. So:

Skk = Logh(All) . k + Logh(Af))
sk; = Logp(AY) - 1 + Logp(Ap)

Also we assumed that adversary entrapped player ¢ with ¢’ and ¢” so:

o, = o' = Logy(o}) = Logy (o))
Logn(AY) - i+ Logn(Ap) = Logn(AY) - i+ Logn(Ag)

Again sky, sk; are fixed so from three equations above we get an equation:
c1 - Logp(A() + c2 - Logp(Ag) = c3

qi{/
q

where ¢y, ca, c3 are fixed so the adversary has success probability for each pair of

2
secret keys and W . % totally.

One may notice that unforgeability experiment was not defined. This is because tag-linkability
and exculpability implies unforgeability. Let an unforgeability adversary A%%9"sk: with oracle ac-
cess to sign. Firstly, for L = (tag, pky,,)) she gets from the oracle n valid signatures on L: [n] =
{(L,mD,cM) .. (L,m™, o)}, Afterwards, she forges a new signature (L, m("*1 g(+1)),
If A succeeds then either (L, m( 1) o("+1)) is not traced with another one, which contradicts
tag-linkability, or is traced with another one say (L, m("),c(®), which contradicts exculpability,
because .A managed to entrap 7. That’s why in traceable ring signatures we don’t have to explicity

deal with unforgeability.

Theorem 5.1. If a traceable ring signature scheme is tag-linkable and exculpable then it is un-

forgeable.

5.2 An extension of Fujisaki-Suzuki TRS

5.2.1 Dynamic traceable ring signatures(DTRS)

In the above scheme we observe that an event consists of a tag and a ring of individuals L =

(tag, pkpn)). So, a signature is traced in respect with these two specific parameters. However,
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an original characteristic of ring signatures is the ad-hoc formation of the group of individuals,
named ring. In Fujisaki-Suzuki TRS presented above any dynamic extension of the initial ring,

even addition of one user only, ruins the traceability.

Say, for example, we have an initial L = (tag, {pki, ..., pk, }) and all users have signed. Now,
say that afterwards we want to add a new user with public key pk,,+1. The new parameters are
L' = (tag,{pki, ..., pkn, Pkn+1}), which of course leads to another h’ = H(L'). So, every signer
of the initial ring can sign again because o} = (h')**i = H(L')**i # H(L)** = o; for each
i € [n] (except for a negligible collision). That means that traceability is lost, and even worse

initial users can contribute to the event with two signatures and the later user pk,, 1 only with one.

On account of this, we propose a slight variation of the original scheme, which we believe
allows ad-hoc formation of rings. The idea is simple: we remove the ring pky, from the random
oracles H and H' inputs, but it remains in the H” input. So now we have h = H/(tag) and
Ag = H'(tag,m) and ¢ = H"(L, Ag, A1, -,-). Let n be the number of initial members and n + k
the number of the final ones, thus £ members are added. What we achieve with the previous slight
modification is that if a signer signs after the addition of the £ new members then the first n parts
of her signature o1, ..., o, will be the same as if she has signed before the addition. With this we
achieve dynamic traceability. The ring is included in the signature but let it remain in H”. That is

to confirm that one signed with respect to a signature. We present the full scheme in Fig.5.3.

Another change in the protocol is that if two signatures have two or more but not n same parts
we regard this linked, instead of independent. In fact, in the original protocol two independent
signatures have 2 < #{i|o; = o]} < n — 1 only with negligible probability, but is included in the

Trace algorithm so as the scheme has statistical correctness.

In our variation two signatures may be linked not only if exactly n parts are the same. For
example let an initial ring with n; members. Then consecutive addition of ng after a period ns and
finally n4 members. One from the second group may sign instantly oy, | ,,,) (When ring had nq +ns
members) and again with the message in the end me +notng-na (when ring had nq +ns+ns+ny
members). Then these signatures will have n; 4+ no same parts. So two signatures in the above

example which are linked may have n1, ny + no, n1 + no + n3 or ny + ny + n3 + n4 same parts.

One choice would be to keep the critical numbers(n, nz, ... and so on) to detect linkability.
Although it is cryptographically sound, in practice it may lead to mistakes, as T'race algorithm
may be executed by anyone and one loss of a critical value can lead to misinterpretations. To
avoid this we just say that two signatures are independent only when 0 parts are the same, traced
when exactly 1 part is the same and linked for all the other values. This leaves an error to the
system when two independent signatures happen to have 2 for example same parts, however this

happens with negligible probability. So the scheme now has a negligible probabilty to fail.

Finally, as the scheme is intended to be used to construct an ad-hoc survey submission scheme,
we pay attention to concurrent executions scenarios. For that we propose that the NIZK is gener-
ated using the Pass transformation that we saw in section 4.2, instead of Fiat-Shamir. With this
we get a oSE NIZK, suited for the needs of ad-hoc Surveys. We mention, though, that Fischlin

transformation [68] would, also, fit our needs.



Chapter 5. Alternative ad-hoc survey scheme constructions 119

Dynamic Traceable Ring Signature (DTRS)

Let G be a multiplicative group of prime order ¢ with generator ¢ € G and H : {0,1}* — G, H' :
{0,1}* — G, H" : {0,1}* — Z, three random oracles.

Say that the current state of the ring includes n users L = (tag, pky,)) (in the past maybe there were less
and some were later added).

e Gen(1?) : is executed by player i.
Pick a secret key sk; < Z, randomly and compute the public key pk; = g*'.
We assume a PKI and that ¢ registers her public key pk;.

e Signsk, (L, m): is executed by player i.
1. Compute h = H(tag) and o; = h*F:
2. Compute Ay = H'(tag,m), Ay = (Z—é) e and for each j # 7 compute 0; = AOA{.
01y = (010 0n) = (Ag7 hFE AT phid | poke A T pokit

3. For the Language £ = {(L, h, {01, ..., 00 })|3sk; s.t. pk; = g°¥i and ; = h*¥i} compute an
oSE NIZK 7

output: The signature is 0 = (A, )
o Verifyr(m,o): executed by anyone

1. Compute h = H(tag), Ao = H'(tag,m), o; = AOA{ for each i € [n]
2. Check if the proof'is valid Ver(r) =1

output: 1 if the last equation holds or 0 otherwise.

e Tracer,(m,o,m',0'): where o = (A1, ¢fp), 7)) and o’ = (A7, c’[n}, an])

1. Compute h = H(tag), Ay = H'(tag,m), o; = AgAJ for each i € [n]
and Aj = H'(tag,m’), oy = Ay A7 for each i € [n]
2. Compare o; and o} for each i € [n]

pk; ifo; = 0] and 0 # a} forall j # ¢ (1 exactly equal)
output = { linked if o; = o forall i € [n] (1 < equal)
indep otherwise (0 exactly equal)

Figure 5.3: A variant of Fujisaki-Suzuki Traceable Ring Signature

where the zero-knowledge proof is:
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Zero-Knowledge proof 7 for
L={(L,h,{0o1,...,00})|3sk; s.t. pk; = g** and o; = h*Fi}

take the X-protocol:

e (P — V) Pick randomly wj, {c;, 2j}j; < Zq and compute the commit:
a; = g¥i,a; = gipk;’ forall j # i
bi = h¥i,b; = h¥%c;’ forall j # i

e (V — P)Compute the challenge:
c+— G

¢i=c—) ;¢ (modq)
e (P — V) Compute the response:

Zy — Wy — CiSk‘i

And transform it to oSE NIZK Proof of knowledge with a Pass transformation, using a new random oracle
H' to construct the online extractable commitment scheme needed.
In the final step the challenge is computed using H” (L, Ag, A1, -, ). So the ring is included.

Figure 5.4: A variant of Fujisaki-Suzuki Traceable Ring Signature

5.2.2 Security

We redefine the notions of Tag-Linkability, Anonymity and Exculpability to fit in the new dynamic
model. We, only, make small changes to the original definitions. For the security proofs we follow
the ones in the original scheme [11] and alter them whenever it is necessary.

For the proofs we will need the following lemma:

Lemma 5.2. Suppose that an adversary A outputs (L, m, o) and is verified then:
Pri#{i € [n]|Logn(0:) = Logg(y;)} = 0] = negl(n)

Proof. 1t comes directly from the (online) extraction property of the zero knowledge proof 7. [

Tag-Linkability The definition is the same. The only difference is that the n + 1 signatures may
have different lengths, which implies that they were created in earlier time, when ring was smaller.

Tag-Linkability Experiment

L (L, {(mW,ocW), ..., (m"*+D gty « A1) :
Adversary controls all the users of the ring, creates all the public and secret keys and

the ring of n users pkp,) = {pk1, ..., pkn }
2. output 1 if:

o Verifyr(m®, oc®) =1foralli € [n+ 1]
o Tracer,(m®, 0@ mU) 50)) = indep foralli,j € [n+ 1] and i # j

Theorem 5.3. The above scheme is tag-linkable in the random oracle model.
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Proof. Say that the adversary successfully outputs n + 1 signatures

(L, {(mW, oW, ..., (m+D o(FD)1) « A(1") which are all valid and

Tracer,(m®, o, m), ) = indep for each pair.

From Lemma 5.2 each signature has a 0; s.t. 0; = h**i except with negligible probability (n -+
1) - negl(A).

There are n public-secret keys and n + 1 signatures. So from pigeonhole’s principle at least 2 used
the same secret key, say ¢(*) and o). But then Ji : O'Z-(k) = O'Z-(l).
Finally, either k, [ don’t have another common part and are traced either they have and are linked,

which contradicts the assumption. O

Anonymity Anonymity definition is very similar to the one stated above. However we restrict
the opponent’s Sign oracles to one per tag and not one per L = {tag, Ring}. This is obvious as
in our scheme signer can put one signature per tag, independently of the Ring, which is actually

its goal. So, second query for the same person would obviously betray the identity of person.

Anonymity Experiment

1. (pko, sko), (pki, ski) < Gen(1™).
2. b+ {0,1} is chosen randomly
3. The adversary A has oracle access to

e Signgy, oracle : only with one message for each tag
o Signgk,, Signsk, oracles for each tag.

e Cannot query Signsk, (L, m) and Signgy, (L, m) or Signgy, (L, m) for the same
tag.

e Each query has the restriction that L that contains both pkg and pk;

4. b = A9y S9Nk SNk (plig, phy )

output 1 if: b =9’

Theorem 5.4. The above scheme is Anonymous under the decisional Diffie-Hellman assumption
in the Random Oracle Model.

The proof is quite the same as in the original scheme so we omit it. The idea of the reduction
was presented in section 5.1. For the detailed reduction see the original paper [11]. Actually,
instead of L we have tag and everything else is the same in the proof.

An interesting difference is that witness extraction that is made at the end of the reduction is

performed online, without rewinding, as we applied Pass transformation instead of Fiat-Shamir.

Exculpability Security definition is seemingly quite the same but what changes in essence is that
adversary can add new public keys of her choice in the ring to entrap the target. We prove that the

scheme is exculpable even in that case.
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Exculpability Experiment

1. pk < A(1"): Atargets a pk that is stored to the PKI and (pk, sk) has been generated
by Gen(1").

2. The adversary A has oracle access to Signg, on any (L, m) as long as L contains pk.

3. (L,m,0),(L',m/ o) « A9k (pk)
where L = (tag, {pki, ..., pkn, } and L' = (tag,{pki, ..., pkn+r}) have the same
same tag and (possibly) different Rings, » > 0

output 1 if:
e Verifyr(m,o) =1and Verify,(m',o') = 1.

e At most one of (m, o), (m’,o’) is linked with a query answer. This means that A

forged at least one.

e Tracer(m,o,m',o’) = pk

Theorem 5.5. The above scheme is tag-linkable under the discrete logarithm assumption in the

random oracle model.

Proof. Again the capabilities of an adversary are summed up in two cases, where the first has 2
subcases. For more details see fig.5.2. We note that cheating in the NIZK protocol as a malicious
prover is another case that is not explicitly stated, though it is still negligible to happen.

However that public and secret keys that is able to choose to entrap the target user are not fixed
anymore. So we reconstruct the proofs in each case.

Case la: Say that the adversary chose a secret key skj, to form the NIZK proof.
If skj was in the previous ring £ < n then it is fixed so there is no difference from the
original proof. The probability of success is at most (n — 1) - %” = negl(\).
If sky, is a new secret key that was added then it was chosen by the adversary adaptively.

From hypothesis we have o; = o} (i is traced) so:

. 1/k\ ¢ i/k
4 %:ai:»%((i'f) )Z"iﬂa-"k -0
0

1i/k
AO
i/k 1i/k—1
= Uk/ = AO/ -0

Yy A
éak:Ag AP

)

= h*" = A, -0,

where o; and ¢ are fixed and adversary has only polynomial tries of &k > n
So adversary has to find sky, Ay = H'(tag,m’) and k s.t. the above equation holds.
So either has to solve a DLOG problem or find a random oracle answer that fits.

Say adversary .4 makes g+ (polynomially bounded) oracle queries and tries X' = poly(\)
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different k. Then her probability of success is at most K - %” + K - Advprog which is
negligible.

Case 1b: This is exactly as in the original non-dynamic scheme.
Adversary needs to find sk; to create a valid NIZK proof. So she has to solve o; = hski for
sk; which is the DLOG problem.

Case 2: For each forged signature adversary has a secret key say sk and sk; where k, [ and ski, sk;
are chosen adaptively. Also we assumed that adversary entrapped player ¢ with ¢’ and ¢”

SO:

ol =0 = A6A/f = AgA’lli

= Ag% a;f = Agli%lal”%

AT () =g (o)
So the adversary must either solve a DLOG to determine sk, sk; or find proper Af, = H'(L,m’)
and A = H'(L,m"). Again say qp is the number of oracle queries and K, L the number of k, [
resp. that the adversary tried to solve the equation.

9y

q/ + K - L - Advprog which is negligible. ]

The overall success probability is K - L -

Unforgeability Finally unforgeability is a result of theorem 5.1

5.3 A proposed Ad-hoc Survey Scheme from Dynamic Traceable

Ring Signatures

5.3.1 Scheme definition

We propose a new Ad-hoc Survey Scheme based on the above modified traceable ring signature
scheme and any Digital Signature Scheme (it doesn’t have to allow signing in parts as in Anonize).

We remind that ad-hoc survey schemes consist of a tuple of algorithms.
(GenRA, RegUserRA, RegUser”, GenSurvey, Authorized, SubmitSurvey, Check)

So the seven algorithms of the scheme are defined as follows:

System Setup Registration Authority’s role is to maintain a PKI. So it is the Certificate Authority
of the PKI (see section 2.7). So RA generates a public/secret key pair, with which is going to sign
the public keys in the registration phase.

(skra,vkra) < GenRA(l)‘)

User Registration Phase User is registered to the PKI.
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RegUser" (1", vkga, id): chooses at random a secret key sk;q < Z, and sets the correspond-

ing public key pk;q = ¢g*¥i¢. Then sets up a secure session with RA and sends pk;q together with
an oSE NIZK PoK that knows a valid secret key. Afterwards checks if RA put a valid signature
with Ver,y,, , algorithm if the Signature Scheme.

RegUser (1", skra,id): Signs pk;q with skp and stores it to the public key list of PKI.

Survey Creation Anyone can be a SA. SA creates a pair of public/secret keys (skga, vkga) of
a digital signature scheme and a tag for the Survey.

GenSurvey(1™,vid, L): SA takes the public keys that correspond to users of her choice from

PKI and put them on a the list of participants. Finally with skg4 she signs all public keys of the
list.

The public keys in the list form a ring and together with the tag form the L = (tag, {pki, ..., pkn}).
More public keys-participants can later be added.

Survey Submission The user id checks if she is authorized to submit answer to the survey.

Authorized(vid, vky;q,id): checks if she is on the participants’ list and sees if the correspond-

ing signature is valid Veri , (pkid, 0id) = 1.

Then completes the Survey. Completion is a message m. Then uses the dynamic traceable
ring signature scheme to sign the message.

SubmitSurvey(1™, L,m, skiq): Sub = Signgy,,(L,m)

Validation Finally, anyone can check if a submission is valid by checking the validity of the
corresponding traceable ring signature. Furthermore anyone can check that each public key of the
list correspond to the declared id by checking the PKI and check the validity of the corresponding
signature. id contains the e-mail of a user anyone can check by e-mailing id that RA didn’t cheat
in storing a false pk;4 for id.

Anyone can execute Trace of DTRS protocol to see if two submissions came from the same
person.

Check(L, Sub): Verifyr(m,o)

The scheme is summarized in figure 5.5.

5.3.2 Security remarks

The change in the X-protocol transformation, from Fiat-Shamir, which was the initial one, to Pass
was made to prevent concurrent attacks that were discussed in section 4.2. Pass transformation
gives us an online simulation-extractable non-interactive zero knowledge proof of knowledge,
which fits our requirements.

Anonymity, comes directly from Dynamic Traceable Ring Signature Anonymity. Similarly,
authenticity comes from unforgeability property and from tag-Linkability, which does not allow
double submissions to remain untraced.

If we could compel pk; peer-to-peer validation by emails we would be able to let the registration
authority be malicious in the authenticity experiment, in contrast to Anonize authenticity, where

she is considered honest. The reason is explained in next section.
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User Registration

Sk‘id — Zq

id, pkig = g**ia

(skgra,vkga) + GenRA(1")

N

id

(RegUser®(skra), RegUsert)

\J

idy
registers id to PKI list 235
L0g

pkid,

PKI list
idy
idz pk‘i@

Pkid,
Pkid,
Pkids
Pkidg

Create Survey

(skra,vkgra) <+ Gen(1™)

tag
. idy  pky = pkia, oo
. idy pky = pkia, o
ids  pks = pkia, o,
idy  pks = pkia, 0 5;51
ids  pks = pkia; o
ids  pke = pkiss 0, 5;52

GenSurvey(1™, vid, List)

Submit Survey

2

Authorized(vid, vkra, Table, id) = Veryig, (pkid, opr,,) = 1

Compute a Dynamic Traceable Ring Signa-
ture on m
Sub = (m, DT RSign(sk;,m))

Sub = (m,0) = (m, (A, 7))

‘ Anonymous network(TOR) ‘

v

SubmitSurvey (1", vid, vkpa, Table, m, id, cred)

Check(vkpa, vid, tok, m, ) £

Figure 5.5: Proposed Ad-Hoc Survey Scheme from DTRS

5.3.3 Resilience to the first authenticity attack

In section 4.3.1 we underlined a possible attack that a malicious adversary could achieve in An-

onize. The above ad-hoc scheme endures this attack as anyone who wishes to check a submission

must use the public keys of the list {pk1, ..., pk,}. But public keys are public and one for each

user. So a user cannot possibly have two different secret keys to form a NIZK proof. And if she

does the new public key won’t be on the list of participants so no NIZK proof can be verified using

that.

In Anonize the problem is that the secret credential is ’lost’ in zero-knowledgeness so nobody

can tell which secret keys was used, The only thing that a verifier can tell is whether or not the

credential comes with a valid RA signature. In our scheme public key implies use of a certain

secret key which (although we don’t know it) is unique for each user.
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5.3.4 Efficiency of DTRS based scheme

We are free to choose any signature scheme for SA and RA signatures, in contrast to Anonize
where signatures must bind with the pseudorandom function. So we may choose the most efficient

and have very efficient user registration and Survey creation.

Each Submission contains a DTR signature so it has size 1 4+ 2n - w(log\). That’s because 2n
is the size of the initial Fiat Shamir proof and w(log)) is the overhead from Pass transformation.
So verifying a submission would require 2n - w(log\) checks and verifying all n submissions
2n? - w(logn) checks.

Furthermore to check for possible double malicious double submissions we need to execute
Trace algorithm O(n?) times. Each T'race requires n equality checks so totally we need O(n?)

equality checks.

So the overall check time would be O(n3) + 2n? - w(log)) time (if e.g. we choose n repetition

in Pass transformation).

5.3.5 Discussion on DTRS based scheme

Now it is clear why we altered the initial TRS protocol to let the ring dynamically extend. With-
out this, we could’t claim that the proposed ad-hoc scheme is really ad-hoc, as it does not allow

additions to the initial group of users.

What we gained from the above scheme proposal is first of all an alternative ad-hoc survey
scheme! But the goal was to defend from section 4.3.1 authenticity attack as discussed previously,
which we achieved. We are relieved from considering RA honest (as long as email verification of
pk; is possible for each id).

As for efficiency, admittedly the scheme is worse than Anonize. That’s because in Anonize
the proof is constant sized without Pass transformation overhead. So in Anonize verification is
done in n - w(log)) time and double-vote checking in O(n?). However, we believe that freedom
in signature scheme choice in registration and survey creation phases will lead to more efficient

phases, strictly for the first two phases.

5.4 Short Linkable Ring Signatures

In an effort to improve efficiency of the above proposed scheme, we propose a new ad-hoc survey
scheme based on Short Linkable Ring Signatures (SLRS). As discussed the basic source of inef-
ficiency in the DTRS-based ad-hoc scheme is the linear size of the ZK proof for each signature.

Short Linkable Ring Signatures give signatures of constant size.

The Scheme that we utilize comes from [5], a work of Au et al., who extended a prior work of
Tsang and Wei [12]. Basically, they use an accumulator to ’compress’ a ring of n members to just
a value. For each value there is a witness of correct accumulation. This lets us construct small ZK

proofs that instead of n equalities prove one equality.
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5.4.1 Accumulators with one-way domain

Accumulators with one-way domain were introduced by Dodis, Kiayias, Nicolosi and Shoup in
[79]. In their work they used them to construct a short Ring Signature Scheme.

Accumulator An Accumulator family is a pair of ({ Fi\ }, { X\ }), where F), is a family of function
s.t. each f € F) isdefined f : Uy x X — Uy and X, is the value domain. Additionally the
following should hold:

1. (efficient generation) There exists an efficient algorithm G'(1) that outputs an f € F).
2. (efficient evaluation) Any f € F) is computed in poly(\) time.

3. (quasi-commutativity) Forall A\ € N, f € F)\, u € Uy, x1, 22 € X,
f(f(uvxl)al?) = f(f(uv .%'2),$1)

Quasi-cummutativity is the most important property because it allows us to apply the accu-
mulator to a group of z;’s and, independently of the sequence of computations that we chose, the
result will be the same. For this we adopt the donation f(u,{z1,...,xn})=f(...f(u, z1)..., Tp).
This property will allow us to map a ring of public keys to a single value, and have a consensus of
the value, while hiding the sequence.

Furthermore a desired security property that we want an accumulator to possess is collision
resistance. That is given a w € Uy no PPT adversary can find w, z, X s.t. f(w,z) = f(u, X),
where X = {x1,..., x5} for any s. If an accumulator is collision resistant then we can claim that
w is a witness that = has been accumulates within v if f(w,z) = v. That’s because collision

resistance indicates that it is hard to find another witness.

Accummulators with one way domain An Accumulator with one-way domain is a quadruple
{Ex}{ X0} {20}, {RA}) such that ({F)\},{X\}) is a collision-resistant accumulator, R} is a
relation over X X Z) and the following hold:

1. (efficient verification) There exists an efficient algorithm D such that D(x,z) = 1 iff
(x,z) € Ry and 0 otherwise for x € X, z € Z)

2. (efficient sampling) There exists a PPT algorithm W s.t. W (1*) outputs (z, z) € R)

3. (one wayness) It is computationally hard to compute a preimage 2’ of = that was sampled
with W

Pr((z,z) « W(1Y); 2 < AQ1* z) : (z,2)) € R)] = negl()\) for all PPT A

The intuition behind this extension of initial accumulators is to enable secret/public key gen-
eration and validation with accumulators. So R), is the relation between the secret and the public

key, W is the generator algorithm and one-wayness preserves the secret key’s secrecy.
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An instantiation The implementation for Accumulators with one-way domain presented in [79]

is the below:
{ A} {X0} {20}, {R)}) where

o F\={f}where f:(Z})* X Zpjs = (Z},)%,  f(u,) = u” (mod n)
o X, = {eprime| (5 € RSA) Ale — 2¢| < 2#}, where A — 2 > ¢
o Zy = {(e1,e2)|e1, es are distinct £/2-bit primes A |es — 2V/2| < 2}

o Ry ={(x,(e1,e2)) € X) X Z)|x =2e1ea + 1}

RS A integer is an n = pq with [p| = |g| and p, g primes. A prime p is called safe prime if
p = 2p' + 1 where p' is prime. Collision-resistance is based on strong RSA assumption. Finally,

one-wayness holds assuming hardness of factoring RSA integers.

Definition 5.6. (Strong RSA Assumption) No PPT algorithm given a random \-bit safe prime
product N and a random z € (Z%)? can output u € Z%, e € N s.t. u® = z (mod N)

5.4.2 Short Linkable Ring Signatures

The SLRS scheme of [5] uses signatures of knowledge (SPK) for the Sign algorithm. These are
basically X-protocols, that prove knowledge of a secret key, that are transformed using Fiat-Shamir
heuristic. But to create the challenge we concatenate the original input of random oracle with the

message that is signed, ¢ = RO(a, m) instead if c = RO(a). We present the construction in steps.

First approach Say we have a PKI with registered public keys that correspond to secret keys that
are connected with a key relation (sk, pk) € R. Say we have aring of keys pk,) = {pk1, ..., pkn}.

A first approach to construct ring signatures would be:

SPK{sk : (sk,pk1) € RV (sk,pk2) € RV ... V (sk,pk,) € R}(m)

But that signature would have linear size O(n).

Short Ring Signature Here is where accumulators with one-way domain are used. They come
to ’compress’ the n above equalities to a single one. The key point is that accumulators provide a

witness as well, that is used to construct a ZK proof.

Say f(u,{pki,...,pkn}) = vand f(u,{pk1,...,pkn} \ {pki}) = w.
From quasi-commutativity we have

f(vaki) = f(f(uvpk[n] \ {pkz})vpkz) = f(uvpk[n]) =v

And w is a witness, v is public. So the signature of user ¢ will be:

SPK{(w, sk, pk;) : (ski, ki) € R A f(w, pk;) = v}(m)
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This is roughly the construction of [79]. Now it is clear why quasi-commutativity is important.
Furthermore, collision resistance of the accumulator ensures us that there is a witness for a real

public key and one-wayness preserves the secret key.

The above construction is a short ring signature as it has constant size.

Short Linkable Ring Signature To add linkability in the scheme Tsang and Wei [12] added a

new PK-bijective mapping:

Definition 5.7. (PK-bijectivity) Let R C Z x X be a one-way samplable NP-relation. A mapping
0 : Z — X is PK-bijective if it satisfies:

1) The mapping is one-way and bijective

2) Let (x9,y0) and (x1,y1) be two random samples of R with yy # y1. Let b € {0,1} be a
fair coin and z = 6(xy). For each PPT algorithm that takes z as input the probability to
distinguish if b = 0 or b = 1 is negligibly close to 1 /2.

Furthermore it is special PK-bijective if it also satisfies:

3) Same as (2) but (xg,yo) and (x1,y1) are not fixed. It holds for any (o, yo), (1, y1).

A signer will use the (special) PK-bijective mapping to create a unique token that ensures
linkability tok = 6(sk). Property (2) ensures that her identity is not betrayed. Each time that
she uses 6 for the same parameters the same token is going to appear, which makes the signature
linkable. Furthermore, she wil add to the ZK proof a part that proves honest computation of tok

So the signature now is:

SPK{(w, ski,pki) : (ski,pk;) € R A f(w,pk;) = v Atok = 0(sk)}(m)

The final instantiation of Short Linkable Ring Signatures uses the accumulator of section 5.4.1

and 0(eq, e2) = g1 ¢2, where g is a quadratic residue mod N.
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Short Linkable Ring Signature scheme

e Init(1") : chooses the parameters of the accumulator desc and § € QR(N). These are param.

e Key — Gen(1*, desc): Player i executes the sampling algorithm of the accumulator W to obtain

(ski,pki) = ((e1, €2), (2e1e2 + 1)).
Then computes a ZK proof PoK {sk; : (pki, ski;) € R} and sends pk;, 7 to the CA of the PKIL.
If CA verifies the proof sends a certificate for pk; and stores it to the list.

o Signgk, (Ring, param,m): is executed by player i.

1. Compute w = f(u, pkyy,) \ {pki}) = uPkr-Pri-1Pkivi-phn and v = f(u, pky,) = wPki
2. Compute:

(w, (€1, e2), pks) : pki = 2e1ea +1 A |pks — wt| < 2# A
o' =SPK Aler — 22 < 20 A wPFi = o A (m)
A tok = gertes

output: The signature is 0 = (v, tok, o’)

o Verifyyk,, 5(m,o): Checks if v = uP*1-P* and if the proof o’ is valid for m.

e Linkr(my, 01, ma,09): are linked iff tok; = toks

Figure 5.6: Short Linkable Ring Signature scheme as was constructed in [5]

5.4.3 Security of SLRS

The security properties that the above scheme has are Unforgeability, Anonymity, Linkability and

Non-Slanderability. We briefly discuss these. For more details we refer to the original paper [5].
The assumptions that we are gonna make are DDH, Strong RSA (SRSA) and Link Decisional

RSA (LD-RSA) assumption. With QR(V) we notate the set of quadratic residues modulo N.

Definition 5.8. (Link Decisional RSA Assumption) Let an \-bit safe prime product N, a generator
g of QR(N), ng = poqo and ny = p1q1, where po, qo, p1, q1 are primes of poly(\)-size. No PPT
algorithm given N, g,ng,ny1 and gP**%, where b € {0,1} random coin, can output b’ = b with

probability non-negligibly close to 1/2.

Unforgeability An external adversary is given a list of public keys Ring. Then she makes sign-
ing queries freely and additionally gets secret keys of some users of her choice in the ring. Yet
she fails to forge a new ring signature (as long as she did not get it form the oracle or it is not a

signature from a secret key she obtained).

Theorem 5.9. Given that DDH assumption for QR(N), LD-RSA assumption and Strong RSA

assumption hold the above SLRS scheme is unforgeable in the random oracle model.

Anonymity For Anonymity we consider an experiment where the adversary A receives a Ring
of public keys and has access to signing oracle Signg(-,-,-) for any sk and for any Ring as

long as long as it contains sk. Also .A can demand secret keys of some users and she will get
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them. Then she chooses two indices ig,41; and a random bit b is generated. A receives o =
Sz’gnskib (Ring, param,m). Afterwards, she accesses the Sign oracle again and demand secret
keys again, exactly as before. Finally adversary outputs a bit &’. A wins if b = b’ and she never
queried Signskio or Signski1 for the same parameters or asked the secret keys sk;,, ski, .

The short linkable ring signature scheme is anonymous if any PPT adversary wins the game

with a probability negligibly close to 1/2.

Theorem 5.10. Given that DDH assumption for QR(N) and LD-RSA assumption hold the above

SLRS scheme is Anonymous in the random oracle model.

Linkability An external adversary is given a list of public keys Ring. Then she makes signing
queries freely and additionally gets secret keys of some users of her choice in the ring, who are
from now on considered corrupted. Then she outputs two signatures on (possibly) different rings
(my, 01, Ring1) and (ma, o2, Rings). Adversary wins if these signatures are both verified and
are not linked and

#{corrupted users € Ring; U Ring>} + #{added pk’s to Ring} < 1.

Theorem 5.11. Given that DDH assumption for QR(N), LD-RSA assumption and Strong RSA

assumption hold the above SLRS scheme is Linkable in the random oracle model.

Non-Slanderability This is similar property with Exculpability of Traceable Ring Signatures.
What it states is that no adversary can entrap a player who signed by providing a signature that is
linked to the one that the player provided.

An external adversary is given a list of public keys Ring. Then she makes signing queries
freely and additionally gets secret keys of some users of her choice in the ring, who are from now
on considered corrupted. Then she outputs two signatures where the first came from the oracle and
the second was not (it is forged). Adversary wins the game if both signatures are verified and are
linked.

Theorem 5.12. Given that DDH assumption for QR(N), LD-RSA assumption and Strong RSA

assumption hold the above SLRS scheme is Non-slanderable in the random oracle model.

5.5 A proposed Ad-hoc Survey Scheme from Short Linkable Ring

Signatures

5.5.1 Scheme Definition

Now we propose a new Ad-hoc Survey Scheme based Short Linkable Ring Signatures. As said
before, the main motivation was to improve efficiency of the DTRS-based ad-hoc survey scheme
of section 5.3. The only change that we make is that wherever there is a zero knowledge proof
using Fiat-Shamir we replace it with Pass transformation from section 4.2. So the signature and
the proof on key generation phase are >-protocols transformed to oSE NIZK proofs with a Pass

transformation.
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The general scheme is quite similar with the one proposed before but instead of linear size
DTR signatures it utilizes constant size SLR signatures. So basically only the submission phase is
different.

We define again the seven algorithms of the scheme:

System Setup Registration Authority’s role is to maintain a PKI. So it is the Certificate Authority
of the PKI . So RA generates a public/secret key pair, with which is going to sign the public keys
in the registration phase.

(SkRA, Uk:RA) — GETLRA(IA)

Also chooses the accumulator parameters desc and publishes them.

User Registration Phase User is registered to the PKI.

RegUser" (1", vkga,id,desc): chooses at random a secret-public key pairs by executing

Key — Gen(1M95¢). Then sets up a secure session with RA and sends pk;q, 7 (see fig.5.6). Af-
terwards checks if RA put a valid signature with Ver,y,,, , algorithm of the Signature Scheme.

RegUser (17, skra,id): Checks if the ZK proof  is valid and if so signs pk;q with skr4
and stores it to the public key list of PKI.

Survey Creation Anyone can be a SA. SA creates a pair of public/secret keys (sksa, vksa) of
a digital signature scheme.

GenSurvey(1™, L): SA takes the public keys that correspond to users of her choice from PKI

and put them on a the list of participants. Finally with skg4 she signs all public keys of the list.
The public keys in the list form a ring. More public keys-participants can later be added.

Also generates a unique § € QR(N) for the Survey. g is the base of 6 bijective map (see
section 5.4.2 and fig.5.6) characterizes the Survey.

So the output is the public key list and g.

Survey Submission The user id checks if she is authorized to submit answer to the survey.

Authorized(vid, vk,;q,id): checks if she is on the participants list and sees if the correspond-

ing signature is valid Very , (pkia, 0iq) = 1.
Then completes the Survey. Completion is a message m. Then uses the short linkable ring
signature scheme to sign the message.

SubmitSurvey(1™, L, m, skiq): Sub = Signg, (Ring, param,m)

Validation Finally anyone can check if a submission is valid by checking the validity of the
corresponding linkable ring signature. Furthermore anyone can check that each public key of the
list correspond to the declared id by checking the PKI and check the validity the corresponding
signature. id contains the e-mail of a user anyone can check by e-mailing id that RA didn’t cheat
in storing a false pk;4 for id.

Anyone can execute Link of DTRS protocol to see if two submissions came from the same

person.
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Check(L, Sub): Verifyr(m,o)

5.5.2 Security

For security, everything that was discussed for the DTRS based scheme on 5.3.2 is applicable to
the above scheme as well. That’s because traceable and linkable ring signatures are very similar
primitives in general. Furthermore, if one looks closely the security properties of two schemes
she will notice that they have the same impact on anonymity and authenticity of the corresponding

ad-hoc survey schemes.

5.5.3 Efficiency of SLRS based scheme

Again freedom of choice of signature scheme for RA and SA signatures allows us to have a very
efficient user registration and survey creation phase.

Now each submission has the size of the corresponding ZK proof of the signature. Normally
the ZK proof would have constant size but our choice of oSE NIZK give us an w(logA) overhead.
For example A-size. This is the same size as Anonize. Furthermore in the submission each user
may first check if all public keys of the ring have valid certificate from CA, which would require
O(n) time (if signature verification for each user is constant).

The validation procedure at the end requires O(n?) runs of Link algorithm, which takes con-
stant time (checks just an equality). Furthermore, verifications of all submissions would require

n - w(log)).

5.5.4 Discussion on SLRS based scheme

We claim that this scheme, also, defends against 4.3.1 authenticity attack, as again to verify a sig-
nature one must feed all public keys of the ring to the algorithm. So as each public key corresponds
to one secret key there cannot be malicious submissions from people outside the ring (even if the
collude with RA)

5.6 An idea for receipt-freeness with constraints

5.6.1 Theidea

In section 4.3.2 we talked about necessity of receipt-freeness and vulnerability of Anonize to vote-
buying. Afterwards, we presented a motivation from real world. Now, we give an abstract idea on
how to overcome this problem considering, though, constrains similar to the specific application.

What is interesting in 4.3.2 scenario is that Brave browser, i.e. the Survey Collector is the
one insulted from vote-selling. We described that vote-seller (user) and, even more, vote-buyer
(malicious website) gain from lack of receipt-freeness but Brave actually loses, as the designed
system does not function as intended.

To make it more general we are interested in situations where Survey-Collector (it does not
have to be the same as survey initiator) is honest for receipt-freeness. But, it may still be malicious
regarding authenticity and anonymity. That is, we introduce an authority called Survey-Collector

(SC) that has to be honest regarding receipt-freeness. However, in Authenticity and Anonymity
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security Experiments, SC is considered (possibly) malicious. Survey Authority is responsible for
the initiation of the Survey.

Furthermore, we consider simple Surveys that have relatively small number of questions that
can be answers with a number and that the result is deduced with simple linear operations.

The idea is this:

1. User sends the answer m to the Survey Collector using Anonize Sub = (tok, m, 7).

2. SC commits to the message m, ¢ <— C'om(m) and calculates an designated verifier oSE ZK

proof 7’ that Com(m) = c.
3. User uses Anonize again to but now to submit the ciphertext ¢’ as answer Sub = (tok, ', 7")

4. If tok is the same and ¢ is not ¢ = Com(m) then SC rejects. Otherwise accepts and

publishes the Submission.

At a point when the Survey Collector wants to calculate the result all answers are added ho-

momorphically and then the result is opened:
Res = Open(cy-....cp) = Open(Com(my)-....Com(m,,)) = Dec(Com(mi+...4+my)) = Zmz
i=1

We note that the commitment scheme should be additively homomorphic and there should
exist ZK proof of correct commitment. For example Pedersen commitment scheme is additively
homomorphic. Also, say ¢ = g™ h" then Survey collector can provide a simple Schnorr [26] PoK
of exponent 7’ that ZK{r : & = h"}.

Finally, the proof 7’ should be designated verifier, as user should not be able to use it to prove
that c = Com(m) to a vote-buyer. One suggestion would be Pass’ deniable Concurrent zero
knowledge proof of knowledge [20], though other designated verifier ZK proofs would also work,

as long as they can be transformed to oSE ZK proofs.

Receipt-freeness As long as SC does not reveal the initial submission Sub = (tok,m, ) no
user can sell her vote. This is because even if she provide proof for her submission, from hiding
property of commitment scheme the vote-buyer cannot gain any information from ¢ about m. And
the only published submissions are on commitments. Furthermore, the designated verifier proof
cannot convince the vote-buyer that ng =h'".

On the other hand, the use of Anonize preserves Anonymity and Authenticity even from SC,

so there is no need to be honest regarding these properties.

5.6.2 Discussion

The above partially solves the lack of receipt-freeness of Anonize for simple Surveys. We mention
that instead of Anonize, any ad-hoc survey Scheme can be chosen. Thus, our proposed systems
from ring signatures presented in previous chapters may be utilized. Then, both the attack of section

4.3.1 is deterred and receipt-freeness (under constraints) is added.
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Chapter 6

Conclusion

6.1 Summary

To sum up, in this thesis we studied the problem of Anonymous data Collection from crypto-
graphic perspective. We studied in depth Anonize, a concrete existing scheme and the corre-
sponding generic cryptographic primitive defined Anonymous Ad-Hoc Surveys. We made some
observation on Anonize’s security strength and afterwards proposed two new Anonymous Ad-Hoc
Survey Schemes, both based on ring signature variants.

After presenting Traceable Ring Signatures we proposed an extension, which we called Dy-
namic Traceable Ring Signatures, that allows dynamic formation of groups. Furthermore, we
proved that security properties of Traceable Ring Signatures hold in our proposed new primitive.
Finally, we proposed an Ad-hoc Survey Scheme which we claim that strengthens the security of
the existing. In this scheme the size of each Submission is linear in participants’ number.

To improve Submission’s size we presented Short Linkable Ring Signatures and base a new
scheme on them. This scheme has constant size submissions as Anonize and we, further, believe
that offers a security strengthening.

Finally, we presented an idea of how to perform receipt-free data Collection, under constraints,

with Ad-Hoc Survey Schemes.

6.2 Future Work

There are many directions of future study and work:

1. Receipt-Free Ad-hoc Surveys: We are highly interested in notion of Receipt-Freeness.
Ways of adding it without considering trusted parties and for general purpose Surveys, is di-
rections of high priority. Specifically, we are looking to adjusting receipt-free Voting System
of Panagiotis Grontas, Aris Pagourtzis, Alexandros Zacharakis and Bingsheng Zhang [9] to
Ad-Hoc Surveys.

2. Utilizing Ad-hoc Survey Scheme to Voting: Another direction is study how Ad-Hoc Schemes

can be used to perform secure elections.

3. Surveys with Submissions as ciphertexts: We pointed out the need to submit answers as
ciphertexts instead of plaintexts in section 4.3.5. We briefly gave an idea in the last section

(5.6) for simple results. Though, we are interested in study more complex operations that
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can be performed homomorphically over ciphertexts. This would enable us submit data as
ciphertexts and add extra anonymity to the system.

4. Accumulator for Dynamic Traceable Ring Signature: We may examine if Accumulators
can be used to reduce signature size of Dynamic Traceable Ring Signatures. With this, we
would get constant size Dynamic Traceable Ring Signatures. So we seek to theoretically

study if it is possible to find an appropriate Accumulator that fits our needs.

5. Implementation: Animplementation, of course, is always desired for cryptographic schemes
as much for testing as for practical use of a system. This would enable us to test in practice

the efficiency of our proposed schemes.
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