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PerÐlhyh

Me thn stadiak  metakÐnhsh thc epexergasÐac twn dedomènwn kai thc ektèleshc
twn efarmog¸n apì topik� upologistik� sust mata se eikonikopoihmèna cloud su-
st mata, gÐnetai emfanèc pwc ta sumbatik� leitourgik� sust mata adunatoÔn na
epitelèsoun apodotik� ton rìlo touc. Sqediasmèno dekaetÐec prin, èna sumbatikì
leitourgikì sÔsthma eis�gei perittèc exart seic, auxhmènec an�gkec se upologisti-
koÔc pìrouc kai qronikèc epibarÔnseic kat� thn eikonikopoihmènh ektèles  tou sto
cloud. H teqnologÐa twn unikernel stoqeÔei sthn ex�leiyh twn an¸terwn problh-
m�twn, dhmiourg¸ntac mia elafri�, exeidikeumènh kai taqÔtath eikonik  mhqanik .
Ta perib�llonta unikernel epitrèpoun thn ektèlesh miac monadik c efarmog c kai
tairi�zoun kalÔtera sto cloud perib�llon. Tautìqrona, h eikonikopoÐhsh twn u-
pologistik¸n susthm�twn odhgeÐ anapìfeuqta se mh bèltisth qrhsimopoÐhsh twn
diajèsimwn pìrwn, kai eidik� thc mn mhc. O mhqanismìc diaqeÐrishc mn mhc utmem
ekmetalleÔetai thn sunergasÐa metaxÔ tou eikonikopoihmènou sust matoc kai tou
epìpth, efarmìzontac teqnik  paraeikonikopoÐhshc, me skopì thn auxhmènh apìdo-
sh qr shc thc mn mhc apì tic eikonikopoihmènec efarmogèc. Skopìc thc paroÔsac
ergasÐac eÐnai h melèth twn qarakthristik¸n kai thc filosofÐac di�forwn unikernel
perib�llontwn, kaj¸c kai tou mhqanismoÔ thc utmem me telikì stìqo thn ensw-
m�twsh tou teleutaÐou se k�poio unikernel plaÐsio. Tèloc, apotim�tai peiramatik¸c
h qrhstik  axÐa tou en lìgw sunduasmoÔ twn dÔo aut¸n kainotìmwn teqnologi¸n,
wc proc sumbatik� perib�llonta eikonikopoÐhshc kai perib�llonta lightweight eiko-
nikopoÐhshc.

Lèxeic-kleidÐa: eikonikopoÐhsh, upologistikì nèfoc, leitourgik� sust mata, uniker-
nel, Rumprun, transcedent memory, utmem



Abstract

During the last decades, the data processing and application execution have moved
from local computer system to virtualized cloud systems. This transition made ap-
parent that conventional operating systems are unable to ful�ll their role e�ectively.
A traditional operating system is characterized by unnecessary software dependen-
cies, increased needs in computational resources and temporal delays when exe-
cuted on the cloud as a guest. The technology of unikernel manages to eliminate
the aforementioned problems, by creating a lightweight, specialized and fast virtual
machine. This kind of machines supports execution of a unique application and
�ts better on the cloud environment. Meanwhile, the virtualization of a computer
system inevitably leads to suboptimal usage of the available resources, especially
memory. Utmem is a mechanism of memory management that takes advantage
of the cooperation between guest and hypervisor, being a paravirtualization tech-
nique. Its purpose is to elevate the e�ciency of memory used by virtualized ap-
plications. This thesis studies the philosophy and the characteristics of various
unikernel frameworks, as well as the mechanism of utmem, with ultimate cause
the incorporation of the latter to a unikernel environment. Finally, the worth of
that combination of technologies is evaluated, by making comparisons inside both
a tradition Linux environment and a lightweight unikernel environment.

Key words: virtualization, cloud computing, operating systems, unikernel, Rumprun,
transcedent memory, utmem
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Kef�laio 1

Eisagwg 

Me thn aug  thc trÐthc dekaetÐac tou eikostoÔ pr¸tou ai¸na, èqei katasteÐ safèc
pwc oi uphresÐec tou cloud computing apoteloÔn èna apì ta isqurìtera ergaleÐa thc
sÔgqronhc teqnologÐac twn upologist¸n. Wc ek toÔtou, apoteleÐ antikeÐmeno sqo-
lastik c melèthc apì panepisthmiak� idrÔmata kai ereunhtik� kèntra pagkosmÐwc.
O ìroc cloud computing anafèretai se èna afhrhmèno montèlo upologistik¸n do-
m¸n anex�rthtì apì to fÔsikì ulikì (hardware) ìpou gÐnontai oi upologismoÐ, se
antÐjesh me ta paradosiak� IT infrastructure ìpou to ulikì eÐnai �mesa prosb�simo
kai allhlèndeto me thn ek�stote epexergastik  drasthriìthta. To meg�lo ple-
onèkthma tou cloud computing, eÐnai h on-demand prìsbash se uphresÐec   kai
upologistikoÔc pìrouc qwrÐc thn �mesh emplok  tou qr sth, apì apomakrusmèno
perib�llon[1].

To cloud computing sthrÐzetai se meg�lo bajmì sthn eikonikopoÐhsh (virtu-
alization). Me ton ìro eikonikopoÐhsh perigr�fetai h diadikasÐa ektèleshc enìc
eikonikoÔ (se antidiastol  me to pragmatikì) stigmiotÔpou enìc upologistikoÔ su-
st matoc, se afaÐresh apì to pragmatikì ulikì ep�nw sto opoÐo gÐnetai h ektèlesh.
Up�rqoun di�fora eÐdh eikonikopoÐhshc. 'Ena arket� gnwstì ston mèso programma-
tist  eÐdoc eÐnai h eikonikopoÐhsh se epÐpedo efarmog¸n, ìtan h gl¸ssa program-
matismoÔ epib�lei thn ektèlesh thc efarmog c entìc eikonikoÔ perib�llontoc, gia
par�deigma h java me to JVM[12]. 'Ena stigmiìtupo eikonikopoÐhshc kai prosomoÐw-
shc enìc upologistikoÔ sust matoc onom�zetai eikonik  mhqan  (virtual machine  
VM). H paroÔsa diplwmatik  ergasÐa asqoleÐtai me thn eikonikopoÐhsh se epÐpedo
sust matoc, ìpou to sÔnolo tou ulikoÔ tou sust matoc eikonikopoieÐtai me thn bo-
 jeia k�poiou epìpth (hypervisor). Tètoioi epìptec eÐnai sun jwc to KVM, to Xen
k.a.

O epìpthc eÐnai èna sÔnolo logismikoÔ, to opoÐo epitrèpei thn eikonikopoÐhsh e-
nìc sust matoc. Oi epoptèc mporeÐ na eÐnai diergasÐec-mèrh enìc �llou leitourgikoÔ
sust matoc (host)   na paremb�llontai apeujeÐac an�mesa sto ulikì kai to eikoni-
kopoihmèno sÔsthma (guest). Sthn pr¸th perÐptwsh onom�zontai epìptec tÔpou II,
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Sq ma 1.1: Paradosiakì sÔsthma kai Eikonikopoihmèno sÔsthma

en¸ sthn deÔterh epìptec tÔpou I[19].

Sq ma 1.2: Epìptec tÔpou I kai tÔpou II

Tautìqrona me thn eikonikopoÐhsh, qrhsimopoieÐtai kai h teqnik  thc prosomoÐw-
shc (emulation). Me thn prosomoÐwsh, mporeÐ na anaparaqjeÐ pist� h sumperifor�
enìc kommatioÔ ulikoÔ, to opoÐo den èqei k�poio fusikì antÐstoiqo sto ufist�meno
pragmatikì sÔsthma. Tètoia komm�tia ulikoÔ mporeÐ na eÐnai, gia par�deigma, mia
k�rta diktÔou. H anaparagwg  thc sumperifor�c gÐnetai ex olokl rou se epÐpedo
logismikoÔ (software). 'Ena eurèwc diadedomèno prìgramma prosomoÐwshc eÐnai to
QEMU (Quick EMUlator), to opoÐo mporeÐ na leitourg sei kai wc epìpthc, en¸ o
sunduasmìc emulator-hypervisor QEMU/KVM eÐnai mia apì tic apotelesmatikìte-
rec lÔseic gia eikonikopoÐhsh enìc leitourgikoÔ sust matoc[8].

1.1 EÐdh eikonikopoÐhshc

Me thn pl rh eikonikopoÐhsh, prosomoi¸netai h leitourgÐa enìc pl rouc leitour-
gikoÔ sust matoc. Mia shmantik  idiìthta eÐnai pwc den up�rqei upobo jhsh apì
to ulikì (hardware assisted), ìpwc emfanÐzetai se �llh perÐptwsh sthn sunèqeia.
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To leitourgikì sÔsthma pou prosomoi¸netai (guest) den qrei�zetai na uposteÐ ka-
mÐa allag  kai prosfèretai wc èqei. O hypervisor prosfèrei otid pote qrei�zetai
o guest se epÐpedo ulikoÔ, ètsi ¸ste o guest na aisj�netai pwc ekteleÐtai ep�nw
se pragmatikì ulikì, ìpwc eÐnai sqediasmènoc na k�nei. Tautìqrona, prosomoi¸nei
kai thn ektèlesh twn entol¸n tou epexergast . Eidik  mneÐa qrei�zetai gia tic
pronomioÔqec entolèc tou guest, oi opoÐec den epitrèpetai gia lìgouc asf�leiac na
ektelestoÔn apeujeÐac ep�nw sthn CPU, kai gia autì ton lìgo efarmìzontai diafo-
retikèc lÔseic ìpwc h trap and emulate. M�lista, eidik� gia thn x86 arqitektonik ,
h duskolÐa sto na prosomoiwjoÔn autèc oi sugkekrimènec entolèc èkanan arqik�
thn eikonikopoÐhsh na moi�zei adÔnath [13].

H prohgoÔmenh teqnik  èqei to meionèkthma thc meiwmènhc taqÔthtac ektèle-
shc. Gia ton lìgo autì èqei anaptuqjeÐ h eikonikopoÐhsh me upobo jhsh ulikoÔ
(hardware assisted virtualization), ìpou èqoun prostejeÐ entolèc sthn CPU, oi o-
poÐec bohjoÔn thn ektèlesh twn euaÐsjhtwn entol¸n tou guest, dÐqwc meÐwsh sthn
taqÔthta. Kai se aut n thn perÐptwsh o guest ekteleÐtai wc èqei, qwrÐc k�poia
tropopoÐhsh. Sunep¸c, up�rqei prìbleyh apì to ulikì ¸ste na epitaqÔnei thn e-
kteles  tou guest me asf�leia[13]. Aut  h teqnik  eÐnai diajèsimh efìson up�rqoun
epekt�seic ulikoÔ (virtualization extensions), ìpwc h teqnologÐa VT-x thc Intel  
h AMD-V thc AMD stouc epexergastèc thc ek�stote etaireÐac[17].

Epiprosjètwc, h �gnoia tou guest, wc proc thn ektèlesh tou ep�nw se eikonikì
sÔsthma, mporeÐ men na eÐnai mia polÔ epijumht  afaÐresh, odhgeÐ ìmwc suqn� se
mh bèltisth sumperifor� kai qr sh twn pìrwn tou pragmatikoÔ sust matoc. Gia
par�deigma h diaqeÐrish thc ufist�menhc mn mhc RAM, den gÐnetai me bèltisto trìpo
apì meri�c guest, kaj¸c autìc den gnwrÐzei pragmatik� pìsh sunolik� diajèsimh u-
p�rqei sto sÔsthma, par� mìno tìsh ìsh èqei anatejeÐ apì ton host ston guest. Me
thn para-eikonikopoÐhsh (paravirtualization), o guest gnwrÐzei pwc den ekteleÐtai
ep�nw se fusikì sÔsthma, kai zht� thn sunergasÐa tou epìpth tou gia thn apodoti-
kìterh antimet¸pish sugkekrimènwn senarÐwn qr shc tou. EpÐ paradeÐgmati, o guest
mporeÐ na metab�lei thn sumperifor� tou kai na epilèxei na mhn ektelèsei tic pro-
anaferjeÐsec euaÐsjhtec entolèc, kai sthn jèsh aut¸n na zht sei thn sunergasÐa
tou host, ¸ste na anal�bei autìc tic sugkekrimènec enèrgeiec[13].

1.2 Probl mata kai lÔseic

1.2.1 Unikernels

Oi perissìterec uphresÐec sto cloud computing mporoÔn eÔkola na ulopoihjoÔn
wc aplèc efarmogèc enìc paradosiakoÔ leitourgikoÔ sust matoc. To workload au-
t¸n eÐnai qamhl¸n h mètriwn apait sewn kai estiasmèno sthn ek�stote apaÐthsh
tou qr sth-pel�th. 'Omwc h dhmiourgÐa mia eikonik c mhqan c, entìc thc opoÐac
ekteleÐtai èna sumbatikì leitourgikì sÔsthma, eÐnai k�je �llo par� tèleia lÔsh.
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Ta sumbatik� leitourgik� eÐnai sqediasmèna me gn¸mona thn par�llhlh ektèlesh
pollapl¸n efarmog¸n, eÐnai uperbolik� sÔnjeta, kai polÔ arg� kat� thn ekkÐnhsh
gia tic apait seic twn stigmiaÐwn uphresi¸n tou cloud. To kuriìtero meionèkthma
ìmwc, eÐnai pwc h poluplokìthta tou sust matoc apoteleÐ aqÐlleio ptèrna gia thn
asf�leia kai thn stajerìthta olìklhrhc thc eikonik c mhqan c.

LÔsh sto an¸tero prìblhma prosfèroun ta unikernels, dhlad  mikrèc eikoni-
kèc mhqanèc ikanèc na exoudeter¸soun tic proanaferjeÐsec adunamÐec. Estiasmèna
sthn ektèlesh miac sugkekrimènhc uphresÐac èqoun el�qistec apait seic se ulikì,
en¸ diathroÔn t�xeic megèjouc mikrìtero mègejoc apì ta paradosiak� leitourgik�.
Epiprosjètwc, h meÐwsh thc poluplokìthtac kai tou megèjouc aut¸n, mei¸nei thn
pijanìthta dusleitourgÐac kaj¸c kai thn epif�neia epÐjeshc (attack surface) apì
kakìboulouc trÐtouc qr stec[16]. Up�rqoun di�fora unikernel frameworks, ta o-
poÐa anafèronai se epìmeno kef�laio, en¸ oi eikonikèc mhqanèc pou proèrqontai apì
aut� sun jwc ekteloÔntai me thn bo jeia k�poiou epìpth   pio sp�nia apeujeÐac
ep�nw sto ulikì (bare metal).

1.2.2 Transcedent memory

'Ena deÔtero prìblhma pou anafèrjhke eÐnai h upoqrhsimopoÐhsh twn pìrwn tou su-
st matoc sthn perÐptwsh tou virtualization, kai eidik� thc mn mhc. 'Otan exantlh-
jeÐ h diajèsimh mn mh, èna paradosiakì leitourgikì katafeÔgei sto na metafèrei
(swapping) selÐdec mn mhc (memory pages), ston dÐsko   se k�poio antÐstoiqo a-
pojhkeutikì mèso, h taqÔthta twn opoÐwn eÐnai polÔ mikrìterh se sqèsh me aut n
thc fusik c mn mhc. Kat� thn eikonikopoÐhsh enìc VM to pijanìtero ìmwc eÐnai
na up�rqei diajèsimh fusik  mn mh, apl� ìmwc na an kei ston host, kai na mhn èqei
anatejeÐ ex arq c ston guest. 'Ara ènoc mèroc thc fusik c mn mhc paramènei anek-
met�leuto, gegonìc pou ja mporoÔse na èqei apofeuqjeÐ e�n h mn mh katanèmontan
me apodotikìterouc trìpouc.

Gia na antimetwpisteÐ autì to fainìmeno èqoun efarmosteÐ di�forec lÔseic, k�je
mia me diaforetik� pleonekt mata kai meionekt mata. Mia isorrophmènh teqnik  sth-
rÐzetai sthn ekmet�lleush thc epikoinwnÐac host kai guest, dhlad  efarmog  teqni-
k¸n paravirtualization, ¸ste na metab�lletai dunamik  h diajèsimh mn mh tou guest.
Gia par�deigma, o mhqanismìc tou ballooning auxomei¸nei kat� to runtime ton arij-
mì selÐdwn mn mhc pou an koun ston guest, sÔmfwna me tic an�gkec tou.

H mhqanismìc diaqeÐrishc elastik c mn mhc transcendent memory   tmem, o
opoÐoc anaptÔqjhke apì thn Oracle to 2009, epekteÐnei thn prohgoÔmenh skèyh su-
nergasÐac guest-host èna b ma parapèra. O guest se perÐptwsh èlleiyhc mn mhc
den zht� na tou paraqwrhjeÐ epiplèon apì ton host. AntÐjeta o guest zht� apì ton
host na anal�bei thn apoj keush twn dedomènwn thc mn mhc tou pr¸tou, wstè sth
sunèqeia o guest na mporeÐ na apodesmeÔsei mèroc thc mn mhc tou gnwrÐzontac pwc
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an� p�sa stigm  mporeÐ na thn anakt sei apì ton host. H anafor� se autèc tic
perioqèc mn mhc gÐnetai me zeÔgh kleidioÔ-tim c (key-value), ¸ste host kai guest na
èqoun èna koinì k¸dika-prwtìkollo epikoinwnÐac[27][19].

Sthn tmem, h epikoinwnÐa gÐnetai metaxÔ tou pur na (kernel space) tou host kai
tou guest. Se prohgoÔmenh ergasÐa, ìmwc, anaptÔqjhke mhqanismìc pou epitrèpei
thn prìsbash sthn tmem apì to q¸ro qr sth (user space) tou guest, kai �ra apì
tic ekteloÔmenec efarmogèc. O nèoc mhqanismìc onom�sthke userspace transcen-
dent memory   utmem. ApodeÐqjhke de, pwc se peript¸seic èlleiyhc mn mhc mia
efarmog  pou qrhsimopoieÐ autìn ton mhqanismì parousi�zei kalÔterh sumperifor�
wc proc thn taqÔthta kai thn diaqeÐrish thc mn mhc[29].

1.3 Skopìc thc ergasÐac

O skopìc aut c thc diplwmatik c ergasÐac eÐnai, kat' arq�c', h melèth twn uniker-
nel frameworks kai tou mhqanismoÔ utmem. Sthn sunèqeia parousi�zoume thn en-
swm�twsh tou mhqanismoÔ thc utmem se èna sugkekrimèno unikernel framework.
Tèloc, parajètoume thn peiramatik  apotÐmhsh thc nèac diajèsimhc teqnologÐac se
sÔgkrish me ta up�rqonta dedomèna, kai se sÔgkrish me ton arqikì mhqanismì.

Me thn paroÔsa ergasÐa, anaptÔssoume èna axiìlogo ergaleÐo gia ton pro-
grammatist  unikernel efarmog¸n, ìson afor� thn rht  diaqeÐrish thc mn mhc twn
efarmog¸n tou. Tautìqrona, ìpwc faÐnetai kai sthn sunèqeia, belti¸noume thn
sumperifor� tou unikernel VM se sen�ria èlleiyhc diajèsimhc mn mhc.
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Kef�laio 2

Jewrhtikì Upìbajro

2.1 Unikernels - Rumprun

2.1.1 Orismìc

O ìroc unikernel anafèretai se mikrèc, exeidikeumènec eikonikèc mhqanèc, qwrÐc dia-
qwrismì user space kai kernel space, oi opoÐec kataskeu�zontai qrhsimopoi¸ntac
k�poio library operating system[16].

Autèc oi eikonikèc mhqanèc eÐnai mikrèc se mègejoc, kaj¸c sun jwc èqoun afai-
rejeÐ pollapl� str¸mata-mèrh logismikoÔ pou up�rqoun se èna paradosiakì lei-
tourgikì sÔsthma. Exeidikeumènec, epeid  esti�zoun sthn ektèlesh miac kai mìno
leitourgÐac, kai den prosfèroun dunatìthtec par�llhlhc ektèleshc pollapl¸n e-
farmog¸n ìpwc ta paradosiak� leitourgik� sust mata. To pio shmantikì, ìmwc,
qarakthristikì eÐnai h an�ptuxh touc qrhsimopoi¸ntac k�poio library operating sys-
tem, to opoÐo kai axÐzei na analujeÐ sthn sunèqeia.

2.1.2 Library Operating Systems

Ta library operating systems apoteloÔn mia morf  arqitektonik c ìpou oi di�forec
uphresÐec pou qrei�zetai èna high level application, gia par�deigma h antallag 
pakètwn me qr sh k�poiou network protocol, prosfèrontai wc sunart seic biblio-
j khc apì to perib�llon sto opoÐo anaptÔssetai, oi opoÐec enswmat¸nontai telik�
se èna monadikì epÐpedo logismikoÔ. Gia na mporèsei na epiteuqjeÐ autì, ta library
operating systems apì sqediasmoÔ touc prosfèroun dÔo pr�gmata. Pr¸ton tic bi-
blioj kec pou prosfèroun prìsbash sto ulikì kai stouc pìrouc, ousiastik� ènan
kat�llhlo mhqanismì. DeÔteron, tic kat�llhlec politikèc me tic opoÐec epitugq�ne-
tai orjìc èlegqoc thc prìsbashc, kai apomìnwsh sto uyhlì epÐpedo thc efarmog c.
O èlegqoc, sunep¸c, kai h prostasÐa tou ulikoÔ den exasfalÐzetai plèon metaxÔ
tou q¸rou thc efarmog c kai tou q¸rou tou pur na tou leitourgikoÔ, all� akìma
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qamhlìtera, sto epÐpedo tou ufist�menou ulikoÔ[21].

Oi pr¸tec ulopoi seic tètoiwn susthm�twn-arqitektonik¸n, emfanÐsthkan sta
tèlh thc dekaetÐac tou 1990, ìpwc to Exokernel kai to Nemesis[21]. 'Ena emfa-
nèc pleonèkthma aut¸n twn ligìterwn sÔnjetwn arqitektonik¸n, eÐnai h taqÔterh
prìsbash stouc pìrouc, kaj¸c den qrei�zetai h enallag  metaxÔ privilege mode
kai mh. KurÐwc, ìmwc, h aploÔsteush se epÐpedou stoÐbac logismikoÔ prosfèrei
problèyimh sumperifor� ìlou tou sust matoc, kai odhgeÐ se stajerìterec kai a-
sfalèsterec efarmogèc.

Klhronom¸ntac, sunep¸c, aut n thn filosofÐa ta unikernels sthrÐzontai ep�nw
se aut  thn aploÔsteush thc stoÐbac tou logismikoÔ. To er¸thma, loipìn, pou o-
d ghse sthn dhmiourgÐa twn unikernel, eÐnai to ex c: {ti ja ginìtan an olìklhrh h
stoÐba tou logismikoÔ, apì to an¸tero epÐpedo, mèqri kai ton k¸dika assembly, me-
taglwtÐzontan wc èna s¸ma se èna asfalèc, uyhloÔ epipèdou glwssac framework;}

2.1.3 Qarakthristik�

Gia na gÐnei kalÔtera katanoht  h diafor� kai to pleonèkthma enìc unikernel se
sqèsh me èna sumbatikì leitourgikì sÔsthma, ja sugkrijeÐ sthn sunèqeia h stoÐba
logismikoÔ se dÔo diaforetikèc peript¸seic.

Se èna paradosiakì leitourgikì sÔsthma ìpwc sto linux, o programmatist c
anaptÔssei ton k¸dika thc efarmog c tou sto uyhlìtero epÐpedo. O k¸dikac autìc
exart�tai en polloÐc apì di�forec biblioj kec pou prosfèrei to sÔsthma. Autèc oi
biblioj kec en¸nontai dunamik�   statik� me ton k¸dika tou qr sth kai par�getai
to ektelèsimo thc efarmog c. T¸ra, kat� thn ektèlesh h efarmog  epikoinwneÐ me
ton pur na tou leitourgikoÔ sust matoc ¸ste autìc na ektelèsei me thn seir� tou
pronomioÔqec entolèc-diadikasÐec oi opoÐec sqetÐzontai me leitourgÐec oi opoÐec se
èna multi-process perib�llon qr zoun asfaleÐac kai prosoq c. Qarakthristikì pa-
r�deigma eÐnai   prìsbash sto ulikì, ìpwc p.q. mia an�gnwsh apì arqeÐa tou dÐskou.
O mhqanismìc pou diekperai¸nei aut n thn epikoinwnÐac eÐnai oi kl seic sust matoc
(system calls), sÔmfwna me tic opoÐec h ekteloÔmenh diergasÐa upoqreoÔtai na ai-
thjeÐ apì ton pur na (kernel) tou leitourgikoÔ na anal�bei autìc thn enèrgeia ek
mèrouc thc. Upoqrewtik� emfanÐzetai autìc o diaqwrismìc metaxÔ tou q¸rou qr sth
kai tou q¸rou pur na, kai gia k�je pronomioÔqa drasthriìthta prèpei na gÐnetai e-
nallag  (context switch) metaxÔ aut¸n twn dÔo. Akìma pio k�tw, up�rqei o k¸dikac
pou trèqei ston q¸ro pur na, apì to sÔsthma arqeÐwn, tic eikonikèc suskeuèc,touc
drivers pou epikoinwnoÔn me to pragmatikì ulikì èwc kai thn diaqeÐrish mn mhc kai
thn qronodromolìghsh twn diergasi¸n.

Apì thn �llh, se èna unikernel perib�llon ekteleÐtai mon�qa mÐa efarmog  qwrÐc
thn pijan  sunektèlesh trÐtwn efarmog¸n. Gia autì ton lìgo, apousi�zei o diaqwri-
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smìc an�mesa se user space kai kernel space, kaj¸c den up�rqei an�gkh prostasÐac
kai asf�leiac metaxÔ diergasi¸n. Autì odhgeÐ, se èna monadikì q¸ro ìpou o k¸di-
kac apì to pio uyhlì epÐpedo mèqri kai to pio qamhlì ekteleÐtai se monadikì context
kai q¸ro dieujÔnsewn mn mhc. Tautìqrona, kat� thn metagl¸ttish thc efarmog c,
to toolchain, dhlad  ta ergaleÐa dhmiourgÐac tou unikernel, tou ek�stote unikernel
framework, afaireÐ ìla ta peritt� sustatik� tou sust matoc, ¸ste na apomènoun
ta apolÔtwc aparaÐthta pou qrei�zontai gia ton sugkekrimèno skopì. Apousi�zei,
epÐshc, to sÔsthma pou diaqeirÐzetai thn par�llhlh ektèlesh twn diergasi¸n kai
sun jwc h eikonik  mn mh[22].

Sq ma 2.1: Sumbatik  eikonik  mhqan  - Unikernel

DhmiourgeÐtai, sunep¸c, mia taqÔtath, mikr  kai estiasmènh eikonik  mhqan , h
opoÐa mporeÐ na ektelesteÐ autìnoma ep�nw se èna hypervisor   sto Ðdio to ulikì,
dÐqwc thn an�gkh enìc ufist�menou leitourgikoÔ sust matoc. H ekkÐnhsh (boot)
eÐnai taqÔtath, t�xeic megèjouc an¸terh apì èna sumbatikì leitourgikì sto opoÐo
ekteleÐtai antÐstoiqh efarmog . Tautìqrona, h asf�leia eÐnai auxhmènh kaj¸c h
efarmog  trèqei sto dikì thc perib�llon, apokommènh apì thn sunektèlesh �llwn
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sto Ðdio q¸ro qr sth, ìpwc isqÔei sta sumbatik� leitourgik� sust mata. Tèloc,
oi an�gkec se pìrouc elaqistopoioÔntai, kaj¸c mporeÐ na anatejoÔn akrib¸c ìsouc
qrei�zetai h sugkekrimènh efarmog , en¸ se èna sumbatikì leitourgikì ja èprepe na
merimn sei o sqediast c ¸ste na up�rqoun diajèsimoi pìroi gia ìlec tic efarmogèc
pou mporeÐ na ektelestoÔn par�llhla, akìma kai an den ekteloÔntai pr�gmati.

2.1.4 Frameworks

AkoloujeÐ mia qr simh anafor� se di�fora unikernel frameworks pou up�rqoun thn
stigm  pou gr�fontai autèc oi grammèc, kaj¸c kai mia an�lush twn qarakthristik¸n
tou kajenìc.

MirageOs

To MirageOs apoteleÐ èna apì ta palaiìtera kai pio diadedomèna frameworks. To
MirageOs dhmiourg jhke sto ergast rio upologist¸n tou panepisthmÐou tou Cam-
bridge. O skopìc twn dhmiourg¸n  tan na lÔsoun to prìblhma pou prokÔptei kat�
thn eikonikopoÐhsh susthm�twn, pwc prostÐjetai èna epiplèon str¸ma logismiko-
Ô, odhg¸ntac se mh bèltisth sumperifor� twn eikonik¸n mhqan¸n[21]. M�lista
sto Ðdio ergast rio eÐqe anaptuqjeÐ to 2003 o hypervisor Xen[28]. O skopìc tou
project,  tan na anakataskeuastoÔn oi eikonikèc mhqanèc, apì to epÐpedo thc efar-
mog c mèqri kai to epÐpedo tou pur na ¸ste na eÐnai kalÔtera allhlosundedemèna
sthn b�sh enìc library operating system.

Gia thn dhmiourgÐa tou unikernel me b�sh toMirageOS qrhsimopoieÐtai h gl¸ssa
OCaml, mia gl¸ssa arket� uyhloÔ epipèdou. H epilog  thc sugkekrimènhc gl¸s-
sac èqei gÐnei diìti aut  epitrèpei thn an�ptuxh type safe efarmog¸n me mèlhma thn
prostasÐa thc mn mhc apì memory leaks. Tètoia sf�lmata sqetÐzontai me thn mh
orj  qr sh twn diafìrwn tÔpwn dedomènwn apì mia gl¸ssa. H OCaml gia na to
petÔqei autì diajètei statikì èlegqo twn tÔpwn (static type check), opìte oi tuqìn
asumfwnÐec entopÐzontai kat� to compile kai ìqi kat� thn ektèlesh, kaj¸c kai èna
diakritikì sullèkth skoupidi¸n (garbage collector), o opoÐoc anakukl¸nei thn apo-
desmeumènh mn mh.

Gia na axiopoihjoÔn kalÔtera ta nèa qarakthristik� tou mirageOs, anaptÔqjh-
kan apì thn arq  shmantik� sustatik� enìc paradosiakoÔ leitourgikoÔ sust ma-
toc, ìpwc to network kai storage stack. 'Etsi, gr�fthkan biblioj kec gia TCP/IP,
HTTP, DNS k.a. sthn Ocaml. To apotèlesma eÐnai èna asfalèc kai arjrwtì
framework, idanikì na uposthrÐxei web uphresÐec. Up�rqoun di�fora paradeÐgma-
ta self-hosted diadiktuak¸n istoselÐdwn pou ekteloÔntai wc MirageOs efarmogèc
ep�nw se k�poion hypervisor, ìpwc to Xen[7].

'Ena meionèkthma eÐnai pwc h ekteloÔmenh efarmog  prèpei na eÐnai grammènh se
OCaml gia na mporeÐ na ektelesteÐ me to MirageOs. Autì sun jwc den isqÔei gia
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ta perissìtera progr�mmata, me apotèlesma na apaiteÐtai an�ptuxh thc efarmog c
apì thn arq . Tèloc, oi uposthrizìmenec platfìrmec eÐnai to Xen, kai to KVM an
qrhsimopoihjeÐ to solo5 framework, pou ja analujeÐ sthn sunèqeia.

IncludeOS

To IncludeOS eÐnai èna minimalistikì, anoiqtoÔ k¸dika, unikernel framework, to
opoÐo stoqeÔei se efarmogèc kai uphresÐec grammènec se gl¸ssa C++, kai pou
apeujÔnontai sto cloud. Prìkeitai gia èna apì ta neìtera unikernel frameworks,
kai stoqeÔei sthn an�ptuxh tètoiwn eikonik¸n mhqan¸n me thn eukolÐa pou èqei h
sumperÐlhyh mia biblioj khc kat� thn an�ptuxh twn efarmog¸n. Gr�fontac apl�
#include<os>, kuriolektik� kat� to linking thc efarmog c mac ja sumperilhfjeÐ
èna mikroskopikì leitourgikì sÔsthma kai ja paraqjeÐ mia pl rhc eikìna eikonik c
mhqan c[2].

Se antÐjesh me arket� �lla frameworks, to IncludeOs den èqei klhronom sei
apì k�poio �llh platfìrma autoÔsiec tic biblioj kec   ta sustatik� stoiqeÐa pou
qrei�zontai oi efarmogèc. AntÐjeta ìla aut� èqoun grafteÐ apì thn arq  se C++,
me èmfash sta unikernel qarakthristik� tou. Me autìn ton trìpo èqei epiteuqjeÐ
apodotik  diaqeÐrish twn pìrwn kai twn apait sewn se mn mh, apodotik  diadikasÐa
deployment, kai anexarthsÐa apì thn platfìrma eikonikopoÐhshc. Aut  thn stigm 
ta unikernel pou par�gontai apì to IncludeOs mporoÔn na ektelestoÔn ep�nw stouc
perissìterouc dhmofileÐc epìptec, kaj¸c kai sto openStack[18].

To IncludeOs qarakthrÐzetai apì qamhlì apotÔpwma mn mhc, upost rixh gia
C++11/17, tic klassikèc biblioj kec C++ k.a.. EpÐshc, up�rqei upost rixh kai
gia thn biblioj kh thc C gl¸ssac, dÐnontac mia sumbatìthta me k�poiec POSIX
efarmogèc[2]. Tèloc, eÐnai arket� endiafèron to gegonìc pwc ulopoi jhke apì thn
arq  mia arjrwt  stoÐba diktÔou estiasmènh sto project, pou epitrèpei taqÔterh
antallag  pakètwn kai uyhlìterh apìdosh.

Mia efarmog  se IncludeOs, den ekkineÐ ìpwc mia paradosiak  efarmog  gia sum-
batikì leitourgikì me mia main(), all� me thn entol  Service::start. Autì prìkeitai
gia thn uphresÐa (service) pou ofeÐlei na ulopoieÐ o programmatist c an jèlei na
ekkin sei h efarmog  tou. Oi efarmogèc prèpei na gr�fontai upoqrewtik� se gl¸s-
sa C++. 'Opwc kai sta perissìtera unikernel framework, den up�rqei upost rixh
gia eikonik  mn mh oÔte o diaqwrismìc metaxÔ user space kai kernel space. Tèloc,
efìson apousi�zoun ta n mata kai ekteleÐtai k¸dikac mìno miac diergasÐac, polunh-
matikèc efarmogèc   efarmogèc pou sthrÐzontai sthn par�llhlh ektèlesh poll¸n
ergasi¸n prèpei na xanagrafoÔn ¸ste na tairi�zoun me ta qarakthristik� tou frame-
work[20].
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OSv

To OSv apoteleÐ èna sÔgqrono leitourgikì sÔsthma to opoÐo esti�zei sthn ektèle-
sh twn efarmog¸n sto cloud. Dhmiourg jhke to 2013 apì thn Cloudious Systems
me skopì na trèqei ep�nw se mia plhj¸ra apì hypervisors, kai na uposthrÐzei tic pe-
rissoterec apì tic dhmofileÐc gl¸ssec, C, C++, Java, Ruby, NodeJS klp. Prìkei-
tai, sunep¸c, gia èna unikernel framework ikanì na ektelèsei single-process linux
efarmogèc[18].

Se sqèsh me ta upìloipa unikernel frameworks, to OSv qarakthrÐzetai wc èna
leitourgikì genikoÔ skopoÔ, pou mporeÐ na metatrèyei sqedìn k�je efarmog  se
unikernel. Tautìqrona, uposthrÐzei touc perissìterouc gnwstoÔc epìptec, ìpwc
Xen, KVM, QEMU, VMware, GCE. Aut  h idiìthta to upoqre¸nei na eÐnai èna
apì to pio sÔnjeta, kai sunep¸c meg�la se mègejoc, unikernel, ìpou h paragìmenh
eikonik  mhqan  eÐnai thc t�xhc merik¸n dek�dwn megabytes. En sugkrÐsei, ta pe-
rissìtera unikernels emfanÐzoun sunhjismèno mègejoc merik¸n kilobytes[18].

'Opwc kai sta perissìtera unikernel perib�llonta, up�rqei mìno mia ekteloÔme-
nh diergasÐa an� p�sa stigm  kai apousi�zei o diaqwrismìc user space kai kernel
space, opìte ìloc o k¸dikac trèqei se èna monadikì q¸ro mn mhc. Autì profan¸c
odhgeÐ sthn meÐwsh thc kajustèrhshc thc ektèleshc pou sqetÐzetai me thn allag 
tou context.

'Ena axioshmeÐwto qarakthristikì tou eÐnai h qr sh qronodromologht  (sched-
uler) gia ton sugqronismì twn eikonik¸n epexergast¸n (virtual CPUs), qwrÐc thn
qr sh spinlocks. Ta spinlocks qrhsimopoioÔntai ìtan ta n mata pou prèpei na sug-
qronistoÔn wc proc thn prìsbash se èna koinìqrhsto pìro, ìpwc p.q. mia euaÐsjh-
th perioq  mn mhc, den mporoÔn na koimhjoÔn. Sta eikonikopoihmèna perib�llonta
eÐnai ìmwc pijanìn mia eikonik  CPU na p�yei proswrin� na ekteleÐ entolèc, me a-
potèlesma na upoqre¸nei tic upìloipec na anamènoun �ergec spatal¸ntac pìrouc.
Epilèqjhke, sunep¸c, ìla ta n mata sto OSv, ektìc apì ton Ðdio ton scheduler, na
eÐnai se jèsh na koimhjoÔn, kai �ra na mhn apaitoÔntai spinlocks[24]. EpÐshc, dedo-
mènou pwc h ektèlesh diadiktuak¸n efarmog¸n sto cloud ja eÐnai o kÔrioc stìqoc
tètoiwn frameworks, oi suskeuèc diktÔou sqedi�sthkan apì thn arq . Me thn te-
qnik  pou onom�zetai kan�lia diktÔou (network channels), ta pakèta pou èrqontai
me diakopèc apì to dÐktuo epexerg�zontai kai taxinomoÔntai se xeqwrist� n mata,
mèsa sto Ðdio context me thn ekteloÔmenh efarmog  epitugq�nontac auxhmènh epÐdo-
sh taqÔthta, aplopoi¸ntac ton antagwnismì gia touc mhqanismoÔc apì ta di�fora
perib�llonta epikoinwnÐac pou qrhsimopoioÔn to dÐktuo. Tèloc, polÔ endiafèron
eÐnai pwc, se antÐjesh me ta arket� �lla unikernel frameworks, sto OSv up�rqei
upost rixh gia eikonik  mn mh. 'Etsi efarmogèc pou sthrÐzontai se aut , p.q. me
qr sh thc mmap(), mporoÔn na metatrapoÔn pio eÔkola se unikernel[24].
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Solo5

To Solo5 den prìkeitai gia èna pl rec unikernel framework, ìpwc ta upìloipa pou
anafèrontai sthn paroÔsa ergasÐa, all� èna endi�meso str¸ma ep�nw sto opoÐo mpo-
reÐ na anaptuqjeÐ èna unikernel. XekÐnhse apì ton Dan Williams thc IBM Research,
me skopì na epitrèyei sto MirageOs na ekteleÐtai ep�nw ston epìpth linux-KVM.
Plèon èqei exeliqjeÐ se èna sandbox perib�llon ektèleshc kai apomìnwshc, ep�nw
sto opoÐo mporeÐ na ektelesteÐ èna meg�loc arijmìc apì Unikernel   genikìtera apì
library operating systems. MporoÔme na to fantastoÔme wc èna str¸ma logismikoÔ,
to opoÐo k�jetai an�mesa ston epìpth kai sto Unikernel[11].

'Opwc èqei anaferjeÐ, basikì sustatikì thc filosofÐa twn Unikernel, kai geni-
k¸c twn library operating systems, eÐnai h afaÐresh twn peritt¸n sustatik¸n pou
up�rqoun se èna sumbatikì leitourgikì. To Solo5 phgaÐnei aut  thn idèa èna b ma
parapèra, jewr¸ntac t¸ra ìlo to unikernel wc mia diergasÐa thc opoÐac h diepa-
f  me to hypervisor   kai genik� me ìlo to leitourgikì sÔsthma epanasqedi�zetai.
Arqik�, eÐnai epijumhtì h diepaf  na eÐnai lightweight kai ìso pio dunatìn legacy-
free. Gia par�deigma to QEMU, èna apì ta pio dhmofil  hypervisors, ekjètei sto
unikernel mia plhj¸ra apì eikonikèc suskeuèc, �qrhstec gia to unikernel, akrib¸c
epeid  to QEMU eÐnai sqediasmèno na uposthrÐzei pl rh leitourgik� sust mata kai
ìqi apokleistik� unikernel[26]. To Solo5 periorÐzei thn diepaf  mìno sta sustatik�
pou qrei�zetai to unikernel. To kèrdoc eÐnai pwc me thn auxhmènh afaÐresh mpo-
roÔme na petÔqoume megalÔterh forhtìthta (portability) twn unikernel an�mesa se
di�forec platfìrmec[18]. EÐnai emfan c h analogÐa twn sqèsewn metaxÔ diergasÐac-
leitourgikoÔ kai unikernel-hypervisor.

Epiprosjètwc, to Solo5 eis�gei thn ènnoia tou progr�mmatoc fÔlaka (tender),
to opoÐo onom�zei hvt (harware virtualized tender). O fÔlakac eÐnai èna exeidi-
keumèna str¸ma diepaf c gia unikernels. O rìloc tou moi�zei me autìn pou èqei
paradosiak� to QEMU, ìmwc ìpwc anafèrjhke, to QEMU eÐnai genikoÔ skopoÔ, e-
n¸ o hvt stoqeÔei se èna sugkekrimèno unikernel. To interface, loipìn, pou �blèpei�
to unikernel eÐnai autì akrib¸c pou èqei to Ðdio an�gkh, kai tÐpota parap�nw, mei-
¸nontac ètsi thn epif�neia epÐjeshc kai to endeqìmeno k�ti na dusleitourg sei.

To kèrdoc aut c thc meÐwshc thc epif�neiac tou interface, eÐnai polÔ shmantikì.
H mh an�gkh gia arqikopoÐhsh twn peritt¸n stoiqeÐwn epitrèpei sta unikernel na
ekkinoÔn (boot) aisjht� pio gr gora apì �lla. H asf�leia brÐsketai se uyhlìtera
epÐpeda, kaj¸c den up�rqoun peritt� components, me ta opoÐa ja mporoÔse k�poioc
na ephre�sei to unikernel. Tèloc, to sÔnolo unikernel-monitor, mei¸netai dramati-
k� se mègejoc, kaj¸c den qrei�zetai h parousÐa enìc general-purposed kai �barioÔ�
monitor ìpwc to QEMU, all� enìc lightweight kai gr gorou[26][18].

To Solo5 qrhsimopoieÐtai kurÐwc apì to MirageOS, pou  tan kai o arqikìc
stìqoc tou, kai apì to IncludeOS. EpÐshc uposthrizìmenec platfìrmec-hypervisors
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Sq ma 2.2: a. Monitor genikoÔ skopoÔ b. Monitor eidikoÔ skopoÔ

eÐnai linux-KVM, FreeBSD-VMM wc hvt, kai genik� opoiosd pote hypervisor se
x86 arqitektonik , arkeÐ na uposthrÐzei me thn seir� tou virtio suskeuèc, ìpwc QE-
MU/KVM[18]. Shmei¸netai epÐshc, pwc to solo5 oÔte stoqeÔei oÔte uposthrÐzei
thn apeujeÐac ektèlesh sto ulikì (bare-metal).

Rumprun

To Rumprun apoteleÐ èna unikernel framework, pou èqei sthriqjeÐ ep�nw sta rump
kernels kai stoqeÔei sthn ektèlesh opoiad pote single-process POSIX efarmog c.
Aut  eÐnai kai h idèa pou ¸jhse thn dhmiourgÐa tou, dhlad  na mporeÐ na metatrapeÐ
opoiad pote POSIX efarmog  se unikernel, me ìso ton dunatìn el�qistec allagèc
ston k¸dik� thc[18][6].

To project twn rump kernels apoteleÐ egqeÐrhma ¸ste na prosfèrontai auto-
Ôsioi oi drivers kai ta sustatik� stoiqeÐa enìc leitourgikoÔ sust matoc, ¸ste na
epitrèpetai h an�ptuxh elafr¸n, arjrwt¸n kai asfal¸n eikonik¸n mhqan¸n. Ta
rump kernels, qrhsimopoioÔn touc drivers tou NetBSD leitourgikoÔ sust matoc,
to opoÐo me thn seir� tou èqei sqediasteÐ ¸ste na eÐnai ìso to dunatìn modular,
me apotèlesma oi drivers tou na eÐnai arket� forhtoÐ kai anex�rthtoi platfìrmac[23].

Mia deÔterh idèa pou od ghse sto Rumprun, eÐnai aut  tou anykernel. Pa-
radosiak�, ta leitourgik� sust mata qarakthrÐzontac apì thn arqitektonik  tou
monolijikoÔ pur na (monolithic kernel), sthn opoÐa ìlec oi pronomioÔqec enèrgeiec,
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ìpwc h qronodromolìghsh, h diaqeÐrish thc eikonik c mn mhc, h ektèlesh twn odh-
g¸n twn suskeu¸n, gÐnontan ston q¸ro tou pur na me auxhmèna pronìmia. 'Oso
meg�lwnei h poluplokìthta twn susthm�twn, aut  h prosèggish gÐnetai ìlo kai pio
duskÐnhth kai anelastik . Se ap�nthsh autoÔ tou probl matoc, emfanÐzontai �llec
enallaktikèc ìpwc ta hybrid kernels k.a. Mia apì autèc eÐnai to anykernel, ìpou
perigr�fetai ènac k¸dikac b�shc apì ton opoÐo mporoÔn na exaqjoÔn apì ton pur na
oi drivers kai na ektelestoÔn me mikr    kai kajìlou tropopoÐhsh se diaforetikì
perib�llon   akìma kai ston q¸ro qr sth. Autìc o diaqwrismìc metaxÔ twn drivers
kai twn pio auxhmènhc shmasÐac stoiqeÐwn tou leitourgikoÔ dÐnei megalÔterh euelixÐa
sto ìlo sÔsthma[23][3].

Aut n thn stigm , ta unikernel apì to Rumprun mporoÔn na ektelestoÔn ep�nw
sto Xen, sto QEMU/KVM, all� kai apeujeÐac ep�nw sto ulikì (bare metal).

Gia thn ulopoÐhsh thc paroÔsac ergasÐac epilègoume to Rumprun wc unikernel
framework, ep�nw sto opoÐo ergazìmaste, opìte ofeÐloume na to analÔsoume die-
xodik� sthn sunèqeia.

Aut�  tan k�poia apì ta pio gnwst� kai shmantik� unikernel frameworks. U-
p�rqoun poll� akìma ìpwc to ClickOS, Clive, LING, RuntimeJS, Nanos k.a[14].

2.1.5 Rumprun

IstorÐa

Oi rump kernels kai to Rumprun genn jhkan arqik� apì thn an�gkh ektèleshc
driver, kai sugkekrimèna tou sust matoc arqeÐwn (�le systems), tou NetBSD se
q¸ro qr sth. Parathr jhke pwc eÐnai polÔ pio gr goro kai apotelesmatikì na
anaptÔssontai drivers me autìn ton trìpo, par� se èna eikonikopoimèno perib�llon
ìpwc  tan to sÔnhjec. Me thn p�rodo tou qrìnou, oi drivers gr�fontan ¸ste na
eÐnai ìlo kai pio anex�rthtoi thc platfìrmac kai forhtoÐ, ètsi proèkuyan oi rump
kernels. En tèlei, prosfèrjhke h dunatìthta na ekteloÔntai autoi oi drivers ep�nw
ston Xen hypervisor, to opoÐo me thn seir� tou gènnhse to Rumprun[6][3].

'Opwc anafèrjhke, to Rumprun framework sthrÐzetai sthn idèa tou anyker-
nel, thn opoÐa ènnoia epinìhse o Antii Kantee[3], dhmiourgìc twn rump kernels kai
tou Rumprun. Ta perissìtera sumbatik� leitourgik� sust mata sthrÐzontai sthn
monolijik  (monolithic) arqitektonik , ìpou ìlec oi enèrgeiec, oi opoÐec apaitoÔn
auxhmènh dikaiodosÐa, ìpwc h diaqeÐrish mn mhc, o scheduler, to sÔsthma arqeÐwn
all� kai oi drivers gia tic perifereiakèc suskeuèc, ekteloÔntai mèsa ston q¸ro pu-
r na. Apì th mÐa autì prosfèrei asf�leia, apì thn �llh ìmwc, duskoleÔei thn
an�ptuxh twn sustatik¸n (components) kai eidik� twn drivers.

20



Se ap�nthsh tou parap�nw probl matoc, èqoun emfanisteÐ diaforetikèc arqite-
ktonikèc leitourgik¸n, ìpwc oi microkernels, exokernels k.a.. KÔrio qarakthristikì
aut¸n eÐnai ìti oi polÔ shmantikèc drasthriìthtec tou pur na, ìpwc h diaqeÐrish
mn mhc kai o scheduler, paramènoun sto q¸ro tou pur na, en¸ ligìtero shmantik�
sustatik�, ìpwc oi drivers twn suskeu¸n kai to sÔsthma arqeÐwn, ekteloÔntai ston
q¸ro qr sth. Autì prosfèrei megalÔterh euelixÐa kai asf�leia kat� thn an�ptuxh
twn teleutaÐwn sustatik¸n.

Sq ma 2.3: A.Monolijik  kai B.Microkernel arqitektonik  pur na

To skeptikì pÐsw apì ton ìro anykernel epekteÐnei peraitèrw ton an¸tero dia-
qwrismì twn leitouri¸n enìc sust matoc pou paradosiak� epiteloÔntai entìc tou
purhna. Plèon, oi drivers tou sust matoc anexarthtopoioÔntai apì to sÔsthma
sto opoÐo en tèlei ja ektelestoÔn. Anaferìmaste se mia arqitektonik� agnwstik 
prosèggish, ìpou oi drivers mporoÔn eÐte na enswmat¸nontai se k�poio monolijikì
pur na, se k�poio microkernel, se k�poio exokernel, genik� se pur nec diaforetik¸n
arqitektonik¸n,   na ekteloÔntai wc diergasÐa sto user space qwrÐc k�poia allag 
ston k¸dik� touc. Wc drivers den ennooÔme mìno touc odhgoÔc suskeu¸n, all� kai
to sÔsthma arqeÐwn, thn stoÐba diktÔou k.a.. Up�rqei, loipìn, mia eggen c forh-
tìthta twn drivers[23]. To leitourgikì sÔsthma NetBSD tairi�zei ston orismì tou
anykernel[3].

Sqetik  ènnoia eÐnai aut  twn rump kernels. Me ton ìro rump ennooÔme èna
kat�loipo enìc megalÔterou arqikoÔ sunìlou. Rump kernel, loipìn, eÐnai èna ei-
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konikopoihmèno stigmiìtupo enìc sunìlou apì drivers, oi opoÐoi trèqoun ektìc tou
monolijikoÔ pur na. Autì praktik� metafr�zetai se ènan pur na enìc sumbatikoÔ
leitourgikoÔ sust matoc, apì to opoÐo èqoun afairejeÐ di�fora komm�tia, ìpwc h
eikonik  mn mh kai o sugqronismìc metaxÔ diergasi¸n. To upìleimma (rump) aut c
thc diadikasÐac eÐnai oi drivers kai oi apolÔtwc aparaÐthtec routÐnec, ¸ste na mpo-
reÐ na ektelesteÐ mÐa diergasÐa[18]. MporoÔme na fantastoÔme touc rump kernels
san pur nac-wc-uphresÐa (kernel-as-a-service). Oi rump kernels pou dhmiourg jh-
kan apì ton Antii Kantee ex�goun touc drivers kai ta stoiqeÐa apì to leitourgikì
sÔsthma NetBSD, dhlad  apì ton open-source phgaÐo k¸dik� tou[3].

To rumprum unikernel eÐnai mia efarmog  twn rump kernels, pou èqei stìqo
na ekteloÔntai progr�mmata wc unikernel. UpenjumÐzetai ìti o arqikìc stìqoc tou
egqeir matoc twn rump kernel  tan na ekteloÔntai autìnoma drivers sto user space,
¸ste na dieukolÔnetai h an�ptuxh kai h aposfalm�tws  tou. 'Omwc, me thn p�rodo
tou qrìnou, apodeÐqjhke pwc oi rump kernels mporoÔn na ektelestoÔn wc eiko-
nikopoihmènoc guests ep�nw ston Xen hypervisor. H pr¸th efarmog  autoÔ tou
{pantrèmatoc}  tan h ektèlesh elafr¸n router   �rewalls wc guests, leitourgÐec
pou paradosiak� brÐskontan ston q¸ro enìc monolijikoÔ pur na. SÔntoma pro-
stèjhke kai h Ôparxh mia diepaf c apì ton q¸ro qr sth, dhlad  ènac trìpoc na
kaloÔntai oi kl seic sust matoc[6]. Me ìla aut� ta epÐpeda logismikoÔ diajèsima,
eÐnai profanèc ìti oi rump kernels èqoun thn dunatìthta na par�goun unikernels,
ta opoÐa onom�sthkan Rumprun unikernels. H sqèsh metaxÔ tou Rumprun kai twn
rump kernels, eÐnai pwc gia thn an�ptuxh tou unikernels, to Rumprun epilègei apì
to sÔnolo pou prosfèroun oi rump kernels mìno ta stoiqeÐa pou eÐnai aparaÐthta
gia thn ektèlesh miac sugkekrimènhc efarmog c, to opoÐo shmaÐnei pwc to Rumprun
eÐnai mia apì tic pollèc efarmogèc (use cases) twn rump kernels. H eikìna 2.4 parou-
si�zei kalÔtera thn sqèsh metaxÔ tou anykernel twn rump kernels kai tou Rumprun
unikernel.

Dom  kai An�ptuxh tou Unikernel

H stoÐba logismikoÔ tou Rumprun, jumÐzei se èna bajmì thn stoÐba ektèleshc
miac diergasÐac se k�poio sumbatikì leitourgikì sÔsthma. Sto an¸tero epÐpedo
brÐsketai o k¸dikac thc efarmog c, o opoÐoc sthrÐzetai se biblioj kec tou user
space, ìpwc p.q. h libc gia thn gl¸ssa C. Apì k�tw brÐskontai oi k¸dikac pou
analamb�nei na kalèseic tic kl seic sust matoc (system calls) proc ton pur na.
Mia diafor� pou up�rqei sto Rumprun eÐnai pwc oi kl seic autèc den gÐnontai me
k�poia trap entol  ¸ste na all�xei to epÐpedo pronomÐwn me to opoÐo ekteleÐtai o
k¸dikac, alla kaleÐtai apl� mia apl  sun�rthsh biblioj khc h opoÐa analamb�nei na
exuphret sei thn aÐthsh. UpenjumÐzetai pwc se unikernel ìlh h ektèlesh gÐnetai se
èna monadikì eniaÐo q¸ro mn mhc, den up�rqei di�krish metaxÔ user space kai kernel
space. Gia na to petÔqei autì, to Rumprun antikajist� ìlec tic kl seic sust ma-
toc (system calls) tou NetBSD me dikèc tou kl seic pur na (rump kernel calls), oi
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Sq ma 2.4: Sqèsh metaxÔ anykernel-rump kernels-Rumprun

opoÐec eÐnai sthn ousÐa kl seic sunart sewn (library calls). Apì autì to epÐpedo
kai mèqri to epÐpedo tou epìpth brÐsketai ì,ti ja èprepe na brÐsketai ston pur na
enìc sumbatikoÔ leitourgikoÔ.

EÔloga ja perÐmene kaneÐc, sta kat¸tera epÐpeda na brÐskontai komm�tia logi-
smikoÔ mìno apì touc rump kernels. EntoÔtoic, oi rump kernels den sqedi�sthkan
¸ste na trèqoun ep�nw se k�poio epìpth wc eikonik  mhqan , opìte touc leÐpei
h dunatìthta na epikoinwnoÔn me to qamhlìtero epÐpedo tou epìpth. Tautìqrona
apousi�zoun kai oi mèjodoi ekkÐnhshc (bootstrap), qronodromolìghshc, diakopèc
(interrupt), kai h diaqeÐrish twn selÐdwn thc mn mhc. Gia autìn akrib¸c ton lìgo,
sthn stoÐba tou Rumprun k�tw apì to komm�ti twn rump kernels èqei prostejeÐ
èna str¸ma ulikoÔ pou onom�zetai Bare Metal Kernel (bmk), kai pou o rìloc tou
eÐnai na epiteleÐ ìlec autèc tic shmantikìtatec proanaferjeÐsec leitourgÐec. O bmk
apoteleÐtai tìso apì k¸dika pou eÐnai koinìc gia k�je platfìrma sthn opoÐa sto-
qeÔei to Rumprun, ìso kai apì k¸dika eidikì gia k�je platfìrma xeqwrist�[18].
Par�llhla, up�rqei kai ènac mhqanismìc epikoinwnÐac twn rump kernels me ton bmk,
pou onom�zetai rumpuser[23]. Oi basikoÐ stìqoi tou Rumprun eÐnai eÐte o Xen hy-
pervisor, eÐte to KVM twn Linux, eÐte apeujeÐac to ulikì (bare metal).

H dom  thc stoÐbac faÐnetai sthn eikìna 2.5

AxÐzei, epÐshc, na perigrafeÐ h diadikasÐa an�ptuxhc enìc unikernel me to Rumprun
framework. H diadikasÐa apoteleÐtai sunoptik� apì tèssera b mata.

1. Arqik� anaptÔssetai o k¸dikac thc efarmog c se user space. To Rumprun
stoqeÔei sthn ektèlesh POSIX efarmog¸n, opìte h an�ptuxh den diafèrei
apì sumbatik� leitourgik�, kai sun jwc mporeÐ na qrhsimopoihjeÐ k¸dikac
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Sq ma 2.5: StoÐba logismikoÔ rump kernels/Rumprun

apì efarmogèc  dh grammènec gia k�poia �llh platfìrma, ìpwc to linux.
Wstìso, sugkekrimènec leitourgÐec, ìpwc oi pollèc diergasÐec kai h eikonik 
mn mh den uposthrÐzontai, �ra efarmogèc pou sthrÐzontai se kl seic ìpwc
fork()   h mmap() prèpei na prosarmìzontai.

2. Sthn sunèqeia o k¸dikac gÐnetai compiled se èna   perissìtera object �le,
ìpwc kat� sumbatikèc diadikasÐec metagl¸ttishc. To Rumprun sthrÐzetai
se cross-compilation, ìpote den up�rqei an�gkh Ôparxhc k�poiou unikernel to
opoÐo mporeÐ na metaglwtÐzei, all� antÐ autoÔ prosfèrontai ètoimoi compilers.

3. 'Epeita èrqetai h seir� tou linking aut¸n twn antikeimènwn. Den prìkeitai gia
sumbatikì linking, all� gia pseudo-linking, kaj¸c oi exart seic apì to lei-
tourgikì sÔsthma, gia par�deigma oi kl seic sust matoc, den gÐnontai resolve
all� gÐnetai mìno èlegqoc gia thn orj  suntaktik  qr sh touc. Sunep¸c, den
epiteleÐtai k�poia sÔndesh me ta sustatik� tou leitourgikoÔ sust matoc, pou
se �llh perÐptwsh ja epètrepan thn epikoinwnÐac kat� to runtime. Se aut 
thn f�sh, par�getai èna arqeÐo to opoÐo jumÐzei ektelèsimo, ìmwc den eÐnai.

4. Tèloc, epèrqetai to legìmeno bake, dhlad  oi proanaferjeÐsec exart seic
sundèontai me tic sunart seic twn rump kernels pou analamb�noun tic leitour-
gÐec pou zhtoÔntai. Apì to sÔnolo twn drivers twn rump kernels ex�gontai
mìno ìsoi qrei�zontai pragmatik� apì thn efarmog . Tautìqrona, prostÐje-
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ntai kai ta komm�tia pou qrei�zontai gia thn epikoinwnÐa me ton epìpth ston
opoÐo stoqeÔoume.

Me autìn ton trìpo par�getai to telikì unikernel, h mikr , asfal c kai gr gorh
eikonik  mhqan , pou ja epiteleÐ thn leitourgÐa gia thn opoÐa sqedi�sthke.

GiatÐ Rumprun

'Opwc anafèrjhke, epilègetai to Rumprun na eÐnai to framework ep�nw sto opoÐo
ergazìmaste gia thn ulopoÐhsh thc paroÔsac ergasÐac. JumÐzetai pwc epijumeÐtai
na enswmat¸jei h leitourgÐa mn mhc utmem, h opoÐa analÔetai ektenèstera sthn
sunèqeia, se k�poio unikernel framework. To rump kernels - Rumprun epilèqjhke
wc kat�llhlo ergaleÐo gia touc ex c lìgouc:

� O mhqanismìc utmem, toul�qiston gia to frontend pou qrei�zetai na ulo-
poihjeÐ apì thn arq , eÐnai ousiastik� ènac driver pou epikoinwneÐ me ton
hypervisor. AfoÔ, loipìn, ta rump kernels epitrèpoun thn exagwg  drivers
grammènouc gia to NetBSD, èna well-documented leitourgikì sÔsthma, eÐnai
eÔlogo na tairi�zoun sto use case mac kai na dieukolÔnoun to èrgo mac.

� To Rumprun stoqeÔei sto na uposthrÐzei thn metatrop  twn perissìterwn
efarmog¸n oi opoÐec upakoÔn sto POSIX prìtupo se unikernel. Sunèpeia
autoÔ eÐnai pwc den qrei�zetai idiaÐterh prosarmog  epilog¸n gia na anaptu-
qjeÐ user space k¸dikac pou na qrhsimopoieÐ thn utmem, kaj¸c h suntriptik 
pleioyhfÐa twn programmatist¸n gnwrÐzei to POSIX prìtupo,

� Sthn stoÐba tou Rumprun apousi�zei apì epilog  twn sqediast¸n h eikonik 
mn mh. Aut  h epilog  ègine gia na eÐnai ìso to dunatìn elafrÔtera kai aplo-
Ôstera ta telik� unikernel. Wc ek toÔtou, to na enswmatwjeÐ o mhqanismìc
thc utmem se èna tètoio unikernel framework, sthn pr�xh prosfèrei lÔsh se
èna uparktì endeqìmeno, dhlad  sthn diaqeÐrish periorismènhc mn mhc. H su-
gkekrimènh ergasÐa epikentr¸netai sthn antimet¸pish autoÔ tou probl matoc.
'Opwc ja faneÐ kai sthn sunèqeia, pr�gmati èqei ousiastik  axÐa h ulopoÐhsh
thc ergasÐac.

2.2 Mn mh - utmem

2.2.1 IstorÐa

H diaqeÐrish thc mn mhc enìc upologistikoÔ sust matoc eÐnai èna polÔ shmantikì
prìblhma pou kaleÐtai na lÔsei o mhqanikìc upologistik¸n susthm�twn. H mn mh
apoteleÐ shmantikìtato pìro, an ìqi ton shmantikìtero. Sta sumbatik� leitourgik�
sust mata, k�je diergasÐa pou ekteleÐtai nomÐzei pwc brÐsketai se ènan eniaÐo q¸ro
mn mhc, ton opoÐon den moir�zetai me �llec ergasÐec, oi opoÐec mporeÐ na brÐskontai
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sto sÔsthma thn stigm  thc ektèleshc. To leitourgikì sÔsthma apì thn �llh, o-
feÐlei na antistoiqeÐ autìn ton q¸ro dieujÔnsewn pou {blèpei} h diergasÐa (virtual
address space), se k�poio komm�ti thc fusik c mn mhc tou sust matoc (physical
address space), qrhsimopoi¸ntac mhqanismoÔc kai politikèc tìso se epÐpedo ulikoÔ
ìso kai logismikoÔ.

Prìblhma emfanÐzetai ìtan h fusik  mn mh tou sust matoc gemÐsei apì eggra-
fèc kai plèon to leitourgikì adunateÐ na kataneÐmei perissìterh sta progr�mmata.
An den antimetwpisteÐ autì to prìblhma, kai apl� arnhjeÐ to leitourgikì sÔsthma
na d¸sei nèa mn mh, tìte prokÔptei èna astajèc, dusleitourgikì kai anapotelesma-
tikì sÔsthma. H lÔsh, pou plèon enswmat¸netai se ìla ta sÔgqrona leitourgik�
sust mata ìpwc Linux, Windows klp, eÐnai h Ôparxh thc eikonik c mn mhc (virtual
memory), dhlad  enìc mhqanismoÔ pou epitrèpei sto sÔsthma na dÐnei sta progr�m-
mata thn yeudaÐsjhsh pwc up�rqei perissìterh diajèsimh mn mh apì thn fusik .
'Otan h mn mh gemÐsei, selÐdec (memory pages) aut c enall�ssontai (swapping) se
k�poio �llo apojhkeutikì mèso, diajèsimo sto sÔsthma, to opoÐo sun jwc eÐnai
k�poioc dÐskoc. 'Otan qreiasteÐ na prospelastoÔn oi selÐdec pou èqoun metaferjeÐ
ston dÐsko tìte antigr�fontai pÐsw sthn kÔria mn mh, sthn jèsh k�poiwn �llwn oi
opoÐec me thn seir� touc ja metakinhjoÔn ston dÐsko. Oi apojhkeutikoÐ dÐskoi èqoun
qwrhtikìthta arketèc forèc megalÔterh apì aut n thc fusik c mn mhc, ètsi loipìn
epitugq�netai h yeudaÐsjhsh thc perissìterhc diajèsimhc mn mhc[15]. To meg�lo
meionèkthma aut c thc teqnik c eÐnai pwc, epeid  h taqÔthta an�gnwshc kai eggra-
f c tou dÐskou eÐnai t�xeic megèjouc pio arg  apì thc fusik c mn mhc, h epÐdosh
kai taqÔthta ektèleshc twn programm�twn mei¸nontai dramatik�. Gia efarmogèc pou
mac endiafèrei h uyhl  taqÔthta ektèleshc kai qamhl  kajustèrhsh, ìpwc p.q. mia
diadiktuak  efarmog  pou prosfèrei perieqìmeno se pel�tec, autì eÐnai katastro-
fikì.

Se perib�llon eikonikopoÐhshc kai eidik� se cloud virtualization, to an¸tero
prìblhma gÐnetai akìma pio sÔnjeto. 'Ena leitourgikì pou ekteleÐtai wc guest, a-
gnoeÐ to pragmatikì mègejoc thc fusik c mn mhc tou mhqan matoc ep�nw sto opoÐo
ekteleÐtai, me apotèlesma se arketèc peript¸seic h mn mh na upoqrhsimopoieÐtai. E-
pÐshc, kai o host agnoeÐ thn opoiad pote Ôparxh mhqanism¸n diaqeÐrishc thc mn mhc
apì ton guest[29]. 'Estw to ex c sen�rio par�llhlhc eikonikopoÐhshc dÔo guest
leitourgik¸n susthm�twn ep�nw sto Ðdio mhq�nhma: o pr¸toc guest èqei exantl sei
ìlh thn mn mh h opoÐa tou èqei anatejeÐ, kai �ra èqei odhghjeÐ se ligìtero apo-
dotikèc lÔseic ìpwc to swapping, en¸ o deÔteroc èqei akìma èna meg�lo posostì
thc mn mhc tou eleÔjero. 'Etsi, parìlo pou h sunolik  mn mh jewrhtik� arkeÐ gia
tic an�gkec ìlwn, entoÔtoic den qrhsimopoieÐtai swst�, kai mèroc aut c paramènei
anaxiopoÐhto lìgw kak c katanom c.

'Eqoun protajeÐ di�foroi trìpoi antimet¸pishc autoÔ tou genikoÔ probl matoc,
oi opoÐoi sunoyÐzontai se
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1. Uperan�jesh pìrwn (Overprovisioning). Se aut n thn perÐptwsh oi sqedia-
stèc droun skeptìmenoi p�nta to qeirìtero dunatì sen�rio. Dhlad , ana-
jètoun stouc guests arket  mn mh ¸ste praktik� na exaleÐfetai to endeqìme-
no na mhn touc arkèsei kai na strafoÔn sthn eikonik  mn mh. To meg�lo
meionèkthma, eÐnai pwc pr¸ton qreiazìmaste na up�rqei diajèsimh wc fusik 
mn mh ìlh aut  pou paraqwreÐtai, opìte mporoÔn na uposthriqjoÔn ligìteroi
guests an� mon�da mn mhc, kai deÔteron pwc profan¸c o pìroc thc mn mhc
p�li upoqrhsimopoieÐtai.

2. Enallag  ston dÐsko (swapping). Autì eÐnai   �llh ìyh tou nomÐsmatoc,
dhlad  na epitrèpetai oi guests na katafeÔgoun sthn eikonik  touc mn mh se
perÐptwsh pou telei¸sei h diajèsim  tou. Mei¸netai h mn mh pou anatÐjetai se
k�je guestc, adiafor¸ntac gia pijanoÔc eswterikoÔc mhqanismoÔc diaqeÐris c
thc. MporoÔn na uposthriqjoÔn perissìteroi guests an� mon�da mn mhc, all�
h epÐdosh k�poiwn ex aut¸n q�netai.

3. Ballooning. H pio isorrophmènh kai dhmofil c mèjodoc. Ousiastik� auxomei-
¸netai dunamik� h diajèsimh mn mh tou guest kat� to runtime, an�loga me tic
an�gkec tou. Gia na leitourg sei to ballooning prèpei host kai guest na suner-
gastoÔn, dhlad  apoteleÐ efarmog  tou paravirtualization. Arqik�, tonÐzetai
pwc host kai guest {blèpoun} diaforetik� thn mn mh. O guest nomÐzei pwc dia-
qeirÐzetai dieujÔnseic fusik c mn mhc, ìpwc an ekteloÔntan apeujeÐac ep�nw
sto ulikì, ìmwc sthn ousÐa apoteleÐ mia diergasÐa tou host leitourgikoÔ,  
pio genik� tou hypervisor. 'Ara oi dieujÔnseic tou eÐnai ousiastik� eikonikèc,
tic opoÐec ofeÐlei o host na antistoiqeÐ se fusik  mn mh. Me to ballooning, o
guest enapojètei tic selÐdec mn mhc (memory pages) tou tic opoÐec den qrhsi-
mopoieÐ se mia eidik  suskeu  ston pur na tou leitourgikoÔ sust matoc, san
na dhl¸nei pwc paraiteÐtai apì thn kuriìtht� tou ep�nw se autèc. Me thn sei-
r� thc, h suskeu  epikoinwneÐ me ton hypervisor, o opoÐoc plèon gnwrÐzei pwc
den qrei�zetai na antistoiqeÐ autèc tic eikonikèc dieujÔnseic mn mhc pou tou
èdwse o guest se fusik  mn mh, kai �ra h plèon apeleujerwmènh mn mh mporeÐ
na qrhsimopoihjeÐ gia �llo skopì, kai ìqi na paramènei anenerg . 'Otan p�li
o guest qreiasteÐ perissìterh mn mh, dhl¸nei sthn suskeu  pwc xanapaÐrnei
thn kuriìthta aut¸n twn selÐdwn, opìte me thn seir� tou o host antistoiqeÐ
p�li fusik  mn mh se autèc tic selÐdec. To meionèkthma thc sugkekrimènhc te-
qnik c phg�zei apì to gegonìc pwc ta sÔgqrona leitourgik� sust mata eÐnai
sqediasmèna ¸ste na qrhsimopoioÔn ìlh thn diajèsimh mn mh tou sust matoc,
jewr¸ntac pwc eÐnai h mình ontìthta pou èqei an�gkh apì thn ufist�menh fu-
sik  mn mh. Gia par�deigma, to page cache uposÔsthma sto linux, antistoiqeÐ
selÐdec dedomènwn tou dÐskou se aqrhsimopoÐhtec apì diergasÐec selÐdec thc
kÔriac mn mhc. 'Etsi ènac guest den èqei lìgo na apodesmeÔsei tic selÐdec tou
qrhsimopoi¸ntac thn suskeu  ballooning. ProkÔptei, loipìn, autom�twc mia
sqèsh antagwnismoÔ, kai ìqi sunergasÐac gia thn mn mh an�mesa ston host
kai ton guest[29].
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2.2.2 Transcedent memory - tmem

Mia diaforetik  lÔsh, sto prìblhma thc diaqeÐrishc thc mn mhc se virtualized pe-
rib�llonta, eÐnai aut  tou mhqanismoÔ elastik c mn mhc (transcendent memory  
tmem). H tmem prìkeitai gia èna linux kernel module to opoÐo anaptÔqjhke apì
thn etairÐa Oracle to 2009, gia ton Xen hypervisor, kai enswmat¸jhke ston pur na
tou linux, sqedìn �mesa[27].

H basik  filosofÐa pÐsw apì thn idèa aut , eÐnai na antall�ssetai mn mh,  
m�llon dedomèna, metaxÔ guest kai host qrhsimopoi¸ntac mia b�sh dedomènwn h o-
poÐa leitourgeÐ me prìtupo anafor�c kleidioÔ-tim c (key-value)[19]. Ta dedomèna se
aut n thn b�sh ja eÐnai selÐdec mn mhc tou guest, ìqi kenèc all� me eggrafèc entìc
aut¸n. Diafèrei me thn teqnik  tou ballooning, sto gegonìc pwc h mn mh pou ana-
tÐjetai me thn tmem den eÐnai prospel�simh apl� me anafor� se k�poia dieÔjunsh
mn mhc me k�poio aplì load-store. H prìsbash sthn mn mh aut , gÐnetai mìno mèsw
eidik¸n kl sewn epìpth (hypercalls), qrhsimopoi¸ntac to kat�llhlo kleidÐ k�je fo-
r�. Autì, ek pr¸thc, akoÔgetai apojarruntikì, Ðswc kai l�joc sqediastik�, ìmwc
epitrèpei megalÔterh euelixÐa sthn morf  pou en tèlei apojhkeÔontai ta dedomèna.
O host,   en gènei opoiod pote sÔsthma kaleÐtai na apojhkeÔsei thn mn mh aut ,
mporeÐ na thn metasqhmatÐsei, na thn tropopoi sei kai na thn metafèrei opoud pote
krÐnei autìc kat�llhlo, efìson desmeÔetai pwc mporeÐ na thn anakt sei kai na thn
epistrèyei pÐsw ston guest, ìtan kai an autìc to zht sei[25].

H mhqanismìc thc tmem, akouloujeÐ mia apl  kai prosektik� sqediasmènh diepa-
f , ikan  na kalÔyei èna eurÔ f�sma peript¸sewn. H diepaf  aut  èqei sqediasteÐ
me gn¸mona na eÐnai euèlikth kai na èqei el�qisto apotÔpwma kai kìstoc ston pu-
r na pou thn qrhsimopoieÐ. 'Opwc anafèrjhke, h tmem den eÐnai �mesa prospel�simh
apì ton guest, all� èmmesa mèsa apì eidikèc ait seic ston epìpth ,   en gènei se
ìpoion thn diaqeirÐzetai. DhmiourgeÐtai sthn arq  mia dexamen  mn mhc (pool), me
xeqwristì pool id. EpÐshc, dhmiourgoÔntai monadik� kleidi� (handles), ta opoÐa
apoteloÔn antÐstoiqo rìlo me tic dieujÔnseic twn selÐdwn mia sumbatik c mn mhc.
Ta kleidi� aut� eÐnai monadik� gia k�je komm�ti mn mhc pou apojhkeÔetai sto pool,
all� ìqi metaxÔ diaforetik¸n pools. Oi basikèc enèrgeiec ep�nw sthn tmem eÐnai
h l yh (Get) kai h topojèthsh (Put). 'Otan o guest, epijumeÐ na apojhkeÔsei de-
domèna tìte ekteleÐ mia aÐthsh Put ston hypervisor, anafèrontac to swstì pool
id kai ta swst� kleidi�, kaj¸c kai thn perioq  mn mhc tou sthn opoÐa brÐskontai
ta dedomèna pou jèlei na apojhkeutoÔn[27]. AntÐstoiqa, ìtan jèlei na anakt sei
ta dedomèna, ekteleÐ mia aÐthsh Get, me tic antÐstoiqec paramètrouc. H mhqanismìc
tmem, se antÐjesh me I/O mhqanismoÔc, eÐnai sÔgqronoc ìson afor� thn antigraf 
twn dedomènwn, kai wc ek toÔtou prokÔptei h an�gkh Ôparxhc dikleÐdwn asfaleÐac
gia na apofeÔgontai deadlocks[25].

'Opwc faÐnetai mèqri stigm c, h mhqanismìc tmem sthrÐzetai sthn epikoinwnÐa
dÔo morf¸n qrhst¸n, sugkekrimèna metaxÔ tou frontend, dhlad  tou mhqanismoÔ-
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qr sth pou epijumeÐ na apojhkeÔei komm�tia mn mhc tou, kai tou backend, dhlad 
tou mhqanismoÔ-qr sth o opoÐoc analamb�nei thn apoj keush. MhqanismoÐ backend
mporoÔn na eÐnai di�foroi, endeiktik�:

1. Transcendent memory for Xen. O Xen hypervisor  tan o arqikìc stìqoc
tou egqeir matoc, opìte eÐnai o pio ¸rimoc apì ta backend. ApojhkeÔei sthn
mn mh tou hypervisor ta dedomèna, en¸ uposthrÐzei pollaploÔc guests, su-
mpÐesh kai monadik  apoj keush diplìtupwn dedomènwn, an emfanÐzontai apì
diaforetikoÔc guests, gia exoikonìmhsh q¸rou.

2. Zcache. H Zcache epitrèpei thn apoj keush pollapl�siwn selÐdwn mn mhc
mèsw thc tmem ìtan h mn mh den eÐnai diajèsimh. To katafèrnei autì qrh-
simopoi¸ntac sumpÐesh dedomènwn mèsa ston pur na. Den afor� aparaÐthta
k�poion hypervisor, afoÔ h antallag  dedomènwn mporeÐ na gÐnetai an�mesa
se dÔo mèrh tou Ðdiou Ðdiou pur na, odhgeÐ ìmwc se kalÔterh axiopoÐhsh twn
pìrwn[25].

MegalÔtero endiafèron parousi�zoun oi qr stec frontend, dhlad  poia su-
st mata enìc leitourgikoÔ sust matoc axÐzei na qrhsimopoioÔn thn tmem. Aut�
eÐnai:

1. To frontswap subsystem. H leitourgÐa tou ston pur na tou linux eÐnai na
enall�ssei (swap) selÐdec mn mhc apì thn kÔria mn mh se k�poio deutereÔon
apojhkeutikì mèso. QrhsimopoieÐ mìnima sÔnola, pou shmaÐnei gia opoiod po-
te selÐda mn mhc apojhkeuteÐ sto frontswap, up�rqei eggÔhsh pwc ja brÐske-
tai ekeÐ an� p�sa stigm  to anazht sei pÐsw autìc pou to topojèthse. Wc
qr sthc tou tmem mhqanismoÔ, to frontswap epilègei na prowjeÐ tic selÐdec
mn mhc sta backend thc tmem, kai na mhn tic stèlnei apeujeÐac sto dÐsko
pou eÐnai t�xeic megèjouc pio argìc apì thn kÔria mn mh. Up�rqei, bèbaia,
p�nta to endeqìmeno to backend na aporrÐyei thn aÐthsh tmem gia di�forouc
lìgouc pou epilègei to Ðdio, kai tìte na prèpei to frontswap na katafÔgei ston
dÐsko. Genik¸c, epitugq�netai auxhmènh taqÔthta prìsbashc stic selÐdec oi
opoÐec dÐnontai sto frontswap apì thn kÔria mn mh.

2. To cleancache subsystem. Kat� thn ektèlesh twn programm�twn, eÐnai polÔ
suqnì na metafèrontai dedomèna apì ton dÐsko sthn kÔria mn mh kai toÔmpa-
lin. Sto Linux, h prìsbash stic suskeuèc kai �ra kai ston dÐsko gÐnetai mìno
mèsa apì ègkrish tou pur na, kai kamÐa diergasÐa den mporeÐ na tic qrhsimo-
poi sei apeujeÐac. 'Etsi, autèc oi sunallagèc pern�n apì ton pur na pr¸ta.
H cleancache sumperifèretai kat� antistoiqÐa me thn cache stic CPUs, all�
antÐ na diathreÐ ef mera dedomèna an�mesa ston epexergast  kai thn kÔria
mn mh, diathreÐ selÐdec dedomènwn an�mesa sthn mn mh kai ston dÐsko. Ju-
mÐzetai pwc aut� ta dedomèna brÐskontai kai wc antÐgrafa se �llec jèseic,
eÐte ston dÐsko eÐte sthn mn mh, kai pwc eÐnai kai ef mera, pou shmaÐnei pwc
mporeÐ sthn jèsh tou na graftoÔn �lla kai �ra den up�rqei eggÔhsh gia thn
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Ôparxh touc an� p�sa stigm . Me thn tmem, aut� ta dedomèna mporoÔn na
apojhkeutoÔn se k�poio tmem pool, kai �ra h apousÐa touc apì th clean-
cache na mhn odhgeÐ aparaÐthta se an�kthsh (fetch) apì ton dÐsko, pou eÐnai
kai arket� arg  diadikasÐa[19].

Sq ma 2.6: Tmem ep�nw ston Xen hypervisor

2.2.3 User space transcedent memory - utmem

O mhqanismìc tmem, pou analÔjhke prohgoumènw, afor� peript¸seic qr shc apì
uposust mata pou trèqoun {siwphl�} entìc tou pur na. 'Enac programmatist c,
ìqi mìno agnoeÐ thn Ôparxh enìc tètoiou sust matoc, all� oÔte eÐnai se jèsh na
anaptÔxei progr�mmata ikan� na qrhsimopoÔn rht� ton mhqanismì. DhmiourgeÐtai,
sunep¸c, h eÔlogh aporÐa an ja  tan dunatìn ènac tètoioc mhqanismìc na eÐnai dia-
jèsimoc sto user space.

H ap�nthsh dìjhke se mia prohgoÔmenh diplwmatik  ergasÐa tou ergasthrÐou u-
pologistik¸n susthm�twn tou EjnikoÔ MetsobÐou PoluteqneÐou, ìpou ulopoi jhke
ènac tètoioc mhqanismìc apì ton AimÐlio Tsalap�th[19]. Onom�sthke utmem (apì
to user space tmem). ApodeÐqjhke, m�lista, peiramatik� pwc se sugkekrimènec peri-
pt¸seic pÐeshc mn mhc oi diergasÐec pou qrhsimopoioÔn autìn ton mhqanismì utmem
sumperifèrontai kalÔtera apì diergasÐec pou sthrÐzontai se tmem mìno èmmesa me
qr sh tou frontswap subsystem[19][29].

H dom  tou nèou mhqanismoÔ eÐnai polÔ apl , kai afor� thn epikoinwnÐa enìc
linux guest, o opoÐoc trèqei ep�nw sto KVM, kai enìc linux host. Aut  th stigm ,
h utmem sunerg�zetai mìno me to KVM wc hypervisor.

Arqik� sqedi�sthke mia eikonik  suskeu  (virtual device), pou onom�sthke de-
v/utmem, h opoÐa ekjètei ton mhqanismì se diergasÐec tou user space. Gia na
ton qrhsimopoi sei mia diergasÐa, prèpei arqik� na anoÐxei thn suskeu  (open), kai
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Ôstera me kl sh sust matoc tÔpou ioctl, na stèlnei ait mata ston pur na tou lei-
tourgikoÔ na anal�bei na diaqeiristeÐ komm�tia apì thn mn mh thc. Eswterik�, h
diepaf  èrqetai apì thn aujentik  tmem pou sqedÐase h Oracle. Up�rqoun enèrgeiec
Put kai Get, gia antallag  dedomènwn, kaj¸c kai Invalidate ¸ste na akur¸nontai
kleidi� pou antistoiqoÔn se dedomèna ta opoÐa plèon den qrei�zetai h efarmog .

Sthn sunèqeia, h eswterik  dom  thc suskeu c dèqetai to aÐthma kai ta dedo-
mèna thc diergasÐac kai elègqei pwc ìla eÐnai swst�. Autì gÐnetai plèon ston q¸ro
pur na. An o èlegqoc eÐnai epituq c, tìte zht� mèsw kl sh epìpth (hypercall), sto
backend na anal�bei to aÐthma. H suskeu , parèqei tautìqrona kai deutereÔousec
leitourgÐec oi opoÐec sqetÐzontai me thn sumperifor� thc, me ìria (quota) pou mpo-
roÔn na tejoÔn stic diergasÐec, kai me katagraf  statistik¸n gia thn qr sh tou
mhqanismoÔ.

Tèloc, to backend, to opoÐo èqei enswmatwjeÐ ston KVM epìpth, analamb�nei
telik� ta ait mata kai topojeteÐ dedomèna se èna pool ston pur na tou host lei-
tourgikoÔ.

Par�llhla, tropopoi jhke to frontswap uposÔsthma tou linux, ¸ste na qrh-
simopoieÐ ton Ðdio mhqanismì kai backend me thn utmem suskeu , ¸ste na eÐnai
efikt  h axiopoÐhsh tou nèou backend, kaj¸c kai h ektÐmhsh thc axÐac olìklhrou
tou mhqanismoÔ thc utmem.

2.3 Sumper�smata - Stìqoc thc ergasÐac

Plèon eÐnai safèc ìti h utmem eÐnai kat�llhlh lÔsh gia peript¸seic virtualization
ìpou up�rqei pÐesh mn mhc,   èqei dojeÐ el�qisth sto guest sÔsthma. H ektèlesh
uphresi¸n wc unikernels, eÐnai èna sunhjismèno par�deigma el�qisthc diajèsimhc
mn mhc, ìpou ja taÐriaze ènac mhqanismìc antallag c mn mhc me ton host, ìpwc h
utmem. Skopìc aut c thc ergasÐac eÐnai na enswmat¸soume ton mhqanismì utmem
sto Rumprun unikernel framework. EpÐshc, ìpwc ja faneÐ kai sthn sunèqeia,
ektim�tai h qrhstik  axÐa kai oi epidìseic tou sunduasmoÔ twn proanaferjèntwn
teqnologi¸n.
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Sq ma 2.7: Dom  tou utmem mhqanismoÔ
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Kef�laio 3

Sqediasmìc kai ulopoÐhsh

Proc apofug  parexhg sewn   parermhnei¸n, eic to ex c ja anaferìmaste ston
mhqanismì utmem pou parousi�sthke sto prohgoÔmeno kef�laio wc aujentikì mh-
qanismì   aujentik  utmem. Sthn èkdosh pou ulopoi same kai parousi�zoume sthn
paroÔsa ergasÐa ja anaferìmaste wc unikernel utmem   apl� unikernel èkdosh.

H aujentik  ulopoÐhsh tou mhqanismoÔ utmem diaqwrÐzei ton mhqanismì se trÐa
arjrwt� mèrh. Thn suskeu  (device) /dev/utmem, ton qr sth utmem kai to pÐsw
mèroc (backend)[29]. Apì aut�, ta dÔo pr¸ta brÐskontai sto perib�llon tou guest
kai to trÐto sto perib�llon tou host. Epeid  ta mèrh aut� eÐnai ek kataskeu c se
arket� uyhlì bajmì anex�rthta metaxÔ touc, kai epeid  o host ja paramènei èna pa-
radosiakì POSIX leitourgikì sÔsthma (linux) diathroÔme autoÔsio to pÐsw mèroc
wc èqei, en¸ epanasqedi�zoume ta �lla dÔo mèrh sto unikernel perib�llon. EpÐshc,
agnooÔme merik� �lla topik� backend, pou prosfèrontai sto repository thc aujenti-
k c utmem kaj¸c qrhsimeÔoun mìno wc dokimèc kai den sunerg�zontai me ton host.
O epìpthc (hypervisor) paramènei to KVM ìpwc kai sthn aujentik  ulopoÐhsh.

JumÐzoume pwc h suskeu  utmem ektìc twn basik¸n leitourgi¸n, prosfèrei
mèsw thc ioctl kl shc mia plhj¸ra bohjhtik¸n leitourgi¸n oi opoÐec èqoun na
k�noun me deutereÔousec epilogèc kai axiopoÐhsh metrhtik¸n endeÐxewn. Epeid  mac
endiafèrei h perÐptwsh thc epikoinwnÐac host kai guest, h ulopoÐhsh gia unikernel
perib�llon uposthrÐzei mìno tic basikèc, all� sun�ma aparaÐthtec, leitourgÐec e-
p�nw sthn tmem (Get, Put, Invalidate) kai sunep¸c epilègoume na apousi�zoun oi
proanaferjeÐsec deutereÔousec leitourgÐec.

H enswm�twsh tou mhqanismoÔ utmem sto Rumprun ègine se dÔo f�seic, me duo
diaforetikèc morfèc. Amfìterec analÔontai sthn sunèqeia, en¸ kai oi dÔo mporoÔn
axiìpista na epitelèsoun tic treic basikèc leitourgÐec utmem pou mac endiafèroun.

EpÐshc, eic to ex c ja anaferìmaste sta user space kai kernel space me eisagw-
gik� ({user space} - {kernel space}), jèlontac na deÐxoume thn antistoiqÐa, wc proc
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to epÐpedo thc stoÐbac logismikoÔ tou Rumprun, me touc antÐstoiqouc q¸rouc pou
up�rqoun sta sumbatik� leitourgik�.

Tèloc, anafèroume pwc h metafor� dedomènwn sthn utmem gÐnetai qrhsimo-
poi¸ntac to struct tmem_request . Autì prìkeitai gia èna datatype, me to opoÐo
mporoÔme na antigr�youme metaxÔ host kai guest mn mh (value) aujaÐretou megèjouc,
h opoÐa anafèretai me kleidÐ (key) epÐshc aujaÐretou megèjouc. Gia na èqoume sum-
batìthta me ton aujentikì mhqanismì diathroÔme kai emeÐc ta Ðdia semantics kai data
types.

Sq ma 3.1: To struct tmem_request kaj¸c kai deutereÔonta datatypes pou
qrhsimopoioÔntai gia thn metafor� dedomènwn
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3.1 Pr¸th f�sh - system call

Sto Rumprun apousi�zei o diaqwrismìc twn q¸rwn qr sth kai pur na , wstìso
kat� thn arqik  ulopoÐhsh diathroÔme autìn ton , toul�qiston domikì, diaqwrismì
¸ste h ulopoÐhsh mac na moi�zei perissìtero me thn aujentik  ulopoÐhsh thc utmem
se linux. Proc apofug  opoiasd pote parex ghshc, den ennooÔme pwc dhmiourgoÔme
xeqwristì q¸ro dieujÔnsewn, all� pwc eis�goume thn utmem qamhl� sthn stoÐba
logismikoÔ, ekeÐ pou paradosiak� brÐsketai o q¸ro tou pur na. Sunep¸c, me b�sh
aut n mac thn epilog  mia {user space} efarmog  sto Rumprun, efìson epijumeÐ na
qrhsimopoi sei tic utmem leitourgÐec, ofeÐlei na zht sei apì ton pur na, dhlad 
apì ta rump kernels, na ektelèsei tic leitourgÐec autèc ek mèrouc thc, jewr¸ntac
pwc den èqei to dikaÐwma na thn epitelèsei h Ðdia sto {user space}.

Sthn aujentik  ulopoÐhsh tou utmem mhqanismoÔ prostèjhke mia virtual de-
vice sto leitourgikì, thn opoÐa oi efarmogèc qrhsimopoioÔsan mèsw ioctl kl seic
sust matoc. Sthn Rumprun ulopoÐhsh dhmiourg same apl� mia nèa kl sh sust ma-
toc (system call) tou NetBSD , thn opoÐa onom�same tmem me arijmì 483, h opoÐa
uposthrÐzei tic treic basikèc leitourgÐec (operations) thc utmem me b�sh to KVM,
dhlad  Put, Get, Invalidate. Aut  h kl sh sust matoc antikajist� thn qr sh thc
ioctl apì thn efarmog . En tèlei, h kl sh sust matoc ja metafrasteÐ se kl sh
sun�rthshc apì ta rump kernels, ìtan dhmiourghjeÐ to telikì unikernel. Gia na
gÐnei autì, frontÐsame na enhmer¸soume ta rump kernels gia thn Ôparxh aut c thc
nèac kl shc sust matoc, ètsi ¸ste kat� to build tou toolchain na sumperilhfjeÐ
kai sthn sunèqeia na eÐnai diajèsimh kat� to bake twn unikernel.

Epilèxame thn eisagwg  thc nèac kl shc sust matoc kaj¸c, apì pleur�c èkta-
shc k¸dika kai qr shc apì mia {user space} efarmog , eÐnai aploÔstero se sqèsh
me to na eis�goume mia eikonik  suskeu  ìpwc gÐnetai sthn aujentik  utmem. Mhn
xeqn�me pwc basik  filosofÐa twn unikernels eÐnai h elaqistopoÐhsh tou apotu-
p¸matoc twn efarmog¸n pou ekteloÔntai. 'Allwste, den apoteleÐ thn telik  morf 
ìpwc ja faneÐ kai sthn sunèqeia.

H ro  twn energei¸n pou ja akoloujhjeÐ ìtan mia efarmog -unikernel epijumeÐ
na apojhkeÔsei ston host èna komm�ti thc mn mhc tou ston guest, mèsw tou operation
Put, eÐnai h ex c:

1. H efarmog  gemÐzei mia perioq  mn mhc thc me dedomèna. Aut� ta dedomèna
skopeÔei na ta d¸sei ston host, ¸ste na mporeÐ sth sunèqeia na apodesmeÔsei
aut n thn perioq  mn mhc.

2. EkteleÐ thn kl sh sust matoc tmem, ìpou dhl¸nei thn dieÔjunsh mn mhc thc
perioq c, to ìnoma tou kleidioÔ me to opoÐo ja anaferìmaste se aut , kai to
mègejoc thc. H ro  pern� sto {kernel space}.

3. O pur nac antigr�fei ta dedomèna se dikì tou q¸ro, elègqei pwc ìla eÐnai
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swst�, kai ekteleÐ to KVM hypercall pou afor� thn tmem kai sugkekrimèna
to Put operation.

4. To backend lamb�nei to hypercall request kai analamb�nei na apojhkeÔsei
thn mn mh pou zht jhke. H sumperifor� tou eÐnai Ðdia me thn perÐptwsh pou
eÐqame virtualized guest wc kanonikì leitourgikì. To backend den eÐnai se
jèsh na gnwrÐzei to eÐdoc thc eikonik c mhqan c pou èsteile to aÐthma.

5. Efìson ìla p gan kal�, epistrèfetai m numa epituqÐac ston guest mèqri kai
to {user space} epÐpedo. Plèon h efarmog  mporeÐ na apodesmeÔsei thn mn mh.

H ro  gia ta Put kai Invalidate operation eÐnai antÐstoiqh me ta parap�nw.

3.1.1 Teqnikèc duskolÐec

'Opwc  tan anamenìmeno, gia na ulopoihjeÐ to parap�nw emfanÐsthkan merikèc te-
qnikèc duskolÐec.

H pr¸th teqnik  duskolÐa sthn ulopoÐhsh tou mhqanismoÔ epikoinwnÐac me ton
KVM hypervisor, kai �ra kai me tic paravirtualization eukolÐec pou prosfèrei, eÐnai
pwc sto NetBSD den up�rqei ètoimoc mhqanismìc (API) ¸ste na ekteloÔntai hyper-
calls me b�sh to KVM wc hypervisor. AntÐjeta sto linux autì to task eÐnai pio aplì.
EkeÐ up�rqoun ètoimec sunart seic tou q¸rou pur na[5], onìmati kvm_hypercallQ,
ìpou Q+1 o arijmìc twn argument pou prèpei na gnwrÐzei o host gia thn exuphrèth-
sh thc hypercall. O tmem mhqanismìc gia hypercall qrei�zetai tria arguments, ton
kwdikì thc tmem, ton kwdikì tou tmem operation, kai to tmem request structure
to opoÐo ekjètoume ston host wc antallakt rio plhrofori¸n.

H lÔsh sto prìblhma autì eÐnai na ex�goume apì to source tree tou linux tic
aparaÐthtec grammèc kai na tic prosjèsoume sthn kl sh sust matìc mac. Autì
autom�twc periorÐzei thn ulopoÐhs  mac se arqitektonik  x86, h opoÐa, ìmwc, e-
Ðnai h plèon dhmofil c kai �ra den apoteleÐ meg�lo meionèkthma. Akolouj same
loipìn thn ro  thc kvm_hypercall2 sto linux, kai katal goume se perÐpou 60
grammèc x86 assembly. To pio shmantikì entìc aut¸n eÐnai pwc ekteleÐtai èna
X86_FEATURE_VMMCALL me noÔmero (8*32+15) to opoÐo ìpwc anamenìtan
afor� to KVM hypervisor sthn x86 arqitektonik . PaÐrnontac autèc tic grammèc
apì ton phgaÐo k¸dika tou linux kai topojet¸ntac tec se èna header �le, h system
call pou ulopoioÔme eÐnai se jèsh na kaleÐ KVM hypercalls akìma kai wc Rumprun
unikernel.

To epìmeno b ma eÐnai na kalèsoume KVM hypercall gia qr sh sugkekrimena
thc utmem. Ta operation codes kai type code thc utmem eÐnai gnwst� apì thn
aujentik  ulopoÐhsh kai mporoÔn na metaferjoÔn autoÔsia.
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Ed¸ emfanÐzetai kai h deÔterh teqnik  duskolÐa, h opoÐa eÐnai h èkjesh (expose)
twn plhrofori¸n mac ston host pou analamb�nei thn exuphrèthsh twn hypercall
mac. O mhqanismìc utmem qrhsimopoieÐ instances tou tmem_request struct ¸ste
na metafèretai h plhroforÐa apì ton host ston guest   an�poda. To sugkekrimèno
struct fèrei thn tim  tou zeugarioÔ key-value kaj¸c kai bohjhtikèc plhroforÐec pou
èqoun na k�noun me to mègejoc thc ek�stote tim c. Dustuq¸c o host kai o guest
{zoun} se diaforetikoÔc q¸rouc mn mhc (memory space) kai qrei�zetai met�frash
se fusikì q¸ro dieujÔnsewn (physical address space), ton opoÐo o host eÐnai se jèsh
na prospel�sei. H aujentik  ulopoÐhsh thc utmem metafr�zei page-aligned virtual
addresses se physical address. H eujugr�mmish se epÐpedo selÐdac (page alignment)
den eÐnai aparaÐthth kai faÐnetai pwc eÐnai kat�loipo apì ta arqik� st�dia thc ulo-
poÐhshc tou mhqanismoÔ thc utmem, opìte epilèxame na thn agno soume sthn dik 
mac ulopoÐhsh. TonÐzoume pwc autì den ephre�zei thn orj  epikoinwnÐa metaxÔ twn
dÔo pleur¸n. Gia na epitÔqoume thn met�frash apì virtual address se physical ad-
dress qrhsimopoioÔme thn sun�rthsh vtophys() pou prosfèrei to NetBSD se q¸ro
pur na, en¸ par�llhla thn uposthrÐzoun kai ta rump kernels.

Ulopoi same sunep¸c ì,ti qrei�zetai h system call mac kai plèon èqoume èna
mhqanismì antÐstoiqo me thc aujentik c ulopoÐhshc thc utmem, o opoÐoc mporeÐ
na qrhsimopoihjeÐ se unikernel perib�llon. 'Oloc o k¸dikac den xepern� tic 450
grammèc, arketèc apì tic opoÐec eÐnai antÐgrafa k¸dika tou pur na tou Linux, kai
�ra den èqoun anaptuqjeÐ apì to mhdèn.

3.2 DeÔterh f�sh - function call

'Opwc anafèrame, sto Rumprun up�rqei mìno ènac q¸roc dieujÔnsewn kaj¸c efar-
mog  kai pur nac gÐnontai bake se èna s¸ma, to unikernel. Wc ek toÔtou, h arqik 
mac prosèggish diaqwrismoÔ eÐnai ken  shmasÐac, apl� bohj� sthn kalÔterh kata-
nìhsh thc ro c afoÔ jumÐzei perissìtero paradosiakì perib�llon. Ja  tan saf¸c
kalÔtero na ekmetalleutoÔme thn qarakthristik  aut  idiìthta ¸ste h ulopoÐhs 
mac na èqei el�qisto apotÔpwma sto perib�llon an�ptuxhc.

Me mia proseqtik  matÐa ston k¸dika, h mình ex�rthsh apì sun�rthsh tou pu-
r na, antÐstoiqh thc opoÐac den up�rqei se q¸ro qr sth, eÐnai gia thn met�frash
apì virtual se physical addresses mèsw thc sun�rthshc vtophys(). H ulopoÐhsh
aut c sta rump kernels eÐnai exairetik� apl , to opoÐo mac epitrèpei na thn anti-
gr�youme se {user space} epÐpedo, dhlad  sta an¸tera str¸mata thc stoÐbac tou
logismikoÔ. PaÐrnoume loipìn ì,ti qrei�zetai kai gia thn ektèlesh tou hypercall kai
plèon mporoÔme na èqoume ìlh th leitourgikìthta thc utmem dÐqwc thn an�gkh miac
system call. Dhmiourg same mia biblioj kh, ètoimh na sumperilhfjeÐ ston k¸dika
apì opoiod pote prìgramma to epijumeÐ. 'O,ti k�name prin entìc thc system call to
k�noume t¸ra se èna {user space} .c �le, to opoÐo wc sqedÐash eÐnai saf¸c aplo-
Ôstero apì prin. Aut  h biblioj kh apoteleÐ ousastik� ton driver thc utmem gia
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Sq ma 3.2: A.Ro  ektèleshc thc system call tmem() sto NetBSD B. H me-
tatrop  thc se function call apì ta rump kernels

to Rumprun.

Apì thn mia, h an�ptuxh efarmog¸n gÐnetai elafr¸c pio sÔnjeth, kaj¸c prèpei
na prostejeÐ kat� to linking aut¸n kai o k¸dikac pou ekteleÐ ta hypercall kai
prosfèrei ta utmem operations, se antÐjesh me thn system call ìpou h libc analam-
b�nei thn antistoiqÐa. Apì thn �llh, ìmwc, to kèrdoc eÐnai pwc plèon den apaitoÔntai
allagèc sto Rumprun-rump kernels. H telik  morf  twn dÔo ekdìsewn diafèrei
el�qista, kaj¸c h system call tmem thc pr¸thc f�shc en tèlei metafr�zetai se èna
aplì function call apì to Rumprun, me apotèlesma to overhead na eÐnai Ðdio stic
dÔo peript¸seic. Mia mikr  diafor� eÐnai pwc h function call apaiteÐ mia antigraf 
ligìterh twn dedomènwn.

Suntonizìmaste, sunep¸c, me thn filosofÐa pÐsw apì ta rump kernels, dhla-
d  thn an�ptuxh kai ektèlesh drivers apì ton q¸ro qr sth, dÐqwc na apaiteÐtai h
prosarmog  tou ufist�menou pur na. O driver mac eÐnai ìloc o k¸dikac pou ana-
lamb�nei na ektelèsei thn kl sh epìpth, kai na antall�xei me asf�leia ta komm�tia
mn mhc metaxÔ tou guest kai tou host.
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Sq ma 3.3: A.Utmem sto Rumprun wc system call B. Utmem sto Rumprun
wc function call
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Kef�laio 4

Axiolìghsh mhqanismoÔ

4.1 An�lush kajustèrhshc aithm�twn thc

unikernel utmem

Jèlontac na ektim soume thn epÐdosh tou mhqanismoÔ utmem wc Unikernel, jew-
roÔme qr simo na metr soume thn qronik  kajustèrhsh entìc tou driver, pou ana-
ptÔxame ,metaxÔ twn duo shmantik¸n operations dhlad  tou Put kai tou Get, kaj¸c
kai na analÔsoume thn an� st�dio qronik  di�rkeia. Me apl� lìgia, jèloume na do-
Ôme pìso diarkeÐ h exuphrèthsh enìc ait matoc pou apostèlnei h efarmog , h opoÐa
qrhsimopoieÐ thn utmem.

Epilègoume na melet soume thn èkdosh me to function call, kaj¸c eÐnai sqeti-
k� aploÔsterh, en¸ ta apotelèsmata den ephre�zontai apì to NetBSD   ta rump
kernels. Thn èkdosh aut  epilègoume kai sta epìmena st�dia thc ergasÐac, ìpwc ja
faneÐ kai sthn sunèqeia.

DiairoÔme thn diadikasÐa exuphrèthshc tou ait matoc se dÔo st�dia. Ton qrìno
pou h ro  tou k¸dika brÐsketai entìc tou hypercall, dhlad  ton qrìno kat� ton
opoÐo analamb�nei to backend kai genik� o epìpthc, kai ton qrìno pou h ro  brÐske-
tai entìc tou driver, all� mìno stic grammèc pou prostèjhkan apì em�c. To pr¸to
mègejoc to onom�zoume hypercall (time), en¸ to deÔtero driver (time). Tautìqrona,
upologÐzoume kai ton sunolikì (total) qrìno pou qrei�zetai h exuphrèthsh tou ai-
t matoc, o opoÐoc profan¸c eÐnai to �jroisma twn dÔo prohgoÔmenwn. 'Ara k�noume
to legìmeno breakdown thc kajustèrhshc.

Gia na p�roume tic metr seic, anaptÔxame èna unikernel, to opoÐo apostèlnei
aÐthma Get kai Put ep�nw sto Ðdio kleidÐ kai sto Ðdio value. To mègejoc tou value e-
pilèqjhke na eÐnai 1 megabyte, kaj¸c autì eÐnai to Ðdio mègejoc kat� thn antÐstoiqh
diadikasÐa h opoÐa perigr�fetai sthn ergasÐa thc aujentik c utmem[19]. Tautìqro-
na, prostèjhkan grammèc entìc tou function call, oi opoÐec katagr�foun ton qrìno
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tou sust matoc, ¸ste na eÐnai dunatìc o upologismìc thc kajustèrhshc an� st�dio.
To sugkekrimèno unikernel, loipìn, apostèlnei to Ðdio aÐthma Put kai Get, gia pro-
kajorismèno arijmì for¸n, kai katagr�fei tic kajuster seic k�je for�c. Tèloc,
upologÐzei kai mac tup¸nei ton mèso ìro aut¸n twn metr sewn.

Oi metr seic èginan mèsa se eikonik  mhqan  QEMU/KVM me Ubuntu Linux
4.9.39, ston pur na tou opoÐou èqoun prostejeÐ ta patch thc aujentik c utmem
gia to back-end. O epexergast c eÐnai intel core i5-8250u apì ton opoÐo anajètou-
me 2 fusikoÔc pur nec (4 logikoÔc), en¸ h diajèsimh mn mh RAM tou VM eÐnai 4GB.

Ta apotelèsmata deÐqnoun pwc gia k�je request apaiteÐtai kata mèso ìro su-
nolikìc qrìnoc thc t�xhc ekatont�dwn microsecond (ms). Sugkekrimèna 178 ms gia
thn Put kai 124 ms gia thn Get. Aut  h asummetrÐa stouc qrìnouc twn dÔo aith-
m�twn sumpÐptei me thn asummetrÐa pou parathr jhke kai sthn aujentik  utmem.
Tautìqrona parathroÔme pwc h analogÐa tou stadÐou driver proc hypercall eÐnai
thc t�xhc tou 65-75 %. Ta apotelèsmata faÐnontai analutik� ston pÐnaka 4.1. Sto
sq ma 4.1 faÐnetai h sqèsh an�mesa sta dÔo ait mata sÔmfwna me tic parap�nw
metr seic.

Sq ma 4.1: Qronik  an�lush twn stadÐwn twn aithm�twn utmem Put kai Get
kanonikopoihmènh wc proc ton sunolikì qrìno tou Put
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Put Get
driver 61 46

hypercall 117 78
total 178 124

PÐnakac 4.1: Apotelèsmata an�lushc kajustèrhshc aithm�twn Put kai Get.
Oi timèc eÐnai se ms.

4.2 SÔgkrish me up�rqousec unikernel lÔseic

EpijumoÔme epÐshc na ektim soume thn axÐa thc qr sh thc utmem sto Rumprun,
dhlad  an kai se poièc peript¸seic axÐzei ènac programmatist c na strafeÐ sthn
utmem. Gia autìn ton skopì qrhsimopoioÔme wc katallhlìtero to metroprìgramma
(benchmark) Redis (Remote Dictionary Server). To Redis eÐnai idanikì gia autìn
to skopo gia dÔo lìgouc. Pr¸ton prìkeitai, ìpwc lèei kai to Ðdio [4], gia èna data
structure store, dhlad  èna exuphretht  apoj keushc afhrhmènwn dedomènwn, ìpou
oi basikèc leitourgÐec eÐnai get kai set me anafor� se kleidi�, kai �ra up�rqei pro-
fan c omoiìthta me ta utmem operations. DeÔteron, up�rqei  dh èkdosh unikernel
tou Redis apì ta prosferìmena Rumprun-packages sto epÐshmo repository, opìte
den qrei�zetai na to metatrèyoume emeÐc se unikernel[9].

H genik  dom  tou Redis montèlou, eÐnai h Ôparxh enìc back-end server, o opoÐoc
eÐnai upeÔjunoc gia thn apoj keush afhrhmènhc morf c dedomènwn, kai thn exuph-
rèthsh aithm�twn apì trÐtec efarmogèc ep�nw se aut� ta dedomèna. Tautìqrona,
up�rqoun di�foroi front-end clients, oi opoÐoi apostèlnoun ait mata ston server me
to TCP/IP prwtìkollo. Wc unikernel prosfèretai mìno o Redis server, kai o client
mporeÐ na eÐnai opoiad pote efarmog  ikan  na diaqeirÐzetai TCP ait mata, p.q. nc.

ApofasÐzoume na prosjèsoume treic nèec entolèc sto Redis, tic tmemPut,
tmemGet, tmemInval, oi opoÐec ìpwc deÐqnei to ìnom� touc antistoiqoÔn sta trÐa
utmem operation pou ulopoi same. Sta ex c ja anaferìmaste se autèc tic ento-
lèc wc utmem commands, gia na tic xeqwrÐzoume apì ta utmem operations. O
proteinìmenoc trìpoc eisagwg c entol¸n sto Redis eÐnai h dhmiourgÐa enìc Redis
module to opoÐo prosjètei tic entolèc kat� to runtime tou Redis server. 'Omwc h
èkdosh tou Redis, pou up�rqei wc unikernel, eÐnai sqetik� pali� kai den uposthrÐzei
ta modules, opìte prosjèsame tic entolèc apeujeÐac ston phgaÐo k¸dika tou Redis
server.

EpÐshc epilègoume na qrhsimopoihjeÐ h èkdosh utmem mèsw function call, kai
ìqi system call. Autì exaleÐfei thn pijanìthta ta apotelèsmat� mac na ephre�zo-
ntai apì tic allagèc sta rump kernels, miac kai ta qrhsimopoioÔme qwrÐc allag .
Prèpei mìno na enswmat¸soume thn metagl¸ttish tou driver thc utmem sto Redis,
to opoÐo shmaÐnei na prostejoÔn �ags gia assembly compilation.
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Oi metr seic èginan entìc thc Ðdia eikonik c mhqan c pou qrhsimopoi jhke sto
prohgoÔmeno kef�laio.

Tèloc, ofeÐloume na dieukrinÐsoume pwc ekteloÔme to Redis qwrÐc AOF persis-
tence. To Redis prosfèrei dunatìthta diat rhshc twn dedomènwn thc mn mhc touc
sto dÐsko ¸ste aut� na mporoÔn na anakthjoÔn se perÐptwsh mh problepìmenou
termatismoÔ tou Redis. DiathreÐ, sunep¸c èna arqeÐo me autèc tic eggrafèc ston
dÐsko. To meionèkthma, ìpwc eÐnai pwc k�je prosjetoafaÐresh dedomènou, p.q. mia
set, mplok�rei mèqri na grafoÔn ta dedomèna sto dÐsko[10]. Wc gnwstìn, oi dÐskoi
eÐnai t�xeic megèjouc pio argoÐ apì thn kÔria mn mh, sunep¸c to na diathroÔsame to
AOF persistance tou Redis ja èdine èna �diko pleonèkthma sta utmem commands
mac, ta opoÐa den diathroÔn tètoia antÐgrafa. SugkrÐnoume, loipìn mìno in-memory
enèrgeiec tou Redis.

4.2.1 Sen�rio 1: me �fjonh diajèsimh mn mh

Gia metr soume thn sumperifor� tou Redis me ta nèa commands, dhmiourg same
èna custom metroprìgramma, to opoÐo onom�zoume client. To prìgramma apostèllei
mèsw TCP/IP network requests, proc to Redis. Tautìqrona, to client katagr�fei
dedomèna gia thn epÐdosh thc epikoinwnÐac me ton server. O client trèqei ston host
wc apl  diergasÐa ¸ste na mhn ephre�zetai h ektèlesh tou Redis, to opoÐo me thn
seir� tou trèqei wc unikernel. Jèloume na sugkrÐnoume dÔo commands, to aplì
set kai to tmemPut, opìte gia di�forouc sunduasmoÔc megèjouc value kai arijmì
requests lamb�noume metr seic gia to pìso qrìno qrei�sthke na ikanopoihjoÔn ìla
ta requests, kai sthn sunèqeia paÐrnoume èna mèso ìro. Sunep¸c, h metrik  pou
mac endiafèrei eÐnai ta commands/deuterìlepto. LogÐzoume wc par�gonta kai ton
arijmì twn request, ¸ste na elèxoume an kai kat� pìson to sunolikì mègejoc twn
apojhkeumènwn dedomènwn ephre�zei ton rujmì exuphrèthshc.

Analutikìtera, epilègoume èna mègejoc tim c (value size) kai èna arijmì apì
timèc (number of values) pou ja kataqwr soume sto Redis. Gia par�deigma o sun-
duasmìc 512-1024 shmaÐnei pwc ja kataqwrhjoÔn 1024 timèc, h k�je mia apì tic
opoÐec antistoiqeÐ se èna xeqwristì command, ìpou k�je tim  ja èqei mègejoc 512
bytes. Aut  h diadikasÐa gÐnetai gia polloÔc sunduasmoÔc value size kai number of
values. Profan¸c, an�mesa se k�je epan�lhyh tou peir�matoc frontÐzoume na a-
dei�zoume thn mn mh tou Redis   to tmem pool, gia to set   to tmemPut antÐstoiqa.

H dom  tou sust matoc client kai Redis unikernel faÐnetai sthn eikìna 4.2.

Apì ta apotelèsmata twn metr sewn parathreÐtai pwc, ìtan up�rqei arket 
mn mh ta utmem commands eÐnai sqetik� pio arg� apì tic set entolèc tou Redis.
Autì eÐnai logikì, kaj¸c pr¸ton prèpei gia k�je tmem command na ekteleÐtai
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Sq ma 4.2: EpikoinwnÐa kai dom  client - Redis unikernel

èna hypercall, to opoÐo eÐnai sÔgqronoc mhqanismìc kai �ra odhgeÐ se mplok�risma
tou unikernel. DeÔteron, prèpei na antigr�fetai to sÔnolo twn dedomènwn apì ton
q¸ro tou unikernel ston q¸ro pur na tou host, aux�nontac tic antigrafèc pou e-
kteloÔntai an� command. Sthn eikìna 4.3 faÐnetai h sqetik  sumperifor� twn dÔo
eid¸n commands gia di�forouc sunduasmoÔc megèjouc value kai arijmoÔ requests,
kai pwc pr�gmati h tmemPut eÐnai sqetik� pio arg  apì thn set metr¸ntac com-
mands/second. Sthn eikìna 4.4 parousi�zetai h posostiaÐa diafor� taqÔthtac twn
dÔo entol¸n paÐrnontac mèso ìro an� value size, en¸ ston pÐnaka 4.2 faÐnontai oi
apìlutec timèc thc parap�nw mètrhshc

Sq ma 4.3: SÔgkrish tmemPut kai set commands sto unikernel Redis.
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Sq ma 4.4: PosostiaÐa sqèsh tmemPut kai set kanonikopoihmènh wc proc set
an� value size

value size 512 1024 2048 4096 8192 16384
set 5062.7 4480.9 3621.1 2768.2 1916.2 1288.5

tmemPut 3676.2 2148.3 2032.1 1678.6 1506.0 938.6

PÐnakac 4.2: EpÐdosh metrhmènh se commands / second gia set kai tmemPut
an� value size.

4.2.2 Sen�rio 2: me periorismènh diajèsimh mn mh

UpoqreoÔmaste na melet soume thn sumperifor� tou Redis kai se peript¸seic ìpou
o pìroc thc mn mhc eÐnai shmantik� periorismènoc. Trèqoume p�li ton Ðdio Unikerel
server, all� t¸ra periorÐzoume thn diajèsimh mn mh ìlhc thc eikonik c mhqan c se
merikèc dek�dec megabyte.

'Otan h mn mh eÐnai periorismènh, ta utmem commands gÐnontai h mình leitour-
gik  lÔsh gia apoj keush dedomènwn. JumÐzoume pwc sto Rumprun apousi�zei h
eikonik  mn mh, sunep¸c ìtan gemÐsei h diajèsimh den up�rqei k�poioc mhqanismìc
na apeleujer¸sei aut n thn pÐesh mn mhc. Sthn perÐptwsh tou set, met� apì èna
arijmì apì requests, eÐnai adÔnaton na katanemhjeÐ nèa mn mh, èstw eikonik , sto
Redis, to opoÐo plèon adunateÐ na ikanopoi sei ta requests pou tou èrqontai apì ton
client. Se autì to sen�rio, emfanÐzei m numa sf�lmatoc kai termatÐzei thn leitour-
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gÐa tou. Katastrofik  sumperifor� gia èna exwterikì qr sth pou epikoinwneÐ me to
unikernel. AntÐjeta, to tmemPut ikanopoieÐtai kanonik�, kaj¸c h apaÐthsh se q¸ro
eÐnai el�qisth, arkeÐ dhlad  na ikanopoieÐtai èna request, gia na ikanopoihjoÔn ìla,
miac kai ta dedomèna apojhkeÔontai sthn mn mh tou host. M�lista h sumperifor�
eÐnai tautìshmh me thn perÐptwsh afjonÐac mn mhc, den parathreÐtai kamÐa epiplèon
kajustèrhsh lìgw thc periorismènhc mn mhc.

4.3 SÔgkrish me thn aujentik  utmem

Tèloc, gia na exaqjeÐ mia plhrèsterh eikìna twn epidìsewn tou mhqanismoÔ, jewro-
Ôme skìpimo, na sugkrÐnoume thn utmem ulopoÐhsh se unikernel, se sqèsh me ton
aujentikì (original) mhqanismì thc utmem.

QrhsimopoioÔme p�li to metroprìgramma Redis, gia to opoÐo up�rqei Redis-
module me to opoÐo to Redis tÐjetai ikanì na ikanopoi sei utmem ait mata qrh-
simopoi¸ntac ton aujentikì mhqanismì. Anaferìmaste ed¸ sto Redis wc kanonik 
diergasÐa enìc linux sust matoc, gia autì kai eic to ex c ja anaferìmaste ston
aujentikì mhqanismì kai wc linux utmem. JumÐzoume, pwc o aujentikìc mhqani-
smìc qrhsimopoieÐ mia eikonik  suskeu  (/dev/utmem) tou linux, oÔtwc ¸ste oi
diergasÐec na mporoÔn na zhtoÔn apì ton pur na na ektelèsei tmem ait mata proc
to backend ek mèrouc aut¸n. Epiprosjètwc, epijumoÔme o trìpoc mètrhshc na eÐnai
ìso to dunatìn ìmoioc me ton trìpo mètrhshc pou perigr�fetai sthn ergasÐa thc
aujentik c utmem [19], sunep¸c dhmiourg same èna diaforetÐkì prìgramma client
pou apostèlei ait mata. Aut  th for�, den gemÐzoume thn tmem pool me dedomèna,
all� apostèlloume suneq¸c to Ðdio aÐthma, dhlad  to Ðdio key, gia prokajorismèno
qronikì di�sthma kai en tèlei upologÐzoume èna mèso ìro aithm�twn. Apostèloume
akrib¸c ta Ðdia ait mata kai sto unikernel Redis, ¸ste na mporoÔme na èqoume mia
ìmoia sÔgkrish metaxÔ twn dÔo ekdìsewn. Elègqoume di�forec timèc tou megèjouc
thc tim c (value size), en¸ to utmem command eÐnai tÔpou Put. 'Opwc kai prohgou-
mènwc, h metrik  pou mac endiafèrei eÐnai ta commands / second pou exuphretoÔntai.

H topologÐa tou sust matoc metr sewn eÐnai h ex c: ìtan metr�me thn aujenti-
k  utmem, to Redis ekteleÐtai wc mia kanonik  diergasÐa entìc eikonik c mhqan c
(guest) me 2 GB RAM kai Ðdiou pur na me ton host, dhlad  ton pur na me ta utmem
patches. Gia thn utmem wc unikernel, eikonikopoioÔme èna unikernel entìc tou o-
poÐou ekteleÐtai to Redis ep�nw ston Ðdio host. O host paramènei h Ðdia eikonik 
mhqan  pou perigr�fetai kai prohgoumènwc. Tèloc, o nèoc client ekteleÐtai epÐshc
wc apl  diergasÐa ep�nw ston host. H di�taxh faÐnetai kalÔtera sto sq ma 4.5.

Apì ìsa èqoun parousiasteÐ sthn jewrÐa, eÐnai emfanèc pwc up�rqei mia eggen c
asummetrÐa sta duo sust mata pou melet�me, kaj¸c prìkeitai gia dÔo diaforetik c
sqedÐashc kai poluplokìthtac eikonikèc mhqanèc. H eikonik  mhqan  linux mèsa
sthn opoÐa ekteleÐtai h aujentik  utmem diajètei diaforetikì uposÔsthma diktÔou,
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Sq ma 4.5: TopologÐa perib�llontoc sÔgkrishc aujentik c utmem kai
Unikernel utmem.

diaforetik� modules pur na, en¸ ekteleÐ par�llhla kai �llec diergasÐec entìc thc.
ApoteleÐ, genik�, mia sÔnjeth eikonik  mhqan . Apì thn �llh to Rumprun diajètei
diaforetikì uposÔsthma diktÔou, kaj¸c to èqei klhronom sei apì to NetBSD, kai
en gènei eÐnai pio aplì. Tèloc, anamènetai na emfanisteÐ diafor� sta apotelèsmata
kai lìgw tou gegonìtoc pwc h èkdosh unikernel apaiteÐ mia antigraf  ligìterh twn
dedomènwn, kat� thn ro  tou k¸dika apì to uyhlìtero st�dio mèqri kai to epÐpedo
tou backend.

OfeÐloume sunep¸c na dieureun soume an kai kat� pìson h diafor� twn pe-
rib�llontwn ephre�zei thn telik  eikìna stic metroÔmenec epidìseic an�mesa sthn
aujentik  kai thn unikernel èkdosh. Gia autìn ton lìgo afoÔ metr same ton rujmì
exuphrèthshc twn Put requests, epanal�bame to Ðdio peÐrama kai gia thn set entol 
tou Redis, thc opoÐac o eswterikìc mhqanismìc exuphrèthshc eÐnai koinìc stic dÔo
ekdìseic tou Redis. An to perib�llon ektèleshc den ephre�zei ta apotelèsmata,
tìte anamènoume na blèpoume thn Ðdia sumperifor� thc set kai stic dÔo peript¸seic.

Ta apotelèsmata twn metr sewn faÐnontai sthn eikìna 4.6. ParathroÔme pwc
ta utmem commands eÐnai pio gr gora gia thn unikernel èkdosh se sqèsh me thn
aujentik . Kat� mèso ìro perÐpou dÔo forèc pio gr gora. H Ðdia sumperifor�,
ìmwc, parathreÐtai kai gia thn set entol . Oi apìlutec timèc twn metr sewn parou-
si�zontai ston pÐnaka 4.3 gia ta Put request kai ston pÐnaka 4.4 gia ta set requests.

SÔmfwna me ta parap�nw, odhgoÔmaste sto genikì sumpèrasma pwc to Rumprun
prosfèrei eggen¸c mia epit�qunsh sta tasks pou ekteloÔntai. Den xèroume, ìmwc,
kai pìso ephre�zei to telikì apotelèsma h diaforetik  èkdosh utmem. H aposa-
f nish thc an¸terhc sumperifor�c qrÐzei peraitèrw an�lushc. Gia na epiteuqjeÐ
aut , topojetoÔme entìc thc ro c tou prohgoÔmenou peir�matoc grammèc k¸dika, o
opoÐec katagr�foun tou qrìnouc se k�je st�dio. AsqoloÔmaste mìno me thn Put
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(aþ) utmem Put

(bþ) set

Sq ma 4.6: SÔgkrish epidìsewn an�mesa se Rumprun kai linux perib�llon
gia utmem Put kai set commands.

command thc utmem, h opoÐa mac endièfere ex arq c.

'Oson afor� thn unikernel utmem, xeqwrÐzoume touc ex c qrìnouc:

1. Ton qrìno kat� ton opoÐo o ro  tou request brÐsketai apì to shmeÐo ìpou
apostèllei o client to request, mèqri na anal�bei h sun�rthsh qeirismoÔ thc
entol c entìc tou Redis, ton opoÐo onom�zoume network (time).

2. Ton qrìno pou h ro  brÐsketai entìc thc sun�rthshc qeirismoÔ sto Redis,
onìmati redis.

3. Ton qrìno pou briskìmaste entìc tou driver utmem pou anaptÔxame, all�
ìqi entìc tou hypecall. Autìn ton onom�zoume driver qrìno.

4. Ton qrìno entìc tou hypercall, ton opoÐo onom�zoume apl� hypercall qrìno.

Oi dÔo teleutaÐoi qrìnoi eÐnai oi antÐstoiqoi pou orÐsame kai sto kef�laio 4.1.

48



value size 512 1024 2048 4096 8192 16384 32768 65636
orginal 1445.8 1343.8 1009.6 962.4 917.0 633.7 414.8 243.3
unikernel 2297.6 2292.4 2176.1 1808.9 1512.4 1277.2 908.4 516.9

PÐnakac 4.3: EpÐdosh thc utmem Put metrhmènh se commands / second gia
original (linux) kai unikernel (Rumprun) perib�llon an� value size.

value size 512 1024 2048 4096 8192 16384 32768 65636
orginal 1531.8 1528.8 977.8 932.1 958.3 651.3 425.3 248.0
unikernel 2754.3 2597.4 2241.7 1865.0 1532.3 1222.9 799.4 517.7

PÐnakac 4.4: EpÐdosh thc set metrhmènh se commands / second gia original
(linux) kai unikernel (Rumprun) perib�llon an� value size.

Gia thn aujentik  utmem, oi qrìnoi network kai redis orÐzontai me ton Ðdio trìpo.
Epeid  h mètrhsh tou qrìnou entìc tou hypercall eÐnai sqetik� dÔskolo èrgo, lìgw
thc auxhmènhc poluplokìthtac ìlou tou mhqanismoÔ, kai epeid  aut  h an�lush èqei
gÐnei sthn aujentik  ergasÐa, oi dÔo teleutaÐoi qrìnoi, dhlad  driver kai hypercall,
metr¸ntai wc ènac. Ton onom�zoume ioctl, kaj¸c ousiastik� eÐnai o qrìnoc pou
qrei�zetai na ikanopoihjeÐ h ioctl system call tou Put request. H antistoiqÐa tou
qrìnou autoÔ me to �jroisa driver + hypercall thc unikernel utmem eÐnai armoni-
kìtath, kaj¸c h function call pou ulopoi same ousiastik� antikajist� thn qr sh
thc ioctl apì thn efarmog  pou qrhsimopoieÐ utmem.

Plèon katagr�foume qronikèc di�rkeiec, kai ìqi rujmì exuphrèthshc twn aith-
m�twn. Wc ek toÔtou, qamhlìterec timèc apotelesm�twn metafr�zontai se uyhlìte-
rec epidìseic.

'Eqontac ta apotelèsmata, autì pou parathroÔme amèswc eÐnai pwc h suntriptik 
qronik  kajustèrhsh afor� ton qrìno network, o opoÐoc eÐnai thc t�xhc tou mil-
lisecond (ms). Autì isqÔei kai gia thn unikernel kai thn aujentik  utmem. AntÐjeta
oi upìloipoi qrìnoi den xepernoÔn tic dek�dec microsecond (ms). Sto sq ma 4.7 fa-
Ðnetai aut  h epikr�thsh tou network time ston sunolikì qrìno. Epiprosjètwc, an
sugkrÐnoume to network time metaxÔ unikernel kai linux perib�llontoc, blèpoume
pwc to network tou Rumprun eÐnai perÐpou to misì apì tou linux, epibebai¸nontac
thn arqik  ektÐmhsh pwc to Rumprun prosfèrei apì mìno tou epit�qunsh stic e-
farmogèc. Epiplèon, parathroÔme pwc o qrìnoc redis telik� moi�zei as mantoc kai
sta dÔo perib�llonta. Tìso se sqèsh me thn sunolik  kajustèrhsh ìso se sqèsh
kai me ta upìloipa st�dia xeqwrist�, h tim  tou eÐnai polÔ mikr , opìte epilègou-
me na mhn proqwr soume se peraitèrw an�lush tou. Tèloc, an sugkrÐnoume ton
ioctl qrìno thc aujentik c utmem, me to �jroisma driver+hypercall thc unikernel
utmem, blèpoume pwc h unikernel èkdosh eÐnai sqetik� pio gr gorh (eikìna 4.8).
Autì ofeÐletai sthn aploÔsterh eswterik  dom  thc unikernel èkdoshc, kai sto ìti
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h unikernel èkdosh epiteleÐ mia antigraf  ligìterh twn dedomènwn.

Oi apìlutec timèc twn apotelesm�twn twn parap�nw metr sewn faÐnontai stoÔc
pÐnakec 4.5 kai 4.6, gia thn unikernel utmem kai thn aujentik  utmem antÐstoiqa.

Sq ma 4.7: Pìsostì tou network time wc prìc ton sunolikì qrìno kaju-
stèrhshc an� value size.

value size 512 1024 2048 4096 8192 16384 32768 65636
network 256.7 260.1 340.7 391.1 487.7 722.5 1147.6 2159.6
redis 0.4 0.3 0.4 0.5 0.6 0.8 1.4 3.0
driver 0.5 0.6 0.6 0.7 0.7 1.0 1.6 3.3

hypercall 17.4 16.7 15.7 16.2 16.6 19.0 21.3 24.9
total 274.9 277.8 357.4 408.4 505.6 743.3 1172.0 2190.8

PÐnakac 4.5: An�lush kajustèrhshc stadÐwn thc Put gia unikernel
(Rumprun) perib�llon. Timèc se ms.

4.4 Sqoliasmìc

Apì to parap�nw prokÔptei to ex c endiafèron sumpèrasma. Me qr sh thc utmem,
kai tou Rumprun unikernel framework, eÐnai dunatìn na ekteloÔntai se eikoniko-
poihmèno perib�llon unikernels, sta opoÐa arqik� dÐnetai el�qisth mn mh. Sthn
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Sq ma 4.8: SÔgkrish tou ioctl time (original) me to driver+hypercall time
(unikernel) an� value size.

value size 512 1024 2048 4096 8192 16384 32768 65636
network 486.9 429.5 725.0 777.0 847.7 1294.0 2189.7 4024.9
redis 0.6 0.5 0.6 0.6 0.6 0.6 0.7 0.8
ioctl 22.2 21.9 21.3 21.5 22.2 25.1 27.7 35.1
total 509.7 452.0 746.8 799.1 870.4 1319.7 2218.2 4060.9

PÐnakac 4.6: An�lush kajustèrhshc stadÐwn thc Put gia original (linux)
perib�llon. Timèc se ms.

perÐptwsh tou Redis arkoÔn mìno 64 megabytes. O fainomenikìc autìc periorismìc,
den apagoreÔei na ekteloÔntai memory intensive diergasÐec wc unikernel, kaj¸c ta
tmem pools apojhkeÔoun ta dedomèna pou kanonik� ja brÐskontan sthn mn mh ektìc
aut c. Ousiastik� exasfalÐzetai adi�koph ektèlesh twn unikernels, kai apofeÔge-
tai h spat�lh mn mhc pou en tèlei den qrhsimopoieÐtai apì to unikernel. H pÐesh
mn mhc metafèretai apì ta eikonikopoihmèna perib�llonta ston ufist�meno epìpth,
o opoÐoc emfanÐzei an¸terh ikanìthta diaqeÐrishc aut c. Par�llhla, megistopoieÐtai
o arijmìc twn unikernel, kai genik� twn eikonik¸n mhqan¸n, pou mporoÔn na ekte-
loÔntai par�llhla se èna fusikì sÔsthma an� mon�da mn mhc.

Autì pou pètuqe sth aujentik  ergasÐa h utmem[19],  tan na d¸sei ston pro-
grammatist  èna qrhsimìtato ergaleÐo. Prosarmìzontac elafr¸c thn sumperifor�
thc efarmog c touc wc proc thn diaqeÐrish thc mn mhc kèrdise se epidìseic kai
taqÔthta, se sqèsh me to na empisteÔontan apokleistik� ta uposust mata diaqe-
Ðrishc mn mhc (frontswap). T¸ra, autì to ergaleÐo prosfèretai kai sto Rumprun
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unikernel framework, sto opoÐo to sen�rio èlleiyhc mn mhc odhgeÐ se katastrofi-
kèc sumperiforèc. Me thn utmem exaleÐfetai h parap�nw adunamÐa apotelesmatik�.
Tautìqrona, epibebai¸same pwc h ektèlesh apl¸n efarmog¸n se unikerel perib�l-
lonta odhgeÐ se auxhmènec epidìseic, lìgw thc afaÐreshc twn peritt¸n sustatik¸n
enìc sumbatikoÔ leitourgikoÔ sust matoc.

Shmantikì, epÐshc, eÐnai to gegonìc pwc h èkdosh utmem wc unikernel èqei
epidìseic an¸terec apì ton aujentikì mhqanismì, toul�qiston gia èna exwterikì
qr sth pou epikoinwneÐ me to ek�stote eikonikì perib�llon. Oi perissìterec efar-
mogèc twn unikernel aforoÔn uphresÐec pou summetèqoun se dÐktua upologist¸n,
�llwste efalt rtio thc ergasÐac eÐnai to cloud computing. Ja  tan, sunep¸c,
l�joc na apotimÐsoume tic epidìseic thc unikernel utmem qwrÐc na l�boume up' ìyin
thn networking ptuq  twn efarmog¸n. H epit�qunsh pou prosfèrei to Rumprun
krÐnetai zwtik c shmasÐac gia efarmogèc euaÐsjhtec ston qrìno apìdoshc, ìpwc
deÐxame gia mia apoj kh dedomènwn ìpwc to Redis. Ta ofèlh, sunep¸c, polla-
plasi�zontai, ìqi mìno elaqistopoioÔntai oi an�gkec mac se mn mh, all� h apìkrish
twn eikonik¸n mhqan¸n, se sqèsh me antÐstoiqouc mhqanismoÔc, metab�lletai jetik�.

To telikì sumpèrasama ìlwn twn parap�nw eÐnai pwc o sunduasmìc utmem kai
Rumprun eÐnai k�je �llo apì asÔmforoc   �karpoc.
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Kef�laio 5

EpÐlogoc

5.1 SÔnoyh

SunoyÐzoume ta ìsa èqoume parousi�sei èwc t¸ra sthn paroÔsa ergasÐa ston ana-
gn¸sth.

Arqik�, ègine anafor� stic nèec t�seic tou trìpou na ekteloÔme computational
tasks, kai sugkekrimèna sto cloud computing, to opoÐo eÐnai to montèlo pou qara-
kthrÐzei thn sÔgqronh epoq  sthn istorÐa twn upologist¸n. AnalÔjhke h eikoni-
kopoÐhsh, h teqnologÐa pou epitrèpei thn Ôparxh tou cloud computing, kaj¸c kai
ta di�fora eÐdh thc pou èqoun prokÔyei lìgo thc duskolÐac tou na eikonikopoihjeÐ
èna pl rec upologistikì sÔsthma. Katèsth safèc ìti h filosofÐa twn dhmofil¸n
leitourgik¸n susthm�twn genn jhke se mia epoq  aploÔsterwn susthm�twn kai
periorismènwn pìrwn kai �ra ìti den tairi�zei tèleia sto cloud computing. Parou-
si�sthkan, loipìn, ta ex c probl mata me thn ewc t¸ra eikonikopoÐhsh. To pr¸to
pou eÐdame, eÐnai h uperbolik  poluplokìthta twn sumbatik¸n leitourgik¸n susth-
m�twn kai oi uyhlèc apait seic se pìrouc analogik� me tic plèon aplèc efarmogèc
pou filoxenoÔn. To deÔtero eÐnai h mh bèltisth diaqeÐrish twn pìrwn, kai sugkekri-
mèna thc ufist�menhc mn mhc apì ta sumbatik� leitourgik� sust mata, ìtan aut�
brÐskontai entìc eikonikopoihmènwn periballìntwn.

Sth sunèqeia, analÔjhkan di�forec teqnikèc antimet¸pishc twn anwtèrwn pro-
blhm�twn. To pr¸to prìblhma lÔnetai me ta unikernels, autèc tic euèliktec kai
aplèc eikonikèc mhqanèc. KrÐjhke skìpimo na analujoÔn ta qarakthristik� aut¸n
kai na anaferjoÔn ta di�fora frameworks pou up�rqoun. Eidik� gia to Rumprun
framework, me to opoÐo ergast kame, h an�lush ep�nw se autì  tan eic b�joc,
wc èprepe. Gia to deÔtero prìblhma prosfèrontai di�forec lÔseic, en¸ h prosoq 
dìjhke sth mn mh utmem, kaj¸c analÔjhke h istorÐa thc kai ta qarakthristik� thc.

Telik�, apodeÐqjhke pwc autèc oi dÔo teqnologÐec mporoÔn na sunduastoÔn �r-
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tia, dhmiourg¸ntac unikernels me utmem dunatìthtec. Me sebasmì sthn filosofÐa
tou Rumprun kai sthn sqedÐash thc utmem, autèc oi dÔo teqnologÐec enarmonÐsth-
kan �yoga. M�lista, me b�sh tic metr seic pou paratèjhkan, h ènwsh aut  den eÐnai
�neu axÐac, all� èqei tèleia efarmog  se sugkekrimèna endeqìmena ektèleshc eiko-
nikopoihmènwn susthm�twn. Diapist¸jhke, de, pwc h epÐdosh tou nèou mhqanismoÔ
qarakthrÐzetai an¸terh apì aut  thc aujentik c ulopoÐhshc, ìson afor� unikernels
pou epikoinwnoÔn me exwterikèc ontìthtec kai qrhsimopoioÔn ton utmem mhqanismì.

5.2 Mellontikèc kateujÔnseic

Mèqri stigm c, h adunamÐa thc èkdoshc utmem gia to Rumprun eÐnai pwc wc mh-
qanismìc apoj keushc dedomènwn eÐnai sqetik� argìc se sqèsh me thn apoj keush
sth mn mh thc eikonik c mhqan c. Ja  tan dunatìn na beltistopoi soume peraitèrw
me di�forec teqnikèc thn qr sh thc utmem ¸ste oi taqÔthtec na plhsi�zoun thn in-
memory apoj keush twn dedomènwn. KÔria adunamÐa eÐnai pwc, me b�sh thn morf 
tou mhqanismoÔ, apaiteÐtai èna hypercall gia k�je aÐthsh utmem. Anamènoume pwc
an mei¸nontan o arijmìc twn hypercalls pou apaitoÔntai ja aux�nontan oi epidìseic
tou mhqanismoÔ.

Mia lÔsh ja  tan na krat�me èna bu�er mn mhc me dedomèna, ta opoÐa ja me-
tafèrontan sthn tmem pool ìtan pernoÔsan èna prokajorismèno mègejoc. 'Etsi
den ja qrei�zontan na k�noume èna hypercall an� request, all� ja ekmetalleuìma-
stan bulk-insertions me mìno èna hypercall. EpÐ paradeÐgmati, ac fantastoÔme pwc
èrqontai qÐlia ait mata utmem ìpou to kajèna epijumeÐ na apojhkeÔsei dedomèna
megèjouc enìc kilobyte. Ja mporoÔsame na k�noume mazik  eisagwg  ìlwn aut¸n,
ìtan sumplhrwjeÐ kai to p.q. qiliostì aÐthma me mìno èna hypercall me dedomèna
megèjouc qÐlia epÐ èna kilobyte sun ì,ti qrei�zetai gia ta kleidi�, antÐ gia qÐlia {mi-
kr�} hypercalls.

'Allh kateÔjunsh ja  tan ta dedomèna na sumpièzontai entìc tou unikernel,
prin apostaloÔn sto backend, ¸ste p�li na mei¸netai o arijmìc twn apaitoÔmenwn
hypercalls. Wstìso, epeid  h sumpÐesh dedomènwn katanal¸nei shmantik  epexerga-
stik  isqÔ, autì ja aforoÔse sen�ria ektèleshc ìpou o epexergast c eÐnai pìroc
se afjonÐa, en¸ h mn mh se sqetik  èlleiyh. M�lista, ja mporoÔse h ek�stote
efarmog  pou trèqei wc unikernel, na exeidikeÔei ton algìrijmo sumpÐeshc ¸ste na
tairi�zei sto eÐdoc twn dedomènwn thc kalÔtera. H exeidÐkeush aut  eÐnai pio eÔkolh
apì thn pleur� tou unikernel, kaj¸c jewrhtik� o programmatist c gnwrÐzei thn
fÔsh twn dedomènwn, en¸ to backend esti�zei sthn apoj keush afhrhmènhc morf c
dedomènwn.

'Oson afor� use case me pollèc prosb�seic sthn mn mh ep�nw sta Ðdia dedomèna,
h apoj keush kai an�kthsh twn dedomènwn me èna tmem pool apì mình thc mei¸nei
thn apìdosh tou sust matoc. Gnwst  kai apodotik  plèon lÔsh tètoiwn peript¸se-
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wn eÐnai h qr sh kruf¸n mnhm¸n. Sthn perÐptwsh mac ja  tan h Ôparxh enìc mikroÔ
memory area mèsa sto unikernel, eÐte sto an¸tero epÐpedo eÐte sto epÐpedo tou
driver, sto opoÐo na brÐskontai ta perissìtera suqn� antall�xima dedomèna metaxÔ
tou frontend kai tou backend.

Anajewr¸ntac akìma perissìtero thn filosofÐa thc utmem, h qr sh k�poiou
asÔqronou mhqanismoÔ epikoinwnÐac host kai guest, kai ìqi tou sÔgqronou hypercall,
ja èlune ta probl mata pou proèrqontai apì to blocking twn aithm�twn. Bèbaia,
autì apaiteÐ shmantik� perissìterh prosoq  wc proc thn asf�leia, thn apofug  a-
diexìdwn (deadlock), kai thn eggÔhsh pwc ta dedomèna mac ja eÐnai p�nta diajèsima
kai asfal .

Epiprosjètwc, to gegonìc pwc epitrèyame thn qr sh thc utmem apì uniker-
nels sthrizìmenoi sto Rumprun, den shmaÐnei pwc ta �lla frameworks den eÐnai
sumbat�. An�loga me to pìso eÔkolo   dÔskolo eÐnai se ènan programmatist  na
prosjèsei mia kl sh epìpth sto framework pou ton endiafèrei, jewroÔme pwc tìso
eÔkolo   dÔskolo eÐnai kai to porting thc utmem. Gia par�deigma, to mirageOS an
kai sqedi�sthke gia to Xen hypervisor, uposthrÐzei kai to KVM plèon, opìte pija-
nìtata h enswm�twsh tou mhqanismoÔ thc utmem na eÐnai sqetik� eÔkolh diadikasÐa.
To Ðdio isqÔei gia ta perissìtera frameworks pou uposthrÐzoun to KVM wc epìpth.

Tèloc, èna jèma pou sÐgoura axÐzei na ereunhjeÐ, kaj¸c ja kajistoÔse thn
tmem katexoq n polÔtimo ergaleÐo, eÐnai kat� pìson ja  tan dunatìn na ulopoihjeÐ
èna uposÔsthma eikonik c mn mhc sto Rumprun to opoÐo na qrhsimopoieÐ thn tmem.
'Opwc anafèrame kai sto upokef�laio tou Rumprun, ta rump kernels den uposth-
rÐzoun thn eikonik  mn mh. MporoÔme, sunep¸c, na fantastoÔme èna sÔsthma san
to frontswap tou linux, to opoÐo ìmwc den ja qrhsimopoieÐ periferiakèc suskeuèc
gia thn apoj keush twn selÐdwn mn mhc, all� ja strèfontan autìmata sthn tmem
pools tou epìpth. Autom�twc o programmatist c ja epofeloÔntan apì ìla ta ofèlh
thc utmem, ìson afor� thn apeleujèrwsh thc pÐeshc mn mhc, dÐqwc na qrei�zetai
na prosarmìzei ton k¸dika twn efarmog¸n tou. Ja qreiazìtan, loipìn, na tropopoi-
hjeÐ o Bare Metal Kernel thc stoÐbac tou Rumprun, kaj¸c autìc eÐnai upeÔjunoc
gia thn diaqeÐrish twn selÐdwn thn mn mhc. EntoÔtoic, jewroÔme pwc ja  tan apì
ta dÔskola mellontik� egqeir mata pou proteÐnoume, kaj¸c h diadikasÐa diaqeÐrishc
thc mn mhc eÐnai mia apì tic pio basikèc kai euaÐsjhtec diadikasÐec pou ofeÐlei na
ekteleÐ èna leitourgikì sÔsthma, en¸ m�lista èna tètoio uposÔsthma sÔmfwna me
ta up�rqonta dedomèna ja periìrize to Rumprun apokleistik� sto KVM.
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