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Abstract

In the 5G and IoT era, service delivery and management models become more and more
complex, by combining a wide variety of technologies and devices. The complexity of the
new service delivery models raises new challenges for the fulfilment and management of the
service life-cycle, from service discovery and selection, to orchestration, management and
monitoring. In addition, in such context, where unknown users, devices and providers need
to interact to achieve service fulfillment, it is critical to provide a sense of trust between
users. The motivation for this dissertation is to tackle the new challenges arising in the
service life-cycle management and enable trust in such scenarios.

In the first part of this dissertation, our main focus is to assess services over hetero-
geneous resources, considering Quality of Service (QoS) and Quality of Experience (QoE)
by combining monitoring data, the subjective perception of various users and their unique
requirements. To achieve this, we aim to quantify the service assessment with the above
criteria, as a reputation score value, that represents the performance and reliability of the
service in a fair manner, while guaranteeing protection from malicious actors trying to ma-
nipulate it. This value can enable trust towards service providers while assisting users in
the service selection process taking into account their unique priorities.

To achieve the aforementioned goals, we developed collaborative Service Level Agree-
ments (SLA) and Reputation Trust Management (RTM) frameworks with focus on cloud
federations. Cloud Federation is the deployment, management and collaboration of several
cloud computing services. It can integrate private, community, and public clouds providing
multiple benefits such as scalability, fault tolerance and elasticity to the cloud environment
while raising new challenges, namely interoperability issues of heterogeneous clouds and
lack of trust among different providers. In this environment, we use SLA, in order to allow
users to enforce guarantees about the performance of consumed services. We extend Key
Performance Indicators (KPIs) assessed by the SLAs to surpass the limited availability KPI
provided by most cloud and service providers at the moment, towards better addressing the

specific requirements of each user.



Furthermore, for the RTM aspect of our collaborative framework, we focus on Multi-
Criteria Decision Making (MCDM) techniques for the quantification of trust and the com-
putation of the reputation values. We adopt MCDM methodologies due to their capability of
receiving as input multiple KPIs combining QoS and QoE metrics. In our research work, we
modified and extended two known scalable fuzzy-based MCDM techniques, namely Fuzzy
VIKOR and Fuzzy Analytic Hierarchical Process (AHP). The first one is horizontal while
the latter one is a hierarchical MCDM system. The key contributions of our extensions in
those systems mainly refer to their capability of facilitating inputs, not only limited to fuzzy
numbers, but also to include linguistic and binary values. In this way, we can combine a wide
variety of QoS and QoE aspects in the computation of the reputation score value, guaran-
teeing that a high reputation value represents wholesomely the provider’s performance and
reliability. We also modified those techniques to allow users to provide custom weights in
the evaluation process to express different requirements.

Last but not least, we introduce in both approaches credibility mechanisms that compare
the user’s evaluation with SLA and monitoring measurements in order to detect malicious

actors and protect providers from reputation score manipulation attempts.

The implementation and experimental validation and assessment of our novel solutions
validated the effectiveness of our SLA techniques and the performance of our proposed
RTM solutions. In particular, in comparison with other known frameworks in the literature,
our proposed approaches highlighted the importance of mixing several numerical and fuzzy
metrics, in contrast to adopting numeric only input, as well as the necessity and effectiveness
of our introduced credibility mechanisms.

On the second part of the thesis, we address challenges in the service life-cycle manage-
ment. Our main focus is to facilitate the life-cycle management of services in a multi-domain
federated Edge Cloud environment and enable tenants to either offer services for off-the-shelf
leasing or lease a service that suits their needs. Federated edge clouds in the scope of this
dissertation, refer to multi-administrative collaboration of multiple providers willing to al-
low cross-domain communication to allow off-the-self leasing of services developed by either

providers or tenants through an Network Service Marketplace (NSM).

In order to fulfill the above objectives, we shift from trust management frameworks

to trustless systems to assist the life-cycle management of services in this context. We



use blockchain as our trustless system, as it enables parties without trust between them,
to interact without a central trusted authority, communicating in a decentralized fashion,
maintaining the same functionality, while all parties can retain the certainty for the outcome
of the transactions. We used blockchain technology to develop a fully functional NSM for off-
the-self service leasing. We utilize blockchain’s distributed ledger as a distributed database
between different providers and edge clouds, and we leverage smart contracts to enable the
platform and the transactions. Using smart contracts we developed all the necessary in-
teractions and transactions required in an NSM facilitating all steps in a service’s life-cycle
such as service discovery, selection, leasing, billing and most importantly resource orches-
tration. We provide a multi-domain architecture aligned with the ETSI-NFV standards,
which is highly scalable and requires minimum resource and management and development
overheads for new Edge Cloud providers.

Furthermore, in order to fulfill the consumption of a leased service in the NSM we
developed a novel Cross-Service Communication (CSC) orchestrator over Network Function
Virtualization (NFV) reference architecture. Our orchestrator, assisted with the minimum
information required for the operation by our blockchain-based NSM, offers the necessary
abstractions and operations for an automated and seamless CSC orchestration. The data
stored in the blockchain are the minimum required and contain mostly tags guaranteeing
both data efficiency and data privacy regarding the services offered.

The implementation and evaluation of our NSM and orchestrator validated that our
proposed solution is highly scalable, and the orchestration time overheads added from
blockchain, API and orchestrator interactions are negligible. In addition, the Cross-Communication
orchestration requires no extra resources, while other proposals in the literature require in-
termediary services to function.

Finally, we summarize the conclusions of our thesis and offer interesting ideas for future
development and enrichment of our work, along with significant synergies that can occur

between the different solutions presented in this dissertation.

Keywords: Trust Management, SLA, Multi Criteria Decision Making, Cloud, NFV,

Reputation, Fuzzy Logic, Blockchain



Abstract in Greek

Iepilbnyn ota ELAnvika

Sy emoyn tov diktdnv meutg yeviag (5G) kat Touv ALodiKTiou Tmv AVILKEUEVOY (ATA -
Internet of Things), To. LOVTEAQL TTOPOYNG KOL SLOLELPLONG VITNPECLMV YIVOVTOL OAO KaiL TTLO GUV-
Oeta, pe To OUVOVAOUO aG EVPELOG YKAUAG 0Tt TEXVOAOYLEG Ko ovokeveg. H mohuouvBetdtnta
TV VEWV HOVIEAWYV TAPOYNG VITNPECLMV EYELPEL VEEG TTPOKANOELG OYETIKA UE TNV EKTANPWOT KO
™ SLorElPLoT ToV KUKAOU TOMG WA VITNPECLOG, OITO TNV GVOKAAUYY KOL TV ETLAOYT WLAG VITY-
PECLAG, UEYPL TV EVOPYNOTPMOT, TN SLOXELPLON Kau TV topakorovOnon me. Emumpdobdeta, oe
£V0L, TETOLO TTAGLOLO, OTTOV (ryVIOTOL UETOED TOUG, XPNOTES, CUOKEVEG KOl JTGPOYOL CLITGLLTELTAL VO,
CAAMAETLOPOVV YL TV EKTANPWON [WOG VITNPECLAG, ELVAL KPLOLWO VO, TAPEXETOL Lo aloOnon
EUITLOTOOUVIG 0TOVG XpNoTes. Kivimprog dhvaun yia v mapotoo StatpiBn eivan 1) avilueTod-
TTLON TV VEWV TPOKANOEWMY TTOV EYELPOVTOL OTH SLaXELPLOT TOV KUKAOU Lmng VNPEotdv Kat 1)
TAPOYT] EWTLOTOCVVIC.

210 TPMTO UEPOG TG TTaPOVOaG SLATPLPTG, TO EMLKEVTIPO TG TPOTOYN UG E0TLGALETAL 1] GELO-
AOYNOM TNG ETTLB00NG VINPEOLDY OL OTTOLEG OVOTTTOOCOVTOL UE T (P10 ETEPOYEVADV VITOSOUMY,
appavovtag v’ oy T Iowdtnta g Yrnpeotag (IITY - Quality of Service) ko tnv ITowdtnto
¢ Eumepiag (ITtE - Quality of Experience), 0uvdualoviog dedouéva mapakolotinong, Tnv vio-
KEWEVLKY OVTIMPY TOV XPNOTOV KoL TIG UWOVASIKEG ATaLtioelg Tovg. Lo tnv emitevEn avtot
TOU 0TOY0V, OTOYEVOUILE VO, TOCOTLKOTTOLOOUE THV AELOAOYNOT TG ETLOOONG TV VITNPECLDV UE
TOL TTOPOITAV® KPLTNPLOL, O ULOL TUUT PTG, 1) OTTOLOL AVTLITPOOMITEVEL TLG ETLOOTELG KAl TV CELO-
TUOTLOL LU, VITNPECLOG UE BLKOULO TPOTTO, LE TNV TTOPAAANAT £YYUN 0T TPOOTAGLAG aTtd KakOBouleg
OVTOTNTEG TTOV ETTLYELPOVV V0. TNV TPOTOTOLOOUV TTPOG LOLmV OPEAOC.

To. TV TUTEVEN TV TPOAVOPEPOEVTMV OTOYWYV, OVOITTOEQUE GUVEPYOTIKG TAGLOL0 Supt-
pwviag og Enimtedo Tranpeouwv (Service Level Agreement - SLA) ko Awoyeipiong g Epmioto-
o0vng ue Baon T gnun (Reputation Trust Management - RTM) pe k0pLar u€pLuvo. 7o oudomovda.
végn. H opoomovdio vépoug elval 1) avasttuEn, SLoyelpLom KoL ouvepyoolo, TOMATAMY Vnpe-
OLMV VITOAOYLOTLKOV VEQPOUG. H 0Hoomovdia vEQOUG UTTOPEL VO EVOOUOTMVEL LOLWTIKG (private),
KOLVOTLKG (community) koL dnudoto: (public) vEpn Tapéxovrag TOAG 0L OTTWG KMUOKMOLUO-
™mrTa, ovoyn oto o@diuara (fault tolerance) KoL ELAOTIKOTNTO 0TO FTEPLPAILOV VEQPOUG. TTapdih-
Anha UG, TPOKVITOVY VEEG TPOKANOELG OTTMG 1) SLA-AELTOUPYLKOTITA UETUED TWV ETEPOYEVDIV

VEQPAOVY KaL 1] EAAELPT] EUITLOTOCVVIG UETOED TMV SLOPOPETIKMV TTAPOYMV. Ze AuTO TO TEPLBAMNOV,



xpnowotootpe SLA hOTE VoL ETTPEPOUUE OTOVG XPTNOTEG VO EEATPAAOOUV EYYUNOELG YLOL TIG
eMISO0ELG TV VITNPECLMOV TOV Katavoldvouv. Enexteivovue Toug Kalplovg deikteg amddoong
(Key Performance Indicators - KPIs) wov a&wohoyotvtor amd SLA yia va Egmepdoovue To ol
nepropropévo KPI tng diabeoudttag (availability) vitnpeoiog o Tpoo@EPOVV oL TEPLOGOTEPOL
TAPOYOL VTNPECLOY VEPOUS, MOTE VO, UTOPOVY VO EKPPAOTOUV OL LOVOSIKEG ATTALTIOELG KOO
EeyxwpLotov xpnoT).

Emimpdofeta, yio 1o KOUUaTt TG SIOyelpLong eUmotoohivig ue BAon T @y TwV GUVEPYOL-
TIKOVY oG TAOLOLWYV, ECTLALOVUE 08 TOAV-KPLTLPLOKEG TEXVIKEG MYMG ao@doewv (Multi-Criteria
Decision Making - MCDM) yi0. TV TTOGOTLKOTOLNO1] THG EWTLOTOCVVIG KL TOV VTTOMOYLOUO TG
AVTLOTOLMG TWUNG PNUNG. TL0OETOVE TETOLEG TEXVLKEG AOY® TG LKAVOTITOG TOUG VA, SEXOVTAL WG
£10080 ol asthd KPIs ouvdualovrag HETpLkEg Tov aviutpocnmevouy tooo TV ITtY 600 Kat tnv
TItE tou ypnoT. STV €PEVVITTLKT oG SOULELY, TPOTOTOWOGUE KOl ETEKTELVOUE SVO YVOOTEG
MCDM teyvikég mov Baoifovral oe aoagn hoyikn (Fuzzy Logic), v Fuzzy VIKOR «kai tv Fuzzy
Analytic Hierarchical Proccess (AHP). H tpdtn givol optZovtiag doung evd 1 detepn) tepapytkig
doung. OL KUPLEG CUVELTPOPEG TWV ETEKTACEMV UGG 0TI TAPATTAV® TEXVIKEG ElvaL 1 Stevpuvon
TV TOTTWV deSOUEVWV TOU SEXOVTOL WG £L0SO OTE VO U TEPLOPLLETOL OF aoapng aptduols
OALNG Vo TEPLAaUBAVEL Ko YAWOOLKEG Kat SVadIKEG TLHEG. Me autdv TOV TPOTO UITOPOVIE VO,
ovvduatovue £vo ueydro evpog kprtnpiwv g ITY ko g IITE ot dwodikaocia mapaywyng
NG TWNG EWTTLOTOOUVVIG KL va. £yyun0olue OTL 1) VYMAY TH] GYUNG AVOTTAPLOTO AVTLKELUEVIKL
™V TOLOTITO KO ELOTTLOTLOL £VOG TTapdyov. ETUTAL0V, TPOTOTOWOAUE TIG TEXVIKEG QUTEG (MHOTE
VO, ETLTPEYPOUUE OTOVG YPTOTEG VO TPOGAPUOTOUV Ta, BAPT KGOE KPLTNPLOV TOU CUUUETEYEL OTNY
SLadLK00L0 AELOAOYNOTG DOTE VO, WTTOPOVV VO, EKPPACOVY UE GUTOV TO TPOTTO TLG LWOVASLKEG TOUG
SLOOPETIKEG ATTOUTHOELG.

T£hog, KoL 0TIG S0 TEYVIKEG, ELOAYOUIE UIYAVIOUOVS AELOTLOTIOG TTOV OVATTTUEAUE KoL GU-
YKPLVOUV TIG AELOAOYNOELG TWV XPNOTOV e dedoueva SLA ko dedouévarv opokoloudnong tpo-
KELWEVOU VO, EVTIOTLOTOVV KAKOBOUAEG OVIOTITEG KOl VAL TTPOOTATEVTOUV OL TTAPOYOL OTTO OLTTOTEL-
PEG YELPAYDYNONG TNG TWNG EUTLITOGVVIG TOVG,.

H vhomoinom Kou Tepapatiky] emkipwon Kow aELoAOYNOT TV TPOTAGEMY LOG, ETLKUPWONV
TNV OTTOTELECUATIKOTN T TWV TEXVIKOV SLA Ko Tig emOO0ELS TV TPOTELVOUEVWDY MICEMV UOG
YLOL TY) SLOLELPLOT) TG EUTLOTOOVVIG Ue BAom T gnun. [To cuyKekpLuéva, 1 6OYKPLOT UE YVWOTEG

Mioeig ad ™ PrpAloypogpio aveSelEe T oNUACLE TOU UELYILOTOG SLOQOPWY APLOUNTIKMV KoL



AoOPOV SESOUEVMV, 08 CVYKPLON LLE TO TEPLOPLOUO HOVAYD OF 0pLOUnTIKESG e100d0vg. Emtiong

avadelyBNKe 1) OVAYKALOTITO KO ATTOTEAEOUATLKOTITO TOV WY OVIOUDY GELOTLOTIOS.

10 de0TEPO UEPOG TNG SLUTPLPNG UAG, CUVEYLLOVUE THV EVAOYOAON UOG UE TIG TPOKANOELG
ot Lo ElpLon Tov KOKAOL Lwng. Ze avTd To onelo eaTdfovue 0T SLayELPLon Tov KUKAOL Tomg
VITNPEOLMV OE OUOOTOVOA VEPT OTLG TAPVPEG Tov StkTvov (federated edge clouds) ko 0To va. TPo-
OQEPOVUE OF YPTOTEG VITOAOYLOTLKDV KEVIPMV VEPOUG TTAPVPMV T SUVATOTITA, ELTE VA TPOOQPE-
POUV TLG UTNPECLEG TTOU £XOVV OVATTTUEEL TTPOG WoOmOon elte va pobmoovv KdmoLa o eEvmn-
PETEL TIG OVAYKEG TOVG. g OUOOTOVEa VEPY TOPVPDV, 0TO TAALOLO OUTHG TG StatpLpng, opi-
Covue ™V ToA-diayelpLotikn (multi-administrative) ouvepya.oia TTOAGTIADY APV OL 0TTOLOL
glval TPOBUUOL VO ETLTPEYOUV TNV ETKOLVOVLO, UETAED SLOPOPETIKMDV SLAYELPLOTIKMV TOUEWV
(administrative domains), ©0Te va, YiveL Suvat 1 TPOOQOPE YLo. oBWoN 1) KOTOVAA®MON UG
VITNPECLOG UETOED OUTMV PHECT ULaG ayopag Suktuakdv vanpeoumv (Network Service Marketplace

- NSM).

Iia TV emiTeven TOV 0TOYXMV CUTMV, LETAKLVOUUOOTE OITO CUCTHUOTO SLOELPLONG TNG P1]-
NG O€ OUOTNUOTO XWPLG EUTTLOTOOVVT (trustless systems), yio Thv eEvmnpETnon Tov Kukhov Lomg
vrnpeotmv. Xpnopomorotpe Alvoida Empeparwpevav Suvvarhaydv (AEE - Blockchain) wg 60-
OTHUA YWPLG EUTLOTOOVVT], SLOTL ETMITPETEL O OVIOTNTEG XWPLG EUTTLOTOOUVY] UETAED TOVG, VO
CAAAETLOPOVV Y WPLG TN SLELUETONAPNON KATOLOG EWTTLOTNG KEVIPLKNG 0pXNG. Avtifeta 1) emt-
KOLVOVLOL ELVOL ATTOKEVIPMUEVT], SLOTNPDOVTAG OAEG TLG AELTOVpYieg o Ba eEumnpetoloe wa
KEVIPLKY apyT] KOL SLTNPOVTOG TAPAANAL TV EUTLETOOUVY 0TIV 0pOOTNTO TOV OUVOAAAYDV
Ko To. amoteléopata tovg. Xpnowomomoope AEE yio v avamtuEn wag minpwg Aettovpyt-
KNG ayopdic SIKTUOKMV VINPEcLdV. XPNOLIOTONOOUE TO KATAVEUNUEVO KaTdoTuyo (distributed
ledger) wg wa Kataveunuev Baon dedouévarv etaEl TV SLAPOPETIKDY TOPOYMV KL VITOAO-
YIOTLKOV KEVIPWV VEPOUG TAPUPMV KOl GELOTONOAUE T EEVTTVE, GUUBOAALOL YLOL TV OVATTTUEN
™G 0YOPAG KoL T1) SLOLKELPLOT TOV QTTUPOLTTMV cuvallaymv. Me v xpron eEvmtvav oupfo-
AtV avasttoyOnKov OMeG OL ATTAPOULTTEG CAANAETILOPAOELG KL GUVOAAAYEG TTOV OITOLTOVVTOL
0€ WL 0YOPa SIKTUAKMV VINPECLOV, EEVTTNPETMOVTOG KABE Briua 0To KUKAO TG WLOG Unpe-
olog, Ommg 1N AvaKaAv YY), 1 ETAOYN, 1 WOBWOT, 1] YPEMOT KoL TO KUPLOTEPO, 1] EVOPYNOTPWOT
™G EMKOWVWVIAG UETAED vitnpeotmv. H AMon pag apéyel pio Tol-Toueak) apyLTeKTOVIKT 1
ostola. givoi oVpovn e To mtpodtumo ETSI-NFV, 1 omtola €)eL oA KoM KAUOK®OOLUOTHTO Kot

ATTOLTEL EMAYLOTOVG TTOPOUG KOl ETLITPOCOETN SLOYELPLOT OTTO VEOUG TTOPOYOVG TTAPUPMV VEPOUG,



Axou, TPOKELUEVOU VO ETITEVYDEL 1] KATAVAAMOT] WLOG LLOBWUEVIG UTTNPEGLAG OTHV 0yopd,
AvaTTTOEQE EVA TPOTOTUTTO EVOPYNOTPMTH TG ETMIKOLVOVIOG UETAED SIKTUOKMV VITNPECLHOV
(Cross-Service Communication - CSC) y1a TeptBAAAOVTOL KOl CPYLTEKTOVIKEG ELKOVIKOTTOLONG St
Ktvakmv Aettovpyuwv (Network Function Virtualization - NFV). O evopynotpotng nog, Aaupa-
VOVTOG TV EAG(LOTY atapaitnT TAnpogopio artd v Bactopévn o AES ayopd pag, mpay-
LLOTOTIOLEL OAEG TIG QUTOPOUTITEG EVEPYELEG YLOL TV CUTOUOITY] EVOPYTOTPMON TG ETLKOLVMVIOG
HeTaEV diktvakmv vanpeodyv. Ta dedoutva mov amodnkevovrar otv AEZ eivar To ehdyLota,
ATaPALTNTA Kot TEPLAOUPAvOUY KoTd Baon eTikeéTeg. Me avtdv tov Tpdmo eEaopatileTon 1000
1 AT0S0TLKOTITA TV SESOUEVDV OO0 KaL 1] LOLWTIKMTNTA TV SESOUEVOV TYETIKG UE TIG TPO-
OPEPOUEVES VTINPEOLES.

H viomoinomn kow aELoAdYNoN TG ayopds SIKTUAK®V URNPESLMOV KOL TOU EVOPYNOTPMOTY LOG
emiBePfaimoay OTL 1) TPOTEWVOUEVT ADOT elval KMUAKMOOLUN Kot OTL OL YPOVIKEG KOOVoTEPNOELG
7OV TPOGHETEL O EVOPYNOTPWTNG LG KOl 1] ETLKOLVWVIA LeTaEV TG AEE kaw tov evopymotpwh
Kplvovtow apehntées. Emumhéov, 1 evopynotpmon ™G EmKOLVWVIAG UETAED SIKTUAK®MV VTnpe-
oLV SV UTTALTEL ETUITAEOV TOPOUG EVD TTAPUAANAL GAAEG TPOTAOELG 0T BLBMOYPAQLO ATToULTOVV
£vOLAUEDES SIKTUOKEG VITNPECLEG TTOU SLAUECOAABOVY QUTNV THV ETLKOLVOVLOL KCOL GITALTOVY ETTL-
TPOGOETOVG TOPOUC.

T£hog, CUVOYILOVUE TO, CUIITEPAOUOTO. TG SLATPLRNG WAG KOL TPOOPEPOUILE UEPLKEG EVOLOL-
PEPOVOEG LOEEG YLOL LEMLOVTLKT] GVAITTUET KOl EMTAOUTIONO THG SOVAELGG oG KaBDG Kaw onua-
VILKEG OUVEPYELES TTOU WITOPOVY VOL TPOKIPOVY UETAED TOV TPOTACEWY TOV TAPOVOLATAUE OF

vty T dLaTpLpi).

AéEeig kAetdud: Awoyelpron gurmiotoovng, SLA, TTohi-kpitiplakeg uEBodor AMyYng oropa-
ogwv, Trohoylotikn vépoug, Etkovikomoinon Agttoupyumv tou Atktiov, Prun, Acagng Aoyikn,

Alvotda Emifefoiopuevov Zuvarlaydv
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Exteronevn Hepiinyn ota
EAMvika

H xadnueptvn eEEMEN ko eEQTAWON TOU SLadLKTIOU £)EL dNULOVPYNOEL TOAMEG OXESLAOTIKEG
TPOKANOELG KAOMDG 1 KALUOKS KO OL GTALTYOELG aatd TO. SIKTUA OMOEVE, KOL UEYCADVOUY. AUTO
£YEL WG OITOTELEOUE VO OVAINTOVVTOL VEEG TEYVOAOYLEG KOL TPAKTIKEG OTY] TPOOTAOELD VO KOi-
Au@OOUV OL ATOLTNOELG KOL VO OVTLUETMITLOTOVV T, VEX TTPOPANUATE TTOV TPOoKVITTOUV. YTTO TV
OUTTPELOL TWV SIKTVWV TEUTTTNG YEVLAG (5G), 6UuVOVALOVTOL TOAEG OITO CUTEG TIG VEEG TEYVOAOYLEG
KO TPOKTIKEG TPOKELUEVOD VO, SDOOVY GUVOVAOTIKG MOT| OTLG TTPOKANOELG KO TO. TTPOBANUATOL
OV TPOKVITTOVV KoL alpopolv OAaL T 0TadLe. Tou KUKAOU Lmng pag vanpeoiag. Mepikég omd
AUTEG, arToTtehoUV To AtadikTuo Twv Aviikewévav (Internet of Things — IoT), To VTOAOYLOTIKO VE-
@og (cloud computing), 1) etkovikomoinon Siktvakmv Aertoupyldv (Network Function Virtualization
— NFV) kau 1 Tapoy1) VToAOYLOTIKOV TOpwv oty dkpr) tov duktiov (Mobile Edge Computing —
MEC). H c6uvduooTikh xp1on TV Topamdve evd MIveL TOMA TpoBAUato dNuovpyel Tapih-
Mo véeg TpokAnoelg. Ao T KATdAANAY ehoyT] GUVOVOOUOD TTOPMV KoL VRNPECLAOY, THV EY-
yUmon Kahng AeLtoupylag KoL arddoong UINPESLDY, HEXPL TV EUTTLOTOCUVI] LETOED OVOKEVMY
KOL OVIOTNTOV 0 £Va ) 0VEG SLOSIKTUAKO TEPLBAMOV KOL TOV TPOTO TOU EVOPYNOTPDVOVTOL
KoL ovamtio00oVTOL UTNPEOLES. TNV ETAVO0N TOV TOPUTAV® TPOBANUATOV TPOsTAOEL VO OU-
VELOQEPEL 1) TAPOVOa. SLaTpLPn). Autd emmuyelpeitar ue dVo Tpdmovs. [pMTOV, e TN YPHOoN Wi avL-
OOV EUTLOTOOVVNG KOL SLAXELPLONG PNUNG CUVVOOTIKG pe OVUPBAOELG SLOOPAMONG ETLITESOU
soLoTTOG VIEINPESLWV (Service Level Agreement — SLA). Auti) 1) TPOGEYYLOT], WTOPEL VO, TTOPEYEL
EXEYYVO ETLOOOEMV Kol AELTOUPYLOLG 0TO XPNOTY, EVE TAUTOYPOVL UE T1) SIAUOPPWOT UG TLUNG

EUTTLOTOOVVIG TTOV GVTLKATOTTPLLEL T1) GUAAOYLKY] TTETOLONON TWV XPNOTMV VL0l TG KOAEG MLO0-
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0€LG EVOG TTAPOYOU 1) LA VTTNPECLAG, UITOPEL VO 081 YNOEL TO YPOTY EVKOAC GT1) GWOTY ETLAOYY
OVVOVAOUOD TOPWV KOl VITNPECLMOV. AeVTEPOV, UE TN XPNOoT AMIoEMV YWPLlg EWTLOTOTVVY], OTTWG
1 Ahvoida EmBefaropévov Zvvoriaydv (AEE — Blockchain) dmov Aoyw g @ong Tov unyo-
VIOL®OV OUVOLVEONG TTOU SLOOETEL UTOPEL VOL KAVEL TO YPNOTY VO EUTLOTEVETOL ULOL TAOTPOPUL 1|
£va dKTVo Ywpig OUWG Vo TPoUmoTBeETOL 1) EUITLOTOOVVN HeTAED TV ueA®V tov. Tavtdypova,
ta €Evmva ovuPfolara (smart contracts) Tov VITOOTNPLLEL, WTOPOVV va Kavouy Ty AEZ ypnowun
Y10 TANODPA GEVAPLWV. TNV TEPLTTMON LGS, EQAPUOTETOL YLOL THV TTOPO0YT EWTLOTOOVUVHG OE LILOL
AYOPQ EVOLKLOLOTG UTTNPECLMV UETAED AyVIOOTOV YPNOTMOV KOl SLOUQOPETIKMV TTAPOY MV, 0AAAL Ko
YLOL TY) SLOYELPLON TNG EVOPYNOTPMONG KOL AVATTUENG TG ETLKOLVMVIAG UETAED UANPESUDV OE

mepLparrov MEC.

Kegaloo 2

To Ke@ahoto 2 £lvoL apLepmuevo ot SLayelpLon eUmotoovvig o€ TEPLBAALOY OUOOTOVE WV VITY-
PEOLMOV VEPOUG KAl TOU KUKAOU TONG VITNPECLOV VEPOUG. ZTO KEPAANLO OUTO TOPOVOLALOVTOL
800 FTPOTELVOUEVOL TTAALOLOL YLOL TV SLAXELPLOT EUTTLOTOOVVIG KO TOV KUKAOU w1 08 TepLih-
AOVTOL ETEPOYEVAY OUOOTTOVOMY VTNPECLDV VEPOUG TO 0TTOLC, BACLLOVTOL 08 TOAD-KPLTNPLOKOVG
aAyopilBuovg Mg aogpdosmv (Multi-criteria Decision Making — MCDM) ot omtotot aELomolotv
aocogn hoyukn (fuzzy logic). Ot §U0 autég TPOTEWVOUEVEG MIOELG ELVOL OUVEPYOTIKES, VTTO TNV €V-
voua 0Tt 6ELOTOLOUV CUVOUAOTIKG TeXVIKEG SLA Kal TEXVIKEG SLOELPLONG EUTLOTOOVVIG PaoL-
Toueveg oty gnun. Lo v emitevEn g TO0OTIKOTOINONG TG GUALOYLKTG EUITLOTOOUVIG TMV
YPNOTWV OTLG EMOOOELG KOL TV AELOTLOTLOL (LAG VITOdOUNG 1) EVOG TTapdY OV, GELOTOLOVVTOL G0
PMG OPLOUEVA KPLTNPLOL TTOU AAUBAVOUV VIT OPLY KO TV TTOLOTITA THG VITNPEGLOG KOL TNV TOL0-
TNTA TNG EWTELPLOG TOV YPNOTI. AUTH 1) TTOCOTLKOTOWON €XEL OTOXO TN TOPOYWYY] ULOL CTTANG
TYUNG PHUNG, 1 OTTole. O ETLTPEYEL OTOVG XPNOTEG VO, EMAEEOUV 0KOAN TO KAADTEPO CUVOUVQ-
Opo TOPWV KoL TOPOYMV Y10 TIG LOVAOLKEG KOl OUYKEKPLUEVES OITALTI|OELG TOUG KOl TOPAAANAQL
QVTLKATOTTPLEEL TNV TTaPaKOLOVON 0T KoL aEL0AOYNON TwV EMOOCEWY TOPWV KAl TAPIYMV.

H duaggelpron Tov kKUKAov Lwng WLa EQaproyng o€ TEPLBAALOY OLOOTIOVOOU VEPOUG EXEL TTOA-
LEC TPOKANOELG KO YPELATETOL UEYAAT] TTPOCOYT OTHV ETLAOYT KOl EVOPYNOTPWON TOPWY KOOMG
KoL oty apakorotinon ko aEordynon Twv emidocemv toug. ‘OTwe QoIvETOL 0TO fo]ua

0 TIAMPNG KUKAOG TOMNG EQAPUOYMV VEQPOUG, 0Ttd TN oKomtLd tapdywv IThatgpdppag wg Tanpeoio
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(Platfform as a Service - PaaS), mepthoufavel ta eENg otadia:

* Avaxalvyn Yrnpeoiag (Service Discovery): O xikhog Long Eekivael pe Toug xpnoteg va
AVAKOADTTTOVY OTLG MOTEG TAPEYOUEVDY VITNPECLOV TLG KATAAANAOTEPES VL0, TIG OVOYKEG

TOVG.

o Aitnna Yrnpeoiog (Service Request): Metd 10 0TASL0 TG OVAKAAVYPTG, OL YXPTOTEG it

TOUVTOL TLG VTTNPECLEG TTOV ETENEE QY.

» Ilapoyn Yanpeoiog (Service Provision): Metémerta, o mipoyog KATAvEUEL Ko avaBETeL

TOVG TOPOVG TTOV YPELATOVTIOL YL VO KAAV@BOUV OL AVAYKEG TMV XPNOTHOV.

* AvamtvEn Egappoyic (Application Deployment): Ot xpnoteg ovamtiooovy Tig e@ap-
LOYEG TOUG ALELOTTOLMVTAG TO, TOPEYOUEVT OTTOPOLTNTA EPYORELD, LELTOUPYLKG CUOTNUOTA,

K.0.K

* Awyeipion Egapuoyis (Application Management): Mg T ypnon Katdhnlov epya-

AELDV, TPAYUCTOTTOLELTOL 1) TAPOKOAOVONOT EEVTNPETNTAOV, TOPWV KOL EPAPUOYDV.

* 'Eleyyoc kou Xpémon (Auditing and Billing): Me tnv katarypagr TG Xpnomg Tmwv Tapeyo-

UEVWV TTOPWV FTPOKVITTEL TEPLOSLKA 1) YPEMOT) TOU PN OTH UE BAOT TO LOVIELO TLHOAOYNONG.

* Teppotionos Egappoyic: H Siadikacia Tou Tepuotiopot emtpénel Ty BEATLOTH ova-

KOTOvOU IOV PETA TNV FTOVOT 1] THY GTOCUPOT] ULOG VITNPECLOG.

OL dvo cuvepYaTIKEG MIOELG TTOV TPOTELVOVTAL EUTAEKOVTOL O SLAPOPA OTASLO, TWV TAPAL-
AV 0TASLMV. APYLKA 0TO GTASLO TNG OVAKAAVYPYG TWV UTNPEGLOV, 1) Tt peota SLA Stogpnuilel
TIG EYYUNOELG TTOV TIPOCPEPEL O TAPOYOG, KO 1] VITNPECLO. SLOYELPLONG TG EUTTLOTOOVVIG TTAPEYEL
NV TYI PHUNG YL KAOe TTapoyo dhote va SteukorluvBel 1 owot emmhoyn mopwv. Katd to otd-
810 TNG AVATTTUENG EQapUOYNG, EvepyomoLeltal To SLA kal ouveymg aELlohoyel TLg EMBO0ELS TG
£apUoyNG (0tadLo ehéyyov). Emiong, n vanpeoia SLayelplong g gnung eUTTAEKETOL 0TO 0TASL0
ELEYYOV, TEPOTPETOVTOG TEPLODIKA TOVG XPNOTEG VO, VITOBAALOUV TIg GELOAOYTOELG TOUG YLOL TNV
gpappoyn. TEhog, 070 ek 0tadio, To SLA teppatiCetor Ko M teAk aELoAdYNon vitoBarieTon
0TV VTN PECLA SLOLELPLONG TG EUTTLOTOTVVNG,

Ko y1a Tig Sv0 ouvepyoTikeg TPOTATELG-TTAOLOLO TTOV TEPOTELVOVTAL 0TO KEPAAALO OUTO 1) Cp-

ATEKTOVIKT elvar ko). 1o oynua2.2] mapovotdeton 1 apyiteKToviki Twv vanpeotdv SLA ko
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SLOYELPLONG EUTTLOTOOVVIG OF TEPLBAMLOV OUOOTIOVOMY VITOLOYLOTIKOY ve@dv. H apyitektovik
yopitetor og 300 oTPOUATA, OTO OTPOUC TNG OMOOTOVLNG KAl 0TO OTPMUO TWV Topdywv. To
OTPAOLA TG OHOOTIOVOLOG, OYETLKG te TNV vanpeoia SLA, mepthapufaver tov ovihéktn SLA (SLA
collector), kau to Touthd dworgelprong SLA (SLA dashboard) evé to tunua dvoggetprong SLA (SLA
management module) Bploketal 0To otpdue Twv Tapdywv. To Tapumhd diayeipiong SLA mpoogs-
peL £va, dIKTVakd YpapLkd eplBarlov dtachvdeong (web-GUI), To 0oio emLTPENTEL 0TOVG YPT)-
oteg va avakalhper ta Tpoogepoeva tpotumo. SLA (SLA templates) Ko 0TOUG T0.p0X0VG VO
dmuovpyotv Tig ovugpwvieg SLA (SLA agreements). Eniong, uéom avtol Tov TopTAd oL TdpoyoL
KL OL Y(PNOTEG UTOPOVV VoL EAEYYOUV THV KOTAOTAOT KOL T THPNON 1] 1 LLOG SUUPOVLAG. O GUA-
LéxTNG SLA gvepyel g £VO eVOLAIETO ONUELD ETTLKOLVWVIAG UETAED TOU TAUTAO KO TOU TUNIOTOG
S elpLong tov kabe Tapodyov. MECH TPOYPAUUATIOTIKOV Stemapdv epapuoyns (Application
Programming Interface - API), 0 oulAéxtng voompilel kKabe dLadikaoio Tov apopd TV vanpe-
oto SLA amd T Snpovpyio e UEXPL ToV TEPUATLONO TNG. Emiong evnuepmveL To. G TUNUeTa.
tov SLA 0¢ Teplittmon KATToLo YeYovoTog, OTTmg 1) TapaBLaoT TG CUIPOVLOG YLOL TOUPASELYU.
To tunua droelpong SLA, 10 0mt0lo PPLOKETAL 0TO OTPMUA TAPOYOU, ELVOL O TUPTVOG TG VITH-
peotag SLA, kou glvor vredhBuvo yio Ty arrofNKevon OAmV TOV ATOpOLTTOV KoL OYETIKOV UE
10 SLA TANPOQOPLOV Y10 THY GELOAGYNOT TWV EVEPYMV CUUPOVLAOY. ZYETIKG UE TNV VITNPECLOL
SLOELPLONG PNUNG, TO CTPMUO TG OUOOTOVILOG TEPLAAUPAVEL £VOL TOUTAO Lo ELPLONG PIUNg
OOV £lvaL Ko AT £va SLKTUAKO YPOopLkO TEPLRAILOV SLaoUVEEDNG TTOV TPOCPEPETAL KOL GTOUG
YPNOTEG KO 0TOUG TTapOyOUG. MECW CUTOV, 0L YPNOTEG VITOPBAAAOLY TG AELOAOYNOELG TOUG KoL
AVTAOUY TNV TANPOPOPLOL YLO. TV T GHUNG TOV KAOE Tapd)ou eV 0 SLOELPLOTIG WO VTTOS0-
UG VEQOUG TPOYUGTOTOLEL DL ELPLOTIKEG EVEPYELEG OTTWG O KA.OOPLOUOG VEMV KALPLOY SELKTDOV
am6doong (Key Performance Indicators - KPIs) yia Tov vtohoytowd g tung enune. Meow mpo-
YPOUUATLOTIKNG SLETAPNG EPAPUOYNG, TO TOUTAO SLULELPLONG PI|UTG ETLKOLVIVEL UE TO OCVOTNUOL
@nung (Hybrid Reputation Systen - HRS). To c0otnua ¢pnung lval To KUPLo TN T¢ UNPeotog
SLOELPLONG TNG PNUNG KOL ELVAL VITEVOUVY YLOL TOV VTTOAOYLOUO KO TNV TTOPOYOYT] TNG TWNG (1)-
ung Tov ke mapodyov. 'L ToV VITOROYLOUO QUTMOV AVOKTA TANPOPOPLES VLA TLG Gupovieg SLA
Ko dedopuéva apaxorotBnong, amd tov GVALEKTY SLA KoL TV Slemapr) dESOUEVOV TOPAKO-

AovBnong (Monitoring data API) avtiotolywg.

H spdy stpdTaom tov kegaroiov avtol Bacietar otov aiydplduo Fuzzy VIKOR, o omolog

elvar £évag MCDM alyopiBuog optovriag dopng. O aiyoplduog cutdc Utopet vo, emeEepynoTel
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SLopopmv elddv dedopéva. H pooeyyion Fuzzy VIKOR hopavel amogpaoets HETpMVTOG TOUTO-
YPOVOL TNV £YYUTNTA 0TV KOAVTEPY KaiL T YELPOTEPT EVOALAKTIKT] KO WTOPEL VOL EQOPUOOTEL OF
OEVAPLOL OTTOV OL YPT|OTEG TPETEL VO ETMAEEOUV UETAED SLAPOPETIKDV TAPOYWV OGS VLol TAPA-
derypo PETOED SLOPOPETIKMV APV EVEPYELAG 1] OTNV TEPUTTMOT LOG TAPOY WV VITNPECLHOV
vrroloylotiko vépovg. H mpotdtumn mpoogyyion Fuzzy VIKOR ypnowuomotel pntd o, opddo
amnd KPIs aoagoig Aoyikng. Fia Tov vimoloyloud Ko T Topoyoyn TG Tung onung evog ma-
POYOV VITNPECLMOV VITOROYLOTIKOV VEQOUG, emtekTeivape To Fuzzy VIKOR dhote va emeEepydleton
Kau aptBuntikd KPIs 6mog galvetal Ko 0to Zynuo OOV M TYN PYUNG TPOKVITTEL CLTTEV-
Oetag amo ta KPIs. To emimedo (e TLg KATNYopleg TV KPLTNPLwV 8€ CUUUETEYEL OTOV VTTOAOYLOUO
™G TWNG PNUNG Kot Athdt VITOSNAMVEL T1) SLAPOPETLKN uoN Twv TV KPIs Tou asmmd kdtw emt-
nedov. Ta uwp KPIs lval TexviKd, oavapipovtol 08 UETPIKEG TNG TOLOTITAG TG VINPECLOG KoL
elvar apOuntika. To pol avagépovrar oe un texvike KPIs kol eivol KPIs acagolic Aoyikng.
To aplOunTiKd SeS0UEVH HETATPETOVTAL OF AoaPNg apLBuolg ue TpoTo ov Ba epLypdpovue
ot ovvéyeto. Ta kabe Cevydpl amd ta KPIs, opiletol éva aoapég BApog, Tov vItodnAhvel ™)
oyetkn petall Toug onuaocio yio to xpnom. Zto Mivaka 2.1 wapovoidZoviar ol yhmootkot opot
KL OL AVTLOTOLYEG CUVOPTNOELG CUUETOYNG (membership functions) yio ta aoapn Papm Kot otov
[Mivaka 2.2| tapovotdZovion oL TANPOPOPLES YL TOVG 000N apLOUoUg TOU XPTOLHOTOLOVVTOL
yie. v a€ohdynon twv KPIs. H aElohdynon tov yp1oTn OuYKpLVETaL e o TEAELS. GELOAGYN oM
£vOG ELKOVIKOU YP1N0TH Ue PGON TNV OTOLe. UETPLETOL 1] EYYUTNTA 0T KOAUTEPT Suvart) emidoon
evog mapoyov. Ta mapakdto Pruate TEPMapBavouV GAOUG TOUG GIAPALTITOVG VITOAOYLOUOUG

Ko S1adIKaOLEG YLOL TOV VTTOAOYLOUO TG TLUNG QNG EVOG TOPOYOU.

* Bijua 1 - Opiopds tov KPIs tov vitoroyiotikov végovs: O mdpoyog opitel Oha ta KPIs
TOLOTNTOG TG VITNPEGLOG KO TOLOTITAG THG EUTELPLOG TTOV KaBOopLLouv TV mid001 Tov
végpoug. Emtiong ta KPIs g moldtntag g vanpeotag evtaooovral o SLA peta&l tov

AP0V KaL TOU XPNOTH.

* Bijua 2 - Opopds tov oyetikov Bapovs: O ypnotg avadétel YAwooikoig 0povg omd
tov Mivaxa 2.1 yia ta oxeticd Bépn yio kGOe mbavé Levydpt and KPIs. Trodétovtag éva
vépog ue N KPls, diatumdvovue Tov aoogpn kKatd Cevyn mivaka ovykplong papitntag
(Pairwise Importance Comparison Matrix - PICM) dnwg @aivetonw oty eElowon Zm

OUVEYELQ TOL OTOLYELD, TOV TILVOKOL LETOTPETOVTOL 08 AmThoUG aplOUols Y PNOLUOTOLDOVTOG
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tov timo (A.0.6) tou mapaptuatog A. Kabwog ta fapm Tpokimtouy amd TG UTOKELUEVIKES
TPOTLOELG YPNOTDV, 0 TEMKOG VITOLOYLOUOG TG TIUNG EUTTLOTOOVVIG UITOPEL VO BAOLOTEL
og aovvemni kot aviikpovouevo KPIs. o va amopevy0el autd, vtohoyiLeTol 1 ovaAoyio
ovvoyng (Consistency Ratio - CR). H CR 8giyveL T0 T0G00TO TUYALOTITOG OTOV OPLOUO TWV
Bapdv uetaEd morhdv KPIs. Av 1 CR £xel Tiun wkpdtepn tov 0.1 Tou eivon omodekTr) ko
TPOYWPAUE OTO ETOUEVO BTUA, SLOPOPETLKG O YPNOTNG TIPETEL VO, SLOPHDOEL TO. OPLOUEVOL

Bpn.

* Bijua 3 - Yroloyiouos tov drovdeparos Bapovs tov KPIs: ‘Eyxovrag tov N-8idotato

nivaka PICM = [a;;], i,j = 1,..., N to dudvvoua vroroyiletar akolovbmvtag ta

Brpata ou meptypdpovion and Tig eElomoers (2.2), 23), 2-4) ko 2.3).

* Bijua 4 - AEoloynon ms exidoo1s voroyotikov vEpovs: ‘Otav to TpokadopLopevo
SLAOTNUO XPNOTG EVOG VEPOUG TELELDOEL, TNTELTAL AITO TOVG YPNOTEG VA VITORAMOUV TV
aELOAOYNOT TOUG OYETLKA Ue TNV €SO0 Tov VEQPOUGS. [lal TNV avILUETDOILON KOKOBOU-
AV YPNOTOV KoL 0E0AOYNoEWV, AauBaveTal vt oYLy 1 aELOTLOTLC. TOV YPNOTH 1] OTTOLA,
vrohoyiLeTon pe BAoN U aviopd aELOTLOTICG TTOV AVOTTUEAUE Kl AVOAVETAL 0TIV VITO-
evoTNTOL ™G SLATPIPNG, KOL OV YPELAOTEL, TPOTTOTOLELTAL KATOAMNAL 1) AELOAOYN O
evog xpnot ywa ta KPIs g modtntag g vanpeoiag. N ta acoagn KPIs, o ypnotng
avadétel Yhwooukég Tuiég Yoo v a&lohdymon tov pe péon tov Mivaxa 2.2 Twa ta apd-
untukd KPIs, o xpnotng avaOETel o aptBunTiky Tuur 1) omolo, UETUTPETETAL OF AoUp)
BdoeL Twv ovvaptoemy oupuetoyng tov Iivaka "BOT® T 1] TPOTOTOWUEVT 0TTd TOV
UNYOVIopO aELomiotiog aptBunTiky aEohdynon evog xpnoT, 1 0Tolo. CUUITEPLAAUBEVE-
Tou 08 S0 SLadoyIkeg YAmOoIKEG TiuEG A koL B pe 114 and pp oL avILOTOLYEG GUVOPTNOELG
ovppetoxne. TOTe 1) TPOTOTOMUEVY YAWOOUKN Tut] X 7OV aVTLOTOLYEL TNV opLOUNTLKY
aElohdynon mpokimter amd ™ oyéon X = puaA + ppB. Xpnowomootpe ™y aElohd-
ynon evog erkovikov ypnot ue eEanpetikn (Excellent - E) yhwooukn tyun yio Oha to. KPIs 1
0TTOLOL AVTLITPOOMITEVEL T KaAUTEPT duvath) £midoon tov vépoug. O aoagng tivakag oELo-
Moynong (Fuzzy Evaluation Matrix - FEM) vrrohoyiCetar ue faon myv eElowon 2.6), dmmou
1 TPMOTN OELPE. AVTLOTOLYEL 0T TPOTOTOUEVT GELOAGYN O TG dmoyng tov xpnoty (U),

eva 1 deltepn oeLpd avTiotolyel oty "téleta aElohdynomn Tov erkovikov xpnot (V).
* Bijua 5 - Yroloyionds Ko evuépwon g s gyuns: e outd To fud, EQopuo-
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Tovue v tpomomouévn uebodo Fuzzy VIKOR. Me didvuopa Bapovg W kat Tov stivako
FEM = [z;;], i = 1,2, j = 1,..., N, xa0opilovue Vv KOAOTEPY QOOPT] TLL fj+ KoL
TN YEWOTEPT ALOAPY] TLUT fj_. Agov 1 ekoviky] aEohdynon eivan 1 KaAbtepn duvatn, 1)
KaAOTepT KO YELPOTEPN 0o T Oa glvad,

f;_:xgj,j:L...,N

fji:xljaj:]-v"'vN

H amdotaon tov z;; omd ™) Kahitepn) Ko XepoTepT) 0oy Ty TPOKVITOUV At Tig
oY£0ELg Kot (2.8). "Emerto vmohoyifovpe Tig KaAITEPES KO TLG XELPOTEPES TLEG TOV
Si, R; 6mwg mpogkuypay amtd Tig mapamdve oxéoets paoel twv (Z.9), (2-10). Emouévac, o
detktng Q;, 0 0TTOLOC CUUTTEPILAUPAUVEL THV CLOUPT) TUI TNG PYUNG TTOV TTPOKVITTEL AT TOV
¥PNOTN IOV GELOAOYEL KO TN TUUY] TTOU TPOKVITTEL GTTO TOV ELKOVIKO YPNOTY VITOAOYLTETOL
and ™ oyxéon 2I1), 6mov « elvan 0 delkng TG TPOBEONG LOG VO TLUWPNOOULE L0l KOKT)
£00M VEQOUG 1) VO avTapeipove e Kot). IIpoKeLEvou va, vtapyeL LooppoTtio. HETAED
NG KaMG KO TG KOKNG CUUTEPLPOPAS, £xoupe oploel o = 0.4 S10TL 0 ELKOVIKOG XPNOTNG
€)EL TTAVTOTE TIG UEYLOTES duvates aElohoynoels. Xpnoomowwvrag v (A.0.6), uetotpé-
Tovpe amd Aoy, oe aplOINTIKY T TS TiES Tov Q;. To otouyeto Q; pe ™) wkpdTepn
TUUN EYEL TN KOADTEPT] TN PIUNG. ZTNV TEPLTTOOT LOG MOLTTOV O ELKOVIKOG YPNOTHG EXEL
TNV KOATEPT) TLY TTOU Eivon TTavTo undev (Q2 = 0). T e cuykekpLuévy aElohdynon n
T PNUNG Reyp 0piletar amod ) oxgon 2.12). Metd amod n aELoroyNoeLs, 1) GUVOLLKY TLu)

Piung evnuepdvetan e paon ™ oxéon 2.13).

H dgltepn mtpdTaon Baoiletor otov akyopibuo Fuzzy AHP, o oolog eival ertiong évag MCDM

AAYOPLOLOG Lepapy kNG Soung. TIPOKELUEVOU VO AVTATOKPLOEL OTLG OUVONKEG KOl OTLG ATTOLTIOELG

evog TEPLRAANOVTOG OUOOTTOVEOU VEPOUG, TO TAOLOLO JTOV JTPOTELVETOL WITOPEL VOL ETEEEPYOLOTEL

duagopovg Thmovg dedouévav ov avtiotol oy og texvikd KPIs mov agopolv Ty moldtnta

™G vanpeoiag ko un texvikd KPIs wov agopotv tnv oldtnta g eumnelpiag. Ta texvikd KPIs

AVOPEPOVTOL OF OVILKELUEVIKEG UETPIKEG EMOO0EMV OTTWG 1) KaBLoTEPN O TOV SLkTvov (network

latency) 1 1 xpnon tov emeEepyaot (CPU utilization), eved o un texvikd KPIs avagépovtol otnv

VITOKELUEVLKT] EWITELPLOL TOV XPNOT OTTMG YL TOPASELYUE. 1) LKOVOTTON O Gtd TV VITOoTNPLEN
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OV TTPOOEPEPE KATTOLOG TAPOYOG KO 1] EVKOALDL YP1ONG TmV vItodoudv. Me Aiya Loyia, To mhai-
Ol0 AUTO ETUTPETEL TN YXPNON APLOUNTIKDV, SVASIKDV KL YAWOOLKDY TV, SIvovTag £T0L TNV
EUKALPLOL OTOUG YPNOTEG VO EKPPACOUV TNV UTOKELUEVLKT] TOUG GITOYN UE TO KAAITEPO KO TLO
amodoTLkd TpodTo. Kabe pNotg £XeL LOVASIKEG AVAYKEG KOl SLOQOPETIKA KPLTNPLAL LE TOL OTTOLC,
ETAEYEL PLOL VIINPECLA Kol 0ELOAOYEL Tig OUVOMKEG TG emdooeLs. [ia var eEvmnpetnBolv autég
OL AVAYKEG, LEOW TNG TTPOTELVOUEVIG AMIOTG, OL XPTOTEG UTOPOTV VoL AELOAOYOUV KOL TLG ETLOOCELG
TO00 TG VITODOUNG VEPOUG OGO KL THG EQPAPUOYNS, AAUPBAVOVTUG VIT' OYPLV SLapOPETLKY KPLTH)-
PLOL, TTPOTLUNOELG KL TTPOTEPALOTNTES. Tl dvTd TO AGY0, OTNY TTPOCEYYLOT LAG OL LBLOL OL XPTOTES
AvaBETOUV SLapopeTikd BAPY 0TA SLOQOPETIKG KPLTNPLO Ue BAON TIG TPOOMITIKEG TOVG OVA-
yKeg. To TPOTELVOUEVO GVOTNUA EUTLOTOOVVNG Badileton Omwg Tpoavagépaie oto Fuzzy AHP.
To Fuzzy AHP givar wa 1é0odog katatagng ue faon apduntikd KPIs woldtnrog tng vanpeoiag
Kar acagn KPIs odtntag g eumelplag. IIpoKeléVou va, ITopEGEL VA, UTTOAOYLOEL TNV TLT) (1)-
NG WLOLG EPAPUOYNG VEQPOUG, OTTCLTOVVTAL SIAPOPEG TPOTOTOWOELG Ko etekTaoelg. H mpdtaon
HOG EXEL TPELG XOPAKTNPLOTIKEG SLOPOPEG OE OYEON Ue GALEG TPOTAOELS faotouéveg oto Fuzzy
AHP yio. v g70thoyn Tapoyov 0mmg Yo tapaderypo oty [11]. TphTov, ) Tpdtaom wog emtpemet
0TOUG YPNOTEG VA avOOETOVY Ta LKA Toug BAPN 0TO SLApopa. KPLTNpLe. aELoAdYNoNG ue Baon
TIG TPOTEPUULOTNTEG KOl TLG AVOYKEG TOVG YICL TIG EMIOO0ELG LLOG EQAPUOYNG. AglTepOV, ouyKpl-
voupe TV aELOAOYNON TOV KATAOETEL O YPNOTNG YO LG, EQPOPUOYT] UE WO LOGVLKT GELOAGYN oM
evog etkovikov ypnot). TEhog, 0 VITOAOYLOWOG TG TLNG PNUNG AauBaveL vt oYLy TV oELomL-
OTLOL TOV XPNOTN YLC: V EE00QaAosL T Stkoln Kplon Tou Kabe Tapdyov OTmg TEPLYPAPETOL 0TIV
evomTta2.7.2) mg dratpipic. Ze autd To onueio o TOPOVOLAGOULLE TLG SLOPOPETLKEG PAOELS TOU

TPOTELVOUEVOD UMY OVLOUOVD.

* ®aon 1 - Emhoyn tov KPIs og vanpeoiog

O ntpoyog g vrodoung vEpoug kabopilel ta texvikd kol un teyxvika KPIs kot ta yo-
POKTNPELOTLKG TO, 07TotaL Oa YPMOOTOBoUY YL TOV VITOAOYLOUO TNG TYUNG EWTLOTOOVVIG
NG TOPEYOUEVIG EPAPUOYNG. ZTO SYNUC. BrEmovue éva mapaderypna amd KPIs kot
YOPOUKTNPLOTIKG, OF LEPOPYLKT SOUT, OTTOV VITOYPAUULLETOL TTOL0L ATTO CUTA TTOPENOVTOL
amd Toug apdyove. H Stagpopd neta&l twv KPIs kot Tmv XopaKTpLoTikdv givar OTL Ta.
KPIs petpdive (o, OUYKEKPLUEVT] TEXVIKT] 1 1] TEYVLKY UETPLKT], EVAD EVA XOPOKTNPLOTLIKO

ovvoyiZel duapopa oyeTik uetaEl Toug KPIs. S¢ 0molodnmote emimedo TG Lepapyikng
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dopng, Ta YAPAKTNPLOTIKGE WITopoly va aroouvtefolv TEPATEP® 0F adEMPA XOPaAKTNPL-
otikd (sibling attributes) 1) KPIs youniotepov enimedo, evn ta KPIs dev puwopov va aroov-
vieBolv mepartépw. YioBeTmvrag v mpooeyyion tov SMICloud [2]], T aptBunticd KPIs
KOL JOPOKTHPLOTIKG EKQPATOVTAL (e aptBunTikeg, dVUSIKES TIHEG KOl 1) SLOTETOYUEVOL
ovvola (unordered sets) evd ta un texvikd KPIs tng ToldtTag TG EUTTELPLAG TOU XPNOTY
eKPPATOVTOL e aoagNg aplBuovg g popeng A = {1, m, u} KoL 1 CUVAPTNON CUUUETO-
NG opiletar wg pa(z) (A0.I). Ou aplBuntikég TPaEelg TV asamv apliudy opliovion
oo Mopdpmua Al

Daon 2 - Yoroyiopig GYETIKIS CUAGLOAS YOP LK TI|PLOTIKOV

[TepLodikd 1 KOTA TOV TEPUOTIOUO TNG EQAPUOYNG VEPOUGS, O YPNOTNG VIToPdAeL TNV 0ELo-
MOYNON TOU Yo TEXVIKG Kaw un Texviko KPIs Tou mapdyov mov £xel emhéEe. Ta teyvika
KPIs tng motdTTag TG VI PECLOG TPOTOTOLOUVTOL KOTUAANAQ 0Td TOV ) ovioud aELo-
TUOTLOG TTOV AVATTTUEANE OV YXPELALETAL TPOKEWWEVOL VAL TPOOTATEVOEL TO OVOTNUA HOG
Ko oL Tépoyol amd kKakoBovieg agloloynoselg kKat ovrotnteg. H dwadikaoio avth kot o
UNYOVIOUOG CELOTLOTLOG TEPLYPAPETAL AVAAVTIKG OTNY EVOTNTO. H tpomomoinuévn
AELOAOYN 0T TOV XPNOTY CUYKPLVETOL PE TNV LOAVIKT] AELOAOYNON TOV gLkovikoD ypnoty. H
1OV AELOAOYN 0T YPNOLUOTOLELITOL HOTE VO LETPNOEL 1] ATTOOTAON TG TTPAYUATIKYG ETTL-
S001|G TG EPAPUOYNG VEQOUG e TV TEAELX ETLLOOON Ue BAOT) TLG TTPOTLUNTELS TOU YPNOTH).
AVTO ETULTUYYAVETOL LE TOV VITOLOYLOUO TOU TIVOKA GUYKPLOTG OYETIKMV Y OPAUKTNPLOTIKMV
(Relative Attribute Comparison Matrix - RACM) yio ka6e KPI tov tepapyticot poviéhov. Ae-
dougvng g Lavikng aEloAdynong A, Kol TG TPOTOTOUEVS AELOAOYTONG TOU XPNOTY

A, o to X KPI, o nivaxag RAC Mx opileton wg €Eng,

1 A, /A,
RACMy = i
A,/ A, 1

2 wepimrwon stov to KPI eivon acogig aptbudg, 1 Stalpeon Twv ototyelwv tov RAC M x
TPAYUOTOTOLELTOL PE BAON TOV OPLOUO THG 0oapols dlaipeons ommg opiletar oto (A0.3).

o ta apBunTicd dedopéva n duabpeon akorovBel Tig Teputtdoelg Tov Mivaxoa 2.4]

®aon 3 - Yoloyouds Kot EVUEPMOT TS TLUS Qg

S meplTwot) Tov aplfunuikmv KPIs Kol xapakTnplotikmy, epapuolovue TV Tpooey-

23



yion tov extended AHP dnwg meprypagetaon oto [2]. T ta acagpn KPIs, ypnouomolodue
v mpoogyylon Chang. O cuvdVOOUOG AVTOV TOV HeBOSOLOYLMOV, YPNOLUOTOLEL TOV TTi-
vako, RACM yia kéBe KPI ko yopoKTNPLOTIKO 08 0TOLOSNITOTE EMLITESO TOU LEPUPYLKOD
UOVTELOU TEPOKELUEVOD VO VTOMOYLOEL T TLUTH TOU SLavIOUATOG KADE EVOLAUESOU ETTLITE-
dov KoL ev TéheL 070 TeMKO emimedo ) Ty eHune. Lo ta acagpn RACMs, epapudfovio
o akorovda Pruata tov [3)]. [a N-didotato acagn mivakae RACM 4 = [a;4], i,j =
1,..., N, opileton to aoapig ovvBeTikd avamtuypo (fuzzy synthetic extent) kdBe oelpdg
i Touv RACM amd ) oyéon 2.13), 6mov o mpdT10g 0pog 6T0 TOAATAACLAOUO Elval TO
dOpotopo Tov oTotyetwy g it oelpdc Kal o delvTepog elval 0 aoapYg AVTIOTPOQOS TOU
aBpolopatog Twv ooy eimv Tov RACM. O acagng ToMaTAaotaonos opiletal amd ™
oyxeon (A:04), evd 1 acagng aviiotpopn oplietol ard ToV OpLopd TG AoaPNG dLapPeong
(A.0.3). Bpiokoupe To YOpAKTNPLOTIKO UE TO UeYarUTEPO aoapy ouvOeTtkd Babud (fuzzy
synthetic degree) vtohoyLLovTog TOL0G AoaPNG apLiuds £xeL To peyalitepo Badud mbovo-

mtog (degree of possibility)
V(D; = Dj;) = hgt (D; N D;) = pp,(d)
1 if Dip, > Djm,

_ D;;—Diy .
- (Dim*Diil)*(Djm*DJz) if Dim < Djm and Djl < Dw

0 otherwise

O Badudg mBavOTNTOG ELVAL Il GUYKPLTLIKY HEB0d0G UETAED 810 KUPTDV (convex) aoupmv
apOumv. Opiletol amd v Tetayuévn d amd 1o vPMidTePo onuelo Toug D, ‘Omwg qai-
VETOL KOL OTO ZyTUC. O Babudg mBavoTTOG OTL TO ACAPEG OUVOETIKO OVATTUYLLOL
D; elvar ueyolitepo oo To VITOAOLTTC, GO0QY] VATTUYUATE TOV aoa@oig RACM mpok(-
mrer amd ™V oxéon (2.17). TELog, TO KOVOVIKOTIOLUEVO SLAVUOUA GUYKPLONG TTPOKVITTEL
amo v oygon 2.I8). Ze omolodmmote EMLTEDO TOV LEPAPYLKOV LOVTEAOV TOU TTAPOYOU VE-
POUG, VITOLOYLZOVUE TO SLAVVOUA OVYKPLONG YL KAOE YOpaKTNPLOTLKO, GO KATW TPOG T
Tave. Me dedoutva ta Bapn amd ™ Paon 2, v aELohdyNon Tov XpNoTh Kot TV 1da-
vikn oEordynon, Eekivaue amo to enimedo dmov viapyelr KPI kot viroloyifovue to dia-
Vuou OVYKPLONG TOU YAPAKTNPLOTIKOD "Tatépa Ue Ta SLoviopata ouyKpLong tmv "moL-

Suv" KPIs Ko yepakTpLoTKdv. TIoOETovTag vay yapakTnpLlotiko "rtotépa ue M viod-
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YOUPAKTNPLOTLKA KOL VO, SLAvuoua te T Bapn ue M oToLygla, TO SLAVUOUA GUYKPLOTG TOV
XAPAKTNPLOTIKOV "Ttartépa” opileton amtd T oyeon (2.19). Ptavovtag 0to avmtepo eminedo
TOU LEPOPYLKOV HOVTELOU, UTTOLOYLLETOL TO KOVOVLKOTTOUEVO SLAVUOIO, GUYKPLONG VLo TN
PN TOV TAPGYOV, Crep = [y Cley] T To TPDTO OTOLYELD TOU SLAVIOUOTOG OVALPEPETAL
otV aELOAOYNON TG VITNPECLAG, EVH TO delTepo otV KaAbTepn duvath aEohdynon Tou
elkoviKo ypnot. H Stagpopd pneta&l tmwv §00 otoryelmv ek@palel TV andoTaon uetag
NG TPAYUATIKNG LSOOG OTTWG TNV AVTIAAUPBAVETAL O XPNOTNG KAL TNV LOAVIKT-TENELDL
£Td00N TNG VTN PESLaG VEQOUG. ETouévag yio v n 0ELoAdYNoT| £VOg TapOy ou 1 T TG
PNUNG YLOL TN OUYKEKPLUEVT etidoomn vmohoyileton pe Baon ) oxéon (2:20) ko pe fdon

CUTH EVIUEPDVETOL 1] GUVOLLKT] (U Tov TTapdyov ue Baon Oheg TG aELohoyNoeLg otV

LOTOPLOL TOV OVUp@ve. ue ) oxéon (2:21).

To TEPOROTIKG amoTteléopata avedelEay OtL 1 Tpdtaon Pactouévn oto Fuzzy VIKOR éxel
KaAOTEPO AITOTEAEOILOTO. KO EMLOO0ELG ATTO YVWwoTolg adyopilOuoug ot LAoypapla, T ueyain
ONUAOLE, TOU CUVOVACUOU SLOPOPETIKMY THTMV dESOUEVWYV, TO OQPEM THG GELOTTOLNONG C.oaPOVG
AOYLKN G KAOMG KOL TNV UEYAAT GELC TOV WY AVIOUMV GELOTLOTIOG KO TNG TPOOTUOLOG TTOV TPO-
O@PEPOVV 0TO CUOTHUATO OUTA 0TTO KAKOBOUAEG OVTOTNTEG. TOl TELPAUATIKA ATOTELECUOTOL O)E-
TKG pe T Tpoogyylon Fuzzy AHP, Seiyvouv OTL 0L TLIEG QUNG TTOV TTOPAYOVTOL ELVOL SUKOLEG

TPOG TOUG TAPOXOUG KoL OTL O Uy aviopog alomotiag Pektumvel kot 20% tig emdOoeLg TG

vanpeotog @hung.

Kegalaro 3

1o Kegpahowo 3 mopovotdletol wa mpdtaon yuo T SLoyelplon tov kKUKAov Lwng vipecumv
ot neptBdirhov MEC pe Bapog oty evopynoTpmaon TG ETLKOLVOVING UETAED SLOpOpeTIKOV St-
KTUaKOV tepayiwv (network slices). To Baotkd KivTpo TLom atd GuTtd TO KEPAAALO ELVAL VO
EMTPEYPEL LECW QLUTNG TNG ETLKOLVOVLOG TV TTPOOPOPX TTPOG EVOLKLOLGT] VITNPECLMV TOU EXOUV
avarttOgel xpnoteg vrodopmv MEC o dhhovg ypnoteg. T mv emtitevEn avtol tov otdyov o
AUTO TO KEQAAOLO TTAPOVOLATETOL L0, OMOKANPWUEVT TPOTAOT OYOPAG SIKTUAKDV VITNPECLHOV
(Network Service Marketplace — NSM) Baotopévn oe AEZ. Tlapdro mov mapadooiakd og avTi-
OTOLYEG AYOPEG YPNOLUOTOLOVVTOL KEVTPLKOTOUEVEG ADOELG, 1) AELTOUPYLOL TETOLWV UOVIELWV

TPOVITOOETEL TNV EUTLOTOOVVI] TWV YPNOTDOV 0TI KEVIPLKY apyi), KATL Tov dev Kablototor du-
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vatd KaBdg 070 TEPLBALLOV TTOV £PYATOUATTE, CUUUETEXOVV GYVOOTOL LETAED TOVG YPNOTEG KO
mBavig morhasthot hpoyot vrrodopmv. T'o va Eemepdioovue outod to TPOPANUa, 0TV TPOTUoN
uog ypnowpomorovue AEE 10Tt emitpénerl AOyo ToU ATOKEVIPWUEVOD TPOTOU AELTOVPYLOG TG,
TV UNYOVIOUMVY GUVALVESTG KL TOU TPOTIOU TTOU AELTOUPYOUV Td EEUTVOL GUUBOAALO VOL EYYVA-
TOL TO AoTEAEOUO KAOE GuVAALOyNG KoL TNV akepatdTnTa Twv dedopévav. ‘Etol 1) eumiotoouvn
ETTUYYAVETAL LEOM TMV TEXVIKMV TTOV Ypnolpomotovvol. H AET éyel vhomtowmnOel pe Hyperledger
Fabric. H mpdtaon pag eivon ovpgovn pe to tpdturo ETSI-NFV kal vtootnpilet OAeg Tig 9AOELG
Ko Aettovpyieg evog NSM, cupusepthaitBovOUeEvmy TG eYYPOQNG VITNPECLAG, SLOQTULOY VITNPE-
olog, Wobmaon VRNPEoiag, EVOPYNOTPWOT), (PNOT KUl YPEWMOT VINPEoLAG. 2T0 Zynua |3.2] ma-
POVOLALETOL 1] OPYLTEKTOVIKT] TOU TTPoTELYOUEVOUY NSM 0g vymhot emumédou emokomnon. ‘Omwg
POLVETOL AUTTO TO OYNUCL, 1] OPYLTEKTOVLKT] ATTOPTILETAL 0ITO TPLC, OTPMUALTOL TO OTTOLOL OVTLOTOLYOUV

KO GVTOITOKPLVOVTOL 08 SLOPOPETIKA AELTOUPYIKG OTOLYELR KO AELTOVPYIKEG (PACELG,

* Trpopa xpnoty (User Layer): To otpdua XpNoTt TOPELEL TG OITAPULTITEG AELTOUPYLEG
v ™V odAnAentidpoon tmv xpnotdv pue o NSM Kol 1o omolo BAemovpe 0To 0pLoTeEPO
TUNUOL TOU SYNUATOG MEom KATOLAG YPOPLKNG SLETAPNG GAMGL KaL EPYOLELD YPOL-
UNG EVIOLDV, TAPOYOL KOl KATAVOAMDTEG VTNPECLDV UTOPOVV VO KOTAYWPT|OOUV (L, VEX,
VINPEGLOL TTPOG PLOBWOT, VO AVOKOANPOUY VITNPEGLES TTPOG POBMOTN KL TA XOPUKTNPL-
OTLKG TOUG, VoL cuth 000V TH) WoOmOoT Wog VITNPECLOG KL VO, EKKLVIIOO0UY Ko va, eyKafLdpv-
OOUV TNV EMKOLVWVIC LETAED TG SIKTVAKTG UTTNPECLOG TOU KOTOVOUAMTI KO TOV FTOpOY0U
(Cross Service Communication - CSC). Emtitp000€eta, To 0Tpdhuo auTo TapE EL OTOV YPNOTEG
duvatdTnTeg TOPaKOAOVONONG IAG LOOMUEVIG VTTNPECLOG KOL TNV XPEWO KL TTAPWUY
™G xPNoNg g Kabe amodnkevon n avaktnon deSouévwv TPy LOTOTOLEITOL LE TNV ETTL-

KANON ToU KATGAANAOL EEVITVOU GUUBOAOIOU UECW TV SLETOPMY TOV 0TPMIOTog AES

* Yrpopo AEX (Blockchain Layer): To otpdua AEZ yeipiletal péow EEvmvmy ouufolalwv
OLEG TLG TTANPOYOPLEG TTOV ALPOPOVV TOUG YPTOTES, TIG VRN PEDieg K.A.7t. ‘Onwg Brémovue 0To
uecato Twine Tov Exiuatog3.2] n apyitektoviky Tou otpduatog AES uropel vo eqapiio-
OTEL ELTE [E VO, VTTOAOYLOTIKO KEVTPO VEPOUG TTOPUPDV ELTE ULE TTOMMAITAG AKOUE. KOl SLOLQO-
petikng Srayeiplong. Kar otig d00 mepumtdoels, Ko vitoloyLotiko KEVTpo Dempeltol £vag
EeywpLotog 0pyaviopog yia to diktuo Fabric. KaOe opyaviouodg diadéter £vo Fabric Peer pe

gykaOlotnuéva ta €Evmva oupBoioie Ko pio apyn £kdoong motomomtikmv (Certificate
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Authority - CA) yia T St elpLon g TPOoPaong KoL TOV LOLOTHTMV TOV (pNoTdv Kabng
Ko éva katdotyo (ledger). Ot TANPOQOPLEG GTO KATAOTLYO ELVOL TAVOUOLOTUTEG O KOO
0pyoviopd. ‘OLoL OL OPYOVIOUOL CUUHUETEXOVY OTO 1810 KAVl emLkovwviag tov Fabric kot
T€h0G 0 TTaparyyeA080TNG (orderer) Tov Fabric yelplletal TV unyoviopud cuvailveong g
AEZ, ™ dnuovpyio vEmV ouOTOL(LMV KaL T Stovour Toug otov Peer kabe opyoviopo
OV CUUUETEYEL 0TO KOLVO Kavi. Emtiong, to otpopa AES mpowbel Tig autnoelg KoL tnv
amapaitnT) IAnpogopia yio Ty eykadidpvon g CSC oto otpduc NFV. H Swadikaoio

QT AVOITTOGOETOL AVOAVTLKG OTNY EVOTITA ™mg Sratpipig.

* rpopo Ewovikomoinuévov Aikktvokodv Asrrovpyidy (NFV Layer:) To otpoua NFV,
axolovBmvrag To mtpdTumo ETSI-NFV, givar vedfuvo yia g eyKoTdoToon ToV StKTua-
KOV URNPECLOY KOL TNV YKOOLOPUON TG EMKOLVOVIAG HETAED SLOPOPETIKMV SIKTUOK MV
VITNPEGLDOV. ZTO AV ETITEDO AVTOD TOV TTPDOUATOG BPLOKETAL O TPWTOTUTOG EVOPYNOTPW-
™ vanpeoumv (Service Orchestrator) oV AVaTTTOEAE, O OTTOLOG TPOTPEPEL TPOODETEG AeL-
ToVPYLEG Kat apaLpéoelg 0to OSM, TPOKEWEVOU Va. ETLTEVYDEL TTANPMG AUTOUATA 1) EYKOL-
01dpvon g CSC. O evopyNOTPWOTHG TPAYUATOTOLEL TO TOPUTAVD OAMNAETOPMOVTOG e

™G Stemapég Tov OSM Ko 1) SLOdIKAGLOL TEPLYPAPETOL AVAAVTIKG 0TIV EVOTNTA. ™me

droTppne.

To oTPOU YPNOTH VITOOTNPLLEL TV GAANAETISPAON TOPOYWV KOL XPNOTMV UE TNV AyOpd.

VITNPECLOV KOL TOPEYEL TLG akOMovOEG Aettovpyleg,

* 'Eyypogn: Katd tv paon eyypogie, £Vag xpNotig VoG VITOLOYLOTIKOD KEVIPOU VEQPOUG,
wropel va eyypapel oty ayopd. Kotd vy eyypoagn tov KataympohvTol ta KoTioTLy e, oL
EMAYLOTEG OTTALPAULTITEG TTANPOPOPLEG YLCL TV SLKTUOKT] VITNPECLOL TOU YPNOTY), OTTMG TEPL-
yphpovron omv evomta3.5.2] mg dtatpiPig, Yo TV evopxfoTpwon TG emtkovmviag we
GAMNEG SIKTVOKEG UTNPESLES. TNV QPAOT] EYYPOPNGS, EVOG YPNOTNG WITOPEL VA, KOTAY WP OEL
YL EYYPOPT OTNY 0YOPd, [LO. SIKTUOKT] VITNPEOLE TTOV £xelL ovarttiEel kon Belel va OEoet
PO WoOBWON Ao GAAOUG YPNOTEG TAPEXOVTAG KOL TG KATAMMNAEG TANPOPOPLEG YLOL TN

@YoM TG VITNPESLOG, TA KOOTH Wobmong K.A.7T

o Awegruion: A@ot o vnpeoia Kataympndel 0ta KATAoTld 0G VITOYNPLOL TPOG Ui-

00wo, AVaKOAEITOL QUTOUATA KAl SLOPNULEETOL 0TOV KATAAOYO URNPECLDY TTPOG WoOWON
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hOTE VA £YOUV TPOGRAON 0T TANPOPOPLA AUTH OAOL OL XPNOTES TG ayopdc. 'Etat oL ypn-
OTEG UELETMVTOG TOV KATALOYO (WITOPOUV VO, BPOVY TLG UTTNPEGLES TTPOG WoBmOT), Vo SLahé-

Eovv TV KATAAANAN Yo 0uTolg Kat var cutn0oUv T woBmon KAmoLog artd auTec.

Avokaivyn: 2T QAo avoKG NG, oL YPNOTEG TPOCTEAADVOUY TOV KATAAOYO UE TLG
VITINPEOLEG TTPOG ULOBWON KoL ETAEYOUV TH) WoOmON KAITOLAG VITNPESLOG PACEL TWV OVO-

VK@V TOVG.

MicOwon Metd TV emihoyi] KATOL0G VITNPESLOG, O YPNOTNG CLTELTAL TN WoOmOoT WaG
VITNPECLOG YL £VOL OUYKEKPLUEVO YPOVIKO SLAOTNLO TO OTTOL0 UITOPEL VO ovavemBeL av To
gmbupel o xpnotne. Katomv artnoewe, 1 piodwon yopnysitar amo to, €Eumva ouuforon
7OV AVOTTOEOUE KO TTPOYIOTOTOLOVVTOL UTOUATMG OLEG OL OTTOPOLTITEG EVEPYELEG YLCL
™V £YKaOLdPUON TNG EMIKOLVOVIAG UETAED THG SIKTUOKTG UTTNPECLAG TOV YPTO0TH Ko TV

WOOMUEVT VTTNPECLE KO O EVOLKLAOTIG WTOPEL AUESMG VO, EEKLVIOEL TN YPNOT TG,

Xpnon: St @aon ™G xPNoNG ™G oBOUEVNG URINPESLAG, OVAAGYWS KoL TO WOVTELO KO-
0TOMOYNONG TG KGOE vanpeoiag, o Babudg ypnong g vanpeoiag Tapakolovdeitol Kot
ToONKEVETOL 0TOL KOTAOTLY A KOL TOGO 0 YpNOTNG 000 KAl O TAPOYOG UTOPOVV VO, TOV TT0L-

paxorhovhovv.

Xpémon: Avardyog e Tov BaBUd xpnong TG VINPECLAG TOV TPOKVITTEL ATtd T, dedO-
UEVOL TAPAKOAOVBNONG LLAG IOBWUEVNG VITNPECLOG KOL TO LOVIEAO KOGTOAOYOMG, VITO-
MoyiZeTan 1) xpEwa TG VINPESLOG AITO TO AVTLOTOLYO EEVTTVO GUUBORALO YLOL Lt SEBOUEVT]
YPOVLKY TTEPLOSO KOL TO AVTLOTOLYO OGO TANPWUNG OTOOTEMETOL 0TO YpNoTY. O YpNoTG
UITOPEL O€ OTOLUDNTTOTE OTLYWN KOL OYL LOVO T GTLYWT] TG KOOTOAOYNONG VAL TTAPAKOAOU-

OMoeL To BaBUO YPNONG TNG VTNPECLAG KOL TLG OVAUEVOUEVEG XPEDOELG OV TTAOO, GTLYUT.

T vo tpaypatomomBolv Oheg oL Tapamave Aettovpyieg elvar Koufkn 1 OrapEn KoL o

0WoTOG OYEdLUONOG oG 0oBnkng dedopévav (data store). Qg arobNKN SeSOUEVOV PN OLUO-

7ToLoUE To KaTdoTLKo TG AES T0 071010 £YYVATOL KL TV EUTLOTOOVVY 0TO. SES0UEVA, TO OUETA-

BANTO TOUG, TV AKEPALOTNTA TOUG KOL 00QAAELQ. Z€ auTd To onueto o avagpepbovue ot dedo-

UEVOL TTOV KaTaympovvTal 0Ty artodnkm dedouévav. H amodnkmn dedousvmv mepLeyel Tinpogo-

PLEG YLOL TN SLOPTULOT] KOIL AVOKGAUTY LLOLG VTN PECLAG TEPOG LB ®ON KoL TV EVOPYNOTPWON TNG

ETKOLVWVIAG UETOED vEnpeotdv. Ta Sedouva Tov apopolv TNV EVOPYNOTPMOT ELVOL COUPOVOL
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ue to pdTumo ETSI-NFV kou epléyouy mAnpoqopleg OYETIKES e Ta TERAYLA dIKTVOU KoL TIG
VITNPEOLEG e KOTAMNAES ETIKETEG YLOL TV ETLKOLV@VIK pe To OSM KoL TNV avaKTHOoN TNG OTtaL-
paitnmg Tnpogopiag amd autd amd Tov evopynotpwt pog. H AlotaR]aneikoviter m dowr kow
™ pnopPn Twv dedoutvarv ov amodnkedovral oty amodnky. To avtikeluevo Teudylo dtktiov
(Network Slice) avagpEpeToL 6TOUG ELKOVIKOTONUEVOUG VITOAOYLOTLKOUG KO SIKTUAKOUG TTOPOG
TTOU QITOLTOVVTOL YLOL TV AVAITTUEY WLaG epapuoyne. OL tiuég ID kau Name avopepovToL 08 ETIKE-
TEG TOV TTPOTVITOV TeEpayiov Suktvov (Network Slice Template Descriptor) 6rtwg TepLypAgpeTaL oIto
10 TpdTumo ETSI-NFV kau etvon kKatoympnuévo Kat ot faon dedoutvmv tov OSM. To avTikel-
uevo Tenant AVOQEPETOL O KOITOLO YPNOT TG 0YOPAS KoL TTEPLEYEL TTANPOQOpPLES YL cuTdv. To
AVTIKELUEVO Service, avapEPETOL 08 VITNPETLE. TTOV SLOPNLEETAL TTPOG WOOMOT KoL TEPLAAUPAVEL
TANPOPOPLEG YL TN SLAPTULOT] TNG VITNPECLOG KO TLG KATAMNAES TANPOQPOPLEG KO ETLKETEG YLO.
TNV EVOPYNOTPWOT] TG EMLKOLVWVICG GUTHG UE TNV VINPEoia Kamowov mobwtr. TELog, To avTl-
Kelpevo Lease, Kataympeltal ue v EVopEn KAmolog tobwong kot epthouBavel TANPoQopieg
YL T PoBwon OTwg YLo ToPaderyud: To Stiotnue Lobwong Kadmg Kal TATPOPOPLES VL0 TOUG
EUTTAEKOUEVOVG YPTOTES, TIG SIKTUGKEG TOUG UITNPECLEG KO TLG ETIKETEG auTmV. ‘O00V ai(popd. Ta.
avuiketpeva Network Slice kou Service, amoOnkedetol novo 1 gAayotn duvoty Thnpogopio hote
VO TPy UATOTTO el 1) EVOPYNOTPWON. AuTd TO Kavoupe yio. 800 Moyoug. TTpdrov, yia va Tpoota-
TEVOOVUE TNV LOLWTLKOTNTO TWV SESOUEVWV TOU YPNOTY. AUTO TO EMLTUYYAVOULE 0toONKeVOVTAG
UOVO ETIKETEG TTOV OELYVOUV OTIV TIANPOPOPLOL TYETIKA UE ULOL VITNPECLOL KOL ELVaL ATToONKEVIEN
010 OSM 1) 07010 AVAKTATAL XWPLG VO atobnKeveTaL OmoTe YPELATeTon Ko Oyt OAOKAN PN TN Tre-
pLypapn auTng ov 0o eEEDETE TANPOYOPLEG YLOL TV ECWTEPLKT SO KaL TO TPOTO AELTOUPYLOG
™ vinpeoiag. H Siadikooio aut Kat 1 avoluTiky TEPLYPARY] TNG AELTOUPYLGG TOU EVOPYN-
OTPWTY] TEPLYPAPETAL OTNV EVOTNTOL ™G SLaTpLPNg. Aehtepov, yio T BEATLOTOTOIN O TG
aoONKNG SESOUEVWV e KPLTHPLO KOL TNV KALULOK®OOLUWOTNTO TG AMDONG OGS EMOLLOTOTTOLDVTOG
ToV OYKO TV artoOnkevuevav dedousvov. H metpapatikn a&lordynon g Abong £8eEe tnv opon
LELTOUPYLE TOV EVOPYNOTPWTI] LALG KOL TV OTTOSOTLKOTHTO KOL TH BLOGLUOTITA TOU OG0V avapopd.
TIG ETMBOTELG KL TOUG Y POVOUG EVOPYNOTPMONG KAOMG KAl TOV TOPOUG TTOV CLUTH) 1) ETKOLVOVIOL

KOTOAAUBAVEL 08 OYEOT UE AAAES YVOTEG TPOTATELS TNG BLBMOYpaplac.
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Kegaloo 4

Téhog, to Kegahato 4, suvoilet 1o 60VOro THG SLOTPLPNG, ETTLYELPNUATOAOYMVTG YIC, T GTTOU-
doudmra TV ELTALOUEVOY EPEVVIITIKMV TPOPANUATWV KL TWV OYXESLAOTIKOV nefddwv o
EIAEYTKAY Y10, TNV ETLAVOT] TOVG, EVH TAPUAANAC TOPAOETEL CUYKEVIPMUEVE. T, KUPLO OUUITE-
paopoata Tov avekvpav. TELOG TPOTEVOVTAL VoL TA EPEUVITLKG OEUOTA, Y10, LEANOVTLKTY] EPYOL-
olo TTov eite B0 PITOPOVOAY VO ATTOTEROUV THY CUVEELC. GUTNG TNG EPEVVITIKNG TPOOTAOELOC,
€lTe PITOPOVV VO EKUETOAAEVTOVV TNV QTOKTNUEVY] VIO TIPOKELUEVOU VO TNV EQPAPUOCOVY 08

VEOUG TOUELG KOL SPAOTNPLOTNTEG.
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Structure

This dissertation is structured as followed.

In Chapter [1| we make a general introduction on the topics that will concern us in our
thesis, set the environment we will consider and examine, highlight the key motivating factors
and challenges of our work, and finally exhibit the key contributions and observations of this

PhD thesis.

The following two chapters constitute the main chapters of the thesis. They present

more specific problems that we consider important and we solved during the PhD period.

In both chapters, first a general setting, specific to the problem and related work on the
topic is provided, while subsequently our proposed solutions are discussed, by presenting the
system models, the mathematical approach to the considered problem and the architecture

of our solution. Finally the performance of the proposed frameworks are evaluated in details.

Specifically, in Chapter [2] we will talk about Multi Criteria Decision Making (MCDM)
- based Trust management for heterogeneous Cloud Federations. Using and modifying two
MCDM systems, we propose two collaborative Service Level Agreement and reputation trust
management approaches. Their role is to enable trust between untrusted parties in a multi-
user, multi-provider environment, assist the user in cloud selection and assess providers and

resources combining multiple QoS and QoE criteria.

In Chapter [3] we talk about trustless systems, and in particular blockchain, as a way
to enable trust in a multi-domain federated edge cloud environment. More specifically
leveraging blockchain technology and smart contracts, we enable trust in the transactions
and use the distributed ledger as a shared database between domains to create a network
service marketplace for off-the-shelf leasing. Our proposed marketplace in supported by our

custom cross service communication orchestrator in order to automate the communication

between services and the consumption of off-the-self leased services.

Finally in Chapter [4 we summarize and conclude the dissertation. In addition, we
discuss and present future extensions that are of high research and practical importance, and
deserve to be further explored. The thesis ends with some Appendices containing additional
complementary and relevant information, that allow the reader to become familiar with

some of the approached used in this thesis, which however would otherwise break the flow of
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the main text. Whenever this is the case during our thesis, the interested reader is referred

to the relevant appendix.
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Chapter 1

Introduction

Over the past decades, the generated data traffic has exploded with significant increase the
latest years. According to CISCO prediction [4], overall mobile data traffic is expected to
grow to 77 exabytes per month by the year 2022. One of the main reason of this data
explosion is the outburst of the number of connected devices from smart phones, to vehicles,
sensors, home appliances etc., which are estimated by the end of the year to reach up to
50 billions devices [5]. The network connectivity of such devices composes what is called
the Internet of Things (IoT) . The IoT paradigm aspires to revolutionize every aspect of
our life by providing extravagant possibilities for application and service deployment. Smart
homes, cities, cars, energy networks, education, agriculture, commerce and logistic are only
some examples of the capabilities IoT introduces [6], [7]. While IoT devices open a wide
spectrum of new services and applications, they also come with many constraints due to
the nature of these devices. Most [oT devices come with computational, storage and power
limitations, thus convergence with other technologies is needed in order to deliver high-end
services. Cloud Computing (CC), Edge/Fog Computing (EC) are key enabling technologies
for ToT applications and services [§] by allowing IoT devices to overcome those limitations
by sending data for storage, processing and analysis to Cloud and Edge/Fog data centers
[9].
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1.1 Cloud Computing

Cloud Computing is probably the biggest game changer of the past decade. NIST de-
fines cloud computing as "a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers, stor-
age, applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction” [10]. In practice, CC offers access in
a pay-as-you-go manner, to an almost unlimited pool of resources with very low cost and
without the user’s or enterprise’s obligation to manage anything. This capability disrupted
many industries and through Software as a Service (SaaS) model, has changed the way peo-
ple work, collaborate or even entertain, with SaaS products that vary from the Google Suite

to Netflix.

Conventional cloud architectures favour centralized solutions of huge limited data centers
across the globe. These data centers can facilitate simultaneously and scale a very large
number of users and services. Although CC has been a huge success in the current internet,
its centralized architecture brings certain challenges and limitations to the IoT era. The huge
volume and velocity of data accumulation of IoT devices, which is continuously increasing,
makes it almost impossible to transfer them to the remote cloud data centers. In addition,
due to the large distance between the IoT devices and the data centers, latency issues of

end-to-end communications arise for time-critical applications and services [11].

To tackle this challenge the Edge/Fog computing paradigm has started to be adopted.
Edge/Fog computing shares some common principles with CC by offering virtualized com-
pute, network and storage resources. The key difference with CC is that the Edge/Fog
model favors a large amount of smaller data centers instead of fewer larger ones of CC.
This is done mainly to overcome the latency challenge described before, by bringing these
small data centers close to the IoT devices. A quick overview and comparison between CC
and EC is presented in figure [9]. Edge and Fog computing are favoured over the cloud
when more location awareness, mobility support, geographical distribution responsiveness
and devices are needed by application and services. While the Edge and Fog models provide
solutions to many challenges and limitations of the traditional cloud architectures, it is not

meant to completely replace it. CC can be a good candidate when reliable connectivity,
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Characteristics Conventional cloud Edge cloud and edge computing
computing

Major applications

Availability

Proximity of services
and resources; Data
processing location

End-to-end latency

Backbone network
bandwidth
consumption

Scalability

Security (e.g.,
attacks on data
enroute)

Most of the current
mainstream cloud-involved
applications

A small number of large-sized
datacenters

Usually in remote datacenters
and far from users

High, due to the distance
between the edge and remote
datacenters

High, since huge data need to
be transferred to the
datacenters first

Scalable at center

Data subject to attack due to
long-distance transmission;
Physical security depends on

Applications on loT, VR, AR, smart

homes, smart cities, smart
energy, smart vehicles, etc.

A large number of small-sized
datacenters

At the edge close to the users

Low, due to proximity to the users

Low, since data are locally
processed and stored in edge
cloud

Scalable both center and edge

Lower risk for enroute attacks;
Physical security varies and
different mechanisms needed

large facilities

Figure 1.1: Brief comparison of CC and EC

large amount of computing power, storage is needed. In many scenarios, depending of the
requirements of the application, both will be used as different layers, for different actions
and operations along with other enabling technologies. The trade-offs and model selection

criteria depending on requirements in a layered architecture between Fog/Edge and Cloud

is depicted in figure [1.2] [12].

1.2 5G Networks and Enabling Technologies

As aforementioned, while the era of IoT devices brings new and vast capabilities of services
and applications, it also needs the combination of various techniques and technologies to
achieve them due to device limitations and by very high service requirements. Following
new advancements and innovations in mobile networks and by incorporating various tech-
nologies (including CC and Edge/Fog), the fifth generation (5G) technology and network

standard, which describes the internet era we are now entering, is defining requirements,
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Figure 1.2: Fog/Edge and cloud trade-offs and Layered architecture

architectures and technologies for modern networks in order to unlock the full potential for
future service delivery. ITU-R has defined the following main usage scenarios for 5G in their

Recommendation [I3] to enable such service deployments:

o Enhanced Mobile Broadband (eMBB) to deal with hugely increased data rates,
high user density and very high traffic capacity for hotspot scenarios as well as seamless

coverage and high mobility scenarios with still improved used data rates

o Massive Machine-type Communications (mMTC) for the IoT, requiring low

power consumption and low data rates for very large numbers of connected devices

o Ultra-reliable and Low Latency Communications (URLLC) to cater for safety-

critical and mission critical applications

In order to achieve the goals of each category, the following requirements must be met

[13] [14] [15] [16]:

e 1-10 Gbps data rates in real networks: This is almost 10 times increase from

traditional LTE network’s theoretical peak data rate of 150 Mbps.
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¢ 1 ms round trip latency: Almost 10 times reduction from 4G’s 10 ms round trip

time.

¢ Enormous number of connected devices: In order to realize the vision of IoT,

emerging 5G networks need to provide connectivity to thousands of devices.

o Perceived availability of 99.999%: 5G envisions that network should practically

be always available anytime and anywhere.

o« High battery life: Reduction in power consumption by devices is fundamentally

important in emerging 5G networks and IoT scenarios.

To meet all these requirements new technologies and architectures are introduced. Start-
ing with Radio Access Networks (RANs) technologies, Millimeter wave (mmWave) and Ter-
ahertz (THz) band promise high data rates, coverage and device density. Millimeter wave
provides great amount of available bandwidth, which enables gigabit per second through-
put, and it usually refers to frequency bands between 30-300 GHz [17]. Alongside mmWave,
which is production ready, THz band has attracted research interest. The band spans the
frequencies between 0.3 THz to 3 THz with a broad overlap over mmWave frequencies.
While these frequencies are unregulated and currently are a “no man’s land” [18], because
THz band offers great amount of spectrum resources which can support data rates of more
than 100 Gbps or even 1 Thps and at the same time be backward-compatible with mmWave,
thus, THz band is the next frontier of research on wireless communication networks. Last
but not least in RANs technologies comes the Massive MIMO technology. Massive MIMO
is an extension of multiuser MIMO deployed in 4G systems, in which only several tens of
antenna components are built on base stations. On the contrary, massive MIMO designs
hundreds of antennas at base stations to further increase capacity and system throughput
[19]. The benefits of massive MIMO include a huge increase in spectral efficiency, reduced
latency, and a scalable air interface structure.

At the networking side, one of the most major innovations is Software Defined Network-
ing (SDN). With SDN, traditional networking devices are replaced with commodity generic
hardware and the networks can be dynamically and on the fly configured by software with-
out the need of hardware replacement, addition or repositioning. In [20], SDN is defined as

a network architecture where the control plane and data plane are decoupled, removing that
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way the control functionality from devices. The control logic is moved to an external entity
called the SDN controller, that is basically software running on a commodity server that
offers abstractions to facilitate the programming of forwarding devices. Finally the network
is programmable through software applications running on top of the SDN controller. SDN
offers several advantages compared to legacy networks. Network configuration and program-
ming becomes easy, all applications take advantage of the same global network view, thus
leading to more consistent and effective policy decisions. Furthermore, applications can take

actions dynamically and reconfigure any part of the network at any time.

Complementary to SDN comes Network Function Virtualization (NFV) [2I]. NFV en-
ables the virtualization of entire network functions or services that were previously tied
to stringent and costly dedicated hardware. Therefore, they can run on commodity hard-
ware and servers such as EC infrastructure. This new paradigm allows the consolidation
of network functions and services on virtualized resources, such as virtual machines, on
CC or EC infrastructure, saving in this way capital and operational expenditures while
allowing flexibility in both data and control plane by scaling up and down the allocated
resources dynamically as demands evolve [22]. NFV can benefit complex service deploy-
ment by allowing portability, as services and service chains can be easily moved to another
infrastructure, enabling federation support for deployment of portable services across inter-
operable geographically distributed infrastructures and virtual networks and finally through
slicing, which means the custom tailored partitioning of network resources for particular

applications [23], a concept of high importance which will be analyzed now.

Network slicing is a key concept that can offer an agile networking platform to support
services with different functional requirements in an efficient way [24]. Network Slicing comes
to life with the combination of several 5G enabling technologies and having in its core EC,
SDN and NFV ones. The concept is that from the same infrastructure, with virtualization
techniques, several network slices can be deployed, each of them designed and optimized for
different specific requirements of their corresponding application or service[25]. A network
slice is a logical isolated, self-contained network with custom operation in a multi-tenant
environment. An example of different application and services, with different requirements,
facilitated by the same infrastructure with slicing techniques is illustrated in figure |1.3

[23]. As we can see, a Mobile Broadband slice that requires high capacity and performance
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Figure 1.3: Network slicing with EC for different applications

is running simultaneously with an Automotive slice that requires strict latency and and

massive IoT slice that requires scalability and handling of huge amounts of small data.

1.3 Service Life-Cycle Management

In the 5G and IoT era, as described and above, services become more and more complex.
The traditional client-service model is been replaced by more distributed models consisting
of several software components and underlying technologies. Such models can contain cloud
federations, EC and CC synergies and multi-domain end-to-end network service chains and
slices. The complexity of the new service delivery models raise new challenges for the fulfil-
ment and management of the service life-cycle. The life-cycle of a service may vary a little
depending of its nature and the underlying technologies but typically can be summarized

by the following stages:

e Service Discovery: The user discovers through automated service discovery catalogs

various services and providers.
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e Service Selection and Request: After discovery, the user selects and requests the

stack of services according to his/her needs.

e Service Orchestration: After service request, the orchestration process begins. By
orchestration, we refer to all the necessary steps, from resource provisioning, to virtu-
alization, networking and software deployment, executed in the correct sequence in an
automated fashion, even among multiple domains and underlying technologies. After
the orchestration process the service should be up and running with no further actions

required by the user and ready for consumption [26].

¢ Service Management and Monitoring: Management is responsible for maintain-
ing and healthiness of both service and infrastructure. Its role consists of activities
such as software updates, resource optimization, scaling and event detection. Moni-
toring provides the appropriate data to the previous tasks and provides data to ensure
that the agreed Quality of Service (QoS) is guaranteed, as it is described by a Service
Level Agreement (SLA). In addition monitoring provides usage data for billing and

other services.

e Service Billing: According to the usage data and the agreed billing plan, the fee for

the service is calculated accordingly over the predefined billing time span.

Every stage of this life-cycle has new challenges to be addressed in the 5G era. Since
services can be provided by both infrastructure providers or tenants, a marketplace need for
such services occurs. This marketplace would involve multiple providers and users unknown
to each other and usually with lack of desire to reveal information about their infrastructure
or services.

In this context, it is critical to provide a sense of trust between users and providers.
Trust is defined as the subjective belief of entity A, that entity B performs a given action
[27]. These challenge can be faced with the use of trust management frameworks. In such
frameworks, the performance, reliability and trustworthiness of a service and its provider can
be quantified and be provided to users. This can be done through trust algorithms with the
combination of service monitoring data and user evaluations so that the quantified metric
can represent both the Quality of Service and the Quality of Ezperience (QoE) of the users

consuming the service. Also, there is need of a fail-safe mechanism to prevent malicious
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actors from manipulating trust metrics to either favor or sabotage a provided service. In
addition to enabling trusted marketplaces, it is easily concluded that a trust management
framework also assists the user in the selection stage.

Another way to tackle the lack of trust is by using trustless systems to handle actions or
even whole stages from the service life-cycle. A trustless system is a system that the partic-
ipants involved do not need to know or trust each other or a third party for the system to
function. In such systems, the users trust the system what will always produce a predefined
and agreed outcome. This can be achieved with the usage of consensus mechanisms that
guarantee the outcome in a secure manner. Trustless mechanisms can be used to perform
or assist the discovery and selection stage, the orchestration stage, the management and

monitoring stage and the billing stage.

1.4 Challenges & Motivation

As highlighted previously, the IoT and 5G era brings numerous of new capabilities and possi-
bilities with new technologies and service delivery models. Alongside these new possibilities,
new challenges and problems arise due to the complexity of the service delivery models. This
affects in several ways the life-cycle management of such services. These new possibilities

drive us to attempt to address life-cycle management challenges concerning mainly:

e Enabling trust: The complex service delivery models of 5G services require multiple
providers, users and devices to interact and transact. It is critical in such context to

provide a sense of trust in order to utilize such services and service marketplaces.

¢ Service assessment over heterogeneous resources: Since modern services fre-
quently combine several types of devices and resources, the quantification of trust is

more challenging as different metrics and requirements must be considered.

¢ QoS and QoE defined assessment: As services with different functional require-
ments often share the same underlying infrastructure, our work focuses on including in
the performance and reliability assessment of the resources and services, the subjective
perception of the end user’s QoE besides raw monitoring data of an infrastructure’s

performance.
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¢ User defined service selection: Since every user has different needs, different pri-
orities occur about the performance of a given service. Thus, those priorities need to

be examined and facilitated in the service selection process.

e Mitigation of malicious actors: Since the manipulation of assessment values of
the resources has huge economic incentives for adversaries, it is of high importance to

provide mechanisms to protect honest providers and users.

¢ Service offering, discovery and leasing: In a multi-tenant multi-provider environ-
ment, it is important to provide mechanisms so users can provide services for off-the-
self leasing in an automated fashion. This can simplify the creation of custom-tailored

service chains and give economic incentives for both providers and tenants.

¢ Cross-Service Orchestration: Although commonly network services are deployed
in isolated network slices, it is vital to orchestrate cross-service communication in order

to allow the consumption of off-the-self services.

1.5 Contributions

This thesis aims at tackling some of the aforementioned problems that arise in the service
life-cycle management in a federated cloud environment. We mainly focus on enabling
trust between untrusted users and providers, performance assessment, service selection and

monitoring. Our contributions on the above topics are:

1. Trust and trustless frameworks for federated edge clouds: We introduce two
trust-based frameworks and one trustless approach in order to enable trust between

untrusted parties in a multi-tenant provider and device environment.

2. Reputation-based service assessment: In order to assess services and quantify
the collective trust of their performance, we propose two different reputation based

trust management frameworks that can assess services over heterogeneous resources.

3. Multi-criteria decision making methods for service assessment with user-
defined priorities: In our proposed frameworks, we exploit multi-criteria decision

making techniques. This way, our solutions can process simultaneously various types
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of data (e.g. binary, numeric, linguistic), while users can adjust weights according to

their specific needs and functional requirements.

. SLA-based assessment: Service Level Agreement (SLA) is the fundamental mech-
anism that allows users to enforce guarantees about performance and conformance of
services. Our proposed solutions integrate SLA violation metrics for the performance

assessment of services.

. Credibility mechanism for malicious evaluations filtering: We introduce a
credibility mechanism to secure our frameworks from malicious users. Based on the
credibility score of the evaluating user, monitoring data, SLA data and their relation
to the user’s evaluation, we filter and adjust biased opinions protecting in this way

honest users and providers.

. Blockchain-based Network Service Marketplace: We introduce a blockchain-
based network service marketplace that can support all steps in the life-cycle of network
services, from advertisement, discovery and leasing, to orchestration monitoring and

billing.

. Novel cross-service orchestrator: We developed and introduced a custom auto-
mated cross-service orchestrator over NF'V reference architecture to facilitate commu-
nication between services and isolated slices in order to enable the consumption of

off-the self services.

. Implementation and Evaluation of proposed frameworks with numerical
results over real infrastructure: For all the above contributions mentioned, we
performed simulations and experiments in order to capture the effectiveness and the
efficiency of the proposed frameworks. The proposed frameworks were implemented

and evaluated over actual edge cloud resources.

45



46



Chapter 2

MCDM-based Trust
Management of Heterogeneous

Federated Clouds

2.1 General Setting

As mentioned in Chapter [} in the modern era, the composition and deployment of services
require the combination and synergy of various heterogeneous resources and technologies.
Furthermore, many applications are geographically dispersed and multi-cloud architectures
or cloud federations are utilized, which involve the interaction between private and public
clouds controlled by different providers. In federated cloud scenarios, a cloud acquires and /or
offers spare capacity to a set of providers and/or users. Cloud federations enable scalability,
fault tolerance and elasticity to the cloud environment,

The application life-cycle in such cloud environment has several phases including authen-
tication, resource discovery, booking, provisioning and application deployment, monitoring,
management and retirement [28]. The utilization of heterogeneous resources poses complex
requirements at every stage of the life-cycle. Two of the most important management ser-
vices, which are involved in various phases of cloud application’s life-cycle, are SLA and

trust management.
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SLA is the fundamental mechanism that allows users to enforce guarantees about perfor-
mance and conformance of single or federated Cloud services [29]. Service Level Agreements
specifically establish the consensus on the characteristics of the service to be provided be-
tween the service provider and the cloud service user.

The second life-cycle management service addressed in this chapter is trust management.
In the cloud application life-cycle, trust management facilitates the resource selection and
the performance evaluation of the cloud application or provider. In a federated environment,
many providers offer similar resources and applications and the selection of the appropriate
ones is a non-trivial task.

Considering this setting and the challenges mentioned above and in Chapter |1} in this
chapter we present two Multi-criteria decision making based trust management frameworks
for heterogeneous cloud federations. Both solutions have a collaborative SLA and reputation-
based trust management approach which we call Hybrid Reputation Systems. Our proposed
solutions use well-defined Quality of Service (QoS) and Quality of Experience (QoE) metrics
to quantify the collective confidence on the cloud application’s or provider’s performance
and enable users to properly select those who fulfill their specific requirements facilitating
both performance monitoring and evaluation as resource selection. Both our solutions are

protected with credibility mechanisms from malicious evaluations and attacks.

2.2 Related Work

A cloud federation provides various types of resources, such as network, storage, compute
resources. Thus, in this section, we present and classify, the most interesting trust manage-
ment and reputation approaches on different types of services, resources and networks in

literature as also in Cloud SLA management.

2.2.1 Cloud SLA Management

The SLA current operational approaches in cloud providers are primarily limited to avail-
ability [30] (e.g. Amazon [31], Rackspace [32]). Beyond this, in research environments,
SLAs and more broadly Service Level Management frameworks take often more complex

forms in managing QoS in cloud distributed environments. They are mainly motivated by
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the fact that the managed resources belong to different administrative domains. In these
approaches, it is common that negotiation phase is implemented, since uttering expected
QoS is not an acceptable possibility. Multiple projects [33], specifically addressing Cloud
brokerage, have studied this problem from diverse perspectives. Cloud4SOA [34] project
produced a framework facilitating dynamic SLA negotiation on multi-cloud Platform as a
Service environments. It’s SLA framework permits publication of offerings, as well as SLAs
enactment for agreed QoS terms. Specifically, it considers business dynamics through busi-
ness performance related SLA metrics. OPTIMIS [35] considered diverse deployment and
run-time configuration scenarios. These included private, bursting, federated and multi-
cloud deployments. OPTIMIS studied SLA negotiation and management in these scenarios.
The QoS terms considered in OPTIMIS SLA’s included operational Cloud capabilities. In
addition to these, additional SLA terms were considered: service or provider’s risk, trust,
ecological or cost levels, as well as, legal requirements (related to personal data management)
[36]. A significant number of these works are based on standardization efforts performed in
Grid computing environments in WS-Agreement [37]. WS-Agreement is a full recommen-
dation of the Open Grid Forum. WS-Agreement provides protocol and specific language in

order to generate SLAs.

Other models besides WS-Agreement has been proposed. SLA@SOI[38] developed the
SLA(T) model, that enables the description of both functional and non-functional character-
istics of a service. The model allows providers to describe the offered services, and customers
to describe their requirements and discover matching offers. Also, it allows multi-layered
SLAs, which can be composed along functional and organizational domains. CONTRAIL[39]
adopted the SLA(T) model and extended it to offer elastic PaaS services over a federation
of TaaS clouds, while dealing with QoS and SLA management. The scenario considered in
CONTRALIL is focused on cloud federations and automated generation of SLA offerings.
In CONTRAIL, the user negotiates a SLA with the cloud federation, and the federation
satisfies it by negotiating SLAs with the federated providers on behalf of the user. A dif-
ferent scenario was proposed in MODAClouds [40], which considers that three actors take
part in cloud SLAs; end users, Application Providers and Cloud Service Providers. Within
this context, Application Providers lease resources from Cloud Service Providers to offer

services to end users. Then, MODACIlouds devises a two-level SLA system building up an
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aggregation of WS-Agreement SLAs. The first level describes the QoS to be offered by the
Application Provider to the end users, incurring in penalties in case of SLA violations; this
SLA only monitors for observable metrics by the end user (e.g., availability, response time).
The second level describes the expected QoS from the Cloud Service Provider to the Appli-
cation Provider for each of the resources, resulting in one agreement per VM; this second
level is not an actual agreement, but just monitors the service offered by the Cloud Service
Provider in order to be able to react and enforce the first level SLA.

With regards to security SLAs, SPECS[41] delivered an open source framework that
provides SLA life-cycle, automatic negotiation and monitoring of security parameters spec-
ified in the SLAs. The proposed model is based on the WS-Agreement Standard. MUSA
[42] presents a solution to SLA-based security assurance for multi-cloud applications, whose
components are deployed in distributed cloud services. It enables the automatic creation
of the offered Security SLA of the multi-cloud application, but it also enables to monitor
at runtime the security service level objectives specified in the SLA. The proposed SLA

composition adopts the SPECS cloud Security SLA model.

2.2.2 Trust Management for Web Services

Wahab et. al [43] present a complete survey on trust and reputation systems for three
types of web services, named single, composite and communities. Authors of [44] proposed a
Bayesian network reputation and trust model for single web services that is based on direct
user feedback, the recommendation of other users and QoS data. Furthermore, a credibility
mechanism for the users is provided. RATEWeb [45] is a trust framework for selecting and
composing web services. The reputation score is computed with a statistical method that
utilized the credibility of the users, their personalized references, the immediate knowledge
and the temporal sensitivity. In [46], a statistical approach was proposed to provide trust
value to the parts of composite services. An on-line expectation maximization algorithm
is used to assign trust to the individuals behind the service according to their contribution
to the overall performance. A game-theoretic model for composite services was proposed
by Yahyaoui [47]. A Bayesian model was used to derive the trust value of each service for
possible collaboration with other services. This value was used to compute a trust-based

cost in order to find the winner service, which was eventually allocated with tasks.
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2.2.3 Trust Management for Ad-Hoc Networks

Several approaches were proposed for reputation and trust management in wireless sensor
and ad-hoc networks. In [48], a reputation framework for data integrity in wireless sensor
networks was presented, where each node evaluated the past activities and predicted the
future behavior of other nodes by maintaining reputation values. A Bayesian formulation
was adopted for reputation representation and evolution. Furthermore, a consensus-based
outlier scheme was used as credibility mechanism of data reading. Ren et. al [49] presented
a trust management approach for unattended wireless sensor networks based on Subjective
Logic. This study aims at providing trusted data storage and generation. Also authors
used trust similarity function to detect outliers and protect form trust pollution attacks.
Authors of [50] proposed a information-theoretic trust model for ad-hoc networks in order
to provide secure routing and malicious user detection. Four axioms defined the concept of
trust and the rules of trust propagation and a entropy-based and a probabilistic model are
used for computing the level of trustworthiness by concatenation and multipath propagation.
CATrust [51] is a context-aware trust management framework for service-oriented ad-hoc
networks, such as Internet of Things (IoT) networks. CATrust used logistic regression to
compute the trust value of mobile nodes based on their service behavior patterns in response
to context environment changes. Complementary, a threshold-based recommendation filter-
ing mechanism was designed to effectively filter out dishonest recommendations. ART [52]
aimed at detecting malicious attacks and evaluating trustworthiness of mobile nodes and
data in vehicular ad-hoc networks. In this study, node trust has a two-dimension meaning
in terms of fulfilling a functionality and recommendation to other nodes. Dempster-Shafer
theory of evidence is used for data analysis and these evidences are utilized to derive the
trustworthiness of node and data. The recommendation trust of nodes are evaluated by

collaborating filtering.

2.2.4 Trust Management for Cloud Computing

In cloud computing environment, reputation and trust management systems have broadly
used for provider selection or security. CloudArmour [53] is a reputation-based trust manage-

ment framework that focused on availability and security. A credibility model was proposed
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to detect feedback collision and Sybil attacks while an availability model spreads the trust
management service nodes in order to manage the users’ feedback in a decentralized manner.
Manuel [54] proposed a trust model for resource selection in heterogeneous cloud resources
based on past credentials and present capabilities of a cloud resource provider focusing on
four parameters. Those can be availability, reliability, turnaround efliciency and data in-
tegrity. The proposed solution also leveraged from combined usage of SLA and reputation.
CloudRec [55] is a recommendation mechanism designed for mobile cloud services. It is
based on adaptive QoS management and monitors the performance of cloud services and
recommends the ideal one to users according to their contextual information. Yan et. al [56]
proposed a data access control scheme for cloud computing based on individual trust and
public reputation values. These values are used to apply Attribute-Based Encryption and
Proxy Re-Encryption. Hatman [57] is a reputation based trust management framework for
Hadoop based clouds. It is based on EigenTrust [58] approach to improve the data integrity

of distributed cloud computations.

2.2.5 Trust Management for SDN and NFV

With the advent of 5G technologies, many researchers focused on Network Function Virtual-
ization (NFV) and SDN. The trust management of this type of networks is an open challenge.
In [59], the authors proposed a network function virtualization infrastructure trust platform
that was responsible for the QoS guarantee of a virtual network function (VNF) fulfilled
the user’s requirements. The reputation of VNF is quantified by local monitoring data and
from trust information of other devices. Giotis et. al [60] proposed a reputation threshold-
based mechanism for cooperative SDN domains in order to mitigate the distributed denial
of service attacks. The reputation score is based on a Bayesian method. FlowBroker [61] is
a brokering agent architecture suitable for the coordination of distributed SDN controllers.
The broker’s reputation is based on metrics of the end-to-end delay, the max link utiliza-
tion ratio and the packet loss ratio and is used by other agents in order to accept flow rule
changes and peer broker forwarding updates. A machine learning method, named Linear

Discriminant Analysis, is adopted for the quantification of the reputation of each broker.
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2.2.6 Trust Management for Peer to Peer Networks

An interesting category of trust and reputation systems are systems designed for peer to
peer (P2P) networks. The following trust management frameworks are also applied to other
distributed systems. EigenTrust algorithm [58] was designed to protect P2P network users
from downloading malicious or inauthentic files. It calculated and assigned a global trust
value to every peer by using recursive method and the users opinions. The algorithm was
based on power iteration and can be implemented both as a centralized and distributed ser-
vice. PBTrust [62] is a priority based trust model oriented for service selection and consists
of the Request Module, the Reply Module, the Priority-based Trust Calculation Module and
the Evaluation Module. The Priority-based Trust Calculation Module computed the reputa-
tion scores considering the following factors; the similarity between the priority distribution
of the requested and referenced services, the suitability of the potential providers for the re-
quested service, the providers experience of service, the ratings of third party actors and the
timestamp of the third party ratings to eliminate out of date opinions. The ROCQ mecha-
nism [63] proposed a reputation based trust management system that produced reputation
values in order to represent the trustworthiness of peers in P2P networks. Evaluation of
peers are provided after the end of each transaction between peers. The ROCQ system can
be implemented in a distributed manner and the reputation value was based on the user’s
opinion, the user’s credibility produced by his/her previous evaluations and the quality that

represents the confidence of a peer on the accuracy of his/her evaluation.

2.2.7 Trust Management for Heterogeneous Resources

There are very few studies that proposed a reputation or trust management approach for
different types of resources. FTUE [33] is a reputation based trust management framework
for federated testbeds. It utilized user feedback and monitoring data to compute the repu-
tation metric per service per testbed. Four different scenarios are used to characterize the
user’s credibility which was considered on the reputation score. Brinn et. al [64] proposed
an approach for federated trust in the context of GENI project. The concept of trust had
three different meaning, named credibility, endorsement and reliance. GENI provided au-

thentication and authorization mechanism to realize trust operation between the federated
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entities. Zhu et. al [65] proposed an authenticated reputation and trust management system
for integrated cloud and wireless sensor networks. This systems focused on cloud and sensor
providers protection from malicious attacks and enabling users to select the proper providers
based on their reputation and trust values. The trust value derived by the processing, data
privacy and transmission capability of the cloud provider, while for sensor providers data
collection, network lifetime, response time and data transmission metrics were used. The
reputation score for both types of providers derived by feedback of previous SLAs about a
service.

The overwhelming majority of the aforementioned approaches have focused only on a
specific type of resources. In a federated environment, the calculation of reputation and
trust value is more challenging, because there are many different metrics and requirements

that must be considered.

2.3 Contribution & Outline

Specifically, to overcome the aforementioned limitations, we introduce two Multi Criteria
Decision Making (MCDM)-based trust management frameworks that take simultaneously
into account various QoS, QoE and SLA data from different type of resources and cloud
providers in a scalable way. Briefly, the basic contributions and differences of our proposed

approach and frameworks in this chapter are summarized as follows:

1. We present an architecture for collaborative SLA and Reputation-based Trust Manage-
ment (RTM) frameworks for cloud federations. Our architecture is scalable and can

support numerous cloud providers and various cloud federation architectures.

2. SLA offerings are defined based on cloud application’s Key Performance Indicators
(KPIs) and provide reports on SLA violations. The SLAs support more complex KPIs
and QoS metrics, such as cloud application response time while most cloud providers

offer only availability.

3. We introduce two MCDM-based trust management frameworks. MCDM methodolo-
gies can take into account multiple KPIs combining QoE and QoS input. Using such

methodologies our frameworks provide Reputation-based Trust Management, which
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utilizes user ratings of cloud providers in order to produce a reputation score which
reflects the cloud’s performance and reliability. Consequently, the reputation score
facilitates the selection of the appropriate services and resources by future users ac-

cording to their needs.

4. Credibility mechanisms are developed to protect the output of the RTM frameworks
from biased evaluations and attacks. They measure the deviation of the customer’s
rating from objective SLA and monitoring values, and their output is considered by

the RTM frameworks to mitigate malicious evaluations.

5. Both proposed frameworks have been implemented and evaluated in Cloud Federation-
like environment. In addition SLA validation is performed and detailed numerical
results are provided that demonstrate the reputation score calculation process of the
proposed frameworks and the effectiveness and adaptability of the credibility mecha-

nisms.

2.4 Cloud Application Life-Cycle and Collaborative SLA-

RTM architecture

Cloud computing is composed of three service models; Infrastructure as a Service (IaaS),
Platform as a Service (PaaS) and Software as a Service (SaaS). With IaaS, a provider
supplies the basic computing, storage and networking infrastructure along with the hyper-
visor (the virtualization layer) and all the installation and configuration process depends on
the users. With PaaS, a provider offers more of the application stack than IaaS providers,
adding operating systems, middle-ware (such as databases) and other run-times into the
cloud environment. With SaaS, a provider offers an entire application stack that the user
simply consumes. In this thesis, we focus mainly on PaaS, the cloud computing model in
which a third-party provider delivers hardware and software tools, hosted by the provider
on its own infrastructure and alleviates users from having to install in-house hardware and
software to develop or run a new application. The biggest added value of PaaS is that
developers are completely abstracted from the lower-level details of the environment, so

they can fully focus on what there are really good at (rapid development and deployment)
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Figure 2.1: Cloud Application Life-Cycle in Federated Clouds

and not worry about things like scalability, security and more that are fully managed by

PaasS.

2.4.1 Cloud Application Life-Cycle Management

The proposed collaborative SLA and RTM solutions focus on cloud federations. In such
complex environments, the application’s deployment is not a trivial task and needs careful
resource selection, orchestration and performance monitoring. As it is shown in Figure
the complete life-cycle of cloud applications from the perspective of federated PaaS providers

includes the following stages:

e Service Discovery: The cloud life-cycle starts with a user discovering the stack of

the provided services in order to find the necessary services that satisfy his/her needs.

e Request Service: After the discovery phase, the user initiates the request for the

corresponding services.

e Service Provisioning: Afterwards, the cloud provider allocates and assigns the re-

sources to match user’s usage demands.

o Application Deployment: Application is deployed by the user leveraging the nec-

essary OS, applications and tools, which are provided.

o Application Management: Utilizing off-the-shelf tools, monitoring supervises the
servers, the resources and the running software components. Another important man-
agement problem is the resource allocation of co-hosted cloud applications, which can
be static or dynamic. In the latter case, this can be done by an automatic optimization

tool or by a custom-made scheme.
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¢ Auditing and Billing: Assessment tools report the resource usage (metering) and a

periodic billing information is created.

e Application Termination: High utilization of resources is primary goal of cloud
providers. This functionality enables the optimal resource reallocation after an appli-

cation decommissioning, the pausing or the retirement of the application.

The SLA and RTM collaborative solution is involved in several of the above stages. Initially,
both of them are required in service discovery. The SLA service advertises the offerings
defined by the provider, while the RTM service provides a reputation value for every provider,
enabling the proper selection of resources. Both RTM and SLA services are based on the
same KPIs. During the application deployment, the SLA is activated and continuously
evaluates the application performance (auditing stage). Also, the RTM service is involved
in the auditing process, since it periodically prompts customers to submit their ratings about
the application’s status. Finally, at the final stage, the SLA terminates and the final rating

is sent to RTM service.

2.4.2 Collaborative SLA and Reputation Architecture

In this subsection, we present the architecture of our collaborative SLA and RTM solution.
Figure demonstrates the high-level architecture of the SLA and RTM services in a cloud
federation environment. The architecture is separated in two layers; namely the federation
layer and the provider layer. Regarding the SLA service, the federation layer includes
SLA Collector and Dashboard components, while the SLA Management Module lays in the
provider layer.

SLA Dashboard offers a web-based graphical user interface (GUI), which enables cus-
tomers to discover available SLA templates and providers to create the agreements. Fur-
thermore, the SLA Dashboard allows providers and customers to check the status of the
existing agreements.

SLA Collector acts as the intermediate communication point between the SLA Dash-
board and the SLA Management module of each cloud provider. Through a REST API,
this component supports every SLA process from creation to termination of a cloud appli-

cation. Additionally, it provides a subscription mechanism, which allows other components
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Figure 2.2: Architecture of SLA and RTM Service in cloud federation

to receive SLA events (e.g., SLA violations).

SLA Management Module, placed at the provider layer, is the core component for
the SLA management process. It is responsible for storing all the SLA-related information

and evaluating the active agreements, as described in 2.5

As far as the RTM Service is concerned, the Reputation Dashboard offers a GUI to
both customers and administrators. Through the Reputation Dashboard, the customers
submit their rating and retrieve information about the reputation of each provider, while
the administration of a cloud domain performs administrative tasks such as the definition
of new KPIs for the computation of the reputation score. Through a REST API, the
Reputation Dashboard communicates with the Hybrid Reputation System (HRS). HRS is

the core component of the reputation service and is responsible for computing the reputation

score of each provider. It retrieves SLA information and monitoring data through the SLA
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collector and the monitoring data REST API respectively.

2.5 Service Level Agreement Management

This section presents the SLA Management concepts, components and functionalities that
were used and leveraged in both our proposed approaches for MCDM-based Trust Manage-
ment. Following the taxonomy of [29], we mainly focus on Access and Dependability aspects,
which is the current practice for public cloud providers. Service (or Node) availability is de-
fined as the degree of up-time for the service (or node) and expresses the Access perspective,
while SLA penalties and violations of specific QoS metrics refer to Dependability notion.
In this section, we describe the SLA life-cycle in a federated cloud environment were our

proposed solutions focus.

2.5.1 SLA components

In this section we will present the components and functionality of the SLA Management
Module, which is the core component for the SLA management process. It is responsible
for storing all the SLA-related information and evaluating the active agreements. Figure[2.3
demonstrates the internal architecture of the SLA Management Module. Analytically, the

most important components are:

¢ Repository is the database that stores any SLA entity, i.e., templates, agreements,

violations and penalties.

« REST service is the REST interface of the SLA Management to external components.
It provides CRUD (Create, Read, Update, Delete) operations to manage the SLA

entities and change the state of an assessment.

¢ Assessment is the component responsible for the evaluation process of the SLA agree-
ments. Utilizing monitoring data as input, it detects violations and generates penalties

whenever a performance degradation occurs.

e Monitoring adapter makes queries to the monitoring database and parses the data

for the the assessment of the active agreements.
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Figure 2.3: SLA Management Module

« Notifier adapter is a customized component in charge of communicating events (e.g.

violations and penalties) to interested entities through the SLA collector.

2.5.2 Overview of the SLA Life-cycle

Figure illustrates an overview of the SLA life-cycle, which includes several phases. Ini-
tially, at the service publishing phase, the cloud providers publish their services by creat-
ing offerings for specific performance indicators, e.g. “99.99% of the deployed application’s
availability” or “the application response time is always lower than 7" ms”. Furthermore, the
penalties are described here. This information is formally described in an SLA template, a
document structured as a WS-Agreement template [37]. The SLA templates are stored in
the Service Registry. At the service discovery phase, the customers are able to discover
the available offerings advertised in the Service Registry in a centralized way through the
SLA Dashboard. The discovery can be as simple as a keyword filtering, taking advantage
of the extendable nature of the WS-Agreement standard to store the service keywords in
the templates. Complex matchmaking mechanisms might be developed, but it is out of
this thesis. Next, at the service request phase, the customer selects an offering and the

corresponding agreement - based on the offering’s SLA template - is created, containing
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Figure 2.4: SLA Life-cycle sequence diagram

the information of the customer, the provider, the performance indicators and the expected
penalties. Sequentially, the SLA Collector forwards the agreement to the SLA Management

module of the selected provider in order to be internally stored and evaluated until the cloud
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application’s termination. After the application instantiation, the assessment of the agree-
ment starts and the customer is notified. At the monitoring and management phase,
the essential monitoring values for the agreement assessment are provided by the provider’s
monitoring service. The detected violations are stored internally and forwarded to the SLA
Collector component, which includes a notification/subscription service to communicate vi-
olations to any interested entity, i.e. customer, or service such as the reputation service.

Finally, the agreement is terminated with the service retirement.

2.5.3 SLA Assessment

The importance of SLA assessment is twofold. First, it provides a clear view on the cloud
application’s performance, while the produced violations are used to compute the provider’s
reputation score. A high-level sequence diagram of the SLA assessment is shown on Figure
Its main process is executed periodically (e.g., every minute), getting in first place the
necessary metric values to evaluate each guarantee term from the MonitoringAdapter, which
is in charge of making the requests to the actual Monitoring component (not shown in the
diagram) and transforming the data from the Monitoring domain to the SLA Management
module domain, hence allowing the use of various monitoring tools in a transparent way.
Then, the AgreementEvaluator checks if the retrieved values of each guarantee term satisfy
the guarantee term constraint. In the case of an unsatisfied constraint, a violation is pro-
duced. Also, a penalty is produced only if it was defined by the agreement. The output of
the AgreementEvaluator is the collection of generated violations and penalties, which are

then stored in the internal Repository and sent to the Notifier, a plugin component intended
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to push notifications of the agreements status to interested observers. Depending on the
nature of the cloud application, there is flexibility on the assessment’s configuration and
execution. The evaluation of a guarantee term can be chosen to be performed periodically
(e.g per hour, per day, etc) or at the termination of a service, lease, etc. Additionally, the
evaluation can be done using single values (e.g. response time for a particular timestamp)

or by aggregated values (e.g. average availability of the service).

2.6 Fuzzy VIKOR based Trust Management

This section presents our fisrt approach of MCDM-based trust management. We present
a fuzzy reputation-based trust management system for federated clouds and a credibility
mechanism for the users’ ratings. The fuzzy VIKOR reputation frameworks has horizontal
structure, which can easily scale up, and is actually multi-criteria decision technique. It
can process simultaneously various types of data, e.g. binary, numeric and linguistic values.
This allows us to use numeric QoS and SLA data combined with linguistic QoE data, that
are appropriate to express the vague and subjective user preferences. Each cloud provides
a set of services. The services of a cloud depend on the type of the available resources and
refer to computing or network key performance indicators (KPIs), e.g., node/link/server
availability or network delay, bandwidth and packet loss ratio. The proposed framework
considers various QoS and QoE criteria from SMICloud [66]. In a federated environment,
several users can use the same cloud with different goals. Thus in our approach, each user
is able to adjust the weight of criteria according to his/her needs. The consistency of the
weights is checked in order to provide meaningful rates and discourage malicious evaluators.

Our framework is based on fuzzy VIKOR, (Visekriterijumsko Kompromisno Rangiranje),
which is a multi-objective decision making approach. This technique is applicable for cases
where the best provider must be selected among different alternatives. For instance, the
fuzzy VIKOR approach is used for renewable energy planning [67]. The fuzzy VIKOR
method handles only fuzzy inputs. Thus, we proposed a modification of fuzzy VIKOR that
considers both numeric and linguistic values. Also the user can assign the weight of each
criterion according to his/her requirements. The reputation system modifies the reputation

score of each cloud after an certain usage period. Furthermore, a credibility mechanism
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Figure 2.6: Modified Fuzzy VIKOR Reputation Model for Federated Clouds

compares the user’s opinion with SLA and monitoring measurements in order to protect the
reputation of cloud and cloud providers from malicious users. We choose this multi-objective
methodology to investigate the effectiveness of using both numerical and fuzzy inputs on the
reputation score of the federated clouds. The evaluation of our framework in Section [2.6.3
showcases the importance of using fuzzy criteria for the QoE metrics. Appendix [A] presents

the basic information on fuzzy numbers and sets.

2.6.1 Fuzzy VIKOR

Fuzzy VIKOR is a multi-criteria decision making approach that simultaneously measures
the closeness to the best and worst alternative. It can be applied to any scenario that a user
has to select among alternative providers, such as cloud services [6§] and renewable energy
resources [67]. The original fuzzy VIKOR approach uses explicitly a group of fuzzy KPIs.
For the computation of the reputation score of a cloud provider, we extend this approach
in order to process also numeric KPIs, as shown in Figure 2.6] where the reputation value
is directly derived from the KPIs. In Figure the level of criteria categories does not
contribute to the computation of the reputation value but it indicates only the different
nature of the underlying KPIs. The purple technical KPIs refer to QoS metrics and they
are numeric, while the pink non-technical KPIs correspond to fuzzy KPIs. These numeric
inputs are converted to fuzzy numbers, as explained in the following subsection. For each

pair of KPIs, an assigned fuzzy weight indicates the relative importance between them.
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Table 2.1: Linguistic Terms and Membership Functions of Fuzzy Weights

Linguistic Term Membership Function
Absolutely strong (AS) (2,5/2,3)
Very strong (VS) (3/2,2,5/2)
Fairly strong (FS) (1, 3/2 2)
Slightly strong (SS) (1,1,3/2)
Equal (E) (1, 1,1)
Slightly weak (SW) (2/3,1,1)
Fairly weak (FW) (1/2,2/3,1)
Very weak (VW) (2/5,1/2,2/3)
Absolutely weak (AW) (1/3,2/5,1/2)

Table 2.2: Linguistic Terms and Membership Functions of Fuzzy KPIs

Linguistic Term Membership Function
Extremely Poor (EP) (0.1,1,2)
Very Poor (VP) (1,2,3)
Poor (P) (2,3,4)
Medium Poor (MP) (3,4,5)
Fair (F) (4,5,6)
Medium Good (MG) (5,6,7)
Fair Good (FG) (6,7,8)
Good (G) (7,8,9)
Very Good (VG) (8,9,10)
Excellent (E) (9,10,10)

Table presents the linguistic terms and the corresponding membership functions for the
fuzzy weights, while Table presents the information about the fuzzy numbers used for
the KPIs’ evaluation. The user’s evaluation is compared with the perfect evaluation of a
virtual user in order to acquire a quantitative measure of the closeness to the best cloud’s
performance. The following steps include all the necessary computations of the reputation

score of a federated cloud provider.

Step 1 - Definition of the cloud KPIs: The cloud provider defines all the QoS and
QoE KPIs that determine the performance of the cloud. Furthermore, the QoS KPIs are

included in an SLA between the provider and the user.

Step 2 - Definition of relative importance weights: The user assigns the linguistic
term for the relative importance weight of all possible KPIs pair from Table Assuming a

cloud with N KPIs, we formulate the fuzzy pairwise importance comparison matrix (PICM),
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as follows:

Ki Ko ... Ky
K [1 FS . VW

PICM = B |[FW 1 B (2.1)
Ky Lvs E - 1

Then the PICM’s elements are defuzzified using of Appendix Since the weights are
derived from the subjective preferences of individuals, the final computation of reputation
can be based on inconsistent and conflicting KPIs. Thus, in order to avoid such inconsis-
tencies, the Consistency Ratio (CR) [69] is calculated for each group of sibling attributes.
The CR is the degree of the randomness in the weight assignment between several sibling
attributes. CR values less than 0.1 are acceptable to continue to the next phase, otherwise

the user must correct the assigned weights.

Step 3 - Computation of the KPIs weight vector: The fuzzy Analytical Hierarchical
Process (AHP) is a methodology of determining the relative importance of the selection
criteria. In our approach, the extended analysis on fuzzy AHP, as proposed by Chang [3],

is adopted to determine the KPIs weight vector.

The following steps of extent analysis on fuzzy AHP are applied. Let the N-dimension

tuzzy PICM = [ai;], 4,5 =1,..., N, the fuzzy synthetic extent is defined by,

-1

N N N
D; = (D}, D}",D}) = Zaij ® Zzaij (2.2)
j=1

i=1 j=1

We find the attribute with the higher fuzzy synthetic degree by computing the degree of
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possibility for a fuzzy number to be greater than other one,

V(D; > Dj) = hgt (D; N D;) =

1 if DZYL > D;n
Dl.ny . l
- Y " < Dj"andDj < DY 2.3
(DZ”—Dy)—(D;n_D;) if D" < D] andDj < D} ( )
0 otherwise

The degree of possibility that a fuzzy synthetic extent D; is greater than the rest synthetic

fuzzy extents of the fuzzy PICM is,

di =V (D; > D, Vk=1,...,N,k #i) =minV (D; > D;) (2.4)

Finally the normalized weight vector of KPIs is obtained,

W = [w ... wy] where w; = ——— (2.5)

Step 4 - Evaluation of Cloud Performance: When the defined usage period of a cloud
has expired, the users are prompted to submit their judgment on the performance of the
used clouds. In order to mitigate the effect of malicious ratings, the user’s credibility is
considered. Thus, for the QoS KPIs, the user’s opinion x is properly modified to & by the
credibility mechanism of the following subsection. For the fuzzy KPIs, the user evaluates the
clouds using the linguistic values of Table For the numeric KPIs, the user assigns crisp
values, which are converted to fuzzy numbers using the membership functions of Table
Assume that the numeric evaluation Z, modified by the credibility mechanism, corresponds
to two adjacent linguistic values A and B and pus and pp are the respective membership
functions. Then the modified linguistic value X that corresponds to the numeric evaluation
is obtained by X = uaA + ppB. We use a virtual user’s rating with excellent linguistic

values (E) for all KPIs in order to represent the best possible performance of the cloud.
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Thus, the obtained fuzzy evaluation matrix (FEM) for the expired usage time is,

K, Ky -+ Ky
FEM= U |21 22 - N (2.6)
V| E E ... E

where the first row of FEM corresponds to the modified user’s (U) opinion, while the second

row correspond the perfect ratings of the virtual user V.

Step 5 - Computation and update of reputation: In this step, the modified fuzzy
VIKOR method is actually applied. Let the weight vector W and the fuzzy evaluation
matrix FEM = [z;;], i=1,2, j=1,..., N, we determine the fuzzy best value fj’ and the
fuzzy worst value fj*. Since the virtual user ratings are perfect the fuzzy best and worst
values are,

[ =m0, j=1,....N

fj_zl‘lj,j:L...,N

Then, the separation measure of x;; from the fuzzy best and worst value are obtained by,

Si = ffu - ffl (2.7)
R; = max le&ff ~x”)] (2.8)
J jou fj.l
Next, the best and worst values of S;, R; are calculated,
St = Iniin S;, S™ = max S; (2.9)
R* =minR;, R~ = max R; (2.10)

Then, the evaluation index Q; contains the fuzzy reputation score of the cloud user and the
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virtual user and is computed as,

5§ Fi- R
7 = = + 1— —_—
Gi=a (- =t

—_— 2.11
5 _ g+ (2.11)

where « is a index of our willingness to penalize the poor cloud performance or reward the
good one. In order to have a balance between good and poor behavior. We set a« = 0.4,
because the virtual user has always excellent ratings. We defuzzify the elements of Q;, using
to get the crisp reputation value of the experiment @;. The element @); with the
minimum value has the best reputation score. Thus, in our case the virtual user has the
best score that is always zero (Q2 = 0). For a single expired usage period, the reputation
score R.gp is defined as,

RL,, = (1-Q1)100% (2.12)
After the n user evaluations, the overall reputation value of the cloud is updated as,

T T
RZ; _ (n B 1)R7;1—1 + Re:cp (213)

2.6.2 User’s Credibility

The modified fuzzy VIKOR considers the credibility of the user for computing the reputation
score in order to prevent malicious users from giving misleading evaluations. The QoE KPIs
are excluded from our credibility mechanism, since they are subjective opinions of the user
and cannot be compared with any real measurement. On the contrary, the QoS KPIs can
be compared with objective SLA and monitoring data, which consist the ground truth of
every cloud’s performance. Some reputation mechanisms, i.e., FTUE [33], define different
categories of users based on the comparison between their past evaluations and monitoring
data and their credibility varies accordingly. In our case, we do not assume any category of
user’s behavior. Our proposed mechanism leverages SLA and monitoring data to infer and
update the credibility of users in the federated environment.

Algorithm (1} presented below, shows how the user’s credibility is calculated for a cloud
used in a certain usage period. If multiple clouds were used, the credibility value is se-
quentially calculated for every cloud. The inputs of the credibility algorithm are the user

opinion vector UO = [UO;]", i = 1,..., k containing the evaluations of the k¥ QoS KPIs
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Algorithm 1 User Credibility Mechanism
1: Inputs: UO, SD, M D
2: OQutputs: CR, Uo
3: for YUO; € UO do

4 CASE1=(SD; >UO;) N (SD; > MD;)

5. CASE2=(SD; <UO;) N (SD; < MDy)

6: CASE3=(SD; >UO;) N (SD; < MD;)

7. CASE4=(SD; <UO;) N (SD; > MD)

8 ey = IMDSii[_)fD”, i=1,...,k, Monitoring Relative Error
9 eo = %, t=1,...,k, Opinion Relative Error
10 ep = %, i=1,...,k, Relative Distance

11: C=J¢]",i=1,...,k, Correction Vector

12: if CASE1Vv CASE?2 then

13: c=1—eo

14: else if CASE3V CASE4 then

15: ¢i=1—(enmi+eoi)

16:  end if

17: ¢; = max(c;, 0)

18: end for

19: ¢ = avg(c;)

20: OR, — (=DCRn_1+¢

n

21: for YUO; € UO do
22: va\O/i = UvOz
23: if CASE1Vv CASE?2 then

24: if UO; < MD; then

25: UO; = MD; + e0;CR,,
26: else if UO; < M D; then
27: UO; = MD; — e0;CR,
28: end if

29:  end if

30: if CASE3 then
31: (._7\61 = MDl — min(eMi, GOi)CRn

32:  end if

33: if CASE4 then

34: &\(/)Z = MD; + min(eni, e0i)CR,,
35:  end if

36: end for

of the cloud, the SLA data vector SD = [SD;]", i = 1,...,k and the monitoring data

vector MD = [MD;]", i = 1,...,k, which contain the respective SLA and monitoring
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values for these KPIs. The output of the algorithm are the updated user’s credibility CR
and the modified user opinion vector UO = [ﬁéi]T, i=1,...,k (lines 1-2). For all KPIs
of an involved cloud, four possible cases are identified (lines 4-7). In the first case, named
CASFE1, the user’s opinion and the monitoring value for a specific KPI are smaller than
the SLA value while in the second case, CASE2, both user’s opinion and monitoring data
satisfy the SLA. In CASE3 and CASE4, there is a significant deviation between the user’s
opinion and the monitoring data in respect with the predetermined SLA value. These cases
correspond to suspicious ratings. More specifically, in CASE3 the user’s opinion is lower
than the SLA value while the monitoring data show that the SLA is satisfied. In CASE4
the monitoring data are lower than the SLA value while the user’s rating is higher than the
SLA value. Then, the relative errors of the monitoring and opinion values and the relative
distance between user’s opinion and the actual monitoring value regarding to the SLA are
defined (lines 8-9). The elements of the correction vector, C' = [¢;]T, i = 1,...,k, are
actually the credibility value of each KPI. The values of elements of C' depend on which
of the above cases is satisfied. The user’s credibility for the evaluation conducted at the
moment is calculated as the average value of the correction vector. Then, the overall user’s
credibility is updated (lines 11-20).Furthermore the user’ opinion is updated according to

previous defined cases (lines 21- 35). The modified opinions UO are used in Step 4 of the
fuzzy VIKOR.

2.6.3 Evaluation

The operation of the proposed reputation algorithm has been tested and evaluated in a
real Future Internet Federation of testbeds in the context of HELNET project. HELNET
project [70] provides a federation of heterogeneous testbeds aiming to facilitate and promote
test driven research for the future internet. The federation offers experimentation services
in the fields of 4G/3G communications, WiFi networking, Software Defined Networking
and Software Defined Radios. For the evaluation of the proposed reputation-based trust
framework introduced here, the wireless NETMODE [71] and NITOS [72] testbeds are used
in particular for demonstration purposes acting as different cloud providers.

Initially, we demonstrate the evaluation of the proposed reputation algorithm for the two

federated wireless testbeds with four KPIs. Three QoE KPIs are also utilized, i.e., Document

71



Readability (K1), Support Satisfaction (K2) and Operability (K3) focus on non-technical
aspects, while Node Availability (K4) is the QoS KPI that measures the average availability
of all reserved wireless nodes during an experiment. The user submits his rating on the
reputation service and in the following we show the step-by-step computation of the cloud’s
performance reputation score, using the modified fuzzy VIKOR, and the credibility value
using Algorithm In the second use case, one hundred users are assumed to have used
the NETMODE testbed. This data set contains a mix of random, honest and malicious
ratings. This scenario demonstrates the key role of credibility mechanism and the effect
of o parameter in Step 5. Finally, our proposed solution is compared against an existing
reputation based trust framework, named FTUE [33], that is designed for federated facilities
of FED4FIRE. As mentioned before FTUE uses only crisp QoS and QoE KPIs to infer the
reputation of a testbed and the experimenter’s credibility. In the following subsections, the
higher score translates to better reputation for both reputation systems. Consequently, since
the the corresponding reputation values are obtained as combination of the perceived users’
experience and the usage of technical KPIs, we argue that high reputation score is a strong

indication that the testbed, as a cloud provider, is better as a whole.

2.6.4 Fuzzy VIKOR Evaluation

In order to evaluate the fuzzy reputation system, the ratings of K1-K3 are obtained by
linguistic terms of Table which are mapped onto triangular fuzzy numbers (A.0.1]). The
ratings of K4 is numeric and converted to fuzzy number according to Step 4 of modified
fuzzy VIKOR methodology. In the following paragraphs, we demonstrate the computations
of each step of Fuzzy VIKOR methodology for NETMODE testbed. The computations for
NITOS testbed are similar and they are omitted. According to Step 2, the experimenter

assigns the pairwise importance for each KPI with respect to the others, so we obtain the
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PICM,

Ky, Ky K3 K,

K |1 SW SW VW
picM = K2 |SS 1 SW FW
K; |SS SS 1 FW

Ky VS FS FS 1

1,11 (3,11 (3L (3.3.3)
L) @Ly (.11 (330
- (1,1,3) (1L,1,3) (1L,L1) (3,31
(3.2,5) (1,3,2) (1,3,2) (L,1,1)]

The Consistency Ratio of the defuzzified PICM, C'R = 0.018, is acceptable. As described in
Step 3 of section [2.6.1] using the fuzzy extended analysis, we obtain the weight vector for
the KPIs,

W; = j=1,...,4

0.109 0.199 0.233 0.46]

Then, the experimenter evaluates the fuzzy KPIs by using the linguistic variables in Table
For the numeric KPI, assume that the credibility mechanism modifies the user’s opinion
to 0.90, the SLA value was set at 0.80, and the monitoring data for this KPI is 0.85. The
triangular membership function of the modified linguistic value UO is by = (7.9,8.9,9.9).
According to the proposed method, we compute the testbed’s reputation score for this
experiment. The first row of FEM contains the experimenter’s ratings for the KPIs, while

the ideal ratings of the virtual user are in the second row,

Ky Ky, Ks; K,

rEM— E|E E E UO

V|E FE FE E

The fuzzy best value and fuzzy worst value are determined and the separation measures

are calculated according to (2.7))-(2.10]). The evaluation indexes @Q; are calculated by (2.10));

@1 = 0.179 and @2 = 0. Finally the reputation score for this experiment is computed by
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Figure 2.7: Credibility mechanism effect in fuzzy VIKOR reputation system

©-12),
RT = (1-Q1)100% = 82.1%

exrp ~

The following example illustrates the performance of the reputation system and the credi-
bility mechanism in the case of a suspicious evaluation. Assuming that SD = 0.8, MD =
0.9, Uo = 0.6, the credibility mechanism modifies the user’s opinion to UO = 0.8055 with
tig = (7.05,8.05,9.05) and the user’s credibility decreases from 0.8 to 0.756. The final
reputation value is computed to 73.9%. This case shows that the user is possibly malicious
and his credibility is reduced while the testbed’s reputation score is not significantly af-
fected. The credibility mechanism is important to alleviate the effect of misleading ratings.
In the above example, if there was no credibility mechanism, the reputation value would be
66.7%. Finally, it is remarkable that the reputation system based on modified fuzzy VIKOR

is scalable considering the number of the KPIs, because the reputation score is computed

by simple fuzzy mathematical formulas.
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Figure 2.8: The effect of a parameter on the modified fuzzy VIKOR method

In the second scenario, a dataset of two thousand usage periods and evaluations, considers
any possible case of the user’s behavior to highlight the effect of credibility mechanism and
the resilience of the proposed reputation system against malicious users and their ratings.
The initial reputation score of the testbed is set to 0.5. In Figure it is shown which
case, CASE1 - CASE4 of Algorithm [1} is valid for each experiment of the dataset. The first
part of the dataset corresponds to experiments where the ratings are random with respect

to SLA and monitoring values.

As shown in Figure at the first part, named RANDOM, the small fluctuations of the
reputation score are due to the random difference between monitoring value and the user’s
opinion. The implementation of the credibility mechanism improves 1% the reputation score.
Then, the reputation score increases rapidly, almost 6%, because the users are honest and
their opinion agree with the monitoring data, as in CASE2 of Algorithm [1} In CASE3, the
decrease of the reputation score is not steep, only 2%, because contrary to the user’s opinion,

the monitoring value is higher that the SLA. This case reflects the behavior of malicious
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Figure 2.9: Comparison of fuzzy reputation system with FTUE framework

users, who try to damage the reputation of a testbed. In CASE1, the users are rightly
unsatisfied with the testbed’s performance, thus its reputation score decreases 5%. The last
part of Figure corresponds to CASE4 and some biased users try to unfairly enhance the
testbed’s reputation. However, the increase of reputation score is negligible due to the fact
that monitoring value violates the SLA value. Also, Figure indicates that the credibility
mechanism plays a key role in the robustness of the reputation system. More specifically,
CASE3 and CASEA4 illustrate that the reputation system without credibility mechanism is
not adequate against the malicious users. In CASE3 and applying the credibility mechanism,

the reputation score is 4% higher than without this mechanism. Similarly, in CASE4 and
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using Algorithm [1} the output of the reputation system is 5% higher than the opposite case.

The most important parameter of the modified fuzzy VIKOR method is parameter «
of Step 5. Large values of o mean that we penalize the poor testbed performance, while
small values mean that we are lenient with the worse solution. It should be noted here that
we compare our testbed performance with the ideal rating of a virtual user, which means
that that the experimenter’s evaluation is always worse than the virtual one. Figure |2.8
demonstrates the performance of the fuzzy reputation system for three different values of
« parameter. Generally, the smaller values of a produce higher reputation scores. Thus,
for a = 0.5 the produced reputation score is too small and do not encourage users to
select a testbed even if it has actually good performance. On the contrary, in the case of
a = 0.3, the value are over-optimistic and cannot depict the real performance of the testbed.
Furthermore, the reputation system ignores bad evaluations and is more stiff. Thus, the
selected o = 0.4 is a good trade-off that offers realistic reputation score and enhance the

sensitivity of the reputation system.

2.6.5 Comparison with FTUE framework

As mentioned earlier, FTUE [33] is a reputation-based trust framework for federated testbeds
that uses numerical QoS and QoE KPIs and also provides a credibility mechanism. FTUE
framework assumed four types of users with respect to the difference between the monitoring
data and the user opinion, and the user’s credibility is updated accordingly. The reputation
score per service per testbed is the aggregation of user opinions, weighted by the credibility
and the confidence of the user for his evaluation. FTUE framework does not take into
account any SLA information.

We compare our proposed reputation system with FTUE framework following the ex-
perimental settings of [33]. Eighty experimenters are truthful and twenty experimenters are
malicious in disguise, who reserve several testbeds and give biased evaluations only for one
specific testbed. The nodes of one or both wireless testbeds are reserved by the users to
conduct ten experiments and submit the respective ratings.

Figures[2.9a}[2.9b| demonstrate the reputation score of the two approaches for NETMODE
and NITOS testbed respectively. For both testbeds, the reputation score computed by

FTUE framework is 10% lower than the fuzzy VIKOR approach. Three major remarks can
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be discussed on this result. First, the numerical evaluation of FTUE framework is based
on five-star scale for evaluation, that provides coarse rating comparing with the fine-grain
numerical and fuzzy values of the proposed approach. Secondly, FTUE credibility value
depends heavily on the Mu parameter, which is testbed specific. For the results of Figure
we follow the experimental set-up of set [33] and we set Mu = 0.75. For this value,
we produce the best reputation score for both testbeds. Finally, the credibility mechanism
of the compared reputation systems have two important differences that play a key role in
their performance. First, our proposed mechanism leverages SLA data to quantify the user’s
requirements and check if they are actually satisfied by comparison with the monitoring data.
FTUE did not exploit any SLA data. Secondly, FTUE’s credibility mechanism is based on
four specific types of experimenter’s behavior, which are quantified by the difference between
user’s opinion and monitoring values. On the contrary, the proposed reputation system does
not assume any specific categorization of user’s behavior like FTUE framework. In lines 4-10
of Algorithm |1} four cases, CASE1-CASE4, and the necessary relative errors are defined in
order to measure exactly the deviation of the user’s opinion from the SLA and monitoring

value without assuming any specific behavior and covering any possible scenario.

2.7 Modified Fuzzy AHP based Trust Management

In this section, our second approach for MCDM-based trust management is presented. The
proposed framework is actually a scalable MCDM system with hierarchical structure. In
order to respond to the conditions of a federated cloud environment, this hybrid framework
is able to process various types of data, which correspond to technical QoS and non-technical
QoE KPIs of each provider. The technical KPIs refer to objective performance metrics, e.g,
network latency and CPU utilization, while the non-technical KPIs correspond to subjec-
tive user’s experience metrics such as Support Satisfaction and Usability. In a nutshell, this
framework enables the use of numeric, binary and linguistic values, giving the customer the
opportunity to express his or her subjective opinion in the best possible and effective way.
Each customer has unique needs and different criteria about service selection and overall
performance. To accommodate this, the users through the proposed HRS can evaluate both

cloud infrastructure and application performance considering different criteria, preferences
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and priorities. For this reason, in our approach, the customer himself/herself is capable of as-
signing different weights to the criteria according to his/her personalized service deployment

goal.

The proposed reputation system is based on the principles of Fuzzy Analytic Hierarchical
Process (FAHP) [3]. FAHP is widely used in various cases, such as product design and
operational research [73]. FAHP is a ranking method based on numeric QoS and fuzzy QoE
KPIs, such as node availability and support satisfaction respectively. However, in order to
compute the reputation score of cloud applications, several modifications and extensions
are required. There are three key differences with respect to FAHP between our HRS and
the provider selection use cases, such as in [I]. First, our approach allows the customers
to assign their weights on the criteria according to their application’s performance criteria.
Secondly, we compare the application’s evaluation with an ideal rating of a virtual user,
which contains the best values of all criteria. Finally, the computation of the reputation
score takes into account the customer’s credibility, as it is described in Section [2.7.2] in
order to ensure the fair judgment of each cloud provider. In the following, the phases of the

proposed HRS mechanism are described in detail.

Goal
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Figure 2.10: HRS Model for Federated Clouds
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Table 2.3: Linguistic Terms and Membership Functions of Fuzzy Numbers

Linguistic Term Fuzzy Numbers
Very Poor (VP) (1,2,3
Poor (P) (3,4,5
Medium (M) (4,5,6
Good (G) (5,6,7

(6,7,8

(7,8,9

Very Good (VG)
Excellent (E)

2.7.1 Modified Fuzzy Analytical Hierarchical Process

Phase 1 - Selection of service KPIs

The cloud provider determines the technical (QoS) and the user experience (QoE) KPIs
and attributes that are used in the computation of the reputation score of the provided
application. Figure[2.10]shows an example of KPIs and attributes in a hierarchical structure
and highlights which of them are provided by the cloud providers. The difference between
KPIs and attributes is that a KPI measures a specific technical or experience metric, while
an attribute summarizes several KPIs of relevant metrics. At any level, the attributes can
be further decomposed into the sibling attributes or KPIs of the lower level, while the KPIs
cannot be decomposed further. Adopting SMICloud approach [2], numerical KPIs and
attributes are represented by numeric, boolean, unordered sets and range values. On the
contrary, the QoE KPIs are represented by fuzzy numbers. In Figure pink (right) and
purple (left) colored KPIs refer to fuzzy and numerical attributes respectively. In this study,
we utilize triangular fuzzy numbers of the form A = {lI,m,u} and the membership function
is defined as pa(x) (A.0.1). Furthermore, the arithmetic operations on fuzzy numbers are
defined in Appendix [A]

Table contains the linguistic terms and the membership functions of the fuzzy numbers

used for QoE attributes.

Phase 2 - Computation of relative attribute importance

Periodically or after the termination of a cloud application, the customer submits his rating
for the QoS and QoE KPIs of the selected providers. The ratings of QoS KPIs are modified
by the credibility mechanism, as it is analyzed later. The modified customer’s ratings are

compared against the ideal rating of a virtual user. The ideal rating is used to measure
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Table 2.4: Relative ranking model for the four types of numerical values [2]

Numeric KPI: Boolean KPI:

. . . 1 if V; = V5
v;/v; if higher is better .
Jv; if lower is better Y if v = 1A
Vj/ Vi
AZ/AJZ J . Az/AJ: /\’Uj:O
Wy if fv; .
1w, if Bv; Lwy i =00
4 J Avj =2
Unordered Set KPI: Range KPI:

For essential attributes
Az/A] _ size(v;)

For essential attributes
Ai/Aj _ len(v;Nv,)

size(v,) = Ten(vinu,)
For non-essential attributes For non-essential attributes
fenlvsDuekif ;N vy # 0N lentuiva) it o, 10, # OA
Avj Moy # 0 Avj Ny # 0
1 if v; N, = DA 1 if v; NV, = 0A
AiJA, = ./\vjﬂvTE(Z) AiJA; = ./\vjﬂvrz(l)
wy if v; N, # DA wy if v; N, # OA
Avj Ny =0 Av; N, =0
1/wq if v; Nw,. = DA 1/w, if v; Nv, = 0A
Avj vy # 0 Avj Moy # 0

the distance between the actual performance of a cloud application and its perfect perfor-
mance according to the customer’s preferences. This is achieved by computing the Relative
Attribute Comparison Matrix (RACM) for each KPI of the hierarchical model. Given the

ideal rating A, and the modified customer’s rating A, for the X KPI, RAC My is defined

as follows,

A,/ A,
A,/ A, 1

RACMy = (2.14)

In the case of fuzzy KPIs, the division of RAC M x elements corresponds to the fuzzy division

of (A.0.5). For numerical KPIs, the division follows the cases of Table leveraging the

values of the corresponding KPIs v;, v; and the size of the set v,.

Phase 3 - Computation and update of reputation score

In the case of numerical KPIs and attributes, the extended AHP approach is applied as
described in SMICloud [2]. For the fuzzy KPIs, the extended analysis on FAHP is adopted

according to Chang’s approach [3]. The combination of these methodologies uses the RACM

81



of each KPI and attribute at any level of the hierarchical model in order to calculate the
score vector of all intermediate attributes and the top level reputation attribute. For the
fuzzy RACMs, the following steps of extent analysis on FAHP [3] are applied. Let the N-
dimension fuzzy RACMy = [a;5], %, = 1,..., N, the fuzzy synthetic extent of each row i
of RACM is defined by,

-1

N N N
D; = (Dut, Dim, Diu) = Zaij ® Z Zaij (2.15)
j=1

i=1j=1
where the first term of the fuzzy multiplication is the sum of the elements of the the row
and the second terms is the fuzzy inverse of the sum of the RACM’s elements. The fuzzy
multiplication is defined by , while the fuzzy inverse is defined using the fuzzy division
of . We find the attribute with the higher fuzzy synthetic degree by computing the

degree of possibility for a fuzzy number to be greater than another one,

V(D; = Dj) = hgt (D; N D;) = pup,(d)
1 if Dy, > Dijm,

=\ oo =t5—p5 if Dim < Djm and Dy < Diy (2.16)

0 otherwise

The degree of possibility is a comparison method between two convex fuzzy numbers. It is
defined by the ordinate d of the highest intersection point D, as it is shown in Figure 2.11]
The degree of possibility that a fuzzy synthetic extent D; is greater than the rest synthetic

fuzzy extents of the fuzzy RACM is,
di =V (D; >Dy,Vk=1,... ,N,k#1i)=minV (D; > D;) (2.17)

Finally the normalized comparison vector is obtained,

d;
c=ley... cN]T where ¢; = ——— (2.18)
k=1 d

At any level of the cloud provider’s hierarchical model, we calculate the comparison

vector for each attribute with the following bottom-up procedure. Given the weights of
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V(D; = D))
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Di Dim Dy d Diu Dim Dju

Figure 2.11: Graphical Presentation of the degree of possibility.

Phase 2, the ratings of the customer and the ideal rating, we start from the level where
KPIs exist, and compute the comparison vector of the parent attribute by the comparison
vectors of the sibling KPIs or attributes. Assuming a parent attribute with M sub-attributes
and the weight vector with M elements, the comparison vector of the parent attribute is

defined,

5 5 Wsubl 5
a a a
c _ Coubl -+ CsubM . _ Cpar (2 19)
par — . = .
c? c? co
subl subM par
WsubM

Reaching the top level of the hierarchical model, the normalized comparison vector for
the provider’s Reputation attribute is computed, ¢y, = [cfepc}’ep]T. The first element of
this vector refers to the service evaluation, while the second corresponds to the best possible
rating of the virtual user. The difference between the two elements indicates the distance

between the actual performance as interpreted by the customer, and the perfect performance

of the cloud service. Thus, for the n” submitted rating, the cloud provider’s reputation score
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is computed by,

Ca
RL,, = —%100% (2.20)
rep

After n customers’ evaluations, the provider’s reputation value is updated,

—1)RY_, + RT,
RZ _ (n ) n—1 erp (221)
n

2.7.2 Credibility Mechanism

In our approach, the notion of credibility express the user’s ability to provide objective
evaluation for QoS KPIs. With this capacity, the credibility mechanism aims at reducing
the impact of malicious users in the computation of reputation score. It takes into account
the QoS KPIs and the respective SLA values. Essentially, the customer’s subjective opinion,
the predefined SLA and the monitoring values are compared in order to check the divergence
between the user’s rating and the cloud’s actual performance. In this process the non-

technical QoE KPIs are excluded due to their subjective nature.

Algorithm [2| shows the steps that define the user’s credibility calculation process. The
represented process concerns the use of one cloud provider. Nevertheless, in an real life
scenario, customers have the opportunity to use more than one cloud providers. In that
case the customer’s credibility value is calculated utilizing the customer’s ratings for all QoS
KPIs of all providers. Considering the customer’s opinion (ratings) for every QoS KPI, as the
vector UO = [UO;]T, i = 1,...,k, the monitoring data vector, MD = [MD;]", i =1,...,k
and the SLA data vector, SD = [SD;]T, i = 1,...,k, the algorithm updates the credibility
value for the specific customer and a vector with the updated ratings for the QoS KPIs as
those modified by the credibility mechanism, Uo = [ﬁbi]T, i =1,...,k respectively. For
each KPI of the cloud provider, the threshold and correction vectors are initialized (lines
4-5). The elements of the threshold vector express the tolerance against an opinion and
is based on the deviation of the monitoring data from the SLA reference value (lines 6-
13). The elements of the correction vector are actually the credibility values for each KPI.
The customer’s credibility for the current evaluation is computed as the average value of

the elements of the correction vector. Then, the overall customer’s credibility is updated
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Algorithm 2 Credibility Mechanism

1: Inputs: UO, SD, MD

2: Outputs: CR, UO

3: for YUO; € UO do

4. E=1le]",e;=0.1,i=1,... k Threshold Vector

5. C=|c]",i=1,...,k, Correction Vector
6: if |MDZ — SD1| > ¢; then

7 61:|MDZ—SDZ‘

8: end if

9: if |MD1—UOl‘ < e; then

10: ;=1

11:  else

12: = |MDi67iUOi|

13: end if

14: end for

15: & = avg(c;)
16: CR, = n=HCRn18

17: for YUO, € UO do
18: if|MDZ—UOZ‘ > e; then

19: if UO; < M D; then

20: UOz =MD, — elC'Rn
21: else

22: UO;=MD; +¢;,CR,
23: end if

24:  else

25: UOZ = UOl

26: end if

27: end for

according to lines 15-16. For each KPI, we adapt the customer’s opinion if the difference
between the opinion and the monitoring data is greater than the respective threshold value.
The modified opinion is based on the monitoring value, the updated customer’s credibility
and the threshold value (lines 17-27). The modified opinions on KPIs are used in Phase 3
of HRS.

2.7.3 Evaluation

The collaborative SLA and RTM solution has been deployed, tested and evaluated in the
FED4FIRE+ [29] platform. FED4FIRE+ initiative is the largest testbed federation in Eu-
rope, designed to facilitate experimentally driven research in the context of Future Internet
Research and Experimentation (FIRE). Currently, the federation consists of sixteen core

testbeds, offering wired, wireless, OpenFlow and cloud testbeds, recently extended to sup-
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port big data experimentation. Furthermore, FED4FIRE+ is federated with other initiatives
worldwide, i.e., GENI [74] and CloudLab [75]. The federation allows the experimenter to
book and utilize resources from different testbeds at the same time in order to provide
real life networking conditions for Future Internet experimentation, thus, it is suitable for
evaluating the cloud applications’ performance in federated environment. In this work, for
demonstration purposes, Virtual Wall [76] and NETMODE [77] testbeds - both being part
of the FED4FIRE+ federation - are used in order to test, evaluate and validate the proposed
SLA and RTM services. The Virtual Wall testbed offers cloud resources and its SLA tem-
plate includes two offerings; Service Availability and Response Time, while the NETMODE
wireless testbed defines Node Availability (the degree of up-time of a wireless node) as SLA
performance indicator. Regarding the RTM service, the above SLA offerings are used as
QoS metrics of both testbeds and they are combined with four QoE KPIs; namely Support
Satisfaction, Documentation Readability, Usability and Operability, in order to compute the

reputation score of each testbed - provider.

The collaborative SLA and RTM solution is validated through two illustrative use cases.
Scenario A architecture is depicted in Figure [2.12] Scenario A uses three physical nodes
from Virtual Wall. Two of the physical nodes, named Node0 and Nodel, act as cloud
providers, while the third one, Node2, hosts the RTM Service. Both Node0 and Nodel offer
a dummy cloud application that just returns a 200 OK HTTP status code. The response
time of the web server can be regulated for the purpose of the experiment. So, for Node0,
it is configured to produce responses between 100ms and 400ms (stable node), while for
Nodel varies between 100ms and 650ms (unstable node). These values are selected for
demonstrating the case of a stable cloud provider, which never breaches the SLA, and an
unstable provider, which does breach the SLA, in order to validate the SLA mechanism
and show the exploitation of SLA assessments by the RTM Service. In the Scenario A, the
two SLA offerings guarantee: (i) the response time of the service should be lower than 500
ms, (ii) the service availability, measured as the average of availability values in ten minute
intervals, should be higher than 90%. Finally, the Monitoring adapter obtains the values of
the response time and the availability metrics, whose values are generated every ten seconds

and ten minutes respectively, for Node0 and Nodel.

Scenario B emulates the deployment of an application within a Mobile Edge Computing
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Figure 2.12: Scenario 1 Architecture

service delivery paradigm, which requires the orchestration of wireless and cloud resources,
and illustrates the applicability and the efficiency of the proposed collaborative solution
to any type of resources. The architecture of this scenario is illustrated in Figure [2.13
Three Raspberry Pi devices are connected on the wireless nodes of NETMODE testbed and
generate requests of a cloud application. These requests are directed to a physical node of
Virtual Wall testbed, which act as cloud provider and hosts the cloud application, which
is identical to Scenario A and the same SLA offering is used. The cloud application is
instantiated every half hour and 750 customers’ ratings are submitted. In order to highlight
the importance of the credibility mechanism, the 20% of these ratings are biased while the

rest customers submits objective ratings.
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Figure 2.13: Scenario 2 Architecture

2.7.4 Proof of Concept
SLA Validation

Scenario A provides an SLA validation where two federated providers offer identical services
and guarantee terms to the customer. As mentioned before, Nodel is parameterized to
produce SLA violations, while Node0 fulfills the performance requirements, according to the
agreement defined above. The cloud application runs for one and half hour. Each provider
has a monitoring process, which stores the measured values into a KairosDB database, and
the SLA Management module retrieves these monitoring data using a specific KairosDB
Adapter. The SLA assessment process runs every minute and detects possible violations on

the response time and service availability in different time scales. Regarding the first KPI,
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Table 2.5: Evaluation data

ratings previous reputation evaluation monitoring data modified opinion updated reputation
Node0 7 82.1432 65 100 90 83.3227
Nodel 6 74.5615 55 T2.7777 55 73.4554

six values of response time are used in each assessment process, since it is polled every ten
seconds. The monitoring value of the service availability is updated every ten minutes, thus
the assessment is executed accordingly. Figures and show the response times
and the corresponding violations for both cloud providers. As it was expected, there are no
violations for the application running on Node0, while several violations are generated for
Nodel. On Figure the threshold value of the agreement is marked with green colour,
while the red line highlights the generated response time violations. The created violations
are forwarded to the cloud provider and the customer. Also, they are used by the HRS for

the computation of the reputation score.

Reputation Example

In this section, we demonstrate a simple example of the behaviour of the reputation algo-
rithm to biased evaluations. After the end of the experiment described above, we compute
the reputation score of the two nodes-providers. As described in the section above, Nodel
violates the agreed standards, contrary to Node0, which fulfills completely the agreement.
Since the inputs of the credibility mechanism are normalized values, for the response time
KPI, we utilize the SLA violations to define an alternative KPI, which actually measures

the fragment of time interval where no violation occurs, with the following formula,

violations

rt=(1— ) - 100

samples

As it shown in Table we assume that the submitted rating is the seventh and sixth
sequential experiment for Node0 and Nodel respectively, while the respective reputation
score is 82.1432 and 74.5615. In this scenario, the customer is not satisfied with the overall
application’s performance, thus, he submits poor evaluations, 65 and 55 respectively, for
both nodes. The rating of Node0 is unfair while the evaluation of Nodel is closer to its
actual performance. Leveraging the monitoring data, the credibility mechanism modifies

the customer’s opinion, thus the rating of Nodel has changed to 90, while the rating of the
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Figure 2.14: Application’s Response Time

second node remains the same. This implies that the credibility mechanism fairly mitigates

the effectiveness of misleading ratings on the reputation score of a provider. For the service
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Table 2.6: Ratings for Node0

Top Level First Level Second Level Experimenter | Virtual User
. . Service Availability (0.5) 1 1
Renutation Computing Performance (0.8) Response Time (0.5) 065 1
P Support Satisfaction (0.25) VG E
. Operability (0.2) VG E
User Experience (0.25) Usability (0.25) VG B
Document Readability (0.25) VG E

availability KPI, for both nodes, the ratings and the monitoring values are 100% and are
not modified by the credibility mechanism. Thus, they are omitted from the Table
Additionally both nodes receive the "VERY GOOD?” linguistic value for all the QoE KPIs.

Following the phases of Section we calculate the updated reputation score of both
nodes. We demonstrate the step by step calculation of the proposed method, for Node0.
Table shows the structure of KPIs in the hierarchical model of HRS. The user assigned
weights are written next to every attribute and KPI. The third column contains the user’s
evaluation, while the ideal rating of the virtual user lies in the last column. As described
in Phase 2 and 3 of subsection the bottom-up procedure with the intermediate com-
putations will be presented briefly. For example, the fuzzy RACM of the Support Satis-
faction KPI is computed using the user’s value A, = (6,7,8) and the virtual user’s rating

Av = (77 87 9)7

(1,1,1) (0.67, 0.87,1.14)
RACMSupSat =

(0.87, 1.14,1.5) (1,1,1)

Then, the fuzzy synthetic extent is computed for the virtual and the actual user is computed

according to RACMgypsat and (2.15)),

D, = (0.36,0.47,0.60)

Dy = (0.40,0.53,0.71)

Following the procedure in Phase 3 and using (2.16]) and (2.17), we get the degree of
possibility for the experimenter and the virtual user, d; = 0.75 and do = 1 respectively.

Finally, the normalized comparison vector is obtained (2.18]),

Csupsat = | 0.43 0.57)

91



Similarly, for the rest of the QoE KPIs, we calculate the following comparison vectors are

computed,

coper = [ 0.430.57)
CUsap = [ 0.43 0.57]

CDocRead = [ 0.43 O57]T

Then, the comparison vector for the User Experience attribute is obtained,

0.25

0.43 0.43 043 0.43] |0.25 0.429
CUsExp = =
0.57 0.57 0.57 0.57| [0.25 0.571
0.25

For the QoS KPI Service Availability the comparison vector is,
Cavait = [ 0.5 0.5]",

as the rating is equal to the perfect evaluation of 1 (100%). The QoS KPI Response Time
is modified according to the user’s credibility. So the modified rating for Response Time is

0.9. The comparison vector of Response time is,

CRespTime = [ 0.474 0526]T ,

Following the same procedure with the QoE KPIs, we compute the comparison vector

for the Computing Performance attribute,

0.5 0.474| 0.5 0.428
CCPerf = =
0.5 0.526| |0.5 0.512
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At the top level, the comparison vector for the Reputation attribute is,

0.428 0.429] [0.8 0.475
CReput = =
0.512 0.571| |0.2 0.525

Then, the reputation score for this experiment is computed by ([2.20)),

Cﬂ
RT = “Pi00% = 90.4%

erp — v
Rep

So, as that was the seventh evaluated experiment, the total Reputation Score for the
Node0 is updated according to (2.21)),
6* RY + RT

RT = % = 83.32%

2.7.5 Effect of Credibility Mechanism

As it is mentioned above, scenario B illustrates the effectiveness of the RTM service on
federated heterogeneous resources and focuses on the effect of credibility mechanism on the
computation of the reputation score. For both testbeds and 750 ratings, the reputation
score is computed for two different cases. As depicted in Figure [2.15] in the first one the
credibility mechanism has been taken into account (red line), while in the second (blue
line) the update of the reputation values is performed without the use of the credibility
mechanism. For both cases, the output of HRS is drawn in Figure As it is shown,
for both testbeds, the activation of the credibility mechanism leads to 20% increase of
the reputation score. The credibility mechanism leverages SLA and monitoring data and
compares them with the subjective user’s opinion. If a significant deviation is observed,
the user’s opinion is modified and the credibility value is decreased. Thus the influence
of the malicious evaluation on the reputation score is minimal. On the other hand, when
the reputation value is updated without the use of the credibility mechanism, malicious
users and evaluations seem to significantly affect the HRS performance. In that case, the

reputation score is generally lower and rapid fluctuations are observed, as shown in Figure
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Figure 2.15: Credibility Mechanism’s Effect in HRS

2.8 Conclusions

In this chapter we presented two MCDM-based trust management frameworks for hetero-
geneous federated clouds. Both frameworks are supported by our scalable architecture that
can support any cloud federation. Both frameworks basically provide a collaborative SLA
and trust management platform for federated cloud providers. The SLA service enables
cloud providers to describe with specific indicators the performance of the deployed cloud
application and provide the necessary tools for the assessment of the agreement. In case
of performance degradation, SLA violations are generated and the interested entities are
notified. Complementary, reputation-based trust management services are developed in or-
der to fairly depict the provider’s reliability to provide specific resources and services. This
services are based on both QoS and QoE KPIs, and are suitable for federated environments
since it scales easily.

The reputation-based trust management service is what mostly differentiates our two
approaches presented in this chapter. The difference occurs by the methodology used to
produce the reputation score of a provider. In our first approach we modified fuzzy VIKOR,
which is an horizontal MCDM approach. The second approach we modified fuzzy AHP,
which is a hierarchical MCDM system. Both approaches accommodate every users unique
needs by letting them to assign different weights to different criteria according to their
requirements.

Alongside, a credibility mechanism is introduced in both approaches, that leverages SLA
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and monitoring data to mitigate the effect of biased customers’ evaluations. Apart from the
evaluation of the cloud application performance, the reputation-based trust management
services facilitates future customers to select the appropriate providers and resources for
deploying their applications.

Both presented approaches were implemented in cloud federation-like environment and
experimentally evaluated. As far as the modified VIKOR approach is concerned, is shown to
outperform the FTUE reputation framework, which is designed for experimental federated
environment based only on numerical QoS and QoE metrics. This comparison underlines
the importance of mixing several numerical and fuzzy metrics in the computation of the
reputation score and the significance and robustness of the credibility mechanism.

The experimental results of the modified AHP approach, demonstrate that the approach’s
reputation output fairly represent the provider’s reputation. Also, it was shown that the
utilization of the credibility mechanism improves 20% the performance of the reputation

service.
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Chapter 3

Blockchain-Based Resource

Orchestration on Edge Clouds

3.1 General Setting

As mentioned in Chapter (1} with the advent of the Internet of Things (IoT) and 5G era,
modern time- and mission-critical applications with stringent requirements have been de-
veloped for every section of human activity. These complex end-to-end applications consist
of network services that form a structured service chain. However, cloud resources cannot
guarantee the delay requirements, and this motivates the need for the infrastructure op-
erators to provide computing capabilities closer to end users. Thus, presently, the Edge
Computing service delivery model is the most promising one to meet the requirements of
applications derived from 5G verticals, Industry 4.0 [78] and smart cities [79, [80]. The re-
source orchestration at the edge of the network relies on the Network Function Virtualization
(NFV) [22] and Software-Defined Networking (SDN) [81] concepts that facilitate network
slicing. This allows infrastructure providers to lease customized bundles of computing, stor-
age and network resources, to their tenants allowing the addressing of the service-specific
(non-)functional requirements in an isolated fashion. Many standardization initiatives, i.e.,
ETSI Multi-access Edge Computing (MEC) [82] and ETSI-NFV [21] aim to describe and

standardize the specifications on the automated resource orchestration and support of the
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entire lifecycle of network services.

The evolution of 5G ecosystems and verticals requires the deployment of end-to-end
network services over multiple domains or multi-administrative domain. Under this multi-
tenant and multi-provider setting, the isolation of network slicing, which is its greatest
advantage till now, impedes the cross-service communication (CSC). Thus, next-generation
network service marketplaces (NSMs) aspire to overcome this obstacle and enable tenants to
create tailor-made service chains using off-the-shelf network services that can consume other
services in a secure manner. With this capacity, a multi-tier NSM should provide various
functionality elements for both service provider and consumer. At the top layer of the
marketplace, functionalities such as easy registration, enriched description and on-boarding
of services should be provided to service providers. Furthermore, a service discovery and
lease mechanism are essential for the tenants, who search for the network service to be
included in their custom service chain. The next downward layer is responsible for handling
the high-level information of every service chain and automating the resource orchestration
of the network services. At the bottom layer, the service chain is instantiated by the resource

orchestrator.

Although a centralized trusted authority and a trust management mechanism provide
the desired level of trust, this is usually performed through non-automated functionality
and requires a lot of human intervention. Furthermore, the complexity of trust management
significantly increases in the case of multi-domain or multi-administrative resource orchestra-
tion. Contrary to centralized solution, Blockchain enables entities in trustless environment
to make transactions in a decentralized manner and guarantees the integrity of the outcome
of the transactions to all participants of the Blockchain network [83]. The transactions are
stored in a ledger in the form of blocks and the order of the blocks is based on cryptographic
hashes. The process that the blocks are produced ensures the immutability, data integrity,
non-repudiation and security of the Blockchain ledger. Furthermore, Blockchain platforms
such as Hyperledger Fabric [84], provide smart contracts that enable an event-based execu-
tion of transactions based on predefined rules and conditions. This is of high importance in

incorporating any business logic as automated functionality in the Blockchain network.
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3.2 Related Work

In this section, the most recent and interesting studies and projects relevant to the cross-

service, multi-domain and Blockchain-based orchestration are presented.

On top of the open-source MANO (OSM) [85], MESON orchestration platform enables
the cross-slice communication within an Edge Point of Presence (EPoP) [86]. Aligned with
ETSI-NFV [87] and ETSI MEC [88] architecture, MESON platform provides centralized
service discovery through a service registry, EPoP selection and establishment of cross-slice
communication. Based on functional and non-functional requirements, the EPoP selection
is performed by a multi-criteria EC selection methodology that determines the most suitable
EC for the slice deployment [89]. Then, through OSM, an automated mechanism establishes
the actual cross-slice communication that aims to minimize the generated intra-EC network
traffic and allocated resources [90]. Also aligned with ETSI-NFV architecture, FENDE
marketplace [91] enables developers to offer their VNF-based services, while users can select
Virtual Network Functions (VNFs) from the service and VNF catalogue, compose custom
service chains and instantiate them in public or private cloud infrastructures. NECOS
marketplace is a broker-based platform that enables the resource discovery, negotiation
and selection for deploying network slice over multiple administrative domains [92], while
the 5GEx platform focuses on cross-domain orchestration of network services [93]. With
respect to the latter, a hierarchical architecture of multi-domain orchestrators enables the
exchange of business-level information with customers, the service discovery and placement

and supports the VNF configuration and monitoring.

Rathi et al. proposed a Blockchain-enabled multi-domain orchestrator at the edge of
the network [94]. The objectives of this approach are the automated orchestration of net-
work slices over heterogeneous networks and the Service Level Agreement (SLA) assessment
for 5G services using smart contracts. Nubo is a virtual service marketplace created to
connect providers and consumers of such services in an edge/cloud computing environment
[95]. Nubo is basically a web portal built over and extending Saranyu [96], which is a de-
centralized application (DApp) built on top of Quorum private Blockchain [97]. Saranyu
is used for the management of cloud tenants and services, providing identity management,

authentication and charging functionality with the use of smart contracts. The authors
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in [98] present an experimental prototype for a multi-administrative domain federation of
5G services using distributed ledger technologies. Its objective is to provide a distributed
federation solution where different administrative domains and providers participate in a
permissioned Blockchain network with a single node. A single generic Federation Smart
Contract acts as a distributed authority to enable secure and trusted interactions for func-
tionalities such as registration to the federation, service announcement/discovery and service
auctioning. The 5GZORRO project proposes an architecture focused on cross-domain se-
curity and trust resource orchestration mechanisms, by coupling Blockchain with Al-driven
operations and service lifecycle automation in multi-tenant and multi-stakeholder environ-
ment [99]. Specifically, smart contracts are used to support multilateral agreements among
all parties that are involved in the end-to-end service delivery. In [100], a Blockchain-based
resource brokering mechanism for end-to-end slice deployment is proposed to secure trans-
actions in the resource auctioning procedure. Upon a slice request, the slice is divided in
sub-slices and an auction mechanism facilitates the resource providers to make bids for every
sub-slice. The slice owner selects the best offers for each sub-slice. The authors of [L01] pro-
poses BSec-NFVO, a Blockchain-based system, to enable secure orchestration operations in
virtualized networks ensuring auditability, non-repudiation and integrity. This mechanism is
built on top of the Open Platform for Network Function Virtualization (OPNFV) [102]. The
solution ensures security in delivering and orchestrating end-to-end NFV service chains with
small performance overheads. In [103], a proof of concept Blockchain-based implementation
using distributed applications is presented in the context of operational phases to support
multi-administrative domain networking for multi-domain service orchestration. Also, the
authors analyze three use case scenarios (MEC, 3GPP and ETSI-NFV standards) discussing
standardization opportunities around Blockchain-based DApps as enablers for multi-domain

network services.

3.3 Contribution & Outline

Our work complements and extends the above approaches and creates a Blockchain-based
cross-service mechanism for ECs that alleviate the orchestration overhead and facilitates

the establishment of NSMs. Leveraging the capabilities of smart contracts, the service
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providers and consumers can easily trigger and monitor the lifecycle operations of their
services. Furthermore, based on the power of the smart contracts and OSM, the proposed
Service Orchestrator enables the automated establishment of the cross-service communica-
tion with the minimum resource requirements and instantiation overhead. Briefly, the basic

contributions of our proposed solution in this chapter are summarized as follows:

e At the user layer, we specify the essential functionalities, i.e., registration, service
discovery, service lease and billing, for both network service providers and consumers

to become stakeholders of the marketplace.

o At the Blockchain layer, we update the asset definitions of [104] to facilitate cross-
service orchestration with minimum possible data volume on the distributed ledger and

preserve privacy of the users regarding their Network Slice information and structure.

e At the NFV layer, we provide an analytical description of our novel Service Orches-

trator that establishes CSC orchestration leveraging Blockchain capabilities.

o We provide proof of concept results that demonstrate the applicability and efficiency

of the proposed approach in terms of deployment time and reserved resources.

3.4 Network Service Marketplace Architecture

3.4.1 NFV-Related Definitions

Towards the establishment of CSC and NSM, it is important to describe the basic NFV
assets that are taken into account in the proposed solution. Aligned with the ETSI-NFV
architecture [87], a service chain corresponds to the network slice, which describes the main
interactions as well as the network communications between the services. Based on OSM
information model [85], a service chain is described in the Network Slice Template (NST).
An example of such NST is shown in Listing[l}] The main fields of the NST are the netslice-
subnet and the netslice-vld. The netslice-subnet objects are the declared services of the slice.
For each service, the slice owner determines the corresponding network service descriptor
- which in OSM model is defined as nsd in the nsd-ref key, the name of the service and
a Boolean key about enabling sharing for a specific service with other slices, in the is-

shared-nss field. Therefore, a slice owner can share any of the services that is included in
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an NST. The netslice-vld objects correspond to the networking management of the service
chain. A netslice-vld object consists of various parameters. These parameters refer to both
Management and Orchestration (MANO) level information (e.g., the identifier, name of
the virtual network - vld) and to the Virtual Infrastructure Manager (VIM) level, such as
configuration about VIM networking. Also, the connection points for each service, which
is attached to that vld, are included. A network service consists of one or more VNFs, in
which the necessary functionality of the service is implemented. Each VNF constitutes of a
specific instance at the VIM level.

Considering the above features of the OSM Model and based on the ETSI-NFV architec-
ture, we can design appropriate architectures and implement efficient mechanisms, in order
to facilitate the cross-service interaction between services of different slice owners, leading
to the network service marketplaces establishment.

An example of CSC is illustrated in Figure where two network slices are deployed,
with one shared NS between them. The network-slice-1 consists of three NSs: network-
service-1-1, network-service-1-2, and network-service-shared and two Virtual Networks: vld1-
1 and vdl1-2. In the descriptor of the shared NS, three connection points are defined, while
the slice owner sets as true the is-shared-nss parameter in the NST descriptor. Then, an-
other slice owner is interested for deploying a new slice (NST ID network-slice-2). This
slice will include two new NSs, namely network-service-2-1 and network-service-2-2, and
the shared NS of the first network slice, network-service-shared. A connection point of the
shared NS is necessary to create a virtual link between the shared NS and the vld-2, the
virtual network of the second network slice. In such a way, the CSC is established without
creating a new instance of network-service-shared and the instantiation time, the consumed
resources, and the monetary cost are reduced for both slice owners. Beyond the basic set
up of CSC, further functionalities, such as shared policies and billing, must be realized in

order to provide a secure communication scheme in this multi-domain environment.

3.4.2 System Architecture

Our proposed Blockchain-based service marketplace architecture is designed in alignment
with the ETSI-NFV standardization activities, and supports all phases and functionalities

of an NSM, including registration, advertisement, leasing, orchestration, usage and billing.
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Figure 3.2: Network Service Management Architecture

Figure provides a high-level overview of the components of the NSM architecture. As
it is shown, the architecture consists of three layers corresponding to different functionality

elements and operational phases.

User Layer

The User layer provides the essential functionality required for the interaction of the users
with the NSM, as it is shown in the left part of Figure Through a client, portal
and/or some dashboard, both service providers and consumers can register a service available
for leasing, discover service features, request service lease and trigger service instantiation,
and establish CSC. In addition, this layer provides to the users monitoring and billing

functionalities for the leased network services. Any data storage or retrieval is performed
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Listing 1 Provider’s NSTD

# NST descriptor example of a Service Provider. The slice consist of 2 Services.
# The second of them is shared among other slice tenants.
nst:
- id: provider_slice_nstd
name: provider_slice_nstd
SNSSAI-identifier:
slice-service-type: eMBB
quality-of-service:
id: 1

netslice-subnet:

- id: provider-service-1
is-shared-nss: 'false'
description: NetSlice Subnet (service) composed by 1 vnf with 2 cp
nsd-ref: provider-service-1_nsd

- id: provider-service-2
is-shared-nss: 'true'
description: NetSlice Subnet (service) composed by 1 vnf with 3 cp
nsd-ref: provider-service-2_nsd

netslice-vld:
- id: slice_vld_mgmt
name: slice_vld_mgmt
type: ELAN
mgmt-network: 'true'
nss-connection-point-ref:
- nss-ref: provider-service-1
nsd-connection-point-ref: nsd_cp_mgmt
- mnss-ref: provider-service-2
nsd-connection-point-ref: nsd_cp_mgmt
- id: slice_vld_data
name: slice_vld_data
type: ELAN
mgmt-network: 'false'
nss-connection-point-ref:
- mnss-ref: provider-service-1
nsd-connection-point-ref: nsd_cp_data
- nss-ref: provider-service-2
nsd-connection-point-ref: nsd_cp_data

by invoking the appropriate smart contracts through the Blockchain layer’s interfaces.

Blockchain Layer

The Blockchain layer handles through smart contracts all information required regarding
users, services etc. This proposition leverages the Blockchain functionality, the smart con-
tracts and the components described in [104]. Additionally, as it will be described in the
following sections, we update and extend the above components.

As shown in the middle part of Figure[3.2} the Blockchain layer architecture refers either

to a single EC deployment or a multi-domain EC environment, which can be either single
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or multi-administrative. In both scenarios, each EC is considered to be an individual orga-
nization in the Fabric Network. Each organization has instantiated a Fabric Peer with the
smart contracts, a Certificate Authority to manage identities and a Ledger. The information
on the Ledger is identical in every EC. All organizations join a common Fabric channel and
finally the orderer handles the consensus mechanism and is responsible for ordering transac-
tions, creating new blocks and distributing a newly created block to all peers in a channel.
The Blockchain Layer also forwards all cross-service orchestration requests and information

to the Service Orchestrator of the NFV layer, which is thoroughly analyzed in Section

NFYV Layer

Aligned with ETSI-NFV architecture, the NFV layer is responsible for the network service
instantiation and the establishment of the cross-service communication. On top of this layer
our extended Service Orchestrator offers additional functionality elements and abstractions
to OSM, in order to enable fully automated CSC. The Service Orchestrator handles the
above by interacting with OSMs APIs. Section provides analytical description of the

developed Service Orchestrator.

3.5 Network Service Marketplace Operations

In this section, we describe the concepts and phases of the proposed Network Service Mar-
ketplace. The main concept and ambition of the NSM is to enable EC tenants, even from
different providers or domains, to act as providers of their own services to candidate cus-
tomers, or being consumers of off-the-shelf services instead of having to develop and deploy
them on their own. Such services could be for example image recognition services, media
caches etc. For that purpose, we implement a distributed Blockchain-based marketplace
using Hyperledger Fabric. The Blockchain solution enables untrusted parties to interact
and perform transactions in a trustworthy and secure environment, through smart contracts
without any intermediaries involved, and use the Blockchain distributed ledger as a datas-
tore for our marketplace. Additionally, as the proposed NSM is aligned with the ETSI-NFV
architecture, any ETSI-NFV-based EC can join the marketplace by just installing a Fabric

Peer with its ledger and the smart contracts instantiated, accompanied with a certificate
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authority. For the case of EC, this process requires a very small amount of resources and
minimum administrative overhead from the providers. Below we present in detail all func-

tionality of all the layers of the proposed NSM.

3.5.1 Marketplace Functionality

The User layer supports the interaction of both providers and users with the NSM and it

provides the following functionalities,

¢ Registration: In the Registration phase, a tenant of an EC registers to the mar-
ketplace. Also, some minimum information described in [3.5.2] is provided about the
tenant’s Network Slice for orchestration purposes. In the registration phase, a tenant
can also register a service for leasing providing information about the service to be

leased, quotas pricing, etc.

e Advertisement: After a service is registered for lease and committed to the data-
store, it is automatically retrieved and advertised in a service catalogue for the rest

marketplace users, in order to browse and select it for lease in an automated fashion.

¢ Discovery: In the discovery phase, the users of the marketplace can browse and select

a service for lease according to their needs through the service catalogue.

o Lease: After service selection, users request the leasing of a service for a specific time
period, which can be renewed. Upon request, the leasing is granted by the smart
contract and then the appropriate establishment of cross-service communication is

performed automatically, and the leased service is ready to be consumed.

o Usage: In the usage phase of a leased service, depending on the pricing model of the
service, the usage of the service is monitored and stored in the data store for logging,

while the user can track the usage of the leased service.

o Billing: Depending on the usage monitoring data of a leased service and the pricing
model defined by the service provider, billing is calculated by a smart contract and
the appropriate fee is sent to the consumer for a specific predefined time period. Also,

the users can monitor their usage and expected fees at any moment.
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As an example, we present the workflow of the Register Lease function of the smart
contract that corresponds to one the Lease functionalities of the user layer. This function
grants a requested service lease, commits the Lease object in the data store as described in
and supports the CSC orchestration process. As depicted in Figure [3.3] when a user
requests a lease, the client invokes the register function of the Smart Contract. All attributes
of the Lease object are provided as input. Then, the Smart Contract checks if the requested
Service for lease exists in the ledger. If the Service exists, then the Smart Contract checks
the received service object from the ledger to validate that the service requested belongs to
the grantor specified in the request. Lastly, the Smart Contract checks if the lease requested
has already been granted and already exists in the ledger. If it does not exist, the lease is
granted and committed to the ledger and the client is informed for the lease success. If any
of the above validations fails, the smart contract returns to the client the appropriate error

message. The above functionality corresponds to the Request Lease operation as depicted

in Figure More details about all developed smart contracts can be found here [105]

3.5.2 Service Data Store-Blockchain Functionality

As above mentioned, we leverage Blockchain technology and smart contracts to support the
network service lifecycle of the NSM and use the distributed ledger as the NSM data store,
while ensuring trust, security, authenticity, integrity and immutability. In this subsection,
we focus on the data stored in the data store. The data store is one of the most important
components of the marketplace as it facilitates the service advertisement, leasing and or-
chestration functions of the marketplace. The stored information on the distributed ledger
contains data both for service advertisement and discovery, and cross-service orchestration.
The data required for the orchestration operations are fully aligned with the ETSI-NFV
standard and refer to information about Network Slices and Services linking to information
also stored in OSM database. Delving into more details, Listing [2] illustrates the structure
and format of the stored data.

Initially, the Network Slice object refers to the set of virtualized computing and network
resources required to deploy an application. The ID and Name attributes refer to the
Network Slice Template descriptor of the slice as described by ETSI-NFV, and the Tenant

attribute points to the object stored in the ledger that contains all information about the
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Figure 3.3: Register Lease Smart Contract Function

slice owner.

The Service object refers to the advertised network services for lease in the marketplace.
As it is shown in Listing [2] it contains the following attributes; ID, Name, Shortname, De-
scription, NsdName and Provider. The attributes of Name, Shortname and Description
are used solely for advertisement and discovery purposes and contain information and func-
tionality description of the service for lease. The attributes of ID, NsdName and Provider
are used for orchestration, management and billing operations. In particular, the NsdName
argument indicates the name of the service’s Network Slice descriptor that contains all in-
formation and descriptions for the slice deployment. The ID attribute indicates the unique

identifier of the service’s Network Slice instance. The Provider attribute points to a Network
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Slice object in the ledger that contains the information of the Network Slice of the provider

and the tenant to which it belongs.

Listing 2 Data store formats.

//NetworkSlice data struct def
type NetworkSlice struct {
ObjectType string ~json:'"docType""

ID string “json:"id""
Name string “json:'"name""
Tenant Tenant ~json:'"tenant"~

}

//Service data struct def

type Service struct {
ObjectType string ~json:"docType""
ID string “json:"id""
Name string "“json:'"name""
ShortName string " json:"short_name
Description string "“json:'"description"”
NsdName string "“json:'"nsd_name""
Provider string " json:'"provider

//Lease data struct def
type Lease struct {
ObjectType string “json:"docType

Grantor string “json:"grantor""
Recipient string “json:"recipient"”
Service string “json:"service""
Issue int32 “json:"issue""
Expiry int32 “json:"expiry""

Revokers [Istring ~json:"revokers""

Finally, the Lease object contains the stored information in the distributed ledger when-
ever a lease is granted. The Grantor and Recipient attributes refer to the Network Slice
descriptors of the Provider and the Consumer respectively for orchestration purposes. The
Service argument contains the ID of the service to be leased as described above, while the
Issue and FEzxpiry attributes indicate the duration of the granted lease. Lastly, the Revokers
attribute is an array containing the identities of the users or entities that can revoke the
lease.

Regarding the Network Slice and Service objects, we aim at maintaining only the
essential information for orchestration in the ledger for the following two reasons. Initially,
preserving the users’ data privacy is one of the top priorities of the NSM. With this capacity,
we only store the name of the Network Slice’s descriptor in the data store and not the whole

descriptor which would reveal internal details and structure of a deployed slice. When or-
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chestration is requested, our Service Orchestrator can retrieve the whole descriptor securely
from the OSM’s API to perform the required operations to enable CSC without storing any
data. This procedure and all related operations are thoroughly presented in Section
Secondly, storing only the name of the descriptor, instead of the whole or partial information

of it, we preserve the minimum amount of data in the data store.

3.6 Network Service Lease and Orchestration

In this section, we describe the lifecycle and component interaction of an automated cross-
service orchestration. At first, we discuss the interaction lifecycle of the three layers of the
architecture depicted in Figure [3.2] and then we present, step by step, the operations and

interactions performed in the NFV layer within this lifecycle.

3.6.1 Network Service Lease

In this subsection, we briefly describe the lifecycle of a network service lease and cross-service
orchestration. As Figure illustrates, a client or dashboard sends a lease request to the
Blockchain layer invoking the smart contract. If the lease is successful, its information is
stored in the distributed ledger and the client/dashboard receives the appropriate message.
After the acknowledgement of the successful leasing, the client/dashboard requests the ap-
propriate CSC orchestration from the NFV layer by contacting the Service Orchestrator.
Upon completion of the orchestration, the NFV layer returns a confirmation message to the
client and invokes the smart contract, so that the establishment of the CSC is committed

and stored to the distributed ledger mainly for logging purposes.

3.6.2 Network Service Lease Orchestration

The main interactions between the Service Orchestrator component of the proposed archi-
tecture, the MANO, the Dashboard and the Blockchain layer are presented in Figure [3.5
In this subsection, we describe these interactions, from the scope of the NFV layer, in order
to clarify the key functionality of the proposed Service Orchestrator. As a first step, the
interested client for CSC instantiation, posts a request on the Service Orchestrator API. The

request consists of the NST descriptor (NSTD) name, which is onboarded in the OSM and
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Figure 3.4: Lease and Orchestration Lifecycle

describes the service chain of the client, alongside with the identifier of the specific service
of the provider, for which the user is interested in cross-service communication, among the
set of the registered services in the data store. At the second step, the Service Orchestrator
requests the provider’s NSTD for the CSC-available service and extracts the necessary data
from the descriptor file. Looking back on Listing[I} where an example of a NSTD of a service
provider is depicted, we assume that a client is interested in the network service with iden-
tifier “provider-service-2”. In order to update the client’s NSTD, we need the information
stored in the netslice-subnet object, which matches with the id attribute, and the netslice-vid
objects for the corresponding connection points of the desired service. Listing |3|illustrates
the extracted data in a JSON file for the "provider-service-2” service. After retrieving the
mandatory data from the provider’s NSTD, the Service Orchestrator requests the onboarded
client’s slice NSTD. Then, using the extracted data from the provider’s NSTD, the Service
Orchestrator updates the client’s NSTD accordingly, in order to be able to access the shared
service. The updates in the descriptor refer to the addition of the shared-service object
of the netslice-subnet field in the JSON file, and the corresponding connection points at-
tachment at a management-network and a data network of the client’s slice. The additions
take place in the YAML NSTD file of consumers, in the corresponding fields. Finally, the
updated NSTD is used for the instantiation request. For the instantiation, the Service Or-

chestrator constructs a configuration object, with parameters that refer to the VIM layer, in
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Figure 3.5: CSC interactions and operations

order to enable the network connections between the services of the client and the provider.
After a successful instantiation, every component of the proposed architecture receives an

orchestration success message.
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Listing 3 Provider’s extracted shared info.

{
"netslice-subnet":
{
"id":"provider-service-2",
"is-shared-nss": true,
"description": "Provided service for cross-service interaction",
"nsd-ref": "provider-service-2_nsd"
},
"mgmt-connector":
{
"nss-ref": "provider-service-2",
"nsd-connection-point-ref": "nsd_cp_mgmt"
},
"data-connector":
{
"nss-ref": "provider-service-2",
"nsd-connection-point-ref": "nsd_cp_data"
}
}

3.7 Experimentation and Results

In this section, initial evaluation results are presented, aiming to demonstrate the benefits
and feasibility of our proposed approach. For the assessment, the following experimental
setup has been used. A virtual machine instance of 4 vCores and 8 GB of memory run-
ning Ubuntu 18.04 was used to deploy a test Hyperledger Fabric network v1.4 with two
Fabric Peers with all instantiated smart contracts. OSM v8.0.4 as the MANO component,
Openstack 5.4.0 as the VIM and the developed Service Orchestrator were deployed in a Vir-
tual Machine (VM) with the same specifications. The Service Orchestrator is developed in
Python [106] and the API was built using the Flask framework. The client is implemented
as a python script interacting with the Blockchain and NFV layer as depicted in Figures
and Our evaluation scenario is performed using a single EC. We evaluate our solu-
tion in terms of orchestration time overheads and resource consumption compared to known
practices in the literature for cross-service communication.

In terms of time overheads, OSM takes an average of 38 s to perform the cross-service
orchestration (consumer slice instantiation) while all API and Blockchain interactions add
an average of 2-s overhead. Thus, the interaction between the client, the Blockchain layer,
the Service Orchestrator and the OSM corresponds to the 5% of the total cross-service

orchestration time, which is considered insignificant for practical purposes. As far as scaling
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is concerned, depending on the version of Fabric and the programming language the Smart
Contracts are developed, Hyperledger Fabric can perform from 194 transactions per second,
up to 592 transaction per second (commit to ledger operation) for our assets size [L07] , while
Openstack can process up to 5 transactions per second for network creation [I0§], which is
the operation needed to enable CSC. Taking also into account that Openstack is one of the
industries standards for Cloud, Edge and NFV infrastructures, it is evident that the service
instantiation at the NFV layer is the bottleneck in terms of scaling for the establishment of
CSC.

Additionally, the proposed architecture focuses on the minimization of the required com-
puting and network resources for cross-service orchestration. For example, in typical cross-
slice communication solutions, an intermediary network slice is deployed to establish the
communication between the provider’s slice and the consumer’s one [86]. In terms of re-
sources, this solution demands extra computing and network resources, such as VCPUs,
Memory and Connection Points, in the VIM, where the slices are located. Considering the
simplest scenario, which requires an intermediate network slice just for traffic forwarding, a
VM with a minimal Linux distribution allocates at least one VCPU and 512MB RAM. Fur-
thermore, the more complex requirements the CSC establishment has the more resources the
intermediate slice consumes. However, the resources of an EC are limited and the existence
of many slices with CSC peers leads to the allocation of significant number of resources for
the essential intermediate network slices. Furthermore, the CSC intermediary Slice instan-
tiation from the MANO layer introduces an additional time overhead. On the contrary, the
Blockchain-based CSC is minimal and only the existing connection points are routed and

connected in the virtual network through the NST descriptor updates.

3.8 Conclusions

In this chapter, we presented a Blockchain-based network service marketplace and a resource
orchestration mechanism to enable cross-service communication in edge clouds. Based on the
ETSI-NFV architecture, the proposed solution allows the stakeholders of the marketplace to
interact trustfully in a multi-domain or multi-administrative environment. Furthermore, we

introduce a novel Service Orchestrator that offers abstractions and functionality to automat-
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ically orchestrate cross-service communication for service consumption to enable off-the-shelf
leasing of services. We presented this process following a step-by-step approach, from lease
to service usage by the consumer. Our proposed solution brings promising results, as the
essential operations to enable CSC add only an insignificant overhead to the total orches-
tration time. The rest of the time is consumed by the operations made by OSM and the
according VIM to instantiate the CSC. In addition, compared to other proposed solutions
for CSC that require intermediary slices, our work does not require extra resources to estab-
lish the cross-service communication. These metrics indicate that the proposed architecture

and solution provides efficient, fully automated and seamless CSC orchestration.
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Chapter 4

Conclusions & Future Work

In this Chapter summarize the conclusions of our dissertation we will talk about our thoughts

that could lead us in interesting future research directions based on this thesis.

4.1 Conclusions

Throughout this dissertation, we discussed and addressed challenges in the life-cycle manage-
ment of services in federated edge-cloud environment, while enabling trust between involved
parties in such context.

In chapter we introduced two reputation-based trust management frameworks for
cloud service and service provider performance assessment and evaluation. Both solutions
are collaborative, in the sense that they also use data from SLAs that are offered to assess
and compute the reputation value of a service based on modified MCDM methodologies,
as described in chapter In both frameworks, we introduce credibility mechanisms that
protect our system from malicious actors and evaluations. Our proposed frameworks through
reputation values quantify the subjective collective opinion of a service’s performance. In
this way they enable trust, while at the same time they facilitate the service selection,
monitoring and performance assessment stages of a service life-cycle. Experimentation on
real infrastructure and simulations demonstrate the better performance compared with other
proposed in literature, the importance and robustness of the credibility mechanisms and the

high importance of mixing several numerical and fuzzy metrics in the computation of the
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reputation score.

In chapter we propose a blockchain-based NSM for off-the-self leasing of services
provided by federated edge cloud providers and tenants along side with a novel CSC or-
chestrator. Blockchain, as a trustless system, enables trust in towards the platform and it’s
transactions through its consensus mechanism and the way smart contracts operate. Our
proposed multi-domain architecture is highly scalable, new edge computing providers can
be added at any time with minimum administrative and resource overhead. This solution
handles or assists every step in service’s life-cycle and it is aligned with the ETSI-NFV stan-
dards. Our novel CSC orchestrator offers abstraction’s over OSM and can automatically
assisted by blockchain to handle the orchestration with insignificant time overheads and no
extra resources compared to other propositions in the literature as shown by implementation

and experimentation.

4.2 Future work

Based on the work in this dissertation, we would like to contribute some interesting ideas
for future development and enrichment of our work and significant synergies that can occur
between the different solutions presented.

Firstly, our trust-based solutions could be enriched with more sophisticated QoS and QoE
KPIs in order to be able to express even more accurately the diversity of the requirements
of the unique user. In addition and most importantly, exploiting the reputation scores
and the ability to provide custom weights for each criteria, the reputation system could be
complemented by a recommendation system that will process the information and navigate
the user through selection instead of the users evaluating provided services through their
processing of the reputation values.

Secondly, for our trustless blockchain-based solution, while it’s architecture is multi-
domain and highly scalable our novel orchestrator, mostly due to infrastructure restrictions
in the development phase, is developed and tested for services in the same edge cloud
provider. Incorporating the same principles and abstractions it could be easily extended to
handle orchestration incorporating multiple VIMs and by extension multiple providers.

Last but not least, with the above extensions of the two approaches separately in mind,
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by combining both approaches a truly complete solution for service life-cycle management in
federated edge-cloud environment could occur. With the trust management frameworks on
top, providing trust towards the performance and services, handling recommendation in the
selection process and providing service monitoring performance assessment and SLA guar-
antees. The blockchain solution below it, providing trust in all transactions required in an
NSM, enabling the federation of edge clouds through the marketplace, handling orchestra-
tion and facilitating every step of a service’s life-cycle from automated service advertisement

and discovery throughout billing.
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Appendix A

Preliminaries on Fuzzy Sets

The basic concepts of fuzzy numbers and their mathematical operations are presented in the
following. Zadeh defined the fundamental concepts of fuzzy logic and sets in [109]. A fuzzy
number A = is a fuzzy set and its corresponding membership function p4(z) must hold the

following properties,
- pa(z) : R — [0, 1], which means that is continuous and normalized fuzzy set.
- For exactly one element xg, pa(zo) = 1.
- pa(x) is a convex fuzzy set.

In our proposed fuzzy approaches, we use positive triangular membership functions

(TMF), as shown in Figure that are defined as,

2=l if 3 € [I,m)]

m—1
pa(z) = 4=t if x € [m,u] (A.0.1)
0 otherwise

Assuming that | < m < u, a fuzzy number is denoted as the triplet A = (4, ma,ua). The

following mathematical operation between fuzzy numbers are defined according to [3],
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Figure A.1: Triangular Membership Functions

A®B=(la+1lp,ms+mp,us+up),
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AQB= (lA/uB,mA/mB,uA *ZB).

(A.0.2)
(A.0.3)
(A.0.4)

(A.0.5)

The comparison of fuzzy numbers is not straightforward. The most common comparison

method is the defuzzification of these numbers; converting them into crisp values. Many

defuzzification methods were proposed in literature. Adopting the defuzzification approach

of [67], the crisp value A of the fuzzy number A is defined as,

l+4m +u
6

A:
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