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HeptAndn

Ta tedevtala ypdvia , To cloud computing tetvel va yivel To xuplopyo uéco avdntuéng eqop-
uoyov. Mepwol and Toug Adyoug mou odfynoav ce autod, elvar 6Tt To cloud computing,
EOYETOL VoL AVTIXATAC THOEL TO LYMAG x60TOg cuvThenong Tou hardware, xadde Thpa To
xavelg umopel oxdua xou var voutdoet omodoxpuopéva hardware. 'Eva dhho mhcovéxtnua
GElo avapopds, elvon 1 xhwoxwootnTa TNy onola tpoc@éeet to cloud computing. Ilo-
pudElYpOTOC YdpLY, wla epapuoyn 1 onola Vo ypeiaotel plar avodiuion, 1 avoBdiuion autn,
yivetan ebxolo vAoroowr eav To hardware dev elvon dpenxtol GUVBESEUEVO UE oUTH), ONAADY
elvon vhomotnuévn pe TN Pordeia Twv cloud services, to omola GUVATL Vo TEEYOUV OE ATO-
woxpuopéva uetal Toug unyaviuata. To yeyovdg autd, amotéheoe To Evauoua yiot TOMAES
etoupeleg vor 0dnynioly oTNY avTIXUTAC TUOT TWV TOTUXWY UTOB0UMY TOUS , OL OTolES Elvor
0LOXOAAL DLALYELRIOWIES ATTO ATOUUXPUOHEVES UTNREGIES, TOCO Yo TNV amo¥XEVCT], TOV UTOA-
OYIOUO BEBOUEVLY XAl YEVIXOTEQRX YLal TNV VAOTOLNCT) EQUQUOY GV, ENEVOUOVTAS UEYIAX TOTT.
BéBona, Aoyw tTng oovouxhc BUVoUNG XAmotwy Alywmy Tov aptdud ETOUEEWWY, TO UEYOAITEQO
uépoc tou cloud computing cuyxevtpwveton o autéc. AuTo Ue TN oEEd Tov, 0ONYEL 0T
onutovpyia emnAéov mpofBinudtny. Evdewtind avagépoupe {ntiuata adlomotiog, xodog
Ayec tov apriud etanpeleg Soyetpilovton Yeydho 6yxo dedopévwy, ta omola elvon oe Yo
VoL TOL EXUETAAAELUTONY OTwg exclveg emupoly. Enlong, ol etanpeieg autéc Adyw Tou yovor-
wAelou toug oTo cloud computing, xadopllouv ol Bieg T TwéS ToL amoUTOVY Yl TNV
TPOC(POPA UTNRECLOY, OTwe elvor 1 anodrixeucr dedouévewv.H teyvohoyio tou blockchain
AmOTEAEL YLoL OAUVIXT) EVUANOXTIXT YIoL TNV AVATTUEY ATOXEVTPWUEVWY EQapuoy®y. TTo ouy-
xexpyéva, to ethereum ypnowonoiel tn teyvohoyio Tou blockchain xou pé ) Bordeia Twv
smart contracts, dnuloupyel euVOXES CUVIAXES YLt TNV OVATTUET ATOXEVTPOUEVKDY EQUQ-
HOY V.

Y16)0¢ Yog 0TV TopoNoo BITAWUATIXY, HTOV VoL ONULOVEYHOOUUE Lo ATOXEVTIPWUEVT oY 0pd
Yl TN AmOUAXEVGOT) OEDOUEVLY, YENOHIOTOLOVTS TN TeYVoloyia Tou ethereum xou o cuy-
xexpyéva o smart contracts. Me autd to TpoTO OL YproTeC oL omolol YEAoUV Vo voixid-
GOUV ATOUNXEUTIXG YOPEO , Vol UToEOVY VoL TO TETUYOUV OF TROCLTES TWES, EVE OL YPHOTES
oL omofol €Youv TEPLECEVOUUEVO amoUNXELTIXG YWeo, Vo umopoly vo xepdilouv yeruato
Tpocépovtdc Tov. Eueic, yenowonoimooue tn te)voloyia Tou blockchain oo yecdlovta o

omofog Satnpel xou ETXLPOVEL EVERYELES exTOC TNe ahuoidog (off-chain operations).

AéZeic-KAe101d
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Abstract

In recent years, Cloud Computing has become the de facto standard platform for appli-
cation development and deployment, due to the various advantages that it offers. These
include the low costs associated with hardware infrastructure (since the latter is being
rented and located off premises), as well as its vast capacity which allows it to scale
indefinetely much, theoretically. The prevalence of Cloud Computing paradigms and
their adoption by a large portion of the industry, themselves translate to heavy invest-
ments in few Cloud Service Provider companies, which nowadays control a huge share of
the global market.The gradual development of such power poles is deemed problematic,
since it is prone to trust an reliability issues : a handful of companies entrusted with
storing and manipulating huge amounts of data, often in an opaque manner, raises con-
cerns about the possibility of their non-consensual exploitation. Moreover, the pricing
of Cloud services (such as storage) is affected by their centralization in a manner that is
harmful to the end users: the existing oligopoly and the vendor lock-in enables providers
to effectively set their prices almost unilaterally.

In this thesis, we attempt to create the infrastructure for a decentralized storage market,
by leveraging Ethereum and the principles of Blockchain technology that underpin it.
Blockchain constitutes an ideal alternative to the Cloud for developing decentralized ser-
vices and applications. Ethereum revolutionizes Blockchain by establishing the notion
and the mechanics of Smart Contracts, which we make great use of: in our system, users
who need storage are enabled to rent it in affordable prices, while users who have excess
storage space are allowed to earn money by providing it. To ameliorate the reliability
and trust issues entailed by its decentralized nature, our system incorporates a mecha-
nism that allows users to verify that providers actually store the data, by leveraging the

distributed ledger to keep track and validate off-chain operations.

Key-Words
blockchain, dapp, Ethereum, Smart Contracts, merkle proof, proof of storage, merkle

tree, cloud-computing, solomon-reed, redundancy
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Chapter 1

Avdluon TpoAYuATOS Hou

xivntpa

1.1 IIeéBAnpo

To tehevtador ypodvia, To cloud computing yenowwomnoleiton xoto x6p0v o€ TOAOUS TOUE(S
e Brounyaviog. Extéc avtol, To cloud computing yenoiuomoleiton xou yior amovfxeuon
dedopévemyv (data storage)[b]. Ipdypott, ov épeuvec delyvouv 6Tt to 90% Twv RdN -
Goyoviwy etoupeldv anodnxedouvy to dedouéva toug ato cloud. AZ{ler va tovicoupe 6T
n Owyelplon tou cloud storage amotelel HOVOTOMO Aywv eToupelwy oL onoleg amohauSd-
VOUV Ta x€p0N amo ouUTO TO YoVOTWAELD. AvaluTixdtepa, 800 etaipelec amoiauBdvouy to
49% tnc ouvohuxric ayopdc tou cloud[6]. To yeyovée autd, eyeipel epOTAUATI KOS TPOC
v o&lomoTtio xomg xaL To TEOTO BLoyElploNe TwV SEGOUEVKY QUTWY XAl AUTHOY oo TIC
eToUEElEC QUTES. X TNV TPOXEWEVT) TERIMTWOT) Ol ETAUEEIEC AUTES ATOTEAOUV TO LOVAOLXO UEGO
oto onolo eumoteleTon 1 exdotote etanpeio/ ypnotne To dedopéva tou. Ta tehevtaio yeo-
via oL eTanpeleg auTég anoteholy otdyo Yo emdéoelg Tpitwv. Ol embéoeic autéc Peloxouy
Tpboopo €dapoc xadie exueToAevovTaL xevd acpoleiag (security breaches), o onola

€)OLY Ol CUYXEXPWEVES ETAUPELEC.

‘Epeuvee detyvouv, 6Tt 10 7T0% twv etoupeiwv mou acyololvto Ue tnv anoVfxeuorn de-
douévmyv €youy Téoel Yoo enideone amo ydxep pe anotéleoya 11 Soppor dedouévmy (data
leaks) [7]. To omotéheopa elvar vo augrofnteiton 1 Slc@EALON TOGO TNG WBLWTXOTNTOC
(data privacy). Luv toig dAAoLC, TOAAES QORES Tal BEBOUEVA TWY YENOTOV YpNOLLOTOLOUV-
Tan v AOYoug exueTdAAeuong 1) divovton oe tpltoug Omwe Ty Olapnuio Tixég etonpeieg. Ev
oAlyolg, To YEYOVOC OTL Tar Bedouéva anoUnxebovTon o€ Alyoug Tov apliud Tapdyoug odryel
oTo Vo amoTuyydver 1 anoxévipwor (decentralization), n omoflo amoteel xan évar Baocnd
oxond mou emtekel 1 Onopdn Tou cloud. Emmiéov, o yerotec Yewpoly dedopévo Ot Ta
XELTHELL AUTWY TV AlYwV Topdywv dev TANeoly oxomuotntes. ‘Evog dhlog anotpentindg
TPy OVTAC TOU HOVOTIwAioU auTol, elvon dTL ot Tépoyot eivon oL uévot ot onotot xodopllouy

TIg TES xadOTL BEV UTEYEL AVTUYWVIOUOS. ANNOC EVOC ATOTEENTINOG TapdyovTaS Efval TO
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YEYOVOC, OTL Tat OEB0OUEVA GUVATWE AmOUNKEVOVTOL W EYOLY OO TOUC TOROYOUS DEDOUEVLV
(data centers), ywpic va vgpiotavtor xdrow xpuntoypdgnon (data encryption), xdt mou

xdver o Bedopéval Twv yeNnoTdvy vo elvar ebxoha npoofBdotuo. [13]
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1.2 Evaiiaxtix? Ilpocéyyion

M evilapépouca Aoar , 1 omolo umopetl var SGoet yiot AN Teocéyyion oto {Atnua elvor To
blockchain. ‘Onwe avagpépeton xou otny tepiAndn e SimAwUatixig, oTdy0og TNe Toeolorng,
elvon 1 dnuoupyior Wag amoxevTpwuévng ayopds yio TNy armodrixeuon dedouévey. Méow
e ayopdc auThc, oL ypHoTes ol onoiol Vélou va vouidoouv anodnxeutixd yweo(renter),
Yo ebvoar oe Véom va to emtiyouv oe mpooitéc Twés. AvtioTolya, ol yeroteg ol onolot
€)OLY TEPLOCEVOEUEVO AMOUNXEUTIXO Y e, Vo elvon oe VE€an Vo xepdllouvy yperuato Teoo-
pépovtdg Tov. I'a n dnuovpyia aUTAC TNG ATOXEVTPWUEVNS AYORAS, YEYOWOTOLACOUE TNV
teyvohoylo Tou blockchain. Yto onuelo autd a&iler va toviotel, 6t 1 To blockchain, 6¢
uTopel vor yenotporotndel autoloto we anodnxeutind Yéco, Yo Adyoug ow Yo e&nyRoouue
TapaxdTw. o Tov avetépw Aoyo, To blockchain, yenowomnoteiton we pecdlovtag o onolog
el ¢ xOplar Aettoupyio v Slortnpel xon vor ETXUpOVEL EVEPYELES EXTOC TNS ahuotdog (off-
chain operations).Ila v vAomoinon tou cuoThuatog pag xdvaue yehon tou Ethereum
, To omolo elvan €val xPUTTOVOULCUA TIou YenowoTnolel tn teyvohoylo Tou blockchain xou
TROXELTOL VoL TEPLYPAPOUPE GTO EMOPEVO uToxePdhoto. Apyixd, o avagpépouue Alyo medy-
potar o Ty T voloyia tou blockchain.

H teyvohoyia tou blockchain avoagépdnxe yia npddtn gopd to 2008 and tov Nakamoto[8] .

Blockchain

/\/\/

Block
DO D1 D2 D3 .
MO M1 M2 M3 Block metadata

/\/\_/B

H2 is chained to H1

H ’
=
N

FiGURE 1.1: Blockchain

O Nakamoto nepléypae €va xpuntovouioua to bitcoin to omolo otnplleton oty TeYvohoYio
tou blockchain. To blockchain ovolwoTtind eivon pior auetdBantn (immutable) Bdorn de-
douévwy, n onola amoteleltan and xoppdtior (blocks) cuvbedeuévwy petall toug uéow
dewtv xatoxeppotiopol (hash pointers), otnv nepintwon tou bitcoin ta blocks autd
amotehovvTaL omd oovouxés cuvahhayéc (cryptocurrency transactions) petald Siopope-
oV yenotwy. To xopudtior autd Twv cryptocurrency transactions yivovton mine xdde
nepinou dexanévie Aentd amo xdmoto xouPBo (node) N amd opdda x6uPwv (pool of nodes)
u€ow tou proof of work, mou ToAD anAd Aéyovtoc anotehel Evav brute force ahyopriuo yio
v ebpeon evog hash 1o onolo €yel oplopévee mpodtaypagés. H dwadixacio autr etvan ot

APV XM UETETELTAL VLot VoL UTEL TESYUOTL TO UTAOX QUTO GTNY POV 0AUGTOa Yo TEETEL
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va emixupwiel amo Toug LTOAOLTOUS XOUBoug OTL TO ATOTEAEGUN TANEOL TS TEODLOY PUPES.
‘Etol emxpatel 1 Sagpdvela xodog xou 1 évvota tou proof of work eivon 611 0 x6ufog 7 ot
%OUPol oL XATEANEAY GTO AMOTEAEGUO XUTAVIAWMTOY UTOAOYLO TIX00E TOPOUS UE O,TL AUTO
ouvendyeton (xboToc o peva), ywplc va yeetdleton 1 UTapn XEmole XeEVTPAC oEYhC.
To teleutalo yog odnyel oto cuunépacpa 6Tt To blockchain elvan 6viwg TAfpwe amoxev-
towpévo (fully decentralized). Xuvormtxd, Ya pnopoloaye va modue 6Tt to blockchain
ebvan puor xorovepnuévn ohuoida (distributed ledger) mou amoteheiton amo xpUTTO GUVOA-
Aoyéc (cryptocurrency transactions), ot onolec autéc ouvahhoryée eivar Todvounuéves oe
xpovohoyur oeipd xou opetdBAntec. To bitcoin anoteheiton amo accounts, émou xdie ac-
count €yet eva public Key to onolo etvor gavepd xan eva private Key to omolo to yvwp(let

uovo to (dlo to account.
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1.2.1 Ethereum

To bitcoin, anotéieoe tn Bdor yio TNy exeTdAAevon Tng teyvohoyiog authc Tou blockchain.
Ye autd otnplytnxe to ethereum [12]. To xpto yopaxtneiotixd Tou eivor Gt elvon state-
ful , dnAadn, n mpoo¥rxn evée block to odnyel oe wio xan povadix xatdo taon (state). Ewvou

YOPOXTNELO TN 1) PpdoT TToU avapépeTtal 6To TEXVIXO €y ypapo tou ethereum (yellowpaper).[14]

Ethereum is a transaction-based “state” machine; a technology on which all

transaction-based state machine concepts may be built.

Kde xotdotaon (state) neptypdpeton and to d0o eidn hoyaptacuodv (accounts) tou nepléyet

Renneth Ha

FIGURE 1.2: Ethererum Accounts

Efvow @oavepd xan and to oyfua, 0T xan To 500 €l0n Aoyoplaoudy Tepiéyouy Tov (Blo aprdud
nediwyv. H pdvn drapopd éyxertar oo thno account (contract accounts), To onola TEpEYEL
7o bytecode ,to onolo eivan anotéreouo compile wag high level yawooaug, cuvidwe yenot-
womoteiton pior ex twv solidity 1) serpent . H solidity Yupilel 1 yAdooo npoypoupatiolol
javascript, eve 1 serpent Yupiler tnv python. Ilopodétouue evdewxtind wa ewdvo EvOg

smart contract ypouuévou oe solidity.

contract MyToken {
* This creates an array with all balances *
mapping (address => uint256) public balanceOf;

/* Initializes contract with initial supply tokens to the creator of the contract */
function MyToken(

uint256 initialSupply

) {

balanceof [msg.sender] = initialSupply;

} Solidity is the programming

i . language of Ethereum, it allows

: i * Send coins L

: \ function transfer(address _to, uint256 _value) { developers to write programs called
require(balanceOf[msg.sender] >= _value); “Smart Contracts”
require(balanceOf[_to] + _value >= balanceOf[_to]);

balanceOf [msg.sender] -= _value;
balanceOf[_to] += _value;

QeTHereum

—

: I ETHEREUM BLOCKCHAN NETWORK I \

Michele

< All Ethereum code is at github.com/eth: >

F1GURrE 1.3: Solidity Example

O xwduxac autéc amoteAel to smart contracts, to onolo elvon xopudtia Turing complete

xOOWaL, TOU EXTEAOUVTAL AOTOOTOL PE XOTAVEUNUEVO TeoTo (in a distributed manner).H
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onuoupyio €vog contract efvon €va transaction, 6mou To receiver address elvon xevéd xou
to data field mepiéyer o compiled bytecode tou smart contract mou mpdxelTan vou yivet
deploy.[11]. To bytecode tou smart contract exteleiton and to EVM (ethrereum virtual

machine).

Ethereum has its own virtual machine, a stack based machine to push/pop
instructions as in a regular computer with Intel/ARM/AMD CPU. The pur-

pose of the virtual machine is to execute smart contract code.

[12]

To EVM ypnowonotel éva olvoho amo evtohéc (opcodes).Auth tn otiypr) undpyouv 140
opcodes. Kdie evtolr anoteheiton ano 1 byte, enouévng unopolue va €youue €va GUVOIO

aro 256 opcodes.

28 = 256 (1.1)

At any given block in the chain, Ethereum has one and only one ’canonical’
state, and the EVM is what defines the rules for computing a new valid state
from block to block.

3]

Kée popd mou éva block yivetow mine xou xot’enéxtaon nepiéyet xdmota transactions, €yet
0¢ omotéleoya TNV oAlayt Tou state oto ethereum.[10]. 'Eva ané autd ta transaction
UTOPEL Vo TEPLEYEL XATol XAToN TEog €va cuyxepévo contract account. Kdbe tétolo
contract call mou ylvetonw mine €yel w¢ anotéheoyo Ty oAhayt) Tou state oto ethereum
blockchain. Emopévwe, ta smart contracts amoteholv o xawvotouo teyvoloyla mpoo-
pépovTag VewpnTixd TN BUVITOTNTA ONUOLEYINS TEEX TOAADY ATOXEVTPWUEVLY EQUOUOYOV
(decentralized applications ¥ ok dapp), eved oLy YpOVLS BIVEL Pt VEX EVOARAXTIXT OTN)
BLOPAVELD XATOLWY EQUPUOYWY 0TS Vo ATay Yo Tapddelyua pia Yngopopla. Avolyel véoug
0plloVTEC OTNY TPOCEYYLON ULOG ATOXEVTPWHUEVNS EQPUPUOYTC Kot XhoVICEL TOMAG TEBLS OTIC

elvai IoT, finance xou dhho.[9].

BéBara 0t0 onueio autd ofiler va Eexadaploouye OTL, ULl ATOXEVTIPWUEVT] EQUQUOYT TTOU
otneiletar ev mpoxewévew oTo ethereum, dev umopel va avtxatac thoel TAHews To cloud
computing, xad®¢ LTdEYOLY TEPLOPLOUOL TOU TO XaIGTOVY BUGYENOTO GO Uial Uny v ENEE-
epyootag 1 amovfixeuong ueydrou oyxou dedopévwy. To mo yapaxtneloTind mapddetyua
elvon 6Tt éva smart contract mpwy yiver deploy 7 av yivel éva call mpoc autd o sender Yo
TpEmeL vou TAnpwoet oe gas(ether) v o&lo yior Ty extéleon tou. Autéd cupPoivel emeldn
xade opcode Tou bytecode xootiCel. Eniong, étav éva smart contract yivel deploy 7 xin-
Vel éva contract call aAAdlel To state xou autodcg ebvar 0 Adyog mou uTdpyEeL TO X6GTOS AVTO.

ITpénel va TovioTel 6TL €va smart umopel vou el xAmolEG CLUVAPTAHCELS OL OTolEC BEV 00NYOVV
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oTny aAlay?| Tou state Tou ethereum, ot cuvapThcels aUTES Bev €xouv xdmolo x6cTog. Eva
0e0TERO PELOVEXTNU Efvar OTL 1) TN oUTH, Elvor WLLTERPR LYNAT) GoOV aPopa TNV amoxeuo
dedopévey and to Ethereum. To yeyovog autd e€nyeiton 6TL Tor dedouéva autd Yo mpénet vo
wetvouv uévia amodnxevuéva oty ahuoida (blockchain) tou ethereum.Yuunepaouoting,
XAUTOAYOUUE OTL Ol ATOXEVIPWUEVES AUTEG EPUOUOYES HE TN YENOT TN TEYVOAOYIAS TOU
blockchain xat twv smart contracts , umopel va yenowonomdel cov pyecdloviag OoTe va
ETUXUPOVEL GUVOAYES eXTOC TNe ahuotdag tou blockchain (off chain validation opera-

tions).



Chapter 2

Sia Coin

Trdpyouv xdmolo cuCTAUATA Ta OoTtola EYOLY WS GTOYO TNV LAoToinoy Tou storage amo

anholc users. Tétowx elvar To Siacoin.

Ipoxewévou v vAomotfoouue TN Wea yehetrooue to SiaCoin Tto onolo elvar €var cryp-
tocurrency to ornolo yernowonotelton yio TV anovixeuon storage amo users. Xernolonotel
to fileContracts mpoxewévou va emxupdvel 6TL Tpdypatt ol providers amodnxedouv Ta
data yio To omola €youv cudpwvnoet, xotng xat avohopBdouy Vo anodelEouy OTL TEdyUoTL

ol providers €youv Ta dedouéva ot dldect| Toug.

Hoapaxdte, meprypdpeton avohutnd 1 Aettoupyio Tou SiaCoin xa diveton EUpacT 6To Xou-

HATL TOL oG apopd, dNAadT auTéd Tou storage.
To Sia aroteheiton aro 8 modules

® consensus

e gateway

e host

e renter

e wallet

e transactiopool

o miner

e cxplorer

Eudc poc evoiagéper 1 Aertovpyio Twv modules host xau renter. To Sia , émwe xou to
ethereum etvou stateful, dnhadr ahhdlel to state twv modules 6tav éva block ané trans-
actions yiver mine (xde déxa hentd mepinov) Xto Sia, ot hosts elvor urediuvor yior v
armoUrixeuon dedopévmy Twy renters. I'a to Adyo autd, ol renters dnuLoveyoLY cuufoiata

ue toug hosts (file contracts)
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Kdée module ewdomoteiton yior tnv ahharyr) Tou state tou blockchain amd 16 module consen-
sus. To consensus module ewonotel dAa ta modules mou elvor subscribed oe autéd (host,
renter, wallet). To modules (implement subscriber interface) ye tn oeipd Toug ULoTOLOUY

v ProcessConsensusChange.

2.1 File Contract

‘Eva cupPoiao nepiéyet éva collateral amo t6 host cav eyyinom yia 6ha to 6edopyéva Tou
amodnxelel. Av o host oto didotnuo mou amodnxelel To dedouéva TECEL xou YAOEL TO
YEOVix6 OldoTnua 6To OTolo TEENEL av aveBdoel T6 storage proof, ydver 6Ao to colateral
xan modpvel uévo xdmoia and ta yeruata. O renter Bdlel xdmowo siacoins to omolor efvou
Yo ohn TN Ypovixy| didpxewa tou file contract. Xto blockchain avefalvouv pe tn popey
v transactions povo n apyixf cuugovio yetalld renter xou host yia 16 péyedoc twv
0edouévev Tou Vérel o host va amodnxedoel xodig xou 1 x06TOAGY MO TOL host T6c0 Yl
armodrixevon pe TWwéS evog byte, n xootohdynon tou bandwidth. Eniong n xootordynon
yioo TV anotdixevon tolhamhactdleton €mt TOV UVOAIXG apLdud twv blocks mou o host
Yo €yel To dedouéva autd. ‘Emniéov, aveBaiver xou éva transaction xdmoia blocks mptv o
storage proof to onolo mepiéyetl To teheutalo file contract revision, ov dev ylvel renew To
contract de yivovton dhha data upload oto contract. H emxowvwvia yetald renter xou host
yivetaw yéow RPCs (remote procedure calls) offchain ‘Etot, yiveton xou n oy cuppwvia
yiao T Onurovpyla evog file contract pyetold host xou renter. 3to pecodidotnuo amo TNy
opyxh cuupwvia yeta€d host xou renter o renter €yel Tic e€rjg SuvatdTNTEG GGOV AUPOEA

v xivnom Twv Bedouévmy.

Insert new data

Delete Data

Renew Contract (after former file contract has expired)

Download Data
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2.2 Renter

Apywd mapoustdlouye enomtixd tn dour Tou Renter.

Everything is slored under /renter/siafiles

contains SiaDirs. A SiaDir ks a _slaDir file that contains metadata about the slafiles in the dir.

Renter keep metadata of the fle that are currently uploading so we can check the health of files and also
which chunks are in need of repair.
SiaDirSet

each siaflle containg matadata about the file we want to store, pubKeyTable
SiaFileSet L5 ofthe hosts we have currently contracts with. Also contains the chunks. In our case each chunk consists of 30 pleces.
Can keep Info about a chunk If It Is stuck or which host has each piece of the chunk.

workers
aworker |s responsible for sending pleces of different files to a specific host.

uploadHeap ﬂps aflecontractiD with a worker.Se we are going to have at least 30 workers If there Is only ene file currently uploading.
mape the chunks as repairing chunks, sluckHeapChunks and unstuckchunkslt has

Functions also 4 control Channels newUploads, repairieeded, stuckChunkFound, stuckChunkSuccess

a renler can also add chunks by looking at dir meladala and finds low health on them.

UploadAndRepair | runs in the background as lang as renter is on. Listens if @ new Upload churk s found or a chunk which nesds repair
UpdateRenterHealth  ———— constanctly checking renter's heafth

threadedlUpdateRenterHealih ——* Finds the lowest level directory with the oldest LastHealthCheckTime. Then updates the metadata for this ditectory and moves fo the parent directory, until roat directory.

IhreadedSluckFileLoop  ——® Checks the directories if any has stuck chunks, then waits until there is 8 chunk stuck .

worker Each worker |s responsible for a specitic tile contract. It has a heap of unfinished chunks from flles walting
for uploading and a heap of chunks for downkoading

downloadChan

upioadChan

killChan

FIGURE 2.1: Aoy xar Aettovpyia Renter

HostDB

Aoyt mou mepthopBdver Toug hosts Toug onoloug yvwpilel o renter . Awatneel Tig ey ypapéc
yioe x&e host oe pa Sopr) Suadxol 6évdpou, 1 omolo TEQLEYEL TIC TUPUUETEOUE TOU BlopT)-
ulCovton amd Tov (Bo t6 host. Toug amodidel Bder, To omola eivon and ta settings tou host
ol Twéc yia anodnixevon. Ta yenowonoiel wg xetthpto yiow TNy emhoyy| Tuyaiwy host yio
N onwovpyio vewy file contracts. Enlong o hostDB elvan subscriber oto consensus set,
ONAad”| evnuepmveTol o€ xdde ahhory) xotdoTtaons . Xe xdie ohhayn xatdoTtaong yiveto
Tpootxn Véwv host, ol omolol yivovtow announced péow twv blocks. O HostDB ta€ivoyet
autolg Toug hosts yéow tou allowance mou €yet o renter. Av o user 6ev €yel xdvel set 16
allowance , t6te ypnowonotcitar 16 default allowance. To default allowance mepihouBdver
50 hosts, xo expected redundancy 3 (Yo avolbooupe petd T onpoiver autd.). Ernione o
HostDB xdvel avd toxtd ypovixd dlacTdata scan €10l (OOTE Vol OLmo TMVEL ool hosts
am6 owtolg Tou Yvwpellel etvon online xau dpa Siordéaiuol yia upload. Eniong yio xdde host
nepleyel oTatioTid, onhady| mooeg popéc elvon offline. O Renter xdver cuveyy| scan avd

xdmolo AemTd WoTE var Yvwpellel o Tt xatdotaon Beloxovton ol hosts.

HostContractor

Tredduvog yio n Onulovpyia twv file contracts. To contracts mou dnuioveyel o renter ano-
Unxedovtal oto directory contracts w¢ i filename ;.contract. And ta apyela autd dnutove-
yoUvtan to safe contracts Ta onolo amoteroly pid dopun tou ContractSet tnv onola tepiéyet

o host contractor.Emouyévwe o contractor nepiéyel ta old contracts mou elye noAid o renter
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xan €youv ohoxhnewiel, 6oa Eyvay renew xon ooo etvon o toyL . To pubKeystoContrac-
tID avtioToryiCel 6Aa ta public keys twv hosts oe FileContractID mohid xou xouvolpia. O

Contractor eivon enlong subscriber oto consensus set.

WorkerPool
Map omd workers , 6mou xdle worker avahauBdver vo dayelplotel éva file contract Snhadt

avtiototy(letan o éva host .

‘Evag renter eivor umedduvoc yio uploads, tracks, repairs xou downloads evédc file. Ta
opyela evog renter anodnxedovtar oto renter/siafiles .Xtnv opyn o renter €yet évo apynd
allowance 16 omoio xadopilel ye nécoug hosts Yo dnulovpyroet file contracts, xadng xou
GARES apyIXEG TOROUETEOUS TTOU apopoLY Tal cUUPOAata autd. Etol, apyixd évag renter mou

onuloupyelton €yel wg apywod allowance 50 hosts.

Ev ouveyeio, Ya Solyue Tt xdvel o contractor tou renter oe xdde ahhory) xotdo taons(consensus
change) Ye xdde ooy xatdotaone, o contractor eéyyel to file contracts mou éyel o
renter vo eivan doa €yel oto allowance mou puduileton and tov user (default 50, eav un-

Goyouv ot hosts BéBoua xou av o renter éyel ta yprjuata yio xdde contract).

In each consensus change the contractor checks the set of contracts the renter
has against the allowance, renewing any contracts that need to be renewed,
dropping contracts which are no longer worthwhile, and adding contracts if

there are not enough.

AZ{ler va onpetdcoude, 6T To Tapamdve Yivovton epdoov o renter €yet unlocked to wallet
Tou xat €xel hosts oto allowance Tou(mo cuyxexpiuéva Teénet va xdvel set to allowance
tou). To xdle wallet pmopel va mapdler vietepuviotind aprdud unlock hashes ta onola

umopolV va deyToLy siacoins or siafunds .

To allowance mepiéyel config yio To fund mou Yo dwoel o renter 16oo oe bandwidth éco
xan ot storage.Ilepiéyetl tov aprdud twv hosts ye toug omoloug Yéher va dnulovpyricet file
contracts, xadog xou T dudpxeio Tou file contract, xadde xou expected redundancy, xou

dhec puduioeic(expected Download, Expected Upload, ExpectedStorage).

‘Eva usecase tng ouvdptnong maintenance eivon 6t o contractor Iterate through the con-
tracts again, figuring out which contracts to renew and how much extra funds to renew
them with.I'evixd n ouvdptnon auty elvon urtebuvn va Beloxel doa contracts ypeidlovton
refill w¢ mpoc to funding xoddc oo contracts uropolv va yivouv renew . ‘Etot, mpoonodet

vo. dnptovpyroet Tooa file contracts doa €yel To allowance Tou contractor.

Emouévee, otav dnuiovpyeiton apyixd €vag renter xou xdvet set to allowance tou xou €yet
to wallet unlock, npoonadel va dnulovpyrioet x file contracts pe x Siapopetixolc hosts,
avaroya pe t6 allowance tou .To allowance yivetou set and tov user.Epelc unodétoupe ot
éyouue t6 default allowance oOugovo pe té Sia ( hosts : 50, redundancy : 3 ). 'Etot,

oeyxd utohoyileton €€ apyng TO apyixd cUVolo o currency mou S{vel o renter yio xdie
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file contract :
total /50(hosts)/3(redundancysolomon Reed) (2.1)

‘Etol o contractor €yet 16 allowance nou nepiéyet xdmnoteg opyxéc nopauétooug yia T file

contract (Sudpxeia, contract funding)

An allowance dictates how much a renter is allowed to spend in a given

period. O contractor Eexuvd vo dnuovpyet 50 file contracts.

O contractor eAéyyel méco contracts Swdétel excivn ) otyun. Xxomdg elvon vo €yel
ouveywe 6oa contracts €yel oto allowance Tou to onola Ta SnuLovpyel Ye SlopopeTind host
7o xadéva. O Contractor onutovpyel wia blacklist tpoxeiévou va un cuunepidBel xdmotov

host pe Tov onolo €yet Ho1 cupBoiato, xortdlovtag To fdN LTOEYOVTA GUUBOAMA

O hostDB emotpéger éva mAifdog and tuydioug hosts (ueyohitepo tou 50) .O hostDB

eniong mepLéyel yia xdde host Ta settings mou o (Blog o host dragrnuiler.

O contractor Zextvd vo drnurovpyet file contract ye xdde évav and autolc ewg dtou €yet
Tov anoutoluevo apudud file contracts. Anhadr otnyv mepinTtwon mou 6év €xel xavéva file

contract dnutovpyel 50 file contracts .

Apyxd o renter eheyyel yia Tov exdotote host ta settings Tou va 8el 6TL GVTWS XavoToLo0Y

g oupPdoeig. To settings autd Tou host nepthauPdvouy evoeTixd.

e (Collateral:amount that the host will put up as an assurance to the renter that the

host is really commited to keeping the file.

e (Contract Price:The number of coins the renter needs to pay to the host just to
open a contract with him.(Host wants these funds for siacoin fees for submitting

the revision and storage proof to the blockchain)

e UploadBandwidthPrice:is the cost per byte for uploading data to the host

O renter xavel unlock to wallet Tou ye to primary seed tou xau napdyet pe T Bordelo Tou
seed por véa Bievuvon oty onola Yo mAnewdel. Auty) n Siedduvorn tpoxntel and to hash-
ing tou unlock conditions . Hash(unlockConditions) ITio cuyxexpwéva, arno to primary
seed tou wallet mopdyetar éva spendableKey (unlockConditions, secretKey).To primary
seed evog wallet umopel vo mopdyer vietepuivioind aprdud spendablekeys €tol éva wallet
yvwplCovtag To primary seed pnopel va avamopdyet 60ec popéc V€Al Ta spendablekeys xou

va Beel tor SiacoinOutputs to omola avagépovton oe xde éva ano autd. To Leuydpt (sk,

pk) mapdyeton pe entropy H(seed index) .

To unlockConditions amoteheiton and Timelock(uéypl téte dev unopel va unel oo blockchain),
PublicKeys(rtou cuppetéyouy oto transaction, extog av eivan SiacoinInput A SiaCoinOut-

put do €yer mdavode uévo évar), Signatures™(avtiotoiyion éva npog éva pe to public keys).
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To unlock conditions nou €yel éva wallet dev ahhdlouv o timelock. To timelock éyel

vonua xan aAAGCeL uévo 6tav to block yiveton mine.

‘Emetta, o renter dnuiovpyel 16 transaction to onofo apyixd eivar xevéd //cuuminedvovtog
HOVO xdmota amd To MeEdlo Tou, 0TS elvon T6 0ixd tou allowance, 16 apyxd funding Tou
oo file contract.// Xto apyxd allowance n mpotewvéuevn tepiodog evée filecontract eivou
3 unveg mou avtioTolyoLy oe cuYxexEWEVo aptdud blocks dedouévou 6Tl avd BExa AemTd

yivetow mine €va block.

Enopévwe otny opyn utohoy(letoun 16 apyxd funding tou renter mou xoAumtel TO apyIxd
x6070¢ TNg dnuovpyiag filecontract xon Tou x60TOLC BrLOLEYIaC oL Exel {nTroEL o host.
Anuioupyolvton 6To transaction 80o d¢v outputs missed proof xou to valid proof. To
omolo apyomololvTaL xutd TN dnuoupylo Tou transactions amo To renter xou to host.
Autd Yo odAdlouy peTall Toug mood xatd Tn didexelo Tou file contract avdroyo ye to T
yerion yivetow and tr renter my insert,download data ohhd xou and To proof mou xoheiton

va doel o host.

Ipoxewévou va dnuovpyniel to SiacoinOutput tou renter em mapadeiyportt, unopel vo
XpELoTOUY TEpLoabTERa amd €var SiacoinInput and to renter. Anuovpyeitor évar parent
transaction to omoio pmopel vo €yer éva n meplocdTepa Siacoinlnputs(doa ypeerdlovron
wote va €youpe to funding tovu file contract) o 600 SiacoinOutput éva pe to axpiBéc
funding 7o onolo Ya ypenowononldel w¢ SiacoinOutput oto transaction xou dhho €va Tou
o emoteégel tor undhoina oe éva pay address(unlockHash) mou Yo avixel oto renter. O

renter unoypdget xdde Siacoinlnput tng parent transaction.

Ipwv Eexavhoel 1 apy x| rpe yia 0 dnuovpyio tou file contract ye tov host, o renter Bdlet

cav input t6 funding Tou oTo transaction mou Zexivd vo Snutovpyel.

Enlonc o renter dnuiovpyet to file contract . Iapdyet filecontractseed ta onota Bdlel oto
arbitrary data tng transaction cote vo unopel o renter va Bpioxel Ta transactions exeiva
To omola tepiéyouy filecontracts mou Tov agopolv. Arnuovpyel To unlockConditions tou
fileContract To omolo npénet va yivel sign 1600 amnd to renter 6o xou and o host. Ta sk,pk
Tou renter tpoxUntovy GenerateKeyPair(params.RenterSeed,fcTxn). Anuiovpyoivra ta
SiacoinOutputs tou file contract ta omola tepiéyouv 1 valid output xou 1 missed output yio
7o renter xau avticTolya yio To host. Téhog, undpyet xan éva Output yio Ty xevy| diebuvon
oe mepimtwon mou o host €yel xdmolo penalty to ypAuata Tou ydvel vo xalyoviow woTE 0

renter vo unv €yet xdmnoto incentive vo ydver o host ypruarta.
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2.3 Anuioveyia File Contract

Renter

renter verifies settings along
with host’s signature

renter signs the txn,
Also creates a fc revision.
Signs the fc revision

renter creates a contract header
for the specific file contract.

sends an RPC form

Contract Request
- MRS A" N

host send its settings
signed
<

renter sends acceptance
for settings

renter sends the transaction
set along with parent txns
— i
renter also sends his
public key
S

Host

sign hash external settings

Host verifies that the contract coming is

acceptable.

Host checks if the duration of the fc is valid.
Also checks if the valid proof outputs have its own address.
Also check the unlock hash of the file contract from the

uniock conditions of the file contract.
Host adds its collateral as an Input to

the transaction and also signs the transaction

Host sends acceptance with its inputs
and outputs and the parent fransaction

—
renter sends acceptance
Sends the signature for the txn
and the fc revision.

-

host sends signature for txn
and for fc revision
-—

for this input.

host then signs the transaction
and submits it to the blockchain

Host saves the coniract as a storage
obligation in boltdb.

Also host has the most updated
fc revision number.

FIGURE 2.2: Anuoupyia File Contract

Yy mopandve exova gaivetar 1) Sadixacta emxowvwviag petall renter xon host yio

onuoupyia Tou file contract.

2.4 AmroVrxevon File Contract and Renter »xow Host

Tl anoBkedove o host ko o rentet To file confract kata T Snuovpyia Tow

Renter

fileContract

avisionTxn{contains fileContract revision, signatures from host and renter)

ConftractHeader|contains revisionTxn,ourSk, StartHeight, Utility)

saves header, roots in <h_id{)> contract

NieContractRevision

fe.1Df)
feuc
RevisionNumber
FileSize japyukd 0)

Host FileMerkleRoot emply
fe.ValidProotOutputs fo. MissedProofOutputs)

revisionTxn(same as renter only revisk in fileC: ision +1)
storageObligation
X saclorRools
storageObligation ConfractCost
LockedCollateral
l RiskedCaollateral

NegotiationHeignt - curentHaight

boltdb OriginTxnSel -> fullTxnSat
RevisionT : {revisionTxn}

|

submit transaction to transactionpool

FIGURE 2.3: AnoVvxeevon File Contract ané Host xaw Renter
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O Renter amodnxedel ta contracts mou dnuiovpyel 6To dloxo xou mo cuyexpéva GTo
directory renter/contracts/ . "Eyouv tnv xotdhnin .contract . Xto file autd amodnxedeto

7o contract header xot ta merkle roots.

Ye xde file contract revision avaypdpeton to updated fileContract size xou To updated

merkle root.

O host anotnxelel ta storageObligations otn boltdb, oe key,value pairs 6mou to key tou

so etvar o fileContract id .

2.5 Upload File

Hapaxdte Yo del€oupe ye oyruota mog TL cLUPAlVEL amo TN oTLYUn Tou xokeiton évag renter
vo xdvel upload eva file , xardde xan Belyveton mwe o renter avtiwetwnilel To apyelo SnAadn

WS TO OTOL OE PXEOTERO XOUUATIOL AAAS X0 TS BOPES U YEMOULOTOLEL.

Siafile

s cantains a churi from the filesystem that has not " g, including ige pr
g o Msiacals UnfinshedUpicadChuric
chenis AccessTima Index
slaFlePan [Ro—— |- Oteat in siaslo of the iret chuk length
ChargeTime minimumPieces
FllaSize offsat [—* offset of the chunk in the achsal scurce file on our lecal tisk
LocalPsath plecesheaded |  NumPleces
Masterkey = Ky usad to encode each plece of the 1he Tat is going to be upinaded. stuck.
MasterkeyType sluckRepar
il aboul erasure code priceity
logicaiChurkData
physicaChunkData
pleceliage
pheowrCompivled |, rember of piaces that have bean upioaded succestully
plecesRegstered [—® rumber of pleces hal are curendy uploadng
unusedHosts
workarsRamaning
workersStanaBy
Upload of & fe
w.m JpaadCrunk
r.managecBulgAndPushChunks Rantee signal in threadadl, aps wil pull the naxt poteniial chunk out of the
POps next wuc from the heap |' worker's work Queue for uploading
nrm;':;:.\ug:rl‘r:r:ﬁr:#n unfinishad upioad chunk 'mwmﬁﬁlﬂm for the chunk, creat the pnysical “'Tm”'}:ﬁ:ﬁﬁﬁ:ﬁ;ﬂ that needs to be uploaded
amul.vsntjolnewbanﬂsm pieces and then disiriulz Mem. | en update e UL,
r.managedDistrbuleChunkToWarkers *
ruploadHeap. m‘anWFusninuc: ““9“1 for sach warlw AT -
| will partorm soma updioad wark
v worker marsgedUplaadChunk) wil start the upioading process

After all u are pushed i heap send signal to renler adds the uuc io e unnished chunks of the worker and
sends a signal 1o worker that there is a new uuc

FIGURE 2.4: Tlwc o renter avtipetwnilel éva file
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Renter Host
Initiate revision Loop

h.managedRPCReviseContract
send file contract id

Y 4 h.managedRPCRecentRevision

sends a challenge fo the renter, so he can verify that

he has write access to the revision being opened.

creates a sginature from the challenge
and his secret key

sends signature ed25519 h.managedVerifyChallengeResponse, In the process
storageObligation and fcr will be loaded

1)Sends Acceptance for the challenge
2)Sends fc Revision
Reads the fcrevision and the signatures sent by host 3)Sends Host's revision signature
Check that the unlock hashes match the unlockConditions.
Also check that the for number matches with ours.

verifySettings .Reads a signed host setlings object. sends settings signed with sk
validates the signatue and checks the settings

Sends Acceplance

actions {Type, Sectorindex Data}

Type will be Insert host checks the type of the modification
Recalculales the financial updaes
i he fo revi Data should be 4 MiB.
creates a signed b which contains the fc revision sends an updated fc revision Inserts the new sectorRoot of the Data
in o the so.sectorRoots.
Host checks that the fc revision pays the
host comrectiyand that the revision does
not attempls any maliclous changes.

Sends acceptance for the fc revision

Sends signature for revision txn.

Host will modify storage obligation, will take an updated storage obligation along with
a list of sector changes and update teh database fo account for all of it.
Host will add the new sector (the new piece of data) to an available storage folder.

FIGURE 2.5: Emxowvovia Renter xou Host xotd to Upload

Kotd tnv apywconoiorn tou o renter, ehéyyel av undpyouy file, o omoia yivovton upload
xou o xével load amo to renter.json . Ilo avoutixd, Ola ta files Tou T onola yivovton
upload Bpioxovton xdtw ano to /renter, unopel vo etvou eite files eite axduo xan directories.
Fevixd ta files mou yivovton upload €youv tnv xatdinin .siafile xou tepléyouv to metadata
2ta metadata undpyouv Ohec mo mAnpogopleg v évafile, énwg méco elvar To erasure
coding, Tt yéyedog €yel éva chunk, oAAd xou mAnpogoplec oyetixd ye to xdde chunk dv
€yeL yiver upload €av elvan stuck 7 eav Véhet repair.Enlong xdde chunk mepiéyel ta pieces
To ool amoteAolvTon ano to merkle root xat To pk tou host o onolog to €yel. Eleyyet
TEWTO omo OAa Vo UTdpyel évag worker yio xdie file contract mou o renter €yel , eniong
agonpel xdmotov worker o omofog unopel va avtiotoiyel oe éva file contract to omolo dev
umdpyel ma. H avtiotouyla elvan éva mpdg €va. ‘Evag worker €yel wg cuveyr| 6oukeld va

7. Z Ié e 7
axoVeL €av urdpyet xdmoto upload ¥) download.

O renter anodnxelel 6ha ta apyeia mou €yel mpoc upload oto /renter/siafiles. Ilopodety-
Hotog ydetv, eav Vélel v xdvet upload to /user/file.pdf . ©o anodnxeutel oo /renter/si-
afiles/user/file.siafile. ¥to siafiles 9o dnuiovpyfoer éva user.siadir, to onolo Va elvon ta
metadata yio to directory user xou Yo nepiéyel TAnpogopicc 6w to health Tou directory
xadde xon mooo chunks tou file ebvan stuck. Avtiotoiya to file.siafile nepiéyer metadata
yia to file oe moloug host €yel yiver upload , xadw¢ xou to chunks tou , av etvon stuck 7

Oyt aAAG xou To erasure coding mou €yel yenowonoinel .
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o H uploadAndRepair, avolopfdvel vo evnuep®oet Tov avtiotolyo worker 6Tt eva chunk

eite ypewdleton upload 7 repair.

(is a background thread that maintains a queue of chunks to repair.This
thread attempts to prioritize repairing files and chunks with the lowest
health).

H ouvdptnomn auty| dnutovpyel wia heap ano ta directories tou renter xou xdde @opd eA€yyet
ue dfs éva éva to metadata twv directories xou eAéyyel moto dev elvon healthy. Eav xdnoto
directory 6ev eivou healthy tote ehéyyer 6ha ta siafiles mou avixouv oe autd To directory
Bélovtoc otnv uploadHeap éoa chunks dev €youv yiver owotd upload(dnhad dev eivou
healthy, dev éyouv yiver upload ohd ta pieces evic chunk oe epde eivar 30 tov apriud).H
uploadAndRepair 6e 8éyeton 6oa chunks eivon stuck.Enione n uploadAndRepair xoheiton
xatd TNV mewTtn @opd mou éva chunk yivetar upload.AlapopeTind eav de Peedel xdmoto
directory unhealthy, téte anid¢ mepyével 1 uploadHeap ewdonoinon mdaveg 6tay meénet

xdmoto chunk va yiver upload.

e H threadedUpdateRenterHealth, Bpioxel oe mowo directory €yel yivel ypovohoyixd
Takotepa To update xou avavedvel to metadata tou directory avdhoya ye Tig oh-

hayég mou €youv yivel oto file

(reads all the siafiles in the renter, calculates the health of each file and
updates the folder metadata.Finds the lowest level directory with the oldest
LastHealthCheckTime).

Mo aut6 to directory umohoyilel xou avavewvel 6Aa Ta file Tou avixouy ce autd aArdlovTog
1600 1o file metadata 6co xou To metadata Tou (Blou Tou directory. I'ia xde file eAéyyel
7o nowol hosts elvan online 1ol wote va utoloyilel To xata Técov éva file eivon healthy 7
Oyt %o o TL 060676 . Tohoy(lel to health evdc file, To onolo elvar o yedTepo health
evoc chunk tou. I'evixd ta metadata tou directory xadoc xou 6hwv Twv parent directory

autol ewe To root unohoyilovtar and tny managedBubbleMetadata .

ChunkHealth returns the health of the chunk which is defined as the percent

of paritypieces remaining.

ChunkHealth =1 — goodPieces — minPieces

redundancyPieces

bestHealth = 0 — goodPieces = 30 (2.3)

3
worstHealth = 3 goodPieces =0 (2.4)
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health < 1 — recoverable (2.5)
health > 1 — NeedsRepair FromDisk (2.6)

Emouéveg
0 < chunkHealth < g (2.7)

‘Etot, éva chunk eivor healthy xou full redundant eav ChunkHealth = 0, 5nAad goodPieces

= NumPieces(otnv nepintwon pag 30)

numPieces Renew

2.8
MinPieces (2.8)

Redundancy =

Eoav to Redundancy <1 xo to file 6ev umdpyet oto local disk, téte to file elvon unre-
coverable. Eov Peel 611 t0 Aydtepo healthy chunk >0.25 , 16t o renter evruepdvel T
threadedUpload AndRepair.

o H threadedStuckFileLoop, ehéyyel eav undpyel xdnolo directory ue stuck chunks ,
oAG mepuével xdmoto chunk vo dniwldel we stuck xon vo evnuepwiel yéow tou

channel tn¢ uploadHeap.

Kde worker éyet ta 6ixd tou downloadChunks xow uploadChunks . Ané autd o worker
emhéyel éva ehellepo piece xou 1o xdver upload. Xto download mpémer va emhééel to

ouyxexpLévo piece mou avrxel 6To host mou avtioTolyel 6To CLYXEXEWEVO Worker.

Topa Ya avarboouye to flow, mpoxeiwévou o renter vo xdvel upload éva file 6toug hosts. O
Sia client otéhvel éva post oto /renter/upload/SiaPath émou oto body tou nepthoudvel

to path tou file oto filesystem tou renter.

To redundancy emtuyydveton uéow Tou akyopiduou Solomon Reed.

When a file is stored, it is broken into chunks of 40 MiB. Each chunk is
broken into 10 pieces, all the same size (4 MiB). Then 20 additional pieces
of the same size(4 MiB) are created that hold parity. So the original file
can be reconstructed from any 10 out of 30 pieces. Emouévee éva chunk do

anoteheiton aro 30 pieces(4Mib to xadéva).

O renter onuoupyet To directory yix to file. To directory Vo mepiéyel to .siafile, To onolo
Yo mepiéyel T metadata tou siafile , onwg efvon o size tou file, To local path tou file 6To
oloxo, To key ye To onolo xdlc piece €yel yivel encode xTAT, xoddg xou o chunks Tou file

(x&de chunk anoteleiton and 30 pieces(merkle root, pk)).
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Yty apyr| o renter ehéyyel to file 6Tl dvTwg umdpyel oTo dloxo . ‘Emeita, ehéyyel €av Exel

TOUAdYLOTOV
NumPieces + MinPieces

2

contracts €tol (oTe vo undpyel Touldytotov 1 redundant piece yio xdde piece evog chunk.

(2.9)

(Anhadh va éyouye redundancy 2).

Emeita, v xde file, mou 9éhoupe va xdvouue upload, o renter dnuovpyel uia Aot amo

unfinishedchunks to onola Yo Bdker oty uploadHeap tou renter
builds the unfinished upload chunks and adds them to the upload heap

To unfinishedupload chunk eivon €va chunk tou file to onolo yvwpllel To progress tou
xoTd TN Odpxeto Tou upload. EAéyyel eav eyouv yiver upload pieces xai yio quTd TOU
Beloxel 6TL €youv yivel upload eAéyyel eav To filecontract elvar goodForRenew xou xotdmiy
Yewpel 6TL auTd TO piece Exel yivel 1o upload ondte de Yo acyorndel xavelc vo yivel autd

To piece upload.

Y1 ouvéyela eAéyyel to health tou xdle chunk tovu file To onolo €8¢y Yo elvon

% (2.10)

, apol oxdpa xovévar piece tou file dev €yet yiver upload(olugpwvo e Tov Topamdve THTo
3.2). 'Eva uuc yio va efvon repairable mpénel to health tou va eivon gite <1 eite o file va
undpyel oto dioxo. Otav o renter dnuiovpyfoet 6ha ta uuc (buildUnfinishedChunks) to

xavet push otnv uploadHeap

Ev cuveyela, n uploadAndRepair xokel tnv r.managedRepairLoop, n onola xdvel pop amo
v heap to enduevo uuc , eAéyyel cav UTdpEyouv ToukdyloTov minimumPieces Tov opErIuo

(e8¢ 10) workers xou ovahauBdvel var To xdver €towo yio upload.

Fetching the logical data for the chunk from the disk , erasure coding the
logical data into the physical data and passing the work onto workers. Fetch-
ing the logical data will get the raw for a chunk data from the disk. Logical
data consists of 10 pieces(MinPieces) of 4 MiB each. Create the physical

data pieces for the chunk, then immediately release the logical data.

‘Onwg elyoue avagépet, yenowonoieiton o ahyderduoc Solomon Reed yia redundancy. ITo
ouyxexpéva apyxd €youue 40 MiB logical data. Ilalpvouue xdie gopd 640 Bytes xou
Balouue 64 byte oc xde piece. Amnéd ta 10 pieces twv 64 byte dnuovpyouue diio 20
redundant twv 64 byte , ta onola Bdlouue ota psysical pag NumPieces. 'Etol pe autod
To Tpoémo ondue to data poc ava 640 bytes oe 10 pieces. ‘Eneita xde piece and ta 30 to

xdvouye encrypt pe to masterKey tou uuc.

Ynuelwon @ 7 B cuvdptnorn yenowworoeiton xou €dv éva file €éyer ChunkHealth <1 xof

yeetdletan repair.
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Enertor xaketton 1 r.managedDistributeChunkToWorkers Kdlde worker Eexwvd vo enel-
gpydletar amd T AoTa Tou To uuc. Apywd xdvel xdmoloug eAéyyouc OTL To fc elvou
oxoua evepyd, xou Balel To uuc otn Alota pe dhhot uuc mou mEOXELToL Vo eneepYao TEL
o worker ywo upload. O worker avalntd oto uuc to mpohTo eAéulepo piece mou Y Bpet
mpoxeyévou va to xdvel upload. Checks again if the host and fc is ok. "Eneita xokeiton 7
w.managedUpload. "Edw dnuiovpyel évav editor omolog Eextvdel emxowvwvia pe rpe ue o

host pe Tov omolo €yet To file contract.

Y10 oyfua Tou upload mEplypdpeTon AVaAUTIXG TO TEWTOXOAO emoxolvwviag. Ev oliyolg
ouwe, o renter otéAvel oto host to fcid. O host pe tn oeipd Tou otéhvel éva challenge oto
renter, mpoxeévou vo del gav elvon 6vtwe o Blog . Emeita av elvan mpdypatt o renter o
host otéAvel To teheutaio file contract revision xoddc xar TIC LUTOYEAPES , 1 OTTOloL 1) WL
elvor Tou renter xou 1 dGAAT Tou host, ol onolol unoypdgouv to unlock conditions, Tovu file

contract revision. ‘Emneitoa Eexivdel 1 Swodixaoid Tou upload and to renter.

O renter apyilet va xdver Toug utohoylopolc xou Tic ahhayéc oto file contract revision.

e BlockBytes = sectorSize(4MiB) * (NewWindowEnd - he.height) byte , eni néoa
block Yo eivor uploaded

e SectorStoragePrice = host.StoragePrice * BlockBytes

e SectorBandwidthPrice = UploadBandwidthPrice * sectorSize
e sectorCollateral

e sectorPrice = SectorStorageProce + SectorBandwidthPrice
e sectorRoot

o MerkleRoot

Renter sends the updated fc revision to the host along with the modifications
actions. Then host checks the modifications and recalculates the finances in
order to check if the filecontract is well-formed. Host checks all non volatile

fields , along with the amount of siacoins

Host updates the fields of the storageObligation and saves them to db. ‘Eneita yia x&de
gainedSector(4 MiB of data) h.AddSector AddSector will add a sector to the contract

manager.

O Host amodnxeler ta data, sectors omwe ta ovoudlel and to renter oe storagefolders
TIOU €YEL PPOVTIGEL TEONYOLUEVKC O user va onuovpyroet. Eva storage folder ouvclactind

aroteAeltan and €va directory oto filesystem tou host To onolo nepiéyet dvo files.
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o Metadatafile : To onolo amotehelton amo ouddeg Twv 14 byte dmou xdie tétola oudda
avTioTolyel o éva sector. Ta mpwta 12 byte aroteholv To id Tou sector, To omoio
mpoxinter oo o hash(cm.salt, sectorRoot). To salt opyixonoteitan pio popd xorta

TN Sudipxelor Tou dnuiovpyeiton o renter.

SectorSalt is a persistent security field that gets the first time the con-
tract manager is created,It’s used to randomize the location on-disk that
a sector gets stored.So that an adversary cannot maliciously add sectors

to specific disks, or perform other malicious actions.

e DataFile : mepiéyel sectors twv 4Mib xou To index Toug avtiotolyel e exelvo 610

metadatafile.

H AddSector apywxd Peloxer to id tou sector , hashing sector root with the cm.salt.
‘Eneita, ehéyyel cav umdpyel Hdn 1 Oyl To sectorlocation yio to cuyxexpiévo id mou
urohoylotnxe. 'Eov dev undpyet xaheiton n cm.wal.managedAddPhysicalSector n omofo
avohopBaver apytxd vo Beet éva tuyaio storageFolder to omolo va €yel ydpo va anodnxedoet

T0 ouyxexpwévo sector(4MiB).
Find a commited storage folder that has enough space to receive this sector.

vacancyStorageFolder : returns the storagefolder along with its index. grab a random
free sector from the sf.usage array. start from a random usage[i] and check which usageli]

is not completely full.

Then contract manager writes the sector to disk

err writeSector(sf.sectorFile,sectorIndex , data)

err wal.writeSectorMetadata(sf, su)

To mopoamdve de yivovtow gav Yoo To ocuyxexpuévo id undpyel #dn To avticTolyo sector-
location. O contract manager npoxetpévou va etvor ACID éyet to dixd tou wal , to onolo
eCaogaiilel 6L &v yivel xdnoto shutdown npotol mpordfel vo mpoctedel xdmoto sector Yo

70 Oel xatd TNV emavexxivnoy| Tou and To wal.

O contract manager npoxelpévou dtayv emavorertovpyel vo Bpioxel ta storage folders xou o
sector roots mou éyel anodnxeupéva dnulovpyel o apyelo host/contractmanager/contract-
manager.json.To opyeio autd mepiéyel To salt mou o host ypnowonotel yia vo xdver hash
To sector root xat vo tpoxel amd excl To id Tou sector. Emlong meptéyet xou évav mivoxa
an6 savedStorafolders . "Eva saved storage folder mepiéyel to index tou storagefolder,
7o path Tou mpoxeévou va propolv va Yivel avdxtnon twv sectors. Téhog mepiéyet éva
[Juint64 , dnhodn éva xell avtol tou mivaxa avtiototyel o 64 sectors(bitfield ). Kde bit

oelyvel eav oTo cuyxexpyévo index Tou storage folder umdpyel xdmolo sector.
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Contract manager is responsible for managing contracts that the host has
with renters, including storing the data, submitting storage proofs and delet-

ing the data when the contract ends.

Enlong 6tav o Host xdver form éva contract yio to soid avtiotovyiCel xdmowa blockheights

ota omola TEENeL va yivel xdT Yo To filecontract.
h.queueActionItem

Ta Actionltems anotehoUvtar and key,value pairs ta onola avtiotoryilouv oe blockheights
soids. "Eva blockheight dnAadt| nepiéyet tohhd soids ‘Etot yio xdde véo soid dnurovpyoivto

3 véa key,value pairs, to onola avtiotory(Covton o teia SwopopeTind blockheights.

e resubmission: eav To fc dev €yel yivel axdya mine and to blockchain.
’ 7 7 . ’ . .
o uneviiuion Alyo metv yivel expire To contract o host va avefdoel to ferevision.

e "Treviiuion o host va avePdoel to storage proof.

2.6 Sia Subscribers to ConsensusChange

Télog, xdvouue plar avapopd oToug subscribers tou consensus change.

e HOSTDB : Sees each set of blocks and searches for host Announces. Each host
founded will be inserted into the set of all hosts and if it is online and responding
to requests it will be put into the list of active hosts. Then adds the host to the

queue scan
hdb.queueScan (Host)

Mdota Balet to host oe tuyaio position otny scanlist. HostDb every few hours
scans the hosts in order to see who is online and keeps statistics for each host in

hostdb "Etol xadopileton xou to contract utility

e Contractor(Renter)
1. managedRecoverContracts
2. managedMarkContractsUtility : Checks every contract and figures out whether
the contract is good for upload or whether is good for renew. Finds the minimum
score a host is allowed to have to be considered good for upload

Avavedvel o contract utility yia xdde contract

If the score of a host is low then !GoodForUpload ‘and‘ !GoodForRenew

If the host is offline at the time then !GoodForUpload ‘and‘ !GoodForRenew
If we are close to renew then !GoodForUpload

If the contract does not have enough funds remaining then !GoodForUpload ‘bu

Else GoodForUpload ‘and‘ GoodForRenew
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3.Iterate through the set of contracts, figuring out which contracts to renew and
how much to renew them with. 4.Add any contracts in order to always have the

Allowance number , which in our case is 50.

o Host EXéyyer xde block to onolo €yive mine, avalntdvtog sav neptéyel cuBdiona
ota omola elvor o dloc.
— Eav vndpye fc : so.OriginConfirmed = true
— FEav vrndpyer fcRevision : so.RevisionConfirmed = true

— Eav vndpyer storageProof : so.ProofConfirmed = true

‘Emeito 0 host ehéyyel xdie soid to onolo Bpioxetoan oto Actionltem key value pairs.

If !so.Confirmed then resubmit the fc transaction, also queue another Actionltem
If !so.RevisionConfirmed && len(so.RevisionTransactionSet) > O then add a miner f

If it is time for storageProof then construct the storage proof.

The index of the sector we are going to use for the merkle proof is calculated by append-
ing the fcID to the trigger block (blockheight that the contract started) and taking the
hash, then converting the hash to a numerical value and modding it against the number

of segments in the file.



Chapter 3
2IYEOLACUOC

Y10 mapdv xepdiono Yo avahOGOUUE TO GYEDLIOUO oG . LTOY0o¢ wog elvon 1 dnutoupyia
LIS AmOXEVTRPOUEVNS ayopds. Méow autrc Yéhoupe, xdmotog yprotne (renter) o omolog
Véhel va voudoer eheviepo ydhpo (storage) vo unopel éow tne ayopds vo Bpel oLUpEpOUcES
Tpooopéc amo dhhoug yerotec(hosts), ot omolot elvan dratedeévol va tpocpépouv to Bixo
TOUG AVEXUETAAAELUTO YWOpo anolrixeuonc. Emniéov, vhomololue xou Unyaviopols HoTe o

host va amodetnviel 6Tl mpdrypott Slatneel GTNY %xAToY 1 TOU ToL BEBOUEVA .

3.0.1 Amnpovpyia dnponpaciog xow cupforaiouv anodvxevong

Smart Contract

Smart Contract
AuctionFactory Auction
auctionDeadline Create Auction taskiD
BEEm——
bestOffer
winner
auctionDeadline
Create
Auction ent{auctiapAddress)
: )\ )\
Renter
Hosts
listen to
the event
of an
auction
creation

FIGURE 3.1: Auction Create

24
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Y10 avwtépn oyfua, To Auction Factory emtehel to pého tng ayopdc . To Auction
Factory eivou éva smart contract. Efvou exelvo, To omolo dnuiovpyel éva auction dniady
N onuornpacia, n omola anoteiel emiong €vo smart contract. EmmAfov, ou actors tou
oY NUoTOC pog, o renter xou ol hosts , Yewpeltan 6TL elvon vhomoinuévol oe node javascript.
H Sidwacio tng dnponpaciag Eextvdel amo to renter, o omolog xdvel éva contract call
create Auction xau pe tn ogpd Tou to Auction Factory opyuxonolel éva xouvolpio smart
contract, autd tou Auction. To contract call Tou createAuction mpémel vo Tepléyel Tig

TapauéTeoug Tou emtiupel o renter yio T Snuovpyio Tng dnponpaciog. Ot topdueTeol elvou

o Auction Deadline: H ypovixy| didpxeio Tng dnuompaciog.

o Bid: H apyw Tur) ano tnv onola exvel 1 dodixacior Tng dnponpaciog, xaL xot 6To

TENOC ETMAEYETOL 1) O CUUPEEOUGAL.

Ev cuveyelo, ol host evnuepwvovton yio T dnuovpyio tng dnponpaciog péow evog feature
Tou ethereum , Twv events. Ot host oxolve To event eneldy| yvwpilouv Ty diediuvon tou

smart contract auction Factory , to onolo givar exelvo tou xohel To event.

Y10 enodpevo oyfua Topouctdlouue T dadxacio tou axoloulel ewg 6Tou ohoxinpowiel 1

onuonpacia.

Smart Contract

Auction Storage Contract
taskiD 3. Create Storage Contract taskiD
bestOffer client
winner Pprovider
auctionDeadline deadline

payment
) collateral
1 bid 1 bid 1 bid
Js
Renter Hosts Winner

FIGURE 3.2: Auction Finalize
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And 1o oyfua galveton 6Tt xde host xdvel éva bid , to onolo eav elvon wxpdTEPo omo
To HO1N VTdEY OV 1N TO Yo , Va emxpEaTOEL EvavTt Twv uTololnwy. To smart constract
auction péow tng ueToBAnTAC winner arodnxedel moldg elvan o host ye v o cuugépovoa

npoopopd. To auction contract unopel va ohoxAnewidel ye dVo Tponoug

o Auction Deadline: Metd to népag tou ypovixol mhociou mou €yel oploTel amo To

renter.

o Auction Finalize: O renter €yel Tn duvatdtnta péow Tou contract call va teppatios
To auction Contract, ondte o host ye tnv mo cupépouca Tpoopopd UEyet exeivn T

otiyun Yo elvan o vixntic.

‘Otav TepuatioTel To auction PE OTOLOVOATOTE AMO TOUG TOEATAVK TEOTOUE To auction
contract mpoywed ot dnuLovpyia evog véou contract autd Tou storage contract, To onolo
Yo anotehel N ouugwvia yeta€d renter xon host. Xtnv mapandver exdva 1 dnuorpacio

teppatiletar and Tov (o Tov renter.
3.0.2 Xwplopodg apyeiouv

[opoxdtw napadetodUue TO TEOTO YWELGHOL TOU 0PYELOV, TO OTOI0 TPOXELTAL VoL LOLOUCTEL

otoug hosts yéow e xdtwdh etxdvoc.

"
- -
m

redundancy — p Reed-Solomon

01 00 00 00 - 'A B C D
00 01 00 00 A B C D E F G H
00 00 01 0O E F G H I J K L
0000001 X | J KL ~|/MNOUP
1b 1lc 12 14 M N O P '51 52 53 49
lc 1b 14 12 :55 56 57 25

FIGURE 3.3: Xwplopdc Apyelou xou Redundancy
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Apyind, ywetlouye To apyelo yag , To onolo mpoopiletar yio upload, o€ UxpdTEPA XOUUATLO
T onolar Tor ovoudloupe chunks. Yuvidwe xaholuacte va emAégovue éva uéyedog To
ornofo de Yo elvon 00TE TOAD PEd ahAd 00TE o TOAD UEYSAO (OTE VoL YNV OTATAAOVUUE
oAU bandwidth. ¥tnv nepintwon tou Siacoin, to yéyedog Tou chunk mou €yel emheytel
elvan mepimou 40MiB. "Eva chunk , 6uwg ywplleton xou oe mepantépw xopudtiar o omofo
T ovoudloupe pieces. Ev mpoxewévw, cav to péyedoc tou chunk dewpricovuye 6ti elvon
40MiB, téte to chunk pac , yweiletoaw oe 10 pieces (4 MiB/piece). Enopévec o aptiudc

v chunks apyxomoleiton we eChc :

numChunks := fileSize / file.ChunkSize()
if fileSize)file.ChunkSize() !'= 0 || numChunks == 0 {

numChunks++

And to mopandve umhox goiveto 6Tl €av 0 aptduog twv chunks de Sioupeitar axpBoe toTe
npoc¥éTouye éva axour chunk to onolo de Yo eivon oAdxANEo and pieces, ondte 6o pieces
elvan ddetor Yo yeuiCouv pe undevixd . 310 onuelo autd elvon eDAOYO TO pWTNUO Tt YiveTal
€y ®dmoLog amo Toug host o onoiog givar uTtEuduvocg yia xdmnolo ano ta piece Tou chunk yia
xdmolo Aoyo yivel un dwadeoytog ; ot To Adyo autd yenowonotovue redundancy ota pieces
T0 onolo dnuovpyeiton pe tn Bordewa tou odyopiduou Solomon-Reed.[2]. H hertovpyio Tou
Solomon-Reed olyopituou eivon va Snutoupyel xdnowa emauinuéva pieces , €Tol MOTE Vol
UTOPOUKE VoL AVAXTHOOUUE TO UPYEL0 MG Omo Tov apyixd optdud pieces. XTnv exova,
to chunk tou opyelou poc €yel ywplotel oe téooepa pieces (4 bytes/piece). Ta pieces
avomoploTovTol and €vo TETPOYwVIxd Tivaxo 4y4 , émou xdde oepd Tou mivoxa avamaELoTd
éva piece. O ahyoprduog solomon-reed dnutovpyel €vay xwdononuévo mivaxa o onotog
noAMamhaoldleton ue Tov mivoxa data xon TpoxUTTEL 0 VEOC EMAVENUEVOS THVAXOG UE TG VEEG
oelpég ano Ta pieces Ta omola ovoudlovton parity pieces. Y10 cuyxexpluévo TaEABELYUAL.
7o apyeio yog umopet va avoxtniel eav €youue ot diddeor| pog técoepa ano to €€L pieces.

Mropolue vo dnutoupyfiooupe 6oo parity pieces Vélouye. [4]
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Hopodtey mapordétoupe Eva TOROELY UL, TEOXEWEVOL Vol EENYHOOUUE TO TEOTO UE TOV OTolo
ywplloupe to apyeio pog . Ocwpolue 6Tt ywplloupe to xdle chunk poc oe tpla pieces
. Me 1 Bordeio tou alyoplduou solomon-reed, uéow tng diadixaciog mou mepypdopue
TEATAVWL, OnuiovpYoLUe Tela parity pieces mou eunneetolyv o oxomd Tou redundancy.
Enouévwe éyouue cuvoluxd €EL pieces yia xdde chunk tou apyeiov pag. Ev cuveyelo, xdie

Z 4 . 7 4 7
éva ex TV €EL pieces Yo polpacTel o€ €va Blaopetind host.

Renter Host2

chunk
Host3

Hostd

Hosth

FIGURE 3.4: Awpolpacudc pieces oe hosts
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3.0.3 Anoéodein xatoyng dedopévwy ano host

XTN CUVEYEL TOU XEWEVOU UOG UTOPOUUE VO AVOPEROUNCTE OF XdUe piece xou ¢ sec-
tor. ‘Onwg avalbooue xan Topandve évag host etvon unedduvog yior Tnv anodfxeuor evog
piece(sector). "Evog host extéc and to vo amodnréucel to exdotote piece , €xel wg Aet-

Toupyio Tov utohoyloud tou merkle Root yia To cuyxexpiuévo piece.

merkleRoot of a Sector

sectorRoot

hashs hasht

(0x01,hash3, ha

hashl hashz2 hash3 hashd

T

H(sha3(Px00,data)) H(sha3{0x00 data))

H(sha3{0x00.data)) H{sha3(Px00,data))

leaf
segmentSize

leaf
segmentsize

leaf
segmentSize

leaf
segmentSize

FIGURE 3.5: Merkle Tree of a sector
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To mapandvew oyAua anoterel To merkle Tree , onhadr 0 dour péow tng omolag utoloyi-
Coupe o merkle Root. O unoloyioudg tou merkle Root, Boacileton otnv xpuntoypapuxn
doury Tou merkle tree. [1].To merkle tree amotelel éva duadixd 5évdpo. To piece pog
YwelCEToL XU AUTO UE T1| OELPA TOU GE XPOTERX XOUUATLOL , ToL oTtolar ovoudlouue segments.
To segments pag 9éhouvpe va etvan (oo oe péyedog(bytes). ‘Onwe yiveton pavepd xon Y€ow
TOU OYAUOTOC , To segments anoTeholy Tl QUM Tou dévtpou poc (merkle tree). ¥to
oyfua yiveton gavepy| 1 Sadixacia Tou axoloudeitar yia Tov uToloylopd tou merkle root
Tou sector.Apyixd vnoBdihovue xdde QUM and W cuvdptnon xataxeppatiopol (hash

function).

H(sha3(0x00,data))

A hash function is any function that can be used to map data of arbitrary

size to fixed-size values.

Hash function

Eueic yenowonowoaue tn hash function sha3-256 n onolo €yet ndvta cav €€odo 256 bits.
Emiélope tn ouyxexpwévn, eneldt| yenowonoteitar xou amo T solidity »ou to smart con-
tracts xat’enéxtaon.SHA-3. Agol unofdihouue xde @OANO amd T CUVAETNOY AATUXER-
wotiopol yag SHA-3 o olyoprduog €xer wg e€ig . Kdde xoufoc o onolog dev elvon gpUAAo,

elvon to amotéhecpa Tou hash twv 600 xo6uLwv TUudLOY Tou CUUPKVA UE TOV TUTO :
H(sha3(0x01,left sibling sum, right sibling sum))

Egapuolovtoc tny mapoamdve dadixacio, xatalfyolue o éva root 256 bits yio to sector

70 omolo elvor povadixs .


https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/SHA-3
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Yty moapomdve xpuntoyeagxry doury Tou merkle tree Bocileton 1 Siadixacior Tou proof
of storage, dmAadY 1 amddelln ano mhevpds tou host oto renter 6t mpdypoatt STt
To DEBOUEVYL TOU AmOUNXEVUEVY, OTwS elye cuppwvniel. Tapadétovue wa exdva 1 onola

TEpLEyEL €var Tapddey o dntoupyiag évog Tétotou proof, Tnv onola xar e&nyole.

Merkle proof

_ /E\

N /

/N \ /N / N\
O

p0 a
I I 1 I I I I

,n.@ OO OO
\\\ \

‘\\ 2 / \\k -y k {+1/“

answer block

-2/ An-1) nJ

FIGURE 3.6: Merkle Proof of a sector

source

To proof of storage emtuyydveton e tn Pordeia twv merkle proof challenges. Xtnv
TOEATAVE €OV, To QUAN Tou B€vTpou amoteholv To sements evog piece , Ta omolo o
host éyet amoOnxevpéva. Emopévec xdlde UMo (segment) amoteleiton amo segment size
aptdud bits. ‘Omwe elvon qovepd and v ewxdva, and to host {nreltor va anodellet ot
xatéyel ot dddecr| Tou 10 x-00T6 QUANO (segment) tou piece. Emouévwe to merkle

proof Yo anoteieiton ano to otovyeia k, p0, pl, p2.
H(sha3(0x00, k-data)) -> a
H(sha3(0x01,p0,a)) -> t0
H(sha3(0x01,pl1.t0)) -> t1
H(sha3(0x01,t1,p2)) -> t2

Enopévwe yéow tou merkle proof xatakrloue oo t2 to onolo elvar To root Tou sector yag

z 7 Z 7 7z 7 7 e 4 4
xa elvon povadixd, enopévmg auTh elvon pio anddelln 6Tl o host mpdypatt €yel To dedouévo


https://http://docs.origintrail.io/en/v1.0/network-structure.html
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» anodnxeupévo. A&ilel vo Tovicoupe oTo cuYxEXEIEVO anueio 6Tl xdmolog xouxdBouviog
host Yo unopolice va €yel dorypddet To He&l Yépog Tou GEVTEOL Xou Vo Exel amoUNHEVCEL
uovo To Toots mou Tou ypeetdlovTal yio Vo dnuitovpyrioet To {ntovuevo merkle proof. To
CATNUO AUTO UTOREL VoL AVTWETOTIOTEL UOVO ETUAEYOVTOC CUVEY WS SLPORETIXE PUAAAL TROC

omodelln Tar omolor vou elvol Xohd ATAGUEVA YLl VoL XOAUTITOLY PEYEAO €UPOC TOU BEVTROU.

Enopévie otny nepintwon mou évag host datneel amodnxeupévo v(€otm yio To mapddetypd
6t v = 3) tov apLiud sectors xat Tou {ntndel merkle proof éva cuyxexpiuévo segment tou

oe0tepou sector, To merkle proof Yo eyéL v mapaxdTey exodva

MerkleProof sectorl sector? sector3
\J
sector1Root MerkleProof for a sector3Root
segmentIndex

FIGURE 3.7: Merkle Proof Erontixd
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Hopaxdtey mapadéToude TIC XATAGTACEL OTIG oTtoleg unopel va tepLtéhdel €va storage con-

tract otn Sudpxela evog xOxhou Lwrc.

Contract States

provider verifies proof in time
i

exposes renter with a newer signed revision

provider \ client /

Inacti\.rej >Qtive/ ‘:@gnged

provider submits a wrong proof

Client can cancel provicer after expiration date I
before activation gets all the payment client calls after challenge time
has passed
4 3 h 4
Cancelled Completed Invalidated

FIGURE 3.8: Audypoppa xataoctdoeny evog Storage Contract

A&{ler vo otadolpe otnv petdfoon and Active oe Challenged xou Tu yiveton peténeita
aro Challenged . "Eva storage contract pnopet vo yetofel and active oe challenged péow
Tou renter , o onolog péow Tou contract call challenge provider xdvet challenge to host
vo omodetlet 6t xatéyet éva ouyxexptuévo segment. Anéd challenge évo storage contract

unopel vo uetofel oe dUo xotaoTdoElS TIC onoleg xan eENYOUNE ¢
e Challenged - Active: Mmopel va petafel pe 0o TpodTOUg

1) Eav o host unoBdiiel evtdc tou tpofhenduevou ypévou to merkle proof.
2) Eov o host unoBdiier wo oupgpovio 1 omola eivor petayevéotepn xou omodevieL
Tw¢ o renter €yel YEMNOWOTOIACEL TROYEVESTERT, CUUGPMVIX Yia Tn dnutovpyia Tou

merkleProof challenge.

e Challenged - Invalidated: Enlong Suvdton va petaBolue pe 800 tpémoug

1) Edv o host unofdiier pior Addoc merkle proof , t6te ydver bha tar yprjlata oL
€xeL xepodloel xou To storage contract yiveton invalidated.

2) O host dev amavtder xaddrou 6To ypovixd mhaicto mou Tou éyer {nniel xou o
renter xohel to contract call To onolo to emfBefouchver xau to storage contract ,

yivetar invalidated.



Chapter 4
TAorolnon

1o nopdv cbotnua vAonojoaue €va node, o onolog unopel va elvon eite renter, eite host

O node autédc anotehel éva deamon, o omnolog elvon vAonoinuévog oe golang. Téco o
host 600 xau o renter pmopel vo emxowwvel ye tov avtiotoyd tou server (Host-Server,
Renter-Server) o omnoilog eivar ypapuévoc oe nodejs. H vlomoinon autou tou renter oe
node javascript, eunnpetel 1 yerjon Tou web3 api, To onolo anoteAel W GUANOYY| Bif-
AoUNX@GY Yoo emovwvid pe éva remote 1) Tomxo blockchain ye tn yprion htppRequests,
ipcs, websockets. web3-api.

Hopaxdtey mapadéTouue yior EovaL 1) omolor TEQIXAEIEL Tl TAUPATEVE.

Contract calls

With web3 =
APT EEavAN

httpRequests RenterSeryer(node)————» 5%,

Q Renter > Contract calls 5 —8
GOLANG .+ With web3 =
A API A %2

Host 4”3;93%@5 HostSeryver(node) ——» N

FIGURE 4.1: Tlomnoinon Kéufou
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https://web3js.readthedocs.io/en/v1.4.0/
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4.0.1 Teyvoloyieg
4.0.1.1 Truffle

[o v vhornoinomn xou to deploy twv smart contracts oto tomxd blockchain , yenot-
wonoioaue to truffle, To onolo eivan To mo Bladedopévo framework yio to deploy xou to
compile Twv smart contracts. To truffle ypnowwonoieiton and mohhéc etoupeies , omwg etvon

1 amazon, microsoft xou dAAec.

Truffle takes care of managing your contract artifacts so you don’t have
to. Includes support for custom deployments, library linking and complex

Ethereum applications.

truffle suite

To trufle 6tav xdvel compile éva smart contract , napdyel extéc and to bytecode xat eva

json apyelo.
4.0.1.2 Ganache

Emniéov, yenowonojooue to Ganache , npoxeipévou va oticouye €va tomixd ethereum
blockchain. To Ganache ydiiota nepiéyet xou YpupLxo TepUBAANOY TEOXEWEVOL VAL UTOPOUUE
VoL BOUUE TNV XaTAoTAoT) TwV account cuunepthaufovouéveny tou address, private key, xo-
V¢ xou Ta transactions oAkd xou To balance xdde account. Emnpociétwe etvon duvotdv
va 8oUue xde umhox mou €yet yivel mine T oxp3oc nepiéyel amo transactions, xodde xou
E0WTEPIXY oo TL amotehouvTon To transactions. Emmpooiétwe urmopolue vo dolue Ao ta
smart contracts mou €youv yivelr deploy oto blockchain, xodog xou Ti events €youv mapary-
Vel and xde smart contract. ganache.Ilopoxdtw mopotétoupe plor eidvo amo To YpapLxo

nepBdhhov (gui) , mou Tpoopépel To ganache oe éva yprot.


https://www.trufflesuite.com/truffle
https://www.trufflesuite.com/ganache
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Ganache
") ACCOUNTS

GAS PRICE GAS LIMIT HARDFORK NETWORK ID PC SERVER MIN S 'WORKSPACE
20000000000 6721975 MUIRGLACIER 5777 HTTP://0.0.0.0:7545 0 G SYSTEM_1

CURRENT BLOCK
3

MNEMONIC HD PATH

upper select oblige antenna current miracle dinner company joy parade eye pole m/44'/60' /8" /8/account_index
ADDRESS BALANCE TX COUNT INDEX
0x8e169AbBf12dd68433E3bB1FbOcd20Fd50263F11  47.16 ETH 650 0 &
ADDRESS BALANCE TX COUNT INDEX dp
0x7846Cea3FFe81FE4TfB4dA127F6Ff25B107D45C5 99.77 ETH 161 1

ADDRESS BALANCE TX COUNT INDEX
0x2D9883cc0788bC4Ff6E75C34877DF27E9E22cdD2  99.72 ETH 236 2 &
ADDRESS BALANCE TX COUNT INDEX
0xF75372C861a5f3Ce2b28Ad0785AeBc0a32a86883 99.68 ETH 318 & &
ADDRESS BALANCE TX COUNT INDEX
©x3c87D59392F0D5df621B950FA090C40a54F372a6 99.64 ETH 399 4 &
ADDRESS BALANCE TX COUNT INDEX
0xfdC97A4B2Fc441Fd1A7ASTO3eFbdbEf704023291 99.60 ETH 475 5 &
ADDRESS BALANCE TX COUNT INDEX d;
0x26E63eED9FFb84f7b8ef1198998C3860c0D13db 99.56 ETH 554 6

ADDRESS BALANCE TX COUNT INDEX

iy

FIGURE 4.2: Tpoapuxd IlepiBdihov Ganache
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4.0.2 Ylomoinom - Yevdpia Xprong LuoTHLATog

4.0.2.1 Bdon Xenotwv

Host-Server UsersRegistry

web3
setProviderUrl{ourlP)

registerlP(ourlP >

,/,

Host

mapping(address==>string} public providerUrls

FIGURE 4.3: Bdon Xenotov

Kde host Vo mpénet va eyypagel 6o users Registry to onolo anoteiel éva smart contract.
Ly emdva gaivovTol ol XAfoELS Tou YivovTal, apyixd o host otéhvel éva httpRequest oto
Host-Server oto omolo nepthaufdveton n IP tou host . Ev cuveyela o Host-Server xaiel
wéow tou web3 api to contract call setProvider(ourIP), npoxewévou va mpootedel 1o
public key tou host poli ye v IP tou, 1o map providerURIs to avtiotoiyilel éva public

key evog host ye pla IP.
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4.0.2.2 Anwovpyio Anuponpaciog

e Fa'CtOw

crealeAucuon(dllne ip, mBld) weh3 createAuction(ip, deadllne- :
mauxbid) »l | createAuction(deadline, maxBid

auctionAddress

. cuctonaddress s

event auctionCreated{auctionAddress) \
< '

auctionAddress

finalizeAuction{aucitonAddress)

finalize()

> !
createStorage{winnerAddress, bid deadline)
storageContractAddress

stnrapeCDmracmddre-ss winner

{_ __________________________

storageConfractaddress, winner

FIGURE 4.4: Anupoupyia Anpompociog

H dwduxaocio tng dnutovpylag wag dnuonpaciog ,oUUPAlVEL OTWS AVAPERUUE TEOTNYOUUEVKS
xa To Priwator avoAuTIXG palvovTal oTny Topamdve eixdva. H Siaduastia exoavelton ano To
Renter . O Renter €yel wg otéy0 11 dnuiovpylor TOCWY BNUOTEACLOY XAl XAT ETEXTAUO
storage contract 6co elvar To cUvoho Twv pieces pall ye To erasure coding. Amo To oyrua
qatvovTon oL xAoelg Tou yivovton and to renter node pog otov avtictolyo Renter-Server,
xadg xan Toc avtiotorya contract calls to onola xdver o Renter-Server. Ané to Renter node
woc otéhveton pe httpRequest to create Auction to onoto mepihouPdver oo url To deadline,
maxBid . Ta oployata autd eivon 1 ypoviny| didpxelor mou VEAEL o renter vo Slopx€cel Eva
storage contract xou To maximum Bid, tou elvan Statedeiuévog va dey tel wg mpoopopd amd
xdmotov host. ‘Eneita, o Renter-Server xahel to contract call createAuction(deadline,
maxBid) tou smartContract Auction Factory xou exeivo pe tn oelpd tou opyixonotel éva
véo smart contract to Auction ye ta oployata deadline xon maxBid. ‘Eneita o Renter-
Server, o omofog mupvel Ty diebuvor Tou auction mou SMULOLEYNOE Xou TNV EMCTEEPEL
oto node Renter yéow evoc http Response. O node Renter xdvel finalize to auction ,
otéhvovtog pe httpRequest oto Renter-Server xou exeivog xakel 1o avtiotoiyo contract

call auctionFinalize oto contract auction , to onolo emotpégel oto Renter-Server to
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public key tou vixntn host, 5niady| excivou pe TV To GLUPEROLCA TEOGPORY UEYEL EXEIVN
™ otiyur. H mopomdve Swdixacio and tn peptd tou renter €yet mopohhniomoiniel yio

onuovpyio AV TWV BNUOTEAGLOY.

4.0.2.3 Bid Anponpaciag

Host-Server Auction Factory

event AuctionCreated(bid, auctiol

bidAuction(maxBid)

nd an Auction wit
a wanted bid
akeBid(bid)

nidAccepted({auctionAddress]

FIGURE 4.5: Bid Anuonpactag

Y10 mopandve Bidypauua , galveton Twg o host xdvel bid oe xdmoto tuyaio auction. Ilpénel
va avapépouue 6Tt o Host-Server and tn otiyur| tng dnutovpyiag tou, axolel Ao Ta events
amo To auction Factory, To omolo mepiéyouv xdie xouvolpla dnuompacio tou dnulovpyeito
ot To bid To onolo optlel wg Twn exxivnonc te. O Host exxivel tn dladocio otéhvovtog
éva. httpRequest oto Host-Server , mpoxeyévou vo xdvel bid oe éva auction, opilovtag
oto url Tou HttpRequest to bid nou eivon Statedeiévoe va xdvel. O Host-server umalvel
oe éva loop oTov omolo avalntd po auction mou vo tepthopfdvel To emupnto bid. OTav
™ Beel xdvel To contract call oe avtr makeBid(). Eav to bid yivel accepted téte Byaiver

amo To loop, Siapopetind cuveylel Ty avalhtnon yio Ty dpeon dnponpaaciag. ‘Otav
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Tehxd xotopépel va xdvel bid oe wia dnuonpacia Byalvel amo to loop xou evnuepnVEL TO
host pe httpResposonse oto onolo nepthayfdvel tn diebduvon Tou auction. Xto yetadd
eav 0 host 6mwe 6To mopddelyud pog dev emAéZel Vo xAvEL XL, 6TO TEAOC TNE ONuoTEaclag
o Host-Server evnuepdveton ano to event auctionFinalized(winner) yi to motog eivar o
vt e onpornpaciog. O host emhéyer petd 1o mépag Tou auction deadline vo otelhet
uéow httpRequest oto Host-Server mpoxewévou va 6et molog x€pdloe T dnuonpacio. O
Host-Server , tou amavtdetl uéow HttpResponse , molog elvon o vixnthc tng dnuonpaciag

(winner Address).
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4.0.2.4 Upload Apyeiou
chunks in r.uploadHeap waorkerl
build chunks{erasure coding) worker2
Renter > worker3
-

* workerd
workers
workerg

worker

o gets an available piece

"Upload"
taskiD
sends data

Calculating merkleRoot L responds OK
of our added Sector -
Sign our revision with
renter server
pk{mRoot,numLeaves, fcRevisionMum} signature
checks host's signature signature. if OK
with the help of g '
a contract function, <
as we know pK of
host

FIGURE 4.6: Upload Apyeiou

host checks if
contract has enough money
for an upload

Calculate merkleRoot of new Sector

Sign our Revision with the help of
host server
pkimRoot, numLeaves. fcReviisonMNum}

Checks with the help of
a contract function
if signature of
renter is
valid
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H Swdcacio tou upload evog apyelou, gaiveton amd tny mapamdve exdva, Ty omolo xou
Yo e&nynoouue avoluTixd. Apyixd, o renter ywpilel to file oe chunks. I'io xdde chunk ,
PTIAYVEL TAL pieces TOU CUUTERLAUBAVOUEVGY XL TWV pieces TOU TEOXUTTOUV OTO TO Tre-
dundancy. Xtnv ewova dewpolye 6Tt xdde chunk amoteheltan amo 3 pieces , evw Ue 10
redundancy, tpoc¥étoupe dhha Telo pieces, Ue AMOTEAEGUO VO XATOAYOUUE VoL €YOUUE €EL
pieces cuvohixd. ‘Enerta, xdde chunk mou dnuovpyeiton ctéhveton otn heap tou. Ané exel
xdde chunk polpdleton otoug workers, ot omolol elvon €€1, dnhadr 6oo pieces €youue cuvo-
Axd. Ov workers EextvoOv mopdAAnha v enelepydlovtar To chunk, malpvovtog o xdie €vag
amo éva dlrdéaiuo piece, amo ta NN undpyovta. Kdide worker whd pe évav cuyxexpylévo
host xon avahapPdver tn dradxactia Tou upload Tou piece auto) cTo CLYXEXEWEVO host.
Ev cuveyelo napouvoidleto to npwtoxorlho tou upload evoc piece yetall evog worker xou
evoc host.

Apywd, o worker otéhvel urjvupa "upload”, dnhwvovtac Ty Tteddeon tou oto host va Tou
otethel xdmoto piece mpog amodrxeuor. O host , ev ouveyeia uéow evog contract call pe
Bordewa Tou Host-Server eréyyel eav 1o StorageContract Siodétel Tar ypriuato TeoXeWEVOL
va yivel to upload. Ev cuveyela o renter ctélvel oto host to taskID xou to piece . Edv o
host emBeBarcdoel 611 10 storageContract nepiéyet Ta ypruata Tou yeeldlovTol yia To up-
load, o host otéhvel ok oto renter. ‘Eneirta unoloyilet to merkle Root yia to cuyxexpévo
sector, xoog xat To we topa mekleRoot 6 Awv Twv sectos mou €yel anodnxevpéva. ‘Eneita

umoypdgpel To veod fcRevision , to onolo anoteeiton amo :

e merkle Root: Eivow to merkle root 6hwv twv sectors ewc exelvn T oTiyuy| , cuutee-

thapBoavouévou Tou véou sector.

o num Leaves: Ilepihopfdver 6Aa tar @UAA , dnhadr Tor semgments to omola €yel

ATOUNHUEVUEVL.

o fcRevisionNum : Amotehel éva evdetixd Yoo Ty apldunomn tov fc revisions.

O Renter avtiotouya umoypdper xou exelivog to fc revision pe to Blar oxpBde medlor xou
oTélvel Ty umoypapr] Tou 6To host. O host ekéyyel pe tn Border Tou Host-Server xou mo
oLyxexpéva Wog Ledddou tou storage contract (n omola eneldr dev odAdlel To state tou
Ethereum , dev éyel xdnoto x60t0c), €av npdypatt 1 vnoypoupy auth avijxelt oto Renter.
Eov npdypatt avixet oto Renter amodnxedel to sector xou otéAvel xan excivog Ue T oelpa
Tou v unoypayy Tou oto Renter. O Renter ye tn oepd tou ansujuvouevog oto Renter-
Server xou exelvog exteh@vTag TNV (Blor LEY0BO eAEYYEL EaY 1) UTOYEAYPY| elval TEAYUATL TOU

host , onAad?| avtiotolyel oo public key tou.
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4.0.2.5 Challenge

Renter-Server StorageContract

ichallengeHost(contractAdrress) ~
torage Contract(: Client, R

numLeaves, revisionMumber,merkleRoot

renterNonces[noce] [gkists
ignatureRenter |= valid || signatureHost!=valid]

-event('ok) penaltyfor Renter

Ichallenged

else’
[else] tChallengeditasklD storageCon@ventChallenged(taskiD, storaContract,

return event, segmentindex timeToRespond)

"Challenged" timeToRespond taskiD)
[ i
merkleRoot, proofSet, data, numleaves,: torageCol

storageContract verify(merkleRoot,data,proofSet

2 Jnumleaves, segmentindex)

[ProofloK]

confractTerminated(storage ContractAddress, pKHost taskID)

mOK[stComraanu:lress.taskl!

entOK (stContractAddress, task|D)|
>

OK(stCos .taskiD)

[proof == OK]

FIGURE 4.7: Challenge

Yy mopandve emova, gaiveton Twe évag renter unofdiiet o challenge éva host. Ap-
Y& o renter ctéivel oto Renter-Server éva httpRequest 6mou oto url challengeHost
CLUTERLAOUBAVEL TNV UTOYEAPT| TOu, TNV uToyeay| Tou host, Tov apriud TV cUVOAXOY
QUMWY Tov apuiud Tou fcRevision xodog xou To merkleRoot twv cuvolixwy sectors ewg
exelvn tn oTiyur). O Renter-Server xohel ye éva contract call ye tn Borjdeio Tou web3 api
v challengeProvider() ye ta avtiotowya opiouata mov avapépaue tponyouuévewe. Apyixd
amo To storage Contract eréyyeton eav €yet on {ntniel o ocuyxexpyévo nonce and 1o
renter. Eov éyel 7on {ntndel tote To challenge 8¢ yiveton 6extd xou emBdhheton penalty
oto renter. Emmiéov ehéyyovton ol utoypoagéc Twv renter xou host eov mpdypatt €youv
umoyeder To cuyxexpiévo file contract revision. Xtnv nepintwon mou elvar Addog €youue
eniong andppun tou challenge ano to contract. Awgpopetixd , n cuvdpetnon challenge-
Provider unoloyilet éva segment Index xou xdvet public to event tou Challenge . To
event auté to axolel o Renter-Server o omolog Ue Tn oelpd TOL EVNUEPOVEL TO Tenter.
Emmiéov to (8o event axover o Host-Server tou cuyxexpiuevou host(o onolog oxolel yio
event oTn ouyxexplevn diebduvon tou storage contract and t dnuiovpyia Tou contract),
o omofog evnuepwvel To host yia To cuyxexpévo challenge. E5e Yewpolue 6Tt 0 host amorv-
TdeL eVTOC ypovixoL oplou tou challenge. O host otéhvel To merkle proof cto host-server
xan exelvog xokel e contract call tn verify yir to ouyxexewévo storageContract. e
nepintwon nou 7 verify amogaviel 6Tt To merkle proof tou host dev elvon €yxupo to stor-

age contract TepuatileTon xou avoxow@veTtou uéow event to omofo oxolel o Renter-Server



Kegdhawo 4. 44

xan xot'eméxtaon o (0log o renter, eve o host ydvel to collateral mou elye Bdher oty apy
, x0O¢ xan Goo yeuAT ElYE CUYXEVTPWOEL w¢ TOTE ano Ta uploads twv data. Avtideta
otny mepintwon mou 1o merkle proof Tou host elvon €yxupo, petagépovtan yeruaTa Yio TN
owo T am6deln and To renter oto host, eve avaxowvevel o event verified. To event autd
70 axoVel 1660 o Renter-Server, 6co xar o Host-Server (avtiotouyo ot nodes Renter xou
Host).



Chapter 5
MeAhovtixeg Ilpoextdoelg

210 XEQPALO aUTO AVAAVOUUE UEANOVTIXES TIPOGUAXES TTIOU UTOEOLY Vo Yivouv 6To loTNnud

oG,

o Avavéwon Storage Contract : Oo fitay evolapépov va vAorotniel ueAhoviixd €vog
unyoviopog, 6Tou ety AREEL To storage contract , vo umopet o renter var To avoveE®VEL

emxolvemvovtoc pe to host off chain.
o Mnyarviouos elpeons véwv host :

o IlpooOnikn nepioodtepwy kpiTtnpiwy katd tn didpkea tng dnuorpaciag : Oo unopolce
vor uTtdpyet uia Barduoroyia yior xdde host, 1 omolo Yo itay to anotéheoyo tne Pngo-
qoplog xdie renter, uetd to népag Tou storage contract. Edv o renter ftav uevoonoun-
pévog amod Tig umneestec tou host, tote Yo Tov adlohoyoloe Yetd, avdvovtag TNy

aflomiotio Tou host.
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