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NEPIAHWYH

O oKOTTOG TNG TTapoUcag OITTAWMATIKAG EPYATiag €ival N AVATITUEN VOGS ATTOKEVTPWHEVOU
autévouou opyaviopou (Decentralized Autonomous Organization) f amAwg DAO, pe
xpnron tng texvoloyiag blockchain. MNa tnv KaAUTEPN KaTAVONON TWV BACIKWY APXWV TNG
TeEXVoAoyiag Tou blockchain xpnoigotmoilonke 1o Bitcoin. Mépa ammd TIC PBaOIKES APXES
QUTEG, ENyoUE Ta £EUTTVa cUPBOAala (smart contracts), To faoikd cuoTaTikd OTOIXEIO EVOG
DAO. lMNMapoucidlouue pia véa pop®r wnelakou opyaviopou, To DAO, TTou atroTeAEiTal Kai
EAEYXETAI ATTOKAEIOTIKA ATTO ATOUA 1) ETTIXEIPACEIG WG OUOTIUA (peers) PEAN. Qg epyaAgio
avaTTuéng diaAéEaue o Hyperledger Fabric, éva atmé ta o emiTuxnuéva epyaleia yia Tnv
avaTtuén  IDIWTIKWY — adelodotnuévwy  (private  permissioned) OikTUwv  blockchain.
KataAflyoupe TTWG N TIPWTOTTOPA APXITEKTOVIKI) TOU OAAG KAl TO GUVOAO TwV EPYAAEIWVY TOU,
TO KaBIOTOUV KATAAANAO yia otroladrirote moOavr ulotroinon evog DAO. Egetdloupe Ta
TpoBAApaTa evog EumioTou TpiTou @opéa (Trusted 3rd Party) oto mapddeiypa Tng
dlapoipaong TG TTapaywyns NAEKTPIKNAG EVEPYEIOG METALU TTapaywywv oe évav Popéa
ZwpeuTiKAG EkmpoowTtrnong 1 amAwg POZE. lNpoteivoupe wg AUon Twv TTpoBAnudaTwy
auTwy, TN Onuioupyia evég DAO pe oudTiga wéAN Tou, TOug TTapaywyous evog GOZE.
Avatrtuoooupe Tn doufy evog DAO, éva 10iwTikd adeiodotnuévo dikTuo blockchain
arroteAoupevo atd 4 TTapaywyoug, Je xpron Tou gpyaAciou Fabric. MNMavw oTo dikTuo autd
opifoupe Ta £EUTTVA CUUBOAQIO TTOU ATTOTEAOUV TNV ETTIXEIPNMATIKA AOYIKNA KOl TOUG KAVOVEG
mTou d1€TTouv 10 DAO. MNa v aAAnAeTTidpaon Twv TTapaywywy Pe TIG Asitoupyieg Tou DAO
kataokeualoupe pia dietragn XpAoTn (user interface). ZuyKpivoupe wg TTPOG TNV €uxXPNOTIa
Kal TNV KataAAnAoTnTa Tng avarmtuéng evog DAO, 1o epyaleio Fabric pe 10 gpyaleio
GoEthereum 10U €ival éva ammd Ta TMO TTETUXNUEVA OTO TOopéa dnuéoiwv blockchain.
AlammoTwvoupe €mmiong, Twg 10 DAO €ival pia atmoTeAeopaTikr) AUCON Twv TTPORANNATWY
TTOU QEPEI EVAG EUTTIOTOG TPITOG QopEag. Acixvouue OTI TO Fabric gival wpigo Kal EUEAIKTO
gEPYaAgio yia TV avamTugén €vog I0IwTIKOU OIKTUOU blockchain aAA& atraitei peydAn
e€oikeiwon atmd Toug BIAXEIPIOTEG Tou. TEAOG ammd Tn OUYKPIon Twv OUO0 epYaAgiwy
oupTtrepaivoupe TTwG 1o Fabric eival 1o duoxpnoto amd 10 GoEthereum Adyw Tng
TTOAUTTAOKOTNTAG TOU AAAG TTIO KATAAANAO KAl TTIO ATTOTEAEOUATIKO.

OEMATIKH NEPIOXH: Blockchain, TexvoAoyieg AoyiouIKoU

AE=EIZX KAEIAIA: Blockchain, DAO, Bitcoin, Hyperledger Fabric, ‘E¢uttva >upBoAaiq,
Chaincode, AtrokevTpwpéveg EQapuoyEg.






ABSTRACT

The purpose of this diploma thesis is to develop a decentralized autonomous organization
or simply DAO, using blockchain technology. Bitcoin was used to better understand the
basic principles of blockchain technology. In addition to these basic principles, we explain
smart contracts, the key component of a DAO. We present a new form of digital
organization, the DAO, which consists of and is controlled exclusively by individuals or
companies as peer members. As a development tool we chose Hyperledger Fabric, one of
the most successful tools for developing private permissioned blockchain networks. We
conclude that its pioneering architecture and all its tools make it suitable for any possible
implementation of a DAO. We look at the problems of a trusted 3rd party in the example of
sharing electricity generation between producers of an electricity aggregator. We propose
as a solution to these problems, the creation of a DAO with its equal members, the
producers of an aggregator. We develop the structure of a DAO, a private permissioned
blockchain network consisting of 4 producers, using the Fabric tool. On this network we
define the smart contracts that constitute the business logic and the rules that govern the
DAO. For the interaction of producers with the functions of DAO we build a user interface.
We compare in terms of usability and suitability for the development of a DAO, the Fabric
tool with the GoEthereum tool which is one of the most successful in the field of public
blockchains. We also find that DAO is an effective solution to the problems posed by a
trusted 3rd party. We show that Fabric is a mature and flexible tool for developing a private
blockchain network but requires a great deal of familiarity from its administrators. Finally,
by comparing the two tools, we conclude that Fabric is more difficult to use than
GoEthereum due to its complexity, but more convenient and more efficient.

SUBJECT AREA: Blockchain, Software Technologies

KEYWORDS: Blockchain, DAO, Bitcoin, Hyperledger Fabric, Smart Contracts, Chaincode,
Decentralized Applications.






EYXAPIZTIEZ

MNa  diektrepaiwon NG Trapouoag Mruxiakng Epyaciag, 8a ABeAa va euxapioTAow
Tov ouvadeA@o Zépylo ‘EEapxo, TTTuxiouxo Tou TuAWaTOoS Wnolakwv ZuoTnudTwy Tou
MavemmoTnuiou Teipaid, yia Tn ouvepyaoia Kal TNV TTOAUTIMN OUPBOAR TOou OTnVv
OAOKANpwaon TNG.

ZUUTTANPWHATIKA Ba nBeAa va euxapioTAow Tov KaBnynt) pou K. BaoiAeio
Beokoukn aoAAG kai Tov YTrowneio Aiddaktopa kal Epeuvnth Mdavvn Tlavveéro, yia Tnv
ONPAVTIKI TOUG CUMPBOAR OTNV ETTOTITEIO TNG TTAPOUCOAG £PYACTiAG.

TéNoG, Ba NBeAa va euxapIOTAOW TOUG YOVEIG PHOU KAl TNV adeAPr] Pou, TTou fATav
Madi jou OAa auTtd Ta XPOVIa Kal JE OTNPICOUV OUVEXWG O€ TTOANOUG TOEIG.
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ApPXITEKTOVIKES AoyiouikoU yia uAotroinan karaveunuévwy aurévouwy opyaviouwy (DAQ) ue texvoAoyieg blockchain

1 Eicaywyn

To oAoéva Kkal augavopevo evOIOPEPOV YUpw aTrd Ta BE€pata WneIokAG ao@AAEiag,
QTTOOXOAEI ONOEVA Kal TTEPICCOTEPO TOV KOOMO, OAAG Kal n €CEANIEN TNG €MOTAKNG TNG
KPUTTTOYPOQIOG TTOU OTPEQPEI TO €VOIOPEPOV TwV MEAETATWY yia Tnv dlatipnon Tng
ac@daAgiag, odriynoav otnv dnuioupyla TnG TeXvoAoyiag blockchain. H atraitnon 1ng
QUTOMOTOTTOINONG  TWV  OUVAANQyWV  PETOEU  ETTIXEIPACEWV /KAl OpyavIoPWV
Business-to-Business (B2B) kdvel 110 €MTAKTIKA TNV avAaykn yia Tnv Xprjon tou blockchain
Kal TNV dNMIoUpYia KATAVEUNMEVWY QUTOVONWY OPYAVIGHWV.

H Baoikn didpbpwaon TG TTapouoag TITUXIOKNG epyaciag €0TiAlel oTnv PMEAETN TNG
TeEXVoAoyiag blockchain, pe otdéxo Tnv karavénon NG o€ TTPAKTIKG €TTITTEDO £0TIALOVTAG
oTnNV QvaTITUgIakr TTpooéyyion. Mo ouykekpipyéva, n TTapouoa epyacia €xel wg OTOXO va
yivel karavonTr] YE TTapaocTatikd TpOTTo n TexvoAoyia blockchain kal o Tpd1TOG TTOU QUTA
Aeiroupyei. MNa autov Tov Adyo 1o KepdAaio 2 treplypd®el Tnv dour Tou blockchain, eicdyel
EVVOIEG OTTWG Ol OUVOAAAYEG, OAAG TTapaBETEl KAl TNV dourl TOU PTTAOK, TNV AAUCIOWTH
ouvOEon TWV UTTAOK Kal TRV £vvola Tou 181WTIKOU blockchain. lNa tnv kaAUuTepn Katavonon
TWV BacIKwv apxwv Tng Texvoloyiag tou blockchain xpnoiyotroi@nke 1o Bitcoin, TapdAo
TTOU N TeEXVOAoyia auTr} Ogv TTEPIOPICETAI JOVO OTOV OIKOVOWIKO TOMEQ.

210 Ke@AAalo 3 avaAuoupe TO Aoyiopikd Tou Hyperledger Fabric, ggnyoupe Ta
gEpyaAgia TTOU TO aTTOTEAOUV KOBWG KAl TNV EUTTEIPIO pAG ME TNV XPAON TOUG OTNV
UAOTTOINON €VOG KATAVEPNUEVOU QUTOVOUOU OPYaVIOHOU.

2T0 KeEQAAAIO 4 TIEPIYPAPOUPE TNV TIEPITITWON XPAONG €VOG KATAVEUNUEVOU
auTtévouou opyaviopou oTo TTPORANUA diapoipacng TNG TTapaywyns NAEKTPIKNG EVEPYEING
METOEU TTapoxwv. ETmmiong tepiypdoupe pe TTapacTaTIKO TPOTTO TNV ATTOKEVTPWHMEVN
€QAPUOYN TTOU UAOTTOINCAE YIa TN AUON TOU TTAPATTAVW TTPORARUATOG.

270 Ke@aAalo 5 egnyoupe Tn dladikaoia UAOTIOINONG TNG OTTOKEVTPWHEVNG
epapuoyns. Xwpilouhe TNV UAOTTOINON 0€ 4 €vOTNTEG, Ol OTTOIEG €ival N evOTNTA DIETTAPNG
XPAOTN, N evOTNTA TOU €VOIAUECOU AOYIOUIKOU, N EVOTNTA TNG ETTIXEIPNUATIKAG AOYIKAG EVOG
DAO péow ToU £EutTvou oupfoAaiou kaBwg Kal TV evotnTa TNG doung Tou DAO péow Tou
OIKTUOU.

270 KEQPAAQIO 6 TTAPOUCIAOUNE Wi TTPOCOPOIWON TNG XPAONG TNG ATTOKEVTPWHEVNG
eQApPPOYNG. AUuTO €ITUYXAVETAI PEOCW TNG XPAONG TNG OTTOKEVTPWHEVNG £QAPUOYAS aTTo
TOoug Trapaywyoug - péAol Tou DAO. To oevdplio xprong e¢eTadeTal ECW OTIYUIOTUTIWV
0006vnc¢ (screenshots) Ta otroia avaAuovrai.

270 Ke@AAalo 7 yivetal pia ouykpion Tou epyaAciou Fabric kal Tou gpyaAgiou
GoEthereum yia Tnv avdamTugn amokevipwuévng e@apuoyns pe Tn Aciroupyia DAO.
Egetaddoupe TTapatnprocig Trou diagopewinkav katd tn diadikacia uAotroinong Tou DAO.

270 KEQPAAaIO 8 OuAAéyovTal T CUUTTEPACHATA TNG OITTAWMATIKAG €PyaAciag TTou
agopouv Tnv TexvoAloyia blockchain, Tou DAO kaBwg kal Tou gpyaleiou Fabric. Akoua
TTOPABETOUNE OPIOUEVES TTIBAVEG HEAAOVTIKEG XPHOEIG TNG TTAPOUCAG EPYATIag.

2uvoyidovtag, n ouvelIopopd TNG TTapoucas JITTAWMPATIKAG gpyaciag padi pe Tnv
adeA@IKA OuvepyaTik TNG TITuxIok Tou Zépylou ‘EEapxou Tou TuApaTtog Wnoiakwv
2UOTNUATWYV TOU TTaveTTioTnuiou lMNelpaid evroTrideTal KAt KUPIO AOyO TOOO OTO ETTITTEDO TNG
MEAETNG Kal TNG ouykpiong Tou Ethereum kai Tou Hyperledger Fabric otnv avamrugn kai
UAOTTOINON MIOG ATTOKEVTPWHEVNG EQAPUOYNG, 000 KAl TNV €PEUVA KAl TNV UAOTTOINON MIOG
QTTOKEVTPWHEVNG EQAPPOYAG TTOU Ba €XEl WG ATTWTEPO OKOTTO va eTIOEIEEI TN XpNOIMOTATA
evog DAO. ‘ET0ol, n TTapouoa PeAETN DIOBETEI £peuva e CUYKPITIKA HEBODO KAl ETTEKTEIVETAI
OTO ETTITTEDO TTPOYPAUMATIOTIKNAG EQAPHOYAG.

21apavrlic Anuntpiog 14



ApPXITEKTOVIKES AoyiouikoU yia uAotroinan karaveunuévwy aurévouwy opyaviouwy (DAQ) ue texvoAoyieg blockchain

2 Eicaywyn oto Blockchain

2.1 Baoikég évvoleg Tou blockchain

H Texvoloyia blockchain atmoteAei TV TMEUTTTN  €mavdoTaon Twv  NAEKTPOVIKWV
uttohoyioTwy [1]. Baoikdg o1déxog TNG €ival N avTiIKATACTOON TOU €UTTIOTOU TPITOU QPOpPEQ
TTOU UTTApPXEl TTAEOV OTIG TTEPIOOOTEPEG CUVAAAaYEG. Ta TTapAdelyua, yia Tn cuvaAAayég
XPNUaTtwy TUTKA PBaoi{OuacTe OTNV AKEPAIOTNTA TNG TPATTE(AC WG TOV EUTTIOTO TPITO
@opéa. Mpddpopog Tou blockchain eivalr éva €yypago tou 1991 pe 10 Ovopa “How to
timestamp a digital document” [2]. To blockchain Baciletar o€ éva QTTOKEVIPWUEVO
ouoTnua oudTiunGg ouvdeong MeTagu uttoAoyioTwy. 'Eva diktuo blockchain cuvtdooetal
ato diaocuvdedepévoug aveEdptnToug xprnoTeg (distributed network of independent users).
O1 nNAEKTPOVIKOI UTTOAOYIOTEG TTOU CUMMETEXOUV OTO OikTUO dUvavTal va BpiokovTtal o€
TTEPICCOTEPEG ATTO pia TOTTOBETieC ammodidovrag €10l TN PEYIOTN AC@PAAEIa OTO CUOTNMA.
270 XOPAKTNPIOTIKO auto PBaciletal n emrtuxia Tou Bitcoin. To Bitcoin gu@aviotnke o€ pia
emoTnUoVviKh epyacia 10 2008 [3] kal KukAo@Opnoe wg Aoyiopikoé 1o 2009. H avayvwon
TOU CuvioTaTAl ATTAPQITNTN YIO TNV KaTavonon tng 10éag Triow at1rd 1n dnuioupyia Tou
blockchain. Epwtrocig 6TTwg “moio TpoBAnpa AUvel;”, “mroia AUon TTpoo@EPEL; KaBwg Kai
“mola e€aptiuata xenoIhoTrolouvTal;” odnyouv Tov avayvwaoTn o€ BabuTtepn Katavonon.
Otav uia TAnpogopia éxel eyypagei otnv aAlucida blockchain, eivar aduvarov autr) va
dlaypagei ekTog av n mmAsiowneia (>50%) Twv xpnoTwv Tou dIKTUOU TO aTrogacioel. ‘ETol,
EUTTOPIKEG, ETAIPIKEG KAl TPOATTEQIKEG OUVAAAQYEG ATTOKTOUV TR MEYIOTR  duvaTh
ageTaBAnToTNTa (immutability) kar ac@aAcia.

To Bepehindeg oToixeio Tou blockchain gival To umrAok (block) [1]. Ta utrAok gival
OMAdEG KATAXWPHOEWV CUVOAAQYWYV TTOU £XOUV Kataypagei oto dnuooio untpwo (ledger)
Kal TTPOG TOUTO polalouv pe pnTpwa-Aioteg dedopévwy. Ev ouvexeia, n ouvdeon Toug
oxnuarTi¢el yia aAucida (chain) péow TNG PEBOBdOU KaTakepuaTioyou (hashing) Tou evég
MTTAOK pE To eTTOpevo. OTtav aANdloupe katrola dedopéva o€ €va ITTAOK, aAAGJoulE TNV TIUA
KATOKEPHUATIOMOU TOU KOI WG OTTOTEAECHA TNV TIUA KATOKEPHATIOHWOU OAWV TWV UTTAOK PETA
ammd autd. H TeXvOoAoyia KATOKEPUATIONOU uttoBonBd TV ac@dAEia Tou cuoThPaToC [4]
KaBw¢ KABE UTTAOK dnuIoUpyEiTal JOVO ATTO BEDOUEVA-KAVOVES TOU TTPONYOUUEVOU PTTAOK,
KATA TPOTTO WOTE £va PTTAOK va avayvwpilel JOVOo TO TTPONYOUUEVO TOU KI OXI OTTOIOONTTOTE
GANo. H péBodog KAaTaKEPUATIOPNOU XPNOIUOTTOIEITAl VIO TNV TTapaywyr] €vog povadikou
WYNPIOKOU ATTOTUTTWHATOS YIa Ta O£OOPEVA-KAVOVEG €vOG MTTAOK. Mia Ke@aAida UTTAOK
TTEPIEXEI AETITOPEPEIEG OXETIKA ME T OOMN TwWv OedOPEVWV PECA OTO WTTAOK (OTTWG O
KATOKEPMOTIONOG TWV TTPONYOUPEVWY UTTAOK, N XPEOVIKH OTIYUr TTou dnuioupynbnke To
MTTAOK, N pida merkle kal T0 nonce). H xpoviky ofjuavon pag fondd va ammoTpEWOUUE TIG
OImmAég damrdveg (double spending). H pila merkle eival évag KaTaKEPUATIOPOS TToU
avTITTpoowTTeVEl KABe ouvaAAayry oTto PTTAOK. OAGKANPO TO OUVOAO Twv CuvaAAaywv
MTTOPEI VO aVOKOTAOKEUAOTEI AVTIOTPEPOVTAGS TV PEBODO TOU KATAKEPUATIONOU. To nonce
givalr évag aubaipeTog, HMOVAdIKOG apIiBudg TTOU  XPNOIYOTIOIEITAI YIO TNV ATTOTPOTIN
emOéocwv eTavaAnwng (replay attack). To péyebog Tou pTTAOK €TTIBAAAEI éva Oplo OTOV
apiBud Twv ouvoAaywv Tou pTTOpEl va eTTegepyaoTei €va diktuo blockchain ava
OEUTEPOAETTTO KAl £TO1 PTTOPEI va QaVEi OTI EUTTOBICEI TNV IKAVOTNTA TOU VA KAIJAKWVETAI.
TéNOG, 0 KABe KOUPOG TOU BIKTUOU €XEI Eva avTiypago Tou blockchain To otmoio evnuepwvel
0 i610G KGBE Yopd TToU TTPOCTIOETAI £vVa KAIVOUPYIO WTTAOK.

To blockchain utrooTtnpietal atrd évav TUTTO OUOTINOG-OE-OUOTIUO KATAVEUNMUEVOU
oiktuou (Distributed peer-to-peer network). OTroladnTTOoTE  €QAPUOY OUVOMIAIOG
XPNOIMOTIOIE €VA OUOTINOG-OE-OMOTINO OIKTUO YIa VA ETTITPETTEI TRV AVOIXTH ETTIKOIVWVIQ
METOEU TWV XPNOTWV TNG. Z€ éva KaTaveRNUEVo OiKTUO OAol AauBdavouv £Eva avTiypago Twv
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TTANPOPOPIWY HE Ta idIa dIKalwuaTta TTPOoRAcNG Kal €AEYXOU ME OTTOIOVOATIOTE AAAO
xpnon.

H ouvaiveon (consensus) €ival pia oydada aAyopiBuwyv TTou XpnolyoTrolouvTal yia
TNV ETTTEUEN OUPPWVIOG OXETIKA PE TO TTOIEG OUVAAANAYEG gival Eykupeg. To TTPORANKO TwV
Bulavtivwv oTtpatnywv: Evvéa oTtparnyoi, o kaBévag dioikei éva Turua tou Budlavtivou
OTPATOU, TTEPIKUKAWVOUV Mia TTOAN Kal TTPETTEl va oxnuatioouv éva ox€Dlo yia va Tnv
emTeBouv. Wneilouv cite yia emmiBeon e€ite yia umoxwpnon. Kai o1 gvvéa TpETTel va
OUPQWVAOOUV va €TTITEBOUV 1 Kal Ol evvéa TTPETTEI VA CUPPWVACOUV VA UTTOXWPHROOUV,
YIOTi Qv JEPOG TOU OTPATOU UTTOXWPAOEI £X0UV UWNAO Kivouvo va Xaoouv. Ag UTTOBEO0UE
OTl 4 oTpatnyoi wneifouv yia uttoxwpenon, 4 oTpatnyoi wneifouv yia €mibeon Kal €vag
oTPATNYOG OTEAVEI WHPO «UTTOXWPENONG» OTOUG UTTOXWPNTEG KAl OTEAVEI YHPO «ETTIBEONGY
OTOUG ETTITIBEPEVOUG.

MNa v etmiduon Tou TTpoPAiuaTog Twv BulavTivwyv oTpatnywv To Bitcoin kai 10
Ethereum xpnoigotroiouv Tov aAyopiBuo proof-of-work. AAoI onuavTikoi aAydpiBuol givai
10 proof-of-stake, proof-of-authority rj kai n u€Bodog Twv 3 paccwv Execute-Order-Validate
TToU XpnolyoTrolsi To Hyperledger Fabric.

2.2 Alayeipion ZuvaAAaywv

Omwg avaeépbnke oTnv TTponyouuEevn evotTnTa éva PTTAOK Oev gival TiITToTa GAAO aTTd pIa
ouada ouvalhaywv. To blockchain diaxelpieTal OAeG QUTEG TIC GUVAAAQYEG PE TN XPAON
EVOG unxaviopou wnolaokAg uttoypa®ng (digital signature). Xpeialdopaote évav Pnxaviopo
WNQIAKNS UTTOYPAPAG VIO va KAVOUUE CUVAAAQYEG, VIO VO ATTOKTHOOUNE Wia dieulBuvon TTou
MTTOPOUNE VO UOIPACTOUME JE GAAOUG WOTE VA KAVOUPE OUVAAAQYEG padi Toug aAAd kal yia
VO UTTOPOUME va atrodeifoupe 6T oI ouvaAiayég Eyivav ammo €uds. MNa va KaTavorooulue
KaAUTepa Tn dladikacia dlaxeipiong CUVAANAYWY Kal TO INXAVIOUO Wn@IAKNS UTTOYPOQPnG
TToU XpnolyoTrolgi éva blockchain, 6a avaAuooupe 10 TTOpTOPOAI Bitcoin.

‘Eva 1TopTO@OAI Bitcoin é€xel €va IDIWTIKO KAeIdi (private key), éva dnuOoio KA&Idi
(public key) kai pia dieuBuvaon TTopToPOAIOU (wallet address). ‘Eva 1I1wTIKO KA&I1Si AsiToupyei
WG 0 KPUPOG KWOIKOG TOU XPNoTn Kal dev TTPETTEI va JolpadeTal ge kavévav. Mia disuBuvon
TTOPTOPOAIOU AEITOUPYEI PE TTAPOUOIO TPOTTO PE TN dIEUBuUVOoN KATOIKIag, YE TNV £vvola OT
XpPnoIJoTroIEiTal wg N dIelBuvon aTmmoOTOAAG Twv OUuvaAAaywv TTou pag agopouv. H
d1evBbuvon TTopToPOAIOU €ival n povn avarmapdotacn Twv KAEISIWY TToU oI XPAOTESG Ba
BAETTOUV TOKTIKA, €TTEION AUTO €ival TO PEPOG TTOU TTPETTEI VO JOIPACTOUV PE TOV KOOMO. To
onuéoio KAeldi €ivar pia ducavdayvwaoTtn popery NG dielBuvong TTOPTOPOAIOU Kal Oev

XPEIAdeTal VA TN YVWPICEl 0 XPNOoTNG.

To dnudoio kA€1di gival To atmmotéAeopua Tou aAyopiBuou ECDSA [5] ue €icodo 10
IDIWTIKG KA€IBi. Mia d1eUBuvaon TTOPTOPOAIOU TTPOEPXETAI ATTO £va dNPOCIO KAEIDI. ApXIKA TO
onudaoio kA1di XxpnoiyoTrolgital wg €icodog Tou alyopiBuou SHA256 [6] kal To atToTEAEOUA
(Evag apIBuog atrd 256 bit) petapépetal ws €i0odog Tou ahyopiBuou RIPEMD-160 [7]. To
amotéAeopa €ivar €vag apiBudg 160 bit kar divetar wg €icodog oTOovV aAyOpIOuo
BASES8CHECK [8] yia tTn dnuioupyia €vOg TTIO avayvwaolUou KwOIKOU TToU OVOUALOUNE
d1eUBuvon TTOPTOPOAIOU.
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Elliptic Curve Multiplication Hashing Function
(One-Way) (One-Way)

Private Key Public Key Bitcoin Address

Eikéva 1: Mnxaviouog wneiakng urroypaeng oro Bitcoin.

Ta 101wTIKG KAEIBIG dnuioupyouvTal ATTO MHIA KPUTTTOYPAPIKA aO@aAn YeEVVATPIA
TUXaiwv apIBpwyv (6TTwg o1 BIBAI0Brkeg [9] kai [10]). Mia wn@lakr utroypa®r dnuIoupyeEi
atrodeign 10lokTnoiag yia kdBe ouvaAlayr oTo blockchain. Mapddeiypa: O AnuATpng B€AE
va oTeikel éva Bitcoin oto Zépyio. O AnuATtpng Ttraipvel T dieubuvon TTOPTOPOAIOU TOU
2€pyIou Kal dnuioupyei pia ouvaAlayn pe xpéwon 0,003 Bitcoin. 21n cuvéxeia, eTTaAnBeUel
Ta oToIXEia Tou Kal OTéAvEl TN ouvaAAayr]. To TTOpTOPOAI uTToyPAPEl TN ouvaAAayry Tou
XPNOIMOTTOIWVTAG TO 101WTIKG TOU KAEIDI KOl HETAdIdETAI TNV OUPA AvVAPOVAG CuvaAAaywv
(mempool) evidg Tou OIkTUOU. H ouvaAAayr) yiveral KATTOIQ OTIYU QTTOQEKT) ATTO TOUG
€€OPUKTES (Miners), Tn Balouv o€ £va PTTAOK, BPICKOUV TO nonce Kal EKXwPOUV OTO PTTAOK
MIa TIMA KaTakepuaTiogou. To pTtTAOK TOoTTOBETEITAl OTO blockchain, kaBwg kepdilel
emMBePaIOEIG, YiveTal aTTOOEKTO WG £yKupn ouvaAlayry o1o OiKTUO Kal TEAIKA O ZEPYIOG
Traipvel 1o Bitcoin Tou.

2.3 Mia ouvaAAayi

2TV  TTPONYOUMEVN €vOTNTA AVOAUCOUE TOV HPNXAVIOWO WNOIOKNAG UTTOYPAPnRG TTou
Xpnoigotrolgital yia Tnv diaxeipion cuvallaywyv oTo blockchain. 21nv Tapouca evotnta Ba
MEAETAOOUUE Ta OUCTATIKA TTOU OUVOETOUV pia ouvaAlayry o€ éva Oiktuo blockchain.
MNvwpioupe TTWG Yo cuvaAlayn gival To BePeAIOES OTOIXEIO EVOG PITTAOK dedopEVwY. Mia
ouvaAAayn €ival pia dour dEBOUEVWY TTOU KWOIKOTTOIET Ia JETa®OPA agiag atrd yia Tnyn
TTOU ovoudadeTal “cicodog” o€ Evav TTPOOPIoHUO TTOU OVOPACZETAl “€€000G”. 2€ Hia ouvaAAayn,
0l €I0POEG €ival aTTAWG o1 un datravnBeioeg eKkpoEG atrd pia GAAn ouvaAiayn (UTXO).

ZuvaAAayn = “€kdoon” + “TTARBog e106d0ou” + “TTAnpogopieg e100d0u” + “TTARB0G €d6dou” +
“mAnpogopieg £€600u” + “wpa KAEIdWUATOGS”.

NMAnpo@opieg €10660u = “KaTOKEPUATIOPOG TIponyouuevng €E6dou” +  “OeikTng
TTponyoupevng €€0dou” + “uéyebog oevapiou ekAeIdWPATOS” + “oevaplo EekAeIdwuaTog” +
“ap1Bpog akolouBiag”

NMAnpo@opisg €§6dou = “m000” + “péyeBog oevapiou kAsidwpatog” + “oevdplo
KAEIdWPaTOg”

KaBe UTXO é€xer éva oevdpio kAeidwuartog (locking script) tmou TTeEpIEXEl TIG
TIPOUTTOBECEIG TTOU ATTAITOUVTAl YIa va OdeuTel. lNa va €TTIKUPWOOUUE PIA OUVOAAQyH,
apTTACOUUE TO OCEVAPIO EEKAEIDWMPOTOG TTOU TTEPIEXETAI OTNV €i0000 Kal €AEYXOUMPE av
gekAeIdwvel To oevapio KAeIdwpaTog Tou UTXO. ZnueiwoTe OTI TO OEVAPIO EEKAEIDWHPATOG
o€ Mo ouvaAAayr dev EEKAEIBWVEI TO OEVAPIO KAEIBWHATOG TNG id1ag cuvaAAayng, aAAd TNG
TTPONYOUNEVNG OUVOAAQYAG.

2.4 'ESutrva cupBoAaia

Ta €guttva cupBoAala TTPWTOEUPAVIOTAKAY OTO KEVTPIKO dikTuo blockchain Tou Ethereum.
Me 1 xprion £Eutmrvwv oupPBoAaiwv Ta blockchain ptmopouv va ekteAoUv auBaipeTn,
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TTpoypauuaTiiopevn Aoyikry ouvaAdaywyv. Ta script oto Bitcoin fitav n mpwiyn Hoper Twv
€EUTTVWV oupBoAdiwy. ‘Eva £Euttvo ouuBoAalo Asitoupyei wg pia agioTToTn KATAVEPNUEVN
epapuoyn Kal KepdiCel TNV agIOTTIOTIO TOU aTTd TN TEXVOAOYia blockchain kal To avTioToixo
TIPWTOKOAAO OUVAIVEONG TOU EKACTOTE DIKTUOU.

MoAAG uttdpyxovTa blockchain 1Tou xpnoigotroiouv £Euttva cupBoAaia epapudlouv
éva TTPWTOKOANO 1} ouvaiveon A aToulkA ekmrouty (atomic broadcast) TTou TTpwrToV,
Tagivopei TIG ouvaAhayEg kal TIG O1adidel o OAOUG TOUG OUOTIHOUG Kal deUTEPOV, KAOE
OMOTINOG  eKTEAEI TIG oOuvaAAayEg dladoxika. Tnv diadikaoia auth) TNV ovoudadoupue
QPXITEKTOVIKN Taglvounon-ekTéAeon (order-execute) Kal ammaiTei ammd OAOUG TOUG OUOTIUOUG
va eKTEAOUV KABE auvaAAayr] Kal OAEG oI CUVAANAYEG VA Eival VTETEPUIVIOTIKEG.

2.5 Karavepnuévog Autévopog Opyaviopoég (DAO)

2.5.1 T1 giva1 DAO

‘Evag kataveunuévog autdévouog opyaviopog gival pia KovotnTa atro JEAN XwPEIG KEVTPIKN
nyeoia. Ta HEAN uTtTOpEi va eivar datopa r; opyaviouoi. A€IToupyei oav pia TTARPWG
OIadIKTUOKI) ETTIXEIPNON TTOU aviKel CUANOYIKA oTa PEAN TNG Kal dlaxelpifeTal ammd auTtd.
Kavéva pélog Tou, dev €xel Tnv €Couaia va éxel TTpooBacn ota dedouéva Tou opyaviouou
XWPIG TNV €ykpion TG opadag. O1 ammoedoelg dIETTovTal aTTd TTPOTACEIS KAl WNYoPopia yia
va O100QAAIOTEI OTI GAOI GTOV OPYAVIOUO €XOUV GWVI.

Agev uttapyel d1EuBUVWY PEAOG TTOU va PTTOPEI va TTAPEI ATTOPACEIG PE BACN TIG DIKEG
TOU IBI0TPOTTIEG KAl Kapia mOavotnTa va xeipaywynoel ta dedouéva. OAa gival diagpavn
(transparent) kail ol kavoveg OXeTIKA pE TIG evépyeleg Tou DAO evowpaTwvovTal JECW TOu
KWOIKA TOU.

2.5.2 Nari xpelafopaote éva DAO

MNa va ¢ekivijoouue €vav opyavioud, atraiTeital va Ogi€oupe peydAn eutriotoolvn oTa dtoua
ME TO OTIOIO OKOTTEUOUME VO OUvVeEPYOOTOUHE. AAANG eival OUOKOAO va EUTTIOTEUTOUME
KATToIOoV TToU dev yvwpidouue A TTou €xoupe aAAnAemmidpdoel pévo oto diadiktuo. Me éva
DAO dev xpeldletal va eutmioTeudPaoTe Kavévav AAAov oTnv opada, JOvo Tov KWdIKA ToU
DAO, o omoiog cival 100% odia@avAg Kal €maAnBeloiyog atrd oTtrolovonTrote. Auto
ONMIOUPYEI EUKAIPIES VIO OUVEPYATIA KAl CUVTOVIOUO QYVWOTWY HEAWV XWPIG EUTTIOTO TPITO
Qopa.

Mapakdtw Tapadidouue éva Tivaka ouykpiong evog DAO ue éva mmapadociakd
OpYaVIOMO yia T KOAUTEPN KaTavonon TwV TTEPITITWOEWYV TTou Ba etmIAéyape Eva DAO.

lMivakag 1: 20ykpion evog Karaveunuévou Autovouou Opyaviauou ue évav lNapadoaiakd Opyaviouo. [11]

Katavepnuévog Autdévopog Opyaviopdg | Mapadooiakég Opyaviouog

ZuvnBwg ETTITTEDOG Kal TTARPWGS | ZUVABWG 1EPAPXIKOG
OnNUOKPATIKOG

ATtraiteital yngoopia yia Tnv uAotroinon | AvadAoya T1n Ooun, aAAayEg uTTOpEi va
OTTOI000NTTOTE AAAAYNG amaitnBouv at1rd éva PEAOG 1 PTTOPET va
TIPOCPEPETAI YNPOPOopia
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O1  ywnoor kartaueTpouvtal  kKal 1O | EQv TTpoc@épeTal wneogopia, oI Yol
ATTOTEAEOPA €QAPUOLETAI QUTOPATA XWPIG | KATAPETPOUVTAI EOWTEPIKA Kal TO

EUTTIOTO TPITO QOpPEa QATTOTEAECUA AVTILETWTTICETAI XEIPOKIVNTA

O AeIToupyieg TOU opyaviopou | ATtaitei avOpwTTivo  XEIPIOUO 1) KEVTPIKA

QVTIMETWTTICOVTAI QUTOMATA EAEYXOUEVO QUTOMOATIONO, ETTIPPETTNG OF
Xelpaywynaon

KaBe Opaotnpiotnta civar diagavrg kai | H dpaotnpidtnta eivar ouvABws I8IWTIKNA
TTARPWGS dnudoia Kal TTEPIOPICUEVN OTO KOIVO

2.5.3 Nwg Asitoupyei éva DAO

H paxokokaAid evog DAO civar 1o €€uttvo ocuufoAaid Tou. To cupBoAaio opilel Toug
KAVOVEG TOU OpyaviopouU Kal dlaxelpieTal TIG Asitoupyieg Tou. MOAIG To cuuBoAaio Tebei o€
AeiToupyia, kaveig dev pTTopei va aAAdgel Toug Kavoveg TTapd PJOVO pE wnogopia. Av
KATTOIOG TTPOCTIAONO0El Va KAVEI KATTOIa eVEPYEIQ TTOU OEV KAAUTITETAI ATTO TOUG KAVOVEG KAl
™ AoyikA Tou Kwdika, Ba amotuxel. H oupdda Aaufdvel amo@daoelc cuAloyiké Kai ol
AeIToupyieg €€ouaiodoTouvTal auTOPATA OTAV UTTOAOYIOTOUV o1 wrgol. Autd eival duvatd
emeldn Ta €Cutrva cupPBoAaia gival aueTdBAnTa atmd Tn oTIyur TTou evepyoTtroinbouv. ‘Eva
MENOG, Oev PTTOPET ATTAWG va TPOTTOTTOINCElI TOV KWAIKA (01 Kavoveg Tou DAO) xwpig va 1o
avTIAN@BoUV Ta uTTOAoITTa PEAN €TTEION OAQ gival dnuoaia.

‘Eva pélog evog DAO uAotroinuévo oto Fabric gival évag opyaviopdg. KaBe Tétoiog
OPYQVIOPOG, £xel 3 €mmIAOYEG: (1) uTTOpEl va eykaTtaoTroel éva €EUTTVvO oUuuBOAalo i Jia véa
€kdOOT] Tou, (2) PTTOPEl va uTToypAayEl - va attodexBei Eva £EuTTvo cupBoAaio kai (3) pTTopei
VO EVNUEPWOElI TOUG KAVOVEC TOU OPYAVIOHUOU EVEPYOTTOIWVTAS TO VEO CUMPBOAQIO PovOo
e@ooov n TTAciovoTNTA £XEl ATTOdEXTEI TO CUUBOAAIO.

2.6 ZUykpion 1IB1WTIKWYV Kal dnuociwyv SikTuwyv blockchain

Ta Oiktua blockchain ptropouv va diaxwplioTouv o€ OUO KATNYOPIEG: XwpIig adeia
(permissionless) kal pe adeia (permissioned). Ta xwpig adeia gival yvwoTd Kal wg dnuooia,
EVW Ta PE Adela } adelodoTnEVA Eival YVWOTA WG I0IWTIKA.

210 dnuooia blockchain evrdooovTal ol TTAATQOPPES TTOU ETTITPETTOUV TN CUMPMETOXN
o010 OiKTUO XWpPig €mmAoyn 1 GAAn diadikaoia €ykpiong. Me Aiya Adyia, o€ €va dnudoio
blockchain o kaBévag €xel Tn duvardtnTa va Adpel éva avtiypag@o Tou blockchain kai va
OUPUETAOXEI OTO OIKTUO, HME MOVN TTPOUTTOBECN TNV €QAPUOYR TWV TTPWTOKOAAWY TNG
TAaT@Opuag. Ta dnudaoia blockchain cuvBwg TTEPIAAPPBAVOUV £va EYYEVEG KPUTITOVOUIOHO
Kal ouxva XpnoldoTrolouv ouvaiveon Tou Baciletal o€ PoW Kal 0IKOVOWIKA KivnTpa.

Ta 10wTIKG ) he adeia blockchain, ammd tTnv dAAn TTAcupd, dnuioupyoulv £va BIKTUO
METAEU €vOC GUVOAOU YVWOTWYV, AVAYVWPIOHEVWY CUMMETEXOVTWY. Eva péAog Tou dikTUou
MTTOPEI va TTpooKaAEéoEl Eva TTIBavo véo PHEAOG, TTOU av AABEl Eykpion atrd TNV TTAEIoVOTNTA
TWV UTTOAOITTWV pEAWY, TTpooTiBeTal 010 dikTUo. ‘Eva 101wTikKG blockchain trapéxer Evav
TPOTTO OI00PANIONG TwV AAANAETTIOPACEWY METAEU MIAG OPAdAG OVTOTHTWY TTOU €XOUV
KOIVO OTOXO OAAG Oev euTtmioTeUovTal TTARPWGS N Mia TNV GAAn, OTTWG ETTIXEIPACEIG TTOU
avtaAANGooouv Ke@AAaia, ayabd r TTANPOPOpIEG.

MNa Tn ouykpion Twv dUo €1dwv blockchain Ba eEeTGoOUUE TPEIC TTAPAYOVTEG:
KAIJOKWOIPOTNTA, ao@AA&ia Kal apeTaBAnToTNTA. ME TOV 6p0 “KAINOKWOINOTNTA” EVVOOUUE
TNV IKavoTNTa TOou OIKTUOU va diatnpeei TNV amodoTIKOTNTA Tou KaBwg 1o uéyeBog Tou
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@OpTOU TOU OIKTUOU peyaAwvel. O TTapayovTag “ac@AaAleia” oxeTiCeTal Je TV IKAVOTATA TOU
OIKTUOU VO TTOpapével ATpwTo aTrO ETTIBECEIC KAKOBOUAWY XpNnoTwyv TTou B€Aouv va
TTAPATTOINOOUV TO UNTPWO TTPOG OPEAOG TOoug. TEAOG, WG “apeTaBANTOTNTA” OpPICOUPE TNV
IKavoTATA Tou BIKTUOU va dIaTnpEi TNV KATAOTACT TwV PTTAOK atTapdAAaxTn atrd Tn oTiyun
TTOU TTPOOTEBOUV OTO DIKTUO.

Ta dnudoia blockchain givalr Aiydtepo atmoTEAEOUATIKA O€ OUYKPION ME TA 101WTIKA
blockchain. Baoifdépevn oTig TQUTOTNTEG TV OPOTIHWY, £va IBIWTIKG blockchain ptropei va
XPNOIMOTTOINCEI TNV TTAPAdOCIAKr cuvaiveon Pe avoxr BulavTtiviwv o@aAudtwy (byzantine
fault tolerance) | amAwg BFT 1Tou gival Taxutepn oTtov puBuod TTPooBnkng vEwv PTTAOK O€
oxéon pe Tov TTapadooiakd alyopiBuo proof-of-work TTOU XpnoIuoTTOIEiTAI OTA PEYOAUTEPQ
onuéoia blockchain. Etriong, T1a odnudoia blockchain  avripetwtidouv  ¢ntrpara
KAIMAKWOIPOTNTAG AOyw UTTapéng TTOAAWY KOPBWYV, 0 OUYKPIon ME Ta IBIWTIKA KAl wg
aTTOTEAEOUA O pUBUGG TTPOCOAKNG VEWV PTTAOK GTO blockchain peiwvetal paydaia.

2¢ uia emmiBeon Sybil, o1 xdkep dnuIoupyouVv Kal XENOIUOTIOIOUV TTOAAEG WEUDEIG
TAUTOTNTEG OIKTUOU YIa VO TTANUUUPIOOUV TO QIKTUO KAl va KATAOTPEWOUV TO OUOCTNUA.
ExkteAwvTtag €mOéoeig Sybil, o1 xdkep PTTOPOUV va ATTOKTAOOUV ducavAaAoyn ETTIpPON ME
TOUG €INIKPIVEIG KOUBoUG oTo BiKTUO, €AV BNUIOUPYHOOUV OPKETEG TTAOOTEG TAUTOTNTEG. 2N
OUVEXEID, MTTOPOUV va apvnBouv va AdBouv 1 va HPETAdWOOUV UTTAOK, QTTOKAEIOVTOG
oualaoTIKé dAAoug kOuBoug atrd éva diktuo. Edv autoi o1 kduBor rdoouv apiBuoug >50%
Tou dIKTUOU, TOTE ) £TTiIBE0N ovouddleTal “51% attack”. To va é€xeig repioooTepo atrd 10 50%
TOU €A€yxou Tou OIKTUOU OnNPaivel va eAEYXEIC TO UNTPWO KAl va MPTTOPEIS va TO
TTOPATTOICEIS YIA VO QVTIOTPEWEIG OUVOAAQYEG. Z€ TTAYKOOUIO ETTITTEDO, O ETTIXEIPNOEIG
xavouv Trepitou 20 ekaToppupia doAdpia €TnNoiwg Adyw emBéocwv 51% [12]. Ze éva
IOIWTIKG OikTUO blockchain TéTolou TUTTOU €mMBECEIC aTTOPEUYOVTAl QPOU OAOI Ol XPrOTES
gival yvwaoToi kal éxouv €10€ABel oTo OiKTUO pE TTPOOKANCN 1 KATd TnVv dnuioupyia Tou
dIKTUOU.

Ta dnuoéoia blockchain gival TTApwg apetdBAnTa, dnAadn amod Tn oTIyur TToU €va
MTTAOK JTTEl OTNV aAucida, dev uttdpxel TpOTTo¢ va aAAaxBei ) va diaypagei. ‘ETOol,
dlao@aAideTal TTwWG Kaveig dev PTTopEl ATTAWG va AANAEEl éva OUYKEKPIPEVO PTTAOK Kal va
WEeANBei €1¢ BAPOG Twv UTTOAOITTWY XPNOTwv. ATO TNV GAAN TTAEUpd, Ta IOIWTIKA
blockchain €ivar aueTdpAnTa  €KTOG ECAIPETIKWYV TTEPITITWOEWY OTTOU  UTTOPOUV  va
dlaypdyouv £va CUYKEKPIPEVO UTTAOK €AV TO Kpivouv KAaTtdAANnAo.

Mivakac 2: 20yKpion dnuoaciou Kai 1Id1wTIKoU blockchain.

Anuaooio blockchain [51wTIKS blockchain
Adeia (permission) Xwpig adela Me adeia

KAIJaKwoIuotTnTa AUOKOAOTEPN EukoAGTEPN
(scalability)

Ac@dAcia (vulnerability) NAIyOTEPO AOPAAEG MeploodTEPO AOPAAEG

ApeTtaBAnTéTNTO EukoAéTepn AuoKoAOTEPN
(immutability)
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2.7 Anpo@iAn blockchain

2.7.1 Anpéoia

Bitcoin

H TtexvoAoyia blockchain Trpwtogu@aviotnke otav éva eTmoTNUOVIKO ApOpo e TiTAO
"Bitcoin: A peer-to-peer electronic cash system" dnuooieutnke 710 2008 aMd AyvwoTo
ouyypagéa pe 1o weudwvupo Satoshi Nakamoto [3]. To Bitcoin e€akoAouBei va atroTeAei
ONueEPa TO ONUOPIAECTEPO  KPUTITOVOMUIOHUA, OPWG  QVTIMETWTTICEI OpIohEVa  BACIKA
TTPoBAAMATA, OTTWG N MEYAAN OTTaTAAN TOpwV yia Tnv emBepaiwon KABe PTTAOK Kal O
apPYOG PUBPOG ETTIKUPWONG OUVAAAQYWV.

Ethereum

210 TEAN Tou 2013, pia opada TTpoypPAPUATIOTWY attoTeAoupevn atrd Toug Vitalik Buterin,
Jeffrey Wilcke kai Gavin Wood epydotnke yia Tn Onuioupyia HIOG KATAVERNPEVNG
UTTOAOYIOTIKNG TTAQTQOPUAG avoIKTOU Kwdika pe Baon 1o blockchain, To Ethereum [13]. O
OTOXOG TOUuG nTavV va Onuioupyoouv uHIa TTAAPWGS agIoToTn TTAAT@OpPa  £EUTTVWV
OupBoAdiwy.

To Ethereum c¢€ivar pia avoixty TtAaT@épua  blockchain Trou emiTpéTrel o€
OTTOIOVOATTIOTE VA avaTITUEEl KAl va EKTEAECEI ATTOKEVTPWHEVES e@apuoyéG (Decentralized
Applications 1 amAwg DApps) otnv T1exvoAoyia blockchain. Auty n  TAat@Opua
ETTIKEVTPWVETAI OTN duvatotnta TnG autopartng dlaxeipions ynoelokwy ayoabwyv (digital
asset management) kai, yia va TO TIPAYMOTOTIOICEI QUTO, uTrooTnpEilel Ta EEuTrva
oupBoOAaia. Otrwg kal To Bitcoin, kaveig dev PUTTOPEi va KATEXEI 1] va EAEYXEI TNV TTAATQOpUA
Ethereum. Xpnolyotroiei 1o Kputrtovouiopa Ether yia tnv 1po@oddtnon oAdékAnpou Tou
OIKOOUOTHHaTOG Tou Ethereum.

Stellar

H TmAateépua Stellar eivar  pia  TAATQOpUA  KATAVEUNMEVOU  UNTPWOU,  EIBIKA
Kataokeuaouévn yia Tn OleukOAuvon Twv JETABIBACEWY agiag HETALU TTEPIOUCIOKWY
otoixeiwv [14]. Me 10 Stellar Consensus Protocol (SCP), kaBiotatal duvarr n eTTiTeugn
ouvaiveong, Xwpic va Baacifetal o £va KAEIOTO OUCTNUA KATAYPAPNSG XPNUATOOIKOVOUIKWY
ouvaAAaywyv. Ze avtiBeon pe Toug aAyopiBuoug cuvaiveong PoS kai PoW, to SCP
TTEPIOPICEl TO EPTTODIA £10000U OTO BIKTUO VIO VO CUMUETAOXOUV VEQ PEAN. H ao@dAcid Tou
BaoileTal o€ évav PNXaviouo yneogopiag Kal oTnv epapuoyn evog alyopiBuou ocuvaiveong
METOEU KOUPwV TToU Ogv guTTIOTEUOVTAI O €vag Tov AAAov (Federated Byzantine Agreement
FBA).

2.7.2 IDI1WTIKA

R3 Corda

H mAatpopua R3 Corda eivar pia mrpwrotropiakn TTAat@oppa blockchain yia emixeiprioecig,
TTOU €XEl WG OTOXO VO UEIWOEI TO KOOTOG TWV ETTIXEIPNUATIKWY CUVOAAQYWYV Kal va auénoel
TNV TaXUTNTA TOUG [15]. APXIKA, €iXE KAOTAOKEUAOTEI JOVO YIQ TO XPNUATOTTIOTWTIKO TOUEQ,
TTAéOV OUWG MPTTOPET va €QAPUOOTEN KAl 0€ AANEG TTEPITITWOEIG XPAONG, OTTWG N UYEIOVOUIKN
TEPIOAAYN, n €@ODIOOTIK aAUCida, O KUBEPVNTIKEG Kal ONUOOCIEG UTTNPECIEG  Kal N
XPNUaTodoTNON TOU EUTTOPIOU.
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Quorum

H mAatr@épua Quorum dnuioupyndnke amd tnv etaipia JP Morgan kai oTroTeAei  Tnv
eTaipikfy ékdoon tou Ethereum blockchain [16]. Mg Tnv TpoTTOTTOINON TOU TTUPRVA TOU
Ethereum, n TAaT@OpPa Quorum PTTOPEI VO EVOWMOTWOEI YPAYOPA TIG EVNUEPWOEIG
Ethereum.

Mpokerrar yia yia TAAT@OpUa  blockchain avoixtou Kwdika TTOU  XPNOIUOTTOIEI
aAyopiBuoug pe Baon tTnv wrneo (vote based algorithms) yia Tnv ekTEAEON €KATOVTAdWYV
OUVOAAaYywV ava OeuTepOAeTTTO. Agdopévou 0TI gival pia 1I01WTIKA TTAaT@Opua blockchain,
EMTPETTEl YOVO OTOUG €EOUCIODOTNUEVOUG OCUMPHETEXOVTEG VA AdPBAvouv PEPOG OTIG
OUVOAAQYEG.

Ripple

H mmAatedpua Ripple otoxeuel oTn oUVOECN TWV QOPEWYV TTOU TTPAYUATOTTOIOUV OIKOVOMIKEG
OUVOAAQYEG, EMTTOPIKWY ETAIPEIWY, TPATTE(WV KAl TTAPOXWYV UTTNPECIWY TTANPWHPWY [17]. To
Ripple emiTpémrel diebveic TTANPWHES PEOW €vOC WN@IOKOU TTEPIOUCIOKOU OTOIXEIOU TTOU
ovopaletal Ripple 1 XRP.

Xpnoigotroiwvtag pia mlavoloyik péBodo ywneogopiag (probabilistic voting), n
TAaT@Opua Ripple emmiTuyxdvel Tn ouvaiveon METALU Twv KOPPwV oTO OiKTUO. APKETEG
MEYAAeg eTaipeieg OTTWG N American Express, n SBI Holdings kai n Deloitte meipaparifovral
ME TIGC duvaTtdTnTeG Tou blockchain Tng Ripple yia va peraoxnuatioouv TIG d1adikaoieg

TANPWHNAG.

15pupa Hyperledger

2Up@wva pe Tov Brian Behlendorf, EkteAeoTikd AlcuBuvtr) (Executive Director) oTo idpupa
Hyperledger: “Kabwg véa Texvoloyia avarmTuooeral, uttdpxel avaykn yia mpotuta. Ol
OUPUETEXOVTEG BEAOUV va ETTIKEVTIPWOOUV OTO XPOVO Kal TnVv TIPOCTIA0eEIa Kal TIG
ETTEVOUOEIG YIa va dnuIoupyrnoouv AUCEIG AvTi va avnouxXouv yia Tn TTAaTeopua. Auto gival
TO OKETITIKO VyIO TA QAVOIXTA TIPOTUTIA...OUYKEVTPWVOUUE TO TIIO  OUVAPTIOOTIKO
XOPTOQUAGKIO HE MIO TTOAUMPEPR KOIVOTNTO TTPOYPOMMOTIOTWY Kal TTpounBeutwy. Eivai
TTaPOPOoIO PE Ta OPEAN TTOU £@ePE TO Linux oTov KOOWO TwV AEITOUPYIKWY OUCTNPATWY.”
(HeTagpaopévo) [18]

To idpupa Hyperledger mmapéxel Eva mmopto@oAio cuoTnudtwy blockchain avolkTou
kKwdika [19]. Kammola ammd autd eival TexvoAoyieg KaTtavepnuévwy untpwwy (distributed
ledger technologies), dAAa cival BiIBAI0BRKeg (libraries), AANa oToxeUOUV O€ EIOIKOUG TOMEIG
(domain specific), evw k&toia gival epyaAeia (tools).

O1 TexvoAoyieg kaTtavepnuévwy unTpwwv eival To Fabric, To Sawtooth, 10 Iroha, 10
Besu kai 1o Indy. AuTtég o1 TTévte TEXVOAoyieg blockchain ptropouv va a&lotroinBouv yia tnv
QVATITUEN EQAPUOYWYV OE DIAPOPETIKOUG TOMEIG, aAAd atTaITeiTal N aKPIBAG EKTiUNON Twv
TIAEOVEKTNUATWY KAl TWV AOUVAMIWY TOUG, WOTE VA YiVEl N €TTIAOYI TOU KATAAANAGTEPOU VIO
va avatrtuxBei pia epappoyn. Or BiIBAI0BRkeg gival To Aries, 10 Transact kai To Ursa. To
Grid oToxeuel oTov €10IKO TouED TNG £QOBIACTIKNG aAuaidag. Ta epyaleia gival To Avalon, T0
Bevel, To Cactus, 1o Caliper, 10 Cello, To Explorer kai 10 Firefly.

To Hyperledger &ekivnoe Ttov Aekéuppio tou 2015 amd 1OV opyaviopd Linux
Foundation. O kuUplog oT1Ox0G TNG XProng g mTAateopuag Hyperledger €ival n evioxuon
TNG agIOTMOTIOG Kal TNG Aatrodoong Twv TeEXVoAoyiwy blockchain.
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Hyperledger Fabric

H mAateoppa Hyperledger Fabric atroteAei €éva ammé ta TTAEov dnuo@iAry Hyperledger
Projects 1Tou €xel oxedlaoTei yia T dnuioupyia epappoywv blockchain xpnoiyotrolwvtag
MIa €UENIKTN ApPXITEKTOVIKI. Mg auTd TOV TPOTIO TTPOCYPEPEI OTOUG OXEDIAOTEG TWV OIKTUWV
TNV ammapaitnTn €AeuBepia va ulotroiroouv éva blockchain dikTuo 6TTwg auToi To BEAOUV.
AuTl n €UENIKTN apxITeKTOVIKA OlagopoTtrolei Tnv Hyperledger Fabric ammdé 11 GAAeG
TAaT@OPES blockchain.

To Hyperledger Fabric €éxel oxedlaoTei yia adeiodotTnuéva diKTua Kal ETTITPETTEI HOVO
TN CUMMETOXA OVIOTATWY MPE YVWOTA TAUTOTATA OTO OUCTNUA. Movo ol e¢ouaiodoTtnuévol
OUMMETEXOVTEG UTTOPOUV VA CUPMETEXOUV OTIG OUVOAANOYEG TTOU TTPAYUATOTTOIOUVTAl OTNV
mAaT@opua Hyperledger Fabric.

Hyperledger Sawtooth

H mAat@dpua Hyperledger Sawtooth apyxikd dnuioupyribnke xdpn oTn cuveicpopd NG
etaipeiag Intel. Mpokerrar yia yia TAATEOpUa pe duvatoTnTa OUVANIKAG Cuvaiveong TTou
EMTPETTEl TOUG QAYOpIOPOUG ouvaiveong va evaAddooovTtal 6co 1o OiKTUO €ival O€
Aeiroupyia. Xpnoipotrolwvtag 1o punxavioudé cuvaiveong Proof of Elapsed Time (PoET), n
Hyperledger Sawtooth ptropei va evowpatwOei oe AUOEIC Ao@AAEIQG UTTOAOYIOTIKWV
ouoTnudtwy TTOU ovouddlovtal agiémoTa TepIBdANovTa ekTéAeong (trusted execution
environments).

Hyperledger Iroha

H mAat@opua Hyperledger Iroha 18puBnke atd tnv Linux Foundation pe okotmd Tn
onuioupyia agIOTTIOTWY, YPNYOPWV KOl ACQAAWV OTTOKEVTPWHEVWY E€QAPUOYWY OTNV
Texvohoyia blockchain. Bagoiletar o€ €vav TOAU ypriyopo Kal ac@aAifl aAyopiOuo
ouvaiveong, Tov Yet Another Consensus (YAC), TTou TTpoOTaTEUEl TOUG KOUPOUG OTTO
aoToxieg  atrd dAAoug kaképBouloug kéuPBous. To Hyperledger Iroha xpnoiyotroigital otnv
Kautrotdn yia n dnuioupyia evog véou ouoTAPATOS TTANPWHWY TTAPAAANAa pe TRV EBVIKA
Tpdmela NG Kautmotdng [20], kal og diagopa AAAa €pya OTOV TOMEQ TNG UYEIOVOMIKNG
TEPIOAAYNG, TNG XPNUATOBOTNONG KAl TNG dIaXEipIoNG TaUTOTATOG.

Hyperledger Indy

To Hyperledger Indy TTapéxel epyaleia, BIBAIOBAKES Kal €TTAvVAXPNOIUOTIOINCIUG OTOIXEIA
yla Tnv Tapoxn wnelakwv TautothTwy Tou  Bacifovialr ot blockchains 4 dAAa
Kataveunuéva pntpwa, €101 WOTE va gival OIOAEITOUPYIKA O€ BIAXEIPIOTIKOUG TOMEIC Kal
epapuoyés. To Indy eivar diaAeitoupyikd pe GAAa blockchain i ptTopei va xpnoiyoTroinoei
QUTOVOUO TPOPODOTWVTAG TNV ATTOKEVTPWON TNG TAUTOTNTAG.

Hyperledger Besu

To Hyperledger Besu cival pia mrapaAAayr) Tou Ethereum 110U £x€1 OXEDIOOTEI yIa va givai
QINIKO TTPOG TIG ETTIXEIPAOEIS TOOO YIA TTEPITITWOEIS ONUOCIWV OCO Kal IBIWTIKWY OIKTUWV.
MTropei etriong va ekteAeoTei oTa dikTua OokiuAg Tou Ethereum oOmmwg 10 Rinkeby, 10
Ropsten kai 10 Gorli. To Hyperledger Besu TtepIAauBavel apKETOUG OUVAIVETIKOUG
aAyopiBuoug, cuptrepidaupavopévwy Twv PoW kai PoA (IBFT, IBFT 2.0, Etherhash kai
Clique).
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3 Hyperledger fabric

3.1 Nari Hyperledger Fabric;

To Hyperledger Fabric civai n mpwtn TAATEOPUA KATAVEUNUEVOU HUNTPWOU  TTOU
utrooTnpiel £€Euttva cupBoOAala TTou OUVTACOOVTAl 0€ YAWOOEG TTPOYPAUMOATIONOU YEVIKAG
xpnong, omwg n Java, n Go kai n Node.js, avti yia TTEPIOPIOPEVEG YAWOOEG Yia
ouykekpipgévoug Topeic (Domain Specific Languages - DSL), 6mwg n Solidity Tou
Ethereum. Autd onuaivel 6Tl o1 TTEPICOOTEPES ETTIXEIPHOEIG DIABETOUV RdN TO OUVOAO TWV
OECIOTATWY TTOU QATTAITOUVTAI YIA TNV AVvATITUgN £EUTTVWV CUPBOAQiwV Kal Ogv aTTaITEITAI
TPOOBETN ekTTaideuon yia va pdBouv pia véa yAwooa.

To Fabric ptmopei va aglotroinoel TpwTdKoAAa cuvaiveong TTou dgv ATTAITOUV KATTOIO
KPUTTTOVOIoUA yia TNV €€6puén (Mining) fj TNV Tpo@odAdTNON TNG EKTEAEONG TWV EEUTTVWV
oupBoAdiwv. H atropuyry Tou KPUTITOVOUIOPOTOG MEIWVEI OPICUEVEG ONUAVTIKEG TTNYEG
KIVOUVOU Kal n dTroudia  KPUTTTOYPOQPIKWY €COPUKTIKWY AEITOUPYIWV onuaivel OTI n
TTAATQOPUA UTTOPEI VO avaTITUXOET PE TTEPITTOU TO D10 AEITOUPYIKO KOOTOG HE OTTOIOOATIOTE
AAAO KATAVEPNUEVO OUCTNA.

To Fabric eiodyel pia véa €UEAIKTN Kal OTTOOOTIKA QPXITEKTOVIKI. AUTA N Véa
QPXITEKTOVIKI ETTITUYXAVEI VA BEATIWOEI onuUAvTIKa TNV atrédoon Tou, dnAadn Tnv TaxuTnTa
EI0QYWYNG VEWV MTTAOK OTO KaTtavepnuévo pntpwo. H apyitektovikr) Tou Fabric Atav
eCAPXNG ETTIKEVTPWUEVN OTNV TTapoxn eueAiiog oToug diaxelpioTEG Tou. Me autdv Tov
TPOTTO divel TN duUvVATOTNTA TTPOCAPUOYNG YIO OTTOIAdNTIOTE OXEDIOOTIKN ETTIAOYF O€ KABE
moeavr TTEPITITWON XPrnong.

Ta TTapatrdvw XAPOKTNPEIOTIKA O OuvOuaoud HE TNV TTAOUCIO TEKUNPiwon
(documentation) kai Tnv diadedopévn xprion Tou, kaBioTouv 1o Fabric pia amd TIg Mo
EAKUOTIKEG TTAQTQOPUES YIa 1IDIWTIKA adeiodotnuéva dikTua blockchain 1Tou diatiBevral

OnuEPQ.

3.2 Baolkég évvolgg

To Hyperledger Fabric 1 amAwg Fabric cival éva TTOPAPETPOTTOINCIUO KAl ETTEKTACIUO
ouoTnua avoixtoUu KwdIKa yia TNV avdarmTuén kar Asitoupyia 1S1wTikKwv dIKTUWV blockchain
Kal atroTeAei éva ammo Ta épya Hyperledger tmou @iAo&eveital atrd 1o Linux Foundation [19].
To Fabric €ival éva KaTaveunuEVo AEITOUPYIKO OUCTNPO TTOU EKTEAEI KATAVEUNUEVEG
EQPAPUOYEG YPAPUEVEG O YAWOOEG TTPOYPAMMATIONOU YevikKAG Xprnong (1m.X. Go, Java,
Node.js). MNapakoAouBei pe ao@AAeia TO I0TOPIKO EKTEAECNG TOU OE €va TTAVOUOIOTUTTIO
pnTpwo (replicated ledger) o6tmou ptropei va KAvel POVO TTPOCAPTNON Kol Ogv €XEI
EVOWUATWHPEVO KPUTITOVOUIOUA.

K&Be ouvaAlayr ekTeAcital (uttooTnpietal) POvo atmd éva UTTOOUVOAO  TwV
OMOTiNWY, TO OTToi0 €MITPETEI TNV TTAPAAANAN €KTEAEON Kol QVTIMETWTTICEI TOV TTIBAvVO
Kivduvo MN-VTETEPUIVIOTIKAG EKTEAEONG, Baoilduevn oTov MNXaviouo
“exTéAeon-emaAfBsuon” Tou BFT replication [21]. Xpnoiyotrolgi pia €U€ANIKTN TTONITIKN
utrooTiPIENS (endorsement policy) n otroia kaBopidel ool ouoTIPol, | TTéoOoI aTTd auToUug,
TPETTEL va gyyunBbouv yia Tn owoTh eKTEAEOn evog E€Euttvou cupPoAaiou. To Fabric
ETTITUYXAVEl VTETEPUIVIOTIKI EKTEAECT QPOU T ATTOTEAEOUATA TNG CUVAAANAYNG eyypd@ovTal
oTnv KaTdoTaon TOU MNTPWOU MOVO €QOCOV ETTITEUXBEI ouvaiveon yia Tnv aTTOAUTN
Tagivounon HeETalU TwV OUuVOAAQywv, OTO PRAPA ETTIKUPWONG TTOU EKTEAEITAI ATTO KAOE
OuOTIMO EexwploTd. EmimTAéov, To Fabric divel Tn duvatdtnTa oTnv EKAOTOTE EQAPHOYN VO
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EMAEYEl TNV TTONITIKY) UTTOOTAPIENG TNG. H uTttnpeaia Ttagivounong tou Fabric (release-2.2)
akoAouBei Tov aAyépiBuo ocuvaiveong CFT (crash fault-tolerant) kai 1o ouykekpipéva divel
TNV €mmAoyr avaueoa oe RAFT kar KAFKA.

2TV €mmouevn evoTnTa Ba TTEPIYPAWOUNE TNV TTPWTOTTIOPIOKY OAPXITEKTOVIKI) TOU
Fabric ektéAeon - Tagivounon - €mkUpworn (execute-order-validate) n otroia BacifeTal oTa
akOAouBa BepeAidn cuoTaTIKG OTOIXEIQ:

e Mia utnpeoia Tagivépunong UAOTTOIEI ATOMIKY eKTTOUTT  (evoTnTa 3.4.2) yia
EVNUEPWOEIG KATAOTAONG O€ OUOTIMOUG KAl ETTITUYXAVEI OUVAIVEON WG TTPOG TNV
Tagivounon Twv cuvaAAaywv.

e Mia apxni ékdoong TrioTotroINTIKWV (certificate authority) eivalr utredBuvn yia Tn
OUOXETION OMPOTIMWY HE NAEKTPOVIKEG KPUTTITOYPAPIKEG TAUTOTNTES. AlaTnpei TNV
adelodoTtnuévn euon Tou Fabric.

e Mia TTPOAIPETIKA) OPOTINOG-OE-ONOTINO UTTNPECia gossip d1adidel Ta atroTeAéouara
TWV PTTAOK aTTO TNV UTThPETia Tagivounong Tpog OAOUG TOUG OUOTIHOUG.

e Ta é€£¢utva oupPolaia oto Fabric ektedouvrar oe TepIBAAAOV container yia
aTTopovwaon. MTTopouv va ypa@TouVv O€ TUTTIKEG YAWOOEG TTPOYPANUATIOUOU, aAAG
O¢gv €xouv dueaon TTPOoRacn TNV KATACTACT TOU JNTPWOU.

e Kd&Be oudTIog dlaTnpei TOTTIKA TO PNTPWO HE TN MOP®R €vog blockchain kal éva
OTIYMIOTUTIO TNG TTIO TTPOCQATNG KATAoTaoNG o€ pop@ry KAEIdi-Tiur (key-value store).

3.3 ApPXITEKTOVIKNA

OAa 1a TTponyoupeva cuoTiuaTta blockchain, pe adeia f; Ox1, akoAouBouUvV TNV aPXITEKTOVIKA
Tagivounon-ektéAeon (Eikova 2). Autd onuaivel 611 1o dikTuo blockchain tagivouei TIg
OUVOAAQYEG TTPWTA, XPNOIYOTIOIWVTAG £Va TTPWTOKOAANO ouvaiveong, KAl OTn OUVEXEID TIG
EKTEAEl pe Tnv idla oeipd o€ OAoug TOoug oOpoTIHOUG BIadoXIKA. H  apXITEKTOVIKA
TagIvOUNON-eKTEAECN €ival €VVOIOAOYIKA OTTAR KAl ETTOPEVWG XPNOIUOTIOIEITAI EUPEWCG.
QoT10600, £XEl TTOAG pEIOVEKTAUATA OTAV XPNOIUOTTOIEITAI O€ £Va YEVIKAG XPNong 101WTIKO
blockchain pe adeia. Ta Tpia MO ONPAVTIKA PEIOVEKTAUOTA €ival N OlIAO0XIKA EKTEAEON
(sequential execution), O PN-VTETEPUIVIOTIKOG KWOIKAG KOl N EUTTIOTEUTIKOTNTA TNG
ekTéAeoNnG. H dladoxIk ekTEAEON TwV cuvaAAaywv o€ OAOUG TOUG OPOTIMOUG TTEPIOPICEl TNV
atroteAeopaTiky ammrdédoon Tou JTTopEl va emTeuxBei amd 10 blockchain. H ekTéAeon
MN-VTETEPMIVIOTIKWY OUVOAAQYWY 0ONyouV TOo KATaveRNUEVo pnTpwo oe “fork”, TTpdyua TTou
Tapapialel TN Paoikr) TTpouTroBeon evog blockchain, dnAadry TTw¢ OAol o1 opdTiyol
dlatnpouv Tnv idla kardoTacon. MNa tnv emiTeuén NG eKTEAEONG EEUTTVWYV CUPPBOAQiWY ME
EMTTIOTEUTIKOTNTA TA TUTTIKG dikTua blockchain Xpno1MoTTOIoUV KPUTTTOYPAPIKEG TEXVIKEG TO
OTTOI0 PE OUVOUQOMPO PE TNV eKTEAEON OAwV Twv £CUTTVWV CUMPBOAdiwv o€ GAOUG TOUGg
opoTIHOUG 0dnyeEi O onuavTik €mRApuvon TNG ammodoong Kal dev gival BILCINO OTnV
TPAEN.
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Order Execute Update state
e Juvaiveonn * NTETEPULVLOTLKNA » EvnuUépwon KATAoTOONG
atomic broadcast ektéAeon (!) o€ OAOUG TOUG peers

Eikbva 2: ApITeKTOVIKY Ta&IVOUNON-EKTEAETN TwV TUTTIKWV OIKTUWV blockchain. [22]

To Fabric eicdyel pia véa apyxitektovikr) blockchain pe otéxo tnv avBekTikéTNTA, TNV
eUENICia, TNV ETTEKTACIUOTATA KOI TNV EUTTIOTEUTIKOTNTA. H apxiTektoviky Fabric ekTéAeon -
Tagivounon - emkupwon (Eikéva 3) oxedIAOTNKE yia KATAVEUNPEVN EKTEAECT YN AGIOTTIOTOU
KwdIka oe pn agliomaoto TTepIBaAlov. Alaxwpilel Tn pory cuvaAAaywv o€ Tpia BARuarta, Ta
OTTOI0 PTTOPOUV VO EKTEAEOTOUV O€E DIAPOPETIKEG OVTOTNTEG TOU OUOTAUATOG: (1) EKTEAEON
MIag ouvaAAayng Kal EAeyXog TNG opBdoTNTAG TNG, ME OTTOTEAECHA TNV £yKpIion TNG (TTou
avTIOTOIXEI OTNV "eMKUpwon ouvaAlayig" oe dAAa blockchain). (2) Tagivounon p€ow evog
TIPWTOKOAAOU Ouvaiveong, avegdptnta atmmd Tn onuacioAoyia Twv cuvaAlaywv kai (3)
EMKUpWON ouvaAAayng pe BAon Tnv TTOAITIKY UTTOOTHPIENG KABe chaincode, n otroia
QTTOTPETTEl TIEQITITWOEIS “race condition” AdOyw TauTOXpOoVNG EKTEAEONG.

Mia katavepnuévn e@appoyn yia Fabric atmroteAeital atrd duo pépn:

e 'Eva €Cumvo oupPoAaio, TTou ovopdletalr chaincode, eival TTPOYPAUMATIOTIKOG
KWOIKAG TTOU UAOTTOIEI TN AOYIKA TNG £QAPPOYAG Kal EKTEAEITAI KATA TN QACN TNG
ekTéAeong. To chaincode €ival TO KEVTPIKO PEPOG MIAG KATAVEUNUEVNG €QAPHOYNG
oto Fabric kai ptropei va ypa@tei ammd €vav pn aAgloTTIOTO TTPOYPANMPATIOTH.
Ymrapyouv €10IKd chaincode utrelBuva yia tn diaxeipion Tou cuoTAPaTog blockchain
Kal TN dlatripnon TTapauETpwy, TTou cUAAoyIkd ovouddovTal chaincode ouoTrpaTog
(Evotnta 3.4.6).

e Mia TTONITIKA) UTTOOTAPIENG, TTOU AgIOAOYEITal OTN QAo €TTIKUPpWONG. O TTONITIKEG
uTTooTAPIENG OEV UTTOPOUV va ETTIAEYOUV | va TPOTTOTToINBoUV atmd un agidTroToug
TIPOYPOUMATIOTEG €QAPUOYWY. Mia TTONITIKA) UTTOOTAPIENG AEITOUPYEI WG OTATIKA
BIBAIOBAKN yia TRV €TMKUpwON ouvaAAaywv oTto Fabric, n otoia ptropei ammAwg va
TTapapeTpoTToIinNBei atrd 10 chaincode. Movo o1 kaBopiopévol DIOXEIPIOTEG JTTOPOUV
va €xouv @adeia va TPOTTOTTOIOUV TIG TTONITIKEG UTTOOTHPIENG MECW AEITOUPYIWV
dlaxeipiong ouoTtuatog. Mia TUTTIKr) TTONITIKR) UTTOOTAPIENG ETTITPETTEI OTO chaincode
Va TTPOOCBIOPICEI TOUG UTTOOTNPIKTEG VIO PIa oUVOAAQyr PE TN HOP®H VOGS GUVOAOU
OMOTIHWV TIOU E€ival ATTaPaAiTNTOl YIAd TNV UTTOOTAPIEN. XPNOIYOTIOIEI Hia AOYIKN)
ékppaon (logical expression) oe oUvoAa, OTTwg "Tpelg otoug Tévte" R "(A A B) V
c."
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Execute Validate Update state

« Mpooopoiwon » Tafvopnon rw-sets  » EmkUpwon * EVNUépwON KATAGTAGNC
ouvaAhayng Kot « Atomic broadcast unoothpifewv & 0g OAOUG TOUG peers
uTOoTNPLEN (ouvaiveon) rw-sets

+ Anpioupyia rw-set « Yrinpeoia « EEaAeun akupwv kot

« SUMOYA emkupwoewy  TAEWVORNONG QVTLKPOUOMEVIIV

ouvaAlaywyv

Eikéva 3: ApxitekTovikn eKTEAean-Taéivounon-mKupwaon Tou Fabric [22].

‘Evag 1meAdTng (client) oTéAvel ouvaAAayEG OTOUG OPOTIHOUG TTOU €XOUV KOBOoPIOTEI
amdé TNV TTONITIKI] UTTOOTAPIENG. 2T OUVEXEIa, KABe ouvoAAayrh ekTeAsiTal atrd
OUYKEKPIMEVOUG OMOTIMOUG Kal N €£000C TnNG Kataypd@eral, autd To BAua ovoudleTal
utrootipiEn (endorsement). MeTd Tnv ekTEAEON, oI CuvVOAAayEG e€lo€pyovTal OTn @Aon
Taglivounong, n OToia XPNOIPOTIoIEl €va TTPWTOKOAAO Cuvaiveong yia va TTapayel pia
TAAPWG  Tagivounuévn  akoAouBia  €KTEAEONG  UTTOOTNPIYUEVWY  OUVOAAQYWV,
opadoTroINUEVWY 0€ UTTAOK Ta oTtToia peTadidovTal o€ dAoug Toug ouoTiyous. To Fabric
Tagivopei €€600ug ouvaAlAaywv ot cuvduaoud pe TIG €EApPTNOEIC TG KaTtdoTaong (state
dependencies), 0TTw¢ utroAoyiovtal katd Tn @daon ektéAeong. ‘Emrera, kaBe oudTiuog
ETMKUPWVEI TIG aAayég katdoTaong (state changes) atmod TI¢ uTTooTNPEIYUEVEG CUVOAAQYEG
oUh@WVA PE TNV TIONITIKI UTTOOTAPIENG KOl TN OUVETTEId TNG E€KTEAEONG OTn @AonN
eMKUpwong. OAoI 01 OPOTIYOI ETTIKUPWVOUV TIG CUVOAAQYEG PE TNV idIa o€lpd, N ETTIKUPWON
gival vretepuIvioTIK. YTTO auTr) Tnv €vvoia, 1o Fabric eiodyel éva véo uBpidiké TTpoTUTIO
replication oto Bulavtivd povtélo, To otmoio cuvdudlel To TTabnTikd replication (Tov TTpo
OUVAIVETIKO UTTOAOYIONO TWV EVNPEPWOEWV KATAOTOONG) Kal To evepyd replication (Tnv
EMKUPWON, META T OUVAIVECT, TWV ATTOTEAEOUATWY €KTEAEONG KAl TWV OAAQywV
KatdoTaong).

‘Eva Fabric blockchain atroteAeital ammd €va oUvoAo KOPPBwV TTou oxnuartifouv €va
oikTuo. KaBwg 1o Fabric cival éva 1diwTiké adciodotnuévo blockchain, 6Aol o1 kbupol TTou
OUMPUETEXOUV OTO OIKTUO €XOUV HIO TAUTOTNTA, OTTWG TTAPEXETAl OTTO HIa apxn €kdoong
TTIOTOTTOINTIKWV.

O1 k6upol o éva diktuo Fabric avahauBdavouv évav atrd TpeEIg POAOUG:

e O eAdTeC KOUPOI UTTORAGAAOUV TTPOTACEIC CUVAAAQYWYV Yia eKTEAEDN, BonBouv oTnv
EVOPXNOTPWON TNG @Aong ekTéEAeong Kal, TEAOG, METAdIOOUV cuvaAlayég yia
Tagivéunon.

e O1 opdtipol KSPPBOI EKTEAOUV TTPOTACEIG CUVOAAQYWYV KAl ETTIKUPWVOUV OUVOAAQYEG.
OAoi o1 opdTipol diatnpouv 1o unTpwo Tou blockchain kaBwg kai Tnv KardoTaon,
TTOU €ival Wi OUVOTITIKA avatmapdoTaon ThG TEAEUTAIOG KATAOTAONG TOU UNTPWOU.
O1 oudTiyol TTOU  €KTEAOUV TIC TTPOTACEIS OUVOAAQywv ovopadlovtal OudTIUOl
uttooTAPIENG (I aTTAWG UTTOOTNPIKTEG), OTTWG KaBopiletal atrd TNV TTONITIKA TOU
¢Eutrvou OupPoAaiou oTo oToio  avrikel n  ouvaAAayr.. ‘Evag  opyaviouog
EKTTPOOWTTEITAI OTO OIKTUO aTTO évav 1 TTEPICOOTEPOUG OMOTINOUG KOUPBous. KdaBe
OMOTINOC KOPPBOG diatnpei €va avtiypago Tou PnTpwou KAaBe kavaAiou oTa oTroia
OUMUETEXEI KABWG Kal pia Baon dedopévwy e Tn TEAEUTaia KaTtdoTaon auTwy. Kade
OMOTIHOG KOMUPBOG €xel Evav BIaXEIPIOTH TTOU KATaxwpEital atn Bacn dedouévwy TNG
apxng €kdOONG TTICTOTTOINTIKWY TOU OPYAVIOUOU. 2€ £vav OUOTINO KOPPBO UTTOPOUUE
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va eykaTaoTriooude 6oa chaincode €mOupouue. KaBe €va attd autd Acitoupyei o€
éva OIkG Tou container kai gival TTPooBdciya povo atrd Tov oudTipo. Kdabe KAfon
ouvaptnong evog chaincode TTPETTEI va eKTEAECTEI ATTO KABE OPOTIMO TTOU TO €XEI
EYKATAOTAOEI.

o O1 kOpBor Tagivountég (orderers) cival ol kGuPol TTou oxnuaTiouv CUANOYIKA TV
utrtnpeecia Tagivounong. Ev oAiyoig, n utnpecia tagivopnong kabopilel Tn ocipd
EKTEAEONG OAwV Twv ouvaAhaywv oTo Fabric, 6mmou kGBe ouvallayry TTEPIEXEI
EVNUEPWOEIS Kal €EAPTACEIS KATAOTAONG TIOU UTToAoyidovial KaTtd Tn ¢@don
EKTEAEONG, MOl ME KPUTTTOYPOQPIKEG UTTOYPAQPEG TWV  UTTOOTNPIKTWY TnG. Ol
TaglivounTég dev dlaTnpouv To PNTPwo Tou blockchain kal dev CUPMPETEXOUV OUTE
oTnNV eKTEAEON OUTE OTNV ETTIKUPWOTN TWV CUVAAAQYWV.

‘Eva diktuo Fabric utrooTtnpicel TroAAaTtTAG blockchain 1Tou cuvdéovtal otnyv idla uTTnPETia
Tagivounong tautdxpova. KaBe 1é€to10 blockchain ovopddetal KavaAl Kal PTTOPEI va EXEl
OIAPOPETIKOUG OUOTIMOUG WG MEAN. Ta kKavdaAia PTTopouvV va XpnoigoTroinBouv yia Tov
dlaxwpiopd TG Kataotaong Tou OIKTUOU blockchain, aAAG n ouvaiveon HETALU Twv
KavaAiwy dev ouvTovi(eTal Kal N o€Ipd eKTEAEONG TwV CUVAANAYWYV O KABE KavaAl gival
CeEXWPIOTA aTTO TIG AANEG. 2€ OPIOUEVEG TTEPITITWOEIG OTTOU BEwpPOUVTAl OAOI OI TOIVOUNTEG
WG agIOTTIoOTOlI UTTOPEI ETTIONG va £QAPPOOCTEI €AeyX0og TTPOOoRAONG PETALU KavaAiwy yia
OMOTIHOUG.

3.4 Baoikd ouoTtaTikd otoixeia Tou Fabric

To Fabric civai ypauuévo o0Tn YAWOOQ TIPOYPAPPATIONOU GO Kal XPENOIUOTIOIE TO
TTPpwTOKOAAO gRPC [23] yia eTTIKOIVWVIa PETALU TTEAATWYV, OMOTIMWY KAl TASIVOUNTWY. 2TN
OUVEXEIQ TTEPIYPAPOUNE OPICHEVA ONUAVTIKA OTOIXEIA UE TTEPICOOTEPEG AETITOUEPEIEG.

3.4.1 Apxn 'Ekdoong MicTotroinTikwv

H apxn €kdoong TTOTOTTOINTIKWY €ival utTelBuvn yia TV €kdoon TTICTOTTOINTIKWY KOPBWV
(TreAatwyv, OlOXEIPIOTWY, OPOTIMWY KAl TagivounTwy) TIOU  XPNOIhoTTolouvTal  yid
auBevTikoTroinon kal TTpooPBaciyornta. E@doov 1o Fabric civar adeiodotnuévo, OAeG ol
OAANAETIOPAOCEIC METAEU TwV KOUPBWV TTPAYMOTOTIOIOUVTAl HECW MNVUPATWY  TTOU
QUOEVTIKOTTOIOUVTAI, CUVABWGS JE WNPIAKES UTTOYPAPEG.

H apx) €kdoong TrOTOTIOINTIKWY ETTITPETTEI TN AEITOUPYIA MIAG OPOOTIOVOIaG
dlaxeipiong TauTtdTNTAG, VIa TTaPAdelyua, étav TToAAoi opyaviouoi AsiIToupyouv éva dikTuo
blockchain. Kd&be opyavioudg ekdidel TautdtnTeG OTa OIKA TOU MEAN KAl KABE OPOTINOG
avayvwpicel HEAN OAwV TwV opyavIoPwY. AUuTO UTTOPED va €TTITEUXOEI ue TTOAATTAEG apXEQ
¢kdoong  TTOTOTIOINTIKWY,  YId  TTapAdelyua, Onioupywvtag Mdia  apxry €kdoong
TNOTOTIOINTIKWY YIO KABE opyaviopo. To OUVOAO TwV apyxwv £kOOONG TTICTOTTOINTIKWY
TpéTTel va dlac@aAilel 611 6ol o1 KOuBol, €10IKA OAoI oI OPOTIHOI, avayvwpeifouv TIG idIEg
TAUTOTNTEG KAl EAEYXOUG TAUTOTNTAG WG EYKUPEG.

3.4.2 Ymnpeoia Tagivounong

H umnpeoia tagivounong odiaxeipidetal TTOAG KavaAia. e KABe KavaAl TTapéxel TG 2
OKOAOUBEG BACIKEG UTTNPETIEG:

1. ATOMIKA EKTTOUTTT IO TRV TagIvOUNon ouvVaAAQywV.

2. Avadiopdépowon evég kavaAiou, Otav Ta PEAN TOU TPOTTOTTOIOUV TO KAVAAI
EKTTEUTTOVTAG PI OUVOAAQYT) evNUEPWONG TNG dIAUOPPWONG KavaAlou.
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‘Evag TagivounTtAg padeuel ouvoAAQyEG KAl UE TR XPAON TNG ATOMIKAG EKTTOUTIAG TIG
Tagivopei kal oxnuaTidel PTTAoK. ‘Eva utrAoK ouputtAnpwveTal YOAIG TTANpoUvTal i atrd TIG
TPEIG TTPOUTTOBETEIG: (1) TO PTTAOK TTEPIEXEI TOV KABOPIOUEVO PEYIOTO apiBud cuvallaywy,
(2) TO pmAOK €xel @TAcel OoTO MEyIoTO pPéyeBog (ot byte) 4 (3) éxel TTapéABel évag
OUYKEKPIPEVOG XPOVOG atrd TN Ayn TNG TTPWTNG OUVOAAQYAG EVOG VEOU UTTAOK.

3.4.3 Peer Gossip

‘Eva TTAEOVEKTNHA TOU dlaXWPICHOU TwV QACEWV EKTEAEONG, TAEIVOUNONG Kal ETTIKUPWONG
gival 0TI YTTopoUV va KAIHakwBouUv ave¢dptnta. H cuvaiveon dev PTTopEi va KAIMOKWOET pe
TNV TTPOCBNKN TTEPIOCOTEPWY KOPPWV [24][25], avTiBeTa, n amédoon Ba ueiwbei. QoTdoo,
oedopévou OTI N TAgIVOUNON Kal n €TMKUPWON E€ival QVECAPTNTEG, HAG EVOIAPEPEL N
QATTOTEAECHUATIKI] YETADOON TWV OTTOTEAEOUATWYV EKTEAEONG O€ OAOUG TOUG OMOTILOUG Yia
EMKUPWON, META TN @aon Tagivounong. Autd, padi pge Tn PETAQOPd KATAOTOONG O€
VEOEIOEPXOUEVOUG OMOTINOUG Kal OMOTIHOUG TTOU aTtroouvdEédnkav yia PeEYAAo XPOVIKO
d1doTnua, €ival akpIBWS 0 OTOXOG TOU Pnxaviopou gossip. To Fabric gossip xpnoigoTrolgi
TNV epidemic multicast [26] yia autév 10 OKOTTO. Ta MPTTAOK UTTOYpA®OVTaAl ATTO TNV
uTTnNEEoia Tagivopnong. Auté onuaivel Ot évag ouOTINOG PITTOPEI, HOAIG AdBel SAa Ta PTTAOK,
va ouvappoAoynoel ave¢aptnta To blockchain kai va eTaAnBeuoel Tnv akepaidTNTA TOU.

To gossip Paocifetar oto gRPC kai xpnoiyotrolei 10 TLS pe apoifaio €Aeyxo
TAUTOTNTAG, TO OTTOIO ETTITPETTEI O€ KABE TTAeupd va cuvdéel Ta diatmioTeuTripia TLS pe tnv
TAUTOTNTA TOU QTTOMOKPUOPEVOU OMPOTIMOU. O unNXaviopog gossip eVvOG OPOTIMOU dlaTnpEi
MIa evNUEPWHEVN AIOTA TWV EVEPYWV OPOTIMWY TOU oUCTAUATOG. ETITTAéoV, évag oudTINOG
MTTOPEI va eTTavacuvoeBei ueTd atrd ouvtpIBn 1 dlakoTrr SIKTUOU.

Mpokeigévou va peEIWOEl TO @OPTIO ATTOOTOANG MWTTAOK atmd Toug KOuPBoug
Tagivounong 1pog 1o OiKTUO, TO TTPWTOKOANO gossip ekAéyel €TTiong évav OpdTINO NYETN
TTOU OUAAEYEI UTTAOK aTTO TNV UTTNPECIa TagIivounong yia Aoyapiacuo TOug Kal Ta OIAVENEI
O€ auTOUG. AUTOG O UNXAVIOPOG €ival AVOEKTIKOG O€ ATTOTUXIEG NYETWV.

3.4.4 MnTpwo

K&Be opoTIigog dlatnpei TO UNTPWOo Kal TNV KOTAoTaon autoU Kal ETTITPETTEI TIG QPAOCEIS
TIPOOONOIWONG, ETTIKUPWONG KAl EVNUEPWONG TOU MPNTPWOU. 2ZE VEVIKEG YPAUUEG,
atroteAeiTal ammd pia ammoBnikn atrd YTTAOK Kal €vav PUnxaviouo diaxeipiong ouvaAAaywy.

O xwpog amoBbrnKeuong MUTTAOK TOU HNTPWOU diatnpei PTTAOK OuvaAAQywv Kal
UAOTTOIEITAl WG €va OUVOAO apxeiwv Povo mTpoodptnong. Acdouévou OTI Ta PTTAOK €ival
AUETABANTO Kal @TAvVOuV e KaBopliopévn oeipd, Pia o povo PeE TTpoodpTnon divel Tn
MéyioTn atrodoon. EmmAéov, n atobnkn PTTAOK Siatnpei PEPIKOUG OEIKTEG yia Tuxaia
TTPOOTTEAACN O€ éva UTTAOK 1] O€ PIa cuvaAAayr o€ éva UTTAOK.

O unxaviopég diaxeipiong ouvaAAaywyv diaTnpei TNV o TTPOCEATN Katdotaon o€
MIa atroBrikn KAEIBIOU-TINNAG-EKdOONG. ATToBNnKeUEl pia TTAEIAda TG HOoPPNAG (KA, Tiun,
¢€kdoon) yia kaBe povadikd kA1di TTou gival ammoBnkeupévo atrd otrolovonTToTe chaincode,
Kal TTEPIEXEI TNV TTIo TTPOC@ATa atmrobnkeupévn TIUA Kal TV TeAeuTtaia ékdoon Tou. H
atmoBnkn KA&IBI0U-TIUAG-EkdooNGg uAoTrolcital pe xprion LevelDB (oe Go) [27] | pe xprion
Apache CouchDB [28].

27N @Aon TIPOCOUOIWONG O MPNXAVIOUOS dlaXEipIoNg OUVOAAQYWY TTOPEXEI EVa
oT1a0epd OTIYMIOTUTIO TNG TEAEUTAIOG KATAOTAONG OTN CuvaAAayr]. ZTn @Aaon €mMKUpWong
OUVOAAQYNG, O UNXAVIOPOG OlaxEipiong CUVAANQYWVY ETTIKUPWVEI OAEG TIG OUVAAAQYEG EVOG
MTTAOK O1a00XIKA. AUTO €AEyxel Qv IO ouvallayry €pxeTal o€ OIEVEEN PE OTTOIODNTIOTE
TTponyoupevn ouvaAAayr (evidég Tou PTTAOK 1 TTaAaidétepn). ZTn @ACn evnuépwaong TO
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MNTPWO €XEl Avoxn o€ TTOAVEG KATAOTPOPEG OUOTIHWY ME XPHON €VOG PNXAviouou
“savepoint” TTou XpNOIYOTTOIEITAI VIO AVAKTNON TWV OEIKTWYV KAl TNG TEAEUTAIOG KATAOTAONG
TTOU XAaOnkav.

3.4.5 EktéAeon Chaincode

To chaincode ekteAeital o€ Eva TepIBAAAOV XaAapd ouvdEeDEPEVO PE VAV OPOTIMO, TO OTTOI0
UTTOOTNPICEl TTPOG TO TTAPOV TIG YAWOOEG TTpoypaupaTiopyou Go, Java kal Node. js.

Kd&Be chaincode e@appoyAg ekTeAeital yéoa o€ éva repIBAAAov container Docker, 10
OTT0i0 aTTohovWVEl Ta chaincode peTau Toug Kal aTrd Tov OMOTINO. AUTO QTTAOTIOIET TN
dlaxeipion Tou KUKAou {wng Twv chaincode (dnAadn ekkivnon, diakotA 1 pataiwon). To
chaincode kal 0 opdTIHOG ETTIKOIVWVOUV XpnoiyoTtrolwvTag unvupata gRPC. Méow auTAg
TNG XOAAPAG ouvdeonG, O OUOTIUOG €ival AYVWOTIKIOTHS TNG TTPAYUATIKAG YAWOOoOg oTnV
otToia UAoTTOIEiTaI TO chaincode.

2¢ avtiBeon pe 10 chaincode epappoyng, To chaincode Tou CUOTAUOTOG EKTEAEITAI
atreuBeiag otov oupdtiyo. To chaincode CUOTAPATOG UTTOPEI VA EQAPPOCEI CUYKEKPIPEVEG
AeIToupyieg TTou atraitouvTal atrd 1o Fabric kal ummopei va XpnoiyoTroiNBei o€ TTEPITITWOEIG
O1T0U N atropdvwon PETaEU Twv chaincode eQpapuoynig gival UTTEPPOAIKA TTEPIOPIOTIKI).

3.4.6 Alapép@won kai Chaincode ZuoTApaTog

To Fabric rpooappoletal péow NG dIaudPPWaong KavaAlwy Kal pEow €I0IKwWV chaincode,
YVWOTWV WG chaincode ouoTtruatog. Quunbeite 011 KABe KavaAl oto Fabric oxnuartilel Eva
blockchain. H diapop@won evog kavaAiou diatnpeital og HETAOEOOPEVA TTOU TTAPAUEVOUV
oe €10IKA uTTAOK Olapopewong. KaBe JTTAOK dlauop@wong TrePIEXEl TN dIANOPPWon
0AOKANpou KavaAiou Kai dev TrepIEXEl GAAEG cuvaAlayég. KaBe dikTtuo blockchain Eekiva pe
éva PTTAOK dlauopewaong yvwoTd we “genesis block”.

H &iaudopewaon €vog KavaAlou JTTOpEl va evnueEPWOEi  XPNOIUOTTOIWVTAG MId
ouvaAAayry evnuépwong dlaudpewons kavaAdiou. Aut n cuvaAlayr TTEPIEXEl  HIO
avaTrapaoTacn Twv oAAaywv TTou TTPETTEN va yivouv oTn SIauop@waon, KabBwg Kal Eva
ouvoAo utroypagwy. O1 kOuBol Tagivounong agloAoyouv €Aav n evnuépwaon gival €ykupn
XPNOIMOTIOIWVTAG TNV TPEXOUOoa BIaNOPPWon yia va eTaAnBeloouv OTI Ol TPOTTOTTOINOEIG
gival €LoucIodOTNUEVEG ME XPHON TwV UTTOYPOAPWYV. 2Tn OUVEXEIA, Ol TOgIVOUNTEG
OnMIouUpyouV £va VEO UTTAOK JIOUOPEPWONG, TO OTTOI0 EVOWHATWVEI TN VEA DIANOPPWON Kal
TN ouvaAhayl evnuépwong dlaudpewong. Or oudTIgol TTou AauBAvouv autd TO PTTAOK
ETMKUPWVOUV €AV n evnuépwon Olaudppwong civar efoualodotnuévn Pe Paon Tnv
TpéEXoUuoa DIaUOPPWOT, AV ETTIKUPWOEI, EVAUEPWVOUV THV TPEXOUCA dIANOPPWOT| TOUG.
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4 MNepimrrwon Xpnong: ®opeic ZwpeuTikNg Ekrpoowtrnong (POZE) kai
N avAaykKn avTIKATACTAONG TOU EUTTIOTOU TPITOU popéa

4.1 To evepyelakd oUoTNUA UTTO peETABOON

O1 emmTWoeIg TNG KAIPATIKAG aAAayNG yivovTal TTAEéOV avTIANTITEG OTNV KABNuEPIVE (wh Twv
avBpwttwv o€ 6Ao Tov TTAavATN. O1 oTOXOI TTOU £X0UV TEBEI O€ EUPWTTAIKO ETTITTEDO YIA TO
2030 TrepIypd@oUV  €va  EVEPYEIAKO OUOTNUA HE ONPAVTIKA XOAWNAOTEPEG EKTTOUTIEG
o10&e1diou Tou AvBpaka. O nNAEKTPIKOG TOMEAG OUVEICPEPEI OnUAvTIKA oTn Oladikaagia
aTTavlpakoTroinong, ME TNV TTapaywyr NAEKTPIKNAG evépyelag atrd Avavewoiywy Mnywv
Evépyelag (AMNE) va mpwrtaywvioTei. Eipoote 1Aéov oTnv €1TOXr} OTTOU TO KOOTOG
TTapaywyng NAEKTPIKAG evépyelag atrd AlE eival euBEwG OUYKPIOIUO Kal avTaywVIOTIKO WG
TPOG TO KOOTOG TTAPAYWYAG TwV CUUBATIKWY oTaBUWVY NAEKTPIKAG evépyelag. O AlME
OIEKDIKOUV I00TINO POAO OTO NAEKTPIKO OUCTNUA Kal I0OTIMOUG OPOUG CUMMETOXNAG OThV
ayopd NAEKTPIKNG EVEPYEIOG KAl TO BEOMIKO TTAQICIO avaTTPOCAPUOlETalI OTN OUYKEKPIKEVN
TpooTITIKr. O Popeic ZwpeuTikAG EkmTpoowttnong (POZE) cival ol véEg ovTOTNTEG TNG
ayopdg nNAEKTPIKNG EVEPYEIDG MEOW Twv OToiwv Ba TrpaydaTtoTroinBei n  TTARPENS
evowpdaTwon Twv pgovadwyv AlME otnv ayopd nAekTpIkng evépyelag. O POZE amroteAouv
€CEIOIKEUPEVEG KAIVOTONEG ETAIPEIEG TTOU XPNOIUOTTOIOUV OUYXPOVa ePYaAgia Kal KaAouvTal
va BeATIOTOTTIOINOOUV TNV €PTTOPIKA  OIOXEIPION TwV HPOVAdWYV TIPACIVNG  EVEPYEIOG
ENAXIOTOTTOIWVTAG TO KOOTOG €£E100pPOTTNONG ME TNV AKPIRN TTPOBAEWN TNG TTAPAYWYAS
TOUG.

KaBwg AoItrov Ta emopeva Xpovid, N CUPPETOXA TWV QVAVEWUCIHWY TTNYWYV EVEPYEIAG
oTnVv ayopd Ba yivetal pe avraywvioTIKoug 6poug ayopdg, ol POZE 6a kaBioTavtal 6Ao Kkal
MO avaykaiol yia T diaxeipion mToAAwyv €pywv AMNE, woTte va aufdvetal To 6QEAOG yia TOV
TTapaywyo.

270 OeOMIKO eTTiTTeEdO N TTPWTN PEYAAN aAAayn €yive pe 10 vouo 4414/2016 [29] kai
yivetal 10 TTpwTo pEYAAo Brpa kabwg Ta épya AlME 1Tou KaTtaokeuddovTal £XovTag KEPOIOEl
oToug dlaywviopoug TG PuBuioTikng Apxng Evépyelag (PAE) epdoov éxouv 10U TTAvW
amé 3 MW yia ta aioAiké kai Travw atrd 500 kw yia Ta @wToBoATaikd, avalaupavouv Tnv
UTTOXPEWON VO CUPMETAOXOUV OTn XOVOPEUTTIOPIKI ayopd Kal Tautoxpova avaiauBdvouv
UTTOXPEWOEIG €E1I00pPATTNONG. AUTO Onuaivel TTwg v dnAWwoouv TTapatmavw A AiyoTtepn
IOXU O100£01uN aTTd TNV TTPAYUATIKA Ba €TTWMIOTOUV TO KOOTOG TTOU TTPOKUTITEI ATTO TNV
aTTOKAION.

270 eEWTEPIKO KOl O€ TTIO WPINEG ayopES, OTTWG N ITAAIKN, QpPKETES eTaipeieg AMNE
TIPOTIMOUV VA EVTACOOUV TA £pYA TOUG JE AVTAYWVIOTIKOUG OPOUG OTNV ayopd Kal Oxl HEow
lIayWVIOPWY, KOBWGS dIATTIoTWVOUV OTI AQEVOG Ol TINEG OTIG ONUOTTPACIEG KIVOUVTAI
TITWTIKA KAl OEV TTPOCPEPOUV IKAVOTTOINTIKEG ATTODOCEIG KAl APETEPOU OTI N CUUMETOXI OTN
XOVOPEUTTOPIKA ayopd yia peydAa xapto@uAdkia AlME utropei va ammo@épel peyaAuTepa
€000a Kal atrodoo¢€lC. AUTEG O1 HEYOAUTEPES ATTODOOEIG, ETTITUYXAvovTal HEow Twv POZE ol
otroiol dlaxelpifovral peydAo apiBud povadwv AlE, pe yewypagiky dlaotmopd, Kal
mrepiopidouv TNV aBeBaidTnTa Kal TN METARANTOTATA TNG TTapaywyng Twv AlE, ytropouv va
UTTOBAAOUV QVTAYWVICTIKEG TTIPOCQPOPES TTOU £EaTPaAI(oUV TNV KABNUEPIVI) CUPMPETOXA TOU
XOPTOPUAQKIOU OTO EVEPYEIOKO XPNUATIOTAPIO KAl VA ATTOPEPOUV PEYaAUTEpa £000a. To
id10 TTPOBAETTETAI VA Yivel Kal 0TV EAAGDQ PE TNV EQapUOyr) TOU JOVTEAOU OTOXOG TO OTTOIO
Ba peTa@épel TNV €uBUvn TNG £6100pPPOTTNONG TNG AYOPAS atTd Tov AvecdpTnTo AIaXEIPIOTA
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Metagopdg HAekTpikng Evépyeiag (AAMHE) otoug mmapaywyoug AEI, evw n €UTTOpPIKN
diaxeipion Twv TPdcivwy dovadwy Ba yivetal atrd Toug POZE. O POZE Ba trepiopifouv
TNV OTTOKAION METALU TTPORBAEWNS KAl TTPAYMATIKAG TTAPAYWYAG Kal OuvakoAouBa Tn
METABANTOTATA TNG Trapaywyns Twv oTtabpwyv AMNE. Autl n PeTapAntdTNTA KAl N
apepaidTnTa Ba TTEPIOPIOTEI AKOPN TTEPIOCOTEPO OTO MEANOV OTaV TTPowWwONBoUV Kal
gQapuoaToUV aTnv ayopd Twv AlNE cuotrhpara atrobrikeuong evépyeiag. [30]

AkOua ag onuelwdEl TTwS N TTPWTN €TaIpia oToV ToPéa auTto fTav n Optimus Energy,
otnv otroia ocuppeTEéxel N TEPNA pe adeia ekmrpoowtrnong 350 MW. Adeieg kaTExouv
etriong n Mytilineos [31] yia 500 MW, n Eunice yia 300 MW, ta EAMNE Avavewoipeg yia 300
MW, n NRG, Ttou opihou TnG Motor Oil yia 200 MW, n Forena Energy [32] yia 200 MW, n
Sentrade yia 200 MW kaBwg kal GAAEG ETAIPIEG.

4.2 T gival kal TTwg Asitoupyei évag POZE

‘Evag Popéag ZwpeuTikng EKTpoowttnong eivalr évag opyaviouodg TTOU EKTTPOOWTTEI
TTapaywyous Avavewoipdwy MNMnywv Evépyeiag otnv eAeUBepn ayopd NAEKTPIKNG EVEPYEIAG.
Mo ouykekpiyéva, Ba aoxoAnBoupe pe POZE TTOU EKTTPOCWTTOUV TTAPAYWYOUS NAEKTPIKAG
EVEPYEING NECW QIOAIKWYV TTAPKWV.

AIOAIKO TTApKko 11 AIOAIKOG ZTaBuog Mapaywyng HAekTpikAg Evépyeiag (AZIMHE)
ovouddletal n xepoaia r Bahdooia €KTaon oTnv otroia €xel ToTToBeTnBei €vag apiBudg
QVEUOYEVVNTPIWY UE OKOTTO TN PMETATPOTTH TNG KIVATIKAG EVEPYEIAG TOU AVEUOU O€ NAEKTPIKN.

‘Evag ®OZE (6x1 atrapaitnta TTapaywyog O idlog) OUVATITEl CUPQWVIEG ME
TTapaywyoug va CUMMPETEXOUV o€ auTdv. O atTo@AcoEIS TTOU aPOopouUV Tn AEIToupyia Tou
Q®OZE pmopolv va AauBdvovtal pe diadikaoieg eTaipikAg dlakuBépvnong. Eva kpioiuo
onueio gival auté TTou aPopd TNV AVOTTPOCOPUOYT TWV TTOOOOTWY CUMMETOXNAS Kal YEVIKA
TN d1adIKaoia ammolnUIWOEWV TWV CUPPETEXOVTWY TTapaywywv otov POZE. H ayopd evog
POZE cival uTTOoUVOAO TNG OUVOAIKAG ayopdas TTaPOXNG NAEKTPIKAG evépyelag. Me Baon TIg
ONAWOEIG TwV GAAWV TTapaywywv TTou avAkouv aTtov idlo POZE utrohoyileTal To pePidIO
ayopdg o€ TTOO0OTO TTOU KAAUTTTEI 0 KaBEvag, Ta otroia aBpoidouv o1o 100%.
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Mapaywyocg 1

Napaywyog 2

MNapoaywydc3

everoze

NapaywydcN

Eikéva 4: Mepidio ayopdac Tou @OZE kai Tou mapaywyou. [33]

Ag peAetiooupe Aiyo o avoAuTika Tn diadikacia autr). O ®OZE otnv apxr Tou
MAvVa TTPETTEN Va KAvel pia dnAwaon NG mapoxng evépyelag oe MWh 1mou Ba TTapéxel otn
OuVvOAIKA ayopd. H dnAwaon auth TpETTEl va gival akpIBS yia va unv €xel KUPWOoeIG. To
006 auTtd UTToAoyiCeTal ATTO TO ABPOICHA TWV dNAWCEWV TNG TTPOBAEYNG TNG TTAPAYWYNS
EVEPYEIOG TOU KABe Ttrapaywyou Ttou. Emopévwg, otnv apxl Tou KA&Be prva €vag
TTapaywyog dnAwvel Tn TTPORAEW Tou yia To TTood evépyelag oe MWh 1Tou Ba Tapdger yia
OMo 10 purva. O ®OZE mmAnpwvel Tov KABe TTapaywyod pe Bdon tn dnAwaon Tou. ‘Emeira kaBe
TTapaywyogs, KABe pépa kataypdeel mn mapaywyn evépyeiag oe MWh kdbe diaotApaTog 15

AETTTWV.

Mapddeyua: 'Eotw évag POZE mou avritpoowTtrevel 4 mapaywyougs (Org1, Org2,
Org3, Org4). O1 dnNAWOoEIG TwV TTAPAYWYWV OTAV apX TOU Prva Kal n TrTapaywyr) oTo TEAOG

TOU prva gival ol €¢AG:

Mivakag 3: MNepirrwan xpnong: AnAwaon kai mapaywyn NAEKTPIKAS EVEPYEIAS TwV Tapaywywy evos OSE.

Org1 Org2 Org3 Org4

AnAwaon (MWh) 114 120 180 186

AnAwon (%) 19% 20% 30% 31%

Mapaywyn 85 110 140 165
(MWh)
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Mapaywyn (%) 17% 22% 28% 33%
loxuploudg 114 120 180 186
(MWh)

Maparnpoupe OTI KABE TTapaywyog TTapryaye TEAIKA AlyOTEPO ATTO QUTO TTOU EiXe
onAwoel. ETTopévwg TTpETTEl KABE €vag Toug va emoTpEéWel TN dlagopd Triow oto POZE.
O1wg @aivetar otn TeAeuTaia ypaupn Tou lMivaka 3 o mapaywydg Orgl 1oxupiletal O
TTapriyaye 10 1006 TTOU €ixe dnAWOEl Kal TTwG dev XpwaoTdel xpripata oto POZE. MNa tnv
AUGonN auTtoU Tou TTPORAANATOC UTTAPXEI AVAYKN YIA £vav EUTTIOTO TPITO QOpPEQ.

4.3 To mpoBANUa TOU EUTTIOTOU TPITOU POPEQ

‘Evag EUTTIOTOG TPITOG QOPEAG CUAAEYEI TA DEQOPEVA TWV EPTTAEKOPEVWY TTAPAYWYWV. 'ETOI
EKKIVEI TN OI1AdIKACIA ETTAVUTIOAOYIOUOU TOU TTOOOU TTAPAYWYNG Tou KABe evog. Me 10
atrotTéAeopa TnG diadikaoiag auTthg Kpivel Ta o@elAdpeva xprpata atrd kal Tpog 1o POZE.
EUkoAa trapartnpei kaveig ta TpoBAAUaTa TG XPNOoNG €vOg EUTTIOTOU TPITOU Qoptéd. To
BaoikdTEPO TTPOPRANUA gival OTI 0 EUTTIOTOG TPITOG POPEAG ATTOTEAEITAI ATTO AVOPWITTOUG TTOU
Ba kivijoouv Tnv 6An d1adIKaoia ETTAVUTTOAOYICHOU TWV TTOCOOTWYV KAl OV OTTOTEAECHA DEV
givar adidpBopog. EmimpooBeta Ta dedopéva Tou KABE TTapaywyou eival IBIWTIKA Kal
mMOavweg guaiodbnTa yia 1o KABE TTapaywyo. TEAOG, 0 EUTTIOTOG TPITOG PopPEAG OEV YTTOPEI VA
KaAeoTei av Ogv €ival kal ol dUo TTAeupég TTPOOuuES yia dlaTTpayudaTeucn. A0 TO
TTOPAdEIYyUA OUUTTEPAIVOUYE TIWG av o Trapaywyog Org1 dev B€Ael va Trpofei o€
diatrpaypdareuon, evw o POZE emdntd diatrpayudreucrn, o EUTTIOTOG TPITOG PopEag dev
pTTOpPEl va KaAeoTei. MNMapatnpoupe 61 TTapouoia dladikaoia akoAouBeiTal oTn TTEPITITWON
1Tou 0 POZE 1oxupifeTal AavBaopéva TTood TTapaywyng.

4.4 H Aoon Tou TTpofARuaTOGg

H mpotaon yia 1n Auon tou tmrpoPAfuartog cival n €¢ns: Kataokeuri DAO pe péEAN TOUG
Tapaywyoug Org1, Org2, Org3, Org4 yia Tnv avTiKatdoTaon Tou €UTTIOTOU TPITOU QopEa.
Q¢ péAn Tou DAO kdBe TTapaywyog €xel pia B€on oTo dIOIKNTIKO GUPBOUAIO Kal dIKAiwua
WYNQPOU O€ AUTO. & TTEPITITWON AVAYKNG ETTAVUTTOAOYIOUOU TWwV TTOOOOTWYV TTAPAYWYNS
KATTOIOG TTapAywYOg €KKIVEI dia vEéa yneogopia. Kabe mTapaywyodg wneiel oto dIKO Tou
XPOVO €wg OTOU TOUAAXIOTOV 3 WNA®OI va €ival UTTEP I KATA TOU ETTAVUTTOAOYIOUOU. 2TNn
TEPITITWON TOU  ETTAVUTTOAOYIOPOU TO ouoTnua diapadel 1a Oedopéva OAWV  Twv
TTAPAYWYWV Kal UTTOAOYICEl Ta vEQ TTOCOOTA.

21NV OIKA Hag TIEPITITWON O opyavioudg autog Ppioketar kal (el TTavw OTO
blockchain kai o1 amo@doceig - Asitoupyieg Tou gival povteAoTToINPEVA TTAVW O€ EEUTTVA
oupBoOAaia. Otréte kdBe Tapaywyodg Ba ptmopei va ywneioel UTTEP N KATd OTOV
ETTAVUTTOAOYIOUO TWV TTO000TWY, BAETTOVTAG POVO TO OIKO TOU I0TOPIKO Kal yvwpiloviag
TTANPOPOPIES yIa TO BIKO TOU CUCTNHA XWPIG va €XEl TTPOCRACN OToV AAAWYV, €60U Kal N
avaykn xpnong 1I01wTikwy adgiodotnuévwy blockchain.

H Ttrepimmrwon xpriong tmou Ba peAetiooupe Ba diepeuvioel pia UAOTTOINON TNG
diadikaciag Afyng amogdoewv otov POZE pe xprion blockchain wg Autdvopo
ATtrokevTpwuEVo Opyaviouo.
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5 YAotroinon: Anupioupyia DAO yia Tn diapoipaon TnG Trapaywyng
NAEKTPIKAG EVEPYEING METAEU TTAPOXWV

O1 A&ITOUpPYIKEG ATTAITAOEIG TNG ATTOKEVTPWHEVNG EQAPPOYAG €ival o1 TTapakdTw. To diKTuo
blockchain amoteAcital amd 4 opyaviopous. KéBe opyavioudg sicdyel oto blockchain Tn
TTPORAEYN TOU yia TO TTOOO TTapaywyng evépyeiag oe MWh, TTou Ba TTapdgel o€ Eva XpovIKO
oidoTtnua. ‘Etreimra kaBe 15 Aetrtd TNG wpag, kKaBe opyaviouog kataypd@el ato blockchain 1o
mood evépyelag oe MWh T1Tou TmapdxOnke oto didotnua auto. Ta dedopéva Tou KABE
opyaviopou givarl IBIWTIKA, Kal ETTOPEVWGS opaTd pévo o€ auTdv. OTToI00dATTOTE OPYAVIOUOG
EXEl TN dUVATOTNTA VA EKKIVIOEI YnPOPOPIa yIa TOV ETTAVUTTOAOYIOHO TwWV TTOCOO0TWV TNG
Tapaywyng. Edv n TAciovotnTa TV Opyaviopwy wneioel BeTikd, TOTE aQuTOpaTa
eTTavuTroAoyidovTal Ta Véa TTOOCOOTA Kal YivovTal opaTtd 0Toug idIoug.

Mo TNV IKAvVOTToIiNON TWV TTAPATTAVW AEITOUPYIKWY OTTAITIOEWY UAOTTOINCAME HIO
QTTOKEVTPWHEVN EQAPHOYN TTOU ATTOTEAEITAI ATTO 4 CUCTATIKA OTOIXEIQ, TA OTTOIA AVAAUOUE
TTOPAKATW.

5.1 Anpioupyia SIETTAPRS XPHOTN

H dieragr xpriotn €ivar n €IkKOva TnG ATTOKEVTPWHPEVNG €QAPUOYAG TTou PBAETTEl KAOE
TTapAywyoS. ZTOX0G TNG OIETTAPNAC €ival va OIEUKOAUVEI KABE TTapaywyod VO CUPHPETAOXEI
otn dladikacia TNG Wneoopiag Kol va OTTIKOTIOINoEl Ta O£dopéva TOU HEOW
OlIaYPANUATWY avA NPEPA Kal ava PAvVA. ZUPTTANPWHATIKA N JIETTAQI) TTPOCQPEPEI KATTOIEG
ETITTAEOV TTANPOPOPIEG OTTWG TO TTOCOOTO TTAPAYWYNG TOU.

MNa ™ KaAuTePN Katavonon Tng dIETTAPNS XPNOTN ONUIoUpynoaue Eva dIAypaUua
ouvioTwowv (Component diagram) pe xprion TnGg yAwooag povtehotroinong Unified
Modeling Language (UML). Otrwg @aiveTal 0To TTapakdaTw didypapua n diETTagr] xwpieTal
oe 3 Bacika KoppaTia: yia prrdpa TAorynong (navigation bar), pia kdpra wyneogopiag Kai
Mia KGpTa evepyeIakwY OEOOUEVWV.

H ptmdpa 1TAoriynong tepliéxel TTANPo@opieg OTTWG TO dvoua TOU Opyaviouou TTou
gival ouvoedEUEVOG, TO TTOOOCTO TTPORAEWNS TTAPAYWYNS KAl TO TTOCOCTO TTAPAyWYNG.

21N KapTa yneogopiag diadpauatiCetal 0An n diadikacia TG yneogopias. H kdpta
WYNQOPopPIiag TTEPIEXEI Eva UAVUMA TTOU TTEPIYPAPEl TN KATAOTACN TNG WNPOPopiag Kabwg
Kal 4 koupTtd. To KoupuTti ekkivnong wnoeogopiag “Initialize” apyikoTtrolei TNV wneogopia
ETTAVUTTOAOYIOHUOU TWV TTOOOOTWYV. TO KOUMTTi BeTIKAG wrAgou “vote YES” kal To KoupuTri
apvnTIKAG wneou “vote NO” kataxwpouv BeTIKA 1 apvnTIKA YHPO yia TOV OPYAVICHO TTOU
givar ouvdedepévog. To koupTri avavéwong “Refresh” evnuepwvel To pvupa KataoTaong
TNG WYNPoYopiag Kal Teavweg TO TTOO00TO TTApaywyng €4av autd €xel aAAdgel AOyw
ETTAVUTTOAOYIOUOU.

21N KAPTA EVEPYEIOKWY OEQOUEVWV OTTITIKOTTOIOUVTAI TO OEQONEVA TOU OUVOEDENEVOU
opyaviopou pe xpnon OlaypauudTwy avd nuépa kKal ava pAva. H KAapta evepyeiokwyv
OeDOUEVWV TTEPIEXEI TN dUVATOTNTA ETTIAOYAG NUEPOPNVIAG, 2 dlaypAuuaTa Kal €Va KOUUTTI.
O ouvdedepévog TTapaywyoS ETTIAEYEI TNV NUEPOMNVIQ TTOU ETTIBUUEI VO OTTTIKOTTOINOEI Kal
xpnolyotrolei 1o kKouutri “GET” woTte va @épel Ta dedouéva amd 1o blockchain kai va
KATAOKEUOOTOUV Ta dlaypAaupaTa.
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<<component>> E
App
-state.error
-state.org
-state.url
-state.voteMessage
-state.voteCounter <<component>> El <<component>>
-state.declarationDataDay constructor componentDidMount
-state.productionDataDay
-state.declarationDataMonth
-state.productionDataMonth
-state.declarationPercentage
P e Pct CReIESnlace <<component>> El <<component>> <<component>> E <<component>> <<component>>
EEE ARy getEnergyData createVote doVote readVote setDate
-state.selectedDate
-state.selectedDay
-state.selectedMonth
-state.selectedYear
<<component>> a
render
<<component>> E
Container
<<component>> E
Navbar
<<component>> E

Card (Vote for recalculation of percentages)

<<component>> <<component>> <<component>> <<component>>
Button (Initialize) Button (vote YES) Button (vote NO) Button (Refresh)
<<component>> E

Card (My Energy Data)

<<component>> gl
DatePicker (Please select a Date)

<<component>> E <<component>> @
VictoryChart (THIS DAY) VictoryChart (THIS MONTH)

<<component>> E
Button (GET)

Eikova 5: Aiaypauua ouviotwowv UML disrapnc xpRnorn.

AkolouBei pia avaAuTiKh TTEpIypa®ry KABe ouvdapTnong TOu TTPOYPAUMATOS OIETTAPNS
xenotn:
e H ouvdptnon “constructor”. Eival n TTpwTn ouvapTnon TTOU KAAEITAl TTPIV TNV apXIKN
atrodoon (render) TNG O0eANidAg TNG £QAPUOYNG. ZKOTTOG TNG €ival N apxXIKOTToinon
Twv PeTapAnTwy katdoTtaong (state variables) TTou €ival opatd o010 APICTEPO-TTAVW
MEPOG TOU OlIaYPAUMOTOG.

e H ouvdptnon “componentDidMount”. Eival n mpwTtn ouvdptnon TTou KaAgital
QUEOWG PETA TNV apXIKh attodoon TNG O0eAIdAG TNG EQAPUOYNG. XPNOIYOTIOIEITAI yIa
TNV EVNUEPWON OPICPEVWYV PETABANTWY KATAOTAONG.

e H ouvdaptnon “createVote”. KaAcital KGBe @opd TTOU XPNOIMOTIOIEITAI TO KOUWTTI
“Initialize”. H ouvdptnon kaAei tov 16po (resource) “/vote/init” Tou evdidueoou
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AOYIOUIKOU pE OKOTTO TNV QpXIKOTTOINON TNG Wn@OQopiag €TTAVUTIOAOYIOUOU TWV
TTOOOOTWV.

e H ouvdptnon “doVote”. KaAeital kKGBe @opd TToU XPNOIUOTIOIEITAI TO KOUMTTI “vote
YES” 1} to koupTri “vote NO”. H cuvdpTtnon kaAei Tov mépo “/vote/yes” ) Tov 1é6po
“/vote/no” pye OKOTTO TN KATAXWENON TNG WPOU TOU OUVOEDEUEVOU OPYAVIOHOU.

e H ouvdptnon “readVote”. KaAeital kdBe @opd TTOU XPNOIUOTTOIEITAI TO KOUWTTI
‘Refresh”. H cuvaptnon kaAei Tov mopo “/vote” pe oOKoTTo va evnuEPWOEl TO hRvVUUA
TNG KATAOTAONG TNG WNQOQYOPIAg. ZUMUTTANPWUATIKA, €Av N wneogopia E€xEl
oAokAnpwOei kaAei Tov TMOpo “/energyData/percentage” yia Tnv evnuépwaon Tou
TTOO0OTOU TTAPAYWYNG.

e H ouvdaptnon “setDate”. KaAcital kGBe @opd TTOU XPNOIYOTIOIEITAI O ETTIAOYEAG
nueEpounviag. H ouvdptnon evnUEPWVEl TIG PMETARANTEG KATAOTAONS TTOU APOPOUV
TNV NUEPOMNVia.

e H ouvdptnon “getEnergyData”. KaAgital kdBe @opd TTOU XPNOIKOTIOIEITAI TO KOUWTTI
‘GET”. Me pBaon Tnv  nuepounvia ToU  €TMIAEXONKE KOAAEI  TOov  TTOPO
“lenergyData/<pnvac>/<nuépa>" ye okottd va @épel Ta dedouéva atrd 1o blockchain
KAl va dnUIoUpyAOEl TOUG TTIVOKEG NUEPOAG KAl PUAVA TTOU €ival atmmapaitnTol yia TV
KATAOKEUN TwV dIaypauudTwy.

H diemapry Xpnotn UAoToINONKE MPE  XPHON TOU  TTPOYPOMMATIOTIKOU  TTAQICiou
“‘React-Bootstrap” [34] kai gival d1aB€o1uo oTo TTpoowTTiKG ammoBeTApio Github [35].

5.2 Anpioupyia evOIGuECOU AOYICHIKOU

To evOIGueCO AOYIOUIKO €ival O CUVOETIKOG KPIKOG avAueoa atn dIETTA® XPAOTN Kal OoTa
€CUTTVA OUMPBOAaIO TTOU €ival EYKATEOTNUEVA OTOV KOUPBO OIKTUOU TOU OUVOEDENEVOU
OPYQaVIOPOU. 2TOX0G TOU €VOIANECOU AOYIOUIKOU €ival va TTPOCQPEPEI CUVTNPNCIUOTNTA KAl
TIPOCAPUOCTIKOTNTA OTO CUVOAIKO OUCTNUA ATTOPOVWVOVTAG T d1adIKaoia ouvdEonG OTO
OIKTUO KaI TNG KATAXWPENONG VEWV CUVAANQYywvV 1 TNV €MKUPWON NON UTTAPXOVTWV.
EmmpdoBeTa, armmoyovwvovTtag Tn dIETTaP XPHoTn atro 1a £EUTTva CUMPBOAaIa divoupe TN
duvatoéTnta xprnong £Euttvwyv cuokeuwv Internet of Things (loT), Tou mBavwg va ivai
OUVOEDEPEVEG OE Hid QVEMOYEVVATPIA, VA OuvdeBoUv Kal va Kataxwpouv OedouEva
TTapaywyng K&Be 15 AeTrTd TNG WPAG.

Na tnv KaAOTEPN KaTaAvONon TOU €VOIAUECOU AOYIOWIKOU OnuIoupynoaue €va
S1dypapua ouvIoTWOWV PE XPHon TG YAwooag povtedotroinong UML. Otrwg @aivetal o1o
TTOPAKATW OIAypaPua TO €VOIAUECO AOYIOMIKO XwpileTal o€ 2 POCIKA KOPPATIA: €va
opopoAoyntr]  wnooopiag  kal  éva  OpopoAoynTry  EVEPYEIOKWY  OEQOMPEVWV.
2UUTTANPWHATIKA, TO EVOIANECO AOYIOUIKO TTEPIEXEI T ouvapTnon “getContract” Tou eivai
uTTEUBUVN YIa TN oUvdeon e TO €EUTTVO CUNPBOAalo Kal Th ouvdptnon “handler” TTou gival
UTTEUBUVN YIA TNV ETTIOCTPOPI KATAAANAOU punvUpaTog otn SIETTA® XPHOoTN.

O dpopoAoyntAG wneogopiag eEUTTNPEETEI OAEC TIC KAOEIG O TTOPOUG TTOU EEKIVOUV
pe “/vote”. KAAoeig atov mopo “/vote/init” odnyouvtal otn cuvaptnon “InitVote”, kAfoeig
otov T6po “/vote” odnyouvralr otn ouvdaptnon “ReadVote” kai kKAAoe€igc oTov TTOPO
“/vote/:proposal” odnyouvtal otn ouvapTtnon “DoVote”.

O dpopoloynTig evepyelakwy OeBOUEVWV EEUTTNPETEI OAEC TIGC KANOEIG O€ TTOPOUG
TTou ekivouv pe “/energyData”. KAAoeig otov TTopo “/energyData/declaration” odnyouvrai

otn ouvaptnon “PostDeclaration”, kAnoeic otov  mopo “/energyData/production”
odnyouvrTal oTn ouvapTtnon “PostProduction”, KANOE€Ig oTovV TOPO
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“/lenergyData/:month/:year” odnyouvtal otn cuvaptnon “GetMonthlyData” kai kKAjoe€ig oTov
Topo “/energyData/percentage” odnyouvtal otn ouvapTtnon “GetPercentage”.
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Eikova 6: Aiaypauua ouviotwowv UML gvdidueoou AoyiouikoU.

AkoAouBei pia avaAuTikr TTEpIypa®r KGBe ouvApTnong Tou TTPOYPAPMATOS EVOIAUECOU
AOYIO[IKOU:

e H ouvaptnon “getContract”. KaAeital yia opd oTnv evepyoTToinon Tou evOIANECOU
AOYIOUIKOU. ZKOTTOG TNG €ival n ouvdeon PE Tov KOUPO Tou OIKTUOU TTOU AVTIOTOIXEI
OTO OUVOEDEPEVO OPYAVIONO WOTE VA EXOUUE TTPOCBACT OTO EYKOATECTNUEVO EEUTTVO
oupBoAaio.

e H ouvdaptnon “handler’. KaAeitar kGBe @opd 1TOU BEAOUPE va KAVOUPE KANON
ouvdaptnong Tou €guttvou OupBoAdiou. ZKOTTOG TNG €ival n evepyotroinon diag
ouvaptnong Tou €EUTTVOU OUMBOAQiOU Kal PETA N ETMIOTPOQPN TOU KATAAANAou
MNvopartog otnv SIETTaP XPNoTn.

e H ouvdptnon “ReadVote”. KaAeitar kdbe @opd Tou (nteital o 1TOpog “/vote”.
Evepyotroiei Tng ouvdptnon “ReadVote” tou £Euttvou cupPBoAdiou Kal eTTIOTPEQEI
otn OIETTaP XPNOoTn Tn KOTACTACON TNG WNQOEPOPIag ETTAVUTTOAOYIOUOU TWwV
TTOOOOTWV.

e H ouvdaptnon “InitVote”. KaAeital kdBe @opd tou ¢nteital o mopog “/vote/init”.
Evepyotmoiei tn ouvdptnon “InitVote” tou €¢utivou oupPoAaiou pe oOkKoTTd TNV
QAPXIKOTTOINON TNG WYNPOPOPIag ETTAVUTTOAOYICHUOU TWV TTOCOCTWV.

e H ouvdptnon “DoVote”. KaAeital kdBe @opd TToU {nTeital o Topog “/vote/:proposal’.
Evepyotroiei 1 ouvaptnon “DoVote” Tou €gutivou oupfoAaiou pe OKOTTO Tnv
KATAXWPENOon TNG WYrPou Tou OUVOEDEUEVOU OPYAVIOUOU.

e H ouvaptnon “GetMonthlyData”. KaAecitar kdBe @opd T1ou (CnTeital 0 TTOPOG
‘lenergyData/:month/:year”. Evepyotroiei 1 ouvdptnon “GetMonthlyData” Tou
€CuTTVOU OUPBOAQiou pe oKoTTd TRV ETTIOTPOYPN OTN SIETTAPH XPHOTN TWV OEDOUEVWV
TTAPAYWYNG EVEPYEIAG YIA TOV PURVA TTOU ETTIAEXONKE.

e H ouvaptnon “PostDeclaration”. KaAecitar kdBe @opd Tou (nTeital 0 TTOPOG
“lenergyData/declaration”. Evepyotroiei 1n  ouvdptnon “PostDeclaration” Tou
€CUTTVOU OUMPBOAaiou pe OKOTTO Tnv Kataxwpnon tng TPORAEWnS NG TTapaywyng
EVEPYEIOG TOU OUVOEDEUEVOU OpyavIOUOU.
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e H ouvaptnon “PostProduction”. KaAegitar kdBe @opd T0U {nTeital o TTOPOG
“/lenergyData/production”. Evepyotroiei Tn ouvdaptnon “PostProduction” Tou £gutrvou
oupBoAdiou pe OKOTTG TNV  KATAXWPENON TNG TIAPAYWYAG EVEPYEIQG TOU
OUVOEDEPEVOU OPYAVIOUOU VIO €VA OUYKEKPIPMEVO XPOVIKO dIAoTnUa 15 AETTTWV TNG
wpag.

e H ouvaptnon “GetPercentage”. KaAeitai kdBe @opd TOoU {nTeital o TTOPOG
‘lenergyData/percentage”. Evepyotroiei 1 ouvaptnon “GetPercentage” Tou
€EUTTVOU OUMPOAQioOU e OKOTTO TNV ETIOTPOQPR) OTNV OIETTAQR XPROTn TOou
KATaXWPENUEVOU TTOO0OTOU TTAPAYWYHG TOU OUVOEDEUEVOU TTAPAYWYOU.

To ¢evOIGueco AOYIOMIKO UAOTTOINONKE ME XPAON TOU TIPOYPOAUMATIOTIKOU TTAdICciou
“Express.js” [36] kai Tou “Hyperledger Fabric SDK for Node.js” [37] kai givail diaBéoipgo oTo
TpoowTrikd atmroBeThpio Github [38].

5.3 Anpioupyia emixeipnuaTikig Aoyiknig Tou DAO

H emixeipnuatikry Aoyikr)y Tou DAO uAoTrolgital ue TNV ouyypa®n Twv EEUTTVWY CUUBOAQiwV.
21NV TTEPITITWON XPNOoNG TTou avaAuoupe 1o €EuTTvo cuPBOAaio gival Eva Kal TTeEpIAaUBAVEI
TNV AOYIKA TOOO TNG d1adIKaaiag TNV YnPopopiag 600 Kal TNG dIadIKAOIag TwV EVEPYEIOKWY
oedopEvwy. To oupBoAaio auTto yiveTal eykatdoTaon atrd 6Aoug Toug TTapaywyoug, YiveTal
armmodoxny 1 aANIWG uTToypA®eTal ATTO TNV TTAEIOVOTNTA TWV TTAPAYWYWY Kal TEAIKA
dnAwveTal atro £vav TTapaywyo Kal EVEPYOTTOIEITAI.

O1 ouvapTAoeig Tou £EuTTVvOou CcUMPBoAdiou XwpilovTtal oe dU0 BACIKEG KATNYOPIES:
IBIWTIKEG Kal dNUOOIES. IDIWTIKEG OVOUACOUUE TIG CUVAPTAOEIG TTOU €ival opaTég JEoa OTO
€EUTTVO OUPPBOAaIO aAAG dev gival opaTéEG OTOUG XPrOTEG TOU dnNAAdK), OTNV CUYKEKPIUEVN
TEPITITWON, TOUG TIapaywyous. Anudoieg ovoupdldovial ol OUVAPTACEIG TIou  gival
TIPOORACINEG ATTO OOOUG OPYAVIOHOUG €XOUV EYKOTAOTACEI TO TTAPOV £CUTTVO CUNPBOAaIO
otov OIKO Toug KOPBo Tou OiIkTUou. Me Aiya Adyia, or dnuooieg OuvapTAOEIG
EVEPYOTTOIOUVTAI QATTO TOUG OPYAVIOPOUG €V O1 IDIWTIKEG EVEPYOTTOIOUVTAI ATTO AAAEG
onuéoies.

MNa Tnv KaAUTEPN KaTavonon Tou €guttvou oupBoAaiou dnuioupynoaue éva
d1dypapua ouviIoTwoWwV PE XPHon TG YAwooag povredotroinong UML. Otrwg @aivetal o1o
TTAOPAKATW OIdypauua 1o £EUTTVO CUPBOAaIO TTEPIAAUPBAvVEl 7 dnUOOIEC Kal 2 IBIWTIKES
ouvaptnoelg. Emiong tepiAapBavel kar 4 BondnTiIKEG 1IDIWTIKEG OuvapTAoElS. ATTO TIg
onuoéoieg ouvaptnoelg, ol Tpwrteg 3: “InitVote”, “ReadVote” kai “DoVote” kaAUTTTOUV ThV
d1adIkaoia TNG YNPoPopiag eVw Ol UTTOAOITTEG KAAUTITOUV TNV dIAdIKACIA TWV EVEPYEIOKWY
OedOEVWV.
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<<component>> E
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Eikéva 7: Aidypauua ouviotwowv UML ééuttvou oupBoAdiou.

AkoAouBei pia avaAuTikn TTeplypa@r KABe cuvapTnong Tou £EUTTVOU CUNBOoAaiou:

Anuoéoieg cuvapTROEIG

H ouvdaptnon “InitVote”. Zkotrog Tng €ival n apxikotroinon TG Wyneogpopiag Tou
ETTAVUTTOAOYIOUOU TWV TTOOOOTWV TTapaywyngs. Mo ouykekpipgéva, apxIKOTTOIEI Eva
avTikeipevo Javascript ye 4 media: éva pAvupha TToU TTEPIYPAQPEI TNV KATdoTaon TNG
wyneogopiag, Eéva METPNTA Twv OeTIKWV 1 apvnTIKWV  WYHQwY, €va TTivaka
Kataypagrng tng wneou k&be opyaviouou kai pia PeTaBAnTA TTOU dnAwvel av n
ynooopia €ivalr oAokAnpwpévn f Oxi. Metd Tnv apxIKOTToinon Tou TTapaTTavw
avTikEIuévou KaAei Tnv BondnTtikry cuvaptnon “UpdateAsset” kalr kataxwpei 1
evnuepwvel ato blockchain otn 6éon pe povadikd KAe1di “vote” To avTiKeiuevo auTo.

H ouvdptnon “ReadVote”. 2kOTTOC TNG €ival n €mMOTPOPN TNG KATAOTAONG TNG
wneogopiag otov opyavioud Tou TNV KAAeoe. AloBdadel kal ETIOTPEQPEI TO
QVTIKEIUEVO TTOU avTIOTOIXEI OTO HOovadIKO KA&ldi “vote” e xprion Tng BonéntikAg
ouvaptnong “ReadAsset”.

H ouvaptnon “DoVote”. 2kotrdg Tng €ival N karaypa@r TnG Yrieou evog opyaviouou
o1o blockchain. Apxikd diaBdlel TNV UTTAPYXOUCA KATAOTACN TNG Wn@o@opiag Trou
avTioToiXei oto povadikd kAeidi “vote” pe xprion TG BonOnTikAg ouvdptnong
‘ReadVote”. ‘Etreima, ye Bdon tnv BeTIKN 1 apvnTik wrigo 1Tou diaBdadel ws €icodo,
av TO OUVOAO Twv BeTIKWV WAPWV Eival n TTAEIOVOTNTA TOTE KAAEI TNV 181WTIKN
ouvdaptnon “CalculatePercentages” pe okotrd TOV ETTAVUTTOAOYIOUO TWV TTOCOOTWV
Tapaywyng. TENOG, evnUEPWVEI TNV KATACTAON TNG WneoOQopiag HE Xprnon tng
BonBénTikAg ouvapTtnong “UpdateAsset”.

H ouvdptnon “PostDeclaration”. Zkomdg Tng €ivalr n karaypagr tng TTPORAewnS
TTOPAYWYNG EVEPYEIOG OTA IDIWTIKA OEDOUEVA TOU OCUVOEDEUEVOU OPYAVIOUOU.
ApXIKG eAéyxeTal €av n TPOPRAswn auth €xel nNdn kataxwpnOei pe xpron Tng
BonBénTtikAg cuvaptnong “AssetExists”. Edv €xel ndn kataxwpnOei TOTE ETTIOTPEPEI
ME MAVUPO OQAAPATOS. AIOQOPETIKA, N TTPORAEWN auTtr KaTaxwpEital oTa IDIWTIKA
0edopéva  autoUu TOU OpPyaviouoU ME Xpron TG PonéntikAg ouvaptnong
“‘UpdateAsset”.
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H ouvaptnon “PostProduction”. Zkotrdég Tng €ival n karaypa®n TNG TTapaywynig
EVEPYEIOG OTA I0IWTIKA OEQOPEVA TOU OUVOEDEUEVOU OpPYaVIOUOU. APXIKA EAEYXETAI
€AV n TTPORAEYWN TNG TTAPAYWYNAGS YIA AQUTO TO XPOVIKO dIACTNUA £XEl KATAXWPENOEI.
Edav Oev éxel kataxwpnOei TOTE €MOTPEPEI PE PAVUPO O@AAPATOG, a®oU n
KATaxwpenon Tng Trapaywyng TIPETTEl v  OKOAOUBEi Tnv Kataxwpenon Tng
TTPORAEWNG. AlOQOpPETIKA, N TTapaywyn Kartaxwpeital ota 181wTikG dedouéva autou
TOU OpyavioPoU Pe XprHon TG BonenTikng ouvdaptnong “UpdateAsset”.

H ouvaptnon “GetMonthlyData”. Zkomdg Tng eival n €mMOTPOPH TWV PNVIAIWY
0edoUEVWV TTOPAYWYNG OToV OUVvOEdEUEVO opyavioud. H ouvdpTtnon diafadel Ta
IDIWTIKA dedouEVA TOU OUVOEDEUEVOU OpYyaVIOPOU YIa TOV {NTOUPEVO UAva PE Xpron
NG BonBnTikng ouvaptnong “GetAssetDataByRange” kal Ta eTTIOTPEPElI O QUTOV.

H ouvaptnon “GetPercentage”. Zkomd¢ Tng €ival n €mMOTPOPr) TOU TTOCOOTOU
TTapaywyrng otov ouvoedepévo opyaviopd. H ouvaptnon diaBdader 1o 1I81WTIKO auto
0edopEVO TOu OuvOEDdEUEVOU OpyaviouoUu HE XPron Tng BondnTikng ouvdaptnong
“‘ReadAsset” kal TO ETTIOTPEPEI OE AUTOV.

IS1WTIKEG OCUVAPTHOEIG

H ouvaptnon “GetMonthlyDataPrivate” cival akpifwg trapouola pe tnv dnuooia
ouvdptnon “GetMonthlyData” tou Tmepiypdyape mapamdvw. H diagopd TOUG
BpiokeTal 0TO yEYOVOGS OTI N IBIWTIKA £€KkOOON JEXETAI WG OPICUA TOV OPYAVIONO TTOU
BéAoupe va diapaooupe Ta dedouéva Tou. H cuvaptnon autr KaAgital pévo atoé Tnv
onuéoia ouvaptnon “CalculatePercentages” pe okommd Tnv ouAlloyry OAwv Twv
0edopévwy OAWV TWV OPYaVIOUWYV YIO TOV UTTOAOYIONO TWV TTOCOOTWV TOUG.
Mapatnpouue OTI N cuvdpTnon autr Tneei TNV Asitoupyik atraitnon “Ta dedouéva
Tou K&BE opyaviouou gival 1I81WTIKA, Kal ETTOPEVWG 0paTd JOVO o€ auToOVv” agou eival
IDIWTIKA Kal €TTOPEVWG opaTtrhy povo OTo £EuTTvo OUPBOAaIo Kal OxI O€ KATTOIO
OpYQaVIONO.

H ouvaptnon “CalculatePercentages”. H ouvdaptnon auti kaAgitar yoévo amod 1n
onuéoia ouvdaptnon “DoVote”. ZKOTTOg TnG €ival 0 UTTOAOYIOCHOG TWV TTOCOOTWV
TTAPAYWYNG EVEPYEIOG OAWV TWV OPYAVIOPWYV. ApXIKA UTTOAOYICEI TOV TTPONYOUPEVO
MAvVa aTté TV TpéXouoa nuepounvia. ‘Etrema, yia Tov pAva TTOU UTTOAOYIOTNKE
dlaBadel Ta dedopEva OAwWV TWV OPYaVIOUWV HE XPNon Tng ouvaptnong
“‘GetMonthlyDataPrivate” kair utoAoyilel 1600 TO d6poicua TNG TTapAywyng
EVEPYEIOG YIa KABE opyavioud 600 Kal TO CUVOAIKO ABpOoIoua OAWY TwV OPYAVIOUWV.
MNa kdBe opyavioud utroAoyilel To TTOCOOTO TTAPAYWYAS Tou PE BAon To dBpolioua
TOU TIPOG TO OUVOAIKO a@Bpoiopa. TEAOG, €vnUEPWVEI TA TTOOOOTA QUTA OTO
blockchain pe xprion Tng PondnTIKAG cuvdptnong “UpdateAsset” kal Ta eTIOTPEPEI
oTn ouvaptnon “DoVote” TTou TNV KAAECE.

BonOnrikég ouvapTioeig

H ouvaptnon “AssetExists”. ZKkommog Tng eival va eAéyéel av éva wn@iako
TTEPIOUCIAKO OToIxEiO (asset) eival karaxwpnuévo oto blockchain. Aéxetar wg
Opiopa TO povadiko KAeIdi kal eTTIoTPEQPE! “true” 1) “false”.

H ouvaptnon “ReadAsset”. 2ko1rdg TnG cival va diaBdoel Eva yn@iakd TTEPIOUTIaKO
oToIXEi0 TTou €ival kataxwpnuévo oto blockchain. Aéxetal wg 6piIopa 10 Povadikd
KAEIDI Kal ETTIOTPEPEI TO TTEPIOUCIAKO OTOIXEIO AV UTTAPXElI 1] MAVUPA OQAAPOTOG
OIAPOPETIKA.
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e H ouvaptnon “UpdateAsset”. ZKoTro¢ TnG €ival N KaTaxwpnon £vog vEou Wyn@iakou
TTEPIOUCIAKOU OTOIXEIOU ) TNV EVNUEPWON EVOG UTTAPXOVTOG. AEXETAI WG OPICUA TO
TTEPIOUCIAKO OTOIXEIO KAI TO HOVODIKO KAEIDI 0TO OTT0i0 Ba yivel n evnuépwaon.

e H ouvdaptnon “GetAssetDataByRange”. Zkotrog Tng eival n €moTpo@ry OAWV Twv
TTEPIOUCIAKWY OTOIXEIWV TTOU AVIKOUV OTO {NTOUNEVO DIACTNUA JOVADIKWY KAEIDIWV.
AéxeTal WG OpIoPa TO dIACTAPA POVODIKWY KAEIDIWV KAl ETTIOTPEPEI OAa T
TTEPIOUCIAKA OTOIXEIO avANETa O€ AuTO TO dIACTNUA.

AtiCel va onuewdei o611 n  ouyypa®r Tou €EuTTvou CoUpPBoAdiou BacioTnke OTO
“asset-transfer-basic” mmou Bpiokeral ota Trapadeiyparta tou Fabric [39]. O1 ocuvapTAoEIg
TTOU XPNOIKOTIoINONKavV atrd To TTapddelyua auTd ToTToBeTABNKav o€ £vav @dakeAo “utils” kai
gloayovTal (import) otnv apxr Tou cupBoAaiou.

To €Eutrvo oupfOAalo uAoTroinBnke HYE XPAON TOU TTPOYPOUMOTIOTIKOU TTAAICiou
“Node.js” [40] kai Tou “Hyperledger Fabric Contract API for node.js” [41] kai €ival dlaBEaipo
oTo TTPOCWTTIKG atroBeTApIo Github [42].

5.4 Anpioupyia dopng Tou DAO pe xprion Tou test-network

H doury tou DAO ulotroicital armd 1n dnuioupyia Tou opyaviopou Tagivounong, Tn
OnuIoupyYia TWV CUPUETEXOVTWY OPYAVIOUWY KABWwS kal Tn dnuioupyia evog kavaAiou
eTMKoIVwviag. Q¢ dour Tou opyaviopou Tagivounong opifouue €vav TagivounTr], Hia apxn
€KOOONG TTIOTOTTOINTIKWY KABWGS Kal Toug OIAQopous dIaxeEIpIOTEG TOU opyaviouou.
AvTioToixa wg douny evog oudTIHoU opyaviopou opiloupe €vav opdTIHO KOUPO, Hia apxn
€KOOONG TTICTOTTOINTIKWY KABWG Kal TOug BIAPOoPOoUS BIaXEIPIOTEG TOU OPYAVIOHOU.

AkoAouBei pia ouvtoun Treplypagny Tou “test-network” TTou XpnoiyoTToIEiTAI WG TO
TIPOETTIAEYPEVO  BIKTUO  TOTTIKWV  OOKIMWV  avdamrTugng €Cutivwv  oupBoAdiwv  oTa
Tapadeiypara TnG TTAaTeOppag Fabric [39].

H &iadikacia Tng dnuioupyiag Tou dIKTUOU EeKIVA e Tn dnuioupyia TnG dOUAS Tou
opyaviopou Tagivounong Kabwg kai mn dnuioupyia TNG OOPNS TWV OUOTIMWY OPYAVIOHUWY.
To TpwTto BAPA yia Tn dnuioupyia Tou 1IBIWTIKOU BIKTUOU gival n €KOOON TTICTOTTOINTIKWYV
1600 yia TOV opyavioud Tagivounong 600 Kal yia TOUG OCUMMETEXOVTEG OPYAVIOUOUG.
Mapakdtw yivetar n avdAuon dnuioupyiag evog opyaviopou Tagivounong r OuoTIUOu.
Apxikd dnuioupyoupe o€ €va container pia apxr £€kdoong moToTroINTIKWYV “fabric-ca” padi
ME Mia Bdon dedouévwy autou. Me Tn Xprion evog dIaXEIPIOTH KAl TO HUOTIKO KWAIKO auTou
EKKIVOUME TNV apxn €kdoong TIIOTOTIOINTIKWY. 2UvOEOUaoTeE OTnV apxn £kdoong
TNOTOTTOINTIKWY PE XpAon Tou Trpoypduuartog “fabric-ca-client” xpnoiyoTrolwvTag 1o dvoua
Kal TO KWOIKO Tou OIaXEIPIOT WOTE va TTAPASOUPE TA TTIOTOTTOINTIKA KOl VA KAVOUME
eyypaon otn Baon dedopévwy TIG OVTOTNTEG:

® 3TN TIEPITITWON OPYAVIOUOU TAEIVOUNONG: TOV DIAXEIPIOTH TOU OPYyaVIOUOU Kal évav
KOupo TagivounTn
® 3Tn TIEPITITWON OMOTIMOU OpyaviIoPoU: TOv OIaxEIpIOT TOU Opyaviouou, évav

OMOTIUO KOPPBO Kal évav XpAOoTN opyaviouou

To deuTepo PBAMa yia Tn dnuioupyia Tou BIKTUOU €ival n dnuioupyia Tou apxIKou
MTTAOK (genesis block) tTou TTepi€xel TN TTEPIYyPAP OAWV TWV OPYAVICHWY KABWG Kal Wia
KolvoTTpagia (consortium) a1rd OPOTIMOUG OPYaVIOPOUG TTOU €XOUV TNV IKavoTnta va
onuioupyfoouv KavaAia emmkoivwviag. To BAPa auTtd ekTeAEiTal ammd Tov opyaviouo
Tagivéunong.
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To TtpiTo PApa artroteAeiTal Ao Tn dnuioupyia TOUAAXIOTOV €vOG TALIVOUNTH TTOU
QVNKElI aTOV opyavioud Tagivounong Kabuwg kai Tn dnuioupyia TOUAGXIOTOV £VOG OPOTIHMOU
KOMBOU yIa KABE CUPPETEXOV OPYAVIOUO.

To 1é€TapTo Briua eival n dnuioupyia Tou KavaAioU €TTIKOIVWVIAG. 'Evag opyaviopog
TTOU QVAKEI 0T KolvoTTpagia Onuioupyei 10 KavaAl kal OAol o1 UTTOAOITTOI OpPYavIOUOI
ouvdE£ouv ToV KOPPBO Toug o€ auTo.

To TTEUTTITO KOl TEAEUTAIO BrPa €ival N EyKATAOTAON KOI N EVEPYOTTOINOT TOU £EUTTVOU
oupBoAaiou. KaBe opodTINOG opyaviouOs eykaBIoTd TO £EUTTVO OUUPBOAQIO OTOV KOUBO Tou,
TO ATTOOEXETAI KAl APOU PACEWEI TN TTAEIOVOTNTA TWV UTTOYPAPWY, AUTO EVEPYOTTOIEITAI ATTO
évav opyaviouo.

MNa tnv mTpocapuoyr Tou test-network otn dikf pag TTEPITITWON XPAONG £yivav ol
aKOAOUBEG aAAayéc. ApxIka dnuioupynoaue Ta TIOTOTTOINTIKA yia 4 Opyaviououg TTou
QVTIOTOIXOUV OTOUG 4 TTapaywyoug Tng TTEPITITWOoNG Xpnong pag. EmmAéov 1o apxIko
MTTAOK TTEPIEXEI TN TTEPIYPAPH TWV TECOAPWY AUTWYV OPYAVIOPWY. Anuioupynoaue yia KGBe
OpPYQVIOPO évav OPOTINO KOUPO, dnAadr) cuvoAo 4 OOTINOUG KOPPBOUG. 2UVOECANE TOUG
KOUPBOUG autoug oTo KavAaAl eTTiKoIVwViag. TéEAog, atmodexOikaue 1o £EUTTVO CUUBOAQIO Kal
TO EVEPYOTTOINCOE.

MNa v kKaAuTepn katavonon OAwvV TwvV CUCTATIKWY OTOIXEIWV TTOU aTTOTEAOUV TO
QiKTUO KABWG Kal TNV TOTToOAOYia TOU TTaPATiOETAI TTAPAKATW £va OIAYPANKA OUVIOTWOWYV HE
XpPnon 1ng yAwooag povrehotroinong UML.

<<device>>
User Client

<<component>> g
Browser

rpc:/llocalhost:7051

localhost:3000

<<component>>
React Application

localhost:10001

———O)——

<<component>>
App-Server

O—

localhost:3001

<<component>>
React Application

localhost:10002 ()

<<component>>
App-Server

g

rpc://localhost:8051 /(J)\

>/ Iocalhos(:aooM localhost:3003

<<component>>
React Application

<<component>>
React Application

localhost:10003 (j

localhost: 10004 ?

<<component>>
App-Server

g

<<component>>
App-Server

g

rpc://localhost:9051 6

rpc://localhost: 10051 6

<<executionEnvironment>>

Docker Machine

<<component>>
Smart Contract

gl

<<component>>
Smart Contract

gl

<<component>>
Smart Contract

peer0.org1.example.com

<<component>>

peer0.org2.example.com

<<component>>

<<component>>
peer0.org3.example.com

<<component>>

orderer.example.com

/
BlockChain Network

@)
&

<<component>> @
ca_org1

<<component>> a
ca_org2

ca_org3

<<component>> E

<<component>>
Smart Contract

peer0.org4.example.com

<<component>>

<<component>> g
cli

<<component>> E
ca_org4

Eikova 8: Aiaypauua ouviotwowv UML doung kai torroAoyiag dIKTUOU.
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To TTapammdvw oxnua avoatrapioTd Tnv ekTéAeon evog diktuou DAO oe “Docker
Machine” kabwg kai 1o evdidueco Aoyiouikd “App Server” kai Tnv dieTra@r xpRoTn “React
Application” yia 4 opyaviopoug Tavw o€ pia cuokeun “User Client”. Maparnpriote TTwg yia
KABe opyavioud eKTEAOUME Mia SIETTAQr XPNOTn, £€va evOIGUECO AOYIOUIKO, évav OMNOTIUO
KOupo pe 6voua “peer0.org<NUM>.example.com” oto DAO padi pe pia apxn €kdoong
TNOTOTTOINTIKWY WE 6vopa “ca_org<NUM>" kai 1o £Euttvo cupBoAaio “Smart Contract”.

2TIG TTPONYOUNEVEG UTTOEVOTNTEG TOU KEPAAAiou avaAuoape Tn dIETTAQP XPAOTN, TO
eVOIAUECO AOYIOUIKO Kal To £EuTtvo ouuBOAalo. Me tn xprion Tou “test-network” 6TTWG TO
avaAuocaue TTapatmavw, dnuioupynoaue oAa ta Docker containers TTou TrepikAgiovTal aTTd
10 “Docker Machine”. Ta containers Twv OPOTIHWY KOPBWY, TOu KOUPBOU TagIvounong, Twv
apXwWyV €KOOONG TTICTOTTOINTIKWY, TWV £EUTTVWYV CUPBOAQiwY KaBwg Kal Tou “cli” TrapéxovTal
WG avoIxTo Aoyiopiko atré 1o idpuua Hyperledger [43][44][45][46][47].
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6 NMpooouoiwoN TG ATTOKEVTPWHEVNG EQAPHOYNAS

210 KEQAAaIo autd Ba TTaPOUCIACOUNE pia TTpooouoiwon TNG AsiItoupyikoTnTag Tou DAO
TTOU TTEPIYPAYAUE OTO KEQAAQIO 5.

MNa TV TTPOCOPOoIWGCN TNG ATTOKEVTPWHEVNG £QAPPOYASG OKOAOUBACANE Ta Bripata TTou
TTEPIYPAPOVTAI OTO TTPOCWTTIKO pag dnuoaoio amobetrpio [48]. Ta BApaTa auTtd eivai:

1. lMpwrtov, EeKIVAPE £va vEO BIKTUO KaI EVEPYOTTOIOUME Ta £EUTTVA CUPBOAaia.
2. Aeutepov, avoiyouue 1 evdidueco AoyIoIKO yia KGBe opyaviouo.

3. Tpitov, otéAvoupe Ta dedopéva TTpooopoiwong oto blockchain yia kd6e opyaviouo
O1000XIKA.

4. TéNog, avoiyoupue Tn SIETTAQN XPNOTN YIa KABE OpyavIoUO.

H apxiki €ikéva tng SIETTAQNG XProTn Tou Trapaywyou “Org1” @aiveral otn TTapakaTw
eikéva:

Signed in as: Org1 user, url=http://lc

Declaration: 0%, Production: 0%

Vote for recalculation of percentages

My Energy Data

Please select a Date:

02/05/2022
THIS DAY THIS MONTH
Day: 05, Month: 02, Year: 2022 Month: 02, Year: 2022

‘. Declaration @ Production

1.0
1.0

0.8
0.8

0.6
0.6

0.4
0.4

Energy (MWh)
Average Energy (MWh)

0.2
0.2

time day
GET
Eikéva 9: Apxikny agdida distrapngc xpnortn tou mapaywyou Org1.

Mapatnpouue TTwg n dIETTAP XwpPIileTal o€ 3 KOYUATIA: Pia putrdpa TTAoynong, dia
KAPTa Ynpopopiag Kal hia Kapta evepyelakwy dedopévwy. H ptrdpa TAoriynong o€ixvel Tov
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OpYQVIOPO TToU gival ouvdedepévog “org1”, 1o “url” Tou evdiduecou AoylioPIKOU TTOU €ival
ouvdedepévn n dieTTagn Kabwg 10 TTooooTd TTPORAewNnS TTapaywyns “Declaration” kai 1o
TooooTé TTapaywyng “Production”. H kdpta wn@o@opiag yia Tov €TTAVUTTOAOYIONO TwV
TTOOOOTWV TTEPIEXEI TO MAVUPA KATAOTAONG TNG Wwn@o®opiag Kabwg Kal 4 KouuTnd TTou
agopouv TN yneoopia. H kKapTa evepyelokwy OeOOPEVWV ATTEIKOVICEI Ta OEDOMEVA TOU
OpPYaVIOMOU yIa TNV ETTIAEYUEVN NUEPOUNVIQ.

6.1 ATTEIKOVION EVEPYEIOKWY OESOUEVWIV

Na Tnv TIPOCOMOIWGCN TwV evePyeElOKWY  OedouEVWY  dnuioupynoaue OedouEva
TIPooopoiwoNg yia éva pAva yia K&dBe mapaywyo Tou DAO. AvaAuTiKOTEPO dNUIOUPYNOAWE
yla 10 pAva Tou lavouapiou Tou 2022 éva dedopévo yia KABe 15 AeTTTd TNG wpag TTou
amroteAeital amd 3 TINEG: pia xpovoogpayida (timestamp), pia Ty yia Tnv TTPORAEWn
TTapAywyng Kal yia TIuA yia TNV mapaywyn. Metd mn mapaywyni Twv dedoUEVWY ETTETAI N
Kataxwpenor Toug oTto blockchain. Apxikd yivetal kataxwpnon tg dnAwaong TTpoRAewng
TNG TTAPAYWYNG Kal £TTEITA N KOTaxwpnon Tng Trapaywyng. Toco T1o TTpoypauua
TTOPAYWYNG TwWV OeDONEVWY aAUTWY 000 Kal N OI1adikaoia KATaXwpnong Toug OTo
blockchain Bpioketal 010 TTPOCWTTIKG pAG atroBeTApIOo [49].

My Energy Data

Please select a Date:

01/01/2022

THIS DAY THIS MONTH
Day: 01, Month: 01, Year: 2022 Maonth: 01, Year: 2022

‘. Declaration @ Production

SN NN

120
2,600

110

100
2,400

Energy (MWh)

a0

Average Energy (MWh)

2,200

80

time day

Eikéva 10: O xpnotng emAéyel Tnv nuepounvia “01/01/2022” kai rarder 1o kouuti “GET”.

O xpnotng emAéyel TNV nuepopnvia “01/01/2022” kai mrartdel 1o koupTri “GET” yia
TNV OTITIKOTTOINON TWV OgOOPEVWVY TOU OTTWG TTAPOUCIAZETal OTNV €IKOVA. Mg KOKKIVO
XpWHa euavifovtal Ta dedopéva dAAWONG TNG TTPORAEWNS TNG TTAPAYWYNG KAl JE PTTAE TA
oedopéva TTapaywyns. To apiotepd didypapua gival To dIAYPOUUa NUEPAG UE TINEG KABE 15
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AETTTA TNG WPAG VW TO BEEi dldypapua ival To dIAYPAPPA Uva UE TIMEG TO ABpoIoua TwV
TIMWV TNG KABE péPQG.

MNa 1 KaAUTEPn Katavénon Tou TTANPOQPOPIOKOU CUCTAUATOG OTn dladikaoia
ateIkOVIONG TWV EVEPYEIOKWY OedOPEVWY dnuioupynoaue €va didypauua akoAouBiag
(Sequence diagram) pe xprion NG yYAwooag povreAotroinong UML. MapartnprnoTe Twg Ta
QVTIKEIJEVA QVTIOTOIXOUV OTA CUCTATIKA OTOIXEIO TNG OTTOKEVIPWUEVNG €QAPUOYAG TTOU
avaTrTuéape aTo KePaAaio 5.

AigTraen Evdidupeoco Blockchain
Xpriotn Aoyiopikd network

User ! !

|
|
»L
1.1: EmiTuxig emAoyn nuepounviag

|

1: EmAoyn nuepopnviag :

|

|

< - ———— |
|

|

|

|

|

2: Narder koupTri "GET"

2.1: ZnTtdel dedopéva ETTIAEYUEVOU Prva

I
|
|
|
|
|
|
|
|
|
|
|
|
2.1.1: Zntdel Sedopéva eTmAeypévou prva :

2.1.2: EmoTpégpel Ta Sedopéva

2.2: EmoTpé@el Ta dedopéva

i 2.3: Karaokeur diaypappdtwy |
2.4: OTrmikoTroinon diaypapuaTwy |
S e |
|
I

Eikéva 11:Aiaypauua akoAoubBiag UML arreikévions evepyEIakwY SEO0UEVWV.

6.2 Aladikacia ynpogopiag

2€ QUTA TNV UTToEVOTNTA Ba TTaPOUCIACOUNE Mia diadikacia yneogopiag He BEeTIKO
amotéAeopa. O opyaviouodg 1 exkkivei Tn dladikacia TG wneogopiag. ‘Emeira kabe
OPYQVIOPOG Wnoicel BeTIKA Ot DIOPOPETIKO XPOVO PEXPI VO CUYKEVTPWOEI TTAcIovOTNTA. TO
oU0TNUA AQUTOPATA ETTAVUTTOAOYIZEI TO TTOOOOTA TTAPAYWYNAS Tou KABE opyaviouou Pe BAon
Ta Oedopéva TToU €xouv Kataxwpnoel oe autd. [Aéov KABe TTapaywyog PAETTEI TO
QATTOTEAECHA TNG WNPOYOPIag KABWGS Kal Ta avavewuéva TToo000Td TNS TTPORAEWNGS Kal TNG
TTapAywyrg Tou oTn JTTapa TTAorynong.

BAua 1: O mapaywyog Org1 Tmatdel 10 kouutri “Initialize” kai n ywneogopia
apxikotrolgital. EpgavifeTal To grivupa Pe TNV KAtdotaon TG wneogopias. MNaparnpeiote
TTWG ATTEIKOVICETAI TO TTANBOG TWV WHPWV TTOU:

e civail BeTikOi “yes”
e cival apvnTikoi “no”

e 0Ocv £XOuV Kataxwpenoei
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Signed in as: Org1 user1, url=http://localhost:10001 Declaration: 0%, Production: 0%

Vote for recalculation of percentages

Vote is in progress..

Eikéva 12: O mapaywydc Org1 marder o kouuTi “Initialize” kai n wn@o@opia apxIKOTToIEITal.

MNa TN KaAUTEPN KATAVONON TOU TTANPOPOPIAKOU CUCTAPATOS OTn Ol1adikaoia
apxIKoTToiNONG TNG Wn@ogopiag dnuioupynoaue Eva didypaupa akoAoubiag pe xprnon mng
yAwooag povtehotroinong UML. To didypapua autd avatrapioTd TV AEITOUPYIKOTNTA TOU
OUCTHPATOG KABE QOPA TTOU KATTOIOG TTAPAYWYOS TTaTdel TO KoupTri “Initialize” .

Aieraen Evdidueco Blockchain
Xprotn Aoyiopikd network
Org I I |
| | |
1: Nartder To koupTri “Initialize” | | |
- | |
1.1: Zn1Ge1 apxIkoToinon yngogopiag | |
L
> 1.1.1: Zn1del apyikotroinon yneogopiag :
1.1.2: EmTUXAG apxIkotroinan yngogopiag
1.2: EmiTuxng apxikoTroinan yngogopiag K-————
________________________ I
|
1.3: ZnT@el prvupa KardoTaong yneopopiag |
1.3.1: Zntdel privupa KatdoTaong yneopopiag :
1.3.2: EmOTPEPEI privupa KataoTaong Yneopopiag
1.4: EMOTPEPEI PAVUPA KATACTAONG Yn@opopiag S

1.5: BAémel pfjvupa katdoTaong yneogopiag | [~ T T T T T T T T T T T T T :
_______________________ L | I
| | |
(. | | )

Eikéva 13: Aidypauua akoAoubBiagc UML apyikorroinong wneogopiag

BAua 2: O mapaywyog Org1 tardel 10 kouuti “vote YES” kai n wneogopia
ouveyiCetal. H kataotaon TNG Yneoopiag EVNUEPWVETAL.

Signed i user1, url=http://

Vote for recalculation of percentages

Vote is in progress..

{
"yes": 1,
"no": O,
"3

¥

Eikéva 14: O mapaywyog Org1 mardel o kouuti “vote YES” kai n wneo@opia auveyilera.
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MNa 1 KaAUTEPN Katavénon Tou TTANPOPOPIOKOU CUuCTAUATOG OTn dladikaoia
Karaxwpenong wigou dnuioupyAoape éva didypauua akoloubiag pe xprion Tng YAwooag
povtedottoinong UML. To didypaupa autd avatrapioTd Tn AEITOUPYIKOTNTA TOU CUCTANOTOG
KABe @OopA TTOU KATTOIOC TTapAYWYOS TTaTdel To KoupTri “Vote YES”.

Aeagn Evdiapeco Blockchain
Xpot AoyIopIKG network
User I I

1: Marder To koupTri “vote YES” I

|
|
|
1.1: Zntder karaxwpnon yrgou |

|
|
|
|
|
|
|
»

1.1.2: EmTUXAg KaTaxwpnong Yrgou
< _______________________
1.2: EmTuxig Kataxwpnong yrigou

< _________________________

1.1.1: Zn1éer Kataxwpnon Yrigou

1.3: Znrdel privupa KardoTaong Yneogopiag

1.3.1: Znrdel privupa KaTaoTaong yneogopiag -~

1.4: EmoTpé@el privupa katdoTaong yneogopiag

|

|

L |

[ | |
H yneogopia 1.5: BAETTEI prjvupa KaTdaoTaong yneogopiag | |
ouvexigeTal S | |
| |

| |

| |

| |

| |

H wneogopia 1.6: BAETTEI prijvupa KATAOTAONS PNQOPOPITS KAl AVAVEWHEVA TTOCOOTA | |
olokAnpwvetal | | [N T T T T T T T T T T T T T T T T T T T T T T T T T T T T l :
| |

| |

| |

| |

| |

| |

| |

Eikova 15: Aigypauua akoAouBiac UML karaxwpnons wHneou.

Brua 3: O mapaywyog Org2 tardel 10 kouuti “vote YES” kai n wneogopia
ouvexiCetal. H katdotaon TNG yneoopiag EVNUEPWVETAI.

Signed in as: Org2 user1, url=http://localh 002 Declaration: 0%, Production: 0%

Vote for recalculation of percentages

Vote is in progress...

{
"yes": 2,
"no": 0,
"2

¥

Eikéva 16: O mapaywyog Org2 mardel 1o koupuTi “vote YES” kai n wneo@opia auvexilera.

BrAua 4: O mapaywyog Org3 tardel 10 kouuti “vote YES” kai n wneogopia
oAokAnpwvetal. Ta TTOOOCTA TIPOPAEWNS Kal TTAPAYWYNS QVAVEWVOVTAL. 2T MTTapa
TTAONYNONG O CUVOEDEUEVOG OPYaVIOUOG BAETTEI TO OVAVEWHEVA TTOOOOTA TOU. ZTO PIVUNO
KATAoTOONG YNPOoPopiag TTapouciAdovTal T aVaVEWPEVA TTOCOOTA OAWV TWV OPYAVIOHWV.
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Signed in as: Org3 userl, url=http://localhost:10003

Declaration: 30%, Production: 28%

Vote for recalculation of percentages

The vote is done. The result is Yes.
New Production Percentages:
Org1: Declaration: 19%, Production: 17%
Org2: Declaration: 20%, Production: 22%
Org3: Declaration: 30%, Production: 28%
Org4: Declaration: 31%, Production: 33%
{

"yes": 3,

"no": @,

"ol

}

3 £ 0 2

Eikéva 17: O mapaywyos Org3 marael 1o kouuti “vote YES” kai n wngo@opia oAokAnpwverai. Ta moooord
TPOLAEWYNS Kal TTapaywyns avavewvovral.

BrAua 5: O rapaywyog Org1 mmatdel To koupTri “Refresh” kail BAETTEI TO aTTOTéEAEC A
NG Yneogopiag. Ta TTooooTd TTPORAEWNG KAl TTAPAYWYAS AVAVEWVOVTAI.

Signed in as: Org1 user1, url=http://I

Declaration: 19%, Pro

Vote for recalculation of percentages

The vote is done. The result is Yes.

New Production Percentages:

Org1: Declaration: 19%, Production: 17%
Org2: Declaration: 20%, Production: 22%
Org3: Declaration: 30%, Production: 28%
Org4: Declaration: 31%, Production: 33%

1
U

"yes": 3,
"no": 0,
R |

¥

Eikéva 18: O mmapaywyds Org1 mardel 1o kouputri “Refresh” kai BAEmel To ammoréAeoua S wneogopiag. Ta
TO000Td TTPOBAEWNS Kal TTapaywyns avavewvovral.

MNa 1N kaAUTEPN katavénon Tou TTANPOPOPIOKOU CUuCTAUATOG OTn dladikaoia
avavéwong NG wneogopiag dnuioupynoape éva didypauua akoAoubBiog pe xprion ng
yAwooag povredotroinong UML. To didypapua autd avatrapioTd TNV AEIToupyikOTNTA TOU
OUCTAMATOG KABE QOPA TTOU KATTOIOG TTapaywyog Tratdel To koupTri “Refresh”.
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AieTagr Evdiapeco Blockchain
XpAotn Aoyiopiké network
User |

1: Martder 10 koupTri "Refresh” :

|

|

|

1.1: ZnTéel privupa KataoTaong Yneopopiag ‘I
h

1.1.1: Znrdel privupa KaTaoTacng Yyngpogopiag

I
|
I
I
|
o

1.2: EMOTPEQEr Privupa KATaoTaong Yneopopiag

alt,
=

H yneogopia 1.3: BA£TTEl prjvupa KardoTaong yneopopiag

ouveyigetal S
H yneogopia 1.4: BAETTEI Prjvupa KaTaoTacng Yn@ogpopiag Kal aVavewpEVa TTOo00Td
©OAoKkAnpLveTal 5

Eikéva 19: Aidypauua akoAoubBiagc UML avavéwong wneogopiag.
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7 Z0ykpion Fabric pe To GoEthereum

210 KEQAAalo 5 TTapoucidoape TV uAotroinon evog DAO pe Tn xprion Tou gpyaAciou Fabric
oTn TEPITITWOoN OlaUoIPACHOU TTAPAYWYAS NAEKTPIKNAG evépyelag HETAEU TTapoxwyv. H
TTaPOUCa JITTAWMATIKA €pyacia €xel KAl PIa adEAPIKY) CUVEPYATIKI TITUXIOKN Epyacoia, autn
Tou Zépyiou ‘E€apyxou Tou TuApaTog Wn@Iakwy ZuoTnUATwy Tou TTaveTmioTnuiou Meipaid
[50]. O1 duo epyacieg xPNOIYOTIOIOUV TNV idIa TTEPITITWON XPRONGS yia Tov idlo okotro. H
OUVEPYOQTIKA QUTH €pyacia xpnolgotroinoe w¢ epyaAegio uAotroinong 1o GoEthereum
yvwoTo kal wg Geth [51]. Twpa Ba XpNOIYOTIOICOUUE TNV £Pyacia AuTr ToUu ZEPYIou
‘E€¢apxou yia va ouykpivouue 1o epyaAeio Fabric pye 10 epyaAieio GoEthereum ue Bdaon Tig
TTAPATNPNOEIS TTOU dlapgopwlnkav katd tn didpkeia TG uAotroinong. H ouykpion Ba
XWPIOTEI o€ 3 evOTNTEG: TTAPATNPEAOCEIS OIKTUOU, TTAPATNPNOEIS YIa Ta EEUTTVA CUNBOAaIa Kal
TTOPATNPAOEIS YIA TN DIETTAPR XPROTN.

lMivakag 4: 20ykpion Fabric ue GoEthereum yia tnv avdmruén evog DAO o€ 101wTIKO SiKTUO.

Evérnta Maparnpioeig Fabric | Geth
EukoAia ekkivnong kal katavonong (4
EukoAia dnuioupyiag dikTuou v
EukoAia eykatdoTtaong €EutTvwyv oupBoAaiwy oTo SiKTUO 4
EueAigia kal TTapaueTpotroinon dIKTUoU v
PuBudg kataypaeng utrAok (Throughput) v
ExktraideuTiké UAIKS Kal Tekunpiwon dikTtuou (Tutorial kai v
documentation)

‘E¢uTiva ExktraideuTiké UAIKS Kal TEKuNpiwon EEUTTVWY OUUBOAQiwyY v 4

ouuBOAaia
EukoAia dnuioupyiag éEutrvwyv cupBoAaiwy v
AuvatdTnTeG £CUTTVWV CUPBOAiWV v

AleTTagn EukoAia ouvdeong diera@ng XprnoTn Ye To SiKTUo v v

XpARoTn

7.1 Naparnpnoeig dIKkTUou

Otrwg eidape oe Tponyouuevo KeAAaio To epyaAeio Fabric gival TTOAUTTAOKO Kal ducavonTo
ylati TTpooTTabei va TTPpoo@Eépel TTOAAEG ETTIAOYEG OTOUG DIAXEIPIOTEG TOU YIA OTTOIOOATIOTE
molavry uhotroinon evog 18IwTIKOU dIKTUOU blockchain. AvtiBeta 1o epyaAeio Geth eivai 1o
ammAd kKal €UKOAO OTn XPHon Tou E€TTEId] OTOXEUEl OTN ONUIOUPYI ATTOKEVTPWHEVWV
EQPAPUOYWYV Kal TNV EYKATAOTAOH TOUG OTO KeVvIPIKG Onudcio diktuo (mainnet) Tou
ethereum. Me AGAa Aoyia €vag xpriotng Tou epyaleiou Geth kataokeuddel pia
QTTOKEVTPWHMEVN €Qapuoyr, Tn OOKIYAlel €ite o€ TOTKO OIKTUO €iTE O€ €éva ATTO TA
TTapexopeva dikTua dokipwy (Testnets), pe aTmWTEPO OKOTIO TNV €YKATAOTACH TNG OTO
KEVTPIKO dnuéoio diktuo. H dnuioupyia 181WTIKWY BIKTUWV gival dIaBEaiun PE Xprion Tou
Geth wg deutepevouoa Acitoupyia. H avtiBeon otn ToAutTAOKOTNTA YiveTal ekABapn av
avaloyioTei Kaveic TTwg otav oxedialovrav Ta dUo auTd epyaleia, o TEAIKOS xprRoTng (end
user) Tou Geth ATav ave¢dptnTol XproTeg evw Tou Fabric Tav opyaviouoi - TTIXEIPAOEIG.
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Me Bdaon Ta TTapatmmavw YiveTal oagEg TG To epyaAeio Geth gival TTio TTEPIOPICUEVO OTIG
duvaToTNTEG TTOU TTPOCPEPEI AAAG TaUTOXPOVA TTI0 €UKOAO va eKIVAOEI KATTOIOC va TO
xpnoigotroigi. Akdpa 10 Geth kKaBIoTa 1TI0 €UKOAN TR dnuIoUpPYia €VOG BIKTUOU KABWG Kal
TNV eyKaTdoTaon Twv £EUTTVWY CUUPBOAQiwY o€ auTo.

210 Geth a1rdé TN OTIYUN TTOU EVEPYOTTOINBEI OTO CUCTNUA £va £EUTTVO CUPPBOAAIO dev
MTTOPEI va TpoTToTroInOei, KATI TToU TTapioTatal wg TTPORANPA o€ TTEPITTTWON E0QAAPEVNG
ouyypaeng KwWoIKa A TNG avaykng evnuépwong Tou. AvtiBeta oto Fabric éva €gutrvo
oupBOAalo uTTopEi va TPOTTOTTOINBE Kal €ival TTpo@aveéS TTWG Eva dikTuo Fabric TTapéxel
TTEPICOTOTEPN EVEAIGIA KAl TTOPAPETPOTIOINCN TWV £EUTTVWY CUMBOAdiwV.

21NV €Tmionun 10To0€Aida Tou Fabric uttdpxel TTapa TTOAU TEKUNPIWON YIa TO TTWG
AEIToUpyEi Kal TTwg va XpnoiyotroinBei £éva dikTuo Fabric kaBwg kai didgopa TTapadeiypara
[52]. Ze avTiBeon, otnv avrtioToixn 10TooeAida Tou Geth 1o UAIKG TTOU UTTAPXEl BEV €ival
IKAVOTTOINTIKO KOl XPEIACeTal EUTTAOUTIONO [S1]. AUTO €ival OpKETA CNPAVTIKO TTAEOVEKTNNA
Tou Fabric oe oxéon ue 10 Geth a@ou kdBe véog xprioTng €xel dIABETIUN TNV ATTAPAITATN
kabodryynon yia Tn dnuioupyia, Tn TTAPAUETPOTIOINON OAAG Kal TNV ouvtipnon evog
I81WTIKOU BIKTUOU.

TéNoG, wg ammdédoon opifoupe 10 pubud kataypa®nig Twv UTTAoK oT1o blockchain.
Xwpi¢ va ekTeAéooupe KATtrolou €idoug PaBuoAdynong emdoéoewv (benchmarking)
TTOPATNPNOOUE TIWG N ammdédoon Twv dUOo epyaAeiwv gival TTapouola yia HIKpA dikTua.
Ouwg BewpnTikd, 6co 10 diKTUO KAIHaKWVETAI TO Fabric gival atrodoTIKOTEPO 0€ OXEON WE
10 Geth. AuTO emITUYXAVETAI HEOW TNG TTPWTOTTOPAG APXITEKTOVIKNG EKTEAEDN - TAGIVOUNON
- eMKUpwon Tou Fabric TTou egnynoape oto KepdaAaio 3.3.

7.2 Napatnpnoeig EEuTTVWV cupBoAdiwv

210 Fabric ta £Euttva ocupPBoAaia cuvtdooovtal 0€ YAWOOEG TTPOYPANHATIONOU YEVIKAG
xpnong, omwg n Java, n Go kai n Node.js, avti yia DSL, 6mw¢ n Solidity tou
xpnoigotroigital oto Geth. Auté onuaivel 6T o1 TTEPIOCCOTEPEG ETTIXEIPNOEIG dIABETOUV 1dN
TO OUVOAO Twv OEIOTATWY TTOU ATTAITOUVTAI YIA TNV AVATITUEN £EUTTVWYV CUMBOAQiwyY Kal
Oev amaiteital TTPOOBETN ekTTaideuon yia va Pabouv pia véa yAwooa. Etriong 1o Fabric
TTapéxel To “Contract API” TTou d100£T€1 OAEG TIC ATTAPAITATEG CUVAPTHOEIG VIO TN CUYYPOYN
€CuTTVwyY oupBoAaiwyv [41]. 'ETol To Fabric TTapéxel TepIcoOTEPN EUKOAIQ 0T dnuioupyia
€EUTTVWYV OUNPBOoAaiwY KaBwWGS Kal TTEPICOOTEPES DUVATOTNTEG OTA £CUTTVA CUMBOAAIQ.

H emionun 101t00€hida Tng solidity TTapéxel OAPKETO EKTTAIOEUTIKO UAIKO KOl
Tapadeiyuara 6ocov agopd TNV cuyypa@r £EUTTVWY CUPBOAQiwy [53]. ZUUTTANPWHATIKA,
oTn TTAat@opua Tou Ethereum, ouyxvn cival n xprion Twv epyaAciwv Truffle [54] 4 Remix
[55] yia TV avamTuén €EuTTvwy cupPBoAdiwv Ta otroia dIaBEéTouv TO aTTAPAITNTO UAIKO
UTTOOTAPIENG YIA TTPOYPAMMATIOTEG. To Fabric TTapéxel IKavoTToIinTIKr TEKUNPiwon yia 1o
Contract APl aAA& kai TTOAAG TTapadeiyuata Kal eKTTadeuTIKO UAIKO [39] 6oov agopd Ta
€CUTTVA OoUpBOAala. ZuveTtwg TOOO TOo Fabric 600 kal To Geth TTapEXouv IKAVOTTOINTIKI)
UTTOOTAPIEN OO0V aPOPA TN CUYYPAPH OTTOIACONTTOTE UAOTTOINONG £EUTTVOU GUPBOAQiou.

7.3 Naparnpnoeig dIETTAPRS XPAOTN

MNa TNV avaTTuén PIag aTTOKEVTPWHEVNG EQAPUOYNGS Eival aTTapaitnTn Mia IETTA@ XPNoTn.
2uvnBwg auti n dIETTAP avaTITUCOETAlI PE KATTOIO TTPOYPANUATIOTIKO TTAQICIO OTTWG TO
React.js Tmou xpnoigotoiBnke oTnv  Trapoloca  €pyacia. 2Tn  TEPITITWON  TWV
QTTOKEVTPWHEVWY  EQAPUOYWY  XpelalOpaoTe  €va  €PYaAEio yia TV  TTapaxwpnon
TTPOOBACNG OTIC CUVOPTACEIS TWV £EUTTVWYV CUNBOAdiwy evog evepyou diKTUou blockchain.
210 Fabric 10 gpyaAeio autd eivar To SDK [37] OTTWG £xel avapepOei o€ TTPONYyoUPEVO
KepAAalo evwy oto Geth 10 ¢pyaAeio autd eivar To Web3 [56]. Emopévwg kai ol 2
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TIAATQOPUEG TTAPEXOUV €vav €UKOAO KAl TTOAU TTapOMOIO TPOTTIO yia Tn oUvdeon TnG
OIETTAPNG ME TO DIKTUO.
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8 Zuptrepdopara Kal MEAAOVTIKEG KATEUBUVOEIG

Otmwg €idape ammdé v avadiuon Tou TTpwTOKoANou Bitcoin oT1o deUTEPO KEPAAQIO €va
blockchain Acitoupyei wg €va KaBoAIkO dnAadry wg éva AUETARBANTO PNTPWO KATAYPOPNS
ouvaAaywyv. ‘Eva  Oiktuo blockchain 3 pia  TeXvoAoyia KaTAveEUNUEVOU UNTPWOU
(Distributed ledger technology) 4 ammAwg DLT cival yia TexvoAoyia n otroia emITPETTEI TOUG
OUMUETEXOVTEG VA €EVEPYOUV WG OMOTIHa PEAN TOou OIKTUOU Kal va dlaTnpouv Kal va
EVNMEPWVOUV TO OIKO TOUG PNTPWO HE ATTOTEAECUA N KATAOTOON TOU PNTPWOU TOUG va
QVTIKOBPEPTICEI TN KOTACTACN TWV UTTOAOITTWV PINTPWWYV TOou BIKTUOU.

H auetaBAntotnTa Tou blockchain o€ cuvduaoud pe Tnv ammoBrikeuon TOU UNTPWOU
ammd KABe pEAog Tou OIKTUOU B€TOouv TN Bdcon yia TNV dnuioupyia €vOg KATAVEUNUEVOU
autévouou opyaviopou. ‘Eva DAO eivalr évag yneiokdg opyavioudg TTou ETTITPETTEI O€
mMOAVWGS AyvwoTa Kal un €UTmoTa PéAn va ouvepyalovtal yia TNV ETTITEUEN €vOG Kolvou
okotrou. Eidaue ota ke@daAaia 4, 5 kal 6 pia uAoTToinon £vOG TETOIOU OPYAVIOPOU PE PEAN
TOU 4 TTOPAYyWYOUG NAEKTPIKAG EVEPYEIQG TTOU €XOUV WG OKOTTO Tnv dlapoipacn Tng
TTapaAywyng Xwpic Tn xpron evog EUTrioTou TpiTou @opéa. Me Tnv uAotroinon auTr) dcigaue
TTWG €va TETOIO TTANPOPOPIAKO CUCTNUA PTTOPEI VA TTPOCQPEPEI EUTTIOTOOUVN O€ AYVWOTOUG
aAAG Kal TNV atreAeuBEpwan atrd evog MOavwes diE@BapuEvou EWTEPIKOU OpyavIoUoU.

27NV TTapouca epyacia XPnOIMOTTOINONKE n TEXVOAOYIA KATAVEUNUEVOU HNTPWOU
Hyperledger Fabric TTou atroteAei autry T XPOVIKA OTIYHN €va aTTd Ta 110 d1IadedOPEVA KAl
oTa0ePA AOYIOMIKA CUCTAMATA YIA TN KATOOKEUR IOIWTIKWY aAdEIO00TNUEVWY OIKTUWV
blockchain. A1Té Tn ouykpion Tou Fabric pe 10 epyaAeio GoEthereum oTn KaTaokeur evog
DAO o¢ 181wTikO dikTuo blockchain cupTtrepdvape 1w 1o Fabric gival kataAAnASTEPO AOyw
TNG €ueNIigiag, ouvTnNENOINOTNTAG KAl KAIMOKWOIYOTATAG TTou TTpoo@épel.  AgiCel va
ONUEIWBEI TTWG To aduvauo onueio Tou Fabric gival n amétoun KAPTTUAN ekPABNONG (steep
learning curve) TTou aTTaITEl ATTO TOUG DIAXEIPIOTEG TOU KAl ATTOTEAEI TOV KUPIO AGYO TTIOAVAG
emAoyng Tou GoEthereum Tnv TTapouca Xpovikn oTIyun.

H peANOVTIKA xprion TnG TTapoUuoag Epyaoiag atroTeAEl Kupiwg TRV avdaTrTugn evog
DAO trou TTapéxel Tn duvatoTnTa WYN@Iakou dIoIKNTIKOU CUUBOUAIoU PE TN TTapoxr I00TIUOU
MNXavIoPoU Wn@oeopiag. ZUPTTANPWMATIKA TO €UpOG TNG XPHONG TNG augdaveral agou
MTTOPEI va XpNOIOoTToINBEl oav TTPooXEDIO yia TNV avatTugn otrolovontroTe moavou DAO.

H TTapouca gpyacia YTTopei va atroTeAECEl eyXEIPIBIO MEAETNG Kal £EpEUVAG, KABWG N
eAANVIKA BiBAIoypagia cival akdpa o€ apxikd oTddlo, yia TV KATavonon Twv &VVOIWV
blockchain, Hyperledger Fabric kai DAO kaBwg Kal TNV ammavinon Twv EpWTNUATwy “yiaTi

blockchain, 11 €ival kal TTwg Asiroupyei;”, “yiati va emAéCoupe 10 gpyaleio Fabric;” kal “Ti
gival, TTwg UAoTToIEITaI KaI TTOIa N XpnoiuétnTa evog DAO;”.
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NMINAKAZ OPOAOTIAZ

ZevoyAwooog 6pog

EAANVIKOG 6pOg

Decentralized Autonomous Organization

AtrokevTpwuEVOS Autdvopuog Opyavioudg

Smart contract

‘E€¢utrvo cuuBoAaio

Peers

OuoTiyol

Private permissioned

[D1WTIKG adelodoTnuéva

Trusted 3rd party

‘EMTTIOTOG TPITOG POopEQg

User interface

AleTTaQn XpnoTn

Screenshots

2TIVUIOTUTTA

Distributed network of independent users

AikTuo a1Td dIacuvoEedEPEVOUG

aveEdpTnNTOUG XPHOTES
Immutability ApetaBAntéTnTa
Block MrTrAok
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Double spending
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Replay attack
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Distributed peer-to-peer network
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Digital signature
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Atomic broadcast
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2YNTMHZEIZ - APKTIKOAE=A - AKPQNYMIA

DAO Decentralized Autonomous Organization

POE Popeic ZwpeuTikAG EKTTpOOWTTNONG

B2B Business to Business

ECDSA Elliptic Curve Digital Signature Algorithm

SHA256 Secure Hash Algorithm

RIPEMD-160 RIPE Message Digest

UTXxo Unspent Transaction Output

BFT Byzantine Fault Tolerance

PoW Proof of Work

PoA Proof of Authority

PoS Proof of Stake

SCP Stellar Consensus Protocol

FBA Federated Byzantine Agreement

PoET Proof of Elapsed Time

DApps Decentralized Applications

YAC Yet Another Consensus

IBFT Istanbul Byzantine Fault Tolerance

DSL Domain Specific Languages

CFT Crash Fault Tolerance

RAFT Reliable, Replicated, Redundant, And Fault-Tolerant
gRPC Google Remote Procedure Call

AlE Avavewoipwy MNnywv Evépyeiag

AZIHE AIOAIKOG 2TaBu6g Mapaywyng HAekTpIKAG EvEpyeiag
UML Unified Modeling Language

loT Internet of Things

DLT Distributed Ledger Technology

PAE PuBuioTik) Apxn Evépyelag

AAMHE AvetdptnTog Alaxeipiotrg Meta@opdg HAekTpIKAG EvEpyeiag
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ABSTRACT

The purpose of this diploma thesis is to develop a decentralized autonomous organization
or simply DAO, using blockchain technology. Bitcoin was used to better understand the
basic principles of blockchain technology. In addition to these basic principles, we explain
smart contracts, the key component of a DAO. We present a new form of digital
organization, the DAO, which consists of and is controlled exclusively by individuals or
companies as peer members. As a development tool we chose Hyperledger Fabric, one of
the most successful tools for developing private permissioned blockchain networks. We
conclude that its pioneering architecture and all its tools make it suitable for any possible
implementation of a DAO. We look at the problems of a trusted 3rd party in the example of
sharing electricity generation between producers of an electricity aggregator. We propose
as a solution to these problems, the creation of a DAO with its equal members, the
producers of an aggregator. We develop the structure of a DAO, a private permissioned
blockchain network consisting of 4 producers, using the Fabric tool. On this network we
define the smart contracts that constitute the business logic and the rules that govern the
DAO. For the interaction of producers with the functions of DAO we build a user interface.
We compare in terms of usability and suitability for the development of a DAO, the Fabric
tool with the GoEthereum tool which is one of the most successful in the field of public
blockchains. We also find that DAO is an effective solution to the problems posed by a
trusted 3rd party. We show that Fabric is a mature and flexible tool for developing a private
blockchain network but requires a great deal of familiarity from its administrators. Finally,
by comparing the two tools, we conclude that Fabric is more difficult to use than
GoEthereum due to its complexity, but more convenient and more efficient.

SUBJECT AREA: Blockchain, Software Technologies

KEYWORDS: Blockchain, DAO, Bitcoin, Hyperledger Fabric, Smart Contracts, Chaincode,
Decentralized Applications.
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Software architectures for implementing distributed autonomous organizations (DAQ) with blockchain technologies

1 Introduction

The growing interest in digital security issues is of increasing concern to the world, but also
the evolution of the science of cryptography, which focuses the interest of scholars in
maintaining security, led to the creation of blockchain technology. The requirement to
automate business-to-business (B2B) transactions makes the need to use blockchain and
the creation of distributed autonomous organizations even more pressing.

The basic structure of this thesis focuses on the study of blockchain technology,
with the aim of understanding it on a practical level, focusing on the development
approach. More specifically, the present work aims to demonstrate blockchain technology
and how it works. For this reason Chapter 2 describes the structure of the blockchain,
introduces concepts such as transactions, but also describes the structure of the block, the
chain linking of blocks and the concept of the private blockchain. Bitcoin was used to
better understand the basic principles of blockchain technology, although this technology is
not limited to the financial sector.

In Chapter 3 we analyze the Hyperledger Fabric software, we explain the tools that
make it up and our experience with their use in the implementation of a distributed
autonomous organization.

In Chapter 4 we describe the use of a distributed autonomous organization in the
problem of sharing electricity generation between providers. We also describe what is a
decentralized application that we implemented for the solution of the above problem.

In Chapter 5 we explain the process of implementing the decentralized application.
We divide the implementation into 4 sections, which are the user interface section, the
middleware section, the business logic section of a DAO through the use of smart
contracts and the DAO structure section through the explanation of the network.

In Chapter 6 we present a simulation of the use of the decentralized application.
This is achieved through the use of the decentralized application by the DAO member
producers. The usage scenario is examined through screenshots which are analyzed.

Chapter 7 compares the Fabric tool and the GoEthereum tool for decentralized
application development that operates as a DAO. We consider observations made during
the DAO implementation process.

Chapter 8 summarizes the conclusions of the thesis on blockchain technology, DAO
and the Fabric tool. We also list some possible future uses of this work.

In summary, the contribution of the present thesis together with the fraternal
collaboration of Sergios Exarchos of the Department of Digital Systems development of
Piraeus University is mainly located at the level of study and comparison of Ethereum and
Hyperledger Fabric in the development of a decentralized application, as well as in the
research and implementation of a decentralized application that will have as its ultimate
purpose to demonstrate the usefulness of a DAO. Thus, the present study has a research
with a comparative method and extends to the level of programming application.

Dimitris Starantzis 12
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2 Introduction to Blockchain

2.1 Basic concepts of blockchain

Blockchain technology is the fifth computer revolution [1]. Its main goal is to replace the
trusted third party that now exists in most transactions. For example, for any money
transaction we typically rely on the integrity of the bank as the trusted third party. The
predecessor of blockchain is a 1991 document entitled "How to timestamp a digital
document" [2]. The blockchain is based on a decentralized peer-to-peer connection
system. A blockchain network is made up of a distributed network of independent users.
The computers participating in the network can be located in more than one location, thus
providing maximum security to the system. The success of Bitcoin is based on this feature.
Bitcoin appeared in a research paper in 2008 [3] and was released as software in 2009.
Reading it is essential to understanding the idea behind the creation of blockchain
technology. Questions such as "what problem does it solve?", "what solution does it offer?"
and "what components are used?" lead the reader to a deeper understanding. Once
information has been registered in a blockchain, it is impossible to delete it unless the
majority (> 50%) of network users decide to do so. Thus, commercial, corporate and
banking transactions acquire the maximum possible immutability and security.

The basic element of blockchain is a block [1]. Blocks are groups of transaction
entries that are registered in a public register (ledger) and therefore look like key-value
lists. Then, their connection forms a chain through the method of hashing one block with
the next. When we change some data in a block, we change its hash value and as a result
the hash value of all blocks after that. Hashing technology aids the security of the system
[4] as each block is created only from data-rules of the previous block, so that a block
recognizes only its predecessor and not any other. The hash method is used to generate a
unique digital fingerprint for the data of a block. A block header contains details about the
data structure within the block (such as the hash of previous blocks, the time the block was
created, the merkle root, and the nonce). Time marking helps us to avoid double spending.
The merkle root is a hash that represents every transaction on the block. The whole set of
transactions can be reconstructed by reversing the method of hashing. Nonce is an
arbitrary, unique number used to prevent replay attacks. The size of the block imposes a
limit on the number of transactions that a blockchain network can process per second and
thus may appear to impede its ability to escalate. Finally, each node in the network has a
copy of the blockchain which he updates each time a new block is added.

The blockchain is supported by a type of peer-to-peer network. Any chat application
uses a peer-to-peer network to allow open communication between its users. In a
distributed network, everyone receives a copy of the information with the same access and
control as any other user.

Consensus is a set of algorithms used to agree on which transactions are valid. The
problem of the Byzantine generals: Nine generals, each commanding a section of the
Byzantine army, encircle a city and must form a plan to attack it. They vote either for attack
or for retreat. All nine must agree to attack or all nine must agree to retreat, because if part
of the army retreats they have a high risk of losing. Suppose 4 generals vote for retreat, 4
generals vote for attack and a general sends a "retreat" vote to the retreaters and sends
an "attack" vote to the attackers.

Bitcoin and Ethereum use the proof-of-work algorithm to solve the problem of the
Byzantine generals. Other important algorithms are the proof-of-stake, proof-of-authority or
the 3-phase execute-order-validate method used by Hyperledger Fabric.

Dimitris Starantzis 13
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2.2 Transaction Management

As mentioned in the previous section, a block is nothing more than a group of transactions.
The blockchain manages all these transactions using a digital signature mechanism. We
need a digital signature mechanism to make transactions, to get an address that we can
share with others to make transactions with them but also to be able to prove that the
transactions were made by us. To better understand the transaction management process
and the digital signature mechanism used by a blockchain, we will analyze the Bitcoin
wallet.

A Bitcoin wallet has a private key, a public key and a wallet address. A private key
acts as the user's secret code and should not be shared with anyone. A wallet address
works in a similar way to a home address, in the sense that it is used as the shipping
address of our transactions. Wallet address is the only representation of the keys that
users will see regularly, because this is the address to share with the world. The public key
is an illegible form of wallet address and the user does not need to know it.

The public key is the result of the ECDSA algorithm [5] with private key as input. A
wallet address comes from a public key. Initially the public key is used as the input of the
SHA256 algorithm [6] and the result (a number of 256 bits) is transferred as the input of
the RIPEMD-160 algorithm [7]. The result is a 160 bit number and is given as input to the
BASES8CHECK algorithm [8] to create a more readable code called a wallet address.

Elliptic Curve Multiplication Hashing Function
(One-Way) (One-Way)

Private Key Public Key Bitcoin Address

Figure 1: Digital signature mechanism in Bitcoin

Private keys are generated by a cryptographically secure random number generator
(such as libraries [9] and [10]). A digital signature creates proof of ownership for each
blockchain transaction. Example: Dimitris wants to send a Bitcoin to Sergios. Dimitris
takes the address of Sergio's wallet and creates a transaction with a charge of 0.003
Bitcoin. He then verifies its details and sends the transaction. The wallet signs its
transaction using its private key and is transmitted to the transaction waiting queue
(mempool) within the network. The transaction is at some point accepted by the miners,
they put it in a block, the miners find the nonce and assign a hash value to the block. The
block is placed on the blockchain and as it gains confirmations, is accepted as a valid
transaction on the network and finally Sergios gets his Bitcoin.

2.3 A transaction

In the previous section we analyzed the digital signature mechanism used to manage
transactions in the blockchain. In this section we will study the components that make up a
transaction in a blockchain network. We know that a transaction is the fundamental
element of a data block. A transaction is a data structure that encodes a transfer of value
from a source called "input" to a destination called "output”. In a transaction, the inputs are
simply the unspent outputs from another transaction (UTXO).

Dimitris Starantzis 14
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Transaction = “version” + “input count” + “input info” + “output count” + “output info” +
“locktime”.

Input info = “previous output hash” + “previous output index” + “unlocking script size” +
“unlocking script” + “sequence number”

Output info = “amount” + “locking script size” + “locking script”

Each UTXO has a locking script that contains the conditions required to spend it. To
validate a transaction, we grab the unlock script contained in the input and check if it
unlocks the UTXO lock script. Note that the unlock scenario in a transaction does not
unlock the lock scenario of the same transaction, but of the previous transaction.

2.4 Smart Contracts

Smart contracts debuted on Ethereum's main public blockchain network. By using smart
contracts, blockchains can execute arbitrary, programmable transaction logic. Bitcoin
scripts were the earliest form of smart contracts. A smart contract operates as a reliable
distributed application and gains its reliability from blockchain technology and the
corresponding consensus protocol of each network.

Many existing blockchains that use smart contracts implement a protocol or
consensus or atomic broadcast that first sorts the transactions and distributes them to all
peers and second, each peer executes the transactions sequentially. This process is
called order-execute architecture and it requires all peers to execute each transaction and
all transactions to be deterministic.

2.5 Distributed Autonomous Organization

2.5.1 What is a DAO

A distributed autonomous organization is a community of members without central
leadership. Members can be individuals or organizations. It operates as a fully online
business that is collectively owned and managed by its members. None of its members
has the authority to access the organization's data without the group's approval. Decisions
are governed by proposals and voting to ensure that everyone in the organization has a
voice.

There is no executive member who can make decisions based on his own interests
and no chance of manipulating the data. Everything is transparent and the rules regarding
the actions of the DAO are incorporated through its code.

2.5.2 Why we need a DAO

To start an organization, we need to show great confidence in the people we intend to
work with. But it is difficult to trust someone we do not know or who have only interacted
online. With a DAO we do not need to trust anyone else in the team, only the DAO code,
which is 100% transparent and verifiable by anyone. This creates opportunities for
collaboration and coordination of unknown members without a trusted third party.

Below is a comparison table of a DAO with a traditional organization for a better
understanding of the cases in which we would choose a DAO.

Dimitris Starantzis 15



Software architectures for implementing distributed autonomous organizations (DAQ) with blockchain technologies

Table 1: Comparison of a Distributed Autonomous Organization with a Traditional Organization [11]

Distributed Autonomous Organization Traditional Organization

Usually flat and fully democratic Usually hierarchical

A vote is required to implement any | Depending on the structure, changes may
change be required by one member or a vote may
be offered

The votes are counted and the result is | If a vote is offered, the votes are counted
applied automatically without a trusted | internally and the result is handled

third party manually

The functions of the organization are | Requires human manipulation or centrally

addressed automatically controlled automation, prone to
manipulation

Every activity is transparent and fully public | The activity is usually private and limited to
the public

2.5.3 How a DAO works

The backbone of a DAO is its smart contract. The contract defines the rules of the
organization and manages its functions. Once the contract is in place, no one can change
the rules except by voting. If someone tries to do something that is not covered by the
rules and logic of the code, they will fail. The team makes decisions collectively and
functions are automatically delegated when votes are counted. This is possible because
smart contracts are unchanged from the moment they are activated. A member can not
just modify the code (DAO rules) without the other members realizing it because
everything is public.

A member of a DAO implemented in Fabric is an organization. Each such
organization has 3 options: (1) it can install a smart contract or a new version of it, (2) it
can sign (accept) a smart contract and (3) it can update the rules of the organization by
enabling the new smart contract only if the majority has accepted the contract.

2.6 Comparison of private and public blockchain networks

Blockchain networks can be divided into two categories: permissionless and permissioned.
Permissionless networks are also known as public, while permissioned networks are also
known as private.

Public blockchains include platforms that allow network participation without
selection or other approval process. In short, in a public blockchain everyone has the
opportunity to receive a copy of the blockchain and join the network, provided that the
platform protocols are implemented. Public blockchains typically include an inherent
cryptocurrency and often use PoW-based consensus algorithm and financial incentives.

Private or permissioned blockchains, on the other hand, form a network between a
set of known and recognized participants. A member of the network may invite a potential
new member, who, if approved by the majority of the other members, is added to the
network. A private blockchain provides a way to secure interactions between a group of
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entities that share a common goal but do not fully trust each other, such as companies that
exchange capital, goods or information.

To compare the two types of blockchain networks we will consider three factors:
scalability, security and immutability. By "scalability" we mean the ability of the network to
maintain its efficiency as the size of the network load increases. The "security" factor is
related to the ability of the network to remain invulnerable to attacks by malicious users
who want to falsify the registry to their advantage. Finally, "immutability” is defined as the
ability of the network to maintain the state of the blocks unchanged from the moment they
are added to the network.

Public blockchains are less effective than private blockchains. Based on
peer-to-peer identities, a private blockchain can use traditional byzantine fault tolerance or
simply BFT, which is faster at adding new blocks than the traditional proof-of-work
algorithm used on common public blockchain networks. Also, public blockchains face
scalability issues due to the presence of multiple nodes, compared to private ones and as
a result the rate of adding new blocks to the blockchain is rapidly decreasing.

In a Sybil attack, hackers create and use many fake network identities to flood the
network and destroy the system. By carrying out Sybil attacks, hackers can gain
disproportionate influence over honest network nodes if they create several fake identities.
They can then refuse to receive or transmit blocks, effectively blocking other nodes from a
network. If these nodes reach numbers >50% of the network, then the attack is called
"51% attack". Having more than 50% control of the network means controlling the registry
and being able to tamper with it to reverse transactions. Globally, businesses lose about
$20 million a year due to 51% attacks [12]. In a private blockchain network such attacks
are avoided since all users are known and have entered the network by invitation or during
the creation of the network.

Public blockchains are completely immutable, meaning that once a block enters the
chain, there is no way to change or delete it. This ensures that no one can just change a
particular block and benefit to the detriment of other users. Private blockchains, on the
other hand, are immutable except in exceptional cases where they can delete a particular
block if they see fit.

Public blockchain Private blockchain
Permission With permissions Without permissions

Scalability Harder Easier

Vulnerability Less safe More safe

Immutability Easier Harder
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2.7 Popular blockchains

2.7.1 Public

Bitcoin

Blockchain technology first appeared when a scientific paper entitled "Bitcoin: A
peer-to-peer electronic cash system" was published in 2008 by an unknown author under
the pseudonym Satoshi Nakamoto [3]. Bitcoin is still the most popular cryptocurrency
today, but it faces some key issues, such as the high waste of resources to verify each
block and the slow pace of transaction validation.

Ethereum

In late 2013, a team of developers consisting of Vitalik Buterin, Jeffrey Wilcke and Gavin
Wood worked to create a distributed open source computing platform based on
blockchain, Ethereum [13]. Their goal was to create a fully trusted smart contract platform.

Ethereum is an open blockchain platform that allows anyone to develop and run
decentralized applications (or simply DApps) on blockchain technology. This platform
focuses on the possibility of digital asset management and, to do so, supports smart
contracts. Like Bitcoin, no one can own or control the Ethereum platform. Uses Ether
cryptocurrency to power the entire Ethereum ecosystem.

Stellar

The Stellar platform is a distributed ledger platform, specifically designed to facilitate value
transfers between assets [14]. With the Stellar Consensus Protocol (SCP), it is possible to
reach a consensus without relying on a closed financial transaction recording system.
Unlike the PoS and PoW consent algorithms, SCP reduces barriers to entry for new
members. Its security is based on a voting mechanism and the implementation of a trusted
algorithm between nodes that do not trust each other (Federated Byzantine Agreement
FBA).

2.7.2 Private

R3 Corda

The R3 Corda platform is an innovative blockchain platform for businesses, which aims to
reduce the cost of business transactions and increase their speed [15]. Originally designed
for the financial sector only, it can now be applied to other uses, such as healthcare,
supply chain, government and public services, and trade finance.

Quorum

The Quorum platform was created by the company JP Morgan and is the corporate
version of the Ethereum blockchain [16]. By modifying the Ethereum kernel, the Quorum
platform can quickly integrate Ethereum updates.

It is an open source blockchain platform that uses vote based algorithms to execute
hundreds of trades per second. As it is a private blockchain platform, it only allows
authorized participants to take part in transactions.
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Ripple

The Ripple platform aims to connect financial operators, trading companies, banks and
payment service providers [17]. Ripple allows international payments through a digital
asset called Ripple or XRP.

Using a probabilistic voting method, the Ripple platform achieves consensus
between nodes on the network. Several large companies such as American Express, SBI
Holdings and Deloitte are experimenting with Ripple's blockchain capabilities to transform
payment processes.

Hyperledger Foundation

According to Brian Behlendorf, Executive Director at the Hyperledger Foundation: “As new
technology develops, there is a call for standards. Participants want to focus on time and
effort and investment to build solutions versus worrying about the framework. This is the
rationale for open standards... we are pulling together the most exciting portfolio with a
multilateral developer and vendor community. It's similar to the benefits that Linux brought
to the world of operating systems.” [18]

The Hyperledger Foundation provides an open source blockchain system portfolio
[19]. Some of these are distributed ledger technologies, others are libraries, others are
domain specific, and some are tools.

Distributed ledger technologies are Fabric, Sawtooth, Iroha, Besu and Indy. These
five blockchain technologies can be used to develop applications in different areas, but a
careful assessment of their strengths and weaknesses is required to select the most
appropriate one to develop an application. The libraries are Aries, Transact and Ursa. The
Grid targets the specific sector of the supply chain. The tools are Avalon, Bevel, Cactus,
Caliper, Cello, Explorer and Firefly.

Hyperledger was launched in December 2015 by the Linux Foundation. The main
purpose of using the Hyperledger platform is to enhance the reliability and performance of
blockchain technologies.

Hyperledger Fabric

The Hyperledger Fabric platform is one of the most popular Hyperledger Projects designed
to build blockchain applications using a flexible architecture. In this way it offers network
designers the necessary freedom to implement a blockchain network as they wish. This
flexible architecture sets Hyperledger Fabric apart from other blockchain platforms.

Hyperledger Fabric is designed for permissioned networks and allows only entities
with known identities to participate in the system. Only authorized participants can
participate in the transactions made on the Hyperledger Fabric platform.

Hyperledger Sawtooth

The Hyperledger Sawtooth platform was originally created thanks to the contribution of
Intel. It offers a dynamic consensus platform that allows consensus algorithms to be
switched on while the network is in operation. Using the Proof of Elapsed Time (PoET)
consensus mechanism, Hyperledger Sawtooth can be integrated into computer systems
security solutions called trusted execution environments.

Hyperledger Iroha

The Hyperledger Iroha platform was founded by the Linux Foundation to create reliable,
fast and secure decentralized applications in blockchain technology. It is based on a very
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fast and secure consensus algorithm, the Yet Another Consensus (YAC), which protects
nodes from failures or other malicious nodes. Hyperledger Iroha is being used in
Cambodia to set up a new payment system alongside the National Bank of Cambodia [20],
and various other projects in the fields of healthcare, finance and identity management.

Hyperledger Indy

Hyperledger Indy provides tools, libraries, and reusable data to provide digital identities
based on blockchains or other distributed registers, so that they are interoperable in
administrative domains and applications. Indy is interoperable with other blockchains or
can be used standalone to power identity decentralization.

Hyperledger Besu

Hyperledger Besu is a variant of Ethereum designed to be business friendly for both public
and private networks. It can also be run on Ethereum test networks such as Rinkeby,
Ropsten and Gorli. Hyperledger Besu includes several consensus algorithms, including
PoW and PoA (IBFT, IBFT 2.0, Etherhash and Clique).
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3 Hyperledger fabric

3.1 Why Hyperledger Fabric;

Hyperledger Fabric is the first distributed ledger platform to support smart contracts written
in generic programming languages such as Java, Go, and Node.js, instead of Domain
Specific Languages (DSL), such as Ethereum’s Solidity. This means that most companies
already have all the skills needed to develop smart contracts and no additional training is
required to learn a new language.

Fabric can utilize consensus protocols that do not require any cryptocurrency to
mine or power the execution of smart contracts. Avoiding cryptocurrency reduces some
significant sources of risk, and the absence of cryptographic mining functions means that
the platform can be deployed at about the same operating cost as any other distributed
system.

Fabric introduces a new flexible and efficient architecture. This new architecture
manages to significantly improve its performance, ie. the speed of inserting new blocks
into the distributed ledger. Fabric's architecture has always been focused on providing
flexibility to its administrators. In this way it gives the possibility to adapt for any design
choice in every possible case of use.

The above features in combination with the rich documentation and its widespread
use, make Fabric one of the most attractive platforms for private permissioned blockchain
networks available today.

3.2 Basic concepts

Hyperledger Fabric or simply Fabric is a configurable and scalable open source system for
the development and operation of private blockchain networks and is one of the
Hyperledger projects hosted by the Linux Foundation [19]. Fabric is a distributed operating
system that runs distributed applications written in general purpose programming
languages (e.g. Go, Java, Node.js). It securely tracks its execution history in a replicated
ledger where it can only append data and has no built-in cryptocurrency.

Each transaction is executed (endorsed) only by a subset of peers, which allows
parallel execution and addresses the potential risk of non-deterministic execution, based
on the "execute-verify" mechanism of BFT replication [21]. It uses a flexible endorsement
policy that determines which peers, or how many of them, must guarantee the proper
execution of a smart contract. Fabric achieves a deterministic execution since the results
of the transaction are recorded in the ledger only if a consensus is reached for the
absolute ordering between the transactions, in the validation step performed by each peer
separately. In addition, Fabric enables the application to choose its support policy. The
Fabric ordering service (release-2.2) follows the CFT (crash fault-tolerant) consensus
algorithm and more specifically gives the choice between RAFT and KAFKA.

In the next section we will describe the pioneering Fabric execute-order-validate
architecture based on the following essential components:

e An ordering service implements atomic broadcast (section 3.4.2) for peer-to-peer
status updates and obtains consensus on the ordering of transactions.

e A certificate authority is responsible for associating peers with electronic
cryptographic identities. Maintains the licensed nature of Fabric.
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e An optional peer-to-peer gossip service spreads the results of the blocks from the
ordering service to all peers.

e The smart contracts in Fabric are executed in a container environment for isolation.
They can be written in standard programming languages, but do not have direct
access to the ledger status.

e Each peer maintains the ledger locally in the form of a blockchain and a snapshot of
the latest status in the form of a key-value store.

3.3 Architecture

All previous blockchain systems, permissioned or not, follow the order-execute
architecture (Figure 2). This means that the blockchain network orders the transactions
first, using a consensus protocol, and then executes them in the same order across all
peers in sequence. The order-execute architecture is conceptually simple and therefore
widely used. However, it has many disadvantages when used in a public domain
permissioned blockchain. The three most important disadvantages are the sequential
execution, the non-deterministic code and the confidentiality of the execution. Sequential
execution of transactions on all peers limits the effective performance that can be achieved
by the blockchain. Executing non-deterministic transactions leads the distributed ledger to
a fork, which violates the basic premise of a blockchain that all peers maintain the same
status. To achieve the execution of smart contracts with confidentiality, standard
blockchain networks use cryptographic techniques which in combination with the execution
of all smart contracts on all peers leads to a significant burden of performance and is not
viable in practice.

-
" OERE [ — =5 —
Order Execute Update state
« Consensus or « Deterministic (!) » Persist state on
atomic broadcast execution all peers

Figure 2: Order-execute architecture of typical blockchain networks. [22]

Fabric introduces a new blockchain architecture aimed at durability, flexibility,
scalability and confidentiality. The Fabric’s execute-order-validate architecture (Figure 3)
was designed for distributed execution of unreliable code in an unreliable environment. It
divides the transaction flow into three steps, which can be executed in different entities of
the system: (1) execute a transaction and check its correctness, resulting in its approval
(corresponding to "transaction validation" in other blockchains). (2) ordering through a
consensus protocol, regardless of the semantics of the transaction, and (3) transaction
validation based on the endorsement policy of each chaincode, which prevents instances
of "race condition" due to parallel execution.
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A distributed application for Fabric consists of two parts:

e A smart contract, called a chaincode, is programming code that implements the
logic of the application and is executed during the execution phase. The chaincode
is the central part of a distributed application in Fabric and can be written by an
unreliable developer. There are special chaincodes responsible for configuring the
blockchain system and maintaining parameters, collectively called the system
chaincode (Section 3.4.6).

e An endorsement policy, evaluated in the validation phase. Endorsement policies
cannot be selected or modified by unreliable application developers. An
endorsement policy acts as a static library for the validation of transactions in
Fabric, which can simply be configured by the chaincode. Only designated
administrators may be allowed to modify support policies through system
administration features. A standard endorsement policy allows the chaincode to
identify sponsors for a transaction in the form of a set of peers needed for
endorsement. Uses a logical expression in sets, such as "three in five" or "(A A B)

vV C."
_—
— o S — o4 55
Execute Order ° Validate Update state
* Simulate trans. e Order rw-sets « Validate endorse- + Persist state on all
and endorse . Atomic broadcast ments & rw-sets peers
* Create rw-set (consensus) « Eliminate invalid
. Collect endorse-  » Stateless ordering ~ and conflicting
ments service trans.

Figure 3: Execute-order-validate architecture of Fabric [22].

A client sends transactions to peers specified by the endorsement policy. Then,
each transaction is executed by specific peers and its output is recorded, this step is called
endorsement. After execution, trades enter the ordering phase, which uses a consensus
protocol to generate a fully sorted execution sequence of endorsed transactions, grouped
into blocks that are transmitted to all peers. Fabric classifies transaction outputs in
conjunction with state dependencies, as calculated during the execution phase. Each peer
then validates the state changes from the endorsed transactions according to the
endorsement policy and the consistency of execution in the validation phase. All peers
endorse transactions in the same order, validation is deterministic. In this sense, Fabric
introduces a new hybrid replication model in the Byzantine model, which combines passive
replication (pre-consensus calculation of status updates) and active replication (validation,
after consensus, of execution results and status changes).

A Fabric blockchain consists of a set of nodes that form a network. As Fabric is a
privately licensed blockchain, all nodes participating in the network have an identity, as
provided by a certificate authority.

Nodes in a Fabric network take on one of three roles:

e Client nodes submit execution proposals for execution, help orchestrate the
execution phase, and finally transmit transactions for ordering.

e Peer nodes execute transaction proposals and validate transactions. All peers
maintain the blockchain ledger as well as the status, which is a summary
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representation of the latest ledger status. Peers who execute transaction proposals
are called endorsing peers (or simply endorsers), as defined by the smart contract
policy to which the transaction belongs. An organization is represented in the
network by one or more peer nodes. Each peer node maintains a copy of the ledger
of each channel in which it participates as well as a database with their latest
status. Each peer node has an administrator who is registered in the database of
the certificate authority of the organization. In a peer node we can install as many
chaincodes as we want. Each of them operates in its own container and is
accessible only by the peer. Each function call of a chaincode must be executed by
each peer that has installed it.

e Orderers are the nodes that collectively form the ordering service. In short, the
ordering service determines the execution order of all transactions in Fabric, where
each transaction contains status updates and dependencies that are calculated
during the execution phase, along with cryptographic signatures of its endorsers.
Orderers do not maintain the blockchain ledger and do not participate in the
execution or validation of transactions.

A Fabric network supports multiple blockchains connected to the same ordering service at
the same time. Each such blockchain is called a channel and may have different peers as
members. The channels can be used to separate the status of the blockchain network, but
the consensus between the channels is not coordinated and the order of execution of the
transactions in each channel is different from the others. In some cases where all orderers
are considered trustworthy, peer-to-peer access control may also be applied.

3.4 Basic components of Fabric

Fabric is written in the Go programming language and uses the gRPC protocol [23] for
communication between clients, peers and orderers. We will know describe some key
concepts in detail.

3.4.1 Certificate Authority

The certificate authority is responsible for issuing certificate nodes (clients, administrators,
peers, and orderers) that are used for authentication and accessibility. Once Fabric is
permissioned, all interactions between nodes take place via authenticated messages,
usually digital signatures.

The certificate authority allows an identity management federation to operate, for
example, when multiple organizations operate a blockchain network. Each organization
issues IDs to its own members and each peer recognizes members of all organizations.
This can be achieved with multiple certificate authorities, for example, by creating one
certificate authority for each organization. The total sum of the certificate authorities must
ensure that all nodes, especially all peers, recognize the same identities and
authentications as valid.

3.4.2 Ordering Service

The ordering service manages many channels. In each channel provides the following 2
basic services:

1. Atomic broadcast for the ordering of transactions.

2. Configuration of a channel when its members modify the channel by transmitting a
channel configuration update transaction.
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An orderer collects transactions and, using the atomic broadcast, orders them and forms
blocks. A block is completed as soon as one of the three conditions is met: (1) the block
contains the specified maximum number of transactions, (2) the block has reached the
maximum size (in bytes) or (3) a certain time has elapsed since the receipt of the first
transaction of a new block.

3.4.3 Peer Gossip

One advantage of separating the execution, ordering, and validation phases is that they
can be scaled independently. Consensus can not be scaled by adding more nodes [24]
[25], in contrast performance will be reduced. However, since the ordering and validation
are independent, we are interested in the efficient transmission of the execution results to
all peers for validation, after the ordering phase. This, together with the transfer of status to
new peers and peers who have been disconnected for a long time, is precisely the goal of
the gossip mechanism. Fabric gossip uses epidemic multicast [26] for this purpose. The
blocks are signed by the ordering service. This means that a peer can, once he has
received all the blocks, assemble the blockchain independently and verify its integrity.

Gossip is based on gRPC and uses TLS with mutual authentication, which allows
each side to link TLS credentials to the remote peer ID. The peer gossip mechanism
maintains an up-to-date list of active system peers. Additionally, a peer can be
reconnected after a crash or network outage.

In order to reduce the load of sending blocks from the ordering nodes to the
network, the gossip protocol also elects a peer leader who collects blocks from the
ordering service on their behalf and distributes them to them. This mechanism is resistant
to failures of leaders.

3.4.4 Ledger

Each peer maintains the ledger and its status and allows the phases of simulation,
validation and updating of the ledger. In general, it consists of a block storage and a
transaction management mechanism.

The ledger’s block storage maintains transaction blocks and is implemented as a
set of append-only files. Since the blocks are immutable and arrive in a defined order, a
structure with append only gives maximum performance. Additionally, the block storage
retains some indexes for random access to a block or to a transaction on a block.

The transaction management mechanism maintains the latest status in a
key-value-version storage. Stores a tuple of format (key, value, version) for each unique
key stored by any chaincode, and contains the most recently stored value and its latest
version. The key-value-version storage is implemented using LevelDB (in Go) [27] or using
Apache CouchDB [28].

In the simulation phase the transaction management mechanism provides a still
image of the latest transaction status. In the transaction validation phase, the transaction
management mechanism validates all the transactions of a block in sequence. This
controls whether a transaction conflicts with any previous transaction (within the block or
older). In the update phase the ledger is tolerant of possible peer damage using a
"savepoint" mechanism used to retrieve indexes and the last lost status.
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3.4.5 Chaincode Execution

A chaincode runs in an environment loosely connected with a peer, which currently
supports the Go, Java, and Node.js programming languages.

Each application chaincode is executed in a container Docker environment, which
isolates the chaincodes from each other and from the peer. This simplifies the
management of the chaincode life cycle (ie start, stop or cancel). The chaincode and peer
communicate using gRPC messages. Through this loose connection, the peer is agnostic
of the programming language in which the chaincode is implemented.

Unlike application chaincode, the system chaincode runs directly on the peer. The
system chaincode can implement specific functions required by Fabric and can be used in
cases where the isolation between application chaincodes is too restrictive.

3.4.6 Configuration ka1 System Chaincode

Fabric is configured through channel configuration and through special chaincodes, known
as system chaincodes. Remember that each channel in Fabric forms a blockchain. The
configuration of a channel is maintained in metadata that remain in special configuration
blocks. Each configuration block contains the entire channel configuration and contains no
other transactions. Each blockchain network starts with a configuration block known as the
"genesis block".

A channel configuration can be updated using a channel configuration update
transaction. This transaction contains a representation of the changes that need to be
made to the configuration, as well as a set of signatures. Ordering nodes evaluate whether
the update is valid using the current configuration to verify that modifications are
authorized using signatures. The orderers then create a new configuration block, which
integrates the new configuration and configuration update transaction. Peers receiving this
block validate if configuration update is authorized based on the current configuration; if
validated, they update their current configuration.
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4 Use Case: Electricity aggregators and the need to replace the trusted
3rd party

4.1 The energy system in transition

The effects of climate change are now being felt in the daily lives of people around the
globe. The targets set at European level for 2030 describe an energy system with
significantly lower carbon dioxide emissions. The electricity sector contributes significantly
to the decarbonization process, with the production of electricity from Renewable Energy
Sources (RES) leading the way. We are now in an era where the cost of electricity
production from RES is directly comparable and competitive in terms of production costs of
conventional power stations. RES claim an equal role in the electricity system and equal
conditions for participation in the electricity market and the institutional framework is being
adjusted in this perspective. Electricity aggregators are the new entities in the electricity
market through which the full integration of RES units in the electricity market will take
place. Aggregators are specialized innovative companies that use modern tools and are
called to optimize the commercial management of green energy units by minimizing the
cost of balancing with the accurate forecast of their production.

As the participation of renewable energy sources in the market in the coming years
will be done in competitive market conditions, aggregators will become more and more
necessary for the management of many RES projects, in order to increase the benefit for
the producer.

At the institutional level the first big change in Greece was made with the law
4414/2016 [29] and it becomes the first big step as the RES projects that are constructed
having won in the tenders of the Energy Regulatory Authority if they have a capacity of
more than 3 MW for wind and over 500 kw for photovoltaics, undertake the obligation to
participate in the wholesale market and at the same time undertake balancing obligations.
This means that if they declare more or less power available than the real one they will
bear the cost resulting from the deviation.

Abroad and in more mature markets, such as ltaly, many RES companies prefer to
place their projects on competitive terms in the market rather than through tenders, as they
find that on the one hand auction prices are declining and do not offer satisfactory returns
and on the other hand participating in the wholesale market for large RES portfolios can
generate higher revenue and returns. These higher yields, achieved through aggregators
which manage a large number of RES units, with geographical dispersion, and reduce the
uncertainty and variability of RES production, can submit competitive bids that ensure the
daily participation of the portfolio in the energy exchange and generate higher revenue.
The same is foreseen to be done in Greece with the implementation of the target model
which will transfer the responsibility of balancing the market from the Independent
Electricity Transmission Operator to the RES producers, while the commercial
management of the green units will be done by the aggregators. Aggregators will reduce
the discrepancy between forecast and actual production and consequently the variability of
the production of RES stations. This volatility and uncertainty will be further reduced in the
future when energy storage systems are promoted and implemented in the RES market.
[30].
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It should also be noted that the first company in this field was Optimus Energy, in
which TERNA participates with a 350 MW representation license. Licenses are also held
by Mytilineos [31] for 500 MW, Eunice for 300 MW, ELPE Renewables for 300 MW, NRG,
the Motor Oil group for 200 MW, Forena Energy [32] for 200 MW, Sentrade for 200 MW as
well as other companies.

4.2 What is an electricity aggregator and how does it work

An electricity aggregator is an organization that represents Renewable Energy Producers
in the free electricity market. More specifically, we will deal with aggregators that represent
producers of electricity through wind farms.

Wind farm or Wind Power Plant is the land or sea area in which a number of wind
turbines have been placed in order to convert the kinetic energy of the wind into electricity.

An aggregator (not necessarily a producer itself) enters into agreements with
producers to be represented by him. Decisions regarding the operation of an aggregator
can be taken through corporate governance procedures. A crucial point is the one that
concerns the adjustment of the participation percentages and in general the process of
compensations of the participating producers in an aggregator. The market of an
aggregator is a subset of the total electricity supply market. Based on the statements of
the other producers belonging to the same aggregator, the market share is calculated at a
percentage covered by each, which add up to 100%.
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Figure 4: Market share of electricity aggregators and the producers. [33]
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Let us study this process in a little more detail. At the beginning of the month,
electricity aggregators must make a statement of the energy supply in MWh that it will
provide to the total market. This statement must be accurate so that there are no penalties.
This amount is calculated from the sum of the energy production forecast declarations of
each of its producers. Therefore, at the beginning of each month a producer declares his
forecast for the amount of energy in MWh he will produce for the whole month.
Aggregators pay each producer based on his declaration. Then each producer, every day
records the energy production in MWh every 15 minutes.

Example: Suppose an aggregator representing 4 producers (Org1, Org2, Org3,
Org4). The declarations of the producers at the beginning of the month and the production
at the end of the month are the following:

Table 3: Use Case: Declaration and production of electricity of the producers of an aggregator.

Org1 Org2 Org3 Org4

Declaration (MWh) 114 120 180 186
Declaration (%) 19% 20% 30% 31%
Production (MWh) 85 110 140 165
Production (%) 17% 22% 28% 33%
Claim (MWh) 114 120 180 186

We notice that each producer eventually produced less than what he had declared.
Therefore, each of them must return the difference back to the aggregator. As shown in
the last line of Table 3, the producer Org1 claims that he produced the amount he had
declared and that he does not owe money to the aggregator. To solve this problem there is
a need for a trusted third party.

4.3 The problem of the trusted third party

A trusted third party collects the data of the producers involved. Thus begins the process
of recalculating the production amount of each. As a result of this process, it judges the
money owed to and from the aggregator. The problems of using a trusted third party are
easily observed. The main problem is that the trusted third party is made up of people who
will initiate the whole process of recalculating the percentages and as a result is not
incorruptible. In addition, the data of each producer is private and possibly sensitive for
each producer. Finally, the trusted third party cannot be invited unless both parties are
willing to negotiate. From the example we conclude that if the producer Org1 does not
want to negotiate, while the aggregator seeks negotiation, the trusted third party can not
be invited. We observe that a similar procedure is followed in the case that the aggregator
claims wrong production amounts.
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4.4 The solution to the problem

The proposal for the solution of the problem is the following: Construction of DAO with
members the producers Org1, Org2, Org3, Org4 to replace the trusted third party. As
members of the DAO each producer has a seat on the board and a voting right on it. In
case of need to recalculate the production percentages, a producer starts a new voting.
Each producer votes at its own time until at least 3 votes are in favor or against the
recount. In the case of recalculation the system reads the data of all producers and
calculates the new percentages.

In our case, this organization is located and lives on the blockchain and its
decisions - operations are modeled on smart contracts. So virtually every producer will be
able to vote for or against the recalculation of percentages, seeing only their own history
and knowing information about their own system without having access to others, hence
the need to use a private permissioned blockchain.

The use case that we will study will investigate an implementation of the
decision-making process in an electricity aggregator using blockchain as an Autonomous
Decentralized Organization.
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5 Implementation: Creation of DAO for the sharing of electricity
generation between providers

The functional requirements of the decentralized application are as follows. The
blockchain network consists of 4 organizations. Each organization enters in the blockchain
its forecast for the amount of energy production in MWh, which it will produce in a period of
time. Then every 15 minutes, each organization records in the blockchain the amount of
energy in MWh produced during that time. The data of each organization is private, and
therefore visible only to him. Any organization has the opportunity to initiate a vote to
recalculate production rates. If the majority of organizations vote in favor, then the new
percentages are automatically recalculated and become visible to them.

To meet the above operational requirements we implemented a decentralized
application consisting of 4 components, which we analyze below.

5.1 Creating a user interface

The user interface is the image of the decentralized application that each manufacturer
sees. The aim of the interface is to facilitate each producer to participate in the voting
process and to visualize his data through diagrams per day and per month. Additionally
the interface offers some additional information such as its production percentage.

To better understand the user interface we created a Component diagram using the
Unified Modeling Language (UML). As shown in the diagram below, the interface is divided
into 3 main parts: a navigation bar, a voting card and an energy data card.

The navigation bar contains information such as the name of the connected
organization, the production forecast percentage and the production percentage.

The entire voting process takes place on the vote card. The vote card contains a
message describing the voting status as well as 4 buttons. The "Initialize" vote button
initializes the percentage recalculation vote. The positive vote button "vote YES" and the
negative vote button "vote NO" register a positive or negative vote for the connected
organization. The "Refresh" button updates the vote status message and possibly the
production percentage if this has changed due to recalculation.

The energy data card visualizes the data of the connected organization using
diagrams per day and per month. The energy data card contains a date option, 2 charts
and a button. The connected producer selects the date he wants to visualize and uses the
"GET" button to bring the data from the blockchain and construct the charts.
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Figure 5: User interface UML component diagram.

The following is a detailed description of each function of the user interface program:

e The "constructor" function. It is the first function called before the initial rendering of
the application page. Its purpose is to initialize the state variables that are visible at
the top left of the chart.

e The "componentDidMount" function. It is the first function called immediately after
the initial rendering of the application page. Used to update some status variables.

e The "createVote" function. Called each time the "Initialize" button is used. The
function calls the "/vote/init" resource of the middleware in order to initialize the
recalculation vote of the percentages.
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e The "doVote" function. Called each time the "vote YES" button or the "vote NO"
button is used. The function calls the resource "/vote/yes" or the resource "/vote/no"
in order to register the vote of the connected organization.

e The "readVote" function. Called each time the "Refresh" button is used. The
function calls the "/vote" resource in order to update the message of the voting
status. Additionally, if the vote is completed, <call the resource
"lenergyData/percentage" to update the production percentage.

e The "setDate" function. Called each time the date selector is used. The function
updates the status variables for the date.

e The "getEnergyData" function. Called each time the "GET" button is used. Based
on the selected date, it calls the resource "/energyData/<month>/<day>" in order to
bring the data from the blockchain and create the day and month tables that are
necessary for the construction of the charts.

The user interface was implemented using the "React-Bootstrap" software framework [34]
and is available in the personal Github repository [35].

5.2 Creating the middleware

The middleware software is the link between the user interface and the smart contracts
installed on the network node of the connected organization. The purpose of the
middleware is to provide maintainability and adaptability to the overall system by isolating
the process of connecting to the network and registering new transactions or validating
existing ones. In addition, by isolating the user interface from smart contracts, we enable
the use of Internet of Things (loT) smart devices, which may be connected to a wind
turbine, to connect and record production data every 15 minutes.

For a better understanding of the middleware we created a component diagram
using the UML modeling language. As shown in the diagram below, the middleware is
divided into 2 main parts: a voting router and an energy data router. Additionally, the
middleware contains the "getContract" function which is responsible for connecting to the
smart contract and the "handler" function which is responsible for returning a suitable
message to the user interface.

The voting router handles all resource calls starting with "/vote". Calls to the
"Ivote/init" resource are routed to the "InitVote" function, calls to the "/vote" resource are
routed to the "ReadVote" function, and calls to the "/vote /:proposal” resource are routed to
the "DoVote" function.

The energy data router handles all calls to resources starting with "/energyData".
Calls to “/energyData/declaration” resource are routed to “PostDeclaration” function, calls
to resource “/energyData/production” are routed to “PostProduction” function, calls to
resource “/ energyData/:month/:year” are routed to GetMonthlyData function and calls to
the resource “/ energyData/percentage” are routed to the “GetPercentage” function.
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Figure 6: Middleware UML component diagram.

The following is a detailed description of each function of the middleware:

The "getContract" function. It is called once in the activation of the middleware. Its
purpose is to connect to the network node corresponding to the connected
organization so that we have access to the installed smart contract.

The "handler" function. It is called every time we want to make a function call of the
smart contract. Its purpose is to activate a function of the smart contract and then
return the appropriate message to the user interface.

The "ReadVote" function. It is called every time the resource "/vote" is requested.
Enables the "ReadVote" function of the smart contract to return to the user interface
the percentage recalculation voting status.

The "InitVote" function. It is called whenever the resource is requested "/vote/init".
Activates the "InitVote" function of the smart contract in order to initialize the
percentage recalculation vote.

The "DoVote" function. It is called whenever the resource is requested
"Ivote/:proposal". Activates the "DoVote" function of the smart contract in order to
register the vote of the connected organization.

The "GetMonthlyData" function. It is called whenever the resource
"lenergyData/:month/:year" is requested. Activates the "GetMonthlyData" function of
the smart contract in order to return to the user interface the electricity production
data for the selected month.

The "PostDeclaration" function. Called each time the "“/energyData/declaration”
resource is requested. Activates the "PostDeclaration" function of the smart contract
in order to record the forecast of energy production of the connected organization.

The “PostProduction” function. It is called whenever the resource
"lenergyData/production" is requested. Activates the "PostProduction" function of
the smart contract in order to record the electricity production of the connected
organization for a specific period of 15 minutes.

The "GetPercentage" function. Called each time the "/energyData/percentage”
resource is requested. Activates the "GetPercentage" function of the smart contract
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in order to return to the user interface of the registered production percentage of the
connected producer.

The middleware was implemented using the "Express.js" software framework [36] and the
"Hyperledger Fabric SDK for Node.js" [37] and is available in the personal Github
repository [38].

5.3 Creating DAO'’s business logic

The business logic of DAO is implemented by writing smart contracts. In our use case the
smart contract is one and includes the logic of both the voting process and the energy data
process. This contract is installed by all producers, accepted (signed) by the majority of
producers and finally declared by one producer and activated.

The functions of the smart contract are divided into two main categories: private and
public. We name as private the functions that are visible in the smart contract but are not
visible to its users, that is, in this case, the producers. The functions that are accessible by
those organizations that have installed this smart contract on their own network node are
named public. In short, public functions are activated by organizations while private ones
are activated by other public ones.

To better understand the smart contract we created a component diagram using the
UML modeling language. As shown in the diagram below the smart contract includes 7
public and 2 private functions. It also includes 4 auxiliary private functions. Of the public
functions, the first 3: "InitVote", "ReadVote" and "DoVote" cover the voting process while
the rest cover the energy data process.

<<component>> E
Smart Contract
<<component>> E <<component>> E <<component>> @ <<component>> E
InitVote ReadVote DoVote PostProduction
<<component>> <<component>> <<component>> @
PostDeclaration GetMonthlyData GetPercentage
<<component>> <<component>>
CalculatePercentages GetMonthlyDataPrivate
<<component>> <<component>> <<component>> <<component>>
AssetExists ReadAsset UpdateAsset GetAssetDataByRange

Figure 7: Smart contract UML component diagram.

The following is a detailed description of each function of the smart contract:
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Public functions

The "InitVote" function. Its purpose is to initialize the vote on the recalculation of
production percentages. More specifically, it initializes a Javascript object with 4
fields: a message that describes the voting status, a counter of positive or negative
votes, the vote of each organization and a variable that indicates whether the voting
is complete or not. After initializing the above object, it calls the "UpdateAsset"
auxiliary function and registers or updates the blockchain in the position with a
unique "vote" key.

The "ReadVote" function. Its purpose is to return the voting status to the
organization that called it. Reads and returns the object corresponding to the unique
"vote" key using the "ReadAsset" utility.

The "DoVote" function. Its purpose is to record the vote of an organization in the
blockchain. It first reads the current voting status corresponding to the unique "vote"
key using the "ReadVote" auxiliary function. Then, based on the positive or negative
vote it reads as input, if all the positive votes are the majority then it calls the private
function "CalculatePercentages" in order to recalculate the production percentages.
Finally, it updates the voting status using the "UpdateAsset" utility function.

The "PostDeclaration" function. Its purpose is to record the forecast of electricity
production in the private data of the connected organization. It is first checked if this
prediction has already been registered using the "AssetExists" utility. If it is already
registered then it returns with an error message. Otherwise, this forecast is stored in
the private data of this organization using the "UpdateAsset" utility.

The "PostProduction” function. Its purpose is to record electricity production in the
private data of the associated organization. It is initially checked whether the
production forecast for this period has been recorded. If it is not registered then it
returns with an error message, since the production entry must follow the forecast
entry. Otherwise, the output is stored in the private data of this organization using
the "UpdateAsset" auxiliary function.

The "GetMonthlyData" function. Its purpose is to return the monthly production data
to the connected organization. The function reads the private data of the connected
organization for the requested month using the "GetAssetDataByRange" auxiliary
function and returns it to him.

The "GetPercentage" function. Its purpose is to return the percentage of production
to the associated organization. The function reads this private data of the connected
organization using the "ReadAsset" auxiliary function and returns it to him.

Private functions

The "GetMonthlyDataPrivate" function is exactly the same as the "GetMonthlyData"
public function we described above. The difference is that the private version
accepts as an argument the organization whose data we want to read. This function
is called only by the public function "CalculatePercentages" in order to collect all the
data of all organizations to calculate their percentages. We observe that this
function meets the functional requirement "The data of each organization is private,
and therefore visible only to him" since it is private and therefore visible only in the
smart contract and not in an organization.

The "CalculatePercentages" function. This function is called only by the public
function "DoVote". Its purpose is to calculate the energy production rates of all
organizations. Initially calculates the previous month from the current date. Then,
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for the calculated month, it reads the data of all the organizations using the function
"GetMonthlyDataPrivate" and calculates both the sum of the energy production for
each organization and the total sum of all the organizations. Each organization
calculates its production percentage based on its sum to the total sum. Finally, it
updates these percentages in the blockchain using the "UpdateAsset" auxiliary
function and returns them to the "DoVote" function that called it.

Auxiliary functions

e The "AssetExists" function. Its purpose is to check if a digital asset is registered in
the blockchain. Accepts the unique key as an argument and returns "true" or "false".

e The "ReadAsset" function. Its purpose is to read a digital asset registered in the
blockchain. Accepts the unique key as an argument and returns the asset if it exists
or an error message otherwise.

e The "UpdateAsset" function. Its purpose is to register a new digital asset or to
update an existing one. It accepts as an argument the asset and the unique key in
which the information will be updated.

e The "GetAssetDataByRange" function. Its purpose is the return of all assets
belonging to the requested period of unique keys. Accepts the unique key interval
as an argument and returns all assets between that interval.

It is worth noting that the writing of the smart contract was based on the
"asset-transfer-basic" found in Fabric's examples [39]. The functions used in this example
were placed in a "utils" folder and imported at the beginning of the contract.

The smart contract was implemented using the "Node.js" software framework [40]
and the "Hyperledger Fabric Contract API for node.js" [41] and is available in the personal
Github personal repository [42].

5.4 Creating a structure of the DAO using the test-network

The structure of the DAO is implemented by the creation of the ordering organization, the
creation of the participating organizations as well as the creation of a communication
channel. The structure of the ordering organization is defined as one orderer, one
certificate authority as well as the various administrators of the organization. Respectively,
as a structure of a peer organization, we define one peer node, one certificate authority as
well as the various administrators of the organization.

The following is a brief description of the "test-network" used as the default smart
contract development network in the examples of the Fabric platform [39].

The process of creating the network begins with the creation of the structure of the
ordering organization as well as the creation of the structure of the peer organizations. The
first step in setting up a private network is to issue certificates to both the ordering and the
participating organizations. Below is the analysis of creating an ordering or a peer
organization. First we create in a container a "fabric-ca" certificate authority together with a
database for it. Using an administrator and his / her secret code, we start the certificate
authority. We log in to the certificate authority using the “fabric-ca-client” program using the
administrator's name and password to generate the certificates and register the entities in
the database:

e In the case of an ordering organization: the organization administrator and a orderer
node
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e In the case of a peer organization: the organization administrator, a peer node and
an organization user

The second step in creating the network is to create the genesis block that contains
the description of all the organizations as well as a consortium of peer organizations that
have the ability to create communication channels. This step is performed by the ordering
organization.

The third step consists of creating at least one orderer node that belongs to the
ordering organization as well as creating at least one peer node for each participating
organization.

The fourth step is to create the communication channel. An organization that
belongs to the consortium creates the channel and all the other organizations connect their
node to it.

The fifth and final step is to install and activate the smart contract. Each peer
organization installs the smart contract on its node, accepts it and after collecting the
majority of signatures, it is activated by an organization.

The following changes were made to adapt the test-network to our use case.
Initially we created the certificates for 4 organizations that correspond to the 4 producers of
our use case. In addition the original block contains the description of these four
organizations. We created for each organization a peer node, i.e. a total of 4 peer nodes.
We connected these nodes to the communication channel. Finally, we accepted the smart
contract and activated it.

For a better understanding of all the components that make up the network as well
as its topology, a component diagram using the UML modeling language is provided
below.
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Figure 8: Diagram of UML components of network structure and topology.

The above figure represents the execution of a DAO network in "Docker Machine"
as well as the middleware "App Server" and the user interface "React Application" for 4
organizations on one device "User Client". Notice that for each organization we run a user
interface, a middleware, a peer node named "peer0.org <NUM> .example.com" in the
DAO along with a certificate authority named "ca_org <NUM>" and the Smart Contract.

In the previous subsections of the chapter we analyzed the user interface, the
middleware and the smart contract. Using the "test-network" as we analyzed above, we
created all the Docker containers that are enclosed by the "Docker Machine". The
containers of peer nodes, the ordering nodes, the certification authorities, the smart
contracts as well as the "cli" are provided as open source software by the Hyperledger

Foundation [43][44][45][46][47].
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In th

6 Simulation of the decentralized application

is chapter we will present a simulation of the DAO functionality described in Chapter 5.

To simulate the decentralized application we followed the steps described in our personal
public repository [48]. These steps are:

1.
2.
3.

4.

The

First, we start a new network and activate smart contracts.
Second, we open 1 middleware for each organization.

Third, we send the simulation data to the blockchain for each organization
sequentially.

Finally, we open the user interface for each organization.
original image of the user interface of the producer "Org1" is shown in the following

screenshot:

Signed in as: Org1 user1, url=http://localhost: 10001 Declaration: 0%, Production: 0%

Vote for recalculation of percentages

My

Energy Data

Please select a Date:

02/05/2022

THIS DAY THIS MONTH

Day:

GET

Energy (MWh)

05, Month: 02, Year: 2022 Month: 02, Year: 2022

‘. Declaration @ Production

1.0
1.0

0.8
0.8

0.6
0.6

0.4
0.4

Average Energy (MWh)

time day

Figure 9: Org1 Producer User Interface Home.
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We notice that the interface is divided into 3 parts: a navigation bar, a voting card
and an energy data card. The navigation bar shows the organization that is connected
"org1", the "url" of the middleware that is connected to the interface as well as the
production forecast percentage "Declaration" and the production percentage "Production”.
The voting card for the recalculation of the percentages contains the message of the
voting status as well as 4 buttons related to the voting. The energy data card displays the
organization's data for the selected date.

6.1 Display of energy data

To simulate energy data, we created one-month simulation data for each DAO producer. In
more detail, we created for the month of January 2022 a data for every 15 minutes of the
hour which consists of 3 values: a time stamp, a value for the production forecast and a
price for the production. After the data is generated, it is registered in the blockchain. First
the production forecast declaration is registered and then the production is registered.
Both the production program of this data and the process of their registration in the
blockchain are in our personal repository [49].

My Energy Data

Please select a Date:

01/01/2022

THIS DAY THIS MONTH
Day: 01. Month: 01, Year: 2022 Manth: 01, Year: 2022

‘. Declaration @ Production

/\’\/"\\/\—/\/\'

120
2,600

110

100
2,400

Energy (MWh)

a0

Average Energy (MWh)

2,200

a0

time day

Figure 10: The user selects the date "01/01/2022" and presses the "GET" button.

The user selects the date "01/01/2022" and presses the "GET" button to visualize his data
as shown in the image. The production forecast declaration data are displayed in red and
the production data in blue. The left chart is the day chart with values every 15 minutes
while the right chart is the month chart with values the sum of the values of each day.
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To better understand the information system in the process of displaying energy data we
created a sequence diagram using the UML modeling language. Notice how the objects
correspond to the components of the decentralized application we developed in Chapter 5.
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Figure 11: Energy data visualization UML sequence diagram.

6.2 Voting procedure

In this subsection we will present a voting process with a positive result. Producer Org1
starts the voting process. Then each organization votes in favor at a different time until a
majority is gathered. The system automatically recalculates the production percentages of
each organization based on the data entered in it. Now every producer sees the result of
the vote as well as the updated percentages of its forecast and production in the

navigation bar.

Step 1: The Org1 producer presses the "Initialize" button and the vote is initialized.
The message with the voting status is displayed. Notice how the number of votes which

are displayed:
e are positive "yes"
e are negative "no"

e have not been registered

Dimitris Starantzis

42



Software architectures for implementing distributed autonomous organizations (DAQ) with blockchain technologies

Signed in as: Org1 user1, url=http://localhost:10001 Declaration: 0%, Production: 0%

Vote for recalculation of percentages

Vote is in progress..

Figure 12: The Org1 producer presses the "Initialize" button and the vote is initialized.

To better understand the information system in the voting initialization process we created
a sequence diagram using the UML modeling language. This diagram represents the
functionality of the system each time a producer presses the "Initialize" button.
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Figure 13: Voting initialization UML sequence diagram

Step 2: The Org1 producer presses the "vote YES" button and the voting continues.
The voting status is updated.

Signed in as: Org1 user1, url=http://localho Declaration: 0%, Production: 0%

Vote for recalculation of percentages

Vote is in progress..

{
"yes": 1,
"no": @,
"3

¥

Figure 14: The producer Org1 presses the "vote YES" button and the voting continues.
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To better understand the information system in the vote registration process we created a
sequence diagram using the UML modeling language. This diagram represents the
functionality of the system each time a producer presses the "Vote YES" button.
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Figure 15: Vote registration UML sequence diagram.

Step 3: The Org2 producer presses the "vote YES" button and the voting continues.
The voting status is updated.

Signed in as: Org2 user1, url=http://Ic st: Declaration: 0%, Production: 0%

Vote for recalculation of percentages

Vote is in progress...

{
"yes": 2,
"no": @,
"2

¥

Figure 16: The producer Org2 presses the "vote YES" button and the voting continues.

Step 4: The Org3 producer presses the "vote YES" button and the voting is
completed. Forecast and production percentages are updated. In the navigation bar the
connected organization sees its updated percentages. The voting status message shows
the updated percentages of all organizations.
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Signed in as: Org3 userl, url=http host:10003 Declaration: 30%, Production: 28%

Vote for recalculation of percentages

The vote is done. The result is Yes.
New Production Percentages:
Org1: Declaration: 19%, Production: 17%
Org2: Declaration: 20%, Production: 22%
Org3: Declaration: 30%, Production: 28%
Org4: Declaration: 31%, Production: 33%
{

"yes": 3,

"no": @,

"ol

}

Figure 17: The producer Org3 presses the "vote YES" button and the voting is completed. Forecast and
production rates are updated.

Step 5: The Org1 producer presses the "Refresh" button and sees the result of the
vote. Forecast and production percentages are updated.

rg1 user1, url=http://I Declaration: 19%, Pro

Vote for recalculation of percentages

The vote is done. The result is Yes.

New Production Percentages:

Org1: Declaration: 19%, Production: 17%
0Org2: Declaration: 20%, Production: 22%
Org3: Declaration: 30%, Production: 28%
Org4: Declaration: 31%, Production: 33%

1
U

"yes": 3,
"no": 0,
R |

¥

Figure 18: The producer Org1 presses the "Refresh” button and sees the result of the vote. Forecast and
production rates are updated.

To better understand the information system in the voting renewal process we

created a sequence diagram using the UML modeling language. This diagram represents
the functionality of the system each time a manufacturer presses the "Refresh” button.
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Figure 19: Vote renewal UML sequence diagram.
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7 Comparison of Fabric with GoEthereum

In Chapter 5 we presented the implementation of a DAO using the Fabric tool in the case
of electricity generation sharing between providers. The present thesis also has a fraternal
collaborative dissertation, that of Sergios Exarchos of the Department of Digital Systems of
the University of Piraeus [50]. Both theses use the same use case for the same purpose.
This collaborative project used GoEthereum, also known as Geth, as an implementation
tool [51]. We will now use this work by Sergios Exarchos to compare the Fabric tool with
the GoEthereum tool based on the observations made during the implementation. The
comparison will be divided into 3 sections: network observations, smart contract
observations, and user interface observations.

Table 4: Comparison of Fabric with GoEthereum for the development of a DAQO on a private network.

Sections Maparnpnosig Fabric | Geth

Network Ease of starting and understanding

Ease of network creation

Ease of installing smart contracts on the
network

Network flexibility and configuration

Block recording rate (Throughput)

Tutorials and documentation

Smart Tutorials and documentation
Contracts

Ease of creation

Smart contract capabilities

User Ease of connecting user interface to the
Interface network

7.1 Network observations

As we saw in a previous chapter the Fabric tool is complex and difficult to understand
because it tries to offer many options to its administrators for any possible implementation
of a private blockchain network. On the contrary, the Geth tool is simpler and easier to use
because it aims to create decentralized applications and install them on the ethereum
mainnet. In other words, a user of the Geth tool builds a decentralized application, tests it
either on a local network or on one of the provided testnets, with the ultimate goal of
installing it on the central public network. Creating private networks is available using Geth
as a secondary function. The complexity difference becomes clear if one considers that
when these two tools were designed, Geth's end user was an independent user while
Fabric's were organizations. Based on the above, it becomes clear that the Geth tool is
more limited in the possibilities it offers but at the same time it is easier for someone to
start using it. Geth also makes it easier to set up a network and install smart contracts on
it.
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In Geth, once a smart contract is activated on the system, it cannot be modified,
which is a problem in case of incorrect code writing or the need to update it. In Fabric, on
the other hand, a smart contract can be modified and it is obvious that a Fabric network
provides more flexibility and customization of smart contracts.

There is a lot of documentation on the official Fabric website about how a Fabric
network works and how to use it, as well as various examples [52]. In contrast, in the
corresponding Geth website the material available is unsatisfactory and needs enrichment
[51]. This is a very important advantage of Fabric in relation to Geth since every new user
has the necessary guidance available for the creation, configuration and maintenance of a
private network.

Finally, we define throughput as the block register rate in the blockchain. Without
performing any kind of benchmarking we noticed that the performance of the two tools is
similar for small networks. But in theory, as the network escalates, Fabric is more efficient
than Geth. This is achieved through the pioneering architectural execute-order-validate of
Fabric that we explained in chapter 3.3.

7.2 Smart contracts observations

In Fabric, smart contracts are written in general-purpose programming languages such as
Java, Go and Node.js, instead of DSL, such as Solidity used in Geth. This means that
most companies already have all the skills needed to develop smart contracts and no
additional training is required to learn a new language. Fabric also provides the "Contract
API" which has all the necessary functions for writing smart contracts [41]. So Fabric
provides more convenience in creating smart contracts as well as more features in smart
contracts.

The official website of solidity provides a lot of educational material and examples
regarding the writing of smart contracts [53]. Additionally, on the Ethereum platform, Truffle
[54] or Remix [55] tools are often used to develop smart contracts and they also have the
necessary support for developers. Fabric provides satisfactory Contract API
documentation as well as many examples and training materials [39] regarding smart
contracts. Therefore both Fabric and Geth provide satisfactory support when writing any
smart contract implementation.

7.3 User interface observations

A user interface is required to develop a decentralized application. This interface is usually
developed with a programming framework such as React.js used in this thesis. In the case
of decentralized applications, we need a tool to give access to the smart contract functions
of an active blockchain network. In Fabric this tool is the SDK [37] as mentioned in the
previous chapter while in Geth this tool is Web3 [56]. Therefore both platforms provide an
easy and very similar way to connect the interface to the network.
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8 Conclusions and future directions

As we saw from the analysis of the Bitcoin protocol in the second chapter, a blockchain
functions as a ledger, that is, as an unchanged register of transactions. A blockchain
network or Distributed ledger technology (DLT) is a technology that allows participants to
act as network members and maintain and update their own ledger so that their ledger
status reflects the status of the other network ledgers.

The immutability of the blockchain in combination with the storage of the ledger by
each member of the network lay the foundation for the creation of a distributed
autonomous organization. A DAO is a digital organization that allows potentially unknown
and untrustworthy members to work together to achieve a common goal. We saw in
Chapters 4, 5 and 6 an implementation of such an organization with members of its 4
electricity producers aiming to share production without the use of a trusted third party.
With this implementation we have shown that such an information system can offer
confidence in strangers but also liberation from a potentially corrupt external organization.

In the present work, the Hyperledger Fabric distributed ledger technology is used,
which is currently one of the most widespread and stable software systems for the
construction of private permissioned blockchain networks. From the comparison of Fabric
with the GoEthereum tool in the construction of a DAO in a private blockchain network, we
concluded that Fabric is more suitable due to its flexibility, maintainability and scalability. It
is worth noting that the weak point of Fabric is the steep learning curve that it requires from
its managers and that is the main reason for the possible choice of GoEthereum at the
moment.

The future use of this work is mainly the development of a DAO that provides the
possibility of a digital board by providing an equal voting mechanism. In addition, the
scope of its use increases as it can be used as a blueprint for the development of any
potential DAO.

This paper can be a study and research manual to understand the concepts of
blockchain, Hyperledger Fabric and DAO and to answer the questions "why blockchain,
what is it and how does it work?", "Why choose the Fabric tool?" and "what is it, how is it
implemented and what is the utility of a DAO?".
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ABBREVIATIONS
DAO Decentralized Autonomous Organization
B2B Business to Business
ECDSA Elliptic Curve Digital Signature Algorithm
SHA256 Secure Hash Algorithm
RIPEMD-160 RIPE Message Digest
UTXxo Unspent Transaction Output
BFT Byzantine Fault Tolerance
PoW Proof of Work
PoA Proof of Authority
PoS Proof of Stake
SCP Stellar Consensus Protocol
FBA Federated Byzantine Agreement
PoET Proof of Elapsed Time
DApps Decentralized Applications
YAC Yet Another Consensus
IBFT Istanbul Byzantine Fault Tolerance
DSL Domain Specific Languages
CFT Crash Fault Tolerance
RAFT Reliable, Replicated, Redundant, And Fault-Tolerant
gRPC Google Remote Procedure Call
UML Unified Modeling Language
loT Internet of Things
DLT Distributed Ledger Technology
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