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AmoryopeveTal 1 avtrypaen, amodikevon kot dtavoun g tapovcag epyaciog, €€ 0AOKANPOL I
TUNUATOC OVTNG, Y10 EUmop1kd okomod. Emtpénetal ) avatimmor, amodnkevon Kot S1vopuY| Yo GKOmo
U1n KEPOOOKOTIKO, EKTALOEVTIKNG 1) EPEVVITIKNG VOGS, VIO TNV TPoHmdOeon va avapEpeTal | Tyn
TPOoEAEVONG Kol va dtatnpeitat To Tapdv unvopa. Epotiuata mov apopodv 1 ypnon g epyaciog yio
KEPOOOKOMIKO GKOTO TTPEMEL VO 0meLBVVOVTAL TPOS TOV GLYYPAPEQL.

Ot amdyelg KoL ToL GUUTEPAGLOLTA TTOV TEPLEYOVTOL GE ALTO TO £YYPAPO EKPPALOVY TOV GLYYPUPED KOl
dev mpémel va epunvevdet 6T avtimpocwnevovy Tig enionues 0¢ceig Tov EBvikod Metodfiov
[ToAvteyveiov.






Hepiinyn

H napovoa epyacio aoyoreiton [ TIC EvEPYELES TOV TTPEMEL VA VAOTOB0VV (oTe va emtevyDel
n Aertovpyia roaming o€ cvotipoto LoRaWAN. Me tov 6po roaming €vvoovpe TV KavOTNTO HLOG
OIKTVLOKNG GUGKELN VO GLVOEETOL LLE TO SIKTVO GTO OTO10 EIVOL EYYEYPOUUEVT] KOL EVEPYOTOMUEVT|
KavovTag xpnomn evog dAlov diktvov. H vimpecia avtr ivol yvoot 6€ TOAAOTEPES TEYVOLOYIES, OTMG
N Kvnm TAEQ®Vvia, 0ALA 1 avamTuén Tov Aadiktoov tov [payudtov (IoT) eépvel 6T0 TPOoSKN VIO
VEES TEXVOLOYIES O106VVOESTG TMV GLOKEVAV KOl E101KOTEPA TN Stapopemon LoRa kot 1o tpwtdkoiro
LoRaWAN. Zvvenag tibeton to epdtnpo Tmg To roaming uropel va vAomomBel 6e apyIteKTOVIKEG
LoRa/LoRaWAN.

270 TPMOTO HEPOG YiveTa o EKTEVIG TTapovsiaot Tov Atadiktoov Towv [paypdtwv (IoT), tov
dwtvmv LPWAN ko e10tkdtepa g dtopopewong LoRa kot tov tpwtokdoiiov LoRaWAN.
[Mopovcidlovtat ta PactKd YOPAKTNPIGTIKA TOV TOPOUTAVE TEXVOAOYUDV KoL 1] APYLTEKTOVIKT EVOG
dwtvov LoRaWAN pe to avtiototya otoygio mov 10 amotelobv,

210 0€0TEPO UEPOC, KAVOVTOC YPNOT KATAAANAOL EEOTAGLOV KOl TG TAATPOPLLOG OLVOIKTOV
kddwa Chirpstack mapovsialetar n viAomoinon evédg diktvov LoRaWAN oto onoio yivovtot ot
KaTAAANAeg puOuicelg doTE Vo oMokt oEL TNV Agttovpyia tov roaming. O Pacikdg okomdg sivar n
eMITELEN TNG CVVOESTC LG CLOKELNG . LEGM EVOC OIKTVOV GTO OTOT0 OEV EIval EYYEYPAUUEVT], OTO
dikTvo 670 O0moio £xel yypapel Kot evepyomomBel axdpa kKot 0Tav Ppioketat eKTOG TG ERPEAELOS TOV.

AgEarg Kheona

LoRa, LoRaWAN, IoT, LPWAN, end device/node, gateway, Network Server, Application Server, Join
Server, Chirpstack, roaming






Abstract

The present work deals with the steps that need to be done to achieve the roaming function in
LoRaWAN systems. By roaming we mean the ability of a network device to connect to the network, in
which it is registered and activated, using another network. This service is known in older technologies,
such as cellular networks, but the development of the Internet of Things (IoT) brings to the fore new
device interconnection technologies, such as the LoRa modulation and the LoRaWAN protocol. This
raises the question of how we can achieve roaming in LoRa / LoORaWAN architectures.

In the first part there is an extensive presentation of the Internet of Things (IoT), LPWAN
networks and in particular the LoRa modulation and the LoRaWAN protocol. The basic features of the
above technologies and the architecture of a LoORaWAN network are presented with the corresponding
elements that constitute it.

The second part, using appropriate equipment and the open source stack of Chirpstack, presents
the implementation of a LoORaWAN network in which the appropriate settings are made to acquire the
function of roaming. The main purpose is to connect a device. through a network to which it is not
registered, to the network to which it is registered and activated even when it is out of range.

Keywords

LoRa, LoRaWAN, IoT, LPWAN, end device/node, gateway, Network Server, Application Server, Join
Server, Chirpstack, roaming
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Evyapotieg

H exnévnon g napodoog Sumhopatikig epyaciog oev Oa ntav duvatn av dgv elya v Pondeia
Kol TNV Voo THPIEN apKETOV avOpdOTOV. Apyikd Oa N0ela va vyapiotiom tov kabnynt K. Evetdabio
2vKkd kot tov gpguvnti K. Anuntplo Kaioyepd yio tnv duvatdtmrta mov pHov E6wcav vo acoAno Le
éva 1660 evolapépov BEpa, kabmg Kot yio Ty forfeia Kot KaBodynomn mov LoV TapEiya KoTd TV
SLAPKELN TNG EKTOVIOT ALTNG TNG €pYaciog. AkOpa Bo NOeha va euYoPIGTHCW® TOVS YOVEIG LoV, TO
adEAPLOL LOV KOl TOVG PIAOVG LoV Yo TNV GTNPLEN KOl TO EVOLOPEPOV TOVG,.

BoaoiAielog Agpovidg
Maptiog 2022
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Mépog A: Oempntiko YropaOpo
Ke@pdraro 1: Evcaymyn
1.1 AvTIKEIPEVO OWTAMUATIKIG EPYOTIOG

To gvupvutepo avtikeipevo g mopovcag epyaciog eivor To Awdiktvo tov [paypdrov (IoT)
ouvovalopevo pe diktva g owoyévelag LPWAN (Low Power Wide Area Network) yio )
dlovvdeon cuokev®v e avto. [To cuykekppéva yivetal yprion g texvoroyiog dapdpewonc LoRa
kot tov MAC mpotokdiiov LoRaWAN, a&lomoidvtag tnv back-end vrootnpiktiky vrodopn tov
Chirpstack. H gpyacio 6pmg eotidlel oty ¥p1ion e mopoamdved vTodoung yio TV emitenén
Aertovpyiog roaming HETOED OVO SLUPOPETIKMY SIKTV®V, ONANST TOV TPOTO LE TOV 0010 £val SIKTLO
LoRaWAN pumopet va tpomBel ta umvopato piog cuekeut (Tov dev givat eyyeypapévn 6€ avTd) 6To
dikTLO 07O OMOoi0 £YEL EYYPOUPEL AALA BpiokeTon EKTOC TNG EUPEAELNG TOV KOL OVTIOTPOPOL.

1.2 Xkomog Oumlopotikic epyaciog

H dumhopatikn epyacio otoyxevel 6Ty vAoToiNnon g Aettovpyiog Tov roaming 6to mepPdAiov
oV TP®TOKOAALOL LoORaWAN. Zvvenmg Oa mapovciactel n vAomoinon 600 mavouoldTLI®VY SIKTO®V
LoRaWAN, evog Guest kou evog Home Network. Kdfe diktvo amotedeital amd pio TepHaTIK) GLGKELT
(end node / device), pia mOAN (gateway) kot T€Aog Eva network ko évav Application Server. Akoun
eEetaletor n Ao TG EVEPYOTOINONG MING TEPUATIKNG GLOKELNG LE YpNom TS texvoroyiag DNS yia
mv €0peom g devbuvong IP tov katdAiniov Join Server.

H viomoinon tov mopandve Pnudtov tpoimoditel Tig eENg epyacies:

1. Alao0vdeoT), TPOYPAULATIOUO KO PUGIKT EYKOTAGTOCT NAEKTPOVIKOV SLOTAEEMV KOl GUOTNUATOV,
Yo TNV VAOToinon piag TOANG (gateway) yio Ay ko amwoctoAn unvopdtov LoRa. Qg gateway
ypnowonoteitor évag single-board vroAoyiotig Raspberry Pi 3 Model B cuvdedepévoc pe 1 expansion
module SX1308 Raspberry Pi LoRa Gateway Board.

2. Eykotdotaon, pObuon kot dwyeipion Aoyapracudv oty miatedpua tov Chirpstack yio v
vAomoinon evog Chirpstack Network Server kou evog Chirpstack Application Server. ['a to Home
Network 0o ypnotponomdet Eva eucovikod punydvnua pe IP static address kot yio to Guest Network 0o
ypnoorombei to Raspberry mov 1o avagépbnke.

3. AlaoVVOEDT), TPOYPOUUUOTICUO KOl PUOTKY] EYKATAGTACT) NAEKTPIKMV S10TAEEMV KOl GUCTNUATOV Yo
Vv emroyn Asrtovpyia pog teppotikng cvokevng (end node / device) LoRaWAN. Qg teppotiky
ovokevn Ba aglomomBel vag pikpoeneEepyaotg LoPy o onoiog Oa mpoypappatiotel katdAAnio o€
Python.

4. YAomoinon tov pubuicemv mov eival omapaitnTes yioo Ty EVEPYOTOINoN TG TEPUATIKNG CLOKELNG
péow DNS. Oa yivel ypriom katdAiniov DNS server mov mapéyetat and 1o votitovto AFNIC.

5. KatdAAnAn PvOuon tov diktdmv Home kot Guest Network dote 1) teppatikn cuokevn va propet
va ouvdebel oto Home Network (oto omoio dev eivar eyyeypappévn) péow tov Guest Network (oto
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omoilo ival eyyeypOaEVT Kot EVEPYOTOINIEVT 0ALA BpiokeTon ekTOC UPELELOC) KAvovTag Ypon TNG
VINpeciag roaming.

1.3 Xovelo@opa OWTAONATIKNG EPYACIOG

H ypnon mc teyvoroyiag LoRa — LoORaWAN é£yet emextabet paydaio otig epapuoyég tov loT
KaOADG €Y1 KATOPEPEL VOL TPOGPEPEL L0l ATTOJOTIKT) EVOAAGKTIKY Y10 TV O10GVVIEST] LETAED TV
TEPUATIKOV GUOKEVMOV KoL TOV TUA®V. ¢ véa TeYVoAoYia dtacvvdeon ival Aoyikd vo vITdpyEL TO
EPOTNUA OV UTOPOVV VL VTTOSTNPLYOOVV Ae1ToVPYiEG TAANOTEPWOV TEXVOAOYLDV, OTMG 1) KIVNTN
mAepwvia (4G / 5G) ko to WiFi, kot 1dwaitepa 1 Aettovpyio roaming.

Q¢ roaming ovVOQEPOUACTE GTNV IKOVOTNTO ¥PNONG HOC GUGKELNG EKTOG TNG ERPEAELOG TOV
€YYEVOUG OIKTHOL TNG, KAVOVTAG YP1OT EVOC AALOL OIKTVLOV.

H Aertovpyia Tov roaming givar wwaitepa onuovtikn oto cvotipota [oT ,dpa kot ota diktva
apyrtektovikng LoORaWAN, 01011 emekteivel v uPELELD TOVG 0OV EMTPETEL OTIC TEPLOTIKES
GLGKEVEG VO GLVOLOVTOL LLE TIG EPAPLOYES TOV LITOGTNPILOVY aKdUa KO oV BpickovTal EKTOG TIg
euPérerag Tmv muAGV Tov d1ktHoL Tovg. Eivatl arapaitnto dpwmg va Bpickovtat vioc g eppéretag tomv
TUA®V €VOC AALOL O1KTVLOV TO 0Toio Ba £xel pLOGoTEL KaTAAANAa Y10 vo, vTooTnpilet T Aettovpyia Tov
roaming.

H ovveiocpopd ™ mapodcog SOIMA®UATIKYG Epyaciog cuvicotaton otV eEETOGT TNG XPNONG TOV
SLVOTOTTOV TV TEAEVTAI®MVY ekdOCEMV TNG TAATPOPLaS LoRaWAN avoiktov kmotka Chirpstack yia
v vAomoinon diktdwv LoRaWAN mov propodv va vrostnpiovy tnv vanpecio roaming Kot 0
€Leyyog TG emTLY0VS AgtTovpyiag TNC.

H mpocéyyion avt odnyel o amodotikdtepn Xpnomn TV SbESIL®Y TOP®V Kol GE EMEKTACN
¢ euPéretag Tov SkTOmV, Aatteiton OPMG ToPEUPOCT) GTOV SIOUKOUIGTES TOV SIKTVMV OO TOVG
dwayeplotég tovg. H emPdpovvon avt) dpme onuaivel 6TL 0 xpnotng pio TEpUATIKNG GLCKELNG 0EV
ypewaletal va mpoPel og kdmola pvOuoT Yot 1 dradikacio Tov roaming Ha yivel aLTOUOTA.

1.4 Aopn} OWITAONATIKNG EPYOCILOG

>10 Mépog A (Oewpntikd YoPabpo) tg epyaciag yiveror mapovsioon tng Bempiog
avapopikd pe to 10T, ta diktva LPWAN kot o cvykekpipéva v dtopdpemon LoRa. AkoiovBel pia
napovciocn tov MAC tpotokéArlov LoRaWAN pe Eupocn oty apyltektovikny Tov S1kTHoL Kot TG
dwdkaciog Join.

10 Mépog B (YAomoinon) apywucd mopatiBevial n meptypa®n Tov eE0TAGLOV Kot TOV
AoylopKob ov ypnoipomomdnkay ota TAaiclo TG EPYNCIag. TNV GLVEXELX YiveTal pio AVAAVTIKN
TOPAOEST] TOL TPOYPULUUATIGLOV KOl TOV puOpicemy Tov elval amoapaitnta agevog Yo TV VAOTOINoN
evog amhob diktvov LoRaWAN kot a@etépov yia TV €XEKTOON TOL SIKTHOL AVTOV MOOTE VAL
vrootnpilel TV Aettovpyia Tov roaming. Xto [apdapnua tapovoidlovion ta configuration files twv
Server Kol Tov gateway mov ypTGLLOTOmONKay.
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Ke@draro 2: Internet of Things
2.1 Opropog

O 6poc¢ internet of thing (IoT) avagépetal o Eva dikTLO PVGIKOV OVTIKEWEVOY (things) ota
omoio EVOMUOTOVOVTOL eONTAPES, AoYIoHKO 1| GALES TEYVOLOYIEG e OKOTO TNV GVVOEST Kot
OVTOAAOYT] TANPOPOPIOG PE AALEC GUOKEVEC 1) CUCTHLATO LEGM TOV O dIKTOOV[ 1].

To avtikeipeva (things) pmopet va givot oTidNTOTE, 0O 01KIOKEG CLOKEVEG £C OLTOKIVITAL.
[Tpémel Opwg va S100£TOVY T TAPAKATM YOUPAKTNPIOTIKA Y10, VAL AEITOVPYOVV G UEPT] EVOC
cvotnuatog [oT:

AwoOnmipes: Ta dedopéva (data) mov Ba emelepyacTovV amd TNV TEAKY EQOPUOYN EVOC GLUGTATOC
[oT mpémetl va mapayBoHv amd 1o puokd neptBdirov. [IpoPavdg Ta aVTIKEILEVO TOV GUGTAIOTOC
OVTOV TPETEL VAL EVGOUOTOVOLYV TOVS KOTAAANAOVS olcsONTNPES Y10 VoL GLAAEEOVY LETPTCILOL KO
a&lomomono dedopéva dmmg etvar n Oeprokpoacio Kot n TayHTNTO.

Yovoeopotnto kot Tavtomoinoen: Ot cuokevég yperdleton va o100étovy pio 6OVOEST GE KATO10
dikTvo OTMG 1o internet kot pio povadikn tavtdtnto o ovtod (T.y. [P address) yia va elvor gkt 1
EMKOVOVIO TNG LLE TO VTOAOUTO GUGTI L.

Anopaxpuopévn Asrtovpyia: Mia cvokevn [oT npénet va Aettovpyet Bacilopevn ota dedopéva
(data) mov Aappdvet kot oTig evtorég (commands-control) wov Aapfavel amd To VTOAOITO GLGTNAL.
2VVeEnmG TPEMEL VoL UTOPEL v, AEITOVPYEL Y pig TNV avaykn eUGIKNG ovOp®dTIvNg Tapovsiog[2].

2.2 Apyrrektovikn Zvotnudatoyv loT
YuvnOmg 1 apyitektoviky Tov cvotnudtev loT neptlopBdaver Tpia enineda.

Perception Layer: 10 gninedo avtd Ppickoviatl 01 GVOKELES Kal Ol asONTNPES TOL GLAAEYOLV TOL
dedopéval.

Network Layer: Apopd oty HeTAd00 TOV d£d0UEVOV HETAED TMV GUOKELMOV KOL TMV EPUPLOYDV
mov Ba ta emeepyacstovv o1 omoieg cuvniBwg Ppickovrtal oto cloud. Avtod yivetal pécw GuoKELOV
(router, gateways) mov AapPdavouv ta dedopéva HESH SaPOp®Y TOT®V SIKTO®V OTmg bluetooth 1 wifi
Kot ta TpowOovv ato cloud pécm tov dradiktvov (IP/TCP).

Application Layer: Avogépetor otnv amodnkevon kot eneEepyasio Tmv 0£00UEVOV A0 TIC
KATAAANAEG @appoyEg [3].

[T ovykekpyéva éva cvotnpa loT teprlapfdavel cuokevEG TOLV GLAAEYOLV dedopEVA T OTTOTNL
oTNV GLVEXELD LEGM eVOG d1kTVOV (4G, lora) amootéAlovy e pio cuokevn TOAN (gateway), 1 omoia Oa
10 6TEIAEL GTNV KATAAANAN €QappoYn Yo eneEepyacio Tomkd 1 pécsm tov cloud. H cvokevn moin xet
NV SVVATOTNTO VO GTEIAEL EVTOAEG OTIC GUOKEVES, OTOTE 1) GYECT TOVG givarl apeidpoun [4].
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Zynua 2.1: Apytektovikn 3 emmédwv 10T [3]
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Synua 2.2: Tlapaderypa Aettovpyiog evog cvotipatog [oT [4]




2.3 XuvnOwopéveg TEVOLOYIES OIKTVOKIG Ola6VVOESTS suaTndTOV loT

I v vAomoinon evég svotipatog [oT Kot e101KOTEPA Y10l TNV EXKOVOVIO, TOV GUGKELOV LE
10 gateway Umopovv va xpnoipomoinfodv morrég teyvoroyiec. Ot mo cuvnBicpéveg mapatifevron
TOPOKATO:

Low Power Wide Area Networks (LPWAN): [Ipdkettat yio mpodc@atn 1exvor0Yio TOV TPOCPEPEL
emKovovia Leydang eppéretag pe eldyiotes amontnoelg evépyetag. Ta diktva LPWAN pmopovv va
OTEIAOVV HOVO LUKPE UTTAOK OEOOUEVOV IE YOUNAO pLOUO Kol TPOTYLOVVTOL Y10 TEPITTMCELS YPT|OMG
OV OgV amanToOLY LYNASG €0pog LdVNG Kat OV ivan vaicHnta 6To YpoOvo. ZNUEPA, VITAPYOVY
TEYVOLOYiEg OV AerTovpYoVV 1060 610 adelodotTuévo (NB-IoT, LTE-M) 6c0 kot 6to un
aderodotnuévo (my. MYTHINGS, LoRa, Sigfox k.Am.) pdcpa pe dtapopetikods fadpovg andooong oe
Baockovg Tapdyoveg duktHoV.

Cellular (3G/4G/5G): Ta diktvo KIVNTAG UTOPEL Vo Unv €ivor 100VIKA Yo OAES TIG TEPITTMOELG
ocvotpdtev [oT mov ypnoonotodv pratapieg aAAE evOEiKvUVTOL Yot GLVOEIEUEVA QLTOKIVITO 1)
dlayeiplon oTOAOL Y10 LETAPOPIKES ETALPEIEC.

Zigbee and Other Mesh Protocols: To Zigbee givar £va acOppato tpdtumo SikTdmong Pikpng
euPéLELas, YOUNANG KATOVOA®ONG , TOV AVATTUGCETOL GUVIOMG GE TOTOAOYIN TAEYLOTOG Y1dL VO
EMEKTEIVEL TNV KAALYT OVOUETAOIOOVTAG TO SEOOUEVO EVOS 0GON TP GE TOAAOVS KOUBOVG
acOnmpov. Ze oOykpion pe 10 LPWAN, 1o Zigbee mapéyet vynAdtepovs puOpovg dedopévmv, aArd
TAVTOYPOVA, TOAD HUIKPOTEPT] ATTOSOCT] 10YVOC AOY® TNG SIUUOPP®ONG TAEYLATOG EVD O100£TEL TOAD
pkpotepn epPéreta.

Bluetooth and BLE: To Bluetooth, mov evidcoetal otnv katnyopia twv Wireless Personal Area
Networks, elvat pa teyvoloyia emkoveviag pkpng epPéretag pe Ko 0€om otnv KoTovoA®TIKY
ayopd. To Bluetooth Classic mpoopilotav apyikd yio avtaAloyn dedouEveV amd onueio og onpeio N
and onueio og moAhamAd onpeia (€og entd vroteheic kKOUPovC) peta&h cuokevmdv. Bedtiotomompévo
Yo KOTavAaA®mon evépyelag, To Bluetooth Low-Energy e1oMy6n apydtepa yio TNV avTeT®dTIoN
epapuoyav [oT yio KatavalmTéc pukpng KAPoKaG.

Wi-Fi: To Wi-Fi katéyet éva kpicipo poho otnv mapoyn HETAPOPAS dedouEVOY VYNANG amddoong TG0
Yo €Topkd 660 Kot yuo oklokd meptBdiiovra. Qotdco, otov ydpo tov IoT, o1 Khpilot epropiopol Tov
elvar 1 Teplopiopévn KAAvY, 1 EMEKTAGILOTNTA KOl 1 KATAVAA®GT EVEPYELOS KOO1GTOOV TNV
TEYVOAOYIO VTN TOAD MYOTEPO OLAOESOUEVT).

RFID: H avayvopion padtocvyvotitov (RFID) ypnoyonotel padtokvpota yio t HETAS00T| KP®OV
T0coTNTOV dedouévav and o etikéta RFID o€ évav avayvadotn e moAd pikpr| amodotacn. Méypt
TOPA, 1) TEXVOAOYIO EYEL OLEVKOAVVEL 10, LEYOAT ETOVACTOGCT] GTO ALOVIKO EUTOPLO KOL TNV EPOSIUCTIKT
Kol amoteAel ko pio axoun evailoktikn yio cvotiuota [oT [5].

KéBe teyvoroyia diacivdeong mov avaeépOnke dtabétel Ta duvatd kot to adbvoto onueio tg.

To mopaKAT® SLAYPALLLO ATOTLVTMOVEL TOLOTIKA TN 0E0T TOV TEXVOAOYIDOV OVT®V HETAED TOVS, e Bdom
10 pLOUO peTdoooNc/ KaTovalmon evépyelag kot TV upéreta kabepiog:
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Data rate & .
Power Consumption Cost: Low @ @ @ @ High

&

100 MBps

Cellular

1 MEBps

100 KBps

1 KEps

1m 10mm 100m Tkm 10 km Range

Atdypoppo 2.1: Zykpitiki TOOTIKH OTOTOIMGT EUTAEKOUEVOV TEYVOLOYLOV [5]
2.4 Hopadsciypata EQappoyov IoT

Ot tgyvoroyieg [oT Bpiokovv yprion o moALEC TAeLPEG TG Lomg pag. AElomolovvtol 6TV
Blopunyavikn mwopoymyn, 6TO oypOTIKO TOUES OKOUA KOl GE KOOMNUEPIVEG Lag aoyoAies. Mia Kowvd
amodekty| katnyoplomoinon ivan o€ loT industrial, IoT public, IoT appliance kot IoT personal.

Ytv katnyopia IoT industrial Tepilapfavovton:

Buopnyoevia (Manufacturing): [IpoAnmtikn cuvtipnon e€omhcopov, dwoyeipton Popnyovikov
dedopévov(big data), EEvmva dikTLO, CLGTNHOTO AVTOVOUNG 031 YNONG, KATOVEUUEVO, POUTOTIKA
GULGTNLLOTO, TAONYN G, AGONTNPES TAPAKOAOVON GG, EVEPYOTOMNTEG, SIOKOTTES, EEVTVOL HeTpNTES, 3D
EKTUTTOTES, € AMOGTACEMS OVTOLOTOTOINGT KOl BEATIGTONOINGT TG TOPAYOYIKNG OAOIKAGIOGC,
dwayeipion amobepdtov, Tapakoiovdnon cuvinkov epyaciag (m.y. TowdtTnTo Aépa).

I'ewpyio (Agriculture): ZvAAoyn HETEMPOLOYIK®V Kol YEOAOYIKOV ES0UEVDV (a1cOnTpEg
Bepurokpaciog, vypaciog, TaxdTNTAg AVELOL, BPOYOTT®GNC, GVGTACTG £06.POVC), TAOTYNOT| Kot
AVTOVOUT 0ONYNOT| YEDPYIKMV UNYOVILATOV.

Ktvotpogia (Livestock farming): [TapakorobOnon kot eviomopudc {mukod Kepaiaiov,
TapoKorovONoN VYEioG.

TLotpuc kon @povtidoa vyeiog (Medical and healthcare): ®opntég cGuokevég mopakoiovOnong

Lotik®v onueinv, cuoTHUOTA E00TOINOTG EKTAKTNG OVAYKNG, GUOKEVES ETITOTOL dLAYVMOONG,
GLOKEVEG TAPAKOAOVONONC-EAEYXOV-OVTIUETOTIONG XPOVIOV TOONGEWDV.
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Metagopég (Transportation): 'ESunvo cvotnpa eAéyyov kukhopopiog, otdbegvong, GALOYNG
O1081mV, dlaYElPIoNG EPOSIOGLOV KOl GTOAOV OYNUATOV, EAEYYOV OYLLOTOG, LITOBoN BN oG 00N Y0V,
acpoAeiog, emkovaviog oynuatog pe oynuo (V2V) / pue vrodoun (V2I) / pe meld (V2P), mhofynon.

Evepyeroxn dwoyeipion (Energy management): 'ESvnva diktva (smart grid), £éEvmvor petpntég,
OLOKOTTEG, €& AMOOTAGEWS EAEYYOG KOl BEATIOTOTOINOT] KATOVAAMGNG EVEPYELNG.

2tV katnyopio IoT public tepirappdvovrar:
Ynooopég (Infrastructure): [TopoakorovOnon Kot TPOANTTIKY GLUVTHPNGT AGTIKOV KO 0LYPOTIKOV
VIOSOUADV (T.). YEPUPDV, GLONPOSPOUIKDV YPUUU®OV), SOUIKOG EAEYYOG ACPAAELNS KPIGUL®Y VTOSOUDV,
dwayeipion cuUPAVTOV Kol GLVTOVICUOG AVTOTOKPIONG € KTOKTN OVAYKT), GUGTILOTO
BeAtioTonoinong — TPOYPUULOTIGLOD KATAGKELADV, OL0YEIPIOT OTOPPULLATOV KOl ATOPANTOV, EAEYYOG
EMIESWOV NYOPVTOVONG, OTOSOTIKT OloXEIPIOT] ONUOTIKOD POTIGLOV.
Heprparrovrikog £reyyos (Environmental monitoring): ITaparxorovOnon motdtntog aépa, vepov,
€00(QOVG, ATLOGPALPIK®OV GLVONK®OV, Ayplog mavidag, aviyvevon poOAvvong, Topakoiovdnon otdlung
TOTOU®V, £YKALPT TPOEOOTOINGN Y10 PUOIKEG KOATUGTPOPEC.

Ymyv katnyopia IoT appliance nepilapfavovror:

"E&untvo omiti (Smart home): 'EEunvog ooTiopog/0éppoven/KMUoTIicoc, ToAVUEGA, AGPAAEL,
€Eumvec oVOKEVEC (.. YVYELD, TNAEOPAOT)), EVEPYELOKT] OlaXEIPLON KTIPIOL, OIKIOKOT VTOUOTIGHOL.

2tmv katnyopio IoT personal nepirappévovrar:

Ipocomkn dwacvvoeon: Smartphones, wearables, tablets, trackers.

270 TOPOKATO SLAYPALLLLO PAETOVIE GE TOEG EPAPLOYES TAPLALOVY KAADTEPO O1 TEYVOAOYIES
LETAO00MNG OV ATOPIOUNCAUUE TOPAUTAV®:

Key loT Verticals Li;tfjw G(ESII:::?I (Mostly Mesh) | (Star & Mesh) @ (Star & Mesh) |(Point-to-point)
Industrial laT [ ] O O

Smart Meter (8]

Smart City (&)

Smart Building Wim O O

Smart Home C |8 ) i

Wearables O L]

Connected Car (]

Connected Health [ ] »
Smart Retail o L8 ) [ [ ]
Logistics &

[
Asset Tracking o ® )

Smart Agriculture |8 ]

&  Highly applicable ) Moderately applicable

[ivaxag 2.1: IIpotevopevn xpnon dpopov TeXvoroyIdV dtktdmong [5]
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"Evog akoun tpomoc vo amopocicovE oo TEXVOLOYin LETAS00NG o ¥pNCUYLOTOGOVE Elval
va AdPovpe vITOYN LaG TIS AVAYKES GE EVEPYELD, TAXVTNTA LETAOOONC, OYKO dedOUEVOV Kal TOV apliuod
oLGKELMV OV Ba ypnoomocovpe. Me avtd ta dedopéva dnpovpyeital Evo Stypoppo OTwe To

TopoKATo [6].

Data Traffic = Low

# of Node > 10 LPWA
# of Node < 10 Cellular

Data Traffic = Low # of Node > 10

Data Traffic = High

Data Traffic = High # of Node < 10

Data Traffic = Low # of Node < 10 LPWA
Data Traffic = High # of Node <10 Cellular

Data Traffic = Low # of Node > 10 LPWA
Data Traffic = High # of Node < 10 NB-loT

Note: LoRa, Sigfox or NB-loT depending on provider availability in that region.

Accessible

o

Symua 2.3: Aévtpo emAoyng KaTdAANANG TEXVoLoYing dikTOmong [6]

Y10 mAaiclo TG Tapovoag epyasiog ypnoyonoteital n texvoroyia LoRa tng owkoyévelag
LPWAN. Xvvenmg oo vroAouro KeQAioto Bo EGTICOVV GTIC TPOSLUYPAPES TNG.
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Kepaiaro 3: LPWAN
3.1 Opwopoc

Ta diktva LPWAN (Low Power Wide Area Network) etvon pua teyvoroyio acOppotov diktoov
€VPELOG TEPLOYNG TTOL SLUGVVIEEL GLGKEVES YAUNAOD EVPOVE (DOVNG TPOPOSOTOVUEVES OO UTATOPIO LE
YounAovg puBpovg bit oe peydieg omootdoelc. Ta LPWAN pmopovv va gprioeviicouy peyédn mokétmv
and 10 émg 1.000 byte oe TayvTES OvepyOuevns Levéng émg 200 Kbps. H peydin avtovopia tov
LPWAN nowiiAer omd 2 km €wg 1.000 km, avdioya pe tnv teyvoroyia. Ta tepiocdtepa LPWAN
€yovv o Totohoyio aotépa 6oL, Tapdopota pe to Wi-Fi, kdbe teAiko onueio cuvdéeton amevbeiog pe
KOW{ KEVIPIKA onpeia tpocPaong (gateways)[7].

3.2 IMigovektipata diktvv LPWAN

O 6poc LPWAN epopaviomke to 2013 Kot 6&v vTodNA®VEL KATOL0L GUYKEKPLULEVN TEXVOAOYIKN
Ao, aAAa cvumeptAapPavet pia katnyopio TEXVOAOYIMV SIKTOOV TOL £(0VV GYESUGTEL Yo VoL
EMKOLVAOVOVV O.GVPUATO GE CYETIKA LEYAAEG OMOGTACELS YPNOUOTOIDVTOS YOUNAOTEPN 15KV OE
oVYKpIoN He GALD diKTLO, OTTOC TAEQMViD, dopLEOPIKES emkovmvieg | WiFi. Avtd ta dvo Pactkd
YOPOKTNPLOTIKA, ONAOON 1) EVEPYELOKT ATOS0GT Kot 1] Evpeio KAALYT GNUOTOS KaO1oTOOY TV
TEXVOAOYLOL VTN WOOVIKN Y10 TIG AVAYKESG TG cvvEXDS e&eMacdpevng ayopds epapuoyav IoT [8].

To mheovektpota TV diktvwv LPWAN pmopobdv va kotnyoplonomBodv wg e&ng:

Meydain gppérera: H epféreia Aettovpyiag g teyvoroyiog LPWAN mowkiddel amd Alyo yihodpeTpa o€
OO TIKEG TEPLOYES £mG TAVM amd 15 yrMduetpa o€ aypoTiKEG mepLoyEc. Mmopel emiong va emttpEyel v
OTTOTEAECUOTIKT EMKOIVOVIN OEOOUEVMV GE ECMTEPIKES KOl VTOYELES TOTOOEGIEC TOL TPONYOLLEVMG
dgv NTaV EPIKTEG.

Xopnin woydc: ‘Exyovtag Bertictonombet evepyetaxd, ot tounodéktec LPWAN propovv va
Aertovpyolv pe pukpéc, eOnvég umatapieg yio 10-15 ypovia. Avtd petappdletor oe PeiON TOL
KOGTOLG GLVTIPNONG KO EVEPYELNG.

Xapnro kéotog: Ta amhomompéva, eraepid tpwtdéxoira tov LPWAN peidvouv v mtolvmlokotnta
070 GYEOLUGLO TOV LAKOD Kol LELOVOLV TO KOGTOG TNG cvokevng. H peydin toug epféreid, og
GLVOLOGUO [LE L0 TOTOAOYIO AOTEPQ, LELMVEL TIG AKPIPES OTOLTHOELS VITOGOUNG. 2E GLVOLACUO LLE T
xpNom ereHOepmv N NON decUELUEVAV YO0 ALTH TN ¥ PNOT LOVAOV GLYVOTTOV HELDVEL TO KOGTOG TOL
dwktvov [9].

3.3 Tonor LPWAN

To LPWAN oev givon (o eviaio teyvoloyio, 0AAG Lo opdoo Stopdpmy TEXVOAOYIDV TOV
naipvouv ToALA oynpota kot popeés. Ta LPWAN pmopodv va ypnoiomotovy adel000TNEVEG 1) 1N
ouyvoTNTEG KaBMG Ko eAevBepa 1| oyt TpoTLTa (Oopen standards). Mepikd mapadeiypata sivor Ta
axoAovoa:

Sigfox: Eivat teyvoloyla amoxieiotikng ypriong (proprietary technology) mov avontocoetat and v
etaupia SigFox, amotedmvtag pia amod Tig mo evpémg dladedouéveg g owkoyévelog LPWAN. Tpoxetton
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v texvoroyia ekmounng woAd otevng {ovng (Ultra Narrow Band — UNB), mov Bacileton otnv
eykatdotaon otafumv Baong (base stations) yio TNV avamTuén Kot ETEKTAGT TOV SIKTVOL TNG TOV
xpnoonolel Tic ErevBepeg Loves v 868 MHz 1 902 MHz. Evo propet va petapépet unvopoto oe
anootdoelg 30-50 km og aypotikég meproyég ko 3-10 km o€ aotikég meproyés, 1o péyebog Tov makétov
tov mepropiletor oo 150 pnvopata tov 12 byte v nuépa. Ta makéta downlink eivan pkpdtepa, povo
téooepa unvopata tov 8 byte v nuépa. H amootoAr] dedopévov oTic GuoKevEg umopel va givat
EMPPETNG o€ TaPEUPOLEC.

RPMA(Random phase multiple access): Eivai teyvoloyio amoxielotikng ypnong (proprietary
technology) mov avantocoetat amd v etapio Ingenu Inc. Av ko €yl pikpotepn epPéreta (€ 50 km
OTTIKNG YPOUUNG Kot HeTa&y 5-10 km ektd¢ ONTIKNG EMAPTNG), TPOSPEPEL KAADTEPT) QPIdpOUN
emkowvavia omd to Sigfox. Qotoc0, £neldn Aettovpyel oto acpa twv 2,4 GHz, eivon emppenng oe
napepPoréc and Wi-Fi, Bluetooth kot puoikég dopéc. Emiong, £xel cuviBwg vynidtepn Kotavaiwoon
evépyelog omd dAheg emhoyég LPWAN.

LoRa: Mia teyvoAoyio amokAeloTikng ypnong (proprietary technology) mov vrrootnpiletat amd
LoRa Alliance. Exnéunel og moALéc cuyvotnreg sub-gigahertz, kot kabictatol pe ovtd T0 TPOTO
Mydtepo emppenng o€ mapepPorés. Xpnoipomotel dapdpewon eEanimonc edouatoc (CSS — Chirp
Spread Spectrum) kot emitpénel oTovg ¥proteg va opilovv to péyebog tov makétov. To viokeipevo Ton
TOUTOOEKTT TTOV ¥pNoIpomoteiton Yo Tnv vAomoinon tov LoRa givan d1abéopo pdvo and v Semtech
Corporation, v etarpeio ticm and v teyxvoroyic. To LoORaWAN eivor to mpwtdkorro emmédov
eréyyov pocPaonc moivpécwv (MAC) mov dayepiletor v emkowvovia peta&d cvokevdv LPWAN
KOl TOADV.

Weightless-N, ap@iopopo Weightless-P kar Weightless-W: H Weightless SIG éyet avantiéet tpia
npdtomo LPWAN: To povng katevbuvvong Weightless-N, apgidpopo Weightless-P ka1 Weightless-W,
10 omoio eivan emiong apeiopopo kat dev €xel aypnoyonointo edopa. To Weightless-N kot to
Weightless-P eivat mo dnpoeireic emloyég Adym g pkpdtepng ddpketag {ong g uratopiog Tov
Weightless-W. To Weightless-N kot to Weightless-P ektelodvtor 610 pun ad£1000tnpévo aco KOTm
tov 1 GHz, alAd vrootpilovv eniong aderodotnpévn Aettovpyio @AGHOTOG XPNCLOTOLDOVTOG
teyvoroyia otevig Lovng 12,5 kHz.

Narrowband-IoT (NB-IoT) kon LTE-M: Eivot kot ta 00 wpdtuma 3ng yevidg Partnership Project
(3GPP) mov Aettovpyovv 610 adelodotnuévo pdoua. Evad éxovv mapopoteg emdoocelg pe dAha mpoTuma,
Aertovpyohv GTNV VIAPYOLGO LITOSOUN KIVNTHG TNAEQMVING, EMTPETOVTIOS GTOVG TOPOYOVS VINPECLOV
va TpocBétovy ypnyopa cuvdesiuotnta kKivntng tiepoviog [oT ota yapto@uAdKio VINPESIOY TOVG,.

NB-IoT (yvowoto ko mg CAT-NB1): Acitovpyet oty vdpyovca vrodoun LTE kot Global System
for Mobile (GSM). [Tpoopépet tayvtnteg uplink kot downlink wepimov 200 Kbps, ypnoiponoidvrog
pévo 200 kHz 61a0écipov gvpoug {mvng.

LTE-M (yvoot6 ko mg CAT-M1): [Ipoceépet vynidtepo evpog {ovng amd 1o NB-IoT kot to
VYNAOTEPO £VPOG LdVNG amd omotadnTote TeYvoroyio LPWAN.

Yndpyovv ko dAreg teyvoroyieg LPWAN 6mwg ot GreenOFDM (GreenWaves Technologies),

DASH?7 (Haystack Technologies Inc.), Symphony Link (Link Labs Inc.), ThingPark Wireless
(Actility), Ultra Narrow Band (d1dpopeg etanpieg 0Onmg Telensa, Nwave kot Sigfox) kot WAVIoT[7].
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210 gnOUEVO TTivaka TOPOVGIALETOL piot GVYKPIOT) TV TapaTave texvorloyidv LPWAN wg mpog
T0 S1APOPA YOPUKTNPLOTIKE TOVG OGS To gVpog Lodvns (bandwidth) kot 1 epPérera (range)[10].

Comparisan af Law-Pawer WAN Alernatives

MMivaxag 3.1: Zvykprrikdg wivakag teyvoroyidv LPWAN [10]

Waightless "
|EEE PE02.11ah (I Drash7 All Protocal
Mame of Standard SigFun LiRaWAN LTE-Catm an e | Dash? Alliance Protoca Irgenu RAMA e
paower WIF) 1o
W N P
TV whitespace 868 MHZ/I02 MHz | 433/868/ TB0/915 MH Lcense-exemgk bands |, e g1s i
Frequency Band o0 B:m P Sub-GHZ ISM | Sub-GHZISM I!SM t 3! o ' Cellular Belaw 1 GHz, excluding " hi/shD " 2.4 GHz 15M Sub.GHz ISM
[400-800 MHz) the TV White Spaces
EL: Bl 25kHz, US
- Ultra narrow 64125 kHz/ 81 25k, . 1 Mz {40 channels Uttra narraw
Vi )
Chanriel Width ShHz band (200Hz) 12,5 kHz Ultra narrow band Modulation: Chirp Saread LaMHz 1/2/4/B/165 MHz 25 KMz or 200 KMz available) band
Spectrm
30-50km (rwrall, 3-
1k {urban), 20-
Range Skm {urban) 3kem jurban) 2km (urban} 10k [urbany), 2-5k {urban), 15k {rural) 2.5- 5km gt 1Km {outdoar) Q=5 km *500 km Las St {rural)
1000km Los
. De=pendent on Regicna "
4 14 ]
End Node Transmit 17 dam 17 dBm 17 dBm 104w to 100 MW EU:<+14dBem, 100 mw Regulations  {from 1| DSPencing on FOC/ETS 1020 dBm 25-100 mW
Power US:<427dBm N regul atiors
MW ko 1 W)
Upto 7,591 Bytes (w/o
" . N . ~100-~1000 bytes|  Aggregation), up to Flexible (B bytesto 10 |12 byte header, 2-
P U
ackel Sige 10 byte mmin. Up o 20 bytes 10 byte min. 12 bytes Defined by User typlcal 5,535 Bytes (with 256 bytes max / packet fropn 20 byte paylasd
Aggregation)
_ AP aggregates o 624 kbps
1kbps to 200 bps to 100 bps ta 140 ELY; 300 bps ta 50 kbps, 150 Kbps = 346,656 9,6 kby's, 55,55 kbps or
plink Data Rate 100bps ¥ ~200khps per Sector {Assumes & 100 bps
10 fibps 100 kbps messa e day US:200- 100k bps hbps 166,667 khys channel Access Paint]
AP aggregates to 156 kbps
1kbps to 200 bps to Mo 4 miessages of 8 EL: 300 bps to 50 kbps, 150 Kbgs ~ 346,666 9.6 ks, 55.55 kbps ar
Downlink Data Rate Mo downlink . ~200khps N per Sector |Assumes §
:900- T
10 Mbps 100 kibps brytes'day US5:900- 100k bps hbps 166,667 kby's channel Access Paint)
Devioes per Acoess Uplink:=1M, NA |conmectionless
Eoint Unlimited Unlimited Unlimited 1 Ooarlinkcio0k 20k 81391 communication] Up 1o 354,000 per sectoar 1M
Typically Star, Tree
Node-1o-node, 5ta)
Topalogy Star Star Star Star Star on Star Star Star, Tree Tree N supported with an RFMA Star
extender
Allowed by other IEEE
E:d node foaming Yes Yes Yes es Yes es B02.11 amerdments Wes Yes Yes
pllowed {e.g., IEEE 802_11r]
(Governing Body Weighthess 5IG sigfox LoRa Alllance IGPP IEEE 802,11 working Dash7 Alliance Ingeny (formerly OnRamp) | weightiess SIG
Eroup
timited Standard in
deplayment Deployment | development Specreleased June 2015, | Release 13
) . u
Status awaiting In deploymant : Targating 2016 release | Releazed May 2015 In Deploymant Iri D ploymgnt
e beginning scheduled e in deployment expected 2016 | 1278 v oy e
ReCtIL release 4Q 2015
availability
Tource: EOM.cam - Lopyright 2015 ULM Amencas Few. 0716710

[Mapampodpe 6T KaOe TEYVOLOYiD LITEPTEPEL GE KATOLN YOPAKTPIOTIKA, EVO VTOAEITETAL GE
Kkdmota dAAa. [ Tapdoetypa o pia epappoyn mov arortet yapnAd latency, Oa tpotundei n NB — IoT
Ao, VO € pio EQUPLOYN LETAPOPES OESOUEVMV HEPIKMV dEKAOMV bytes VIO EALAGTIKA YPOVIKA OPla,
0o mpotynBel pio Aom SigFox 1 LoRa. H emdoyn teyvoroyiag eaptdton amd tov eKdoToTE XPNOTN
KOL TNV €QPOPLOYT TOL VAOTOLEL DGTE VO TPOGIOPIGTOVV Kol Ol AVAYKEG OTWS TO OTOLTOVUEVO €VPOG
Covng kot n amdoTaon HETAED TMV CLGKELAV KoL TNG TOANG. Agv Tpémetl va. Eeyvae OTL KATOES
teyvoloyieg oev glvar dabéoiues dwpedv (SigFox) 1 éxovv meplopiopovg otov eE0mMGHO.

Ymv mapovca epyacio Exel ypnotpomrombei to tpdtuvmo LoRa ko 010 endpevo kepaiaio Oa
TAPOVGLOCTEL LE PEYAADTEPT] AETTOUEPELDL.
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Kegpaiaro 4: LoRa - LoORaWAN

4.1 Evoaymyn

Me tov 6po LoRa avagepopacte oe pio acOppotn texvoroyio S1opope®ons Tov EXTPETEL THY
viomoinon dwktvwv LPWAN kot amoteAeiton amd to mopakdtom dV0 TpmTOKOALL:

LoRa Modulation/LoRa PHY™: YXlonotel to puokd eninedo (Physical layer).IIpoketton yuo éva
TPMOTOKOALO SAUOPPDONG OV EMLTPENEL TNV EMITEVEN acVppoTNg (eVENG HeYdANG epPéreta.

LoRaWAN: Y\onotel to enimedo (eHEng dedopévav/vroeninedo MAC (Data link layer/MAC
sublayer). To LoORaWAN &ivat éva ovorytd TpoToKoALo d1achvOeonS Kot SIKTHMGNG OV TOPEYEL
ACQOAELG VIINPETTES AUPIOPOUNG EMKOVOVIAG, KIVITIKOTNTOG KOt YEWYPAPIKOV evTomicuov[ 11].

Av cuveyicovpe v cvoyétion pe to OSI (Open Systems Interconnection model) vadpyet Kot To
eninedo epoppoy®dv (Application layer) to omoio vAiomoteitat and epappoyég texvoroyiog cloud kot
neptlapPdvel Ty omobnkevon Kot TV eneEepyacio TV SESOUEVMV TOV TOPEYOVTOL OO TO.

TPONYOLUEVA ETITEDAL.

Application

LoRaWAN® MAC

MAC Options

LoRaWAN' |

Class A

Class B

Class C

L%Ra‘ LoRa® Modulation

cenirecs BT IETEEEN T TN

Yynua 4.1: Avtictoiyion emmédwv OSI — LoRa [11]

MAC Layer
(MAC)

Physical Layer
(PHY)
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4.2 LoRa Modulation/LoRa PHY

4.2.1 Ewooyoyn

H teyvoloyia LoRa givon pia acvppot teyvoloyio mov mopéyel To TAEOVEKTN O TNG LEYAANG
euPELELOG, YOUUNANG 1GYVOG Kot 0GPAAOVS, EVOVTL TAPEUPOADY, HETAO0OTG OEOOUEVOV Y10 EPAPUOYES
IoT. Baoiletar ot dtapoppmon e&dmimong pacpatog CSS (Chirp Spread Spectrum) , 1 omoia £yet
YOPOKTNPLOTIKA YOUNANG 16Y00G dmwg 1 dtopdpemon FSK, aAAdd pmopel va ypnoiorom el yio
EMKOVOVIES peYAANg epPéretag. Asttovpyel pe HeTaPANTO puOUd dedOUEV®V, YPNOILOTOIDVTOG
opBoymviovg mapdyovieg dracmopdg (orthogonal spreading factors ), Bucidlovtag To pvOuod dedopévemv
v epPérela N 1oL, £T61 OGTE VO, BEATIOTOTOEL TNV 0OS0GT TOL SIKTVOV GE £Va TEPLOPIGUEVO EVPOG
Covng[12]. H teyxvoroyio LoRa Bpickel yprion otnv acHpuatn cOvoeon unyavnudtov 6mmg
aoOnmMpeg ko moleg(gateways).

Avrkel oty katnyopia tov texvoroyidv (LPWAN) kot avortoydnke amd pio yoAAK eToipeio
v Cycleo, 1 omoia 61N cuvéyeta eayopdotnie 1o 2012 and ) apepkdvikn Semtech. H Semtech
dwyepiCetar v teyvoroyio LoRa wg 1dputikd pérog g ocvppayiog LoRa Alliance 1 omoia £xet
neplocotepa amo 500 etopeieg péAn. H teyvoloyia amoteiet pia texvoroyio puoucol emmédov
(physical layer) amoxAeiotikng xpnong (proprietary).H texyvoroyio LoRA eivor ave&dptntn and Tig
VAOTONGELS OTO OVMDTEPO ETITEON APOL KOL TTLO EVYPNOTI Y1 XPNION GE VPICTAUEVO GUCTILLOLTOL.
YvvnBiletar va cuvovaletar pe 1o tpwtékoiro LoRaWAN.

4.2.2 Shannon — Hartley Theorem

H avagopd oto Bedpnuo Shannon — Hartley eivor amapaitnt yio TV KOTovOnoT TOV TEYVIKOV
eEamioong pdouatoc. To Oeddpnua Shannon-Hartley kaBopilel tov péyioto pvbuod pe tov omoio
UTOpOLV Vo LeTA00000V TANPOPOPieg LEGM EVOG KOVOAOD ETKOWVOVING EVOC GUYKEKPILEVOD EVPOVG
CLovng mapovacia BopvPov.

Opiletl ™ yopntkdétta Shannon (C) evdg tnAemikovmviakoy dtadAov, dnAadn| To BewpnTikd
v 0p10 ToV PLOUOV PETAGOONC OEOOUEVMVY YWPIG amdAELR TApOoPOpiag AOY® AdBovg, Le TV
opadoyn 0Tt o dlowAog vokeltat o€ TPochetikd Aevkd B0pvPo Gauss[12].

C=B= 1092(1 + %) (1)

C: yopntikémta kavaAiov (bit/s)

B: g0pog {ovng kavariov (Hz)

S: puéom v Aappavopevov orpotog (Watts)

N: péom oy0¢ Bopvpov 1 mapepformv (Watts)

S/N: Adyog ofjuatog tpog 06pvPo (SNR) mwov ekppdleton o¢ ypappikoc Adyog 16yHog

Mo epappoyég evpémc edopatog 0 Adyog onpatog tpog B0pvPo sivar pkpds, KaBMOS N 16YVG TOV
ONUOTOG Etva GUYVA YoUNAOTEPT ad TO emimedo Tov Bopvov. Yrobétovtag éva eninedo BopHov
11010 Oote S/N << 1
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C S
= =1.433 x5 (2)

H &e&iomon 2 pmopel va Eavaypapel TpoceyyioTikd og:

C S » N B
FE NN ETO)

Ao v e€lowon 3 eaivetat OTL Yo TN HETAOOGT TANPOPOPIDOV YWPIG COAALATA GE EVOL KOVAAL
otabepov S/N (SNR) , noévo 1o gvpoc {mvng (B) tov petadiddpevov onpatog xpetdletot vo avénoei.
Av16 1oyvet av dratnpeitor otabepn n yopntikdtta (C) ToU d1avA0V.

4.2.3 Apyég e€amroong paopoartog (Spread-Spectrum Principles)

Onwg onueimdnke mopandve, avédvovag to vpog (ovne (bandwidth) tov orjpatog propodpe
va avtiotaduicovpe v vroPaduion g avaroyiag onuatog tpog B0pvpo (SNR) evog
TNAETIKOV@VIOKOL O1a0dov. To Bedpnpa Shannon — Hartley Bpicketl epappoyn otig te)viKeég
eEamimong edouatog OnAadn oe peBOSOLE e TIC OTOIES £vOL GO TOV TTOPAYETOL LE VO GUYKEKPIULEVO
€0pog Lovng e€amA®VETOL GKOTLLO GTOV TOUEN GLYVOTNTOC, LLE ATOTEAEGHLO VOl OO LE PEYAADTEPO
evpog {dvng. H cuvolikn 1oybdg Tov onpatog mopapével otabepn aAdd dtouoneipetal pacuatikd [14].
‘Eva onpo dtapdpepmong eEanimong edouatoc ogv £xet Eexdbapa d1oKpLTr) KOPLeT 6T PAGHO. AVTO
KAveL TO onpa o VoKL va Egxmpicel amd to 00pvPo Kot ETOUEVOS O SVCKOAO VO LTAOKAPLOTEL Iy
va vrokAamnel [15]. Ot kuprdtepeg teyviKég Olaomopds eacpatog eivat ot Direct-sequence
spread-spectrum (DSSS), Frequency-hopping spread-spectrum (FHSS) kot Chirp spread-spectrum
(CSS).

4.2.4 Direct Sequence Spread Spectrum (DSSS)

Yta mopadociakd cvotipata Direct Sequence Spread Spectrum (DSSS) 1o onpa mov 8éhovpe
vo petadobel amd 10 ToUTd TOAAATAACIALETOL LE VOV KOOWKO EEATAMONC, ONAaON Lo akolovdia
ooV (chips) moAd pikpdtepn mTEPLOO0V amd avTOHE TOL GNHTOG TANPOoPopiag (code sequence /
chip sequence). Mg vt v pnéBodo to gvpog LdVNG TOV GNLOTOG TOL TPOKVITEL KATUVELETOL TEPOL
amd 1o gVpog LOVNS oL KATOAAUPAVEL TO apyIKO onpal12].

Ytov 6ékTn, T0 emBountd onpa SedoUEVOV avaKTATAL TOAAUTAOGIALOVTOG EK VEOU UE Eva
TOTKA TOPAYOLEVO AVTIYPOPO TOV KOIIKA EATAMONG. AVTI 1] SLOOIKAGIN ETAVAPEPEL TO GO TOW
070 apyIKO e0pog {dVNG Kot umopel va meprypagel og n avtiBetn dradikacio amd avt Tov GuVTEAEiTAL
otov mouno. [pénel va onpelmdei 6t1 6tov 0Kt ivarn avaykaio vo ypnoipomoindei 1 id1a axolovdia
TOALOV OTIMG Kol 6TOV TOUTO Yo vl Yivel aElomoTtn avakTnon Tov apytkov ofjuatog [12].
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ey smel

Input Chatput
Message | oy onnel Iodulator Demodulator Channe]  |Message
™ encoder [T ¢ decoder | ’
Spre ﬁding Spre c;lding
genetrator generator

Audypoppa 4.1: Teprypagn evog cuotinatog dtédoong eacpotog [12]

AxolovBoV S1aypAUUATO LE TNV TOLOTIKY KOl POCUATIKY O0GTOPA EVOC GNUOTOG
TANPOPOPING KOTA TN SIOUOPPOCT] KOl ATOSUOPP®OT VoS onuatog pe ypnon DSSS.

Modulation / Spreading

r*— T —¥

I |
InputData — — — — = — — —»

Tehp —# 4

11
Code
= t

Sequence ‘ ‘ ‘ ‘ '

Tenip —=)

I
TX Baseband | HH |
. t
Signal

Audypoppa 4.2: AlopOpe®on — S1ad1Kacio. QUGHOTIKNG 0106Topag [12]
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Demodulation / De-spreading
Tonp — e
11
RX Baseband H_H 4
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Sequence /___\
. " » f
ng C
v Tge —B= 4
I |
Recovered —_——— e — ¢
Data
» f
Ry Ry

Audypoppa 4.3: Amodopdpe®on — d1ad1kacio PacHOTIKAG courtuéng [12]

To péyebog g dracmopds e€aptatal amd v avaroyia "chip per bit" (o Adyog g akorovBiog
TOAU®OV TPOG TOV emBountd puOuod dedopévarv), avapépetol wg kEPSog enelepyaciog (processing gain /
Gp) kot cuvnBwc ekppaletarl oe dB [12].

G,=10 * loglo(i—Z)(dB) 4)

Gp: képdog enelepyaciog (processing gain) (dB)
R¢. chip rate (Chips/second)
R,. bit-rate (bits/second

To DSSS £&yel evpeia ypnion o€ epappoyéc emkovoviag dedopévav. ['a va Asttovpynoet Opmg
OOOTA e ATOLTNTIKES EQOPHOYES amontel po e€apetikd axpipn wnyn poroyrod avaeopdc. Emmiéov,
0G0 PeYOADTEPOC €ival 0 KMOKOG N 1 akoAovBia d16Topas, TOG0 HeYaADTEPOG Eival 0 ¥POVOS TOV
amonteiTon oo TOV OEKTI Y10 VO EKTEAEGEL Ll GUOYETION G€ OAO TO HKOG TNG AAANAOLYING KMOTKO N
TAPOAANAL GE SLAPOPA KOUUATIO TOL GNUATOG. AVTO eMPapHvEL GLGKEVEG TTOL eV £XOVV TPOGPACT O
otafepn YN PELLATOG, dEV UTOPOVV VA VOl CLVEYMG EVEPYES Kol TTPETEL KAOE Popd va
ovyypoviovtal yio va amodidovy cootd[12].

4.2.5 Chirp spread-spectrum — CSS
To mapondveo TpofAnuata avipetomiletl o GAAN TeXVIKY 01ddoong edopatog n CSS. H
teyvoroyia CSS ypnoonolel maApote titificpata (chirp) pe cuyvotnTa TOL HETARAAAETOL YPOUUIKA

eite pe avéavopevo gite pe eBivovra puiud. Ot KOTOTEPES KAl O AVATEPES GUYVOTNTES TOV TOALOD
OVTIOTOYOVV GTO 0Pl TOL EVPOLG GLYVOTHT®VY oL kKaBopiloviat amd to TpdTLIO. OTOLOdINTTOTE
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nakéto CSS petadidetar pe 000 TOTOVG TOAU®V: pe avéavouevn (Upchirp) 1 Bivovsa (Downchirp)
oVYvVOTNTO, OTTWG PoiveTon ota oyfuato [16]:

\,

v

ﬂ ;
¥
A

]

]

i

]

To To

&
v

a
v

(Upchirp pulse) (Downchirp pulse)

Adrypappo 4.4: Tlaipoc up-chirp kot down-chirp oto ypdvo [16]

T ? T

 J
.

Y

P
Y

b
L

Y-

(Upchirp pulse) (Downchirp pulse)

Adrypappa 4.5: Metapoln eépovoag (up-chirp, down-chirp) [16]

H teyvoroyia vt amldvel To 6o 6€ OA0 TO PAGHO OTTMS Kol OAEG O1 TEXVIKES O1AO00TG
(AGLOTOC TTOV TOPOVGLAGTNKOV GTO TPONYOVUEVO KEQAAOL. AVTO 0dNYEl G€ avENUEVN avTOYN
anévavtt 6to 00pvfo Tov d1dAoL Ko 6€ TapeUPOAEG OKOUN Kot VTO WO104TEPO YOUNAN 1GYD EKTOUTNG,.
EmnpocOeta, mapovoidlet avtiotaon oto gavopevo Doppler. Zvvovaldpevn Le oyquaTo YnOLOKNG
dtpopemong (w.x. BOK, QPSK, DQPSK), enttvyydvetr kaidtepo pvOud BER [17]. Xtov moumd
moAlamAhactdletan pe Eva TaApud upchirp Ko otov 0éktn akoiovdeitor ) aviictpoen dadikacio e Tov
avtiotoyo maApd downchirp. Ze avtifeon pe daleg texvoroyiec Omwe  DSSS dev mpocbitet
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yevdoTuyoia ototyeio 6To onjua yu vo To Bondnoet va Egywpilel amd to B6pvPo Tov drtewiov, avtifeta
Baocileton otn ypopukn evon tov taApov titiiocpotog (chirp) [18].

L Destination

‘;

Data source

AWGN

____________________________________________________________________________

CSS Transmitter CSS Receiver
Atdrypappo 4.6: Tlopndg ko déktng cvotuatog CSS [17]

H dapdpemon CSS avamtoydnke yio epappoyég pavtdap tn oekaetio tov 1940 o
YPNOCLOTOONKE OPYLKE Y10l EMKOIVMVIES TTOV ATOLITOVGOV UEYAAN acPAAEL0 0O VTOKAOTEG OTMC Ol
oTPaTIOTIKES. Ta TEAELTAlN EIKOGL XPOVIO QLT M TEXVIKN £XEL OEL AVENUEVT XpNIoN OO TOAAES
EPAPUOYEG ETKOVMVIOG OEGOUEVAOV AOY® TOV GYETIKA YOUUNADY EVEPYELNKADV OVOYK®MV, TNG AVTOYNG GE
napePoréc kat oto B6pvPo [12].

4.2.6 Ilapovciaon swupopemong LoRa

H dwopopemon LoRa ypnoyomotet v teyvikn CSS yio vo ovTIHETOTIGEL TIG adLVOUIES TNG
DSSS ka1 va mapéyet pa tevikn SIapope®oNG CIHOTOS YOUNAOD KOGTOUG Kol YOUNADY EVEPYEINK®OV
anotnoemv ®ote va propet va ypnoonombel oe epappoyég loT [12].

H e&dmAwon Tov pAGHATOG EMTLYYAVETOL LLE TNV TOPAYWOYTN EVOG ONUATOC TOALOV (chirp) mov
TowiAAEL cuVEYDG G€ cuyvotnTa. 'Eva mAeovéktnua avtig g pebddov givar 6Tt ot drapopéc (offsets)
YPOVICLOD Kot GuYvOTNTAG LETAED TOUTOD Kol OEKT €1Vl 1IGOOVVOLES, LEUDVOVTAG GTUOVTIKA TV
TOAVTAOKOTITO TOV GYESOGHOV TOL 0€KTN. To gvpoc {dVNG avTov TOL TOALOD Eival IGOSVVOO LE TO
eacpatikd vpog Ldvng tov onuatog [12].

H oyéon peta&d tov embountod pubuov dedopévemv bit (wanted data bit rate), Tov
pLOUoY cupPorwv (symbol rate) kot Tov pvOUOY TaApov (chip rate) yio ™) dSwapdpemon LoRa pmopel

exppootel og e&ng:

Opilovpe tov puOUo6 dedopévav bit dapdpewong (modulation bit rate), R, wg:

2"
BW

Ry= SFr T ®

SF: mapdyovtag e&dmiwong (spreading factor) [7-12]
BW: gbpog {dvng drapdppmong (modulation bandwidth) (Hz)
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Opilovpe v mepiodo supPforwv (symbol period) , T, wg:

T _ZSF
s~ BW

secs (6)

"Etot, 0 puBudc ovuformv (symbol rate) R, eivar 1o avtictpogo tov Ty:

R :TL — 1.: szmbols (7)

Téhog umopovpe va opicovpe tov puouod chip (chip rate), Re, og:

_ SF _chips_
RC = RS * —— (8)

2ty endpevn oyéon mopatnpovpe 6Tl oty dapdpewon LoRa éva chip amoctélhetar avd sec
avd Hz tov gvpoc {dvnc.

R.=R x2" =2 «2"" = Bw (9)
H dopdpemwon LoRa epihappaver eniong éva oynua 010pmong HeTafANTdV GPOALAT®V TOL
Beltidvel TNV eVp®CTiO TOL PETAOOOUEVO G GE BAPOG TOL TAEOVOGLOV.

Mmopovpe vo 0piGOVLE TOV OVOUOGTIKO puOUd petdadoong bit tov onpatog dedopévev
(nominal bit rate of the data signal) g:

R, = SF *Jﬁ]-(m)

SF: mapdayovrog eEaniwong (spreading factor) [7-12]
CR = puBuodg kmdika (code rate) [1-4]
BW: gbpog {dvng drapdppmong (modulation bandwidth) (Hz)

H tedevtaio oxéon pog pag deiyver 6t av avénoovpe to gvpog {ovng(BW) av&davetat kot o
pLOuUdC petdooong bit (R,). Av avénocovpe tov mapdyovta eEdmiwong (SF) tote peidveton. Xe kdbe
nePinTOON To LIOAOTO LEYEON TTapapévouy otabepd [19].

H oyéon (6) pog detyvetr 6Tt dtav avdvetat to e0pog Ldvng T0TE peldveTaL 1) TEPI0d0GC
cupporov Kot 6tav avEavetat o Tapdyovrag eEanimong tote avcaverat. [To cvykekpipéva av avndet
katd 1 o mapayovtag eEanimong tote OmAactaletor 1 dtipKel0 GLUPOAOV, LTONTANGLALETOL O PLOUOG
petdooong bit kot av&dvetat o xpovog mov eivar gvepyn 1 kepaia (Time on Air -ToA). Avtd
HETOQPALETOL OE PLEYOADTEPT KATOVOAWMOT EVEPYELNG OAAG Ko peyalvtepm epPéreta [19].
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* An overview of symbol durations with respect to different Spreading Factors.
If the SF increases by one the symbol duration doubles.

bandwidth (BW)
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Adrypappa 4.7: Metapoin SF [19]

Mmnopovpe va movpe 6Tt ot cuokevég LoRa ypnoipomolovv vynlotepo cuvteAesTr| S10.6TOPAG
otav 1o onua ivatl adVLVARO 1 VITAPYOVY TaPEUPOAES Kot odnyovvTal o€ peyardtepo Time on Air
(ToA). Edv pia teppotikn cuckevn Bpiocketon apketd pokpld amd po ToAn, To onpa eEachevel Kot
eMOUEVMG ypetdleTor VYNAOTEPO GLVVTEAESTN dtoomopdg[19].

4.2.7 Zowveg ovyvotitov LoRa

To LoRaWAN Aettovpyel oe {dveg cuyvotntov sub-gigahertz o1 omoieg dtapépovv amd
TEPLOYN OE TEPLOYN AOY® KAVOVIGTIKMV OTALTICEDV.

To LoRa opilet 6éka kavata yio tnv Evponn. Ta 8 and avtd eivar moAlamiod puOuov
dedopévov and 250 bps £mg 5,5 kbps. Eva kavél propei va Aettovpyei pe vynadtepo pubud
petadoong dedopévov pe tayvtnta 11 kbps. ‘Eva kavdir etvar tomov FSK ota 50 kbps. H péyiom
EMUTPENOUEVT] 1oYVG etvan +14 dBM.

To LoRa ot Bopela Apepikn opilel 64 xavaia 125 kHz and 902,3 éwg 914,9 MHz.
Ynrdpyovv emmAéov oktd Kovaio avepyopevng Levéng 500 KHz og frjpata twv 1,6 MHz and 903
MHz éwg 914 MHz. Ta okt® kavaia katepyopevns (evéng éxovv mhdtog 500 kHz Eextvdvtag and ta
923,3 MHz ¢ ta 927,5 MHz. H péyiom oydg e£6d0v yio t Bopeia Apepikny eivan +30 dBM [20].
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Europe North America China Korea Japan India

Frequency band 867-869MHz 902-928MHz 470- 920- 920- 865-
510MHz 925MHz 925MHz B6TMHz

Channels 10 64 + 8 +8
Channel BW Up 125/250kHz 125/500kHz

Channel BW Dn 125kHz 500kHz

TX Power Up +14dBm +20dBm typ
(+30dBm allowed)

TX Power Dn +14dBm +27dBm

SF Up 7-12 7-10
Data rate 250bps- 50kbps 980bps-21.9kpbs

In definition by Technical Commitiee
In definition by Technical Commillee
In definition by Technical Commillee
In definition by Technical Commitlee

Link Budget Up 155dB 154dB

Link Budget Dn 155dB 157dB

[Tivaxag 4.1: Xapaxtmpiotika diktoov LoRa g d1dpopeg yemypapucés meproyés [20]

O péyotog kvkhog Asttovpyiag, (duty cycle) mov opileton wg T0 PE€YIGTO TOGOGTO TOV YPOVOL
KOTA TOV OTOL0 L0 TEPUATIKT] GLGKELY| Uopel vo KataAdpet Eva kavait, amotelel Pacikd TeplopiGHo
Yo O1KTLO TOL AELTOVPYOVV GE T AOEI0O0TNEVEG cLYVOTNTEC. ETOopévme, N emhoyn TOV KovaAlon
npénel vo, vhomomBel pe yevdotuyaio TpoOmo o KOs PETAOOOT Kol VO GUULOPPDVETAL LE TO PEYIGTO
duty cycle. T'la mopdoetypa, to duty cycle givar 1% yia teppatikég cvokevég omnv Evponn (EU 868)
[26].

4.2.8 Iawotntes Atopopomonc LoRa

Evpog Lovng pe dvvatotnta kmpdkmong: H diopdppmon LoRa givon enextdoun 1060 6g €0pog
Covng 600 kot og cuyvoOTNTA. MTopel va ypnotpomom el yio epapproyég otevig 1 evpeiag {mvng
pe AMyeg HOVO TPOGOPUOYEC.

Xra0epn meprfdrrovoa / Xapnin woyig: [apopown pe 1o FSK, 1o LoRa givar éva oynpa
SpoOpemong otabepng TP PAAAoVCAG TOL GNUATVEL OTL TO 1010 YOUNAOD KOGTOVS Kol

VYNNG amdd00N S YOUNANG 10YDOC LITOPOVV Va. ETOVO P GLoTotnBovv ot iditeg fabuideg yauniov
KOGTOVG / YOUNANG 1oYVOG Kot VYNNG amddoong. XAapig 610 KEPOOG emelepyaciog mov oyetiletat e TO
LoRa, n 1oy0g €£0d0v tov Topmob pmopet va peiwbei e cuykpion pe o cvppatikny cvvoeon FSK
JTNPOVTOG TOV 1010 N YUUNAOTEPO KOGTOG,.

Yyn ctipapotnrta: H dSwopdpemon LoRa givan wdiaitepa avBextikn oe mapepPolréc.
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AvOEKTIKO 6¢ ToALOTTAEG Sradpopés / EeOmpraopa: O marpdg (chirp) sivar oyetikd evpulmvikdg Kot
¢to1 1o LoRa mpocpépet avooio oe moAATAES dtadpoués Kot £acBévion, KafioTdvTag To 10aVIKO Yo
YPNON OE QOTIKA KOl TPOAGTIOKA TEPPAAAOVTA, OTTOV KLPLPYOVV Kot 01 SVO pUnyavicuot.

AvOekTiké o Doppler: H petatomion Doppler mpokaiet pio pikpr peTaTomIon GuxvOTNTOS GTOV
naApnd LoRa mov giodyet pia oyetikd apeAntéo petatonion otov aZova ¥pdvou Tov oNUaTog ¢ Cdvng
Baong. Avti n avoyr HETATOTIONG CLYVOTNTOG LETPLALEL TV OO{TN O Y10 TNYEG POAOYLOV OVOLPOPAS
GTEVIG AVOYNG.

Ixavotnta peyaing eppérerag: I'o otabepn 1oyd e£600v M amddoon g ovvoeong Tov LoRa
vrepPaivel avt Tov svpPatikod FSK. Otav Aappdvetar 6 cuvovacud e TV amodedetylévn avtoyn
o€ TopeUPOAES Kot unyaviopovg eEac0éviong umopel va LETAPPOCTEL GE TOVAAYLOTOV TETPOUTANGIOGLO

g euPéretag.

Evioyopévn yopntikétnte diktvov: H diopdppmon LoRa ypnoyonoiei opboydviovg mapdyovteg
OlOTOPAG TTOV EMTPENOVY GE TOAAATAL CTLOTO LE OLOPOPETIKOVG TTOPEYOVTES O10GTOPAS VOL
HETOOI00VTOL TOVTOYPOVA 6TO 1010 KavaAL. To SIOHOPP®UEV GTILOTO GE OLOPOPETIKOVS TOPAYOVTES
dlomopag epgaviCovral g 06pvPoc oTov dEKTN Kot OVTILETOTILOVTOL KOUTAAAN AL,

Evpog / Evromopdég: Mia eyyevig 1016tnta tov LoRa eivar n ikavotnta ypoppikng didkpiong Heta&d

ocpalpdtav cvyvotntag kot ypdvov. To LoRa eivar n 6avikr| Stopdppmon yio epapproyEég paveap Kot
EVIOTICHOD OKOMOL KO GE TTPOAYLOTIKO ¥pdvo [12].
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4.3 LoRaWAN

4.3.1 Ewcoyoyn

To LoRaWAN eivat éva tpmtokorro emimédov MAC mov epapuoletal cuvndme GuVOLOGTIKA
pe ) dwoupopewon LoRa 610 puoiko eninedo. [Tapéyet 1o Aoyiopukd mov opilel Tov Tpdmo e Tov omoio
01 GLOKEVEG YpNoonoovy to hardware tov LoRa, yio mapdderypo mdte petadidovy Kot oo givor m
popen| tov unvopdtev. To tpotoxoiro LoRaWAN eivar avorytd (open) kot ovamtdcoeTon amod T
LoRa Alliance. H mp®tn mpodiaypagn LoRaWAN kvkropopnce tov lavovdpio tov 2015 [21]. Xtov
TOPOKATO TivaKo TapovotdlovTal ol EKGOCELS TOV £XOVV KUKAOPOPTGEL LEYPL CNUEPOL:

Version Release date
1.0 January 2015
1.0.1 February 2016
1.0.2 July 2016
1.1 October 2017
1.0.3 July 2018
1.04 October 2020

[Mivaxog 4.2: Exdoceic LoRaWAN [21]

Xpnowonoteiton yio vAomoinon dwktvewv LPWAN kot £xel oxediaotel Yo va. GuvOEEL aGVppLOTOL
OLOKEVEG TOV AELTOVPYOVV UE UTOTAPIO GTO O10OTKTVO GE TEPLPEPELNKA, EBVIKA 1) TOyKOG IO diKTLA
Kot KOAOTTEL Bacikég amattoelg Tov Aadiktoov tov Hpaypdtov (IoT), dnwg apeidpoun enkowvmvia,
aoQAAELNG Omd AKPO € AKPO, KIVITIKOTNTAG KOl YE@YPOPIKO EVTOTIGUO [22].

B

NETWORK SERVER
(For Roaming)

17

Application Layer
\\ Application Layer
LoRaWAN® Link Layer @b n E
- LoRaWAN® Link Layer —
LoRaWAN® Regional i S vy
DEVICE Parameters GATEWAY NETWORK SERVER LoRaWAN® APPLICATION SERVER

JOIN SERVER

Symua 4.2: Apyrtektovikn] diktvbov LoRaWAN [22]
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4.3.2 Apyrtektovikn) owktvwv LoRaWAN

H apyrtextovikn evog diktvov LoRaWAN avantiocetat pe tomoAoyio Tomov star-of-stars otnv
omoio o1 TOAEC (gateways) avapetadidoovy unvopato LETaéd TepUATIKOV cuokev®V (end nodes) kot
KevTpkov dtakopotn dtktvov (Network Server) . Ot mhdeg cuvOEOVTOL LE TOV HLOKOULGTH OKTVOV
pES® TVTIKAOV cLvdEcemV IP kot amAdg petatpénovy mokéta RF og maxéta [P kot avtictpopa. Kabe
TOAN pmopel va eEumnpetel TOAEG TEPUOTIKES GLOKEVES TavTOYpOova. H achpuotn entkovovia
EKUETOAAEVETOL TOL YOPAKTNPIOTIKA PLEYOANG ERPELELOS TOV PLGIKOV oTpdpaTog LoRa, emtpénovtag
pa ovvoeon single-hop peta&h g TEPUOTIKNG CLGKELNG Kot (oG | TOAAGV TVA®VY. OAgg ot
Aertovpyieg elvort IKOVES Y10 AUEIOPOUT ETIKOIVOVI KO VTAPYEL VTOGTHPLEN Y10 OLAOES
d1eVBLVGLOOOTNOMG TOAAATANG EKTTOUTNG Y10 TNV ATOTEAEGUATIKT XPTOT| TOV PACLATOG KOTA TN
duapkela epyaciav Ommg ot avaPBaduicelg Over-The-Air (FOTA) 11 dhho unvopato paltknig dtovoung

" ~LoRaRF Secure IP___ - [ ] Secure IP ’ﬂ Secure IP
- - L
N P (((Q)))' - w0 Ry —— 0 o emia— w0
TN . ! / ’
Lo 4 "/ LoRa®-Enabled .+" Application Servers
v ﬂ ,«*, Network Server 0 Dashboards or
(VAN Pt , ! e Data Portals
A ) s K : e ‘
N '\ Al ’ ’ f" ! 7
—rm o, ’ ’ p
. p
. ) -_—
$ K -
\ /
E / — —

’ Join Server

()

Gateways

[22].
Synua 4.3: Apyrrektovikn diktbov LoRaWAN [11]

4.3.2.1 Teppotikég cvokevéc — End devices/nodes

Mua teppotikny cvokevn pe dvvatodtnta LoRaWAN gival cuvnBwmg évag aicbntipag mov
ovvoéetal acvppata og £va diktvo LoRaWAN pécm piag mbAng (gateway) ypnoiomoimvTos )
dtpopemon LoRa. Ze kdbe tétota kataokevt| g Exouv ekywpn el ToALL LOVOSIKE 0VOyVOPIOTIKAL.
AVTa TO OVOYVOPIOTIKA YPNCLLOTOIOVVTOL Y10 TNV ACPUAY] EVEPYOTOINGT| Kol dloYEPLoT TG GVOKEVNC,
Yo T OLGPAAIGT] TG OGPAAOVG LETOPOPAS TAKETOV HECH EVOG OIOTIKOV 1) ONLOGLOL SIKTVOL KO Yo
NV TapAadooT KpurToypaenuévayv dedopévev oto Cloud [11].
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H mpodiaypaen LoRaWAN opiletl tpeig tomovg cuokevdv: Class A, Class B kot Class C. O\eg
o1 ovokevéc LoORaWAN zwpémetl va vhomolovv v Class A ool ot vTOAOITES eival ETEKTACELS TNG.
OA\eg o1 katnyopieg cvokev®V vVooTNPilovy apeidpoun emkovovia (uplink kot downlink) [11].

[ [
= -—
.- S .
7 - —&— e ’ —é—
o0 LoRa®-Enabled - : Application Servers Dashboards or
P . Networbl( Server o7 Data Portals
- -
-7 1 e
() L
..... A v
g [ )
Gateway ‘
- —

Join Server
Zymua 4.4: Teppotikés cvokevés (end devices/nodes) [11]
Class A

H enwowvovia kKAdong A Eexvd Tavta amd TV TEPUATIKY] GUCKELN, 1) OTTolo UTOPEL va. oTeldeL
éva uvopa uplink avé tdoa otryur). MOAG ohokAnpwOei 1 avodikt| petdooon (uplink), n cuokevn
avotyet dVo civropa Tapdbvpa Kotepyopevng AMyng (downlink). Yrdapyet po kabvotépnon petalo
ToV TéAOVE NG petddoong uplink kot g Evapéng Tov mapabdpwv downlink (RX1 ko RX2
avtiotoya). Edv o d1aKopiotig S1kTOHOL 08V aVTATOKPIVETOL KOTA T SLAPKELN OVTMV T®V dVO
TapaBvpov Ayng, n emopevn petddoon downlink Ba etvon petd v emdpevn petddoon uplink. O
SloKOeTNG O1KTVOV UTopel va avtamokpifel katd to mpoto mapddvpo Anyng (RX1) 1} katd to
dentepo mapabvpo ANyng (RX2), adrd dev ypnoyomnotel Ko ta dVo mapabupa [21].

Uplink ‘RX1 RX2‘

S

RX1 Delay

RX2 Delay

Transmit Time On Air

Synua 4.5: Zookevég Class A [21]

Ot ovokevég KAAoNg A cuyvd Tpo@odotohvTal e pumotapiol apov EYouV TN YOUNAOGTEPN
KOTOVOAMGT EVEPYELNS KOl TEPVOVV TOV TEPLGGATEPO XPOVO GE KaTAGTOOT VITVvoV (sleep mode).
ZuvnOmg dtatnpovv peydro dtaotipoto petasd tov uplinks kot £xovv VYA KaBVOTEPNON LETAPOPAC
(latency) [21].
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Class B

Ext6g amod ta mapdbupa Ayme mov eKKivovv amd TV GUCKELT| OTTMG avaAHONKE Yol TG
OLOKEVEG KAAONG A, 01 6VoKEVEG KAAoNG B avoilyovv mapdbupa mpoypoappatiopévng Ayng yia
Myn unvopdtev downlink amd tov Network Server. Xpnoionoidvog ypovikd cuyypovicpuéva
unvopato “edpovg” (beacons) mov petadidovtor omd TV THAN, 0L GUGKELES OVOTYOLV TEPLOJIKA
nmapdaBvpa Aymc. O ypodvog peta&d Vo beacons gival Yvmotog g mepiodog beacons. H cuokeum
avOiyeL «OTOd0YES ping» KatepyOUEVNS (EVENG O TPOYPUUUOTIGUEVEG DPES VIO AYN UNVOUATOV
downlink a6 tov Network Server. Ot cuokevég kAdong B avoiyovv eniong mapdbopo Aqyng petd tmv
OmOGTOAN Hlag ovvdeonc uplink, 6mmwg prmopeite va deite mTapakdTo:

e

Beacon PN Uplink ’ ‘ RX1 ‘ RX2 ’ Beacon
RX1 Delay
Ping Slot S =
< RX2 Delay

Beacon Period

Zynua 4.6: Zuokevég Class B [21]

Ot teppatiég ouokeLEC KAAoNG B £xouv yauniotepo latency amd Tig TEPUATIKES GUOKEVES
KAAoNg A eneldn] eivat TposPACILES GE TPOSVUPMVNUEVOVS YPOVOVS Kol OEV XPELALETOL VO GTEIAOVY
po avodikt) cuvoeom Yo va Adfouv pia katepyopevn ovvoeon. H duapreta Long e pratapiog ivan
LKPOTEPT OO TIG CLGKEVES KAAONG A, EMELON 1| GVOKELN E0OEVEL TEPIOCOTEPO YPOVO GE EVEPYN
Aertovpyio KoTd TN dtdpKeln TV beacon Kot Twv vrodoywv ping [21].

Class C

Ot ovokevég kKAdong C emexteivouy v kAdon A dtatnpovtag Ta Tapdbupo Ayng avorytd
EKTOG OO TIG YPOVIKEC OTIYUEG OTIG OTOIEC OV EKTEUTOVV. AVTO EMTPEMEL EMKOIVAOVIO YOUNANG
KkaBvotépnong petapopdg (latency) ahdd odnyel o€ apkeTd peyardtepn KOTAVAA®GT EVEPYELONS GE
oLYKPLION HE VTN TNG KAGong A [21].
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Extends to next uplink

Uplink } RX1

RX2 ‘ RX2

Transmit Time On Air

Zymua 4.7: Zvuokevég Class C [21]

4.3.2.2 TIvheg LoRaWAN — Gateways

((« >))\\ -_—

s ’ Application Server
’ Vertical #1

" i ® N I
\ P . L LoRa™-Enabled . Application Server Customer
. Network Server hNE Vertical #2 Server

Application Server Mobile App
Vertical #3

Zynua 4.8: TIoleg (gateways) [11]

H amootoln pog moiAng LoRaWAN eivan va Aappdavel pnvopata pe dwopdpemon LoRa and
0mO100NTOTE TEPHOTIKT cLoKeLT (end node) mov PpiokeTon 6TV eUPELELd TS Kot VoL Ta TpowBel oTOV
Network Server pe tov omoio givatl cuvdedepévn péow evag diktvov IP. Agv vrdpyetl otabepn
oLOYETION METAED UI0IG TEPHOTIKNG CLOKELNG Ko Hag cLykeKPUEVNS ToAnc. Kdébe maxéto uplink mov
OTOGTEAAETOL OO TNV TEPUATIKT GLOKELT O AapPdvetal amd OAeS TIG TOAESG TOV givol TPOGPACILLES.
Avt 1 d1dtagn HELOVEL OCNUAVTIKA TO TOGOGTO GOAALATOV (KaOdg o1 ThavoTnTEG TOLAAYLIGTOV pHia
TOAN va. AGPeL To pvopa €lvatl ToAD VYNALS ), LELDVEL GNUOVTIKE TV EMPAPLVOT TG UraTapiog yio
KIvntoOg aeONTpES Kot TPOSPEPEL TNV SVVATOTNTO YE®YPAPIKOV EVIOTIGHOV [11].
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H xivnon IP and pia moAn mpog tov Network Server pmopei va viormom0el péowm Wi-Fi,
evovpuoatov Ethernet 1 péow ovuvoeong kivntg tiepwviag. Ot modeg LoORaWAN Aettovpyodv €&
O0AOKAN POV GTO PLGIKO EMIMESO Kot 0VGLACTIKG givat TpomONTES unvopdtov LoRa. EAéyyouv povo v
aKEPOLOTNTA TOV 0EOOUEVOV KADE elGEpyOEVOL unvopatoc. Edv n akepaidtnta ogv ivar dbuctn,
dnadn eév to CRC eivar AavBaopévo, to privopa Ba amoppredei. Edv ival cmotd, n moin Oa v
npowbnoet oto Network Server poli pe kdmota petadedopéva mov tepAapfavouy 1o eninedo Ayng
RSSI tov unvdpatog kabdg kot pio Tpoatpetiky ypoviky onpaven. ['a tig katepyopeveg Levéelg
LoRaWAN, o mwoAn ekterel atrpata petddoong mov mpoépyovrot amd tov Network Server yopig va
eEetalel To mepleyOUEVO TV UNVUUATOV. AgdOUEVOL OTL TOAAEG TOAEC UTOopoVV va AdBovv To 1d10
uqvopa LoRa amd v idwa teppatikny cvokevn, o Network Server dworypdget OAa o avTiypopa. Kot
emAéyel autn pe to KaAvtepo RSSI yuo va amooteidetl to pvopa downlink mov cuvnfwg givat 1
TANGLEsTEPN OGNV cvokevn [11].

4.3.2.3 Network Server

”
- LoRa®-Enabled »“ Application Servers Dashboards or
’ Data Portals

End Devices Gateway

Join Server

Zynua 4.9: Network Server [11]

O dwakopiotg diktvov LoRaWAN (Network Server) dwayeipiletor oAdkANpo 10 diKTLO.
EAéyyet Suvapikd Tig mopapéTpous diktdov, dnpovpyel acpareig cuvoéoelg AES 128-bit yio
UETOPOPE OEGOUEVOV OO TIC TEPLOTIKES CLOKEVES OTIC EQapLOYEC oTo cloud kot eAéyyel Tnv
KUKAOQOpPiog oV péet amd TV TEPUATIKT cvokev] 6tov Network Server. O 610K0HGTHG OIKTVOV
Stc@arilel v awbeviikdTnTa KABe coONTNPA 6TO OIKTLO KoL TNV AKEPALOTNTO KAOE UNVOLLATOG.
[Ipénet va toviotel 0TL dev pmopel va amokti ol TpdcPacm ota dedopéva g epopproyns [11].

Ievikd, 6A01 01 S10KOGTES OIKTVOV PoPALovTaL TIC aKOAOVOES SLVATOTNTEG:

"EAeyyog d1e06vvong cuokeung.

"EAeyyoc tavtodtTOg TAIGI®V KO Stoygipion HeTpnTh TAOIGI®V.

EmBePoardoeig Anebéviov pnvopdtov.

[Ipocappoyn puOudV ded0UEVOV YPNCIHLOTOLOVTOS TO TP®TOKOAAO ADR.

Amdvinon oe 6ha To autrpoto emmédov MAC.

[TpomOnon oeéMuwv unvopdtov uplink 6toug KATAAANAOVS SIOKOUIGTES EPOPUOYDV.
TomoBétnomn og ovpd Yo petadoon Twv unvopdtov downlink wov Tpoépyovion amd omolovonToTE
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OLOKOLLOTN EPOPUOYDV GE OTOLAONTOTE GLGKELT] GUVIEDEUEVT] GTO SIKTLO.
[TpodOnon unvopdtov Join Request kou Join Accept petald tov cvokevdv kat Tov Join Server [11].

4.2.3.4 Application Server

P ’ U < B
L — et L7 ———
Rl - LoRa®-Enabled ~N\_Application Servers Dashboards or
- Network Server e Data Portals
. .
e - : L ’
) : 0
02« o
1l R — 1 P ’
End Devices Gateway ‘

Join Server
Synua 4.10: Application Server [11]

O dwukopotig epappoymv (Application Server) emeEepyaletor UnvoRATO OEGOUEVOV TOL
Aappévovtar amd Tig TEpRATIKES GVoKeLEC. Emiong, dnuovpyet OAa taoo downlink pnvopata tov
EMMESOV EPAPUOYNG KOl TO GTEAVEL OTIG GLVOESEUEVESG TEPLOTIKEG CLOKEVEC LEGM ToL Network Server.
"Eva diktvo LoORaWAN pmopet va €xel meptocOTEPOVS 0md £vav S10KOMOTESG eQaproymv. To dedopéva
OV GLAAEYOVTOL LTOPOVV VO VTTOGTOVV ENEEEPYOTIOL LLE TPOTOVS OTTMG 1) UNYOVIKT HaBnomn Kot 1
TEYVNTN VOTLOGUVY Y10 TNV EMiAvOT emtyelpnuatikov tpofAnudtov [21]. H emkowvovia tov
application kot Tov Network Server yivetat pécw dwtvov IP. Mropet va Bpiokovtol 6to 1010 punydvnuo
1 Kot Oy,

4.2.3.5 Join Server

s
- LoRa®-Enabled ~7 Application Servers Dashboards or
Py Network Server P Data Portals

End Devices Gateway

Join Server

Yynua 4.11: Join Server [11]
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O dwukopotig ovvoeong (Join Server) dwayepiletor T dadikacio evepyomoinong over-the-air
Y0l TIG TEPUOTIKEG CLOKEVEG TTOV Ba TPpooTeBOLV 6To dikTvo. O Join Server mepiéyet TIC TANPOPOPieg
7oL amottovvTol Yo TNV enegepyacio mAaiciov uplink Join Request kat ) dnuovpyio tov TAoiciov
downlink Join Accept. Znpatodotel otov Network Server molog Application Server mpénet va cuvoehel
OTNV TEPUATIKT] GLGKELN KO TAPAYEL TO ATapaitn T KAEWE KpuTtToypdenons. Emkovmvel to
Network Session Key g cvokevng otov Network Server kot to Application Session Key otov
avtiotoryo Application Server [11]. O Join Server gionyOn pe v ékdoon LoRaWAN v1.1. kot vrépyet
kot otnv ékdoon LoRaWAN v1.0.4 [21].

4.2.4 Evepyonoinon teppotikis cvokevng — End device activation

KéBe tepuatikn cvokeun yio va oteidel ko vo AaPet unvopato and Eva 0ikTuo Tpémel TpmTol
va €xetl eyypoeel oe avtd. Avti 1 dwdikacia eivar yvoot o¢ evepyonoinon (activation). Ymépyovv
dvo dwabéoipeg pébodot evepyomoinong:

Over-The-Air-Activation (OTAA): Eivoi 1 o ac@oing kot evp€ms yp1oILOTotoVUEVT) LEBOSOG
evepyomoinong. Ot GLGKEVES EKTEAODV 10l S10OKOGTO GCUVOESTG LE TO SIKTVO, KATA TNV Omoia
EKYOPEiTaL [ SOLVOLIKT S1EVBVVOT GLGKELTG KO OLOTTPAYLATEVOVTOL TO KAEIOLE AGQAAEIOG [LE TN
GLGKET).

Activation By Personalization (ABP): Zvuvoéetl anevBeiog o teppotiKy cuokevn o€ éva
TPOEMAEYUEVO SIKTVO, TOPAKAUTTOVTOGS TN dtadikacio over-the-air kot givot 1 Atydtepo ac@oAng
péBod0g evepyomoinons. Mia TepOTIKT] GUOKELT TOV EVEPYOTOLEITAL Y PN OLUOTOIDVTOS T HEB0d0 ABP
umopet va Aettovpynoet povo pe éva povo diktvo kot dtatnpel v id1a mepiodo Acttovpyiag acpareiog
v 6An N otdpketa Comg ™e. H addayn diktvov mpémet va yivel yeipokivita evd 0V ypnoyLonoteital
Join Server.

H dwodikacio ovvoeong yio too LoORaWAN 1.0.x ko 1.1 givon ehappig drapopetikn [23]. v
ovvéyeta Oa meptypaget n dadwkacio chvdoeong yio LoRaWAN 1.0.x ko 1.1 yopiotd.

4.2.4.1 Over-The-Air-Activation 6to LoRaWAN 1.0.x

>10 LoRaWAN 1.0.x, 1 dwadikacio chvoeong anottel tnv avioiioyn 6vo pnvopdtov MAC
UETOED TNC TEPLATIKNG CLOKELTG Ko Tov Network Server:

Join Request - and v teppatiky cvokevn otov Network Server (downlink)
Join Accept - and Tov Network Server otnv teppotiky] cuckevn (uplink)

[pwv and v gvepyomoinon, to AppEUI 10 DevEUI kot 1o AppKey Ba mpénet va £xovv
aroOnkevtel oty TeppatTIKn cvokevy). To AppKey eivan éva pooticd kredi AES-128 bit yvooto o
AESg root key. To AppKey 0a npénet va givar yvmotd otov Network Server a@od dev anoctéAheTon
moté pécm tov dtktvov. Ta AppEUI ko DevEUI, avtibeta, dev ivor pootikd aAdd pmopet va givat

opatd 6e OAOLG.
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AppKey AppKey
End Device Network Server Application Server

OJoin-request

Processes the Join-request,
session key generation

OJoin-accept

(4]

Keeps|NwkSKey

AppSKey distribution

Session key generation

Yynua 4.12: Awwdwacio Over-The-Air-Activation to LoRaWAN 1.0.x [23]
To axorovBa Prjpata teptypdeovv ) dwdikacio Evepyonoinong Over-The-Air (OTAA).
Bipa 1:

H dwdwkacio exkivel mvta amd v teppatikny cvokevn (end device) Tov omocTEALEL Eval
unqvopa Join Request pe ta mapokdto medio:

8 bytes 8 bytes 2 bytes

AppEUI DevEUI DevNonce

[Mivaxag 4.3: Iedia mAnpoeopiag unvopatog Join Request Over-The-Air-Activation oto LoRaWAN 1.0.x [23]

AppEUI: 'Eva moykoécuo povadikd avayvemplotikod tov ydpov devfiveemv IEEE EUI64 mov
avtioTolyel povo oty gpapuoyn mov Ba eneEepyaotel 1o mAaiclo Join Request.

DevEUI: 'Eva moykdopua povadikd avayvopiotikd tov yopov dtevbovoewv IEEE EUI64 mov
avtiotoryel povo oty teppotiky cvokevn (end device/node).

DevNonce: Mo povadikn kot toyoio Ty 2 byte mov vroioyiletat and v TepUATIKY cvokev. O
Network Server ypnowonoiei 1o DevNonce kd0e TepUATIKAG GLOKEVNC Y10l VO TOPOKOAOVOEL TOL
altnuatd ovvoeonc. Edv o teppatikny cvokeun oteidel éva Join Request pe éva DevNonce mov
ypnoporomnke oto TapelBov (vt n Katdotaon eivol yvoot) og replay attack), o Network Server
TO OMOPPINTEL KO OEV EMTPENEL GE AVTNV TNV TEPUATIKT) GLGKELT VO EYYPAPEL GTO dIKTVO.
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To Message Integrity Code (MIC) vroAoyileton o€ OA0 T TESTO TOV UNVOLOTOG OUTILOTOG
ouvdeon g ypnonorolmvtog To AppKey. Xt cvvéyeia, o vroroyilopevo MIC npoctifetal oto
pvopa. To AppKey dev otédvetan pe 1o Join Request, To onoio petadidetan diymg va Exet
KpvTTOypapnOet.

Bipa 2:
O Network Server ene&epyaletar o pnvopa Join Request, mapdyet ta session keys (NwkSKey

kot AppSKey) kot av 1 TepUaTIK) cLOKELT emTpEneTal Vo, cLvOEDEl 6To dikTVO, TOTE TOPAYEL TO
unvopa Join Accept e To TOpokATo Tedio:

3 bytes 3 bytes 4 bytes 1 bytes 1 bytes 16 bytes
(optional)
AppNonce NetID DevAddr DLSettings RXDelay CFList

[Mivakag 4.4: Tedio TAnpopopiog unvopatog Join Accept Over-The-Air-Activation 6to LoRaWAN 1.0.x [23]

AppNonce: Mo toyoio Tipn 1 LOVOOIKO avayvoploTikd mov mapéyetal amd tov Network Server.
XPNOWOTOIEITOL OO TNV TEPUATIKT] CVOKELT Y1 TOV LIToAoYIoud Twv AppSKey kot NwkSKey.
NetID: Anoteieiton amd 10 avayvoptotikd diktoov (NwkID), ta wo onpavtikd 7 bit.

DevAddr: Mo 61e068vvon 32-bit mov exympeiton and tov Network Server yio tnv avayvopion mg
TEPLOTIKNG GLGKELNG EVTOG TOV TPEXOVTOG OKTHOV.

DLSettings: 'Eva nedio 1 byte mov amoteleitor amd T1c puOpicelg mov TPEMEL vaL YPNGIULOTOLEL 1)
TEPUOTIKN GLOKELT Yo TV Aettovpyia downlink.

RxDelay: [Tepiéyet v kabvotépnon petacd TX kot RX.

CFList: Mo mpootpetikn MoTo GuYVOTHTOV KOVOALOD Y10, TO S{KTVO GTO 0010 GUVIEETOL 1] TEPUATIKN
oVOKEVT. AVTEC 01 GLYVOTNTEG VOl GUYKEKPIUEVES Yo KAOE TEPLOYT).

To Message Integrity Code (MIC) vroAoyileton o€ OAa T medio Tov punvdpatog Join Accept
ypnoonowdvag to AppKey. X cvvéyeia, 1o vroroylopevo MIC npootifeton 6to pfvopa. To
AppKey ypnoponoteiton omd tov Network Server yio tnv kpumtoypaenon tov Join Accept pe xpnon
Kkpvntoypdonong AES.

Bipa 3:

O Network Server 6téAvel T0 KpumToypaENUéEVO uvopa Join Accept Tiowm 6TV TEPUATIKY
OLOKEVT ¢ KavoviK o0vdoeon downlink. Av dev amodéyeTon TNV cHVOEST] TOTE dEV CTEAVEL KAVEVA

A

pvopa.
Bipa 4:

O Network Server dwatnpel to NwkSKey kot dtavépet to AppSKey otov Application Server.
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Bipa S:

H teppatikni cvokevn anokpuntoypaeet to pnvopa Join Accept xpnoLomolidvIog
Aertovpyia kpurroypagenong AES. Xpnowonolei 1o AppKey ko to AppNonce yia va eEqyet Ta
NwkSKey xat AppSKey. Metd and avto givar mAéov evepyomompévn oto Alktvo.

Metd v evepyomoinom, ot akdAovhec Tpdchetec TANPOPOPies amobnKeHoVTIoL TNV TEPLATIKN
OLGKELN.

DevAddr: M diev0vvon 32 bit mov ekympeiton amd Tov Network Server yio TV avoyvmdpion TG
TEPUOTIKNG CLGKELTG EVTOC TOV TPEXOVTOG SIKTHOV.

NwkSKey: To network session key ypnoiponoteitat amd v 1eppaTIKy cLoKELT Kot Tov Network
Server ywo Tov VTOAOYIGHO Ko TNV emairfevon tov MIC OA®V ToV PVLRATOV dEO0UEV®Y V1o T
dacpdiion e akepardtnTag Tov unvopatoc. To NwkSKey ypnoponoteiton eniong yo v
KPLTTOYPAPN O™ KOl amokpunToypapnon payloads pe evtorég MAC.

AppSKey: To application session key ypnoiponoteitol yio Ty KpLTTOYPAQN O KOt TNV
ATOKPLTTOYPAPNOT TV payloads epaproy®dV 6€ PUMVOLATO OEOOUEV®V Y10, T1) SLUCPAALGT) TNG
EUTIGTEVTIKOTNTOG TOV UNVOUATOV.

4.2.4.2 Over-The-Air-Activation 6to LoRaWAN 1.1

10 LoRaWAN 1.1, n dwdkacio covdeong amortel tnv avtorrioyn 6vo pnvopdtov MAC
peta&h g TepUATIKNG cLoKEVNG Kot Tov Network Server:

Join Request - a6 v teppatikn cvokevn otov Network Server (downlink)
Join Accept - and Tov Network Server otnv tepuatikn cvokevn| (uplink)

[Ipwv and v gvepyomoinon, 10 AppEUI 10 DevEUI, AppKey ka1 NwkKey 0o npénet va éyovv
amofnkevtel oty teppatikn cvokevn. Ta AppKey kou NwkKey elvat pootikd khedid AES-128 bit
yvootd oc root keys. Ta AppKey, NwkKey kot DevEUI Ba mpénet va mapéyovrar kot tov Join Server
TOV SIKTHOL GTOV 0010 TPOKELTAL VO, YYpaPel 1| Teppatikny cvokevn. Ta AppKey kot NwkKey dev
amootéAhovtol Toté pésm tov dktvov. Ta JoinEUI ko DevEUI, avtibeta, dev eivar pooticd aAAd
pmopet va givot opatd oe OAOLG.

AppKey AppKey

NwkKey NwkKey
End device Network Server Join Server Application Server
g Join-request
e Join-request
rocesses Joip-request
Session key generation (AppSKey,
FNwkSIntKey, SNwkSIntKey, and
e Success OK
Join-accept
© AppSKey distribution
NwkSKey distribution
Session |key generation
(AppSKey, FNwkSIntKe
SNwkSIntKey, and NwkSEncKey)

Zynua 4.13: Awdwacio Over-The-Air-Activation oto LoRaWAN 1.1 [23]
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To axorovBa Pripata teptypdpovv ) dwdkacio Evepyonoinong Over-The-Air (OTAA).
Bipa 1:

H dwdwacio exkivel mavto and v teppatikny cvokevn| (end device) mTov amocTtéALEL Eva
pvopa Join Request pe to mopaxkdto medio:

8 bytes 8 bytes 2 bytes

JoinEUI DevEUI DevNonce

[Mivaxag 4.5: Tedia TAnpoeopiog pnvopatog Join Request Over-The-Air-Activation oto LoRaWAN 1.1 [23]

JoinEUI: 'Eva moykdopua povadikd avayvopiotikd tov xapov dievdovoewv IEEE EUI64 mov
avtiotoyel otov Join Server mov yepileton o autrpotd Join Request tov diktdov.

DevEUI: 'Eva maykocpuo povadikd avoyvoplotikd Tov ydpov dtevbiveewv IEEE EUI64 ov
avtiototyel uoévo oty teppatiky cvokevn (end device/node).

DevNonce: Mo povadikn kot toyoaio Tiun 2 byte mov vroioyiletat and v TepUATIKY] GuokeL. O
Network Server ypnoyonotei to DevNonce kdfe TeppaTIKhG GLOKELNC Y10, VO TAPOKOALOLOEL TaL
ortuatd ovvoeons. Edv pia teppatikn cvokeun oteirel éva Join Request pe éva DevNonce mov
YPNOLOTOMONKE 6TO TOPEABOV (0VTN 1 KaTAoTooN Eivat Yvwoty| og replay attack), o Network Server
TO OTOPPINTEL KO OEV EMTPENEL GE VTNV TNV TEPUOTIKN GUCKELT] VO EYYPOPEL GTO OIKTLO.

To Message Integrity Code (MIC) vroroyileton o€ dAha T medio TOV UNVOUATOG OULTHUATOG
ouvdeong ypnoporoldvtog to NwkKey. Xt cvvéyeia, 1o vroroyilopevo MIC npootifeton 610
pvopa. To NwkKey 6ev otéhveton pe to Join Request, 1o omoio petadidetat diywe va £xet
KpvrToypapnHet.

Bipa 2:
O Network Server mtpow0ei o pvopa otov avtiotoro Join Server.

Bipa 3:

O Join Server eneEepydleton To prvopa Join Request kat av 11 cvokevn emtpénetat va cuvoeet
070 diKTVO TOTE TTapdyetl Ta anapaitnta session keys (AppSKey, FNwkSIntKey, SNwkSIntKey «at
NwkSEncKey).
Bipa 4:

O Network Server mapdyet To uivopo Join Accept pe to Tapakato redio:

3 bytes 3 bytes 4 bytes 1 bytes 1 bytes 16 bytes
(optional)
JoinNonce NetID DevAddr DLSettings RXDelay CFList

[Tivaxag 4.6: Iedia TAnpoopiog unvopatog Join Accept Over-The-Air-Activation cto LoORaWAN 1.1 [23]

54



JoinNonce: Mo Ty petpnt mov mapéyeton omd tov Join Server ko ypnoipomoteitol and v
TepULOTIK ovokevn Yo Ty eEaymyn tov FNwkSIntKey, SNwkSIntKey, NwkSEncKey ka1 AppSKey.
NetID: Anoteieiton amd 10 avayvoptotikd diktoov (NwkID), ta wo onpavtikd 7 bit.

DevAddr: Mo 61e068vvon 32-bit mov exympeiton and tov Network Server yio tnv avayvopion mg
TEPLOTIKNG GLGKELNG EVTOG TOV TPEXOVTOG OKTVOV.

DLSettings: 'Eva nedio 1 byte mov amoteleitor amd T1c puOpicelg mov TPEMEL va YPNGIULOTOLEL 1)
TEPUOTIKN GLOKELT Yo TV Aettovpyia downlink.

RxDelay: [Tepiéyet v kabvotépnon petacd TX kot RX.

CFList: Mo mpootpetikn MoTo GLYVOTHTOV KOVOALOD Y10, TO S{KTVO GTO 0010 GUVIEETOL 1] TEPUATIKN
oVOKEVT. AVTEC 01 GLYVOTNTEG VOl GUYKEKPIUEVES Yo KAOE TEPLOYT).

To Message Integrity Code (MIC) vroAoyileton o€ OAa T Tedio Tov punvdpatog Join Accept
ypnoonowdvtag to NwkKey (LoRaWAN 1.0 ) 1§ JSIntKey (LoRaWAN 1.1). X1t cuvéyeua, to
vroroyiLopevo MIC mpootifetarl oto pnvopa. To NwkKey (yia Join Request) 1) to JSEncKey (yia
Rejoin request) ypnowonoteitat amd tov Network Server yia tnv kpurtoypdenomn tov Join Accept e

ypnomn kpvrroypaenong AES.

O Network Server otéAvel To kKpuTOYpaAENUEVO uvopa Join Accept Tiom 6TV TEPUATIKN
OLOKELN G KavOoVIKT oVvdeoT downlink. Av dev amodéyetat TNV cVVOEST TOTE dEV GTEAVEL KAVEVQL

VOO
Bipa S:

O Join Server otéiver o AppSKey otov Application Server kot to. FNwkSIntKey,
SNwkSIntKey ka1t NwkSEncKey otov Network Server.

B1pa 6:

H teppatikn cvokevn| amokpuntoypaet To pfvopo Join Accept xpnoLonoldvTos
Aertovpyio kpurtoypaenong AES. Xpnowonotel ta AppKey, NwkKEy kot JoinNonce yio va e€dyet ta
AppSKey. FNwkSIntKey, SNwkSIntKey, kot NwkSEncKey Metd and avto sivon miéov
gvEPYOTOMUEVT 6T0 AlKTLO.

Metd v evepyomoinom, ot akdAovbeg mpdcbetec mAnpopopieg amobnkebovTal GTNV TEPUATIKN
GLGKET).

DevAddr: M 61evBvvon 32 bit mov ekympeiton amd tov Network Server yo tnv avayvopion g
TEPUATIKNG GUOKEVNG EVTOG TOL TPEXOVTOS OIKTHOV.

NFNwkSIntKey: 'Eva network session key mwov ypnotpomoteitot omd tnv TEPUATIKT] GLGKELT] Y10 TOV
vroroyiopd tov MIC (peptkdg) 6Awv TV unvopdtov dedopévov uplink yia ) dtacedAiion g
OKEPOLOTNTAG TOV UNVOLOTOG.

SnwkSIntKey: 'Eva network session key mov ypnoiponoteitol and v TEPLATIKY] GUGKELT Y10 TOV
vroroyiopd tov MIC (pepkdg) 6Awmv TV unvopdtov dedopévev uplink kot Tov voroyiopd tov MIC
OA®V TV pnvopdtov dedopévov downlink yio T 6106QAMOT TG OKEPOLOTNTAS TOV UNVOLOTOG.
NwkSEncKey: Eva network session key mov ypnowponoteiton yio tmv kpuntoypdenon Kot tnv
amokpuIToypdenon tv payloads pe evtodég MAC tov pnvopdtov dedopévev uplink kot downlink
Y10 TN OLCPAALCT] TNG EUMIGTEVTIKOTNTAG TOV UNVOUATOV.
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AppSKey: To application session key ypnotponoteiton yio TV KpUTTOYPAPN OGN KoL TNV
OTOKPLTTTOYPAPNoN TV payloads epapuoydv 6e UNVOLOTO SEGOUEVOV YOl TN OLULCPAALOT) TG
EUMIGTEVTIKOTNTOG TOV UNVUUATOV.

4.2.4.3 Activation By Personalisation in LoORaWAN 1.0.x
To DevAddr xon ta NwkSKey kot AppSKey amoOnkevovroat amevbeiog otnyv TEpUOTIKN
ovokevn avti yio to DevEUI 1o AppEUI kot 10 AppKey. KdéBe teppotikn cvokevn Oa mpénet va £xet

éva povadikd ovoro NwkSKey kot AppSkey. Ta DevAddr kot NwkSKey Oa mpénet va amodnkevtodv
otov Network Server ka1 to AppSKey Oa mpénetl va amodnkevtel otov application server.

- —— %

End-Device ‘ NS ’ ’ AS ‘
{ ) \ J
NwkSKey NwkSKey AppSKey
AppSKey DevAddr

DevAddr

Yynuo 4.14: Activation By Personalisation in LoRaWAN 1.0.x [23]

4.2.4.4 Activation By Personalisation in LoORaWAN 1.1
To DevAddr kat to. FNwkSIntKey, SNwkSIntKey, NwkSEncKey ka1 AppSKey amoOnkevovtan
anegvbeiog otnv Teppatikny cvokevn avti yio ta DevEUI, JoinEUI, AppKey kot NwkKey. Ta DevAddr,

FNwkSIntKey, SNwkSIntKey ko1 NwkSEncKey 0o npénet va amobnkevtovv otov Network Server kot
10 AppSKey Oa mpénetl va amoOnkevtel otov application server.
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‘ End-Device AS NS

SNwkSintKey NwkSEncKey AppSKey
FNwkSintKey DevAddr
NwkSEncKey
AppSKey —
( NS - Serving
DevAddr
SNwkSintKey

NS - Forwarding J

\

FNwkSintKey

Yynua 4.15: Activation By Personalisation in LoRaWAN 1.1 [23]
4.2.5 Aopég kar Tomor pnvopdtov LoRaWAN

O1 800 TOTOL PUNVVUAT®V TOV XPNGLOTOLOVVTOL 0 OLEG T1G £k00Gel LORaWAN eivan ta uplink
kot downlink unvopota. Xpnoyorotovviot yio Ty petagopd evtoAdv MAC Kot dedopévmy.

Uplink: Xtélvovtat amd Tig TeppatiKés cvokevég otov Network Server ypnopomoldvog pia
neplocdtepec MOAEG (gateways). O Network Server €netta ta 6téAvel 6T0VG cwaTOHG Application 1)
Join Servers.

Preamble PHDR PHDR CRC PHYPayload CRC

12 symbols 4 bytes 4 bytes 13-235 bytes 2 bytes

[ivaxag 4.7: Aopn pnvopatog uplink [24]

Preamble; 12 bytes otnv apyn Tov UNvVOLOTOG

PHDR: Emkeparidon puoikov emmédoov LoRa

PHDR_CRC: Xpnoomoteitot yio Tov ELeYY0 0KEPAUOTNTAG TNG EMKEPOUAONS
PHYPayload: To medio pe to o@éhpa dedopéva (payload)

CRC: Xpnoyomoleiton yio Tov EAEYY0 aKEPALOTNTOS TV OEOOUEVOV.
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To medion Preable, PHDR, PHDR CRC ka1 CRC mpootifevtor amd tov avoapetadotn LoRa [24].

Downlink: XtéAvovtot omd Tov Network Server 6tnv TepUATIKY] GUCKELT TOV ATELOVVETOL
YPNOUOTOI®VTOG LOVOo pio TOAN. To unvdpata mov tapdyovror amd tovg Application kot Join Servers
Tpom®BoVVTOL GTNV TEPLOTIKT) GUGKELT [LE AVTO TOV TPOTO.

Preamble

PHDR

PHDR CRC PHYPayload

12 symbols

4 bytes

4 bytes 13-235 bytes

[Mivaxag 4.8: Aopn pnvopatog downlink [24]

>11g exdooelg LoRaWAN 1.0.x kat 1.1. vadpyovv o1 mapakdt® TOToL UvupUdT®V:

LoRaWAN 1.0.x

LoRaWAN 1.0.x

Ieprypagn

Join-request

Join-request

Mnrvopa uplink pe yprion oto OTAA activation

Join-accept

Join-accept

Mnvopa downlink pe yprion oto OTAA
activation

Unconfirmed Data Up

Unconfirmed Data Up

Mnvopa uplink diywg emiPePaicnon

Unconfirmed Data Down

Unconfirmed Data Down

Mnvopa downlink diywc emBepaimon

Confirmed Data Up

Confirmed Data Up

Mnvopa uplink pe amaitnon emPePaionong

Confirmed Data Down

Confirmed Data Down

Mnvopa downlink pe anaitmon eniPePaioong

RFU Rejoin-request 1.0.x: Aeopevpévo ylo LeEAAOVTIKY Xp1iom
1.1: MAvopua uplink pe yprion oto OTAA
activation (rejoin)
Proprietary Proprietary YAomoinomn pn opiopévev THTOV UVOLATOV

[Tivaxag 4.9: Tomor unvopdtov LoRaWAN [24]

4.2.6 Ileprypagn pnvopatog MAC dgdopévov

Radio PHY layer:

Preamble PHDR PHDR_CRC

PHYPayload CRC

Added by Radio Transceiver

Compute MIC with NwkSKey

1 byte 4 bytes
PHYPayload: | MHDR MAC Payload (1 .. M bytes) MIC
0. 1 byte 0 .. N bytes
MACPayload: FHDR FPort FRMPayload
4 bytes 1 byte 2 bytes 0 .. 15 bytes Encrypted with NwkSKey
or AppSKey according to
FHDR: | DewvAddr FCtri FCnt FOpts FPort

Zynua 4.16: Aopn| pnvopatog MAC dedopévav [25]
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MHDR: Enkeparido MAC (MAC header)

MACPayload: Qoélpo poptio MAC (MAC payload)

FHDR: Enwceparida miasiov (Frame header)

DevAddr: Device address

FCtrl: 'Eleyyoc mlawsiov (frame control octet)

FCnt: Metpnm¢ mharciov (frame counter)

FOpts: Evtoréc MAC

FPort: KafBopiopodg tpoémov diayeipiong punvopdtov
FRMPayload: Qoélpo eoptio mhaisiov (Frame payload)

MIC: Kodwkog akepardtrag unvopotoc (Message integrity code)

To €1d0¢ Tov pnvdpartog kabopiletar and To medio Mtype mov TePLEYETAL GTNV EMKEPAAMON
MHDR g €&nic:

MType Ieprypaen
000 Join Request
001 Join Accept
010 Unconfirmed Data Up
011 Unconfirmed Data Down
100 Confirmed Data Up
101 Confirmed Data Down
110 RFU
111 Proprietary

[Tivaxag 4.10: ITeprypapn mediov MType [25]

4.2.7 ITkeovektpora kou [epropispoi tov LoORaWAN

To LoRaWAN odev eivar katdAAnio yio KaOe mepimtwon ypnong. Ta mAeovektniota Tov ivoln
peyain epPéreta, n xounin 1oyvs, To YepUNAd K6GTOC, To YouUnAd e0pog {dvng, 1 HeydAn kdAvyn Ko
ACQAAELNL TTOL TPOGPEPEL.

Yrdpyovv OpmG 01 TopaKAT® TEPLOPICHOL:

To payload mpénet va etvar 660 pikpOTEPO YiveTat.

H ouyvomta amocstolig Tmv unvopdtov Tpénet vo etval e tdEemc towv Aentav (T.y. ava 51 10
AEmTA)

O pvOudg petddoong va etvat o peyoldtepog dvvatdc.
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H amootoAn downlink pmvopdtov va aropgdyetol 1) va teplopiletar 1660 6 cuyvOTNTa, OGO KOl GE
péyebog [27].
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Mépog B: Yromoinon
Kegpaiaro 5: Ilpogtopacia tng Yromoinong
5.1 Ewayoy

2Komdg aVTOV TOL HEPOVG TN EpYaciag elval 1) vAomoinom diktvwv LoRaWAN mov va
vrootnpilovv TV Asrtovpyio roaming Kot 0 EAEYYOG TNG EMTLYOVS EMiTELENS L TOV TOL GTHYOV.

[Na va yiver méd edkoda Katavonti 1 d10d1Kacio Tov amotteital, 1 Tapovsioon g Oa xopiotel
o€ tpia Kepdaio. Apykd Bo Tapovclactel 1 eyKatdotact evog amhov dikthov LoRaWAN pe pia
TOAT, Mo TEPLATIKY] GLoKELN Kot amd Evav network kat Application Server. Znv cuvéyeia Oa
TOPOVGLAGTEL 1 EMEKTOCT TNG TPONYOVUEVNG EYKATAGTAGNG Y10 TNV EMLTELEN EvEPYOTOINONG TG
TepUaTIKNG cvokevng Lésm OTAA activation over DNS, 1o t€A0g v TopOLGLOGTEL 1] ETEKTACT TOV
TPONYOVLEVMV EYKOTAGTAGE®V Y10l TNV EMITEVEN TOV GTOYOV TNG LTOGTNPIENG roaming.

H viomoinon tov mopandve o faciotel oty TAateopua avotktod kmdtka Chirpstack kot
otV xpnon evog pikpovmoroyiotr Raspberry Pi 3 Model B, evog expansion module SX1308
Raspberry Pi LoRa Gateway Board ka1 evog pikpoenelepyaotn LoPy.

AxolovBel o o avaALTIKT TEPTYPAPT) TOV EEOTAGHOD KOL TOV AOYIGULKOV.
5.2 ChipStack

To ChirpStack eivar pio TAATEOPLLO OVOIKTOD KMOTKO Y10 TV VAOTOINOT| TOV GTOYEIOV
(components) evog diktvov LoRaWAN. Armotelel pia Etoun mpog yprion Avon mov tepthapavet o
(QUMKN TTPOG TO YPNOTN SIETOPN 1GTOV Yo TNV dLoXElPLon TV cuokeLOVY Kot Tov API yia tnv evomoinon
TOV EPAPUOYDV OV eneEepydlovTat Ta 0e00UEVA TOL GVAAEYOLY Ol GuoKeVEC. H apBpwtn
APYLTEKTOVIKT KOOIGTA duVaTH TNV EVOOUATMGT TOL GE N1 VITtdpyovces vtodopés. OAa ta oTotyeio
&youvv adeta ypnong Pacet g ddetag MIT kot propovv va xpnoyorotnfolv yio EUTopKoVs GKOTOVG.

LoRa® Gateway

Packet Forwarder

P
LoRa® Gateway Cloud / server / VM

Packet Forward
Chlrp.écmck &%;[Bl e ChirpStack Gateway Bridge ChirpStack Network Server

‘W’H‘ }Q’I’[ / }\WC
Pub/Sub broker ChirpStack Application Server
/
Wﬁ ’/ / :Xc g{Q\ \
GCP

AWS Azure API client
HTTP MQTT InfluxDB PostereSQL AMQP / RabbitMQ ThingsBoard Pub/Sub SNS Service-Bus LoRa Cloud Pilot Things eRPC

RESTul

Yymua 5.1: Apyrrektovikny Chirpstack [29]
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Hapéxovrat ta akd6AovBo components:

ChirpStack Gateway Bridge: Xeipiletar v emikowvovia pe tig moleg (gateways) LoRaWAN.
ChirpStack Network Server: YAonolel tov LORaWAN Network Server.

ChirpStack Application Server: Yionowei tov LoORaWAN Application Server.

ChirpStack Gateway OS: Asttovpywkd cuatnua mov Paciletol o Linux yio v extédeon g
(mAnpng) otoifag ChirpStack oe pa moAn LoRa mov Bacileton oto Raspberry Pi [28].

A&iler vo onpetmbel 0TL 01 TOAEG XPNOILOTOI0VV £V Aoyicpkd ov ovoudletot Packet
Forwarder ywo va 6€yovtat kot va 6TéAvouy punvopata. Zovnbmg ypnoyonoteital to Semtech UDP
Packet Forwarder. Metd ond tov Packet Forwarder vépyet to ChirpStack Gateway Bridge mov
LETATPETEL TOL UMVOLLOTO, OVTA O€ KATOAANAT Lopon| Yo To. components tov Chirpstack [29].

5.3 E€omhopdg
5.3.1 Raspberry Pi 3 Model B

To Raspberry Pi 3 Model B givat évag single-board vroloyiotg o€ péyefog moTOTIKNG KAPTOG
nov KukAopdpnaoe tov Pefpovdpio tov 2016 amd v Ppetavikn etarpeio Raspberry Pi. Yroomnpilet
ocvvoeopotnta Bluetooth kot LAN. I'a va Aettovpynoet ypetdleton tpopodocia SV 2.5A. To
Aertovpykd cvotnua eykadiotatal og kapto pviung microSD kot To o eVPEWMS YPNCYLOTOLOVUEVO
etvar to Raspbian, pia dtavoun Linux Baciopévn oto Debian (32-bit) [30].

Ewova 5.1: Raspberry Pi 3 Model B [30]
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XopaKTnploTIKd:

Quad Core 1.2GHz Broadcom BCM2837 64bit CPU

1GB RAM

BCM43438 wireless LAN and Bluetooth Low Energy (BLE) on board
100 Base Ethernet

40-pin extended GPIO

4 USB 2 ports

4 Pole stereo output and composite video port

Full size HDMI

CSI camera port for connecting a Raspberry Pi camera

DSI display port for connecting a Raspberry Pi touchscreen display
Micro SD port for loading your operating system and storing data
Upgraded switched Micro USB power source up to 2.5A

5.3.2 SX1308 Raspberry Pi LoRa Gateway Board

Eivon BaBuida eméxtaong (expansion module) tov Raspberry Pi yio vAomoinon Aettovpyidv
dwtvev LORAWAN kot katackevaletatl and v etaupio Will Whang's Electronics. Xpnowonotel éva
Semtech chip SX1308 pe 600 transceivers SX1257 kot on-board LNA and PA with RF switch mov €yet
oyeolaotel edwd yio To Raspberry Pi. Avti n mhokéta d1a0étet emiong povado GPS MAX-7Q, 1
££000¢ pulse-per-second tov omoiov eivar cuvdedepévn toco pe to SX1308 dc0 kat pe To Raspberry Pi,
omote Oy Lovo 10 SX1308 umopel va Exet axkpipn ypoviopud, adrd kot to Raspberry Pi pmopei va
ypnowonomBei wg NTP server.

Ewdva 5.2: SX1308 Raspberry Pi LoRa Gateway Board [31]
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5.3.3 LoPy

To LoPy &ivau évog triple bearer MicroPython enabled pukpogneéepyastig mov vrootnpilet
ovvoeootnta LoRa, Wifi kot Bluetooth kat kukAogopet amd v etonpic ADAFRUIT INDUSTRIES.
Xpnowonotel Semtech LoRa transceiver SX1272 kot pmopet va Aettovpynoet oav Class A1 C end
device [32].

Ewdva 5.3: LoPy [32]

64



Kegpaiaro 6: Yhomoinon pacuig vrodopns LoRaWAN og Chirpstack

6.1 Evcaymyn
H mo anr popoen diktvov LoRaWAN anotereiton and pio teppotikn cvckevn (end node), pio

TOAN (gateway), éva Network Server kot évav Application Server.

e
o —

i o
e
M0
e
)

[11]

Al
ApplJoin Server

)) o
Iﬁ(il M)
+ | :

Gateway
Network Server

Device

Zymua 6.1: Apyrtektovikr amhod diktbov LoRaWAN [33]

2ty ovvéyeta Bo avaivbel Tog vAomoteitan avtn 1 apyttektovikn o€ teptPailov Chirpstack.

[Ipénel va emonudvoope 6Tt ota configuration files mov Ba akorovBcovv €xet puBuictei

Aertovpyio Tov diktvov LoRaWAN otic evponaikéc cuyvotreg EUS6S.

6.2 Apyikomoinon nving (gateway)
To poro Tov gateway Oa maiEel évag vmoloyiotig Raspberry Pi 3 Model B otov omoio €yet

ovvdebel éva SX1308 Raspberry Pi LoRa Gateway Board, to omoio Oa enekteiver to Raspberry pe

Aertovpykdtnto LoRa.
>to Raspberry gykafiotodpe 10 Aettovpycd cvotnua Raspberry Pi OS Lite, to omoio

Bpioxovpe og popen ISO oty 10100€A00 https://www.raspberrypi.com/software/operating-systems/.
H eykatdotaon yiveror oty kdpto microSD pe yprion epyolreiov 6mwg to balenaEtcher

(https://www.balena.io/etcher/).

"Emetta gvepyomolovpe v cuokevt| kot e v Bondeta pog 006vng Kot evog TAnKTporloyiov

nwpofaivovpe oty apykomoinon g (aAiayn password, phOuion WiFi) n omoia dev amoteAel pépog
™G epyaciog apob TpokeLtal yio Tumiky dladkacio. Mol apyikomombei to Raspberry kot cuvoehet

070 internet pwopovE Vo GUVIEOLOTE Kot LEGM ssh.
AxolovBovv o frioTo Tov aPopovV TN EYKATAGTOCT] TOL AOYIGUIKOD Y10, TV AEITOLpYia

LoRaWAN gateway.
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Apyd avoiyovpe £vo TepUaTiKd Kol divovpe TV evtoAn: sudo raspi-config ya va
Bpebolpe 6T0 menu GTo O0TOI0 OPYLKOTOLOVUE TNV GUGKELN.

| Raspberry Pi Software Configuration Tool (raspi-config) j

System Options Configure system settings

Display Options Configure display settings

Interface Options Configure connections to peripherals
Performance Options Configure performance settings
Localisation Options Configure language and regional settings
Advanced Options Configure advanced settings

Update Update this tool to the latest version
About raspi-config Information about this configuration tool

<Select> <Finish>

Ewoéva 6.1: Menu apyikomoinong Raspberry

Emnéyovpue Interface Options kot oty cvvéyeto SPI. AkoAovBolpe v 1d1a dradikacio Kot pe
v emhoyn Remote GPIO. Avtég ot diemapéc mpémel vo evepyomomBovv yia va VITEPYEL ETKOIVOVIN
peta&y tov Raspberry kot tov gateway board.

| Raspberry Pi Software Configuration Toocl (raspi-config) i

Camera Enable/disable connection to the Raspberry Pi Camera
SSH Enable/disable remote command line access using SSH
VNC Enable/disable graphical remote access using RealVNC

S Enable/disable automatic loading of SPI kernel module
12C Enable/disable automatic loading of I2C kernel module
Serial Port Enable/disable shell messages on the serial connection
1-Wire Enable/disable one-wire intertace

Remote GPIO Enable/disable remote access to GPIO pins

<Select> <Back>

Ewoéva 6.2: Evepyomoinon SPI

"Enetta emoTpEQOVIE GTO TEPLATIKO KOl TPEYOVLE TIG TOPAKATM EVTOAES Y10 VOL VL VTTAPEEL
EMKOLPOTOINOT OAWMV TOV TAKETWV TOV GLGTHLOTOG,.
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sudo apt-get update

sudo apt-get install

21y ovvéyela eykafiotovpe TV KatdAAnin PAodnkn yio Tov Edeyyo TV BupmVv YEVIKNG
xpong (GPIO):

sudo apt-get install wiringpi

To Aoyiopikd mov ekterel tnv Aettovpyia LoRa gateway eykabictatot e Tig TopaKdTm VIOAES:

sudo git clone https: ithub.com/will127534/1lora_gateway.git

cd lora_gateway

sudo make

Ene1dn to gateway 0o viomonOet oe mepiparrov Chirpstack mpénet va eykatactadel o Semtech
UDP Packet Forwarder cOpupmva [e TIC TApOKAT® EVTOALS:

cd

sudo git clone https: ithub.com/Lora-net/packet forwarder.git

cd packet_forwarder

sudo make

>tV ovvéyeln oto subdirectory /packet forwarder/lora_pkt fwd vmdpyet To apyeio
global conf.json oto omoio Tpémel va 0picovpe TIC TOPaKAT® LETAPANTEG, £T01 MOTE 0 packet
forwarder va pnopet va emkowvovei pe to Chirpstack Gateway Bridge:

"gateway_ ID": "b827ebFFFEae8205",
"server_address": "localhost",
"serv_port_up": 1700,
"serv_port_down": 1700,
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[Mapampodpue 6T £xovpe opicel To DevEUI g cvuokeumg oto medio gateway ID ko ota media
server_address kot serv_port_up kot serv_port_down £yovpe opicet localhost kot 1700 avrtictotyo.
AVT0 yivetou yo va vtapyet emkowvovia pe to Chirpstack Gateway Bridge mov 0o eykatactioovpe
o710 1010 unydvnua (emroyn localhost) kot Ba “axover” oto port 1700.

Téhog eykabiotovpe o Chirpstack Gateway Bridge cOppova pe tig odnyieg:
cd

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys
1CE2AFD36DBCCAQQ

sudo echo "deb https://artifacts.chirpstack.io/packages/3.x/deb stable
main" | sudo tee /etc/apt/sources.list.d/chirpstack.list

sudo apt update

sudo apt install chirpstack-gateway-bridge

Y7o configuration file (/etc/chirpstack-gateway-bridge/chirpstack-gateway-bridge.toml)
opilovpue:

server="tcp://localhost:1883"

Me avt6 tov tpomo emttpénovpe oto Chirpstack Gateway Bridge va emikovovel pe 1o
Chirpstack Network Server otn npokabopiopévn dievbovvon ko port. Xtnv nepintmon pog O Network
Server Oa eykatactadel oto 1610 unydvnuo pe To gateway.

Topa av dvcovpe Tig Topakdto eviolés Ba evepyomomoovpe to packet forwarder kot to
Chirpstack Gateway Bridge kot to gateway 0o eivat £Toipo yia Agttovpyia:

sudo systemctl start chirpstack-gateway-bridge
cd packet_forwarder/lora pkt fwd/

./lora_pkt_ fwd
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pi@raspberrypi3: ~/packet_f _pkt_fwd
-/1ora_pkt_fud
*** Beacon Packet Forwarder for Lora Gateway ***
ersion: 4.0.1
[*** Lora concentrator HAL library version info ***
ersion: 5.0.1;

ittle endian host
found global configuration file global_conf.json, parsing it
global_conf.json does contain a JSON object named 5X1301_conf, parsing 5X1301 parameters
lorawan_public 1, cli
no configuration fo
antenna_gain 0 dBi
gain lut 12
lut 13

, tx enabled 1, tx_notch_freq @
x enabled @, tx_notch_freq ®

channel 1> radio 1,
channel 2> radio 1,
channel 3> radio
channel 4> radio kl
channel 5> radio @, d S to
0 S|

channel 6> radio SF
channel 7> radio Sk
i 2 SF 7
bps datarate
global_conf.json does contain a JSON ct named gateway_conf, par gateway parameters
\C addr gured to B827EBFFFEAE8205
stname or IP addr onfigured to "localhost"

time-out
ceived with @ valid CRC will be forwarded
ceived with a CRC error will NOT be forwarded
eceived with no CRC will NOT be forwarded
: [main] concentrator started, packet can now be received

Disabling GPS mode f concentrator's counter...
[down] PULL_/
) - drift=-1981486587us
: Enabling GPS mode for concentrator

[down] PULL_|
[down] PULL_ACK re

Ewova 6.3: Terminal Semtech UDP Packet Forwarder

6.3 Apywkomoinon Chirpstack Network Server

O Chirpstack Network Server Oa eykatactadel 6to Raspberry 6to omoio £yovpe vAOTOMGEL TO
gateway.

Apykd avoiyovpe £vo TEPUATIKO GTO HUNYOVIILOL KOL LE TIG TAPUKAT® EVTOAEC eyKabioTOOUE
Kamota mpoamortovpeva tpoypdppata. [Ipdkerton yio o Mosquitto, PostgreSQL database kot Redis.

sudo apt install mosquitto
sudo apt-get install postgresql

sudo -u postgres psql

Méoa oto PostgreSQL prompt ektehovpe TO TOPOKAT®

create role chirpstack_ns with login password 'dbnspassword’;

)

create database chirpstack _ns with owner chirpstack_ns;
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\q

sudo apt-get install redis-server

‘Enerta pe tig mapoakdto evriorég eykabiotovpe 1o Chirpstack Network Server:
sudo apt install apt-transport-https
sudo apt-get install dirmngr -install-recommends

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys
1CE2AFD36DBCCAQGO

sudo echo "deb https://artifacts.chirpstack.io/packages/3.x/deb stable
main" | sudo tee /etc/apt/sources.list.d/chirpstack.list

sudo apt-get update

sudo apt-get install chirpstack-network-server

>to configuration file (/etc/chirpstack-network-server/chirpstack-network-server.toml)
opiloupe:

dsn="postgres://chirpstack_ns:dbnspassword@localhost/chirpstack_ns?sslmode=
disable"

Me avt6 tov Tpdmo vrdpyel tpodsPact tov Chirpsatc Network Server otnv Bdaon dedopévov
PostgreSQL dote va amodnkevel Ta dedopéva Tov YPNOYLOTOLEL.

[join_server]

[join_server.default]
server="http://localhost:8003"

Opilovpe v devBvvon tov Join Server mov Ba ypnoiponombet yo v evepyomoinon g
TEPUATIKNG CLOKEVNG. ZINV TTEPinT®ON avty| o Join Server Bpioketot 610 1910 punydvnuo e Tov
Network Server. ITio cuykekpipuéva eivar o Application Server kot “axoder” oty Bopa 8003.
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210 TEAOG LLE TNV EVTOM):

sudo systemctl start chirpstack-network-server

exkivovpe tov Chirpsack Network Server kot pe tnv evioAn:

journalctl -u chirpstack-network-server -f -n 50

umopovue va. AETovpE Ta Teplexopeva Tov log file.

pi@raspberrypid: ~ - o

-n 50

" level=info msg="starting ChirpStack Network Server" band=EU868 docs="https://www.chirpstack.io/"

Feb 21 17 r i y i 2 54486 e f r connecting to Po
Feb 21 17: i e e : ti . eve rage: ping Postg . ry i

ect: connection

Feb 21 17 E

Feb 21 17 ras i etw rve i € evel=inf eway/ c erver="tcp://localhost:1883"

Feb 21 17: < i

Feb 21 17: r i e e g @& : 9@ e e : ribi g ic" 0 topi way/+/event/+

Feb 21 17 or ir 6]: ti 0 2 688437 f ing r api ind="0.0.0.0:80 /home/pi/certificate
s/ca/ca.pem t1 etuor / r i ined. pe home/pi/certificat etu erver-api-server
Feb 21 17: i e e : ti : evel-inf ing downlink device-queue schedul

Feb 21 17: r i :ti 1 g f multicast scheduler”

Ewova 6.4: Log file Network Server
6.4 Apywomoinon Chirpstack Application Server

O Chirpstack Application Server o eykatactadel 6to Raspberry 6to omoio £yovpe vAomoMm el
TO gateway.

Apyid avoiyoulE £VOL TEPLOTIKO GTO UNYEVILLOL KOL LE TIG TOPAUKAT®O EVTOAES EYKAoTOOE
Kdmowo Tpoamottovpueva Tpoypdupata. [pdxerton yio o Mosquitto, PostgreSQL database kot Redis.

sudo apt install mosquitto

sudo apt-get install postgresql
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sudo -u postgres psql
Méoa oto PostgreSQL prompt ekTeEAOVUE TO TOPAKATO
create role chirpstack_as with login password 'dbaspassword’;
create database chirpstack _as with owner chirpstack_as;
\c chirpstack_as
create extension pg_trgm;
create extension hstore
\q

sudo apt-get install redis-server

‘Emerta pe tig mapoakdto eviolég eykabiotovpe 1o Chirpstack Application Server:
sudo apt install apt-transport-https
sudo apt-get install dirmngr --install-recommends

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys
1CE2AFD36DBCCAQGO

sudo echo "deb https://artifacts.chirpstack.io/packages/3.x/deb stable
main" | sudo tee /etc/apt/sources.list.d/chirpstack.list

sudo apt-get update

sudo apt-get install chirpstack-application-server

>to configuration file (/etc/chirpstack-application-server/chirpstack-application-server.toml)
opilovpe:

dsn="postgres://chirpstack_as:dbaspassword@localhost/chirpstack _as?sslmode=
disable"

72



Me avt6 tov Tpodmo vadpyel tpoécPfact tov Chirpstack Application Server ot Pdon
dedopéveov PostgreSQL mote va amodnkedel Ta 0e00UEVO TOV PN GILOTTOLEL.

210 TEAOG LLE TNV EVTOM):

sudo systemctl start chirpstack-application-server

exkivovpe tov Chirpsack Application Server kot pe v evioAn:

journalctl -u chirpstack-application-server -f -n 50

umopovue va. PAETovpE Ta TEplExOpEVa Tov log file.

tack-application

ack-application-server —f -n

.87794973

o
SRR G
o

o

& @

rrypi3 chirpstack-application-server
pi3 chirpstack-application-
stack-application-

% & & © 0 % %

SRS RT AT

o

T17:33:41.

application r/applicatio

api/

combined.pem tls_ki

y - pem
17 chirpstack
5

€
75 167 112 51 107 119

) 8
121 03 84 117
57 113

10 1

9 3 16 68 80 1f
122 110 48 80 81 79 10 1
0 80 50 82 84 10 88 87 115 84 81 116 111 110 116
73 74 122 77 104 49 77 107 118 76 112 73 89 118 83 116 111 111 11
107 111 79 116 101 ¢ 49 101 84 97 101 68 114 6
54 73 114 107 109 57
65 52 71 65 49 85 1€
J 85 111 81
54 112 99 73

3 67 100 116 119 49 72 Q4 49

65

6 65 102 56
71
6 67 80 49 53 78 73 11
65 71 111 116 120 48 77 110 74 48 54 118 50 75 113 111
112 47 81 57 1€
116 104 57 78 116 1.
82 43 49 1
16 45 45 45 45 4!

5

Ewova 6.5: Log file Application Server

6.5 Eyypaon evog gateway otov Network Server

integration:
ration/mqtt:

integration/mqtt:
ration/mqtt

115 104 48 4

1 74 85 121 1

ChirpStack Application Serve
settir
tup metric
setting up Redis client”
connecting to P SQL databa
ping PostgresQL database

https: / /www. chirpstack.io/" versi

or, will retry in 2s pq: the databa
applyi
configu
g is empty
connecting to matt broke
to mqtt brol
ibing to tx topi
application- api
/home /pi/certificates/certs/application-

tion/mqtt

starting server

0.0.0.0:8080" tls-ce
and documentation endpoint

bind
t api handl

starting join-server api” bind

home /pi/certificat

s configured with client
85 71 115 87 97 104 7€
66 184 77 67 82 108 73 120
5 111 84 66 85 70 109 98 1

19 103 3 73 98 51
11 81 113 6
3 56 81 78 107
116 160 51
6 79 114 109 77 74 116
98 81 122 98 74 77 97 76
3 51 97 6

52 10 3

1
i{

7@ 79 107
69
51 100 118 112 76 10 114 117

) 72
45 45 45 10

O Chirpstack Application Server tpocpépet éva Web Interface dote va pmopet o ypnog pe
evkoAia va puOpuilel ko va emtnpet to diktvo LoraWAN mov €xetl otnoetl. Avto to Web Interface
Bpioketat oty dtevBvuvon http://machine-IP:8080 émov to machine-IP avapépetor otnv dievvvon 1P

7oV d1BéTel  cuokev otV omoia €xel eykatactadei o Chirps

tack Application Server. To port 8080

opiletan oto configuration file ko pmwopovue va emAEEovE KOO0 GAAO port av givor amapaitnto.

Yuvenmg avoiyovue Evav browser kot amoktovpe tpodcPacn oto Web Interface
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http://machine-ip:8080/

@3 ChirpStack Application Server x + ~ - X

< C A Mnaogadic | raspberrypi3:8080/#/login o B % R e H

ChirpStack Login

Username / email *

admin

Password *

LOGIN

Ewova 6.6: Log in page tov web interface tov Application Server

2TV apyikn ceAido KAVOLuE login ¥pMGILOTOI®VTAG TNV TPMTH POPE TO TPOETIAEYUEVO
username Kot password admin. Xtnv cuvéyelo propodpe va emAéovpe Kamoa GAAL GuVONLOTIKA
€16000V.

&3 Chimpstack Application Server X 4 voo— X
< C A Mnaogadic | raspberrypi3:8080/#/dashboard o B N R e :
< ( Z) Chil‘psta[:k Q, search organization, application, gateway or device
~ Dashboard
Dashboard
E Network-servers
® Gateway-profiles . . . .
A P Active devices Active gateways Device data-rate usage
B Organizations
No data available. No data available. No data available.
2 All users
QA APlkeys
Gateways
chirpstack v

No data available.

A  Org. dashboard

Org. users

Q,  Org. APl keys

a= Service-profiles
= Device-profiles
@ Gateways
Applications -

Ewova 6.7: Apyikn oglida tov web interface Tov Application Server
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Emiéyovue Network servers kot dnpiovpyovpe éva véo Network Server. Tov ovopdalovpe 6mwg
0éhovpe ko opilovpe g drevBvvon tov localhost:8000. H dievBvvon ko To port avtd €xovv oprotel
oto configuration file Tov Chirpstack Network Server kot mpoxvntel amd to yeyovog 6Tt Network kot
Application Server Bpickovtat 6To 1510 unydvnuaL.

& ChirpStack Application Server X + v - X
<« C A Mnoogadic | raspberrypi3:8080/#/network-servers/6 -2 % » @

= N . - . .

<= Chll‘pStaCk Q, Search organization, application, gateway or device
F 3 Dashboard ey

Network-servers / first (EU868 @ 3.15.3) | |J CEEE ‘
= k
] Network-servers
@  Gateway-profiles
GENERAL GATEWAY DISCOVERY TLS CERTIFICATES

i

Organizations
Network-server name *

2 All users first
A name to identify the network-server.
QA APlkeys
Network-server server
. localhost:8000)
chirpstack A

The "hostname:port’ of the network-server, e.g. ‘localhost:8000

- 0Org. dashboard
UPDATE NETWORK-SERVER

2 Org. users

Q Org. APl keys
2= Service-profiles
s Device-profiles
(@) Gateways

HH Applications -
Ewova 6.8: Anpovpyia véov Network Server
2ty ovvéyewn emiéyovpe Service profiles kat dnpovpyodpe €va véo divovtag Tig TapaKkdT®
TIES oTIg (nTovpEeveG LETOPANTEG

&B Chimpstack Application Server X+ ~ <

< C A Mnoaogpahic | raspberrypi3808U/#/organizations/1/service-profiles/e86 /da88-01/9-4a59-852d-0504df46 / 68c o » x @ :

<= ( 2 ChirpStack Q_ Search organization, application, gateway or device

- Dashboard

= Network-servers Service-profile name *
test_1
@ Gateway-profiles A name to identify the service-profile
B organizations Add gateway meta-data
- GW metadata (RSSI, SNR, GW geoloc., ete.) are added to the packet sent to the application-server.
- All users
Q, API keys [[] Enable network geolocation
When enabled, the network-server will try to resolve the lacation of the devices under this service-profile. Please note that you need to have gateways supporting the fine-timestamp feature and that the
chirpstack - network-server needs to be contigured in order to provide geolocation support
Device-status request frequency
S Org. dashboard 0
Frequency to initiate an End Device status request (request/day). Sct to 0 to disable
- org. users
Minimum allowed data-rate *
Q Org. API keys 0
_ Minimum allowed data rate. Used for ADR
a= Service-profiles
Maximum allowed data-rate *
£ Device-profiles 5
Maximum allowcd data rate. Uscd for ADR
@ Gateways
= A Private gateways
HH Applications v O 9 Y -

Ewova 6.9: Anpovpyia véov Service profile
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Topa eipacte EToyot va eyypdyovpe to gateway otov Network Server. Emiléyovpue Gateways
Kot ONUovpyov e £va VEo gateway GUUTANPOVOVTOS T amaltoVpeva media kot kKupimg divovtag To
ocwoto DevEUI tov gateway.

&3 ChimpStack Application Server X + e - X

<« C A Mnaogalvic | raspberrypi3:8080/#/organizations/1/gateways/create B w @ :

< ( Z) ChirpStack Q, Search organization, application, gateway or device

- Dashboard
Gateways / Create

o=
o= Network-servers
@ Gateway-profiles
GENERAL TAGS METADATA

B Organizations

Gateway name*

test_1
2 All users =

The name may only contain words, numbers and dashes
A, APlkeys

Gateway description *

gateway 1
chirpstack -
~ Org. dashboard

Gateway ID*
L3
=  Org.users b8 27 eb ff fe ae 82 05 MSB  C
A, Org. APIkeys Networkserver ®

first -
o= ice-profi
- Service-profiles Select the network-server to which the gateway will connect. When no network-servers are available in the dropdown, make sure a service-profile exists for this organization.
ks Device-profiles Service-profile

test_1 -
@®  Gateways Select the service-profile under which the gateway must be added. The available service-profiles depend on the selected network-server, which must be selected first

Applications Gateway-profile
S Select gateway-profile - .

Ewodva 6.10: Anpovpyia véov Gateway

Av &yovpe g10ayel o cwoTA oTotKElD TOTE EPPAVIfETON TO gateway g evepYO.

& ChirpStack Application Server X 4 v o - %
<« C A Mnoopodrc | raspberrypi3:8080/#/dashboard 2w e :
< @ ChirpStack Q Search organization, application, gateway or device

» Dashboard

Dashboard

E Network-servers

(@) Gateway-profiles . . . .

A P Active devices Active gateways Device data-rate usage

B oOrganizations

No data available. B Never seen NN Inactive No data available.

3 All users — Active

Q,  APIkeys

chirpstack v

A  Org. dashboard

2 Org. users

Q,  Org. APl keys

a= Service-profiles

Ers Device-profiles Gateways

@ Gateways

Applications - | - | ~

Ewodva 6.11: Eppdvion tov gateway mg evepyomompévo
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6.6 PvOpion teppatikg ovokevig (end device / node)

Q¢ TepUATIKT GLOKELT el ypnoiponombet Evag pukpoeneéepyaostig LoPy o omoiog tpéyet
KATAAANAO TPOYPOUUN DOTE VO CUUTEPIPEPETOL MG TEPUATIKT cLGKELY|. [ TOV TpoypappaTIcud ToV
LoPy ypnoyomombnke 1o mpdypappa Visual Studio Code (https://code.visualstudio.com/) 6to onoio

elye mpootebel to plug in Pymakr (https://pycom.io/products/supported-networks/pymakr/) £161 dote
va uropel va TpEEet 0 kmodkag amd o LoPy.

To LoPy cuvdébnke péom twv pins tov pe pio faon Pytrack kot péow usb pe évav vmoloyiot.
210 Visual Studio Code c¢ éva véo Project poptdOnke 0 Kddkag Tov amotelel TpomTonoinon tov
kddwka cvokevng LoRa yia OTAA activation mov moapéyetot otnv dievbvvon
https://docs.pycom.io/tutorials/networks/lora/lorawan-otaa/.

210 mpoypappa ovto opiovpe to AppKey g epappoyng kot éva AppEUL

) File Edit Selecton View Go Run Terminal Help main.py - Visual Studio Code

L8

> NO FOLDER OPENED
OUTLINE

lora = LoRa(mode=LoRa.LORAWAN, region=LoRa.EUS68)

app_eui = nhexlify(
app_key nhex1ify(

lora.join(activation=LoRa.0TAA h=( app_eui, app_key), timeout=e)
EMS (20 OUTPUT  TERMINAL D 13 +v A x
_ L . . P [ powershell
AutoConnect enabled ess” setting (see Global Settings)

searching for Pycom s Tloco Pymakr Con...
No PyCom boards four

Python39664-bit ®0A2 X PymakrConsole D Run 4 Upload ¥ Download = All commands In24,Col29 Spaces4 UTF8 CRLF Python & 0Q

Ewoéva 6.12: TIpoypappoticpds tov LoPy

To LoPy 6tav exteleiton to mopamdave tpoypappa 0o otédvel unvopato Join Request péypt va
ouvdebet og éva diktvo LoRaWAN kot otnv cuvéyeta Ba 6TéAvel TEPLOOIKE KATOW0 UNVOLLATOL JLE
dedopéval.

6.7 Eyypaon &vég node oto diktvo LoORaWAN

1o Web Interface emiAéyovpe Device-profiles kot dnpovpyovpe €va vEo GUUTANPOVOVTOG
KOTAAANAQ T OTOLTOVEVOL TTEDTOL.
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@3 ChirpStack Application Server x + ~ - X

< C A Mnaogadic | raspberrypi3:8080/#/organizations/1/device-profiles/5b1f9bb3-e7b0-47d9-9a64-8 1f0c004edb0 ® % ® = G @
= N Chi - ot ication. qatewa evi
<= Chll’pStaCk Q, Search organization, application, gateway or device
o Dashboard
GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C CODEC TAGS
= Network-servers
Device-profile name *
y test_1
@ Gateway-profiles
A name to identify the device-profile
B Organizations
LoRaWAN MAC version *
1.02 v
2 All users
The LoRaWAN MAC version supported by the device.
A, APlkeys LoRaWAN Regional Parameters revision *
A -
chirpstack - Revision of the Regional Parameters specification supported by the device.
ADR algorithm *
f  Org. dashboard Default ADR algorithm -
The ADR algorithm that will be used for controlling the device data-rate
2 Org. users
Max EIRP *
Q,  Org. APl keys 0
_ . ) Maximum EIRP supported by the device
a= Service-profiles
Uplink interval (secands) *
Ers Device-profiles 7
The expected interval in seconds in which the device sends uplink messages. This is used to determine i a device s active or inactive
@®  Gateways
i Applications < UPDATE DEVICE-PROFILE -

Ewova 6.13: Anpovpyia véov Device profile

[Mopatnpodpe 6t emdéyovpe v €kdoomn 1.0.2 tov LoRaWAN 8161t avt vrootnpileton amd
10 LoPy. EmiAéyovpe oc kAdon cvokevng Class A yia tov 1010 Loyo. Axopun oty kaptéra JOIN
(OTAA / ABP) gvepyomotovpe v Aettovpyio OTAA.

&3 ChirpStack Application Server X + v - X
<« C A Mnoaogatig | raspberrypi3:8080/#/organizations/1/device-profiles/5b1f9bb3-e7b0-47d9-9a64-81f0c004edb0 w2 Y » = G @
< ( 2) ChirpStack Q_ Search organization, application, gateway or device
- Dashboard ( DELETE )

Device-profiles / test_1 | u ‘
=
o= Network-servers
@  Gateway-profiles

GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C CODEC TAGS
B oOrganizations
Device supports OTAA

2 All users
A APlkeys UPDATE DEVICE-PROFILE
chirpstack v

A  Org. dashboard
2 Org. users

A, Org. APl keys

a= Service-profiles

3= Device-profiles

@®  Gateways

Aliansionn -

Ewova 6.14: Evepyomoinom OTA activation
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Eniéyovpe v kaptéha Applications kot onpiovpyode pio vEa EQopUOY COUTANPOVOVTOG
KatdAAnAa ta medio.

@3 ChirpStack Application Server x + e - x

<« C A Mnaogahic | raspberrypi3:8080/#/organizations/1/applications/create 2 % % @

< E) Ch]rpS‘taCk Q_ Search organization, application, gateway or device

F 3 Dashboard

B2 Network-servers Applications / Create
@®  Gateway-profiles
B2 Organizations Application name *

test_1
2 All users The name may only contain words, numbers and dashes.
\ AP keys Application description *

application 1
chirpstack M Service-profile *

test_1 v
ﬁ Org. dashboard The service-profile to which this application will be attached. Note that you can't change this value after the application has been created
2 Org. users

CREATE APPLICATION

Q,  Org. APl keys

2= Service-profiles
3t Device-profiles
@®  Gateways

B Applications
Ewova 6.15: Anpovpyia véag epaproyng

Topa elpacte £TOOL VO EVEPYOTO|GOVLE TNV TEPUOTIKT] GUOKEDT]. TNV EPAPLOYT TOV
onuovpynoape tpocshétovpe pia véa cuokevn divovtag 1o DevEUI ¢ cuokevnc.

@ ChirpStack Application Server X+ o= X
<« C A Mnaogovic | raspberrypi3:8080/#/organizations/1 /applications/6/devices/create 2 % % @
- N - -
= ChirpStack Q, Search organization, application, gateway or device

- Dashboard

E Network-servers GENERAL VARIABLES TAGS

@ Gateway-profiles Device name *
test_1

B organizations The name may only contain words, numbers and dashes

2 All users Device description *
Device 1

Q,  APIkeys
Device EUI *

. 70 b3 d5 49 9f 81 e9 1 MsSB

chirpstack v c
Device-profile

A  Org. dashboard test_1] -

3 Org. users test_1

\ Org. APl keys Note that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks.

2= Service-profiles

[] Device is disabled

* Device-profiles ChirpStack Network Server will ignore received uplink frames and join-requests from disabled devices

@  Gateways CREATE DEVICE

m Applications

Ewova 6.16: Eyypooen véag TepULaTiKNG GLOKELNG
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Ymyv ocvvéyela oto medio KEYS(OTAA) divovpe to 1010 kAedi AppKey mov éxovpe opicet kot
oto LoPy.

@3 ChirpStack Application Server x + e - x

<« C A Mnaogadic | raspberrypi3:8080/#/organizations/1/applications/6/devices/70b3d5499f81e9f1 /keys B kx * @

< @ ch“-pstack Q_ Search organization, application, gateway or device

F 3 Dashboard

2=  Network-servers Applications / test_1 / Devices / test_1 |J BElanE
=
@®  Gateway-profiles
DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
B organizations _—
2 All users
Application key
Q,  APlkeys 14 B0 28 7A 18 6B 75 B7 B4 D5 D8 A7 FB 30 54 9C Mse G O ®©
For LoRaWAN 1.0 devices. In case your device supports LoRaWAN 1.1, update the device-profile first.
chirpstack v

SET DEVICE-KEYS
F 3 0Org. dashboard

2 Org. users

F

Org. APl keys

Service-profiles

I Device-profiles

@®  Gateways

HH Applications
Ewova 6.17: TTapoyn AppKey
Tdpa 1 cvokevn ExeL eyypaPel Kot amopével va evepyomombet (activation).

HEKIVALE TNV EKTELEGT] TOVL KATAAANAOL TPpoypdppatos oto LoPy ko mepiuévoope va oteilet
1o Join Request.

Selection View Go Run Terminal llelp main.py Visual Studio
RER ain.p

> NO FOLDER OPENED cou
> OUTLINE ubinascii

lora = LoRa(mode=LoRa.LORAWAN, region=LoKa.tUs6s)

2 OUTPUT  TERMINAL D LE +v ~ x

NoL yel joined... [ powershell
Not yet joined... 3] Pymakr Con...
Not yet .

Not yet

Not yct j

Not yet j

Not yet J

NoL yel

Not yet

Not yet j

Not yet Jj

Not yct j

Not yet j

Not yet J

NoL yel

Not yet joined. ..

Joined

Python3.9.6 64-bit ®0 /A2  PymakrConsole P Run 4 Upload ¥ Download = All commands Ln57,Col 19 Spacess4 UTF-8 CRLF Python & 0Q

Ewova 6.18: Zovdeon teppotikng cvokevng LoPy oto diktvo LoRaWAN
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BAémoupe 6t av vap&et Oetikn andvinon Join Accept amd tov Network Server ) cuokevn
elvar mAéov oparty.

&3 ChirpStack Application Server X + v - X

<« C A Mnaogpodvic | raspberrypi3:8080/#/organizations/1 CR-E TN - I

@ ChirpStaCk arch o ation, applicati

F 3 Dashboard
Organizations / chirpstack
o=
o= Network-servers
@ Gateway-profiles DASHBOARD ‘CONFIGURATION
B Organizations
All users Active devices Active gateways Device data-rate usage
A APIkeys m— Never seen NN Inactive m Never scen NN Inactive W DR5
— Active — Active
chirpstack -

~ Org. dashboard

2 Org. users

F

org. APl keys

a= Service-profiles
X Device-profiles
@  Gateways
Gateways
Applications - hé

Ewova 6.19: Epedvion TepLOTIKNG CUGKELNG (OG EVEPYOTOMUEVN

2ty koptéda LORAWAN FRAMES napovsialovtat ta unvopoata LoRaWAN mov powbei 1o
gateway otov Network Server kot avtictpoa.

&3 ChirpStack Application Server X 4 v — X
<« C A Mnoopadic | raspberrypi3:8080/#/organizations/1/applications/7/devices/70b3d5499f81e9f1/frames 2 % * Q@
d E) ChirpStack ch ation, application, g y o O

_ Dashboard

Applications / test_1 / Devices / test_1

E Network-servers
. DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
@ Gateway-profiles
B Organizations
(@ HELP 11 PAUSE ¥ DOWNLOAD
- All users
Q,  APlkeys Feb2210:34:34PM | UnconfirmedDataUp | ( 867.3MHz | ( SF7 | ( BW125 ) ( FPort:2 | ( FCnt: 6 ) | DevAddr: 05c71ccb v
X Feb2210:34:31PM | UnconfirmedDataUp | | 868.1 MHz | ( SF7 | ( BW125 ) ( FPort:2 | ( FCnt:5 | | DevAddr: 05c71ccb v

chirpstack -

Feb2210:34:28 PM | UnconfirmedDataUp | ( 867.9MHz | ( SF7 | ( BW125 ) ( FPort:2 | ( FCnt: 4 ) | DevAddr: 05c71ccb v
_ Org. dashboard

Feb2210:34:25PM | UnconfirmedDataUp | ( 868.5MHz | ( SF7 | ( BW125 ) ( FPort:2 | ( FCnt:3 ) | DevAddr: 05c71ccb v
- 0rg. users

Feb2210:34:22PM | UnconfirmedDataUp | | 868.3MHz | ( SF7 | ( BW125 ) ( FPort:2 | ( FCnt:2 ) | DevAddr: 05c71ccb v
Q 0org. API keys

Feb2210:34:19PM | UnconfirmedDataUp | ( 867.3MHz | ( SF7 | ( BW125 ) ( FPort:2 | ( FCnt: 1) | DevAddr: 05c71ccb v
a= Service-profiles

Feb2210:34:16 PM | UnconfirmedDataUp | ( 868.5MHz | ( SF7 | ( BW125 ) ( FPort:2 | ( FCnt: 0 ) | DevAddr: 05c71ccb v
= Device-profiles

Feb2210:34:08 PM | JoinAccept | ( 868.1 MHz | ( SF7 | [ BW125 | ( GW:b827ebfffeae8205 v
@ Gateways

Feb2210:34:08 PM | JoinRequest | ( 868.1MHz | | SF7 | | BW125 | | DevEUI: 70b3d5499f81e9f1 v
HH Applications < 4

Ewodva 6.20: Epgdavion umvopdtov LoRa mov avtaAAGooeL 1 TEPUATIKT GLOKEVT|
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BAémoupe to pMvopa Join Request, 1o omoio axoAovdeitot amd éva Join Accept Kot oty
GLVEYELD 0KOAOVOOVV UMvipOTa TOL TEPLEYOLV Ta dEdOUEVA TOV GTEAVEL TO node.

Av emiélovpe To Join Request BAEmovLE TO TEPIEXOUEVA TOV GE LOPPT] JSON.

Radio PHY layer:

Preamble | PHDR | PHDR_CRC PHYPayload CRC
Added by Radio Transceiver Compute MIC with-AppKey:
1 byte 4 bytes :
PHYPayload: | MHDR Join Request (in Plaintext) MIC
8 bytes 8 bytes 2 bytes
Join Request: AppEUI DevEUI DevNonce
Synua 6.2: Aopn umvopotog Join Request [25]
@3 ChimpStack Application Server x + v — X
& C A Mnoaogodig | raspberrypi3:8080/#/organizations/1/applications/7/devices/70b3d5499f81e9f1/frames 2k ® = e

Q, Ssearch organization, application, gateway or device

< C’B ChirpStack

A Dashboard Feb 22 10:34:08 PM | JoinRequest | | 868.1 MHz = | SF7 | BW125 | DevEUI: 70b3d5499181e0f1 ~
o
==  Network-servers v teinfo: { 3 keys v phyPayload: {} 3 keys
frequency: 868100000 v mhdr: ) 2 keys
@  Gateway-profiles modulation: "LORA mType: "JoinRequest’
v loRaModulationinfo: { 4 keys major: "LoRaWANRI"
B Organizations bandwidth: 125 v macPayload: { 3 keys
spreadingFactor: 7 joinEUL: *abof4dScoef5a7ob
. codeRate: "4/5" devEUL: "70b3d5499f81e9f1
=  Allusers polarizationinversion: false devNonce: 9036
v rxinfor 1 1 item mic: "12ee59b9
A APlkeys v 0 { 1keys
gatewayID: 'b827ebfffeac8205
chirpstack - time: null

F 3 0Org. dashboard

Org. users

P

Org. APl keys

&= Service-profiles
= Device-profiles
@ Gateways

it Applications

timeSinceGPSEpoch: null
rssi: 96
IoRaSNR: 9
channel: 0
rfChain: 1
board: 0
antenna: 0
v location: {} 5 keys
latitude: 0
longitude: 0
altitude: 0
source: "UNKNOWN:
accuracy: 0
fineTimestampType: "NONE'
context: "Zjegyw==

uplinkiD: "ba7fd90e-8bd9-4e9c-91ad-be215683aa3d

creStatus: "CRC_OK’

Ewova 6.21: Mivopa Join Request og popen json

82



Avrtiototya yo to Join Accept:

Radio PHY layer:

Preamble PHDR PHDR_CRC PHYFayload CRC
Added by Radio Transceiver
Encrypted (but actually decrypt function) with AppKey
Compute MIC with AppKey
1 byte 4 bytes
PHYPayload: | MHDR Join Accept MIC
3 bytes 3 bytes 4 bytes 1 byte 1 byte 0 orl6 bytes
Join Accept: | AppNonce NetiD DevAddr DLSettings RxDelay CFList
Synua 6.3: Aopn umvopotog Join Accept [25]
@3 ChirpStack Application Server X =+ v o - X
& C' A Mnaogodrc | raspberrypi3:8080/#/organizations/1/applications/7/devices/70b3d5499f8 1e9f1/frames 2 % * = e :

< CQS ChirpStack

Q, Ssearch organization, application, gateway or device

Feb 2210:34:25 PM | UnconfirmedDataUp | ( 868.5MHz | ( SF7 | (BW125 ) [ FPort:2 ) | FCnt:3 ) | DevAddr: 05c71cch ~
- Dashboard
- Feb 2210:34:22 PM | UnconfirmedDataUp | ( 868.3 MHz | ( SF7 | (BW125 ) [ FPort:2 ) ( FCnt:2 | | DevAddr: 05c71cch v
o= Network-servers
Feb 22 10:3419 PM | UnconfirmedDataUp | ( 867.3MHz | ( SF7 | ( BW125 ) ( FPort:2 ) ( FCnt:1 ) | DevAddr: 05c71cch v
@®  Gateway-profiles
Feb2210:3416 PM  ( UnconfirmedDataUp | ( 868.5MHz | ( SF7 | ( BW125 ) [ FPort:2 ) | FCnt:0 | | DevAddr: 05c71cch M
B Organizations
o
- All users Feb 22 10:34:08 PM | JoinAccept | | 868.1MHz | ( SF7 | ( BW125 | | GW: b827ebfffeae8205 A~
QA APlkeys
gatewaylD: 'b827ebfffeac8205 v phyPayload: {} 3keys
v txinfo: {9 keys v mhdr: { 2keys
chirpstack v frequency: 868100000 mType: “JoinAccept"
power: 14 major: "LoRaWANR1"
A Org. dashboard modulation: "LORA" v macPayload: { 1 key
rg. dashboar v loRaModulationinfo: {) 4 keys bytes: *fnHhKV50FONUQNAKHAVS1UuYck+OcmdF2ZeeA=="
bandwidth: 125 mic: "86262d21
2 Org. users spreadingFactor: 7
codeRate: "4/5"
Q org. API keys polarizationinversion: true
board: 0
- ] tenna: 0
= Service-profiles o
- P timing: "DELAY
. . v delayTiminginfo: { 1 key
= Device-profiles delay: "5s
context: "Zjegyw=='
@®  Gateways
Applications M N TN e N T e M

Ewova 6.22: Mivopa Join Accept o€ popen json
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H dwndkacio mov akoAovdnOnke yo to Join pmopei va oynuotonomei oc e€ng:

ED RGW NS IS/AS

1. Join-request

2. Join-request

3. Join-request

4. JoinAns

5. Join-accept

6. Join-accept

yua 6.4: Awadikacio Join

To pnvopa Join Request Ta&dedel omd v TEPUATIKY GLGKELY GTO gateway Ko amd eKel GTOV
Network Server. To gateway anAdg tpombei to ppvopa. ‘Eneita o Network Server to mpowbei otov
Join Server o omoiog ivat o Application Server. Av £yovpe KAVEL PE GOGTO TPOTO TNV EYYPOPT| TNG
ovokevng tote 0 Application/Join Server amavtd Oetikd Kot Tapdyston Eva prvopa Join Accept mov
axoAovbel v avtifetn mopeia amd to Join request [33].
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Kegpaharo 7: Yhomoinon OTA activation péow DNS
7.1 Evocaymyn

2ty amin epintmon apyitektovikng diktvov LoRaWAN yia va evepyomomBel pio teppatikn
ovokevn péom OTAA eivar amapaitnto va 60000V otov Application Server ,mov Agttovpyel og Join
Server, ta DevEUI, AppEUI (JoinEUI) kou AppKey. To tedevtaio dev petadidetal moTé Kot YpnOUYLEVEL
YL TNV ONUIOVPYIN TOV KAEWIOV 0GQAAELNG TNG GUVOEGNG.

Ymapyovv TepInT®GELS TOV BELOVLLE VO YPTCLUOTOUCOVLLE LU0 TEPUATIKT) GCLGKELT GE dIKTLO
7oV €V TO £Yovpe evepyomomoael. Mia mpocéyyion givat va ypnotporomaoovpe évav dAio Join Server,
OTOV OTO10 £XEL EYYPAPEL 1) TEPLLATIKY) GLOKELN, MGTE VA TpaypuaTtorombel n dladikacio tov Join.

"Evag tpémog givan va, ypnotpomomBet £vag server DNS o omoiog 0a divel otov Network Server
v d1evBuvveon tov Join server otov omoio Ba amevBHvel 1o Join Request.

To yaAlko wotitovto AFNIC npocépet éva DNS server yuo oot} Tnv otadikacio kot mopEyet
oonyieg otnv d1evOvvon https:/github.com/AFNIC/IoTRoam-Tutorial. I[Tpoteivel v mapakdtom
apYLTEKTOVIKT) [34].

Guest Network
AS

£ =

) Gateway
Device TLS Connection via Port 443
Guest Network

NS

OTAA Join
over DNS

Home Network
Join-AS

il

ymua 7.1: Apyrrektovikr diktvbov LoRaWAN pe yprion OTA activation péow DNS

[T ocvykekpyéva yivetar xprion tov nedio AppEUI (JoinEUI) 1o onoio petatpénetal oe dns
EYYPOPT LLE TNV AVTIGTPOPT TOV, TNV TPOSHNKT TEM®V avAIESH GTO YN @io TOV Kot TV TPOoSHNKN
teAMKA Tov suffix joineuis.iotreg.net [35].

®a opicovpe mg Guest Network 1o Raspberry mov €yovpe ypnoyoromoset kow og Home

Network éva gucovikd pnyévnpa. H teppotikn cuokevn| eivon eyyeypappévn oto Home Network kot
0élovpe va ) cvvdéoovpe pe o Guest péow OTA activation pe DNS.
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H teppatikni cvokeun Bo tpocmadncetl va evepyomoindetl oto Guest Network aAld apov dev Oa
&xovue dddoel To AppKey dev Oa pmopet va yivel To activation pésm tov Join Server tov Guest
Network. 'Etot 8o amootéddet éva DNS query pe tov AppEUI (JoinEUI) tg cuokevng. Av vdpyet n
KaTAAANAN €yypaoen oto DNS server 10te Oa otélvel otov Network Server tov Guest Network tnv
d1evBvvon IP tov Join Server tov Home Network o onoiog kot 6o amavtioet e Join Accept. 1o TéA0G
N ovokevn evepyonoleite oto Guest Network kot apyilel va amootéliet dedopéva. Tlpénet va
onuewwdel 611 to Home Network ypnoyormomOnke poévo yuo v e&ummpénon tov Join Request.

7.2 Eykotdotacn Home Network

X éva €IKOVIKO pnydvnpa tov gpyactnpiov pe otatikn dtevdvvon IP (lora.cn.ntua.gr /
147.102.40.49) gyxobiotodpue pe Tov TpoOTo Tov £xel oM mapovotactet Eva Chirpstack Network Server
ko éva Chirpstack Application Server.

21 cvvéyewn eyypagovpe v cvokevn] 6to Home Network pe tov id10 tpomo.

Ytov configuration file tov Chirpstack Network Server opilw otu:
[join_server.default]

server="https://147.102.40.49:443"

>to configuration file tov Chirpstack Application Server opilw ot
[join_server]

bind="0.0.0.0:443"

Me avt6 tov tpdémo opilm 6ti o Join Server tov Home Network Ba “akover” oto port 443
(https).

Eykotdotaon Guest Network

H eykatdotaon £er non mapovciactel. 1o configuration file Tov Chirpstack Network Server
TPOcHETM:

[join_server]

resolve_join_eui=true
resolve_domain_suffix=".joineui.iotreg.net"

Me avt6 tov tpdmo evepyomoid tnv vanpecia OTAA over DNS kot dive to kotdAinAio domain
suffix mov Oa tpootedetl oto AppEUI (JoinEUI) dote va amavirioel o DNS server.
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7.3 Apywomoinon DNS Server

O DNS server mapéytat ond to AFNIC oty dievbvvon https://api.rd.nic.fr/lorawan-dns/v1/doc/
Kol TpocPEPEL £va user interface 6to omoio pmopovpe va kavoope DNS gyypaeéc.

@ swagger Ul X 4 v = X
C' @& apirdnicfr/lorawan-dns/v1/doc/?api_key=8ffAcuEDIN10gZpbAlsdzk576EKsty32 e Y o :

LoRaWAN DNS operations AP| 2

[ Base URL: api.rd.nic.fr/lorawan-dns/vl ]

This API refers to LoRaWAN™ Backend Interfaces 1.0 Specification. It is intended to be used for LoRa Alliance Member who are willing to use the LoRa Alliance DNS service. LoRa Alliance operates two dedicated subdomains to
resolve JoinServers and NetIDs, rooted at JOINEUIS.LORA-ALLIANCE.ORG and NETIDS.LORA-ALLIANCE.ORG, respectively. This API is developped by Afnic, www.afnic.fr, institutionnal member and the technical operator of
DNS service.

Contact the developer

Schemes

HTTPS v

JoinEUIs Manage your DNS joinEUIs records N
GET /JjoinEUIs Getyour joinEUIs records list o ﬂ
/joinEUIs Create ajoinEUI record v @
/JjoinEUIs Update a joinEUI record v ﬂ

[~ P e

NetlDs Manage your DNS netiD record .

Ewova 7.1: Apywn oelida web interface tov DNS server

Emnéyovpue POST kot KGVOLLLE TNV TOPOKAT® EYYPOUON:

"name": "AB9F4D5C9EF5A79B",
lltypell: IIAAAAII,
"value": "147.102.40.49"

Y10 medio name opilovpe 10 AppEUI (JoinEUI) t0 omoio £yovpe opicel otnyv TepUATIKN
ovokevn Kot oto medio value v IP d1evBvvon tov Join Server mov Ba ypnoyoromOei.

7.4 Yromoinon OTAA over DNS

10 Guest Network mpocOétovpe pio véa cuokevn, e TOV TPOTO TOV EYOVLE TAPOVCIACEL,
xopic opmg va divovpe to AppKey.
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@3 ChirpStack Application Server x + ~ - X

< C A Mnaogadic | raspberrypi3:8080/#/organizations/1/applications/7/devices/create e % * e i
= C E) ChirpStaCk Q, Search organization, application, gateway or device
o Dashboard
GENERAL VARIABLES TAGS
cm
o= Network-servers
Device name *
@ Gateway-profiles test_1
The name may only contain words, numbers and dashes
B Organizations
Device deseription *
2 All users Device 1
A, APlkeys Device EUI*
70 b3 d5 49 9f 81 e9 1 MsB c
chirpstack -
R Device-profile *
test_1 -
~ 0rg. dashboard
test_1

Org. users

Note that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks.

Q,  Org. APl keys
[J Device is disabled

a= Service-profiles
ChirpStack Network Server will ignore received uplink frames and join-requests from disabled devices
Ers Device-profiles
CREATE DEVICE
@®  Gateways
Applications - i
, . ;o , ,

Ewodva 7.2: Eyypaen] véag TEpUOTIKNG GUCKEVTG
& ChirpStack Application Server X+ vooo— X
<« C A MnaopaNic | raspberrypi3:8080/#/organizations/1/applications/7/devices/70b3d5499f81e9f1/keys B ¥ o :

(¢ 2) ChirpStack Q, search organization, application, gateway or device

® Dashboard

Applications / test_1 / Devices / test_1 ‘ W DELETE ‘

= k
== Network-servers
@ Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
1 organizations

All users

Application key * vse C I ©

A, APlkeys For LoRaWAN 1.0 devices. In case your device supports LoRaWAN 1.1, update the device-profile first
chirpstack v

SET DEVICE-KEYS

® org. dashboard
- 0rg. users

Q. Org. APl keys

2= Service-profiles
= Device-profiles
@  Gateways
Applications -

Ewodva 7.3: Mn mapoyn tov AppKey otov Join Server
Otav mpocrabnoovie va kdvovpe activate tnv cuokevr| o Join Server dev €xel to AppKey ondte

npaypatonolel éva DNS query yia va pdfet tnv dievbvvon tov katdiiniov Join Server. Me tnv
TOPOKATO EVIOAN UTOPOVLLE VO SOVLE TNV O1AOIKAGTO OVTY).
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sudo tcpdump port 53

lora@lora: ~
$ sudo tcpdump port
output suppressed
link-type EN16MB

ora.cn.ntua.gr.47

Ewova 7.4: [lapovoioon g enwcowvmviog Tov Network Server pe tov DNS server

Telkd n cvokevn gvepyomoteitar oto Guest Network.

&3 ChirpStack Application Server X 4 vo— X

<« C A Mnaogodrc | raspberrypi3:8080/#/dashboard L T o :

» Dashboard
Dashboard
E Network-servers
R Gateway-profiles . . f .
® P Active devices Active gateways Device data-rate usage
B oOrganizations
Never seen NN Inactive Never seen I In DRS5

2 All users — Active — Active
Q,  APIkeys
chirpstack v
A  Org. dashboard
2 Org. users
Q,  Org. APl keys

Service-profiles

Device-profiles Gateways

@  Gateways

Applications - -

Ewova 7.5: Epedvion g tepUatiKig GUGKEVNG OG EVEPYOTOINUEVN
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Evad 10 AppKey dev €xet do0el fAémovpe 6TL 1| evepyomoinom sivat emttuyng.

&3 ChirpStack Application Server X 4

v =
<« C (A Mnaogadrc | raspberrypi3:8080/#/organizations/1/applications/7/devices/70b3d5499f81e9f1/activation 2 ) W e :

(r/B ChirpStacR Q Ssearch org ation, applica

- Dashboard

B Networkservers Applications / test_1 / Devices / test_1

(@) Gateway-profiles
DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
B Organizations _—

2 All users

Q,  APIkeys 04 d12chb MSB
While any device address can be entered, please note that a LoRaWAN compliant device address consists of an AddrPrefix (derived from the NetID) + NwkAddr.

chirpstack -

—_— Network session key (LoRaWAN 1.0) *
- - - easa, 0

A Org. dashboard

2 Org. users (0]
A, Org. APIkeys Uplink frame-counter *

_ 10
- Service-profiles

ink frame-counter

= Device-profiles o

@ Gateways
Applications
Ewodva 7.6: Evepyomnoinomn g ovokevng (Exet mapet dievbvvon and to diktvo)

&3 ChimpStack Application Server X + v -

< C A Mnoaogadic | raspberrypi3:8080/#/organizations/1/applications/7/devices/70b3d5499f81e9f1/keys B * e :

cr/B ChirpStack

- Dashboard

= Network-servers Applications / test_1 / Devices / test_1

@ Gateway-profiles
Ea

DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
Organizations _—
2 All users
A, APlkeys Application key * wse C 0 ®©
For LoRaWAN 1.0 devices. In case your device supports LoRaWAN 1.1, update the device-profile first
chirpstack -

SET DEVICE-KEYS
~ Org. dashboard

- Org. users

\ 0Org. APl keys

&= Service-profiles

ks Device-profiles

@  Gateways
Applications

Ewodva 7.7: To AppKey dev givor yvootd aArd 1 cuckeun £xel evepyomom el emtuymg
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Kegpaiaro 8: Yromoinon Roaming
8.1 Ewcaymyn

H nopoandve apyrtektovikn pnopet va enektadel mepartépm yio va vAomolel Aettovpyieg
roaming. Mg Alyo A0yl 1] TEPUOTIKT GLGKELN EIval £YYEYPAUUEVT KOl evepyomtomuévn 6to Home
Network aAAd Bpioketor extoOg TG epPédetag Tov. Bpioketon Opmg evtog g eUPEAELNG TOV OTIKTVOV
Guest Network oto omoio eivar tedeing dyvoot. H Aettovpyia roaming emttpénet v (p1ion TV
vrodoudv Tov diktvoov Guest Network yio TV emtkovavio TG TEPUATIKAG CLOKEVNG UE TO HIKTVLO
Guest Network cav va Bpioketotl evtog g epupéretag Tov.

) @)
g

Gateway

Device

Guest Network Home Network Home Network

Ns NS Join-AS

ynua 8.1: Apyrrektovikr diktvbov LoRaWAN e Agttovpyio roaming

INa va emtevyBei n Aettovpyio Tov roaming 1 LoRa Alliance et eiodyet pio moporioypévn
dwdkacio Over-The-Air-Activation 6to LoRaWAN 1.0.x ,6mmg tapovoidotnke oto Kepdiato 4, yuo
v enitevén Passive Roaming Activation [36]. @smpeital 6lyovpo Twg 1 TEPLATIKY] GLOKELT Elval 110N
evepyomomuévn oto Guest Network.

LoRa RF Space IP Space

ED RG Guest NS Home NS DNS Home JS Home AS

fm W W 4 QO B

L L L =
4
5 rrreew »>
———————— >
» R o6 ) 7 [F>
________________________ -
5 8 -J"MG
10 {JAcoep ‘____]_A:___g__i- --------------

Yynua 8.2: Passive Roaming Activation
Bipa 1:

H telikn cvokevn anooteiret £va pnvoua Join Request to omoio péow g moAng tov Guest Network
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katainyet otov Network Server tov Guest Network. Ilepiéyet ta nedia DevEUI, AppEUI (JoinEUI)
kot DevNonce.

Bipa 2:

O Network Server tov Guest Network kataAafaivel, Adym tov dyveootov og avtov DevEUI, 6111
TEPLOTIKN GVOKELT AVKEL 6€ GAAO dikTvo. Elopévmg tpémet va tov yivel yvoot 1 IP dievbvvon tov
Join Server tov Home Network.

H avtiotoiyion tov JoinEUI pe v IP AievBvvon tov Join Server tov Home Network péow evog DNS
query givan pio Aon mov eacealilel avtn v avaykn. H dtadwkacio avtn eivor 1o OTAA over DNS
oV £)EL TEPLYPOPEL 6TO TpoNyovpeVvo kepdiato. Eropévmg o Network Server amoxtd tnv [P
d1evBvvon tov Join Server tov Home Network.

Bipa 3:

O Network Server tov Guest Network amootéliel otov Join Server tov Home Network pivopa
HomeNSReq pe 1o DevEUI ¢ teppatiknig cuokevng.

Ymv ovvéyela o Join Server tov Home Network amootéddel otov Network Server tov Guest Network
uvopo HomeNSAns mov nepiéyet to NetID tov Home Network.

Bipa 4:

O Network Server tov Guest Network npénet va avtictoryicetl To NetID pe v dievbvvon IP tov
Network Server tov Home Network.

Avtd pmopet va yiver gite pe avtiotoryo tpdmo tov Brjpartog 2 oniadr pésm DNS gite pe v amevbeiog
TopoyNs avTgs ¢ devBuvong oto configuration file tov Network Server.

Bipa 5:

O Network Server tov Guest Network amootélAiel otov Network Server tov Home Network pivopa
ProfileReq pe to DevEUI tn¢ teppoTikng cuokevng.

Ymv ocvvéyela o Network Server tobo Home Network amootéliel otov Network Server tov Guest
Network pnvopa ProfileAns mov onpatodotet tnv évapén tov roaming.

Bipa 6:

O Network Server tov Guest Network amootéliel otov Network Server tov Home Network pivopa
PRStartReq mov mepiéyet to prjvopa Join Request.

Bipa 7:

O Network Server tov Home Network arooctélAdel otov Join Server tov Home Network privopa
JoinReq mov amoteleiton amod:
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Mnvopa Join Request

DevEUI

DevAddr

Omwg avtd £xovv vtoroyiotel and tov Network Server tov Home Network.

Bipa 8:

O Join Server tov Home Network amootéAlel otov Network Server tov Home Network pjvopa
JoinAns wov mepiéyet:

Mnvuopa Join Accept

NwkSKey

AppSKey

To kKhed1d TapnyOnoav pécm tov yvootod otov Join Server tov Home Network AppKey.

Bipa 9:

O Network Server tov Home Network amootéAlel 6tov Network Server tov Guest Network pnvopa
PRStartAns mov mepiéyet:

Mnvope Join Accept
DevEUI

Bnpa 10:

O Network Server tov Guest Network nmpow6ei otnv teppaticn cvokevn (LEG® TG TOANG) TO UNVLLLL
Join Accept 6mwg mapdyOnie amd to Join Server tov Home Network.

H teppatikn cvokeun mapdyet ta kAed1d NwkSKey kot AppSKey.
[TAéov 6An M Kivnomn mov apopd TNV TEPLOTIKN GVoKeLT Tpowbeitatl and Tov Network Server tov Guest
Network otov Network Server tov Home Network, diywg kapio eneEepyacia, p€cw e aviiotoiyong
NetID ko IP 61e00vvong tov Network Server tov Home Network 1 omoia £yet AneOel cOppwva pe 1o
Bnpa 4.

AxoAov0el  Tapovsiaon Tov enepufdoemv mov tpénet va yivouv otovg Network ko
Application Servers twv Home kot Guest Networks yio tnv enitevén tov roaming 6mwg
TOPOVCIACTNKE.

8.2 Apywkomoinon Home Network

210 configuration file tov Network Server tov Home Network npoc0étovpie ta mapaxdrm:
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net_id="000001"

[roaming]

resolve netid_domain_suffix=".netids.iotreg.net"
[roaming.api]

bind="0.0.0.0:7443"

[roaming.default]

enabled=true

Onwg avaeépbnke podo roaming server ektehet o Network Server kot emopévmg opiletan n
00pa otV omoio ATOVTA GTO AVTIGTOLYOL CLLTILLOLTOL.

Y7o configuration file tov Application Server tov Home Network opilovpe to id tov server:
id="2bbd0562-ae84-2dcb-c20f-6b9506f6812a"
8.3 Appkomoinon Guest Network
>to configuration file tov Network Server Tov Guest Network mpocsOétovpie Ta mapakdTo:
net_id="000002"
[roaming.default]
enabled=true
server="https://147.102.40.49:7443"
passive_roaming=true
passive _roaming_lifetime="24h"

Opilovpe v devBvvon Tov roaming server tov Home Network.

>to configuration file tov Application Server tov Guest Network mpocOétovpe T mapakdtm:
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id="2bbd0562-ae84-2dcb-c20f-6b950616812b"

Mopatnpodpe 611 pe T dtopopetikd net_id daywpilovpe ta 000 dikTva £T61 MGTE Vo Umopet
vAomomBel n vanpecio Tov roaming, Yvopilovtag £1ot o diktvo givor To Guest kot to Home.
Avrtiototya opilovpue kot dtapopeticd id yro tovg Application Servers.

INo va vtapyetl acpoaing emkowvovio peta&d tov Home kot Guest Networks mpémet va
vrapyovv ta katdAAnia ssl x509 certificates. To wvotitovto AFNIC npocpépet £va intermediate
authority yio v emifefaimon Tovg KabdS Kot 0dNYieg yio TNV Tapay®yn TOvs. Agv yivetol peyolvtepn
ava@ivon yati ekpedyet amd v vAoroinon g vrodoung LoRaWAN addd meptypdpetal otny ceAldn
https://github.com/AFNIC/IoTRoam-Tutorial/blob/master/Certificates-Tutorial.md.

8.4 Y omoinon Roaming

Y10 web interface Tov Application Server tov Home Network gmAéyovpe tnv cuGKeLT| KOl TNV
kaptéha Variables mpocsBétovpe v petafinti home netid = 000001.

&3 ChirpStack Application Server x + e - X

& C A Mnoogodig | lora.cn.ntua.gr:8080/#/organizations/1/applications/4/devices/70b3d5499f81e9f1/edit 2 % * = e :

€= @ ChirpStack Q_ Ssearch organization, application, gateway or device

F .} Dashboard

= Network-servers Applications / test_1 / Devices / test_1 |J Bt
@  Gateway-profiles
DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES
B Organizations —_—
2 All users
GENERAL VARIABLES TAGS
A, APlkeys -

Variables can be used to substitute placeholders in for example integrations, e.g. in case an integration requires the configuration of a device specific token.

home_netid 000001 ]
- Org. dashboard
ADD VARIABLE
2 Org. users
Q,  Org. APl keys UPDATE DEVICE

Service-profiles

Iy
'III

1|
1I1

Device-profiles

9

Gateways

Applications

Ewova 8.1: [apoyn tov katdAiniov net id oty TEPLOTIKT GCLOKELN

Evepyomololpe v TEpUOTIKT GUCKEDT] KO TAPATNPOVUE OTL TOPOAO TOL OEV Elvart
eyyeypappévn oto Guest Network kot 6to Home Network dev éyovpe cuvdéoet kdmotlo gateway avth|
gvepyomoteital Kavovikd cov va Bpioketat evtog g epPéretog tov. Ovolaotikd yiveTal yprion tov
vrodopmVv (moAn) Tov Guest Network yio va cuvoedei n) teppatikn cvokevn pe 1o Home Network.
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&3 ChirpStack Application Server X + v - X

< C A Mnaogadri | raspberrypi3:8080/#/dashboard ® % * = e i

< Cr/B ChirpStack

o Dashboard

Dashboard
= Network-servers
) Gateway-profiles . . . .
® e Active devices Active gateways Device data-rate usage
B organizations
No data available. BN Neverscen W Inactive No data available.
2 All users _— Active
QA APlkeys
chirpstack -
~ 0rg. dashboard
- Org. users
Q,  Org. APl keys
&= Service-profiles
I Device-profiles Gateways
@  Gateways

i Applications v | - | A

Ewova 8.2: Epgdvion tov evepyomompévou Gateway Kot tng EMAenyng evepyomompévng cvokeuns oto Guest Network

@ ChirpStack Application Server X+ v o = %
<« C A Mnaogadi | lora.cn.ntuagr:8080/#/dashboard 2 % % @
N Chi k
ChirpStac
F .} Dashboard
Dashboard
E Network-servers
) Gateway-profiles . . . .
® P Active devices Active gateways Device data-rate usage
B Organizations
—Never seen NN Inactive m—Never scen NN Inactive B DR5
All users W Active W Active
Q,  APlkeys
chirpstack -
M  Org. dashboard
2 Org. users
Q,  Org. APl keys
a= Service-profiles
3t Device-profiles Gateways
@  Gateways

Applications < | - | <

Ewova 8.3: Epgdvion og evepyng g teppatikig cvokevng oto Home Network mopd v éddenym gvepyod gateway

H vAomoinon tov roaming nmpaypatonoleitol pécsm g Tpoddnong OAwv Tov unvoudtov Lora
mov AopPavel To gateway tov Guest Network 6to Home Network péom tov Network Server tov Guest
Network mov avorappdver ovtd tov poiro.
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Kegpaiaro 9: Xopnepaocporta
9.1 Xvpnepaopata

2t TponyodUeEVo KEQAAALN TOPOVGLAGTNKAY TO friaTa VAoToinong dVo dKTH®V
apyrtektovikiig LoRaWAN pe ypnon tov KatdAAniov E0mAMGHOD Kot TS TAUTPOPUOG OVOIKTOV
kdowo Chirpstack. Edikdtepa 010 ke@drlato 8 emitevyOnke n Aettovpyio roaming petald tov 600
OIKTVOV aPoV 1 TEPUOTIKY GLOKEVT cVVOEDMKe e To Home Network, péom tov Guest Network, av kot
Bpiockovtov ovclaoTikd £KTOC TG ERPELELNG TOV.

YVveEnmG otV Topovoa epyacia Tifetal To epdTNHE TOL pEYEBOVG TG KabvuoTépnong otV
EVEPYOTOINGN MG GLOKELNG e TNV dtadikacio Tov mpoteivetan 6to Kepdiao 8 oe oyéon pe v
TOPAOOGLOKT OPYLTEKTOVIKY £vOG dkthov LoRaWAN.

2T0oV TOPOKAT® Tivaka PAETOVLE LETPNCELS Y10 TOV YPOVO EVEPYOTOINOTG U0 TEPLOTIKTG
OLOKELNG LE N Ywpig roaming. Zvyekpiuéva LETPHONKE 0 ¥pOVOG Ad TNV ATOGTOAN EVOG UNVOLLOITOC
Join Request £émg v AMyn tov unvopartog Join Accept. AvoQePOUOGTE TAVTO GE TEPUTTOCELS TOV 1
TEPLOTIKN GVOKELT EIVaL KOVTA GTNV TOAN Gpa OV VILAPYOLV KaBVGTEPNOELG AOY® LN AYNG TOV
UNVOUOTOG Omtd TIG KEPAIEG TNG TEPUATIKNG CLOKELNG Kot TNG TOANG. 'Eywvav didpopeg Letpnoeig Kot
elYOLLE TOVE TOPAKATO HEGOVS OPOVC:

Evepyomoinon diymg roaming Evepyomoinon pe roaming

5.12s 5.13s

[Mivaxag 9.1 Xpovog evepyomoinong TEPUATIKNG GLOKEVTG LE N Y®PIG roaming

[Tapamnpodpe 6TL 0VGLUGTIKA OV VILAPYEL SLPOPA OTOV 1) CLGKELT| BPIOKETAL GE AEITOVPYin
roaming. Avtd pnopet va e€nyndet pe 1o yeyovog 6t 1 emtkotvevia HETOED TG TOANG Kot TV
vréAom®VY ototyeiwv Tov dikthov LoRaWAN yiveton pésm dadiktiov 6to ympov tov IP axdpa kot av
&xovv gykotactodel 6To 1010 punydvnua. Zuvenme 1 Kabvotépnon mov tpochétel to DNS eiva
eAdoT).

[Ipénet va toviotel 0T 0 YpOVOC TV 5 s avtioToryel 6Tov Xpovo KabveTEPNONG TOL AVOPEPOLLE
ot0 Kepdlato 4 yio cvckevéc Class A mov avtiotolyel 6to ¥povo Kabvotépnong uéxpt va avoi&el To
mapaBvpo Ayng kot va Anedet to pvopa Join Request amd tnv TEPUOATIKY GLOKELN. ZVVETMS OKOLLOL
Kot ov otahel vopitepa to unvopa Join Accept otnv mOAN Bo Tpémel va mepuéver HEXPL voL TEPACEL
aVTOG 0 YPOVOG.

YVVETMG KATAANYOVUE GTO CUUTEPACHA OTL 1] AgrTovpyia roaming dev emPapvver Tov ¥pOvo
gvepyomoinong mapd to Pripato mTov TpocHETEL 6TV drdIKacio TNG EVEPYOTOINONG TNG TEPUATIKNG
ovokevnc. [apéyet dpwg v duvatdmra g enéktaons e epPéretos evog diktvov LoORaWAN
KAVOVTOG XPNOT TV TUADY GAL®V SIKTH®V 0EI0TOIDOVTOG OTOSOTIKOTEPN TOVG JATIOEUEVOVS TOPOCE.

Tehka, a&ilel va toviotel 0Tt TpoimdBeon yia tnv Agttovpyia Tov roaming gival N KOTdAANAN

pOOUIOT OO TOVG SLUYEIPIOTES TOV OIKTVMOV GTOVS OVTIGTOLYOLS dlaKOUIoTEG. O XpNoTng g
TEPUOTIKNG CLGKELNG ATTAG EYYPAPEL KOl EVEPYOTOLEL TNV GVOKELT TOL 6To dikTvo LoRaWAN mov
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YPNOHOTOIEL Ko omoAapBéverl oo 0@EATN TOL roaming apov avtd emTvyydvetol avtopato. [pdketto
Yo ovoAoyia e TO Toaming oL Yvmpilovpe oTnV KVt ThAEQ®Via.

9.2 Melhovtikég Enektaoeig

H epappoyn Ba propovoe va enektadel 6to péAAoV e TV TpocOnkn Aettovpyia
avBevtikomoinong (authedication) yio tnv €icodo oto web interface twv Application Servers twv
dwtvwv LoRaWAN. Axdpa Ba propovce va ypnoipomoim8ovv dALeg TAATEOPLES Yio TV VAOTOINOT
TV ototyeimv Tov dtktvov LoRaWAN, avti tov Chirpstack, 6mwg to The Things Network. Téhog
umopel va dtepevvnbel n mepintwon tov roaming petald diktvmv vaAomomuévav oe Chirpstack kot og
The Things Network 1 axépa kot peta&d diktdwv LoRaWAN kot Siktowv AL®V TEXVOLOYIDV OTMG
4G/5G ko WiFi.
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Hoapdptnpo
main.py

[Ipdkettar yia tov KOdKa 6€ YAdsco Python mov vionotel tnv evepyomoinon OTAA kot v
amooToAn 3 bytes ké0e 5 s and to LoPy

from network import LoRa
import socket

import time

import ubinascii

Initialise LoRa in LORAWAN mode.

Please pick the region that matches where you are using the device:
Asia = LoRa.AS923

Australia = LoRa.AU915

Europe = LoRa.EU868

United States = LoRa.US915

lora = LoRa(mode=LoRa.LORAWAN, region=LoRa.EU868)
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# create an OTAA authentication parameters, change them to the provided
credentials

app_eui = ubinascii.unhexlify('AB9F4D5COEF5A79B")

app_key = ubinascii.unhexlify('14B0287A186B75B7B4D5D8A7FB30549C")
#uncomment to use LoRaWAN application provided dev_eui

#dev_eui = ubinascii.unhexlify('70B3D549938EA1EE")

# Uncomment for US915 / AU915 & Pygate
# for 1 in range(9,8):

# lora.remove_channel(i)

# for i in range(16,65):

# lora.remove_channel(i)

# for 1 in range(66,72):

# lora.remove_channel(i)

# join a network using OTAA (Over the Air Activation)

#uncomment below to use LoRaWAN application provided dev_eui
lora.join(activation=LoRa.0TAA, auth=( app_eui, app_key), timeout=0)
#lora.join(activation=LoRa.0TAA, auth=(dev_eui, app_eui, app_key),
timeout=0)
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# wait until the module has joined the network
while not lora.has_joined():

time.sleep(2.5)

print('Not yet joined...')

print('Joined")
# create a LoRa socket
s = socket.socket(socket.AF_LORA, socket.SOCK_RAW)

# set the LoRaWAN data rate
s.setsockopt(socket.SOL_LORA, socket.SO DR, 5)

# (waits for the data to be sent and for the 2 receive windows to expire)
while True:

s.setblocking(True)
# send some data

s.send(bytes([0x01, ©0x02, ©0x03]))

# make the socket non-blocking
# (because if there's no data received it will block forever...)
s.setblocking(False)

# get any data received (if any...)
#data = s.recv(64)
#print(data)

Configuration file Network Server Home Network

(/etc/chirpstack-network-server/chirpstack-network-server.toml)

# This configuration configures ChirpStack Network Server for the EU868
band using a MQTT

# broker to communicate with the gateways. Many options and defaults have
been

# omitted for simplicity.

#

# See https://www.chirpstack.io/network-server/install/config/ for a full
# configuration example and documentation.

# PostgreSQL settings.
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#

# Please note that PostgreSQL 9.5+ is required.

[postgresql]

# PostgreSQL dsn (e.g.:
postgres://user:password@hostname/database?sslmode=disable).
#

# Besides using an URL (e.g.
'postgres://user:password@hostname/database?sslmode=disable")
# it is also possible to use the following format:

# 'user=chirpstack_ns dbname=chirpstack _ns sslmode=disable’.
#

The following connection parameters are supported:

* dbname - The name of the database to connect to

* user - The user to sign in as

* password - The user's password

* host - The host to connect to. Values that start with / are for unix
domain sockets. (default is localhost)

# * port - The port to bind to. (default is 5432)

# * sslmode - Whether or not to use SSL (default is require, this is not
the default for libpq)

# * fallback _application_name - An application_name to fall back to if
one isn't provided.

# * connect_timeout - Maximum wait for connection, in seconds. Zero or
not specified means wait indefinitely.

# * sslcert - Cert file location. The file must contain PEM encoded data.
# * sslkey - Key file location. The file must contain PEM encoded data.
# * sslrootcert - The location of the root certificate file. The file
must contain PEM encoded data.

#

# Valid values for sslmode are:

#

# * disable - No SSL

# * require - Always SSL (skip verification)

# * verify-ca - Always SSL (verify that the certificate presented by the
server was signed by a trusted CA)

# * verify-full - Always SSL (verify that the certification presented by
the server was signed by a trusted CA and the server host name matches
the one in the certificate)
dsn="postgres://chirpstack_ns:dbnspassword@localhost/chirpstack_ns?sslmod

H OHF HF OH OH OH
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e=disable"
automigrate=true
# Redis settings

#

# Please note that Redis 2.6.0+ is required.
[redis]

# Redis url (e.g. redis://user:password@hostname/0)
#

# For more information about the Redis URL format, see:
# https://www.iana.org/assignments/uri-schemes/prov/redis
url="redis://localhost:6379"

# Network-server settings.

[network_server]

# Network identifier (NetID, 3 bytes) encoded as HEX (e.g. ©10203)
net id="000001"

# LoRaWAN regional band configuration.

#

# Note that you might want to consult the LoRaWAN Regional Parameters
# specification for valid values that apply to your region.

# See: https://www.lora-alliance.org/lorawan-for-developers
[network_server.band]

name="EU868"

# LoRaWAN network related settings.
[network _server.network settings]

# Extra channel configuration.

#

# Use this for LoRaWAN regions where it is possible to extend the by
default

# available channels with additional channels (e.g. the EU band).

# The first 5 channels will be configured as part of the OTAA
join-response

# (using the CFList field).

# The other channels (or channel / data-rate changes) will be
(re)configured
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# using the NewChannelReq mac-command.

#
[[network_server.network_settings.
frequency=867100000

min_dr=0

max_dr=5

[[network_server.network_settings.
frequency=867300000

min_dr=0

max_dr=5

[[network_server.network_settings.
frequency=867500000

min_dr=0

max_dr=>5

[[network_server.network settings.
frequency=867700000

min_dr=0

max_dr=>5

extra_channels]]

extra_channels]]

extra_channels]]

extra_channels]]

[[network_server.network_ _settings.extra_channels]]

frequency=867900000
min_dr=0
max_dr=5

# Class B settings

[network_server.network_settings.class b]

# Ping-slot data-rate.
ping slot_dr=0

# Ping-slot frequency (Hz)
#

# Set this to @ to use the default frequency plan for the configured

region

# (which could be frequency hopping).

ping slot_frequency=0
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# Network-server API

#

# This is the network-server API that is used by ChirpStack Application
Server or other

# custom components interacting with ChirpStack Network Server.

[network_server.api]

# ip:port to bind the api server

bind="0.0.0.0:8000"

ca_cert="/home/lora/certificates/certs/ca/ca.pem"

tls _cert="/home/lora/certificates/certs/network-server/api/server/network
-server-api-server-combined.pem"

tls _key="/home/lora/certificates/certs/network-server/api/server/network-
server-api-server-key.pem"

# Backend defines the gateway backend settings.

#
# The gateway backend handles the communication with the gateway(s)
part of

# the LoRaWAN network.
[network_server.gateway.backend]
# Backend

type="mqtt"

# MQTT gateway backend settings.

#

# This is the backend communicating with the LoRa gateways over a
MQTT broker.

[network_server.gateway.backend.mqgtt]

# MQTT topic templates for the different MQTT topics.

The meaning of these topics are documented at:
https://www.chirpstack.io/gateway-bridge/

H HF H H

# The meaning of these topics are documented at:
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# https://www.chirpstack.io/gateway-bridge/

#

# The default values match the default expected configuration of the
# ChirpStack Gateway Bridge MQTT backend. Therefore only change these

values when

# absolutely needed.

# Event topic template.
event _topic="gateway/+/event/+"

# Command topic template.

#

# Use:

# * "{{ .GatewayID }}" as an substitution for the LoRa gateway ID
# * "{{ .CommandType }}" as an substitution for the command type
command_topic_template="gateway/{{ .GatewayID }}/command/{{

.CommandType }}"

ws)

# MQTT server (e.g. scheme://host:port where scheme is tcp, ssl or
server="tcp://localhost:1883"

# Connect with the given username (optional)

username=

# Connect with the given password (optional)
password=""

# Metrics collection settings.
[metrics]
# Timezone

#

# The timezone is used for correctly aggregating the metrics (e.g. per
hour,

# day or month).

# Example: "Europe/Amsterdam” or "Local" for the the system's local time
zone.

timezone="Local™"
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# Join-server settings.
[join_server]
resolve_join_eui=true
#resolve_domain_suffix=".joineuis.iotreg.net"
# Default join-server settings.
#
# This join-server will be used when resolving the JoinEUI is set to
false
# or as a fallback when resolving the JoinEUI fails.
[join_server.default]
# hostname:port of the default join-server
#
# This API is provided by ChirpStack Application Server.
server="https://147.102.40.49:8443"
ca_cert="/home/lora/certificates/certs/ca/ca.pem”

tls _cert="/home/lora/certificates/certs/application-server/join-api/clien
t/application-server-join-api-client-combined.pem”

tls key="/home/lora/certificates/certs/application-server/join-api/client
/application-server-join-api-client-key.pem"

[roaming]
resolve netid_domain_suffix=".netids.iotreg.net"

[roaming.api]

bind="0.0.0.0:7443"

ca_cert="/home/lora/certificates/certs/ca/ca.pem"

tls _cert="/home/lora/certificates/certs/network-server/roaming/000001/ser
ver/server-combined.pem"

tls key="/home/lora/certificates/certs/network-server/roaming/000001/serv
er/server-key.pem"

[roaming.default]

enabled=true

passive_roaming=true
passive_roaming_lifetime="24h"
ca_cert="/home/lora/certificates/certs/ca/ca.pem”
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tls_cert="/home/lora/certificates/certs/network-server/roaming/000001/cli
ent/client-combined.pem”
tls_key="/home/lora/certificates/certs/network-server/roaming/000001/clie
nt/client-key.pem"

Configuration file Application Server Home Network Server

(/etc/chirpstack-application-server/chirpstack-application-server.toml)

[general]
log level=4

[postgresql]
dsn="postgres://chirpstack_as:dbaspassword@localhost/chirpstack _as?sslmod
e=disable"

automigrate=true

[redis]
url="redis://localhost:6379"

# Application-server settings.
[application_server]
id="2bbd0562-ae84-2dcb-c20f-6b9506f6812a"

[application_server.integration]
enabled=["mqgqtt"]

[application_server.integration.mqgtt]

uplink_topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/rx"

downlink_ topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/tx"

join_topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/join"

ack_topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/ack"

error_topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/error”

status_topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/status”
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ws)

location_topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/location”

# MQTT server (e.g. scheme://host:port where scheme is tcp, ssl or

server="tcp://localhost:1883"

# Connect with the given username (optional)
username=""

# Connect with the given password (optional)

password=""
[application_server.api]
# ip:port to bind the api server

bind="0.0.0.0:8001"

public host="https://147.102.40.49:8001"

ca_cert="/home/lora/certificates/certs/ca/ca.pem"

tls _cert="/home/lora/certificates/certs/application-server/api/server/app
lication-server-api-server-combined.pem"

tls _key="/home/lora/certificates/certs/application-server/api/server/appl
ication-server-api-server-key.pem"

[application_server.external api]
bind="0.0.0.0:8080"

# http server TLS certificate (optional)
tls cert=""

# http server TLS key (optional)
tls_key=""

# JWT secret used for api authentication / authorization

# You could generate this by executing 'openssl rand -base64 32' for
example

jwt_secret="xpAbnfT7S4BuFr976JU60VoxsIc2BL8GyfRvyp590fc="

[join_server]
## ip:port to bind the join-server api interface to
bind="0.0.0.0:8443"
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ca_cert="/home/lora/certificates/certs/ca/ca.pem"

tls cert="/home/lora/certificates/certs/application-server/join-api/serve
r/application-server-join-api-server-combined.pem"
tls_key="/home/lora/certificates/certs/application-server/join-api/server
/application-server-join-api-server-key.pem"

Configuration file Network Server Guest Network

(/etc/chirpstack-network-server/chirpstack-network-server.toml)

# See https://www.chirpstack.io/network-server/install/config/ for a full
# configuration example and documentation.

[general]

log level=4

# PostgreSQL settings.

[postgresql]
dsn="postgres://chirpstack_ns:dbnspassword@localhost/chirpstack ns?sslmod
e=disable"

# Redis settings
[redis]
url="redis://localhost:6379"

# Network-server settings.
[network_server]
net_id="000002"

[network_server.band]
name="EU868"

[network_server.network_settings]
[ [network_server.network settings.extra_channels]]
frequency=867100000
min_dr=0
max_dr=>5

[ [network_server.network_settings.extra_channels]]
frequency=867300000
min_dr=0
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max_dr=>5

[[network_server.network_settings.extra_channels]]
frequency=867500000

min_dr=0

max_dr=5

[[network_server.network_settings.extra_channels]]
frequency=867700000

min_dr=0

max_dr=5

[[network_server.network settings.extra_channels]]
frequency=867900000
min_dr=0
max_dr=>5

[network_server.network_settings.class b]
ping slot_dr=0
ping slot_frequency=0

[network_server.api]

# ip:port to bind the api server
bind="0.0.0.0:8000"
ca_cert="/home/pi/certificates/certs/ca/ca.pem"

tls cert="/home/pi/certificates/certs/network-server/api/server/network-s
erver-api-server-combined.pem"

tls key="/home/pi/certificates/certs/network-server/api/server/network-se
rver-api-server-key.pem"

[network_server.gateway.backend]
type="mqtt"

[network_server.gateway.backend.mqgtt]

event _topic="gateway/+/event/+"

command_topic_template="gateway/{{ .GatewayID }}/command/{{
.CommandType }}"

server="tcp://localhost:1883"
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username=

password=

[metrics]
timezone="Local"

# Join-server settings.
[join_server]
# Settings for DNS resolution
#resolve join_eui=true
resolve_join_eui=false

#resolve _domain_suffix=".joineuis.iotreg.net"

[[join_server.servers]]
join_eui="AB9F4D5COEF5A79B"
server="https://147.102.40.49:8443/join/endpoint”
ca_cert="/home/pi/certificates/certs/ca/ca.pem"
tls _cert="/home/pi/certificates/certs/application-server/join-api/client/
application-server-join-api-client-combined.pem"

tls _key="/home/pi/certificates/certs/application-server/join-api/client/a
pplication-server-join-api-client-key.pem"

# Default join-server settings.
[join_server.default]

server="https://localhost:8003"
ca_cert="/home/pi/certificates/certs/ca/ca.pem"

tls cert="/home/pi/certificates/certs/application-server/join-api/client/
application-server-join-api-client-combined.pem"

tls key="/home/pi/certificates/certs/application-server/join-api/client/a
pplication-server-join-api-client-key.pem"

[roaming]
#resolve_netid_domain_suffix=".netids.iotreg.net"

[roaming.api]
#bind="0.0.0.0:443"
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ca_cert="/home/pi/certificates/certs/ca/ca.pem"

tls cert="/home/pi/certificates/certs/network-server/roaming/000002/serve
r/server-combined.pem"
tls_key="/home/pi/certificates/certs/network-server/roaming/000002/server
/server-key.pem"

[roaming.default]

enabled=true
server="https://147.102.40.49:7443"

passive_roaming=true

passive_roaming_lifetime="24h"

Configuration file Application Server Guest Network

(/etc/chirpstack-application-server/chirpstack-application-server.toml)

[general]
log level=4

[postgresql]
dsn="postgres://chirpstack_as:dbaspassword@localhost/chirpstack_as?sslmod
e=disable"

[redis]

url="redis://localhost:6379"

# Application-server settings.
[application_server]
id="2bbd0562-ae84-2dcb-c20f-6b9506f6812b"

[application_server.integration]
enabled=["mqtt"]

[application_server.integration.mqgtt]

uplink_topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/rx"

downlink topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/tx"

join_topic_template="application/{{ .ApplicationID }}/device/{{
.DevEUI }}/join"

ack_topic_template="application/{{ .ApplicationID }}/device/{{
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.DevEUI }}/ack™

error_topic_template="application/{{ .ApplicationID }}/device/{{

.DevEUI }}/error"

status_topic_template="application/{{ .ApplicationID }}/device/{{

.DevEUI }}/status”

location_topic_template="application/{{ .ApplicationID }}/device/{{

.DevEUI }}/location”

ws)

# MQTT server (e.g. scheme://host:port where scheme is tcp, ssl or

server="tcp://localhost:1883"

# Connect with the given username (optional)
username=""

# Connect with the given password (optional)

password=
[application_server.api]
# ip:port to bind the api server

bind="0.0.0.0:8001"

ca_cert="/home/pi/certificates/certs/ca/ca.pem"

tls cert="/home/pi/certificates/certs/application-server/api/server/appli
cation-server-api-server-combined.pem"

tls _key="/home/pi/certificates/certs/application-server/api/server/applic
ation-server-api-server-key.pem"

[application_server.external api]
bind="0.0.0.0:8080"

# http server TLS certificate (optional)
tls _cert=""

# http server TLS key (optional)
tls_key=""

# JWT secret used for api authentication / authorization
# You could generate this by executing 'openssl rand -base64 32' for

example

113



jwt_secret="UYr6rx8DQu8FGst8WtnyuEdj3F/6vNoJAl/eIjKqlLgc="

[join_server]
# ip:port to bind the join-server api interface to
bind="0.0.0.0:8003"

Configuration file Gateway Bridge

(/etc/chirpstack-gateway-bridge/chirpstack-gateway-bridge.toml)

# This configuration provides a Semtech UDP packet-forwarder backend and
# integrates with a MQTT broker. Many options and defaults have been
omitted

# for simplicity.

#

# See https://www.chirpstack.io/gateway-bridge/install/config/ for a full
# configuration example and documentation.

# Gateway backend configuration.
[backend]

# Backend type.
type="semtech_udp"

# Semtech UDP packet-forwarder backend.
[backend.semtech_udp]

# ip:port to bind the UDP listener to

#

# Example: 0.0.0.0:1700 to listen on port 1700 for all network
interfaces.

# This is the listener to which the packet-forwarder forwards its data

# so make sure the 'serv_port_up' and 'serv_port_down' from your

# packet-forwarder matches this port.

udp_bind = "0.0.0.0:1700"

# Integration configuration.
[integration]

# Payload marshaler.

#
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# This defines how the MQTT payloads are encoded. Valid options are:

# * protobuf: Protobuf encoding

# * json: JSON encoding (easier for debugging, but less compact than
"protobuf’)

marshaler="protobuf"

# MQTT integration configuration.

[integration.mqtt]

# Event topic template.

event_topic_template="gateway/{{ .GatewayID }}/event/{{ .EventType }}"

# Command topic template.
command_topic_template="gateway/{{ .GatewayID }}/command/#"

# MQTT authentication.

[integration.mqgtt.auth]

# Type defines the MQTT authentication type to use.
#

# Set this to the name of one of the sections below.
type="generic"

# Generic MQTT authentication.

[integration.mqgtt.auth.generic]

# MQTT server (e.g. scheme://host:port where scheme is tcp, ssl or
Ws)

#server="tcp://147.102.40.49:1883"

server="tcp://localhost:1883"

# Connect with the given username (optional)

username=

# Connect with the given password (optional)
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