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Abstract

A Blockchain is a distributed and decentralized immutable public ledger, that exists
across a network. The Blockchain acts as a distributed database that is shared among
the nodes of a network. More specifically, it stores information in digital format that can
not be edited. Thus, it guarantees the integrity and security of any record of data and
therefore, is capable of working without the need of a trusted third party. It is a well-
known technology which bloomed over the past years, due to its capability to maintain
transactions securely.

This diploma thesis aims to the development of a private Blockchain network with the
respective smart contracts and front-end to manage University grades. The problem that
this thesis solves, will be addressed and a complete solution will be discussed, among with
concepts and basic principles like Blockchain, smart contracts, consensus algorithms but
also with the difficulties that were encountered during the implementation of this system.

Finally, it is concluded that a system of such capability can be developed, deployed,
exist and co-operate with any other legacy system and offer all the perks of Blockchain
technology. In addition, ideas for further expansions of the examined system are dis-

cussed, along with the benefits that they may offer.

Keywords

Blockchain, Ethereum, Go Ethereum, Private Blockchain Network, Smart Contracts,

Ledger, Chaincode, Decentralized Applications, Integrity, Security
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Chapter “

Introduction

Over the past years, Blockchain has become more and more popular and gained lots
of recognition. Blockchain has been proposed as a solution to a vast amount and variety
of problems such as supply chain management problems, identity theft, digital copyright
and piracy, crowdfunding and fundraising and so on. Needless to say, cryptocurrencies
have hugely contributed to the development of Blockchain technology, it is clear, however,
that Blockchain is not only about cryptocurrencies. On the contrary, cryptocurrencies
are based on only one kind of Blockchains, out of several that can enable applications
in many domains. The reason this technology can be so generic and offer solutions to
different kinds of problems is due to the integrity and security it can offer, which is done
by eliminating the dominant "third trusted party", on which most current approaches
for information integrity and security are based. As people saw the potential of this
technology and the fact that it can be applied in so many use cases, the enthusiasm
and hype regarding this technology kept getting bigger. The hype led people to start
experimenting with solutions for their problems with the use of Blockchain without taking
into consideration that a better and more sustainable solution could be developed without
the use of this particular technology. So, they ended up wasting resources, reaching
uncoverable costs and producing a negative hype for Blockchain. [4]

On the other hand, when Blockchain technology is used under the right circumstances
and in well-suited use cases, its effects can be beneficial. More specifically, as in the case
with all technologies, Blockchain needs to be configured to address each specific problem
as effectively as possible. Different types of Blockchain networks can be used for solving
different types of problems. This thesis focuses on the design and implementation of a
private permissioned blockchain in an application domain that demands high levels of
privacy and data integrity, namely the management of university exam grades. As such,
Blockchain is well suited for this problem. A more detailed discussion on Blockchain

network types is available in Section 2.3.

1.1 Motivation

The management of grades in Universities is one of the most important tasks assigned
to Registrars. Apart from the obvious functional requirements, such as managing regis-

trations to courses, storing grades in a database, reporting, etc, it is the non-functional
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Chapter 1. Introduction

requirements that usually drive the architecture and design of such applications. Among

those, "security” is the dominant requirement which can be further analyzed as follows:

e integrity: grades should only be updated by professors who produce them at the
end of courses’ delivery. Grade management applications should be structured in
a way that no other entity, no matter what their role in the management of the

information system is, can modify grade data.

e security: grades should only be visible to specific entities, namely the student and

the registrar staff strictly for administrative purposes.

e traceability: any valid modification to grades, such as correction of errors, should
be done by authorized personnel and should be traceable, meaning that a complete
record of the modification should be kept, with the same integrity and security

requirements as with the original grade update.

e multiple copies of critical data should be kept and authorized updates should be
propagated in real-time across these copies. Access to the digital asset that im-
plements these copies should not allow decryption on any modification of these
data.

e It should be possible to automatically verify any digital asset containing decrypted
grades, against the trusted distributed grade repository; this verification should be

possible only by authorized personnel.

Considering that legacy grade management systems are already in operation, the
above non-functional security requirements should be able to be satisfied without dis-
rupting the operation of these systems. Transparent, in-parallel operation of a service
that implements the kind of security requirements discussed above, should be possible.
Such a system would provide significant improvements to the level of trust in grade re-
ports; it would also minimize the workload needed to verify grades by more traditional
methods.

We claim that Blockchain technologies can be used to implement a service that runs
in parallel with any legacy grade management system, and enhances its security by
implementing the requirements discussed above. This has been the main motivation
behind this work.

1.2 Thesis structure

In Chapter 2 the basic principles of a Blockchain network as well as an introduction
to concepts such as transactions, smart contracts, consensus algorithms are presented.
In Chapter 3 the user requirements from a University grades management app will be
extracted by examining the typical workflow of the current process at NTUA. Use cases
will be defined to address this particular case by adding a Blockchain "on the side" of

the current practice. This will be done by following a disciplined software engineering
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1.2 Thesis structure

methodology and documentation, including solicitation of requirements, architecture,
design and implementation.

In Chapter 4 the architecture and design of a distributed application (dApp) will be
discussed, along with the challenges that have been met during the implementation.
Also, comparisons for different alternative approaches to the implementation, that has
been considered, will be outlined.

In Chapter 5 the implementation from the technical side will be described. How
this private blockchain network is set up, what platform was used and why, how these
requirements were implemented and what technologies were used to implement the front-
end.

In Chapter 6 a simulation of this decentralized application will be presented via screen-
shots of different users logging in to the dApp and interacting with the blockchain either
by retrieving or by storing information, according to the use cases of the system.

In the Epilogue proposals for the enhancement of system will be presented. How this
system can be expanded but also other problems it could potentially solve efficiently and

elegantly. Finally, conclusions of this thesis will be drawn.
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Chapter E

Blockchain Basics

This chapter outlines some very basic principles of blockchain with which the reader
should have in mind. Thus, the purpose of this chapter is not to acquire extensive

knowledge on the blockchain and the related concepts.

2.1 What is a Block

A block is the main element of a blockchain and each block can be decomposed to

three components [5]:
1. The data that will be eventually stored

2. The nonce, which is a 32-bit number. It is randomly generated when a new block

is created, which then generated a block header hash.

3. The hash, a 256-bit number wedded to the nonce

2.2 What is a Node

Anode is a participant of the network, which has its copy of the ledger. Every electronic
device that can maintain a copy of the public ledger and keep the network functioning can
be a node of a Blockchain network. The number of participants (nodes) in a Blockchain
network is very important. Blockchain networks with many participants (nodes) are often
considered more secure, as the security of the network is derived from decentralization.

Thus, more nodes offer more integrity [5].

2.3 What is a Miner

A miner node is a participant of the network which sacrifices computing power to
solve the Proof-of-Work puzzle to maintain the integrity of the network. These nodes help

provide security as well as the required decentralization of the network.
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Chapter 2. Blockchain Basics

2.4 What is a Blockchain

Blockchain is a distributed system which can store information in a certain way that
makes it impossible to change or cheat. It is a digital ledger of transactions, which is
duplicated and shared across the network. Every time a new transaction occurs in the
network, a new record is added to every participant’s ledger. Transactions are recorded
in the system with an immutable cryptographic signature (hash). This guarantees the
immutability of the public ledger across the network because if a block has been changed,
it would be immediately apparent. Therefore, if someone would want to change the ledger,
every block of the chain across every participant of the network must be changed, which

is impossible, thus the integrity of the data shared is guaranteed [6].

Block 1 Block 2 Block 3

. X5 e @

Hash

Id

Timestamp

Previous Hash

Hash

Data Data Data

Figure 2.1. Blockchain representation [1]

2.5 Blockchain Network types

The first type of Blockchain network is the permissionless network, which allows ac-
cess to any user to pseudo-anonymously join the network and become a node, without any
restrictions. Permissionless networks are also called public networks, and as mentioned
above anyone can join. This specific type of network is completely decentralized due to
the fact that anyone can become a node of the network. All nodes of a public BC network
have equal rigths to access the Blockchain, generate and validate new blocks of data.
This particular kind of network is primarily used to exchange and mine cryptocurrencies.
Popular public blockchain networks are Bitcoin and Ethereum. On these networks, the
nodes mine for cryptocurrencies by creating blocks for the transactions requested on the
network by solving cryptographic equations. In return for the resources they offer to
the network, miner nodes earn a small amount of cryptocurrencies. The second type of
networks, are the permissioned networks, which restrict access to the network to certain
nodes. In this type of network there can be rights restrictions. These private blockchain
networks are controlled by a single organization that determines who can be a node. Pri-
vate BC networks are partially decentralized because public access to them is restricted.
Examples of private BC networks are Riple and Hyperledger. Due to the drawbacks of

the above networks, consortium and hybrid blockchains were developed. Consortium
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2.6 Consensus algorithms

networks are permissioned blockchain networks governed by a group of organizations.
These networks are more decentralized than private blockchains which result in higher
levels of security. In contrary, these types of networks can be demanding to set up as
it requires cooperation between several organizations. Hybrid blockchain networks are
controlled by a single organization but with surveillance of the public blockchain which
is required to perform certain transaction validations. An example of hybrid blockchains
is the IBM Food Trust which was developed to enchance efficiency throughout the whole
food supply chain [2].

Permissionless Permissioned

Private
Controlled by one authority

Public Hybrid
No central authority Controlled by one
authority with some
permissionless
processes

Consortium
Controlled by a group

Figure 2.2. Types of Blockchain Networks [2]

To sum up, permissionless blockchain networks can be more secure than permis-
sioned blockchains, because in permissionless networks the number of nodes is much
greater than in a permissioned blockchain, so it would be more difficult for bad actors to
collude on the network. However, in permissionless blockchains, the transaction process
time tends to be longer than in a permissioned blockchain network, as more validator
nodes exist. Both types of Blockchain networks have their pros and cons, but both are
here to offer the same concept, which is the integrity of the public ledger that is shared

among the network.

2.6 Consensus algorithms

Consensus algorithms (also known as consensus mechanisms or consensus protocols)
provide a secure way for computers that are part of a network (distributed systems) to

work together. These kinds of mechanisms have been used over decades to establish

Diploma Thesis m



Chapter 2. Blockchain Basics

consensus in enterprise infrastructures such as database nodes and servers. In the last
few years, new consensus mechanisms have been created and applied to Blockchains to
serve cryptoeconomic systems and to agree on the state of the network.

In theory, a malicious user (attacker) can compromise consensus by controlling the
51% of the network, but consensus mechanisms are designed in a way that this attack
is practically impossible. There are different kinds of consensus mechanisms that are
invented to be used in cryptoeconomic systems [7]. A few typical such mechanisms are

discussed in the sequel.

2.6.1 Proof of Work (PoW)

Proof of Work is done by miners, who compete to create new blocks filled with pro-
cessed transactions. There is a race of who will solve the fastest a mathematical puzzle.
This puzzle is the work in proof of work consensus mechanism and produces the crypto-
graphic link between the current block and the previous block. The winner earns some
cryptocurrency for the valuable computational power that was offered to the network and
the newly mined block is shared to all the participants. The only way to compromise
security on a network which uses this consensus algorithm is to own the 51% of the

network’s computing power, which would led to huge investments in equipment [7].

2.6.2 Proof of Stake (PoS)

Proof of Stake is done by validators who have staked cryptocurrency to participate in
the system. For a new block to be created, a random validator node is chosen. When
a new block is created, it is shared among the network and the selected validator node
earns rewards. This consensus algorithm does not need heavy computational work like
the Proof of Work consensus. It simply needs to stake your digital currency in the network.
The only way to compromise security on a network is to own the 51% of the total stake

cryptocurrency, which would be a great amount of money [7].

2.6.3 Proof of Authority (PoA)

In a permissioned blockchain network all nodes are pre-authenticated which allows
to use consensus mechanisms which provide high transaction rate and other benefits.
Proof of Authority is one of them and it is an algorithm that provides high performance
and fault tolerance through a consensus mechanism based on identity as a stake. So,
in PoA only nodes that have proven their identity are awarded to create new blocks and
the only way to gain this right is to pass preliminary authentication. This consensus
algorithm makes even harder the 51% attack, as the attacker needs to obtain control to
51% of the nodes of the permissioned blockchain network. In addition, PoA mechanism
can defend successfully a DoS attack, because all participants that are included to the
network are pre-authenticated and so a certain selection can be done. For example only
nodes that can withstand a DoS attack could be added as a network participant. Also
even if a network node becomes unavailable for a certain time period, it can be removed

temporarily as a validator node [8].
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2.6.4 Comparison between Consensus Mechanisms

Below, the three consensus mechanisms discussed are compared between their main

idea, energy consumption and level of centralization.

Table 2.1. Consensus Mechanisms comparison [3]

Consensus Main Idea Energy Con- | Level of Central-
Mechanism sumption ization
Proof-of-Work Computational power de- | High Low
(PoW) termines the chance to add

a new block
Proof-Of-Stake Staked wealth determines | Low Medium
(PoS) the chance for adding a

new block
Proof-Of- Only a certain authorized | Low High
Authority (PoA) nodes have the ability to

add a new block

2.7 Smart contracts

A smart contract is an agreement between two parties in the form of computer code.
Smart contracts are stored in the blockchain, so they are part of the public ledger and
cannot be changed. Smart contracts run on the blockchain and the transactions that
happen are processed by it, which means they can be sent automatically without a third
party. The transactions only occur when specific conditions are met [9].

Smart contracts first appeared in the Ethereum Blockchain main network. Many
other Blockchain networks adopted them and according to the network smart contracts
can be written in different languages. For example in Ethereum blockchain networks
Soliditythe Solidity programming language has been developed to write smart contracts.
In Hyperledger Javascript, Go, Java and Solidity.

Furthermore, smart contracts can offer speed and efficiency, as when the conditions
are met, the contract will be executed immediately. In addition, they offer trust, trans-
parency and security due to the fact that no third party is involved and the whole process

takes place on the blockchain.
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2.8 Pros and Cons of using Blockchain technology

Blockchain technology has endless possibilities for use in real-world problems de-

spite its complexity and difficulty to grasp. Of course, getting into details on Blockchain

technology, as well as exhaustive information about the benefits and drawbacks of this

technology is out of scope in the context of this thesis. More information about Blockchain

technology can be found in [10] [11] [12] [13]. A table of some pros and cons of this tech-

nology is following.

Pros

Cons

Transparent technology

Harder to tamper data due to decentral-
ization/immutability

Accuracy improvement due to the re-
moval of human involvement in verifica-
tion

Efficient, secure and private transactions
Stability

Reduce costs by eliminating third-party
verification

Offers automation (smart contracts)

Visibility and traceability

Limitations on data storage

Limited number of transactions per sec-
ond

Technology cost

Table 2.2. Pros and cons of using Blockchain Technology
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Chapter B

Use case study

3.1 Problem explanation

The present process that manages the grades, which is followed by each school in the
university is quite cumbersome and prone to errors. More specifically, the procedure that
a registrar follows to eventually add grades to the present legacy system can be described

with the following steps:

1. Start enrollment depending on the academic period
2. Students enroll in term and courses

3. As soon as the enrollment system close and no students omitted to enroll an indi-
vidual from the Computers Center visits the registrar to complete the enrollment in

the system

e In case of any omissions occur during the enrollment are reported in school’s

general meeting
e School’s general meeting decide for the omissions

e Registrar manually inserts omitted enrollments

4. BAU files are issued for each course. BAU files are a special file format that eventu-

ally holds the students’ grades when they are graded by the professor
5. BAU files are sent to each professor

6. Professors fill the respective BAU file with the students’ grades and send the file
back encrypted to the registrar

7. Registrar uses certain software to register grades to the present system

8. Students are able to see the grade from the respective front-end which retrieves
their data

e In case student’s grade needs update due to any error professor needs to con-

tact the registrar

e Registrar sends the document
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e Professor fills it with changes, signs the document and sends it back to the

registrar
e Registrar updates manually the respective grade

e Student information updates

)¢

Start enroliments depending on
Academic period

Students enroll in term and
courses

(

period of changes in enrollments

S

Enrollment system closes

Students enroliments omisions

NO

Gdividual from Computers Center visits Registrar

Gdividual registers all enroliments in systerD

Professor contacts registrar ",\

BAU files issue from registrar

N

Registrar sends document to fill
with the changes BAUMlestant

C

professors

to respective

)

=

Grofessor fills and signs document

Professors send BAU files filled
and encrypted

the document to

N

Professor sends
the registrar

Registrar uses NTUARIS software
to register grades received

Registrar updates manually the
respective grades

Student information automatically
update

Student information updates

Student's grade needs update
(error / corrective state)

NO

®

Figure 3.1. Legacy System work flow

Issues reported in school's
general meeting

(

)

School's general meeting decide
for the omissions

Registrar manually inserts omitt
enroliments

")

The problem that this thesis addresses is the integrity and security of the grades that

are eventually stored in the system. Grades are sent from the professor to the registrar

inside a file and this file might be tampered with, even though is encrypted. Additionally,

when a student’s grade needs to be updated after the grades have been sent by the

professor and inserted to the system by the registrar, no new file is sent. Instead a plain

document is sent which mentions what updates must be done. Current non-blockchain-

based grade management applications take several measures to ensure both integrity and

confidentiality of data. These measures are usually based on trusting some third party,

such as a CA, the database administrators, database cryptography, etc. Blockchain takes

a different approach to this and introduces a zero-trust, fully distributed model among
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3.2 A Blockchain-based approach

peers. As mentioned previously, all nodes of the Blockchain network have an exact copy
of the ledger that is distributed among the network. Thus, Blockchain technology adds
one more layer of security, since the ledger exists in different computers/nodes that
participate in the network and it is practically impossible to compromise every one of
them. Finally, a system that works in parallel with the legacy system is proposed, to store
the same data that the legacy system stores, but also to have the capability to validate if

data that eventually ended up in the legacy system’s database has been altered.

3.2 A Blockchain-based approach

It is important to note that this proposal does not alter the legacy system, but in fact
it exists along with it.

Start enrollments depending o Students enroll in term and period of changes in Enrollment system
Academic period courses enrollments closes

Students enrollments omisions

V YES
NO
Individual from Computers Center visits) Issues reported in school’s
Registrar general meeting
Individual registers all enrollments i X T

system School’s general meeting

decide for the omissions

Professor contacts BAU files issue from
registrar registrar

Registrar manually inserts
omitted enrollments

(BAU files sent to respective)
Registrar sends document ta professors

fill with the changes \L

Professors send BAU files
filled and encrypted

Professor fills and signs
document

\’

Professor stores original .ba
to a server

Registrar uses NTUARIS software tt \J/
register grades received Registrar uses Grades-System (Blockchain)
Software to register grades received

document to the registrar

Professor sends the )

YES I

Registrar updates manually I
the respective grades l/

Student information
Student information automatically update
updates

Student’s grade needs
update (error / corrective
state)

h

Figure 3.2. Legacy System work flow along with the Blockchain System
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3.2.1 Privacy

Privacy is an important concept in this system as only specific users must be able to
store, retrieve and complete operations with these data. The reason is that these data
are personal information of students and so they must not be exposed to the public. On
contrary, a certain mechanism must be implemented to keep the privacy of the data.

Thus, privacy of the network can be achieved by setting up a private Blockchain
network as well as with the respective smart contracts. As smart contracts are the logic
of the decentralized application, a permission system can be implemented, where existing
users can vote for new users if they can use the dApp or not. In case a user is not accepted
by others, will not be able to perform any actions in the dApp and eventually interact with
the smart contracts. By implementing a voting mechanism, malicious users that try to

interact with the smart contracts can be excluded.

3.2.2 Validation and Integrity

Since the proposed solution must solve the problem of the integrity of students’ grades,
there must be a corresponding mechanism that can validate if something has changed in
the BAU file that has eventually ended up in the legacy system.

For this reason, these files should be stored in the blockchain and there should be
a feature for validating the file sent by the professor to the registrar, at any time. As
mentioned above the registrar receives and stores the file in the legacy system with the
help of specific software. The content of the file exists in a database and the file is also
stored on a server. Validation can be done by comparing the file on the server with the
corresponding data on the blockchain and if any differences are found, a visualization of

them can be generated.
> Retrieve data of file from ) > Differences
shared space Exist
NO Show no differences found
[
q YES
> Retrieve data of file from ) >
( Blockchain \]/

Show Differences in diff-like
output

Figure 3.3. UML Activity Diagram - Validation flow

3.2.3 User Interface

A decentralized application (dApp) must be developed for the users of this system.
Through this dApp, users can login with their wallet and perform all necessary actions
in the system by interacting with the smart contracts that are deployed. The process
for users should be simple without complicated steps and the data should be presented

accordingly.
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3.3 Aprivate-permissioned Blockchain approach, based on Ethereum

The described solution is crucial to be implemented with a private or permissioned
blockchain network as the only actors that must interact with the system are the entities
of a university involved in the workflow of grade management, such as registrars, students
and professors.

To implement a permissioned network different alternatives exist, some of which are

briefly discussed in the sequel [14].

1. R3 Corda [15] is an innovative blockchain platform for businesses, which aims to
reduce the cost of business transactions and increase their speed. This project
was originally designed for the financial sector, however, it can be applied to other
uses, such as healthcare, supply chain, government and public services, and trade

finance.

2. Quorum platform was created by the company JP Morgan and is the corporate
version of the Ethereum blockchain [16]. By modifying the Ethereum kernel, the
Quorum platform can quickly integrate Ethereum updates. It is an open source
blockchain platform that uses vote based algorithms to execute hundreds of trades
per second. As it is a private blockchain platform, it only allows authorized partici-

pants to take part in transactions.

3. Ripple platform aims to connect financial operators, trading companies, banks and
payment service providers [17]. Ripple allows international payments through a
digital asset called Ripple or XRP. Using a probabilistic voting method, the Ripple
platform achieves consensus between nodes on the network. Several large compa-
nies such as American Express, SBI Holdings and Deloitte are experimenting with

Ripple’s blockchain capabilities to transform payment processes.

4. Hyperledger [18] Foundation offers an open source blockchain system portfolio
which consists of distributed ledger technologies, libraries, domain specific and

tools.

The DLTs that Hyperledger Foundation offers are Fabric, Sawtooth, Iroha, Besu and
Indy. Hyperledger Fabric is designed for permissioned networks and allows only
entities with known identities to participate in the system. Only authorized partici-
pants can participate in the transactions made on the Hyperledger Fabric platform.
Thus, Hyperledger Fabric [19] was considered as an option for the implementation

of the blockchain network.

Despite the different options that exist to implement the private blockchain network,
Ethereum was chosen for several reasons. First and foremost is that most of the men-
tioned options were too specific for this particular project and the only alternative could
be the Hyperledger Fabric. The second reason is that Ethereum private network was

fairly straightforward to set up compared to the Hyperledger Fabric, which can be backed
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up from Chapter 7.1 of [14]. Finally, Ethereum has rich documentation and a strong
community that is a great resource for any problems that may occur.

Below, a simple block diagram is shown with the nodes of the permissioned blockchain
and how users can attach to a node and perform operations on the blockchain through

the smart contracts.

| user 1 || user 2 | | user n | | user 1 | | user 2 |

DEPARTMEN
OF STUDIES
NTUA

CHEMENG

bootnode

usern

COMPUTERS
- CENTER NTUA

%

user n
user 2
user 1 user 2 user n
user n
user 1 user 2 user n

Figure 3.4. Block Diagram
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3.4 Use Case Model

The requirements explained previously, are presented below in a UML use case di-
agram. The actors involved in these use cases are the master user(s) and the registrar

users.
3.4.1 Registrar Users
Registrar users are able to do the following operations in the system:

1. submit a new grades file in the blockchain
2. see the respective courses of the school they belong

3. vote for a new user, if a new user is to be accepted as a new user in the system

3.4.2 Master Users

Master users can perform every operation registrar users can as well as:

e start a new voting process for a new user

e retrieve all participants of the system

Start new vote for user

Show Participants (Users)

Master user

Submit BAU to BC

Vote for new User

Figure 3.5. UML Use Case Diagram

Registrar user
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3.5 UML High-level work flow Activity Diagram

I

Login with MetaMask
Show Menu

Choice Selection

Form Completion Show Courses Vote List (Vote Add User (Add Show Participants (Users)
for Participant) Participant)

Figure 3.6. UML High-level work flow Activity Diagram

The activity diagram above highlights the high-level work flow of the decentralized
application. The first step is that the user must log in to the dApp using MetaMask.
When the log in is completed, user’s information are retrieved from the Blockchain. Using
these information a permissions check takes place. In case the user has permissions, the

main menu of the dApp is shown an can perform any of the following actions.

e Form Completion: Both master users and registrar users can perform this ac-
tion. By completing this form and adding all the necessary information, new course

grades are registered to the ledger.

e Show Courses: This action can be performed by both users, with a major difference.
Master users can retrieve all courses and eventually see the ledger stored in the
Blockchain, while registrar users can only retrieve course information regarding the
school they are assigned to. In addition, another functionality of this action is that
users can validate retrieved course information and in case of any difference found

in the stored data and the original data, a visual representation of it will appear.

e Vote List (Vote for Participant): Both users can use this functionality. When a new
user wants to have access to the shared ledger, a voting process starts from a master
user and every participant with permissions in the system can vote for or against

this new user. For the new user to be added, there must be unanimity.

e Add User: This action can only be performed by a master user, where a form is

completed with the necessary information of the applicant.

e Show Participants: Every user that has permissions to the system can be listed by

performing this action. Only a master user can retrieve all participants.

A more detailed description of the above together with the corresponding figures is

available below.
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3.6 Wireflow

3.6 Wireflow

RE===] =
1. At any time, after successfully logged in,
usar can return to Menu from the button on
the top right corner. In this diagram this
action was omitted for simplicity
2. About Pago exists, and usor can visitfrom =
Re=—=] e o) anyotherpage e

Showparcpans | [BE=0)

= —— ) =
o o YES NO
= (o) =

7: Scene?
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Re=—=] e =) ‘Select Form Completion
o AddUsr o
= ] == e [ = [==] ]
3 Scanes \ / 2 Scanez
Seloct Vot List
Select Vot st
==
o Scanes
[ ] =] =]
‘Select Show Courses Beloct Show Coursos.
BE==) e T
== =
e )

Hl
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B —
No any course

=] =] crr=]
5 Scenes

Figure 3.7. Wireflow diagram
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3.7 Login and Different Users

3.7.1 Description

As mentioned above two different kinds of users exist in the proposed system with
different permissions. Therefore their user interface should differ. Below the Activity
Diagram of the login procedure is shown. In addition, login page, and the menu page for

the respective users are presented in Lo-Fi wireframes.

3.7.2 What is MetaMask

MetaMask is a service offered as a browser extension and a mobile application which
was created by ConsenSys and allows users to store and manage account keys, broad-
cast transactions, send and receive Ethereum-based cryptocurrencies and tokens, and
securely connect to decentralized applications through a compatible web browser or the
mobile app’s built-in browser. Developers achieve a connection between MetaMask and
their decentralized applications by using a JavaScript plugin such as Web3js or Ethers
to define interactions between MetaMask and Smart Contracts [20].

So MetaMask will enable the users to interact with the dApp in an easy convenient

and transparent way.

3.7.3 UML Activity Diagram

@ MetaMask prompts user

NO

{ Retrieve user info | <\ YES Show respective
\V4 \ from BC ) Y Menu

User confirmation (sign) User has Access (Registrar/Master)

NO

Ghow invalid access msa

Figure 3.8. UML Activity Diagram: Login Procedure
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3.7.4 Login - Metamask Lo-Fi Wireframe

3.7.4 Login - Metamask Lo-Fi Wireframe

Browser X

I )

Login with your MetaMask account to Grades System

L About ﬂ LPrnJem Dncumammiorl] LPrn]aﬂ on Gi1HuH]

Figure 3.9. Login Wireframe

3.7.5 Menu - Master Lo-Fi Wireframe

Browser pad

(e =)c] ]

Form Completion Show Courses Vote List
L 6o | Go | Go
Add User Show Participants
I Go | Go

L About ﬂ LPrn]aﬂ Documanmﬂor‘] LProJac‘t on G-HHuH]

Figure 3.10. Menu - Master Wireframe
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3.7.6 Menu - User Lo-Fi Wireframe

Browser X

e=2)e ]
X togesines . ()|

Form Completion Show Courses Vote List

@
o
@
°
@
o

L About ﬂ LFrc]ect Documantﬁﬂorﬂ LFro]ect on G\THutﬂ

Figure 3.11. Menu - User Wireframe
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3.8 Use Case 1: Add Grades

3.8.1 Description

This feature can be used both from master users and registrar users. Users must
complete a form with all the information and when save is pressed the form is validated.
If any validation errors are found, the action is cancelled.

Master users are able to add grades for every single school in contrast with the registrar

user who can add grades only for the school that belongs.
3.8.2 UML Activity Diagram - Professor generate and distribute file

Professor gathers student}‘ > Professor stores bau file i Professor sends bau file ti
grades Erofessor e bau}zﬁ( shared space %[ Registrar ])

Figure 3.12. UML Activity Diagram - Procedure of Professor creating and distributing file

3.8.3 UML Activity Diagram - Add Grades

NO

Fill form & press YES
save J
Valid data

Metamask prompts user

NO

User confirmation

Submit to BC

NO

Submission ok

YES

Blockchain processing

NO

Success

YES

Show
metamask
message

Figure 3.13. UML Activity Diagram: Add Grades
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3.8.4 UML Sequence Diagram

User Interface(dApp)

MetaMask

Registrar/Master User :
|
|

"l

1: Fill form and press 'Save'

JSON-RPC Server

Private BC Ethereum
Network

2: Validate form

F—t————————— ]

3: request

3.2.2.1: show response

3.1: User prompt to
accept transaction

3.2: request

T
|
|
|
|
|
|
|
|
|
|
|
[
|
|
|
|
|
[
|

3.2.2: response

3.2.1: submit

T

Figure 3.14. UML Sequence Diagram: Add Grades

3.8.5 UML Auxiliary Sequence Diagram

X

MetaMask

Registrar/Master User

1: prompt to accept/reject transaction

<

alt

2: accept transaction

3: Reject transaction

3.2.1.1: processing

3.2.1.2: response

Figure 3.15. UML Sequence Diagram: MetaMask prompt - User accept/reject transaction
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3.8.6 Lo-Fi Wireframe

3.8.6 Lo-Fi Wireframe

Browser X
(e =2)(<c) ]
| Logged inas ...
Fill form
School Ttem v
Period Ttem v
Course Ttem v
Professor
Exam Date
Number of Participants
Farticipants Passed
Grades Asset (URL)
Update Status Ttem v
Notes l l
Grades File (bau) -
| Save |
L About ﬂ LPchac‘r Documantoﬂorﬂ L Project on GitHub ﬂ

Figure 3.16. Add Grades Wireframe
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3.9 Use Case 2: Show Course Information and Validate

3.9.1 Description

Both user categories can use this functionality, which retrieves information of a spe-

cific course. A master user is able to retrieve every course’s information of any school,

while a registrar user can only retrieve course’s information for the school that belongs.

Users can also validate the course’s information by pressing the 'Validate’ button. If

any differences are found between the data retrieved from the blockchain and the data

of the file that was uploaded during the insertion, then a modal with the differences is

loaded, and users can download both files.

3.9.2 UML Activity Diagram

Select Specific
Course

i

Getrieve Course Info from Ba

o

Show Info retrieved

Press
Validate

specific
course info

Differences exist

FALSE

Show l
Message no

Cancel
TRUE Show Modal with
Diff-like output

N

download

files

V

Available
Operations

differences
found

Figure 3.17. UML Activity Diagram: Show Course Information and Validate
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3.9.3 UML Sequence Diagram

User Interface(dApp) MetaMask JSON-RPC Server Private BC Ethereum Legacy System
Network

Registrar/Master User

| |
1: Choose course i 1.1: Request :
A L

| |

| |

| |

L |

|

|

. 2.1: Retrieve course data |

3: Retrieve coursedata [ @ (e |
3.1: Show course data K-———— |
|

|

|

4: Press 'Validation' on
specific course data

F——

4.1: Retrieve spelciﬁc course file (BAU)
!
4.2: Return BAU file
<———— = I I

4.3: Check for diffs

s

[No diff exists]
4.4: No diffs found msg

[Diff exists]

4.5: Show unified diff output

—— =

Figure 3.18. UML Sequence Diagram: Show Course Information and Validate

3.9.4 Show Courses LoFi Wireframe

Browser X
(e 2)c] ]
| ((Ece nTUA @ Softiab Loggedinas... [ Me | |

SCHOOL NAME

Course Code Course Name

.

L About ﬂ LPru]aﬂDucumanMﬂurﬂ L ProjemunGHHubﬂ

Figure 3.19. Show Courses Wireframe
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3.9.5 Show Course Information LoFi Wireframe

Browser

X

(==

| ECE NTUA @ Softlab

Logged inas ... | Menu |

I SCHOOL NAME - COURSE ID: XXX

([ vdidate ] [PERIOD-DATETIME I
Data Column 1 | Data Column 2 | Data Column 3 | Data Column 4 | Data Column 5
([ vdidate ] [PERIOD -DATETIME
Data Column 1 | Data Column 2 | Data Column 3 | Data Celumn 4 | Data Column 5
([ vdidate ] [PERIOD-DATETINE
Data Column 1 | Data Column 2 | Data Column 3 | Data Column 4 | Data Column 5
m About ﬂ LPru]em Ducumanhﬂmrl] L Project onGHHubﬂ

Figure 3.20. Show Course Information Wireframe

3.9.6 Show Diff Output LoFi Wireframe

Browser

X

(= =2l

| ECE NTUA @ Softlab

Logged inas ... | Menu

COURSE ID - PERIOD - DATETIME - SCHOOL

Diff like output

oL Fite from Bc] [bL File from URL]

| Concel
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ﬂ LProJeﬂ Documammw’or{] L Project onGhHubﬂ

Figure 3.21. Show Diff Output Wireframe
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3.10 Use Case 3: Vote for new Users

3.10.1 Description

All users that have access to use this dApp, are eligible to vote for or against any other
user that tries to get access to use the dApp. They can only vote once for every ongoing
vote(there can be many ongoing votes) and the applicant user only gains access in case

of unanimity.

3.10.2 UML Activity Diagram

Retrieve Data from BC

Show
NO
/\/ message

Vote Process
exists

YES

Vote for or against
any voting process

NO
Metamask prompts user

User confirmation

I
YES

Blockchain processing

NO
Success

YES
\

Show

metamask
message

Figure 3.22. UML Activity Diagram: Vote for new Users
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3.10.3 UML Sequence Diagram

User Interface(dApp) MetaMask JSON-RPC Server Private BC Ethereum
Network
I
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|
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|
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2.1: request
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accept transaction
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P 4.1: submit
».
4.1.1: processing
4.1.2: response
4.2:response 0 |K———————————
e ————

4.2.1: show reponse

< _________________

Figure 3.23. UML Sequence Diagram: Vote for new Users

3.10.4 Lo-Fi Wireframe

Browser
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| Logged inas ...

Wallet Yes No Vote For Vote Against
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Figure 3.24. Vote for or Against Wireframe
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3.11 Use Case 4: Start a new Vote

3.11 Use Case 4: Start a new Vote

3.11.1 Description

Only master users can start a new vote for a new applicant. This means that the
applicants do not directly apply, but a master user is the intermediate. To start a new
vote, the master node must fill the form and press save. In case of any validation error,

the user is prompted with the error and have to try again.

3.11.2 UML Activity Diagram

NO

( Fill Fo;r:vi Press )] ) YES @etamask prompts usea

Valid data

NO

User confirmation
YES

Submit to BC
. s

Submission ok

YES

NO ' Blockchain processing

Sucess

YES

Vi

Ghow metamask messaga

Figure 3.25. UML Activity Diagram: Start a new Vote
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3.11.3 UML Sequence Diagram
User Interface(dApp) MetaMask JSON-RPC Server Private BC Ethereum
| s
T
|

Master User

1: Validate form

2: Fill form and press 'Save'

-3

s

2.1: request

2.2: validation error msg

2.1.1: User prompt
; to accept
transaction
2.1.2: request

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
2.1.2.1: submit |
».

2.1.2.1.1: processing

2.1.2.1.2: response

2.1.2.2: response

2.1.2.2.1: show response

——
e

Figure 3.26. UML Sequence Diagram: Start a new Vote

3.11.4 Lo-Fi Wireframe

Browser x

ERE] ]
| ECE NTUA @ Softlb Loaged inas . [ﬁ. e | |

Fill form
User's Wallet
School Item v
Master User Ttem v

L About ﬂ LPmJecI Documanmlinﬂ] L Project onG\'IHubH

Figure 3.27. Start Vote Wireframe
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3.12 Use Case 5: Show Users

3.12 Use Case 5: Show Users

3.12.1 Description

A master user is able to retrieve a list with all the participants that have access.

3.12.2 UML Activity Diagram

Getrieve Participants Info from B(D% Show Info retrieved

Figure 3.28. UML Activity Diagram: Show Users

3.12.3 UML Sequence Diagram

% User Interface(dApp)

MetaMask

JSON-RPC Server

Master User :
|
1: Select 'Show Participants' -l-

> 1.1: request

I
|
|
|
|
|
|
L

1.1.1.3: response

< __________

1.1.1.3.1: show participants

g

1.1.1: request

Private BC Ethereum
Network

1.1.1.1: request participants

Figure 3.29. UML Sequence Diagram: Show Users
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3.12.4 Lo-Fi Wireframe

Browser X

(2] l

| ECE NTUA @ Softlab Loggedinas.. [  Menu |
Wallet Has Access Master User Belongs
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Figure 3.30. Show Participants/Users Wireframe
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Chapter ﬂ

Implementation: Difficulties encountered and

different approaches

In this chapter, all the challenges met during the implementation of the dApp will
be discussed without getting into the actual implementation that will be presented in
Chapter 5 in detail.

4.1 Setting up the private Ethereum network

The set-up of the private Ethereum network was not so challenging as the documen-
tation provided by Ethereum is detailed. The only issue that was faced in this step was
the generation of the genesis block. The reason this was overwhelming was the param-
eterization of the genesis block. Many options had to be researched on what they offer
and what limitations they have. An example is that when the private Ethereum network
was set up, a specific parameter caused the Blockchain to add empty blocks every few

seconds, which wasn’t the expected outcome.

4.2 First Implementation: A Hello World dApp

The first implementation [21] to get hands-on experience in creating a decentralized
application was a simple text field where a user could add a simple sentence (string) in
the Blockchain. The difficulty of the first implementation was the lack of experience in
developing such applications.

More specifically, because the Ethereum platform was chosen, the first task that had
to be done was to learn Solidity, which is the language for writing smart contracts and
eventually building a dapp, as smart contracts are the logic of such applications. After
the first task was completed, the next step was to develop the front-end that enables users
to interact with the smart contracts. To keep things simple, NodeJS, HTML and CSS were
used to create the front-end. The struggle here was that the libraries that were needed
for the front-end to invoke the smart contracts and eventually allow the user to interact
with them were outdated and hard to find the right versions that everything was working
properly.

When everything was functioning accordingly, this particular demo was enhanced
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with a more complex smart contract that was able to keep each user their sentences and
eventually retrieve them and present them.

Finally, because in the Grades System dApp different kinds of permissions were nec-
essary, this demo was modified accordingly to gain an understanding of how this could
be developed. There were created two different kinds of users in this demo, a simple user
who could only retrieve what he entered as sentences and the master user who could
fetch all data that were added.

4.2.1 UML Component Diagram

«component» E'
Network Node

«componv.ent» El -
Blockchain Ledger «component» El
BOOTNODE
t
«component» «componen
NodeJS Application l . Smart Contract

Figure 4.1. Hello World dApp UML Component Diagram

4.3 Second Implementation: Grades System dApp

When the necessary knowledge was acquired from the demo dApp, the development
of the Grades System dApp [22] could start.
4.3.1 Technologies Used

The project was based on JavaScript and NodeJS was used as a runtime environment,
due to familiarity from other projects. The main packages that used from npm were the

following:
1. EJS, as the templating engine to generate HTML using javascript (user interface)

2. ExpressJS which is a minimal framework that provides a robust set of features to

develop web and mobile applications

3. Web3 which enables the interaction with a (specified) blockchain network and its

smart contracts

4. diff and diff2html to create a visualization changes between data stored in the

blockchain and a text file

4.3.2 Issues

This implementation had the same issues as the first one because it still had to rely

on the Web3 package which, according to the node package manager (npm) has several

m Diploma Thesis



4.3.3 UML Component Diagram

security vulnerabilities. These vulnerabilities do not concern Blockchain but instead the
client that supports the connection and the operations to that network.

The second problem which led to the third implementation [23] was the fact that this
particular project had to rely on environment variables from a .env file. Such variables are
the RPC Server address, the public address of the wallet of the user who would interact
with the blockchain through the dApp et cetera. It is important to note that this particular
implementation invoked all smart contract functions from back-end , therefore MetaMask
could not be supported without breaking changes. The reason is that MetaMask injects a
global API into websites visited by its users at windowéthereum and this injected API only
exists in the browser environment. Thus, this object could not be sent to the controllers of
the back-end. Hence, for a more user-friendly and product-like implementation, NextJS

was considered.

4.3.3 UML Component Diagram

«component» EI «component» g'
NodedJS Application Network Node
«component»
Client (Rendered HTML) El «component» g'
Blockchain Ledger «component» €|
BOOTNODE
«component» 5] B
. Smart Contract
«component»
Back-End El T

Figure 4.2. Grades System dApp (NodeJS) UML Component Diagram

4.4 Third Implementation: Grades System dApp - NextJS

As mentioned above, the primary reason for rewriting the complete project using
NextJS was for a more product-like implementation, which the user would find more
convenient. To achieve this and stop using environment variables MetaMask came into
play.

The secondary reason which led to this decision was that NextJS and ReactJS (NextJS
uses ReactJS), have a strong community on decentralized applications development. This
results in packages that are constantly getting updates, fixes and of course much more

material on the specified subject.

4.4.1 Issues

Through the implementation with the use of NextJS no major issues were faced. Every
functionality that was developed in the original implementation was successfully written
with NextJS. All packages that were needed during the development were up to date and
had no issues. The only difficulty of NextJS was learning this React framework to be able

to migrate from NodeJS.
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4.4.2 UML Component Diagram

—

Figure 4.3. UML Component Diagram

4.4.3 UML Deployment Diagram

Figure 4.4. UML Deployment Diagram
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Chapter E

Implementation: Complete guide of the decen-

tralized application

This chapter will focus on the implementation of the NextJS dApp as well as the
creation of the private Ethereum Blockchain. It will be divided into the steps that were
followed. The implementation is done in Linux operating system and the guide is strictly
about it, however with the appropriate changes the development can be done in any OS.

An activity UML diagram follows with the steps that were followed.

Download required software In execution, a
(geth & golang) workspace must be
created (and optionally

add the bash aliases
fore ease of use)

Choose network ID

Choose consensus mechanism Create the Genesis Block D
Database

Setup Networking

Figure 5.1. Steps followed to develop a private Blockchain Networl

5.1 Create the Ethereum private Blockchain network

Geth will be used for the creation of the private network, which is a command-line
interface (CLI) for running Ethereum nodes implemented with Go Language. Thus, geth

and go language must be installed.

5.1.1 Install required software

1. Geth [24]
2. Go Language Download [25]
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5.1.2 Steps - Explanation

An important note before describing the steps is that connections between blockchain
nodes will occur only if both peers use the same genesis block and network ID. Both
network ID and genesis block will be discussed below as cited in [26].

To create a private Ethereum BC network the procedure is fairly simple and it can be

divided into the following tasks shown in the upcoming subsections.

Choose a network ID

Choose a network ID - which is an integer number which isolates Ethereum peer-
to-peer networks. Several preserved ids are already used by other Ethereum blockchain

networks and before choosing one a check must be done.

Choose a consensus algorithm

The consensus mechanism will be used in the blockchain. Ethereum blockchain

networks can either use Proof of Work or Proof of Authority.

Creating the Genesis Block

Every blockchain starts with the genesis block. When Geth runs with the default
settings for the first time, it commits the main net genesis to the database. For a private
network, usually, a different genesis block is needed. The genesis block is configured
using a JSON file. For the creation of the configuration of the genesis block decisions

must be made on certain initial parameters for the blockchain network.
e ChainID which is explained above

e Initial gas block limit - this choice impacts how much EVM computation can happen
in a single block. The block gas limit can be adjusted after launch using the following

command-line flag
--miner.gastarget

e Initial allocation of ether (alloc). This determines how much ether is available to the

addresses that are listed in the genesis block
e Consensus engine to be used - Ethash (PoW) or Clique (PoA)
e Difficulty - the mining difficulty

Genesis block creation can be done with the help of puppeth [27] the Ethereum private
network manager, by opening a terminal and executing puppeth command and following
the prompts. When the procedure is completed the genesis JSON file will be created and

additional changes can be done.
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Initializing the Geth Database

The Ethereum node database must be initialized so that it uses the genesis block
that was created for the private blockchain network. To initialize a node the following

command must be executed

geth --datadir node/ init /path/to/genesis.json

Set up Networking

For the blockchain network nodes to be connected all the connections must be speci-
fied by either adding every node to every other as a peer or by adding a bootnode, which
will be responsible to let every node know about the existence of every other node in
the network. Bootnode was preferred for this implementation so that the peer-to-peer

network can be set up. To create a bootnode the following commands must be executed
1. To create the enode
bootnode -genkey boot.key
The enode uniquely identifies the bootnode and it is stored in the boot.key file
2. To start the bootnode
bootnode -nodekey boot.key -verbosity 9 -addr :30310

where nodekey is given as an argument (the key generated in step 1), verbosity to
provide as many details as possible and the address flag is where the bootnode is

located
5.1.3 Steps - Execution
The following citations [28] [29] in combination with the Geth documentation led to
the following actions on how to set up a private network.
Choose a network ID
The network ID for the private blockchain network that will be used is 980418, a
random integer that is not reserved from any other public blockchain Ethereum network.

Choose a consensus algorithm

Proof of Authority was chosen as a consensus algorithm for this private blockchain
network, as all the participant nodes are pre-authenticated and this mechanism provides
high transaction and performance compared to Proof of Work, which is demanding high

computing power, as discussed in Section 2.5.
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Create Workspace

The workspace is where the required files and folders are located for the blockchain.
Each node is meant to have the genesis.json file, a folder where all the data of the
blockchain are saved (sync with all the other nodes/participants) and optionally some
aliases for the commands so as not to specify every time all the flags and options.

The process that will be presented below is about one node of the blockchain network.
To create other nodes, the same steps must be followed on another computer. Also, at
this point, it is considered that all the necessary software is installed on the computer
and that a bootnode exists, is created and running as described in Section 5.1.2 and

specifically in subsection ‘Set up Networking’.
1. Create a new folder for example named private-network
2. Change directory in the terminal to the private-network folder
3. Create a new folder for example named node
4. Execute the following command to create a new account
geth --datadir node/ account new

5. Store both the Public Address of the account and its password to respective files
inside the node folder
Bash aliases

The aliases that are mentioned below are an example of how they could be set to avoid

these long commands. In addition, all of the aliases refer to the local network (localhost).

# Start bootnode

alias bootnode-start="bootnode -nodekey boot.key -verbosity 9 -addr :30310"

# start node

alias node-start="geth --datadir node/ --syncmode 'full' --port 30311 --allow-insecure
-unlock --miner.gasprice 0 --http --http.vhosts 'x' --http.corsdomain 'x' --http.
addr 'localhost' --http.port 8501 --http.api 'admin,personal,eth,net,web3, txpool,
miner' --bootnodes [define enode as string] --networkid [networkID] -unlock [
define account as string] --password node/password.txt --mine"

# attach to Node

alias node-attach="geth attach http://127.0.0.1:8501"

# init Node

alias node-init="geth --datadir node/ init /path/to/genesis.json"
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Run Node and Attach

To run a node the command with the alias node-start mentioned above must be
executed. This specific command has many options which are explained below from the
help command of Geth [30]:

e datadir: Data directory for the databases and keystore (default: "/home/user/.ethereum")
e syncmode: Blockchain sync mode ("snap"”, "full" or "light") (default: snap)
e port: Network listening port (default: 30303)

e allow-insecure-unlock: Allow insecure account unlocking when account-related

RPCs are exposed by http
e miner.gasprice: Minimum gas price for mining a transaction (default: 1000000000)
e http: Enable the HTTP-RPC server

e http.vhosts: Comma separated list of virtual hostnames from which to accept re-

quests (server enforced). Accepts *’ wildcard. (default: "localhost")

e http.corsdomain: Comma separated list of domains from which to accept cross

origin requests (browser enforced)
e http.addr: HTTP-RPC server listening interface (default: "localhost")
e http.port: HTTP-RPC server listening port (default: 8545)
e http.api: API's offered over the HTTP-RPC interface
e bootnodes: Comma separated enode URLs for P2P discovery bootstrap

e networkid: Explicitly set network id (integer)(For testnets: use -ropsten, -rinkeby,

-goerli instead) (default: 1)
e unlock: Comma separated list of accounts to unlock
e password: Password file to use for non-interactive password input
e mine: Enable mining

To attach to a running node the command with the alias node-attach mentioned in
the Bash aliases subsection needs to be executed. When attached to a node, several
commands can be executed as the Geth JavaScript console exposes administrative APIs
as well as the Web3 API. Such commands are eth.blockNumber which retrieves the latest
block number of the blockchain, admin.addPeer to add a new peer (if a bootnode is not
defined this is how the connection between participants can be achieved) et cetera [31]
[32].
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Chapter 5. Implementation: Complete guide of the decentralized application

Creating the Genesis Block

As indicated previously, certain parameters must be defined for the genesis block of
the private Ethereum blockchain. Below the JSON file is presented and every parameter
used will be explained [33] [34]

All the accounts of each node can be prefunded with Ether to feed the users, as the

cryptocurrency in this private blockchain does not have any actual value.

{
"config": {
"chainId": 980418,
"homesteadBlock": 0,
"eipl50Block": 0,
"eipl50Hash": "0x0000000000000000000000000000000000000000000000000000000000000000"
"eipl55Block": 0,
"eipl58Block": 0,
"byzantiumBlock": 0,
"clique": {
"period": 0,
"epoch": 30000
}

I

"nonce": "Ox0",

"timestamp": "Ox6laala45",

"extraData": "0x0000000000000000000000000000000000000000000000000000000000000000C63
Bc77e188C47922038b6929d199d295Ed9209d266E28F24ceaF492Eab933d32D8929958E489BA3000
000000000000000000000000000000000000000000000000000000000CCCCEEEACACEEEEOBEEAOOO
00000000000000000000000000000000000000000000000" ,

"gasLimit": "Ox47b760",

"difficulty": "Ox1",

"mixHash": "0x0000000000000000000000000000000000000000000000000000000000000000",

"coinbase": "0x0000000000000000000000000000000000000000",

"alloc": {

"C63Bc77e188C47922038b69a9d199d295Ed9209d": {

"balance": "0x200000000000000000000000000000000000000000000000000000000000000"
1
"266E28F24ceaF492Eab933d32D8929958E489BA3" : {

"balance": "0x200000000000000000000000000000000000000000000000000000000000000"
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e chainld: The unique identifier of the blockchain network

e homesteadBlock: When set to O the network will be using the Homestead release of

Ethereum. The mainnet (chainld = 1) has also this parameter set to O

e eip150Block: EIP stands for Ethereum Improvement Proposal. As Ethereum is an
open-source blockchain-based platform, developers can make proposals in the form
of discussions and code. Some are accepted, others rejected. EIP150 is one such
proposal that was accepted. This EIP took effect on block 2463000 and had mostly

to do with increasing gas prices in response to denial-of-service concerns
e eip150Hash: The hash of the EIP150Block, which is needed for fast sync

e cip155Block: As mentioned above this is a proposal from developers which was

accepted by the Ethereum platform. It aims the prevention of replay attacks

e eip158Block: Again an accepted proposal which changed how Ethereum clients deal
with empty accounts. This new protocol began treating them as nonexistent, saving

space on the blockchain

e byzantiumBlock: The Byzantium hard fork (it splits the blockchain in two, creating
an old and a new version, where the new and old versions are incompatible, and all
transactions are recorded on the new chain) was designed to make Ethereum BC

lighter, faster and more secure [35]
e clique: The blockchain network will be using the PoA consensus mechanism

e nonce and mixHash: Used together to determine if the block was mined properly
(PoW). These two values work together because, if an attacker forges blocks with a
false nonce, it can and will be computationally costly for the other participants of the
network to discover this falsy value. So mixHash is an intermediate calculation to
find the nonce without so much computational power. Therefore, if other nodes on
the network discover an errant mixHash when validating a block, they can discard
the block without doing additional work to check the nonce

e timestamp: The output of the Unix time() function when the block was created

e extraData: An optional free, but max. 32-byte long space to conserve smart things
for ethernity on the Blockchain

e gasLimit: The maximum number of computations any block on that chain can

support

e difficulty: This value represents how hard it is to mine a block (PoW). Different

blockchain networks use different mining algorithms

e coinbase: The 160-bit address to which all rewards (in Ether) collected from the

successful mining of this block has been transferred. They are a sum of the mining
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reward itself and the Contract transaction execution refunds. Often named “ben-
eficiary” in the specifications, sometimes “etherbase” in the online documentation.
This can be anything in the Genesis Block since the value is set by the setting of

the Miner when a new Block is created

e alloc: This is the field which determines which accounts start with a certain bal-
ance of ether. In the Ethereum mainnet, this consisted of all the lucky ones that

participated in the Ethereum presale

5.2 Determine dApp development technology

5.2.1 Back-End

In a dApp, smart contracts are used to store the business logic (program code) and the
related state of your application. Smart contracts can be thought of as a replacement for
the server-side (back-end) component of a normal application. One of the main differences
between smart contracts and a back-end component is that any computation executed
in a smart contract comes with a cost. It is therefore important to identify which aspects
of the application need a trusted and decentralized execution platform. Ethereum smart
contracts allow to build architectures in which smart contracts can call each other and
pass data, read and write their own state variables and have no restrictions beyond
the block gas limit. When a smart contract is deployed in the blockchain network, any
developer could use it to build other dApps [36].

Smart contracts can not be changed, as they’re a part of the blockchain ledger once
they’re deployed. However, they can be paused from the owner, which makes them
unusable or even deleted if they are programmed with an accessible self-destruct opcode
[37].

Finally smart contracts may cost a lot regarding to its architecture. A large monolithic
smart contract may be expensive to deploy and use. Thus, some decentralized applica-
tions make some computations off-chain and have only a part of it on the blockchain. This
means that every user in the dApp must trust these external resources for the off-chain
computations [36].

For the Grades System dApp, the smart contracts, Solidity was the only option avail-

able, as the Blockchain chosen is Ethereum.

Front-End

To develop a front-end for a decentralized application, no new skills must be learned.
Developers can use tools, frameworks and libraries they’re familiar with. Every front-
end dApp is usually linked with the Web3 library which offers the interaction with the
blockchain and eventually the smart contracts.

At first, due to familiarity, NodeJS [38] was used for the creation of the decentralized
application. As previously stated, this decision resulted in challenges that were difficult to

overcome. More specifically, the core packages used by decentralized applications were
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outdated and had severe vulnerabilities. Also, MetaMask [39] could not be integrated
easily into this version of the dApp, as all the calls of the functions of the smart contracts
were in the back-end. Because all the calls were in the back-end the global API that
MetaMask injects could not be used, as it is defined only in a browser environment and
cannot be sent to the back-end. Hence, crucial changes had to take place and NextJS
was chosen for the implementation.

NextJS [40] offered essential features that would make development easier and the
final result more product-like. First of all, the packages needed were up to date, bug-
free and without any vulnerabilities. he integration with MetaMask was straightforward
and the code could be broken down to components thanks to ReactJS [41]. Finally, the
community and the resources for decentralized applications’ development contributed in
favour of NextJS.

5.3 Implement the smart contract

The smart contract was implemented with solidity compiler 0.8.12 version. The func-
tionalities it offers are voting, different permissions on the users and storing. The smart
contract was initially implemented with the help of Remix [42], an open-source Ethereum
IDE you can use to write, compile and debug Solidity code.

Due to the fact that the whole logic would run on a private Ethereum Blockchain,
the deployment and use costs of the smart contract did not affect the development. All
the eleven nodes of the private blockchain are prefunded with a vast amount of ether,
and are able to fund any new users that were accepted by all the other users to use the

decentralized application. An activity diagram of the process followed is presented below.

!

Gecide logic of smart contract)
Greak down to data structureHrite code (in SolidityD%@mpile smart contract)

Migrate smart contract
(deploy to BC)

é

Figure 5.2. Steps followed to develop the Smart Contract
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5.3.1 Smart Contract UML Class Diagram

Grades

Public:

users: mapping(address=>UserPermissions)
keysOfUsers: address|]

usersNumber: uint

usersApplied: uint

iterateVotes: mapping(uint=>address)
votes: mapping(address=>VotesInfo)

GradesMapping: mapping(string=>mapping(string=>CourseGradesDatal]))

Public:
constructor()
addRecord(school: string, info: string, course: string)

retrieveUserPermissions(user: address): UserPermissions
retrieveParticipants(): UserPermissionsi]

voteAdd(user: address, v: bool)

retrieveCourseGrades(course: string, school: string): CourseGradesDatal]

addNetworkUser(user: address, school: string, isMaster: bool)

voteList(): VoteList[]

«struct»
«struct»
o VotesInfo «struct»
UserPermissions Rk
int VoteList
es: uin
hasAccess: bool M .
. no: uint user: address
isMaster: bool . . .
. index: uint yes: uint
school: string ted ing(add >bool) int
voted: mapping(address=>boo no: uin
addr: address X pping
ongoing: bool

«struct»
CourseGradesData

info: string

Figure 5.3. Smart Contract UML Class Diagram
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5.3.2 Structures and Variables

5.3.2 Structures and Variables
Structures

Below all the structures that were used in the development of the smart contract are

shown with comments.

// permissions of users

struct UserPermissions {

bool hasAccess; // if the user has access to the dApp

bool isMaster; // if the user is master

string school; // where the user belongs (in which school)
address addr; // public address of the user

// information for voting in order a new user to be added

struct VotesInfo {

uint yes; // number of users said yes

uint no; // number of users said no

uint index; // used to bind votes mapping with iterateVotes (for iteration)
mapping(address => bool) voted; // which users (participants) voted for this specific user
bool ongoing; // if there is an ongoing vote for this specific user

// used to construct the voting list that will be sent to a participant
// to see all users that applied to be able to use the dApp
// a participant user will have the opportunity to vote for every applying user
struct VotelList {
address user;
uint yes;

uint no;

struct CourseGradesData {

string info;

Variables

Below all the variables that were used in the development of the smart contract are

shown with comments.

mapping(address => UserPermissions) users; // hold each user's permissions

address[] keysOfUsers; // holds the keys of the users

uint usersNumber; // holds the number of the users

// number of users that have applied (increases/decreases based on the status of all votes)
uint usersApplied;

// bind addresses with a uint (index of VotesInfo) so as to iterate the votes mapping
mapping(uint => address) iterateVotes;

// holds the votes information for every user that tries to be inserted to the network
mapping(address => VotesInfo) votes;

// mapping from school to mapping of string(course) to courseGradesData(JSON) information

mapping(string => mapping(string => CourseGradesDatal[])) GradesMapping;

Diploma Thesis



Chapter 5. Implementation: Complete guide of the decentralized application

5.3.3 Functions

Table 5.1. Smart Contract Functions

Function Description

addRecord(string memory school, string memory info,
string memory course) Add new grade information

retrieveCourseGrades(string memory course, string memory

school) public view returns (CourseGradesDatal[]

TR Retrieve course information

retrieveUserPermissions(address user) public view
returns(UserPermissions memory) Return permissions of a user

retrieveParticipants() public view returns(
UserPermissions[] memory) Return all participants(users)

startUserVote(address user, string memory school, bool
isMaster) Start vote for a user

voteAdd(address node, bool v) public .
Vote for or against

voteList() public view returns(VoteList[] memory) X
Return the Vote list of a user

5.3.4 Compile and Migrate Smart Contracts
Truffle

Trufile is a product of the TruffleSuite [43], which is a world class development en-
vironment, testing framework and asset pipeline for blockchains using the Ethereum
Virtual Machine (EVM), aiming to make life as a developer easier. It offers several features
such as [44]:

e Built-in smart contract compilation, linking, deployment and binary management.

Automated contract testing for rapid development.

Scriptable, extensible deployment migrations framework.

Network management for deploying to any number of public private networks.

Package management with EthPM NPM, using the ERC190 standard.

Interactive console for direct contract communication.

E Diploma Thesis



5.3.4 Compile and Migrate Smart Contracts

e Configurable build pipeline with support for tight integration.
e External script runner that executes scripts within a Truffle environment.

Thus, truffle is used for the compilation and deployment of the Solidity smart con-

tracts.

Installation

To install truffle a NPM must be installed and from the terminal the following command

must be executed:

npm install truffle -g

Initialize Workspace

1. Create a new directory i.e named truffle and move inside
2. To create a bare Truffle project with no smart contracts included:
truffle init
When the initialization is completed four assets will appear

e contracts/: Directory for Solidity contracts
e migrations/: Directory for scriptable deployment files
e test/: Directory for test files for testing your application and contracts

e truffle-config.js: Truffle configuration file

3. Add smart contracts in the contracts directory

Diploma Thesis m



© 00 N O O o~ W N~

[ I T o T e e e e e
SO © 0 N O U s~ W N~ O
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Set-up truffle-config

This particular file has several options such as the blockchain networks and which

solidity compiler will be used.

module. exports = {
rpc: {
host: [IP],
port: [NODE PORT]
o

networks: {
development: {
host: [IP],

port: [NODE PORT],
network_id: [NETWORK ID],
from: [NODE ADDRESS] ,
gas: [GAS_PRICE]

’,
compilers: {
solc: {

version: "0.8.12"

Networks truffle-config

Specifies which networks are available for deployment during migrations, as well as
specific transaction parameters when interacting with each network (such as gas price,
from address, etc.). When compiling and running migrations on a specific network, con-
tract artifacts will be saved and recorded for later use. The networks object, is keyed by
network names and each name contains a corresponding object that defines the parame-
ters of the network [45]. When networks are defined, names can be provided as an option

for certain commands:

truffle migrate --network live

Compile

To compile the smart contracts the following command must run inside the folder of

the trufile project:

truffle compile

Migrate

To deploy the smart contracts the following command must run inside the folder of

the truffle project:

truffle migrate
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5.4 Implement the dApp Front-End

In the following subsections a basic overview of the NextJS implementation is pre-
sented. In addition, an activity UML diagram is presented with the steps that were

followed during the implementation.

initialize frontend project decide and develop ~
( (NextJS) H components Create constant: Decide pages-routes Develop context Integrate MetaMas]

Figure 5.4. Steps followed to develop the dApp

5.4.1 Structure NextJS project

components
Accordion
—Card

DiffModal
——DownloadButton
FileInputReader
——7Footer
——Navbar
WithAuth
——constants
——pages

——404

——about

—api

L—add

courses
——participants
——vote-list
[school]

L course
L———[code]

public
L images
store
styles

Figure 5.5. NextJS Project Structure

All folders except public and styles will be discussed in the following subsections.
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Components

Components are independent and reusable bits of code and have the same purpose
as a function. Instead returning a result they return HTML. There are two types of
components, functional and class components. This implementation used functional
components [46].

Several components were designed and created for this project. More specifically:

e Accordion component, which allows the user to show or hide sections of related
content in a page. This component was used in the page where a specific course’s

information are shown grouped by exam period
e Card component, which contain content and actions about a single subject

e DiffModal component, a custom modal which appears only if a difference was found
between the blockchain data and the data stored in the file. The modal that appears

in case of a difference, is the visualization of a unified diff string [47]

e DownloadButton component, which was used inside the DiffModal. More specifi-
cally two DownloadButtons exist so as the user can download the content the file

stored in the blockchain and the current content of the file

e FilelInputReader component, which handles the file uploaded from the Add Grades
page

e Footer component, which is the footer of the front-end
e Navbar component, which is the navigation bar of the front-end

e WithAuth component, a Higher Order Component (HOC) [48] which wraps all the

pages that the user must be authenticated

Constants

Constants contained in the folder:

e The Contract Application Binary Interface (ABI), which is the standard way to in-
teract with contracts in the Ethereum ecosystem, both from outside the blockchain

and for contract-to-contract interaction [49]

e contract-addresses, which is an object containing key value pairs of all the ad-

dresses of the smart contracts with their name

e schools-info, which contains the information needed to render the courses of a

specific school

m Diploma Thesis



5.4.1 Structure NextJS project

Pages - Routes

In Next.js, a page is a React Component exported from a .js, .jsx, .ts, or .tsx file in the
pages directory. Each page is associated with a route based on its file name [50].

In addition NextJS offers a solution to build API routes in the front-end. Any file inside
the folder pages/api is mapped to /api/* and will be treated as an API endpoint instead
of a page. They are server-side only bundles and won't increase the client-side bundle
size [51].

All the pages (and routes) created, followed the design that was set from the wire-

frames. More specifically:

e 404 page renders when the path the user tries to reach does not exist
e About page (/about) has some basic information about the project

e API is the special route that NextJS offers to build API routes which must return a
response other than HTML. The API route of the project has two sub-routes, diff and
form. Diff sub-route constructs the unified diff string if differences exist between
the content of the file saved in the blockchain and the current data of the file. Form
sub-route breaks down into two other sub-routes grades-info and user. Both routes

under the /api/form exist for validation check of the forms
e Login page (/login) of the dApp (integrates MetaMask)

e Menu page (/menu), which loads if the authentication is successful. The user uses
MetaMask to connect to the private Ethereum Blockchain network, but as soon as
he is connected, the data of the user with that public address are retrieved from
the blockchain network. If the user has access then Menu page is loaded with the

corresponding options

e Show Courses page (/show/courses), which renders all the courses that the user

has access to retrieve data

e Show Participants page (/show/participants), which renders all the users of the
dApp

e Show VoteList page (/show/vote-list), which renders all the pending votes the user

has

e Show specified Course page (/show/[school]/course/[code]) which renders all the
information retrieved for a specific course. Every record in this page has a validation
button. When this button is pressed, the diff check happens and in case of any
differences the DiffModal loads
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Context

In a typical React application, data is passed top-down via props, but this procedure
can be cumbersome for props required by almost any component. This is where context
comes in handy, as it provides a way to pass data through the component tree without
having to pass props down manually at every level [52].

For this dApp two contexts were created:

e Contracts context, which holds all the contracts that are going to be used in many
pages of the dApp. The reason this contract was created is that every time a function
of the same smart contract would be invoked from a different component, the same

action would be followed

e User context, which holds all the infromation of the user logged in

5.4.2 Integrate MetaMask

Many ways to use MetaMask in NextJS exist. In this project web3-react [53], which
is one option to communicate with an Ethereum BC network and interact with the smart
contracts. This library provides integration with a few digital wallets like MetaMask,
WalletConnect and Coinbase-Wallet.

In this subsection a simple guide on how to integrate MetaMask in NextJS using
Web3-React will be presented. In addition, dummy code will be shown on how to call a
function of a smart contract which is deployed in a Blockchain network. Ethers.js library
[54] will be used to retrieve the instance of the smart contract that is deployed. When
the instance is created, function calls can be done and transactions will be sent on the
Blockchain network.

Add Web3 Provider (_app.js)

import { Web3ReactProvider } from "@web3-react/core";

import { Web3Provider } from "@ethersproject/providers";

const getLibrary = (provider) => {

return new Web3Provider(provider);

function App({ Component, pageProps }) {
return (
<Web3ReactProvider getLibrary={getLibrary}> // provides Web3 Context to the Application
<Component {...pageProps} />

</Web3ReactProvider>

export default App;
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5.4.2

Integrate MetaMask

Use Web3-React to Connect

import { useWeb3React } from "@web3-react/core";
import { InjectedConnector } from "@web3-react/injected-connector";

import { useState, useEffect } from "react";

// injects window.ethereum to the browser

export const injected = new InjectedConnector();

export default function Home() {
// state variable to decide if user has MetaMask installed

const [hasMetamask, setHasMetamask] = useState(false);
// Check if user has MetaMask installed and set the state variable to true
useEffect(() => {

if (typeof window.ethereum !== "undefined") {

setHasMetamask(true);

s

// variables and functions provided by web3 library

const {
active, // true if user is connected
activate, // function to connect through metamask
chainld, // the ID of the chain user is connected to
account, // user's public address

library: provider, // the web3 provider

} = useWeb3React();

// connection function (can be bound to a button)
// when clicked user is prompted with the MetaMask extension window to connect
async function connect() {
if (typeof window.ethereum !'== "undefined") {
try {
await activate(injected);
setHasMetamask(true);

} catch (e) { console.log(e); }

return (
<div> {
hasMetamask
7 (
active
? ( "Connected! " )

( <button onClick={() => connect()}>Connect</button> )

( "Please install metamask" )

} </div>
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Chapter 5. Implementation: Complete guide of the decentralized application

Interact with Smart Contract using EthersJS

To interact with a smart contract, an instance of it must be created. To create an

instance with Ethers library the following information are required [55]:
1. Public Address of the smart contract
2. ABI of the smart contract

3. Signer: this represents an Ethereum account that has the ability to sign transac-

tions

As soon as the instance of the smart contract is defined, function calls can be done.

import { ethers } from "ethers";
// import ABI from constants folder
// MBI is created when compiling the smart contract

import { abi } from "../constants/abi";

const getLibrary = (provider) => {
return new Web3Provider(provider);

g
export default function FunctionCallExample() {

async function exec() {

// get signer from the provider (MetaMask)

// the signer is the public address of the account that is authenticated

const signer = provider.getSigner();

// the public address of the smart contract when deployed

const contractAddress = [CONTRACT_ADDRESS_AS_STRING];

//

const contract = new ethers.Contract(contractAddress, abi, signer);

try {
// as soon as the contract instance is created, function calls can be done
// We suppose that this function stores the number 42 in the blockchain ledger
await contract.store(42);

} catch (error) { console.log(error); }
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Add the private network to MetaMask

To add a new network in MetaMask the following steps must be followed [56]:
1. Open the MetaMask extension

2. Click the button on the top right corner

3. Click Add Network

4. Fill the form

(a) Network Name: It is an identification for the user, nobody else can see it

(b) New RPC Url: The URL of the node/participant of the private network that has
the RPC interface enabled. Remote procedural call (RPC) communication in-

terface provides remote connection and communication services to RPC clients
(c) Chain ID: The ID (integer) that was assigned to the private network
(d) Currency Symbol: Set to ETH

Settings

> Add a network

A malicious network provider can lie about the state of the blockchain and record your network activity. Only add custom
networks you trust.

Network Name New RPC URL

ChainID @ Currency Symbol

Block Explorer URL (Optional)

N
[ Cancel |

Figure 5.6. MetaMask Add Network
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5.5 Dummy .bau files Generator

A specific files generator format had to be created. As mentioned above, the grades
of a specific course are saved in a special file format which looks like CSV. To test the
decentralized application and find any possible bugs, a script that creates files in this

format was written. The script that is shown below uses Faker [57], an npm library which

offers several functions that generate dummy data of all kinds.

let faker = require('faker');

var fs = require('fs');
DUMMY_DATA_NUMBER = 50;
DUMMY_FILES = 15;

for (let files = 0; files < DUMMY_FILES; files++) {

let content = "U\n" + "{\n"

for (i

}

+

+

+

"#,School Code;" + faker.datatype.number({'min': 1,'max': 9}) + ";#\n"

"#,School Title;" + faker.lorem.word() + ";#\n"

"#,Exam Period Code Ticket;" + faker.datatype.number({'min': 1,'max': 9}) + ";#\n"
"#;Verbal Exam Period Ticket;" + faker.lorem.word() + ";#\n"

"#,Academic Year;" + faker.datatype.number({'min': 2000, 'max': 2022}) + ";#\n"
"#;Semester Code X/0;" + faker.datatype.number({'min': 1,'max': 9}) + ";#\n"
"#,Semester Verbal X/0;" + faker.lorem.word() + ";#\n"

"#,Ticket Code;" + faker.datatype.number({'min': 1,'max': 9}) + ";#\n"

"#;Ticket Verbal;unified;#\n"

"#;Course Title;" + faker.lorem.word() + ";#\n"

"#;Course ID;"+ faker.datatype.number({'min': 1,'max': 9999}) + ";With grades;YES;#\n"
max': 9}) + ";#\n"

"#,Course's Semester;" + faker.datatype.number({'min': 1,
"#;Professors;" + faker.name.findName() + ";#\n"
"#;A/A;STUDENT.ID; LASTNAME; FIRSTNAME ; FATHERNAME ; STUDENT .SEMESTER; NN; GRADE ; GRADE REVISED;

FORA.ID; IMPROVEMENT;#\n";

0; 1 < DUMMY_DATA_NUMBER; i++) {

[firstName, lastName] = faker.name.findName().split(" ");
[fatherName, _] = faker.name.findName().split(" ");

content += "#;" + (i+l) + ";"

+ faker.datatype.number({'min': 1000000, 'max': 9999999}) + ";"

+ firstName + ";" + lastName + ";"

+ fatherName + ";"

+ faker.datatype.number({'min': 1, 'max': 40}) + ";"
+ faker.datatype.number({'min': 1, 'max': 40}) + ";"

10}) + ;"

+ faker.datatype.number({'min': 0, 'max"':
+ "

+ faker.datatype.number({'min': 1, 'max': 10})
+ ";#\n"

content += "}";

fs.writeFile('bauGenerator/dummy/dummy_bau_' + files + '.bau', content, (err) => {

1)

if (err) throw err;

console.log('File is created successfully.');
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Demonstration of the dApp

6.1 Login

6.1.1 Main Page

Main page of the dApp where user logs in through MetaMask. In case user does not
have MetaMask installed as a browser extension, a paragraph will appear suggesting to

the user to install the required extension.

@) ECE NTUA @ Softlab

Login with MetaMask

Login with your MetaMask account to Grades System

@ About B Project Documentation € Project on Github

Figure 6.1. Login Page
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6.1.2 Select Account

The user selects the account (public address) that wants to use to interact with the
Blockchain.

@ oo psomserciann

X0vdeon Me MetaMask
EntéEre Tov/Toug Aoyapiacps(ols) mou 8a
Login with MetaMask XPNOYIOTOLGETE GE QUTOV TV LOT6TOMO
Login with your MetaMask account to Grades System

Endoyq Néog
B o

‘Aoyapiaciég

. Account 4 (0x6a8..41d5)
o

Account 5 (0xc3..20...

90462569716653277... ETH

Account 6 (0x266...9b...
90462569716653277... ETH

[FuvBeBeie ovo pe toTbToN0G Mov Mdoe
lepmuoredeore.

nepuoosrepa

(piween )

@ About  BProject Documentation €9 Project on Github

Figure 6.2. Select account to connect with MetaMask

6.1.3 Accept or Reject connection with MetaMask

The final step for the user to complete the login process. Users can either proceed to
the connection or abort the login process.

Q‘h ECE NTUA @ Softlab

< niow 2am02
@ https://grades-sys
‘, X0vdeon pe Account 5
- 0xcé63...209d
Login with MetaMask ( X )
EnuTpéyTe € QuTov Tov 1oToTono va:
Login with your MetaMask account to Grades System
@ BMTE BieiBuvon, unéhouo Noyapiaoyos,

5pagTnpLGTATA Ka £VapEN GuvaAAaywv

@ About B Project Documentation €9 Project on Github

Figure 6.3. Accept or reject connection with MetaMask
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6.2 Add Grades

6.2.1 Complete form

The form that users complete to add new grades information to the ledger of the

blockchain. This new information can either be an initial or a corrective state.

ECE NTUA @ Softlab

CHOOL OF CIVIL ENGINEERING

Complete the following form
School

SCHOOL OF CIVIL ENGINEERING
Period

WINTER
Course

Irrigation Engineering - 1002
Professor

John Doe
Exam Date

03/05/2022, 02:00 PM B
Number of Participants

2
Number of Participants Passed

2
Grades Asset

https://drive.google.com/u/0/uc?id=1mSCWTg4RT-hhCezP_65kbpsjrU2_Ugdj&
Update Status

INITIAL STATE
Notes

simulation of the dApp

(C]

Save

@About B Project Documentation € Project on Github

bau)
ummy_bau_0.bau

Figure 6.4. Complete form

6.2.2 MetaMask prompt

MetaMask prompts user to confirm or reject the transaction.

ECE NTUA @ Softlal

SCHOOL OF CIVIL ENGINEERING

Diploma Thesis

Complete the following form
School
SCHOOL OF CIVIL ENGINEERING

WINTER

@ privote-netvork

Course
Irrigation Engineering - 1002 @ oo @ ooz
Professor
Exam Date  —————————————
0310512022, 02:00 P a — <
Number of Participants (S}
2

L AEMTOMEPEIEL ~ AEAOMENA  AEKAEZAAIKOE
Number of Participants Passed —_—

2 EnEzEPTAZIA

Grades Asset Exmpopevotélos o 0 0ETH
https://drive.google.com/u/0/uc?id=1mSCWTg4RT-hhCezP_65kbpsjrU2_Ugdj& ‘ouvaNAayiig

Update Status i e oem
INITIAL STATE

Notes

o Tivoo 0 0ETH

simulation of the dApp ® Moco + Téhog owvakhayiic  MéyioTomogé: 0 ETH

Grades File (bau)

cummy_bau_0bau aT

@ About B Project Documentation € Project on Github

Figure 6.5. MetaMask prompt
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6.2.3 Transaction confirmed

The above transaction that the user added some grade information is confirmed.

‘ ’ @ private-network v

$
183203803742801036717

AnooTohh
Meplovolakd oTotyeia ApaoTnpléTnTa
/=y Add Record -0ETH
iy Man
ay3 - -0ETH

AnpLoupyroTe avTiypapo acpaksiog ToU Kwalka
MUGTIKIG ATIOKQTAGTAONG y1a va dLaTnprioeTe [i ]
QoIpair TO MOPTOPOAL KAl T XpripaTd cag.

AnpoupyrioTe avTiypapo acpaleiag Twpa

I L eV

Figure 6.6. Transaction confirmed
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6.3 Show Courses

6.3.1 Registrar User

The courses that this particular registrar user is authorized to retrieve. Since this

registrar user is registered to the system as a registrar for the School of Civil Engineering,

only the courses of this specific school are shown.

@} ECE NTUA @ Softlab

& SCHOOL OF CIVIL ENGINEERING = Me!

Course Code

SCHOOL OF CIVIL ENGINEERING

Course Name

1001

1002

1003

1005

1007

Numerical Analysis
Irrigation Engineering
Airport Planning and Management
Topics on Architecture & Architectural Synthesis

Geology for Engineers

@ About  BiProject Documentation €9 Project on Github

Figure 6.7. Courses a registrar user can retrieve

6.3.2 Master User

A master user can retrieve all courses information for every school, as shown below.

ECE NTUA @ Softlab

& DEPARTMENT OF STUDIESNTUA = Menu

Diploma Thesis

@ Courses successfully loaded!

SCHOOL OF CIVIL ENGINEERING

Course Code Course Name
1001 Numerical Analysis m
1002 Irrigation Engineering m
1003 Airport Planning and Management m
1005 Topics on Architecture & Architectural Synthesis m
1007 Geology for Engineers m

Course Code

SCHOOL OF MECHANICAL ENGINEERING

Course Name

2001

2007

2008

2009

2010

Figure 6.8.

Nuclear Power Reactor Set-up and Operation

Modelling and Automatic Control of Systems

Mathematics A1

Industrial Refrigeration Systems

Mechanics C

More

More

More

More

More

Courses a master user can retrieve



Chapter 6. Demonstration of the dApp

6.3.3 Retrieve information of specific course

Specific course information are shown when selecting a course. The information is
retrieved from the blockchain and the data are grouped by the date and the exam period.
In addition in each group many records can exist, since corrective state records can be

inserted.

§® ECE NTUA @ Softlab 2 SCHOOL OF CIVILENGINEERING =

SCHOOL OF CIVIL ENGINEERING - Course ID: 1001

Validate WINTER - 18/04/2022 10:00 ~

# Participants # Participants Passed Professor Status Notes

42 42 Johnny English INITIAL STATE initial upload

Validate WINTER - 06/12/2022 10:00 ~
# Participants # Participants Passed Professor Status Notes

40 39 John Doe INITIAL STATE noting

Validate WINTER - 12/08/2022 10:00 ~
# Participants # Participants Passed Professor Status Notes

42 42 Test Professor INITIAL STATE this is a demo

WINTER - 11/11/2022 10:00 v
WINTER - 12/12/2022 10:00 v

@ About  BProject Documentation € Project on Github
stem dApp

Figure 6.9. Information retrieve for a specific course

6.3.4 Validate information of a record

At any moment, users can perform validation of the latest record in each group of

data. In case of any differences, a diff-like output is shown.

@ successfully checked for diffs!
1001 WINTER - 18/04/2022 10:00 SCHuuL ur uivie envuiveexING

Files changed (1)

file_from_blockchain.bau - file_from_urLbau
B file_from_blockchain.bau - file_from_url.bau

#:2;2061046; Dustin; Sanford;Brett; o 195 #;2;2061046;Dustin;Sanford;Bret
#;3;8921588;Gladys; Douglas ;Rosi
#4;8826372; Andy; Pollich;Dallas
#;5;6781356; Nancy ;Dibbe

- #;6;1260933;Glenn; Hintz; Jean; 15 5 2 | + #;6;1260933;6lenn; Hintz; Jean; 15
#:7;4808671; Nei 1; Rau; Mitchell;17; 7. #7;4808671;Nei1; Rau;Mitchell;
#;8;6824614; Jerald; Thiel;Mirian; 20 ; 24 #;8;6824614; Jerald; Thiel;Miriam
#;9;4559724;Adam; Lind; Johnny; 34;16, #;9;4559724;Adam; Lind; Johnny ;34;
#:10;4985564; Edna; Sporer; Dwayne; 12 ; #;10,4985564; Edna; Sporer ; Duayne:

DL File from Blockchain | DL File from URL

Figure 6.10. Validate information - Diff found
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6.3.4 Validate information of a record

ECE NTUA @ Softlab

(]

Thefile located at the URL has not been

& SCHOOL OF CIVIL ENGINEERING

SCHOOL OF CI\ @ successfullycheckedfor diffst Course 1D: 1001

changed!

Validate WINTER - 18/04/2022 10:00 A
# Participants # Participants Passed Professor Status Notes

42 42 Johnny English INITIAL STATE initial upload

Validate WINTER - 06/12/2022 10:00 ~
# Participants # Participants Passed Professor Status Notes

40 39 John Doe INITIAL STATE noting

Validate WINTER - 12/08/2022 10:00 A
# Participants # Participants Passed Professor Status Notes

42 42 Test Professor INITIAL STATE this is a demo

Validate WINTER - 11/11/2022 10:00 v
Validate WINTER - 12/12/2022 10:00 v

Diploma Thesis

@ About

B Project Documentation

© Project on Github

Figure 6.11. Validate information - No Diff found
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6.4 Add a new user

6.4.1 Start a new vote - Complete form

A master user can start a new voting process for an applicant by completing the form.

}) ECE NTUA @ Softlab
4

¥ & DEPARTMENT OF STUDIESNTUA = Men

Complete the following form
User's Wallet
0x6DDCBD906c46345Eb89e7BIFBBE62C34Ea12fBOS
School
SCHOOL OF CHEMICAL ENGINEERING
Master User

No

Save

@ About B Project Documentation € Project on Github

Figure 6.12. Complete form

6.4.2 MetaMask prompt

MetaMask prompts user to accept or reject the transaction.

£3) ECENTUA @ Softlab

& DEPARTMENT OF STUDIESNTUA = Men

Complete the following form

User's Wallet MetaMask Notification — 0

0x6DDCBD906c46345EbBIe7BIFBBE62C34Ea12fBOS . ke

School @ Accounts @ occze
SCHOOL OF CHEMICAL ENGINEERING

Master User

Evroniomnke véa diedBuvon; Kavre kA 56 yia va
No TV MpooBEOETE aTo BP0 BLEUBIVOEWN Gas.

Save <

AEMTOMEPEIEL ~ AEAOMENA  AEKAEZAAIKOE

ENESEPTATIA
ExmpipevoTéhos 0 0ETH
ouvaNhayii

Tpore ané v Méom o
wor wor:
Tovoho 0 0ETH

006 + TéNog ouvaMayfg  MéyoTo mooé: 0 ETH

'a R .
Ansppign ) Emugepaiwon
- J/

@ About B Project Documentation €3 Project on Github

Figure 6.13. MetaMask prompt
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6.4.3 Transaction confirmed

6.4.3 Transaction confirmed

The above transaction that the user started a new voting process is confirmed.

‘ @ private-network v ®
aw

@ IuvBEBEUEVD Account 5 :

=}

4
183203803742801036717

AmooTohr
Meplovowaka orolyeia ApaoTnpoTnTa
@) AAAnAenidpaon Zoppa. -0ETH
= May 3 - -0ETH
@) AAAnAenidpaon ZopRa. -0 ETH
= apriz. -0 ETH

Figure 6.14. Transaction confirmed
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6.5 Vote for or against

6.5.1 Retrieve pending votes

Every ongoing vote processes that a user has not yet voted are retrieved and shown.

Then, user can either vote for or against an ongoing vote.

;@) ECE NTUA @ Softlab

Wallet # Accepted #Rejected

0x6DDCBD906c46345Eb89e7BIfFBBE62C34Ea12fBOS 0 0

@ About  BiProject Documentation € Project on Github

Figure 6.15. Transaction confirmed

6.5.2 MetaMask prompt

MetaMask prompts user to accept or reject the transaction.

£%) ECE NTUA @ Softlab
iy

& DEPARTMENT OF STUDIES NTUA

Wallet # Accepted #Rejected
x
0x6DDCBDI06c46345EDBIe7BIFEBE62CI4E12FBOS 0 0 _
® priv
@ rocoums @ v

Evroniomnie véa biedBuvon! Kivre KAk €56 yia va
TV MpooBEceTe oTo BLBI0 BIeUBGVOEGY Gac.

AEMTOMEPEIEL  AEAOMENA  AEKAEZAAIKOE

ENEZEPTATIA

Ecyipevotélos o 0 OETH
Méyom
Xpéwon:

Tivoho 0 OETH

Moot + TéNog GuvarAayfic  MéyioTo mooé: O ETH

Anppign ) Empepaiwon

@ About B Project Documentation €9 Project on Github

Figure 6.16. Vote prompt MetaMask
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6.5.3 Transaction confirmed

6.5.3 Transaction confirmed

The above transaction that the user voted in an ongoing vote is confirmed.

‘ . @ private-network v ©

Account 5
© Aev exe ouvbeBel :

=]

I $
183203803742801036717

| AmooTohn
| Meplovolakd arolyeia ApagTnploTnTa
| (=) AMANAeNidpacn Zoppa... -0ETH
| = May 3 - -0ETH
/=y ANANAenidpacn Zoppa... -0ETH
=/
May 3 - -0ETH

Figure 6.17. Transaction confirmed

6.6 Show Users

A Master user retrieves all users that have permission to interact with the decentral-

ized application.

£ -
k&) ECENTUA @ Softlab 2 DEPARTMENT OF STUDIESNTUA = Menu

Wallet Has Access  Master User Belongs.
0xC63Bc77e188C47922038b6939d199d295Ed9209d Yes Yes DEPARTMENT OF STUDIES NTUA
3 Yes No SCHOOL OF CIVIL ENGINEERING
0xB2A9. 7eaC2addfC61 1 Yes No SCHOOL OF ELECTRICAL & COMPUTER ENGINEERING

@ About  BiProject Documentation €9 Project on Github

Figure 6.18. Retrieve Users - Master User
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Chapter

Epilogue

In the present work, the creation of a system based on blockchain technology for the
management of the grades of a university was examined. More specifically, it focused
on creating a private network to which only certain university entities such as students,
professors and registrars have access. Various features of the system were implemented,
such as entering grades into the system, adding new members to the system, voting on
whether or not a new member could use the system, and validating Blockchain data with
an external data source to find any alternations of data. In our case, the external source
is the file that the professor sent to the registrar and was eventually stored on a server. It
is concluded that such a blockchain-based system can be implemented and offer all the
major features of that technology to this problem. Integrity and security of the data that
eventually end up in the legacy system can be achieved, as the Blockchain ledger can act

as a validating mechanism between these two data sources.

7.1 Privacy

The privacy requirement is achieved as the network is set up accordingly. In addition a
voting mechanism is implemented were all the participants are able to vote for or against
a new user. This means that users must pass a voting process to have access to the

decentralized application and the data that are stored in the Blockchain.

7.2 Integrity and Security

As mentioned above, integrity and security are offered by definition with Blockchain
technology. Furthermore, a validating mechanism is implemented for the validation be-
tween the ledger of the Blockchain and the data that exists in the legacy system. This is

a crucial feature as it can discover any inconsistencies of data.

7.3 Immediacy of procedures

With Blockchain technology this system can offer to every user immediacy of any
procedure that in the legacy system requires time. For example a student can ask for a

document (i.e all student’s grades) but this request takes time as it involves a few steps.
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Chapter 7. Epilogue

More specifically, registrar has to see the request of the student, get the document ready,
fetch the information from the legacy system and wait for the dean to sign. In contrary,
when the ledger is immutable, this process can be avoided and the document can be

derived instantly.

7.4 Further expansions

This section is focused on feature proposals that this system can be expanded with.
Additionally, features that this thesis covers as proof of concept are discussed and ex-

plained on how they must be implemented in the real system.

1. One feature that is covered as proof of concept in this thesis is the validation between
two sources. For demonstration purposes, this thesis validates the Blockchain
ledger with the bau file that is stored in a server. In the production system, the dis-
tributed ledger should be compared with the data that exists in the legacy system’s
database. Thus, for this comparison, an API should exist to collect the necessary
data for the comparison. Furthermore, it is important to note that the Blockchain
system can be flexible; it is not necessary that it can only contain files in BAU form.
Whatever the formation of the data exposed from the API which is fetched from the
legacy system’s database the dApp can support it.

3.3

validate and inform

_(P_ import grades '
dApp

A validate grades

N
| Blockchain

N Request data

Professor 3.2 forvaidation
2 Request data
S e 3.1 L

rades in
any form N .
(i.e .bau) | API to expose data
o] 2.1 2.2
grades
» Legacy Software
Legacy DB
Registrar

Figure 7.1. Add grades and validate production workflow

2. From the diagram above, it is clear that the suggested workflow is that the professors
should add directly to the blockchain ledger the data instead of sending the file to
the registrars. This could add further security as the file can not tamper with as it
never leaves the source. Thus, the professors could add the data to the ledger, and
send the file to the registrar which would use the specific software to register the
students’ grades to the legacy system. So, if the data ended up in the legacy system

is tampered with, the changes can be tracked.
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7.4 Further expansions

3. As the ledger holds students’ grades, students could fetch all their information from
the Blockchain without the need of requesting documents from the registrar, as the
system can directly produce them and the certainty that the document is not fake.
Also, students don’t have to wait for the document to be created because there are

no intermediaries which can slow down the process.

registrar informed

(—) request docs >
|
7l Legacy System |
<
< send doo after the necessary procedures
Students doc ready (takes days) Registrar
request docs
N » Blockchain System >derive doc instantly
\

send doc

Figure 7.2. Students requesting doc in Legacy System vs BC System

4. Respectively, an API could be developed so that external entities such as companies
can request data for specific students that they want to hire. This feature can
ensure that companies fetch the correct data, with no alternations and without the
need for the student to contact the school’s registrar for the documents. Again, the

process is similar to the above figure.

5. Similarly to the two previous points, students’ process could be represented as a
smart contract and when students complete all their courses an NFT [58] could be
minted. This way, the system is kept decentralized without the need for a centralized
system such as an API. In addition, different NFTs could be minted through the
Blockchain system, such as an analytical document of all student’s grades or an

attendance certificate document.

6. This particular system stores complete grades files in a stringified form, which
can be quite costly. Instead, these files could be stored in the InterPlanetary File
System (IPFS) [59] and only the hash of the files could be stored in the Blockchain.
Of course, a private IPFS network must be deployed to ensure the integrity of these
files and deny access to users that are not supposed to retrieve such information.
This part of the proposal requires a similar system to be studied that is capable
of storing files and at the same time keeping them protected from third parties.
Although in such private blockchain network costs do not matter, this could be a

better and easier solution for scaling.
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BC
DoS

PoW
PoS
PoA
CA
DLT
LoFi
oS
CLI
JSON
CSV
API
NPM
HOC
ABI
EVM
NFT

UML
IPFS
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Blockchain
Denial-of-Service
Decentralized Application
Proof of Work

Proof of Stake

Proof of Authority
Certification Authority
Distributed Ledger Technology
Low Fidelity

Operating System
Command Line Interface
JavaScript Object Notation
Comma-Seperated Values
Application Programming Interface
Node Package Manager
Higher Order Component
Application Binary Interface
Ethereum Virtual Machine
Non-Fungible Token
Remote Procedural Call
Unified Modeling Language
InterPlanetary File System
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'Etol, eyyudtal v akepaldtia Kat v aodpdaieia onotacdhnote eyypadpng dedopévav kat
®G €K TOUTOU, eival oe 9¢on va Asttoupyel Xwpig v avaykn evog adioruotou tpitou. Eivai
Pla oAU yveotn texvoloyia n oroia dvOioe ta tedeutaia xpovia, Adym g 1Kavotntag g
va datnpet 11§ ouvaddayeg pe aopdaleia.

H napovoa Sumdeopatiky) epyacia otoxevel v avartudn evog 1iwukou diktvou Blo-
ckchain, pe ta avtiotoixa €§unva oupBodata (smart contracts) xkat ) Sieragn xpriot ya
) dwaxeipnon Pabuev tou IMavermmotpiou. To pdBANPA TTOU AVTIPETEITIEEL 1] SIMA®PATIKY)
9a avaAubei kat 9a oulnndei pia npotewvopevn Avon. ErmnAsov, Sa neptypapouv Baoikeg
£vvoleg Kat apyég rmou agopouv 1o Blockchain kat kat’ernéktaon ta €§urniva oupBodaia, Toug
aAyopiBpoug ouvaiveong (consensus algorithms) aAAd kat o1 HuokoAieg ou cuvavinOnkav
Katd v UAOToinon autou ToU oUCTHHATOS.

TéAlog, ouvdayetal T0 CUPMEPACHA OTL €vd OUCTNHIA HE TETOEG IKAVOTNTEG HITOPEL va a-
varttuyBei, va urndpget kat va ouvepyadetal pe oroodrrnote dAdo radatoy tunou cuotnpuad
(legacy system), kat va ipoopEpet 0Aa ta mpovopia g texvoloyiag Blockchain. EmutAéov,
avapépovrat 18£eg yia MmeEPATEP® EMEKTACELS TOU £6eTalOPEVOU CUOTHIATOG, Padl pe ta odpEAn

ITOU HUITOPOUV Vd IIPOCPEPOUV.

Atge1g KAeba

Blockchain, Ethereum, Go Ethereum, I6iotik6 Aiktuo Blockchain, 'E€urniva ZupBoiaia,

Ledger, Chaincode, Artokevipopéveg Epappoyég, Akepatotta, Aopaieia
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Euyxaploticg

Metd Vv 0AOKANP®OT ¢ SUTAGUATIKAS POU £pyaciag, OAOKANP®VETAL TO TIEVIAETEG TA-
&6t pou ot ZxoAr) HAsktpoddywv Mnyavikov kat Mnxavikev Yroloyiotov tou EBvikou
MetodBiou IToAuteyveiou (EMII). Auto &g 9a nrav duvatd xepig v okoyévela Kal TOUG
@idoug pou, mou pe o)pav Kad'oAn ) 614pKeld TOV IIPOITIUXIAK®OV 110U OTIOUS®OV.

Ba 10sAa va ekPpdon TI§ UXAP1oTiEG PoU otov Kabnyntt Kat ermBAsnovia pou K. Ba-
otAn BeokoUkn, yla tv gukalpia mou pou 600nKe va £pyact® KAl va ATTOKTN0® MTPAKTIKI)
eprnelpia ave oe auto 1o 9épa, aAdd Kat yla v nmoAvtipn kabodrynor), ta oxoAla Kat v
Aayoyrn ouvepyaoia Tou Katd tr) d1dpKela g EKIOVNONG g HSIMA@UATIKEG [10U.

EmunpdoBeta, 9a n0eda va suxapiotowm ) Bornbeia mou napeixe o Yoy plog Adaxktop
kat Epsguvning I'avvng T¢avvétog, o ortoiog pe BorOnoe kad' o0An ) S1apKela g EKIOVIONG
¢ SIMA®PATIKEG POU va Katavoroem to dépa ot fabog.

TéAog, 9a 1nbsda va ekPppdon 11§ 181aitePEG EUXAPIOTIEG POU O OAOUG TOUG AvOPAOIIOUG

ou ouppeteixav oe auto 1o tagidt oto EOvikd MetoodBio IToAuteyveio.

ABrjva, louviog 2022
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Ke¢paldaio E

Elcayoyn

Ta tedeutaia xpovia 1o, Blockchain yivetat 6Ao kat o dnpogiAég kat €xel kepdioet pe-
YAaAn avayvepiopotnta. To Blockchain £xel mpotaBel g Avon o€ €va tepactio aplOpo Kat
nowkAia mpoBAnpatev, onwg npoBAnuata diaxeiplong g edpodiacukng aduoidag, kAo
TaUTOTTag, PNAAKA IVEURATIKA SKAldpatd KAl Mepateia, oUyKEVIp®on Kedpalaiov kat
outw kabegrg. IMeptttd va movpe Ot Ta Kpurtovopiopata £xouv oupBalAetl o tepdotio Bab-
Bo oy avdrtugn g texvoloyiag Blockchain, sivatl cagég wotdéco 6t 1o Blockchain dev
adopd povo 1a Kpurrovopiopata. Avtifeta, ta kpurtovopiopata Bacifoviatl oe povo evog
€i6og Blockchains, aro moAAd 1mou PItopouv va OUVEIOPEPOUV Ot £PAPHOYEG OE TTOAAOUG
topeig. O Adyog rou autr) 1) TeEXVoAoyia PIopel va ival 1000 YEVIKY] KAl va NPOOPEPEL AUCELG
oe diagopa £idn mpoBANUAT®V odeidetal otnv akepaldTNTA KAl TNV ACPAAEId MOU UITOPEL
va mpoodEpel, 1 oroia yivetat pe v e§dlelyn tou KupilapXou “épuruotou tpitou @opéa’,
OTO OIt0i0 01 IEPLO0OTEPES TPEXOUOEG IPOCEYYIOEIS Yia TV AKEPALOTTA KAl TV aohdadeia
1oV debopévav Bacilovial. KabBag o1 avBpmrot €idav 1ig Suvatdtnieg autrg g texvoloyiag
KAl TO YEYOVOG OTL PITOPEL va EPaPHO0TEl 08 TO0EG TIOAAEG TIEPUTIMOELS XP1ong, 0 evBouoia-
OP0G OXETIKA € AUV ouvéXloe va peyadwvel. H dnpooidtnta mou dpxios va AapBavet 1)
texvodoyia auvtr), odrynoe toug avbpwrioug va apxicouv va mnelpapati{ovial pe AUoelg yua
1a npoBArjpata mou Y¢douv va Aucouv pe v xprjon tou Blockchain xopig va AapBavouv
uTIOYr OTL Pla KAaAUTepn Katl o Biooiin Avon Sa priopouoce va avantuyBel xopig ) xpnon
AUTIG g OUYKERPIIEVNS TexvoAoyiag. ‘Etol, katéAniav va oratalovuv iopoug, va ornatalo-
UV Peyddo PEPOog XPNHATOV Kat €v TEAEL, va dnpuioupyeital £€vag apvnTiKog AvIiKTUTIOS ITAVe
otV teXVoAoyia aurtr).

Armo v aAdn, otav n texvodoyia Blockchain xprnowpornoteital kate amno 11§ kKatdAAnAeg
OUVONKeG KAl 0f KATAAANAEG MEPUTIVOELG XPNONG, UITOPel va ermpépel Yeukd arnotéAeopa-
ta. ITwo ouykekpipéva, onwg oupBaivel pe 0Aeg Tig texvoloyieg, to Blockchain mpémnet va
XpnoworonBel katdAAnda, oote va aviipetenilel 1o poBAnpa oto oroio mpooradel va
epappootel 000 10 duvatov mo arotedsopatika. Atagopetikoi tumnol diktuwv Blockchain
HIopouV va Xprnotporoinfouv yia v ermAuon Siapopetikev tUnev npoBAnpdtev. Autn
n SumAepatiky epyaocia eotiadel otov oxedlaopo KAt myv epappoyr evog 810Tikou S1Kktuou
pe dikaldpata os éva Topéa epapuoy®v Iou arnattouviatl uynid emineda 1Swtkotnag Kat
akepatlotnrag dedopévav, SnAadn ) Saxeipion 1@V Pabpoloyl®v 1@V MAVEMOTNHIIAKOV £-
Eetaoewv. Qg ek toutou, 10 Blockchain eival katdAAnAo yia 1o mpdéBAnpa avtd. M o

Aemttopiepg OUYTNOT OXETIKA HE TOUG TUTTOUS TV diktuwv Blockchain eivatl 6 1a0éoman otnv
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Kepddawo 1. Ewoayeyr

evonta 2.3.

1.1 Kivntpo

H &waxeipion twv Babpov ota IMavermotfpia eivatl éva aro 1a onpatvikotepa Kabnkovia
nou avatibevral otoug 'pappateis. Extog amo 11g mpogaveig AEITTOUPYIKES ATIATHOELG, OTIOG
n dwaxeiplon eyypadov os pabrpata, n anobrjkevorn Babpov oe pa Paon debopévav, 1
avagopd K.ATL, €ivatl ol 1r AETTOUPYIKEG ATIAITNOELS TTOU oUVHO®G 08nyouv TV apXlIeEKTo-
VIKE] KAl ToV 0Xeb1aopo t€towv epappoywv. Metadu autav, i “acpdlela” eivatl ) kupiapxn

anaitnorn mou uropei va avaAubel rmepattépem wg eENG:

e axkepawotnta: ot Badbpoi Sa mpérmetl va evpep®vovial Povo aro Kabnyneg mou toug
apAyouV oto T€A0g NG Iapddoong tev padnpatev. Otepappoyég draxeipiong fadbumv
9a mpéret va eival Sopnpéveg e TETO10 TPOTI0 WOte Kaptd AAAn ovidtnta, avegdptnta
ATTo TOV POAO ToUg ot Slaxeiplon 10U MANPOPOPIAKOU CUCTHIATOG, VA PNV UIopPEel va

Tportorntorjoet ta dedopéva twv Babpoloyimv.

e aoddAela: ot Babpoi Sa mpémel va eivat opatol POVO O OUYKEKPIHPEVEG OVIOTITEG,
dnAadr) otov pabnn Kat 10 MPOOWITIKO 1§ Ypappateiag avotnpd yia §1axeiplotikoug

OKOTIOUG.

e Suvatotnta avixveuong: onoladnIote £yKuprn) Tpomnonoinon oe Babpoug, onwg n 510p-
Ywon opaApatev, 9a mpenet va eivatl avixveuotln), Ipdypa mou onpaivet 6t Sa mpénet
va peital avaAuTikd €va 10top1ko Tov adAaywov, pe Tig 161eg anatt|oslg akepalottag

Kal aodpdAelag 0nig Pe v Ipatn evipépmorn Padpoloyi®v oe kamolo pabnpa.

e roAAarAd aviiypaga kpiopev 6edopévav 9a npénet va datnpouviat Kat ot §ouacto-
dotnpéveg evnuepnoelg Sa mpérnet va dtadidovial oe mPAyHATIKO XPOVO OTOUS (POPEIS
ouU Kpatdve ta aviiypaga. H nipéoBaocn oto ynglakd otoixeia rmou vdoroiei autd ta
avtiypagpa de 9a mpEmel va EMMIPENEL TV ATIOKPUITIOYPAPN O KAl TV TPOIOoiNnon

avtov TV dedopévav.

e 9a rpéret va sivatl uvatr] ) autopatn eraAfnOguon orto1oudnIote PnP1aKoU OTO1XEI0U
IOV MEPLEXEL TOUG ATTOKPUITIOYPapnévous Babdpioug, évavit Tou a§lormotou KAataven-
pévou ouotrjpatog draxeipnong kat anobrjkevong Babpodoyiwv. H enaAnBeuon avtn

9a mpénet va eivat uvatr) povo aro £§ouc1o80THEVO TTPOCRITIKO.

AapBavoviag uvnioyn ot ta mpolndpyovia cuotpata daxeiptong fabuov (legacy sys-
tems) eivat 16n oe Aettoupyia, o1 APATIAVE AEITOUPYIKEG anattnoelg acpaieiag Sa npemnet
va PIopouv va 1KAvoIolouvidl X®pig va Staxkortetal n Asttoupyia avtev. Oa mpénet va
etvat Suvaty) n Sadavrg, apdAAnAn Asttoupyila piag vrnpeoiag mou spappodet 1o £idog
1OV anattoenv aocpaieiag mou npoavapépdnkav. 'Eva tétolo ovotnpa Sa napeixe onpa-
VTIKEG BEATIOOELG OTO eminedo eprmotoouvng 060 apopd toug Babpoug. ®a eAax10ToTo10UoE
€ITiONG TOV POPTO £PYAOIaAg IOV Aratteital yia mv enaindevon tov Babpev pe napadooiakeg

pebodoug.
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1.2 Aopn ITtuxiakng epyaoiag

Yroownpidoupe ot ot texvodoyieg Blockchain propouv va xpnowponowmnBouy yia v u-
Aoroinon plag vrnpeoiag rmou Asttoupyet mapdaAAnia pe orotodrnote rpolndpxnv ouotnia
dlaxeipnong Pabpoloyidv Kat evioyuel tautoxpova v achadela tou, epappoloviag g a-
AT 0E1§ TIOU oudnTONKav mo nave. Autd NIav 10 KUP10 Kivhpo Mo aro v mapovod

Simlepatikn epyaoia.

1.2 Aopn IItuxlakig epyaociag

Zto Kepadaio 2 napoucialovial ot faoikég apxég evog diktuou Blockchain kabmg rat
H1a £10ay®yT) Ot £€vvoleg Onwg ouvaAlayég, Surtva oupBodata, adyopibuotl cuvaiveong.

Yto KepdAaio 3 9a e§axbouv o1 anaitrjoeig 1ov Xpnotov and pa epappoyn diaxeipiong
MAVETNOTNPAKOV Babpmv egetddoviag v TUITIKY por| epyactav g tpexouoag dadikaoiag
oto EMII. ®a op1otoUv MePUTIOOELS XPHONG Y1a TV AVIIHETOITON AUTHG TG OUYKEKPIIEVNS
nepimwong mpooBétoviag éva Blockchain “oto mAdtr” wng tpéxouoag npaktikng. Auto Sa
yivel akodoubwvtag pia nietapynpévn pebodoroyia pPnxavikig AOylopKoU Kal TEKPNPieon,
ouprieplAapBavopévng TG EMKANOCNG ATIATTOE®V, APXITEKTOVIKYG, oxediaong kat uAormoin-
ong.

Zto Kepddao 4 9a oulninbei n apX1teKTOViKY Kal 0 oXedlaopog Plag Katavepnpevng
epappoyng (dApp), padi pe g MPOKANOEIS TIOU AVIIHEIOITIOTNKAY KAtd v vdoroinor. E-
rtiiong, Sa meptypadouv ouyKpioeig yia S1adopeTikeég eVAAAAKTIKEG TIPOCEYYIOES UAOTIOONG
rou €xouv egetaotel.

Zto KepdlAaio 5 9a neprypadei n vdomnoinon ano v 1exvikr) rmisupda. Iog £€xet Snpioup-
yNnOel autd 10 1wUKS Siktuo PAogkgnaiv, rmola MAATPOPHA XPNOIHOToWONKe KAl yiati,
OGS £PAPPOCTINKAV AUTEG Ol AITAITNOEIS KAl TTOlEg TEXVOAOYieg Xprotponowdnkav yia wmyv
vloroinor tou front-end.

Zto KegpaAaio 6 Sa nmapouctaotel ia mpooopoimorn) autrg g ArtoKEVIPOUEVNS EQAPLO-
YIS HEO® OTIYHRIOTUTIOV 000VNG S1apopeTikOV XPpnotev rou ouvdéovial oto dApp Kat adAn-
Aetudpouv pe 1o Blockchain eite pe avakinor eite pe anobrkeuon mAnpopopiev, avaioya
HE TG TEPUTINOELS XP10NG TOU CUOTLILATOG.

Ztov Entidoyo 9a nmapouciactouv mpotdoeig yla v evioxuorn tou ouotrpatog. [Iog pro-
pel va enektaBel auto 1o ouotnpa aAAd kat dAAa ripoBArpata rmou 9a Prnopouce eVOEXONEVROG
va Auoet arnotedeopatikd kat kopwd. Tédog, Sa e§axbouv oupnepdopata g napovoag Si-

MA®UATIKIG epyaoiag.
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Kegpalato E

Baoikég £évvoileg Blockchain

AuTo 10 KepdAato meprypadel NePkEG TIOAU Baoikeg apxeg tou Blockchain tig oroieg o
avayvootng 9a mpénet va €xel unodyn tou. O okomdg autou tou Kepadaiou dev eival va

ATTOKTI Ol EKTEVT] YVor yia 1o Blockchain kat 1ig oxetikeég €vvoieg.

2.1 T etvatl éva Block

'Eva prdok eivat to kupto otorxeio evog Blockchain kat kdBe prlok prnopet va anoou-

vieBel oe tpelg ouviotwoeg [4]:
1. Ta 6ebopéva mou Sa anobnkeutovv

2. To nonce, rou eivat évag apOpog 32 bit. Anuioupyeital tuxaia otav dnpiouvpyeitat
€va VEo PIMAOK, TO Ortoio ot ouvexela dnpoupyel v KepaAida KataKepPaATIOPoU ToU

HITAoK.

3. To hash, évag ap1Buog 256-bit mou cuvbéetat pe 1o nonce

2.2 T eivat évag KopBog

'Evag kopBog sivat évag ouppetexmv oto §iktuo, 1o oroio £xel 1o aviiypado tou kabo-
Awkou. Kabfe nAektpoviki) ocuokeur| rou propel va datnproet éva aviiypago tou dnpooiou
KaBoAkoU kat va dratnpnoet ) Aettoupyia tou diktuou pmnopel va gival évag KOpBog evog
Siktuou Blockchain. O ap1B116g tov ouppetexoviov (kopBwv) os éva diktuo Blockchain eivat
oAU onpavikog. Ta diktua Blockchain pe moAAoug ouppetéxovieg (kopBoug) Ssmpouviat
ouxvd 1o aodadn, Kabag n acPdarela Tou SIKTUOU MPOEPYETAL ATIO TNV ATIOKEVIp®OT). 'Etot,

TMEP1000TEPOL KOPBO1 TIPOCHEPOUV TIEPIOOOTEPT arepalotnta [4].

2.3 Tueivat évag E§opuktng (Miner)

"Evag kopBog e€0pudng eivat évag ouppetexev tou S1ktuou rmou Yuotadet v UITOAOY10TIKY)
10XU yua va Avoet 1o nta¢)d Proof-of-Work yia va Siatnpnioet tnv akepalotnta tou H1kTtuou.
Aurtoi o1 kopBot BonBouv otV napoxr acpdadeiag Kabwg KAt OtV ArattoUHEVT) ATIOKEVIPROT)

Tou Hiktvuou.
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KepdAaio 2. Baowkég évvoileg Blockchain

2.4 T etvatl vo Blockchain

To Blockchain eivat éva katavepnpévo cUotna Irmou PItopei va arobnkevoet mAnpogpo-
pleg pe OUYKERPIPEVO TPOIIO TIou Kabiota aduvatn v addayn 1 wv egandwmorn. Eivat éva
Ynoako KaboA1ko cuvaldayov, 1o o1toio avitypadetat Kat polpddetat og 0Ao 1o diktuo. Kabe
(POpPA TTIOU TIpaypatoroleital pia véa ouvaddayr) oto 6iktuo, pia véa eyypadr) rpootibetat oto
KaBoAKO kABe ouppetexovia. Ot ouvaddayég kataypddovial oto cUoTnHa PE aPeETaBANTn
Kpumtoypadiky) vroypadr] (hash). Auto eyyudrtat 1o apetdBAnto tou 6npociou KaboAkou os
0M0 10 6iKTUO, ereldr) eav €va Prmdok £xel adragel, 9a nrav apéong eppaveg. Emopévag, edv
Karoog 9éAet va aAdddel to kaBoAko, kGOe purdoxk tng ailuoibag oe KAOBe ouppetéxovia Tou
d1ktuou mpénet va aAAdget, kAT roU gival aduvato, EMOPEVHG 1 AKEPALOTNTA TRV debopévav

mou potpadoviat ivat eyyunpévn [5].

Block 1 Block 2 Block 3
. Wy e @0

Hash

Id

Timestamp

Previous Hash
Hash

Data Data Data

Zxnpa 2.1: Avarapaotaon evog Blockchain [1]

2.5 Tunot Aiktuwv Blockchain

O mpatog turog 6iktuou Blockchain eivat 1o §iktuo xwpig abela, 1o Oroio ermrpenet v
npooBaocn o OTo10VvOHTIoTE XP1)otn) va eviaxBet yeudo-aveovupa oto §1KTuo Kal va yivel KO-
Bog, xwpig kavévav neploptopod. Ta Giktua xwpig adela ovopdlovial emiong dnpoota diktua
Kai, Oneg avapepbnke nmapanave, o Kabévag prmopel va eyypadel. AUTOG O OUYKEKPIHIEVOS
TUTIOG O1KTUOU €ival MANP®SG ATTOKEVIP®IEVOG AOY® TOU YEYOVOTOog 0Tt 0 Kabévag propet va
yivelr kopBog tou Hiktuou. '‘OAot o1 kKopBot evog Snuociou diktvou BC £xouv ioa Sikaiopa-
1a nipocBaong oto Blockchain, dnpoupyia kat ermxkupwon vémv Prdok dedopévav. Auto to
OUYKeEKP1EVO £180g S1ktUoU Yprotponoteital Kuping yia v avtaddayr) Kat v e§0pudn Kpu-
MTOVOUIOPAT®V. Anpodidr dnpoota diktua Blockchain eivat 1o Bitcoin kat to Ethereum.
Ye autd ta §iktua, ot kOpBotl Sopuocouv Kpurttovopiopata dnpioupyoviag PImlox yia g
ouvadAayég rou {nrouvial oto §iKTtuo AUvovtag KPUITIOYpaPikES e6l000e1g. Le avidaAlaypa
Yla TOUG IOPOUG TTOU IIPOCPEPOUV 010 SiKTUOo, 01 KopBotl e€6puing Kepdidouv éva Pikpo 11000
Kpurttovopiopat®v. O deutepog turog Siktumv, eival ta diktua pe adewa permissioned, ta
ortota meplopidouv v pooBaor oto §iKtuo og 0plopEvoug KOPBouGg. Le autdv Tov TUTo Ot-
KTUOU UITOPEL va UTIAPX0UV IMEPIOPIoN0l dikatwudtewv. Autd ta 1diwtukda 6iktua Blockchain

eAéyxovtal aro €vav Povo opyaviopo rmou kabopidetl molog prmopet va eivat évag kop6og. Ta
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2.5 Turot Aiktuwv Blockchain

dotka diktua BC eival ev p€pet anokevipopéva enetdn n npocbacr tou KOwou O autd
etvat eploplopévr. [apadetypata wretikov diktuev BC eivat 1o Ripple kat to Hyperledger.
AOY® TRV PEIOVEKTHATOV TV IAPATIAVE S1IKTU®V, avarrtuxOnkav koworpadieg kat uBpidika
Blockchains. Ta diktua koworpagiag eivat ermutpendpeva diktua Blockchain rou §iéroviat
and pa opdda opyaviopwv. Autd ta SiKtua €ival MmO AMOKEVIPOPEVA A0 Td 1010TIKA
Blockchains mou €xouv wg arotédsopa uynldotepa enineda aopdeiag. Avtibeta, autoi ot
TUIol S1IKTUGV PIopet va ivatl anatntikog ya ) dnpioupyia toug, kabmg amnattel ouvepya-
ola petadu moAdwv opyaviopov. Ta uBpidikda diktua Blockchain eAéyyxoviat and évav povo
opyaviopo, adld pe smutrjpnon tou dnpootou Blockchain mou amatteitat yia tmyv exktédeon
OPOPEVAV ETIKUPWOERDV oUuvadldaywv. 'Eva mapdderypa uBpidikwv Blockchains eivat to IBM
Food Trust 10 omoio avamuxOnke yia va PeATIOOEL TV ATOTEAEOPATIKOTTA 08 OAOKAN PN

mv aluoiba epodlacpou tpodipwy [2].

Permissionless Permissioned

Private
Controlled by one authority

Public Hybrid
No central authority Controlled by one
authority with some
permissionless
processes

Consortium
Controlled by a group

Zxnpa 2.2: Tumot duktvwv Blockchain [2]

Zuvoyidovtag, ta Giktua Blockchain xwopig adsia pmopet va eivatl mmo acpadn amo ta
ermrpeniopeva diktua Blockchain, eredn ota diktua xwpig adeta o ap1Bpog tov kopbav eivat
oAU peyaAutepog ano o,tt os éva Blockchain pe adeia, emopévag Sa rtav mo duokodo ya
TOUG KaKOBOUAOUG Xprjoteg va SnPioupyrioouv KAmoo npoBAnpa oto Siktuo. Qotoco, ot
Blockchain xeopig ddsia, o xpovog dradikaciag ouvadlAaywv teivetl va eival peyaiutepog anod
0,1 o éva biktuo Blockchain pe adeta, kabBog urtapxouv meplocoTEPOL KONBOL EMMKUPKOOTG.
Kat ot o tunot 6iktvwv Blockchain €xouv ta mAeovektnpata Kat ta PEIOVEKTHPATA TOUG,
aAAd kat o1 6Uo givat €d® yia va ripoopépouv v 1d1a 16€a, n oroia eivat 1) aKEPAOTNTA TOU

dnuooilou kabBoAikou 1ou eivat Kowoypnoto petay tou Siktuou.
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KepdAaio 2. Baowkég évvoileg Blockchain

2.6 AAyop1Opotl Zuvaiveong

Ot aAyopiBpot ouvaiveong (yveotol Kal @g pnxaviopol ouvaiveong 1) POTOKoAAd ouva-
tveong) mapExouv evav acpair] IPOIT0 yld TOUG UTIOAOYIOTEG TIOU ATIOTEAOUV PEPOG £VOG O1-
KTUOU (Katavepnpéva ouotnpata) va ouvepyddoviat. AUToU Tou €160UG 01 PNXaviopol £Xouv
xpnoworonOel edw kKat dekaetieg yla v eriteun ouvaiveong oe ETAIPIKEG UTTOSOPES, OTIRG
ot kKopBot Pacewv dedopévav kat ot dakopiotég. Ta tedeutaia xpodvia, véor pnxaviopoi
ouvaiveong £xouv dnuoupynbei kat epappootei ota Blockchains yia va s§urnnpetouv kpu-
IMITOOTKOVOUIKA CUCTHATA KAl VA CUPPKOVOUV Y1d TNV KATACTAOH TOU S1KTUoU.

Oepnuikd, £€vag KakoBoudog xprotng (e108oAéag) propet va Yéoet oe kivbuvo 1 ouva-
tveon eAéyyoviag 10 51% tou Siktuou, aAdd ol prxaviopoi ouvaiveong €Xouv oxedlaotel pe
TPOTIO TTOU aUTH 1] emibeor) eival mpaktika aduvarn. Yriapyxouv Siadopa €idn pnxaviopov ou-
vaiveong rmou £rmvoouvidal yld Xpror o€ KPUITIOOIKOVOHIKA cuotipata [6]. Mepikoi turmkot

TETO101 PUNXAVIOPOl oUunTouUvIal Ot OUVEXELA.

2.6.1 Proof of Work (PoW)

To Proof of Work yivetat ané toug miners, ot oroiot aviayevidovtat ywa ) dnpioupyia
VE@V UITAOK YERATA Pe emnetepyaopéveg ouvaddayeg. YIapyxel évag ayovag yia 1o motog Sa
Atoel ypnyopotepa €va pabnpatiko radd. Autd to rad) eivatl o pnxaviopog ouvaiveong ya
Vv anddeln g epyaociag Kat mapdyet v KPUITIOypaPikr] ouveor HeTaiy 10U TPEXOVTOG
HIMAOK KAl ToU mponyoupevou Prdok. O vikng Kepdidel KATIO10 KPUITTOVOUIoPA Yid TV
MOAUTI|N UTIOAOYI0TIKY] 10XU TT0U MPoodEépOnKe 0to SIKTUO KAl T0 PITAOK TOU £5opuxOnKe
npoodata popddetat oe 6Aoug 1oug ouppetexovieg. O 110vog TpoTog yia va tebet og Kiviuvo
N aopdlela og éva HiKTUO TTOU XPNOIPOIIotEl autov Tov aAyoplBpo cuvaiveong eival Kamoa
oviotnta va Katéxel 1o 51% tng UTIOAOY10TIKIG 10XU0G ToU d1KTUoU, KAt Itou Ya odnyouoce

Ot TEPAOTIEG eMEVOUOELS Ot £COTIAIONO [6].

2.6.2 Proof of Stake (PoS)

O aAyopiBpog Proof of Stake yivetal and erukupotég (validators) mou €xouv moviapet
KPUITIOVOPopAta yid va CUPHETAoOX0UV oto ouotnpa. ['a va dnpuioupynet éva véo PmAox,
erméyetal évag tuxaiog kopBog erukupwong. 'Otav dnpioupyeitatl £va veo Pmlok, potipadetat
petady ou S1KTUoU KAl 0 ermAeyHévog KOPBog ermkupnong Kepdidel aviapoBég. Autdg o
aAyopiOpog ouvaiveong dev xpeladetal Bapid UTIOAOYI0TIKY epyacia Orwg o pnxaviopog Proof
of Work. To pdvo mou ypetddetal eival va mmovidpovial ta ynlakda vopiopa oto diktuo. O
povog Tporog yia va tebel oe kivduvo 1 aodpdlela oe éva diktuo eival KAmola oviotnta va
Kat€xel 10 51% 10U oUVOAIKOU HEPIBioU KpuItovopiopatog, o ornoio Ya frav éva peydlo

XPNHATIKO 11000 [6].

2.6.3 Proof of Authority (PoA)

Ye éva emupenopevo diktuo Blockchain, 6Aot o1 k6pBot ou avhjkouv oto HiKtuo eival
€COUO1080TNIEVOL, YEYOVOG TTIOU EITITPELEL Tr] XPT)O0T] UNXAVIOHI®Y OUVAIVECTG TIOU TIAPEXOUV

UYPnAo rmocootd cuvaddayov kat adda odpédn. To Proof of Authority sivat éva amo autoug
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2.6.3 Proof of Authority (PoA)

Kat eivat évag adyopiBpog mou mapExel UPnAr anodoon KAl avoxr) opaApdiav PEo® evog
pnxaviopou cuvaiveong mmou Paocidetal otnv tavtotnta &g diakuBeupa. 'Etot, oto PoA povo
o1 KOPBo1 TIoU €X0UV arodeifel v tautdtntd toug éxouv dikawpata yua ) dnuoupyia
VE®V PITAOK KAl 0 16VOg TPOTT0G Yid va aroKInBel auto 1o Sikaiopa eivatl va mepdacouy aro
TOV IIPOKATAPKTIKO EAEYXO0 TAUTOTNTAS. AUTOG 0 aAyoplBpog cuvaiveong Kab1otd akopn 1o
8UOKOAN v emiBeon 51%, kaBwg o £1080Afag IPEMel va AMOKTINoel €Aeyxo oto 51% twv
KOpBwv tou 6iktuou Blockchain. EmumAéov, o pnxaviopog PoA propet va uniepaoruotel pe
ermuyia pua enibeorn DoS, enedr) 0Aot o1 ouppetExovieg ou meptdapBavovial oto §iktuo
etvatl mpoermAeypévol Kat €101 PIopet va yivel pia ouyKekplpévn ermoyn. a napadetypa,
1oévo K660t TIou PIopouv va avie§ouv pia emibeon DoS Sa pmopouvcav va mpootebouv wg
ouppetexovieg oto diktuo. Ermiong, akopa Kt av évag kopBog Siktuou dev eivar Siabéot-
HOG Vla H1a OUYKEKPIHEVE XPOVIKY Tepiodo, pmopel va adaipebel mpoowpiva and kopbog

ermkupwong [7].
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KepdAaio 2. Baowkég évvoileg Blockchain

2.6.4 IUYKRplon petafl TUVAILVETIROV MnXaviopov

IMapaxkdte, o1 Tpelg Pnxaviopoi ouvaiveong mou oudntbnkav cuykpivovial petady g

KUpag 18€ag Toug, ¢ KatavaA®ong EVEPYELAS KAl TOU EMMITES0U OUYKEVIP®ONS.

[Tivakag 2.1: Zvykpion petalv Zvvawetikov Mnyaviouav [3]

AAyop1Opor  Zu- | Kupua I6éa Katavadoon E- | Eninedo Kevrpo-
vaiveong VvEpyeLag noinong
Proof-of-Work H urnoloyiotuikr) 10xUg ka- | YynAr Xapndo
(PoW) Yopider tnv rmbavotnta mpo-

001KNG VEOU NITAOK
Proof-Of-Stake Ta xpurtovopiopata mou | Xapnlrn Métplo
(PoS) TIOVTAPOVIAl raBopilouv

mv mbavotnta mpoobnKng

VEOU UITAOK
Proof-Of- Movo opiopévol egouoiodo- | Xapnn Yyndo
Authority (PoA) muévol KopBol €xouv

duvatonta va npoobeoouv

éva VEO PUITAOK

2.7 'E§unva Zup6oAaia

"Eva £urvo oupBoAaio eival pia cupgevia petadu §Uo pepav pe ) popr Kedikou uro-
Aoylotry. Ta é€urtva oupBoAaila anobnkevoviatl oto Blockchain, ernopéveag arotedouv pépog
tou dnpoolou kabodikou kat dev priopouv va addaiouv. Ta &furva cupBoraia Tpéxouv
oto Blockchain kat ot cuvadlayég rou oupBaivouv urtoBdaAdovial oe enegepyacia amod avto,
nPAypa Imou onpaivel 0Tt Hropouv va aroctaAouv autopatd X®pig KAo1o EPImoto Tpito @o-
péa. Ot ouvadAayEg mpaypatornolouviatl pévo O0tav mAnpouvial CUYKEKPTHIEVES TIPOUTIONE0E1g
[8].

Ta €§urnva cupBoAala spgaviotnkav yia npetn eopd oto kupto Siktuo tou Ethereum
Blockchain. IToAAd dAla &iktua Blockchain ta uloBétnoav kat avdloya pe tnv emioyr
d1ktuou, ta £gurnva oupBodaia propouv va ypagtouv oe Sradpopetikég yAdwoosg. TMa ma-
padetypa, ota diktua blockchain Ethereum Solidity, n yAdooa mipoypappatiopoy ZoAdity
éxet avarttuyBei yua ) ouviadn é€unvev oupBodainv. Xto Hyperledger Javascript, Go, Java
rat Solidity.

Erurméov, ta éSuriva cupBoAdaia propouv va mpoodEPOouV TayUTTa KAl AOTEAEoUATL-
KOTINTd, KaBOGg otav rmAnpouviat ot ipounobéoetg, n oupBaorn Sa extedeotel apeoca. Emumiéov,
MPOOPEPOUV EPITIOTOOUVY, Sraddvela Kat achdleia Adym Tou Ot dev epmAéretal Tpitog KAt 1

0An Sadikaoia AapBavel xopa oto Blockchain.
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2.8 TIAeovektrpata Kat PEOVEKTPATA TNG XPHong g texvoloyiag Blockchain

2.8 TIIAeOVEKTNPATA KAl HELOVEKTNHATA TG XPNONG TNG TEXVO-

Aoyiag Blockchain

H texvoldoyia Blockchain ¢€xetr mdpa moAAég Suvatdtnieg Xpriong oe mpoBArjpata Tou
MPAYHATIKOU KOOHOU TIapd TV MOAUTTIAOKOTTa Kat 1 §uokoAia katavonong wg. Puoika,
1 POOoBAOT] O AEMTOPEPELEG OXETKA He Trv texvoloyia Blockchain, kabog kat e§avidnuikég
MANPOPOPIeg OXETIKA HE TA IMAEOVEKTINUATA KAl TA HPEIOVEKTINPATA AUTHG TG TEXVoAoyiag
eivat ektog iediou epappoyng oto mAaiolo auvtrg g Imlepatkyg epyaoiag. I[Teplioocotepeg
MANPOPOpPieg OXETIKA He v texvodoyia Blockchain priopouv va BpeBouv aro [9] [10] [11]
[12]. Axoloubei évag mivakag pe oplopéva MAEOVEKTHIIATA KAl PEIOVEKTIATA AUTHS NS

texvoloyiag.

IIAsovektpata

Melovertpata

[TAnpeg Sradpavera

I[Tio &UokoAo va mapaBiactouv ta Oe-
dopéva Adyw NG AIOKEVIPOIIOU|HIEVIG

[Tepropiopoi anobrikeuong 6edopEvav

[Teplopiopévog apiBpog ouvaldayov ava
deutepoAertto

(UONG Kal apetaBAntotntag g TEXVOAO0-
yiag

BeAtiwon axpiBelag Adyw adaipeong g
avOpRIIIVNG OUPHETOXNS OtnVv emaArBsu-
on

Arnotedeopatikég aopadeis Kal 1010TIKEG
ouvalAayég

Kootog texvodoyiag

Z1aBepotnta

Meiwon KOOTOUG KATAPY®OVIAG TNV E£ra-
ArnBeuon £uruotou 1pitou

IIpoopépel autopatoroinon - ‘Efurva
oupBolaia

Euxkolia aviyveuopotntag aAdayov

[Mivaxkag 2.2: ITdegovektniuata kar Mewovektuata ypnong mg texvojoyiag Blockchain
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Kegpalaio E

MeA<tn nepintwong XP1ons

3.1 Ene§nynon tou npoBAnpatog

H napouoa diadikaoia rou Siayeipidetat toug fabpoug, v oroia akoAoubel KAOe 0Y0AT)
ToU mavernotnpiou eival apketd KOIMACTIKY Kat erppent)g oe Adadn. ITo ouykekpipéva, n
Otadikaocia mou akolouBei évag ypappatéag yla va mpoobéost tedika Babpoug oto rapov

ouotnpa radailol TUIou PIopel va meptypadel pe ta akoiouba Pripata:
"Evapén eyypadwv avdadoya pe v akadnpaikr) repiodo
O1 gottntég eyypdagovral oe riepiodo kat pabnpata

MoAig KAeioetl 10 ouotnpa eyypadng Kait Kavevag ornoudaotrg dev mapaAeiyet va eyypaget,
€va atopo arnod 1o Kévipo YoAoylotwv EMOKEMTIETAL TOV YPAPHATEA Y1d VA OAOKANP®OEL TV

£Yypapn oto ouotnpua
® Y& MePITI®OoT TUXOV TTAPAASiPemVv KATd TV eYYPAdI] avapEPOVIAL OTh YEVIKI] CUVEAEU-
orn ToU oXoAgiou
e H yevikr] ouvéAdeuorn) 1ou oxoAsiou arnopaoilel yia 11§ rapaleipelg
o O ypappatéag €10ayel XEPOoKivNTa eyypapEg rmou £Xouv rapaieipBet
Ta apxeia BAU exkdidovtal yia kaBe pabnpa. Ta apyxeia BAU eivat pia e161krn popor) apyeiou
OV TeAKA Kpatd Toug PBabioug teov gottniev otav BadpioAoyouvial aro tov Kadnyntr)
Ta apyeia BAU anootéAAoviatl oe KaOs kabnyntn

O1 kaBnyntég oupminpevouy to avtiotolxo apyeio BAU pe toug fabpoug tov pabnieov kat

OTEAVOUV TO apXeio MoK KPUITTOypadnEVo OToV ypappatéa

O ypappatéag Xpnotponolel CUYKEKPIHIEVO AOYIONIKO yia TV eyypadr Babpmv oto mapdv
ouotnpa

O1 pottntég Prtopouv va souv tov Babpo amnod v aviiotoiyn dieradn ou avaktd ta 6edopéva

T0Ug

e Y& mepimieon mou o Babuog tou @ottnty] Xpeladetal evnpuép®on AOY® Oroloudnrote

opAApatog, o KaBNyntg MPETEL Va EMIKOIVOVIOEL 1€ TOV Ypappatea

e O ypappateag otéAvel 10 £yypado

AinAouatxny Epyaoia m



KepdAato 3. MeAéw) nepimioong Xprong

e O xraBONyntig 10 CUPTANPOVEL PE AAAayEG, UTIOYPAPEL TO £YyPadOo Kal TO OTEAVEL THO®

OTOV Ypappatéa
e O ypappatéag eVNIEP®VEL XELPOKIVITA TOUS AVIioTo1Xoug Babpoug

o Evnpepnoeig MANpopopiev @ottnty)

Start enroliments depending on Students enroll in term and
Academic period courses

period of changes in enrollments Enrollment system closes

Students enrolliments omisions

)

YES
NO
Individual from Computers Center visits Registrar [ESMEB (R .SChOOI S
general meeting
Gdividual registers all enroliments in systeer School's general meeting decid
for the omissions

)

Professor contacts registrar ",\
BAU files issue from registrar

Registrar manually inserts omitted
enroliments

(Registrar sends document to ﬁll)
with the changes BAU files sent to respective
professors

Erofessor fills and signs document

YES Professors send BAU files filled
and encrypted
C’mfessor sends the document to)
the registrar Registrar uses NTUARIS software
to register grades received

Registrar updates manually the
respective grades

Student information automatically
update

Student information updates

Student's grade needs update
(error / corrective state)

NO

®

Zxnpa 3.1: Awabucaoia mov akoAoudel 10 UTAPX OV oUCTHUA

To mpoBAnpa mou avupetenidel autr) 1 SIMAeEpPAtiky epyacia sivat n akepatdtia Kat
n aopdiela v Babpov nou tedikd anobnkevovial oto cuotnpa. Ot Babpoi arootéAdo-
vtal anod Tov Kadnyntr otov ypappatéa péoa oe £€va apXeio Kat auto 1o apxeio propet va
naparnownBei, mapodo mou eivatl kpurtoypapnpévo. ErurmAéov, otav o Babuog evog gottntn)
Xpetadetat va evnpuepmbel Petd Ty arootoArn Tev Badbpdv and tov Kabnyntr) Kat my £10ay®-
Y1) O0T0 cuotnpa amo tov ypappatéa, dev arootéAdetal véo apyeio. Aviibeta, amootéddetat
€va ardo £yypado ou avadEPEL TTOIEG EVIIHEPWOELS TIPETIEL va Yivouv. O1 TpEXouceg epappio-
vég draxeiplong Pabpou nou dev Baociloviat oe blockchain AapBavouv diagopa pétpa yua va

draopaAicouv 1000 TNV AKEPAIOTNTA 000 KAl TV EUITOTEVTIKOTTA TV §edopévav. Autd ta

m Awtflopatkn Epyaoia



3.2 Mua nipoogyyion Baoctopévn oto Blockchain

pétpa Baoidoviatl ouvnBwg OtV EPRITIOTOOUVI] KATIO0U TPItou PEPoug, onwg pa CA, ot da-

Xep1oteg g Paong dedopévav, n kpurtoypadia faong dedopévav K.Am. 'Oneg avapépdnke

MIPONYOUHEV®G, 0Aol o1 kKopBot tou diktuou Blockchain £xouv éva akpiBég avtiypado tou

KaBoAkou nou dravépetat oto diktuo. 'Etot, n texvoAroyia Blockchain mpoobétet éva axkoun

ertinedo aodpdAelag, adou 10 KaBoAKO Urtapxel o€ H1aPoPETIKOUG UTIOAOY10TEG/ KOB0UG TTOU

OUPPETEXOUV oTo HikTUOo Kat ival mpaktika aduvato va napabiactei o kabévag ano autoug.

TéAog, mpoteivetal éva ouotnpa mou Asttoupyel nmapadinda pe 1o madaiou TUnou ouotnud,

wote va arobnkevet ta 161a dedopéva nmou anobnkevel 10 UNAPX®V cuoTNUd,

aAAd kai va

£xel ) duvatdtnta ermKUpRong eav €xouv aiddel dedopéva rou tedika katéAngav otr Baon

b6edopévav tou.

3.2 Mua npoocyylon Baoctopévy oto Blockchain

Eivat onpavuko va onpetwBet 6t autn n ipotaor 6ev aAAddet 1o cuotnpa rmaiAalou TUIou,

aAAd otV MPAYHATIKOTTA UTTApXEl padi pe auto.

Start enrollments depending o: Students enroll in term and
Academic period courses

period of changes in

enrollments closes

—{

Students enrollments omisions

Enrollment system)

YES
NO

Individual from Computers Center visits)
Registrar

Individual registers all enrollments
system

Professor contacts
registrar

Registrar sends document to
fill with the changes

BAU files issue from
registrar

(BAU files sent to respective)

professors

filled and encrypted

-

Professors send BAU ﬁles)

Professor fills and signs
document

( )

to a server

Professor sends the

(

Issues reported in school’s
general meeting

(

School’s general meeting
decide for the omissions

)

Registrar manually inserts
omitted enrollments

(Professor stores original .ba}

(

document to the registrar

Registrar uses NTUARIS software t
register grades received

(

Registrar uses Grades-System (Blockchain)
Software to register grades received

YES

the respective grades

Student information
updates

(Registrar updates manually

|

Student information
automatically update

( )

Student’s grade needs
update (error / corrective
state)

NO

®

Figure 3.2: Ilpotewduevn diadikaoia - Zuvunapn Tou UTdpxovTog OUCTHUATOS UE TO OUCTNUA

Blockchain
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KepdAato 3. MeAéw) nepimioong Xprong

3.2.1 ISwwtkotnta - KAswototnta

To aroppnTo £ivat pia onPaviikni £€vvola o€ auto T0 oUCTNHA, KAO®DG 1OVO CUYKEKPIHEVOL
XPLOTEG IPETIEL VA PITOPOUV va AToONKEVOUV, Va AvAKIOUV KAl Va4 OAOKANP@OVOUV AE1TOUPYiEg
pe autd ta dedopéva. O Adyog eivat ot autd ta Sedopéva anoteAouv IPOCKHITIKA OTOIXEld TV
POUNT®V KAl EMOPEVRG dev TPETEL va ekTiBeviatl oto Kowvo. Avtibeta, npemnet va epappootet
€Vag OUYKEKPIIEVOG PNXAVIOHOS Yid 1) §1aTr)pnor ToOU anopprIou TV 6e80EVOV.

'Et01, 10 andppnto 1ou Siktvou propet va ermrteuxBel pe ) dnpoupyia evog 1610TIKOU
dktuou Blockchain kabwg kat pe ta avtiotoixa €gurniva cupBodata. Agou ta €§urva oup-
BoAata sivat n AOYIKn )G AIOKEVIPOIEVNG EGAPHIOYG, PITOPEL va edpappootel €éva ocuotnpa
ade1v, OTIOU Ol UTIAPXOVIEG XPNOTEg HITOPOUV va WPndioouv vEOUG XPI|OTeg, AV HUIIOPOUV
va xpnowornoirjoouv 1o dApp 1 ox1l. Ze Mepimaon mou évag XpHotng dev yivel arodeKtog
arno dddoug, dev Sa propel va exktedéoel kapia evépyela oto dApp Kat TeAkd va aAAnler-
dpdoet pe ta €gunva oupBoAata. Me v epappoyr) evog pnxaviopou yneodopiag, Propouv
va ArokAe10T0UV KaKOBOUAol Xpr)oteg rmou rpoorabouv va aAAnAermbpdoouv pe ta £gurnva

oupBoAaia.

3.2.2 Emxupmon xKat ARepaiotnta

Egpoocov 1 mpoteivopevn AUOn MPEMEL va AVIPEIRITIOEL T0 TPOBANHIA TG AKEPALOTTAG
1OV Babpov IOV OOV, IPETEL va UTTAPXEL £VAG AVIIOTOIX0G HNXAVIONOG TIOU va HUIopet
Va EIKUP®OEL €AV KATL £xel aAAdget oto apyeio BAU mou tedika €xet katalriet oto ovotnpa
naAaloy tuIou.

[Ma 1o Aoyo auto, autd ta apyeia Sa mpémnet va anobnkevoviat oto blockchain kat Sa
TMPETIEL VA UTIAPXEL Pia HUvatotnia emKUPKONS T0U apXeiou TTou anootéAAstal ano 1oV Ka-
dnynt otov ypappatéa, avd naca ouypn. ‘Oneg avapépOHnke maparndave, o ypappatéag
AapBdvel kat anoBnKevel 10 apxeio oto oUotnpa raAailoy TUToU He ) Por|bsia ouyKekpl-
pévou Aoyiopikou. To mepiexopievo tou apyeiou umdpyet o pia Baorn dedopévav kat to apyeio
aroBnkevetal eniong oe dakoptotr). H ermkupwon propet va yivel ouykpivoviag to apxeio
otov Siakopiotr] pe ta aviiotorya dedopéva oto blockchain kat edv eviorotouv Siapopég,

propet va dnpoupynOel Pia OMTIKOIIO 01 AUT®V.
Retrieve data of file from ) > Diffe
> shared space ' g;;ltces
NO Show no differences found
T
. YES
> Retrieve data of file from ) >
( Blockchain \]/

Show Differences in diff-like
output

Figure 3.3: UML Activity Diagram - Awiabucaocia emkvup®ong

3.2.3 Awena¢n xpnoty

[pémet va avarttuxOei pia anokevipowpévn epappoyn ([dApp) yia Toug Xprjoteg autou Tou

ouothpatog. ME€owm authg NG ATIOKEVIPOUEVNS SIKTUAKLG Slemadrg, Ol XProteg PITOPouV

m Awtflopatkn Epyaoia



3.2.3 Aenagn xpnotn

va ouvdeBouv e T0 OPTOPOAL TOUG KAl VA EKTEAECOUV OAEG TIG ATIAPAITNTEG EVEPYELEG OTO
ovuotnua adAnAermdpwviag pe ta gguriva ocupBolata rou £xouv avartuyBei. H Sadikaoia

yla toug xprioteg Sa mpenel va eival amir xeopilg rnepinmdoka Pripata kat ta dedopéva va

napouotddoviat avaioya.

AinAouatxny Epyaoia m



KepdAato 3. MeAéw) nepimioong Xprong

3.3 Mua npooéyyion Blockchain pe 181wtk adela, Baciopévy

oto Ethereum

H nieprypagopevn Avon eival {0Tkng onpaciag va epapuootel pe éva 1810tko 1 e§ou-
oodotnpévo diktuo blockchain, kabwg o1 1OVOL TAPAYOVIEG TTOU MPETIEL va AAANAETISPOUV
€ TO oUOTN A £1vaAl O1 OVIOTNTEG EVOG TTAVEITIOT 110U ITOU EPMMAEKOVIAL 0TI POI] EPYACLIOV TNG
dlaxeiplong Babpwv, Onwg o1 ypappateig, ot otntég Kat ot Kadnynteg.

Ia v vdomnoinorn evog 61ktuou pe ddela urtapxouv S1adPopeTtikEG eVAAAAKTIKEG AUOELG,

HEPIKEG ATIO TIG OrToieg oudntouvtal v ouviopia oty ouvéxewa [13].

1. To R3 Corda [14] eivat pia xkawotopog mAatgpoppa blockchain yia emiyeipnoetg, n
ortola otoxevel ot PEl®Or TOU KOOTOUG TRV EITXEPNHATIKOV OUVAAAAY®OV KAl otV
augnorn g Taxutntdg toug. Auto 10 £pyo oXed1doTnKe apX1KA yid TOV XPNIATO0TIKOVO-
H1KO TOPEQ, MOTO00, IIOPEl VA EPAPHOOTEL KAl O AAAEG XPHOELS, OTIMG 1) UYEIOVOUIKT)
niepiBadyn, n aduoida epodiacpov, ot KUBepvNTIKEG KAl SNIO0IEG UINPECieg KAl 1)

Xpnuratodotnon tou epropiou.

2. H miatpoppa Quorum dnpioupynOnke anod v etapeia JP Morgan kat ivat i) etaipt-
K1) €kdoor) tou blockchain Ethereum [15]. Tpomnoroidviag tov rtuprjva tou Ethereum,
N mMatpoppa Quorum Pnopel va evoouatioetl ypnyopa svnpeponoslg Ethereum. E-
ivat pa miatgpoppa blockchain avoixtou kwdika (open-source) ou XPNOIHOTIOET aA-
yop1Opoug PBaciopévoug o Wrjpoug yla Vv eKIEAEON eKATOVIAd®mV ocuvadlayov avd
SdeutepoAento. KabBog eivarl pia 1wtk miatpoppa blockchain, smitpémnet povo oe

£€0UO1060TN1EVOUG CUPHIETEXOVIEG VA CUPHETEXOUV 08 OUVAAAQYEG.

3. H mAatpoppa Ripple otoxevetl otn oUvOeor XPNHATOOIKOVOUIK®OV POPERV, EPITOPIKOV
£TA1PEIOV, TPATIEDV KAl ITAPOX®V UTNPeol®v MAnpepev [16]. To Ripple emtpénet Hie-
dveig MANP®HES PEOK £VOG PNPLaKOU ototxeiou rmou ovopdadetat Ripple ) XRP. Xpnot-
porowwviag pa mbavoloyikn péBodo ynpodopiag, n mratdpoppa Ripple smtuyydvet
ouvaiveon petady tov KOpBwv oto Siktuo. ApKetég peydleg etaipeieg Oriwg n American
Express, ) SBI Holdings kat n Deloitte neipapatioviat pe tig uvatdtnteg blockchain

tou Ripple yia va petapoppaoouv tig S1adikaocieg minpoung.

4. To Hyperledger [17] Foundation ipoodépet Aoyiopikd kat cuotfjpata blockchain a-
VOIXToU KOO1Ka 1ou arnotedeital and texvoloyieg ratavepnpévev KaboAikov, BiBAto-

O9rkeg kat epyaleia.

Ta DLT nou ipoodépet 1o Hyperledger Foundation eivat ta Fabric, Sawtooth, Iroha,
Besu kat Indy. To Hyperledger Fabric €xe1 oxediaotel yia 6iktua pe adeia kat erm-
TPETIEL LOVO O OVIOTEG HPE YVOOTEG TAUTOTNTEG VA CUPHETIEXOUV 010 cuotnpa. Movo
£€0UO1060TNIEVOL CUPHETEXOVIEG UITOPOUV VA CUPHETEXOUV OTIG 0UVAAAAYEG TTOU TTPAY-
patortotovvtat otnv matpoppa Hyperledger Fabric. ‘'Etot, to Hyperledger Fabric [18]

SewpnBnke ®g ermAoyn ya v vdomnoinon tou diktvou Blockchain.

[Mapd 11§ 51aPoPETIKEG EMAOYEG TTOU UIAPXOUV Yld TV UAOIIOIN O] TOU 1810TIKOU §1KTU0U

blockchain, 10 Ethereum eméx0Onke yia Siapopoug Aoyoug. [Ipwta kat kKupila eivat ot ot

m Awtflopatkn Epyaoia



3.3 Mua nipoogyyion Blockchain pe 6wtk adeia, Bactopévn oto Ethereum

TIEPLOCOTEPES ATTO TIG AVAPEPOHIEVESG ETTIAOYEG I)TAV TIOAU CUYKEKPIHEVES V1A TO CUYKEKPIIEVO
£€pyo Kat 1 povn evaddaxukr da pnopouoce va eivat to Hyperledger Fabric. O deutepog
Aoyog eivat 011 10 181011K0 iktuo Ethereum rtav apketd anio ot pubpion oe oUYKP1OL Pe
10 Hyperledger Fabric, 1o onoio propet va tekunpiebet kat ano to Kepddawo 7.1 tou [13].
TéAog, 1o Ethereum 61a6¢te1 mAovola TeKPNPI®OON KAl Pid 10XUPL KOWVOTNTA ToU arotedel
€CAIPETIKY) MNYT] V1A TUXOV IIPOBANATA [TOU PITOPEl va IPOKUYPOUV.

[Mapakate, spgpavidetal éva armdo diaypappa pe t1oug KopBoug tou 1810TiKoU pe dadela
biktuo blockchain kat Tov TpAIIO 1€ TOV OO0 01 XPrOTEG IITOPOUV va ouvdeBouv oe Evav

KOpBo kat va exktedéoouv Aettoupyieg oto blockchain péow twv €§unveav cupBoAaimv.

‘ user 1 H user 2 | |usern | ‘user'l ‘ ‘userZ ‘

DEPARTMEN
OF STUDIES
NTUA

CHEMENG

bootnode

COMPUTERS
CENTER NTUA

@ -
— @

user 1 user 2 user n
usern
|user1 | ‘userz ‘ |usern ‘

Zxnua 3.4: Avanapaotacn KOUE®V Kat xpnotwv 10U CUCTHUATOS
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KepdAato 3. MeAéw) nepimioong Xprong

3.4 Movtédo nepintong XPnong

Ot anartfjoelg rou eEnynbnkav mponyoupéveg rapouctadovial mapakdtw oe éva di-
aypappa nepimeoong xprnons UML. Ot @opeig TTou eprmAéKkovial o AUTEG TIG TIEPUTIOOELS

XP1ong £ivat ot Xpr)oteg S1axEP1oTEG KAl Ol XPr)OTES YPAPRPATELS.
3.4.1 TIpappateig
O1 ypappateig popouv va eKTteAE00UV 11§ akoAoubeg Aettoupyieg oto ocuotpa:

1. Na unoBddouv €va véo apxeio Babuav oto blockchain
2. Na 6oUv ta avtiotolxa pabrjpata g oX0Ang oty oroia undayoviat

3. Na ynoeioouv unép 1) Katd yla €va véo Xpr)otr], WoTe va Yivel 1] oX1 deKTOg oto ouotnpa

3.4.2 Auwaxelploteg

O1 81axe1p10TEG PNITOPOUV va EKTEAECOUV OAEG TIG AETTOUPYIEG TTOU PITOPOUV 01 YPAUUATELG

raBwg rat:

e Na &exwvrjoouv pia véa Sadikacia ynepogopiag yia éva véo xpriotn

e Na avaktrjoouv 6A0UG TOUG CUPHETEXOVIEG TOU CUOTHIATOS

Start new vote for user
Show Participants (Users)

A

Master user

A

Registrar user

Submit BAU to BC
Vote for new User

Yxnua 3.5: UML Use Case Awaypauua
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3.5 UML Awaypappa dpaoctnpiotniag pong epyaciag uypnAou ermmedou

3.5 UML Awaypappa Spaoctnpiréotnrag porng epyaciag uypniou &-

muedou

Login with MetaMask
Show Menu

Choice Selection

Form Completion Show Courses Vote List (Vote Add User (Add Show Participants (Users)
for Participant) Participant)

Zxnpa 3.6: UML High-level work flow Activity Diagram

To nmapandave daypappa dpaoctnpiotntag vnoypappidet ) pory epyaciag uypndou erm-
ESOU NG ATIOKEVIPOPEVNG epappoyns. To mpoto Pripa eival otl 0 Xpnotng IPEnel va
ouvbebei oto dApp xpnotpornowwviag 1o MetaMask. 'Otav oAoxkAnpwBei ) ouvdeor), ot MAnpo-
(Popieg TOU Xprjotn avaktoviatl aro 1o Blockchain. Xprnowonowoviag autég 11g mAnpodopieg
npaypatoroteitatl €éAeyxog adeldv. e mepirmt@orn 1mou o Xprotng £xel dikaliopata, spda-
videtal 1o KUp1o pevoy tou dApPp KAl PITOPEL va EKTEAECEL OTTOIAOATIOTE ATIO TG MTAPAKAT®

EVEPYELEG.

e Yuumirnpworn @oppag: Tooo ot Siaxelplotég 600 KAl Ol Ypappateig Nopouv va eKte-
Aéoouv autv Vv evépyela. Me 1 OUPMANP®ON autng g @OpHRaAg Kat Vv NpoodnK)
OA®V TV anapaitev mAnpodopiadv, ot véol Babpol pabnudrev Katax®pouviatl oto
Blockchain.

e Eugdvion pabnpdrev: Autn ) evépyela priopel va ektedeotei Kat ano toug U0 xXproteg,
pe pa onpavukn Stagopd. O1 draxelplotég pPropouv va avakiroouv oAa ta padrpata
Katl 1eA1kd va §ouv 10 kaBoA1ko nou eivat arodnkeupévo oto Blockchain, eve ot ypap-
Patelg Propouv va avakirjoouv Hovo MANPodopieg pabnudiov OXETIKA e T OXO0Ar)
oty oroia unayoviat. Ermutdéov, pia dAAn Asttoupyia authg g evépyelag eivat ot
Ol XPI)OTEG HUITOPOUV Vd EIMKUPOOOUV TI§ AVAKINHEVEG TANpodopieg padnudrev Kat
oe mepintwon ornowacdrnote Siapopdg ota anobnkeupéva dedopéva kal ota apyXika

b6edopéva, Sa spdaviotel pia omtiky avanapdotact) 1ous.

e Alota yhoev (yngpogopia yla cuppeteyxovia): Kat ot 6o xprioteg pmopouv va Xpnot-
Porotoouv autv t Acttoupyia. ‘'Otav évag véog xpriotng 9€Aet va €xetl ripooBaon oto

KOWOXp1oto KaBoA1ko, Eekivd pia Siabikaoia yngpopopiag arod évav KUP1o Xpr ot Kat

Awlopatkn Epyaoia m



KepdAato 3. MeAéw) nepimioong Xprong

KABe ouppetexwv 1e dikaiwpata oto oUotna JUopet va YPnepiost UrEp 1 Katd avtou

ToU véou ¥protn. Na va npootebel 0 VEog Xpriotng, IPETEL va UTIAPXEL OpOP@VIa.

e [IpooBnkn xpriotn: Autn n evépyela priopel va ektedeotel povo and KUPLo Xprotn,

OITOU P1d OPHA CUPMANPOVETAL € TA arapaitnia otoiXeia 1ou artouviog.

e Epgavion ouppetexoviov: Kdabe xprjotng mou €xel dikaiwpata oto ouotnpa propet
va Kataxepnbel ektedwviag autnyv v evépyela. Movo évag diraxeiplotrg propel va

AVAKTNOEL OAOUG TOUG CUPHETEXOVIEG.

Mia mo Aermtopeprg meplypadn) t@V mapdrndave padi pe ta aviiotoya oxfpata sivat

61aB¢oun ot ouvexela.

3.6 Wireflow

] =
1. Atany time, aftor successfullylogged in,
user can return to Menu from the button on
the top right corner. In this diagram this
action was omitted for simplicity
2. About Page exists, and user can visitfrom =
(=== =T | any othor page =
= 7 e ==
. 1:Scone
Show Partcipants | [ e =) BiRes
Show Partcpants
: ves s Mster User o ‘
=) ey )
= = = = () )
7 Soene?
(e} ‘ (=} ‘ N\ Select Fom
=== = Completion Select Form Complotion
Add Usor N
]

Eo)r——]— = ) ) o)

= TR C
3: Scono3 = / 2 Scono2

Seloct Voto List

Select Vote List

[} = = ==0 B

8 Scanes —_—T e

=)

e
4 Scened
‘Solect Show Courses. ‘Select Show Courses.
BE== —
|

e | e |

6: Scencé
‘ [l e () [ =
Yes
)
] o
‘‘‘‘‘ e p—
< Soloct Validata for any coursa info B =
Oif Exists o Soloct Moro for
E—
N any course
) ) () ) ) (meee)
9: Scened 5:Scenes

Zxfpa 3.7: Wireflow diagram
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3.7 Zuvdeorn kat Stapopetikol Xprioteg

3.7 XZuvdeon Kai dradopeTirol XpProOTEG

3.7.1 Tepwypadn

'Onwg avapépbnke rmapandve undapxouv dUo Siapopetika £idn Xpnotwv OTo MPOoTEVOE-
vo ouotnpa pe dapopetikd dikawwpata. Emopéveg, n dieradr) xprotn toug da mpérnet va
dagpépet. Kate epgpavidetat 1o daypappa dpaoctnpiottag g dSiadikaociag ouvdéeong. Ert-
nAéov, 1 oeAiba ouvdeong kat 1 oeAiba PevoU yla ToUG aviioTtolXoug XpHoteg rapouaotddoviat

oe Wireframes Lo-Fi.

3.7.2 Tu eivatl to MetaMask

To MetaMask eivat pa unnpecia rmou PooHEPETAL MG EMEKTAOT IIPOYPAPATOG TIEPIYT)-
ong Kat epappoyn yla Kwvntd nou dnpioupyndnke amno v ConsenSys KAl EMITPEEL OTOUG
XpHoteg va anobnkevouv kat va daxelpiovial kAe1d1a Aoyaplacpou, va SleKIePAidvVouUV
ouvalddayég, va otédvouv Kat va AapBavouv kpurtovopiopata Kat papkeg rmou Paocidoviat
oto Ethereum kat va ocuvdéovial pe aopdlela oe ATIOKEVIPOUEVEG EPAPHOVES HEO® EVOG
oupBatou mpdoypappd MEPYNOoNg 10ToU 1] T0 EVOOUATOHEVO TPOYPAPd TIEPIYNONG NS
eQpappoyng yia xkwvntd. Ot mpoypappatioég ermtuyxavouy pa ouvdeon petaiy tou Meta-
Mask Kat 1oV arokevVipOUEVOV PAPHOY®V TOUG Xprotporoloviag éva @aaXgpurt plugin
onwg 1o Web3js 1) to Ethers yia va opicouv 11g adAnAerubpdoeig petadu tou MetaMask kat
Twv £gurnvev oupBoAaiov [19].

Ormote, 10 MetaMask Sa emitpéyet otoug Xprioteg va adAnAermubpouv pe 1o dApp pe évav

€UKoAo Kat Siagpavr| TPOrIo.

3.7.3 Awaypappa Spactnpiéotntag UML

@ MetaMask prompts user

NO

{ Retrieve user info | <\ YES Show respective
\V4 \ from BC ) Y Menu

User confirmation (sign) User has Access (Registrar/Master)

NO

Ghow invalid access msa

Zxnua 3.8: Awaypauua dpaonpidtniag UML: Awadukaoia login
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KepdAato 3. MeAéw) nepimioong Xprong

3.7.4 Login - Metamask Lo-Fi Wireframe

Browser X

(= =21 l

Login with your MetaMask account o Grades System

L About ﬂ LFrnJaﬂ Documcnmﬁm“] umJarj on 6\'1Huﬂ]

Zxnpa 3.9: Login Wireframe

3.7.5 Menu - Awayxeiproty] Lo-Fi Wireframe

Browser X

EEE] ]

Form Completion Show Courses Vote List
L 6o I Go I Go
Add User Show Participants
| Go I Go

L About ﬂ LProjaﬁ Documemmw’crﬂ LProjed on GitHud]

Yxnua 3.10: Menu - Awayeioiotyy Lo-Fi Wireframe
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3.7.6 Menu - Xprjot Lo-Fi Wireframe

3.7.6 Menu - Xpnotn Lo-Fi Wireframe

Browser X

e ]
= ogesines . (_tens_])|

Form Completion Show Courses Vote List

@
o
@
o
@
°

L About ﬂ LPrcjed Documento‘riorﬂ LPrcjed on GitHuA]

Zxnpa 3.11: Menu - Xprjotn Lo-Fi Wireframe
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KepdAato 3. MeAéw) nepimioong Xprong

3.8 Iepintwon Xpnong 1: IIpooOrn Badpodoyrov

3.8.1 Ieprypaorn)

Autr) 1 duvatotnta prnopeti va xpnotpononfel 1000 and Toug d1axelploteg 600 Kal Ao
T0Ug ypappateig. Ot Xprjoteg MPEMEL va CURITANP®OOOUV Hid QOpHa P OAeg TG TTANPOQO-
pieg kat otav mainBei n anobrjkeuon 1 oppa emkupaverat. Edav eviormotouv opadpata
EMKUP®ONG, 1] EVEPYELA AKUPRDVETAL.

Ot dlayelpiotég prtopouv va mpocBetouv Pabpoug yia kabe oxoAn oe avtiBeon Tov ypap-

patéa rmou propet va rpoobéoet fabpoug Povo yia 1 OX0Ar otV oroia Urdyetat.

3.8.2 Awaypappa Spactnpiotntag UML - O raOnyntig dnpiovpyei kat dwa-
VEpEL ap)eio

Professor gathers studenty’ Professor stores bau file tt Professor sends bau file t
grades }%@rofessor LSS S8 bau}lﬁ% shared space Registrar )

Figure 3.12: Awiaypauua dpaotnpidtntag UML - O ka9nynirg dnuiovpyel kar dtavéuet apyeio

3.8.3 Awaypappa Spactnpiotntag UML - [IpooOnikn BadpoAoyiadv

NO

Fill form & press YES
save )
Valid data

Metamask prompts user

NO

User confirmation

YES

Submit to BC

Submission ok

NO

YES

Blockchain processing

NO

Success

YES

Show
metamask
message

Zxnpa 3.13: Awaypaupa dpaotnpromrag UML - ITooodrkn Baduooywdv
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3.8.4 Awaypappa akodouBiag UML

3.8.4 Awaypappa arodouOiag UML

User Interface(dApp) MetaMask JSON-RPC Server Private BC Ethereum
Network

Registrar/Master User :
|
|

> 2: Validate form

1: Fill form and press 'Save'

I
|
|
|
|
|
|
|
|
|
t
|
L

3: request

3.1: User prompt to
accept transaction

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
3.2: request :
|

P 3.2.1: submit

3.2.1.1: processing

3.2.1.2: response

3.2.2: response

3.2.2.1: show response

Zxnpa 3.14: Awaypappa arxofovdiag UML: Ilpoodnkn BaduoAoyiov

3.8.5 BonOnuko Aivaypappa arkodouOiag UML

MetaMask

Registrar/Master User

1: prompt to accept/reject transaction

<

alt
2: accept transaction

3: Reject transaction

Sxnua 3.15: Awdyoauua akoiouvdiag UML: MetaMask pwta tov ypnotn yia aroboxr/andppt
wn ovvaifayng
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KepdAato 3. MeAéw) nepimioong Xprong

3.8.6 Lo-Fi Wireframe

School Ttem

Period Item

Course Ttem

Browser »
(=)< ]
| Logged inas ...
Fill form

Professor

Exam Date

Number of Participants

Participants Passed

Grades Asset (URL)

Update Status Ttem

Notes l

|

Save

Grades File (bau) ',Choosa Filﬂ

[ About ﬂ LPchac‘rDccumanmﬂcrﬂ [ ProJe:TonGitHubﬂ

Ixtfpa 3.16: IIpoodnkn Baduodoywwv Wireframe
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3.9 Ilepimwon Xpriong 2: Epgavion minpogpopiov padnpatog Kat ermKUpaoT)

3.9 IIepintwon Xpnong 2: Epgavion ninpogdoplov padnpatog

Kdl EMKUPGON

3.9.1 Iepiwypacn

Kat o1 600 katnyopieg Xpnot®v PIopouv va XPI1oloIojcouUV AUtV 1) Aettoupyia, 1
oroia avaktd MAnPogopisg yia éva ouykekpipévo pabnua. 'Evag Saxeiplotig propet va
AVAKTNOEL TI§ TTANPOPOopileg KABs Nabriatog ormolacdnmote OX0ANG, Ve Evag YPAPHATEAS
PIopel va avaktrost Ti§ MANPopopieg Tou padnpuatog POvo yid v 0X0Ar) OtV 0Iloid avhKet.

O1 Xp1rjoteg PIIOpOoUV £IMIONG VA EMMIKUPOOOUV TIS MANPOPopieg TOU Pabnpatog natoviag
10 kouprti ‘Erukupeor. EAv evioruotouv diagopég petadu tov 8ebopévav rmou avakirdnkav
ané 1o blockchain kat twv §e60PEvev TOU apyxeiou TTOU PETAPOPT®ONKE KATA TNV €10AYDY1),
T0TE POPTWVETAL £Eva TTapdbupo pe TG §1apopéS Kat 01 XPHoTeg PITOPOUV va IIPAYHATOIIO|00UV

Afjyn kat 1@v 6Uo apxeiov.

3.9.2 Awaypappa Spactnprotnrag UML

Select Specific
Course
Getrieve Course Info from BC)
Show Info retrieved

Press
Validate

specific
course info

Cancel
Show Modal with

Diff-like output

Differences exist

download
files
FALSE |

Available
Operations

Show
Message no

differences
found

Zxnua 3.17: Awaypaupa dpaotnpiotnrag UML: Eugavion mAnpogopidv padnuarog Kat emt-
KUp®OoN
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KepdAato 3. MeAéw) nepimioong Xprong

3.9.3 Awdypappa akoAouOiag UML

User Interface(dApp) MetaMask JSON-RPC Server Private BC Ethereum Legacy System
Network

| |
|

| |

| | |
| | |
» L 1.1.1: Request course data ;lLI 2: Request course data 1

1: Choose course n
2.1: Retrieve course data
3: Retrieve coursedata || 000 |Ke————
b 3.1: Show course data K

Registrar/Master User

1.1: Request

L
4: Press 'Validation' on : :
specific course data ™ |
4.1: Retrieve spelcific course file (BAU)
!
4.2: Return BAU file
O e

4.3: Check for diffs

[No diff exists]
4.4: No diffs found msg

[Diff exists]

4.5: Show unified diff output

MU IR EUSU

|
|
|
|
|
|
|
|
|
r
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I

==

Zxnpa 3.18: Awaypaupa axofovdiag UML: Eugavion mAnpopopiov padniuarog Kat EmKUpon

3.9.4 Ep¢avion Mabnpatwev - LoFi Wireframe

Browser X

== E) ]
| ((Ece nTUA @ Softiab Loggedinas.. [  Menu ﬂ|

SCHOOL NAME |

Course Code Course Name I

L About ﬂ LPru]amDucumanmﬂm‘“ L ProjemunGhHubﬂ

Zxnpa 3.19: Eugavion Madnuatov - LoFi Wireframe
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3.9.5 Epgavion mAnpogopiev pabrnpatog - LoFi Wireframe

3.9.5 Ep¢avion nmAnpogopiadv padnpatog - LoFi Wireframe

Browser X

(e 2] ]
| W} Loggedinas.. | Menu |

I SCHOOL NAME - COURSE ID: XXX I

([ vdidate | [PERrOD - DATETIME I

Data Column 1 | Data Column 2 | Data Column 3 | Data Column 4 | Data Column 5

([ vdicate | [PERTOD - DATETINE

Data Column 1 | Data Column 2 | Data Column 3 | Data Column 4 | Data Column 5

[ vaiigate ] [PERIODVDATETIME

Data Column 1 | Data Column 2 | Data Column 3 | Data Column 4 | Data Column 5

L About ﬂ LPr‘oJec‘I Ducumammiurll L Project unGHHubﬂ

Zxnna 3.20: Eugavion ninpogopiov uadnuatog - LoFi Wireframe

3.9.6 Epgavion dragpopov - LoFi Wireframe

Browser >

=2E] ]
| ECE NTUA @ Sofflab Logged in s . ﬁ o

COURSE ID - PERIOD - DATETIME - SCHOOL

Diff like output

(oL File from Bc] (L File rom URL)

L About ﬂ LProjem Do:umemmiorﬂ L Project onGiTHubﬂ

Zxnpa 3.21: Eugauvion Stagpopwv - LoFi Wireframe
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KepdAato 3. MeAéw) nepimioong Xprong

3.10 IIepintwon Xprong 3: Pnoeiote yla vEoug XPHOTES

3.10.1 IIeprypadn

‘O)Aot o1 Xpr)oteg Tou £X0Uv TpoéoBaoct) oty XpHon autou tou dApp, £xouv Sikaiopa va
wnoioouv urép 1) Katd orooudnote AAAoU Xp1)otn Iov Ipoortadel va arnoKtoet rmpoobaot)
yla xprjon tou dApp. Mrmopouv va ynegicouv povo pia @opd yla kaBe yngodopia mmou
Bpioketat oe €&€AEn (uropet va undpyxouv moAdég ouvexlopeveg WndoPopieg) KAl 0 ARV

XPHOTNg AnoKTd npooBaon POVo O MEPIMI®Oor opodeviag.

3.10.2 Auwaypappa Spaoctnprotnrag UML

Retrieve Data from BC

Show
NO
vV message

Vote Process
exists

YES

Vote for or against
any voting process

Metamask prompts user

User confirmation

YES

Blockchain processing

NO
Success

|
YES

Show

metamask
message

Zxnua 3.22: Awaypaupua dpaotnpidtntag UML: Wr¢pog o VEOUS X0NOTES
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3.10.3 Awaypappa akodoubiag UML

3.10.3 Auwaypappa akoAouOiag UML

User Interface(dApp)

MetaMask

JSON-RPC Server

Private BC Ethereum
Network

Registrar/Master User

1: See ongoing votes

alt

[No ongoing votes exist]

1.1: No ongoing votes msg

[Ongoing votes exist]

1.2: Retrieve ongoing votes

2: Vote for or against

2.1: request

4.2.1: show reponse

< ________________

4.2: res

< ____________

3: User prompt to
accept transaction

o

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
4: request :

ponse

4.1: submit

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

4.1.2: response

Zxnpa 3.23: Awaypaupa axofovdiag UML: ¥negog o vEOUS X pNOoTES

3.10.4 Lo-Fi Wireframe

Browser
(=)
| Logged inas ...
Wallet Yes No Vate For Vote Against
L Button ﬂ L Button ﬂ

L About

ﬂ LPchechcumentoﬂcrﬂ L ProJeﬂonGnHubﬂ

IZxnua 3.24: Yneiote unép 1 kata - Lo-Fi Wireframe

AinAouatxny Epyaoia

4.1.1: processing



KepdAato 3. MeAéw) nepimioong Xprong

3.11 IIepintwon Xpnong 4: 'Evapdn puag véag dradraociag Pn-
po¢opiag
3.11.1 IIeprypadn

Movo o1 S1axelploteg PUIOPOoUV va EEKIVI|O0UV tid véa Yndopopia yia Evav vEo UIoYne1o.
Auto onpaivel 6t o1 artouvieg Sev urtoBaAdouv aneubeiag aitnor, aAAd o Siaxeiplotng ivat
0 evdiapeoog. Ta va Eexkwrjoet pia véa yneodopia, o H1axe1p1otr|g IPEIMEL VA CUUIANP®OEL
1 EOPHA KAl vad TIATHoel arnobnKeuor). e MePim®or] 0roloudote OPAAPATOS ETKUPROOTG,

{nteitat amno tov XpHotn 10 opAApa Kat IPENeL va rpooradnoet §ava.
3.11.2 Auwypappa Spaoctnprotnrag UML

NO

Al Foé:\i Fless V4 YES Metamask prompts user

Valid data

NO

User confirmation

YES

V

Submit to BC

NO

Submission ok

NO Blockchain processing

Sucess

Ghow metamask messag%

Zxnpa 3.25: Awaypaupa dpaotnpomrag UML: 'Evapén véag yngogopiag
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3.11.3 Awaypappa akodoubiag UML

3.11.3 Auwaypappa akoAouOiag UML

Private BC Ethereum

User Interface(dApp) ‘ JSON-RPC Server
I

Network
Master User | ! } |
| | | |
| | | |
M 1: Validate form : : :
| | |
2: Fill form and press 'Save' | | |
| | |
| | |
t | |
| atts I I I
2.1: request o : :
| 1
| |
| |
2.2: validation error msg I I
______________ | I
B !
2.1.1: User prompt I
; to accept |
transaction |
2.1.2: request :
2.1.2.1: submit |
»
2.1.2.1.1: processing
2.1.2.1.2: response

2.1.2.2: response

2.1.2.2.1: show response

D
e ——

Zxnpa 3.26: Awaypaupa axofovdiag UML: 'Evapén véag yngogopiag

3.11.4 Lo-Fi Wireframe

Browser x
(e 2] )
| I ECE NTUA @ Softlb ] Logged inas ... L Menu ﬂ |
Fill form
User's Wallet
School Item v
Master User Item v
| Save |

L About “ [Prnjenbncumammw’mﬂ L ProjamnnGhHub"

Ixnpa 3.27: 'Evapén véag yngogopiag - Lo-Fi Wireframe
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KepdAato 3. MeAéw) nepimioong Xprong

3.12 IIepintwon Xprong 5: Avaxktnon Xpnotov ToUu CUCTHHA-

T0g

3.12.1 Ieprypadn

'Evag Siaxeiplotng pmopel va avakinoet pia Aiota pe 0Aoug TOUG OUPHETEXOVIEG TTOU

€xouv nipooBaor).

3.12.2 Auwaypappa Spaoctnprotnrag

UML

Getrieve Participants Info from BC Show Info retrieved

Zxnuna 3.28: Awaypaupa dpaotnpiotnrag UML: AvdKtnon xpnotov 10U OUCTHIUATOS

3.12.3 Auwaypappa arkodouOiag UML

% User Interface(dApp)

MetaMask

JSON-RPC Server

Master User :
|
1: Select 'Show Participants' il

> 1.1: request

I
|
|
|
|
|
|
L

1.1.1.3: response

< __________

1.1.1.3.1: show participants

Zxnpa 3.29: Awdypaupa axofovdiag UML: AvdKtnon Xpnotov ToU OUOTHUATOS

>

1.1.1: request
- -

Private BC Ethereum
Network

1.1.1.1: request participants

1.1.1.2: participants retrieved

<_ ______

m——
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3.12.4 Lo-Fi Wireframe

3.12.4 Lo-Fi Wireframe

Browser b4

(«=2)<c] I
| ECE NTUA @ Sofflab Logged inas .. [ Menu |

Wallet Has Access Master User Belongs

L About ﬂ LPr‘oJec‘rbocumenmﬁm‘ﬂ L Pmlec‘ronGifHubﬂ

Zxnpa 3.30: Avdktnon xpenotov tou ovotiuarog - Lo-Fi Wireframe
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Ke¢palairo ﬂ

EniAoyog

Zuv napovoa epyaocia egetaotnke 1 dnuoupyia evog ouotrpiatog Pactopévou oty te-
xvoAoyia blockchain yia ) diaxeipion tov fabpov evog navermotnpiou. [Tio ouykekpipéva,
eotiaoe ot Snpioupyia evog 181OTIKOU G1KTUOU OTO OIToio £€X0UV MPoaBaot) J1OVO OPIOHEVES
TIAVETTOTNHIAKEG OVIOTNTEG OIS POTNTEG, KAONyNtég Kat ypappateis. Epappootmkav 61-
AdPopa XapAKINPLIOTIKA TOU OUCTHIATOG, OIS Il £10ay®YL Babpov oto ouotnpa, 1 poodnK
VEQV PEA®V 010 ouotnua, 1 Pndodopia yla 1o £av eva véo pélog Sa propouos 1) OX1 va
XPNOUIOTIO|0Ll TO CUOTNHA Kat 1) erkupworn dedopévav Blockchain pe pa e§otepikr) mn-
v1) 6edopévav yia v evpeor) tuxov evaddaywov debopéva. Tinv nepintoor) pag, 1 §wIepikr)
nyr) ivat to apyeio mou éotelde 0 KAONYNTHG OTOV KATAXOPNTL KAl TEAIKA arnobnKeUTnKe o
Olakopotr). Zuvayetal 10 CUPIEPAoPa Ot €va TETolo ouotnpa nou Paocidetat os blockchain
Hopel va epappootel Kat va IPoodEPEL 0AA Ta KUP1A XAPAKTNPIOTIKA AUTAS THG TEXVoAoyiag
o€ auto 1o npoBAnpa. H akepatotta kat 1 acpdieia tov §e601EVROV TTOU TEAIKA KATAANyOUV
010 ouotNpa aAaloy TUnou propei va emteuyxBel, kabwg 10 kaBoAkod Blockchain prmopet

va AEITOUPYTOEL OG PNXAVIOHOG EMNKUPKOOTNG HETASU aut®v tTov §Uo nnyov debopévav.

4.0.1 ISiwtukrotnta - KAstototnta

H anaitnon anopprjtou ermtuyxavetat kabwg 1o diktuo pubpiletal avadoya. EmrAéov,
epappodetal €vag PnXaviopog Yynpopopiag Orou 0Aot 01 CUPHETIEXOVIEG UITOPOUV va Yi)-
(@P1oOUV UTIEP 1] KATA €VOG VEOU XProtn. AUTO onpaivel 0Tt o1 XPrjoteg MPEMEL va TIEPACOUV
pa Stadikaoia ynpogopiag yia va £€Xouv pooBacr oty ATTOKEVIPOUEVT EQAPIIOYT] Kal ota

6edopéva mou eival anobnkeupéva oto Blockchain.

4.0.2 Ao¢aleila xat ARepaiotnta

'Onwg avagépObnke napandve, n akepalot)ta Kat 11 aoPpaiela rpooPEpovial £§ 0p1o0U
pe v texvodoyia Blockchain. EmumAéov, sdappodetal €évag pnxaviopog emxkupmong ya
MV EmMKUP@OT Petagy tou KaboAikou tou Blockchain kat tov 6edopévav mmou urapxouv
010 oUCTNPA MAAAIOU TUTOU. AUTO g€ival éva Kpilowlo Xapakinpelotiko, kKabmg propesl va

aAvaKaAUYel TUXOV AOUVETELEG TV dedopévav.

Awtflopatkn Epyaoia m



KepdAaio 4. Emidoyog

4.1 Apeocotnta Stadiraociav

Me v texvodoyia Blockchain autd 1o cuctnua propet va mpoodépel oe KAOe Xprotn
apecotnta onolacdhnote Sadikaociag oto cuotnpa nmalaloy tunou anattet xpovo. a ma-
padeypa, €vag ottntng propet va {noet eéva gyypado (6ndadny 6Aoug toug Babpoug tou
@ottnty), aAAd auto 1o attnpa arnattet Xpovo kabwg neptdapbavetl pepika Brpata. Mo ou-
YKEKPIPEVA, O YPAPHATEAS MPETIEL va Ol TO aithpd TOU (O], vd ETOTHACEL T0 £yypado,
va mdpet 1§ MANPOoPOopPieg amo 10 cUoTnid Maldaloy TUTIOU KAl vd MEPTHEVEL va UTIOYPAYEL
0 roountopag. Avtibeta, otav 1o KaBoAko eival apetabAnto, auty n Stadikaocia prnopet va

arodeuxBel kat 1o eyypado propei va e§axOel apéong.

4.2 TIepaltépw EMEKTACELG

Autr) 1) evotnta £0Tlddel 0 TIPOTACELS XAPAKINPIOTIKOV HE TIS OIT0ileg PIopel va erektadet
auto 1o ouotnpa. Emméov, ta Xapakinpiotikd rmou KAAUITtel auty] 1) Smopatiky epyacia
®g proof-of-concept culnrouvtal kat e§nyouvial yia 10 meg mpEnetl va epappootouv ot éva

MPAYHATIKO oUCTHd.

1. 'Eva xapakinplotko mou kadurtetat ®g proof-of-concept oe autn 1 Simlepatka
elval n ermkupwon petadu dvo myov. Ta Adyoug emibeng, autr) n SUdeOpatky
ermKUP®VEL T0 KaBoA1ko Blockchain pe 10 apyeio bau mou eivatr anobnkeupévo oe
évav Sltakopioty). L1o oUotnpd Mapaywyng, 10 Katavepnpévo kaboAikd Sa mpémnet va
ouykpivetal pe ta dedopéva mou unapxouv otr Baon dedopévev Tou aAailoy TUIou
ouotfjpatog. Emopéveg, yia autv i ouykptor, 9a mpénetl va vniapyet éva API yia
1 ouAdoyr) TV anapaitniev dedopévav ya ) ouykplon. EmmAéov, sivat onpavuko
va onuewwbeil ot 1o cvotnua Blockchain sivat suédikto. Aev eival anapaitno va
propei va meptéxel apyeia povo oe popdr) BAU. 'Omotog Kt av eivat o oXnpatiopog tov
b6edopévav mou extiBeviat aro to API mou AapBavovtat ano ) Paon dedopévev tou

radatov ouotrpartog, to dApp propei va to urnootnpiget.

3.3

validate and inform

Q . 1.1
import grades N
dApp "] Blockehain

>_

validate grades . Request data
Professor 3 T 32 for validation

2 Request data
. 3.1 for validation

Grades in

any form

(i.e .bau)

Y
2.1 2.2
grades
» Legacy Software

Registrar

API to expose data

.
/
/
/

Legacy DB

Zxnua 4.1: Awaducaoia mpood1kng Saduofoyiov kat emKUp@ong
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4.2 Tlepaltép® €MEKTACELS

2. Ao 10 napandve daypappa, sivat cagpég OTL 1) MPOTEWVOUEVH] PO gpyaciag etvat
ot ot kabnyntég Sa mpénet va npooHEtouv arneubeiag oto kKaBoAikd tou blockchain
ta 6ebopéva avii va otéAvouv 1o apxeio otoug ypappateig. Autd Sa propouce va
pocbéoel Tepaltép® aodpdiela, kabwg to apxeio dev propel va napabiactel KaboOg
dev peuyel ote anod v rinyn. 'Etot, ot kabnyniég Sa prnopovoav va nipooHecouv ta
b6edopéva katl va otetdouv 1o apyeio otov ypappatéa o onoiog da XPnolponolouce 1o
OUYKEKPIIEVO AOYIOHIKO Y1d vad KATaX®pnoet toug fabpoug tov pabniov oto cuotnpa
radatov tonou. 'Etot, €dv ta 8ebopéva mou katéAniav oto ouotnpd rnaiaioy Turou

napaBiactovv, ot aAAayeg PImopouV va aviXVEUTOUV.

3. Epooov 10 kaBoAko Kpatda toug Babpoug 1ov @ottniav, ol @ottnieg Sa priopovoav
va avaktfoouv 6Aeg 1§ mAnpogopieg toug and 1o Blockchain xwopig va xpewadetatl va
{nuoouv gyypaga amod tov ypappatéd, Kabmg 10 ouotniia PIopet va 1a mapayet a-
nieuBeiag kat ) PeBatdnta ot 1o Eyypado dev eival mhaotd. Ermiong, ot gottntég dev
Xpeladetal va mepipevouv tr dnpioupyia tou eyypdgou eretdr) Sev untdpyxouv pecado-

VIEG TIOU PIopouv va ermBpaduvouv 1 Siadikaoia.

registrar informed

> request docs >
»
7| Legacy System

<— send doc after the necessary procedures
Students doc ready (takes days) Registrar
request docs
- Blockchain System >derive doc instantly
1\

send doc

Zxnua 4.2: dountég mou (NTovv £yypago amo 10 UTApX eV oUotnua vs 1o blockchain ovotnua

4. Avtiotoixa, 9a propouoce va avarttuxdet éva API wote e§RTepikeg ovidtnieg Onwg -
Talpeieg va propouv va {ntouv dedopéva yia CUYKEKPIIEVOUS QOLTNTEG TTIOU JEAoUV va
nipocAdBouv. Autr n duvatotnta priopet va dtaocpaldioel ot ot etaipeieg AapBavouv
Ta owotd 6edopéva, Xwpig evaddayeg Kal Xopig va Xpelddetal 0 QoG va EMKOIV®-
VIOEl PE TOV YPAPHATEA TG OX0ANG ToU yia ta €yypada. Kat maAt, n Siadwkaoia eivat

mapopold He v maparndave £1Kova.

5. Opoiwg pe ta duo mponyoupeva onpeia, n dadikaocia 1wv pabnrov Sa propovoe va
avartapaoctabei wg eva €§urvo oupBoAato kat otav ot pabntég 0AOKANP®OOUV OAa ta
pabnuatd toug Sa pnopovoce va dnuioupynBet éva NFT [20]. Me autdv tov 1porio,
10 ouotua Sratnpeital AMOKEVIPOHIEVO XOPIG TV AVAYKI) yid €va KEVIPIKO ouotnpd
onwg éva APIL. EruutA€ov, Sa priopoucav va dnpioupyouviat dradopetika NFT péowm tou
ouotfjpatog Blockchain, 6rniwg éva avaAutiko £yypado 6Awv teov Badpov tov padniov

1) éva £yypago ITOTOOUTIKOU (Ooitnong.
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KepdAaio 4. Emidoyog

6. AuUTO 10 OUYKEKPIHEVO oUoTIA anoBnkevel AN pn apxeia Babpwv os popgn string, n
ortola pmopet va eivat apketa kootoBopa. Avtibeta, autd ta apyeia Sa pmnopovoav va
arnoBnkeutouv oto InterPlanetary File System (IPFS) [21] kat povo 0 KAtaRepUATIONOG
TV MEPIEXONEVOV TRV apXeiav da priopouce va artobnkeutel oto Blockchain. ®uoika,
mpénel va avartuBet éva 16wtiko diktuo IPFS yia va Saopaliotel 1 akepatotta
aAuTOV IOV APXEI®V KAl va anayopevstal 1 npooBacr oe Xprjoteg rmou dev urotibetat
ot 9a avakiroouv t€toleg mMAnpodopieg. AUTO T0 KOPUATL NG IIPOTEWOHEVNS AUoTng,
artattei va pedetnel éva mapopolo cUoTnUaA Mou va Uropel va arobnkevel apyxeia
Kl TaUTtoXpova va td mpootatevel and 1pitoug. Av Kat og €va TETo10 1810TIKO §ikTuo
blockchain 1o kéot0g Hev £xel onpaocia, avtd Sa propouoe va gival pia KaAuteprn) Kat

€UKOAOTEPT AUOT V1A TV KATPAK®OT).
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