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ITepiindn

H napotoa dimhwyotixn epyaocio XoTamidveTon U TO GUUVOUEVO TWV AVTOY WVLO TIXWYV TUPAUSELYUATWY
(adversarial examples) mou epgaviotnxe e epxd ypdvia oty BiBhoypapio, xou Extote Exel ah-
A&&el dpdnv Tov Tpomo mou avtihauPovopacte T Nevpovixd Alxtuva. To avrtoywviotixd mopadely-
HaToL, Yio ToedBeLYal 6TO TROBANUO TNG XATNYORLOTOMONG EMOVKV, CUUTITTOUVY UE ELXOVES OL OTOlEC
éyouv vodeutel pe mpooextixd oyedloouévec datapayéc (perturbations), mohd wixpéc pev ylo vo
yivouv avtiAnmtég and €vay avipOTIVO TapaTNENTY, dEXETE EMBPUCTIXEG B WoTe Vo xateudivouy
o Nevpwvind Alxtua vor xotnyoplomotody i exdves oe onodrnote (awdoalpetn) wAhdor, ennped-
Covtog apynTd TNy amddooT ot elodBoug Tou To aviednivo udtl uropel Tohd evxola v avodéoel
My owoth etixéta. H oavddelln evoc tétolou Qouvouévou avnolynoe, xal ETOUEVKS, XvNTomoinoe
MV EmoTRUOVIXH xowétnta Vo avolnTHoeL TpdTous KoTé va BeEATIOOEL TNy evpwoTia (robustness)
v Neupovindv Awtdwy, évavtt otnv ev duvduel egpdvion tétolwy mapadelypdtwy. Ou yédodol
IOV AMOGXOTOUY GTO Vol AUBAOVOLY TIC GUVETIELEG AUTOU TOU (QOUVOUEVOU OVOUALoVTOL AVToyWVIoTIXES
‘Apuvec (Adversarial Defenses).

‘Eneita and v 1dpodo 1wy yedvwy, €yl YIVel avTIANTTO Te¢ 1) aEloOAOYNOT| TV TEOTEWVOUEVWY
apUVOY Tdoyel and éva Wiaitepa onpavtind ChRtnua: Ty urepextipnon eupwotioc (Robustness Over-
estimation). T va amogavdolue av wa yédodog duuvae umopel mporypotixd vor awEAoeL TNV eup-
woTtia, mpénel va Aoooupe €va tpofBinua Beltiotonolnong to onolo elval AvEPIXTO GTOV YWEO TWV
Nevpwvixodv Awxtdoyv. 61600, %xatopedyoULUe o€ TEOCEYYLOTIXES AUCELS auTo) TOoU TEoBAUTOC
Behtotonoinone (dnwe oxpBide xdvouue xon 6tay to exntondebouye, Bh. tov ahybéprdpo Gradient De-
scent). H unepextiunomn evpwotiag avagépeton oTny TERITTWON TOL 0 AUUVOUEVOS BEV XATUPEPVEL VO
Nooel (Tpooeyyloxd) autd To TEOBANUA ETUEXOEC XOAE, ETOUEVKC amoxTd wio. Yeudt| alotnomn twe 7
pédodoc Tou TPOCPEREL EVPWO T, EVE) 1) TEAYUATIXOTNTA BlapEpEL.

‘Evag and toug o SNpogiifc TedTouS yia T TEoceYYLo TixY Abor Tou teofifiuatog tou oyetile-
Tou pe v adlohdynorn Neupovixdv Awxtdwy elvar o adydprdpoc Projected Gradient Descent (cuv-
top. PGD). M and tic oyedactinéc emthoyéc tou arybprdpov PGD eivar auth tne aviixeipevinhc
ouvdptnone (objective function) mou Behtiotonotel o alybdprdpog, yia v omolo N oyeter BBAL-
oypapla €yel mpotelvel o TANUdpa and evalhaxtixéc. 201600, €0Tw XL PIXEES DLUPOLOTOINOELS
OTNY Yooty EXPEaoT) TNG CLVAETNONE XOCTOUS €YOLY TNV BUVATHTNTA VoL EMNEECCOUY GE UEYTAO
Badud v anddoon tou aryoplduou, hauBdvovtag unddm tnyv eaipetind ntohdmhoxn yewueTpla 6TO
nedio Behtiotonoinone (optimization landscape) oe 1600 peydhes dootdoeic. Lty epyaocia auti,
Yétoupe authy NV Topathenon (n omole utootnpileton eunelpd omd TPONYOUUEVE ATOTENECUATA)
¢ To xOpLo %ivNTEo TN SOVAELS Yag, xat avalNTOUUE TEOTOUC AVAUELENS DLUPOPETIXWY CUVILTACEWY
€66 TOUEC OOTE v anoxopicouue xohbteen enidoon. Ta nelpduoto Lo EMBEVOIOLY EUTELPXA OTL ULat
apxeTd anhoixy| u€dodoc, dnhady N ooy cuVaETNONE XOGTOUSC GTA HEGO TOU EMAVOANTITIXOD OAYO-
eldpou PGD, Bondd tov akyderduo vo @idoer xahltepeg Aooelg, Ye ouvénela, xodwg To edpnud Log
yvevixebetow yio 15 Slopopetinég uedddoug duuvag.

A€Zeic KAedid: Bodd Nevpwvind Alxtua, ‘Opaocn Troloyiothv, Katnyopionoinon Exdvev, Av-
Taywviotixd Hopodetypata/ Embéoeic xan ‘Apuves, Trepextiunon Evpwotiog, Projected Gradient
Descent






Abstract

This Diploma Thesis delves into the phenomenon of Adversarial Examples, which appeared
some years ago in the literature and since then has radically changed our perception about Neural
Networks. Adversarial examples, in the task of Image Classification for instance, refer to images
that have been tampered with carefully designed perturbations, small enough to remain unde-
tected from a human observer, though exerting great influence to the final output, steering the
model towards predicting the image as belonging to any arbitrary class, whereas in the meantime,
humans can readily assign the correct label to the distorted image. The emergence of this peculiar
phenomenon concerned, and subsequently, motivated researchers to explore ways of enhancing the
robustness of Neural Networks, against the prospect of confronting such adversarial inputs. Ap-
proaches that attempt to mitigate the downsides of this behaviour are called Adversarial Defenses.

In the course of time, it has become evident that evaluating the robustness of proposed defenses
is plagued by a paramount issue: this of Robustness Overestimation. Deciding whether a method
can really improve robustness, requires the defender to solve an optimization problem which, in
the space of Neural Networks, is infeasible. Hence, we must resort to approximate solutions of this
problem (exactly akin to the training procedure of such networks, c.f. the Gradient Descent Algo-
rithm). Robustness Overestimation refers to the case where the defender fails to (approximately)
solve the problem sufficiently well, hence acquiring a false sense about the true effectiveness of his
method.

One of the most popular algorithms of obtaining approximate solutions for the optimization
problem that pertains to the evaluation of Neural Networks’ robustness is Projected Gradient
Descent (PGD). Among several designing choices, the objective function considered during the
iterative PGD process is quite influential, with the literature proposing various alternatives. How-
ever, even subtle changes in the mathematical expression of this objective may non-trivially affect
the obtained results, given the highly complex geometry of such high-dimensional optimization
landscapes. In this work, we set this observation (backed up by strong empircal evidence) as
the focal point of our research, seeking methods of combining different objectives, hoping to reap
benefits in the obtained performance. Our experiments empirically demonstrate that a rather sim-
plistic approach, i.e. switching loss functions during PGD, urges the algorithm to yield better final
solutions with pronounced constancy, since our findings generalize across 15 different adversarial

defenses.

Key Terms: Deep Neural Networks, Computer Vision, Image Classification, Adversarial FEx-

amples/ Attacks and Defenses, Robustness Overestimation, Projected Gradient Descent






Euyoeiotisg

Oa fdela va euyoploThow Tov xodnynth Aré€avdpo Ilotopdvo, o onolog pe @uhogévnoe otny
OUdBa TOU YLOL VoL EXTIOVIOL TNV SITAWUATIXT Lou epyaoio. Mto mAalola autd, wou €dwae v eheudeplo
vou ooy ohnde ye to Yéua Tng emAoYHC Hov, ywpeic TEpLoptopole, xdTt Tou anotéheot e€atpeTixt| winom
Yior Vo ONOXANpG oL TNV gpyaoio Lou PE To xaAUTEPo duvatd anotéieopa. H petalld pog emxowvomvio
otdinxe xivntpo dote va Behtiwdoldy apreTEC axUTERYAOTES TTUYEC UOU OTWG 1) IXAVOTNTAL WOU VoL
TopoLGLELe TNV SOUAELY LOU UE GOPHVELOL XOUL VOL SLUTUTIOV® TIC LOEEG LOU YLoL ToL LEAAOVTIXE EpEUVNTIXG.
Brwota mo YepyeMwyéva.

Eriong, euyapioted depud tov T.A. Eudiun F'ewpyiov, yio v Sirdeotudtnta tou xatd tny ddpxeto
NG Yeovide wote va pe Pfondroet, 600 tepvolaoe and to yépl Tou, oTo dLdpopa VEUNTA TOL TUPOUGCLH-
Covtav. Emniéov, ye Borinoe xadopiotixd otnv cuyypapy g dnpocieuong mou mpoéxule and v
gpeuva e dimhwpatixnc. Tou ebyouon xohy) TOYM xou emituylot GTNY CUVEYELN TOU BLBAXTOPLXOV TOU.

Ytoug yovelg pou, Havaryiota xou Xerioto, mou xatéBaiay adidxony npoondielo (oTE €Y XL Ta
adépplar Lou va omouddooupe ywelc teplonacuols. Ko ota adépgua pou, Bayyéhn xou I'iideyo, mou
Toug elya mpdTuma weyahwvovtoc. Toug euyaplotd yiot TV UTOGTAHELEN.

Téloc, xatohfyw twe elvor apxetd dUoxoho (xon eZaVTANTIXG) VoL EXPEEOE EEYWELOTA THY ELYY-
wpoalvn you oe 6ooug e Borinoay xotd TV Bldpxeld aUTOY TwV Yeovwy. I toug giloug, emhéyw
v 00NN 086 val Toug euyapLo THOW Ghoug pall. Autolc Tov Yvoela and TELY, Xal ORONOYOLUEVKC
TOyawve va potpalopacte pall mo Eéyvolaotes otiypée. Ko toug cupgoltntéc pou, mou yvoploo xatd,
NV BudpxELsl TwY oToLdGY, Blywg Toug omoloug To pottnTXd Yeovia Ya Yitav atekelnta. Toug ebyouo
oL teploTdoels vo Toug Pondioouy (1 TouRdytoTov ac uny Toug otadody eunéddlo) va tetdyouy 6o
emdupodv.

Nixoc Avtwviou
Adva, YentéuBene 2022
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Chapter 1

Extetopévn EAAnvixer Tepihndn

1.1 Ewaywyn

H nopodoo Simheyotixy epyacio aoyolelton Ue TO QUVOUEVO TWV aVTAYWVIOTIKGOY Tapaderyudtwy
(adversarial examples) oto Bahd Nevpwvixd Aixtuo. Ltny nepintwon e xatnyoptononong emxévey,
TOL AVTOY WVIC TLXE TtapadelylorTor Umopody VoL YapaxTNelo ToOY EV CUVTOUIA WS WXEEC DLUTARUYES IOV
npootidevian o xadapéc exdveg, oL omoleg dpy X XATNYOEIOTOOVVTUL CWOTA ond To GUGTNUA, TOU
€youv TNV duvatdTNTa Vo aAAGEouV ptlxd Ty €€0do Tou cuaTiatoc. T Ty axpeifeta, ol Siatapayéc
autég elvon 1600 Uixpéc Tou évag avlpdmivog mopatnenthc dev pmopel vo avtiAngdel Ty Slopopd
peto€l xadopnc xou vodeupévng edvag, omwe galvetar oty Ewdva 1.1. To gouvduevo autd, oty
Teployh TV Bodidy VELPWVIXDY STOWY, EYVE YLol TEWTN Qopd avTIANTTO and Toug Szegedy et al.
[Sze+14] 1o 2014.

/

z T

"Panda" with 57.7% confidence Imperceptible Noise "Gibbon" with 93.3% confidence

Figure 1.1. IIpoo9€tovtag katdAAnia emdeyuévo 9dpuBo anv apxikrj eikdva, umopolue va dnuiovpyr-
ooupe pia véa €ioodo otny onoia to dikTuo amotvyydrvel va avaléoer tny owotn etikéta. ‘Evag dvOpwnog,
woTéo0, uropel xwpis duokodia va katnyoplomorrjoel cwotd Tny vée eikdva.

‘Onwg elvon Quond, 1 ovodhun auTic TNE IBLOUOPPNS CUUTERLPORAS SNuLolEYNoE apXeTH oLl TNoN
oty emoTnUovix) xowotnta.  Ta vevpwvixd dixtua yenowwonowlvtol o TOAES EQUPUOYES OTIC
omnoleg N ao@dieta elvon emttaxtixn, T.y. oty Autévoun O8Rynon 6mou 1o va anotdyEl To GUOTNUA
VoL oVOLY VORIGEL ETETUYAOC Uiol Tvo(Bar Stop, unopel v tpoxoécet avenavopdwteg cuvéneieg. O gpeuv-
Ntég, éxtote, tpoomadoly vo eENYHoouY Toug Tapdyovies tou xathotoly 1660 aotadn ta Nevpwvixd
Abetua xan xuplwe, éyouv Yéoel e mpwTapyixd otéyo Ty e€dhewn authc TS oo Tdelos, TEOoTo-
BodvTog vo dnpovpyRoouy ebemoTo BixTua, AVETNEENCTA GE TETOLO AVTAYWVIoTIXE mopodelypota. Ot
uédodol mou 5ToyedOLY Vo BEATIOGOLY TNV ELEWO TN TWV CUCTNUETWY UTEVAVTL GE TETOLES ELGOBOUC
ovopdlovton Avtayoviouxée ‘Apuvee (Adversarial Defenses). Anogedyovtog yiot Tny dpot Vol UmoUue
oE TEPALTEPW AETTOUERELEG Ol omoleg Yo Aty BuoVONTEC e xdmolov mou dev elval owelog pe v
ev ANOY® TEPLOYY|, AVOPEROUPE TEPANTTIXG TS 1) AELOAOYNOY TN ANOTEAECUATIXOTNTAS TWV UV
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Chapter 1. Extetopévn EAAnvixd Tepiindn

yivetan pyéow e emoTtpdtevone xdmolg avtaywvioTixhc entdeone (Adversarial Attacks), dniadr
evog ahyoplduou o omolog Aopfdver pior exdva xou ETOTEEPEL Eva avToyWwVioTXd mapdderypo. O
oLVOUEVOS, Otay Slegdyel alohdynom tne wedodou tou, yenowonotel wa enldeon yio vo mopdet av-
Taywvio Tid mapadetyuorta to onola eV ouveyela TepVolY amd To cUGTNHUN Xat Blvouv pla extiunon e
evpwaotiog Tne mpotewouevng Texvixic. H doulkeld poc ouvelo@épet oe éva Wiaitepa onuavtixd {htnua
mou elhoyelel oty a&lohdynon opuvayv: o {htnue e Yrepextipnone Evpwotioc (Robustness
Overestimation), 6mou 0 QUUVOUEVOS OmOTUYYEVEL VO YENOWOTOAoEL TNV Xatahhnhotepn enidean,
enopévwe 1) havioopévn alohdyNnoT Tov TopaTAavEl CYETIXE UE TNV TEOYUOTLXY) OATOTEAECUATIXOTN T
e pédodo tou.

Ye auto 1o onpeio avapépouUe Twe 0TV eV AoYw epyaoio, UEAETIUE TO TEOBANUA TV AVTOYWVLO-
TV TOPABELYHATWY omd TNV oxomid NG XxaTnyoptononons ewmoévwy. 201600, 1 Tapousia TETOLWY
eloodwY €xelL eppovioTel oe onolodhrote TEOPBANUa To onolo mpooeyyiletan Y€ow TtV Neupnvixdy
Awtiov: yio topdderypo ot Avtduatn Avayvopion Pwvic [CWI18| ¥ oe egopuoyéc nod éyxouv va
%évouy pe Puowh I'hadooo [Zha+20]. Enopévec, o avtorywo Tixd napodelypota dev tpénet var dew-
polUVTOL WG Evo {HTNUA OTOXAELT TIXE CUVOEBEUEVO UE TNV YUOT TV EXOVWY, UANE O OWOTA (G Eval

Peyddt Twv Nevpwvixadv Awtdwy, aveldptnta and to medio nou npoépyovion to dedopéva.

1.2 Arnapaitnto TroBadpo

1.2.1 Opiopdg Tou NEOBAAUATOG EVEECTE AVTAY WVLC TIXWY TARASELY UATWY

Yty nponyoluevy cultnoy| HaC, OVOPEOHUE TWE T UVTOYWVLOTIXE TORUdEly ot TEETEL, OF
oyéon pe Tic avtiotoiée xadopéc edves, vo unv €xouv xapio @ouvopevixy Sopopd (omTind) we
npoc évay avipdmvo nopatnentd. Mia tétolo cuviixn elvar dVoxoro vo Satunwdel padnuotied,
onAad” moleg Slatapayés Yewpolvtan avenaiolntee yio to avipdnivo pdtt xou moeg oyt Ou mptég
douvkeéc atov yweo Vedpnoav Ny £, —vopud wC Wa XohY TEOGEYYIOT ONTIXNE OUOLOTNTOC UETAEY
duo ewdverv: T pia eloodo x Yewpolye OTL ToL AVTAYWVLOTIXG THPAUDElYATA TTRETEL OVOYXACTIXSL VO
Beloxovton evtdg Wag oplouévng andotaong, dnwe auth opiletar and v £,—voppa. Exgpdlovtoc
pordnuortixd authy TRV cuvdnxm, to civoho avalhnong emdéoewy Yo TV eicodo X opiletar we N

Lp-umdhor oxtivos € (uixet) otadepd) Yopw and Ty exdva:
Alx)={x' e X:||x' —x]|, <e€} (1.1)

Puoixd, pla tétola unddeon Bev elvar olte avoryxaio, ahhd 00te xou oy cuvirnn Tou e&ocparilet
v omtixy) ogodtnTor Aev elvan avaryxoda yiatl uropel 800 @ouvouevind OUOLEC EOVES VoL €YOUY
oxetxd Peydhn andotaon (Bdoer tne £p-vopuac) xou dev elvon ixav yiotl 800 ewdvec pe oyeTxd
wxen £,-anbotaoy unopel va €youv opotéc Swapoptc oto Tepteydpevo toug [WBO09|. Iapdia autd,
7 woTopla pag €xel Bellel mwe ol ahydprduol Tou dnuovpYolY dlatopayés QpayUEévng £,-vopuac elvor
OVIWE PN AVTIANTTES, EVE TO YEYOVOC TG DeV elvol avoryxolal onualvel Twe oY OMOUHAOTE UE €V TLO
ebxolo mpéPAnua to omolo Yo unopoloe vo Audel mo anoteAecpaTind, WOTOCO AXOUA Xol AUTH TO
unonedfBAnua xp0Bel ToAAEC Buoxohieg. Enopévng, n ueAétn tou mpoBAiuatoc péoa and TNy oxomd
QUTOY TWY UTOUECEWY Gapds xon £xel adlal Lol THY EMOTNUOVIXY XOWdTNTA.

Tiodetdvtoag autiy Ty unddeon Yl T0 QT GOVORO avalATNONG AVTAYWVIGTEDY, TO TEOBANUL TNS
glpeone TETOLWY ELGOBWY Yl éva Yoviého fg (6mou 0: o mopduetpol tov) unopel vo exppactel
Eexddapa w¢ e&hc:

x'f(X)# f(x) , st X' € A(x) (1.2)
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1.2.2 M ta€woplia v Aviaywvictxdy Emdécewy

I va yetplotolpe to mTedlAnua e0pESTC AVTAYWVICTOV w¢ TEOBANUa BeATioTonolnong, eivar mo Bolund
va Bécoupe TV mapondve dlatinwon we v avalftnon e ewwédou X' Tou avixel oto A(x), xou
TéTol OOTE Vo PeYIoToToLEl TNy ouvdptnom xdotoue L(f(X'),y), n.y. oTNV xoTNYoploToiNoy EXdVAC
QLo xatdAANAY emAoyy elvon To cross-entropy, 1 omolo peTEd OGO WAVE TO CUCTNUA OVOIETEL TNV

enxéta y oty eloodo x':
x'max L(f(x),y) , st X' €A(x) (1.3)

To napandvew TedBinua Beitiotonolnong €xel Tnv Suoxoiia Tou 6Tt elvor un xueTd, xadwg 1 €€odog Tou
veLpLVIXOU fo(X) elvon un xupTh we TPOS TNV £i6080, WETOCO UTOPOVUE Vo TO NIGOUPE TPOGEYYLOTIXS
vl NTOVTAS XATOLO TOTUXG oXEHTATO TNG AvTIXEWEVIXC cuvdpTnong. ‘Otoy exnaudedoupe veEupwVLXd
Bixtua, évag Tpomog va Abcoupe Ttétola npoPBAfuate elvon péow tou ahyoplduou Gradient Descent.
Ot dbo dlagpopés elvan mwg, otny Teplntwor yoc, Yélovue vor BEATICTOTOACOUUE TNV OVTLXELUEVIXT
cLVAPTNOY WS TROS TNV elcodo X avtl Twv tapauétewy B Tou dixthou xo enione emtdupolue 1) TEAXA
Aoom va Beloxeton 610 obvoro A(x). Autd umopel edxoha va emteuydel péow Tou, xhaoixod oty
xupTh Behtiotonolnom, akyopiduou Projected Gradient Descent (PGD), émou xdide Brue w¢ mpog
v xotevduvon nou urodexviel To gradient axoloudeiton and éva Priwa npofoifc oto clvolo Twv

ety Aoewv. O alydprdpoc PGD umopel pordnuotind vo exppoactel yéow tng axdrouing e&lowong:

X1 = Pape) (xe + 1 normy (T £ fo(x0), 1)) (L4)

6mou Pa(x)): 0 TEAe0TC TPOBOAAC, Tou TPOBAAAEL To dplopd uéoa oTny £ —pmdha oxtivag € YOpw
and To X, NOrmy,: €vog TEAEGTHS XAVOVIXOTOINGTS, O OTO0C XUVOVIXOTIOLEL TO GPLOUA TOU OTE Vo EYEL
povadiala £, —vopuo xou o 1o péyedoc tou Prgatoc. Autde o ahyopripog elvan évog amd Toug o
amho0g xot YeUEMMBELS TPOTOUS TOU UTOPEL VoL XAVEIC VOl YpNOLLOTOGEL DGTE VoL BEEL AVTAYWVIGTIXS
ropadelypoto: o Goodfellow et al. [Goo}15] édeilav mwe poviyo éva Bua tou PGD dnmoupyel
ELXOVEC IOV UTOPOVY VoL TORAUTANVACOUY Tol VELPWVIXE Ue UeYdAn emtuyia. Ot mapodlayég tou PGD
HE TOMTAS Briwatar €yxouv oxoua toyupoTERY EMBoa, OTwe Qavxe ot 2 EeXwEloTéS EpELVNTIXES
Souketec [Mad+18; Kur+17]. Befaiwe, otnv Bihoypapia éxouv cuotadel apxetol dhhot tpdmoL
ONUOLEYIG OVTOYWVIGTIXOV TORAUOELYUAT®Y, dhAd oyedOY OOl UMopolY Vo WBwYolY amd TNV oxomid

tou aAydpripouv PGD.

AZiohéynomn Envdéoewy. Xe autd 1o onuelo eivar onuavtind va avopépoupe twg Unopel xavelic
vou ouyxpelvel Ty enldoon twv akyopliuwy enldeone, dedouévou tou cuaTiuatog f oto onolo epop-
uoloupe autéc Tic emdéoeic. Xtig £p—ppayuévee emdéoelg, 6mou to {nrodyevo elvon 1) enideor va
oM&lel TV amdPacy TOU CUGTAUATOS oL CLYYEOVKS 1) TOEAYOUEVY) EXOVA VAL XE(TETOL EVTOS NG
Lp-umdhag axtivac € yOpw and v xadopr), n mo cuvnbiouévn petp elivon o Aelxtne Emtuyiog
EniYeonc (Attack Success Rate, abbr. ASR) og évo oOvolo ano dedouéva Diesy = (xi,yi)i]\il ToU
70 oloTnua dev €yel Bel xatd TNy exnaidevon Tou. Auth 1 ueTE, Yot Tov ahydpriuo emdéoewy A,

unogel vo exppoactel we:

N
ASR, = %Z 1[/(A(x:)) # ]

1.2.2 M tagivopia twv Aviaywviotixoy Endéceswy

ITpotol mpoyweYioouye Tepattépw GTNY Tapovasiosoy Tou andpaitntou utdBadpeou, eivan avayxaio

VoL amooagnvicovyue o e€hc: TNy TponyoLpevn culitnon pag, 6mou avagépaue tov aryoptiuo PGD,
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Yewprioaue 6Tl xdmotog mou Vérer va emitedel oe €va cloTNUa €xel tpdoPaon ota gradients Tou pov-
téhou. otdoo, 1N ewoacia 6Tl TéTolou eldoug Thnpogopla Vo elvor mdvta diardéoiun o mparyuoTinég
eQapuoYEc dev elvon eviedds ebotoyn. To cuctiuate Tou TEAYPATIXOD XGCUOU BLATNEOLY XEUYES
t€tol0u eldec mANPoQople, xou 1 YVWOoT Tou emitidéuevou elvon apxetd meploptopévr. Emouévec, ot
AVTAY VLo TIXES EMIETELS YEVIXE uTtopolY va SuyoToundoly ot dlo peydheg xatnyoplec: Tic emdéoeig
mArjpovs yvddons (White-box Attacks) xou tic emdéoeic pavpov kovtiov (Black-box Attacks). tnv
TN xatnyopia, o emitdéuevog Yvwpllel o mdvta i To ancthoduevo cbotnua: ta Bden tou, To
oUVoAo Bedouévev exnaldevone xhrn. H deltepn dune, yehetd nepintioeic 6mou o emtidéuevog unopel
névo va expetalheudel to clonua Yéow epwtnudtony (queries), divovtog we eloodo pio edva x X
hofdvovtog tnv €€odo tou duxtvou fo(x).

Iow dueg elvon T xbvntpa vor epeuvicoude xdlde yiot and Ti¢ B0 Tepintoel ; And drnodn meay-
HOTIXOY EQOPUOYOY, 1) xatnyopla emdéoewy tomou black-box elvor mo peakiotiny, avodexviovtag
Toug xvdUVEDOLY TToL unopel vor aVTIHETOToEL Evar oVTERO Tou Bivel avoix Ty TpdoPact oe eAd Lo
mhneogopla. Qotéoo, o emdéoelc white-box eivan mo evdlapépovoeg yiow TNV UEAETN evpwo Tlag:
Av xatopépouye vor dNULOLEYHOOUUE XdmoLor dUuUVe 1) omtola EEL AVTOYY| AMEVOVTL O TETOLOUS OVTOLY-
WVIOTES, TOTE AVOUEVOLUE TIKS 1) TPOCPEPOUEVT EupwaTlar o yevixeleton xou amévavti oe emdéaelc
Tou €Youv QTioyTel HEow TOAD TO PEWBWATC YVOOTG.

Yy mapovoa epyacia, euelc Yo aoyokndolue ye Tic emdéaeic Tnou white-box, xoddec oxonde pog
elvan va evtpugriooupe oty dadixacior afloAGYNONG TWV AVTAYWVIOTIXGV AUUVOY Xot oty Wiaitepa
npofnuaTixy Toug unéotacy. 20T600, 0 avayvaotng Unopel oto Kepdhowo 3 va Beel yia etoaywyn
o710 TS xavelc pmopel vo npooeyyioet v dnuovpyla emdécewmy dtav dev yvwpilel to gradients (we

Tpoc TN £l60d0) Tou cuoTAYATOC.

1.2.3 Aviaywviotixég ‘Apuveg

H avoxdhudn Tou @avouévou Twmv avTaywLo TIXGY TopadELYUETwY XEVTPLOE TNV Tpocoy Y TwY EpE-
UVNTOYV, oL omolol éxtote TpooTadolv TUPETWIME Vo aufAbvouy Ty {nuia Tou Unopoly va TEOXONE-
oouv Tétolec eméoelc ota Nevpwvixd Aixtua. O ondtepog oxonde, QUOXE, elvor 1 XUTAOXELT
e0pWOo TV HOVTEAWY, Ta ontola dev elvar T6G0 euaiodnTo ot Uixpéc SloTapayés TwY ELCOBWY Toug. e
oUTO TO XEPIALO, ETULYELEOVUE VO XAVOUUE Wla cUVTOUN ELoAYWYY OTNV TEPLOYY| TWV AVTOYWVIGTIXMY
Apuvay, deuxpwilovtag apyixd Tic dlopopéc HETAED TOU Vo EXTUBEVOUPE HOVTEAD, TTOU amhd emtdu-
HOUUE Vo YEVIXEUOUY XaAd OE %avoUpLor BEBOUEVA, %Ol TOU Vo EXTABEVOVUE EVPMOTA UOVTENA, TTOU
emTAEOV TEENEL VoL Elval OUOAS amEVOVTL GE £p-PpayUEVES BLOTAPOYEC.

Yty anhy TepinTwoT, 1 EXTABEVOT] TWV VEUPOVIXDY SIXTO®VY Yivetar péow e avalAtnone twy

ToEoETEWY B 0L OTOlEC EAUYIGTOTOLOVY TOU UVOHEVOUEVO PIGXO0, TEVEL GTNV XUTAVOUY) TLV SEDOUEVWLV:
0" i Exy)pae | L(fo(X), ;)] (1.5)

Qot600, autdc 0 TEdTOC exnaldevone Bploxel TUPUUETEOUC TIOL AVTIGTOLYOUY GE dXpwS EVAAWTA,
anévavtl oe £,-peayuéveg dlatapayéc, ovothuata. Evoc tpénog va npoceyyicoupe to mpéBAinua tng
exmaideuong VEupmvxay dixTOmY Tou va elvon ebpwaoTta anévavtl ot TéToleg emtiéaoels, etvon vo pddoupe

TUPUUETEOUC OL OTIO(EG UELIVOUY TO OVUUEVOUEVO ploxo amévavTt ot £y-ppayuéves emiéoels, we edng:

0" i min Epxy)mpns |, % _ L(fo(x'),4:0)] (1.6)

Xzl x—x||p<e

H ev Aoyw avTixeldeviny) cuvEeTno €YEL TO TASOVEXTNUA TOU OTL €xEl W apXeTd Stoucuntixy Bdon:

Av emdupoiye va Tpocdhooupe £,-ppaypévn evpwotia oTo dixtuo, tdte To dixTUo TEETEL Vo Udiel
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1.2.4  A&wohbéynon £p—gpayuévne Evpwotioc Nevpwvixodv Auctdwy

° ./ ° o[ [°A o
o /o|® °*lVe|®
° L= * [Fre
o /® ° oy °

/

Figure 1.2. Orukonoinon twv opoypauudy andpaons (decision boundaries). H amAr} evela ypauurj dev
etvar apketny yia va ekaopalioer kakr) anédboon anévavt o€ Ly-ppayuéves emiéoe.

avtietwnilovtoc tétoleg emdéoel xatd v exnaidevon tou. H mapandvew tumonolnon anoptiCetan
and 2 empépous mpofhfuata: to elwtepxd (eElayioTonoinong) xou 1o ecwtepwd (UeyioTonoinong).
To eowtepxd unopel vo Audel tpooeyyloTxd ye omolovbrrote teéTo Peloxel avtaywvio Tixée emtdé-
oElg, Y. Onwg Tov ahyoprduo Tou PGD, evd 10 e€wtepind unopel xotd tor yvwotd vor Avdel dmeg
xou Tay eXTUBEVOUPE VEUPWVIXE PE TOV XUEPWUEVO TpoTo T.Y Héow Stochastic Gradient Descent.
IMpdrypatt, oo Madry et al. [Mad-+18] exyetodhevdfixay tnv Topandve TUToToinoy Yo vor dnuiovpey -
ooLy elpwaoTa dixTua, AUVOVTNSC TO EcWTEPXS TEOBANUA YeyloTonoinone wéow tov PGD, Yétovtac
uxe6 aptdud Brudtwy. H teyvinh auth ovoudotnxe Avtoywviotixf) Exnaideuon (Adversarial Train-
ing) xou amotehel, K¢ o oRUEPX, EVOY EX TWV TLO XAPTOPGEKV TEOTLY Yo Vo Bedtiwdel 1 eupwotio
TOV VEVPWVLXMY.

Fevixdtepa, 1 avtaywvio x| exnaideuon grhodoel vo AOoel Eva apxeTd ToAUTAOXOTERO TEOBATUA,
o6nwe umopel vo anewxovicel mopaoTtatixd 1 Ewdva 1.2: Tto ypopuixd diaywplowa dedouéva tng
edvag, évac xatnyoptonontric mou efvan eudeio ypouur dev apxel mAéov va Aboel To TedBANnUa eVp-
wota. Avtideta, 1 véa oploypoupr] andgaong, clupwva pe to degl oynua, Teénel vo Yivel apxetd mio
SUVIETN (OTE TOL AVTAYWVIO TIXE TORADELY AT TwVY SEBOUEVWV EXTABEUCTC VO XOTNYOELOTOL0VTAL
owotd. Emouévee, 1 eupwotio amoutel yevixd mo moAbTAoxo wovTéda, Ue UeYohlTepn YwenTixdTnTa

(capacity), and to povtéha Tou YEelalOUACTE OTNV AThf XUTNYOopLoToINoT) EXGVIC.

1.2.4 A&woloyrmom (,—ppayuévne Evpwotiag Nevpwvixwy Awxtiwy

H a€lohdynon tng nparypotixnic £p-eupwotiog evog VEUpWVIXOU BixTOoU elvor ol Sladixacia dxpws
npoflAnuatixy. T'evixd, 1 evpwotia evoc cuotiuotog, Yewpntxd, uropel va extiundel yéow g enod-
pevne eZlowong, anévavtt oe éva 6Ovoho and dedouéval Diest = (Xi, Yi);_; TOL TO HOVTENO BEV €YEL

BeL xatd Ny exmaldevor| Tou:

N
1 .
RobAce(f) = + > :x,.”xfEH%H L) = vl (1.7)
i—q iIXeTXllp e

‘Onwe goiveton, 1 allohdynon anoutel Ty Aom evée mpoPfAfpatoc Beltiotonolnone yéoa GTov Ypo
avalfimone twv emdéoewy (tou elvan to cuveyEc olVOLO NG £p-undhac), To omolo duwe dev unopel
vor Audel axpBaq yio TapoeTeixd wovtéha Tou avamopioTtovtol Y€ow Bardiidv Veupwvixwy dixtiwy. O
uévog tpénoc va npoceyyioel xdnolog to medBinua eivan o e€fc: emloTpateEVOVTAC Xdmolov ahySpLdo
nou dnuovpyel £-ppayuéveg emdéoelg, To TEOBAnua ehayloTonoinong unopel v Audel tpoceyyloTxd

péow NG ¥eNOME TWV TOTUXDY UXEOTATWY TOU ETUOTEEPEL 0 oAYOpLipog autds. Agol emteuyVel auto,

21



Chapter 1. Extetopévn EAAnvixd Tepiindn

O APUVOUEVOS UTOPEL VoL EXTIUACEL TNV EVPWO T TOU GUCTAUATOS TOU UOVO PECK EVOC Bve PEAYHATOC,
70 onolo eAnilel vo unv améyel TOAD amd TNV TEOYUATIX EVPWOTI.

H nopandve oulhtnon avadewviet €va Wblaitepa onuavtixd {htnua: 1 extiunon tng evpnaotiog evog
VELPWVIXOU BTOOU UTopel Vo YIVEL UOVO TPOCEYYLOTIXG, XL 1) TOLOTNTA TNG exTlunong mou houBd-
voupe elvon dppnx o GUVBEDBEPEVT e TNV Loy Tou aAyopldou Tou YENOLOTOIVUE Yo Vo AOGOUUE To
TpoBAnua Bektiotononone. AdUvapor ahybprduol eivar puoxd twe Yo Tpoopépouy adlvaues MOoELS,
EMOUEVIE TOL AVL PEAYUATO TTOU amtoppéouy amd YeYion Tétolwy alyopltuwy elvar opxetd yohapd xou
0 auLVOUEVOC Tapamhaveital, €yovtag Ty Qevdalotnomn twe 1 pédodoc tou TEocdidel evpwotia oTo
oVotnua. H duoxohla, guowxd, €yxeitar 0To yeyovdg neg 1) toyc evog akyoplduou €yel ouoyétion
ue to molo cvotnua eivon urd allohdynom: Ilpdyuatt, xdde choTnua éyetl Tic dixéc Tou Aicels oe aUTd
70 TEOPBANUA eEAoyloTOTOMONG, TA BIXd TOU avTayWwVIoTXd Topadelypatoa. AucTuyng, dev undpyel
xamotar xardohur| entieon mou va Advel autd To TEOPRANUA EAayloToToiNoNE TO (Blo ARG Yot Ohot T
ovothpata. To {htnua autd, ev xataxAeldt, elvar yvwoté otny Piloypagla w¢ LUTepEXTiNON
evpwotiog (robustness overestimation) xou 6mwe yivetow avthnntd xoathotd éva dpyudtato eunddio
otnv €peuval ToU GYETICETOL UE TIC OVTOYWVIC TIXEC GUUVEC.

To {Atnua tne unepextiunone eupwotiag anotéhece T0 enixevipo TOMGY dovleldv [Ath18;
Ues+18; Tra+20] oto onolo ot avtiotoyol cuyypogpelc xotdpepay vor TopoxduPouy aviay o Tixée
GuuvES, ToR'6TL QUUVOUEVIXS Ol GUUVES oUTéS (OTIC apyXéc BNUOCIEVOELS TOUG) avEQEPY UEYSENOL
noc0ooTd evpwaotiag. Ot duuveg mou atoyomoinxay péca o auTéS TiC TeElg Bovlelég axolovlolooy
éva wot{Bo: I va mpoopépouy evpwotio 0T0 GUOTNUA, XPNOHLOTOLVCAY XATOL0 TPOTO O 0Tolog EV
éhel xotéotpege ta gradients we mpog Ty eloodo, pe anotéheopo ahydpripol tou axolovdoloay To
gradients, 6nw¢ n.y. o PGD, anotdyyavay oxted va Beouv avtaywvioTixée emdéoelc. Eved molhéc
Gpuveg amodelyUnxoy eX TV UOTEPWY AVOUGLES, TPOCPEPOVTAS UNdEVIXT| EVpwaTia, 1 AvTaywvioTix)
Apuva éyel avté€el oTo Tépooud ToU YeOVOoU, ATOTEADVTAS Evay ord Toug BactxdTepOUS (Xt AoPIréo-
TEPOUC TPOTIOUC) TOU EXEL XOVEIC OTNY PapETEA TOU WOTE VoL BEATIOOEL TNV EVPWO T TOL CLUC THUATOS
Tou.

EpBadivovtag nepoutépw oto Béua autd, mpénel va yivel xatavontd mwe onowadrinote entdeon
ETUOTPEPEL EXTIUAOELS TTOU TEGY oLV o outd To TEdBANua (xodde epelc haufBdvouue ubvo dvw edy-
HOITOL TG TpatY TG METEXAC): To {ntolpevo ebvar va Bpolue adiémotous alybprdpouc entdeonc,
7OV EMUOTEEPOLY GO O OTEVE dvw Pedypata yivetal. To ndco a€iémictog etvar Evag alydprduog yia
pLor puver etvon xdtt mou pnopet var aglohoyndel uévo and to mépaoua tou yedvou: Av noAlég mpoond-
Yeleg €0peong TO SUVATOY EMTECEWY ATOTUYYAVOLY, TOHTE ONULVEL OTL 0 ahyopLdUOC ExEL Bpel apXETd
wovoroinuxég extifoeic. EdG afilel vo avalbooupe mo Sie€odixd otic exdoyéc Tou TeoBAiuaTtoc Tne
uTepEXTUNOMG EVpwWoTiag MOV YTopel Vo TAPATNENCEL XATOLOG GTNV AELOAGYNON) UG OVTOY WV TIXHAC
duuvag. Ipotov, undeyouv ol duuvee Tou dev etvor xortdAoL E0PWOTEC XL TO UOVO TOL XATUPERVOUY
elvon var Eyouv toyupt| anddoon amévavtl otic emtdéoeic tou Pacilovtar ota gradients. o autéc Tic
Gupuveg, 1 BiBhoypapia Exel mpoteivel pla TAndopa and tpémoug aviyveuone Toug, T.y. ot Athalye et
al. [Ath+18] cuothAvouy Twe Tétoleg duUVES uTopovY va aviyveudolv av o akybprduoc enldeons dev
HUTOUPEPVEL VoL BOEL OVTAY VIO TIXE. TOlpADELYOTaL OOl XOl oV UEYOADCOUUE aveEEAEYXHTA TO QEdryUa
avalhtnong € 1 oL alySprduol black-box etvan o emtuyeic and toug white-box. Ot ev Adyw duuveg dev
napouctdlouy xovéva evilapépov, apol Théov elvor elxola BlaywElCWES, EMOTEATEVOVTIC QUTES TIC
teyvixéc aviyvevone. Buele, oty epyvaoio auth, Yo aoyokndolue ye tnv dedtepn xatnyoplo auuvoy:
QUTEC TTOU TPOGPEROLV Xdmolo Bodud evpwotiac, anid Beloxovtag woyupdtepoug ahyoprduoug emrdeé-
OELC UTOPOVUE VoL TPOCPEROUNE TLO OTEVE AV PEAYUATA TNE £p —EVEWOTIOC TOUC Xl ETOUEVKCS, EYOUUE

v duvatdtrTa va g tadivouriooupe opddtepa wetadd Touc.
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1.3 H ocuvelcpopd pog

RobustBench Evaluation. To nponyoluevo oxéhog tng mapovsioorne avadexviel ELPaTixd To
n6c0 mepimhoxnn dadocio etvan 1 a€lohdynon tng £p-evpwotioc. To onpavtixdtepo Brua mpog v
ouo tnuatonoion e ddixaciog authc éywe and Ty douleld twv Croce et al. [Cro421]. Xy
HEAETN auTH, ol ev Aoyw epeuvntéc ytilouv To RobustBench benchmark, 6nou n a&iohdynon twv
opuVOY yivetan péow tne enideonc AutoAttack, tou el tpotadel and touc Croce and Hein [CH20b].
H entdeon AutoAttack, elvor wa culhoyy) and teewc white-box xaun piar black-box emuépoug emiié-
OElg. X TElpduaTo LEYAANG xAlpaxag, avadelyUnxe euneipnd nwg auth 1) p€od0g XATAPEPVE GUVETAOC
vo emioTeéel o afLOTOTA PEAYHATI YL (Lol TEEAC T CUAAOYY WoVTEAWY. Auth 1 cuvénela otny
nototnTa TG o€loAdYMoNG, aveZapTATKS Tou LoVTENOL UTO alloAOYNOT), TPOCYERINXE WS LoYLEd EY-
TELPLXO BLAMIG TELTAELO Yia TNV xavoTnTa Tng Ledodou va Beloxel mo duvatég avtaywvio Tixée emtdé-
oElg, X ETOUEVWE Vo Uopel vo a€lomomndel we acporéotepo epyaieio alodynong e £p-supwoTtiog.
Eivar onpovtind, wotoco, vo anocapnvicouue twg mopd TRV YEWXOTERT amodoy)| Tng afloAdynong
péow tne enideonc AutoAttack, etvon mbavé n pédodoc auth va anoTuyYAveEL Yiot OPLOUEVESC GUUVEC,
Y. YL OUTES TOL EXPETAAAEDOVTAL XdTtolo ardEULTo HECO YLol Vo XEEDICOLY ELXOVIXY| ELPWG TIO, OTIWS TT.).
va yahdoouy ta gradients mou emioteépel To dixtuo. I'V autd axeBng Tov Aéyo, dev mpénel va Vew-
polue to AutoAttack we navdxela, nou unopel vo Bploxel nédvto opxetd otevd pedyuata, oaveEopTiTee
HOVTEROU, oAAd To TOAD w¢ W dpxetd o&lomotn uédodo yio vor unoBdAlouue TV duuva woc and
évay et To YOpo aflohdynone.

Ev xoatoncheldt, n tumxer) dtaduxaota yior tny o&lohOYNoT (oG VENS TROTEWVOPEVNG OVTAY WVIOTIXNAG
dpuvog TAéov tepthauPdvel Ty urtoBoin tng dpuvos oto RobustBench benchmark. Ouavtaywviotinég
duuvee tagvogolval wg tpog Tov Padud aviextixdtnrog toug anévavtt otny enfdeon AutoAttack,

cuvieTOVTag évay mivaxa Baduoloyiag oto enionuo site.

1.3 H ovuvelwocgopd pog

To enixevipo tne perétne poc ebvon o odydprduoc Projected Gradient Descent (PGD) xou 1
a&onoinom awtol yio TRV dnuovpyia £-ppaypévey avtaywviotdy. O akydprduoc PGD anoptileton
and opxetéc oyedlaoTixéc emhoyéc oL omoleg dUvavTal va ennpedoouy o ueydho Padud to tehixd
ATOTENEGUA, WG TROS TNV LYV TWYV VTOYWVIGTIXOVY Topaderyudtomy. O 4 xlpieg oyedlaotinég emhoyég
elvou:

e To péyedog tou Bruatog n,

O Behtotonomtic (optimizer),

H yédodoc apyixonoinong touv aiyoptduou, dnhady) and molo onueio Eexwvd n avalritnom yio tny
eVPEOT AVTAY WVLOTIXOL TopadelypaTog, XoL

e H cuvdptnorn xéotoug nou Bertiotonolel o alydprduog, n omolo avtixathotd Ty meorypoTix
HETEWX oL YEAOLUE VO EAXYLOTOTOLACOVUE, SNA. TNV Wn cuveyn petewxy 0-1, mou malpvel tnv
T 0 6tav To TEMXO AMOTEAEOUA XOUTNYOPLOTOLE(TOL UE DLAPOPETIXY ETXETA and aUTHY TNG
APYUNG EUOVOG.

To x0plo uéhnuar Yoc efvar vou Xatavoooude Tov pdAo TN TETORTNG EMAOYHC, ONhadh TNy enldpaom
TOU 0OXEL 1) AVTIXOTAC TATELOL AVTIXEWEVIXY] CUVEETNOY OTNV an6dooT Tou alydprduou. ‘Eva dxpng
oNUaVTIXO eVENUA, 6T0 omolo otnpiloune TV TEWoUATIXY Hog BovAeld, elvor autd twv Croce and
Hein [CH20b], énou e€etdlouv TNy omoTeEAEoUATIXOTNTA 3 DIUPOPETIXDY CUVIPTHOEWY XGGTOUC, XOl
10 cupnépaopa Tou propel vo e€oyel elvon mee xapla and Tig Teelc emAoYEC Sev elvon X TWV TEOTEPWY

avdTepn ond Tic undrownes: H enidoon toug e€aptdton and moAholc mapdyovies, dnwe to Loviého
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Chapter 1. Extetopévn EAAnvixd Tlepiindn

umo €€€TaoT, T0 GUVOAO dedopévwy exmoideuone xAm. O TpelC DlUPOPETINES CUVUPTHOELS TOU YENOL-
pornotolv ot Croce and Hein eivou: 7 cross-entropy (CE), n Carlini-Wagner (CW, yvowot o wc
margin) [CW17] o v Difference of Logits Ratio (DLR) mou mpotddnxe ond toug (Soug [CH20D].

Ot cuvaptrioelc autéc divovtal and Toug TAPUXdTw TOUTOUC:

c
CE(z,y) = —logp(y|x) = —2z, + log Z exp(z;)
j=1
CW(z,y) = —2z, + maxz; (1.8)
J#y
DLR(Z, y) — _ Zy + maXJI?éy Zj
Zry — Zg

om0V Z;: ebvar To didvuopo Twyv logits Tou Suxtdou (NA. 1 AVUTUEECTACT TOU TEAELTHOU CTEMUATOS
o710 dixtwo), Tadvounuévn oe pvouca oelpd.

OETOVTNC OTO OTOYACTEO YOS QUTAY TNV aBUVILSL JLOG HOVADLXAC AVTIXATACTATELNG CUVERTNONG Vo
npooeyyloel emopnde xohd TNy 0-1 petpudd ue xotoAxd TeoTo, BNAABT Yia OAoL Tol BLUPOPETIXA HOVTENA,
1 xavnTrpla WEA TNG MEAETNE Wog Elvol VoL GUVBUBCOUUE BLAPOPETIXES AVTIXEWEVIXEC CUVORTHOELS OTOV
akyéerdpo PGD. Kotd autdv tov tpdémo, 1 Swodixacio do yiver mo aviextin anévavtl oe tuyov
emPBraPelc mapdyovies, cuVBEBEUEVOUG UE TNV YEWUETRIN TWV EMUEPOUC CUVAPTHCEWY, TTOL UTOREL Vol
eMBPAoOLY dPYNTIXA GTO TEAXO OmOTEAEGUOL.

O ouVBUACHOS BLAPOPETIXWY CUVIPTACEWY X6CTOUE UTopel var mparypotonomdel pe wa mAndodpa
TEOTWY, woTtdoo 1 Sovieln auThg NG Simhwuatng Baoiletan oe W amhf Wéa.  Avtl va ypnoi-
HOTIOLACOUKE UOVO Wial GUVEETNOY X60Touc o OAN TNy didpxewa tou PGD, ywpllouvpe tov aptiud
v enavoripewy T oe K (oo we mpog v didpxew) otédio. Xe xdde o1ddio, o ahydprduoc PGD
Behtiotonotel xou YLol SLPOEETIXY] CLUVEETNOT GG TOUG, EeXvdVTaS amd To onuelo 6mou TeEAElwoE To

nponyolpevo otddo. H Saducacio autr, unopel va exppactel e€hg yio K otddia:

Li(x,y), ift< %

Lo(x,y), if % <t< %
L(x,y) =

Li(xy), S5 <t<T

Yty dovkeld pag Yo dewpricovue Tig mepintwoeg 6mouv K = 2 § K = 3, yenoonoudvias wg
OVTIXELUEVIXES CUVORTHOELS TIC TO XOWEG emhoyéc otny BiBAoypagio, dnhady tic cuvapthoec CE,
CW xou DLR.

Ané €86 xon oto €€hg, N uédodog ahhayhc avtxeevixic cuvdptnong Yo cupPoiiletar wg e&rg:
PGDg & o&.. .8k, ETOPEVLS av 0 alyoprduog yenowonolel uévo to CE loss Ga avagpépeton o
PGDcg, evéy av aridloupe o loss ano CE oe CW do avagépoupe v pédodo we PGDcrgcw.

1.3.1 IIeipapotind Xxélog

Ipotol euPadivouye oto melpauatind oxéhog, Yo TUPOUCIACOVYE TNV CUAAOYT and LOVTEAN OTA
omnolo eréyEope TNV anddoon TwV TROTEWVOUEVKY UeBodwY. To meipduora pog Sie&dyovtal tévew oe 15
povTéla o omola €youv exmoudeutel yia vo elvan eVpwo Tal amévavTt o€ Loo-@payuéves entdéaeic, dmou o
emtidéuevoc unopel var tpocécel V6puBo otny exdva e PEYLoTN Loo-vépua (o ue € = 8/255. Ta pov-
TéNa IO elvon TpoexTaUdELUEVA Xou exoAa Slortéota péow g PiBhiodnxne RobustBench, npoépyov-
o oo Tic e€hc epeuvnTnéc dovkeéc: [Eng+19; Car+19; Hen+19; Zha+19a; Zha-+19b; Wu-+20;
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1.3.1 Ilewpopoatind Xxérog

Seh+22; AF20; Dai+22; Gow+21; Hua+21; Zha+21; RM21; Add+21; Seh+20]. Eneldh xdde
QLo o6 TIC TOPOTVG) ONUOCIEVCELS UTOPEL Vo GUVDEETAL YE TOAAG DLOPOPETING LOVTERAL, T.Y. ETELDN
eréyyouv v exdotote pédodo oe moANEC apyltexToVIXES Y| ot BlapopeTixd budget, otov nopaxdte
nivorxar TopoETOUPE aXEBME ToL LOVTENN TOU YENOLWOTIOLOVUE, CUUTERLAAUPBAVOVTAS TO avary VORI Tixd
toug (ModelID) ané to onoio cuvodelovtan otnyv BiBhiodfxn RobustBench.

# Paper Model ID in RobustBench leaderboard Standard Acc. (%)
1 [Eng+19] Engstrom2019Robustness 87.03
2 [Car+19] Carmon2019Unlabeled 89.69
3 [Hen+19] Hendrycks2019Using 87.11
4 [Zha+19a] Zhang2019You 87.20
5  [Zha+19b] Zhang2019Theoretically 84.92
6 [Wu-+20] Wu2020Adversarial 85.36
7 [Seh+22] Sehwag2021Proxy R18 84.59
8 [AF20] Andriushchenko2020Understanding 79.84
9 [Dai+22] Dai2021Parameterizing 87.02
10 [Gow+21]  Gowal2021Improving 28 10 ddpm_100m 87.50
11 [Huat21] Huang2021Exploring ema 91.23
12 [Zha+21] Zhang2020Geometry 89.36
13 [RM21] Rade2021Helper RI18 extra 89.02
14 [Add+21] Addepalli2021 Towards_RN18 80.24
15 [Seh+20] Sehwag2020Hydra 88.98

Table 1.1. Avuiotoiyion twv epevvntikdy dovdady pe ta ModellD twy povtélwy mou XpnoiuonooUue.
Hapadérovue eniong to mooooté emtuyiag tov kdle povtélov oo kadapd test-set tov CIFAR-10.

Ye autd 1o onuelo xpivouue oXOTUO Vo TUPOUGLACOLUE Eval GUVIETIXG TORADELY AL, EXOVTUS WG
GT6Y0 VoL YEUENDOOOVYE TLo StoncnTind TNy uédodo yog xat tewe auTh unopel vo BeATUdoEL ToV XAaoind
ahyopriduo PGD yio tnv elpeon aviaywvioTindy mopadetypdtony. A dewprioovye éva mopdderypo 2
BlooTdoewy Tou oxomodg efvor var Sloywpelotolv To Bedopéva o 3 xAdoel;. Oewpolue Evol Yeouuixd
povtého xatnyoplonoinong, o omolo madpvel etlobdoug x = (z1,22)7 xou diver we €€0d0 T0 didvuoua
twv logits z = (z1,22,23)T, mou delyvouv tdoo mdavé elver 1 eloodoc var avixer oV xodepid
and tic 3 xhdoec. To ypoupxd poviého uvmoloyilel to Sdvuopa €600V UEow EVOC YPUUULXOU

petaoynuotiopol: z = Wx, énou:

0.3 -0.3
W = 1 —0.01
-0.25 0.75

To clotnua déyetar we eloodo to onueio x = (—0.45,—0.8), o omolo mpoépyeton and v xAhdomn
y1. Méow e ypopuxfc oyéone uvnohoyiloupe nwe z = (0.105,—0.442, —0.4875), enouyévee To
cloTnua xatnyoplonolel cwotd To dedouévo epboov z1 > max(za,z3). Ltdyoc pac THPA elvor vo
ONULoUEYNOOLYE Wi Slotapary ), oL var améyel To Tohd xatd 0.4 6cov agopd TNy fa-vépuo and tnv
eloodo x, xou vo glvon tétolo dote 1 vEo (Sotapoyuévn) elcodoc mou mpoxVnTel va ahhdlet Tnv
ané@ac Tou yeauwuxol tadivounth. I va to metdyoupe autd, exteholue Tov akyderduo PGD,
xenowornowdvtoae 50 emavorfec e péyedoc Pruatoc n = 2 % 0.4 = 0.8. Apywxd, Yewpodue 2
TEQIMTWOEIC: LTNV TEWTY), EXTEAOVUE TOV AAYORLIUO YENOWOTOWVTAS TNV AVTIXEWEVIXY] CUVIETNON
CE, evé oty deltepn yenowonotobue Ty cuvdptnon CW. T Adyoug minpdtnrog, oyedidlouvye v
pop@y| Twv level sets autehv ToV 2 cuVHETACEWY 0TO TaVW Wépog TNE Ewdvag 1.3.

To xdte apotepd oy e Ewdvag 1.3 delyvel ta anotehéopata tng extéleons Tou alyoptiuou
PGD. Onwg gaiveton, eved 1 cuvdptnon CE xoatapépver va Beet wia Satoparymy mou ohhdlel Ty andgaom
tou classifier, 1 dAAY emAoyY avTIXEWEVIXHC CUVEETNONG anoTuYYdvel xotog To gradients delyvouv

GUVEY WS WG TPOG Wiat xatevuvon, 1 onola emioteépel éva onuelo Tou e€axohoudel vo xatryoplomoteiton
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Chapter 1. Extetopévn EAAnvixd Tlepiindn

owoTd. Auto elvan évo amhé TopdderyUa Tou Twe unopel vo arotiyelt o PGD étav yenowonoiet povéya
o cuvdpTnom xotd TV Bidexelo Tne BeAtioTononong.

‘Otay 6ume exteholpe tov ohydprdpo PGD clugwva ye v pédodo evalioyic mou mpotelvouue
(%t Be&id oyfua oty Ewéva 1.3), 1 Srodixacio Peioxet emituyde pla Sartapoyn nov napamiavel to
oVotnuo. Autd cupBaivel TapoAo TOU Yol TO TEMTO PLEG TwY enavakfPewy o olyoprduog yenoiwonotel
70 mpoPhnuatixd loss CW. Autd to napddelypo épyetan vo deilel mo amhovoteupéva nwe 1 uévodog
TIOU TPOTEVOUPE elvar €vag TPOTOG Vo XUTAoTHOOUUE Tov alyoprdpo PGD mo aviextind anévavtt otic

UTEPTIPAUETEOUE TOU, OTWE EVAL 1) AVTIXELUEVIXT| GUVEETNOT Tov BehtioTomoLel.

CE(z,y) = —21 +log > exp(z;) CW(z,y) = —2 + max(22, z3)
2 ——T T T T T 2 T T T ; T ;
1p B 10 B
0 B 0 B
N . .
1} ~ N 1} - B
\ — —
) B ! ! ! \ ) ) ! | | | | | |
-2 =15 -1 -05 0 0.5 1 1.5 2 -2 -15 -1 -05 0 0.5 1 1.5 2
—e— PGDcgr —¥%— PGDcwecr
PGDcw
Class 3 Class 3
Class 2
T (50) Class 2
s EEA . x(26)
7 ) 1 xM =x® = . =x)
! T\ = x@ = — x(50) 1 i
9 x@=x 1 Vox@=x
\ / \ ,
N N /. s =
Class 1 o7 SeN\= k=¥l = e St S(x) {x': ||x = x'||2 €}
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Figure 1.3. Endvw oepd: Ta level sets twv owvaptricewy CE ka1 CW, Jewpdvtag wg npayuatikf kAdon
my y1. Kdtw oepd: (Apwotepd) H aAdndouyia onueiwy mov emotpéper to PGD, Selyvovtag tny nopeia
Tn¢ PeAtiotonoinong, yia TS TePInTHOElS 6nov ektedolue tov PGD ue poviya éva loss. Or kdkkivor kUkAot
ovpPBorilovy tny extédeon pe CE, evd to kitpivo tplywvo avanapiotd tny ektédeon pe CW. (Ae&id) H mopeia
g Bedtioronoinons tov PGD dtav evaAddooovue avtikaiuevikny ovvdptnon ota péoa tng dwadikaoiag.

Yo mpodTo Briwa e netpaatixic avihuong, eEeTdlOVUE TNV ATOAECUATIXOTNTA TNE TPOTELVOUEVC
pedddou evahhay i AVTIXEWEVIXTC cUVAETNONS Xatd TV didexeia Tou PGD, oe oyéon ye ti¢ tumxég
exdoyéc tou alyopituou mou yenowomololy povdya wo cuvdetnorn. To amotehéoyota Qalvovtol
otov Ilivaxa 1.2, 6Tou avadevieTaln ELPOVOS TO TASOVEXTNUA TNE UEVOBOUL Uog. Luyxexpiuéva, oy
ouvdudloupe v cuvdptnorn CE pe tpy CW (otiin PGDcggow) 1 v DLR (othin PGDcreDLR)
7 ot Ti¢ 2 (oTHAN PGDepgcwaDLR), 0 0AYOpLHUOC ETUOTREPEL EUPOVAC XANITEPR UTOTENECUAT OTLd
o avtioTolya Twv exdoy®y mou BedtioTonololy To (Blo loss oe AN TV Bidpxeta Tou akydpriuou.

Enextelvoupe v obyxpeion g uedodoug pag e Tic mo dNpouielc foo-ppayuéveg emdéoelc mou
undpyouv oty BiBhoypapla. Xto mpdto melpapa, cuyxpivouue TRV xaklteen enideon pog (dmou xotd
péco 6po eivon N PGDepg.cwepLR) M€ Tic white-box cuviotdoeg e enideone AutoAttack [CH20Db],
dnhady| T empépous emdéceic APGDeg, APGDprr xou tmv FAB [CH20a]. Xe autéd to melpoya,
eniong, xpatdue otadepd 1o P peyédouc otav extelolue Ty uédodo pog, eved o optimizer yével

26



1.3.1 Ilewpopoatind Sxérog

K=1 K=2 K=38

Model PGDce PGDow PGDpLr PGDcegcw PGDcreprr PGDcowgprLr PGDcegcweaDLR

[Eng+19] 52.24 52.59 53.55 50.29 50.22 52.63 50.27
[Car+19] 62.09 60.86 61.16 60.00 60.00 60.88 59.97
[Hen+19] 57.38 56.61 57.47 55.41 55.37 56.55 55.35
[Zha+19a)] 46.28 47.44 47.97 45.33 45.32 47.42 45.32
[Zha+19b] t 55.47 54.21 54.39 53.45 53.43 54.23 53.41
[Wu-+20] 59.05 56.93 57.02 56.47 56.44 56.94 56.42
[Seh+22] 58.68 57.22 57.89 56.06 56.05 57.21 56.06
[AF20] 47.14 46.62 47.62 44.56 44.53 46.62 44.50
[Dai+22] 63.98 63.23 63.83 61.80 61.76 63.23 61.77
[Gow+-21] 65.79 65.20 65.76 63.86 63.85 65.20 63.84
[Hua+21] 64.95 64.15 64.64 63.09 63.03 64.12 63.06
[Zha+21] 66.67 60.40 60.59 59.78 59.69 60.37 59.69
[RM21] 61.48 58.51 58.56 57.77 57.74 58.51 57.74
[Add+21] 56.00 51.88 51.97 51.45 51.43 51.86 51.41
[Seh+20] 59.86 58.41 58.57 57.66 57.61 58.40 57.61

Table 1.2. Xuvykpivouvue ta arotedéopata tov alyoptipov PGD dbrav xpnoiuornoeftar povdya éva loss
(K = 1) o€ oxéon pe tnr uédodo evaldayns nov mpoteivoupe. (1) Avté to povtélo emitietar ue ppdyua
e =0.031.

xou autde (Blog pe to apyxd setting (dnhadr to amhéd gradient ywplc momentum. ITopadétoupe
Ta anoteléopata auThE NG oUyxpione otov Iivaxa 1.3, émou gafveton Eexddapa mwe 1 enideon
PGDcEgcweDLR Onpovpyel mo Suvatd avToyvoTixd mopadelypato, moed To YEYOVOS TS TNV
exteholye pe default vrepnopauétpous. Auth 1 obyxpion emdeixviel TNy mpoontxy) cuunepiAndng
e enideonc pog o culhoyég emiéoewy, onwe To AutoAttack, mou cuyvd yenouomolobvTal yiot TNV

A€LONOYNOT TNG EVEWOTIOG VELPWVIX®Y BIXTUWY.

Model APGDcg APGDprr FAB PGDcr&cw&DLR A

[Eng+19] 51.72 52.67 50.67 50.27 -0.40
[Car+19] 61.74 60.67 60.88 59.97 -0.70
[Hen+19] 57.23 57.03 55.55 55.35 -0.20
[Zha+19a] 46.15 47.39 45.83 45.32 -0.51
[Zha+19b] 1 55.28 53.52 53.92 53.41 -0.11
[Wu-+20] 58.90 56.68 56.82 56.42 -0.26
[Seh+22] 58.38 57.37 56.27 56.06 -0.21
[AF20] 46.93 47.08 44.72 44.50 -0.22
[Dai+22] 63.93 63.44 62.27 61.77 -0.50
[Gow+21] 65.63 65.14 64.14 63.84 -0.30
[Hua+21] 64.55 64.14 64.45 63.06 -1.08
[Zha+21] 66.37 60.19 59.97 59.69 -0.28
[RM21] 61.40 58.41 58.42 57.74 -0.67
[Add+-21] 55.80 51.56 51.93 51.41 -0.15
[Seh-+20] 59.60 58.29 58.29 57.61 -0.68

Table 1.3. XYyxpion tng pedédov PGDcrg,cwe:pLr Me TS white-box owiotdoes tng entdeons AutoAt-
tack. H otiAn A Seiyver tny dagopd otnr enidoon peta&d tng pedédov pag kar tng kaAltepns entdeons
and g vrédoines 3. (1) Autd to povtédo emtidetar pe gpdyua € = 0.031.

Y10 deltepo melpopa cUYXelone TNE uedddou pag e duvatd baselines tne BiAloypagplioc, emxevte-
wvopaote ot 2 emdécels, Ty enideon GAMA-PGD [Sri+20] xou tny enideon Margin Decomposition
(MD) [Ma+20]. Eméyoupe autéc tic 2 emdéoeic Sttt netuyaivouy state-of-the-art anotehéopota
oto umohoyloTixé budget twv T = 100 emavorfdenv. T va eyyundodue 6tL auth n cOyxplon
yivetaw pe mo dixonoug bpoug, odhdlouue to Bua peyédouc otny uédodsd pac oxplBng onwe To xd-
vouv oe autég TiC 2 eméoeg. Xtov Ilivaxa 1.4 mapouoidloupe tnv olyxpeion tng enideonc pog

PGDcrgcweDpLR Ue autd to 2 baselines. Ta anoteréopota delyvouv nwg 1 enideot| pag xotapépvel
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Chapter 1. Extetopévn EAAnvixd Tlepiindn

vo Eenepdioet xou T 2 uedodoug oty Aol TwV LOVTEAWY. LuyxeXpéva, elval XoAUTERY oo
v pédodo GAMA-PGD oe 11 ex twv 15 povtéhnv, eve vixdel ty enideon MD oe 13 and ta 15

oixtua. ‘Enetta and v deloywyn) autddv twv 2 ouyxploeny, yiveton eu@avic 1 omoteheoyoTixdTnTo

NG EVORAAYTC OVTLXELUEVIXWY CUVAPTHCEWY XaTd TNy Sladixaoio Beitiotonoinong tou PGD.

Model GAMA-PGD [SI'H»QO] PGDcE&CW&DLR A MD Attack [l\'l‘vaO] PGDcE&CcW&DLR A
(GAMA-PGD sch.) (MD sched.)

[Eng+19] 50.05 49.88 -0.17 50.34 49.87 -0.47
[Car+19] 59.84 59.78 -0.06 59.83 59.72 -0.11
[Hen+19] 55.22 55.26 +0.04 55.15 55.20 +0.05
[Zha+19a] 45.32 45.20 -0.12 45.49 45.17 -0.32
[Zha-+19b]t 53.29 53.29 0 53.36 53.26 -0.10
[Wu+20] 56.30 56.30 0 56.28 56.26 -0.02
[Seh+22] 56.01 55.95 -0.06 55.92 55.89 -0.03
[AF20] 44.42 44.41 -0.01 44.57 44.44 -0.13
[Dai+22] 61.94 61.74 -0.20 61.99 61.72 -0.27
[Gow+21] 63.78 63.72 -0.06 63.94 63.73 -0.21
[Hua-+21] 62.87 62.89 +0.02 62.93 62.86 -0.07
[Zha-+21] 60.72 59.62 -1.10 59.73 59.58 -0.15
[RM21] 57.78 57.73 -0.05 57.74 57.72 -0.02
[Add+21] 51.43 51.26 -0.17 51.30 51.25 -0.05
[Seh+20] 57.49 57.43 -0.06 57.31 57.45 +0.14

Table 1.4. XYyxpion tng enieoris pag, PGDcps.cwepLR M€ ta duvatdtepa baselines tng PiBloypagiag,
onA. s eméoeig GAMA-PGD ka1 Margin Decomposition. H otriAn A vrnodnAdver tny diagopd enidoong
neta&V tng entdeoris pag kar tov exdotote baseline. (1) Avtd to povtédo emridetar pue gpdypa € = 0.031.

Exto¢ twv napamdve TelpaddTtey, Tou €xouv oxond vo xatotd&ouv tny enlieon yag aviueoo
oe dhhec duvatég emdéoelc Tne PiBMoypaplac, EneXTEVOUUE TNV TELOUATIXTY HAS AVEAUCT OOTE Vol
xatohdBoupe oe peyahiTepo €0pog TOUC AOYOUC Yl Toug omoloug 1 YEB0BOC uac xotapépvel Vo
neTOyEL Xohd amoTeEAéoUoTa. Buyxexpléva, dleEdyouue to e€fic molotixd melpopor Xyedidlouvpe v
lr-andoTaot petadd Twy Sldoyixwy onuelwy tou emoxénteton 0 PGD xatd tny extéleon tou. Ilapo-
Y€touge aUTO TO oYAUA YLt 4 TEPITTOOELS AVTIXELEVIXWY cuvapThoewy: Tnv CE, tny CW xou tic 2
nou poteivoupe euelc, Snhadn Ty evahhayr cuvaptricewy, CE&CW xa CE&CW&DLR. To nelpoyo
autéd mpayuoatomole(ton Yo 4 dapopeTixole classifiers, divovtag To ontind amotéheoua mou QofveTton
otnv Ewéva 1.4. And exel, autd mou cupnepaivouye etvar 6L 1) evahhay) cuvapTioewy miavdg elvor
wElun xodog mapaxivel Tov ohyoprduo va PAel o EXTEVMSC TOV X(PO, oL Vo ETOXEPTEl onuela

Tou elvon To poaxpvd wetal Toue.
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Chapter 2

Introduction

2.1 DMotivation

The dawn of Deep Learning triggered a paradigm shift to the approaches deployed to solve some
of the most interesting and challenging technological tasks. Deep Neural Networks (DNNs) have
consolidated as the de facto standard to tackle problems originating from every possible knowledge
domain, including data of visual, linguistic or acoustic nature (among others). The universal
adoption of Deep Learning, of course, is justified by both their exceptional performance and the
fact that they are conceptually simple, constituting of few building blocks (neurons/connections,
gradient descent, backpropagation) which makes it easy for someone to manipulate them without

a great amount of effort.

Despite their numerous advantages, Deep Learning models operate in counter-intuitive ways
which prevents us from truly grasping their inner mechanisms sufficiently well and indicate impor-
tant blind spots that create a chasm between our understanding and their genuine functionality.
One rather worrisome phenomenon associated with them is the presence of adversarial examples,
discovered by Szegedy et al. [Sze+14]. In their seminal work, these researchers demonstrated that
a tiny amount of carefully designed noise, unintelligible to a human observer, can steer the system
towards classifying the image as belonging to a wrong class, whereas a human can effortlessly
assign the correct label to the image. The susceptibility of DNNs against such perturbations casts

doubt about their potential in performing more elaborate tasks that require reasoning.

An immediate corollary of this intriguing finding is that researchers steered their attention
towards the direction of increasing the resilience of systems against such examples. The general
term Adversarial Defense connotes systems that aspire to overcome the obstacle of adversarial
examples. Adversarial Attacks, on the other hand, is a term that refers to the algorithms that
produce such examples. Attacks and Defenses participate in an arms race, where one attempts to
enhance the robustness of its model against current attacks by exploiting them and subsequently,

novel attacks are devised in order to circumvent these defenses.

Recall that typical adversarial examples must have the property of being indistinguishable
with their unperturbed counterparts. Researchers modelled this property through the £,—bounded
threat model, where the attacker’s search space A(x) is reduced to the £,—ball around the clean
data point x of radius e:

Ax) = {x € Xt [/ —x||, < &}

Measuring the degree of {,-bounded robustness, for the classifier f, can be done through the
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Chapter 2. Introduction

calculation of robust accuracy, where D denotes a held-out test set:

1 . ,
RobAce(f) = D ; x;:Hx?ilxr}inSe 1[f(x3) = i

The exact solution of this equation, however, is intractable for complex function classes as those
represented by Deep Neural Networks. One needs to resort in adversarial attacks to obtain local
minimizers of this expression, hopefully yielding tight enough upper bounds. The issue of robustness
overestimation [Ath-+18; Ues+18; Tra+20] refers to the scenario where the defender chooses an
inappropriate algorithm to evaluate robustness, thus the reported robust accuracy is unreasonably
high and doesn’t faithfully reflects the genuine effectiveness of the proposed method. Ultimately,
it becomes evident that finding powerful adversarial attacks is of paramount importance, enabling
us to reliably estimate whether a defense algorithm is valuable.

Projected Gradient Descent (PGD) [Kur+17; Mad+18] is the most popular attack algorithm
to evaluate the /),-bounded robustness of deep networks against adversarial examples. In short,

PGD can be formulated as follows:
X(t""l) — PA(x) X(t) + n(t)é(t) (21)

where x®): the iterate, n®): step size, 5. update rule of t-th iteration and Pgs: the projection
operation, which maps the updated iterate into the feasible region S, which in our case is the
¢,—ball of radius € around x. For a more thorough analysis on the aforementioned expression,
we refer the reader to the study of Gowal et al. [Gow+19] which contains a highly illustrative

pseudoalgorithm.

2.2 Thesis Contribution

The performance of Projected Gradient Descent (PGD) [Kur+17; Mad-+18], in the context of
adversarial examples’ generation, is influenced by 4 hyperparameters (assuming fixed computa-
tional budget): The step size, the initialization strategy, the optimizer, and the surrogate loss. In
our thesis, we aspire to gain further understanding on the impact of surrogate loss. Our work is
empirically underpinned by a remarkable observation whose significance has been neglected in pre-
vious related research. Croce and Hein [CH20D] illustrate that there is no option for the objective
function which is able of delivering equally good results, indiscriminately of which classifier is evalu-
ated. We build on this finding to propose the following view: Combining different objectives in the
same run of PGD could benefit optimization since it would "robustify" the method against poor
selection of surrogate loss. In our study, we experiment with three ways of aggregating different
objectives (in the form of ablation experiments) and the results indicate that a simple loss alter-
nation during PGD is highly performant. The importance of our proposed method’s performance
is primarily studied through three baseline experiments in 15 different ¢,,-bounded CIFAR-10 ro-
bust models: First, alternating surrogate losses during PGD is significantly better than using a
single loss. Then, we compare our method with the three white-box components from AutoAttack
[CH20Db], that is APGD with CE and DLR losses [CH20b] and FAB attack [CH20a], where we
observe that our attack is consistently better across the entirety of our model collection. Finally,
we find that our adversarial attack is better than two of the strongest attacks on the literature (for
the budget of our study, that is 7" = 100 iterations): GAMA-PGD [Sri+20] and Margin Decompo-
sition (MD) attack [Ma-+20]. Additionally, we provide further qualitative analysis indicating that
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2.3 Thesis Outline

the alternation of objectives may be advantageous because it motivates PGD to extend its search

space, visiting more distant intermediate points during optimization.

2.3

Thesis Outline

The remaining content of this present dissertation has been divided into four chapters:

In Chapter 3 we represent the most essential notions revolving the field of Machine Learning,
demarcating the minimum background that the reader should possess in order to comfortably

follow the concepts discussed in following chapters (experienced readers may skip this),

In Chapter 4 we delve into Adversarial Machine Learning, which constitutes the broader
topic of this thesis, introducing the main work associated with Adversarial Attacks and
Defenses,

In Chapter 5 we demonstrate the main contribution of this thesis. Essentially, we represent
an extensive experimental analysis which provides enough empirical evidence to verify the

effectiveness of our proposal of alternating surrogates,

In Chapter 6 we summarize the implications of our findings and provide additional discussion

about several subsequent research steps which emerge from our work.
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Chapter 3

Machine Learning

3.1 Introduction

Machine Learning (ML) studies the development of systems which are endowed with the ability
to perform a wide variety of tasks through learning algorithms: Instead of the basic paradigm of
algorithms, where the computer program is performing a task through executing a sequence of basic
instructions, learning algorithms is a different term that is used to describe the process wherein the
system assimilates natural data and learns to operate, without the need for human intervention,
based on the experience it has gained through getting familiar with these data. In an effort to
prescribe a compact definition for ML, we find it expedient to quote Tom Mitchell’s definition
[Mit97]:

A computer program is said to learn from experience E with respect to some class of tasks T,
and performance measure P, if its performance at tasks in T, as measured by P, improves

with experience F.

The above definition makes it clear that there are many different flavours of ML: Based on the
nature of the task at hand, the performance measure and the type of data which we leverage to
make our system learn, a distinct subfield of ML emerges.

One of the most strong appeals of studying ML is the numerous applications, on a diverse array
of scientific fields, where it has given substantial solutions: In Computer Vision, ML algorithms
have enabled computers to recognize objects, classify them into different categories or even produce
novel instances of images that seem to be completely natural. In Speech Processing, ML has
successfully been used to transcribe speech in challenging auditory conditions, while in Natural
Language Processing (NLP), ML systems can learn to semantically parse huge quantities of text
or even translate text from one language to another. Those are only a grain of the innumerable
applications where ML has attained to induce unprecedented progress.

The vast majority of those intriguing practical applications were only successfully tackled with
the advent of Deep Learning (DL). Deep Learning is a new scientific field which experienced an
outburst around a decade ago, when advances in parallel computing made it possible to train
massive models, triggering an unprecedented surge of interest. DL studies the development of
models where their functionality has the Artificial Neural Network (ANN) (and its variants) as
its main building block which we will analyze it to a great extent. An insightful perspective of
DL models is that of representation learning: they ingest natural, high-dimensional data and they
learn to project them to a compact representation of significantly lower dimensions.
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3.2 Types of Learning Algorithms

In this section, we attempt to separate the different kinds of problems that one can come
across in Machine Learning. In general, ML could be divided into 3 major categories: Supervised,
Unsupervised and Reinforcement Learning. The discriminating factors are mainly associated with:
(a) the nature of data that the algorithms of each category exploit in order to learn about the

world and (b) their ultimate objective .

3.2.1 Supervised Learning

The ultimate paradigm of ML is that of Supervised Learning. The term "supervision" is
inextricably linked with the type of data that the learner has at its disposal. Supervised Learning
tackles problems where there is an input x € X and output variable y € ), where X', ) are the
spaces where the input and output to "live". Presumably, for any given task, there is a true
mapping fi : X — Y that links every input to the respective output. The end goal of supervised
tasks is to learn that mapping, by approximating it through an estimator f : X — )). The learning
procedure (also called training) is driven from the training set D = {(x1,y1), ..., (Xn,¥n~)}, which
essentially is an array of humanly labeled input-output pairs and resembles the notion of experience

which appears in the definition that we mentioned earlier.

3.2.2 Unsupervised Learning

On the other hand, Unsupervised Learning algorithms manipulate data that they are not
labeled; the observed inputs are simple vectors of some natural signal: D = {x1,...,xx}. In
Supervised Learning, the goal is much more definite to articulate; one desires to estimate the true
function that maps the input to the corresponding output. Here, this type of learning encompasses
different kinds of purposes about what is the desired goal. A vague phrase that could partially
explain the aim of Unsupervised Learning algorithms is that they aspire to make sense of the
data. Just to satisfy the reader’s curiosity, this "umbrella" phrase includes applications such as
data clustering, identifying latent factors of variation in the inputs, or even building probabilistic
models that learn a probability density function for the data.

3.2.3 Reinforcement Learning

The third most essential instance of ML research is Reinforcement Learning (RL). The discipline
of RL is concerned with the construction of systems, which are often called agents, that interact
with their environment. Essentially, the agent learns a policy function that informs him about the
most favourable action that it can take, based on its current state. RL agents learn by receiving
data which associate each state,action pair with a reward, quantifying the appropriateness of its
move. RL has been explored in many exciting applications, with the most vivid one being this of

creating systems that have the ability to play Atari games in human-like performance.

3.3 Basic Concepts in Machine Learning

This section is devoted in shedding light to some of the most essential body of knowledge that
someone should possess when it comes to ML research. The discussion will be primarily seen, for
the sake of representational clarity, through the lens of Supervised Learning, which is the most
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basic example of ML applications, but that doesn’t mean that those concepts are only restricted
to this kind of problems.

3.3.1 Loss Function

The learning of an estimator f can be posed as an optimization problem, by introducing the
notion of the loss function. Assuming that the estimator is a parametric function f(x;@) (where
0: its parameters) and y = f(x;0) is the prediction of the actual output, then the loss function
(also called per-example loss) £(y,¥;0) is a metric that measures the ability of the predictor to
reliably estimate the true output y. The choice of an appropriate loss function depends on the
respective task and will be fully understood in the ensuing conversation, in the context of specific
instances of learning problems. Ideally, if we had access to the true data distribution pqat. that
generates the data, learning the estimator f would amount to minimizing the expected risk, which
is the expected per-example loss over the true distribution. However, since in practical scenarios
we only have access to a finite number of samples from this distribution, learning the estimator f
is equivalent with optimizing the empirical risk, which is a Monte Carlo approximation of expected

risk:

N
£(x,910) = £(6) = Exy)mpan |17 (5 0).3)] = 1 D £/ (x:0).3:)

Then the learning problem can be viewed as finding the parameters @ which minimize the

empirical risk:

N
1
6 = argmin £(0) = argmin — 0(f(xi;0),y;
gmin £(6) = arg1 N;(f( ), i)

3.3.2 Generalization, Underfitting and Overfitting

The preceding paragraph clarified how it is possible to exploit the training set in order to learn
a reliable estimator. However, even if the training procedure yields parameters that achieve ade-
quately low empirical risk, the aspiration of ML algorithms is to develop models that perform well
on unseen inputs. Those unseen inputs are encompassed in a held-out set which is not present
during training, colloquially termed as the test set. The ability to perform well on those unprece-
dented instances is called generalization. Previously, we mentioned that the learning problem can
be deemed as optimizing the empirical risk; however, this is not the entire picture. Our goal is to
simultaneously achieve both low training and test error. Therefore, based on our desire to enhance
our model’s ability to perform well on the test set, we identify two particularly concerning scenarios,

where their emergence in practice indicates that we should improve our learning algorithm:

e The underfitting problem, where our model fails to achieve a sufficiently low train error.

e The overfitting problem, where our model’s parameters induce a large gap between train and

test error.

Both of these problems are tightly intertwined with the rather abstract notion of capacity.
The capacity of an ML model roughly represents the ability of the model to learn arbitrarily
complex functions. In practice, we can increase our model’s capacity by inflating the number of

parameters. The presence of underfitting implies that our model has too small capacity, whereas
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the manifestation of overfitting informs us that our model has an exaggerated ability to learn which
led it to perfectly memorize the training set. Regulating the amount of model capacity to reach
the sweet spot where the generalization gap minimizes is a nuisance in ML research. Figure 3.1

perfectly visualizes the underfitting-overfitting trade-off which is induced by altering the model

capacity.
! Test Error
| . = = = Training Error
| Underfitting
«-L---—_- >
1 3 ;
\ 3 Overfitting
- \ : e B i >
o 3
—
= \
\
\
\
\ .~ Generalization Gap
~ ~ i

Model Capacity

Figure 3.1. The shade area indicates a "sweet” interval where the generalization gap is sufficiently low.
Increasing the capacity beyond that area means that we enter the overfitting regime, whereas lower capacity
means that our model suffers from the problem of underfitting.

3.3.3 Regularization

An efficient remedy to the problem of overfitting is regularization. As Goodfellow et al.
[Goo+16] put it: "Regularization is any modification we make to a learning algorithm that is
intended to reduce its generalization error but not its training error”. An expedient way to per-
form modifications to the learning algorithm is through its training objective; instead of solely
optimizing the training error, the objective is augmented with an additional penalty term R(8),

yielding the following minimization problem:

0= arggmin L(6) + AR(0)
where A adjust the strength of the regularization term. The most popular regularization function
choices arise from ¢, euclidean norms, i.e. R(0) = ||0||,. L1 regularization (or LASSO) produces
sparse solutions, whereas Lo regularization (or weight decay) restricts the parameters to have
small magnitude. From a Bayesian Learning perspective, these two regularization terms can be
considered as obtaining a Maximum a Posteriori (MAP) estimate for the parameter vector 8, where
we have imposed p(8) to be distributed according to the Laplacian (in the L1 case) or the Gaussian
density (in the L2 case). In the context of Deep Learning, as we shall mention later on, there are
even more ploys which someone can leverage in order to perform regularization, such as Dropout

and Early Stopping.

3.4 Examples of Learning Algorithms

In this section, the reader will be succinctly introduced to some basic examples of ML, spanning

from the supervised to the unsupervised setting.
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3.4.1 Classification

It is practically infeasible to speak for Supervised Learning without discussing about Classifica-
tion. In this setting, our goal is the categorization of the inputs to some category; For example, we
may want to build a system that learns to classify images into the correct class among a predefined
set of classes, or a system that ingests text and decides whether this chunk of text expresses posi-
tive or negative thoughts. Essentially, in the classification context, the output space ) is identical
to a discrete set containing the K possible classes: J) = {1, ..., K'}. Here, the loss function that we
are interested to minimize is the 0 — 1 loss: fo—1(y,9) = L[y = 9]

A nice way to become acquainted with classification is the paradigm of the binary case, where
the goal is to classify each input as positive (assuming y = 1) or negative (assuming y = 0).
Rosenblatt [Rosb8] proposed a seminal idea to solve the binary classification, introducing the
notion of perceptron. The perceptron learns to classify each input x € R? by linearly combining
each element of the input vector with the parameters w and then applying a threshold function,

hence the classifier is formally expressed as:

fx,w) = sgn(wa +b)

The expression inside the sign function characterizes a hyperplane with normal vector w with
a distance of b from the reference point. The vector w can be randomly initialized and then
iteratively refined based on the update rule: wyy1 = wy — (4 — y)X;, where 7, is the learning rate
or the step size and (x¢,y;) is the input-output pair presented at the algorithm in t—th timestep.
The limitation of this approach is that it can only provide adequate solutions for data that are
linearly separable, something that it is untrue for modern, high dimensional data like images or

speech signals.

3.4.2 Linear Regression

Regression is another exemplar of Supervised Learning. In this task, our goal is to transform
the input into a single number y € R; for example, we may want to predict the projected GPA of
a master student (this is the output variable) based on its undergraduate GPA, TOEFL and GRE
scores. For regression, the most dominant option for the loss function is the fs loss: lo(y, ) =
(y —9)?. The empirical risk when using the £, loss is called the Mean Square Error (MSE). Linear
Regression is a well-studied mathematical problem and it refers to the scenario where we assume
that the inputs can be linearly combined to predict the outputs: Consider that we dispose n
training inputs x € R¢ alongside their respective outputs y € R. The inputs are stacked together
to the training data matrix X € R™*? whereas the training outputs are stacked into the output
vector y € R™. In Linear Regression, our model is represented through the parameter vector
w € R? and the predicted output is calculated as y = w’x. The optimal parameters can be found
as the global minimum of the MSE objective:

n
w* = argmin — Z(y —w'x)? = argmin |y — Xw]3
w n P w

The above optimization problem can be analytically solved to yield the following solution:

w* = (XTX)" X'y
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The linear dependence on the input vector significantly restricts the capacity of the model. The
easiest way to bypass this unreasonable restriction is to project the data into a higher dimensional
space through a function ¢ : R? — R™, obtaining the transformed data matrix ® € R™*™. In
this case, we treat the problem the same way as before, i.e. we consider that the outputs can be
expressed as: y = w! ¢p(x), where w € R™ acts linearly on the transformed input. Analytically, it
follows that even in this case, the optimal parameters are easily calculated as:

W* — (@T@)—l@Ty

The increased capacity may inevitably induce the problem of overfitting. As we already discussed,
an effective countermeasure is to regularize our solution, for instance with the weight decay term.

In this case, the parameters can be found from the solution of the following problem:

1 n
w* =argmin{ 3 (y — w'p(x))? + aw"w b = argmin{|ly — Dw|j3 + Aw"w}
w n w
i=1
The analytical solution is still straightforward, without being greatly affected by the introduction

of the regularization term:

w* = [(@%)*@T n )\I}y

Figure 3.2. The red line interpolates the data with a simple line y = ax + b, whereas the purple curve
fits the data through a quadratic polynomial. Increasing the model capacity (black curve) leads to a solution
that perfectly fits the data points but it is very unlikely to interpolate unseen data smoothly.

3.4.3 Clustering

Data clustering is maybe the most instructional way to introduce someone to Unsupervised
Learning. Here, the goal is to partition the input space into groups, where each group ideally
contains inputs that are semantically similar. The most simplistic approach to perform data
clustering is the K-Means algorithm: The clusters in this case are represented by K centroid points,
randomly initialized, which are then iteratively refined based on the inputs belonging to the cluster
in that specific timestep. This algorithm performs hard clustering, where it is presumed that each
data point can only be member of exactly one cluster. The Gaussian Mixture Model (GMM) fits
to the training data a mixture of Gaussian distributions. The optimal mixture parameters are
obtained through Maximum Likelihood Estimation and once they are calculated, a data point can
be stochastically assigned to each cluster through a probability that represents the likelihood of

that point belonging to a specific cluster.
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3.5 Deep Learning

Deep Learning has taken the world by storm in the last decade since the work of Krizhevsky et
al. [Kri+12|, when they were the first to achieve the training of a large deep neural network that
led to state-of-the-art results in the ILSVRC2012 image classification competition. Since then,
Deep Learning holds the lion share of research in the ML community and it has been adopted to
tackle challenging problems with exceptional success. This section is dedicated to represent the
nuts and bolts of DL; from the underlying architectures to the training procedure that efficiently

fits massive amounts of data to DL models.

3.5.1 Deep Learning Basics through the Paradigm of MLP

Multi-Layer Perceptrons

In preceding sections, we discussed about the perceptron introduced by Rosenblatt [Ros58].
This algorithm produces an output by multiplying each element x; of the input vector x € R?
with the respective weight w; of the parameter vector w, then adding a bias b and applying a
threshold function. In the case where we want to produce an output vector y € R® instead of a
single number (as it happened in the binary classification case), we can apply this linear operation
C times (where C: the number of outputs), with different weights for each output element. This
operation can be compactly expressed through the weight matrix W € R*? and the bias vector

b € RY : y = Wx + b. Visually, the above operation can be demonstrated as follows:

input layer

e output layer

AN

Figure 3.3. A perceptron with many outputs. Figure was obtained from David Stutz’s blogpost

In the above structure, each unit (or node) is called neuron (a term loosely based on neuro-
science) because it receives input from many other units and produces its own activation value
which is the result of the linear operation. In Multi-Layered Perceptrons (MLPs), neurons are
grouped together in layers and those that belong in the same layer are unable to interact with each
other. For instance, notice the lack of connections between neurons in the input layer in Figure 3.3.
The simple structure of the above figure assumes that the inputs and outputs are immediately con-
nected. However, it is possible to introduce many hidden layers between the input and output
layers to increase the expressive capabilities of our models (c.f. Figure 3.4). Considering L hidden
layers, each layer can be represented by the vector of its hidden units y(*) € Rm(i), 1 =1,.., L.
The activations of hidden units can be obtained as in the case of two layers, where the input is
received from the neurons of the preceding layer: y(® = W@y(@=1 4 b The final output is
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differentiable w.r.t. to the parameter vector 8 = {W(i),b(i)}f:1 and it can be obtained through

the following expression:

y = WEWED (Wix+ b))+ bLY) 4 pb)

15t hidden layer L™ hidden layer

input layer output layer

)
(=) (=)
/

&

(22
/
(&

Figure 3.4. The depiction of a multi-layer FEN. Figure was obtained from David Stutz’s blogpost

To sum it up, an MLP model ingest an input x € R? and produces the output y € R,
based on its current parameters 6. The activations in each hidden layer can be calculated in a
parallel fashion through a matrix multiplication. Once they are obtained, these activations can be
propagated forward to obtain the respective activations of the next layer. This process is called

forward propagation.

Activation Function

An omnipresent notion associated with DL models is that of activation function. In MLPs,
the activations of a hidden layer are mapped through an affine transformation to the activations
of the next hidden layer’s units. In practice, it is common to apply some element-wise function
¢ : R — R to the results of such affine mappings. This transformation is colloquially termed as the
activation function. Therefore, with the introduction of the activation function, the units in hidden
layer are obtained as: y() = ¢(W(i)y(i_1) +b™) (where ¢: the element-wise application of ¢).
Earlier works on the field mostly considered Sigmoid and Hyperbolic Tangent (Tanh) functions as

the most suitable candidates:

1
e~
Tanh(z) = —— < —
et +e” "

However, in Deep Neural Networks those activation functions deteriorate the training performance
of the model. The most dominant choice is the Rectified Linear Unit (ReLU) function:

ReLU(z) = max(0, x)
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In the classification setting, we desire to transform the output layer (also called the logit vector)
into a probability vector, where each element represents the confidence that the model assigns to
each class for any given input. An easy way to obtain such a probability vector p = [p1, ..., pc]

through the logits y = [y1, ..., ¥ is through the Softmax function:

p; = Softmax(y); = C@fp#
> =1 exp(y;)

Gradient-Based Learning

The previous paragraph presented how a simple MLP model predicts the output through ma-
trix multiplications and applications of the activation function, from an algorithm called forward
propagation. Initially, there is no way of predict the optimal parameter vector; one has to ran-
domly initialize it. Of course, these random parameters will produce rather unsatisfying predictions
about the outputs. Gradient Descent provides a principled approach to iteratively update the
parameters in order to improve the model’s performance.

First, we shall invoke the notion of loss function from earlier sections: For example, in the
classification setting, one wants to obtain the parameters that minimizes the empirical risk. The 0-
1 loss is not suitable for gradient-based learning due to its non-differentiability hence we will resort
to some surrogate loss. The cross-entropy loss is the most widely used option for the surrogate loss
in classification literature:

C
CE(y,9) = —>_ vilogi
=1

The introduction of this differentiable loss makes it possible to connect every parameter with a
single scalar (the loss value) that quantifies how well they perform at estimating the output. The
gradient VgL (x,y;0) of this scalar with respect to the parameters 8, indicates the best direction
that we can move our parameter vector in order to minimize the loss function (this follows from
the first-order Taylor approximation of £). In the optimization literature, this is known as the

Gradient Descent algorithm:
0,5 = at_l + ntvg]E(xvy)diaca M(Xa Yy 0)]

Recall that all we have at our disposal is a finite number of samples from the data distribution.
There are many different variants of Gradient Descent that we can exploit to minimize the empirical
risk, but in DL, the most prevalent is Stochastic Gradient Descent (SGD): Instead of approximating
the true gradient by averaging through the entire dataset, we’re sampling a subset B of the dataset

D, called batch, and the average is taken over this set:

|B]
01 =01+ Vo DU 0).3)
SGD offers an affordable way to approximate the true gradient; using the entire dataset would be
prohibitively expensive both in terms of runtime and memory consumption. Inspecting the two
ends of the batch size spectrum, if |B| = 1 then the estimated gradient is extremely noisy but the
parameter updates are more frequent, whereas if |B| = N, each paramater update uses the true
gradient but it is considerably slower, sometimes without even providing significant performance
gains. In our above discussion, we presented the vanilla version of SGD where the update rule is
simply a scaled version of the gradient. Polyak [Pol64] proposed Momentum methods that were
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devised to accelerate learning, in settings where the optimization objective is characterized by high
curvature. The update rule is slightly modified with the introduction of the velocity vector u and

it can be formulated as:

w = augy — Vo > ((f(xi:0),y:)
0, =0,_1+u

where a: a hyperparameter that regulates how quickly the contribution of past gradients is decay-
ing. Another category of optimization strategies with increasing reputation is Adaptive Methods.
The essence of adaptive methods is that the learning rate associated to each weight is refined in
every iteration based on the history of its past gradients w.r.t that specific weight. Kingma and Ba
[KB15] introduced Adam, which unequivocally can be labeled as the most popular variant of such
optimizers. The conventional wisdom surrounding these different optimization strategies is that
adaptive methods converge significantly faster than SGD, but SGD yields better generalization
capabilities.

Backpropagation

By this point, it should be clear how Gradient Descent enables us to iteratively adjust the
parameters of a model in order to minimize the empirical risk. An important question that is
yet to be answered is how one can efficiently obtain the gradients of the loss w.r.t every network
parameter in the first place. This can be done through the Backpropagation algorithm (abbr. as
Backprop), proposed by Rumelhart et al. [Rum-+86].

The functionality of Backprop hinges on the chain rule. Chain rule enables us to compute the
gradients of a compositional function of the form f(g(x)) where f : R™ — R", g : RF — R™ x € RF,
by multiplying the respective gradients (assume that x; = g(x)):

Vixf(g(x)) = Je(x1)Tg(x)

where: Jg € R™*™ J, € R™*F the Jacobian matrices of f and g. In the MLP case, the output layer
is the result of composing multiple affine transformations followed by non-linearities. Denoting as
x() the i—th layer activations and f; the i—th layer transformation (note that for sake of clarity

we omit to include the parameters 6; of each layer), it follows that:

y =xP = f1(fr-1((F1(x)))

Hence, the per-example loss I(y, §) gradients can be computed w.r.t the activations of I-th layer-and

hence w.r.t to its parameters 0 as follows:

qu)l(y, y) = VX(L)l(y, y) . Jx(L—l) (X(L)) L. Jx(z) (X(l+1))

This is the gist of Backpropagation. Essentially, its computational efficiency arises from the fact
that the first term in the RHS of the above expression is a vector (since the per-loss example
is a scalar) therefore we are sequentially performing vector-matrix products. The matrix-matrix
products would’ve added a significant computational burden, had we applied the chain rule from
first to last layer.
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Other Components in Deep Learning Models

Normalization Layers. Stacking multiple layers culminates into models of massive depth that
are hard to train due to problems such vanishing or exploding gradients. An effective solution, that
increases the resilience of DL models against such problems is the addition Batch Normalization
(BN) layers [IS15]. BN layers standarize the statistics of hidden units, yielding activations with
zero mean and unit variance. The term batch stems from the fact that the hidden layer statistics
are computed in each batch of training data. The standardization is also followed by an affine

transformation of learnable scale and shift element-wise vectors.

Addressing Overfitting. Deep Neural Networks are egregiously overparameterized, meaning
that their number of parameters (and the model capacity) is more than enough to learn the
training data. This could inevitably lead to the overfitting problem. Data Augmentation is a
technique to reduce the effect of this issue, by adding new training data (so the mismatch between
training data and learnable parameters is reduced). This can be artificially achieved by injecting
transformations of the existing data into the train set. Another trick that aids the prevention of
overfitting is Dropout [Sri+14]. Dropout essentially refers to the procedure where during training,
each unit (and all the connections associated with it) is stochastically disabled with a probability
p. Intuitively, dropout semantically coincides with the training of an ensemble of exponentially
many models. Another popular strategy to ameliorate overfitting is Farly Stopping, where instead
of returning the parameters of the model in the end of the training procedure, the model’s final

parameters are set to those that yielded the smallest training-validation error gap.

3.5.2 Architectures of Deep Learning models

Convolutional Neural Networks

Convolutional Neural Networks [Fuk79; Lec89] (abbr. as CNNs) are networks designed to
efficiently proccess data with a grid-like structure, such as images. Their functionality hinges on

the convolution operation, which in the case of 2D-signals like images can be formulated as follows:

I/[i’j] = (I* W)[Zvj] = ZZI[W,H]W[’L —m,j —TL}

:ZZI[i—m,j—n]W[m,n]

This is exactly how convolutional layers compute the activations of the next layer. Instead of
applying affine transformations, those layers convolve their input with a weight matrix, also called
kernel, to produce the output, also called feature map. Images are 3D tensors since, other than
height and width, they also have a third dimension associated with their number of color channels.
Hence, the input I € RT*WXC in convolutional layers is convolved channel-wise with a kernel
W € RB1xB2xC and then the results is added across all those channel-wise convolutions. The
output spatial dimensions depend on whether the input is padded or how much the kernel shifts
in every convolution operation (also called stride). Usually, in a convolutional layer, the input
is convolved with many different kernels to produce an output with many channels. There are
certain properties of CNNs that render them greatly appealing: (1) They have sparse interactions,
i.e. each output node interacts only with a local neighbourhood of the input, (2) Their parameter
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sharing, referring to the property where the same weight kernel is used across the whole image;

this property has as an immediate corollary that CNNs are equivariant to translation.

input image
or input feature map

p—

output feature maps

=
T

Figure 3.5. Illustration of a single convolutional layer. Figure adapted from David Stutz’s blogpost

CNNs also include another type of layer that transform its input feature maps based on their
local neighborhood, called pooling layers. For example, a max-pooling layer outputs the maximum
activation unit among the square neighborhood of its input, whereas the average-pooling layer
calculates the average of the activations in such square-shaped vicinities. Pooling layers confer
translation invariance to CNNs, which is particularly beneficial in many applications. A typical
CNN is comprised of alternating convolutional and pooling layers, yielding an output that has the
spatial structure of a 3D-tensor. In Image Classification, for instance, it is common to apply a
global average pooling to this output, then flatten the result of this operation into a simple 1D

vector and passing this holistic image embedding to an MLP in order to obtain a label prediction.

Recurrent Neural Networks

Recurrent Neural Networks (also called RNNs) is another specialized kind of architectrues,
specifically designed to handle sequential data, much like CNNs are invented to perform com-
putations in grid-like data. The computational process in RNNs can be easily summarized by
Figure 3.6. The hidden layer in RNNs is comprised of neurons that are called the hidden state.
The hidden state at t—th timestep is a vector h® that has accumulated information from all pre-
vious timesteps and it can be combined with the input x(*) to produce the updated version of the
hidden state for the next time step. This procedure can be formalized as: h) = f(x®, h(tfl); 0).
Similar to MLPs, this function f may be the application of a non-linearity of top of an affine
transformation. The dashed arrows above the hidden layer’s units depict the prospect of adding
multiple layers in our network, such as an output layer which receives the current hidden vector
to infer the output of that specific timestep. The forward propagation in RNNs, for a sequence
of length 7, is an inherently sequential procedure hence it has computational cost of O(7). The
gradients in such networks are computed through an algorithm called Back-Propagation through
Time (BPTT).

This is the most basic form of RNNs and is hardly used to solve any applications that require
sequential computing. In recent years, RNNs have evolved into many different variants and we

succinctly mention the most significant ones:

e Bi-directional RNNs [SP97|, which process information in both directions. In the vanilla
RNN, the input is treated as having a causal structure, where it is implied that the hidden
state can carry information only from previous timesteps. However, in some applications,

it may be expedient to exploit information in the reverse direction. Bi-directional RNNs
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Hidden Layer

Input Layer

Figure 3.6. An illustration of the vanilla RNN

.
achieve this by manipulating the input both from left to right (with a hidden state h () and
from right to left (with a hidden state (H(i)), combining those "dual" hidden states in each

timestep to produce their output.

e Long-Short Term Memory (LSTM) models, introduced by Hochreiter and Schmidhuber
[[IS97]. The key module of such models is the LSTM cell. Each cell is characterized by
its cell state vector ¢(*) and its three gate vectors f(t)7 i(t), o® (forget, input, output gate re-
spectively). The forget gate regulates the amount of the previous cell state that is preserved
in the new one, the input gate controls how the new input information will affect the cell
state, whereas the output state updates the regular hidden state with the information that

is carried into the cell state.

Transformers

Transformer, proposed by Vaswani et al. [Vas}17] is another type of architecture that has
gained a lot of reputation recently. The input to the the transformer is a sequence of tokens
x = (X1,...,Xp), where x; € R?. The transformer processes those tokens in a way that allows them
to exchange information, through the self-attention operation, to produce the output embeddings
z = (21,...,2,),2; € R% In its most simplest form, the transformer projects the input tokens
into three sequences of vectors Q,K,V standing for Queries,Keys and Values respectively. Then,
the similarity between each query-key pair in the sequence is measured through the scaled dot-
product module. Those similarities are stacked into the attention matrix, which is then multiplied
with the values’ sequence V to yield the sequence of output tokens. This procedure can be readily
understood by inspecting the visualization in Figure 3.7. However, in reality, this attention module
is repeated many times, yielding the Multi-Head Attention structure, where each head is performing
this type of attention operation. Then, the output sequences of all heads are concatenated and
passed through an additional dense layer to project the output in the space of dimensionality that
matches the input.

Typically, Transformer architectures are consisted of two parts: the Encoder and the Decoder.
The encoder is responsible for mapping the input into a meaningful representation, where the
interactions between different parts of the input have been properly encoded into the output se-
quence of tokens. A typical encoder consists of multiple Multi-Head Attention modules followed
by Normalization and Feed-Forward layers. The decoder module is quite similar to the decoder
(structure-wise) and learns how to decode the attended input representation to produce the desired
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Figure 3.7. An illustration of Transformer architecture, with only one attention head.

output. A deeper understading and description of the inner workings of the Transformer archi-
tecture transcends the intended scope of this thesis. We should mention, however, that this novel
architecture has been widely adopted in NLP with exceptional success, see e.g the BERT model
[Dev+19] and later it also demonstrated similar performance with CNNs to Computer Vision tasks,
see e.g the Vision Transformer (ViT) [Dos+20].

3.6 Deep Generative Models

Generative Modelling is a chapter of monumental importance in ML community. Our previous
discussion was primarily focused on the classification paradigm, where the networks designed to
solve that specific task can be considered as attempting to model the conditional distribution
p(y|x). However, Artificial Intelligence (AI) and the quest of building machines that can perform
reliable decision making can’t be content with that information alone. Deep Generative Models
(DGMs) are studied in order to broaden the general capabilities of Machine Learning. If we had to
sum it up in a few words, we’d say that such models aspire to find a way of representing the data
probability distribution p(x). Some instances of DGMs aim to achieve this directly whereas others
approach this problem implicitly, by offering the opportunity to perform other useful operations,
such as drawing samples from p(x).

In this section, our goal is to introduce the most representative instances of DGMs, namely:
Generative Adversarial Networks (GANs) and Variational Autoencoders (VAEs) which only im-
plicitly model the data distribution and Normalizing Flows (NFs) which explicitly learn to approxi-
mately represent this distribution. All those instances of DGMs have one major shared component:
they all are latent variable models, i.e. their operation hinges on the premise that there is a (lower)
dimensional latent space that compactly captures hidden factors in data and those data are gen-
erated as follows:

z ~ p(z)

x ~ pg(x|2z)

(3.1)

48

1Zn)



3.6.1 Generative Adversarial Networks (GANs)

3.6.1 Generative Adversarial Networks (GANs)

Generative Adversarial Networks (GANs) [Goo+14] are comprised of two major components,
the generator G and the discriminator D, which compete each other in the following sense: The
generator learns to map random noise z ~ p(z) (where z € R¥) to the data space G(z, 0,) € R,
The discriminator learns to discern between fake and real images, yielding as output a single
scalar D(x,0,) which denotes the probability of x being an image from the real data distribution
Pdata- Both of these components are represented through Deep Neural Networks e.g. MLPs in
their simplest form. The training of GANs amounts to a two-player minimax game that can be

formulated as:
mci;n mDin V(G,D) = mén mDin Exnpania(x) 109D (X)] 4+ Eqpp(z)[log(1 — D(G(2)))]

Thus, the discriminator simultaneously maximizes the log probability of real and generator data
being identified as real and fake respectively, whereas the generator minimizes the latter objective.
At the end of training, we can discard the discriminator and sample new data from the generator
as: z ~ p(2z) : Xpew = G(2).

d
Generator Discriminator
— = D(G(z)) € [0,1]

Figure 3.8. A high-level demonstration of typical GAN architecture.

’l

GANSs can produce samples with incredible visual plausibility, however the standard training
procedure is rather delicate and unstable. Besides that, standard GANSs also suffer from the prob-
lem of mode collapse, where generators draw samples from only a tiny proportion of modes in the
distribution, hence the synthesized samples are lacking diversity. An important step towards pro-
viding effective solutions against such problems was prescribed by the introduction of Wasserstein
GANs (WGANSs) by Arjovsky et al. [Arj+17], which establish a slightly different training objective
and WGAN-GP [Gul+}17], an improved variant that improves training stability by penalizing the

input gradients’ norm of the critic/discriminator.

3.6.2 Variational Autoencoders (VAEs)

Variational Autoencoders (VAEs) [KW14] is a probabilistc version of determnistic autoen-
coders. This class of models fits to the mathematical framework of Variational Inference, where
one tries to approximate a given distribution through a family of parameterized distributions.
When adopting the generative process of Equation 3.1, calculating the true density pe(x) and
the true posterior pg(z|x) is intractable since: pg(x) = [, po(z|x)pe(z)dd. VAEs resort to ap-
proximating the true posterior through gg(z|x) (called approximate posterior). Overall, they are

constituted of two parts:

e The decoder, which models the distribution pg(x|z). For binary data, this distribution is
modelled as a Bernoulli distribution of unknown parameters. The decoder maps an input
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latent code to the probability vector of this Bernoulli distribution

e The encoder (or recognition network), that models the distribution g4(z|x). For example,
we can assume that gy (z|x) is a Gaussian distribution, thus the encoder receives as input

the data point x and outputs the distribution’s statistics, i.e. mean and variance vectors

pg(X), 0 (X)-

The training of VAEs is done through the maximizaiton of Evidence Lower Bound (ELBO),
which lower bounds the data likelihood:

log pe(x) > ELBO(0, ¢; x) = Egy(zx)| — log go(z|x) + logpg(x7z)]

= —KL(qg(2[x)[pe(2)) + Eq, (21x) [ log po(x|2)]

(3.2)

where the prior pg(z) is usually set to the normal distribution A'(0,T). The KL divergence term can
be analytically computed for normal distributions, whereas the second term can be approximated
through Monte Carlo sampling and quantifies our desire of having high log-likelihood for latent
codes drawn from the approximate posterior. Notably, the gradients w.r.t encoder’s parameters ¢
of the latter expression in Equation 3.2 exhibit extremely high variance, with Kingma and Welling
[KW14] proposing the repameterization trick to reduce it. This trick considers the latent vector
as the result of a deterministic mapping, exploiting a property associated with Gaussian random
variables, i.e.:

€~ N(0,1): 2 = pp(x) + €O 04(x) = 2~ N (), 0(x)])

| | hg(a) € RF GN /\

—>.< /‘ﬁ;@_,ﬂ_, Decoder | —p 7

€ RF
o4(z) € R D2~ ap(zle)

Sampling from g4 (z|z)

Figure 3.9. A high level illustration of a typical VAE architecture. The dashed rectangle depicts the
procedure of performing the reparameterization trick.

3.6.3 Normalizing Flows (NFs)

Normalizing flows (NFs) [TT13] provide a general way of constructing flexible probability dis-
tributions over continuous random variables. NFs express real data x € X, X C R? as a trans-
formation f: Z — X of a real vector z € Z that is distributed according to pz(z). If we restrict
this transformation to be invertible (with inverse g = f=1,g : X — Z) and differentiable (a.k.a.

diffeormorphisms), then the change-of-variables formula enables us to calculate p(x):

px (%) = pz(9(x)) - [det Jx(9(x))] (3.3)

where Jx(g(x)) is the Jacobian d x d matrix of all partial derivatives of g. Essentially, NFs model
such transformations through neural networks. Typically, those transformations can be designed

as the composition of many individual diffeormophisms ¢;: ¢ = gx © gx—1 © ... 0 g1, where g;
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transforms z; into z,_1, assuming x = zx,z = zg. In this case, the Jacobian of g can be calculated
as the product of the individual Jacobians, hence the change-of-variables formula can be expressed

as follows (simultaneously, we apply the log operator):

K
log p(x) = log p(g(x)) + > _ log | det I, (gs(zi-1)) (3.4)

NFs essentially refers to the scenario where this diffeomorphism ¢ is constructed through Deep
Neural Networks. The training procedure maximizes the log-likelihood expression of Equation 3.4.
The most essential part when building NFs is to carefully design those transformations in order
to obtain tractable Jacobian determinant terms; For an arbitrary d x d matrix, calculating the
determinant has a time cost of O(d®). However, such a computational cost is prohibitively large
for high-dim data and thus it should be decreased to linear complexity O(d).

In the literature of NFs, there has been proposed a plethora of different ways to efficiently
construct such mappings and this class of DGMs has been used to provide novel solutions for
many applications across many different modalities i.e. images, speech, text. For a comprehensive
review, we highly recommend the perusal of [Pap+21]. However, we shall point our direction
towards three works: NICE [Din+15], ReaNVP [Din+17] and Glow [KD18|. The former two
papers are considered as a predecessor of the latter, which constitutes one of the most popular
works in this field; hence, they make a strong candidate for an introduction on NFs.

Generally, NFs have some enticing properties that GANs and VAEs do not possess: (1) They
can perform exact inference, exactly mapping the input x to a single latent code z (VAEs only
perform approximate inference, whereas GANs can only be inverted through Gradient Descent)
and (2) They can serve as density estimators, providing the capability to exactly calculate p(x)
(VAEs can only compute a lower bound of this quantity).

Affine Coupling Layers. Affine Coupling Layers were initially proposed in Dinh et al. [Din-+15]
to create expressive diffeomorphisms through neural networks with tractable Jacobian terms. Cou-
pling layers works as follows: The input x € R? is split into two components, x; € R4, x, € RI~h
(usually dy = d/2). Then, the first component remains intact z; = x;, whereas in the second
component we apply an affine transformation mapping : zs = exp(s(x1)) ® x2 + t(x1), where
s(x1),t(x1) € R4™% have been generated through a NN with parameters 6. This type of layer

models an invertible mapping since:

77 — X1

} N X1 =127
25 = exp(s(x1)) © X5 + £(x1) x = (72— t(x1)) exp(—s(x2)

The Jacobian of this mapping has an lower triangular form:

0z Iy 0a—d
o[ 1 3.5
x [gﬁ diag(exp(s(xlml "

Hence, the log-determinant of this Jacobian amounts to the sum: Z?;fl s(x1);. Figure 3.10

visualizes the inner workings of a coupling layer.

Permutation Layers. Since the coupling layer leaves a part of its input unchanged, it is neces-

sary to apply some permutation transformation in order to modify the unchanged part. This can
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s(z1) € R9™4 —

< g Concat | —»

t(z1) € Rm T
I:l > Affine

L Ty € Rd—d1 exp(s(z1)) © x2 + t(x1) B
z € R? z € R4

xr1 € R%

NN with
params 6

—9P | Split

Figure 3.10. A high level illustration of a standard affine coupling layer.

be done through a binary mask b, hence the coupling layer transformation is compactly written
as:
z=boOx+(1-b)O® (x® (exp(s(b®x)) +t(b®x))

Dinh et al. [Din+17] proposed two masking strategies: (1) a checkerboard masking scheme, which
alternates the Os and 1s after each coupling layer and (2) a channel-wise masking, which masks
out half of the channel dimensions.

A typical processing block in RealNVP is comprised of three coupling layers with alternating
checkerboard masks, then they perform a squeezing operation, and finally apply three more cou-
pling layers with alternating channel-wise masking. The squeezing operation trades spatial size for

channel dimensionality.

Multi-Scale Architectures. Instead of propagating the vector x € R? through all the coupling
layers, Dinh et al. [Din+17] suggest that it would be expedient to employ a multiscale strategy:
first, the vector x is passed through a block of transformations and half of the z dimensions are
factored out, without applying further processing. Then, the remaining dimensions are passed
again through such a block, with another chunk of z being factored out and so forth and so on.
This provides a major benefit memory-wise, since the smaller vector can be processed for many

more layers than the full-dimension vector.

Invertible 1 x 1 Convolution. In general, the Glow model [KD18] resembles vividly the Real-
NVP architecture, but they devise a new type of layer that lent further performance gains. Kingma
and Dhariwal [KD18] dispense with the permutation layers and instead propose to use 1 x 1 con-
volutional layers. Convolving the h X w X ¢ tensor h with a ¢ X ¢ matrix W has the following

log-determinant:
Oconv2D(h, W)

oh

The cost of computing det(W) is O(c?), but the LU decomposition trick reduces it to O(c). They
model W as follows:

log‘det( )‘:h-w-log|det(W)\

W = PL(U + diag(s))

where P, U,L are a permutation matrix, a lower triangular matrix with ones on the diagonal
and an upper triangular matrix with zeros on the diagonal. The log-determinant is computed as:
log |det(W)| = > log|s[;. The permutation matrix remains fixed during training, whereas the

other three components are trained.
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Chapter 4

Adversarial Machine Learning

This chapter delves into the field of Adversarial Machine Learning, which essentially consists
the primary research topic of this present dissertation. Here, our goal is to thoroughly introduce the
core ideas of this field through providing the proper background, as well as to present a multitude of
research byproducts that helped the community to gain a deeper understanding for Deep Learning

models.

4.1 Introduction

Deep Learning based models have been established as the de facto standard to tackle a plethora
of tasks across many different domains. The universal adoption of such models was triggered by
the seminal work of Krizhevsky et al. [Kri+12], where they managed to exploit parallel-computing
hardware to train CNNs with extreme efficiency and obtain unprecedented results in the ILSVRC-
2012 competition. However, Szegedy et al. [Sze+14] demonstrated that DL-based image classifiers
are vulnerable to imperceptibly modified inputs, colloquially known as adversarial examples, that
have been maliciously generated in order to change the system’s decision making. This phenomenon
is fully comprehended through the examination of Figure 4.1, where adding a humanly undetectable
amount of noise to the clean image leads to a new image which is erroneously classified from the

system.

X 5 33/

"Panda" with 57.7% confidence Imperceptible Noise "Gibbon" with 93.3% confidence

Figure 4.1. Adding impercetible noise dramatically alters the classifier’s decision.

This counter-intuitive property brings forth important questions that seek for answers. Such
models has been used in a variety of applications where reliable and secure decision-making should
be an imperative trait of their deployment, e.g. in Autonomous Driving failing to correctly detect
a stop sign could lead to pernicious consequences. It is needless to say that the discovery of this

intriguing phenomenon urged researchers to study it in a great extent, both for illuminating the
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reasons of its existence and for building credible systems that are robust to such discontinuities.
The procedure of producing such misleading examples is known as Adversarial Attacks, whereas
enhancing the stability of DL models against such inputs is referred as Adversarial Defenses.

At this point we should mention that adversarial attacks are ubiquitous in the DL literature
and have appeared in various domains such as images, audio signals or text documents. However,
we will study this phenomenon from the image classification perspective, where the attacks are

generated to deceive image classifiers.

4.2 Adversarial Attacks

This section initially dedicates its content to lay the proper mathematical ground for crafting
attacks and will help the reader to readily follow the presentation of ensuing related work. Be-
sides that, we attempt to separate algorithms for generating adversarial attacks based on different
discriminating factors and present the most accepted prescribed interpretations that explain their

existence.

4.2.1 Threat Models

The most important concept, prior to mathematically formulating the problem of finding ad-
versarial attacks, is the allowable set of perturbations, also called the threat model. Ideally, for a
clean input x € X', where X : the image space [0, 1,...255], a neat definition of the threat model
would be:

O(x) = {x' € X|x',x are visually (to the human eye) identical}

The ultimate aspiration of studying robustness in the DL setting is to build models that behave
uniformly for every input x’ € O(x). However, this formulation is impractical since there is no
principled approach to express such a human "oracle" mathematically. The most prevalent model,
which replaces the visual imperceptibility constraint with euclidean distances, is the £,-norm threat

model, where the permissible adversaries are confined within the £,-ball of radius € around x:
Ax)={x' e X :|x' — x|, <€}

where €: a small constant, expressing our desire of producing adversaries x’ € A(x) that are
ostensibly identical to their clean versions. The £,-norm adversaries constitute the most studied
threat model across the literature, implicitly introduced by Goodfellow et al. [Goo-+15]. Different
values of p suggest distinct types of constraints that we impose to the adversary: If p = oo, we
restrict the perturbation’s maximum element to €, whereas if p = 0 the adversary can only change
a small amount of pixels in the image. The most common choices for the value of p are p = oo or
p=2.

Despite its wide adoption, the £,-bounded threat model has been scrutinized since close prox-
imity in terms of £,-norm doesn’t necessarily translates to visual imperceptibility, nor it is required
for visually identical pairs of clean-perturbed inputs to have small ¢, distance [Sha+18]. However,
in practice, algorithms that craft £,-bounded attacks generate adversaries which cannot be visually
distinguished from their respective clean inputs. An important issue related to this threat model
is that classifiers that are trained to perform well against such adversaries are unable to generalize
their resilience against unseen (during training) threat models; other forms of distortions, such
as spatial transformations or image recolorings can degrade the model’s performance to trivial

percentages.
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Nevertheless, studying the £,—norm threat model, both from the attack and defense perspec-
tives, can be bolstered by two important arguments: (1) It is mathematically well-defined, which
facilitates the task of devising new defenses and (2) It can be considered as a subset of the original
robustness problem, where failing to adequately solve it would probably mean that we should not
have high expectations of achieving general robustness in the DL setting.

In the following discussion, we will frequently mention that some attack method leads to
stronger adversaries than another; The ranking between different methods for a given classifier
is quantified through the Attack Success Rate (ASR) on the test set: For a given adversarial at-
tack algorithm, ASR denotes the percentage of test set examples that were successfully perturbed

by the algorithm.

4.2.2 A taxonomy of Adversarial Attacks

Here, we will discern the methods that produce adversarial attacks based on different criteria,
associated with the amount of knowledge that the adversary has at its disposal and the requirements
that the crafted outputs should satisfy. This brief discussion is helpful since it introduces the most

basic terminology that everyone should come across when delving into this research field.

White-box vs Black-Box. Adversaries can be separated into White Box and Black Box, de-
pending on the available information. There are two extreme cases: The adversary has full access

to every aspect of the model e.g. both its architecture, weights and the training dataset. This

! U

class of attacks is referred with the term "white box" and the most apparent way of harnessing
this information is to calculate the model’s gradients w.r.t the input in order to guide the genera-
tion process. At the other end of the knowledge spectrum lies the "black box" attacks, where the
adversary can only query the threatened model, obtaining the most probable class for the input
with its associated confidence or even the full logit vector. Black box attacks, in their own right,
are divided into different categories based on how they opt to approach the lack of knowledge (See
Section ).

Generally, for a given classifier, white-box adversaries should give rise to more powerful attacks
than black-box methods; if this general principle is not true, it indicates that the classifier most
likely impedes the gradient-based approaches e.g. because it contains a randomization module.
This behaviour, as we shall discuss later in depth, is the root of major controversy in the literature

of Adversarial ML and it constitutes the problem of gradient masking.

Targeted vs Untargeted. Recall that in the image classification setting, the attacker aims to
change the classifier’s predicted label for a given input. Adversarial attacks can be partitioned
based on whether we desire the system to classify the input as belonging to a certain class (target
class) or not. In the former case, the adversary generates targeted attacks, whereas in the latter
case the attacks are called untargeted. However, the transition between the targeted and untargeted
versions of an algorithm is trivial most of the times e.g. in white-box attacks, instead of following
the ascent directions to minimize the true label’s prediction, the generation can be posed as the
maximization of the target label’s confidence.

As in the case of white vs black box methods, the untargeted version of an adversary should
yield stronger attacks than its targeted variant (with randomly chosen target classes), for a given
classifier. Observing the opposite behaviour is probably an indicator that the model returns noisy
gradients hence the gradient-based methods are performing poorly.
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Beyond the /,—bounded threat model. The {,-norm constraint has been imposed in order to
preserve intact the visual content of the image, as perceived by a human observer. There are many
other ways to produce imperceptible perturbations without being limited to small euclidean mag-
nitude: Xiao et al. [Xia+ 18] produced adversarial perturbations through constructing adversarial
pixel displacements (optical flow); Engstorm et al. [Eng+19b] demonstrated that small rota-
tions and translations suffice to deceive image classifiers. Also, GAN-based approaches [Zha+18;
Son—+18a] have managed to exploit the representational power of GAN generators to create out-
puts that are misclassified by the system, while a human judge can readily classify them to their
ground truth class. Another line of work [HP18; LF19] managed to construct adversarial exam-
ples by slightly recoloring the content of an image. All of these aforementioned methods have in
common that the generated perturbation has unbounded magnitude; Such approaches are dubbed

as unrestricted attacks.

4.2.3 White Box Attacks

Finding adversarial examples can be stated in various ways. Consider a classifier fg : R — R¢
(where 0: its parameters, which sometimes we may omit for clarity purposes) which maps the
inputs x € [0,1]? to the logit vector of C scores fg(x) € RY. A natural way to describe the
generation of an adversary x’ for the input x is:

min ||r||, s.t. argmax f(x+r)#y
’ (4.1)
x+re[0,1]?

The non-linear constraint is impractical when it comes to optimizing this expression. In the fol-
lowing part of this section, we will analyze the alternatives that were prescribed by researchers to
overcome this obstacle. In general, methods that are (loosely) based on this formulation generate
minimum norm perturbations. There is a distinct formulation, fostering the search of solutions (in-
side the £,-ball of radius € around x’) which maximally decrease the ground truth label’s confidence

and can be stated as follows:

max £(fo(x),9) st [ —xllp < ¢
x (4.2)
x' € [0,1]¢

where £: a smooth,differentiable loss function that quantifies the classifier’s ability to assign the
label y to input x’, e.g. cross-entropy for image classification, which acts like a surrogate alternative

of the discontinuous 0-1 loss.

L-BFGS. Szegedy et al. [Sze+14] in their pioneering work, considered the task of finding ad-
versaries through the lens of Equation 4.1. The non-linear constraint was replaced by a penalty
term using a loss function such as cross-entropy (in similar fashion with Equation 4.1). Then,
they sought for minimizers to the following objective through the L-BFGS numerical optimization
method:

min|jr], — £(fo(x+1).y) st x+r e (0,1

Despite its novelty, a grave defect of this approach is the excessive computational overhead of
L-BFGS which is the main reason it has been deprecated.
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FGSM. A straightforward strategy of creating adversaries was introduced by Goodfellow et al.
[Goo+15]. If we consider Equation 4.2 without the constraints, then the gradient w.r.t the input x,
VxL(fe(x),y) indicates the optimal direction (based on first-order information) to move towards
in order to minimize £. Taking into account the desire of restricting the perturbation’s £, —norm,

they introduce a normalization step:

x' =x+e€-sgn(VxL(fo(x),9))

This method is called Fast Gradient Sign Method (FGSM). Notice that it can be extended

easily to the case of fo-norm by rescaling the gradient to have unit magnitude:
Vx£(f9 (X)a y)

IVxL(fo(x),y)l2

In subsequent works, FGSM was evolved into R+FGSM [Tra+ 18] which added a random ini-
tialization step before applying the gradient-based displacement, BIM (Basic Iterative Method)

x'=x+e€-

[Kur+17] which executed multiple smaller gradient steps and MI-FGSM (Momentum Iterative
FGSM) [Don+18] which proposed to integrate a momentum term into the iterative method.

PGD. The iterative (and more powerful) variant BIM, introduced by Kurakin et al. [Kur+17],
can alternatively framed through the classical convex optimization method of Projected Gradient
Descent (PGD). PGD is deployed when we aim to enforce Gradient Descent to find solutions that
are contained into a certain set. In the case of adversarial attacks, this set coincides with the
£,-ball of radius € around the clean input x. Viewing the process of crafting adversaries through
the PGD perspective was first proposed by Madry et al. [Mad+ 18] and it is expressed as follows:

X1 = Pape) (X + 1 normy (Vo £(fa(x:), 1)) (4.3)

where n: the step size which is typically smaller than the radius €, norm,: a normalizing oper-
ator which adjusts the input gradient in order to have unit £,—norm and Pa(x)): the projection

operator which maps the updated iterate into the feasible solution set. Specifically, if we denote

as yiy1 prior to the projection step, then the projection proceeds as follows (for p = o0, 2):
Yt+1
°
- . xt+1
Tyl =Yib1 — X Lt R
/ : R ”.
p=00{rl,,, =max(min(rie),—) 4 .
/ - € .
Xyl =X ATy \
] L
] ° :
ep1 =Y+l — X . L .
=2{p  —e.—Tm 1 3
P B TS {7 P 1 3
/ *e !
Xt+1 =X+ Ty * .

Finally, the adversary is obtained either from selecting the last .
Figure 4.2. A 2D example of

how a single update works in the
iterate that reached the lowest objective value (in an early-stopping PGD algorithm, in the {2-norm

iterate xp, where T: the number of iterations or alternatively, the

manner). Whenever it is computationally affordable, instead of case.
initializing the starting point as the clean example, a random perturbation (uniform or normal) is
added to x and the procedure is repeated multiple times from different initial points. It is worth

mentioning that PGD has prevailed as the most standard algorithm of generating adversaries, in
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the case of {-bounded attacks. It forms the basis for even more elaborate techniques of attacking

image classifiers, and also, it can be exploited in order to increase the robustness of neural networks.

C&W. Carlini and Wagner [CW17] replaced the non-linear constraint of Equation 4.1 through
the introduction of a smooth loss function £(x,y) endowed with the following property: £(x,y) <0
iff argmaxf(x + r) # y, where r: the additive perturbation. They present multiple formulations

of objective functions with this exact property, but the experiments demonstrated the margin loss
(also called CW loss) as the best option:

Low (f(x),y) = f(x)y — rp;ff(X)y

Notice that if Low(x,y) < 0 then f,(x) < max;z, fi(x) thus the network f misclassifies
the input x. An objective function with this type of property is exploited in the following way:

Equation 4.1 can be alternatively expressed through a Lagrangian relaxation:

m}n||r||p+c~£(f(x+r),y) st x+relo,1]? (4.4)

The box constraint is completely dismissed through the change of variables formula, where x
and r are connected as: X +r = %(tanhw +14),w € R% This modification allows to search for

adversaries by optimizing the following expression (for p = 2):

min H%(tanhw +14) — xHj +ec- ﬁ(f(%(tanhw + ld)),y) (4.5)

w

The constant ¢ determines the importance of the term associated with misclassifiaction; greatly
increasing it will most surely result to adversaries but with larger £o-distortion which may be visible.
Ideally, we’d like to set it to the smallest possible constant which successfully finds an adversary;
in practice, they perform grid search into an interval ranging from 0.01 to 100. Equation 4.5 is
best solved by the Adam optimizer.

We purposely omit to present how the C&W attack is extended to other ¢,—norms, since,
besides the increased complexity due to the non-differentiability of other £,-norms, that method
is mostly used for the p = 2 setting. In the p = oo case, the default attack choice is the PGD

algorithm.

JSMA. Papernot et al. [Pap+15] introduced Jacobian Saliency-Map Attack (JSMA) which is
a method of generating targeted attacks of bounded fp-norm. The {y-norm constraint essentially
limits the amount of pixels that can be changed, rather than their intensity. An essential part
of JSMA is the calculation of the Jacobian matrix: Vxf(x) = [8551(),..., aafT(j;)] € REX4 where

f(x) € RX is the logit vector of input x € R, which is done through forward propagation. Then,

the Jacobian information is used to construct a saliency map S(x), where S(x); quantifies the

significance of increasing i-th pixel to the score of class t:

0, agx(:{) <0 or > 8129];;() >0

S(X)l = 5
fe(x 0f;(x)
( Bafi )) ’ Djpt ~ow,|» else

Hence, the i-th pixel is considered important based on both how much it contributes to the
increase of target class’ score and the cumulative decrease in the confidence of all remaining classes.
The most important pixel, according to the saliency map, is altered and the iterative algorithm
proceeds until the perturbed image is classified as belonging to class ¢.
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Other Attacks. Considering that we presented some of the most fundamental methods for gen-
erating adversarial attacks, we further extend our discussion in a more concise manner to introduce
some other works too. DeepFool [Moo+16], a geometrically-inspired method, approximates the
non-linear decision boundaries of DNNs through their first-order approximation and "sends" the
current adversary towards the nearest decision boundary linearization. Croce and Hein [CH20a]
proposed the Fast Adaptive Boundary (FAB) attack, which can be regarded as an evolution of
DeepFool that simultaneously seeks for adversaries that minimize the distance from the clean in-
put. The DDN method [Ron-+19] is another instance of minimum-norm attacks, where the attacker
follows the gradient direction in each step with a perturbation budget e. The bound € is constantly
adjusted in order to find its minimum value that permits the finding of adversaries. Another line
of work is involved with lending performance gains to the PGD algorithm. Gowal et al. [Gow+19]
suggest that instead of investing a large number of iterations to PGD, the attacker should rather
perform fewer iterations with many restarts, wherein each restart the adversary targets a differ-
ent label (MultiTargeted Attack). Croce and Hein [CH20b] devise a novel optimizer, dubbed as
AutoPGD, which has the appeal of being parameter-free and hence is less vulnerable to low per-
formance due to poor hyperparameter tuning. Sriramanan et al. [Sri+20] find that the addition

of an MSE regularization term to the standard margin loss enhances the performance of PGD.

4.2.4 Black Box Attacks

We referred to black box attacks as the setting where the threat model has limited information
at its disposal. In our presentation, we will assume that the target network can be used as an oracle,
i.e. the attacker can query the model to obtain the associated logit vector (or for some cases just
the classifier’s decision). We also presume that the training dataset is available to the malicious
user; The real-world applicability of this conjecture can be criticized, since most of the deployed
ML models do not expose that type of information. There is research that tackles the problem of
adversarial attacks through a more realistic perspective. However, our aim is to superficially (and
succinctly) cover the most essential body of work for black box attacks, since our contribution (See
Section 5) is solely related to the white box scenario.

Transfer-Based Attacks. There is an intriguing feature associated with adversarial examples:
They demonstrate transferability [Sze-+14; Goo+15; Pap+16], meaning that the attacks generated
for some network might be used to fool another one. This behaviour enables a simplistic yet pow-
erful approach, suggested by Papernot et al. [Pap-+16], to produce adversaries without knowledge
of the network: (1) Design a source network S, (2) Create a synthetic dataset, where each input
x from the original training dataset is labeled according to the output of the target network T,
(3) Train S in this exact dataset (knowledge distillation) and finally (4) Perform white-box attack
in the target network 7' and transfer those perturbations to the classifier S. Despite the effective-
ness of this method on networks that are trained in a standard way, its performance is inferior
against classifiers that have been trained to be robust (Section 4.3) and depends heavily on the

architectural similarity between the two classifiers.

Decision-Based Attacks. Here we will discuss about a class of gradient-free methods that
only requires the classifier’s predicted label (instead of the logit vector) to produce adversarial
examples. The most pronounced instance of this category is the Boundary Attack, proposed by
Brendel et al. [Bre-+18]. This method is devised based on very simple geometric intuitions: Sample

a random image xo from a noise distribution, which is classified differently from the clean image
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x and continually traverse across the decision boundary which separates the misclassified with the
correctly classified region, till the algorithm reaches a point which has minimal distance with x.

The traversal along the decision boundary can be ap-
® Lo proximated through a simple heuristic method comprised
Misclassification of two steps: A random perturbation 7, is sampled,
Region such that if added to the current adversary x; the /o-
distance remains unaltered: ||x — x¢|l2 = ||x — (x¢ +
M441)|l2, and then a new perturbation &,, is generated
which can be regarded as a small nugde towards the di-
rection of x, i.e. 0441 = € (x—%x¢+m,;). This algorithm
is vividly depicted in Figure 4.3. If the compound per-
turbation 8,41 + 1, of (£ 4+ 1)-th timestep leads to an
image that is correctly classified then the algorithm dis-
misses it. Hence, this iterative procedures gets as near

as possible to the original image, remaining in the mis-

classified region. Notice that, overall, this method only
Figure 4.3. The visualization of Bound- requires the classifier’s decision to determine whether the
ary Decision attack. perturbation is acceptable or not. Interestingly, this sim-

ple method achieved impressive results but it required
many iterations in order to sufficiently decrease the visual distortion w.r.t the clean input.

Score-Based Attacks. This category contains the instances of black box attacks that only
require to query the classifier, without having any information about the training dataset. The
main ranking criterion between such methods is the average query rate that they need to yield
adversaries. Basic white box methods cannot be applied when the classifier’s structure is unknown
since we are unable to obtain the input gradients. The most direct alternative to the issue of
deficient information is to estimate the input gradients. Chen et al. [Che+17] propose Zero-th
Order Optimization (ZOO), i.e. numerically estimate the gradients and Hessian’s diagonal elements

through the symmetric difference quotient formula:

. 0f(x) _ f(x+he;)— f(x—he;)

= o o
i 0°f(x) _ f(x+hei) —2f(x) + f(x — he;)
v 6;1;2 ~ h2

2

where h: a small constant. Note that this approach only necessitates to query the target system
f, but performing such a calculation for the entire input space is prohibitive in terms of compute.
To bypass this restriction, they recommend to update only one coordinate per iteration, either by
simply using the approximate gradient or even integrating the Hessian information like Newton’s

algorithm.

Uesato et al. [Ues+18] extended the infamous method of SPSA [Spa92] to the framework
of black box attacks; Essentially, a random vector u ~ p(u) is sampled from the Rademacher
distribution and the input gradients g = Vx f(x) are approximated as follows:

g(u) = (f(X + hu) — f(x — hu)) ® %ufl

where u™!: the element-wise inverse of vector u. It can be proven that: Ey pw)[g(u)] = Vi f(x),
hence the gradient is estimated through the Monte Carlo approximation of the true expectation.
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4.2.5 What is the reason of their existence?

Another distinctive member of this black-box subcategory is the SquareAttack [And+20]. The idea
behind this method is to generate random perturbations from a proposal distribution and move
towards the proposed direction only if the resulting image yields higher loss value. The nature
of such distribution is of paramount importance and they elaborately design it to produce noise
perturbations that are localized in square-shaped regions (whose their size is constantly decaying)
instead of being spread around on the image. The proposed perturbation is always drawn such that
it nugdes the adversarial iterate to the surface of the ¢,-ball around x, since it has been observed

that successful adversarial perturbations satisfy this condition.

4.2.5 What is the reason of their existence?

The phenomenon of adversarial examples has reasonably sparked a surge of interest to the
research community. The emergence of such phenomenon exposed significant holes in terms of our
understanding about the inner mechanisms of Deep Neural Networks. Therefore, it is no wonder
that a multitude of works invested substantial effort towards the assignment of illuminating the
factors underlying this counterintuitive property. In this section, we will skim through the evolution
of ideas related to such interpretations. Those works should not been necessarily regarded as
mutually exclusive theses, but preferably more like non-overlapping premises that provide partial

explanations.

Initially, Szegedy et al. [Sze+14] conducted an analysis on the Lipschitz constants of DNNs’
layers, since adversarial examples are the exact opposite of the Lipschitz property: small input
perturbations that lead to large output changes. However, they only provide upper bounds for the
individual layers which are insufficient to formally explain the presence of adversaries. Goodfellow
et al. [Goo+15] articulated the linearity hypothesis: adversarial examples, in linear classifiers, arise
because the additive perturbation, even if bounded, is capable of drastically altering the activation:
w!x' = wl'x + wln given that the input space is sufficiently high dimensional as is the case for
natural images. They extend this explanation in the case of highly non-linear functions like that
represented by DNNs, by advocating that in some regions, it may be the case that they behave too
linearly. Another explanation [Son-+18b; Sam-+18] asserts that adversarial examples are essentially
data points which lie off the regular data manifold. Song et al. [Son-+18b] also demonstrate this
empirically through estimating the density of adversarial attacks generated by common algorithms,
where they discover that adversaries are concentrated in areas of low probability density. However,
Stutz et al. [Stu+19] exhibit that it is also possible to find on-manifold adversaries. Arguably, the
most convincing explanation originates from the work of Ilyas et al. [Ily+19]. In their interesting
analysis, they propose to consider images as the union of two distinct sets of features/pixels: The
robust features coincide with salient areas on an image that are of massive importance for humans
to perform classification e.g. the eyes/ears/whiskers of a cat, and the non-robust features which
essentially are trifling for the human perception. DNN classifiers learn to pick up the latter group of
features during the standard training process because they are highly-predictive and more helpful
in terms of generalization. Then, the adversary can modify the non-robust pixel values to flip the
classifier’s decision but the human perception concerning the image remains intact. Despite the
fact that these ideas may induce skepticism at first, in their experimental section they carry out
some fairly intuitive experiments that solidly demonstrate how these non-robust features, on their

own, are capable to train classifiers with exceptional generalization ability.
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4.3 Adversarial Defenses

The presence of adversarial examples indicate that the decision-making of Deep Neural Net-
works is unstable and extremely vulnerable, even to additive perturbations of minuscule magnitude.
Over the years that succeeded the discovery of Szegedy et al. [Sze-+14], researchers have been urged
to provide meaningful solutions to alleviate this problematic behaviour. In this section, we will
walk through the most fundamental approaches that can be found in the literature, which aim to
build DNNs of increased robustness against malicious perturbations.

We should elucidate some important points related to our subsequent presentation: Over the
years, there have been various methods of different "philosophy" that attempt to address the ro-
bustness problem: Someone can either alter the standard training process of the classifier, or purify
the input, in the sense that the defender adds a module which aspires to remove adversarial noise
from the image and then the classifier can confidently ingest it, or even construct an independent
model that is responsible to assess the prospect that the input has been tampered with from a
malevolent user, called the detector. Our presentation, generally, will have its content devoted to

the first group of approaches and specifically for the case of £,—bounded adversaries.

Evaluating Adversarial Defenses. Before we delve into the evolved methods that improve
robustness of image classifiers, it is necessary to clarify the evaluation process of such models.
Given a classifier fg, where 6: its parameters, a proper metric which duly reflects the ability of fg

to perform well against £, —bounded adversaries is the robust test error:

Rrob(f) = E(x,y)ND max ]]'[fe (93/) # y] (46)

x|l x—x||p<e

However, in practice, there two important notes to take into consideration: (1) The true expec-
tation is approximated through the MC approximation, since we're typically in the finite-sample
regimen and (2) The inner maximization problem, which requires the finding of the worst-case
adversary inside an £,—ball, cannot be exactly solved for neural networks; hence, one must resort
to approximate solutions by some adversarial attack algorithm e.g. PGD for ¢,,—bounded adver-
saries. Thus, we can only obtain an upper bound of the true robust error. Selecting the attack
algorithm is crucial and an inappropriate choice can deceptively give a false sense of the true ro-
bustness; this is the problem of robustness overestimation which we shall thoroughly analyze in
4.3.2.

4.3.1 Building Robust Neural Networks

Adversarial Training. Recall that, when training deep neural networks, our aim is to search

for the optimal parameters that yield the minimum expected risk:

6" i min By mpa | L(fo(X),56)| (4.7)

However, when confronted with the prospect of £,-bounded adversarial attacks, it is necessary
to adopt a distinct objective which will ultimately help to counteract the detrimental impact of such
examples. The most straightforward objective to enforce £,-bounded robustness can be formulated
as follows:

0% imin B y)npg,. | | max  L(fo(x'),y; 9)} (4.8)

x| x—x/ ||y <e
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The above equation asserts that training robust classifiers should involve the minimization of loss
against the worst-case input that resides inside the £,—ball of radius e around x (See how the
need of improving ¢,—robustness Figure 4.4 affects the optimal decision boundaries). Indeed,
such an approach was thoroughly explored in the seminal work of Madry et al. [Mad+ 18] and
was theoretically motivated by Danskin’s theorem [Dan66]. Equation 4.8 can be viewed as a
saddle point (min-max) problem, comprised of two subproblems: the inner maximization and the
outer minimization. The former is approximately solved through SGD, whereas the latter can be
practically approached via the PGD algorithm. Despite its non-concavity, the inner problem can be
solved adequately well in practice, even by first-order methods like PGD, according to the thorough
analysis in [Mad+18]. Overall, this defense method is widely known as Adversarial Training (AT)
and, alternatively, can be regarded as performing data augmentation in each batch, exploiting
the worst-case perturbed inputs as the data transformation technique. The preceding work of
Goodfellow et al. [Goo-+15] also proposed to augment the training minibatches with adversarial
examples, but they harnessed the evidently weaker FGSM algorithm. Adversarial Training is a
powerful framework that has endured the test of time, since it is one of the most reliable options

that the defender has at its disposal to increase resilience against ¢, —adversaries.

Figure 4.4. Figure adapted from Madry et al. [Mad+18]. The simple decision boundary (middle
figure) isn’t enough to ensure that the system will not suffer from degraded performance versus £ —bounded
adversaries.

A considerable drawback related to AT is the significant computational overhead that is imposed
from the iterative PGD method. Subsequently, many variants have been developed with the end
goal of accelerating AT. Free AT [Sha-+19] proposes to use FGSM adversaries repeatedly on the
same batch, without zeroing out the perturbations between the replays; that way, they manage
to emulate the PGD algorithm but with interleaved parameter updates between PGD iterations.
Despite the fact that Free AT is less time-consuming that standard AT, it is still rather slow
compared to standard training. Wong et al. [Won+20] introduce Fast Adversarial Training:
a method which exploits FGSM adversaries with random initializations and a number of other
training tricks e.g. cycling learning rate schedules, that manage to reduce the total number of
epochs. Fast AT matches the robust performance of the networks trained in Madry et al. [Mad} 18],
while simultaneously restricting the overall training time to similar levels with standard training.
Rice et al. [Ric+20] observe that adversarially trained classifiers are plagued by the issue of robust
overfitting, where overfitting in the training robust error induces a detrimental effect to the test
robust error. Notably, this comes in stark contrast with the behaviour of overparameterized neural
networks in the standard setting, where models are able to simultaneously overfit the training set
and decrease test error. Following this remark, they identify early-stopping as the most effective
way to mitigate this problem, which is as at least as effective as numerous other tricks that had
been devised, prior to their work, in order to decrease robust test error.
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TRADES. Aside from AT, the work of Zhang et al. [Zha+19¢] inaugurated another promising
"family" of defenses, called TRADES (TRadeoff-inspired Adversarial DEfense via Surrogate-loss
minimization). They demonstrate that the robust error of Equation 4.6 can be decomposed as the
sum of two constituent parts: The natural classification error, measuring the classifier’s standard

performance and the boundary error defined as:

Ridy(f) = Eixegp~pl[x € BDB(S), €) : f(x) = y] (4.9)

where DB(f) denotes the set of points x that the decision boundary of f is consisted of, and
B(DB(f),€) denotes the e-neighborhood around these points. After replacing the 0-1 loss in the
respective definitions with some surrogate loss L like cross-entropy, their theoretical analysis can

be practically realized through a new training objective:

minE{L(fo(x).)+ 5 max _ L(a(x) fo(x)} (1.10)
where \: a regularization parameter. The first term of Equation 4.10 minimizes the standard
classification error, whereas the insight behind the second term has a smoothing effect since it
encourages the classifier to assign the same label both to x and the £,—ball around it. Essentially,
this implies, in the finite-sample regimen, that the decision boundary will be pushed away from
training set’s data points due to this term. The solution of this maximization problem can be
practically tackled by the PGD algorithm, akin to the AT framework.

More Data. Schmidt et al. [Sch+18] assert that robust generalization necessitates a greater
amount of data compared with the standard setting. In addition, the second term of Equation 4.10
doesn’t include any label information, since it only requires to generate the worst-case adversary
x’ for x based on the pseudo-label fg(x) . Based on these observations, many subsequent works
managed to attain substantial robustness gains by utilizing unlabeled data [Ala+19; Car19;
Zha+19a).

Certified Defenses. The entirety of our previous discussion revolved around instances of a
particular subset of defenses called Empirical Defenses. There is a "supplementary" subset to the
empirical methods, dubbed as Certified Defenses. In the methods contained to the latter category,
the defender provides provable robustness, in the sense that for a given data pair (x,y), the
developed method answers exactly whether for this data point exists an £, —bounded perturbation
that causes misclassification. We clarify beforehand that, despite the enticing property of proving
robustness, certified methods are unable to match the performance of empirical defenses. Though
this thesis’ contribution is inextricably linked with the problem of robustness overestimation, which
is only present on Empirical Defenses, we will briefly represent, for the sake of completeness, the
most promising (and, conceptually, the most accessible) line of research in certified defenses, that
is Randomized Smoothing [Coh-+19].

Randomized Smoothing characterizes a smoothing transformation of a classifier F': X — P()),
where P(Y): the set of probability distributions over Y = 1,...,C (C: number of classes). This
transformation amounts to convolving F with a Gaussian pdf h(x) = N (x;0, 0%I), resulting to the
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smooth classifier G:

G(x) = (Fx*h)(x) = / F(x —t)h(t)dt (h: symmetric w.r.t t)
tex
= / F(x+t)h(t)dt (h: gaussian pdf)

= E¢on0,02m) [F(x + t)]

In practice, the exact calculation of the above expression is infeasible and hence, we resort to MC
approximations. The construction of the smooth version of F' induces some nice properties that
enable us to guarantee about the decision-making of G around a given point x. Consider that for
X, a,b are the two most probable classes (in that order) according to the smooth classifier G, and
Da, Py their associated confidences assigned by G. It can be deduced that the smooth classifier G

assigns the same label to every point x" inside the ¢»-ball of radius K = § (<I>_1(pa) — <I>_1(pb)):

V' lx — x|z < %(@*1(@1) — éfl(pb)) = argmax G(x') =a

Notice that this property can be regarded as an equivalent of local Lipschitzness, where the inferred
(from G) class of x remains invariant inside an f,—ball of radius that is dependant on the point
x and how confidently can G classify it. Finally, the exact robustness of classifier G against
f5—adversaries of maximum perturbation € is equivalent to the fraction of test data points where
the above constant K is at least e.

A significant subtlety that needs to be understood is that in general, during training, the de-
fender manipulates the base classifier F' with the end goal of improving robustness for its smoothed
counterpart G. If G isn’t sufficiently competent at classification (i.e. p, and pp has small differ-
ences) then the yielded robustness certificates will hold for trivially low radii. Hence, the defender’s
main aspiration should be that the smoothed classifier performs well versus clean inputs. For ex-
ample, standard training of F' won’t cut it; Cohen et al. [Coh+19] suggest that training F' against
Gaussian perturbed inputs yields good results. Though that is a reasonable heuristic to foster
adequate performance for G, Salman et al. [Sal+19] argue that Gaussian data augmentation isn’t
quite the same with training in a way such that G yields low objective value. Instead, they rec-
ommend an alternative which explicitly aims at improving the performance of G, by using MC
approximations to estimate the output of G (and, correspondingly, the plug-in estimator during

backward propagation).

4.3.2 The problem of Robustness Overestimation

Previously, we mentioned that evaluating f,—robustness of image classifiers amounts to the
computation of the robust test error, as it can be seen in Equation 4.6. Alternatively, robustness
is also quantified with the robust accuracy metric, which essentially is the 0-1 equivalent of robust
test error:

RobAcc(f) = ﬁ Z min  1[f(x}) = yi] (4.11)

Xl =xi|lp<e

The exact computation of such expressions is infeasible, in the context of Deep Learning. In prac-
tice, one obtains local minimizers that are found by first-order approximate attack algorithms such
as PGD. However, there is an evident danger lurking: An inappropriate selection of the attack

algorithm may lead to unduly high robust accuracy which doesn’t properly reflect the true degree
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of £,—robustness. This problematic behaviour is widely known as the issue of robustness overesti-
mation and it is the main cause of major setbacks in the discipline of Adversarial Defenses. The
primary factor that induces iterative gradient-based attacks to break down is relatively obvious: the
defended network operates in some way that impedes gradient descent, a phenomenon called gra-
dient masking. Robustness overestimation has been the epicentre of two works [Ath+18; Ues+1§],
where they managed to completely circumvent i.e. drop the robust accuracy to ~ 0%, multiple
adversarial defenses that had been published in the most prestigious ML venues, despite that the
authors of the respective publications had reported great robustness results. These defenses, al-
most invariably, contained some stochastic or non-differentiable module hence the gradient-based
attacks were doomed to fail.

Athalye et al. [Ath+18] managed to evade these defenses by improving gradient-based attacks
through the deployment of some novel ploys such as the Backward Pass Differentiable Approxi-
mation (BPDA) method, where some not-usefully differentiable module of the threatened network
is used only for forward propagation and during backprop is replaced by some differentiable ap-
proximation and Expectation over Transformation (EOT), particularly useful against stochastic
networks, where the excessive amount of noise in the gradient signal is counteracted by feeding
the input multiple times, and averaging the gradient. Uesato et al. [Ues+18| broke down de-
fenses through black-box attacks, generated by the SPSA method, which we analyzed in 4.2.4.
Besides their contribution on the side of breaking defenses, Athalye et al. [Ath18] also discov-
ered numerous indicators whose presence foreshadows that the defending model may suffer from
gradient masking. In a similar vein, Tramer et al. [Tra+20] managed to evade another collection
of ¢{,—bounded defenses, by the construction of suitable adaptive attacks, that is, attacks which
are specifically designed to fool a certain network by "reverse engineering" on its apparent weak-
nesses. Amagzingly, this work demonstrated that defenders succumbed to the pitfall of robustness
overestimation, even though the problem had been already brought to light by Athalye et al.
[Ath+18]. All in all, these works increased the amount of skepticism associated with assertions
about ¢,—bounded robustness and overall heightened the vigilance of researchers.

We can derive two significant observations from the above discussion: First, an appropriate
and careful selection of the attack algorithm is vital, because, otherwise, the defender may be led
astray and make false claims about the performance gains of his/her method. Second, it becomes
evident that evaluating £,—bounded robustness is a troublesome procedure, seemingly far from

being standardized as other Computer Vision benchmarks.

RobustBench. In an effort to standardize the assessment of £, —bounded robustness, Croce et al.
[Cro+21] established the RobustBench benchmark, which performs the evaluation of ¢,—defenses
using the AutoAttack [CH20b] method. This attack algorithm is the ensemble of four adver-
sarial attacks: AutoPGD (with two different losses), introduced in [CH20b]|, which constitutes a
parameter-free optimizer to counteract the negative impact of poor hyperparameter tuning, black-
box SquareAttack [And-+20] and FAB attack [CH20a]. The presence of the black-box component
ensures that the ensemble contains enough diversity, in order to expose the models to dangers of
different rationale. The establishment of AutoAttack as the default choice to evaluate robustness
clearly stems from their impressive results: In the experimental analysis of [CH20b], they manage to
drop the originally reported accuracies of over 50 works on ¢,—bounded adversarial defenses. The
drop rate on some defenses is modest e.g. 0.5-1%, whereas for a small amount of cases, AutoAttack
attains to completely circumvent the respective defense. Therefore, the selection of AutoAttack

seems a reasonable and reliable option to evaluate adversarial defenses, at least on a primary
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stage. Then, one is also encouraged to build adaptive attacks, akin to [Tra-+20], particularly if
there are signs that indicate gradient obfuscation. However, the submission of adversarial defenses
to the RobustBench leaderbord is accompanied with a boolean flag which gives information about
whether AutoAttack is unreliable or not.

The library of RobustBench also contains a huge collection of pre-trained robust models which
are accessible with a minimal amount of effort. The very existence of such a collection offers the
opportunity to researchers that do not possess enough compute to use off-the-shelf robust models
either for evaluating the effectiveness of new adversarial attacks or for other downstream tasks. The
author of this present dissertation expresses his gratitude to the team that maintains the project
of RobustBench, since the pre-trained models allowed the thesis’ experimental contribution to be

considerably less computationally intensive.

4.3.3 Intriguing Properties of Robust Neural Networks

Increasing the resilience against perturbed inputs of small magnitude has been the primary
goal of works in the literature of Adversarial Defenses. However, methods that increase robustness,
especially the Adversarial Training framework, have sparked numerous unsolicited properties which

are of great interest by their own right.

Generalization. It has been repeatedly observed in many works that Adversarial Training has
a detrimental effect on the accuracy of clean inputs, establishing a trade-off between generaliza-
tion and robustness. Tsipras et al. [Tsi+19] build on these empirical observations and create a
synthetic data distribution where it is impossible to simultaneously achieve high standard and
robust accuracies, leading them to the conclusion that there might be an inherent tension between
these two goals. Stutz et al. [Stu19] ascribe the observed tension to the distribution shift during
Adversarial Training; essentially, during AT, the classifier is minimizing the loss function against
adversaries that leave the data manifold and its performance is compromised when confronted
with regular data. Based on that, they propose an algorithm to generate approximate on-manifold
adversaries and exploiting them during AT doesn’t harm generalization. Another prescribed in-
terpretation about this trade-off stems from the work of Xie et al. [Xie}20], where they attribute
this phenomenon to Batch Normalization (BN) layers. BN layers rely on the assumption that the
inputs are drawn from the same data distribution. Adversarial Training, however, coerces the BN
layers to learn statistics (mean and std) of a shifted distribution, hence when these statistics are
used for clean data during inference, the network’s performance is negatively affected because of

this distribution misalignment.

Interpretability. Initially, Tsipras et al. [Tsi-+19] discovered that adversarially trained models
produce image gradients that align with "human perception", since they are resembling low-level
image features like edges (c.f. Figure 4.5). This enticing feature also appears in models that are
adversarially trained for small perturbation budgets e [Agg+20]. Additionally, it was shown that
the "human-aligned" gradients property also holds for certifiable robust classifiers [Kau-+19], and
thus it should not be exclusively attributed to the adversarial training framework. Later, Engstrom
et al. [Eng+19a] demonstrated that the representations learned by robust models are invertible,
meaning that for an ¢,-bounded adversarially trained model, given the representation vector R(x)
of the penultimate layer, we can approximately recover the original image x (see Figure 4.6) through
simple gradient descent on the MSE loss between the represenations of the true input x and the

optimized image x’. An interesting implication of these findings is that maximizing the prediction
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confidence of image x for some class y; amounts to visually introducing salient characteristics of
this particular target class (c.f. Figure 4.7). Motivated by this, Santurkar et al. [San+19] solved
popular vision tasks such as Image Synthesis, Impainting, Image-to-Image translation and Super

Resolution just by harnessing a single robust classifier.

(a) MNIST (b) CIFAR-10 (©) Restricted ImageNet

Figure 4.5. The input gradients of standard models (2nd row) are moisy signals, whereas the input
gradients of adversarially trained models resemble low-level features of the images. Figure adapted from
[Tsi+19].

Target (x3)

Standard (¥}) Robust (x}) Source (x|)

Figure 4.6. The left-most picture represents the image x for which the penultimate layer’s feature map
R(x) is known. In the right, the top row shows the random seed from where the gradient descent (GD) is
initialized. Inverting the representation via GD on robust models produces an image x' which resembles
the true input x (middle row), whereas in standard-trained networks the output is visually more similar to
the random seed (bottom row). Figure adapted from [Eng+19a].

Targeted attack

original

Figure 4.7. Mazimizing class scores of a robustly trained classifier. For each original image, we visualize
the result of performing targeted projected gradient descent (PGD) toward different classes. The resulting
images actually resemble samples of the target class. Figure adapted from [San+19].

Transfer Learning. An additional unexpected benefit of robust classifiers is their superiority
on Transfer Learning related applications [Sal+20; Utr+20]. In specific, those works studied the
performance of robust models as feature extractors for downstream tasks: Interestingly, despite the
inability of robust models to perform on par with their standard trained counterparts in terms of
clean accuracy [Tsi+19], using them as feature extractors led to better performance on downstream
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tasks. This result added more stable grounding in the assertion that robust models learn more

meaningful representations.

Invariance to biases. The adversarial learning goal can be viewed as a form of data aug-
mentation, wherein the network learns to be invariant against worst-case additive perturbations.
Recently, Geirhos et al. [Gei+19] demonstrated that standard training results to classifiers that
are texture-biased and ignore shape information which is deemed (from human subjects) more
important than texture when it comes to object classification. Zhang and Zu [Z2Z19] displayed that

standard trained CNNs are more texture-biased than adversarially trained CNNs.

4.3.4 Other forms of Robustness in Deep Learning

Despite the emergent agitation that accompanied the discovery of adversarial examples, research
community is considerably skeptic about the real-world implications of worst-case adversaries. A
viewpoint of heightened popularity asserts that adversarial examples aren’t much of a nuisance in
practical scenarios, since, so far, there isn’t a tangible case where a machine learning model was
damaged by worst-case adversaries. Nevertheless, studying the phenomenon of adversarial attacks
is interesting because they showcase serious functional blind-spots whom their study impels us
to deepen our understanding of Deep Neural Networks. In the following text, we will visit other
instances of instability associated with the decision making of such models.

The concerns surrounding the incompatibility of adversarial attacks with practical implications
has steered the attention of researchers to study other forms of robustness. Common Corruptions,
introduced by Hendrycks et al. [HD19], is a popular computer vision benchmark that, instead,
evaluates the behaviour of models against a wide variety of perturbations such as noise, blurrings,
tricky weather conditions etc., which are deemed as a much more realistic threat to occur in the
real-world. Importantly, an inherent difference between the evaluation versus common corruptions
and adversarial examples is that the assessment against common corruptions is carried out in a held-
out test-set (CIFAR10-C,ImageNet-C etc.) which is fixed, regardless of which classifier is assessed,
hence there is no risk of overestimating robustness. Also, there is a plethora of works which
studies the relationship of adversarial robustness with the benchmark of Common Corruptions,
and the effectiveness of methods from the former category to the latter setting. Interestingly,
improvements of robustness against £, —bounded worst-case adversaries doesn’t necessarily induce
increased stability versus common corruptions. Similarly, Hendrycks et al. [Hen+21| created a
pair of another challenging computer vision benchmarks, namely ImageNet-A and ImageNet-O,
where the performance of machine learning models is degraded in a great extent.

Of course, another line of research work that pertains to the field of neural networks’ robustness
is that of Geirhos et al. [Gei+19], where the authors discovered that CNNs are biased towards
texture whereas human decision making is predicated more on shape information. This study
demonstrates the lack of CNNs’ robustness when they are confronted with images of conflicting

texture and shape cues.
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Chapter 5}

Alternating Objectives Generates Stronger PGD-Based
Adversarial Attacks

5.1 Abstract

Designing powerful adversarial attacks is of paramount importance for the evaluation of /-
bounded adversarial defenses. Projected Gradient Descent (PGD) is one of the most effective and
conceptually simple algorithms to generate such adversaries. The search space of PGD is dictated
by the steepest ascent directions of an objective. Despite the plethora of objective function choices,
there is no universally superior option and robustness overestimation may arise from ill-suited
objective selection. Driven by this observation, we postulate that the combination of different
objectives through a simple loss alternating scheme renders PGD more robust towards design
choices. We experimentally verify this assertion on a synthetic-data example and by evaluating our
proposed method across 15 different /.-robust CIFAR-10 models. The performance improvement
is consistent, when compared to the single loss counterparts. Additionally, our strongest adversarial
attack outperforms all of the white-box components of AutoAttack (AA) ensemble [CH20Db], as
well as the most powerful attacks existing on the literature, achieving state-of-the-art results in
the computational budget of our study (7" = 100, no restarts).

5.2 Introduction

The advent of Deep Learning (DL) caused a paradigm shift and revolutionized the way that
various interesting applications are approached. Such a wide adoption, however, demands from
the research community to comprehend the scenarios where Deep Neural Networks (DNNs) mal-
function. This necessity becomes even more imperative when considering the abundance of safety-
critical applications that do not leave room for complacency, e.g., autonomous driving. Unfortu-
nately, DNNs have significant failure modes and behave counterintuitively. A prominent instance
of this behaviour is illustrated by Szegedy et al. [Sze+14], where they showcase that DNN-based
image classifiers are vulnerable against adversarial examples. These examples arise from applying
humanly imperceptible perturbations to clean images, which are capable of degrading the model’s
predictive performance. This finding triggered research interest on two fronts: Adversarial At-
tacks, which are algorithms to generate such malicious examples and Adversarial Defenses, which
are methods of increasing the robustness of neural networks. Adversarial robustness is primarily
studied through the /,-bounded threat model, where the perturbation’s £,-norm is bounded by a
small constant.
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The robustness of Adversarial Defenses, on a given dataset, is estimated by the rate of test
set’s adversarial examples that the defense can properly classify. Of course, the estimated rate
(also called robust accuracy) depends on the strength of the attacking algorithm that will be used
for evaluation. Employing weak attacks to evaluate robustness creates a false sense of security, an
issue widely known as robustness overestimation [Ath+18; Ues-+18; Tra+20].

Arguably, Projected Gradient Descent (PGD) is the most popular adversarial attack used
to evaluate ¢,—bounded robustness. PGD operates by iteratively following the steepest ascent
directions of an objective function, often called the surrogate. PGD has raised in many guises in
the adversarial attack literature: Goodfellow et al. [Goo+15] propose to attack networks through
the Fast Gradient Sign Method (FGSM), which takes a single normalized step, i.e., applying the
sign function in the case of ¢,,-norm, towards the steepest ascent direction. Kurakin et al. [Kur+17]
demonstrate that the multi-step variants of FGSM are capable of producing significantly stronger
attacks. Dong et al. [Don+ 18] suggest a modification of the iterative FGSM that integrates a
momentum term. Madry et al. [Mad-+18] link the iterative FGSM with the classical optimization
algorithm of PGD.

Despite that PGD combines both simplicity (in terms of implementation) and strength, it
has been shown that its performance can be hindered by ill-suited selection of hyperparameters,
e.g., fixed step size [CH20b]. Another hyperparameter of consideration is the surrogate loss, for
which literature has converged into 3 options: Cross-Entropy (CE) [Goo-+15; Mad-+18], Margin
(a.k.a. CW) loss [CW17] and the Difference of Logits Ratio (DLR) loss [CH20b|, with the appealing
property of scale-invariance. However, empirical evidence (e.g., as in Figures 9-11 of [CH20b]) shows
that there is no universally superior objective and its effectiveness depends on the architecture,
weights, training dataset etc. On top of this, certain choices may be improper in special problematic
cases: 1) CE yields zero gradients for inputs where the classifier assigns the entire probability mass
to the ground truth class [CW17; CH20b], 2) both CE and CW are not scale-invariant hence logit
rescalings may induce gradient masking [CH20b] and 3) Ma et al. [Ma+20] assert that objectives
which involve multiple logit terms, i.e., all three of CE,CW and DLR, may suffer from the problem
of gradient imbalance where logits have quite disparate magnitudes and one term alone steers the
optimization trajectory towards non-optimal solutions.

In this work, PGD is studied from the perspective of surrogate loss. In order to alleviate
potentially weak PGD performance arising from poor surrogate selection, we propose to combine
different objectives in the same run of PGD. Hopefully, this combination will render PGD less
dependent to the surrogate hyperparameter. We identify that a simple alternation of objectives
during PGD is sufficient to induce significant boost on the PGD performance over the single loss
variants. Further qualitative analysis implies that the switching between different objectives helps
the algorithm to expand its search space, visiting more distant intermediate points during its
execution.

In this paper, we make the following key contributions:

e We propose to combine multiple objectives during PGD through alternating between them
during optimization, in order to alleviate potential flaws of each objective. Our proposed
strategy outperforms, in 15 out of 15 tested ¢, —bounded robust models, both the single-
loss variants as well as the three white-box components of AutoAttack [CH20b]: APGDcg,
APGDprr and FAB attack [CH20a]. Furthermore, in most cases our attack achieves higher
Attack Success Rate (ASR) than the strongest baselines (for 7' = 100, R = 1) in the literature:
GAMA-PGD [Sri+20] and MD attack [Ma-+20].

e We present extensive experimentation and analysis regarding the proposed alternation scheme,
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including: 1) A synthetic example which highlights how PGD with a single loss can fail, 2)
Qualitative analysis indicating that switching losses promotes search diversity and 3) Ab-
lation experiments which demonstrate that this loss combination strategy is more effective

than two other combining methods.

The remainder of this paper is organized as follows: Section 5.3 provides the necessary background,
covering basic aspects of the worst-case £,—bounded adversarial robustness, Section 5.4 briefly
discusses research work related to PGD-based attacks, since PGD is the main topic of our study.
In Section 5.6 we conduct numerous experiments to verify the effectiveness of our proposed method,

whereas in Section 5.7 we discuss how our study differs from previous related work.

5.3 Background

5.3.1 Notation

Image-label pairs are denoted as (x,y) € X x Y where X C RP,Y C Z. The classifier’s
logit representation will be denoted as z(x) € RY (or simply z), where C: the total number of
classes. Applying a softmax layer to the logit vector produces the probability vector p(y|x). The

classification decision will be denoted as f(x), hence f(x) = argmax z(x);, where [C] = {1,...,C}.
1€[C]
The surrogate loss £(z(x),y) (which will also be referred as £(x, y), for brevity’s sake), e.g., cross-

entropy, measures the model’s ability to assign the label y to example x.

5.3.2 Threat Model

The constraint of visual imperceptibility is approximated through the bounded £,—norm con-
dition. The generation of adversarial attacks should obey this restriction, returning an output that
lies within the ¢,—ball of radius € around the clean input x. Hence, the feasible search space of

adversaries for the image x can be expressed as:
Alx) ={x": lx = x|, < ¢}

Despite that the £,—bounded threat model is only a crude approximation of true visual similarity,
solving the problem of ¢,—bounded robustness can be viewed as an important stepping stone

towards confronting more realistic scenarios.

5.3.3 A taxonomy of /,—bounded adversarial attacks

Next we present a basic categorization of adversarial attacks based on their capabilities during

generation and their end goal.

Adversary’s Knowledge. Based on the amount of information that the adversary has at its
disposal, attacks can be divided into two major categories: white-box and black-boz. In the former,
the attacker has access to every aspect of the model: its architecture, weights and training data.
This allows the adversary to obtain the network’s gradients w.r.t. the input which is particularly
useful when creating attacks. In the latter category, however, the adversary can only use the model
as an oracle, feeding an input point and getting access to the output vector, or sometimes just to
the output class.
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Despite that typical real-world scenarios are more similar to the black-box setting, white-box
attacks constitute a much more stronger threat model. Therefore, the evaluation of adversarial

defenses is typically performed based on white-box attacks.

Low Confidence vs Low Distortion. Attacks are also divided into minimum-confidence and
minimum-norm. In the former, the attack algorithm is based on the following formulation, for the
input-label pair (x,y):

d: max Lo/ (f(x+6),y)st. x+6 € Ax)

where Lo/, (f(x),y) = 1[f(x) # y| is the 0-1 loss, which due to its discontinuity is replaced by
some surrogate loss £ such as cross-entropy. These attacks aim to reduce the ground truth label’s
confidence as much as possible by spending the entire attack budget €, hence they typically lie on
the boundary surface of the feasible set A. The most prominent examples of minimum-confidence
adversarial attacks is the Fast Gradient Sign Method (FGSM) [Goo+15], the Iterative-FGSM
[Kur+17] and Projected Gradient Descent (PGD) [Mad+18].

Minimum-norm attacks aspire to find the smallest possible perturbation that leads to misclas-

sification:

d: nr%in||6||p st. f(x+0)#y

where y: the ground-truth label of x. Such attacks usually find adversaries that are within smaller
¢p-distance from the clean input x than the perturbation bound e. Popular examples of this cat-
egory are: Carlini-Wagner (CW) attack [CW17], DDN attack [Ron+19], Fast Minimum Norm
(FMN) [Pin+21] and Fast Adaptive Boundary (FAB) attack [CH20a] among others.

Untargeted vs Targeted.  Another criterion of dividing adversarial attacks is whether the
adversary desires to force a specific label to the attack. In targeted attacks, the attack is considered
successful if the corresponding adversarial example is classified into a certain target class. In
untargeted attacks, the goal is simply to produce an example which is incorrectly classified, with
no constraint on its new label. Usually, the transition between the two categories is as simple
as slightly modifying the objective function, i.e., from descending the target label’s confidence to

ascending the ground-truth label’s confidence.

5.3.4 Empirical Adversarial Defenses

Training ¢, —robust neural networks, i.e., networks that are resilient against £,-bounded adver-
sarial attacks, is a complicated problem since we aspire to simultaneously realize two goals. First,
the classifier is asked to perform well on unseen examples drawn from the same distribution as the
examples used during training. An additional requirement is to find networks that produce smooth
predictions, assigning the same label to all data residing inside the £,—ball of such examples. The
most standard way of increasing ¢,—bounded robustness is Adversarial Training (AT) [Goo+15;

Mad+18]; in AT, the defender aims to minimize the robust expected risk:
RE,(0) = By | max_ 1lfo(x +8) # ] (5.1)
5:(|6]lp<e

The inner expression coincides with the task of finding the worst-case £, —bounded adversarial
example. Madry et al. [Mad+18] confront the problem through the first-order method of PGD.
An important barrier of this method is the additional computational overhead. The iterative PGD

process renders this method costly in terms of compute, hence a line of research aims to increase

74



5.4 Related Work

robustness using one-step adversaries [Sha+19; Won+20; Ric+20; AF20], in order to restrain
the overall training time to similar levels as with standard training. Another important work on
adversarial defenses is the TRADES framework, introduced by Zhang et al. [Zha-+19¢|. The robust
expected risk of Equation 5.1 can be decomposed as the sum of two individual terms. The first
term represents the classification error, where the optimization searches parameters that generalize
well. The other term, dubbed as boundary error, can be considered as exerting a regularizing effect,
where it imposes decision “smoothness" between inputs inside the same ¢, —ball.

Schmidt et al. [Sch+ 18] provide evidence that adversarially training classifiers may require an
increasing amount of data. Following this, many works [Car+19; Zha+19a; Ala+19| explore the
use of both pseudo-labeled additional data and elaborate data augmentation techniques.

Robustness Overestimation. Evaluating the true degree of £,-bounded robustness of empirical
methods is intractable, since one needs to calculate the average 0-1 risk on a held-out test set.
Typically, the defender deploys a strong attacking algorithm to obtain a lower bound on the true
risk. However, this trial-and-error technique can provide misleading results. Failing to select
a proper attacking algorithm creates an inaccurate sense of security [Ath-+18; Ues+18; TB19|.
Importantly, these works propose numerous indicators that demonstrate whether the evaluation
suffers from this issue and guidelines of how to properly evaluate a defense.

The introduction of RobustBench [Eng+19¢|, based on the AutoAttack ensemble (comprised of
three white-box [CH20b; CH20a| and one black-box [And-+20] methods), contributed to a consensus
regarding the evaluation of ¢,—bounded robustness: A newly proposed defense is first “passed"
through an AutoAttack evaluation, and then the defender can also perform adaptive attacks [TB19],
based on potential model-specific weaknesses.

Despite the general adoption of AutoAttack as the standard way to perform first-order robustness
evaluations, the community is constantly exploring faster and more powerful attack ensembles
[Liu+22; Yu+21].

5.4 Related Work

Projected Gradient Descent (PGD) [Mad-+18; Kur+17] is the most popular minimum-confidence
attack. PGD has been the de facto standard for producing ¢,—bounded adversarial attacks, espe-

cially in the case of p = co. In short, PGD can be expressed as:
XD = Py [xu) i n(t)(;(t)} (5.2)

where x(®): the iterate, n): step size, 5W: update rule of t-th iteration and Pa: the projection op-
eration, which maps the updated iterate into the feasible region A, which in our case is the £,—ball
of radius € around x. Typically, this procedure is repeated multiple times from different random
initializations. For a more comprehensive view of how PGD is used to generate adversarial attacks,
we refer to the work of Gowal et al. [Gow-+19], where they present a “holistic" pseudoalgorithm.
In the following discussion we present how one can manipulate the basic building blocks of
PGD, namely the optimizer, step size, initialization strategy and surrogate loss, in order to im-

prove its adversarial generation stregnth.

Optimizer. The optimizer determines the form of the update rule M. In its simplest version,
assuming the surrogate loss £(x,y), PGD follows the steepest direction of unit ¢,-norm, e.g., the
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sign of V. £(x®,y) in the case of p = oo, or a simple norm-rescaling when p = 2. In the C&W
attack [CW17], the proposed objective is optimized through Adam [KB15]. The Adam optimizer
has also been leveraged in PGD-based works [Gow-+19; Ues+18]. Dong et al. [Don+18] suggested
the incorporation of momentum [Pol64] in the PGD update rule. Subsequently, Croce and Hein
[CH20Db] proposed the AutoPGD (APGD) variant, wherein the update term is augmented by mo-
mentum. Yamamura et al. [Yam+22| developed the Auto Conjugate Gradient (ACG) method,
which is an elaborate optimizer, adjusting the update rule based on accumulated gradient infor-
mation from previous steps. ACG is experimentally shown to outperform APGD for a sizable

collection of robust models.

Step Size. Another hyperparameter which affects the performance of PGD is the step size n(*).
In early works, its value is held constant during the entire optimization procedure, e.g., to a = €/4
for ¢ -attacks in CIFAR-10. Croce and Hein [CH20b] conduct large-scale experiments regarding
the optimal fixed value, but one immediate corollary is that it greatly depends on the model. Gen-
erally, the common trend is to perform some kind of scheduling, where the step size is gradually
reduced over time: In [Gow+19], [Sri+20], the authors apply ten-fold drops at two intermediate
timesteps; Ma et al. [Ma-+20] propose a cosine-annealing scheme, where the step size decays from
2¢ to 0. In their recent work, Liu et al. [Liu+22] adopt a similar decaying strategy. Another
interesting way of manipulating this hyperparameter is as in the AutoPGD method [CH20b|; They
initially set it to a large value a = 2¢, in order to explore the search space sufficiently well. Then,
as the optimization proceeds and the iterate gets closer to some local optimum, the need of a more
localized search calls for smaller step sizes. Hence, it is halved in specific checkpoints, according

to the optimization progress, i.e., based on whether the objective function is reducing or not.

Initialization. Proper initialization plays also a crucial role in the final performance. Typically,
the initial point x(9) can be either set to the clean image x, or alternatively, random noise may be
added to the clean image: x(©) = x+¢, where ¢ is drawn from some noise distribution. The attack
is then repeated multiple times, initialized from different starting points. Tashiro et al. [Tas-+20]
suggest that random initialization may lead to starting points with nearly identical output space
representations, hence the attack generates similar results even if executed for many restarts.
Output Diversified Initialization (ODI) [Tas+20] counteracts this by maximizing the similarity of
starting point’s logit vector with a random output direction, in the first few PGD iterations. Re-
cently, Liu et al. [Liu+22] introduced Adaptive AutoAttack (A®), the new state-of-the-art attack
ensemble. A® uses an adaptive initialization strategy, where the starting points are generated by
ODI, but instead of following random output space direction, the vector is selected according to

prior knowledge of perturbations that led to misclassification.

Surrogate Loss. The maximization of 0-1 loss is intractable for complex function classes as those
represented by deep neural networks [Aro+97|. It is common to substitute it with a surrogate,
differentiable loss which is amenable to optimization methods. A natural candidate is the cross-
entropy (CE) objective, which coincides with the negative log-likelihood of the ground truth class.
In their seminal work, Carlini and Wagner [CW17] tested various formulations, obtaining the best
performance for the so called margin (or CW) loss. A shared defect in both of these objectives is
the lack of scale-invariance, which may be translated in deteriorated performance due to gradient
masking. Croce and Hein [CH20b] introduce the Difference of Logits Ration (DLR) loss, which
rescales the margin loss to acquire the property of scale-invariance. Most of the literature involves
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these three options, whose expressions are included below for completeness:

c
CE(x,y) = —logp(y|x) = —zy + logZexp(zj)
j=1
CW(x,y) = —2z, + max z, (5.3)
J#y

DLR(x,y) = 2y + max;, Z;
Zp, — Zry

where z,: the logit vector sorted in descending order. Gowal et al. [Gow-+19] propose the Multi-
Targeted PGD variant which divides the iteration budget into runs of equal size, where each run
optimizes the targeted margin loss, for a different target label per run. Their experiments indicate
that the MultiTargeted strategy exploits more judiciously the given computational budget. Sri-
ramanan et al. [Sri+20] augment the standard margin loss expression with a regularization term
which is set to the MSE between the logit vector of the adversary and its clean counterpart. The
weighting coefficient of MSE term is gradually decayed to zero. Ma et al. [Ma-+20], in an effort to
ameliorate the issue of imbalanced gradients, optimize only one of the two margin loss terms for
the first half of iterations before switching to the typical expression which contains both terms. In

the next restart, they repeat the process by using the other term for the first stage of optimization.

5.5 Methodology

Our work is motivated by the observation that a single surrogate loss is unable to perform
equally well across different robust models. Croce and Hein [CH20b] provide strong empirical
evidence to back up this argument. Specifically, in their study they investigate the effectiveness of
three objectives: CE, CW and DLR. These three aforementioned objectives have expressions that
are distinguished by small differences, yet each option can profoundly influence the Attack Success
Rate (ASR) of PGD. Of course, this phenomenon is not surprising at all: the optimization space
coincides with the high-dimensional pixel space of natural images, hence even just a rescaling that
links the CW with DLR loss is capable of producing non-trivial discrepancies in the respective loss
landscapes. Above all, it is critical to bear in mind the surrogate loss as another hyperparame-
ter, akin to step-size or optimizer, which has the potential of causing some degree of robustness
overestimation on its own right.

The most straightforward mitigation for this behaviour is to aggregate many different formu-
lations in the same run of PGD. The aggregation of objectives may be instantiated in a variety of
ways. Our work is based on a simple idea for performing such an aggregation: Divide the PGD
process into multiple successive stages, where the surrogate loss changes in the beginning of every
stage, and the starting point of every stage coincides with the last step iterate of the previous one.

This procedure, when using K stages, can be formulated as:
Li(x,y), ift< %

Lo(x,y), if L <t<?2L

£(x,y) = “ "

Li(xy), if BT <r<T
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In this paper, we will consider the cases where K = 2, 3, using for surrogates the most common
choices: CE, CW and DLR.

Notice how this alternation strategy can be viewed as a more complicated initialization: Each
PGD stage starts from the initial point x(©) = x + &, where J: the accumulated perturbation of
all previous stages. Of course, an immediate extension is to consider variable starting timesteps tj
for stage k, but in this work, we heuristically set equal time intervals between all stages. In the re-
maining discussion, our loss switching variant will be referred eas follows: PGD, & ro&.. &0 » €85
PGDcg for simple PGD with CE surrogate and PGDcgg.cw for two-stage PGD with CE and CW.

5.6 Experiments

5.6.1 Toy Example.

We present a toy example which elucidates that using a single surrogate during PGD may
deteriorate performance. Assume a 2D problem of 3-way classification (classes: y1,y2,y3). Inputs

are x = (z1,72)7 and the linear classifier is z = (21, 20, 23)7 = Wx, with:

0.3 -0.3
W = 1 —0.01
—-0.25 0.75

Consider an input x = (—0.45,—0.8), belonging to the class y;. The linear model classifies it
correctly to its ground-truth class, since z; > max(z2,2z3). Suppose that our goal is to generate
a perturbation § of bounded ¢y-norm (say e = 0.4). A straightforward way to achieve this is by
executing PGD, maximizing a surrogate loss, e.g., CE or CW. For the input x of class y;, these

losses are analytically calculated as:

3
CE(x,y) = —2z1 +log (> _ exp(z;))
j=1
CW(x,y) = —z1 + max(29, 23)

Figure 5.1 illustrates the level sets of these two objectives. In the bottom left panel of Figure 5.1,
we visualize the optimization trajectories of PGD for different choices of surrogates. The learning
rate is held fixed to n = 2¢ and PGD is executed for T' = 50 iterations. The blue dashed circle
denotes the boundary of the feasible region, whereas the circle, triangle and cross-shaped points
show the intermediate points of PGD (x| ...,x(9)). Using the CE as surrogate (red circle points)
manages to successfully perturb the input x, but CW objective (yellow triangle points) fails because
the linear level sets produce gradients that gets the optimization jammed on a single point. The
bottom right panel, however, demonstrates that the loss alternation method (green cross points)
isn’t affected from the failure mode of CW and finds an adversary. Despite being restricted, this
synthetic toy example underpins the argument that using multiple surrogates in the same run of
PGD renders the overall procedure more “robust" in the objective selection: Even if some individual
choice is infertile for whatever reason, the other alternatives may be enough to find an adversary.
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CE(z,y) = —21 +log 3 ; exp(z;) CW(z,y) = —21 + max(z2, 23)
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Figure 5.1. Top row: The level sets of CE and CW losses (w.r.t class y = 1). Bottom row: (Left)
Intermediate PGD points, executed with a single surrogate, where red circles indicate PGD with CE and
the yellow triangle PGD with CW, (Right) Intermediate PGD points, but here the objective changes in the
middle point (I = T/2) of the procedure (green crosses). The blue dashed circle visualizes the boundary
surface, which in this case is a disk of radius € = 0.4 centered at x, of the feasible PGD solutions.

5.6.2 Models and Dataset

We will conduct our experiments in a sizable collection of 15 £..,-bounded robust models, trained
on the CIFAR-10 dataset for a maximum perturbation of ¢ = 8/255. The models are pre-trained
and readily obtained from the ModelZoo of RobustBench [Cro+21] library. Our collection’s robust
models originate from various recent works: [Eng-+19c; Car+19; Hen+19; Zha-+19b; Zha+19¢;
Wu+20; Seh+22; AF20; Dai+22; Gow-+21; Hua+21; Zha+21; RM21; Add+21; Seh+20]. The ar-
chitectures of these models are ResNets [He+16] and Wide ResNets (WRN) [ZK16]. In Table 5.1,
we exhibit our model collection: For each case (row), the classifier is matched with the respective
paper/work, architecture, ModelID from RobustBench ModelZoo and the accuracy that the classi-
fier attains on the clean CIFAR-10 test set. We also state that in the following discussion, we’ll refer
to the terms Attack Success Rate (ASR) and Robust Accuracy (equal to 1—ASR) interchangeably
to quantify the strength of each attack.

5.6.3 Experimental Analysis

Multi-Stage PGD versus Single-Loss

First, we compare the loss alternation strategy against the typical single loss variants of PGD.
In this preliminary experimental setting, the step size is held fixed to () = ¢ /4 and the optimizer
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# Paper Model ID in RobustBench leaderboard Architecture Standard Acc. (%)
1 [Eng+19c¢] Engstrom2019Robustness ResNet-50 87.03
2 [Car+19] Carmon2019Unlabeled WideResNet-28-10 89.69
3 [Hen+19] Hendrycks2019Using WideResNet-28-10 87.11
4 [Zha-+19b] Zhang2019You WideResNet-34-10 87.20
5  [Zha+19c| Zhang2019Theoretically WideResNet-34-10 84.92
6 [Wu+20] Wu2020Adversarial WideResNet-34-10 85.36
7 [Seh+22] Sehwag2021Proxy R18 ResNet-18 84.59
8 [AF20] Andriushchenko2020Understanding PreActResNet-18 79.84
9 [Dai+22] Dai2021Parameterizing WideResNet-28-10 87.02
10 [Gow+21]  Gowal2021Improving 28 10 ddpm 100m  WideResNet-28-10 87.50
11  [Hua+21] Huang2021Exploring ema WideResNet-34-R 91.23
12 [Zha+21] Zhang2020Geometry WideResNet-28-10 89.36
13 [RM21] Rade2021Helper R18 extra PreActResNet-18 89.02
14 [Add+21] Addepalli2021Towards  RN18 ResNet-18 80.24
15 [Seh+20] Sehwag2020Hydra WideResNet-28-10 88.98

Table 5.1. Our model collection, consisting of 15 £eo-bounded classifiers obtained from the ModelZoo of
RobustBench.

K=1 K=2 K=3

Model PGDcg PGDcw PGDprLr PGDcegcw PGDcegpLr  PGDowepLr  PGDcer&cweDLR

[Eng+19c] 52.24 52.59 53.55 50.29 50.22 52.63 50.27
[Car+19] 62.09 60.86 61.16 60.00 60.00 60.88 59.97
[Hen-+19] 57.38 56.61 57.47 55.41 55.37 56.55 55.35

[Zha+19b] 46.28 47.44 47.97 45.33 45.32 47.42 45.32

[Zha+19¢] 1 55.47 54.21 54.39 53.45 53.43 54.23 53.41
[Wu+20] 59.05 56.93 57.02 56.47 56.44 56.94 56.42
[Seh+22] 58.68 57.22 57.89 56.06 56.05 57.21 56.06

[AF20] 47.14 46.62 47.62 44.56 44.53 46.62 44.50
[Dai+22] 63.98 63.23 63.83 61.80 61.76 63.23 61.77

[Gow+21] 65.79 65.20 65.76 63.86 63.85 65.20 63.84
[Hua+21] 64.95 64.15 64.64 63.09 63.03 64.12 63.06
[Zha+21] 66.67 60.40 60.59 59.78 59.69 60.37 59.69

[RM21] 61.48 58.51 58.56 57.77 57.74 58.51 57.74
[Add+21] 56.00 51.88 51.97 51.45 51.43 51.86 51.41
[Seh+20] 59.86 58.41 58.57 57.66 57.61 58.40 57.61

Table 5.2. Comparing single-loss PGD with the multi-stage variant of PGD (with K = 2,3). PGD starts
from the clean point (no added noise). The experiments are executed for T = 100 with no restarts. Each
entry reports the robust accuracy of each classifier for the given method. (1): Attacked with e = 0.031.

is set to standard gradient with the sign operation. Our computational budget is T = 100 with no
restarts. Since no restarts are used, we choose to initiate PGD from the clean points (no initial
perturbation) in order to eliminate any source of randomness in the results. Table 5.2 presents the
robust accuracy obtained of PGD with different choices of surrogates, for every classifier in our
collection.

Overall, there are several noteworthy remarks: First, the single-loss columns (K = 1) demon-
strate that the surrogate loss can greatly affect the ASR of PGD, confirming the findings of
previous studies, as that of Croce and Hein [CH20b]. On average, margin loss is the most re-
liable option but there are cases where it performs worse than CE. There are instances where
CE lags behind the other two options by a large margin, e.g., as in the model from [Add+21]
(Addepalli2021Towards_RN18), where the gap is greater than 4%. This indicates that it is impos-
sible to select a priori the best possible objective for a given model. This observation consitutes
strong evidence that no surrogate loss is reliable enough on its own.

Next, the results highlight the advantage of using multiple losses: When combining CE with CW
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Model APGDCE APGDDLR FAB PGDCE&CW&DLR A

[Eng+19¢| 51.72 52.67 50.67 50.27 -0.40
[Car+19] 61.74 60.67 60.88 59.97 -0.70
[Hen+19] 57.23 57.03 55.55 55.35 -0.20

[Zha+19b] 46.15 47.39 45.83 45.32 -0.51

[Zha+19¢] 1 55.28 53.52 53.92 53.41 -0.11
[Wu+20] 58.90 56.68 56.82 56.42 -0.26
[Seh-+22] 58.38 57.37 56.27 56.06 -0.21

[AF20] 46.93 47.08 44.72 44.50 -0.22
[Dai+22] 63.93 63.44 62.27 61.77 -0.50

[Gow-+21] 65.63 65.14 64.14 63.84 -0.30
[Hua+21] 64.55 64.14 64.45 63.06 -1.08
[Zha+21] 66.37 60.19 59.97 59.69 -0.28

[RM21] 61.40 58.41 58.42 57.74 -0.67

[Add+21] 55.80 51.56 51.93 51.41 -0.15

[Seh-+20] 59.60 58.29 58.29 57.61 -0.68

Table 5.3. Comparing PGDcre. cwepLr with the untargeted version of every single white-box component
from the AutoAttack ensemble. Fach entry reports the robust accuracy of each classifier for the given
method. A column report the robust accuracy gap between PGDcpsg.cwsprLr and the best among the
AutoAttack components. The experiments are exzecuted for T = 100 with no restarts. (f): Attacked with
e =0.031.

or DLR (PGD¢rgcw and PGDegrgpLr columns), or both (PGDcrgcwepLr column) the attack
is always stronger (lower rob. acc.) than the respective single-loss PGD. On average, PGDcrgcw
and PGDgggpLr decrease robust accuracy by 1.05% and 1.39% (absolute) respectively over their
corresponding single-loss variants. In the case of PGDcwepLR, the obtained ASR is nearly identical
with PGDcw, implying that the alternation step in this case may be futile because of the similarity
between the expressions of CW and DLR losses.

Finally, it is illustrated that on average PGDcgecwepLr is better than PGDgggecw and
PGDcggDpLR, vet the differences are small. In some cases, using the alternation scheme with two
stages is better than PGDcggcwepLr- This informs us that it is not always better to add another
stage/objective in the alternation process. In a fixed iteration budget, adding another loss reduces
the overall time allotted to each stage. We assume that this hurts performance because the reduced

number of iterations is not enough to reach the stagnating region of each loss.

Multi-Stage PGD versus AutoAttack Components

Next, we compare our best method (on average, that is PGDcrgcwepLr) With every white-
box component from AutoAttack [CH20b], i.e., APGD¢cg, APGDpLr and FAB attack [CH20a).
In the original AutoAttack evaluation, the last two components are run for 7" = 100 iterations and
R =9 restarts, using the targeted version of each attack. However, we adapt these attacks to our
computational budget, evaluating the performance of their untargeted versions for 7' = 100. In
our experiments, we execute the official code! of AutoAttack for every single model. We clarify
that the official code does not provide a way to turn off random initialization when evaluating the
AA components, but the fluctuations are expected to be small enough.

As it is clearly illustrated in Table 5.3, our proposed method, PGDcggcwepLR consistently
outperforms the white-box components of AutoAttack. It becomes evident that the advantage of
using the loss switching strategy is significant, since in this setting we run our attack for fixed

step size equal to €/4 and the simplest optimizer possible (sign operation with no momentum).

Thttps://github.com/fra31/auto-attack
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APGDc¢g and APGDppgr are both based in the evidently better APGD optimizer and step size is
decayed according to some schedule, yet they lag behind PGDcgg.cwepLr by & large margin. Par-
ticularly, PGDcEgcwepLR achieves (on average) 0.418% lower robust accuracy than the strongest

component.

Multi-Stage PGD versus the strongest baselines

We extend the assessment of our method’s effectiveness by comparing our results with the
strongest {..-bounded attacks, for 7" = 100 and no restarts. We consider the two best baselines
found in literature (in our computational budget): GAMA-PGD [Sri+20] and MD attack [Ma+20].
Both of these methods suggest improving PGD through modifications on the surrogate loss and
step size schedule. In Subsection 5.7.1, we delve into the exact similarities between the examined
methods and our work.

We execute these attacks through the official codebases? 2. When comparing PGDcrg.cw&DLR
with each baseline, we adapt the learning rate schedule according to each work (See Appendix
for details). The results of these comparisons are summarized in Table 5.4. In the parentheses of
PGDcrgocwenpLr columns, we display which learning rate schedule is used. These results indicate
the effectiveness of our attack, achieving state-of-the-art performance (in the T = 100,R = 1
budget), for the majority of evaluated models.

Specifically, PGDcrgcwepLr outperforms GAMA-PGD [Sri+20] in 11 out of 15 ¢s.-bounded
robust models, whereas in 2 models they achieve the exact same ASR. In the 2 networks that
PGDcEgcwepLR returns higher robust accuracy, the differences are quite small, i.e., 0.02% and
0.04%. An extreme case is the model of [Zha+21], since GAMA-PGD lags behind our method for
1.10%. These observations indicate that, in general, PGDcrgcwepLr suffers less from robustness
overestimation.

In the case of MD attack [Ma+20], our method achieves lower robust accuracy in 13 out of 15
tested models, with an average improvement of 0.15%. In two models [Hen+19; Seh+20], however,
the estimated robust accuracy is 0.05% and 0.14% higher than that of MD attack. Overall, this
comparison, similarly to the previous one, highlights that PGDcgrgowepLr provides the most
reliable £,.-bounded robustness evaluations.

5.6.4 Qualitative Analysis

Here, we conduct a qualitative analysis to better grasp the impact of changing surrogate losses
during optimization. Our experiments are inspired by the work of Yamamura et al. [Yam-+22],
where they visualize the fo-distance between successive PGD steps: [|x**+1) — x(®)||5 in order
to empirically show that their proposed optimizer explores the input space more extensively. In
a similar vein, we replicate their method for PGD¢g, PGDow, PGDcrgcw, PGDcEgcweDLR In
Figure 5.2, inspecting four different classifiers. To generate smoother curves, the y-axis quantity
is averaged on a batch of 100 examples.

Altogether, it appears that in the single loss variants, the search of PGD becomes quite localized
and after some time the successive steps are within small distances. In the cases where multiple
surrogates are used, the curve presents a sudden rise in the alternation timestep, indicating that

the objective alternation helps the algorithm to diversify its search.

2https://github.com/val-iisc/ GAMA-GAT
3https://github.com/Jack-1x-jiang/MD __attacks
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Model GAMA-PGD [Sri+20] PGDcrgowaDLR A MD Attack [Ma+20] PGDcrgcw&DLR A
(GAMA-PGD sch.) (MD sched.)

[Eng+19¢] 50.05 49.88 -0.17 50.34 49.87 -0.47
[Car+19] 59.84 59.78 -0.06 59.83 59.72 -0.11
[Hen+19] 55.22 55.26 +0.04 55.15 55.20 +0.05

[Zha+19Db] 45.32 45.20 -0.12 45.49 45.17 -0.32

[Zha+19c|t 53.29 53.29 0 53.36 53.26 -0.10
[Wu-+20] 56.30 56.30 0 56.28 56.26 -0.02
[Seh+22] 56.01 55.95 -0.06 55.92 55.89 -0.03

[AF20] 44.42 44.41 -0.01 44.57 44.44 -0.13
[Dai . 22] 61.94 61.74 -0.20 61.99 61.72 -0.27

[Gow-+21] 63.78 63.72 -0.06 63.94 63.73 -0.21
[Hua+21] 62.87 62.89 +0.02 62.93 62.86 -0.07
[Zha-+21] 60.72 59.62 -1.10 59.73 59.58 -0.15

[RM21] 57.78 57.73 -0.05 57.74 57.72 -0.02
[Add+21] 51.43 51.26 -0.17 51.30 51.25 -0.05
[Seh+20] 57.49 57.43 -0.06 57.31 57.45 +0.14

Table 5.4. Comparing PGDcgs,cwspLR With the strongest attacks of our computational budget (T = 100
with no restarts). Each entry reports the robust accuracy of each classifier for the given method. A columns
report the robust accuracy gap between the compared methods. (1): Attacked with e = 0.031.
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Figure 5.2. Plotting the £2-norm between successive PGD steps, for various surrogate losses. Each panel
represents this quantity over iterations, for a different classifier (ModelID is on top of each panel).

5.6.5 Ablation: Surrogate Loss Order in Multi-Stage PGD

A research question regarding the multi-stage variant of PGD is whether the objective ordering

affects the results. Specifically, we are interested in understanding whether any change occurs if we
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optimize the objectives with reverse ordering. To address this question, we execute the two-stage
PGD, with T' = 100 and no restarts, for every possible pair (order matters) of CE, CW and DLR.
The results of Table 5.5 demonstrate that the order plays an essential role. Particularly, it
is clearly illustrated that it is better to start the optimization procedure with the CE loss, then
finishing off with CW or DLR. However, we observe that regardless of the objective ordering,
every multi-stage PGD variant which alternates between CE and one of CW, DLR (PGDcggcw,
PGDcws.ck, PGDcreprr, PGDprLrecr columns) performs better than single-loss PGD.

Model PGDcegcw PGDcowgce PGDceepLr PGDprrece PGDeowgprLr PGDprrecow

[Eng+19¢] 50.29 50.95 50.22 51.13 52.63 52.97
[Car+19] 60.00 60.27 60.00 60.39 60.88 60.94
[Hen+19] 55.41 55.62 55.37 55.72 56.55 56.84

[Zha-+19b] 45.33 45.85 45.32 45.86 47.42 47.58

[Zha+19¢] 53.45 53.76 53.43 53.86 54.23 54.31
[Wu+20] 56.47 56.68 56.44 56.72 56.94 56.98
[Seh+22] 56.06 56.42 56.05 56.52 57.21 57.49

[AF20] 44.56 44.94 44.53 45.03 46.62 46.77
[Dai+22] 61.80 62.18 61.76 62.33 63.23 63.42

[Gow-+21] 63.86 64.80 63.85 64.30 65.20 65.31
[Hua+21] 63.09 63.52 63.03 63.64 64.12 64.34
[Zha+21] 59.78 60.16 59.69 60.31 60.37 60.51

[RM21] 57.77 58.17 57.74 58.18 58.51 58.54

[Add-+21] 51.45 51.79 51.43 51.84 51.86 51.93

[Seh+20] 57.66 57.92 57.61 57.93 58.40 58.47

Table 5.5. Ablation Study. Exploring the importance of the surrogates’ order. The experiments are
ezecuted for T = 100 with no restarts. Each entry reports the robust accuracy of each classifier for the
given method. (1): Attacked with e = 0.031.

5.6.6 Ablation: Additional Techniques of Combining Surrogates

Another interesting research question is to explore whether there exist other ways of combining
surrogates. To settle this, we compare the alternation method with two additional combining
techniques. First, one can combine different surrogates through a convex combination, i.e., setting

the surrogate according to the following expression:

L(x,y) =7 L1(x,y) + (1 =) - La(x,y)

Another way is to combine different surrogates in an ensemble-like manner, i.e., split the entire
iteration budget into K equally sized intervals, execute PGD using the k-th surrogate Ly, starting
from the clean point (not from where the previous stage ended), and then aggregate the output
decisions. This method is inspired by the MultiTargeted surrogate, introduced by Gowal et al.
[Gow+19]. For the CE and CW losses, we denote the latter combining strategy as PGDcg V
PGDc¢w, because the output decisions of each surrogate are aggregated through binary OR, i.e., the
input is deemed misclassified if at least one of PGDcg, PGDcw generate a successful perturbation.

We conduct an ablation study, using the CE and CW objectives, to explore the effectiveness of
these methods. The results are illustrated in Table 5.6, where we also report the robust accuracy
of PGD¢Eg, PGDew, PGDcrgcw for direct comparison (we also include the iteration budget on
the superscript to draw a distinction with the ensemble method). As expected, the robust accu-
racy of convex combination is susceptible to the choice of v, with its performance depending on
whether the best-performing objective has a larger weight. The ensemble method, on the other
hand, consistently outperforms the single-loss PGD, and much like PGDcgg cw, is more “robust"
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Convex

Model PGDEY PGDRY PGD2L VPGDE, ~+=025 ~=0.75 PGDcrecw
[Eng+19c]  52.24 52.59 50.75 51.59 52.30 50.29
[Car+19]  62.09 60.86 60.18 60.97 60.85 60.00
[Hen+19]  57.38 56.61 55.52 56.10 56.36 55.41
[Zha+19b]  46.28 47.44 45.56 46.37 47.19 45.33
[Zha+19¢] +  55.47 54.21 53.68 54.34 54.18 53.45
[Wu+20]  59.05 56.93 56.66 57.46 57.00 56.47
[Seh+22]  58.68 57.22 56.37 57.22 57.10 56.06
[AF20]  47.14 46.62 44.81 45.78 46.17 44.56
[Dai+22]  63.98 63.23 62.17 62.89 63.15 61.80
[Gow-+21]  65.79 65.20 64.20 64.72 65.00 63.86
[Huat21]  64.95 64.15 63.35 64.01 64.09 63.09
[Zha+21]  66.67 60.40 60.14 63.88 60.86 59.78
[RM21]  61.48 58.51 58.14 59.14 58.49 57.77
[Add+21]  56.00 51.88 51.78 53.23 51.96 51.45
[Seh+20]  59.86 58.41 57.85 58.59 58.41 57.66

Table 5.6. Ablation Study. In the convex columns, v (1 —~) corresponds to CE (CW). The experiments
are executed for T = 100 with no restarts. Each entry reports the robust accuracy of each classifier for the
given method. (1): Attacked with e = 0.031.

against issues arising from individual use of objectives. However, the loss alternation strategy,
PGDcggcw, performs better than the ensemble-like combination. We advocate that this occurs
because PGDcggow utilizes the progress made in previous stages to perform better initializa-
tion for the next stage. The ensemble-like method, however, discards the perturbation found by

previous objectives, and starts optimization all over again.

5.7 Discussion

5.7.1 Similarity with Previous Works

Next, we discuss previous works that also employ a loss alternating strategy. First, the most
similar work is that of Ma et al. [Ma+20], where they employ an identical alternation step to
evade the issue of imbalanced gradients. The first PGD stage optimize only one of the two logit
terms, whereas in the final stage, the typical margin loss is optimized. Notice a striking difference:
Our work involves the CE,CW and DLR losses, all containing more than one logit terms, hence
potentially suffering from gradient imbalance that should translate to reduced ASR. Our method
outperforms MD attack. Therefore, our study provides evidence that the success of MD attack
[Ma-+20] is more likely the outcome of switching surrogates, rather than deterring the magnitudes
of logit terms’ gradients from becoming highly disparate.

The second method is GAMA-PGD, introduced by Sriramanan et al. [Sri+20]. The authors
propose to regularize the margin loss with a MSE term, weighted by a decaying coefficient. In
their implementation, the initial rate of weights between the MSE and CW losses is 50:1, hence
for the first few iterations the contribution of CW loss is negligible. The weight of MSE is linearly
decayed to 0 for T'/4 iterations, and after that point the surrogate is set to the standard margin
loss. Essentially, their attack alternates the surrogate loss used by PGD as many times as the
duration of the interval during which MSE decays, i.e., T'/4 out of T iterations. Their analysis
conveys the intuition that the improvement originates solely from the regularizing effect that MSE
exerts on the margin loss. Our work demonstrates that the benefits of GAMA-PGD may arise
from the loss alternation, still further experimentation is required.

Another method loosely connected with ours is the Composite Adversarial Attack (CAA)
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[Mao-+21]. Mao et al. propose to generate adversaries by searching for the best composition
of individual base attacks. Our method can be seen as a more special study of CAA, since it
composes PGD attacks for two (or three) different objectives. Our work indicates much more
markedly the value of using multiple losses. The effectiveness of CAA appears more like the result
of a brute-force-like search.

Overall, our paper differs from the aforementioned works in that it manages to showcase the true
efficacy of the alternation step, stripped down from other redundant components. The experiments
provide direct evidence that using multiple objectives is sufficient to induce large performance gains.
Additionally, our work is an extension of these methods since we evaluate the combination of all
possible pairs of CE,CW and DLR losses, rather than using only CW with its individual terms
[Ma+20] or CW and MSE [Sri+20].

5.7.2 Future Work

There are several questions arising from the proposed work than require further investigation
and could be of value to the community. Notably, it is critical to address whether there is a trade-
off between the number of surrogates used and PGD performance, for a fixed number of iterations.
We assumed that adding more stages for fixed budget may hinder performance due to the decreased
duration allotted to each stage. However, our intuition is that adding more objectives shouldn’t
drop the Attack Success Rate (ASR), given that PGD spends a sufficient time in each stage. This
can be easily verified by increasing the computational budget, e.g., from 7" = 100 to T" = 1000,
and observing that more surrogates leads to higher ASR.

Another interesting observation to explore is how the alternation step depends on the choice of
objectives and their respective formulations. Particularly, we observed that PGDcweprr performs
at a par (or even worse) than the respective single-loss variants, PGDcw and PGDpygr, which was
credited to the similarity of CW and DLR. This indicates that the loss alternation technique is an
improvement only if the expressions generate landscapes which are diverse enough. In this vein,
it would be valuable to encompass other expressions which deviate from the objective functions of
our study, i.e., CE, CW and DLR.

Since we experimentally demonstrate that our PGD variant is the strongest adversarial attack
in the computational budget of 100 iterations, another direct extension is to integrate our attack
into powerful ensembles. Specifically, in the case of AutoAttack [CH20b], PGDcrgcweDLR 1S out-
performing every white-box component (Table 5.3), hence we assume that replacing e.g. APGDprLr
with PGDcrgcweprLr would produce more reliable robustness evaluations.

5.8 Conclusion

In this work, we propose a method of alternating objectives for improving the strength of PGD-
based attacks. The proposed method performs better than single loss variants, as well as strong
baselines which are used for evaluating the ¢,—bounded robustness of neural networks: AutoPGD
[CH20b], FAB [CH20a], GAMA-PGD |[Sri+20] and MD Attack [Ma+20]. Our experiments show
that alternating objectives is a very effective way of combining different objectives compared,
e.g., to convex combination and ensemble-like methods. It is also experimentally shown that
the proposed method offers significant robustness towards overcoming loss-specific weaknesses.
Furthermore, our qualitative analysis offers intuition on the reasons behind our method’s strength
that may be related to the algorithm’s search space diversification induced by the alternation

86



5.8 Conclusion

step. Finally, we offer a new perspective on how the success of other state-of-the-art attacks, i.e.,
GAMA-PGD and MD Attack, can be ascribed to loss alternation.
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Appendix A

Implementation Details

For our experiments, we implement code on the PyTorch framework. The PGD implementation
is based on the TRADES [Zha+19¢| repository®. All attacks are executed with a £,-norm bound
of € = 8/255 and for T' = 100 iterations, with no restarts. Our code returns the best intermediate
PGD point instead of the last. The robust models of our study are obtained from the ModelZoo of
RobustBench [Cro+21]. Our experiments are run in a NVIDIA GeForce GTX 1080 Ti GPU with
12GB VRAM.

Step Size Schedules

Here, we discuss the step size schedules used when comparing our method with the GAMA-
PGD [Sri+20] and MD Attack [Ma-+20] baselines. In GAMA-PGD, the step size schedule incurs
tenfold drops at T = 60 and T' = 85, starting from 7(?) = 2e.

In [Ma+20], step size is regulated according to a cosine-annealing scheme. In particular, the

step size in t — th iteration equals:

e (I+cos(tF)m)  ,t<T

(® —
e (I+cos(F=5m) T/ <t<T

where T' = 100, T’ = T'/2. Therefore, step size is decayed from 2¢ to 0 in each stage. We extend

this scheme to our three-stage variant as follows:

6'(1+COS(%)7T) 7t<,11/3
n(t) =< e (]_ + Cos(t}:;ésfir)) 7T/?) <t< 2T/3

- (1+cos(S52m) 2T/3<t<T

Images of Adversarial Examples

In this appendix, we visualize adversaries, generated to fool the ResNet50 robust classifier
from [Eng+19¢| (Engstrom2019Robustness) that our obtained through executing PGDcgg.cw and
PGDcrgcwepLr methods, alongside their clean counterparts. Obviously, there are no visible

differences between the clean and perturbed images.

4https://github.com/yaodongyu/TRADES
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Figure 5.3. From top to bottom: First 5 rows correspond to clean CIFAR-10 test images, next 5 rows
correspond to PGDcps. cw adversaries and last 5 correspond to adversaries generated by PGDcps. cwaDLR-
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Chapter 6

Conclusions

6.1 Discussion

In this thesis, we conducted a pedantic study on the influence that the surrogate loss exerts in
performance of Projected Gradient Descent. Previous studies, as this of Croce and Hein [CH20b],
alluded that the performance of each surrogate is dependant on multiple factors, namely the
architecture, model’s weights, training dataset etc. This observation is the crux of our experimental
work, where we postulate that by combining different objectives in the same run of PGD we will
manage to alleviate individual flaws of each surrogate, rendering the optimization procedure more
robust to the selection of surrogate loss. We underpin this assertion initially by considering a
synthetic toy example, where one of the two losses (in this case, the margin loss) is blatantly
weak due to the morphology of its level sets. In this example, we show how our combining method
successfully perturbs the clean input, despite having used the problematic loss function for the first
half of iterations. Next, to extend the credibility of our assertion in more realistic scenarios, we
compare our alternating method with the single loss variants of PGD, in a large array of ¢,,—robust
models, where it is vividly demonstrated that our proposed alternating strategy (when involving
CE and at least one of CW and DLR) consistently outperforms PGD when using a single objective.
These findings consist a satisfactory sample of empirical evidence to justify our initial intuition.
In addition to that, we also conduct a qualitative experiment to better grasp the reasons behind
our method’s superior performance: In this setting, we visualize the £s-distance between successive
PGD steps, both for the single-loss variants of PGD and for the alternation method. From the
obtained figures we derive the following conclusion: Alternating between different losses during
PGD is a tool to promote search diversity, expanding the reachable set of points/regions (this is
implied by the abrupt leaps of ¢s—distance in the timesteps where the loss alternation occurs).
Finally, we compare our best method against multiple baselines: First, with every white-box
component from AutoAttack, i.e. APGD¢cg,APGDprr and FAB, adapted to our computational
budget (T' = 100, R = 1), where it is highlighted that the multi-stage PGD which alternates
objectives manages to reach lower robust accuracies for every single model. Next, our attack
is compared with the strongest adversarial attacks (for the budget 7' = 100, R = 1) found in the
literature: GAMA-PGD [Sri+20] and Margin Decomposition (MD) Attack [Ma-+20]. Our proposed
attack attains to outperform both of these methods (for the majority of the examined networks),

achieving state-of-the-art results.
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6.2 Future Work

There are plenty of future research steps emerging from the findings of our work. In this

paragraph, we will attempt to present various ideas that someone can implement in order to

expand the scope of our study:

92

e An immediate extension is to apply these experiments in a larger scale, both in the number

of examined models and in the datasets used. Notably, Croce and Hein [Cro+21] use more
than 50 models, whereas Yamamura et al. [Yam+22| experiment on 64 models. Both of
these studies evaluate their proposed methods on three datasets: CIFAR-10, CIFAR-100 and
ImageNet. In this thesis, we chose not to conduct our study in such a large scale mainly due
to compute limitations. Extending our work can also be done through the study of different
threat models: We only explored the combination of different losses for the ¢..-bounded
threat model, but that can be done also for £y,¢; or ¢5-bounded attacks.

Also, our method can be exploited in ensemble-like attacks, like AutoAttack [CH20b] or
A3 [Liu+22]. Specifically, since our method was shown to outperform all of the white-box
components of AA, it would be safe to assume that replacing them with our attack (at
least the first, i.e. APGDcg,APGDprr which are PGD-based) would lead to higher Attack

Success Rate (ASR), enabling more reliable robustness evaluations.

Notice that our work involved the combination of three losses: CE, CW and DLR. A straight-
forward way to broaden the caliber of our work is to encompass numerous other expressions,
e.g. the Mean Square Error (MSE) or some objective from the ones proposed in the study
of Carlini and Wagner [CW17]. Dropping the budget restriction, it is interesting to explore
how the combination of many losses affects the ASR e.g. cascading 10 different objectives,
devoting 100 iterations to each one of them. This may push the limits of PGD even more in
terms of Attack Success Rate (ASR). As regarding additional objectives, another interesting
line of research is to explore the derivation of new formulations, which induce largely different
geometries than the landscapes of the typical losses used in our study. In that regard, it is
valuable to conduct additional qualitative experiments to understand when the combination
of two or more different objectives is advantageous or not, E.g. an immediate question aris-
ing from our results is why the combination of the CW and DLR losses didn’t provide gains
over their single-loss variants, which we attributed to the highly similar expressions of the

objectives but without verifying it in a more convincing way.

Next, another way of improving PGD is to combine our loss alternation strategy with ad-
vances made on other hyperparameters/components of the algorithm, e.g. combine the sur-
rogate loss alternation with more elaborate optimizers (APGD [CH20b] or ACG [Yam+22])

and initialization techniques (e.g. ODI [Tas+20] or adaptive initialization from [Liu+22]).

Finally, the ultimate question emerging from the work of this dissertation is whether the
conclusion about the advantage of switching objectives during PGD can be also generalized
in the adversarial attack generation process in other domains, for example in applications of
textual or acoustic data.



Chapter 7

Appendix: The log-likelihood attack

In a completely different note, we devote the content of this Appendix to present a couple of
other experiments that were conducted during the course of this thesis. This section is discussing
our ideas in a slightly informal manner, with the reason for this being that, overall, the final results

were inconclusive and hence we include them in case any acquainted reader find them interesting.

7.1 Introduction

Deep Neural Networks (DNNs), despite their exceptional performance on an abundance of
previously hard-to-solve tasks, have functional blindspots. The most prominent instance of such
problematic functionality is their sensitivity against adversarial examples. Adversarial examples
arise by adding carefully designed perturbations into images which are correctly classified by the
system, resulting to a new image which dramatically alters the output of the classifier. Interestingly,
these perturbations are visually so subtle that even humans can’t recognize them.

The research community primarily studies the problem of adversarial examples through the
lens of £,-bounded threat model. In this setting, the adversary can only change the input in a way
that the produced example has a small enough /,-distance from its clean counterpart. Despite
that there is a significant progress towards improving robustness against £,-bounded attacks, the
proposed defenses can provide some degree of robustness only against the adversarial threat model
that was used during training [SC18|. The issue of ¢,—bounded adversarial defenses being unable
to defend against other types of adversaries is omnipresent. Engstrom et al. [Eng-+19a] fool
adversarially trained models by applying small spatial transformations to images. Other works fool
defended classifiers by recoloring the image [HP18; LF19] or applying spatial transformations like
pixel displacements [Xia+18|. These attacks violate the constraint of ¢,-bounded norm, but they
remain imperceptible to the human eye, implying that the £,—bounded threat model is extremely
flawed and restricted. We will refer to such attacks as Unrestricted Adversarial Attacks.

Song et al. [Son+18a] provide empirical evidence that typical adversarial attacks generate
examples which have low probability density. Based on this observation, we aspire to settle the
question of whether it is possible to generate adversaries only by minimizing the data log-likelihood,
which is an unsupervised objective and has no relation at all with the classification problem. The
minimization can be done through known adversarial attacks like PGD. In our work, we confront
this problem by exploiting Normalizing Flows (NFs) [TT13; Din+15; Din+17] as the density
estimator. Since NFs map data points from the input space to a latent code of equal dimensionality,
we explore the idea of log-likelihood minimization both in the pixel and the latent space. We assume
that the latter method, i.e. producing an ¢,-bounded adversarial perturbation in the latent space,
is meaningful since small tweaks on the latent code should retain visual similarity. In this case,
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the produced adversaries are unrestricted since mapping the adversarial latent perturbation to the
pixel space doesn’t bound the image £, —norm.

In general, we draw two conclusions from our study: First, log-likelihood minimization in
the pixel space leads to weak attacks, that are unable to harm ¢,—bounded adversarial defenses.
In the case of latent code optimization, the attack is capable of degrading performance of £,-
bounded defenses, which is expected because the perturbations are unrestricted in terms of £,-
norm. Performance degradation is monotonically related with the perturbation bound in the
latent space. Increasing this bound leads to adversaries which have visible differences with their

clean counterparts.

Notation. Our experiments involve NF-based models, hence we denote a NF model as g4 : X —
Z, mapping data points from X to a latent space Z. Of course, in order to keep g4, the input
(also called pixel) space X and the latent space Z have the same dimensionality. Whenever we
refer to log-likelihood (in the NF-based models), we suppose it is calculated by the density function
pg : X — [0,1] learned by the model (unfamiliar readers are referred to our introduction in NFs,
in Subsection 3.6.3). Also, we state that in this section, the bold lowercase z refers to latent codes,

instead of the logit vector of some classifier (this quantity is not of interest in this section).

7.2 Motivation

Song et al. [Son+18b] conduct the following experiment: Using a CIFAR-10 pretrained Pix-
elCNN [Oor+16] density estimator, they observe that adversarial attacks lie in regions of lower
probability density than their clean counterparts. This is also depicted in Figure 7.1, where they
visualize the histograms of bits per dimension (bpd) which is proportional to the negative log-
likelihood. This empirical finding motivates them to derive a new way of defending against adver-
saries, called purification. The reasoning behind this term is that their method receives an input
x at test time, possibly adversarial, and transforms it to a new input x’, which is within small
¢,—distance and has higher log-likelihood. Hence, their method attempts to purify the image,
hopefully subtracting the adversarial noise through this procedure.

However, there are some important caveats related to this work: First, the purifcation defense
from [Son+18b] has been shown to be ineffective, since later works evaded it [Ath-+18]. Since this
defense has been fooled, this informs us that it is possible to find adversarial examples that lie in
high density regions, as their clean counterparts. Indeed, Stutz et al. [Stu-+19] demonstrate that
such adversaries are easy to find.

The finding of Song et al. [Son+18b] about the probability densities of adversarial attacks
motivates to explore the task of generating adversarial examples completely through the lens of

log-likelihood. Particularly, we put forth the following question as the driving force of our study:

"Can we generate adversarial examples simply through minimizing the probability density of the
mput?"

More intuitively, we are interested in finding out whether a procedure which distracts the input
from the learned data distribution is able to create a new input which is hard to classify. Notice
that producing adversaries through this process doesn’t require knowledge about the classifier,
since the only requirement is the availability of some generative model, trained on the same data
on which the classifier is trained. Hence, such an adversarial attack belongs to the category of
black-box methods.
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Densities of Adversarial Examples
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Figure 7.1. Adversarial examples (on CIFAR-10) are concentrated in regions of higher bits-per-dimension
(thus lower log-likelihood) than clean inputs. Figure adapted by Song et al. [Son-+18b].

7.3 Methodology

The most popular method of generating adversarial examples is Projected Gradient Descent
(PGD) [Mad+18; Kur+17], where one updates the current adversary by following the normalized
gradient direction and then projects the result into the £,—ball around the clean input x. Assuming
that we have access to an NF-based model, the input x is differentiably mapped through its
associated log-likelihood log p(x). Hence, minimizing log-likelihood while remaining inside the
£,—ball of radius € around the clean input can be done through PGD.

However, NF-based models map the input x to a corresponding latent code z. The latent
code can also be differentiably mapped to the data log-likelihood, since the flow model learns an
invertible transformation between the two spaces. The existence of such a latent space gives rise
to the prospect of performing optimization on this exact space instead on the typical image space.
Such a possibility has been examined in various works, either using the latent space learned by
NFs [Yuk+21] or GANs [Son+18a; Zha+18].

A straightforward way to explore the latent space is to perform optimization on the latent
code, yielding an adversarial latent code z’ for a clean input x. Finally, decoding the latent code
z' through the learned inverse NF transformation will result in the pixel space adversary x’. This
procedure mentioned above is tailored to generative models that have the capabality of performing
inference and decoding the latent code. Natural candidates to realize this prospect are VAEs
(though they only perform approximate inference) and Normalizing Flows. Bounding the distance
||z — Z||, on the latent space and decoding z’ doesn’t guarantee that this bound will still hold on
the image space. Hence, such an approach of exploiting the latent space to generate adversaries
should be classified in the Unrestricted Adversarial Attacks category. In this work, we will also
explore the capability of latent space PGD using the log-likelihood as objective. Yuksel et al.

[Yuk+21] perform exactly this, but only for optimizing the classification loss.

In Table 7.1, we represent abbreviations for the various methods of generating adversarial
examples. The first row, i.e. pixels-space PGD using the classification loss, is the most typical
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white-box attack, whereas the second row has been studied by Yuskel et al. [Yuk+21]. Our work
will evaluate the effectivness of two last rows, minimizing the data log-likelihood learned by a
NF-based model.

Abbr. of Method Update rule Comments
pGD®CEP X, =1% (xt +a- norm V ' L(X1,y > White-Box, Common PGD
PGDCEP 7, =112 (zt + a-norm(V, [,(g¢ (z1), ))) Similar to this in [Yuk+21]
PGD*NLLp X}, = I, X, —a- norm( x! log p( Xt Black-box
PGD#NLLp z,, = H?,E(ZQ — o norm(V,; log p(g; (zt)))) Black Box

Table 7.1. Inventory of methods. CE (Cross-entropy) is the classification loss and NLL (Negative Log-
likelihood) is the density estimation function learned by Glow.

7.4 Experimental Work

7.4.1 Preliminary Experiment

Based on the previous discussions, our work aims to generate adversarial examples simply
through minimizing the log-likelihood of the data. As for the density estimator, we will utilize a
Normalizing Flow model, and specifically Glow [KD18]. The Glow model lends us flexibility, since
we can also produce adversaries by optimizing on the latent space, as discussed in the previous
paragraph.

First of all, we conduct an experiment to confirm that Glow has the same behaviour as Pix-
elCNN, when confronted with adversarial examples. In our code, we used the pre-trained Glow
model of this GitHub repository. This re-implementation of Glow has enough credibility since it
achieves 3.39 bits-per-dimension (bpd) on the CIFAR-10 test data, as compared with the 3.35 bpd
reported to the original paper. For this initial experiment, we generate adversaries against the
ResNet50 classifier which is standardly trained on CIFAR-10, available in the Robustness Library
[Eng+19¢] repository. Next, we generate adversarial examples on the test data, using PGD (both
¢5 and {3 bounded) either for multiple steps or just for a single step (FGSM and FGM) [Goo+15].
Feeding these adversarial examples to the density estimator learned by Glow, we observe the same
pattern as in the work of Song et al. [Son-+18b]: Adversaries reside in regions of low-likelihood, as
Figure 7.2 demonstrates. This experiment alludes that minimizing the density fucntion learned by

Glow may be helpful towards generating adversarial examples.

7.4.2 Evaluating the strength of our proposed attacks

Pixel-Space optimization. First, we evaluate the pixel-space PGD variant which minimizes the
data lol-likelihood. The adversaries are generated against the /,-adversarially trained ResNet50
from Robustness library [Eng+19c|, which achieves 53.49% against ¢, —bounded adversaries (for
e = 8/255). Surprisingly, the Attack Success Rate (ASR) of this method is 0%, meaning that
minimizing the log-likelihood is unable to find ¢, —bounded adversarial examples against this robust

classifier.

Latent-Space optimization. Here, our aspiration is to degrade the performance of £, —robust
classifiers through the black-box, unrestricted attack method PGD*NVMP | In general, this attack
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Figure 7.2. The density estimator learned by Glow assigns low-likelihood (high bpd) to adversarial
examples of ResNet50 classifier from the Robustness library.

algorithm can be considered similar to the work of [Eng+19b], where they manage to harm the
classification accuracy of robust models just by applying spatial transformation on images (hence
requiring no knowledge of the models’ weights). As for the constant e which determines the radius
of ¢,,—ball which restricts the search of adversarial latent codes z’, we are manually checking three
different values : {0.1,0.15,0.2}. In these experiements, we use the exact same robust classifier as
before, i.e. the fs-bounded adversarially trained ResNet50 from [Eng-+19¢c|. In Figure Figure 7.3,
we demonstrate the visual outcome of generating adversaries through PGD*NLL-» , for these three

different € values, as well as for different choices of ¢,-norms, i.e. p = o0,2.

Figure 7.3. Adversaries produced by PGD* VP for p = oo (Left) and p = 2 (Right). From top to
bottom, we demonstrate clean images (¢ = 0) and perturbed images for ever-increasing € (0.10, 0.15 and
0.2).

The visual results in the case of p = oo are dissatisfying: small changes in the ¢ bound introduce
undesired artifacts in the image, largely deteriorating its visual quality. In the case of f3-norm, the
visual fidelity of produced images is better, but overall the process seems extremely unstable. Next,
we evaluate the degree of performance drop that these adversaries induce to the robust classifier
under examination. Table 7.2 exhibits that even in the case of ¢ = 0.2, where the generated
attacks are too artificially-looking, this attack can’t drop the classifier’s performance (as in the
spatial attacks [Eng+19b]).
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Method Size of Perturbation e Accuracy (%)
0 87.03
z,CE
PGD 8/255 53.49
0.10 80.47
PGD*NER 0.15 69.33
0.20 56.08

Table 7.2. (CIFAR-10) Test Set Accuracy

7.5 Conclusion

We attempt to generate attacks only by minimizing the log-likelihood of the image, as this is
estimated by Glow [KD18]. We considered to apply the PGD algorithm on the latent space, as small
deviations on the latent codes could preserve visual similarity w.r.t. original image, while endowing
greater capabilities on the adversary than in the case of bounded pixel-space perturbations (since
now the adversarial search space is not confined in terms of pixel space proximity). The generated
adversaries, even for small ¢ bounds, were not visually satisfying and besides that, they did not
manage to greatly affect the performance of the robust classifier. In retrospective, our conclusion is
that the assumption to generate adversaries without explicitly driving the process to minimize the
classifier’s confidence on the ground truth class was bold and practically, in the way we approached

the problem, this attempt was fruitless.
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