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NepiAnwn

H avixveuon avwuoAiwy eival éva onuavtikd TTedio €pEUVWV YIa PEYAAO XPOVIKO
oidotnua. H unxavikr) pddnon éxel emtoxel onpavTik TTpdodo Ta TEAEUTaia Xpodvia Kail
éxel Bpel epappoyéG o€ TTOANOUG OIOQOPETIKOUG TOWEIG. 1diaiTepa Ta OiKTUO MOKPAG
Bpaxeiag pvAung (LSTMs) €xouv va emdeifouv uttooxOpEVO aTroTEAéGUATA  OTAV
aoxohouvTal pe dedopéva EAPTWHEVA ATTO TO XPOVO, OTTWG XPOVOOEIPEG. AV Kal QUTEG Ol
e€eAieig TTapExouv OAO Kal IO AaTTOTEAECHOTIKA epyaAeia, dev KAAUTITOUV ETTAPKWGS TV
avaykn yia xaunAf kabuoTépnaon oTi TTPORAEWEIS, N OTToIa YiVETAI TTIO ATTAITNTIKI) KABWG
n moodTNTA TwV OEBOUEVWV VIO ETTEEEPYACIA AUEAVETAI E TNV TTAPODO TOU XPOVOU, oUTE
TNV aTraitnon yia XaunAn kartavaAwon evépyeiag. O1 emmayxuvTég Tou Bacifovral o€
FPGA ¢€xouv TpaPngel tnv mpoooxn AOyw Tng KAAAG Toug emmidoong, TNG UWnARg
EVEPYEIOKAG ammodooNng Kal TNG MEYAANG €ueAiiag Toug. e auTr Tn OITTAWUATIKN,
TTaPOoUCIAfoUNE Pia TTPOCEYYIOH YIa £vav ETTITAXUVTH TTou Baailetal o€ FPGA yia poviéAa
avixveuong avwuaAhiwy pe LSTM. O yevikOg oTOX0G €ival va avoTiTuxBei apXITEKTOVIKN
kal kukAwpata oe FPGA yia Tnv umtooTApIEn OXETIKWY EQAPUOYWYV ME ETTIKEVIPO TN
XOUNAR KaBuoTépnon, evid TAUTOXPOVA va PNV KAVEl TTApaxwproelig 6cov agopd tTnv
akpiBeia. O emraxuvtic FPGA €éxel ouvteBei XpnoidotrolwvTag ouvBeon uywnAou
emmmédou otnv TTAaTeopua Vitis Unified Software kai otoxeuel Tnv mAakéTa Xilinx MPSoC
ZCU104 kair Tnv kapta emrayxuvong Xilinx Alveo U280. H aglohdéynon O&¢gixvel 611 0
ETMTAXUVTAG MTTOPEI va emTUxel emtdxuvon Trepiou 1.5 €wg 2.5, oe oxéon Pe Tov
TTPOETTIAEYUEVO CUPTTEPAOHO Tou TensorFlow, Xwpi¢ onuavTikA TITwon TNG akpiBeIag.

Aé€eig kKA&1d1d: unxavikry pédnon, avixveuon avwpoAiwv, LSTM, FPGA, ouvBeon
uwnAou emmitrédou, emTéXuvan UAIKOU






Abstract

Anomaly detection has been an important topic of research for a long time. Machine
learning has achieved major breakthroughs in recent years and has found applications in
many different fields. Long Short-Term Memory networks (LSTMs) in particular have
shown promising results when dealing with time dependent data like time series. While
these developments provide increasingly efficient tools, they do not sufficiently address
the need for low prediction latency, which becomes more demanding as the amount of
data for processing increases over time, nor the requirement for low energy
consumption. FPGA-based accelerators have attracted attention due to their good
performance, high energy efficiency and great flexibility. In this thesis, we present an
approach for an FPGA-based accelerator for LSTM anomaly detection models. The
overall goal is to develop an application with focus on low latency, while at the same time
not making concessions in terms of accuracy. The FPGA-accelerator has been
synthesized using high level synthesis on Vitis Unified Software Platform and is targeting
the Xilinx MPSoC ZCU104 board and Xilinx Alveo U280 acceleration card. The
evaluation shows that the accelerator can achieve a speedup of about 1.5 to 2.5, when
compared with the default TensorFlow inference, without any significant accuracy drop.

Keywords: machine learning, anomaly detection, LSTM, FPGA, high level synthesis,
hardware acceleration






EuxaplioTieg

Oa 11BeAa, ev TTPWTOIG, Va euXapIoTAOW Tov eTTIRBAETTOVTA KABNYNTA K. AnuATEN ZouvTpn
NG OX0ARG HAekTpoAdywv Mnxavikwv kai Mnxavikwv YTrohoyiotwv Tou EMIM yia tnv
gUTTIOTOOUVN TTOU HoU £0¢€IEE yIa TNV EKTTOVNON TNG TTAPOUCOS OITTAWUATIKAG aAAd Kal TNV
gexwpiom) ekmmaudeuTiky Sladikaoia TTou autr) pou TTpocé@epe. EmmmTAéov BEAwW va
guxaploTow Toug AnuniRTtpn Aavotroulo, lwavvn Zrapgoulia kai MNwpyo Agvtdpn yia Tig
OUMBOUAEG Toug Kal TNV KaBodAynor Toug o€ 6Aa Ta oTadia ekTTOdvnong TG TTapolcag
epyaciag katd TIG fdopadiaicg pag ouvavtnoelg. KAsivovrag, 8a nBeAa va euxapiotThiow
TOUG @iAOUG hou, CUVABEAPOUG Kal Wr, Xapn OTOUG OTToioug Ta QoITNTIKG Xpovia 6a pou
peivouv agéxaoTa aAAd Kal TOUG YOVEIG OU Kal TOV adep@O UOU YIa TNV auépIoTn OTAPIEN
TTOU Jou €0¢€1Eav KaTd TN SIAPKEIQ TWV OTTOUSWY [ou.
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ExTevnc MNepiAnwn

Eicaywyn - KivnTtpo

H avixveuon avwuaAiwy atToTeAEl AVTIKEINEVO £PEUVAC YIA MEYAAO XPOVIKO dIdoTnua. €
évav KOOPO yneloTroinong, 0 OyKog Twv OeDOUEVWY TTOU PETa@EPOVTAl UTTEPPRaivEl TNV
avOpwTTIivn IKAVOTNTa va Ta PEAETACEN XelpokivnTa. Q¢ €K TOUTOU, N QUTONATOTTOINKEVN
avaAuon oedopévwyv kabioTatal avaykaia. Mia ommd TIC IO ONUAVTIKEG EPYATIES
avaAuong OedopEVWY gival O EVTOTTIONOG avwpaAiwy oTa dedopéva. O avwuaAieg gival
onueia dedoPEVWY TTOU ATTOKAIVOUV aTTd TNV KAVOVIKA KATAVOUT 0AOKANPOoU Tou cuvoAou
0edouévVWV Kal N avixveuon avwuaMiwy eival n TeXVIKA yia Tnv eupeon Toug [1].
Etopévwg, n avixveuon avwpuoAiwy gival n avayvwpiorn CTTAVIWY YEYOVOTWY, OTOIXEIWV
 TapaTnPAoEwV TIou gival UTTOTITa €TTEId JIAQEPOUV ONUAVTIKA OTTO TIG TUTTIKEG
oupTtrepIPopég N TTPOTUTTA. O1 avwpuaAieg ota dedopéva ovoudldovTal €TTIONG TUTTIKEG
aTTOKAICEIG, akpaieg TIYEG, BOpuPog, kaivotopieg kal efaipéoeig [2]. O pébBodol
avixveuong QavwuaAiwy  gival CUYKEKPIYEVEG yia Tov TUTTO Twv Oedopévwy. [a
TTapadelypa, o1 aAyépiBuol TTou XPNOoIYOTTOIoUVTal YIa TNV QVIXVEUON AVWHOAIWY OTIG
eIkOVeG €ival OIaQOPETIKOI aTTO TIG TTPOCEYYIOEIG TTOU XPNOIUOTTIOIOUVTAl OTIG POEG
oedouévwy [1]. EQW €0TIGOUNE OTNV AVIXVEUON QVWHOAIWY 0€ EBOUEVA XPOVOTEIPWV.

O1 avwpaAieg utmopolv va TagivounBouv yevikd pe 8idpopoug TPOTTOUG, JEPIKOI ATTO TOUG
otToioug eival [2]:

e AvwpaAieg dikTUou: O1 avwuaAieg oTn CUPTTEPIYOPA Tou DIKTUOU GTTOKAIVOUV aTrd
autd TIoU gival QUOIOAOYIKO, TUTTIKO 1 avapevopevo. la Tov evIOTOuO
avwHaANIWVY BIKTUOU, Ol JIAXEIPIOTEG TOU DIKTUOU TTPETTEI VA €XOUV dIa 10€a TNG
avapevOueEVNG 1 KAVOVIKAG ouptepIpopds. H avixveuon avwpahiwyv oTn
OUMTTEPIPOPA TOU OIKTUOU aTtraITel Tn ouvexh TTapakoAouBnon evog dIKTUOU yia
atrpoodOKNTEG TAOEIG ) yeyovoTa.

e AvwpuaAieg atédoong e@appoyng: TlMpokeirar amAwg yia avwuaAieg TTou
evrotrifovral atrd TNV TTapakoAoubnon NG amodoong TG EQAPPOYNG atrd Akpo
o¢ Aakpo. AuTd Ta CuCTAMATa TTapaTtnEoUv Tn AgiToupyia NG €QAPHOYAG,
OUN\éyovTag dedopéva yia OAa Ta TTPORAANOTA, CUPTTEPIAGUBAVOUEVWY TwV
UTTOOOHWYV UTTOCTAPIENG Kal Twv eEapTrioewv e@apuoywy. Otav evrotidovTal
QVWHAAIEG, EVEPYOTTOIEITAI O TTEPIOPICHOG PUBUOU AsiToupyiag Kal o1 DIaXEIPIOTEG
€1d0TT0I00VTaI VIO TNV TTNYH TOU TTIPORAANATOG PE Ta TTPORANUATIKG dedopEva.

e AvwuaAieg ao@aleiag epapuoywv 10ToU: AuTéG TrepIAauBdvouv oTToladnTToTE
GAAN OTTOTITA CUMTTEPIPOPA £QAPHOYAG 10TOU TTOU MTTOPEI va €TTNPEACEl TNV
ao@aAela, oTtwg emobéoeig CSS | emBéoeic DDOS.

Eival onpavtikd yia Toug dIaxeipioTéG Tou DIKTUOU va gival o€ B€on va avayvwpifouv Kal
va avTiIdpoUvV oTIG PHETABAaAAOUEVEG TuVONKeG AsiToupyiag. OTToIEodNTIOTE JETAROAEG OTIG
OuVvOnKeg AeItoupyiog Twv KEVTPWVY OeBOUEVWV | TV £QAPUOYWVY cloud ptTopouv va
ONMUATOdOTACOUV N OTTOOEKTA ETTITTEDQ  ETTIXEIPNMATIKOU KIVOUvVoU. ATIO TnV GAAN
TTAEUPd, OPIOPEVEG OTTOKAIOEIG PUTTOPE va uTTodnAwvouv BeTIKA avdamTuén. ETTopévwg, o
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EVTOTTIONOG QVWHAAIWY €ival KEVTPIKOG yIa TNV e{aywyr BaoIKWV ETTIXEIPNPATIKWY
TTANPOPOpPIWY Kail Tn diatripnon Twv Bacikwv Asiroupyiwv [2]. Tnv TeAeutaia dekaeTia, ol
Tpooeyyioelig Babidg padnong onueiwoav TepdoTia TTPOOd0 OTIG £pyacieg Opacng
uttoAoyioTr. AUTA n ETITUXiO TTOPOKIVNOE TOUG E€PEUVNTEG VA AIOTTOINOOUV QUTEG TIG
MEBOSOUG yIa ToV evioTONS avwuaAiwy. Aidgopeg TTpooeyyioelg BabBidg pdbnong oTTwg
Ta TToAueTTireda Perceptrons (MLPs), Ta ouveAIKTIKG veupwvikd diktua (CNNs) kai Ta
OikTua pakpdg Ppaxeiag pvAung (LSTMs) mpotdBnkav wg TEXVIKEG avixveuong
avwpahiwyv. Eival Tapduoleg Pe TIG KAAOIKEG TTPOCEYYIOEIG PUNXAVIKAG PHAaBnong éoov
aQopa TO yeyovog OTI dev TTPOUTTOBETOUV KAMIO yvwaon TNG UTTOKEINEVNG diadikaaiag
mapaywyAg Oedopévwy. H  dnuoTikdTNTA TOoug Paciletar oTa  EUTTEIPIKA  TOUG
armroteAéopara [1].

Ta avadpouikd veupwvikd Oiktua (RNNs), évag TTOAU yvwoTdG aAyopiBuog Babidg
HABNONG, €XOUV E€QAPUOOTEI EKTEVWG O€ OIAPOPES £PAPUOYEG. EkpeTaAleudueva TIg
TTponyouueveg €€6060uUg WG €10080UG yia TNV Tpéxouoa TTPORAewn, Ta RNNs deixvouv pia
I0Xupn IKavoTNTa eKPABNoNG Kal TTPORAEYWNS akoAouBlakwy dedopévwy. MNa TTEPAITEPW
BeAtiwon g akpiBeiac TPORAewng Twv RNN, Ta OikTua pakpdg Bpaxeiag pvApng
(LSTMs), évag €AeyKTAG MVAMNG HE IKAVOTNTA NABNONG, OUVOUAZETaI PE TUTTIKA OXEDIA
RNN. Ta teAeutaia xpovia, n épeuva yia Ta LSTM-RNN €xel avarrtuxBei TToAU yprjyyopa
AOyw TNG Taxeiag avamTuéng ouyxpovwy e@apuoywyv Tou BaacifovTal oe aAyopiBuoug
BaBiag padnong. Av kai o ouvduaopog LSTM kai Tutrikwv RNN BeATiwovel Tnv akpifeia
TTPORAEWNS, KaBIOTA €TTiong TO MOTIBO UTTOAoyIopOU Kal TO TIPOTUTTO TTpdcBacng
0edouévwy TTI0 TTOAUTTAOKA. Adyw TNG avadpopikng euong Twv LSTM-RNN, eival apkeTd
duokolo yia 1ig CPU va mrpayuartotroijoouv Tov utroAdoyiopd LSTM-RNN trapdAAnAa. Ol
GPU ptropouv va e€epeuvAicouv Aiyo TTapaAANAIGUO Adyw Twv AciToupyiwy diakAGdwaong
KAl TOU OXETIKA MIKPOU peyéBoug povtédou Twv LSTM-RNN. H amoyonTteuTikr} ammédoon
Tou LSTM-RNN o€ emme€epyaocTéG yeVIKAG Xpriong dev PTTopEl va KAAUWEI TIG OTTAITHOEIG
CUMTTEPACHOU O€ TTPAYHATIKO XPOVO OTIG OUYXPOVEG EQAPHOYEG. ZaV OTTOTEAEOHA, £vag
EMTAXUVTAG UWPNARG ammodoong eival dlaitepa emBuuntdg. AauBdvovtag utown tnv
amoédoan, TNV EVEPYEIOKN atmmddoaon Kal TNV ueAifia, évag emMTAXUVTAG TTou BacileTal o€
FPGA cival gia kaAf emAoyr). Tuttikd otnv Tmpdgn, éva poviého LSTM-RNN mpétrel va
ekmmaudevetal off-line péxpr va TTeTUXEl PIa apkeTd KOAR akpiBeia TTPORAewns Kai, oTn
OUVEXEIQ, UTTOPEl va eQapuooTei o€ dIA@opeS €QApPOYES TNG TTpayuaTikiG dwng. Qg
ATTOTEAEOHA, N TAXUTNTA £TTECEPYATIOG TOU on-line cupTTEPACUOU €ival To Baaikd onueio
™¢ avamtuéng LSTM-RNN, emopévwe eomidloupe oOTnv  €mTAYXUVON TnNG @Aong
ouutrepaopou Twv LSTM-RNN [3].

OewpnTikS YTTORAO6pO

Mnxavikry uaénon

H Mnxaviky Ma@non (Machine Learning) cival évag kAddog tng Texvntrg Nonuoouvng
TTOU EMTPETEI OTA OUCTAMATO va  MaBaivouv kal va  BeATiwvovtal Xwpic va
Tpoypapuarifovral pntd [4]. EmkevipwveTal otn Xprion dedouévwy Kal aAyopifpwy atrd
TTPOoYyPduPaTa yia va uignbouv Tov TPOTTO TTou paBaivouv ol AvBpwTrol Kal va Kavouv
TTPORAEWEIS yIa KATI OTOV KOGHO, BeATIWvVOVTag oTadiakd Tnv akpifeid Toug [5]. O kupiog
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OTOXOG €ival n yevikeuon ammd Tnv amokTnBcica eptreipia kal n 600 10 duvaTOV
akpIBEoTepn £TTido0N O€ £pyaaieg TTou dev gixav doBEi TTponyouPEVWIG.

Texvntd veupwvika dikTua

Ta TeXVNTA VEUPWVIKA OiKTUO 1] atmmAd veupwvikd SikTua eutTvéovTal atmd Tov TPOTTO
A€IToUpyiog Twv VEUPWVWY OTov avBpwTTivo eykéEParo. O eykEPAAOS pag eival évag
€CAIPETIKA TTEPITIAOKOG, PN YPOUMIKOG, TTApGAANAOG uTTOAOYIOTAG (CUOTNUA £TTEEEPYQTIAg
TTANpogopIwy). Ta Sopik& OToIXEid TOU, YWWOTA WG VEUPWVEG, €ival Opyavwuéva JE
TETOIO TPOTIO WOTE Ol AvBpPWTTIVEG AEIToupyieg OTTwG n avriAnwn kKal 0 €Aeyxog Tng
Kivnong, n avTioToixion TTPOTUTTWY Kal GAAEG ekTEAOUVTAI TTOAAEG QOPEG TTIO YPAYopa ATTO
auTd TTOU PTTOPOUV VA TTETUXOUV Ol TTIO YPAYOPOI WNPIOKOI UTTOAOYIOTEG TTOU UTTAPXOUV

onuepa [7].

XapaKTnpIoTIKG TTapddelypa €ivar n aiobnon tng 6pacng tou eivalr pia diadikaoia
OUAN\OYNG  TTANPOQYOPIWY TIOU  ETITUYXAVETOl HECW TNG OuveEPYAOiag TTOAAATTAWV
VEUPWVWYV. Mg Tov KaIpO, a@oU OUAANECOUPE OTITIKN €UTTEIpia, €ipaoTe o€ Béon va
avayvwpiocouue autd Trou BAETToupE. Opoiwg, Ta TeEXVNTA veupwvika SiKTua aTToTEAOUVTAI
amd  «VEUPWVEG», ATTAEG  povadeg emeepyaoiag  Tou  AapBdvouv  €106d0ug,
aAANAeTIOPOUV PETAEU TOUG KAl €ival IKAVES va ATTOONKEUOUV EPTTEIPIKN yvwon [7].

H pipynon Tou avBpwTTivou eyke@dAou emdILKETAI HE dUO TPOTTOUG [7]:
1. To Odiktuo Aapfdaver yvwon amd 10 TEPIBAAAOV Tou pECw HIag Ol1adIKaoiag
paénaong.
2. HoxUg TnGg ouvdeong PETAlU Twv VEUPWVWY, TTou ovouadetal ouvaTrTikd Bapog,
XPNOIUOTTOIEITAI YIa TNV aTToBriKEUON TNG aTToKTNOgicag yvwaong.

H Odiadikaoia ektraideuong e€vog TeEXVNTOU VEUPWVIKOU OIKTUOU ETTIKEVTPWVETAI OTAV
TPOTTOTTOINCN TWV TIHWYV TWV OCUVATITIKWY BApWY XPNOILOTIOIWVTOS MIO  TTOIKIAIG
aAyopiBPwWY TTPOKEINEVOU VA ETTITEUXOEI TO ETTIBUPNTO ATTOTEAEC Q.

‘Evag TeEXVNTOG vEUPWVAG aTTOTEAEITAI aTTO TPia BACIKA OTOIXEIA:

1. 'Eva cUvoAo ocuvayewyv n kaBepia pe 10 dIkd TG BAPOG. ZUYKEKPIYEVA £va oAl
X; TTou divetal wg €ioodog aTn ouvayn j ToAAatTAaciaderal e 1o Bapog TG w;. Ta
ouvatTikd Bapn PTTopoulv va AdBouv T6o0 BETIKEG OO0 KAl ApVNTIKEG TIPEG.

2. 'Evav aBpoioTh yia Tov UTTOAOYIOWO TOou aBpoiouatog Twv onudtwy €166d0u
TTOAATTAOCIAOUEVO e TO avTioToIXo BApog. AuTh n Asitoupyia TTepIypd@el Evav
YPAMUIKO oUVvOUQOTH.

3. Mia cuvdpTnon €vepyoTroinong yia Tov TTEPIOPICHUO Tou OfpaTog €600V Ot éva
OUYKeEKPIYEVO dlaoTnua. Eival ouvnBeg autd 1o didotnua va civai [-1, 117 [0, 1].

‘Eva GAAO XapaKTNPIOTIKO €ival N TTOAwGN TTou TTPoaTiBeTal oTnv €000 TOU ABPOICTH] Kal
€XEI OKOTTO va THV TTPOCAPHOCEl TN OUVAPTNON EVEPYOTTOINONG.

Me paBnuaTikoug Opoug UTTOPOUNE VA OPICOUNE €VaV VEUPWVO XPNOIUOTTIOIWVTAG TIG
aKOAOUBEG £E1I0WOEIG:
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Kal
y = ¢ + b)

2TIG TTAPOTTIAVW EEICWOEIS TA Xq, Xo, ..., Xy AVATIAPICTOUV T OAUATA €10000U KAl TO Wy,

Wy, ..., W, QvVATTOPIOTOUV Ta avrioToixa ouvamTikd Bdapn. H £€€0do¢ Tou ypaupikou

ouvouaoTh eival u, n TTOAwon gival b, n ocuvdptnon evepyotroinong gival @ kKai TEAOG TO
ofua €£6dou ToU veupwva givai y.

MepIKEG OUXVA XPNOIUOTTOIOUNEVEG CUVOPTAOEIG EVEPYOTTOINONG Eival:
1. AlopBwuévn Mpapuik Movada (Rectified Linear Unit - ReLU)

f(x) = max(0, x)
2. ZIyuogIdng

1
o(xX) =
( ) 1+e ©
3. YTrepPOAIKN EQATITOUEVN
2x
tanh(x) = 20(2x)— 1 = <
e +1

AikTua JOaKpdAg Bpaxeiag pvAaung

Ta avadpopuikd veupwvikd diktua (RNN) xpnoipotroiolv TiIG ouvdEoElG avadpacng Toug
yid va a1roBnkeUouv avaTtapaoTACEIG TIPOCPATWY YEYOVOTWY €1I00D0U [E TN HOPYr TNG
€€O600OU TNG ouvapTnNoNng evepyotroinong. AUTO TO XOPAKTNPIOTIKO TOUG TTOPEXEI
BpaxutrpdBeaun PVANN o€ avTiBeon PE TN HAKPOTTPOBETUN YVHN TTOU TTAPEXETAI ATTO TA
apyd petaBaAiopeva Bapn Toug [10]. 'Eva avadpopikd VEUPWVIKO OIKTUO WTTOPEi va
BewpnBei wg pia oeipd amd avTiypa@a Tou idlou OIKTUOU PE TO KaBéva va Trepvda TNV
¢€000 Tou OTO £TTdPEVO. H aAuoidwTh @UonN Toug aTToKAAUTITEl OTI OXETICOVTAI OTEVA UE
ANioTeg Kal TTPAYMATI £xouv UTTAPEEl emITuXNUEVES epapuoyES Twv RNN o€ Toueic 6TTwg n
avayvwpion opiAiag, n povrehotroinon YAwooag kal dAAoug. Mapd auTég TIG TTPpoddoug,
Ta Tapadooiakd RNN éxel amodeixBei 011 ptropolv va pABouv atrd TTPONYOUHEVES
TTANPOPOPIEG HOVO OE TTEPITITWOEIG OTTOU TO XAOHA PETALU TWV OXETIKWY TTANPOPOPIWY
Kal Tou Xpdvou TTou gival avaykaieg gival pikpd [9].

Ta diktua pakpds Bpaxeiag pvAuNG (LSTM) sivar éva €181ké €idog RNN 110U dev UTTOPEPE!
atrd 10 PeloVEKTNUA Twv TUTTIKWY RNN. M1Topouv va pdBouv atréd TG HaKpoTTpdBeouES
eCaptnoeig, Kabwg oxXedIAoTNKAV OKPIBWGS YIO VA AVTIMETWTTIOOUV auTd TO TTPORANUG.
AuTO emTUYXAVETAlI ME €vav ATTOTEAEOUATIKO OAYOPIBUO YIO HIO OPXITEKTOVIKA TTOU
EMPBAAAEl oTABEPN PO CEAAUATOC PECW TWV ECWTEPIKWY KATAOTACEWV TWV EIOIKWY
povadwy [10].

To kAel1di yia Tn Asimoupyia evog dikTuou LSTM cival n katdoTtaon Tou KeAiou (cell state) n
otroia dlaTpéxel oOAOKANPN TNV aAucida pe PIKPES HOVO aAANAeTTIOpAoEIS, diao@aAilovTag
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TNV QVEUTTOBIOTN PON  TTANPOQOPIWY  ETITPETTOVTAG €101 OTO  OIKTUO va  QEPEl
MOKPOTTPOBETES ECAPTATEIG.

H mpocBnikn f n agaipeon TANpo@opiwy atrd TNV KATaoTaon Tou KeAIOU puBuileTal
TIPOCEKTIKA aTTd dOMEG TTou ovopdadovTal TTUAEG. ATToTeAoUvTal aTTd £va veupwVvIKS SiKTUO
EVOG emITTEOOU TTOU AQUPAvEl TIG TIMEG TNG TTPONYOUNEVNG KPUPRG KaTtdoTaong Kal Thv
TPEXOUO €i0000 CUVEVWHEVN KAl £XEI WG OUVAPTNON EVEPYOTTOINCNG TN OIYUOEIDN.

Mpwrta éxoupe TNV TTUAN €TTIAEKTIKNAG OuyKpdTnong (forget gate). XpnoiyoTtroigital yia va
ATTOPACICEl TTOIEG TIMEG TNG KATAOTAONG KEAIOU Ba TrpétTel va diatnpendouv. H £€006¢ Tng
gival évag aplBuég petau 0 kar 1 (AOyw TnG OIyHoEIdoUg ouvdpTnong EVEPYOTTOINONG)
yla KaBe oToixeio TNG kardotaong keAloUu pe 1o 0 va onuaivel Tnv TARPN atréppiyn auTtou
TOU OToIXEiou Kail TO 1 yia TNV TTAAPN diathpnon Tou.

To emméuevo BrApa cival va ammoQacioTeEl TToIEG VEES TTANPOYopieg Ba amoBnkeuTtolv GTNV
katdotaon keAioU. Auté yivetal og dU0 Pépn. ApXIKA n TTUAN €1I0000U aTTOPACiCEl TTOIEG
TIUEG Ba evnuepwBOUV. ZTn ouvéxela, éva eTiTTed0 UTTEPPBOAIKAG EPATITONEVNG TTAPAYEI
éva SIAvVUOa UTTOWAPIWY TIMWY TTOU TTPETTEI VO TTPooTeBOUV oTnv KatdoTtaon. TEAOG,
auTd 10 dUO CUVOAQ TIHWY CuvOUAZovTal YIa va dNUIOUPYAOOUV JIa eVNPEPWOT yia TV
KatdoTtaon. Z& autd TO ONWEIO UTToPEl va evnuEPWOEi N TTponyoUuevn KATAoTAON KEAIOU
otn véa. H mTahid katdotaon ToAAaTTAaciddetal pe TNV €6000 TNG TTUANG ETTIAEKTIKAG
OuYKPATNONG, «EEXVWVTAG» ETAl AYXPNOTEG TTANPOPOPIEG. ZTN OUVEXEIQ TTPOCTIBEVTAI TO
YIVOUEVO TNG TTUANG €16680uU Kal Tou TTITTEOOU UTTEPPROAIKAG EQATITOPEVNG TTOU BEIXVOUV
TTOI0 EVNUEPWON TTPETTEN VA Yivel 0€ KABE TIUA TG KATAOTAONG.

TéNog, TO POVO TTOU aTTopével gival O UTTOAOYIOWOG TNG €¢0douU, n oTroia ival pia
@IATpapIopévn €kdoon TnNG katdoTaong kKeAIoU. H TTUAN €€68ou atro@aaidel Troia pépn NG
katdotaong Ba diatnpenBouv Kai n TeAIKR £€£0d0¢ uTToAOYIlETal WG TO YIVOUEVO TNG TTUANG
€€O00OU KAl TNG KATAOTOONG KEAIOU a@oU Trepdoel amd éva emiTedo UTTEPPOAIKAG
EQATITOMEVNG VIO VA TTEPIOPICTOUV Ol TIEG METAEU -1 Kal 1.

MNa va ouvoyiooupe XPNOIPOTIOIWVTOG MaBnuatikoUug oOpoug, n €¢odog (hy) Kai n
katdoTtaon keAiou (C,) evog dikTuou LSTM uttoAoyidovTal XpnoIWOTTIOIWVTAG TIG akOAouBEeg

EEI0WOEIC:
ft - G(Wf[ht—l’ xt] t bf)
it - G(Wi[ht—l’ xt] + bi)
¢, = tanh(WC[ht_l, xt] + bc)
0, = G(Wo[ht—l’ xt] + bo)
Ct - ftCt—l + itCt
ht = ottanh(Ct)
oétou:

e tT0 XpOVIKO BAMC
e h 10 dIAVUCUA KPUPNG KaTdoTaong
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X 10 dlAvuoa el06d0u

[h, X] n ouvévwon TNG TTPONYoUUEVNS KPUPAG KATAOTAONG KAl TNG TPEXOUCAG
elc6dou

W 0 TTivaKag TwV CUVATITIKWV Bapwyv yia KAOE e0WTEPIKO SIKTUO EVOG ETTITTEOOU

b 10 didvucpa TTOAWONG yia KGBe eocwTePIKG BIKTUO VO eTTITTESOU

f, i, c, 0 01 £§0d0I KABE DIKTUOU £VOG ETTITTEOOU

2UgTolxia ETTITOTTIA TTPOYPANMUATICOPEVWYV TTUAWV

Mia ocucToixia emTtoma Tmpoypauuarni{ouevwyv TUAwv (FPGA) cival éva wneiakd
OAOKANPWHEVO KUKAWMA (IC) TTou TTEPIEXE! SIOUOPPWOIUA (TTPOYPAPUATI(OMEVA) WTTAOK
AoYIKNG Padi pe SIANOPPWOIYES DIACUVOEDEIG HETALU QUTWV TwV PTTAOK [12], €€ ou Kal TO
ovoua TrpoypapuaTi{opevwy TTUAwyv. O1 ouyxpoveg ouokeuég FPGA atroteAouvTal ammo
€wg Kal dU0 ekATOPPUPIA AOYIKA KEAIQ TTOU PTTOPOUV va pUBUIoTOUV WOTE VA UAOTTOIOUV
Mia TToikIAia aAyopiBuwyv Aoyiopikou. Av Kai n mapadocoiakn por] oxediaong oe FPGA
MoIdlel TTEPIOCOTEPO HE £va  KAVOVIKO OAOKANPWHEVO KUKAWMQ TTopd HE  €vav
emmecepyaoTn, éva FPGA Ttrapéxel onuavTiKA TTAEOVEKTAUATA KOOTOUG O€ OUYKPION UE Jid
TTPOCTIABEIa AvATITUENG OAOKANPWHEVOU KUKAWMPOTOG KOl TTPOC@EPEl TO idI0 €TTiTTEdO
amoédoong OTIG TTEPIOOOTEPEG TTEPITITWOEIG. ‘Eva dAAo TTAcovékTnua Tou FPGA o¢
oUYKpIon ME TO OAOKANPWHEVO KUKAwMG €ival n IKavoTnTd ToUu va avadiauop@wVeETal
ouvapiké. Auth n dladikaoia, n otroia gival idia Pe TN POPTWON EVOG TTPOYPAUUATOG OF
évav ETTECEPYAOTH), PTTOPEI va €TTnpedosl HEPOG A TO OUVOAO TWv TTépwWV TToU Egival
OlaBéoipol oto FPGA [13].

Ta FPGA ¢ival katdAAnAa yia SI0QOPETIKEG EQPAPHOYEG OTTWG ETTECEPYATIA XOU Kal
Bivteo, kputtTOoypOQia, eTegepyaaia onuaTtog, emeepyacia eikdvag, dnuioupyia Tuxaiwy
apIBuwy Kai dIGPoPeS cPpapuoyEG alyopiBuwy. Avapévetal 0TI Ba xpnoigotroinBouv o€
OIGPOPOUG ToWEIC OTTWG TOU TTETPEAAIOU KAl TOU QPUOIKOU agPiou, Ta XPNMOTOOIKOVOUIKA
Kal TTOAAOUG GAAoug. O1 TpEXOUOEG TTEPITITWOEIS XpNong TrepIAapBavouy, aAAd dev
TeplopifovTal o€, dIAKopIoTEG cloud, TeEXVNTA vonuoouvn, Ol0CTNUIKY TEXVOAoyia,
OMUVTIKE  CUOTAUATA, OCUCTAMATO  QVAVEWCIMWY TINYWV  €VEPYEIAG, METAQPOOT,
TIMOAGYNON TTAPAYWYWYV Kal QUaIKH cwuaTidiwv [14].

2UvBeon uwnAou emmitTédou

O oxedlaoudg piag epapuoyng Tou otoxevel éva FPGA Atav o1o TTapeABOV pia SUOKOAN
oladikaoia, Kupiwg Aoyw Twv dIaBéoIpwy epyaAeiwy xaunAou etmimrédou. MNapadooiakd o
TIPOYPAPUATIONOG Kal N dlapdpewon evég FPGA emituyxavéTav péow TG XpHong HIog
yAwooag eplypa®ng ulikou (HDL) émmwg n Verilog 4 n VHDL, pia diadikacia Trapduoia
ME auTH TTOU XPENOIUOTTOIEITAI YyIa £€va OAOKANPWHEVO KUKAWMG €IBIKNG epapuoyns (ASIC)
[19]. H oAokAfpwaon auTAG TNG £pYaciag NTAV CUXVA APKETA ATTAITATIKY, yId TTAPAdEIyUa
OTOV €VTOTTIONO CQAAUATWY TOU KWAIKA, 0 CUYKPION HE AAAEG TTAATQOPUES OTTWG HIA
CPU o6t1rou xpnoiyotroifiinkav yAwooeg upnAou emmmmédou. MNa va EemepaoTei auTd 1O
EUTTOOIO Ta TEAEUTaIa XpOvIa €XOUV avaTITUXBOEi VEEG, TTIO TTpONYMEVES MEBOSOI Kal £Xouv
onuioupynBei epyaAcia yia ouvBeon uywnAou emmédou (HLS) tmou petaTpéTTouv Tov
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KWOIKA MIoG YAWooag uynAou emmmmédou OTTwg n C/C++ o pia yAwooa TTepIypa®ng
UAIKOU.

H ouvBeon uwnAou eTTITTEBOU YEQUPWVEI TOUG TOMEIG UAIKOU Kal AOYIOUIKOU, TTAPEXOVTAG
Ta akdAouBa opéAN [20]:
o BeATiwpévn TTApaywyIKOTNTA YIO OXEDIAOTEG UAIKOU: Ol OXeOIOOTEG UAIKOU
MTTOPOUV VO €PYAOTOUV O UWPNAOTEPO €TTITTEDO AQAipEong, evw ONUIOUPYOUV
UAIKO uwnAng atrédoaong.
e BeAtiwpévn  amdédoon  OUCTAPATOG  yia  OXeOIOOTEG  AOYIOMIKOU: Ol
TIPOYPAPUATIOTEG AOYIOMIKOU UTTOPOUV va ETTITAXUVOUV Ta UTTOAOYIOTIKG EVTATIKA
TUHAPATA TV aAyopiBuwyv Toug o€ évav véo 0TéXo peTayAwTTIoNg, To FPGA.

Autd emiTuyXdvovTal HEOW XAapaKTNPIOTIKWY Tou HLS é1Twg[20]:

e Avattu¢n aAyopiBuwv og yA\wooa C, peiwvovtag Tov Xpovo avaTTugng.

e EmaAABeuon oe yAwooa C. H emkUpwon TnNG A&ITOUpyIKAG opBOTNTag TOU
oxedlaoguou Kal N 816pbwan cEAANATWY gival TTOAU TTIO Ypr)yopn o€ HIa YAWooa
uwnAou emmiTédou atro O,TI YE TIC TTAPAdOCIAKESG YAWOTES TTEPIYPAPAS UAIKOU.

o ‘EAleyxog 1ng Oladikaciag ouvBeong Méow odnyliwv BeAtiotomoinong. H
OnuIoupyia  OUYKEKPIUEVWY  €QAPPOYWY  UAIKOU uywnAng atrdédoong  Kai
ETITAXUVTWY OAYyopiBuwyv ival EUKOASTEPN.

e Anuioupyia TTOANATTAWY UAOTTOIRCEWV aTTd TOov TINyaio Kwdika C ue xprion
odnyIwv BeATIOTOTTOINONG VIa £€€PEUVNON TOU XWPOU OXESIOQOUOU. AUTO ETTITPETTEI
oTov 0XedIaoTr va £CeTAOEI TIG avTaAAQYEG HETAEU TWV TTOPWYV, TNG TaxUTNTAG, TNG
KATavaAwong eVEPYEIAG Kal TOU PEYEBOUG TOU KUKAWUATOG, YEYOVOG TTOU QUEAVEI
TNV mMOavoTnTa €Upeang piag BEATIOTNG UAoTToinoNG avaAoya PE TIG AVAYKES TNG
£QAPHOYNG.

e Anuioupyia guavayvwaoTou kal gopnTtoU Tnyaiou kwdika C. H emavaoTtdxeuon
Tou Tnyaiou kwdika C ot OlogopeTikéG ouokeués FPGA kabwg kal n
evowpdtwon Tou Tmyaiou kKWoIKa C oe vEéEG €QAPUOYEG YiveTal UOVO MPE TNV
aAAayn Aiywv TTapauéTpwy oTo epyaAeio HLS.

TensorFlow kai Keras

To TensorFlow gival pia TTAAT@OPPA avoixTou KWOIKA yia punxavik padénon. Alobérel éva
OAOKANPWHEVO, EUENIKTO oUOTNUA epyaAciwy, BIBAIOBNKWY KAl KOIVOTIKWY TTOPpWV TTOU
EMTPETTEI OTOUG EPEUVNTEG VA XPNOIMOTTOINOOUV TNV TeAEuTaia AEEN TNG TExvOAoyiag OTn
MNXaVIK PABNon Kol 0TOUG TTPOYPAMMATIOTEG va dnuIoupyouv Kal va avatTuooouv
€UKOAQ EQapPUOYEG TTOU uTTooTRPICOVTal ATTO PNXavikh Jadnon [24]. Mo cuykekpiyéva, To
TensorFlow eival pia BIBAIOBAKN avoixTou KWdIKA yia TN dnuioupyia JOVTEAWY PINXAVIKAG
paBnong oe peydAn KAipaka. Eivar pakpdv no 1o dnpo@IAng BIBAIOBAKN yia TN
onuioupyia povTéAwv PBaBidg pdbnong. ‘Exel €miong Tnv 10XUPOTEPN Kal TEPAOTIA
KOIVOTNTO TTPOYPONMPATIOTWYV, EPEUVNTWYV KOl CUVTEAECTWYV [25].

To Keras cival éva APl BaBidg pabnong ypauuévo o€ Python, TTou Tpéxel TrTdvw atmod Tnv
TAATQOPUa pNXavikAg paBnong TensorFlow. AvatrTuxBnke pe EU@acn oTnv TTAapoxn
ouvartoTnTag ypryopou TreipauaTiodou. Mapéxel BaoikéG a@aipéoelg Kal SOUIKA OTOIXEIO
yla TNV avamtuén AUCEWV PNXavIKAG €KMABnong pe uywnAf taxutnta etravaAnyng. To
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Keras Oivel Tn duvatoTnNTa OTOUG MNXOVIKOUG KAl TOUG EPEUVNTEG VA ETTWPEANBOUV
TAAPWG atrd TNV ETTEKTACIMOTATA KAl TIG QUVATOTNTEG TTOAAQTTAWY TTAATQOPUWY TOU
TensorFlow 2, utmopeite va ekteAéoete 10 Keras ae TPU A o€ yeydAa cuptrAéypara GPU
Kal uTropeite va €fayete Ta PoviéAa Keras yia va ekTeAeaToUv OTO TIPOYPAUMA
TTEPINYNONG ) OE PIA KIVNTF CUOKEUR. [27]. Eival TToAU dnuo@IAEG OTNV KOIVOTNTA €PEUVAG
KAl avaTrtuéng €TTeIdr) uttooTnPidel ypriyopo TTEIpapaTIond, dnuioupyia TTPWTOTUTTWY KAl
QIAIKO TTpOG ToV XpAoTn API.

Avarrtuén kail emmitaxuvon LSTM oe FPGA

Metagopd povtélou python o C++

MNa va dnuioupyrocoule 1o HovTéAO XpnolpoTtroiouue To Sequential API Tou TensorFlow 1o
OTTOi0 OMABOTIOIEI HIO YPAMMIKE akoAouBia eTTITTESWY VEUPWVIKOU BIKTUOU O€ €va JOVTEAO
[35], n €€odog KkGBe emmTTédOU diveTal WG €i0000¢ OTO €TTOPEVO. AUTO KAVEl TNV OAn
oladikacia TTOAU €UKOAN Kal YE AiYEG YPAUMESG KWOIKA WTTOPOUUE VO OPICOUME Kal va
EKTTAIDEVOOUE £va TTOAU TTEPITTAOKO HOVTEAO.

To eTTOPEVO Brida gival N ETAPOPA TOU EKTTAIDEUMEVOU HoVTEAOU og C++. To TTpwTo Briua
yIO va EKTEAECOUUE TO EKTTAIOEUPEVO PO PovTEAO ae C++ gival va KATAVONGOUUE TTWG
Aeitoupyei éva akoAouBiakd povTédo. KaBe etiredo eival ave¢dptnto amd 1a GAAa wg
TIPOG TOUG UTTOAOYIOWOUG TTou yivovTal, n hgévn Toug aAAnAemmidpaon eival o1 KGBe éva
TEPVAEl TNV €€000 TOU WG €i0000 OTO €TTOUEVO. To €TTOPEVO TTPAYMA TTOU TTPETTEl va
KAVOUE €ival va KATAVONROOUME TTWG AsiToupyei KGO dia@opeTikd eTTiTedo. AvaAuovTag
T0 TTPORBANUa kaBapd padnuaTtikd TTapaTnEOUMPE TTWG €XOUME VO KAVOUME KUPIWG HE
TToAAGTTAOCIaOPOUG  TTivaka-diavuouaTtog kal Tpdéeig diavuoudtwy. To povo Trou
atropével gival va egaydyoupue Ta Bdpn ammd 1o ekTTaIdeUPEVO PJovTEAO python kal va Ta
XPNOIUOTTIOINGOUME aTov Kwdika C++. Autd uTTopei va yivel eUKOAa PE UEPIKEG OTTAEG
ouvapTthoeig python. O kKWAIKAG yia TNV €gaywyn Twv Bapwyv, KaBWS Kal TTapadeiypaTa
LSTM ka1 Dense layers, gival diaBéoipog oto Mapdprtnua.

Anuioupyia TTupriva yia 1o FPGA

XpnaoipoTtroloUue Tnv eviaia TAat@oppa Aoyiopikou Vitis (Vitis Unified Software Platform)
yla va dnuioupyniooupe 1o TEAIKO ekTeAéOIo apyeio yia ta FPGA. H porl avarmrugng
emraxuvong e@appoywyv Vitis TTapéxel €va TTAQicio yia Tnv avdaTtiTuén eQpOpUOYyWV ME
emraxuvon oe FPGA XpnoIPOTTIOIWVTAG TUTTIKEG YAWOOEG TTPOYPAMMATIONOU TOCO Yia
oToiIxeia AoylouIKoU 600 Kal yia oToixeia UAIKoU. To aTolxeio AoyIoNIKOU, ) TO TTPOYPOMMG
uttodoxn¢ (host), avamrtricoetal xpnoiyotolwvtag C/C++ yia ekTEAEON o€ €TTECEPYAOTEG
x86 1 evowpatwuévoug emmegepyaoTég, pe KANoeig OpenCL API yia tn diaxeipion Twv
OAANAETTIOPACEWY XPOVou €eKTEAEONG ME Tov €mITaXuvTh. To oToIxeEio UAIKOU, | O
Tuprvag, utopei va avamtuxBei xpnoigotroiwvtag C/C++, OpenCL C 4 RTL [23]. ZTnv
TEPITITWON hag Xpnoipotroloupe C++ 1600 yia TO TTPOYPAPPa UTTOB0XI G 600 Kal yid ToV
TTUpRva.

20



‘ExovTag ypdyel TTpwTa To JOVTEAO pag o€ C++, N avdatTuén evog AsiToupyikou TTUpAva
XWPIG va ETMITUXOUNE ETTITAXUVON TG EQAPMOYAG MOG, MTTOPEI va YivEl APKETA EUKOAA Kal
MOVO HE PEPIKEG TPOTTOTTOINOEIG OTOV KWOIKA C++ pag. MpwTta amd oAa xwpifoupe Tov
KWwOIka ot OUO MEPN, TOV KWOIKA TTOU EKTEAEITAI OTOV ETTEEEPYAOTH KAl TOV KWOIKO
Tupriva (Tmou ekTeAgiTal oto FPGA, autév Tou BéAoupe va emitayxuvoupue). To eTopevo
Brupa eival n TpotroTroinon TNg main cuvapTnong Tng C++. MpooBEToupe PHEPIKEG EVTOAEG
OpenCL yia Tn diaxeipion NG eKTEAEONG TOU TTUPAVA. ZUVOTITIKA AQUTO TTOU TTPETTEl VA
Kdvoupue gival va Bpouue TV TTAATPOPUA KAl VO POPTWOOUMNE TO EKTEAECIPNO apxEio, va
EKXWPNOOUME MVAPN OTn OCUCKEUN, va METOQEPOUPE Ta Oedopéva €l00doU, va
EKKIVAAOOUME TOV TTUPAVA KAl VA QVAKTACOUWE TO ammoTéAeopa HOAIG OAoKANpwBoUV ol
uttoAoyiopoi. O TTUpAvaG Pag €XEl MIO OUVAPTNON avWTaTOU ETTITTEOOU OPATH OTOV
KWOIKO TTOU €KTEAEITAI OTOV ETTECEPYAOTA KAl AQUTH €ival e TNV OTToia AAANAETTIOPOULE.
000 yia Tov KWOIKA Tou TTUPHVa PTTOPOUUE VO TOV BIATNPOOUUE WG EXEl ME EAAXIOTEG
TpotrotroIfoelg. Eivalr duvary n xprion TtOTwv dedopévwv Tng C++ KAl TUTTIKWV
KeQaAidwy BIBAIOOAKNG C++ Kal To gpyaleio Ba TTapdyel TO EKTEAECINO APXEID XWwPIg
mpoBAAuaTa. Mia onuavTikg gaipeon cival 611 N dUVANIKA ekxwpnon PvAPng &gv eivai
OlaBéoiun. AgiCel emiong va onueiwdei 6Tl KPATWVTAG auTOv Tov KwOIKG Tov idIo
mlavotaTta &ev Ba eMTUXOUME Kapia emMTAXUVON. @a KAaAUWouue TIG BEATIOTOTTOINCEIG
TTOU XPNOIMOTIOIOUNE apyoTEPQ.

BeATioToTrOINOEIG TTUPrVA

MeTaoxnUaTIONOI KWBIKA

270 YOVTEAQ TTOU UAOTTOINCOUE Xpnaoiuotroloupe dUo KeAid LSTM Tta otroia aTtov apxikod
Kwolka C++ avTtirpoowTtrelovtal atmo OIaQOPETIKEG ouvapTRoelg. AuTO onuaivel OTi
KaBepia ammd auTég TIC CUVOPTACEIG aTTaITEl EEXWPIOTOUG TTOPOoUG OTav eQapudleTal OTO
FPGA, 1TapoT ekteAoUv Toug idloug UTToAOYIoHoUG Kal Ogv gival duvaTh n Tautdxpovn
ekTéAeon (10 OelTepo LSTM Trepiyével Tnv €€0d0 TOou Trpwrtou). Mtropolue va
eCaAeiyoupe TNV AvAyKn YIa EEXWPIOTEG OUVAPTHOEIG EI0AYOVTOG UEPIKEG ATTAEG EVTOAEG
if-else oTa onueia Tou YxpnoigotroloUvTal Ta BApn Kal XEIPICOPEVOI OWOTA TO TEAIKO
amotéAeopa. ‘Eva dGANo mpdyua TTou TTPETTEl va TovioTel €ival OTI 01 TEOOEPIG
TTOAaTTAaCIaoOi  SIavUoPATWV-TTivaka o0e KABe keAi LSTM dev €xouv €Eaptnoelg
0edOPEVWV KAl UTTOPOUV VO eKTEAEGTOUV TauToxpova. [pdeoupe EexwploTr) ouvdaptnon
yla KGBe pia kar 10 €pyaAcio TIG uAotroiei autopaTta TTapdAAnAa. TéAog, yia va
€EQaPUOOCTOUV OCWOTA ol odnyieg PeATioTOTTOINONG OTOV  EUPWAEUPEVO  BPOXO
TTOAAGTTAOCIACHOU TTiVAKA-O1avVUCUATOS XPNOIUOTIOINCAWNE MIa EEXWPIOTH ouvapTnan yia
TOV £0WTEPIKSG BPOXO.

Odnyieg BeATioTOTTOINONG

To epyaAeio HLS trapéxel odnyieg BEATIOTOTTOINONG TTOU PTTOPOUV va XPNOIYoTToINBouv
yia Tn BeATioToTTOINON TOU OXESIOOWOU, TN MEIwON Tou XpOvou eKTEAEONG Kal TN WEiwan
NG XPNong TOPWV OUCKEUAG Tou TTPOKUTITOVTOG Kwdika RTL. Autég ol odnyieg
BeATioTOTTOINONG PTTOPOUV va TTpoaTeBOoUV aTTeudeiag aTov TTNYaio KWAIKA Tou TTUprva
[38].
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Ap10uoi oTaBepg UTTOBIOOTOARG

APKETEG PEAETEG €xOUv O€itel OTI O GUUTTEPAOHOG TWV VEUPWVIKWY OIKTUWY MTTOPEI va
emTeUxOei pe peiwpévn akpifeia Twv TeAeaTwy. Ta Bapn KBavTidovTal XpNOIKMOTIOIVTAG
éva oxnua avamopdotacng oTtabeprig UTTOSIOOTOAAG. ZTNV atrAoUCTEPN €KBOON AUTAG
NG MOPPNG, Ol apIBuoi KwdIKoTToIoUVTal PE TO iB10 TTAGTOG bit TTou opileTal cUpPWva Je
TO0 apIBunTIKG €Upog Kkal TNV €mBuunTh akpifeia. OAol o1 TeEAeoTEG poipadovTal Tov idIo
€KBETN (ONA. ouvTeAeoTh KAipokag) TTou ptTopei va BewpnBei wg n B€on Tou onpeiou
UTTOOIAOTOANG. € OUYKPION ME TO KIVNTH UTTOBIAOTOAR, O UTTOAOYIOUOG HE apiBuoug
oTaBepg  UTTOdIOOTOANG ME  OTOoBepd TAGTOG  bit  eival yvwotd Om eival  TTIo
ATTOTEAETHATIKOG OGOV a@opd Tn XPHon Tou UAIKOU Kal Tnv KaTavaAwaon evépyelag [39].

AtroteAéoparta - ACIoOAOYNoN

2 UOKEUEG

Alveo U280

O1 kdpteg emrayxuvong Alveo Tng Xilinx gival kapTteg cuppatég pe 1o PCI Express 1Tou
EXouv oXedIaoTel yia TNV €MTAXUVON £QAPUOYWY HE EVTATIKOUG UTTOAOYIOHOUG, OTTWG N
HNXaviky pgaénon, n availuon dedopévwyv Kal n emmeéepyacia Bivieo oe SIOKOUIOTH R
o1aBud epyaciag. 21n ouokeun Xilinx, N TTAATQOPUG ATTOTEAEITAI ATTO HIO OTATIKA TTEPIOXNA
KOl pia QUVOUIKN TTEPIOXN. H OTaTIKR TTEPIOXN) TNG TTAATOOPUAG TTAPEXEl TN BOCIKNA
UTTOBOUN YIO TNV ETTIKOIVWVIO TNG KAPTAG PE TOV KEVTPIKO UTTOAOYIOTA KAl TV UTTOCTHPIEN
UAIKOU yia Tov Trupriva. H Ouvauikf Trepioxn €ival 1o PEPOG TNG CUOCKEUNG OTTOU
atmoBnKeUovVTAl KAl EKTEAOUVTAI ETTITAXUVOUEVOI TTUPAVEG.

MPSoC ZCU104

To Zynq UltraScale+ MPSoC civar n mAat@éppa Zynqg de0tepng yeviag Xilinx, 1Tou
ouvouadel éva 1Ioxupd ouoTtnua emegepyaciag (PS) kal TTpoypaupaTi{opevn atmd 1O
xpPnoTtn Aoyikn (PL) otnv idia cuokeur]. To cuoTnua emmegepyaciog diaBETel TOV Kopu@aio
emeEepyaoty Arm  Cortex-A53 64-bit TeTpamipnvo A dimmdpnvo  Kai  OITTupnvo
emegepyaoTn Cortex-R5F trpaypaTikoU Xpovou. AUTEG O1 VEEG CUOKEUEG TTPOCPEPOUV TNV
euehigia kal TNV €TekTaoINOTNTA €vOG FPGA, evw TTapéxouv Tnv ammodoon, Tnv IoXU Kal
TNV €ukoAia xpAong mou ouvABwg oxetitovrar pe ASIC kai ASSP. H ykdupa tng
olkoyévelag Zyng UltraScale+ divel T duvatdtnTa 0TOUG OXESIOOTEG VO OTOXEUOUV OF
guaiobnTeg 0TO KOOTOG E£PAPUOYEG KAl EPAPUOYEG UWNANG aTTdédoong atmod pia eviaia
TTAATQOPHA XPNOIMOTIOIVTAG EPYAaAgia Blounxavikwy TPOTUTIWY. Ta XapakTneIoTIKA Tou
PL &logpépouv ammd Tov €vav TUTTO OUOKEUAG oOTov GANo. Q¢ armotéAeoua, Ta Zynq
UltraScale+ MPSoC ptropouyv va eEuttnpeTAcouV £va eupu @Aaoua e@apuoywy [33].

2 UvOAa O€DOMEVWV KAl HOVTEAD TTOU XpnoiuoTTroiénkav

2TV TTPWTN HAG €QAPHOY aAVIXVEUOUME AVWHOAIEG OTa 10TOPIKG Oedouéva TIMWV
peToxwy TNG Johnson & Johnson (J&J). H xpovikh Tepiodog TTou eTIAEXONKE ATAV aTTO TO
1985-09-04 ¢wg 10 2020-09-03 kai autd Ta dedouéva cival diabéaiya péow Tou Yahoo
Finance [41]. To &ikTuo TTOU XPNOIYOTIOIEITAI YIA QUTAV TNV £pyaoia eivalr évag
autoencoder. O1 autoencoders cival €vag OUYKEKPIMEVOG TUTTOG VEUPWVIKWY OIKTUWV

22



010U N €i00d0¢ eival idla e TRV £€000. ZUNPTTIECOUV TNV €i00B0 O€ WIO AVATTOPACTACH
XOUNAGTEPNG BIACTATIKOTNTAG KAl OTN OUVEXEID avacuvBéTouv Tnv £€€000 aTTO AUTHV TNV
avatrapdoTtaon. H avatmrapdotaon autr gival gia cupttayng "ouvown" f "ouptrieon" g
€10000u, TToU ovoudadleTal TTiong avatrapdoTaon Aavedavovtog xwpou. ‘Evag autoencoder
arroteAeital amd 3 OTOIKEIA:  KWOIKOTIOINTA, KWAIKA Kal  aTtrokwdikotrointh. O
KWOIKOTTOINTAG CUUTTIECEI TNV €i0000 KAl TTAPAYEl TOV KWOIKA, O OTTOKWAIKOTTOINTAG OTN
OUVEXEIQ avadouEi TNV €i0000 XPNOIMOTTOIWVTAG HOVO auTOV ToV KWOIKA [42].

MNa 1n OeUTEPN E€QAPMOYN HAG XPNOIYOTIOINCAUE TO CUVOAO dedouévwyv Numenta
Anomaly Benchmark (NAB) trou eivai dnpooia diaBéoiuyo oto Kaggle. Eival éva onueio
ava@opdg yia TNV agloAdynon aAyopiBuwy yia TNV avixveuon avwpoAiwy og streaming,
OIOBIKTUOKEG eQapuoyES. ATToTEAEITal aTTO TTEPICOOTEPA atmmd S0 emonuacpéva apxeia
OeOONEVWV TTPAYUATIKOU KOGUOU Kal TEXVNTWY XPOVOCEIPWY OUV £vav VEO UNXAVIOUO
BaBuoAdéynong oxedIOOPEVO YIO EQPAPUOYEG OE TTPAYMOTIKO Xpovo [44]. Autd TO oUvolo
oedopévwy  TTepINauBdvel  dedopéva o€ PopYry  XPOvooeEipdg TTou  ovopdadovTal
‘ambient_temperature_system_failure’ oe popery CSV. T[epihapBaver  dedopéva
aicbnmpa Bepuokpaciac NG Beppokpaciag TePIBAAAOVTOG o€ éva  TTEPIBAAAOV
ypageiou. Autd civar ta dedopéva Tou Xpnoidotroifoaue. Katd 1n didpkeia TG
TIPOETTEEEPYATIAC KAVAUE OPICUEVEG TTPOCOAKEG OTA XAPAKTNPIOTIKA TWV dEDOUEVWV.
Kd&Be xpovikd Brua tepIAdufave poévo Tn Bepuokpacia (TRv oTToia YETATPEWAME OTTO
Qapevait oe Kehaiou). NpooBéoape TE0OEPA vEQ XAPAKTNPIOTIKA, TNV WEA TOU XPOVIKOU
BAuartog, €dv UTTAPXE QWG NUEPOG eKeivn TNV wpa (UTToBEcapE OTI TO QWG TNG NUEPAS
givalr Tapdv peTd TIG 7 TT.4. Kal TTPIv TIG 10 Y.u.), TNV nuépa Tng eBdouddag kal av ATav
Kadnuepivi A caBpaTtokUpIako.

O TARPNG KWAIKOG Kal yia Ta dUo povTéAa gival diaBéaoipgog oto MapdpTtnua.

Atrédoon

Metd Tnv ekmmaideuon Twv MoviéAwv python kai TN Afyn kavotroinTikd XapnAou
OQAAJaTOG, TO €TOPEVO PBripa eival va petagepbouv kal Ta duo oto FPGA yia va
gekiviioel n diadikacia emTdxuvong. Mpwta amd OAa  XPENOIYOTTIOINCAKE TUTTIKOUG
OekadIkoUg apiBuoug KivnTrg UTTodIOOTOAAG yia va €maAnBelooupe Tnv opBSTNTA TOU
oxediou pag, dnAadn o1 TTapdyel Ta idla amoteAéopaTa pe Tov Kwdika TnG python. H
peTagopd amd 1n C++ Tou ekteAeital otn CPU oto FPGA atraitei opiopévoug
METAOXNUATIOMOUG KWAIKA, ETTONEVWG Eival TTIBavO va TTpokUyouv Katrola o@dApata. To
ETTOMEVO BAMA POG gival va PETATPEWOUHE TNV EQAPHOYR UAG WOTE va Xpron dekadIKwv
apiBuwyv aTabeprig uTTodIOOTOANG. EKTOG Tou OTI o1 TTPAEEIG Toug eival TayxUTepeg atmod
EKEIVEG TWV aPIBPWY KIVNTAG UTTOBIACTOAAG, TTAPOUOIEG PE TOUG OKEPAIOUG, OI apIOuoi
oT00ePnG UTTOBIAOTOAAG aTTaITOUV AIYOTEPOUG TTOPOUG ETTITPETTOVTAG £TC1 TTEPAITEPW
BeAtioTotroioeig. To KUPIO PEIOVEKTNUG TOUG €ival N aTTWAELIQ aKPIBEIOG, ETTOUEVWG TTPIV
ATTOPACICOUE VIO £VaV OUYKEKPIMEVO apIBuo dekadikwy bit eival atmrapaitnTo va K&dvoupue
KATTOIEG DOKIYEG YIa va BPOoUPE auTtd TTOU AVTOTTOKPIVETAI KOAUTEPA OTIG ATTAITACEIG MAG.
H xprion evog 3 duo bit Aiyétepwyv dev €xel coBapd avTiKTUTTO OTnV attdédocn, aAAd
MEIWVEI TOUG TTOPOUG TTOU aTTaIToUvVTal, KABIOTWVTAG duvaTth Thv TTPAyHaToTToinon TI0
EMOETIKWYV BEATIOTOTTOINCEWY HE TN XPHON TWV 00NyIWV BeATIOTOTTOINONG.
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210 MovTéNa  pag  Xpnoldotroijoape  OU0  BIOQOPETIKOUG  aplBuolsg  oTaBepnig
uTTOOIa0TOANG, €vav yia Ta BApn Twv EKTTAIOEUPEVWY MOVTEAWV KAl €vavV YIG TOUG
UTTOAOYIOHOUG TWV OIQOPETIKWY €MITTEOWY, YIa TTapddeiyua €vav TToAAATTAACIaoud
d1avUOUATOG-TTiVaKA. XPpNOIYOTToIoUV Tov id10 aplBud dekadikwyv wneiwv, aAAd Ta Bdpn
Oev atraitouv TTOAAA bit yia To aképaio pépog Toug. Or TINEG Twv Bapwy gival HIKPOTEPES
armdé dU0 Kal PeYOAUTEPEG aTTO peiov éva, €TTOPEVWG Xpeladovtal govo duo bit yia 1o
aKEPAIO PEPOC TOUG, éva yia TO TTPOCNMO Kal éva yia TNV TIWA. [a TO akEPAIO TURAUA Tou
MeyaAUTEPOU apIBPoU OTaBEPAG UTTODIAOTOANG €CeTACANE TO €UPOG TWV TIMWV TTOU
TapAxbnoav oToug UTTOAOYIOPOUG yia TO OUVOoAo ekTTaideuong (training set) kai
uttoBécape OTI N Xprion apkeTwv bits yia Tnv kdAuywn autwv Twv apiBuwv Ba ATav
ETTAPKNG, KATI TTOU aTTodEixBnke owoTo. Eival TTpo@avég 6Tl oTnv £¢gpelivnon YAG yia ToV
KaAUTEPQ TaIPIAOTO TUTTO dedopévwv oTABEPAG UTTODIACTOANG dlaTnPACANE OTABEPA Ta
aképaia bit kar aAAGEapE POvo Tov aplBPs Twv deKadIKwV bit.

H diadikacia TToU akoAouBricaue eival atArf. Kataokeudoape TTOAAEG DIAQPOPETIKES
EQPAPUOYEG PE KABe pia va €xel DIaQOoPETIKO apIiBUO SeKadIKWV Wneiwyv. 2Tn OUVEXEIQ,
EKTEAOUUE TNV KABe pia e€eTdlovTag TIG dlaPopES METALU TNG UAOTTOINONG AOYIOUIKOU O€
python kai Tng uAoTroinonNg UAIKOU Kai €TTiIONG TTAPOKOAOUBOUE OPICUEVEG WETPIKEG
akpifelag. O1 UETPIKES TTOU XPNOIYOTTOINCAE gival:

Precision*Recall TP

TP
Recall = - = 1
Precision+Recall TP+, (FP+FN)

e —_rr__
TP+FP’ TP+FN’

Precision = F_measure = 2

omou TP=True Positives, FP=False Positives, TN=True Negatives, FN=False Negatives

Aedopévou OTI 0 OTOXOG POG €ival va ONUIOUPYACOUNE ATTOTEAECUATA OC0 TO dUVATOV
Ouola pe 1o povtéAo python, n ouykpion yivetal HeTagu Twv TPoRAEWewy TG python Kai
EKEIVWV TTOU €yivav PETA TNV eKTEAEON TNG epapuoyng oto FPGA. 'ETol, true positive givai
Ta avwuaAla onueia mou Bpébnkav 1600 atd 10 FPGA 600 kai atrd 1o povréAo python,
Ta false positive autd 1mou Bpébnkav pévo atd 1o FPGA K.ATT. AUTd Ta TTEIPAUATA £YIVAV
XpnolpoTrolwvTag TNV Kapta emraxuvong Alveo u280 Adyw Tou yeyovOTog OTI ATAV TTIO
eUKoAa B1aB£oIun OAn TNV wpa Kal dev aTTaIToUoE TNV ETTAVEYYPOQN HIag kKapTag SD kal
TNV E€TTAVEKKIVAON YyIa TNV €EKTEAEON TNG €QAPMOYNG. Ta ATTOTEAECMOTO QUTWV TWV
TEIPAudTWY ouvowifovTal oTa ypa@AUaTa 0To KEQAAaIo 4.3.

AQoU JeEAETACANE TA QTTOTEAEOUATA VIO OAEC TIG OIOQOPETIKEG OIANOPPWOEIS,
TTapPATNPOUNE OTI aTTd Ta evvéa OeKadIKA bit Kal TTAvw, OAEG OI HETPIKEG OPAANATOG TTOU
TTapakoAouBoupue yivovTtal TTOAU PIKPEG, Ta atToTeAéoaTa gival oxeddy idla e ekeiva TTOU
éylvav atmmo T1a apxika pag povréAa python. To péco o@AAUa avakaTaokeung (yia To
oUvolo dedopévwy J&J) Kal TO HEcOo OQAAPa TTPOPRAewNS (yia To oUVOAO dedOPEVWV
NAB) dev TTapoucidlouv peydAn BeATiwan katd Tnv augnon Tou apiBuou Twv OeKAdIKWY
bit kai givalr oxedov ioa pe TNV UAOTTOINON TOU AoyIOUIKOU. ETTITTAOV, N TIUA TWV JETPIKWV
akpifelag (precision, recall, F-measure) 1TAnoIAlel 10 €éva. 'ETOl KATAAyoupe OTO
ouutrépacua  OTl evvéa bit €ivalr apkeTd yia TIC AVAYKEG MOG KAl TTPOXWPAME
XPNOIUOTTOIWVTAG AUTHV TNV UAOTTOINOT VIO TTEPAITEPW ETTITAXUVON.

Zuveyifoupe KAvovTag MEPIKOUG METAOXNMOTIONOUG KWOIKO OTOUG TTUPAVEG OTABEPNG
uttodIaoTOAG 9-bit. O1 dUO &eEXWPIOTEG CUVOPTACEIS VIO TA BIAPOPETIKA KeEAIG LSTM
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OUYXWVEUOVTAI KAl XPNOILOTIOIEITAI YIa BIAKPITH) CUVAPTNON YA KABE TTUAN (ETTITPETTOVTOG
TNV Tautéxpovn ekTéAean). H odnyia PBeATioTotroinong array_partition epapudletal o€
Tivakeg OtTou ataiteital Tautéyxpovn TpodoBacn oe TTOAG oToixeia, ol Bpodxol OTTou dev
UTTdpyxouv e€apTtrioelg Oedopévwy  MPETAEU Twv  eTavaAfwewyv yivovtal pipelined
(xpnoigoTrolvTag TNV avtiotoixn odnyia BEATIOTOTTOINONG) KAl O ECWTEPIKOS BPOXOG TV
TTOAATTAQCIAOPWYV TTIVOKA-O1aVUCUATOG YPAPETAl WG EEXWPIOTA ouvapTnon £T01 WOTE O
eCwTEPIKOG Bpdxog ptTopei va yivel pipelined kal 0 ecwWTEPIKOG BPOXOG UTTOPEI va Yivel
unroll pe To epyaAcio Vitis.

Mapouaidloupe OUO EEXWPIOTEG EKDOOEIG VI TIG ETTITAXUVOUEVEG EQAPUOYEG HAG, N Mia
yia €va eVOWUATWHEVO oUOTAPA KAl N GAAN TTo KAtGAANAN yia SIOKOMIOTH i KEVTPO
oedopévwy. MNa 1o evowuatwuévo ouoTnua Xpnoipotroiouue Tnv TAakéta ZCU104. O
emegepyaoTic ARM Tou gival TUTTIKOG EKTTPOOWTTOG EVOG ETTEEEPYAOCTH EVOWNATWHEVOU
ouoTuaTog. To povtédo python petarpémerar oe TensorFlow Lite (To otoio eival éva
OUVOAO epyaAciwv TTOU €MITPETTEI TN WNXAVIK PEBnon otn ocuokeur) Bonbwvtag Toug
TIPOYPAPUATIOTEG VO EKTEAOUV TA JOVTEAQ TOUG O€ KIVNTEG KAl EVOWUATWHUEVEG CUOKEUEG)
TTPOKEIUEVOU VA EKTEAEOTEI OTNV TTAAKETA. A TO KEVTPO OEQONUEVWV XPNOIKOTTIOIOUHE £Va
ovuoTtnua e¢ommAicpévo e duo etregepyaoTég Intel(R) Xeon(R) Silver 4210 kai Tnv KapTQ
emraxuvong Alveo u280. H TteAikfy emitdxuvon yia TIG €QAPUOYEG POG TTOPOUCIAZETAI
TTapakAatTw. MeTpAue TOV PECO XPOVO €KTEAEONG YIG TOV CUMPTTEPOACHO €VOG OnuEiou
OedOUEVWV KAl EPPAVICOUNE XPOVOUG eKTEAEONG YIa TO JovTéAo python kal Tn C++ Xwpig
TTapaAAnNAIouS, TTou ekTeAOUVTal Kal ol dUo atnv CPU kai yia tov Trupfiva FPGA. lNa T1o
EVOWUATWHEVO oUoTnUa Ogv TTapéXOUE €kOOON KIVNTAG UTTOBIACTOANG yia Tov TTuprva
FPGA. Z1ta evowuatwuéva ouoThuata ol d1ab€aipol TTOpol gival TTEPIOPICHEVOI Kal av OeV
EKMETAAAEUTOUPE TOUG apIBuoUg oTaBepAg UTTOBIAOTOARG, N duvaToTNTa ETTITAXUVONG
TreplopideTal coBapd.

J&J dataset
evowpatwuévn epappoyr (MPSoC ZCU 104)

python C++ FPGA kernel

22ms 63.879ms 0.477ms

O xpovog ektéAeong yia Tov TTupfiva FPGA TtrepihauBdver 0,133ms yia Tn peTagopd
oedopévwy atrd Tnv CPU ato FPGA kal avtioTpo®a, o0 KaBapdg Xpovog eKTEAEONG gival
0,344ms.

epapuoyn kévrpou dedopévwy (Alveo U280)

python C++ FPGA kernel FPGA kernel (fixed
(floating point) point)
1.209ms 18.514ms 1.167ms 0.477ms

O xpovog ekTéAEONG yIa Tov TTUpAVA KivnThG utTtodlacToAg FPGA trepihapufaver 0,193ms
yia Tn peTagopd dedopévwy ammo Tnv CPU oto FPGA kai avrioTpo@a, o kaBapdg Xpdvog
ekTéNEONG gival 0,974ms. AvTioToixa, 0 XpOVog yid ToV TTUprva oTaBepiG UTTODIOOTOANG
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meplhaupaver 0,183ms yia TN upeTtagopd dedopévwy amd tnv CPU oto FPGA kai
avTioTpo®a, o KaBapdg Xpodvog ekTEAeaNG eival 0,294ms.

NAB dataset
evowpatwuévn epappoyn (MPSoC ZCU 104)

python C++ FPGA kernel

12ms 50.298ms 0.428ms

O xpovog ektéAeong yia Ttov Trupfiva FPGA mrepihauBdver 0,078ms yia Tn heTa@opd
oedopévwy atrd Tnv CPU oto FPGA kal avtioTpo@a, 0 KaBapdg Xpovog eKTEAEONG gival
0,350ms.

epapuoyn kévrpou dedopévwy (Alveo U280)

python C++ FPGA kernel FPGA kernel (fixed
(floating point) point)
0.658ms 13.354ms 1.018ms 0.423ms

O xpodvog ekTéAeang yia Tov TTupfva KivnTAS utrodiacToAAg FPGA trepihauBdver 0,146ms
yia Tn peTagopd dedopévwy ammo Tnv CPU oto FPGA kai avtioTpo®a, o kaBapdg Xpdvog
ekTéNEONG gival 0,872ms. AvTioToIxa, 0 XpOVog yia TOV TTUprva oTaBepiG UTTODIOOTOANG
mepihapBaver 0,139ms yia TN petagopd dOedouévwy amd Tnv CPU oto FPGA kai
avTioTpo®a, 0 KaBapdg Xpdvog ekTéAeoNG eival 0,284ms.

E€etddoviag TOug XPOVOUG €KTEAEONG TTOPATIAVW, MTTOpoUuE va BydAouue KAatTola
ouptrepdopara. Mpwta amm' 6Aa, o TTUPAVOG KIVATHAG UTTOBIOOTOANG ETTITUYXAVEI TTOAU
Mikpn (J&J) éwg kaBdhou emmayxuvon (NAB). Emiong, evw eEeTdloupe TOUug XPOVOUG
eKTENEONG yia Ta povTéAa python kai C++, To povrého NAB @aivetal va gival TTOAU TTI0
ypHyopo, aAAd or Trupfiveg FPGA €xouv oxedov Tnv idia kabuoTtépnon. Autd utropei va
e€nynBei amd Tnv Tpoctyyion uwag otn dladikacia emTayxuvong. Kar 1a dUo povTéAa
arroteAolvTal atd duo kehid LSTM. O1 1o xpovoPBopeg Asitoupyieg €ival ol TEOOEPIG
TToAAGTTAOCIaoHOI dIavUCUATWYV-TTivaKa K&GBe KeAloU. AuToi yivovTal TTapdAAnAa, otréTe
XPeIGleTal aTTAWG va doUlpe éva atrd autd wg Hovada Kal Ol Kal Toug TECOEPIG WG
ouvolo. Ztnv tepitrTwon Tou povrédou NAB o Tivakag €xel dlaotdaoelg 100x150 kal 1o
Oldvuopa péyebog 150 evwo aTnv TTEPITTTWON Tou PovTéAou J&J Ta peyEDN eival 128x256
Kal 256 avrioTtoixa. O1 TTOAATTAQCIAOUOI YivovTal XPNOIMOTTIOIWVTAG £VaV EJPUAEUPEVO
Bpdxo, OTTOU 0 EOWTEPIKOG BPOXOG TTOU eKTEAEI apIBud eTTavaAfWewy ico Pe Tn OeUTEPN
O1doTtaon Tou Trivaka {eTuAiyeTal (unrolls) TTARPWG, oTToTE XpeIdleTal oXedV iI00G XpOVOG
KAl yia Ta dU0 PovTéAd. To PJOvo TTou pEvel gival 0 eGwTePIKOG BPOXog e Evav aplBud
emavaAn@ewy ico pe Tnv Tpwtn didotaon tou Trivaka, 100 yia To NAB kai 128 yia 10
J&J. KdBe emavaAnyn kal yia 1o dU0 WOVTEAQ KAVEl TIG iBIEC AEITOUPYiEG, ETTOUEVWG
XPEIaZeTal TTEPITTOU Tov 10 Xpdvo. Av AdBoupe uttOwn TO yEYOVOG OTI Ol €CWTEPIKOI
Bpodxor yivovtal pipeline pe didotnua peTagu emavaAfyewv (iteration interval) evog
KUKAOU poAoyiou, gival TTpo@aveég 0TI ol XpoOvol eKTEAEONG yIa TOV TTOAAATTAQCIAo UG TOU
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Tivaka-dlavUuohaTog dev gival TTOAU SIaQOPETIKOI PETAEU TwV dUO PHOVTEAWYV, YEYOVOG TTOU
e€nyei Toug TTAPOUOIOUG OUVOAIKOUG XPOVOouG eKTEAEoNnG. TEAOG, TTapaTnpouue OTI N
peTa@opd dedopévwy petatu tng CPU kai Tou FPGA eival TToOAU 1m0 ypAyopn oTnv
mAakéTa ZCU104, kdT tTou gival Aoyiké agou n CPU kai To FPGA atroteAoUv H€pOG Tou
idlou TOITT.

Mia GAAN XpNOoIUN PETPIKA YyIa TR METPNON TNG OTTOd00NG TWV EQOPUOYWYV Pag gival o0
apiBuog twv Tpdéewv avd deutepoAeTtto (FLOPS). O1 ocuvolikég TTpAEeI yia €va
oupuTreEpacud Tou MovTéhou J&J  eival  7.861.200 TtoAAatTAaciacuoi, 7.875.840
mpocBéoeig kar 38.400 evepyotroijoeig evw yia 1o poviéAo NAB €xoupe 6.030.100
TToAAaTTAaciaopoug, 6.010.100 mpooBéoeig kal 50.000 evepyotroifocig. Av e€aipéooupe
TIG EVEPYOTTOINTEIG (XPNOIUOTTOIOUME TTIVOKES avalnTnong JE TTPOUTTOAOYIOHUEVEG TIMEG) TO
ouvoho eivar 15.737.040 ka1 12.040.200 Trpdéeig avriotoixa. O TTApOKATW TTivaKag
ouvoyiCel Ta FLOPS yia k&6e Truprjva.

ZCU104 32.99 GFLOPS 28.13 GFLOPS

Alveo U280 32.99 GFLOPS 28.46 GFLOPS

TéNog, cival XPAOIUO va ava@EPOUNE TOUG OUVOAIKOUG TTOPOUG TTOU XPNOIKOTTOIoUVTal
até KGBe TTUpAva. XpnoIUOoTIoIRCaUE Tov idio TTupriva 1éco yia To ZCU104 6oo Kai yia 1o
Alveo U280, emmopévwg avapévetal 0TI n TTOAU yeyaAdTtepn kapta emitaxuvong Alveo Ba
EXEl MIKPOTEPO TTOCOOTO XPNOIMOTIOIOUUEVWY TTOpwV. OI CUVOAIKOI TTOPOI BpicKovTal OTIG
€IKOVEG O0TO TEAOG TOU Ke@aAaiou 4.3.

2 UUTTEPAC AT

& auTr TN SITTAWUATIKY £pyacia TTapousIAfoupe Ta ATTOTEAECPATA TNG £PYACIOG PaG O€
MIa TTpooTIdBeIa va TMITAaXUVOUUE HMOVTEAQ PNXAVIKAG MABNONG avixveuong avwuaAiwy
pe Bdon Ta LSTM oe FPGA. H TpooTtdfeid pag emKEVTPWONKE OTnVv £TTiTEUEN OGO TO
duvaTdv xaunAoTepng kabuoTtépnong, oTtoxeuovtag TTapdAAnAa to MPSoC ZCU104 kai
10 Alveo U280, eKTTpOCWITTOUG TWV EVOWHATWHEVWY EQAPHOYWY KAl TWV £QAPHOYWV
KEVTPWV OeBOPEVWV avTiOTOIXA.

Autd Ta povtéda oxedidoTnkav xpnoidotrolwvtag Tn BIBAI0BAKN TensorFlow og python.
Metd ammd katdAAnAn exktraideuon peTagépdnkav o€ C++ TOU OTR OUVEXEID
Xpnoigotroinénke yia Tnv emrayxuvon o FPGA pe tn BonBeia Twv gpyaleiwy yia High
Level Synthesis mou Trapéxel n Xilinx. MpokeIPEVOU va QVTIUETWITIOOUE OTTOTEAECOUATIKG
TO TPORANUA TNG E€MITAXUVONG XPNOIMOTIOINOGUE OTn OUVEXEID TPEIC TEXVIKEG,
METOOXNUATIOMOUG KWOIKA, €@apuoyh odnyiwv BeATioTotmoinong kai petaacn atrd
apIiBuoug  KIVNTAG UTTOdIACTOANG o€ aplBuoug oTaBepric uttodlacToAng. Ta Tnv
agloAdynon NG EQApUOYNG Mag XpnoiyoTtroifoaue dUo auvoAa dedopévwy, TNV TIUA TNG
petoxns ¢ Johnson & Johnson kai 10 Numenta Anomaly Benchmark. Ta TteAiké
amroteAéopara £0eifav OTI Kal Ta dU0 HovTéAa emmiTaxUvOnkav Pe TNV TTPOCEYYIOH HAG,
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éxovrag eAAxioTn éwg KaBOAou ammwAgld OTnv akpifela, PE Ta dUO  dIAPOPETIKA
oucoThuaTa (ZCU105 kai U280) va €xouv oxeddv Tnv idla kaBuaTtépnon. H emrdyuvon
givar TTepitrou 2,5 @opég yia 1o povtédo J&J kal 1,5 @opécg yia 1o poviédo NAB. Av
eomidooupe POVO OTNV EVOWMOTWHEVN €QAPUOYN KOl XPNOIMOTTIOIOOUUE QUTH Tnv
KaBuoTépnon wg onueio avagopdg, n emTtayxuvon gival 46 kai 28 QopES avTioToIxa.

& MEANNOVTIKNA epyacia, n €CETaon OIAPOPETIKWY OTPATNYIKWY ETTITAXUVONG MUTTOPEI va
o0nyAoel o€ TTIo aTToTEAEOHATIKG atroTeEAéopaTa PE dUo TPOTTOUG. MpwTa atrd OAQ KAl TO
OUO0 MoVTEAa €TTITUYXGVOUV TTEPITTOU TnVv idla kKaBuaTépnon, evw 1o NAB €ival TTOAU
MIKPOTEPO GO0V aYOopPd TIG OUVOAIKES TTPAEEIS Kal gival TTOAU TTIO ypriyopo o€ python kai
C++ otav ekteAeital otnv CPU. ETTopévwg, pia SIaQopeTIKn TTpoofyyion Ba ytropoloe va
OlepeuvnBei 6tav aoxoAoUpaoTe PE TETOIA WOVTEAQ, HE MIKPOTEPA KeAId LSTM. TéAog,
TTapaTnpouUpe OTI N Xpron TToépwv gival xapnAl otnv kdpta emrtdyxuvong Alveo U280. H
g¢epelivnon PIaG SIAQOPETIKNG, TTIO ETTIOETIKNAG OTPATNYIKAG ETTITAXUVONG Ba utTopoloe va
odnynoel o€ akOua KaOAUTEPA ATTOTEAECUATA OO0V GPOPA TNV ETTITAXUVON.

28



Chapter 1: Introduction

1.1 Motivation

Detecting anomalies has been a research topic for a long time. In a world of digitization,
the amount of data transferred exceeds the human ability to study it manually. Hence,
automated data analysis becomes a necessity. One of the most important data analysis
tasks is the detection of anomalies in data. Anomalies are data points which deviate
from the normal distribution of the whole dataset, and anomaly detection is the technique
to find them [1]. Therefore, anomaly detection is the identification of rare events, items,
or observations which are suspicious because they differ significantly from standard
behaviors or patterns. Anomalies in data are also called standard deviations, outliers,
noise, novelties, and exceptions [2]. Anomaly detection methods are specific to the type
data. For instance, the algorithms used to detect anomalies in images are different to the
approaches used on data streams [1]. Here we focus on anomaly detection in
time-series data.

Anomalies can classified generally in several ways, some of which are [2]:

e Network anomalies: Anomalies in network behavior deviate from what is normal,
standard, or expected. To detect network anomalies, network owners must have
a concept of expected or normal behavior. Detection of anomalies in network
behavior demands the continuous monitoring of a network for unexpected trends
or events.

e Application performance anomalies: These are simply anomalies detected by
end-to-end application performance monitoring. These systems observe
application function, collecting data on all problems, including supporting
infrastructure and app dependencies. When anomalies are detected, rate limiting
is triggered and admins are notified about the source of the issue with the
problematic data.

e Web application security anomalies: These include any other anomalous or
suspicious web application behavior that might impact security such as CSS
attacks or DDOS attacks.

It is critical for network admins to be able to identify and react to changing operational
conditions. Any nuances in the operational conditions of data centers or cloud
applications can signal unacceptable levels of business risk. On the other hand, some
divergences may point to positive growth. Therefore, anomaly detection is central to
extracting essential business insights and maintaining core operations [2]. In the last
decade, deep learning approaches achieved tremendous progress in computer vision
tasks. This success motivated researchers to leverage these methods to detect
anomalies. Various deep learning approaches such as Multi-Layer Perceptrons (MLPs),
Convolution Neural Network (CNNs) and Long-Short Term Memory (LSTMs) were
proposed as anomaly detection techniques. They are similar to classical machine
learning approaches with regard to the fact that they do not presume any knowledge of
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the underlying data generation process. Their popularity is based on their empirical
results [1].

Recurrent neural networks (RNNs), a well-known deep learning algorithm, have been
extensively applied in various applications. By taking advantage of previous outputs as
inputs for current prediction, RNNs show a strong ability to learn and predict sequential
data. To further improve the prediction accuracy of RNNs, Long Short-Term Memory
(LSTM), a learned memory controller, is combined with standard RNN designs. In recent
years, research on LSTM-RNNs has grown very fast due to the rapid development of
modern applications based on deep learning algorithms. Though the combination of
LSTM and standard RNNs improves the prediction accuracy, it also makes the
computation pattern and data access pattern more complex. Due to the recurrent nature
of LSTM-RNNSs, it is quite difficult for CPUs to accomplish LSTM-RNN computation in
parallel. GPUs can explore little parallelism due to the branching operations and
relatively small model size of LSTM-RNNs. The disappointing performance of
LSTM-RNN on general-purpose processors can not meet the requirements of real-time
inference in modern applications. It means that a high-performance accelerator is highly
desired. Taking performance, energy-efficiency and flexibility into consideration, an
FPGA-based accelerator is a good choice. Typically in practice, an LSTM-RNN model
must be trained off-line for a fairly good prediction accuracy, then it can be applied to
various real-life applications. As a result, the processing speed of on-line inference is the
key point of LSTM-RNN deployment, thus we focus on accelerating the inference phase
of LSTM-RNNSs [3].

1.2 Thesis outline

In chapter 2 we provide the required background for the reader, that is neural networks,
FPGAs and some of the tools used. Chapter 3 analyzes our workflow for creating and
accelerating an anomaly detection LSTM model. Our device setup as well as the
experimental process and results can be found in chapter 4. Finally, chapter 5
summarizes and concludes this thesis and discusses further research directions. In the
appendix we provide the code we used.
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Chapter 2. Background

The purpose of this chapter is to cover the theoretical background necessary behind the
topics examined. Specifically we make a brief introduction to machine learning and in
particular to long short-term memory (LSTM) recurrent neural networks (RNN) and we
continue with examining some basic aspects of field-programmable gate arrays (FPGA).
Finally we describe some of the tools used such as the tensorflow and keras python
libraries for building and training neural network models and Vitis Unified Software
Platform for building the accelerated applications.

2.1 Machine Learning

Machine Learning (ML) is a branch of Artificial Intelligence which enables systems to
learn and improve without being explicitly programmed [4]. It focuses on the use of data
and algorithms by programs to imitate the way humans learn and to make predictions
about something in the world, gradually improving accuracy [5]. The main goal is to
generalize from acquired experience and perform as accurately as possible on
previously unseen tasks.

This process can be broken out into three main parts [5]:

1. Decision process: Machine Learning is mostly used for making predictions or
classifications. Based on some training data the algorithm infers an estimate
about a pattern.

2. Error function: It is used for evaluation. If we have known examples (labeled
data) this function can compare the predicted and actual result to assess the
model’s accuracy.

3. Optimization process: If the model can fit better to the training data, weights
adjust to reduce the variation between the estimate and the already known result.
This process of evaluation and optimization repeats until a desired accuracy is
met or until we reach a threshold of accuracy beyond which our model cannot
pass.

The type of training algorithm that data scientists choose depends on the type of data
they want to predict. The training methods i.e. the way the algorithm learns to make
more accurate predictions, can be classified into four broad categories [6]:

e Supervised Learning: It is defined by its use of labeled training datasets where
the desired output is explicitly defined beforehand. As input data is given, the
output is compared with the correct one, errors are found and the model is
adjusted accordingly and after sufficient training new inputs can be evaluated.

e Unsupervised learning: It involves algorithms that train on unlabeled data. These
algorithms infer a description of the input data by discovering hidden patterns or
data groupings. At no point in the training process does the system know the
correct output.

e Semi-supervised learning: This approach involves a medium between the two
preceding categories. It uses a small labeled training dataset in order to guide
classification through the discovery of data groupings in a larger, unlabeled
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dataset. It can serve as the solution to the problem of not having enough labeled
data needed for the training of a supervised learning algorithm.

e Reinforcement learning: It is typically used to train a system to complete a
multi-step process with clearly defined rules. Similarly to supervised learning
feedback is used during training, but not in the form of a labeled dataset. The
learning process involves a trial and error search and receiving positive or
negative cues as the algorithm tries to discover the best policy for a given
problem.

2.2 Artificial Neural Networks

Artificial neural networks or simply neural networks are inspired by the way neurons in
the human brain function. Our brain is an extremely complicated, non linear, parallel
computer (information processing system). Its building blocks, known as neurons, are
organized in such a way so that human functions like perception and control of
movement, pattern matching and others are performed many times quicker than the
faster digital computers existing today can achieve [7].

One typical example is the sense of sight which is an information gathering process
achieved through the cooperation of multiple neurons. With time, after collecting visual
experience, we are able to recognize what we are seeing. Likewise, artificial neural
networks consist of “neurons”, simple processing units which receive inputs, interact with
each other and are capable of storing empirical knowledge [7].

The imitation of the human brain is pursued in two ways [7]:
1. The network receives knowledge from its environment through a learning
procedure.
2. The strength of the connection between neurons, called synaptic weight, is used
for storing the acquired knowledge.

The training process of an artificial neural network focuses on modifying the values of
the synaptic weights using a variety of algorithms in order to obtain the desired result.

2.2.1 Modeling a neuron

As stated before, the basic building block of an artificial neural network is called neuron,
named after our brain cells or broadly speaking our brain’s computational units. The
figure below shows a drawing of a biological neuron (left) and a common mathematical
description (right). Each (biological) neuron receives input signals from its dendrites and
produces output signals through its (single) axon. The axon eventually branches out and
connects via synapses to dendrites of other neurons. In the computational model shown,
the signals that travel along the axons (e.g. x,) interact multiplicatively (e.g. xowg) with
the dendrites of the other neuron based on the synaptic strength at the synapse (e.g.
W,). The idea is that the synaptic strengths (the weights w) are learnable and control the
strength of influence of one neuron on another [8].
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Figure 1. A drawing of a biological neuron and its mathematical model [8].

An artificial neuron is consisted of three basic elements:

1. A set of synapses each one with its own weight. Specifically a signal x; given as
input to the synapse j is multiplied with its weight w,. Synapse weights can take
both positive and negative values.

2. An adder for calculating the sum of the input signals multiplied with the
corresponding weight. This operation describes a linear combiner.

3. An activation function for limiting the output signal to a specific interval. It is usual
for this interval to be [-1, 1] or [0, 1].

One other feature is the bias which is added to the output of the adder and has the
purpose of adjusting it to the activation function.

In mathematical terms we can define a neuron using the following equations:
m
u =) WX
i=1

and

y = o + b)

In the above equations x;, X,, ..., X, represent the input signals and w,, w,, ..., Wy
represent the corresponding synaptic weights. The output of the linear combiner is u, the
bias is b, the activation function is ¢ and finally the neuron’s output signal is y.

Some commonly used activation functions are:
1. Rectified Linear Unit (ReLU)

f(x) = max(0, x)
2. Sigmoid
1
1+e

o(x) =

3. Hyperbolic tangent
2x
tanh(x) = 20(2x)— 1 = eZX_l
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2.2.2 Neural Network Architectures

The way the neurons of a network are structured is closely related with the selection of
the training algorithm. Some fundamentally different categories of network architectures
are the following:

1.

Single-Layer Feedforward Networks: They have one input layer connected
directly with a layer of output neuron (but not the other way around).

Multi-Layer Feedforward Networks: They include one or more hidden neuron
layers without any feedback loops. These hidden layers increase the network’s
capacity.

output layer
input layer
hidden layer
Figure 2. A Multi-Layer network with one hidden layer [8].
Recurrent Networks: Their difference from feedforward networks is the presence
of at least one feedback loop, the connection of the output signal of a layer as an

input to a previous layer. These loops greatly increase the network’s learning
capabilities and performance in certain tasks.

s
LA

Figure 3. A Recurrent Neural Network representation [9].
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2.3 Long Short-Term Memory Networks

Recurrent neural networks (RNNs) use their feedback connections to store
representations of recent input events in the form of the output of the activation function.
This feature provides them with short-term memory as opposed to long-term memory
provided by their slowly changing weights [10].

@) o  ®
oy o RS S S
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Figure 4. An unrolled recurrent neural network [9].
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As shown in the figure above a recurrent neural network can be thought of as a series of
copies of the same network with each one passing its output to the next one. Their
chain-like nature reveals that they are closely related to lists and indeed there have been
successful applications of RNNs in fields such as speech recognition, language
modeling and others. Despite those breakthroughs, traditional RNNs have been shown
to be able to learn from past information only in cases where the gap between relevant
information and the place that it is needed is small [9].
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Figure 5. An unrolled standard RNN. The parallelogram represents a single-layer
network using tanh as an activation function [9].

The output of a standard RNN as the one shown above is calculated by the equation:
h, = tanh(W[h_, x] + b)
t t-1 "t
where:
e tis the time step
e his the hidden state vector
e xis the input vector
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e [h, x] is the concatenation of the previous hidden state and the current input
e W is the matrix of synaptic weights
e Db is the bias vector

2.3.1 Function of an LSTM cell

Long short-term memory networks (LSTMs) are a special kind of RNN not suffering from
the drawback of standard RNNs. They are able to learn from long-term dependencies as
they were explicitly designed to tackle this problem. This is achieved by an efficient,
gradient-based algorithm for an architecture enforcing constant error flow through
internal states of special units [10]. Instead of a single neural network layer there are
four interacting in the way shown in the figure below.
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Neural Network Pointwise Vector

Layer Operation Tansfer Concatenate Copy

Figure 6. Structure of an LSTM network [9].

The key for the function of an LSTM network is the cell state, the horizontal line which
runs through the entire chain with only minor interactions, ensuring the unhindered flow
of information thus enabling the network to carry long term dependencies.

Cia Fort T Ci
&, @ >

Figure 7. Cell state of LSTM [9].
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The addition or removal of information from the cell state is carefully regulated by
structures called gates. They are composed out of a single-layer neural network
receiving the values of the previous hidden state and the current input concatenated and
having sigmoid as an activation function.

First we have the “forget gate layer”. It is used to decide which values of the cell state
should be kept. Its output is a number between 0 and 1 (due to the sigmoid activation
function) for each element of the cell state with 0 meaning to completely discard this
element and 1 to completely keep it.

Figure 8. Forget gate [9].

The next step is to decide which new information will be stored in the cell state. This is
done in two parts. Initially the “input gate layer’ decides which values will be updated.
Next a tanh layer produces a vector of candidate values to be added to the state. Finally
these two sets of values are combined to create an update for the state.

C,

,
Lt—1

A

Figure 9. Input gate and tanh layer [9].

At this point we can update the previous cell state to the new one. We multiply the old
state with the output of the forget gate, thus “forgetting” useless information. Then we
add the product of the input gate and the tanh layer which show what update is to be
done in each state value.
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Figure 10. Cell state update [9].

Finally all that is left is the calculation of the output which will be a filtered version of the
cell state. The “output gate layer” decides what parts of the state will be kept and the
final output is calculated as the product of the output gate and the cell state passed
through tanh to limit the values between -1 and 1.

h;‘
Gl
[en e
h!—l B -I‘ff

T

Figure 11. Output gate and output calculation [9].

To summarize using mathematical terms, the output (h,) and cell state (C,) of an LSTM
network are calculated using the following equations:

f,= o(w Ah,_x] +b f)
it - G(Wi[ht—l’ xt] T bi)
c = tanh(Wc[ht_ Y xt] + bc)
Ot - G(Wo[ht—l’ xt] T bo)
Ct - ftCt—l T itct
ht = ottanh(C t)
where:
tis the time step

h is the hidden state vector

X is the input vector
[h, x] is the concatenation of the previous hidden state and the current input
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e W is the matrix of synaptic weights for each internal single-layer network
e b is the bias vector for each internal single-layer network
e f, i, c, o are the outputs of each internal single-layer network

2.3.2 Number of parameters of an LSTM cell

After analyzing the way an LSTM cell works we continue by calculating the number of
trainable parameters, that is how many values are fine tuned during training. To do this it
was important to gain some insight of the way the cell handles information underneath
as we will use its internal structure as a guide for our calculations. One of the reasons
we attempt this is that the number of learnable parameters is an important metric for
understanding the model complexity and capacity.

output layer

input layer

Figure 12. Single-layer feedforward network.

First of all we need to find the number of parameters in a single-layer network. These
are equal with the number of connections between the two layers plus the biases for the
output layer (the input layer only receives the input information and forwards it to the
next layer). Putting it together we find the number of parameters to be:

iro+o=0(0+1)
where:

e iis the size of the input vector
e 0 is the size of the output vector

The above formula will be used for calculating the number of parameters for each
internal network of an LSTM cell.
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Figure 13. LSTM cell with internal structure visible [11].

As we observe in the above figure an LSTM cell receives three inputs. These are:
1. the previous timestep hidden state vector (h.,)
2. the previous timestep cell state vector (C.,)
3. the current timestep input vector (x;)

It is also obvious from looking at the internal structure in the figure that the only place we
can search for trainable parameters are the four internal single-layer networks. They all
have the same input and output size therefore the same number of parameters. Using
the formula for the number of parameters for a single-layer feedforward network
calculated before, we find the total number of parameters of an LSTM cell to be:

4((x + Wh + h) = 4h(x + h + 1)

where:

x is the size of the input vector of the LSTM cell

h is the size of the hidden state vector, equal to the size of the cell state vector
the size of the input vector for each internal network is x+h

the size of the output vector for each internal network is h

2.4 Field-Programmable Gate Arrays

A field-programmable gate array (FPGA) is a digital integrated circuit (IC) that contains
configurable (programmable) blocks of logic along with configurable interconnects
between these blocks [12], hence the name field-programmable. Modern FPGA devices
consist of up to two million logic cells that can be configured to implement a variety of
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software algorithms. Although the traditional FPGA design flow is more similar to a
regular IC than a processor, an FPGA provides significant cost advantages in
comparison to an IC development effort and offers the same level of performance in
most cases. Another advantage of the FPGA when compared to the IC is its ability to be
dynamically reconfigured. This process, which is the same as loading a program in a
processor, can affect part or all of the resources available in the FPGA fabric [13].

2.4.1 FPGA Architecture

The flexibility of the FPGA is due to its basic component which is called a configuration
logic block (CLB). CLB provides the basic logic and storage capability. The configuration
logic blocks are spread all over the FPGA structure [14]. These are connected through
programmable interconnects and I/O pads for the transfer of data in and out of the
FPGA.

f It
T CLB CLB CcLB CcLB B
: CLB CcLB CLB CLB :
: CLB CcLB CLB CLB :
: CLB CcLB CLB CLB :

o
Figure 14. Basic FPGA architecture [13].

In general, a logic block consists of a few logic cells (each cell is called an adaptive logic
module (ALM), a logic element (LE), slice, etc.). A typical cell consists of a 4-input LUT, a
full adder (FA) and a D-type flip-flop (DFF), as shown to the figure below. The LUTs in
this figure are split into two 3-input LUTs. In normal mode those are combined into a
4-input LUT through the left multiplexer (mux). In arithmetic mode, their outputs are fed
to the FA. The selection of mode is programmed into the middle multiplexer. The output
can be either synchronous or asynchronous, depending on the programming of the mux
to the right, in the figure example. In practice, entire or parts of the FA are put as
functions into the LUTs in order to save space [15].
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Figure 15. Simplified illustration of a logic cell [15].

2.4.2 FPGA Components

If we do not consider the CLBs as the basic building blocks and we look deeper, the
basic structure of an FPGA is composed of the following elements:

e Lookup tables (LUTs): the perform logic operations

e Flip-flops (FFs): register elements that store the result of the LUT
e Wires: they connect elements to one another

e Input/Output (I/O) pads: connect the FPGA with the outside world

Contemporary FPGA architectures incorporate the basic elements along with additional
computational and data storage blocks that increase the computational density and
efficiency of the device [13]. Some of these additional elements are:

e Embedded memories for distributed data storage

e Phase-locked loops (PLLs) for driving the FPGA fabric at different clock rates
e High-speed serial transceivers

e Off-chip memory controllers

e Multiply-accumulate blocks

Column of

dual-port RAM

Column of DSP48
(wide multiply-
accumulate) blocks

High speed serial |

transceivers

External
memory
controllers

i-?-:-::-

Phase-locked loop (PLL)
clock generators

Figure 16. Contemporary FPGA Architecture [13].
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Now, we are going to provide some additional information on some of the key
components of an FPGA.

Lookup Table (LUT)

The LUT is the basic building block of an FPGA and is capable of implementing any
logic function of N Boolean variables. Essentially, this element is a truth table in which
different combinations of the inputs implement different functions to yield output values.
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Figure 17. Functional Representation of a LUT as Collection of Memory Cells [13].

The hardware implementation of a LUT can be thought of as a collection of memory cells
connected to a set of multiplexers. The inputs to the LUT act as selector bits on the
multiplexer to select the result at a given point in time. An LUT can be used as both a
function compute engine and a data storage element [13].

Flip-Flop (FF)

The flip-flop is the basic storage unit within the FPGA fabric. This element is always
paired with a LUT to assist in logic pipelining and data storage. The basic structure of a
flip-flop includes a data input, clock input, clock enable, reset, and data output. During
normal operation, any value at the data input port is latched and passed to the output on
every pulse of the clock. The purpose of the clock enable pin is to allow the flip-flop to
hold a specific value for more than one clock pulse. New data inputs are only latched
and passed to the data output port when both clock and clock enable are equal to one
[13].
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Figure 18. Structure of a Flip-Flop [13].
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DSP Block

The most complex computational block available in a Xilinx FPGA is the DSP block. The
DSP block is an arithmetic logic unit (ALU) embedded into the fabric of the FPGA, which
is composed of a chain of three different blocks. The computational chain in the DSP is
composed of an add/subtract unit connected to a multiplier connected to a final
add/subtract/accumulate engine. This chain allows a single DSP unit to implement
functions of the form [13]:

p=alb+d) +c
or

p =a(b + d)
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Figure 19. Structure of a DSP Block [13].

Storage Elements

The FPGA device includes embedded memory elements that can be used as
random-access memory (RAM), read-only memory (ROM), or shift registers. These
elements are block RAMs (BRAMs), UltraRAM blocks (URAMS), LUTs, and shift
registers (SRLs) [13].

2.4.3 Comparison with other architectures

CPU

A scalar pipelined CPU core can execute instructions, divided into stages, at the rate of
up to one instruction per clock cycle (IPC) when there are no dependencies. To boost
performance, modern CPUs cores are multithreaded superscalar processors with
sophisticated mechanisms used to find instruction-level parallelism and execute multiple
out-of-order instructions per clock cycle. They fetch many instructions at once, find the
dependency graph of those instructions, utilize sophisticated branch prediction
mechanisms, and execute those instructions in parallel (typically at 10x the performance
of scalar processors in terms of IPC). For parts of the algorithm that can be
vector-parallelized, modern CPUs support single instruction, multiple data (SIMD)
instructions [16].
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Figure 20. Simplified execution of a scalar pipelined CPU and a superscalar CPU [16].

GPU

GPUs are processors made of massively parallel, smaller, and more specialized cores
than those generally found in high-performance CPUs. GPU architecture is optimized for
aggregate throughput across all cores, deemphasizing individual thread latency and
performance. GPU architecture efficiently processes vector data (an array of numbers)
and is often referred to as vector architecture. GPUs dedicate more silicon space to
compute and less to cache and control. As a result, GPU hardware explores less
instruction-level parallelism and relies on software-given parallelism to achieve
performance and efficiency. GPUs are in-order processors and do not support
sophisticated branch prediction. Instead, they have a plethora of arithmetic logic units
(ALUs) and deep pipelines. Performance is achieved through multithreaded execution of
large and independent data, which amortizes the cost of simpler control and smaller
caches. GPUs employ a single instruction, multiple threads (SIMT) execution model
where multithreading and SIMD are leveraged together. In the SIMT model, multiple
threads (work-items, or sequence of SIMD lane operations) are processed in lockstep in
the same SIMD instruction stream. Multiple SIMD instruction streams are mapped to a
single execution unit (EU), and the GPU EU can context switch among those SIMD
instruction streams when one stream is stalled [16].
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Figure 21. Each EU can process multiple SIMD instruction streams. Multiple EUs combine to form
a compute unit with shared local memory and synchronization mechanisms [16].
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FPGA

Unlike CPUs and GPUs, which are software-programmable fixed architectures, FPGAs
are reconfigurable and their compute engines are defined by the user. When writing
software targeting an FPGA, compiled instructions become hardware components that
are laid out on the FPGA fabric in space, and those components can all execute in
parallel. Because of this, FPGA architecture is sometimes referred to as spatial
architecture. When software is “executed” on the FPGA, it is not executing in the same
sense that compiled and assembled instructions execute on CPUs and GPUs. Instead,
data flows through customized deep pipelines on the FPGA that match the operations
expressed in the software. Because the dataflow pipeline hardware matches the
software, control overhead is eliminated, which results in improved performance and
efficiency. With CPUs and GPUs, instruction stages are pipelined and new instructions
start executing every clock cycle. With FPGAs, operations are pipelined so new
instruction streams operating on different data start executing every clock cycle [16].

Some key advantages of FPGAs include [17]:

e Excellent performance with reduced latency advantages: FPGAs provide low
latency as well as deterministic latency (DL). DL as a model will continuously
produce the same output from an initial state or given starting condition. The DL
provides a known response time which is critical for many applications with hard
deadlines. This enables faster execution of real-time applications like speech
recognition, video streaming and motion recognition.

e Cost effectiveness: FPGAs can be reprogrammed after manufacturing for
different data types and capabilities, delivering real value over having to replace
the application with new hardware. By integrating additional capabilities, like an
image processing pipeline, onto the same chip, designers can reduce costs and
save board space by using the FPGA for more than just Al. The long product
lifecycle of FPGAs can deliver increased utility for an application that can be
measured in years or even decades. This characteristic makes them ideal for use
in industrial, aerospace, defense, medical and transportation markets.

e Energy efficiency: FPGAs give designers the ability to fine-tune the hardware to
the match application needs. Utilizing development tools like INT8 quantization is
a successful method for optimizing machine learning frameworks like TensorFlow
and PyTorch. INT8 quantization also delivers favorable results for hardware
toolchains like NVIDIA® TensorRT and Xilinx® DNNDK. This is because INT8
uses 8-bit integers instead of floating-point numbers and integer math instead of
floating-point math. Proper utilization of INT8 can reduce both memory and
computing requirements, which can shrink memory and bandwidth usage by as
much as 75%. This can prove critical in meeting power efficiency requirements in
demanding applications.

In the figures following we present a performance comparison of FPGA, CPU and GPU

in some image processing applications, namely two-dimensional filters, stereo-vision
and k-means clustering.

46



5000+ fps
4000+ GPU(GTX280)
30001
20001 =
:
CPU - 4threads (3]
1000 4 (exterme QX6850) -:e
FPGA(100MHz) ;
——t—tt———F g . =
0 3 5 9 11 13 15
Figure 22. Performance of two-dimensional filters [18].
—
a0+ fps :
500
4001
FPGA(XC4VLX160 100MHz)
3001 )
CPU - 4 threads(Exterme QX6850)
2001
GPU(GTX280) non-optimized
GPU(GTX280)
100 .
0 AL AASSS S e
20 40 &0 80 100 120 140 160 180 200 220 240 D
Figure 23. Performance of the stereo-vision [18].
1O 4= -—H+-—’
Ips
bt
B0 T H
| FRGA(XC4VLX160 100MHz)
4 T
GPU(GTX280) ~e—e—s—s—sy
:'---l—l—l—l—H
M "---—-—-—-—-—II
CPU - 4 threads (Extreme QX6830)
0 —+

128 144 160 176 192 208 234 240 354
2 48

kI B 96 112 ) 2
B 24 40 56 72 B8 1& 1200 136 152 16E  1B4 200 216 23 k

Figure 24. Performance of the k-means clustering algorithm [18].

2.4.4 FPGA Applications

FPGAs are suitable for very diverse applications like audio and video processing,
cryptography, signal processing, image processing, random number generation and
various algorithm implementations. It is expected that they will be used in various
sectors like oil and gas, finance and many more. Current use cases include, but are not
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limited to, cloud servers, artificial intelligence, space technology, defense systems,
renewable energy systems, translation, derivative pricing and particle physics [14].

2.5 High Level Synthesis

The design of an application targeting an FPGA was in the past a challenging process,
mostly due to the low level tools available. Traditionally programming and configuration
of an FPGA was achieved through the use of a hardware description language (HDL)
like Verilog or VHDL, a procedure similar to the one used for an application specific
integrated circuit (ASIC) [19]. Completing this task was often quite demanding, for
example in debugging the code, in comparison to other platforms like a CPU where high
level languages were used. In order to overcome this obstacle in the last years there has
been a development of new, more advanced methods and a creation of tools for high
level synthesis (HLS) which transform the code of a high level language like C/C++ to a
hardware description language.

High-level synthesis bridges hardware and software domains, providing the following
primary benefits [20]:
e Improved productivity for hardware designers: hardware designers can work at a
higher level of abstraction while creating high-performance hardware.
e Improved system performance for software designers: software developers can
accelerate the computationally intensive parts of their algorithms on a new
compilation target, the FPGA.
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Figure 25. Design Time vs. Application Performance with RTL Design Entry (left) and
Design Time vs. Application Performance with Vivado HLS Compiler (right) [13].

These are achieved through features of HLS such as[20]:
e Developing algorithms at the C-level, decreasing development time.

e Verification at the C-level. Validation of the functional correctness of the design

and bug correction is way quicker in a high level language than with traditional

hardware description languages.

e Control of the C synthesis process through optimization directives. Creation of
specific high-performance hardware implementations and algorithm accelerators

is easier.
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Creation of multiple implementations from the C source code using optimization
directives for design space exploration. This enables the designer to look into
trade-offs between resources, speed, power consumption and area of the circuit
which increases the likelihood of finding an optimal implementation depending on
the needs of the application.

Creation of readable and portable C source code. Retarget of the C source into
different FPGA devices as well as incorporation of C source into new projects is
done only by changing a few parameters in the HLS tool.

2.5.1 HLS Phases

High-level synthesis includes the following phases [20]:

Scheduling: Determines which operations occur during each clock cycle. It is
based on the length of the clock cycle (clock frequency), the time it takes for the
operation to complete, as defined by the target device and the user-specified
optimization directives. If the clock period is longer or a faster FPGA is targeted,
more operations are completed within a single clock cycle, and all operations
might complete in one clock cycle. Conversely, if the clock period is shorter or a
slower FPGA is targeted, high-level synthesis automatically schedules the
operations over more clock cycles, and some operations might need to be
implemented as multicycle resources.

Binding: Determines which hardware resource implements each scheduled
operation. To implement the optimal solution, high-level synthesis uses
information about the target device.

Control logic extraction: Extracts the control logic to create a finite state machine
(FSM) that sequences the operations in the register transfer level (RTL) design.

High-level synthesis creates an optimized implementation based on default behavior,
constraints, and any optimization directives the designers specify. They can use
optimization directives to modify and control the default behavior of the internal logic and
I/O ports. This allows them to generate variations of the hardware implementation from
the same C code. To determine if the design meets their requirements, they can review
the performance metrics in the synthesis report generated by high level synthesis. After
analyzing the report, they can use optimization directives to refine the implementation.
The synthesis report contains information on the following performance metrics [20]:

Area: Amount of hardware resources required to implement the design based on
the resources available in the FPGA, including look-up tables (LUT), registers,
block RAMs, and DSPs.

Latency: Number of clock cycles required for the function to compute all output
values.

Initiation interval (II): Number of clock cycles before the function can accept new
input data.

Loop iteration latency: Number of clock cycles it takes to complete one iteration
of the loop.

Loop initiation interval: Number of clock cycles before the next iteration of the
loop starts to process data.

Loop latency: Number of cycles to execute all iterations of the loop.
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2.5.2 Vitis Unified Software Platform

Vitis is a compilation of existing Xilinx tools into a single environment. While the tools
may look the same, bringing all Xilinx devices under a single design environment should
improve ease of use, development flow, and validation. This defines the core of Vitis’
value — enhanced productivity. With it, application developers can continue to innovate
on algorithm design and leverage compute acceleration without waiting for the
prohibitively long design cycle of custom ASICs [21].
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Figure 26. Vitis IDE welcome screen.

The Vitis development enables portability from platform to platform whether you are
porting from development board or custom board. Vitis Platform-Based design
methodology provides many productivity advantages [22]:
e Platform Reuse: Swap different acceleration applications with the same platform.
e Application Portability: Port applications across different platforms with minimum
efforts.
Simulation Time: Speed up co-simulation with kernels.
Run Time: Open source runtime that takes care of host-device communication
through PCle or embedded for you.
e System debug: Save the full hardware compile by co-simulating the full system.

In the Vitis core development kit, an application program is split between a host
application and hardware accelerated kernels with a communication channel between
them. The host program, written in C/C++ and using API abstractions like OpenCL, is
compiled into an executable that runs on a host processor (such as an x86 server or an
ARM processor for embedded platforms); while hardware accelerated kernels are
compiled into an executable device binary (.xclbin) that runs within the programmable
logic (PL) region of a Xilinx device. The API calls, managed by XRT, are used to process
transactions between the host program and the hardware accelerators. Communication
between the host and the kernel, including control and data transfers, occurs across the
PCle bus or an AXI bus for embedded platforms. While control information is transferred
between specific memory locations in the hardware, global memory is used to transfer
data between the host program and the kernels. Global memory is accessible by both
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the host processor and hardware accelerators, while host memory is only accessible by
the host application.

For instance, in a typical application, the host first transfers data to be operated on by
the kernel from host memory into global memory. The kernel subsequently operates on
the data, storing results back to the global memory. Upon kernel completion, the host
transfers the results back into the host memory. Data transfers between the host and
global memory introduce latency, which can be costly to the overall application. To
achieve acceleration in a real system, the benefits achieved by the hardware
acceleration kernels must outweigh the added latency of the data transfers.

The target platform contains the FPGA accelerated kernels, global memory, and the
direct memory access (DMA) for memory transfers. Kernels can have one or more
global memory interfaces and are programmable. The Vitis core development kit
execution model can be broken down into the following steps [23]:

1. The host program writes the data needed by a kernel into the global memory of
the attached device through the PCle interface on an Alveo Data Center
accelerator card, or through the AXI bus on an embedded platform.

2. The host program sets up the kernel with its input parameters.

The host program triggers the execution of the kernel function on the FPGA.

4. The kernel performs the required computation while reading data from global
memory, as necessary.

5. The kernel writes data back to global memory and notifies the host that it has
completed its task.

6. The host program reads data back from global memory into the host memory and
continues processing as needed.

w

The FPGA can accommodate multiple kernel instances on the accelerator, both different
types of kernels, and multiple instances of the same kernel. XRT transparently
orchestrates the interactions between the host program and kernels in the accelerator.
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Figure 27. Vitis unified software platform overview [22].
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2.6 TensorFlow and Keras

TensorFlow is an end-to-end open source platform for machine learning. It has a
comprehensive, flexible ecosystem of tools, libraries and community resources that lets
researchers push the state-of-the-art in machine learning and developers easily build
and deploy machine learning powered applications [24]. Humanly speaking, TensorFlow
is an open-source library for building machine learning models at large scale. It is by far
the most popular library for building deep learning models. It also has the strongest and
a huge community of developers, researchers, and contributors [25]. Some of the
advantages of tensorflow are [26]:

e FEasy model building. TensorFlow offers multiple levels of abstraction so the
developers can choose the right one for their needs. Building and training models
by using the high-level Keras APl makes getting started with TensorFlow and
machine learning easy. If more flexibility is needed, eager execution allows for
immediate iteration and intuitive debugging. For large machine learning training
tasks, the Distribution Strategy API for distributed training can be used on
different hardware configurations without changing the model definition.

e Robust machine learning production anywhere. TensorFlow has always provided
a direct path to production. Whether it's on servers, edge devices, or the web,
TensorFlow enables training and deploying models easily, no matter what
language or platform is used. TensorFlow Extended (TFX) is used if there is a
requirement for a full production machine learning pipeline. For running inference
on mobile and edge devices there is TensorFlow Lite. Training and deploying
models in JavaScript environments is done using TensorFlow.js.

e Powerful experimentation for research. Building and training state-of-the-art
models without sacrificing speed or performance. TensorFlow gives this flexibility
and control with features like the Keras Functional APl and Model Subclassing
API for creation of complex topologies. For easy prototyping and fast debugging,
eager execution is used. TensorFlow also supports an ecosystem of powerful
add-on libraries and models to experiment with, including Ragged Tensors,
TensorFlow Probability, Tensor2Tensor and BERT.

Keras is a deep learning APl written in Python, running on top of the machine learning
platform TensorFlow. It was developed with a focus on enabling fast experimentation. It
provides essential abstractions and building blocks for developing and shipping machine
learning solutions with high iteration velocity. Keras empowers engineers and
researchers to take full advantage of the scalability and cross-platform capabilities of
TensorFlow 2, you can run Keras on TPU or on large clusters of GPUs, and you can
export your Keras models to run in the browser or on a mobile device. [27]. It is very
popular in the research and development community because it supports rapid
experimentation, prototyping, and user-friendly API. Being user-friendly comes with the
cost of losing access to the inner details of TensorFlow, but a reasonable number of
complex things can still be done [25]. The core data structures of Keras are layers and
models. The simplest type of model is the Sequential model, a linear stack of layers. For
more complex architectures, the Keras functional API should be used, which allows to
build arbitrary graphs of layers, or write models entirely from scratch via subclassing.
Keras is also a highly-flexible framework suitable to iterate on state-of-the-art research
ideas. Keras follows the principle of progressive disclosure of complexity, it makes it
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easy to get started, yet it makes it possible to handle arbitrarily advanced use cases,
only requiring incremental learning at each step. In much the same way that training and
evaluating a simple neural network is possible in a few code lines, Keras can be used to
quickly develop new training procedures or exotic model architectures. Some of the
features that make Keras so widely used is that is [27]:

e Simple, but not simplistic. Keras reduces developers’ cognitive load to free them
to focus on the parts of the problem that really matter.

e Flexible. Keras adopts the principle of progressive disclosure of complexity,
simple workflows should be quick and easy, while arbitrarily advanced workflows
should be possible via a clear path that builds upon what has already been
learned.

e Powerful. Keras provides industry-strength performance and scalability, it is used
by organizations and companies including NASA, YouTube, or Waymo.

In 2019, Google released a new version of their TensorFlow deep learning library
(TensorFlow 2) that integrated the Keras API directly and promoted this interface as the
default or standard interface for deep learning development on the platform. This
integration is commonly referred to as the tf.keras interface or API (“tf’ is short for
“TensorFlow®). This is to distinguish it from the so-called standalone Keras open source
project. Standalone Keras is the standalone open source project that supports
TensorFlow, Theano and CNTK backends while tf.keras is the Keras API integrated into
TensorFlow 2 [28].

2.6.1 Model Life Cycle

A model has a life-cycle, and this very simple knowledge provides the backbone for both
modeling a dataset and understanding the tf.keras API. The five steps in the life-cycle
are as follows [28]:

e Definition of the model. Defining the model first requires selecting the type of
model that is needed and then choosing the network topology. From an API
perspective, this involves defining the layers of the model, configuring each layer
with a number of nodes and activation function, and connecting the layers
together into a cohesive model.

e Compilation of the model. Compiling the model requires selecting a loss function
for optimization, such as mean squared error or cross-entropy. It also requires
the selection of an algorithm to perform the optimization procedure, typically
stochastic gradient descent, or a modern variation, such as Adam. It may also
require the definition of any performance metrics to keep track of during the
model training process. From an API perspective, this involves calling a function
to compile the model with the chosen configuration, which will prepare the
appropriate data structures required for the efficient use of the model that has
been defined.

e Fitting of the model. Fitting the model requires first selecting the training
configuration, such as the number of epochs (iterations through the training
dataset) and the batch size (humber of samples in each epoch used to estimate
the model error). Training applies the optimization algorithm to minimize the loss
function and updates the model using the backpropagation of error algorithm.

53



Fitting the model is the slow part of the whole process and can take from
seconds to days, depending on the complexity of the model, the hardware used
and the size of the training dataset. From an API perspective, this involves calling
a function to perform the training process. This function will block (not return)
until the training process has finished.

Evaluation of the model. Evaluating the model requires first choosing a holdout
dataset used to evaluate the model. This should be data not used in the training
process so that an unbiased estimate of the performance of the model can be
acquired when making predictions on new data. The speed of model evaluation
is proportional to the amount of data used, although it is much faster than training
as the model is not changed. From an API perspective, this involves calling a
function with the holdout dataset and getting a loss and perhaps other metrics
that can be reported.

Making predictions. It requires new data for which a prediction is needed, e.g.
where target values are not available. From an API perspective, a simple function
call is used to make a prediction of a class label, probability, or numerical value,
whatever the model is designed to predict.
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Figure 28. TensorFlow 2 architecture [25].
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Chapter 3: LSTM deployment and
acceleration on FPGA

In this section we describe the process followed in order to be able to accelerate our
application on the FPGA. We look at all the steps needed, starting from the model
creation and training in python. We continue by transferring the trained model in C++
and using this code to create our first working kernel to run on the FPGA. Finally we use
optimizations provided by the tool (Vitis) to reduce the latency of the network.

3.1 Network creation and training in Python

As stated before we use the Tensorflow library for this purpose, specifically version 2.3.0
is used. To create the model we use the Sequential APl which groups a linear stack of
neural network layers into a model [35], the output of each layer is given as input to the
next one. This makes the whole process very easy and with a few lines of code we can
define and train a very complex model. The following code gives an example of a model
configuration.

model = Sequential()

model.add(LSTM(units=128, input_shape=(30, 1)))
model.add(Dropout(rate=0.2))
model.add(RepeatVector(n=30))
model.add(LSTM(units=128, return_sequences=True))
model.add(Dropout(rate=0.2))
model.add(TimeDistributed(layer=Dense(units=1)))
model.compile(optimizer="adam', loss='mae")

The above snippet is all we need to do to create a model. The first line initializes a
Sequential model. The next lines define the layers used and their order (the first one
takes the input and passes its output to the next etc). Notice that the first layer takes the
argument input_shape. This is the shape of the input data (not including the batch size,
how many different data points we pass to the model). In our example the first dimension
is 30 and the second is 1. The last line configures the model for training. The argument
optimizer, as the name suggests, takes a string of the name of the optimizer used
during training (here the optimizer is the Adam algorithm) and the argument loss takes
a string of the name of the loss function used (or error function, this is the value we aim
to minimize during training, here we have the mean absolute error -mae- between the
input and the output). All the different layers we use in our application are seen in the
previous example, these are the LSTM, Dropout, RepeatVector, TimeDistributed and
Dense. Next we will describe the function of each one.

55



LSTM layer

This is an LSTM cell like the one described in chapter 2. The argument units refers to
the dimensionality (size) of the output. Since the size of the input can be inferred from
the output of the previous layer (or is explicitly defined in the first layer) we do not need
any other input to the layer to specify the cell's size. The input is given in the shape
(batch size, timesteps, features) so the number of timesteps is already known. The
argument return_sequences determines whether the output contains only the result for
the last timestep or for all the timesteps for the cell.

Dropout layer

The Dropout layer randomly sets input units to 0 with a frequency of rate at each step
during training time, which helps prevent overfitting. Inputs not set to 0 are scaled up by
1/(1 - rate) such that the sum over all inputs is unchanged. Note that the Dropout layer
only applies during training such that no values are dropped during inference [36].

RepeatVector layer
This layer repeats its input in the output n times.

TimeDistributed layer

This wrapper allows to apply a layer to every temporal slice of an input. Every input
should be at least 3D, and the dimension of index one of the first input will be considered
to be the temporal dimension [37]. For example, given an input of shape (150, 30, 20) it
will apply the layer given as argument to each of the 30 timesteps of 20 features
independently.

Dense layer
This is a regular densely connected neural network. The argument units refers to the
dimensionality (size) of the output.

The next step is to train the model. It is very simple, requiring just one line of code.

model.fit(x=x_train, y=y train, epochs=100, batch_size=32,
validation split=0.1,
callbacks=[keras.callbacks.EarlyStopping(monitor="val loss',
patience=3, mode="min')], shuffle=False)

In order to train the model the only thing we need to do is call the fit method. The
argument x is the input (training) data and y the corresponding target data. The epochs
and batch_size arguments, as their names suggest, define the number of epochs to
train the model and the number of samples per update. An epoch is an iteration over the
entire x and y data provided. The validation_split is the fraction of the training data
to be used as validation data. The model will set apart this fraction of the training data,
will not train on it, and will evaluate the loss and any model metrics on this data at the
end of each epoch. The callbacks hook into the various stages of the model training
and inference lifecycle. For example the EarlyStopping callback stops the training when
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a monitored metric has stopped improving. Finally the shuffle specifies whether to shuffle
the training data before each epoch.

All that is left is to make predictions using our test data. This is done by calling the predict
method.

model.predict(x_test)

Before building and training the model there was some preprocessing to do with the training
and test data. We will not go into much detail. In summary we used a standard scaler to
standardize our data (make their mean 0 and standard deviation 1), we splitted into a train
and test set and properly adjusted the shape of each set to be (batch size, timesteps,
features).

3.2 Transferring the model to C++

The first step in order to execute our trained model in C++ is to understand how a
Sequential model works. Each layer is independent from the others in terms of
calculations made, their only interaction is that each one passes its output as input to the
next. The next thing we have to do is to understand how each different layer works.

For the LSTM cell we went into much detail in chapter 2 so we are not going to repeat. It
is useful to notice that a cell takes one data input with size equal to the features for each
timestep, and also receives the cell state and the hidden state of the previous timestep
(for the first timestep we consider them both to be 0) both with size equal to the units
parameter. Internally we have four single-layer feedforward networks, some applications
of activation functions and some pointwise vector calculations. These networks can be
modeled as an array-vector multiplication between the array of weights and the input
plus a vector addition between the result vector and the bias vector. For the activations
we just need to apply the function pointwise to a vector.

The Dropout layer is only relevant during training and since we will use the C++ model
only for inference we do not need to deal with it.

The RepeatVector is only used before an LSTM layer in order to copy the previous
result. It is not necessary to copy our entire result vector, we can just give the same input

to the next layer for all the timesteps.

The TimeDistributed layer applies the same layer to each timestep so it is simple to loop
through every timestep and do the same.

Finally the Dense layer is a single-layer feedforward network and as stated before is
modeled by an array-vector multiplication and a vector addition.

Taking all this into consideration an obvious approach is to use a different function for
each layer and pass each function’s output as input to the next one. The main loop for
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the inference of the example model shown in chapter 4.1 can look like the following
shippet of code:

float test_data[BATCH_SIZE][TIMESTEPS][FEATURES];
float res[BATCH_SIZE][TIMESTEPS][UNITS_DENSE];
for(int j=0; j<BATCH_SIZE; ++3j)

{
float res1[UNITS_LSTM1];
float res2[TIMESTEPS][UNITS_LSTM2];
LSTM_1(test _data[j], resl);
LSTM_2(resl, res2);
for(int i=0; i<TIMESTEPS; ++i)
{
Dense(res2[i], res[j]1[i]);
¥
}

Regarding the internal structure of the different layers both the Dense and LSTM layers
do array-vector multiplications which can be implemented using a simple nested loop. As
for the LSTM after the four multiplications all that is left is some pointwise vector
calculations and the update of the hidden and cell states that are needed in the next
timestep.

All that is left is to extract the weights from the trained python model and use them in our
C++ code. This can be easily done with some simple python functions. The code for
extracting the weights, as well as examples of LSTM and Dense layers, is available at
the Appendix.

3.3 Creating a kernel for the FPGA

As mentioned before, we will use the Vitis Unified Software Platform in order to create
the final executable for the FPGAs. The Vitis application acceleration development flow
provides a framework for developing and delivering FPGA accelerated applications
using standard programming languages for both software and hardware components.
The software component, or host program, is developed using C/C++ to run on x86 or
embedded processors, with OpenCL API calls to manage runtime interactions with the
accelerator. The hardware component, or kernel, can be developed using C/C++,
OpenCL C, or RTL [23]. In our case we use C++ for both the host program and the
kernel.

Having first written our model in C++, developing a working kernel without achieving
acceleration of our application, can be done quite easily and only with a few
modifications to our C++ code. First of all we divide the code into two parts, the host
code (executed on the processor) and the kernel code (executed on the FPGA, the one
we want to accelerate). The next step is the modification of our main C++ function. We
add some OpenCL commands to manage the kernel execution. In summary what we
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need to do is find the platform and load the executable device binary, allocate memory
on the device, transfer the input data, launch the kernel and retrieve the result once
calculations are finished. Our kernel has a top level function visible to the host code and
this is the one we interact with. As for the kernel code we can keep it as it is with minimal
modifications. It is possible to use C++ data types and C++ standard library headers and
the tool will produce the executable with no issues. One major exception is that dynamic
memory allocation is not available. It is also worth noticing that by keeping this code the
same we probably will not achieve any acceleration. We will cover optimizations we use
later.

Vitis offers three different building options for our application. We begin with Software
emulation. It runs fast and after completing we can simulate the execution of our kernel
to check its correctness. Both the host application code and the kernel code are
compiled to run on the host processor. This allows iterative algorithm refinement through
fast build-and-run loops. This target is useful for identifying syntax errors, performing
source-level debugging of the kernel code running together with the application, and
verifying the behavior of the system. Next, there is Hardware emulation. It is slower than
Software (but still pretty fast). We used it to get metrics like estimated execution time and
resources used for our specific device and locate possible acceleration targets. The
kernel code is compiled into a hardware model (RTL), which is run in a dedicated
simulator. This build-and-run loop takes longer but provides a detailed, cycle-accurate
view of kernel activity. This target is useful for testing the functionality of the logic that will
go in the FPGA and getting initial performance estimates. Finally in the Hardware build
the kernel code is compiled into a hardware model (RTL) and then implemented on the
FPGA, resulting in a binary that will run on the actual FPGA [23]. Depending on how
many optimizations we use, it can take many hours to complete.
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Figure 29. Platform selection using the Vitis IDE.

One major advantage of the Vitis tool is that we can use virtually the same code while
targeting different devices, we just need to select our target platform when initializing the
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project (see figure above). For embedded platforms we need to additionally specify the
sysroot, which is part of the platform where the basic system root file structure is defined
and is used to cross-compile the host application, a Linux kernel image and a rootfs (root
file system) with integrated Xilinx Runtime.

-common-v2020.2/ir/sysroots/aarch64-xilinx-linux

xilinx-zyngmp-common-v2020.2/rootfs.extd

L nage xilinx-zyngmp-common-v2020.2/Image

Figure 30. Sysroot, rootfs and image definition example in Vitis IDE.

We use the Vitis tool for two different development flows, data center application
acceleration (for the Alveo u280) and embedded processor application acceleration (for
the MPSoC ZCU104).
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Figure 31. Application Development Flow for Data Center Accelerator Cards [23].

For data center accelerator cards the host application is compiled to run on the x86
processor using the G++ compiler to create a host executable file. The host program
interacts with kernels in the PL (programmable logic) region. PL kernels are compiled for
implementation in the PL region of the target platform. PL kernels are compiled into a
Xilinx object form (XO) file using the Vitis compiler (v++). The Vitis compiler also links the
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kernel XO files with the hardware platform to create a device executable (.xclbin) for the
application. Xilinx object (XO) files are linked with the target hardware platform by the
v++ --link command to create a device binary file (.xclbin) that is loaded into the Xilinx
device on the target platform [23]. Finally we can run our application from the command
line, for example with the following command:

./host.exe kernel.xclbin
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maincpp
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Figure 32. Application Development Flow for Versal ACAP and Zynq UltraScale+ MPSoC
Devices [23].

For embedded devices the host application is compiled to run on the Cortex-A72 or
Cortex-A53 core processor using the GNU ARM cross-compiler to create an ELF file.
The host program interacts with kernels in the PL and Al Engine regions of the device.
PL kernels are compiled for implementation in the PL region of the target platform. PL
kernels can be compiled into a Xilinx object form (XO) file using the Vitis compiler (v++).
The Vitis compiler also links the kernel XO files with the hardware platform to create a
device executable (.xclbin) for the application and similar to data center cards Xilinx
object (XO) files are linked with the target hardware platform by the v++ --link command
to create a device binary file (.xclbin) that is loaded into the Xilinx device on the target
platform. Finally the tool gathers the required files to configure and boot the system, to
load and run the application, including the host application and PL kernel binaries. This
step builds the necessary package to create an SD card to run the application on
hardware [23]. For an embedded processor platform, the contents of the produced
./sd_card folder are copied to an SD card which is used as the boot device for our
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system. All that is left is to boot the device from the SD card and run the application from
the command line, for example:

./host.exe kernel.xclbin

3.4 Kernel Optimizations

After creating a working kernel, the next step is to make suitable optimizations in order to
achieve small execution time. The optimizations we made can be separated into three
different categories, code transformations, optimization pragmas and migration from
floating point to fixed point decimal numbers.

3.4.1 Code transformations

In the models we implemented we use two LSTM cells which in the original C++ code
are represented by different functions. This means that each of these functions requires
separate resources when implemented on the FPGA despite doing the same
calculations (their code is basically the same, the only differences are the use of the
return_sequences parameter in one of the two and the different arrays of weights) and
not being able to run concurrently (the second LSTM waits for the output of the first). We
can eliminate the need for separate functions by inserting some simple if-else
statements in the places where weights are used and by correctly handling the final
result depending if we need all the values (in the case return_sequences is true) or
not. One other thing to notice is that the four array-vector multiplications in each cell
have no data dependencies and can be executed concurrently. We write a separate
function for each one and the tool automatically implements them in parallel. Finally in
order for the pragmas to apply correctly in the nested array-vector multiplication loop we
used a separate function for the inner loop.

3.4.2 Optimization pragmas

The HLS tool provides pragmas that can be used to optimize the design, reduce latency,
improve throughput performance, and reduce area and device resource usage of the
resulting RTL code. These pragmas can be added directly to the source code for the
kernel [38]. Some of the pragmas we directly utilize in our code or the tool applies
automatically are the following:

pipeline pragma

Reduces the initiation interval (Il) for a function or loop by allowing the concurrent
execution of operations. A pipelined function or loop can process new inputs every N
clock cycles, where N is the Il of the loop or function. An Il of 1 processes a new input
every clock cycle. The initiation interval can be specified through the use of the Il option
for the pragma. As a default behavior, with the pipeline pragma Vitis HLS will generate
the minimum Il for the design according to the specified clock period constraint. If the
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Vitis HLS tool cannot create a design with the specified I, it issues a warning and
creates a design with the lowest possible Il [38].

void func(m,n,o) {

for (i=2;i==0;i-) {
op_Read;
op_Compute;
op_Write;

}
}

L
I
5 I I

-
3 cycles 1 cycle
= EIEN » EOEN - E3EN = ENEE
y . o
8 cycles o N
4 cycles
(&) without Loop Pipelining (B) With Loop Pipelining

Figure 33. Loop Pipeline [38].

Example:

for(int i=0; i<N; ++1i)

{

This pragma is extremely useful when applied to loops as it reduces the total execution
time without using as many resources as the unroll pragma. In our application we use it
in the loops where there are no data dependencies between loop iterations.

unroll pragma

The unroll pragma transforms loops by creating multiple copies of the loop body in the
RTL design, which allows some or all loop iterations to occur in parallel. When loops are
rolled, synthesis creates the logic for one iteration of the loop, and the RTL design
executes this logic for each iteration of the loop in sequence. A loop is executed for the
number of iterations specified by the loop induction variable. The number of iterations
might also be impacted by logic inside the loop body (for example, break conditions or
modifications to a loop exit variable). Using the unroll pragma loops can be unrolled to
increase data access and throughput.

Example:

for(int i=0; i<N; ++1i)

{
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The unroll pragma allows the loop to be fully or partially unrolled. Fully unrolling the loop
creates a copy of the loop body in the RTL for each loop iteration, so the entire loop can
be run concurrently. Partially unrolling a loop lets you specify a factor N, to create N
copies of the loop body and reduce the loop iterations accordingly. Partial loop unrolling
does not require N to be an integer factor of the maximum loop iteration count. The Vitis
HLS tool adds an exit check to ensure that partially unrolled loops are functionally
identical to the original loop [38].

In nested loops the unroll pragma is applied automatically in the inner loop when we use
the pipeline pragma for the outer. We use it implicitly in the nested loops that perform
array vector multiplications.

dataflow pragma

The dataflow pragma enables task-level pipelining, allowing functions and loops to
overlap in their operation, increasing the concurrency of the RTL implementation and
increasing the overall throughput of the design. All operations are performed sequentially
in a C description. The Vitis HLS tool seeks to minimize latency and improve
concurrency. However, data dependencies can limit this. For example, functions or loops
that access arrays must finish all read/write accesses to the arrays before they
complete. This prevents the next function or loop that consumes the data from starting
operation. The dataflow optimization enables the operations in a function or loop to start
operation before the previous function or loop completes all its operations. When the
dataflow pragma is specified, the HLS tool analyzes the dataflow between sequential
functions or loops and creates channels that allow consumer functions or loops to start
operation before the producer functions or loops have completed. This allows functions
or loops to operate in parallel, which decreases latency and improves the throughput of
the RTL [38].

void top (ab,c,d) {

func_A(a,b,i1); func A
func_B(c,i1,i2);
fune_c(i2.4)
return d;
-—
8 cycles 3cycles
foncA ) I T = fmeh

| funcE QN funcB |

8cycles 5 cycles

(A) Without Dataflow Pipelining (B) with Dataflow Pipelining

Figure 34. Dataflow Pragma [38].
Like the unroll pragma it is also applied implicitly to our design. The tool detects that

there are no dependencies between the four array vector multiplications in the LSTM cell
and adapts the design so that they are performed simultaneously.
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array_partition pragma
Partitions an array into smaller arrays or individual elements and provides the following
[38]:
e Results in RTL with multiple small memories or multiple registers instead of one
large memory.
Effectively increases the amount of read and write ports for the storage.
Potentially improves the throughput of the design.
Requires more memory instances or registers.

Example:
float A[9][4];

This example partitions dimension two of the two-dimensional array A[9][4] into two new
arrays of dimension [9][2].

We use this pragma to appropriately partition arrays when there is a need for
simultaneous access to their elements. For example the inner loop that performs array
vector multiplication is completely unrolled so we completely partition the second
dimension of the 2D array as well as the vector so their elements can be available at the
same time.

interface pragma

In C/C++ code, all input and output operations are performed, in zero time, through
formal function arguments. In a RTL design, these same input and output operations
must be performed through a port in the design interface and typically operate using a
specific input/output (I/O) protocol. The interface pragma specifies how RTL ports are
created from the function definition during interface synthesis [38]. We use it in the
top-level hardware function to define how it communicates with the outside world.

3.4.3 Fixed point numbers

Several studies have demonstrated that inference of neural networks can be achieved
with a reduced precision of operands. Weights are quantized using a fixed point
representation scheme. In the simplest version of this format, numbers are encoded with
the same bit-width that is set according to the numerical range and the desired precision.
All the operands share the same exponent (i.e scale factor) that can be seen as the
position of the radix point. When compared to floating point, fixed point computing with
compact bit-width is known to be more efficient in terms of hardware utilization and
power consumption [39].
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Figure 35. Comparison of the floating point and fixed point formats [40].

First of all we will describe floating point representation to make fixed point more clear.
They consist of a sign, an exponent, and a mantissa. The exponent gives the floating
point formats a wide range, and the mantissa gives them a good precision. Single
precision floating point numbers use a total of 32 bits, 8 bits for the exponent, 23 bits for
the mantissa and one for the sign. One can compute the value of a single floating point
number using the following formula:

value = (_ 1)sign(1 n maz;;‘gga)z(exponent—lﬁ)

Fixed point formats consist in a signed mantissa and a global scaling factor shared
between all fixed point variables. The scaling factor can be seen as the position of the
radix point. It is usually fixed, hence the name “fixed point”’. Reducing the scaling factor
reduces the range and augments the precision of the format. The scaling factor is
typically a power of two for computational efficiency (the scaling multiplications are
replaced with shifts). As a result, fixed point format can also be seen as a floating point
format with a unique shared fixed exponent. Fixed point format relies on integer
operations. It is hardware-wise cheaper than its floating point counterpart, as the
exponent is shared and fixed [40]. This is especially true in FPGAs, where a single DSP
block can either implement one 32 bit floating point multiplication, two 18x19 bit
multiplications, or three 18x19 multiplications [39].

Vitis HLS provides arbitrary precision integer data types that manage the value of the
integer numbers within the boundaries of a specified width. To use arbitrary precision
integer data types in a C++ function we simply need to include the header file ap_int.h
to the source code and change the data types to ap_int<N>, where N is a bit-size from
1 to 1024. Using fixed point decimal numbers is just as easy. First we must include the
header file ap_fixed.h and then use the data type ap_fixed<W, I, Q>, where W is
the word length in bits, | is the number of bits used to represent the integer value and Q
is the quantization mode, which dictates the behavior when greater precision is
generated than can be defined by smallest fractional bit in the variable used to store the
result [38].
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For example:

ap_fixed<16, 5, AP_RND> num = 5.34;

In our kernel we use two kinds of fixed point numbers, one for the weights and one for
the calculations. They both have the same decimal bits but the weights have less bits for
the integer value.

One other optimization we can make using fixed point numbers is to avoid making
calculations for the activation functions, which are often quite complex. For example,
tanh for values below -2 is almost equal to -1 and for values greater than 2 almost equal
to 1. The values in between are finite since fixed point nhumbers can represent only
certain values so it is easy to store them in an array and access the one we need every
time. Thus we come up with the following implementation.

typedef ap_fixed<BITS+4, 4, AP_RND> fixed_ point;

fixed_point my_tanh(fixed_point x)

{
if(x >= 2)
return 1;
else if(x < -2)
return -1;
else
{
ap_int<BITS+2> i = x.range();
return tanh_vals[TANH_BASE + i.to_int()];
}
}

It is easy to see that a complex calculation of a tanh value was completely eliminated
and the only operation needed is an addition to calculate the index of the table with the
precalculated tanh values.
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Chapter 4: Results - Evaluation

In this chapter we are going to cover the experimental process followed in order to
explore the potential for acceleration and low latency LSTM applications using FPGA
based accelerators. We begin with a brief presentation of the FPGA devices used in this
diploma thesis, namely the Xilinx Alveo U280 Data Center Accelerator Card and the
Xilinx Zynq UltraScale+ MPSoC ZCU104 Evaluation Kit. Following there is a description
of the models and datasets used and then our results after applying various
optimizations.

4.1 Device setup

4.1.1 Alveo U280

Figure 36. Alveo U280 [29].

Xilinx Alveo Data Center accelerator cards are PCI Express compliant cards designed to
accelerate compute-intensive applications such as machine learning, data analytics, and
video processing in a server or workstation. On the Xilinx device, a platform consists of a
static region and a dynamic region. The static region of the platform provides the basic
infrastructure for the card to communicate with the host and hardware support for the
kernel. It includes the following features [30]:

e Host Interface (HIF). PCle endpoint to enable communication with external PCle

host.
e Direct Memory Access (DMA). XDMA IP and AXI Protocol Firewall IP.
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e Clock, Reset, and Isolation (CRI). Basic clocking and reset for card bring-up and
operation. Reset and Dynamic Function eXchange isolation structure are
required for isolation during partial bitstream download.

e Card Management Peripheral (CMP). Peripherals responsible for board health
and diagnostics, debug, and programming.

e Card Management Controller (CMC). UART/I2C communication to satellite
controller (MSP432), QSFP, sensors and manages firmware updates from the
host (over PCle).

e Embedded RunTime Scheduler (ERT). Schedule and monitor compute units
during kernel execution.

The dynamic region is the part of the device where accelerated kernels are stored and
executed.

Host Server Alveo Device
User
- Application
Application Kernels
PP Code
o P R 60000000C0000063000000000 N Dynamic Region
Acceleration APIs AXI Interconnect
Platform
Run Time Libraries Global Memory (Hardware and [ CMP }( cMC ]( ERT ]
Software)
Drivers DMA Engine [ HIF ][ DMA J( CRI J
Static Region
PCle
Software Framework Hardware Framework

Figure 37. Platform overview (left) and
dynamic and static regions in a platform (right) [30].

The Xilinx Alveo U280 accelerator card is a custom-built UltraScale+ FPGA that runs
optimally (and exclusively) on the Alveo architecture. The card features the XCU280
FPGA, which uses Xilinx stacked silicon interconnect (SSI) technology to deliver
breakthrough FPGA capacity, bandwidth, and power efficiency. This technology allows
for increased density by combining multiple super logic regions (SLRs). The XCU280
comprises three SLRs with the bottom SLR (SLRO) integrating an HBM controller to
interface with the adjacent 8 GB HBM2 memory. The bottom SLR also connects to 16
lanes of PCIl Express that can operate up to 16 GT/s (Gen4). SLRO and SLR1 both
connect to a DDR4 16 GB, 2400 MT/s, 64-bit with error correcting code (ECC) DIMM for
a total of 32 GB of DDR4. SLR2 connects two QSFP28 connectors with associated
clocks generated on the U280 board [31].
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Figure 39. Alveo U280 available resources as shown in the Vitis IDE.

4.1.2 MPSoC ZCU104

Figure 40. MPSoC ZCU104 [32].
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Zynq UltraScale+ MPSoC is the Xilinx second-generation Zynq platform, combining a
powerful processing system (PS) and user-programmable logic (PL) into the same
device. The processing system features the Arm flagship Cortex-A53 64-bit quad-core or
dual-core processor and Cortex-R5F dual-core real-time processor. In addition to the
cost and integration benefits previously provided by the Zyng-7000 devices, the Zynq
UltraScale+ MPSoC and RFSoC devices also provide these new features and benefits
[33]:

e Scalable PS with scaling for power and performance.

e |ow-power running mode and sleep mode.

e Flexible user-programmable power and performance scaling.

e Advanced configuration system with device and user-security support.

e Extended connectivity support including PCle, SATA, and USB 3.0 in the PS.

e Advanced user interface(s) with GPU and DisplayPort in the PS.

e RF circuitry with up to 16 channels of RF-ADCs and RF-DACs (RFSoC devices).

e Increased DRAM and PS-PL bandwidth.

e Improved memory traffic using Arm's advanced QoS regulators.

e Improved safety and reliability.
These new devices offer the flexibility and scalability of an FPGA, while providing the
performance, power, and ease-of-use typically associated with ASICs and ASSPs. The
range of the Zynq UltraScale+ family enables designers to target cost-sensitive and
high-performance applications from a single platform using industry-standard tools.
There are two versions of the PS; dual Cortex-A53 and quad Cortex-A53. The features
of the PL vary from one device type to another. As a result, the Zyng UltraScale+
MPSoCs are able to serve a wide range of applications [33].

LPC FMC XCZUT7EV-2FFVC1156  HDMI In/Out Display Port Ethernet

PC4 Header

USBIITAG UART
PB Switches

Micro SD

SATAM.2
Connector

PMOD

PL-Side SODIMM Socket PS 2 GB x16 PMBus 12V Power
*DIMM not included with kit DDR4 Component

Figure 41. ZCU 104 board features [32].
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The ZCU104 board is populated with the Zynq UltraScale+ XCZU7EV-2FFVC1156
MPSoC, which combines a powerful processing system (PS) and programmable logic
(PL) in the same device. The PS in a Zynq UltraScale+ MPSoC features the Arm
flagship Cortex-A53 64-bit quad-core processor and Cortex-R5 dual-core real-time
processor. The Zynq UltraScale+ MPSoC PS block has three major processing units
[34]:
e Cortex-A53 application processing unit (APU)-Arm v8 architecture-based 64-bit
quad-core multiprocessing CPU.
e Cortex-R5 real-time processing unit (RPU)-Arm v7 architecture-based 32-bit dual
real-time processing unit with dedicated tightly coupled memory (TCM).
e Mali-400 graphics processing unit (GPU)-graphics processing unit with pixel and
geometry processor and 64 KB L2 cache.

The Zynq UltraScale+ MPSoC PS has four high-speed serial I/O (HSSIO) interfaces
supporting these protocols [34]:
e |Integrated block for PCl Express® interface-PCle base specification version 2.1
compliant.
SATA 3.1 specification compliant interface.
DisplayPort interface-implements a DisplayPort source-only interface with video
resolution up to 4K x 2K-30 (300 MHz pixel rate).
e USB 3.0 interface-compliant to USB 3.0 specification implementing a 5 Gb/s line
rate.
e Serial GMII interface-supports a 1 Gb/s SGMII interface.

The PS and PL can be coupled with multiple interfaces and other signals to effectively
integrate user-created hardware accelerators and other functions in the PL logic that are
accessible to the processors. They can also access memory resources in the PS. The
PS /0 peripherals, including the static/flash memory interfaces, share a multiplexed 1/0
(MIO) of up to 78 MIO pins. Zynq UltraScale+ MPSoCs can also use the I/O in the PL
domain for many of the PS /O peripherals. This is done through an extended
multiplexed I/O interface (EMIO) and boots at power-up or reset [34].

Resources
' Resource Total _
BRAM . 312
DSP _ 1728,
T . 230400
FF 460800

Figure 42. ZCU104 available resources as shown in the Vitis IDE.

4.2 Datasets and models used

4.2.1 Johnson & Johnson stock price

In our first application we detect anomalies in Johnson & Johnson’s (J&J) historical stock
price time series data. The time period selected was from 1985-09-04 to 2020-09-03 and

72



this data is available through Yahoo Finance [41]. The network used for this task is an
autoencoder.

Autoencoders are a specific type of feedforward neural networks where the input is the
same as the output. They compress the input into a lower dimensional code and then
reconstruct the output from this representation. The code is a compact “summary” or
“compression” of the input, also called the latent-space representation. An autoencoder
consists of 3 components: encoder, code and decoder. The encoder compresses the
input and produces the code, the decoder then reconstructs the input only using this
code [42].

Input Output
\ ~ ///
(NN P /
\\ / o Code 7 \ /
\ / \\ ~ - // \ 7
\// \ / \ p \//
A X )\ X
/ \ ;N\ /N / \
7\ s - A\ / \\
/ \ /- >~ A / \
/
/ // \\ \
/// \\\
“ Y, “ Y,
Y Y
Encoder Decoder

Figure 43. Autoencoder visualization [42].

Our aim when training the autoencoder network is to minimize the reconstruction error
based on a loss function. First of all we divide our data into train and test sets. Since
anomaly points are rare we can safely assume that our train data contain no anomalies.
After training we use the autoencoder to calculate the reconstruction error on the test
data. If the reconstruction error is above some threshold, we label the data point as an
anomaly. The model used is the following [43]:

model = Sequential()

model.add(LSTM(128, input_shape=(30, 1)))
model.add(Dropout(rate=0.2))
model.add(RepeatVector(30))
model.add(LSTM(128, return_sequences=True))
model.add(Dropout(rate=0.2))
model.add(TimeDistributed(Dense(1)))
model.compile(optimizer="adam', loss='mae")
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The first LSTM layer is the encoder, its output the code and the second LSTM layer
together with the TimeDistributed-Dense layer the decoder.

4.2.2 Numenta Anomaly Benchmark

For our second application we used the Numenta Anomaly Benchmark (NAB) data set
that is publicly available on Kaggle. It is a novel benchmark for evaluating algorithms for
anomaly detection in streaming, online applications. It consists of over 50 labeled real world
and artificial time series data files plus a novel scoring mechanism designed for real-time
applications [44]. This dataset includes a time series data named
‘ambient_temperature_system_failure’ in the CSV format. It comprises temperature
sensor data of the ambient temperature in an office setting. This is the data we used.

During preprocessing we made some additions to the dataset features. Each timestep
only included the temperature (which we converted from Fahrenheit to Celsius) at this
time. We added four new features, the hour of the timestep, if there was daylight at that
time (we assumed that daylight is present after 7am and before 10pm), the day of the
week and if it was a weekday or weekend. The model used is the following [45]:

model = Sequential()

model.add(LSTM(50, return_sequences=True))
model.add(Dropout(rate=0.2))
model.add(LSTM(100, return_sequences=False))
model.add(Dropout(rate=0.2))
model.add(Dense(1))

model.compile(loss="mse', optimizer="'rmsprop"')

For this model our aim in the training process is to minimize the prediction error for the
next timestep based on a loss function. Same as before we divide our data into train and
test sets assuming no anomalies in the test data. Then we use our model to calculate
the prediction error for the train data. We make the assumption that only 1% of the
timesteps are anomaly points so we chose those with the highest prediction error as the
anomaly points.

The full code for both models is available at the Appendix.

4.3 Performance

After training the python models and obtaining satisfactory low error the next step is to
transfer them both to the FPGA to start the acceleration process. First of all we used
standard floating point decimal numbers to verify the correctness of our design, that is,
that it produces the same results as the python code. Transferring from C++ that runs on
CPU to the FPGA requires some code transformations so it is possible that some errors
might occur. Our next step is to migrate our application to using fixed point decimal
numbers. Besides their operations being faster than those of floating point numbers,
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similar to integers, fixed point numbers require fewer resources thus allowing further
optimizations. Their main drawback is a loss of accuracy so before deciding on a specific
number of decimal bits it is necessary to make some tests to find the one that best
meets our requirements. Using one or two bits less does not have a serious
performance impact but it reduces the resources needed making it possible for more
aggressive optimizations using the optimization pragmas.

In our models we used two different fixed point numbers, one for the weights of the
trained models and one for the calculations of the different layers, for example an array
vector multiplication. They use the same number of decimal bits but the weights do not
require many bits for their integer part. The weights’ values are less than two and greater
than minus one so they only need two bits for their integer part, one for the sign and one
for the value. For the integer part of the larger fixed point we looked at the range of
values produced in the calculations for the training set and assumed that using enough
bits to cover these numbers would be sufficient, which turned out to be correct. It is
obvious that in our exploration for the best fitting fixed point data type we kept the integer
bits stable and only changed the number of decimal bits.

The process we followed is simple. We built many different applications with each one
having a different number of decimal bits. Then we run each one looking at differences
between the python software implementation and the hardware implementation and also
keeping track of some accuracy metrics. The metrics we used are:

Precision*Recall __ TP
Precision+Recall ~— Tp%(pp+FN)

.. TP TP
Precision = ——, Recall = F_measure = 2

TP+FP’ TP+FN’

where TP=True Positives, FP=False Positives, TN=True Negatives, FN=False Negatives

Since our aim is to create results as similar to the python model as possible the
comparison is made between the python predictions and the ones made after running
the app on the FPGA. So true positives are the anomaly points found by both the FPGA
and the python model, false positives those found only by the FPGA etc. These
experiments were made using the Alveo u280 acceleration card due to the fact that it
was more easily available all the time and it did not require rewriting an SD card and
rebooting to run the application. The results of these experiments are summarized in the
following figures.
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Figure 44. Reconstruction error of the FPGA implementations compared with the Python one.
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Figure 45. Reconstruction error of the FPGA-Python implementations when compared with the
original data.
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Figure 46. Accuracy metrics for the FPGA implementations.
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Figure 47. Prediction error of the FPGA implementations compared with the Python one.
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Figure 48. Prediction error of the FPGA-Python implementations when compared with the original
data.
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Figure 49. Accuracy metrics for the FPGA implementations.
After looking at the results for all the different configurations we notice that going from

nine decimal bits and upwards all the error metrics that we keep track of become very
small, the results are almost equal to those made by our original python models. The
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mean reconstruction error (for the J&J dataset) and the mean prediction error (for the
NAB dataset) do not show much improvement when increasing the number of decimal
bits and they are almost equal with the software implementation. Moreover the value of
the accuracy metrics (precision, recall, F-measure) approaches one. So we reach the
conclusion that nine bits are enough for our needs and we proceed using this
implementation for further acceleration.

We continue by making some code transformations on our 9-bit fixed point kernels. The
two separate functions for the different LSTM cells are merged and a discrete function is
used for each gate (allowing concurrent execution). The array_partition pragma is
applied to arrays where simultaneous access to many elements is needed, loops where
there are no data dependencies between iterations are pipelined (using the
corresponding pragma) and the inner loop of the array-vector multiplications is written as
a separate function so that the outer loop can be pipelined and the inner loop can be
unrolled by the Vitis tool.

We present two separate versions for our accelerated applications, one being for an
embedded system and the other more suitable for a server or a data center. For the
embedded system we use the ZCU104 board. Its ARM processor is a typical
representative of an embedded system processor. The python model is converted to
TensorFlow Lite (which is a set of tools that enables on-device machine learning by
helping developers run their models on mobile, embedded, and edge devices) in order to
run on the board. For the data center we use a system equipped with two Intel(R)
Xeon(R) Silver 4210 CPUs and the Alveo u280 acceleration card. The final acceleration
for our applications is presented below. We measure the mean execution time for the
inference of one data point and we display execution times for the python model and
C++ without parallelization, both of which run on the CPU, and for the FPGA kernel. For
the embedded system we do not provide a floating point version for the FPGA kernel. In
embedded systems the available resources are limited and if we do not take advantage
of fixed point numbers the potential for acceleration is severely restricted.

J&J dataset
embedded application (MPSoC ZCU 104)

python C++ FPGA kernel

22ms 63.879ms 0.477ms

The execution time for the FPGA kernel includes 0.133ms for the transfer of data from
the CPU to the FPGA and vice versa, the execution-only time is 0.344ms.

data center application (Alveo U280)

python C++ FPGA kernel FPGA kernel (fixed
(floating point) point)
1.209ms 18.514ms 1.167ms 0.477ms
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The execution time for the FPGA floating point kernel includes 0.193ms for the transfer
of data from the CPU to the FPGA and vice versa, the execution-only time is 0.974ms.
Accordingly, the time for the fixed point kernel includes 0.183ms for the transfer of data
from the CPU to the FPGA and vice versa, the execution-only time is 0.294ms.

NAB dataset
embedded application (MPSoC ZCU 104)

python C++ FPGA kernel

12ms 50.298ms 0.428ms

The execution time for the FPGA kernel includes 0.078ms for the transfer of data from
the CPU to the FPGA and vice versa, the execution-only time is 0.350ms.

data center application (Alveo U280)

python C++ FPGA kernel FPGA kernel (fixed
(floating point) point)
0.658ms 13.354ms 1.018ms 0.423ms

The execution time for the FPGA floating point kernel includes 0.146ms for the transfer
of data from the CPU to the FPGA and vice versa, the execution-only time is 0.872ms.
Accordingly, the time for the fixed point kernel includes 0.139ms for the transfer of data
from the CPU to the FPGA and vice versa, the execution-only time is 0.284ms.

By looking at the execution times above there are some conclusions to be drawn. First of
all, the floating point kernel achieves very little (J&J) to no acceleration (NAB) at all. Also
while looking at the execution times for the python and C++ models the NAB model
seems to be way faster but the FPGA kernels have almost the same latency. This can be
explained by our approach in the acceleration process. Both models consist of two
LSTM cells and a Dense layer. The most time consuming operations are the four
array-vector multiplications of each cell. These are done in parallel so we just need to
look at one of them as a unit and not all four as a whole. In the case of the NAB model
the array has dimensions of 100x150 and the vector size of 150 while in the case of the
J&J model the sizes are 128x256 and 256 respectively. The multiplications are done
using a nested loop, where the inner loop with a number of iterations equal to the
second dimension of the array is fully unrolled, so it takes almost equal amount of time
for both models. All that remains is the outer loop with a number of iterations equal to the
first dimension of the array, 100 for the NAB and 128 for the J&J. Every iteration for both
models does the same operations so it takes about the same time. If we consider the
fact that the outer loops are pipelined with an iteration interval of one clock cycle, it is
obvious that the execution times for the array-vector multiplication are not very different
between both models which explains the similar total execution times. Moreover, we
notice that data transfer between the CPU and the FPGA is much faster in the ZCU104
board, which makes sense since the CPU and FPGA are part of the same chip. Finally,
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when we focus only on the embedded application, the acceleration is almost twenty
times bigger than that of the data center application. This is explained by the lower
performance of the embedded ARM processor which makes the TensorFlow inference
slower.

One other useful metric for measuring the performance of our applications is the number
of operations per second (FLOPS). The total operations for one inference of the J&J
model are 7,861,200 multiplications, 7,875,840 additions and 38,400 activations while
for the NAB model we have 6,030,100 multiplications, 6,010,100 additions and 50,000
activations. If we exclude the activations (as said before we use lookup tables with
precalculated values) the total is 15,737,040 and 12,040,200 operations respectively.
The following table summarizes the FLOPS for each kernel.

ZCU104 32.99 GFLOPS 28.13 GFLOPS

Alveo U280 32.99 GFLOPS 28.46 GFLOPS

Finally, it is useful to cite the total resources used by each kernel. We used the same
kernel for both the ZCU104 and the Alveo U280 so it is expected that the much bigger
Alveo acceleration card will have a smaller percentage of resources used.

Autoencoder (used for the J&J dataset)

Resource Utilization Available Utilization %

LuT 161996 1302720 12.44
LUTRAM 12476 6500480 2.08
FF 191607 2605440 39
BRAM 208 2018 10.32
DSP 1032 9024 11.44
10 19 297 6.40
GT 16 24 66.67
BUFG 37 1008 3.67
MMCM 3 12 25.00
PLL 4 24 16.67
PCle 1 6 16.67

Figure 50. Post synthesis utilization (Alveo U280).
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Figure 51. Post synthesis utilization (ZCU104).
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Figure 52. Post synthesis utilization (Alveo U280).
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Figure 53. Post synthesis utilization (ZCU104).
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Chapter 5: Conclusion

5.1 Summary

In this diploma thesis we present the results of our work in an attempt to accelerate
LSTM based anomaly detection machine learning models on FPGAs. Our effort was
focused on achieving as low latency as possible while targeting the MPSoC ZCU104
and the Alveo U280, representatives of embedded and data center applications
respectively.

These models were designed using the TensorFlow library in python. After proper
training they were transferred in C++ which was then used for the FPGA acceleration
with the help of the High Level Synthesis tools provided by Xilinx. In order to effectively
deal with the problem of acceleration we then used three techniques, code
transformations, application of optimization pragmas and migration from floating point to
fixed point numbers. For the evaluation of our application we used two datasets, the
Johnson & Johnson stock price and the Numenta Anomaly Benchmark. The final results
showed that both models were accelerated with our approach, having minimal to no loss
in accuracy, with both different systems (ZCU105 and U280) having almost the same
latency. The acceleration is about 2.5 times for the J&J model and 1.5 times for the NAB
model. If we focus only on the embedded application and we use this latency as
reference, the acceleration becomes 46 and 28 times respectively. Embedded systems
in general are resource constrained in terms of processing power and memory and the
fact that we achieve the same acceleration as in the server application means that we
can benefit from the lower energy consumption of an embedded system without
concessions in terms of latency. On the other hand due to the low percentage of
resources utilization of the acceleration card we could run more kernel instances in
parallel, thus increasing throughput, or run a completely different kernel, thus
accelerating two different applications at the same time.

5.2 Future directions

In future work, the examination of different accelerations strategies might lead to more
efficient results in two ways. First of all both models achieve about the same latency
while the NAB is much smaller in terms of total operations and it is much faster in python
and C++ when executed in the CPU. So a different approach could be explored when
dealing with such models, with smaller LSTM cells. Finally we notice that resource
utilization is low in the Alveo U280 acceleration card. The exploration of a different, more
aggressive acceleration strategy could lead to even better results in terms of speedup.
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Appendix

Transferring weights from python to C++

def print_weights(f, w, u, name, data_dim, units):
f.write('float W'+name+'['+str(units)+']['+str(data_dim+units)+'] =
{\n")
for i in range(len(w)):
f.write("\t{ ")
for wl in w[i]:
f.write(str(wl))
f.write(', ')
for j in range(len(u[i])):
if j==len(u[i])-1:
f.write(str(u[i][j]))
f.write(' ')
else:
f.write(str(u[i][j]))
f.write(', ')
if i==len(u)-1:
f.write('}\n")
else:
f.write('},\n")
f.write('};\n")

def print_bias(f, b, name, units):
f.write('float b'+name+'["+str(units)+'] = { ")
for i in range(len(b)):
if i==len(b)-1:
f.write(str(b[i]))

f.write(' ")
else:
f.write(str(b[i]))

f.write(', ")
f.write('};\n")

def print_lstm_params(f, 1lstm, units, data_dim, name):

Prints the weights of an LSTM layer

f: file object corresponding to our C++ header file

Istm: the lsmt layer

units: dimensionality of the layer's output data

data_dim: dimensionality of the layer's input data (for each
timestep)

name: identifier
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Istm
Istm.
1stm

o Cc =
1

# Rernel

Wis=MW[:,
W Ff =W:,
W .c=W[:,
W o= W[:,

.get_weights()[0]
get weights()[1]
.get _weights()[2]

:units]

units: units * 2]
units * 2: units * 3]
units * 3:]

# recurrent kernel

U[:, units * 2: units * 3]

Ui=U[:, :units]

UFf =U[:, units: units * 2]
Uc=

Uo = U[:, units * 3:]

# bias

b i = b[:units]

b_f = b[units: units * 2]

b_c = b[units * 2: units * 3]
b o = b[units * 3:]

print_weights(f,
data_dim, units)
f.write('\n")
print_weights(f,
data_dim, units)
f.write('\n")
print_weights(f,
data_dim, units)
f.write('\n")
print_weights(f,
data_dim, units)
f.write('\n")

print_bias(f, b_i,

f.write('\n")

print_bias(f, b_f,

f.write('\n")

print_bias(f, b_c,

f.write('\n")

print_bias(f, b_o,

f.write('\n")

np.transpose(W_i),

np.transpose(W_f),

np.transpose(W_c),

np.transpose(W o),

"i'+name, units)

"f'+name, units)
'c'+name, units)

'o'+name, units)

np.transpose(U_i),

np.transpose(U_f),

np.transpose(U_c),

np.transpose(U_o),

def print_dense_params(f, dense, inp, out, name):
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Prints the weights of a Dense layer

f: file object corresponding to our C++ header file
dense: the dense layer

inp: dimensionality of the layer's input data

out: dimensionality of the layer's output data
name: identifier

W
b

np.transpose(dense.get_weights()[0])
dense.get_weights()[1]

f.write('float W'+name+'["+str(out)+"]["+str(inp)+'] = {\n")
for i in range(len(W)):
f.write("\t{ ")
for j in range(len(W[i])):
if j==len(W[i])-1:
f.write(str(W[i][]j]))
f.write(' ")
else:
f.write(str(W[i][j]))
f.write(', )
if i==len(W)-1:
f.write('}\n")
else:
f.write('},\n")
f.write('};\n")
f.write('\n")
print_bias(f, b, '', out)
f.write('\n")

Example of printing weights for the following model
model = Sequential()
model.add(LSTM(128, input_shape=(30, 1)))
model.add(Dropout(rate=0.2))
model.add(RepeatVector(30))
model.add(LSTM(128, return_sequences=True))
model.add(Dropout(rate=0.2))
model.add(TimeDistributed(Dense(1)))
model.compile(optimizer="adam', loss='mae')
def print_all(model):
f = open('weights.h', 'w")
f.write( '#ifndef WEIGHTS H \n')
f.write( '#define _WEIGHTS_H_\n\n'")
print_lstm_params(f, model.layers[0], 128, 1, '1")
print_lstm_params(f, model.layers[3], 128, 128, '2")
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print_dense_params(f, model.layers[5], 128, 1, '")
f.write( '#endif')
f.close()

Example of an LSTM layer in C++

void LSTM_1(float data[TIMESTEPS][DATA DIM1], float res[UNITS1])

{
float c[UNITS1], h[UNITS1];

for(int i=0; i<UNITS1; ++i)
{
c[i]
h[i]

0.9;
0.9;

for(int k=0; K<TIMESTEPS; ++k)
{
float f_t[UNITS1], i_t[UNITS1], c_t[UNITS1], o_t[UNITS1],
x_h[UNITS1+DATA DIM1];

for(int i=0; i<DATA_DIM1; ++i)
x_h[i]=data[k][1i];

for(int i=DATA_DIM1; i<DATA DIMI+UNITS1; ++i)
Xx_h[i]=h[i-DATA_DIM1];

//it = Wil*x_h + bil

array_vector_mul(Wil, bil, x_h, i_t);
array_vector_mul(Wfl, bfl, x_h, f_t);
array_vector_mul(Wcl, bcl, x_h, c_t);
array_vector_mul(Wol, bol, x_h, o_t);

vector_sigmoid(i_t);
vector_sigmoid(f_t);
vector_tanh(c_t);

vector_sigmoid(o_t);

for(int i=0; i<UNITS1; ++i)
c[i] = F_t[i]*c[i] + c_t[i]*i_t[i];

for(int i=0; i<UNITS1; ++i)
h[i] = o_t[i]*tanh(c[i]);

87



for(int i=0; i<UNITS1; ++i)
res[i]=h[1i];

Example of Dense layer in C++

void Dense(float data[DATA_DIM2], float res[UNITS2])

{
for(int i=0; i<UNITS2; ++i)

{
for(int j=0; j<DATA_DIM2; ++j)
{
float sum = (j==0) ? b[i] : res[i];
res[i] = sum + W[i][j]*data[]j];
}
}

Quantizing tanh and sigmoid

def sigmoid(x):
f =1/ (1 + np.exp(-x))
return f

def print_activations(bitwidth):

Prints the values for tanh and sigmoid functions for a specified
number of decimal bits in a header file.

bitwidth: the number of decimal bits used in our fixed point
numbers

f = open('activations'+str(bitwidth)+'.h"', 'w")

step = 2**(-bitwidth)

index = -2.0

iter = 2**(bitwidth+2)

f.write( '#ifndef _ACTIVATIONS'+str(bitwidth)+' H \n")

f.write('#define _ACTIVATIONS'+str(bitwidth)+' H \n\n")

f.write('//tanh values from -2 to "+str(2-step)+' with a step of
"+str(step)+'\n")

f.write('fixed_point tanh_vals['+str(2**(bitwidth+2))+'] = {")

for i in range(iter):

if i==iter-1:
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f.write(str(np.tanh(index)))
f.write(' };\n")
else:
f.write(str(np.tanh(index)))
f.write(', ")
index += step
f.write('\n")
index = -4.0
iter = 2**(bitwidth+3)
f.write('//sigmoid values from -4 to '+str(4-step)+' with a step of
"+str(step)+'\n")
f.write('fixed point sigmoid_vals['+str(2**(bitwidth+3))+'] = {")
for i in range(iter):
if i==iter-1:
f.write(str(sigmoid(index)))
f.write(' };\n")
else:
f.write(str(sigmoid(index)))
f.write(', ")
index += step
f.write('\n")
f.write( '#endif\n")
f.close()

Python code for J&J dataset
Code taken from [43]

import numpy as np

import pandas as pd

import tensorflow as tf

from tensorflow import keras

from sklearn.preprocessing import StandardScaler
import matplotlib.pyplot as plt

import plotly.graph _objects as go

np.random.seed(1)
tf.random.set_seed(1)

from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import Dense, LSTM, Dropout,

RepeatVector, TimeDistributed

#Data
df = pd.read_csv('INJ.csv")
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df = df[['Date', 'Close']]
df['Date'] = pd.to_datetime(df['Date’'])

#Visualize the timeseries

fig = go.Figure()

fig.add_trace(go.Scatter(x=df[ 'Date'], y=df['Close'], name='Close
price'))

fig.update_layout(showlegend=True, title='Johnson and Johnson Stock
Price 1985-2020"')

fig.show()

#Preprocessing
train, test = df.loc[df['Date'] <= '2013-09-03'], df.loc[df['Date'] >
'2013-09-03"]

##Standardize the data
scaler = StandardScaler()
scaler = scaler.fit(train[['Close']])

train[ 'Close'] = scaler.transform(train[['Close']])
test['Close’'] = scaler.transform(test[['Close']])

##Create sequences
TIME _STEPS=30

def create_sequences(X, y, time_steps=TIME_STEPS):
Xs, ys = [], []
for i in range(len(X)-time_steps):
Xs.append(X.iloc[i: (i+time_steps)].values)
ys.append(y.iloc[i+time_steps])

return np.array(Xs), np.array(ys)

X_train, y_train = create_sequences(train[['Close']], train['Close'])
X_test, y_test = create_sequences(test[['Close']], test['Close'])

print(f'Training shape: {X_train.shape}"')
print(f'Testing shape: {X_test.shape}')

#Build the Model

model = Sequential()

model.add(LSTM(128, input_shape=(X_train.shape[1],
X_train.shape[2])))

model.add(Dropout(rate=0.2))
model.add(RepeatVector(X_train.shape[1]))
model.add(LSTM(128, return_sequences=True))
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model.add(Dropout(rate=0.2))
model.add(TimeDistributed(Dense(X_train.shape[2])))
model.compile(optimizer="adam', loss='mae")
model.summary()

#Train the Model

history = model.fit(X_train, y train, epochs=100, batch size=32,
validation split=0.1,
callbacks=[keras.callbacks.EarlyStopping(monitor="val loss’,
patience=3, mode="min')], shuffle=False)

plt.plot(history.history[ 'loss'], label='Training loss')
plt.plot(history.history['val loss'], label='Validation loss')
plt.legend()

plt.show()

#Determine Anomalies
X_train_pred = model.predict(X_train, verbose=0)
train_mae_loss = np.mean(np.abs(X_train_pred - X train), axis=1)

plt.hist(train_mae_loss, bins=50)
plt.xlabel('Train MAE loss')
plt.ylabel('Number of Samples')
plt.show()

threshold = np.max(train_mae_loss)
print(f'Reconstruction error threshold: {threshold}')

X _test _pred = model.predict(X_test, verbose=0)
test_mae_loss = np.mean(np.abs(X_test pred-X_test), axis=1)

plt.hist(test _mae_loss, bins=50)
plt.xlabel('Test MAE loss')
plt.ylabel( 'Number of samples')
plt.show()

test_score_df = pd.DataFrame(test[TIME_STEPS:])
test score df['loss'] = test mae_loss

test _score_df['threshold'] = threshold
test_score_df['anomaly'] = test_score_df['loss'] >
test_score_df[ 'threshold’]

test_score_df['Close'] = test[TIME_STEPS:]['Close’]

fig = go.Figure()

fig.add_trace(go.Scatter(x=test_score_df['Date'],
y=test score df['loss'], name='Test loss'))
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fig.add_trace(go.Scatter(x=test_score_df[ 'Date'],
y=test_score_df['threshold’'], name='Threshold"'))
fig.update_layout(showlegend=True, title='Test loss vs. Threshold")
fig.show()

anomalies = test_score_df.loc[test_score_df['anomaly'] == True]

#Visualize Anomalies

fig = go.Figure()
fig.add_trace(go.Scatter(x=test_score_df['Date'],
y=scaler.inverse transform(test score df[['Close']]).reshape(-1),
name="'Close price'))
fig.add_trace(go.Scatter(x=anomalies[ 'Date'],
y=scaler.inverse_transform(anomalies[[ 'Close']]).reshape(-1),
mode="markers', name='Anomaly'))
fig.update_layout(showlegend=True, title='Detected anomalies')
fig.show()

Python code for NAB dataset
Code taken from [45]

import pandas as pd

import numpy as np

import matplotlib

import seaborn

import matplotlib.dates as md

from matplotlib import pyplot as plt

from sklearn import preprocessing

from tensorflow import keras

from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import Dense, LSTM, Dropout, Activation,
TimeDistributed

#Data
df = pd.read_csv('ambient_temperature_system_ failure.csv')

#Visualize Data

df['timestamp'] = pd.to_datetime(df[ ' timestamp'])
df['value'] = (df['value'] - 32) * 5/9
df.plot(x="timestamp', y='value', figsize=(10,5))
plt.title('Temperature (Degree Celcius)', fontsize=16)
plt.grid()

plt.show()
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#Formating the data into required format

df["hours'] = df['timestamp'].dt.hour

df['daylight'] = ((df['hours'] >= 7) & (df['hours'] <=
22)).astype(int)

df[ 'DayOfTheWeek'] = df['timestamp'].dt.dayofweek

df[ 'WeekDay'] = (df['DayOfTheWeek'] < 5).astype(int)

# Anomaly estimated population
outliers_fraction = 0.01

df['time_epoch'] =
(df['timestamp'].astype(np.int64)/100000000000).astype(np.int64)

df['categories'] = df['WeekDay']*2 + df['daylight']

a = df.loc[df[ 'categories'] == 0, 'value']
b = df.loc[df[ 'categories’'] == 1, 'value']
¢ = df.loc[df['categories'] == 2, 'value']
d = df.loc[df[ 'categories'] == 3, 'value']

#Visualizing the formatted data

fig, ax = plt.subplots(figsize=(10,5))

a_heights, a_bins = np.histogram(a)

b_heights, b_bins = np.histogram(b, bins=a_bins)

c¢_heights, c_bins = np.histogram(c, bins=a_bins)

d _heights, d_bins = np.histogram(d, bins=a _bins)

width = (a_bins[1] - a_bins[©])/6

ax.bar(a_bins[:-1], a_heights*100/a.count(), width=width,
facecolor="blue', label='Weekend Night")

ax.bar(b_bins[:-1]+width, (b_heights*100/b.count()), width=width,
facecolor="green', label ='Weekend Light")
ax.bar(c_bins[:-1]+width*2, (c_heights*100/c.count()), width=width,
facecolor="red', label ='Weekday Night")
ax.bar(d_bins[:-1]+width*3, (d_heights*100/d.count()), width=width,
facecolor="black', label ='Weekday Light")

plt.legend()

plt.show()

#Preparing the data for LSTM model

data_n = df[['value', 'hours', 'daylight', 'DayOfTheWeek',
"WeekDay ' ]]

min_max_scaler = preprocessing.StandardScaler()

np_scaled = min_max_scaler.fit_transform(data_n)

data_n = pd.DataFrame(np_scaled)

#Important parameters and training/Test size
prediction_time =1
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testdatasize = 1000
unroll length = 50
testdatacut = testdatasize + unroll_length + 1

#Training data
x_train = data_n[0:-prediction_time-testdatacut].values
y_train = data_n[prediction_time:-testdatacut ][©].values

#Test data
x_test = data_n[©@-testdatacut:-prediction_time].values
y_test = data _n[prediction_time-testdatacut: ][@].values

def unroll(data,sequence_length=24):
result = []
for index in range(len(data) - sequence_length):
result.append(data[index: index + sequence_length])
return np.asarray(result)

#Adapt the datasets for the sequence data shape

x_train = unroll(x_train,unroll_length)
x_test = unroll(x_test,unroll length)
y_train = y_train[-x_train.shape[0]:]
y_test =y test[-x_test.shape[0]:]

#Shape of the data
print("x_train", x_train.shape)
print("y_train", y_train.shape)
print("x_test", x_test.shape)
print("y_test", y test.shape)

#Building the model

model = Sequential()

model.add(LSTM(50, input_dim=x_train.shape[-1],
return_sequences=True))
model.add(Dropout(9.2))

model.add(LSTM(100, return_sequences=False))
model.add(Dropout(0.2))
model.add(Dense(units=1))
model.add(Activation('linear'))
model.compile(loss="mse"', optimizer="rmsprop")
model.summary()

#Train the model
model.fit(x_train, y_train, batch_size=3028, epochs=50,

validation split=0.1)
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#Creating the Llist of difference between prediction and test data
loaded _model = model
diff=[]
ratio=[]
p = loaded_model.predict(x_test)
for u in range(len(y_test)):
pr = p[u][e]
ratio.append((y_test[u]/pr)-1)
diff.append(abs(y_test[u]- pr))

#Plotting the prediction and the reality (for the test data)
plt.figure(figsize = (10, 5))

plt.plot(p,color="red', label='Prediction')
plt.plot(y_test,color="blue', label='Test Data')
plt.legend(loc="upper left')

plt.grid()

plt.legend()

plt.show()

#Pick the most distant prediction/reality data points as anomalies
diff = pd.Series(diff)

number_of outliers = int(outliers_fraction*len(diff))

threshold = diff.nlargest(number_of_outliers).min()

#Data with anomaly Label

test = (diff >= threshold).astype(int)

complement = pd.Series(9, index=np.arange(len(data_n)-testdatasize))
df['anomaly27'] = complement.append(test, ignore_index='True")
print(df['anomaly27'].value_counts())

#Visualizing anomalies (Red Dots)

plt.figure(figsize=(15,10))

a = df.loc[df[ "anomaly27'] == 1, ['time_epoch', 'value']] #anomaly
plt.plot(df['time_epoch'], df['value'], color='blue', zorder=1)
plt.scatter(a[ 'time_epoch'],a['value'], color="red', label =
"Anomaly', zorder=2)

plt.axis([1.370*1e7, 1.405*1e7, 15,30])

plt.grid()

plt.legend()

plt.show()
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C++ FPGA code for J&J dataset

host code
main.cpp

#include <stdlib.h>

#include <fstream>

#include <iostream>

#define CL_HPP_CL_1_2 DEFAULT BUILD
#define CL_HPP_TARGET_OPENCL_VERSION 120
#define CL_HPP_MINIMUM_OPENCL_VERSION 120
t#tdefine CL_HPP_ENABLE_PROGRAM_CONSTRUCTION_FROM_ARRAY_COMPATIBILITY 1
#include <CL/cl2.hpp>

#include "read_csv.h"

#tinclude "standard_scaler.h"

#include "layers.h"

using namespace std;

float mae(float a[][1], float b[])

{
float sum = 0.0;
for(int i=0; i<TIMESTEPS; ++i)
sum += abs(a[i][@]-b[i]);
return sum/TIMESTEPS;
}

int main(int argc, char* argv[])

{

vector<vector<string>> data_train = read_csv("INJ.csv", 1,
7059, {0, 4});

vector<vector<string>> data_test = read _csv("INJ.csv", 7060,
8823, {0, 4});

vector<float> close;

float test[1764][1];

for(auto it=data_train[1].begin(); it!=data_train[1].end();
it++)

close.push_back(stof(*it));

StandardScaler sc;
sc.fit(close);

close.clear();

for(auto it=data_test[1].begin(); it!=data_test[1].end(); it++)
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std:

close.push_back(stof(*it));
sc.transform(close, test);

//TARGET _DEVICE macro needs to be passed from gcc command Line
if(argc 1= 2) {
std::cout << "Usage:

<< argv[o] <<" <xclbin>" <<
:endl;
return EXIT_FAILURE;

char* xclbinFilename = argv[1];

// Compute the size of array 1in bytes
size_t size in_bytes = TIMESTEPS * DATA DIM1 * sizeof(float);
size_t size out_bytes = TIMESTEPS * DATA DIM2 * sizeof(float);

std::vector<cl::Device> devices;
cl::Device device;
std::vector<cl::Platform> platforms;
bool found device = false;

//traversing all Platforms To find Xilinx Platform and targeted
//Device in Xilinx Platform

cl::Platform::get(&platforms);

for(size_t i = 9; (i < platforms.size() ) & (found device ==

false) ;i++){

cl::Platform platform = platforms[i];
std::string platformName =

platform.getInfo<CL_PLATFORM_NAME>();

if ( platformName == "Xilinx"){
devices.clear();
platform.getDevices(CL_DEVICE_TYPE_ACCELERATOR,

&devices);

if (devices.size()){
device = devices[9];
found_device = true;
break;

}
if (found_device == false){
std::cout << "Error: Unable to find Target Device
<< device.getInfo<CL_DEVICE _NAME>() << std::endl;
return EXIT_FAILURE;
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// Creating Context and Command Queue for selected device
cl::Context context(device);
cl::CommandQueue q(context, device, CL_QUEUE_PROFILING_ ENABLE);

// Load xclbin

std::cout << "Loading: << xclbinFilename << "'\n";
std::ifstream bin_file(xclbinFilename, std::ifstream::binary);
bin_file.seekg (@, bin_file.end);

unsigned nb = bin_file.tellg();

bin file.seekg (0, bin file.beg);

char *buf = new char [nb];

bin_file.read(buf, nb);

// Creating Program from Binary File
cl::Program::Binaries bins;
bins.push_back({buf,nb});

devices.resize(1);

cl::Program program(context, devices, bins);

// This call will get the kernel object from program. A kernel 1is
an

// OpenCL function that is executed on the FPGA.

cl::Kernel
krnl_lstm_autoencoder(program, "krnl_lstm_autoencoder");

// These commands will allocate memory on the Device. The
cl::Buffer objects can

// be used to reference the memory locations on the device.

cl::Buffer buffer_data(context, CL_MEM READ_ONLY, size_in_bytes);

cl::Buffer buffer_result(context, CL_MEM WRITE_ONLY,
size out bytes);

//set the Rernel Arguments

int narg=0;
krnl_1stm_autoencoder.setArg(narg++,buffer_data);
krnl_lstm_autoencoder.setArg(narg++,buffer_result);

//We then need to map our OpenCL buffers to get the pointers

float *ptr_data = (float *) g.enqueueMapBuffer (buffer_data ,
CL_TRUE , CL_MAP_WRITE , 0, size_in_bytes);

float *ptr_result = (float *) g.enqueueMapBuffer (buffer_result ,
CL_TRUE , CL_MAP_READ , 0, size_ out_bytes);

ofstream fldump_hw, fldump_sw;
fldump_hw.open("hw_results8.dat");
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fldump_sw.open("sw_results.dat");
float threshold=0.58;
COUut<<"ANOMALY POINTS:\n";
for(int j=0; j<1733; ++j)

{
//setting input data
for(int i = @ ; i< TIMESTEPS; i++){
ptr_data[i] = test[i+j][9];
}
// Data will be migrated to kernel space
g.enqueueMigrateMemObjects({buffer_data},0/* 9 means from
host*/);

//Launch the Kernel
g.enqueueTask(krnl_lstm_autoencoder);

// The result of the previous kernel execution will need
to be retrieved in

// order to view the results. This call will transfer the
data from FPGA to

// source_results vector

g.enqueueMigrateMemObjects({buffer_result},CL_MIGRATE_MEM_OBJECT_HOST
)

q.finish();

// Print result

for(int i=0; i<TIMESTEPS; ++i)
fldump_hw<<ptr_result[i]<<" ";

fldump_hw<<endl;

float err = mae(test+j, ptr_result);

if(err > threshold)
cout<<data_test[O@][J+TIMESTEPS]<<" "<<err<<endl;

float res1[UNITS1], res2[TIMESTEPS][UNITS2],
res[ TIMESTEPS][DATA_DIM2];
LSTM_1(test+j, resl);
LSTM_2(resl, res2);
for(int i=0; i<TIMESTEPS; ++i)
{
Dense(res2[i], res[i]);

}
for(int i=0; i<TIMESTEPS; ++i)

fldump_sw<<res[i][0]<< ;
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fldump_sw<<endl;

}
fldump_hw.close();

fldump_sw.close();

g.enqueueUnmapMemObject (buffer_data , ptr_data);
g.enqueueUnmapMemObject(buffer_result , ptr_result);
g.finish();

return 0;

read_csv.h

#ifndef READ CSV_H_
#define _READ CSV_H_

#include <fstream>
#tinclude <vector>
#tinclude <sstream>

std::vector<std::vector<std::string>> read_csv(std::string file, int
low, int high, const std::vector<int> &columns);

#tendif

read_csv.cpp

#include "read_csv.h"
using namespace std;

vector<vector<string>> read_csv(string file, int low, int high, const
vector<int> &columns)

{

fstream fin;
fin.open(file, ios::in);

int rownum=0;

vector<vector<string>> data(columns.size());
vector<string> row;

string line, word;

while (getline(fin, line)) {

row.clear();

100



stringstream s(line);

while (getline(s, word, ',"))
row.push_back(word);

if(rownum++ < low)
continue;
else if(rownum-1 > high)

break;

for(unsigned i=0; i<columns.size(); ++1i)
data[i].push_back(row[columns[i]]);

fin.close();
return data;

standard_scaler.h

#ifndef _STANDARD_SCALER_H_
#define _STANDARD_ SCALER_H_

#tinclude <vector>
#tinclude <cmath>

class StandardScaler {
public:
StandardScaler();
void fit(const std::vector<float> &data);

void transform(const std::vector<float> &data, float res[][1]);

private:
float u, s;

}s

#tendif

standard_scaler.cpp

#tinclude "standard_scaler.h"
using namespace std;

StandardScaler::StandardScaler() {}
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void StandardScaler::fit(const vector<float> &data)

{

us=20.0;
for(auto it=data.begin(); it!=data.end(); it++)
u += *it;

u /= data.size();
S = 0.0;
for(auto it=data.begin(); it!=data.end(); it++)

s += (¥it - u)*(*it - u);
s = sqrt(s/data.size());

void StandardScaler::transform(const vector<float> &data, float

res[][1])
{

for(unsigned i=0; i<data.size(); ++i)
res[i][@] = (data[i]-u)/s;

layers.h

#ifndef _LSTM_H_
#define _LSTM_H_

##include <cmath>
##tdefine TIMESTEPS 30

#tdefine UNITS1 128
t#tdefine DATA_DIM1 1

##tdefine UNITS2 128
t#tdefine DATA_DIM2 1

void LSTM_1(float data[TIMESTEPS][DATA_DIM1], float res[UNITS1]);
void LSTM_2(float data[UNITS1], float res[TIMESTEPS][UNITS2]);
void Dense(float data[UNITS2], float res[DATA DIM2]);

ttendif

layers.cpp
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#include "layers.h"
#include "weights.h"

using namespace std;
float sigmoid(float x)

{
return 1/(1+exp(-x));

void array_vector_mul(float w[], float b[], float h x[], float
output[], int a, int ¢)

{
for(int i=0; i<a; ++i)
{
for(int j=0; j<c; ++j)
{
float sum = (j==0) ? b[i] : output[i];
output[i] = sum + w[i*c + j]*h_x[]];
}
}
}
void array_tanh(float x[], int n)
{
for(int i=0; i<n; ++1i)
x[i] = tanh(x[i]);
}
void array_sigmoid(float x[], int n)
{
for(int i=0; i<n; ++i)
x[1i] = sigmoid(x[i]);
}

void LSTM_1(float data[TIMESTEPS][DATA DIM1], float res[UNITS1])

{
float c[UNITS1], h[UNITS1];

for(int i=0; i<UNITS1; ++i)
{

c[i]
h[i]

0.9;
0.9;
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for(int k=0; k<TIMESTEPS; ++k)
{
float f_t[UNITS1], i_t[UNITS1], c_t[UNITS1], o_t[UNITS1],
Xx_h[UNITS1+DATA DIM1];

for(int i=0; i<DATA_DIM1; ++i)
x_h[i]=data[k][i];

for(int i=DATA DIM1; i<DATA DIM1+UNITS1; ++i)
Xx_h[i]=h[i-DATA_DIM1];

array_vector_mul(Wil[@], bil, x_h, i_t, UNITS1,
UNITS1+DATA DIM1);

array_vector_mul(Wfl[@], bfl, x_h, f_t, UNITS1,
UNITS1+DATA DIM1);

array_vector_mul(Wcl[@], bcl, x_h, c_t, UNITS1,
UNITS1+DATA DIM1);

array_vector_mul(Wol[@], bol, x_h, o_t, UNITS1,
UNITS1+DATA DIM1);

array_sigmoid(i_t, UNITS1);
array_sigmoid(f_t, UNITS1);
array_tanh(c_t, UNITS1);

array_sigmoid(o_t, UNITS1);

for(int i=0; i<UNITS1; ++i)
c[i] = F_t[il*c[i] + c_t[i]*i_t[i];

for(int i=0; i<UNITS1; ++i)
h[i] = o_t[i]*tanh(c[i]);
}
for(int i=0; i<UNITS1; ++i)
res[i]=h[1i];

void LSTM_2(float data[UNITS1], float res[TIMESTEPS][UNITS2])

{
float c[UNITS2], h[UNITS2], x_h[UNITSI+UNITS2];

for(int i=0; i<UNITS2; ++i)
{
c[i]
h[i]

0.9;
0.9;

for(int i=0; i<UNITS1; ++i)
x_h[i]=data[i];
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for(int k=0; K<TIMESTEPS; ++k)

{
float f_t[UNITS2], i_t[UNITS2], c_t[UNITS2], o_t[UNITS2];

for(int i=UNITS1; i<UNITS1+UNITS2; ++i)
x_h[i]=h[i-UNITS1];

array_vector_mul(Wi2[@], bi2, x_h, i_t, UNITS2,
UNITS1+UNITS2);

array_vector_mul(Wf2[@], bf2, x _h, f_t, UNITS2,
UNITS1+UNITS2);

array_vector_mul(Wc2[@], bc2, x_h, c_t, UNITS2,
UNITS1+UNITS2);

array_vector_mul(Wo2[@], bo2, x_h, o_t, UNITS2,
UNITS1+UNITS2);

array_sigmoid(i_t, UNITS2);
array_sigmoid(f_t, UNITS2);
array_tanh(c_t, UNITS2);

array_sigmoid(o_t, UNITS2);

for(int i=0; i<UNITS2; ++i)
c[i] = F_t[i]*c[i] + c_t[i]*i_t[i];

for(int i=0; i<UNITS2; ++i)
h[i] = o_t[i]*tanh(c[i]);

for(int i=0; i<UNITS2; ++i)
res[k][i] = h[i];

void Dense(float data[UNITS2], float res[DATA DIM2])

{
for(int i=0; i<DATA DIM2; ++i)

{
for(int j=0; j<UNITS2; ++j)
{
float sum = (j==0) ? b[i] : res[i];
res[i] = sum + W[i][j]*data[]j];
¥
}
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kernel code
krnl_Istm_autoencoder.h

#ifndef _KRNL_LSTM_AUTOENCODER H_
#define _KRNL_LSTM_AUTOENCODER_H_

#include <ap_fixed.h>
#include <ap_int.h>

#define TIMESTEPS 30

#tdefine UNITS1 128
#tdefine DATA_DIM1 1

t#tdefine UNITS2 128
#define DATA_DIM2 1

#define UNITS_MAX 128 //max(UNITS1, UNITS2)
#define COL_SIZE 256 //max(UNITS1+UNITS2, UNITS1+DATA_DIM1)

t#tdefine CELLS 2

#tdefine BITS 8
t#tdefine TANH_BASE 512 //2A(BITS+1)
#define SIG_BASE 1024 //2~(BITS+2)

typedef ap fixed<BITS+4, 4, AP_RND> fixed_point;
typedef ap_fixed<BITS+2, 2, AP_RND> fixed_point_small;

#endif

krnl_Istm_autoencoder.cpp

#tinclude "krnl_lstm_autoencoder.h"
#include "weights.h"
#include "activations.h"

using namespace std;

fixed _point my_tanh(fixed point x)
{
if(x >= 2)
return 1;
else if(x < -2)
return -1;
else

{
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ap_int<BITS+2> i = x.range();
return tanh_vals[TANH_BASE + i.to_int()];

}
}
fixed_point my_sigmoid(fixed_point x)
{
if(x >= 4)
return 1;
else if(x < -4)
return O;
else
{
ap_int<BITS+3> i = x.range();
return sigmoid_vals[SIG BASE + i.to_int()];
}
}

void array_tanh(fixed point Xx[UNITS_MAX], fixed_point y[UNITS_MAX])

{
loop_array_tanh:for(int i=0; i<UNITS_MAX; ++i)

{
y[i] = my_tanh(x[i]);

void array_sigmoid(fixed_point x[UNITS_MAX], fixed_point
y[UNITS_MAX])

{
loop_array_sigmoid:for(int i=0; i<UNITS_MAX; ++i)
{
y[i] = my_sigmoid(x[i]);
}
}

fixed _point vector_vector_mul(const fixed point small w[COL_SIZE],
fixed_point_small b, fixed point h_x[COL_SIZE])
{

fixed point first, tmp, ret;

loop_internal_mul:for(int j=0; j<COL_SIZE; ++j)

{
first = (j==0) ? (fixed_point) b : ret;
tmp = w[j]*h_x[J];
ret = first+tmp;

}

return ret;
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void i_gate(const fixed _point_small Wi[UNITS_MAX][COL_SIZE], const
fixed _point_small bi[UNITS MAX], fixed point h_xi[COL_SIZE],
fixed _point out i[UNITS_MAX])
{
#pragma HLS ARRAY_PARTITION variable=Wi dim=2 complete
#pragma HLS ARRAY_PARTITION variable=bi complete
#pragma HLS ARRAY_PARTITION variable=h_xi complete
fixed_point i_t[UNITS_MAX];
loop_igate:for(int i=0; i<UNITS_MAX; ++i)
{
#tpragma HLS PIPELINE
i t[i] = vector_vector_mul(Wi[i], bi[i], h_xi);
}

array_sigmoid(i_t, out_i);

void f_gate(const fixed_point_small Wf[UNITS_MAX][COL_SIZE], const
fixed_point_small bf[UNITS_MAX], fixed_point h_xf[COL_SIZE],
fixed_point out_f[UNITS_MAX])
{
#pragma HLS ARRAY_PARTITION variable=Wf dim=2 complete
#pragma HLS ARRAY_PARTITION variable=bf complete
#pragma HLS ARRAY_PARTITION variable=h_xf complete
fixed_point f_t[UNITS_MAX];
loop_fgate:for(int i=0; i<UNITS_MAX; ++i)
{
#pragma HLS PIPELINE
f _t[i] = vector_vector_mul(Wf[i], bf[i], h_xf);
}
array_sigmoid(f_t, out_f);

void c_gate(const fixed_point_small Wc[UNITS_MAX][COL_SIZE], const
fixed_point_small bc[UNITS MAX], fixed point h_xc[COL_SIZE],
fixed_point out c[UNITS_MAX])
{
#pragma HLS ARRAY_PARTITION variable=Wc dim=2 complete
#pragma HLS ARRAY_PARTITION variable=bc complete
#pragma HLS ARRAY_PARTITION variable=h_xc complete

fixed_point c_t[UNITS_MAX];

loop cgate:for(int i=0; i<UNITS_MAX; ++i)

{
#pragma HLS PIPELINE

c_t[i] = vector_vector mul(Wc[i], bc[i], h_xc);
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}

array_tanh(c_t, out_c);

void o_gate(const fixed_point_small Wo[UNITS_MAX][COL_SIZE], const
fixed_point_small bo[UNITS_MAX], fixed_point h_xo[COL_SIZE],
fixed_point out_o[UNITS_MAX])
{
#pragma HLS ARRAY_PARTITION variable=Wo dim=2 complete
#pragma HLS ARRAY_PARTITION variable=bo complete
#pragma HLS ARRAY_PARTITION variable=h_xo complete
fixed_point o_t[UNITS_MAX];
loop_ogate:for(int i=0; i<UNITS_MAX; ++i)
{
#pragma HLS PIPELINE
o_t[i] = vector_vector_mul(Wo[i], bo[i], h_xo);
}

array_sigmoid(o_t, out_o);

void Dense(const fixed point small W[DATA DIM2][UNITS2], const
fixed _point_small b, fixed point data[UNITS2], fixed point
res[DATA_DIM2])
{
#pragma HLS ARRAY_PARTITION variable=W dim=2 complete
#pragma HLS ARRAY_PARTITION variable=data complete
fixed_point first, tmp, ret;
loop_dense:for(int i=0; i<UNITS2; ++i)
{
#pragma HLS PIPELINE
first = (i==0) ? (fixed_point) b : ret;
tmp = W[@][i]*data[i];
ret = first+tmp;

}

res[@] = ret;

extern "C" {

void krnl_lstm_autoencoder(const float *data, float *res)

{

#pragma HLS INTERFACE m_axi port=data offset=slave bundle=gmemo
#pragma HLS INTERFACE m_axi port=res offset=slave bundle=gmeml
#pragma HLS INTERFACE s_axilite port=data bundle=control
#pragma HLS INTERFACE s_axilite port=res bundle=control

#pragma HLS INTERFACE s_axilite port=return bundle=control
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fixed _point input[TIMESTEPS][DATA_DIM1],
output[TIMESTEPS][DATA_DIM2];

loop read_input:for(int i=0; i<TIMESTEPS; ++i)
input[i][@] = data[i];

fixed point c[UNITS _MAX], h[UNITS_MAX];

fixed _point c_f[UNITS_MAX], c_sS[UNITS_MAX], c_tmp[UNITS_ MAX],
c_tanh_tmp[UNITS_MAX], h_tmp[UNITS_MAX];

fixed_point x_h[COL_SIZE];

fixed_point i t2[UNITS MAX], f t2[UNITS_MAX], c_t2[UNITS_MAX],
o_t2[UNITS_MAX];

loop_entryl:for(int i=0; i<UNITS_MAX; ++i)

{
c[i] = 9.9;
h[i] = 0.90;
}
loop_entry2:for(int i=0; i<COL_SIZE; ++i)
{
x_h[i] = @.0;
}
loop cells:for(int cell=0; cell<CELLS; ++cell)
{
loop_timesteps:for(int k=0; k<TIMESTEPS; ++k)
{
if(cell==0)
{
x_h[0] = input[k][@];
}
if(cell==0)
{
i gate(Wil, bil, x_h, i t2);
f _gate(Wfl, bfl, x_h, f t2);
c_gate(Wcl, bcl, x_h, c_t2);
o _gate(Wol, bol, x_h, o t2);
}
else
{
i gate(Wi2, bi2, x_h, i t2);
f _gate(Wf2, bf2, x_h, f t2);
c_gate(Wc2, bc2, x_h, c_t2);
o _gate(Wo2, bo2, x _h, o t2);
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loop_cell _internal:for(int i=0; i<UNITS_MAX; ++i)

{
#pragma HLS PIPELINE

c_f[i] f t2[i]*c[i];

c s[i] = c_t2[i]*i_t2[i];

c_tmp[i] = c_f[i]+c_s[i];
c_tanh_tmp[i] = my_tanh(c_tmp[i]);
h tmp[i] = o_t2[i]*c_tanh_tmp[i];
c[i] = c_tmp[i];

h[i] = h_tmp[i];

if(cell==0)
{
X_h[i+DATA_DIM1] = h_tmp[i];
}
else
{
X_h[i+UNITS1] = h_tmp[i];
}
}
if(cell==1)
{
Dense(W, b[@], h_tmp, output[k]);
}
}
loop_out:for(int i=0; i<COL_SIZE; ++i)
{
x_h[i] = (i<UNITS_MAX) ? h[i] : (fixed_point) 0.0;
if(i<UNITS_MAX)
{
h[i] = 0.9;
c[i] = 9.0;
}
}

}
loop _write output:for(int i=0; i<TIMESTEPS; ++i)
res[i] = output[i][@].to_float();
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C++ FPGA code for NAB dataset

host code
main.cpp

#include <stdlib.h>

t#tinclude <fstream>

#include <iostream>

#include <algorithm>

#include <ctime>

#tinclude <numeric>

#define CL_HPP_CL_1_2 DEFAULT_BUILD
#tdefine CL_HPP_TARGET_OPENCL_VERSION 120
#define CL_HPP_MINIMUM_OPENCL_VERSION 120
#define CL_HPP_ENABLE_PROGRAM_CONSTRUCTION_FROM_ARRAY_COMPATIBILITY 1
#include <CL/cl2.hpp>

#include "read_csv.h"

#include "layers.h"

using namespace std;

float timestepToDay(string t)
{

tm date = {0, 9, 0, stoi(t.substr(8, 2)), stoi(t.substr(5,
2))-1, stoi(t.substr(0,4))-1900};

time_t time_temp = mktime(&date);

const tm * time_out = localtime(&time_temp);

return (float) ((time_out->tm wday + 6) % 7);

void StandardScaler(std::vector<float> &data)
{

float u = accumulate(data.begin(), data.end(), 0.0, [](float a,
float b){return a + b;}) / data.size();

float s = sqrt(accumulate(data.begin(), data.end(), 0.0,
[u](float a, float b){return a + (b-u)*(b-u);}) / data.size());

transform(data.begin(), data.end(), data.begin(), [u, s](float
d){return (d-u)/s;});
}

int main(int argc, char* argv[])

{

vector<vector<string>> data =
read_csv("ambient_ temperature_system_ failure.csv", 1, 7268, {0, 1});
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vector<float> values(data[l].size());
transform(data[1].begin(), data[l].end(), values.begin(),
[](string s){return (stof(s)-32)*5/9;1});

vector<float> hours(data[@].size());
transform(data[@].begin(), data[@].end(), hours.begin(),
[](string s){return stof(s.substr(11, 2));});

vector<float> daylight(hours.size());
transform(hours.begin(), hours.end(), daylight.begin(),
[1(float t){return (t>=6.9 && t<=22.1) ? 1.0 : 90.9;1});

vector<float> day(daylight.size());
transform(data[@].begin(), data[@].end(), day.begin(),
timestepToDay);

vector<float> weekday(day.size());

transform(day.begin(), day.end(), weekday.begin(), [](float

d){return (d<4.9) ? 1.0: 0.0;});

StandardScaler(values);
StandardScaler(hours);
StandardScaler(daylight);
StandardScaler(day);
StandardScaler(weekday);

float test[1049][5];
for(int i=0; i<1049; ++i)

{
test[i][@] = values[i+6216];
test[i][1] = hours[i+6216];
test[i][2] = daylight[i+6216];
test[i][3] = day[i+6216];
test[i][4] = weekday[i+6216];
}

//TARGET_DEVICE macro needs to be passed from gcc command Line

if(argec = 2) {
std::cout << "Usage: " << argv[0] <<" <xclbin>" <<
std::endl;
return EXIT_FAILURE;

char* xclbinFilename = argv[1];

// Compute the size of array 1in bytes
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size_t size in_bytes = TIMESTEPS * DATA DIM1 * sizeof(float);
size_t size out_bytes = DATA DIM2 * sizeof(float);

std::vector<cl::Device> devices;
cl::Device device;
std::vector<cl::Platform> platforms;
bool found_device = false;

//traversing all Platforms To find Xilinx Platform and targeted
//Device in Xilinx Platform
cl::Platform::get(&platforms);
for(size_t i = 0; (i < platforms.size() ) & (found_device ==
false) ;i++){
cl::Platform platform = platforms[i];
std::string platformName =
platform.getInfo<CL_PLATFORM_NAME>();
if ( platformName == "Xilinx"){
devices.clear();
platform.getDevices(CL_DEVICE_TYPE_ACCELERATOR,

&devices);

if (devices.size()){
device = devices[©0];
found_device = true;
break;

}

}
}

if (found_device == false){
std::cout << "Error: Unable to find Target Device
<< device.getInfo<CL_DEVICE _NAME>() << std::endl;
return EXIT_FAILURE;

// Creating Context and Command Queue for selected device
cl::Context context(device);
cl::CommandQueue q(context, device, CL_QUEUE_PROFILING_ENABLE);

// Load xclbin

std::cout << "Loading: << xclbinFilename << "'\n";
std::ifstream bin_file(xclbinFilename, std::ifstream::binary);
bin_file.seekg (0, bin_file.end);

unsigned nb = bin_file.tellg();

bin file.seekg (0, bin _file.beg);

char *buf = new char [nb];

bin file.read(buf, nb);
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// Creating Program from Binary File
cl::Program::Binaries bins;
bins.push_back({buf,nb});

devices.resize(1l);

cl::Program program(context, devices, bins);

// This call will get the kernel object from program. A Rernel
is an

// OpenCL function that is executed on the FPGA.

cl::Kernel krnl_lstm(program,"krnl l1stm");

// These commands will allocate memory on the Device. The
cl::Buffer objects can

// be used to reference the memory locations on the device.

cl::Buffer buffer_data(context, CL_MEM READ_ONLY,
size_in_bytes);

cl::Buffer buffer_result(context, CL_MEM WRITE_ONLY,
size out bytes);

//set the Rernel Arguments

int narg=0;

krnl lstm.setArg(narg++,buffer_data);
krnl_lstm.setArg(narg++,buffer_result);

//We then need to map our OpenCL buffers to get the pointers

float *ptr_data = (float *) g.enqueueMapBuffer (buffer_data ,
CL_TRUE , CL_MAP_WRITE , O, size_in_bytes);

float *ptr_result = (float *) g.enqueueMapBuffer (buffer_result
, CL_TRUE , CL_MAP_READ , 0, size out_bytes);

float res[1000][1], res_hw[1000][1];
ofstream fldump_hw, fldump_ sw;
fldump_hw.open("hw_results8.dat");
fldump_sw.open("sw_results.dat");
for(int i=0; i<1000; ++i)
{
//setting input data
for(int j=0; j< TIMESTEPS; ++j)

{
for(int k=0; k<DATA_DIM1; ++k)
{
ptr_data[j*DATA DIM1 + k] = test[i+j][k];
}
}

// Data will be migrated to kernel space
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g.enqueueMigrateMemObjects({buffer_data},0/* 9 means from
host*/);

//Launch the Kernel
g.enqueueTask(krnl _lstm);

// The result of the previous kernel execution will need
to be retrieved 1in

// order to view the results. This call will transfer the
data from FPGA to

// source_results vector

g.enqueueMigrateMemObjects({buffer_result},CL_MIGRATE_MEM_OBJECT_HOST
)

g.finish();

// Print result
fldump_hw<<ptr_result[0]<<'\n"';
res_hw[i][@] = ptr_result[0];

float res1[TIMESTEPS][UNITS1], res2[UNITS2];
LSTM 1(test+i, resl);
LSTM _2(resl, res2);
Dense(res2, res[i]);
fldump_sw<<res[i][@]<<'\n";
}
fldump_hw.close();
fldump_sw.close();

pair<float, int> diff[1000];
for(int i=0; i<1000; ++i)
diff[i] = make_pair(abs(values[i+6267]-res_hw[i][©@]), 1);

int number_of outliers = 10; //outlier fraction=0.01,
values=1000 -> 0.01*1000=10

nth_element(diff, diff+989, diff+1000);

sort(diff+990, diff+1e00, [](pair<float, int> a, pair<float,
int> b){return a.second < b.second;});

COoUut<<"ANOMALY POINTS:\n";

for(int i=0; i<number_of outliers; ++i)

{
int idx = diff[i+990].second;
cout<<data[@][idx+6267]<<" '<<diff[i+990].Ffirst<<endl;
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g.enqueueUnmapMemObject (buffer_data , ptr_data);
g.enqueueUnmapMemObject (buffer_result , ptr_result);
g.finish();

return 0;

read_csv.h

#ifndef _READ _CSV_H_
#define _READ_CSV_H_

#include <fstream>
#tinclude <vector>

#tinclude <sstream>

std::vector<std::vector<std::string>> read_csv(std::string file, int
low, int high, const std::vector<int> &columns);

#tendif

read_csv.cpp

#include "read_csv.h"
using namespace std;

vector<vector<string>> read_csv(string file, int low, int high, const
vector<int> &columns)

{

fstream fin;
fin.open(file, ios::in);

int rownum=0;
vector<vector<string>> data(columns.size());
vector<string> row;
string line, word;
while (getline(fin, line)) {
row.clear();

stringstream s(1line);

while (getline(s, word, ','))
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row.push_back(word);
if(rownum++ < low)
continue;
else if(rownum-1 > high)
break;
for(unsigned i=0; i<columns.size(); ++1i)

data[i].push_back(row[columns[i]]);

fin.close();
return data;

layers.h

#ifndef _LSTM_H_
#define _LSTM_H_

#tinclude <cmath>
t#tdefine TIMESTEPS 50

##tdefine UNITS1 50
t#tdefine DATA_DIM1 5

#define UNITS2 100

ttdefine DATA _DIM2 1

void LSTM_1(float data[TIMESTEPS][DATA DIM1], float

res[ TIMESTEPS][UNITS1]);

void LSTM_2(float data[TIMESTEPS][UNITS1], float res[UNITS2]);

void Dense(float data[UNITS2], float res[DATA_DIM2]);

#tendif

layers.cpp

#include "layers.h"
#include "weights.h"

using namespace std;
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float sigmoid(float x)

{
return 1/(1+exp(-x));

void array_vector_mul(float w[], float b[], float h_x[], float
output[], int a, int c)

{
for(int i=0; i<a; ++i)
{
for(int j=0; j<c; ++j)
{
float sum = (j==0) ? b[i] : output[i];
output[i] = sum + w[i*c + j]*h_x[j];
}
}
}
void array_tanh(float x[], int n)
{
for(int i=0; i<n; ++i)
x[i] = tanh(x[1i]);
}
void array_sigmoid(float x[], int n)
{
for(int i=0; i<n; ++i)
x[1] = sigmoid(x[i]);
}

void LSTM_1(float data[TIMESTEPS][DATA DIM1], float
res[TIMESTEPS][UNITS1])

{
float c[UNITS1], h[UNITS1];

for(int i=0; i<UNITS1; ++i)
{
c[i]
h[i]

0.0;
0.0;

for(int k=0; k<TIMESTEPS; ++k)

{
float f_t[UNITS1], i_t[UNITS1], c_t[UNITS1], o_t[UNITS1],
x_h[UNITS1+DATA DIM1];
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for(int i=0; i<DATA DIM1; ++i)
x_h[i]=data[k][1];

for(int i=DATA DIM1; i<DATA DIM1+UNITS1; ++i)
x_h[i]=h[i-DATA DIM1];

array_vector_mul(Wil[@], bil, x_h, i_t, UNITS1,
UNITS1+DATA DIM1);

array_vector_mul(Wfi[@], bfl, x_h, f_t, UNITS1,
UNITS1+DATA DIM1);

array_vector_mul(Wcl[@], bcl, x_h, c_t, UNITS1,
UNITS1+DATA DIM1);

array_vector_mul(Wol[@], bol, x_h, o_t, UNITS1,
UNITS1+DATA DIM1);

array_sigmoid(i_t, UNITS1);
array_sigmoid(f_t, UNITS1);
array_tanh(c_t, UNITS1);

array_sigmoid(o_t, UNITS1);

for(int i=0; i<UNITS1; ++i)
c[i] = F_t[i]*c[i] + c_t[i]*i_t[i];

for(int i=0; i<UNITS1; ++i)
h[i] = o_t[i]*tanh(c[i]);

for(int i=0; i<UNITS1; ++i)
res[k][i]=h[1i];

void LSTM_2(float data[TIMESTEPS][UNITS1], float res[UNITS2])

{
float c[UNITS2], h[UNITS2];

for(int i=0; i<UNITS2; ++i)
{
c[i]
h[1i]

0.9;
0.0;

for(int k=0; k<TIMESTEPS; ++k)

{
float f_t[UNITS2], i_t[UNITS2], c_t[UNITS2], o_t[UNITS2],

x_h[UNITS1+UNITS2];

for(int i=0; i<UNITS1; ++i)
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x_h[i]=data[k][1i];

for(int i=UNITS1; i<UNITS1+UNITS2; ++1i)

x_h[i]=h[i-UNITS1];

array_vector_mul(Wi2[@], bi2,
UNITS1+UNITS2);

array_vector_mul(Wf2[@], bf2,
UNITS1+UNITS2);

array_vector_mul(Wc2[@], bc2,
UNITS1+UNITS2);

array_vector_mul(Wo2[@], bo2,
UNITS1+UNITS2);

array_sigmoid(i_t, UNITS2);
array_sigmoid(f_t, UNITS2);
array_tanh(c_t, UNITS2);

array_sigmoid(o_t, UNITS2);

for(int i=0; i<UNITS2; ++i)

x_h,

x_h,

it,
ft,
c_t,

o_t,

UNITS2,

UNITS2,

UNITS2,

UNITS2,

c[i] = f_t[i]*c[i] + c_t[i]*i_t[i];

for(int i=0; i<UNITS2; ++i)

h[i] = o_t[i]*tanh(c[i]);

}
for(int i=0; i<UNITS2; ++i)
res[i] = h[i];

void Dense(float data[UNITS2], float res[DATA DIM2])

{
for(int i=0; i<DATA DIM2; ++i)
{
for(int j=0; Jj<UNITS2; ++j)
{

float sum = (j==0) ? b[i]

res[i] = sum + W[i][j]*data[j];

kernel code
krnl_Istm.h

#ifndef _KRNL_LSTM H_
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#define _KRNL_LSTM_H_

#include <ap_fixed.h>
#include <ap_int.h>

#define TIMESTEPS 50

#tdefine UNITS1 50
t#tdefine DATA_DIM1 5

t#tdefine UNITS2 100
#tdefine DATA_DIM2 1

#define UNITS_MAX 100 //max(UNITS1, UNITS2)
#define COL_SIZE 150 //max(UNITS1+UNITS2, UNITS1+DATA_DIM1)

t#tdefine CELLS 2

#tdefine BITS 8
t#tdefine TANH_BASE 512 //2~(BITS+1)
t#tdefine SIG_BASE 1024 //2~(BITS+2)

typedef ap fixed<BITS+3, 3, AP_RND> fixed_point;
typedef ap_fixed<BITS+2, 2, AP_RND> fixed_point_small;

#tendif

krnl_Istm.cpp

#include "krnl_lstm.h"
#include "weights.h"
#include "activations.h”

using namespace std;

fixed _point my_tanh(fixed point x)
{
if(x >= 2)
return 1;
else if(x < -2)
return -1;
else
{
ap_int<BITS+2> i = x.range();
return tanh_vals[TANH_BASE + i.to_int()];
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fixed_point my_sigmoid(fixed_point x)

{
if(x >= 4)
return 1;
else if(x < -4)
return 0;
else
{
ap_int<BITS+3> i = x.range();
return sigmoid_vals[SIG_BASE + i.to_int()];
}
}

void array_tanh(fixed_point x[UNITS_MAX], fixed point y[UNITS_MAX])

{
loop _array tanh:for(int i=0; i<UNITS MAX; ++i)

y[i] = my_tanh(x[i]);

void array_sigmoid(fixed_point x[UNITS_MAX], fixed_point
y[UNITS_MAX])
{
loop _array sigmoid:for(int i=0; i<UNITS MAX; ++i)
y[i] = my_sigmoid(x[i]);

fixed _point vector_vector_mul(const fixed point small w[COL_SIZE],
fixed _point_small b, fixed point h_x[COL_SIZE])
{
fixed point first, tmp, ret;
loop_internal_mul:for(int j=0; j<COL_SIZE; ++j)
{
first = (j==0) ? (fixed_point) b : ret;
tmp = w[j]*h_x[J];
ret = first+tmp;

}

return ret;

void i_gate(const fixed _point_small Wi[UNITS_MAX][COL_SIZE], const
fixed _point_small bi[UNITS_MAX], fixed point h_xi[COL_SIZE],
fixed_point out i[UNITS_MAX])

{
#pragma HLS ARRAY_PARTITION variable=Wi dim=2 complete
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#pragma HLS ARRAY_PARTITION variable=bi complete
#pragma HLS ARRAY_PARTITION variable=h_xi complete
fixed_point i_t[UNITS_MAX];
loop igate:for(int i=0; i<UNITS MAX; ++i)
{
#tpragma HLS PIPELINE
i t[i] = vector_vector_mul(Wi[i], bi[i], h_xi);
}

array_sigmoid(i_t, out_i);

void f_gate(const fixed_point_small Wf[UNITS_MAX][COL_SIZE], const
fixed_point_small bf[UNITS_MAX], fixed_point h_xf[COL_SIZE],
fixed _point out f[UNITS MAX])
{
#pragma HLS ARRAY_PARTITION variable=Wf dim=2 complete
#pragma HLS ARRAY_PARTITION variable=bf complete
#pragma HLS ARRAY_PARTITION variable=h_xf complete
fixed_point f_t[UNITS_MAX];
loop_fgate:for(int i=0; i<UNITS_MAX; ++i)
{
#tpragma HLS PIPELINE
f _t[i] = vector_vector_mul(Wf[i], bf[i], h_xf);
}
array_sigmoid(f_t, out f);

void c_gate(const fixed_point_small Wc[UNITS_MAX][COL_SIZE], const
fixed_point_small bc[UNITS MAX], fixed point h_xc[COL_SIZE],
fixed_point out c[UNITS_MAX])
{
#pragma HLS ARRAY_PARTITION variable=Wc dim=2 complete
#pragma HLS ARRAY_PARTITION variable=bc complete
#pragma HLS ARRAY_PARTITION variable=h_xc complete
fixed_point c_t[UNITS_MAX];
loop cgate:for(int i=0; i<UNITS_MAX; ++i)
{
#pragma HLS PIPELINE
c_t[i] = vector_vector mul(Wc[i], bc[i], h_xc);
}

array_tanh(c_t, out_c);

void o_gate(const fixed point_small Wo[UNITS_MAX][COL_SIZE], const
fixed_point_small bo[UNITS_MAX], fixed_point h_xo[COL_SIZE],
fixed_point out o[UNITS MAX])
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{
#pragma HLS ARRAY_PARTITION variable=Wo dim=2 complete

#pragma HLS ARRAY_PARTITION variable=bo complete
#pragma HLS ARRAY_PARTITION variable=h_xo complete
fixed_point o_t[UNITS_MAX];
loop_ogate:for(int i=0; i<UNITS_MAX; ++i)
{
#pragma HLS PIPELINE
o_t[i] = vector_vector_mul(Wo[i], bo[i], h_xo);
}

array_sigmoid(o_t, out_o);

void Dense(const fixed point small W[DATA DIM2][UNITS2], const
fixed _point_small b, fixed point data[UNITS2], fixed point
res[DATA_DIM2])
{
#pragma HLS ARRAY_PARTITION variable=W dim=2 complete
#pragma HLS ARRAY_PARTITION variable=data complete
fixed_point first, tmp, ret;
loop_dense:for(int i=0; i<UNITS2; ++i)
{
#pragma HLS PIPELINE
first = (i==0) ? (fixed_point) b : ret;
tmp = W[O][i]*data[i];
ret = first+tmp;

}

res[@] = ret;

extern "C" {

void krnl_lstm(const float *input, float *res)

{

#pragma HLS INTERFACE m_axi port=input offset=slave bundle=gmemo
#pragma HLS INTERFACE m_axi port=res offset=slave bundle=gmeml
#pragma HLS INTERFACE s_axilite port=input bundle=control
#pragma HLS INTERFACE s_axilite port=res bundle=control

#pragma HLS INTERFACE s_axilite port=return bundle=control

fixed_point data[TIMESTEPS][DATA DIM1], output[1];
loop_read_input_out:for(int i=0; i<TIMESTEPS; ++1i)
loop_read_input_in:for(int j=0; j<DATA DIM1; ++j)
data[i][j] = input[i*DATA DIM1 + j];

fixed_point c[UNITS_MAX], h[UNITS_MAX];
fixed_point c_f[UNITS_MAX], c_s[UNITS_MAX], c_tmp[UNITS_MAX],
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c_tanh_tmp[UNITS _MAX], h_tmp[UNITS_ MAX];

fixed_point x_h[COL_SIZE];

fixed_point f_t2[UNITS_MAX], i_t2[UNITS_MAX], c_t2[UNITS_MAX],
o_t2[UNITS_MAX];

fixed_point data2[TIMESTEPS][UNITS1];

loop_cells:for(int cell=0; cell<CELLS; ++cell)

{
loop_entry:for(int i=0; i<COL_SIZE; ++i)
{
x_h[i] = @.0;
if (i<UNITS_MAX)
{
h[i] = ©0.0;
c[i] = 90.9;
}
}
loop timesteps:for(int k=0; k<TIMESTEPS; ++k)
{
if(cell==0)
{
for(int i=0; i<DATA DIM1; ++i)
x_h[i]=data[k][1];
}
else
{
for(int i=0; i<UNITS1; ++i)
x_h[i]=data2[k][1i];
}
if(cell==0)
{
i gate(Wil, bil, x_h, i t2);
f _gate(Wfl, bfl, x_h, f t2);
c_gate(Wcl, bcl, x_h, c_t2);
o_gate(Wol, bol, x_h, o_t2);
}
else
{
i gate(Wi2, bi2, x_h, i t2);
f _gate(Wf2, bf2, x_h, f t2);
c_gate(Wc2, bc2, x_h, c_t2);
o_gate(Wo2, bo2, x_h, o_t2);
}

loop_cell _internal:for(int i=0; i<UNITS_MAX; ++i)
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{

#pragma HLS PIPELINE

}

}

c_f[i]
c_s[i] =
c_tmp[i]

f t2[i]*c[i];
c_t2[i]*i_t2[i];
= c_f[i]+c_s[i];

c_tanh_tmp[i] = my_tanh(c_tmp[i]);
= o_t2[i]*c_tanh_tmp[i];

h tmp[i]

c[i] = c_
h_

h[i]

if(cell==

{

tmp[i];
tmp[i];

0)

x_h[i+DATA_DIM1] = h_tmp[i];

X_h[i4UNITS1] = h_tmp[i];

}

if(cell==0)
{

loop_out:for(int i=0; i<UNITS1;

data2[k][i]=h[i];

Dense(W, b[@], h, output);
output[0].to_float();

res[0]
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