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Περίληψη

Τα botnets είναι οµάδες από παραβιασµένες συσκευές συνδεδεµένες στο ∆ιαδίκτυο που

ελέγχονται από κακόβουλο πρόσωπο. Χρησιµοποιούνται για την εκτέλεση κατανεµηµένων

επιθέσεων άρνησης υπηρεσιών (Distributed Denial-Of-Service, DDoS), κλοπή δεδοµένων,

ανεπιθύµητη αλληλογραφία ή απάτη κλικ. Η ευρεία εµφάνιση επιθέσεων οδηγούµενων

από botnets προκάλεσε την ανάπτυξη µεθόδων ανίχνευσής τους. Μια τέτοια προσέγγιση

συνδυάζει στατιστική ανίχνευση ανωµαλιών (anomaly detection) µε ανίχνευση κοινοτήτων

κοινωνικών δικτύων (community detection) για την ανακάλυψη δυσµενών κόµβων σε ένα

δίκτυο. Το πρώτο στάδιο της µεθόδου χρησιµοποιεί καθαρή κίνηση δικτύου για εκµάθηση

µιας εµπειρικής κατανοµή ϕυσιολογικής κυκλοφορίας. Αυτή η κατανοµή αναφοράς συγ-

κρίνεται στη συνέχεια µε νέα κίνηση, µε µεγάλες αποκλίσεις να ϑεωρούνται ανώµαλες. Το

δεύτερο στάδιο επεξεργάζεται την ανώµαλη κίνηση ϐασιζόµενο στην ιδέα ότι οι αλληλεπιδρά-

σεις των κόµβων-bots συσχετίζονται µεταξύ τους και δηµιουργείται ένα γράφηµα κοινωνικής

συσχέτισης (ΓΚΣ) (Social Correlation Graph, SCG). Στο ΓΚΣ τα bots είναι αρκετά πιθανό να

σχηµατίσουν κοινότητες, οπότε χρησιµοποιείται ανίχνευση κοινοτήτων για την αναγνώρισή

τους.

Σκοπός της παρούσας διπλωµατικής εργασίας είναι η αξιολόγηση διαφορετικών αλγο-

ϱίθµων ανίχνευσης κοινοτήτων στο τελικό στάδιο της µεθόδου, συµπεριλαµβανοµένου του

Hyperbolic Girvan-Newman, ενός αλγόριθµου που χρησιµοποιεί υπερβολική ενσωµάτωση

για να επιταχύνει τους υπολογισµούς. Οι αλγόριθµοι συγκρίνονται µε ϐάση την ακρίβειά

τους στον εντοπισµό παραβιασµένων κόµβων από τρεις διαφορετικές επιθέσεις από botnets

και αναλύονται τα οφέλη και τα µειονεκτήµατα κάθε περίπτωσης.

Λέξεις Κλειδιά

Botnets, Ανίχνευση Ανωµαλιών, Ανίχνευση Κοινοτήτων, Ασφάλεια ∆ικτύων, Ενσωµάτωση

∆ικτύων, Υπερβολικός Χώρος
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Abstract

Botnets are groups of compromised Internet-connected devices that are controlled

by a malicious actor. They are used to perform Distributed Denial-of-Service (DDoS)

attacks, data theft, spam or click fraud. The widespread popularity of botnet-led attacks

caused the development of botnet detection methods. One such approach combines

statistical anomaly detection with social network community detection in order to identify

compromised nodes in a network. The first stage of the method uses clean network traffic

to learn an empirical distribution of normal traffic. This reference distribution is then

compared to new traffic, and large deviations are deemed anomalous. The second stage

processes the anomalous traffic based on the idea that the interactions of bot nodes are

correlated, and creates a Social Correlation Graph (SCG). In the SCG bots are likely to

form communities, so community detection is used to identify them.

The aim of this thesis is to evaluate several different community detection algorithms

on the final stage of the method, including Hyperbolic Girvan-Newman, an algorithm

that utilises hyperbolic embedding in order to speed up calculations. The algorithms are

compared based on their accuracy in identifying compromised nodes from three different

botnet attacks, and the benefits and drawbacks of each case are analysed.

Keywords

Botnets, Anomaly Detection, Community Detection, Network Security, Network Em-

bedding, Hyperbolic Space
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Εκτεταµένη Ελληνική Περίληψη

0.1 Εισαγωγή

Τα botnets είναι οµάδες συσκευών συνδεδεµένων στο ∆ιαδίκτυο που έχουν παραβιαστεί

και ελέγχονται από κακόβουλο πρόσωπο. Χρησιµοποιούνται για την εκτέλεση κατανεµη-

µένων επιθέσεων άρνησης υπηρεσιών (Distributed Denial-of-Service, DDoS), κλοπή δε-

δοµένων όπως στοιχεία λογαριασµού ή τράπεζας, ανεπιθύµητη αλληλογραφία ή απάτη κλικ.

Οι επιθέσεις DDoS υπερφορτώνουν τον στόχο µε περιττά αιτήµατα, µε αποτέλεσµα να αδυνατεί

να διεκπεραιώσει ϕυσιολογικά αιτήµατα και εποµένως η υπηρεσία του να µην είναι δια-

ϑέσιµη. Λόγω της δηµοτικότητας και της σοβαρότητας των επιθέσεων DDoS που οδηγούν-

ται από botnets, ο εντοπισµός τους έχει γίνει ένα σηµαντικό πρόβληµα κυβερνοασφάλειας.

Προκειµένου να αποφευχθούν οι γνωστές τεχνικές ανίχνευσής τους, τα botnets εξελίσσονται

διαρκώς, αλλά η συµπεριφορά τους συνεχίζει να επιδεικνύει ορισµένα µοτίβα που επιτρέ-

πουν την ανίχνευσή τους. Σε γενικές γραµµές, είναι πιο δύσκολο να εντοπιστεί µια επίθεση

και να αναγνωριστούν οι παραβιασµένοι κόµβοι κατά τα αρχικά στάδια της επίθεσης, αλλά

όσο νωρίτερα ανακαλυφθεί το botnet, τόσο πιο εύκολη είναι η άµυνα απέναντί του.

Η εργασία αυτή εξετάζει µια υπάρχουσα µέθοδο ανίχνευσης botnets που συνδυάζει

ανίχνευση ανωµαλιών και ανίχνευση κοινοτήτων. Αρχικά, η µέθοδος συγκεντρώνει ϕυ-

σιολογική κίνηση κατά τη διάρκεια µιας περιόδου εκπαίδευσης, η οποία στη συνέχεια χρησι-

µοποιείται για να προσδιοριστεί εάν η νέα κίνηση είναι ανώµαλη ϐάσει της απόκλισής της

από την κίνηση αναφοράς. Στη συνέχεια, η ανώµαλη κίνηση υποβάλλεται σε επεξεργασία

προκειµένου να οµαδοποιηθούν τα bots µε ϐάση τη συσχέτιση των αλληλεπιδράσεών τους.

Η συµβολή της παρούσας διπλωµατικής εργασίας είναι η εξέταση και σύγκριση πολλαπλών

διαφορετικών αλγορίθµων ανίχνευσης κοινοτήτων στο τελικό στάδιο της µεθόδου.

Τρεις διαφορετικές επιθέσεις από botnets χρησιµοποιούνται για την αξιολόγηση των αλ-

γορίθµων, οι οποίοι στη συνέχεια συγκρίνονται ως προς την ακρίβειά τους στον εντοπισµό

των παραβιασµένων κόµβων. Στα πειράµατα χρησιµοποιείται κυκλοφορία από τα πρώτα στά-

δια κάθε επίθεσης, καθώς τα επόµενα στάδια είναι εύκολα ανιχνεύσιµα λόγω του µεγάλου

όγκου κυκλοφορίας. Πέντε αλγόριθµοι ανίχνευσης κοινότητας συγκρίνονται, συµπεριλαµ-

ϐανοµένου του Hyperbolic Girvan-Newman, ενός αλγόριθµου που ενσωµατώνει το δίκτυο

σε υπερβολικό χώρο για ταχύτητα υπολογισµών. Στο τέλος αναλύονται τα οφέλη και τα

µειονεκτήµατα κάθε αλγορίθµου.
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0.2 Θεωρητικό Υπόβαθρο

0.2.1 Θεωρία Γράφων και ∆ικτύων

΄Ενας γράφος ή δίκτυο G = {V, E}, είναι µια µαθηµατική οντότητα που περιέχει ένα

σύνολο από κορυφές (ή κόµβους) V και ένα σύνολο ακµών E. Μια ακµή (u, v) ∈ E ανα-

παριστά µια διασύνδεση µεταξύ δύο κόµβων u, v ∈ E. Οι γράφοι χρησιµοποιούνται σε ποικι-

λία εφαρµογών όπως οδικά δίκτυα, το ∆ιαδίκτυο, συνδέσεις κοινωνικών µέσων δικτύωσης,

κλπ. ΄Ενα παράδειγµα γράφου ϕαίνεται στο σχήµα 1.

Figure 1. Παράδειγµα γράφου µε 8 κόµβους και 10 ακµές

∆ύο κόµβοι λέγονται γειτονικοί αν είναι συνδεδεµένοι µε ακµή. Η γειτονιά Nu ενός

κόµβου u είναι το σύνολο των γειτονικών κόµβων του: Nu = {v ∈ V : (u, v) ∈ E}, ενώ το

µέγεθος της γειτονιάς λέγεται ϐαθµός του κόµβου. Μια συνηθισµένη αναπαράσταση γράφων

είναι οι πίνακες γειτνίασης. Ο πίνακας γειτνίασης A ενός γράφου µε n κόµβους είναι ένας

τετραγωνικός πίνακας n × n, όπου κάθε γραµµή και στήλη αντιστοιχεί σε έναν κόµβο. Αν

υπάρχει η ακµή (i, j) τότε Aij = 1, διαφορετικά Aij = 0.

0.2.2 Ανίχνευση Κοινοτήτων

Σύνθετα δίκτυα είναι γράφοι µε πολύπλοκη δοµή των οποίων οι ιδιότητες εξαρτώνται σε

µεγάλο ϐαθµό από τον τρόπο που οι κόµβοι συνδέονται και αλληλεπιδρούν µεταξύ τους [7].

Πολλά δίκτυα στην πραγµατική Ϲωή είναι σύνθετα, όπως τα κοινωνικά δίκτυα ή τα δίκτυα

υπολογιστών [8], [9].

Τα σύνθετα δίκτυα έχουν την τάση να σχηµατίζουν κοινότητες, δηλαδή οµάδες κόµβων

που είναι πιο πυκνά συνδεδεµένοι µεταξύ τους συγκριτικά µε το υπόλοιπο δίκτυο [10]. Η

γνώση των κοινοτήτων αυτών επιτρέπει καλύτερη κατανόηση της δοµής του δικτύου και

της διάδοσης πληροφορίας µέσα σε αυτό, οπότε η ανίχνευσή τους είναι ένα πρόβληµα µε

ποικίλες εφαρµογές. Για παράδειγµα, πολλά συστήµατα συστάσεων ϐασίζονται στο γεγονός

ότι χρήστες στην ίδια κοινότητα είναι πιο πιθανό να έχουν κοινά ενδιαφέροντα [11]. Η γνώση

κοινοτήτων σε δίκτυα µπορεί επίσης να χρησιµοποιηθεί στη µελέτη διάδοσης επιδηµιών όπως

του COVID-19 [12], [13]. Στην ενότητα αυτή ϑα παρουσιάσουµε τις τεχνικές ανίχνευσης

κοινοτήτων που χρησιµοποιούνται στη διπλωµατική εργασία.
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0.2.2 Ανίχνευση Κοινοτήτων

Girvan-Newman

Ο αλγόριθµος Girvan-Newman [14] λειτουργεί αφαιρώντας ακµές από το γράφο µέχρι να

αποσυνδεθεί σε συγκεκριµένο αριθµό κοινοτήτων που προσδιορίζεται εξαρχής. Η ακµή που

αφαιρείται σε κάθε ϐήµα του αλγορίθµου είναι αυτή µε τη µεγαλύτερη τιµή κεντρικότητας

ενδιαµεσικότητας ακµής. Η µετρική αυτή εκφράζει το ποσοστό των ελάχιστων µονοπατιών

µεταξύ όλων των Ϲευγών κορυφών του γράφου που περνάνε από µια συγκεκριµένη ακµή.

΄Οσο µεγαλύτερη είναι η τιµή κεντρικότητας ενδιαµεσικότητας ακµής (edge-betweenness

centrality), τόσο πιθανότερο η ακµή να συνδέει δύο διαφορετικές κοινότητες, οπότε ο αλ-

γόριθµος αφαιρεί ακµές µε ψηλή τιµή της µετρικής αυτής έως ότου ο γράφος ϕτάσει στον

προκαθορισµένο αριθµό συνεκτικών συνιστωσών. Μειονέκτηµα του αλγορίθµου είναι ότι

οι συνεχείς υπολογισµοί κεντρικότητας ενδιαµεσικότητας ακµής είναι ιδιαίτερα κοστοβόροι

οπότε δεν είναι κατάλληλος για δίκτυα µεγάλου µεγέθους.

Louvain

Ο αλγόριθµος Louvain [15] είναι µια άπληστη µέθοδος που αποσκοπεί στη µεγιστοποίηση

της αρθρωτότητας των κοινοτήτων. Η αρθρωτότητα (modularity) είναι µια µετρική που εκ-

ϕράζει πόσο καλή είναι η διαµέριση του δικτύου σε κοινότητες, σε σύγκριση µε την περίπτωση

που οι ακµές ήταν τυχαίες. Αρχικά κάθε κόµβος τοποθετείται στη δική του κοινότητα, έπειτα

µετακινείται στην κοινότητα ενός γείτονά του µε σκοπό τη µεγιστοποίηση της αρθρωτότητας,

αν γίνεται. Στη συνέχεια κάθε κοινότητα οµαδοποιείται σε µια µοναδική κορυφή και ο αλ-

γόριθµος επαναλαµβάνεται έως ότου σταµατήσει να ϐελτιώνεται η αρθρωτότητα του δικτύου.

Τα πλεονεκτήµατα της µεθόδου αυτής είναι ότι δεν απαιτεί τη γνώση του αριθµού κοινοτήτων

εξαρχής και είναι πιο γρήγορος από τον Girvan-Newman.

Walktrap

O Walktrap [16] είναι ένας αλγόριθµος ανίχνευσης κοινοτήτων που χρησιµοποιεί τυχαίους

περιπάτους. Βασίζεται στην ιδέα ότι µικροί τυχαίοι περίπατοι σε ένα δίκτυο τείνουν να µένουν

εντός της ίδιας κοινότητας.

Spectral Clustering

O Spectral clustering [17] είναι ένας αλγόριθµος που χρησιµοποιεί τα ιδιοδιανύσµατα

του Λαπλασιανού πίνακα του δικτύου. Ο πίνακας αυτός ορίζεται ως L = D −A, όπου A ο πί-

νακας γειτνίασης και D ένας διαγώνιος πίνακας που κάθε στοιχείο του αντιστοιχεί στο ϐαθµό

ενός κόµβου. Ο αλγόριθµος υπολογίζει τα ιδιοδιανύσµατα και τις ιδιοτιµές του Λαπλασιανού

πίνακα και εφαρµόζει οµαδοποίηση K-means στα ιδιοδιανύσµατα των k µεγαλύτερων ιδιο-

τιµών, όπου k ο προκαθορισµένος αριθµός κοινοτήτων.

Hyperbolic Girvan-Newman

O Hyperbolic Girvan-Newman [5] είναι µια παραλλαγή-προσέγγιση του αλγορίθµου

Girvan-Newman. Βασίζεται στην ενσωµάτωση του δικτύου σε υπερβολική γεωµετρία µέσω

ενσωµάτωσης Rigel [18], ώστε αντί να γίνεται ο κοστοβόρος υπολογισµός των κεντρικοτήτων
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ενδιαµεσικότητας ακµής, να υπολογίζεται πολύ γρηγορότερα το υπερβολικό ανάλογο [19] µε

ελάχιστο κόστος ακρίβειας. Σε κάθε επανάληψη του αλγορίθµου ενσωµατώνεται η µεγαλύτερη

συνεκτική συνιστώσα του γράφου και αφαιρούνται οι k ακµές µε τη µεγαλύτερη τιµή υπερ-

ϐολικής κεντρικότητας ενδιαµεσιµότητας ακµής, όπου k το µέγεθος δέσµης.

0.2.3 Botnets

Τα botnets είναι οµάδες συσκευών συνδεδεµένες στο ∆ιαδίκτυο, όπως υπολογιστές ή

έξυπνες συσκευές, των οποίων η ασφάλεια έχει παραβιαστεί και ο έλεγχος γίνεται από

κακόβουλη πηγή. Κάθε συσκευή µετατρέπεται σε bot αφού µολυνθεί από κακόβουλο λο-

γισµικό και µετά ελέγχεται εξ αποστάσεως. Τα botnets χρησιµοποιούνται για ποικιλία επι-

ϑέσεων όπως ανεπιθύµητη αλληλογραφία, κατανεµηµένες επιθέσεις άρνησης υπηρεσιών,

κλοπή δεδοµένων (κωδικοί, αριθµοί πιστωτικών καρτών, εταιρικά δεδοµένα) ή απάτες κλικ

για τη δηµιουργία ψευδούς κίνησης [20]. Οι κατανεµηµένες επιθέσεις άρνησης υπηρε-

σιών πραγµατοποιούνται όταν πολλά bots κατακλύζουν το ϑύµα µε ψευδείς αιτήσεις ώστε

να αδυνατεί να εξυπηρετήσει ϕυσιολογικές αιτήσεις. Μια γνωστή τέτοια επίθεση από botnet

ήταν οι επιθέσεις Mirai [21] το 2016.

Παραδοσιακά τα botnets λειτουργούσαν µε µοντέλο πελάτη-εξυπηρετητή, για παράδειγµα

µέσω Internet Relay Chat (IRC) [22]. To IRC είναι ένα σύστηµα συνοµιλιών όπου τα bots

συνδέονται σε έναν διακοµιστή και εγγράφονται σε ένα κανάλι όπου στέλνονται οδηγίες.

Λογισµικά ασφαλείας αντιµετωπίζουν τις περιπτώσεις αυτές κλείνοντας τα κανάλια οδηγιών,

µε αποτέλεσµα τα bots να ληθαργούν, οπότε τα botnets αναγκάζονται να αλλάζουν συνεχώς

κανάλια λειτουργίας. Πιο πρόσφατα botnets, όπως το Gameover ZeuS [23], χρησιµοποιούν

µοντέλα αλληλεπίδρασης οµότιµων και κρυπτογραφία δηµόσιου κλειδιού.

Εξαιτίας της υψηλής συχνότητας κατανεµηµένων επιθέσεων άρνησης υπηρεσιών [24]

έχουν αναπτυχθεί πολλές µέθοδοι για την ανίχνευση botnets. Κάποιες µέθοδοι επιτηρούν

ένα συγκεκριµένο µηχάνηµα για ύποπτα αρχεία ή υψηλό επεξεργαστικό κόστος, ενώ άλ-

λοι µέθοδοι επιτηρούν ένα ολόκληρο δίκτυο για ύποπτη κίνηση, ασυνήθιστη καθυστέρηση,

αυξηµένη κίνηση σε σπανίως χρησιµοποιούµενες ϑύρες, κλπ [25].

0.3 Μεθοδολογία

Η µέθοδος που χρησιµοποιούµε για την ανίχνευση botnets περιγράφεται στο [26], µε

τη διαφορά ότι χρησιµοποιούµε διαφορετικές µεθόδους ανίχνευσης κοινοτήτων στο τελικό

στάδιο. Η µέθοδος χωρίζεται σε δύο µέρη που περιγράφονται στις επόµενες δύο ενότητες.

0.3.1 Ανίχνευση ανώµαλης κίνησης

Το πρώτο στάδιο της µεθόδου χρησιµοποιεί τεχνικές ανίχνευσης ανωµαλιών για τον εν-

τοπισµό χρονικών περιόδων µε ασυνήθιστη δικτυακή κίνηση. Αρχικά πραγµατοποιείται

εκµάθηση της ϕυσιολογικής κυκλοφορίας του δικτύου σε µια καθορισµένη χρονική περίοδο

χωρίς επίθεση µε σκοπό τη δηµιουργία µιας κατανοµής αναφοράς. Στη συνέχεια η περίοδος

αξιολόγησης χωρίζεται σε µικρά χρονικά παράθυρα, των οποίων η κίνηση συγκρίνεται µε
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0.3.1 Ανίχνευση ανώµαλης κίνησης

την κίνηση αναφοράς. Μεγάλες αποκλίσεις από την ϕυσιολογική κίνηση ϑεωρούνται ανώ-

µαλες. Ανάλογα αν η κυκλοφορία δίνεται σε αρχείο pcap ή netflow η αντιµετώπιση είναι

διαφορετική.

Αρχεία netflow

Στα αρχεία netflow κάθε ϱοή εκπροσωπεί την επικοινωνία µεταξύ δύο µηχανών και περ-

ιέχει πληροφορία όπως τη διάρκεια της επικοινωνίας, τον συνολικό αριθµό πακέτων που

στάλθηκαν, τι πρωτόκολλο χρησιµοποιήθηκε, κλπ. Η ανίχνευση ανωµαλιών σε τέτοιου

είδους αρχεία πραγµατοποιείται επιλέγοντας κάποια χαρακτηριστικά των ϱοών, τα οποία

κβαντοποιούνται, και το διάνυσµα που προκύπτει αντιµετωπίζεται ως τιµή µιας διακριτής

τυχαίας µεταβλητής. Στην περίοδο εκµάθησης χτίζεται µια εµπειρική κατανοµή πιθανότητας

αναφοράς από όλες τις ϱοές της περιόδου. ΄Επειτα, για κάθε χρονικό παράθυρο αξιολόγησης

χτίζεται κι εκεί µια κατανοµή πιθανότητας, η οποία συγκρίνεται µε την κατανοµή αναφοράς

µέσω της απόκλισης Kullback-Leibler (KL):

D(p || q) =
∑
x∈X

p(x) log

(
p(x)
q(x)

)
(1)

όπου p η κατανοµή αξιολόγησης, q η κατανοµή αναφοράς και X το κοινό πεδίο τιµών

τους. Η απόκλιση KL µεταξύ των δύο κατανοµών συγκρίνεται µε ένα κατώφλι, και αν είναι

µεγαλύτερη από αυτό τότε το χρονικό παράθυρο χαρακτηρίζεται ως ανώµαλο.

Αρχεία pcap

Τα αρχεία pcap περιέχουν πληροφορίες για πακέτα που µεταδίδονται σε ένα δίκτυο. Στα

αρχεία τέτοιου είδους µετριέται η κατανοµή ϐαθµού κόµβων σε γράφους αλληλεπίδρασης και

επιλέγεται ένα µοντέλο γράφου στην περίοδο εκµάθησης. Οι κατανοµές κόµβων της περιόδου

αλληλεπίδρασης συγκρίνονται µε την κατανοµή αναφοράς και αν αποκλίνουν περισσότερο

από µια τιµή κατωφλίου τότε το παράθυρο ϑεωρείται ανώµαλο. Η συνάρτηση σύγκρισης

είναι διαφορετική ανάλογα µε το µοντέλο γράφου που επιλέχθηκε.

Ο γράφος αλληλεπίδρασης σε κάποιο χρονικό παράθυρο δηµιουργείται ενώνοντας µε

ακµή δύο διευθύνσεις εάν υπήρξε επικοινωνία µεταξύ τους στο παράθυρο αυτό. Χωρίζουµε

την περίοδο εκµάθησης σε πολλά παράθυρα και επιλέγουµε τυχαία µερικά από αυτά για

τη δηµιουργία γράφων αλληλεπίδρασης. Στους γράφους αυτούς µετράµε το ϐαθµό τυχαία

επιλεγµένων κόµβων για να χτίσουµε την κατανοµή αναφοράς. Στη συνέχεια ελέγχεται αν

η κατανοµή αυτή είναι πιθανότερο να προέρχεται από τυχαίο γράφο [27], [28] ή γράφο

χωρίς κλίµακα [29], [30], χρησιµοποιώντας τις εξισώσεις 3.2 και 3.4. Στα πειράµατά µας

πάντα επιλέγονταν το µοντέλο τυχαίου γράφου µε παράµετρο λ που υπολογίζεται από την

κατανοµή ως εξής :

λ̂ =
1

M

M∑
i=1

di (2)

όπου M ο αριθµός δειγµάτων ϐαθµών κόµβου της κατανοµής αναφοράς και di το i-οστό

δείγµα.
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Η περίοδος αξιολόγησης επίσης χωρίζεται σε µικρότερα χρονικά παράθυρα, σε καθένα

από τα οποία δηµιουργείται ο γράφος αλληλεπίδρασης και υπολογίζεται η κατανοµή ϐα-

ϑµού κόµβων. Στο µοντέλο τυχαίου γράφου, η κατανοµή αξιολόγησης συγκρίνεται µε την

κατανοµή αναφοράς µέσω της ακόλουθης συνάρτησης :

IRand(q; λ̂) = D(q || p
λ̂
) +

1

2
(q̄ − λ̂) +

q̄

2
log(λ̂) −

q̄

2
log(q̄) (3)

όπου p
λ̂

η κατανοµή αναφοράς, q η κατανοµή αξιολόγησης και q̄ η µέση τιµή της. Αν η

τιµή της συνάρτησης αυτής είναι µεγαλύτερη από κάποιο προκαθορισµένο κατώφλι τότε το

χρονικό παράθυρο ϑεωρείται ανώµαλο.

0.3.2 Ανίχνευση botnets

Το σύνολο ανώµαλων χρονικών παραθύρων χρησιµοποιείται στη συνέχεια για τον εν-

τοπισµό των κόµβων-bots. Αρχικά εντοπίζονται κάποιοι κεντρικοί κόµβοι που είτε είναι

bots-αρχηγοί είτε είναι κύριοι στόχοι της επίθεσης. Οι κόµβοι αυτοί έχουν αυξηµένες αλλη-

λεπιδράσεις µε το υπόλοιπο δίκτυο, καθώς οι bots-αρχηγοί πρέπει να στέλνουν οδηγείες στα

υπόλοιπα bots, και οι κύριοι στόχοι δέχονται διαρκώς επίθεση από τα bots. ΄Ενας κόµβος

i χαρακτηρίζεται ως κεντρικός αν έχει συνολικό µέτρο αλληλεπίδρασης ei µεγαλύτερο από

κάποιο κατώφλι τ:

ei =
1

|A|

|A|∑
k=1

n∑
j=1

G
ij

k
(4)

όπουA το σύνολο των ανώµαλων παραθύρων και G
ij

k
ο αριθµός των αλληλεπιδράσεων µεταξύ

των κόµβων i, j στο παράθυρο k.

Αφού εντοπίσουµε τους κεντρικούς κόµβους, εξετάζουµε τις αλληλεπιδράσεις των υπ-

όλοιπων κόµβων µε αυτούς. Για κάθε κόµβο i έστω x
k

i
=

∑
j∈N G

ij

k
ο αριθµός των αλλη-

λεπιδράσεών του µε κεντρικούς κόµβους στο παράθυρο k, όπου N το σύνολο των κεντρικών

κόµβων. ΄Εστω επίσης Xi ο συνολικός αριθµός αλληλεπιδράσεων του κόµβου i µε κεντρικούς

κόµβους σε όλο το A. Υπολογίζουµε το συντελεστή συσχέτισης µεταξύ Ϲευγών κόµβων i, j:

ρ(Xi , Xj) =

∑|A|
k=1

(
(xk

i
− X̄i)(xk

j
− X̄j)

)
(|A| − 1)σ(Xi)σ(Xj)

(5)

όπου X̄i και σ(Xi) ο µέσος όρος και η διασπορά των xi και ρ(Xi , Xj) = 0 αν κάποια διασπορά

ισούται µε 0.

Φτιάχνουµε τον γράφο κοινωνικής συσχέτισης (ΓΚΣ) µε κόµβους όλους τους κόµβους στο

A και κάθε ακµή i, j υπάρχει εάν |ρ(Xi , Xj)| > τρ όπου τρ κάποιο κατώφλι. Στο γράφο αυτό

τα bots είναι αρκετά πιθανό να είναι συνδεδεµένα µεταξύ τους επειδή οι αλληλεπιδράσεις

τους µε τους κεντρικούς κόµβους συσχετίζονται. Οπότε για να τους εντοπίσουµε αρκεί

να χρησιµοποιήσουµε κάποιο αλγόριθµο ανίχνευσης κοινοτήτων στο ΓΚΣ. Τέλος, για να

αποφασίσουµε ποια κοινότητα είναι τα bots, επιλέγουµε αυτή µε τη µεγαλύτερη µέση τιµή
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µέτρου αλληλεπίδρασης µε κεντρικούς κόµβους που ορίζεται ως εξής για τον κόµβο i:

ri =
1

|A|

|A|∑
k=1

∑
j∈N

ejG
ij

k
(6)

0.4 Πειράµατα

Στην ενότητα αυτή ϑα παρουσιάσουµε τα πειράµατα που διεξήχθηκαν στα πλαίσια της

διπλωµατικής εργασίας. Για κάθε πείραµα αρχικά αναφέρουµε πληροφορίες για τα δε-

δοµένα και ό,τι προεπεξεργασία πραγµατοποιήθηκε σε αυτά. Μετά εξηγούµε τη διαδικασία

εκµάθησης και δείχνουµε τα αποτελέσµατα ανίχνευσης ανωµαλιών. Τέλος αναφέρουµε τις

παραµέτρους που χρησιµοποιήθηκαν για τη δηµιουργία του ΓΚΣ και παρουσιάζουµε τα

αποτελέσµατα της ανίχνευσης κοινοτήτων.

Το πρώτο και τρίτο πείραµα ξεκίνησαν ως προσπάθεια αναπαραγωγής των αποτελεσµάτων

του [26], αλλά στην πορεία απέκλιναν και χρησιµοποιήσαµε διαφορετικό ΓΚΣ. Το δεύτερο

πείραµα ήταν πρωτότυπο.

Οι αλγόριθµοι ανίχνευσης κοινοτήτων που δοκιµάστηκαν ήταν οι Girvan-Newman, Lou-

vain, Spectral Clustering, Walktrap, Hyperbolic Girvan-Newman. Αξιολογήθηκαν ως προς

την κανονικοποιηµένη αµοιβαία πληροφορία (normalised mutual information, NMI) και το

F1-score σχετικά µε τις πραγµατικές κοινότητες, που ήταν διαθέσιµες σε κάθε πείραµα. Η

αµοιβαία πληροφορία µεταξύ δύο διακριτών τυχαίων µεταβλητών X, Y ορίζεται ως εξής :

I(X ; Y ) =
∑
y∈Y

∑
x∈X

pXY (x, y)log

(
pXY (x, y)

pX (x)pY (y)

)
(7)

ενώ η κανονικοποιηµένη αµοιβαία πληροφορία :

NMI(X, Y ) =
2I(X ; Y )

H(X ) + H(Y )
(8)

όπου H(X ), H(Y ) η εντροπία των X, Y . Το F1-score ορίζεται ως εξής :

F1 =
2 × TP

2 × TP + FP + FN
(9)

όπου TP = true positives ο αριθµός των bots που ανιχνεύθηκαν σωστά, FP = false positives ο

αριθµός των άκακων κόµβων που ανιχνεύθηκαν ως bots και FN = false negatives ο αριθµός

των bots που δεν ανιχνεύθηκαν.

Η υλοποίηση κώδικα έγινε σε Python3, εκτός από το κοµµάτι της ενσωµάτωσης Rigel που

υλοποιήθηκε από τους [31] σε C++. Ο κώδικας του HGN υλοποιήθηκε από τους [5]. Χρησι-

µοποιήσαµε επίσης το Wireshark, εργαλείο ανάλυσης πρωτοκόλλων δικτύου, για προεπεξ-

εργασία αρχείων pcap.
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0.4.1 Πειράµατα στο σύνολο δεδοµένων CTU-13

Περιγραφή και προεπεξεργασία συνόλου δεδοµένων

To CTU-13 είναι ένα σύνολο δεδοµένων που καταγράφηκε στο Czech Technical Univer-

sity [32]. Περιέχει 13 καταγραφές δικτύων µε επιθέσεις από botnets σε µορφή netflow

όπου κάθε ϱοή είναι χαρακτηρισµένη ως botnet ή όχι από τους συγγραφείς του συνόλου

δεδοµένων. Χρησιµοποιήσαµε τη 2η καταγραφή που περιέχει 4.5 ώρες κυκλοφορίας µε

επίθεση από IRC botnet που έστελνε διαρκώς ανεπιθύµητη κίνηση.

Το αρχείο είχε µέγεθος 241ΜΒ και περιείχε 1808122 ϱοές, από τις οποίες το 1.04%

ήταν από bots. Φιλτράραµε τις ϱοές ώστε να αποµείνουν µονάχα όσες χρησιµοποιούσαν

πρωτόκολλα IPv4. Από κάθε ϱοή κρατήσαµε τα εξής χαρακτηριστικά:

• StartTime: ο χρόνος εκκίνησης της ϱοής

• Duration: η διάρκεια της ϱοής

• EndTime: ο χρόνος τερµατισµού της ϱοής, υπολογίστηκε προσθέτοντας το χρόνο

εκκίνησης µε τη διάρκεια

• SrcAddr: η διεύθυνση πηγής

• DstAddr: η διεύθυνση προορισµού

• Sport: η ϑύρα πηγής

• Dport: η ϑύρα προορισµού

• SrcBytes: ο αριθµός των bytes που στάλθηκαν από την πηγή στον προορισµό

• DstBytes: ο αριθµός των bytes που στάλθηκαν από την τον προορισµό στην πηγή,

υπολογίστηκε αφαιρώντας το SrcBytes από τον συνολικό αριθµό bytes της ϱοής

• Label: ο χαρακτηρισµός της ϱοής

Στην εικόνα 2 ϕαίνονται οι πέντε πρώτες γραµµές του συνόλου δεδοµένων µετά την

προεπεξεργασία.

Figure 2. Αποτέλεσµα προεπεξεργασίας του συνόλου δεδοµένων CTU-13

24 ∆ιπλοµα Τηεσις



0.4.1 Πειράµατα στο σύνολο δεδοµένων CTU-13

Περίοδος εκµάθησης

Η περίοδος εκµάθησης ήταν τα πρώτα 25 λεπτά ϱοών, που δεν είχε ξεκινήσει ακόµα η επί-

ϑεση. Ο συνολικός αριθµός ϱοών εκµάθησης ήταν 257728 (14% του συνόλου δεδοµένων). Σε

συµφωνία µε το αντίστοιχο πείραµα στο [26] κβαντοποιήθηκαν τα εξής χαρακτηριστικά κάθε

ϱοής : διεύθυνση πηγής, διεύθυνση προορισµού, ϑύρα πηγής, ϑύρα προορισµού, διάρκεια,

bytes πηγής, bytes προορισµού.

Οι διευθύνσης πηγής προορισµού κβαντοποιήθηκαν µέσω οµαδοποίησης K-Means 256

οµάδων, αφού οι διευθύνσεις ΙΡ a = (a1, a2, a3, a4) ∈ {0, 1, ..., 255}4 µετατραπούν σε δεκαδικό

σύστηµα µέσω του τύπου x10 =
∑

4

i=1
256

4−i
ai . Η διάρκεια και ο αριθµός bytes πηγής

και προορισµού κβαντοποιήθηκαν µε εκθετική κλίµακα, ενώ οι ϑύρες πηγής και προορισ-

µού κβαντοποιήθηκαν γραµµικά ανά 10000 µε εξαίρεση τις πρώτες 1024 καταχωρηµένες

ϑύρες. Η εικόνα 3 δείχνει τις πρώτες πέντε γραµµές του κβαντοποιηµένου συνόλου εκ-

µάθησης. Αφού κβαντοποιηθούν τα δεδοµένα, κάθε ϱοή αντιπροσωπεύεται πλέον από ένα

διάνυσµα 7 ακεραίων, οι τιµές του οποίου δηµιουργούν την εµπειρική κατανοµή πιθανότη-

τας αναφοράς.

Figure 3. Κβαντοποιηµένο σύνολο εκµάθησης

Ανίχνευση ανωµαλιών

Επιλέγεται µια 5λεπτη περίοδος αξιολόγησης 26 λεπτά µετά του τέλους της εκµάθησης

(51-56 λεπτά στο σύνολο δεδοµένων). Το σύνολο αξιολόγησης κβαντοποιείται όπως την

περίοδο εκµάθησης, εκτός από τις διευθύνσεις όπου χρησιµοποιείται το εκπαιδευµένο µον-

τέλο K-means. ΄Επειτα το 5λεπτο σύνολο αξιολόγησης διασπάται σε παράθυρα 2 δευτερολέ-

πτων και η κατανοµή κάθε παραθύρου συγκρίνεται µε την κατανοµή αναφοράς. Τα αποτελέσ-

µατα της ανίχνευσης ανωµαλιών ϕαίνονται στην εικόνα 4. Η µπλε γραµµή αντιστοιχεί στον

αριθµό των ϱοών bot επί 0.005, ενώ η πορτοκαλί γραµµή αντιστοιχεί στην απόκλιση των

κατανοµών. Παρατηρούµε ότι η απόκλιση είναι µεγαλύτερη στα παράθυρα µε πολλές ϱοές

bot οπότε επιλέγουµε κατώφλι 0.1 για να τις ανιχνεύσουµε.

∆ηµιουργία ΓΚΣ

Για την ανίχνευση bots χρησιµοποιήσαµε ένα µικρό σύνολο ανώµαλων παραθύρων, συγ-

κεκριµένα τα 47-55 της εικόνας 4. Περιείχε 936 διευθύνσεις, µεταξύ των οποίων 119 ήταν

bots. Το συνολικό µέτρο αλληλεπίδρασης των κόµβων ϕαίνεται στην εικόνα 5, όπου κάθε

κόκκινος σταυρός αντιστοιχεί σε έναν κόµβο. Χρησιµοποιήσαµε κατώφλι τ = 20 για την

επιλογή 4 κεντρικών κόµβων, 2 bots και 2 ϑύµατα.
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Figure 4. Ανίχνευση ανωµαλιών στο σύνολο δεδοµένων CTU-13

Figure 5. Συνολικό µέτρο αλληλεπίδρασης

Για τη δηµιουργία του ΓΚΣ χρησιµοποιήσαµε τρ = 0.88 και προέκυψε γράφος 103

κόµβων µε 8 bots όπως ϕαίνεται πάνω αριστερά στην εικόνα 6.

Σύγκριση αλγορίθµων ανίχνευσης κοινοτήτων

Εφαρµόζουµε τους 5 αλγορίθµους ανίχνευσης κοινοτήτων στο ΓΚΣ. Για το HGN χρησι-

µοποιήθηκαν 3 κόµβοι ορόσηµα και µέγεθος δέσµης 1. Τα αποτελέσµατα ϕαίνονται στον

πίνακα 1 και στην εικόνα 6. Παρατηρούµε ότι όλοι οι αλγόριθµοι εκτός του Spectral Clus-

tering εντοπίζουν την κοινότητα 4 bots στην κορυφή, ενώ ο Spectral Clustering εντοπίζει

µονάχα τους 2 κεντρικούς κόµβους.

Αλγόριθµος NMI F1-score

Girvan-Newman 0.5 0.67

Louvain 0.5 0.67

Spectral Clustering 0.28 0.44

Walktrap 0.5 0.67

HGN 0.5 0.67

Table 1. ΝΜΙ και F1-score των αλγορίθµων ανίχνευσης κοινοτήτων στο CTU-13
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Figure 6. Αποτελέσµατα ανίχνευσης κοινοτήτων στο CTU-13
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0.4.2 Πειράµατα στο σύνολο δεδοµένων Kitsune

Περιγραφή και προεπεξεργασία δεδοµένων

Το σύνολο δεδοµένων Kitsune Network Attack Dataset [33] αποτελείται από 9 κατα-

γραφές κίνησης δικτύων µε ποικίλες επιθέσεις. Χρησιµοποιήσαµε µια καταγραφή όπου ένα

δίκτυο συσκευών ∆ιαδικτύου-των-Πραγµάτων µολύνθηκε µε λογισµικό Mirai µετατρέποντας

τις µολυσµένες συσκευές σε bots.

Η καταγραφή ήταν σε µορφή pcap και περιείχε 73ΜΒ από 764137 πακέτα. Κρατήσαµε

µόνο τα πακέτα IPv4 οπότε έµειναν 197701. Από κάθε πακέτο κρατήσαµε 4 χαρακτηριστικά:

χρόνος, διεύθυνση πηγής, διεύθυνση προορισµού και χαρακτηρισµός, ο οποίος προερχόταν

από διαφορετικό αρχείο csv.

Περίοδος εκµάθησης

Η περίοδος εκµάθησης που χρησιµοποιήσαµε ήταν η πρώτη ώρα πακέτων όπου δεν είχε

ξεκινήσει ακόµα η επίθεση. Ο συνολικός αριθµός πακέτων ήταν 90476 (46% των δεδοµένων)

µε 76 διευθύνσεις ΙΡ. Χωρίσαµε τα δεδοµένα εκµάθησης σε παράθυρα 10 δευτερολέπτων

και επιλέξαµε 25 τυχαία παράθυρα. Σε καθένα από αυτά δηµιουργήσαµε το γράφο αλλη-

λεπίδρασης και µετρήσαµε το ϐαθµό 10 τυχαίων κόµβων ανά γράφο, δηµιουργώντας την

κατανοµή αναφοράς. Επιλέχθηκε το µοντέλο τυχαίου γράφου µε παράµετρο λ̂ = 2.664.

Ανίχνευση ανωµαλιών

Η περίοδος αξιολόγησης είχε διάρκεια 20 λεπτών και ξεκίνησε 3 λεπτά µετά το τέλος της

εκπαίδευσης. Περιείχε 33903 πακέτα, 16829 από τα οποία ήταν απόbots και ξεκίνησαν

να εµφανίζονται λίγο µετά τα 10 λεπτά. Η περίοδος αξιολόγησης χωρίστηκε σε παράθυρα

10 δευτερολέπτων, τα οποία συγκρίθηκαν µε την κατανοµή εκµάθησης. Τα αποτελέσµατα

ϕαίνονται στην εικόνα 7. Βλέπουµε µια ανοδική αλλαγή τάσης όταν εµφανίστηκαν τα bots

οπότε επιλέξαµε κατώφλι 0.78.

Figure 7. Ανίχνευση ανωµαλιών στα δεδοµένα Kitsune
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∆ηµιουργία ΓΚΣ

Εξετάσαµε 2 διαφορετικά ανώµαλα σύνολα. Το πρώτο αποτελείται από 10 ανώµαλα

παράθυρα γύρω στα 15 λεπτά του συνόλου αξιολόγησης, ενώ το δεύτερο αποτελείται από τα

20 πρώτα ανώµαλα παράθυρα.

Το ανώµαλο σύνολο στα 15 λεπτά περιείχε 44 διευθύνσεις, από τις οποίες 18 ήταν bots. Ο

γράφος αλληλεπίδρασης ϕαίνεται στο σχήµα 8. Με κατώφλι τ = 20 επιλέχθηκαν 5 κεντρικοί

κόµβοι, όλοι bots, και µε κατώφλι τρ = 0.65 δηµιουργήθηκε το ΓΚΣ του σχήµατος 9, µε 27

διευθύνσεις και 13 bots.

Figure 8. Γράφος αλληλεπίδρασης των 10 ανώµαλων παραθύρων

Figure 9. ΓΚΣ των 10 ανώµαλων παραθύρων

Το ανώµαλο σύνολο των πρώτων 20 ανώµαλων παραθύρων περιείχε 52 διευθύνσεις, από

τις οποίες 18 ήταν bots. Χρησιµοποιήθηκε κατώφλι τ = 20 για την επιλογή 4 κεντρικών

κόµβων, όλοι bots. Με κατώφλι τρ = 0.47 δηµιουργήθηκε ΓΚΣ µε 29 διευθύνσεις και 13

bots, όπως ϕαίνεται στο σχήµα 10.

Σύγκριση αλγορίθµων ανίχνευσης κοινοτήτων

Στο ΓΚΣ του σχήµατος 9 εφαρµόσαµε τους αλγορίθµους ανίχνευσης κοινοτήτων στις

δύο µεγαλύτερες συνεκτικές συνιστώσες. Τα αποτελέσµατα για τη µεγαλύτερη συνεκτική

Diploma Thesis 29



LIST OF TABLES

Figure 10. ΓΚΣ των πρώτων 20 ανώµαλων παραθύρων

συνιστώσα ϕαίνονται στον πίνακα 2 και στην εικόνα 11. Παρατηρούµε ότι όλοι οι αλγόριθµοι

εντοπίζουν την µεγάλη κοινότητα bots, αλλά µόνο ο Spectral Clustering ανιχνεύει και το

µοναδικό bot κάτω δεξιά.

Αλγόριθµοι NMI F1-score

Girvan-Newman 0.71 0.94

Louvain 0.71 0.94

Spectral Clustering 1 1

Walktrap 0.71 0.94

HGN 0.71 0.94

Table 2. ΝΜΙ και F1-score των αλγορίθµων ανίχνευσης κοινοτήτων στη µεγαλύτερη συνεκτική

συνιστώσα του ΓΚΣ
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Figure 11. Αποτέλεσµα ανίχνευσης κοινοτήτων στη µεγαλύτερη συνεκτική συνιστώσα του

ΓΚΣ
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Τα αποτελέσµατα για τη 2η συνεκτική συνιστώσα ϕαίνονται στον πίνακα 3 και στην

εικόνα 12. ΄Ολοι οι αλγόριθµοι εκτός του Louvain εντοπίζουν 2 από τα 4 bots, ενώ ο Louvain

εντοπίζει 3. ΄Ολοι έχουν 1 ψευδώς ϑετικό αποτέλεσµα.

Αλγόριθµος NMI F1-score

Girvan-Newman 0.08 0.57

Louvain 0.23 0.75

Spectral Clustering 0.08 0.57

Walktrap 0.08 0.57

HGN 0.08 0.57

Table 3. ΝΜΙ και F1-score των αλγορίθµων ανίχνευσης κοινοτήτων στη 2η συνεκτική

συνιστώσα του ΓΚΣ

Στο ΓΚΣ των 20 πρώτων ανώµαλων παραθύρων εφαρµόσαµε τους αλγορίθµους µόνο

στην µεγαλύτερη συνεκτική συνιστώσα. Τα αποτελέσµατα ϕαίνονται στον πίνακα 4 και στην

εικόνα 13. Εδώ παρατηρούµε µεγαλύτερη απόκλιση µεταξύ των αλγορίθµων και χειρότερα

αποτελέσµατα από πριν, που είναι αναµενόµενο καθώς το ανώµαλο σύνολο περιέχει περισ-

σότερες αλληλεπιδράσεις άκακων κόµβων. Καλύτερα αποτελέσµατα ϕαίνεται να έχει ο Spec-

tral Clustering, που εντοπίζει όλα τα bots εκτός από 1 µε µόνο 2 ψευδώς ϑετικά αποτελέσ-

µατα. Οι αλγόριθµοι Girvan-Newman χωρίζουν αρκετά καλά το γράφο σε κοινότητες, που

ϕαίνεται στο ψηλό ΝΜΙ, αλλά αναγνωρίζουν τη λάθος κοινότητα ως bots οπότε έχουν πολύ

χαµηλό F1-score. Οι αλγόριθµοι Louvain, Walktrap εντοπίζουν περισσότερες από 2

κοινότητες και επιλέγουν τη µεσαία ως bots. Αυτό αναδεικνύει ότι οι µεσαίοι κόµβοι έχουν

µεγάλο µέτρο αλληλεπίδρασης µε κεντρικούς κόµβους, γιαυτό και επιλέχθηκαν ως bots από

όλους τους αλγορίθµους.

Αλγόριθµος NMI F1-score

Girvan-Newman 0.53 0.13

Louvain 0.02 0.63

Spectral Clustering 0.3 0.57

Walktrap 0.01 0.22

HGN 0.53 0.13

Table 4. ΝΜΙ και F1-score των αλγορίθµων ανίχνευσης κοινοτήτων στο ΓΚΣ των πρώτων 20

ανώµαλων παραθύρων
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Figure 12. Αποτελέσµατα ανίχνευσης κοινοτήτων στη 2η συνεκτική συνιστώσα του ΓΚΣ
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Figure 13. Αποτελέσµατα ανίχνευσης κοινοτήτων στο ΓΚΣ των πρώτων 20 ανώµαλων παρα-

ϑύρων
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0.4.3 Πειράµατα στα σύνολα δεδοµένων CAIDA, Simpleweb

Περιγραφή και προεπεξεργασία δεδοµένων

Για το τελευταίο πείραµα ανακατέψαµε κυκλοφορία από δύο διαφορετικά σύνολα δε-

δοµένων, ένα από τα οποία περιείχε κακόβουλα πακέτα και ένα που περιείχε ϕυσιολογική

κυκλοφορία. Για τα πακέτα του botnet χρησιµοποιήσαµε το CAIDA USCD "DDoS Attack

2007" Dataset [34]. Περιέχει 1 ώρα κακόβουλων πακέτων από µια κατανεµηµένη επίθεση

άρνησης πόρων. Χρησιµοποιήσαµε κυκλοφορία από τα πρώτα 5 λεπτά, µεγέθους 8.6ΜΒ.

Για την ϕυσιολογική κίνηση χρησιµοποιήσαµε το 6ο ίχνος του University of Twente traffic

traces data repository (simpleweb) [35]. Το ίχνος έχει µέγεθος 192ΜΒ και µετρήθηκε σε

µια µικρή εκπαιδευτική οργάνωση µε 100 σταθµούς εργασίας.

Και τα δύο αρχεία που χρησιµοποιήσαµε ήταν σε µορφή pcap, και τα µετατρέψαµε σε csv

µέσω του Wireshark. Για να τα ανακατέψουµε, αλλάξαµε την χρονική στιγµή κάθε πακέτου

ώστε να εκφράζει τα δευτερόλεπτα που πέρασαν από την καταγραφή του πρώτου πακέτου.

Από κάθε πακέτο κρατήσαµε τα χαρακτηριστικά χρόνου εµφάνισης, διεύθυνση πηγής και

διεύθυνση προορισµού, και προσθέσαµε επιπλέν χαρακτηρισµό 0 στα άκακα πακέτα και 1

στα κακόβουλα.

Από τα δεδοµένα simpleweb κρατήσαµε την πρώτη ώρα κυκλοφορίας, µε 329967 πακέτα

και 743 διευθύνσεις ΙΡ. Τα δεδοµένα CAIDA περιείχαν 166448 πακέτα από 136 διευθύνσεις

ΙΡ, αλλά κρατήσαµε τυχαία µόνο 6000 πακέτα έτσι ώστε να µην είναι πάρα πολύ πιο πυκνά

από τη ϕυσιολογική κυκλοφορία. Αντικαταστήσαµε τις 136 διευθύνσεις των πακέτων CAIDA

τυχαία σε διευθύνσεις simpleweb και εισάγαµε την επίθεση µεταξύ των δευτερολέπτων 2000

και 2300. Η αντιστοίχηση διευθύνσεων έγινε µε 2 τρόπους, µια ϕορά αντιστοιχίζοντας 3

διευθύνσεις bot σε 1 κανονική καταλήγοντας σε 45 διευθύνσεις bot, και µια ϕορά αντισ-

τοιχίζοντας 5 διευθύνσεις bot σε µια κανονική καταλήγοντας σε 27 bots.

Περίοδος εκµάθησης

Η περίοδος εκµάθησης ήταν τα πρώτα 20 λεπτά κίνησης, µε 198440 πακέτα (59% των

πακέτων) και 539 διευθύνσεις ΙΡ. Τα δεδοµένα εκµάθησης χωρίστηκαν σε παράθυρα 10

δευτερολέπτων και επιλέξαµε τυχαία 50 από αυτά. Από τον γράφο αλληλεπίδρασης κάθε

πακέτου µετρήσαµε το ϐαθµό 10 τυχαίων κόµβων για να δηµιουργήσουµε την κατανοµή

αναφοράς. Επιλέχθηκε το µοντέλο τυχαίου γράφου µε παράµετρο λ̂ = 1.628.

Ανίχνευση ανωµαλιών

Η περίοδος αξιολόγησης είχε διάρκεια 20 λεπτά και ξεκίνησε 5 λεπτά µετά το τέλος

της εκπαίδευσης (1500-2700 δευτερόλεπτα). Περιείχε 32763 πακέτα, από τ οποία 6000

ήταν κακόβουλα στο διάστηµα 2000-2300. Το αποτέλεσµα ανίχνευσης ανωµαλιών για τα 45

bots ϕαίνεται στο σχήµα 14 µε κατώφλι 1.5 και για τα 27 bots στο σχήµα 15 µε κατώφλι

1.2. ΄Οπως ήταν αναµενόµενο η ανίχνευση ανωµαλιών είναι πολύ πιο αποτελεσµατική στην

περίπτωση µε περισσότερα bots.
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Figure 14. Ανίχνευση ανωµαλιών στο µικτό σύνολο δεδοµένων µε 45 bots

Figure 15. Ανίχνευση ανωµαλιών στο µικτό σύνολο δεδοµένων µε 27 bots

∆ηµιουργία ΓΚΣ

Το ανώµαλο σύνολο της περίπτωσης µε 45 bots περιείχε 94 διευθύνσεις ΙΡ, από τις

οποίες 44 ήταν bots. Χρησιµοποιήσαµε τ = 30, επιλέγοντας 4 κεντρικούς κόµβους, από

τους οποίους ένας ήταν bot και οι άλλοι ϑύµατα. Θέσαµε τρ = 0.38 και καταλήξαµε σε ΓΚΣ

48 κόµβων, από τους οποίους 41 ήταν bots. Το ΓΚΣ ϕαίνεται πάνω αριστερά στην εικόνα 16.

Εφόσον η ανίχνευση ανωµαλιών στην περίπτωση µε 27 bots απέτυχε, επιλέξαµε χειροποίητα

ανώµαλο σύνολο µε 101 κόµβους από τους οποίους 20 ήταν bots. Χρησιµοποιήσαµε τ = 30

επιλέγοντας 5 κεντρικούς κόµβους, από τους οποίους 2 ήταν bots. Το ΓΚΣ δηµιουργήθηκε

µε τρ = 0.3 και περιείχε 31 κόµβους µε 15 bots. Το ΓΚΣ ϕαίνεται πάνω αριστερά στην εικόνα

17.

Σύγκριση αλγορίθµων ανίχνευσης κοινοτήτων

Τα αποτελέσµατα της ανίχνευσης κοινοτήτων για το πρώτο ΓΚΣ ϕαίνονται στον πίνακα 5

και στην εικόνα 16. Στον HGN χρησιµοποιήσαµε 3 κόµβους ορόσηµα και µέγεθος δέσµης

1. Παρατηρούµε ότι οι δύο αλγόριθµοι Girvan-Newman εντοπίζουν τη µεγάλη κοινότητα

απόbots ενώ οι υπόλοιποι αλγόριθµοι δυσκολεύονται. O Spectral Clustering εντοπίζει µόνο

ένα κοµµάτι της κοινότητας, ενώ οι Louvain, Walktrap χωρίζουν την κοινότητα απόbots σε
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µικρότερες κοινότητες και ανιχνεύουν µόνο µία από αυτές.

Αλγόριθµος NMI F1-score

Girvan-Newman 0.62 0.96

Louvain 0.18 0.62

Spectral Clustering 0.23 0.53

Walktrap 0 0

HGN 0.62 0.96

Table 5. ΝΜΙ και F1-score των αλγορίθµων ανίχνευσης κοινοτήτων στο ΓΚΣ της περίπτωσης

µε 45 bots

Στην περίπτωση των 27 bots χρησιµοποιήσαµε 10 κόµβους ορόσηµα στον HGN και µέγε-

ϑος δέσµης 1. Τα αποτελέσµατα ϕαίνονται στο σχήµα 17 και στον πίνακα 6. Πάλι καλύτερα

αποτελέσµατα έχουν οι Girvan-Newman αλγόριθµοι. O Spectral Clustering εντοπίζει όλα

τα bots αλλά έχει πολλά ψευδώς ϑετικά αποτελέσµατα, ενώ οι Louvain, Walktrap πάλι εν-

τοπίζουν πολλές κοινότητες και ανιχνεύουν µόνο λίγους κόµβους.

Αλγόριθµος NMI F1-score

Girvan-Newman 0.21 0.84

Louvain 0.01 0.35

Spectral Clustering 0.03 0.77

Walktrap 0 0

HGN 0.13 0.79

Table 6. ΝΜΙ και F1-score των αλγορίθµων ανίχνευσης κοινοτήτων στο ΓΚΣ της περίπτωσης

µε 27 bots
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Figure 16. Αποτέλεσµα ανίχνευσης κοινοτήτων στο ΓΚΣ της περίπτωσης µε 45 bots
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Figure 17. Αποτέλεσµα ανίχνευσης κοινοτήτων στο ΓΚΣ της περίπτωσης µε 45 bots
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0.5 Συµπεράσµατα και ιδέες για παραιτέρω µελέτη

Από τα πειράµατά µας επιβεβαιώσαµε ότι η ανίχνευση ανωµαλιών και botnets είναι

πιο δύσκολη όταν τα bots είναι λίγα, ιδιαίτερα στην αρχή της επίθεσης. ΄Οσον αφορά τη

δηµιουργία ΓΚΣ, παρατηρήσαµε ότι αν η παράµετρος τρ είναι αυστηρή τότε διατηρούνται

λιγότερα bots σε αυτό αλλά οι κοινότητες είναι πιο διακριτές, ενώ αν η παράµετρος δεν είναι

αυστηρή τότε υπάρχουν περισσότερα bots αλλά είναι πιο δύσκολο να διακριθούν από τους

άκακους κόµβους.

Για την ανίχνευση των botnets παρατηρήσαµε ότι οι αλγόριθµοι Louvain, Walktrap τεί-

νουν να διαχωρίζουν το ΓΚΣ σε πολλές κοινότητες µε αποτέλεσµα να εντοπίζουν λίγα bots. Το

πρόβληµα αυτό µπορεί να επιλυθεί αν χρησιµοποιήσουµε διαφορετική στρατηγική κατηγο-

ϱιοποίησης των κοινοτήτων. Αντί να επιλέξουµε µόνο µια κοινότητα ως bots, ϑα µπορούσαµε

να εξετάζουµε κάθε κοινότητα ξεχωριστά, ίσως χρησιµοποιώντας κάποια χαρακτηριστικά του

δικτύου. Με τον τρόπο αυτό οι αλγόριθµοι που εντοπίζουν περισσότερες από δύο κοινότητες

ίσως έχουν καλύτερα αποτελέσµατα, και ϑα µπορούσαµε να τρέξουµε και τους Girvan-

Newman, Spectral Clustering µε µεγαλύτερο αριθµό κοινοτήτων για σύγκριση. ΄Οµως η

στρατηγική αυτή προσθέτει επιπλέον παραµέτρους για να λύσει ένα πρόβληµα που δεν εµ-

ϕανίζεται αν απλώς επιλεγεί διαφορετικός αλγόριθµος.

Μεταξύ των αλγορίθµων Girvan-Newman, Spectral Clustering ο δεύτερος είχε χειρότερα

αποτελέσµατα στα µικτά δεδοµένα, ενώ ο πρώτος είχε µέτρια αποτελέσµατα στα πρώτα πειρά-

µατα. Σε γενικές γραµµές οι αλγόριθµοι Girvan-Newman ήταν αρκετά αξιόπιστοι αν το ΓΚΣ

ήταν καλά ϕτιαγµένο. Αξίζει παραιτέρω µελέτη σε µεγαλύτερα ανώµαλα σύνολα, καθώς

και στην επιλογή των παραµέτρων τ, τρ ώστε το ΓΚΣ να περιλαµβάνει περισσότερα bots µε

µικρότερη ποινή στην ακρίβεια εντοπισµού κοινοτήτων. Μεταξύ των Girvan-Newman, HGN

αξίζει η επιλογή του HGN αν έχει προτεραιότητα η ταχύτητα (για παράδειγµα στην αρχή της

επίθεσης) καθώς τα αποτελέσµατά τους είναι σχεδόν ίδια.
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Chapter 1

Introduction

Botnets are groups of internet-connected devices that have been compromised and are

controlled by a malicious actor. They are used to perform Distributed Denial-of-Service

(DDoS) attacks, steal data such as account or bank information, spam or click fraud.

DDoS attacks overload the target with superfluous requests, resulting in it being unable

to process regular requests and therefore its service becoming unavailable.

Because of the popularity and severity of botnet-led DDoS attacks, botnet detection

has become an important cybersecurity problem. In order to avoid the known detection

techniques, botnets constantly evolve, but their behavior continues to exhibit certain

patterns that allow their detection. Overall, it is more difficult to detect an attack and

identify compromised nodes during the early stages of the attack, but the earlier the

botnet is caught, the easier it is to defend against it.

1.1 Thesis contribution

This thesis examines an existing botnet detection method combining anomaly and

community detection. Initially, the method gathers normal traffic during a training period,

which is then used to determine whether new traffic is anomalous based on its deviation

from the reference. The anomalous traffic is then processed in order to group bots together

based on the correlation of their interactions. The contribution of this thesis is to examine

and compare multiple different community detection algorithms on the final stage of the

method.

Three different botnet attacks are used to evaluate the algorithms, which are then

compared in terms of their accuracy in identifying the compromised nodes. Traffic from

the early stages of each attack is used in the experiments, since the later stages are

straightforward to detect due to the large volume of traffic. Five community detection

algorithms are compared, including Hyperbolic Girvan-Newman, an algorithm that em-

beds the network into hyperbolic space for efficiency of calculations, and the benefits and

drawbacks of each algorithm are analysed.

1.2 Thesis outline

The rest of this thesis is organised into four chapters:
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Chapter 1. Introduction

• Chapter 2: Theory, provides theoretical background on graph theory, complex net-

works, machine learning, community detection and botnets.

• Chapter 3: Methodology, explains in detail the algorithm used.

• Chapter 4: Experiments, presents the experimentation carried out for this diploma

thesis, including information about the code and datasets used.

• Chapter 5: Epilogue, contains a summary of the thesis, some conclusions and ideas

for further improvements.
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Chapter 2

Theory

This section contains the theoretical background needed before our methodology and

experiments are explained. It is split into five sections: graph theory, complex networks,

machine learning, community detection and anomaly detection.

2.1 Graph theory

In this section we provide a quick introduction to graph theory by defining some basic

concepts we will use throughout the thesis.

2.1.1 Basic definitions

A graph, or network, G = {V, E} is a mathematical structure containing a set of vertices

(or nodes) V and a set of edges E. An edge (u, v) ∈ E represents a connection, or a

relationship, between two nodes u, v ∈ V . Graphs are used in a variety of applications

such as road networks, the world wide web, social media connections, etc.

Figure 2.1. Example of a graph with 8 nodes and 10 edges

Directed graphs A graph may be directed or undirected. In directed graphs each edge

is oriented, so it has a source node and a destination node. In undirected graphs edges

are not oriented. Figure 2.1 shows an example of an undirected graph.

Weighted graphs A graph is called weighted if each edge has a weight assigned to it.

The weight represents quantities such as distance or cost.
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In figure 2.2 we can see an example of a weighted undirected graph and an unweighted

directed graph.

Figure 2.2. Left: a weighted undirected graph

Right: an unweighted directed graph

Neighbourhood Two nodes are neighbours, or adjacent, if they are connected by an

edge. The neighbourhood Nu of a node u is the set of nodes adjacent to it.

Nu = {v ∈ V : (u, v) ∈ E} (2.1)

Clique A clique is a subset of V where every pair of nodes is connected by an edge. A

clique of k nodes has
k(k−1)

2
edges. A clique of 4 nodes is shown in figure 2.3.

Figure 2.3. Nodes B,D,E,G form a clique

2.1.2 Graph representations

In this section we outline the two most common graph representations. There are

benefits to using either, which depend on the situation.

Adjacency matrix

The adjacency matrix A of a graph with n vertices is a square n × n matrix where

each row and column corresponds to a vertex. If the edge (u, v) connecting the vertices

u, v exists then Auv = 1, else Auv = 0. The main advantage of adjacency matrices is that

they provide an immediate way to add, remove, or check if an edge exists. Inserting new
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vertices however is costly, and their n × n space requirement does not scale well for large

graphs.

Some properties of the adjacency matrix:

• In undirected graphs the adjacency matrix is symmetric

• In weighted graphs the elements of the adjacency matrix are the weights of the edges

• In graphs without self-edges the diagonal of the adjacency matrix is all zeros

Adjacency list

The adjacency list of a graph with n nodes is a set of n lists. Each list’s elements are

the neighbours of a specific node. Adjacency lists are more space-efficient than adjacency

matrices, especially in sparse graphs where the number of edges is small. They provide

a quicker way to iterate over all edges, but checking for the existence of a specific edge is

costlier than in adjacency matrices.

2.2 Complex networks

Complex networks are graphs with a complicated structure whose properties depend

largely on the way the nodes connect and interact with each other [7]. Most real-life

networks are complex, such as social networks or computer networks [8], [9]. This section

presents some common metrics used to study the structure and behaviour of complex

networks.

2.2.1 Degree distribution

The degree of a node is defined as the number of nodes adjacent to it, or the size of its

neighbourhood. The degree distribution of a network is the probability distribution that

describes the probability of a node in the network having a specific degree.

In weighted graphs, the strength of a node is the sum of weights of the edges connected

to it. In directed graphs, we define an in-degree and an out-degree (similarly in-strength

and out-strength) using only edges where the given node is the target or the destination

node.

The degree distribution can give some insight on the type and structure of the graph.

In section 2.2.6 we compare the degree distribution of two different network models (fig-

ures 2.7 and 2.10).

2.2.2 Average path length

A path is defined as a sequence of nodes where every two consecutive nodes are linked

by an edge. If the nodes in a path are distinct, it is called a simple path. The length of the

shortest path between two nodes is called their distance.

The average path length of a network is the mean of the lengths of the shortest paths

between every pair of nodes in the network. If d(u, v) is the distance between nodes u, v
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of a graph G with |V | = n, then the average path length lG is calculated by:

lG =
1

n(n − 1)

∑
u,v∈V

d(u, v) (2.2)

The average path length is a way to estimate how quickly information travels inside a

network. It can also be used to predict the spread of epidemics [36].

2.2.3 Clustering coefficient

In many complex networks, nodes tend to cluster together and create local communi-

ties with lots of connections between them. This behaviour is measured by the clustering

coefficient. Quantifying the existence and strength of communities is important in appli-

cations such as recommendation systems [11] or epidemiology [12], [13]. The clustering

coefficient can be measured either across the whole network or on a single node.

Global clustering coefficient

The global clustering coefficient C is a way to quantify how clustered a network is as a

whole.

C =
3 × number of triangles

number of triplets
(2.3)

Local clustering coefficient

The local clustering coefficient refers to a single node and measures how closely con-

nected its neighbours are. It is calculated by dividing the number of connections between

the node’s neighbours to the total possible connections between them (which is the case

if they formed a clique). If ku = |Nu | then the local clustering coefficient Cu of node u is:

Cu =
2 × |{eij : i, j ∈ Nu , eij ∈ E}|

ku(ku − 1)
(2.4)

Figure 2.4 shows the local clustering coefficient of a node, marked in green, in three

different scenarios. On the left, all three edges exist between the neighbours of the green

node, so its local clustering coefficient is 1. In the middle, only one of the three edges

exist, so the local clustering coefficient is
1

3
. On the right, no edges exist between the

three neighbours, so the local clustering coefficient of the green node is 0.

Average clustering coefficient

The average clustering coefficient is an alternative to the global clustering coefficient

and is measured by calculating the mean of the local clustering coefficients of all n nodes

in the network.

C =
1

n

n∑
i=1

Ci (2.5)
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Figure 2.4. Example of the calculation of the local clustering coefficient of the green node

in three different scenarios [1]

2.2.4 Centralities

Node centralities are metrics that indicate the importance of nodes in a network. There

are multiple ways to measure the centrality of nodes, as different problems and networks

view different properties as more important [37], [38], [39]. In this section we present

some of the most popular centrality metrics.

Degree centrality

The simplest centrality measure is the degree centrality, which is equal to a node’s

degree. Nodes with many neighbours are deemed more important, because they have

many connections and control the information flow. If A the adjacency matrix of a network

G = (V, E) with n nodes, then the degree centrality of node i ∈ V is:

CD(i) =
n∑

j=1

aij (2.6)

Sometimes the normalised degree centrality is used:

C
′
D

(i) =
1

n − 1

n∑
j=1

aij (2.7)

Closeness centrality

Closeness centrality values how close a node is to all other nodes. It is a way to

estimate how quickly information travels from a node to the rest of the network. It is

measured by dividing the total number of nodes minus the source with the distance of

the source to all other nodes. For this reason closeness centrality is only defined if the

network is connected, which means a path should exist between any pair of nodes.

CC(i) =
n − 1∑

n

j=1
d(i, j)

(2.8)
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Betweenness centrality

Betweenness centrality is a metric that estimates the importance of a node based

on the number of shortest paths between all nodes in the network that pass through

it. A node with high betweenness centrality controls a large amount of the information

that flows through the network, since many paths go through it, whereas a node with

low betweenness centrality can be bypassed via different nodes. For a node u ∈ V , the

betweenness centrality CB(u) is defined by iterating through every pair of nodes i, j ∈ V

and dividing the number of shortest paths σij(u) between i and j that pass through u by

the total number of shortest paths σij between i and j.

CB(u) =
∑

i,j,u∈V

σij(u)
σij

(2.9)

Figure 2.5 shows a graph whose nodes are coloured based on their betweenness centrality,

from blue denoting high values to red denoting low values. As expected, the nodes on the

outside of the graph have lower betweenness centrality than the more central ones.

Figure 2.5. A graph coloured based on the betweenness centrality of the nodes [2]

Edge-betweenness centrality

Edge-betweenness centrality is a metric similar to node betweenness centrality, but

referring to edges instead of nodes. It is defined as the fraction of shortest paths between

all pairs of nodes that pass through a given edge. Like node betweenness centrality, many

paths go through edges with a high value of edge-betweenness centrality, so those edges
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control the flow of information throughout the network. This metric is used in Girvan-

Newman’s community detection algorithm [14], further discussed in section 2.4.2.

2.2.5 Complex network characteristics

Most networks that appear in real-life situations are complex networks and have

various characteristics. Some of the most important features of real networks are listed

in this section.

• Dynamic topology: Real networks usually don’t have a static number of nodes and

edges. New nodes connect to the network and existing links may change with time.

This property makes analysis of real networks especially challenging.

• Small-world effect: Networks where the average shortest path length is small and

the clustering coefficient is relatively high exhibit small-world behavior. In small-

world networks most pairs of nodes can be connected by a small number of hops.

This means that information travels relatively quickly even in large networks. In

a study by Leskovec and Horvez in 2008 [40], a network of 180 million nodes was

created from Microsoft Messenger instant-messaging conversations between users.

Despite the large size of the network it was found that the average path length was

only 6.6 hops.

• Preferential growth: In evolving real networks, new nodes tend to connect to ex-

isting nodes that have a large number of existing links. Nodes with a large number

of connections are called hubs and they have a higher probability of connecting to

new nodes than nodes with only a few connections.

• Scale-free distribution: The result of preferential attachment in real networks is

that their degree distribution tends be exponential. This means that there are many

nodes with only a few neighbours and a few nodes, the hubs, with a large number

of links. More specifically, the fraction P(k) of nodes with k neighbours follows

P(k) k
−γ

, where γ is a parameter usually valued between 2 and 3.

2.2.6 Synthetic network models

Many models exist that attempt to simulate the behaviour of real networks. In this

section some popular models for synthetically creating networks are presented.

Regular graphs

Regular graphs are graphs where all nodes have the same degree. In k-regular graphs

all nodes have degree k.

Lattice graphs are a similar model where the graph is organised like a grid. Not all

nodes have the same degree but there are only a few possible degrees and there is an

obvious pattern for the graph’s creation.

Examples of regular-like networks are crystallic molecular structures or mobile cellu-

lar networks. Figure 2.6 shows a 2-regular graph and a lattice graph.
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Figure 2.6. Left: a 2-regular graph

Right: a lattice graph

Erdős-Rényi G(n,M) model

A model was proposed by Erdős and Rényi [28] in 1959 to create random graphs with

n nodes and M edges. The model chooses with equal probability a graph out of all possible

graphs with n nodes and M edges.

Random graphs are mostly used for comparison purposes with other models, but

they can also be used to model neural networks. An example of the normalised degree

centralitiy distribution of an an Erdős-Rényi network is shown in figure 2.7.

Figure 2.7. The normalised degree centrality distribution of an Erdős-Rényi network with

n=42 nodes and M=150 edges. The distribution follows a Gaussian curve.

Gilbert’s G(n,p) model

The G(n, p) model for random graphs with n nodes was also proposed in 1959 by

Edgar Gilbert [27]. A Bernoulli trial with probability p is performed independently for

each possible edge, and the edge is added to the graph in case of success. In other words,

for every pair of nodes the edge connecting them is added with probability p independently
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of other edges.

The number of edges in a G(n, p) graph follows a binomial probability distribution

B

((
n

2

)
, p

)
. The expected number of edges is

(
n

2

)
p. If p = 1 then the resulting graph is a

complete graph with all possible

(
n

2

)
=

n(n−1)
2

edges.

For large enough n the G(n, p) model approximates a G(n, M) model with M =
(
n

2

)
p,

because by the law of large numbers the number of edges will tend to the expected value.

This happens when pn
2 → ∞ as n → ∞. Therefore in this case the two models can be

used interchangeably.

Random Geometric Graphs

Random Geometric Graphs G(n, r) are graphs with n nodes that have randomly as-

signed coordinates in a metric space. Two nodes are connected by an edge if their distance

in the metric space is smaller than a radius r. An example is shown in figure 2.8.

This model creates graphs with a relatively high average clustering coefficient, be-

cause nodes that are close in the metric space are connected, forming well-connected

communities [41].

RGGs are often used to model road networks and other geographical data, as well as

in statistical data analysis, due to the nature of their construction.

Figure 2.8. Example of a random geometric graph [3]
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Watts-Strogatz model

The Wattz-Strogatz model proposed in 1998 [42] creates graphs with the small-world

property that was analysed in 2.2.5. The model initially creates a k-regular graph with n

nodes. Afterwards, each edge (u, v) from the regular graph is randomly rewired to (u, w)
with probability p, where w ∈ V, w , u , v a node chosen uniformly at random among

V . This model results in graphs with a small average path length and high clustering

coefficient. If p = 0 then the result is a k-regular graph, while if p = 1 the result is a

random graph. As p changes from 0 to 1 the network becomes more random, as seen in

figure 2.9.

Figure 2.9. Example of a Wattz-Strogatz network with n = 10 and k = 4. On the left with

p = 0 the result is a regular graph. In the middle with p = 0.3 a small-world network. On

the right p = 1 so the graph is random.

Barabasi-Albert model

Barabasi and Albert proposed a model in 1999 [43] simulating preferential network

growth in order to create scale-free networks. The model initially has m0 nodes randomly

connected with each other and continues by adding new nodes one at a time. Each

new node is connected to m ≤ m0 already existing nodes, with a higher probability of

connecting to nodes with high degrees. More specifically, the probability of a new node

connecting to node u is p(u) = |Nu |∑
v∈V |Nv |

where |Nv | the degree of node v. An example of the

normalised degree centrality of a Barabasi-Albert network is shown in figure 2.10.

2.3 Machine Learning

Machine learning is a computer science field that studies methods and algorithms

that allow machines to learn from data, called training data, and apply their knowledge

to solve problems such as classification or data analysis.

2.3.1 Supervised learning

Supervised learning is a sub-field of machine learning where the training data are

labelled, which means each data point consists of a feature vector and a label. The goal

is to learn a function that will enable the correct classification of new data points given

their feature vector.
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Figure 2.10. The normalised degree centrality distribution of a Barabasi-Albert network

with n=42 nodes and m=4. Unlike the random graph in figure 2.7, the distribution is

exponential.

Supervised learning is mostly used for classification problems, where the model trains

on data that are labelled as different classes and then is tasked to assign labels to new

data. Examples of applications include handwriting recognition [44], spam email filtering

[45] and satellite image classification [46].

2.3.2 Unsupervised learning

Unsupervised learning is a sub-field of machine learning where the training data are

not labelled. It includes methods for data analysis and exploration as well as generating

new data.

The most common problems in unsupervised learning are clustering and anomaly

detection. Clustering is used to group data into smaller groups, where data points inside

the same group have similar properties. It can be applied to a variety of fields such as

medicine [47], political and social science [48] and data mining [49]. Anomaly detection

refers to the problem of identifying abnormal data and is expanded upon further in 2.3.5.

2.3.3 Deep learning

Deep learning refers to machine learning models that attempt to simulate neural net-

works like the human brain. Multi-layered architectures are used to create artificial neu-

ral networks which are very powerful but require a lot of training data and computational

resources [50].

Deep learning is very successful in computer vision [51], natural language processing

[52] and speech recognition [53].
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2.3.4 One-class classification

One-class classification is a machine learning problem that attempts to describe a

single class of objects and distinguish them from other objects. The training data consists

only of objects from the class, as opposed to supervised classification problems where

there exist labelled data from all classes during training.

The goal is to identify whether new data belongs to the learned class or not, thus there

are applications in novelty detection, anomaly and outlier detection. Novelty detection

refers to identifying new classes of objects that may start appearing, whereas anomaly

and outlier detection attempt to identify exceptional data points. One-class classification

is also used in scenarios with highly imbalanced training data [54], as in these cases

traditional classification methods tend to have heavy bias towards the majority class.

One-class classification methods can be split into three large categories:

• Density estimation methods: These methods assume the data follows a probabil-

ity distribution, for example Gaussian, and try to find the distribution parameters

that best fit the data. New points are evaluated based on a threshold.

• Boundary methods: These methods attempt to set a boundary around the training

data based on a few target points, for example the K-centers algorithm [55].

• Reconstruction methods: Reconstruction methods create a generating model that

fits the data, for example self-organising maps [56].

2.3.5 Anomaly detection

Anomaly detection refers to the problem of identifying abnormal events and data points

that deviate significantly from the majority of the data. These data points may make

calculations unnecessarily difficult due to being outliers. For example, in supervised

learning, detecting and removing exceptional training data often improves the results of

the model [57]. Similarly, prediction models for time-series also benefit from the removal

of outlier data [58].

Anomalous data points may also have different origins from the rest of the data, in

which case the goal is to identify these events. Anomaly detection is commonly used in

cybersecurity [59], [60] in order to detect network attacks. Other applications include

medicine [61], financial fraud detection [62] and industrial quality assurance [63].

Some categories of anomaly detection methods are the following:

• Statistical methods: These methods fit the data into a probability distribution and

check which points deviate most from it.

• Density methods: The main idea behind these methods is that the majority of the

data is similar and creates a dense population, so the outlier points are in sparser

regions. An example technique is isolation forests [64].

• Clustering methods: These techniques group the data into similar clusters and

outliers are detected based on their distance to the clusters. An example clustering

algorithm is K-means, explained in 2.3.6.

54 Diploma Thesis



2.3.6 K-means clustering

• Deep learning: Neural networks can be used to learn patterns from data and detect

new points that do not follow these patterns. Long short-term memory neural

networks (LSTMs) are often used for this purpose [65].

• Bayesian networks: These methods calculate the probability that an event occurs

based on previous events. Events with low probability are deemed anomalies.

2.3.6 K-means clustering

K-means clustering is an unsupervised learning algorithm that splits data points into

k clusters [66]. It is an optimisation problem with the goal of finding an assignment of

points to clusters such that the sum of the distances of the data points to the mean of

their cluster is minimised. The cluster means can then be used for classification, as new

points can be assigned to their closest cluster.

The problem is NP-hard [67], but there are many algorithms that find potentially

sub-optimal solutions. We will examine the most popular one, which after an initialisa-

tion phase, iterates over 2 steps until the cluster means converge. During initialisation,

coordinates are assigned to the means of the k clusters. There are many methods for

initialisation [68], but the most common is to randomly pick k data points and assign

their coordinates as cluster means.

The algorithm then repeats the following two steps until the cluster means no longer

change, or change less than a given tolerance. It converges to a local optimum as long as

euclidean distance is used.

• Calculate the distance of each data point to every cluster mean and assign it to the

nearest one.

• Compute a new mean for each cluster by averaging the coordinates of all data points

belonging to it.

2.4 Community Detection

Complex networks have a tendency to form communities, which are sets of nodes

more densely connected among each other than the rest of the network [10]. Knowledge

of these communities may allow a better understanding of the structure of the network

and spreading of information inside it, so their detection is a problem with an abundance

of applications. For example, community-based recommendation systems take advantage

of the fact that users in the same community are more likely to have similar interests [11].

Communities can also be used to examine the spread of epidemics such as COVID-19 [12],

[13].

Detecting communities in networks is a difficult problem, because the number, size

and density of communities is unknown and may vary. For this reason there exist multiple

algorithms that tackle it, each with different advantages and disadvantages. They are

usually evaluated based on accuracy, execution time and/or computational complexity.

Furthermore, depending on the problem, communities may overlap or not, meaning that
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in certain problems a node may belong to multiple communities, whereas in others each

node belongs to a single community.

An extensive survey was published in 2021 by Moscato and Sperli [69] comparing

many different community detection algorithms based on their complexity and the type

of problem they solve, i.e., whether the communities are strong and/or overlapping. A

community is called strong if every node that belongs to it has more within-community

neighbours than outside-community neighbours, whereas it is called weak if there are

more total edges inside it than edges connecting a node from the community to a node

outside it.

In the survey, community detection techniques are classified into five broad categories

depending on if they use topological features of the networks, game theory optimizations,

artificial intelligence (AI), fuzzy or greedy methods. The AI category is further divided

into two subcategories: network representation learning and deep learning, which will be

discussed in section 2.4.7.

2.4.1 Hierarchical communities

Many community detection algorithms follow a hierarchical approach, which means

that communities may have smaller communities inside them. Depending on when the

algorithms stop, the resulting communities are larger or smaller. There are two categories

of hierarchical methods, depicted in figure 2.11:

• Agglomerative methods begin by having each node be its own community, and

continue by merging communities with each other until the whole network is a

single community.

• Divisive methods are the opposite. At the beginning the whole network is a single

community and it is constantly divided into smaller communities until each node is

its own community.

We will now present the community detection methods used in this diploma thesis.

2.4.2 Girvan-Newman algorithm

The Girvan-Newman algorithm [14] is a divisive hierarchical community detection al-

gorithm which performs an iterative removal of edges that disconnect the network. The

number of communities to detect has to be specified beforehand, then the algorithm re-

moves edges from the network until the correct number of connected components remain,

each of which is a community.

The algorithm decides which edge to remove based on the edge-betweenness central-

ity metric. Edges with a low edge-betweenness centrality are more likely to be within-

community edges, because they can be bypassed by other edges in the community. On

the other hand, edges with a high edge-betweenness centrality are more likely to connect

two different communities, since all shortest paths between pairs of nodes, one from each
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Figure 2.11. Hierarchical communities, edited from [4]

community, have to pass through that edge. For this reason each iteration of the algo-

rithm removes the edge with the highest edge-betweenness centrality. Figure 2.12 shows

a network partitioned into five communities via Girvan-Newman’s algorithm.

Girvan-Newman algorithm can be summarised as follows, given a specified number of

communities k.

1. Calculate the edge-betweenness centrality of all edges in the network.

2. Remove the edge with the highest edge-betweenness centrality.

3. If the number of connected components in the network is k, stop. Otherwise repeat

steps 1 and 2.

The main problem with this algorithm is its O(nm
2) time complexity, due to the con-

stant calculations of edge-betweenness centrality. This makes it unviable for modern

large-scale network applications. An alteration that speeds it up is to remove multiple

edges during step 2 instead of just one. This may result in less accurate communities

but saves a significant amount of time, because the edge-betweenness centralities are

computed fewer times overall.

2.4.3 Louvain method

The Louvain method for community detection [15] is a greedy method that attempts to

optimise the modularity score of the resulting communities. Modularity is a measure used

to evaluate community detection methods, explained further in section 2.4.9. Two ad-

vantages of this algorithm relative to Girvan-Newman is that the number of communities

is not specified at the start, and the time complexity is only O (n log(n)).
The Louvain algorithm is an agglomerative hierarchical method. It consists of three

steps that are repeated until modularity no longer increases:

1. Assign each node of the network to its own community.
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Figure 2.12. An example of Girvan-Newman’s algorithm applied to a network to separate

it into five communities.

2. For each node, calculate the modularity score after assigning it to the communities

of each of its neighbours. Assign the node to the community which results in

the largest modularity increase than if it remained in its own community. If no

reassignments increase the modularity, leave the node in its own community.

3. Create a new network, where each previous community corresponds to a single

node. Edges within a community are turned into self-loops. Multiple edges from

one community to another are turned into a single edge between two nodes, with a

weight equal to the number of edges that connected the communities. Repeat from

step 1 with the new network.

The Louvain method is similar to the Clauset-Newman-Moore greedy method [70]. The

Clauset-Newman-Moore method also begins with each node in its own community, and

repeatedly joins pairs of communities into one in order to maximise modularity.

2.4.4 Walktrap

Walktrap [16] is a community detection algorithm that uses random walks. It is

an agglomerative hierarchical method based on the idea that short random walks in a

network tend to stay in the same community, as most edges in a community are within
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itself. These random walks are easy to compute and are used to create a custom distance

metric, based on which the communities are joined. The complexity of the algorithm is

O(mn
2) in the general case and O(n2

log(n)) for sparse graphs.

2.4.5 Spectral clustering

Spectral clustering is a clustering algorithm that uses the eigenvectors of the Laplacian

matrix of a network [17]. The Laplacian matrix of a network is defined as follows:

L = D − A (2.10)

where A the adjacency matrix of the network and D a diagonal n × n matrix where Dii is

equal to the degree of node i. After the Laplacian matrix of the network has been com-

puted, we also calculate its eigenvalues and eigenvectors. For detecting k communities,

the k eigenvectors corresponding to the k largest (or smallest) eigenvalues are selected.

K-means clustering is then applied (see section 2.3.6) on the vectors created by grouping

each row of all eigenvectors. The results of K-means clustering are the communities.

2.4.6 Hyperbolic Girvan-Newman

Hyperbolic Girvan-Newman (HGN) [5] is a variation of the classic Girvan-Newman

algorithm that utilises a mapping of the network into hyperbolic space in order to more

efficiently calculate the edge-betweenness centralities. Before the algorithm is explained,

we will make a short introduction to hyperbolic embedding.

Hyperbolic Embedding

Mapping networks into low dimensional geometric spaces while preserving their prop-

erties is a difficult challenge with a lot of benefits such as better visualisation or quicker

calculations of distances.

This work by Serrano and Boguñá [71] presents hyperbolic geometry as an ideal

metric space for mappings of complex networks, since it preserves important qualities

such as the small-world property, scale-free degree distribution. Two equivalent models

are discussed, the first of which gives each node an angular position in a circle and a

hidden degree. The second model gives each node coordinates inside a disk, where nodes

closer to the center are more popular. The probability of two nodes in the real network

being connected is relative to their proximity in the hyperbolic space (similarity) and their

popularity. The hyperbolic embeddings also preserve the initial network’s communities,

as well as mimic the phenomenon of new nodes tending to appear in popular regions.

An algorithm to create popularity-similarity models in hyperbolic 2-dimensional space

is hypermap [72]. An example of its application is shown in figure 2.13.

Another algorithm for hyperbolic embedding of networks is Rigel embedding [18]. In

the hyperbolic geometry used by this algorithm, the distance dH (x, y) between two points

x, y is given by:

coshdH (x, y) =
√

(1 + ||x ||2)(1 + ||y||2)− < x, y > (2.11)
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Figure 2.13. An example of the Hypermap algorithm used to embed the above network

into hyperbolic space. Hypermap follows the disk model, which means nodes closer to the

center are more popular in the real network (high degree) and nodes near each other in the

disk are more likely to be connected in the real network.

where ||x ||, ||y|| the euclidean norms and < x, y > the inner product of x, y. Rigel algorithm

selects a subset of l << n nodes from the network, called landmarks. The first step

of the algorithm assigns hyperbolic coordinates to the landmarks by solving a global

optimisation problem, in order for the hyperbolic distances of each pair of landmarks to

be as close as possible to the hop distances of the nodes in the original network. In the

next step of the algorithm the coordinates of the rest of the nodes are computed based on

the coordinates of the landmarks, so that the hyperbolic distances of each node to all the

landmarks are as close as possible to their hop distances before embedding.

Hyperbolic Edge-Betweenness Centrality

Girvan-Newman algorithm for community detection does not scale well for large net-

works, as discussed in 2.4.2, because the constant computation of edge-betweenness

centralities is costly. However, by embedding the network into hyperbolic space an ap-

proximation to edge-betweenness centrality can be calculated much more efficiently [19].

The approximation measure is called Hyperbolic Edge-Betweenness Centrality (HEBC)

and utilises the coordinates of the nodes in the hyperbolic space produced via Rigel em-
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bedding.

Instead of shortest paths between nodes, greedy paths are used in the hyperbolic

space. A greedy path is a path with a source node and destination node. It begins from

the source node and chooses each next node as the one closest to the destination. Greedy

paths in hyperbolic space tend to be of similar length as shortest paths in the real network,

but the number of greedy paths between two nodes is not always the same as the number

of shortest paths between them in the real network. For this reason the HEBC may differ

from the EBC which results in a loss of accuracy. However, calculating greedy paths is

much quicker than shortest paths, so HEBC is more computationally efficient than EBC.

The algorithm for computing HEBC is shown in figure 2.14.

Figure 2.14. HEBC Algorithm [5]

Hyperbolic Girvan-Newman algorithm

The HGN algorithm, similarly to the Girvan-Newman algorithm, requires the number

of communities k to be given as input. There is an extra parameter b, the batch size,

which signifies the number of edges removed each iteration. It is described in [5] and can

be summarised as follows:

1. Embed the largest connected component into hyperbolic space.

2. Calculate the HEBC of all edges and remove the b edges with the largest values.
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3. If the number of connected components is equal to or higher than k, stop. Else

repeat steps 1 and 2.

Even though there is some initial overhead for the network embedding, this is far

less costly than the time saved by calculating HEBC instead of EBC. For this reason the

HGN algorithm is much faster than the original Girvan-Newman. There is some loss of

accuracy due to the inaccuracies caused by HEBC, but the authors of [5] showed that the

HGN algorithm produces communities of similar modularity as Girvan-Newman. Thus it

is a viable alternative for larger networks where the classic algorithm struggles.

In [73] the HGN algorithm was extended to work with graph databases. A graph

database is an alternative graph representation to the common adjacency matrix, which

is used for very large networks. The modified HGN algorithm stores all the necessary

information in the database, such as hyperbolic coordinates and neighbours of nodes,

and extracts any information it needs through SQL queries.

2.4.7 Deep learning methods

There have been many successful attempts to utilise deep learning models to solve

community detection problems, some of which are outlined in a 2021 survey by Su et

al. [74]. The survey divides the algorithms into six categories. The classification is

based on the deep learning models used: convolutional neural networks, attention mech-

anisms, generative-adversarial training, autoencoders, nonnegative matrix factorization,

and sparse filtering.

2.4.8 LFR Benchmark

The Lancichinetti–Fortunato–Radicchi (LFR) benchmark [75] is a synthetic network

generation model that creates networks with known communities. It is used to compare

different community detection algorithms.

The model creates scale-free networks where node degrees follow a power-law dis-

tribution with exponent γ. The minimum, average and maximum degree are set. The

community sizes also follow a power law distribution with exponent �. The model also

has a parameter µ, called the mixing parameter, which inversely controls the fraction of

neighbours of a node that belong to the same community as the node itself. The value of

µ is between 0 and 1, where at µ = 0 all links from a node are with nodes of the same

community, and at µ = 1 they are with nodes of other communities.

A 2016 analysis by Yang et al. [76] compares eight different algorithms using the

LFR benchmark. The algorithms are compared in terms of execution time, empirical

mixing parameter, and accuracy, which is calculated by the NMI with the ground truth

generated for the LFR networks. In the end, the authors note the best algorithms for

certain regions of values of mixing parameter and network size. The proposed strategy to

find the optimal algorithm for an application is to first run a good algorithm to estimate

the mixing parameter, if unknown, and then pick the best method in the corresponding

region.
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2.4.9 Evaluation Metrics

In this section we will present two common metrics used to evaluate communities

produced by community detection algorithms.

Normalised Mutual Information

Accuracy in community detection is often measured using the normalised mutual

information (NMI) of the results of the algorithm and the ground truth communities. The

mutual information between two discrete random variables X, Y is defined as:

I(X ; Y ) =
∑
y∈Y

∑
x∈X

pXY (x, y)log

(
pXY (x, y)

pX (x)pY (y)

)
(2.12)

The normalised mutual information is then defined as:

NMI(X, Y ) =
2I(X ; Y )

H(X ) + H(Y )
(2.13)

where H(X ), H(Y ) the entropy of X, Y . In the case of community detection the random

variables X, Y denote the probability of a node belonging to a specific community in the

ground truth or the algorithm result. The distribution can be calculated empirically by

dividing the number of nodes in each community to the total number of nodes in the

network.

Modularity

Another measure used to evaluate the results of community detection methods is mod-

ularity, which compares the number of within-community edges to the expected number

if the edges were randomly distributed. It is often used when there is no ground truth

available for the communities, which is required in order to calculate the NMI. Modularity

takes values between −1

2
and 1, where positive values mean that there exist more edges

within communities than if the edges were random. It is defined as follows:

Q =
1

2m

∑
i,j∈V

(
Aij −

kikj

2m

)
δ(ci , cj) (2.14)

where m is the number of edges in the network, A the adjacency matrix, ki , kj the degree of

nodes i, j, ci , cj the communities of nodes i, j and delta(x, y) the Kronecker delta function:

δ(x, y) =

1 for x = y

0 for x , y

(2.15)

2.5 Botnets

Botnets are groups of devices connected to the Internet, such as computers, smart-

phones or Internet of Things (IoT) devices whose security has been breached and are
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controlled by a malicious actor. Each device is turned into a bot after it is infected by

some malicious software (malware) and can be then controlled remotely. Botnets are

used to perform a variety of attacks such as spamming, Distributed Denial-of-Service

(DDoS) attacks (see section 2.5.1), data theft (passwords, credit card numbers, corporate

information) or click fraud to generate false traffic [20].

Traditionally botnets operated via a client-server model. The bots (clients) would lis-

ten to a server waiting for incoming commands. The attacker would send instructions to

the bots through the server, then bots would execute the command and send the results

back through the server. Many client-server botnets used Internet Relay Chat (IRC), a

text-based low-bandwidth instant messaging system [22]. The bots would connect to an

infected IRC server appearing as normal users and joined a channel where the attacker

sent their commands. The disadvantage of IRC-based botnets is that anti-malware soft-

ware can shut down the server or channel where the botnet coordinated, leaving the

infected clients dormant since they no longer receive instructions. To avoid being shut

down, IRC-based botnets need to constantly switch channels and servers. A famous IRC

bot that is still being maintained is Eggdrop [77].

More recent botnets operate via peer-to-peer (P2P) models, to avoid the vulnerability

of centralised botnets. P2P bots can both send and receive commands. They randomly

probe other IP addresses until they recognise another infected device, and then exchange

information about other known bots and latest instructions. This way the botnet spreads

and updates itself. To ensure the authenticity of the commands, public key encryption

may be used so that a private key is necessary to control the botnet [78]. A famous P2P

botnet is Gameover ZeuS [23] which was used for bank fraud.

2.5.1 Distributed Denial-of-Service attacks

A denial-of-service (DoS) attack is a type of cyber attack that aims to render a device or

service unavailable by overwhelming it with requests until it is unable to process normal

requests. A DDoS attack is a type of DoS attack that utilises many different sources to

launch DoS attacks, making it harder to defend against. While simple DoS attacks can

be mitigated by blocking traffic from the attacker, it is much more difficult to separate

normal from malicious traffic during distributed attacks. The compromised devices may

also hide their IP address by using a random one (spoofing) to make it near impossible to

pinpoint the source of the attack [79].

Botnets are often used to conduct DDoS attacks, as the attacker can command the

bots to spam the target with requests. A famous case was the Mirai botnet attacks in

2016 [21] that infected over half a million machines in the US east coast. Mirai is a

malware that targets consumer IoT devices turning them into bots that can be controlled

remotely, which are then used to launch DDoS attacks.

2.5.2 Botnet detection

Due to the high frequency of DDoS attacks [24] many methods have been developed

attempting to detect and stop botnets. Botnet detection methods can be broadly split into
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host-based and network-based techniques [25]. Host based techniques rely on monitoring

a single machine, checking for suspicious files, high processing overhead, etc. Network

based techniques monitor the traffic of a whole network either by passively waiting for

possible bot-commander communications or by sending test packets into the network

and observing the reaction.

We will now summarise a number of different botnet detection approaches:

• Anomaly-based: A very popular approach to botnet discovery is to utilise anomaly

detection techniques to detect unusual traffic [80], [81]. Network anomalies may be

unexpectedly high traffic, increased traffic on mostly unused ports, or higher than

usual latency. They may also be loosely defined deviations, after modelling normal

behavior [82].

• Signature-based: Signature-based methods make use of the signatures of known

botnets in order to detect them [83], [84]. They are incredibly quick and accurate

for detecting well-known botnets but cannot detect unknown botnets.

• DNS-based: DNS-based methods rely on monitoring Domain Name System (DNS)

requests on a network, for example by analysing the frequency of failed DNS reso-

lution requests since bots often used unregistered domains [85].

• Honeypots: A honeypot is an intentional vulnerability within a network aimed to

attract botnet attacks in order to obtain informtion about their behavior [86], [87].

• Deep learning: Recent advances in botnet detection also utilise deep learning tech-

niques such as graph convolutional networks [88], deep graph autoencoders [89],

transformers [90], etc.
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Methodology

The method we use for botnet detection largely follows the method described in [26],

but with different community detection algorithms in the last stage. The method consists

of two broad parts. The first part analyses network traffic attempting to identify time

periods with anomalous traffic, utilising anomaly detection methods. The second part

detects bots in the selected anomalous time periods. In this section we will describe the

method in detail.

3.1 Anomalous window detection

The first part of the botnet detection method is to use anomaly detection techniques

to identify time periods with unusual network traffic. We use statistical deviation based

anomaly detection. Initially, a training period without bots is used to generate a reference

distribution of normal traffic. Afterwards, the evaluation period is split into smaller

windows, and traffic from each window is compared to the normal traffic. Large deviations

from the normal behaviour are deemed anomalous.

We use two different approaches to this problem depending on if the input traffic is in

netflow or pcap format.

3.1.1 Netflow files

In the netflow format each flow represents a communication session between two

hosts. It includes a lot of relevant information such as the duration of the communication,

the total number of packets and/or bytes transmitted, what protocol was used, etc.

The flows may be unidirectional or bidirectional. If there is traffic between two hosts

A and B, who both send packets to each other, it can be represented as two separate

unidirectional flows, one from A→B and one from B→A, or it can be represented as a

single bidirectional flow.

The general idea of anomaly detection using netflow files is to select a number of fea-

tures from the flows, quantize them, and treat the resulting vector as a value of a discrete

random varable. An empirical probability distribution is then created using all vectors

inside a time window. This distribution created from the training period is the reference

used to evaluate future time windows for possible anomalous behavior. The comparison

of a probability distribution from an evaluation window with the reference distribution is
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done using the Kullback-Leibler (KL) divergence of the discrete distributions:

D(p || q) =
∑
x∈X

p(x) log

(
p(x)
q(x)

)
(3.1)

where p the evaluation distribution, q the reference distribution and X the common

sample space of the two distributions. It should be noted that if the evaluation window

contains a value xi that was not encountered in the training period, q(xi) = 0 resulting in

the KL divergence being undefined.

After calculating the KL divergence of the two distributions, the resulting value is

compared to a threshold. If it is larger than the threshold then the time window is

anomalous.

3.1.2 Pcap files

Pcap files contain information about individual packets transmitted through a net-

work. The main idea behind anomaly detection on pcap files is to create interaction

graphs and measure their degree distribution. A graph model is chosen based on the

degree distribution obtained during the training period. The evaluation period distribu-

tions are compared to the reference using a different function depending on the model

used, and if the divergence is higher than a threshold then the window is considered

anomalous.

The interaction graph for a given time window is a graph whose nodes are the set of all

hosts that sent or received a packet during that time window. If two nodes interacted with

each other inside the time window then they are connected by an edge in the interaction

graph. In order to create a larger distribution of node degrees during the training period,

it is split into smaller time windows. Some of these time windows are selected, possibly

at random, and some nodes are chosen, also possibly randomly, to sample their degree

on the interaction graph of those windows. This way we can get a set of M node degrees

D = {d1, d2, ...dM }.

Selection of a graph model

After obtaining D, we calculate whether it is more likely to be the distribution of a

random graph or a preferential attachment graph. For the random graph we use a Poisson

approximation of the Gilbert G(n, p) model.

On a G(n, p) random graph, the degree of any node follows a binomial distribution. As

n → ∞ and if np is constant, the binomial distribution converges to a Poisson distribution

with parameter λ = np. For a G(n, λ/n) graph the log-likelihood of degree distribution D

is:

LRand(D; λ) = log(λ)
M∑

i=1

di − λM + C (3.2)

where C = −
∑

M

i=1
log(di!) and the parameter λ can be calculated by maximum likelihood
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estimation:

λ̂ =
1

M

M∑
i=1

di (3.3)

For the preferential attachment case, two different models are used: offset Barabási-

Albert [29] and Chung-Handjani-Jungreis (CHJ) [30]. Both models’ asymptotic degree

distributions are power-law like following PPA(k; γ) = k
−γ

ζ (γ) where γ is a parameter and

ζ (x) =
∑∞

n=1
n
−x

is Riemann’s zeta function. The log-likelihood of D is:

LPA(D; γ) = −γ

M∑
i=1

log(di) −M log(ζ (γ)) (3.4)

The parameter γ can also be calculated by maximum likelihood estimation:

γ̂ = φ
−1

(
−

∑
di>0 log(di)

M

)
(3.5)

where φ(x) = ζ̇ (x)
ζ (x) and ζ̇ (x) the first derivative of ζ (x).

It should be noted that in 3.4 if a sample degree di = 0, possibly due to observa-

tion error, then the logarithm tends to −∞. To deal with this possibility the authors

of [26] propose ignoring those values during summation and subtracting a penalty of

θ × (number of 0 values) at the end of 3.4.

Choosing a model between random and preferential attachment is done by comparing

the log-likelihood of D being generated from those models.

Anomaly detection test

The purpose of the training period is to select a graph model and estimate its parame-

ters. Afterwards, the evaluation period is also split into time windows and the interaction

graph for each of them is created. If the random graph model was selected, the degree

distribution q of each interaction graph is evaluated using the following function:

IRand(q; λ̂) = D(q || p
λ̂
) +

1

2
(q̄ − λ̂) +

q̄

2
log(λ̂) −

q̄

2
log(q̄) (3.6)

where D the KL divergence as defined in 3.1, λ̂ the MLE of the λ parameter calculated

during the training period by 3.3, p
λ̂

the reference distribution measured during the

training period and q̄ the expectation of the empirical distribution q of the time window.

If the value of IRand is higher than a threshold then the time window is considered to be

anomalous.

Otherwise, if the preferential attachment models are selected, the degree distribution

q of each interaction graph is evaluated using two different functions, one for each PA

model, and the minimum of the two is compared to a threshold. The function for the

offset Barabási-Albert model is:

IBA(q; â) =
∑
i≥0

(1 − [q]i)log

(
1 − [q]i

(i + 1 + â)qi/(2 + a)

)
+

1 −∑
i≥0

i qi log(2 + â)

 (3.7)
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where [q]i =
∑

i

j=0
qi , a a parameter of the offset Barabási-Albert model and â = γ̂ − 3.

The function for the CHJ model is:

ICHJ (q; p̂) = (1−q0)log

(
1 − q0

p̂ + (1 − p̂)q0/2

)
+

∞∑
i=0

(1−[q]i)log

(
1 − [q]i

(1 − p̂)(i + 1)qi/2

)
+

1 −∑
i≥0

i qi

 log

(
2

1 − p̂

)
(3.8)

where p a parameter of the CHJ model and p̂ = 1 − 1

1−γ̂
.

3.2 Botnet detection

Having detected a number of anomalous time windows, the next step in the process is

to identify the bots in these anomalies. It is difficult to detect bots directly, so we initially

detect highly influential nodes in the network, called pivotal nodes, which correspond to

botmasters or targets. By measuring each node’s interactions with the pivotal nodes and

the correlations with other nodes, we then construct the social correlation graph, where

bots are more likely to be connected to each other. The final step is to run a community

detection algorithm on the social correlation graph to detect the bots.

Initially, we organise the anomalous windows detected previously by creating sets of

interaction records. An interaction record (i, j, t) is a tuple of two nodes i, j and a timestamp

t which denotes that nodes i and j interact at time t. If the data was in netflow format,

each flow in the anomalous time windows can be directly converted to an interaction

record. Otherwise, if the data was in pcap format, each edge in the anomalous win-

dow’s interaction graph also represents an interaction record. This way the output of the

anomaly detection can be written as a sequenceA = {S1, ..., S|A|}, where Si = {ri,1, ..., ri,|Si |}

represents the i-th anomalous window containing interaction records ri,1, ..., ri,|Si |.

3.2.1 Pivotal nodes

The first part of the botnet discovery approach is to identify pivotal nodes, which are

the botnet’s leading nodes and its primary targets. Botnet leaders (botmasters) have to

control the rest of the bots, so they interact with them quite often, and in DDoS attacks

bots constantly interact with their targets, so these pivotal nodes have more interactions

than regular nodes.

If the total number of nodes in A is n, and the number of interactions between nodes

i, j in anomaly Sk is G
ij

k
, then we define the total interaction measure of node i as:

ei =
1

|A|

|A|∑
k=1

n∑
j=1

G
ij

k
(3.9)

This measure is a way to quantify the interactions of each node with all other nodes in

A. Using it we can define pivotal nodes as the set of nodes N with a total interaction

measure higher than a threshold τ:

N = {i : ei > τ} (3.10)
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3.2.2 Social Correlation Graph

Having identified the pivotal nodes, we now check the interactions between them and

regular nodes, because the interactions between bots and pivotal nodes are likely to be

correlated.

For each node i = 1, ..., n let Xi be the total number of interactions between i and

pivotal nodes. For each anomaly Sk let x
k

i
=

∑
j∈N G

ij

k
be the number of interactions

between node i and pivotal nodes in Sk. We calculate the mean X̄i and standard deviation

σ(Xi) of Xi for all i:

X̄i =
1

|A|

|A|∑
k=1

x
k

i

σ(Xi) =

√√√
1

(|A| − 1)

|A|∑
k=1

(xk
i − X̄i)2

(3.11)

We then calculate the correlation coefficient between all pairs of nodes i, j as follows:

ρ(Xi , Xj) =

∑|A|
k=1

(
(xk

i
− X̄i)(xk

j
− X̄j)

)
(|A| − 1)σ(Xi)σ(Xj)

(3.12)

and say that ρ(Xi , Xj) = 0 if σ(Xi) = 0 or σ(Xj) = 0. The correlation coefficient takes values

between -1 and 1.

Using the correlation coefficient, we create the social correlation graph (SCG). It is a

graph whose nodes are all nodes in A, and each pair of nodes i, j is connected by an edge

if |ρ(Xi , Xj)| > τρ, where τρ is a threshold.

3.2.3 Community Detection

Bots are more likely to be connected to each other in the social correlation graph

because their interactions with pivotal nodes are correlated. The bot detection problem is

now transformed into a community detection problem. By detecting communities in the

SCG we can separate the bots from the regular nodes and identify them.

After the SCG has been partitioned into communities, we have to decide which com-

munity is the botnet. The interactions between pivotal nodes and bots are expected to

be stronger than the interactions between pivotal and regular nodes. Using this idea, we

calculate the pivotal interaction measure ri for each node i:

ri =
1

|A|

|A|∑
k=1

∑
j∈N

ejG
ij

k
(3.13)

The community with the highest average pivotal interaction measure is labelled as the

botnet.
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Experiments

This chapter presents the experimentation carried out for this thesis, as well as in-

formation about the datasets and code used. The experiments test the botnet detection

process outlined in the previous chapter with focus on the comparison of different com-

munity detection methods on the botnet discovery section.

For each experiment we initially present information about the dataset and outline

any pre-processing we performed on the data. Next, we describe the training process

and show the results of anomaly detection on the datasets. Finally, the parameters used

for the creation of the SCG for each case are mentioned and the results of the different

community detection algorithms are shown both visually and numerically.

During the first and third experiment we attempted to replicate the settings used

in similar experiments in [26], by using the same datasets. However, in both cases

our experiments diverged, having different SCGs for the botnet discovery. The second

experiment was entirely original.

The community detection algorithms tested were Girvan-Newman, Louvain algorithm,

Spectral Clustering, Walktrap, and Hyperbolic Girvan-Newman. They were evaluated

based on the NMI and F1-scores of the botnet detection compared to the ground truth,

which was available for all experiments. The F1-score is calculated as follows:

F1 =
2 × TP

2 × TP + FP + FN
(4.1)

where TP the number of true positives (bots that were correctly identified), FP the number

of false positives (normal nodes identified as bots) and FN the number of false negatives

(bots missed).
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4.1 Code implementation

Almost all the code for the experiments was implemented in Python3. The exception

was Rigel embedding for the Hyperbolic Girvan-Newman algorithm, which was imple-

mented in C++ by [31]. The HGN code was written by the authors of [5] in Python3 and

uses the Rigel code above. We also used Wireshark [91], a network protocol analyzer, for

some initial pre-processing of pcap files.

The following Python libraries were used in our implementation:

• Networkx [92]: A package for the creation, manipulation, and study of the structure,

dynamics, and functions of complex networks. Most of the graph handling in our

experiments was done via networkx, including the Girvan-Newman and Louvain

algorithms.

• scikit-learn [93]: A machine learning library, from which we used the implementa-

tions for K-Means clustering, spectral clustering, NMI and F1-score metrics.

• Matplotlib [94]: A comprehensive library for data visualisation. All of our plots and

figures were created with matplotlib.

• pandas [95]: A package for data analysis and manipulation. Used for processing

our data when not in graph format.

• CDlib [96]: A specialised community detection library, from which we used the

walktrap implementation.
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4.2 Experiments on CTU-13 dataset

The first experiment we did started as an attempt to replicate the similar experiment

done in [26], however the parameters used for anomaly detection were not specified so

our results quickly diverged. This experiment utilises a netflow dataset and uses the

flow-based anomaly detection method. The size of the dataset was quite large so it had to

be scaled down significantly.

4.2.1 Dataset description

CTU-13 is a dataset captured in the Czech Technical University [32]. It includes 13

network captures with botnet traffic. The pcap captures were converted into bidirectional

netflow files and each flow was labelled as ’botnet’, ’normal’ or ’background’ by the authors

of the dataset.

We use the 2nd capture, which consists of 4.5 hours of traffic with a spamming IRC-

based botnet. IRC bots connect to IRC as clients appearing as normal users, but are

remotely controlled in order to spread malware or conduct DDoS attacks.

4.2.2 Data pre-processing of CTU-13 dataset

The netflow file we used from the CTU-13 dataset was 241MB in size containing

1808122 labelled flows, created from a 60GB pcap file of almost 72 million packets.

1.04% of those flows are bot flows, 98.33% background and the rest are normal. Each

flow had the following attributes:

• StartTime: The timestamp of the beginning of the flow.

• Dur: The duration of the flow in seconds.

• Proto: The protocol used.

• SrcAddr: The address of the source host.

• Sport: The port number of the source address.

• Dir: The direction of communication. ’->’ denotes that the communication was

one-way, while ’<->’ denotes that both hosts sent packets to each other.

• DstAddr: The address of the destination host.

• Dport: The port number of the destination address.

• State: Unused.

• sTos: Unused.

• dTos: Unused.

• TotPkts: Total number of packets exchanged.
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• TotBytes: Total number of bytes exchanged.

• SrcBytes: Number of bytes sent from the source to the destination.

• Label: The label of the flow: normal, botnet or background. Also contains a sum-

mary of the communication.

For our experimentation we limited ourselves to IPv4 flows. Using the Proto attribute

we filtered out the "ipv6", "ipv6-icmp", "ipx/spx" and "rarp" flows. We then checked the

source and destination addresses for any remaining IPv6 addresses, by checking if the

address contained the ":" symbol, and removed them. The remaining flows were 1808056.

We then removed the Proto, Dir, State, sTos, dTos and TotPkts columns, and replaced

the TotBytes column with a new column called DstBytes. DstBytes’s value was calculated

by subtracting the SrcBytes from TotBytes, and the result corresponds to the number of

bytes sent from the destination address to the source address. We also added another

column called EndTime, equal to the timestamp when the flow ended, whose value was

calculated by adding the duration of the flow and the starting time from the corresponding

columns.

Figure 4.1 shows the first five rows of the dataset after processing.

Figure 4.1. Snapshot of the CTU-13 dataset after processing.

4.2.3 Training period on CTU-13 dataset

The training period we used for the CTU-13 dataset were the first 25 minutes of flows,

where there was no bot traffic. The total number of training flows were 257718 (14% of

the dataset).

Since the file was in netflow format we used the flow method for anomaly detec-

tion. The following attributes of each flow were quantized, in accordance with the similar

experiment of [26]: source address, destination address, source port, destination port,

duration, source bytes, destination bytes.

The source and destination IP addresses were quantized using K-Means clustering

with 256 clusters, as described in 2.3.6. Before the algorithm was applied, the IP ad-

dresses were transformed into base10 integers using the following formula:

x10 =

4∑
i=1

256
4−i

ai (4.2)
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where a = (a1, a2, a3, a4) ∈ {0, 1, ..., 255}4 an IP address. The 117619 training addresses

were used to train the K-Means model, which will be used to fit the evaluation addresses

into their nearest cluster during evaluation.

The source port and destination port columns were quantized as follows:

qports(x) =



−1 for x ≤ 0 or missing or invalid

0 for x < 1024 (registered port)

1 for 1024 ≤ x < 10000

1 + x div 10000 for x ≥ 10000

(4.3)

where x is a port number.

The number x of source and destination bytes was quantized using the following function:

qbytes(x) =



0 for x = 0

1 for 1 ≤ x < 100

2 for 100 < x < 1000

3 for 1000 < x < 10000

4 for x ≥ 10000

(4.4)

Similarly, the duration x of each flow was quantized as follows:

qdur(x) =



0 for 0 ≤ x < 1

1 for 1 < x < 10

2 for 10 < x < 100

3 for 100 < x < 1000

4 for x ≥ 1000

(4.5)

Figure 4.2 shows the first five rows of the training dataset after quantization.

Figure 4.2. Snapshot of the quantized training data from the CTU-13 dataset.

After the data has been quantized, each flow is now represented by a vector of 7

integers. The values that the flow vector takes become the sample space of the reference

discrete random variable that represents the flows. An empirical probability distribution

is created by dividing the number of appearances of each vector value by the total number
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of training flows.

4.2.4 Anomaly detection on the CTU-13 dataset

A 5 minute evaluation period is selected 26 minutes after the end of the training period

(51-56 minutes into the dataset). The evaluation dataset is quantized just like the training

dataset, with the exception of the IP addresses now being fitted into the already trained

KMeans model. Afterwards, the 5 minute evaluation period is split into 2 second time

windows. The distribution of vector values for each 2 second time window is computed

and compared to the reference distribution using KL divergence 3.1.

The results of the anomaly detection process are shown in figure 4.3. The blue line

corresponds to the number of bot flows per 2 second window, multiplied by 0.005 for

visualisation purposes, while the orange line corresponds to the KL divergence of each 2

second window to the normal training traffic. The KL divergence is higher in time windows

with a lot of bot traffic, so by picking a threshold around 0.1 we can detect most of the

bot windows.

Figure 4.3. Anomaly detection on the CTU-13 dataset.

4.2.5 Creation of the SCG for the CTU-13 dataset

For the botnet detection process we require the unquantized value of the source and

destination IP addresses in order to create the interaction records. As the size of the

anomalous set increases, so does the number of unique IP addresses inside it, so for sim-

plification purposes we only evaluated a small anomalous time period between windows

47-55 shown in figure 4.3. This time period contained 936 unique IP addresses, out of

which 119 were bots.
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The total interaction measure ei of all 936 nodes is shown in figure 4.4. Each red

cross "x" represents one node. We can clearly see that there exist a few nodes with a

much larger interaction than the rest. We use a threshold of τ = 20 for determining the

pivotal nodes. Four nodes are designated as pivotal, of which the two middle ones belong

to the botnet while the first and fourth are victims.

Figure 4.4. Total interaction measure of all nodes in A. The four nodes above the dotted

line are the pivotal nodes.

To create the SCG we use a strict threshold τρ = 0.88 for the correlation in order for

the SCG to be relatively small. There are multiple connected components to it, so the

community detection algorithm should be applied to each of them separately, but we will

only show the largest connected component. The resulting graph has 103 nodes, out of

which 8 are bots, as seen in figure 4.5. The red nodes correspond to the bots.

Figure 4.5. Largest connected component of the social correlation graph with τρ = 0.88.

The bots are marked in red.
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For comparison purposes we include an SCG created with τρ = 0.5 (figure 4.6). In

this case τρ is too small to distinguish the bots into communities, however more bots are

present in the SCG.

Figure 4.6. Social correlation graph with τρ = 0.5

4.2.6 Comparison of community detection methods on the CTU-13 dataset

After the SCG has been created, we apply the 5 community detection algorithms on

it. For the HGN algorithm we use 3 landmark nodes and a batch size of 1. The results

are shown in figure 4.7. All algorithms except spectral clustering are able to detect the

community of four bots on the top left. Spectral clustering detects the two central bots,

while no algorithm is able to detect the two bots at the right side of the SCG.

The NMI and F1-scores of each method are displayed in table 4.1. Since spectral

clustering only detects two bots, its scores are lower than the other algorithms.

Algorithm NMI F1-score

Girvan-Newman 0.5 0.67

Louvain 0.5 0.67

Spectral Clustering 0.28 0.44

Walktrap 0.5 0.67

HGN 0.5 0.67

Table 4.1. NMI and F1-scores of community detection algorithms on the SCG
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Figure 4.7. Results of community detection algorithms on the SCG
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4.3 Experiments on Kitsune dataset

The second experiment was carried out on a dataset that was in pcap format, so the

second anomaly detection method was used. This experiment was not replicated from

[26].

4.3.1 Dataset description

The Kitsune Network Attack Dataset [33] consists of nine traffic captures of various

network attacks. We used one capture where an IoT network was infected with Mirai

malware. The network, connected over Wi-Fi, consists of three PCs, a webcam, a baby

monitor, two doorbells, a thermostat and four security cameras, one of which was infected

with Mirai botnet malware mentioned in 2.5.1.

The capture includes around 1 million packets of clean traffic before the botnet attack

begins. The authors of the dataset provide a csv file labelling nefarious packets as 1 and

normal packets as 0.

Figure 4.8. Setup of IoT network used for the Kitsune dataset [6]

4.3.2 Data pre-processing of Kitsune dataset

From the Kitsune dataset we used a 73MB pcap file containing the traffic data of

764137 packets and a 2.2MB csv file containing the label for each packet. We converted

the pcap file into a csv file via the Wireshark program in order to parse it easier. The first

5 rows of the dataset are shown in 4.9

Each packet had the following attributes:

• No.: Index number of packet.

• Time: Timestamp of packet in YYYY-MM-DD hh:mm:ss.ffffff format

• Source: Address of source host.

• Destination: Address of destination host.
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• Protocol: The protocol used.

• Length: The size of the packet in bytes.

• Info: A summary of the contents of the packet

Figure 4.9. First 5 rows of the Kitsune dataset

Again, we limit our experiment to IPv4 packets so we filtered out all the other packets,

leaving 197701 remaining ones. We then removed all columns except Time, Source and

Destination, and added the label for each packet. The first five rows of the dataset after

processing are shown in figure 4.10.

Figure 4.10. First 5 rows of the Kitsune dataset after processing

4.3.3 Training on Kitsune dataset

The training period for the Kitsune dataset was the first hour of packets, when there

was no bot traffic. The total number of training packets was 90476 (46% of the dataset),

including 76 unique IP addresses.

We split the training data into 10 second windows and randomly selected 25 windows.

For each of the selected windows we created the interaction graph as described in section

3.1.2. We then sampled the degree of 10 random nodes from each interaction graph,

resulting in a sample size of |D| = 250 node degrees.

We computed the LRand and LPA and selected the random graph model with λ̂ = 2.664.

4.3.4 Anomaly detection on Kitsune dataset

The evaluation period for this dataset was 20 minutes long and started 3 minutes

after the end of the training period (63-83 minutes into the dataset). It contained 33903
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packets, out of which 16829 were bot packets and started appearing a little bit after the

10 minute mark.

We split the evaluation dataset into 10 second windows and calculated the IRand score

of each compared to the reference normal traffic collected during training. The results of

anomaly detection are shown in figure 4.11. The blue line corresponds to the number of

bot packets per 10 second window, multiplied by 0.004 for visualisation purposes, while

the orange line corresponds to the IRand value of each window compared to the normal

traffic. We can clearly see a small increase in level when the bots start appearing. By

selecting a threshold of 0.78 (dotted line) we detect a good number of bot windows with

only few false positives.

Figure 4.11. Anomaly detection on the Kitsune dataset. The dotted line is the anomaly

threshold.

4.3.5 Creation of the SCG of the Kitsune dataset

We experimented with 2 separate anomalous sets on the Kitsune dataset. The first

one was created from 10 anomalous windows around the 15 minute mark, while the

second was created from the first 20 anomalous windows.

Anomalous period around 15 minutes

The anomalous set created around 15 minutes contained 44 unique IP addresses, out

of which 18 were bot addresses. The interaction graph during those 10 windows is shown

in figure 4.12.

We calculated the total interaction measure of each node in the anomalous period and

selected 5 pivotal nodes above a threshold of τ = 20, as shown in figure 4.13. Each red

cross "x" represents one node, and the threshold is the dotted line. All 5 of the pivotal

nodes above the threshold were bots.
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Figure 4.12. Interaction graph of 10 anomalous windows in the Kitsune dataset. Bots are

marked in red.

Figure 4.13. Total interaction measure of all nodes in A. The five nodes above the dotted

line are the pivotal nodes.

For the creation of the SCG we used a threshold τρ = 0.65. The SCG contained 27

nodes, out of which 13 were bots. It was split into 3 connected components, one of which

only had 3 nodes. The SCG is shown in figure 4.14. We can see that in the largest

connected component the bots form a community and are well separated from the normal

nodes.

First 20 anomalous windows

The anomalous set created from the first 20 anomalous windows contained 52 IP

addresses, out of which 18 were bots. The interaction graph during this period is shown

in figure 4.15.

A threshold of τ = 20 was used to select 4 pivotal nodes, all of which were bots. For

the SCG we used τρ = 0.47, resulting in an SCG with 29 nodes, of which 10 were bots, as

shown in figure 4.16.
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Figure 4.14. SCG of 10 anomalous windows. Bots are marked in red.

Figure 4.15. Interaction graph of the first 20 anomalous windows

4.3.6 Comparison of community detection methods on the Kitsune dataset

We now apply the 5 community detection algorithms on the SCGs. For the HGN

algorithm we used 3 landmarks and a batch size of 1.

Anomalous period around 15 minutes

For the SCG in figure 4.14 we applied the algorithms on both the largest and sec-

ond largest connected components. The results for the first component are shown in

figure 4.17 and table 4.2. We can see that all algorithms are able to detect the large bot

community, but only spectral clustering detects the single bot on the bottom right.
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Figure 4.16. SCG of the first 20 anomalous windows

Algorithm NMI F1-score

Girvan-Newman 0.71 0.94

Louvain 0.71 0.94

Spectral Clustering 1 1

Walktrap 0.71 0.94

HGN 0.71 0.94

Table 4.2. NMI and F1-scores of community detection algorithms on the largest connected

component of the SCG
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Figure 4.17. Results of community detection algorithms on the largest connected compo-

nent of the SCG
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For the second connected component the results are shown in figure 4.18 and table

4.3. All algorithms except Louvain detect 2 out of 4 bots, while Louvain detects 3. Every

algorithm has a single false positive.

Algorithm NMI F1-score

Girvan-Newman 0.08 0.57

Louvain 0.23 0.75

Spectral Clustering 0.08 0.57

Walktrap 0.08 0.57

HGN 0.08 0.57

Table 4.3. NMI and F1-scores of community detection algorithms on the second connected

component of the SCG

First 20 anomalous windows

For the SCG of the first 20 anomalous windows, in figure 4.16, we applied the commu-

nity detection algorithms only on the first connected component. The results are shown

in figure 4.19 and table 4.4.

In this case the algorithms diverge a lot more and have worse results than the previous

cases, which is expected since the anomalous period contains more non-bot interactions.

Spectral clustering seems to have the best results, identifying all but 1 bot and having

only 2 false positives. The Girvan-Newman algorithms separate the communities quite

well, based on the high NMI score, but identify the wrong community as bots. The

reason becomes clearer once we look at the results of Louvain and Walktrap. These two

algorithms detect more than 2 communities, and in the end select the one in the middle

as the bot community while the others are classified as normal nodes. This selection

shows that the middle nodes have a high pivotal interaction measure compared to the

4 bots on the top left. For this reason the bot community of all algorithms includes the

middle nodes.

Algorithm NMI F1-score

Girvan-Newman 0.53 0.13

Louvain 0.02 0.63

Spectral Clustering 0.3 0.57

Walktrap 0.01 0.22

HGN 0.53 0.13

Table 4.4. NMI and F1-scores of community detection algorithms on the SCG of the first 20

anomalous windows
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Figure 4.18. Results of community detection algorithms on the second connected compo-

nent of the SCG
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4.3.6 Comparison of community detection methods on the Kitsune dataset

Figure 4.19. Results of community detection algorithms on the second connected compo-

nent of the SCG
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4.4 Experiments on the CAIDA and Simpleweb datasets

For the final experiment we mixed traffic from two different datasets, one containing

normal background traffic and one containing only the attack. This experiment began

as a replication of the 2nd experiment of [26], but the mixing was done differently so the

resulting graphs were also different.

4.4.1 Dataset descriptions

CAIDA dataset

For the botnet traffic we used the CAIDA UCSD "DDoS Attack 2007" Dataset [34]. It

contains an hour of traffic from a DDoS attack that happened in 2007 split into 5-minute

pcap files. Only the attacking packets are included in the dataset; the background traffic

has been removed by the authors.

The total size of the dataset is 21GB. During the first half hour the bots probe their

targets to find vulnerabilities, so the traffic is relatively low, whereas during the second

half the DDoS attack is carried out with much higher bot traffic. For our experiment we

used the first 5-minute pcap file of size 8.6MB.

Simpleweb dataset

For the background traffic, like the authors of [26], we used trace 6 in the University

of Twente traffic traces data repository (simpleweb) [35]. This trace, which is around

192MB in size, was measured from a 100 Mbit/s Ethernet link connecting an educational

organization to the internet. This is a small organization with 100 workstations that

have a 100Mbit/s Lan connection while the core network has a 1 Gbit/s connection. The

recordings took place between the external optical fiber modem and the first firewall and

the measured link was only mildly loaded during this period.

4.4.2 Data pre-processing of CAIDA and Simpleweb datasets

Both files for this experiment were pcap files. In order to mix them, we changed the

timestamp of each packet in Wireshark to the time that passed (in seconds) since the

capturing of the first packet. We then converted the pcap files into csv files and kept only

the Time, Source and Destination columns like we did with the Kitsune dataset in 4.3.2.

We added a label column, with values 0 for the Simpleweb dataset and 1 for the CAIDA

dataset. For the Simpleweb dataset we only kept the first hour of traffic. To mix the

datasets we added 2000 seconds to the timestamp of each packet in the CAIDA dataset,

inserting the botnet traffic between 2000 and 2300 seconds of the background traffic.

The Simpleweb dataset contained 329967 packets and 743 unique IP addresses, while

the CAIDA dataset contained 166448 packets from 136 IP addresses. Since the bot

traffic is way denser than the background traffic, we kept only 6000 bot packets selected

randomly, resulting in a total dataset of 335967 packets. Another problem we had to solve

was that the IP addresses of the CAIDA dataset were distinct from the Simpleweb ones.
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To mix them, we randomly mapped the 136 CAIDA addresses into Simpleweb addresses

and changed them accordingly. We experimented with two different mappings, one of

which mapped 3 bot addresses into 1 normal address resulting in 45 bots, and one which

mapped 5 bot addresses into 1 normal address resulting in 27 bots.

4.4.3 Training period for the mixed dataset

The training period for this experiment was the first 20 minutes of traffic, when there

were no bot packets. The total number of training packets was 198440 (59% of the

dataset) with 539 unique IP addresses.

We split the training data into 10 second windows and randomly selected 50 windows

to create the interaction graph. We then sampled the degree of 10 random nodes from

each interaction graph, creating a sample of |D| = 500 node degrees. We computed the

LRand and LPA and selected the random graph model with λ̂ = 1.628.

4.4.4 Anomaly detection on the mixed dataset

The evaluation period for this dataset was 20 minutes long and started 5 minutes

after the end of the training period (1500-2700 seconds into the dataset). It contained

32763 packets, 6000 of which were attack packets that appeared around the middle of

the evaluation period (2000-2300 seconds).

Like we did with the Kitsune dataset in section 4.3.4, we split the evaluation data into

10 second windows and calculated the IRand score. The results of anomaly detection for

45 and 27 bots are shown in figures 4.20 and 4.21 respectively. The blue line corresponds

to the number of bot packets per 10 second window multiplied by 0.02, while the orange

line corresponds to the IRand value of the window. We can clearly see that in the 27 bot

case anomaly detection is more difficult because the bot traffic is not distinct enough from

the normal traffic. Nevertheless we selected a threshold of 1.5 for the 45 bot case and

1.2 for the 27 bot case in order to detect a decent number of bot windows with few false

positives.

Figure 4.20. Anomaly detection in the mixed dataset with 45 bots. The dotted line is the

anomaly threshold.
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Figure 4.21. Anomaly detection in the mixed dataset with 27 bots. The dotted line is the

anomaly threshold.

4.4.5 Creation of the SCG for the mixed dataset

We experimented with two anomalous sets on the mixed dataset, one for the 45 bot

case and one for the 27 bot case.

45 bot case

The anomalous set created from the 45 bot case contained 94 IP addresses, of which

44 were bots, so only a single bot was missed. The interaction graph is shown in figure

4.22.

Figure 4.22. Interaction graph of the anomalous set from the 45 bot case of the mixed

dataset. Bots are marked in red.

We calculated the total interaction measure of each node and selected a threshold

τ = 30 resulting in 4 pivotal nodes, of which only the third was a bot. To create the SCG

we used a threshold τρ = 0.38, resulting in a graph of 48 nodes including 41 bots. The

SCG is shown in figure 4.23, with a clear separation between the bots and the normal

nodes.
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Figure 4.23. SCG of the anomalous set from the 45 bot case of the mixed dataset. Bots

are marked in red.

27 bot case

Since anomaly detection failed in the 27 bot case, we handpicked the first half anoma-

lous windows resulting in an interaction graph with 101 nodes, 20 of which were bots.

We used a threshold τ = 30 to select 5 pivotal nodes, of which 2 were bots. For the SCG

we used τρ = 0.3 resulting in a graph of 31 nodes with 16 bots. The SCG is shown in

figure 4.24. The bots arent as separated from the normal nodes as the previous case but

there is a distinct bot community in the middle.

Figure 4.24. SCG of the anomalous set from the 27 bot case of the mixed dataset. Bots

are marked in red.
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4.4.6 Comparison of community detection methods on the CAIDA dataset

We now apply the community detection algorithms on the two SCGs. For the HGN

algorithm we used a batch size of 1 in both cases, 3 landmarks for the 45 bot case and

10 landmarks for the 27 bot case.

The results of community detection in the 45 bot case are shown in figure 4.25 and

table 4.5. We can see that both Girvan-Newman algorithms detect the large bot commu-

nity but the rest of the algorithms struggle. Spectral clustering detects only part of the

bot community, while Louvain and Walktrap split the bot community into several small

parts and identify only one of them.

Algorithm NMI F1-score

Girvan-Newman 0.62 0.96

Louvain 0.18 0.62

Spectral Clustering 0.23 0.53

Walktrap 0 0

HGN 0.62 0.96

Table 4.5. NMI and F1-scores of community detection algorithms on the mixed dataset (45

bot case)

The results of community detection in the 27 bot case are shown in figure 4.26 and

table 4.6. Again, the Girvan-Newman algorithms have the best results, detecting most of

the large bot community. Spectral clustering follows, detecting all the bots but having

many false positive results, while while Louvain and Walktrap again identify too many

communities and only detect a few bots.

Algorithm NMI F1-score

Girvan-Newman 0.21 0.84

Louvain 0.01 0.35

Spectral Clustering 0.03 0.77

Walktrap 0 0

HGN 0.13 0.79

Table 4.6. NMI and F1-scores of community detection algorithms on the mixed dataset (27

bot case)

From this experiment it is clear that the Louvain and Walktrap algorithms, that do

not specify the number of communities beforehand, perform poorly because of this extra

degree of freedom. A possible solution to improve their results is to evaluate each commu-

nity separately, perhaps based on a threshold on the pivotal interaction measure, whether

they are a bot community or not, instead of only selecting the community with the largest

value to be the bots. This however adds an extra parameter to the problem, which we can

bypass by selecting one of the other algorithms that strictly detect two communities.
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Figure 4.25. Results of anomaly detection on the SCG of the mixed dataset (45 bot case)
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Figure 4.26. Results of anomaly detection on the SCG of the mixed dataset (27 bot case)
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Epilogue

In this final chapter we summarise the results and conclusions of this thesis and

provide some ideas for future improvement.

5.1 Summary and conclusions

In this diploma thesis we implemented an existing community-based botnet detection

method and experimented with different community detection techniques in it, including

Hyperbolic Girvan-Newman.

Initially we provided the required theoretical background on complex networks, com-

munity detection, machine learning and botnet detection, as well as summaries of recent

works on these topics. We then described in detail the botnet detection method this work

was based on. Using statistical based anomaly detection, at first an empirical distribution

of normal traffic is created and then used as a reference to detect small time windows of

traffic that deviates from normal behavior. Highly interactive nodes, called pivotal nodes,

are identified in the anomalous windows and a social correlation graph (SCG) is created

based on how the interactions of regular nodes and pivotal nodes are correlated. Since

pivotal nodes are either botmasters or target nodes, bot interaction with pivotal nodes is

very likely to be correlated. Based on this idea, community detection is then applied on

the SCG in order to detect bot communities.

We experimented with three different datasets, one of which was created by combining

normal traffic with attacking traffic. For the anomaly detection part we confirmed that

detecting anomalous windows is more difficult the fewer bots there are, especially at the

beginning of the attack. For the SCG we saw that there is a trade-off based on how strict

we set the threshold for its creation: stricter SCGs have fewer bots present in them, but

the communities are more distinct, while less strict SCGs include more bots but it is more

difficult to separate them from normal nodes.

We selected both easy and difficult SCGs to run five different community detection

algorithms: Girvan-Newman, Louvain, Spectral Clustering, Walktrap and Hyperbolic-

Girvan-Newman (HGN). HGN is a variant of Girvan-Newman that embeds the network

into hyperbolic space for quicker calculations, with a slight loss of accuracy.

We evaluated the results of community detection by comparing them with the ground

truth using NMI and F1-score metrics. From our experiments we saw that Louvain and
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Walktrap algorithms, that do not specify the number of communities beforehand, tend

to over-split the SCG into multiple communities and only identify part of the botnet.

Spectral Clustering performed best on the first two datasets but struggled on the mixed

one, whereas the Girvan-Newman algorithms performed decently on the first two datasets

and had the best results on the mixed one. Overall the Girvan-Newman algorithms proved

the most reliable as long as the SCG is correctly calibrated. In this case there are benefits

of using HGN over Girvan-Newman for larger networks if speed is a priority, since its

results are nearly identical.

5.2 Future work

At the end of this thesis we provide some ideas for further experimentation:

• Different way to distinguish whether a community is a bot community or not. The

current algorithm picks the community with the highest average pivotal interaction

measure as the bot community. This makes it so that community detection methods

that detect more than two communities often only identify part of the botnet, since it

has been split into multiple smaller communities. If for example a threshold-based

method is used instead, or a method using different network characteristics, then

perhaps more bots would correctly be detected by these algorithms. This would also

allow Girvan-Newman-like algorithms to detect disconnected bots in the SCG, by

having them detect more than two communities and then identifying more than one

bot community.

• Tuning of τ, τρ parameters to include more bots in the SCG without sacrificing

accuracy during community detection.

• Testing on larger anomalous windows and larger SCGs, which would require more

specific tuning of HGN parameters (landmarks, batch size).
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List of Abbreviations

ΓΚΣ Γράφος Κοινωνικής Συσχέτισης

AI Artificial Intelligence

CHJ Chung-Handjani-Jungreis

DDoS Distributed Denial-of-Service

DoS Denial-of-Service

HEBC Hyperbolic Edge-Betweenness Centrality

HGN Hyperbolic Girvan-Newman

IRC Internet Relay Chat

IoT Internet of Things

KL Kullback-Leibler

LFR Lancichinetti–Fortunato–Radicchi

LSTM Long Short-Term Memory

ML Machine Learning

NMI Normalised Mutual Information

P2P Peer-to-Peer
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