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ITepiAnyn
O1 duvatdtnteg avadntuéng €@appoywv oe aAvcideg-koppol €xouvv emektabel tnv
Tedevtaia SdekaeTia oe peydAo BabBpod mépa and ta kpuntovopiopata. To Aradiktvo
EMOMPEVNG YEVIAG amaltel ol Stapopeg PBlropnyavikeég epappoyég va Paoilovral oe
LOYVPEG OMALTACELG AMOPPNTOL Kol WOwTIKOTNTAG Sedopévewv. Xe auTINV TNV
S18aKTOplKN S1aTpIPn] HEAETATAL | EQAPHOCIHOTNTA TNG 1SI®TIKOTNTAG SESOUEVROV
oe SikTva aAvoidag-koppoL HECH TNG OPXLTEKTOVIKNG oXediaong Kol avaTTuéng
avopol®v Kal eviaiov eeoappoyav. Ilapovoialovtal OYETIKEG UVAOTOINOELS [E
YVOHOVO TNV TPOCTACIx TNG O1®TIKOTNTAG TOV OeS0PEVOV OE KOLVEG BLOUNYAVIKEG
OPXITEKTOVIKEG TOL KEOPOVV AVAYVAOPLOT TNG TALTOTNTAG XPNOTAOV, Slaxeipion
TIVEVHATIKOV SIKXOPATOV KHOOG KAl cup@wvieg emmédov vnnpeoiag LTOAOYLOTIKOD
VEQOULG, €V avVOALDOVTIOL Ol TPOTOL HE TOUG OmMoioug e@APHOLETAlL TO AMOPPNTO
dedopévav exmplota oe K&Be mepintwon XpNong Kot avdAoya HE TI¢ aVTIOTOLXEG
1010TNTeEG NG €eKAotote aAvoidag. Eidikotepa, oOcov apopa T Oadikaoieg
AVAYVOPLOT G TALTOTNTAG XPNOTAOV, HeEAetdtal n 18towTikotnTa Stadikaciov Know
Your Customer o0& OULYKEKPIHEVA TAAIOIX OMOKEVIPWHEVNG OPXLTEKTOVIKNG
aAvoidag-koppoV Kal vAomoteital avtiotolya otnv mapovoa dratpifr. Ocov apopa
N SlaXeiplon MVELHATIKAOV SIKNIOHUATOV, N S1aTp1ffr] HEAETA Pl QAMOKEVIPWHEVT
epappoyn €éuvnvev ovpfolainv aAvoidag-koppol kowvompadiag mov a@opd TN
Stayxeiplon SIKNWPATO®V O0Tn HoLOWKN [Bropnyavia. Iyetik& pe v mepintwon
XPNONG ULMOAOYLOTIKOU  VEQOULG, TpoTeiveTal pla  apepoAnmtn  Sradikaoia
a&loAoynong OoLvHPWVIEV emmédov ULMNPeciag mov aflomolel TNV amopdvwon
¢unmvov ovpPoAlaiov oe eminedo vmodopng. H avdAvon g 181@TIKOTNTAG

dedopévav oe kabBepia amd T mpoavapepBeioceg PlOPNXAVIKEG OPYITEKTOVIKEG



opifel ovykekplpéva emimeda 161@TIKOTNTAG yla Tnv TtexyvoAoyia tng aAlvoidag-
kKoppoV. Ev katakAeidt, n OSwatpifn efetdlel eEX®PLOTA TA OMOTEAECHATH KAOE
eviaiog €@apPOyNGg KAl TIG HEAAOVTIKEG TOUG S1ACTACELG, KOl GUVAYEL Pl OALOTLIKN
OpPXITEKTOVIKN oToifa Tng TexvoAoyliag n omoia opapatidetar tovg S1d@OpPOLS

TPOTOVG EQAPHOCIHOTNTAG TNG LOIOTIKOTNTAG Yl TO AladiKTLO EMOPEVNG YEVLIAG.

A€&erg-kAerdra: Katavepnpéva Zvotnpata, Avantuén Eogappoyov, Awatripnon

[StoTikdTnTOag, I[Mpootaocia Aegdopévev, Texvoroyieg Katavepnpevng AoyloTikng,

Awadiktvo Emopevng 'evidg
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Abstract

Blockchain applicability has evolved beyond the cryptocurrency landscape over the
past decade. The next generation Internet demands that different industrial
applications are built on top of strong data privacy requirements. This doctoral
dissertation studies the applicability of data privacy in blockchains and distributed
ledgers through architecting and deploying dissimilar industry use cases. The
enabling of privacy-oriented implementations over common industrial needs that
concern user identification, copyright management, and cloud computing, enhances
the ways data privacy is applied in each use case individually with regards to
corresponding blockchain qualities. Particularly, in terms of user identification
processes, a decentralized architecture with Know Your Customer processes
preserving data privacy is implemented and analyzed throughout this work.
Regarding copyrights management, the dissertation studies a related deployed
implementation of consortium blockchain smart contracts on music industry rights
management, while the latest presented use case of cloud computing proposes an
unbiased Service Level Agreements assessment procedure leveraging smart contract
isolation. Data privacy elaboration respects each of the aforementioned industrial
architectures defining particular blockchain privacy layers. Conclusively, the
dissertation discusses individually each use case's outcomes and future dimensions,
and deduces a holistic architectural paradigm blockchain stack that envisions

privacy applicability in next generation Internet.

Keywords: Distributed Systems, Application Development, Privacy Preservation,

Data Protection, Distributed Ledger Technology, Next Generation Internet
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Blockchains beyond Digital Currencies: Privacy-Oriented Implementations of Industrial Architectures

Extetapévn IMepiAnyn

Ewcaynyn

Ta KEVIPLKOTOUNPEVA OLOTNHATA OTMOTEAOVLV TO [oaoikotepo BOepéAto TOUL
Artadiktoov Web2.0 moapéxoviag €vav TPWTOMOPO TPOTO OSLAVOUNG TV
TANPOPOPLOV KXl CUHHETOXNG T®V XPNOTOV CGE OXECN HE TNV MPWOIN YEVIA
Aradiktoov (Web1.0). Qotdéoo, n maykoopia vioBetnon tng texvoloylag Kot n
aLEAVOHEVT] KOl OTEPLOPLOTN XPNOT TNG €XEL dNHUIOLPYNOEL MOAAG Bépata Kol
MPpOPBANHATA 1SIOTIKOTNTAG KOl OCQAAEiNG om0 TNV OMTIKN Yovia Tov
0e0OPEVOV KOl T®V OUHHETEXOVI®V. Ol aAvcoideg-KOppoL Kol Ol TEXVOAOYieg
KOTOVEUTHEVNG AOYLOTIKNG TIPOOCQOEPOLV ONHUAVIIKEG AVCELG OE€ QULTA, €Ml TO
TMTAEIOTOV HEC® TOV KATAVEUNHEVOV aAyopiBpwv ovvaiveong mov ekTeAolvTal
and eva evpl Siktvo KOpPwv. Eidikotepa, n StakvBépvnon kot o €Aegyxog
0eSONEVOV TOL KATAVEPROVTAL Ot €va OIKTUO KOPPwVv peTplalouv pix PHEYAAN
nANfopa TV KIVOUVEOV KEVIPLKOTOINONG, €POCOV Ta HEAN TOL OIKTVOL OEF
nAeloPneia CLPHE®VOULV O€& HIX KOLVR] €KO0ON TV OedOHEVOV XWPIG KAVEVA

HEHOVWHEVO OonNpeElo amoTuyiag.

Ztnv  mapovoa  Owdaktopilkn  Swatpifn, tperg  (3) PBropnyavikég
OPXLTEKTOVIKEG TOL Elvol MPOCAVATOALGHEVEG OTNV 1OIOTIKOTNTA OALOLO®V-
KopHOV, €xouv SiepevvnBei, oxedraotel kar vAomownBei. H mpotn mepintwon
OVOQEPETAL OE APYLTEKTOVIKI Statrpnong lwtikotntag Know Your Customer

(KYC) n omoia xpnoiponotel eEuvnmva cupforata aAvoidag-KopHoU TPOKELHEVOL




Nikolaos E. Kapsoulis

VX TPOOTATEPYE TH 101OTIKA Kol amoppnta dedopéva xpnotwv [12]. H dedtepn
nepintwon vAomoinong €lodyel pla TMPONYHEVI] ATMOKEVIPWHEVN EQAPHOYT OE
éva meplfaAlov aAvoidag-koppolL pe emitpeyn, €161K& TPOCAPHOCHEVT YlX TO
okomo 1ng Slayxeiplong SIKAIOWPATOV HOVLOIKNG HECW® TNG XPNONG €&unmvav

ovpfBoiaiwyv [13].

\ \ \ h
| - |

: | : ai | Sensitive information protection | |Secure data calculations |
Decentralized network | Enterprise blockchain | | . . R [ i [
. / L. f Private functions execution | Enclaved computations |
security f network activity . f f
/ Secret transacting f Isolated smart contracts|
-

-
_J

y Network type
Protocol Consensus

Transactions

Transaction Functions
____________________________ Ledger

Calculations

Infrastructure Computations
---------------------------- Smart contracts

Zxnpa 1: Opapa Sratpifng: Xroifa ISiwtikotntag AAvaidwv-koppuoo

H tpitn vAomoinon mouv SiepevvnOnke efetdlel 11¢ Sradikaoieg aloAoynong



Blockchains beyond Digital Currencies: Privacy-Oriented Implementations of Industrial Architectures

Tvpoaviov Emmnédov Ynnpeoiag YnoAloyiotikov Népovg (SLA) [14], evo éxel
ov{ntnoeil kar ocvvelopépel otnv Kowotnta Avoiytod Kodika Hyperledger tovu
Linux Foundation [15].

ZuvoAkd, n mapovoa Statpifn opapatieTtal TNV TLTOTMOINON €MMESOV
101w TIKoToIinoNGg yia aAvoideg-koppov omwg e&nyeital mapakdtew. Ta Stdpopa
enimeda €YouvV VA TPOCEPEPOULV ONHAVIIKO TAEOVEKTNHA O OlAXEIPLOTEG
OlKOOULOTNHAT®V 1| TOLG OXESIAOTEG KOl TOUG KATHOKEVNOTEG ATTOKEVIPWHEVROV
EQAPHOY®OV TOL OTOXEVLOLUV OTNV EQAPHOCIPHOTNTA 1S1WTIKOTOINONG OTNV
ekdotote aAvoida-koppold 1N AMOKEVIPWHEVN  epappoyry Touvg. IMo
OLYKEKPLHEVA, T S18akTtopikn Statpiffy opapatidetal Tnv TLUMOMOINON Hlag
otoifag dtwTikoTNTAG aAVOdOV-KoppoL (EZxApa 1) n omoia mnydlel €k TV

EPEVVITIKOV TEPIMTAOCEMV TIOV €EETALOVTAL.

Ztnv mpotewvopevn otoifa 1610TIKOTNTAG OAVLOISOV-KOPHOL Yid TO
Aradiktvo emopevng yeviag (Web3.0), ta avtiotoiya enineda mapovoidlovv 1t

TOUPAKAT® CT|HAVTIKA TIPOTEPNHATA:
* AOCQAAElx AMOKEVIPWHEVOL SIKTVOU.
* Apactnplotnta §1KTOVOL aAvCidag-KOpHOUL yla €MIXEIPNOELG.

 Tlpoctacia gvaicOntov Se6opévov pHe €KTEAEON 1OIOTIKAOV AELTOLPYLOV

KOl HDOTIKEG OLUVAAAQYEG.

* Ac@aAei¢ paBnpoatikoi vmoAoylopovg dedopévev Kol mepikAeioTol

Aoyikoi vmoAoyiopol pe anopoveon €Evnvov ocvpfoiainv.
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BifAtoypa@ikny AvVAcKOTION XYETIKOV ApPYITEKTOVIK®OV

YAomoinosnv

Apywkda n texvoAoyia aAlvoidag-koppov €1onxOn ¢ to vmokeipevo mAaiolo yia
Tmv O6nplovpyia KPUTMTOVOUIOHATOV KAO®OG €pH@AvVIiOTNKE OTOV TOHEXR TNG
TANPOQOPLIKNG HEOW TNG Snupiovpyiag touv Bitcoin to 2009 [1]. To Bitcoin
MTOHPOVCINNCE €va KALVOTOPO OCOOTNHA NAEKTPOVIK®OV HETPNTOV peer-to-peer
(p2p) mov emMIKEVIp®VETAL 0TN Snplovpyia e€vog ao@aA0DG KOl AMOKEVIPWHEVOL
gupetnpiov (kaBoAlkol) yla TNV KATAYpO®N KAl TNV EMKUP®ON YNOLOKAOV
ovvaAlayov. Miax mnAnBopa  kKatavepnpévev e@appoyov  (dApps) €xouv
npotafel oto mMAaiclo NG akadnpaikng €pevvag, TMOL €KTelvovIal Oe TOElG
omwg n kvPepvnon [20,21], ot pnxavicpol xpnpatodotnong [22] kat aAAol. H
oUYKAlon g texvoloyiag pe 10 Awadiktvo twv Ilpaypatov (IoT) é€xel

MTXPOVOLACEL SLAPYOPEG EMTLUXNHEVEG MEPIMTOOELG EQUPHOYDV [23].

Ocov a@op& OXETIKN EMIOTNHOVIKI €peuva, ol ovyypaeeig otnv [30]
TPOTEIVOLV €va TEXVOAOYIKO MANIO10 €AEYXOL TALTOTNTHG KOl €£0V01060TNONG
TPOCAVATOALGHEVO OE TeXVoAoyla aAvoidag-KoppoL mouv eAéyxel tnv mpocfaon
mopwv yix ocvokevég IoT. Tavtoyxpova, n €épevva twv Mudliar kat ovvepyatav
[31] ovvduvalel tnv texvoAoyia tng aAvoidag-koppol ylax TNV GVATTUEN H1OG
EQUPHOYNG HE €OBVIKEG ToLTOTNTEG. AAAX €pyad OXETIKA HE OULOTHHATA
AVOYVOPLONG TOLTOTNTAG XPNOT®V o0& aAvoideg-koppoL pmopolLV va BpebBolv

OoTIG avagopeg [32-38].

Ocov a@opd& TN Slaxeiplon TMVELHATIKOV SIKOIWHATO®V, ol Xu Kol
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OLVEPYATEG €10 yayav €va OOOTNHA TOL YXPNOolpomolel Kol avamTtOooEl
HNXOVIOpOUG ovvaiveong, €&unmva oupfoAlaila, YNELOKEG ULVMOYPAPEG KOl
aAvoideg KOATOKEPHATIOHOL Tn OSlao@&Alon emKOp®ON Kol enaAnbevong
TMVEVHATIKAOV SIKNOHUATOV O TPAYHATIKO ¥xpovo [41]. Ta NV aviipeTONIoN
(mmpupbatov ave&éleyktng 61adoong kot upn  €§ovolodotnpévng Hetddoong
deSopévav, o1 Ma Kol OULVEPYATEG TPOTELVAV €va OXETIKO OVLOTNHX
TIVEVHATIKQV SIKXIOUATOV Baclopévo o€ aAvoideg-KoppHoD mov avTloTolyilel To
KOATAAANAO TEPLEXOHEVO HE OXETIKOVG Xpnoteg, Stao@aAiloviag mapaAAnAa
IXVNAQOIHOTNTA GLVAAAXY®V LTTO OpouG Kol epmictoovvn [42]. Ta oxeTikd €pya
He aAvoideg-KOpHOL yla MVELPHATIKG SIKalO AT @aivovtal otig [39-50]. TéAog,
AVO@OPLIKA E TO VTTOAOYLOTIKO VEQOG, o1 Nguyen kal ovvepydteg [51] mpotewve
HlO OpPXITEKTOVIKN OXeTIKN He Ta SLAs yia tnv afloAdynon kat tnv emifAeyn
OCVHE®VI®V TOLVPLOHOVL XPNOLHOTOIAOVTAG AOYLOHIKO KATOAVEUTHEVTG AOYIOTIKNAG.
H péBodog mov mapovoldotnke amd TOLVG CLYYPOAQPELG TTEPLOTPEPETAL YOp® OO
™ dratnpnon g akepolotnrag g dtadikaciag a&loAoynong SLA péow 1ng
EYYEVOLC apeTafAntotnTag deSOopEVOV TNG TEXVOAOyiag. XTnv MPooéyylon Toug,
Hlax avtopatomoinpévn Stadikaocia mapakoAovBnong kot vmoAoyiopol SLA
AapBaver yopa eEaocpaiiCovrag emtuyxn a&loAoynon SLA pe avrtiotoiyn
TANPOPOPLON TOV TEAK®V Xpnotwv. Ilepioodtepa oxetika épya Ppiokovtal

ot [52-58].
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Anpocia kat IStwtika 'ESonva Zoppforaia yra Zootnpata
Avayvopiong Tavtotntag Xpnotov

LTI emdpeveg MapaAypAPOLG TEPLYpa@eTal €v guvtopia 1 oyxetikn KYC
vAoToinoMn AVAYVOPLONG TALTOTNTAG XPNOTAOV. XT10 XYNHa 2 amelkovifetal 1

AVTIOTOIXT] EQUPHOCHEVT] OPXITEKTOVIKN KOl TEPLYPAPOVIAL Ol ETMIPHEPOVG

Siepyaoieg.
K ‘/:::::2 ; KYC Document
Duceritralizad i Evaluator(External Entity)
- IPFS g
' ' Quorum
aE R¥E Permissioned
Documents .
Blockchain

Dedicaced
KYC

Services

Smart Contract
(CRUD Operations for
KYC Approved Users)

KYC —h

Blockchain Block
¢ KYC Approved User UID ‘

¢ Expiry Data

Zxnpa 2: Apxitektovikn avantoén kat emelepyaoia Stadikaoiodv

H ouvoAMKN opYITEKTOVIKI] TPOCEYYlOnN TOL OLOTAHATOG Poaoiletar otov

OLVSLAOHO ATMADV S1X1KACIOV KAl aAANAenidpdoenv, eved Sivetal meplypa@ikn
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EHQaon oTnV AglToupylkOTNTA NG TeXvoAoyiag aAvoidag-koppov. Ta otoiyeia
KOl ol Aeltovupyieg T@V SOHIKOV OTOIXEI®OV TOL CLOTAHATOG €ENyoLVTAL HEOW
¢ Aoyikng porng g Stadikaoiag KYC. Apxik&, o xpnotng, w¢ LTOYNQlog
MEAKTNG TOL OLOTNHOTOG, epumAékeTal oto «KYC Registration» vmofaAAovtag
To avtiotolya éyypaga HECHm NG QLAIKNG mpog 10 Xpnotn Sitenapng «KYC Ul»
(Zxnpa 2). Zoykekplpéva, ol Xxpnoteg kabiotavtal vmevBovvol and tnv mAgvpd
TOLG YO TNV TOPOXN TV ATMALTOVHEVO®V TANPOQOPLOV He okpifela, eved o
avtioTolX0Gg HNXOAVIOHOG OApwOoNG €Xel oxedlaotel ylwax va evromidel mbBavég
aVAPHOOTEG CLUTEPLPOPEG OTO OIKTLO KAl VA OTMOKAglel QUEOWG TETOLOULG

XPNoteg amod 1 Stadikaoia, OMwg e&nyeital mMAPAKATO.

Metd tnv emtuoxn vmofoAn TV E€yypae®v, 1N amoBNKELOT] TOULG
akoAovBel oTo amokevipwpévo, peer-to-peer, S1AMAAVNTIKO OLOTNHA apXeiwv
(IPFS) [38]. TTio ovykekpipéva, 1o TpatokoAAo IPFS dnpiovpyel éva avBektiko
ovoTNUa oamobnkevong opxelwv €viOg €VOC ATMOKEVIPWHEVOL peer-to-peer
diktbov. Qotoco, 1o IPFS ypnolpomoiel e1dikd pétpa ac@aAeiag ylio T
anoOnkevpéva  Sedopéva, PoaolloOpeva 0e  TEXVIKEG KOl HUNYXOVIOHOUG
KPUTITOYPAQPIKOD KaTaKEPHATIOpoV. KabBe xoppatt Sebopéveov mov eival
anoOnkevpévo oto IPFS Aapfavel pia {exwplrotn SievBuvon mouv mpoépyetal
and plo  e&eldikevpévn  Sradikaoia  KOATOKEPHATIOHOL dedopeévav. Mix
HovoSpopun ouvvaptnon HeTaTpEnmeEl T Oedopéva elL0080v og €va  eviaio
AAQaPIOUNTIKO HEOW® KATAKEPHATIOHOV, Y®pig T SLUVATOTNTA OVILOTPOPNG
avtng g Stadikaoiag. Opoiwg, n StevBvvon mepiexopévouv IPFS exywpel éva

HOVO oAQ@aplBpunTiko, 1o omoio Xpnolpevel wg Stadpopn mpog Ta Sedopéva
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neplexopévou. Me avtdv tov tpomo, n npoécfacn ota SeSopéva TEPLEXOHEVOL
analtel yvoon g avriotoiyng ditevBuvvong mepireyyopévov, Content Identifier

(CID).

Enetta and TNV oao@oAn amofnkevon Kol emMKOPOON TV SeS0pEVRV
KYC, &exiva pia Sradikacia amoBnkevong mAnpoeopleov €vidg tng aivoidag.
Avtég o1 mAnpoeopieg meplAapfdvovv TG PoolKEG AEMTOUEPELEG TOUL
AMOITOOVTAL YK TNV TOLTOTOINGCT TOL €YKEKPLPHEVOL XpNoTn, meplAapfavovtag
0€ aULTEG KOl TNV mepiodo 10x0OC¢ TNG TAVTOMOINONG MOV TMpoTeiveTAl ATO TO
vroynoero pérog. Katd ovvéneila, evaicOnteg mAnpopopieg dev amobnkevovtal
otnVv aivoida dStaoc@aAi{ovtag pe aLTOV TOV TPOTO OTL T HEAN TOUL S1KTLOUL Sev
HTopoULV va €xouv mpoéofaon ota evaicOnta deSopéva tov xpnotn (véo péAog),
mapd povo oTnv eykupotnta n pn avtov. Eneita, n Stadikacia cuvveyxifetal pe
MV anofnkevon tov pn evaicdntov dedopéveov oto diktvo ¢ aAvoidag. H
aAAnAenidpaocn ovt anoltel  ovykekpipéveg PifAlobnkeg kKDddika  TOUL
dNHIoLPYOLV GLVOECELG KOl S1EVKOADVOLY TNV AVTAAAQYT] TANPOPOPLAOV HETAED
TOV EUTAEKOHEVOV oTolxelwv. Ta mapadeypa, 1o "Dedicated KYC Services"
TapEXEL TO amapaitnTo AOYIOHIKO KOl TPOYPAHHATH O8Nynong yia Tn
dnuiovpyia ovvdeong kol aAAnAemidpacng pe v oAvoida, kaBwg kKol Ta

OXETIKA €Euvmva cLpHBoAda.

Oocov agopd Tto Oiktvo TG aAvoidag, TO UVAOTMOWNHEEVO OULOTNHX
xpnotlgonotei Quorum A0yw Sla@OpwV  TMAPAYOVI®V KOl  Kupiwg TNV
aAAnAoovoyétiong tov pe 1o Ethereum [59]. H wkavétnta touv Quorum va

avamtioel Kol va ekteAel €éumva ouvpfoAala mMOvL XPNOLHOMOLOLV TN YA®OOoX
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npoypappatiopov  Solidity [61,62] kot oe ouvvévaopd HE T €YYEVN
XAPOKTINPLOTIKA ac@aAleiag odrfynoav €vkoAotepa otnv vioBétnomn tov. Onwg
ava@épOnke mponyovpévmg, ta dedopéva mov amobnkevovial oTnv aAvoida,
laitepa oto mAaiolo é§unvev ovpfoAiainv, éxovv emAexBel wote va eival
EMAPKAOG AELTOVPYLIKA Y1 TNV AVAYVOPLOT TALTOTNTAG TOV XPHOTH, S1ATNPOVTAG
mapdAANAa TNV avovupia avtod. H avantuén 181otikov é¢§unveov cvpfoiainv
amolTel CLUYKEKPLPEVEG Sl1ayeEIPLOTIKEG AetToupyieg va eival mpoofacipeg and 1o
"Dedicated KYC Services" mov emifefaiddvouv tnv €yKplTn CULHHETOXT €VOG

OLYKEKPLHEVOL VEOL XPNOTN GTO CLOTNHA.

Tooo to IPFS 600 kat 1o Quorum otoxebovv otn Snulovpyia evog
OTMOKEVIPWHEVOL GUOTIHATOG MOV OX1 HOVO TPOCTATEVEL AAAX Kol €VIOYVEL TNV
WOIOTIKOTNTA KOl TNV OOQAAEld TV TPOCKNIKOV TANpopopleav. Onwg
avaAvBnke, 1o IPFS olAo&evel ta evaichnta deSopéve Ttwv pEADOV TOUL
oLOTNHATOG. OMWG avTIKATOMTPI{eETAl OTA OXNHATH 3 KOl 4, TO MPOTOKOAAO
IPFS Swaipel ta aveBfacpéva apyeia oe eMPEPOLE TUTHATA, STIHIOVPYADVTAG €V
TeAMkO onpeio (endpoint) mov ovvdéel Ta Stdgopa Tunpata KYC apyxeiwv evog

xpnotn.

[Mpokelpévou va vmapyxel mpocfacn ota SeSOPEVA TTOL TEPLEXOVTIAL GTO
IPFS, n avtiotolxn O6tevBuvvon touv endpoint mpémelr va eivalr yvwotn. H
EVOTOLNHEVT] aAvaiSa-koppod Quorum SievkoAvbvel T Snplovpyia 1S1OTIKAOV T
EMTPEMOPEVOV UTAOK S€SOoPéVV MOV yivovtal TPOooBAolpa AMOKAELOTIKA QIO

OLYKEKPLHEVOLG XPTOTEG, EV® TALTOXpOVA HETHSISEl HOVO TOV KPULTITOYPAPIKO

KOATOKEPHUATIONO aLUTOV o010 ULmoAowmo Oiktvo. Me oUTOV  TOV  TPOTO
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EMKUPOVETAL T AKEPALOTNTA TWV HMAOK O€& OAOKANPpN TNV aAlvocida evo

THUTOXPOVA TPOCTATEVOVTIAL TA LOIWTIKA SE60HEVA TOV HEAQDV.

@mu“

IFFS Data Object IPFS Data Object
pata 5 kB of Inage oata 25 KB of Inage

I Private Block
User KYC IPFS
oata 25 kB of Insge oata 5 KB of angy Add ress
Link (8] Link iy
O 1 KYC
Admin Smart
\ e Contract
- (CRUD Operations for

Admin User KYC file repository)

Dedicated
KYC
Services

User

KYC
Smart Contract
(CRUD Operations for
KYC Approved Users)

Blockchain Block
KYC Approved User UID
* Expiry Data
* Entity of approval

Zxnpa 3: Anuodoia (xpriotng) kait 181wtikd (Srayxeipiotrg) é€vnva ovuforaia KYC

Onw¢ aneikovi(etal gto Zxnpa 3, n avantvén tov Siktvov blockchain
Quorum @Aoevel 1000 101WTIKA 600 Kal dSnpooia ¢§unva cvpfBoAcia, kKabBéva

ano Ta omoin mMapEXeLl StapopeTIKA enineda npdofaocng oTig MANpoPopieg.

Ztov IMivaka 3, avaAvovtal ol emipépoug Aettovpyieg tov dnpociov KYC
¢funmvov ovpfPoAaiov o1 omoieg drevkoAvvovv TIg avtiotolxyeg CRUD

Ag1Tovpyieg TANPOPOPLAOV TOV XPNOTOV.
Opolwg, N ac@dAiela TV 61eVBVVOEWV TEPLEYXOHEVOL E1val €YYLTHEVT

10
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010 mAaiolo tov 6wtikod KYC €§umvou cvpfoAaiov, kabBwg eival mpoofBdoipa
AMOKAELOTIKA amo e&ovalodotnpueéva HEAN poAov Slaxelplotr. ALTA T HEAN
draBétouvv efovolodotnon va emikalovvial peBddovg éfunvev ovpfoAlainv
EMOTPEQPOVTHG O1evBOVOEL TEPLEYXOHEVOL  XPNOT®V, TAPEXOVTAG €TOL
npoofacn ota avtiotolya apyxeia touvg. Xtov Ilivaka 4, meprypd@ovial ot
OLVOPTHOELG TOV HMOPOVV va KANBoULV HOVO amO CGULYKEKPLHEVOLG POAOULG HE

SIKNIOPATH S10KELPLOTN.

Otav ta peAn Swayxelpiotn mov emiBupodv va eAéy§ovv TNV TALTOTNTA
EVOG HEAOLG T va emaAnBevoouv TNV npepopnvia ANENg OULHPETOXNG,
emkaAobvVTal TNV  péBodo Tov Onpociov KYC ¢€&umvouv ovpfoAaiov
"GetKYCMemberApproval()", Aapfavovtag povo tig anapaitnteg mAnpogopieg
®w¢ am&vinon amd TOV  OMOKEVIpWHEVO Ywopo amoBnkevong IPFS,
OVUTIEPIAAUPBAVOHEVOL TOL OVOHATOC TNG €EWTEPLKNG OVIOTNTHG TIOV EVEKPLVE

TO HEAOG.

. Protobuf UnixFS  View on IPFS Gateway

QmSbR7PARRIEWX17VSGTkgTCTGCDNLLHIVFPSrA26fkWyF

178 KB .
5

» Object {type: "directory”, data: undefined, blockSizes: Array[@]}
PersonaUnfo,pdf QmSuF xm5KRQGNxXFHX84uKTz55]pK86w7QF rNBuBGPxdpd 2 3 !
Iegai-documentj‘docx QmbFMkelKXqnYyBBWxB74N4c5SBnIMVAIMNRcGubx1AwQH . .
legal-document_2.docx QmbFMke1KXqnYyBBWxB74NACSSENIMVAIMNRCGUGX1AWQH . . . .
passport.png QmZqhS2aeGpGvi7 cjBggVIuxXd8dTXRsPYIBKZE6XIYhKC
~$gal-document_2.docx Qmd9IgRkFGo2yIiYrQhFptktrkRNZITpjbspP535CFQFG)

Main User Folder
Connected Documents

Iynua 4: Xootnpa apyeiwv pe Sievbvvon nepieyouévou IPFS.
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Mivakag 1: IHeprypapéc peddédwv dnpoaiov cvpfoiaiov.

‘Ovopa pebodov Tleprypaon Eicodo¢  Amavion
Avt n pebodog givan
ureLOLVN Y1 TNV TIAPOXT|
Baowkav mAnpogopiov KYC
Kotomy ontpoatog. OAa ta
. , Date:
0ed0|EVH TIOV EMOTPEPOVTOL ,
o 050 5 Address: Huepopnvia
ano avtrv v péBodo Sev .
AevBuvon Méng KYC.
GetKYCMemberApproval() TIEPLEXOLY evioONTEG String:
Aoyaplaopon OVIT6
TTANPOPOPIEC yIO TOV XPHOTN, , viotnta nov
., , , xpnom EVEKPLIVE TO
TP HOVO TOV EAGYLIOTO OYKO ,
HEAOG
TIANPOQOPLAOV Y1 TNV
QVOyVOPLOT] TOL XPT|OTH Kol
TN XPOVIKT| TIEPi0do yiax TNV
oroia €xel eykpiBei.
Address:
H éykpilon evdg Aoyaplacpon AevBuvon
KYC npénet va evnpuepwbel  Aoyapiaopon
otav MapEABeL N eyKeKPLEVN XpNoTm
nepiodog, eva LIAPYOLY Date:
EMOTG TIEPUTTOOELG OTIG Avavenpévn
OTIOIEG €V EYKEKPLEVO PHEAOG  THEPOUN VIO
; o , Mnvopa
UpdateKYCMember() TIPETEL VA AMOKAELOTEL AGY® Aéng. .
emruyiog
KOKOBovAwv Spaoctnplotitav. String: Oviotnta
Avt n pébodog eivon TIOV EVEKPIVE TO
urevBLVN Yo TNV EVHEPWOT HEAOG
TV mAnpogoplwv KYC mov  String: [S1oTiko
elval amoBnkevpéveg otnv KAe161
aAvoida. Aoyaplaapon
dlaxelplo
CreateKY CMember() Otav éva véo pélog eykpiBei Address: Mnvopa

12
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AevBuvon
aTo 10 OVOTNHA, Ol Aoyaplaopon
mAnpogopie¢ KYC mpénel va xpnom
. , Date:
amofnkevovtol o€ pia Sopn| ,
Avavewpévn
péoa oto €§umvo oupfoAato. nuepopnvia AEng
Avt n pebodog givan String: OvtoTnta  emruyiog

vredBovn yia ) Snpovpyia OV EVEKPLVE TO
HEAOG

HIOG VEOG EYYPARTIS HE TS Brtes32: I8100T1K0

nAnpoeopieg KYC evog véou KAELSI

HEAOLG. Aoyaplaapon
Slaxelplot

Avta ta dedopéva dev epmeplexovv evaioBnteg mAnpogopieg xpnotn, OM®G
OlKOYEVELNKT] KATAOCTAON 1 OIKOVOHIK& oTolxeia, eved amoBnkedovial Héoa OTO
¢§unvo cupfoAalo, OMWG amMeIKOVI(ETHL OTO LXNHA 5.
struct registeredMember {

address memberAddr;

uint256 time;

string approveEntity;

}
Zynua 5: Mn svaioBntec mAnpogopieg peAdv otnv atvoida-koppov (on-chain).

O1 evaioBnrteg mAnpogopieg amoBnkevovial 1o cvotnpa apyeiwv IPFS
pHe dtevbBuvon mepPlLEXOREVOL OOV €XOLV MIPOCPaon HOVO €§0VCLOSOTNHEVA HEAN

pOAovL SlaxelploT.

To 6npooio "KYC Smart Contract” kot 10 16101ik6 "KYC Admin Smart
Contract" avantbooovial oto 6iktvo Alastria péow tov Quorum Maker Utility

[63] yia tnv mapakoAovBnon é¢§unvev cvpfolainv Kat GAA@V §paoTNPLOTNTO®V

13
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KOl OTATIOTIKQV OTOlXEl®V Spactnplotntewv Tng aAvoidag.

Mivakag 2: Ieprypapéc pedodwv 1dtwtikod ogvpufoiaiov.

‘Ovopa pedodov Tleprypaon Eico080¢ Amavtnon

Avt n pebodog eivar vmevLOLVN
ylx TNV €MoTpoer g StevBuvong
nepleyyopévou (CID) tov pakéAov

TIov TiepLEXeL ta Eyypaga KYC

evog xprjot. Eivatl onpoavtiko va

, , . String:
AVOQEPOL}IE OTL YIX VO amoKTn el
) ) ) AvayvoploTiko
npdofaon anod Tov XproTn 0T AOYapIAGHOD String:
GetUserCID() AELITOLPYIKOTNTX ALTIG TNG Xprotn Avrtiotoyn
HeBOS0L, TO €€uMVo GLPPOANIO String: SievBuvon

Katakeppatiopévo mepileyxopevon

EAEYXEL TOV XprOTN €GV TNV &de1
1010TIKO KAE161

ao@aAoVLg poafaong, SnAadn eav

Swxxelplo
€xel poAo Saxelprotn. EmmAéov, 1
pebodog amontet To
KOTOKEPHATIOHEVO 1810 TIKO KAELST
TOU Xp1|OTH Yot AGyoug
TIPOOTIEANOTG.
String:
Ortav ta éyypaga KYC AvayvoploTiko
amoBnkevtovv emtuxwg oto IPFS,  Aoyapiaopov
autr n pEBodog kaAeiton va XpNoT

amnoBnkevoet ) SievBuvon String: AievBuvon

CreateUserCID()  mepieyyopevov KYC mpoKelpéEVOL  TIEPLEYXOHEVOL MT]VD!JO(
VO KOTOOTIOEL To apy el QOKEAOL e
aviXveLoHa Kot TpooBaotpa amd String:
OLOXEIPLOTEG HECW TOL IO1OTIKOL KatokeppaTiopévo
¢&umvou ovpfoAaiov. 1010TIKO KAE161
OlYEPLOTH

14
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Logs: Geth | Constellation Email Server Configuration Compile & Deploy Contracts Accounts Whitelist

CURRENT BLOCK NUMBER ACTIVE NODES B Blocks e — TOTAL CONTRACTS  ABI AVAIL

2 || T 5'

o

1137 1138 1139 1140 141 1142 1143 1144 1145 m-‘ RPC Port: 22000 IP Address:

Contract List

Deployment Date Contract
Contract Address Contract Name T Sender Type Description ABI

Zynua 6: E€vnva ovpBoraia oto Quorum Maker.

To Zxynpa 6 mapouvoialel to énupoocio KYC €&unvo cupfoAraio kabBwg kol to
¢§unvo ovpPoAalo SlaXEPLOTH] QMO TNV OTTIKN ywvia Tng mapoakoAovOnong

EQUPHOYDV.

AwakovBépvnon IIvevpatikov Awkaiopatov pe Edvnva
YopBoiara Kowonpadiag

LYETIKA HE TNV LAOTMOINOT €QUAPHOYTNG MVEVHATIKOV SIKNIOHUATOV 0 aAVvOideg-
KOPHOU, TO ZXNHA 7 MEPLYPAPEL TIG OXECELG HETAED TV EUTIAEKOPEVROV QOPE®V
TOL KAGSouv. Méow aUTOV TV oXéoewv KabBiotavtal molkiAeg Olavopég
TVEVHOATIKAOV SIKAIOPATOV KOl OXETIKOV €YYPAP®V, KATAANYOVTOG OE Hld
Stadikaocia  mapakoAovBnong kot emaAnBevong axkpifelag  SeSopévav

TMIVEVHATIKAOV SIKAIOPATOV ylia Opyaviopolg LvAAoyikng Altaxeipiong (CMO).
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Music Industry Stakeholder
Ecosystem

@ Creators

_¢ Performers

@ibi:shers
Stakeholder

Communication

/,- fm:\o

Q) \/

3" Party
Companies

Zxnpa 7: O1koo00oTNUA EVSIXQEPOUEVWV HEADWV HOVOIKNG Brounyaviag.

H mapovoa mpooéyylon otoxelel otn OSnplovpyla €vOg TPAYHATIKK
OTMOKEVIPWHEVOL GUOTNHATOG OV €ival TPpooPACIpo amd S1APOPETIKOVG POPEIG
KOl EQAPHOYEG AVTOV, HE ATIOTEAEOHA éva eviaio mMAaiolo O6mov SitevkoAvveTal
10 mepimAoko tomio Srayxeiplong HOLOKAOV SKAIWPATEV. Onwg aneikovifeTal
010 XYNHa 7, N LAOTMOWNUEVN OATMOKEVIPWHEVT E€QAPHOYN OULVEEETAL HE TNV
aAvoida-koppoL Kol epeavifel TI¢ KATAAANAEG TANPOQOPIEG TVELHATIKOV
SIKOWPATOV EMITPEMOVING OTOVG €VALAPEPOEVOLG Vva TI¢ dtayxelpilovtal. O1

vnnpeoie¢ Musical Claim Services evoopatovovv TOG0 T AOYIKN TNG
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ATMOKEVTPWONG 0G0 KAl TOL S1KTVOL BAONG SESOUEVOV HOVOGLIKQOV €PY®V.

Music Asset
Database

mongoDB

Music Asset
Copyright
Metadata
New Claim New Claim
" oD
A .
|: :l (N Smart Contracts:
| SESETRIN ¢ Conflict Resolution
\ * User Management

. — |Approved Claim

Approved Claim Conflicted Claims .

— |Conflicted Claims

@ — |User Data
E

Zxnpa 8: IMAaic1o amoKeVIpwUEVNG S1ayEiplong HOVOIKWV SIKAIWUATWY.

H amokevipopévn e@appoyn Kalt OA0 TO TAGIOI0 OAMOKEVIPWHEVNG

S1ayeiplong HOVOIKAOV SIKAIOPATOV XAPAKTNPI{OVTAL aMO TIG €VVOLEG:

e Awxgpdavelra: KdabBe evdliapepopevog pmopel v OULHHPETAOXEL KOl VO

enmaAnBevoel TNV KATAOTAOT TOV SIKAIQUAT®V TOV.

* Epmotoovvn: Kaveig Jdev pmopel va  XEIPAYWYNOEL 10XLPLOHODVG

SIKAWPATOV.

* IyvnAaocipotnta: Avvatotnta  TApAKOAOVONONG TV 10XULPLOHQV
SIKXWPATOV Tov €xel AGPel éva MEPLOLOLIAKO OTOlLXEIO HE TNV MApPodo

TOL XpOVOU.

* Amnokévipwon: H Bdon dedopévav dev eAéyyxetal and pia povo oviotnta.
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O1 OLVELCQPOPEG TPOEPYOVTAL ATIO HIX KATAVEUNHEVT] OGS HEADV.

* Enilvon ovykpoboewv: H evomoinon tewv SIKOIWPATOV O& HlX OAKN

npooAr] evronifel TI CLYKPOVOELG GE APXIKK CTAS1A.

* Amobotikétnta: AmAomoinon péow Hlag OSltaAelTovpYlKNG ALONG TOU
polpaletal mAnpo@opieg HETAED TV eVOIXQEPOPEVOV HEADV KAl

EVOOHATOVETHL OTAX CLUOTHHATA TOVLG.

1o Zxnua 9 aneikovifetal 10 §ikTvo TNG aAvoidag mMov xprnoilpomoleital
0TO TMpoTEWVOPEVO TAaiolo PBaoiletal oe pla aAvoida blockchain Quorum mov
avantvooetal oto Oiktvo Alastria T [60]. To Quorum blockchain eivat
ovolaoTIKG €éva Siktvo Ethereum evioyvpévo pe €va mpoocBeto eminmedo

ac@aAeiag [59].

Everybody Limited Consortium Only One Vote

Votes Votes

Zynua 9: To gaopa epumiatoolvng oe Siktva tedevtaiag teyvoAoyiag.

H rtpéxovoa e@appoyn tov Alastria Quorum Ypnoipomolel Tov
OLVOLVETIKO aAyopiBpo Istanbul Bulavtivrig Avoxng XooaApateov (IBFT), pua

napaAiayn g [Ipaktikng Bulavtivig Avoxng Xeoaipdtwv (PBFT) [69].
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e QUTNV TNV QMOKEVIPWUEVT €QUAPHOYT, LTIAPXOULV Tpelg (3) Katnyopieg
xpnotov: Super Admins, Admins kot Users. Ot Super Admins
AVTIMTPOO®TEVOVY TOLG OLHpeTEXOovTeEG CMOs, eved ol AlaXeIplOTEG KOl Ol
Xpnoteg ovvdéovtal pe ta MEAN mov oxetiCovtal pe tovg CMOs. Xto Zynpa
10, mapovoildletal plx caENG €1KOVH 0g OX€on HeE TNV lepapyxia xpnotn eviog

NG EQappoynG.

cmol ‘=:'_’_l_‘_-_ __________________ e R
[y

Name: CMO 1 Name: CMO 1N
User type: Super Admin User type: Super Admin
Affiliation: cmol Affiliation: cmol

Name: Admin
User type: Admin
Affiliation: Member 3

Name: AdminN
User type: Admin

Name: User Affiliation: Member 3
User type: User

Affiliation: Member 3

Zxnpa 10: Iepapyia xpnotov Kat emiyeipnuatikol poiot.

Yto Xynupa 11, 7n Poaowkn e@oappoyrn, yveworn ¢ Eo@appoyn

Amnokevipowpévng Atlaxeipiong AKa@pATOV, amelkovidetal palli  pe  TO
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dladpaoTiK& TG OTolXEld.

OTMOTEAECHATIKT|

ETIKOLVO VX

O Alastria kOpfog emitpémel Vv d&peon Kol

HETAED TNG E€QAPHOYNG KOl TV E€EUTMVOV

ovpfBoAaiwv mov eykBioTavial Kol ekteAoVvvtal oto Alastria diktvo.

2 1=

r—
J=

[ 4]
-4
=3

2@ )=

A DeployfAccess

Smart Contracts

A
Bloomen Access Music
Alastria Node Asset

i Decentralized Rights

Management App

Bloomen API

Zxnpa 11: Texvikn apy1TEKTOVIKH AMOYn TOL GLOTHUATOG.

EminAéov,

To Xynpa 12 epoeavider T otoifa TexvoAoyiag kar tnv

APXITEKTOVIKN] OAOKANPNG TNG MAat@oppag. To backend ywpiletar oe dvo pépn:

To €EAPTNHATH €VTOG Kol €KTO¢ NG aAvoidag. Eva emmAéov Aoyikd emimedo

ovyxpovicel 11¢ KANoelg peTadl TV S10Qp6pV THNHATOV €KTOG NG aAvaidag

kol tov backend ekBétovrtag éva RESTful API yiax tnv epappoyn Sraxeipiong

TOV SIKAIOPATOV, VO GAAa €16 epappoyav Ba pmopovoav va avantuyBoovv

KOl VO EVOROPAT®B0VV og 0AOKATpN TNV TAATQOp .
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4 N

On-Chain Backend Off-Chain Backend
Lal'lguages g ottt ﬁg s SDLIDIT'I" ----------------------- n‘ de ........

Data @ ------- @ e a ] s S O[ ..... .mDHgDDB
Quorum

L | HEROKU ﬁ _‘=-=':'§§'¢'ﬁ,|33/

Hosting

Zxnpa 12: Texvodoyikn otoiffa and to REST API.

H Avon g E@oappoyng Amokevipwpévng Atlaxeipiong AKOIOPATOV
ELOAYEL M1 POVASIKN KOl KOVOTOpo mpooéyyion. To Ovopa tov €§umvovu
ovpfBoAaiov "Claims" avtimpoowmnedel kK&Be 1OXYLPIOPO HOLOIKOD SIKAIOPATOG
XPNOlHOTOl®VTAG Pla avtiotolxn dopun Solidity mov ovopddletarl "struct Claim".
H 6opn amoteAeital and S1akpltd XApaAKTNPLOTIKA, OTMWG @aiveTtal oto IXNHA
13. H "struct Claim" nmeptAapfaverl évav deiktn KATAOTAONG Y& TOV LOXUPLOHO
mov pnopel eite va aviimpoownedel éva d1ekd1koVpeVo SIKaiwpa, o mepinTwon
mov dev vMApXeEl Stapwvia otn dNAwON SIKAIWHATOV O COYKPLON HE QAAEG

analtnoelg mov €xovv vmofAnbei otnv aAvcoida yia to 1610 Sikaiwpa, eite pia
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oVYKPOULOT SIKAIWHUAT®OV, 0 MTEPIMTOON AAANAOEMIKAAVTITOPHEVOV SIKAIOHATOV.

ationDate;
. claimId;
NameValue[] claimData;

status;
256 lastChange;
xSplit;

Zxnua 13: Aoun é€vmvou ovuBoiaiov ge Solidity yia 1oyvpitopovg.

H 6opn woyvpiopod "struct Claim" mnepiAapfavel eniong 10 mMocootd
KOATAVOUN G SIKALOUATOV, TIG NHEPOUNViEG Evapéng Kal ANENG TV SIKAIOUATOV,
TI¢ TEPLOXEC 1OXVOG Kl TOV TUTIO TOLG, OTMWG AMEIKOVILETAL Yla €V 1oXVPLOUO

nxoypaenomn oto Ixnua 14.

Sound Recording Claim

Right Holde
- 222

6/1/2020 | 6/19/2020

Terr

Greece

Use Ty

Public Performance Airlines Radio Broadcasting Radio Dubbing

Xxnua 14: Emokonnon 1oxuplopod He 1a SedoUéva TOL €V HEOW AVAVEWONG TOU.
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Eva  onpavtikd pEPOG TOL  OULOTHHATOG Yla TN StakvPépvnon
OVTIKPOUVOHEVAV TIVEVHATIKOV SIKALOPHATOV S1ATNPOVTAG TNV 81QTIKOTNTA TOV
deSopévav amotedel n péBodog "checkClaimStatus()" evtog T1ov 161®TIKOD
¢éumvov ovpfoAaiov "Claims". H péBodog checkClaimStatus() éxel mpdéofaaon
oTnv 101®TIK] aVTIOTOIX10M 1OXVPLOPHAOV €VTOG TOoL €&unmvou oupfoAaiov.
Epooov n peAétn olLykpovong yiveral Satnpaviag Tnv 1810TIKOTNTAK, TO

OVLOTNHA LTTOAOYILEL HE XOPAAELN AVTIKPOVOHEVOUG 1GXVPLOHOVG.

Méylotog S1aX@pPlOPOG 1OXLPLOHOL opileTal TO TOCOOTO TOUL €XEl
dNAwbel 0 10XLPLOPOG Yyla OLYKEKPLHEVO OLVOLAOHO TV 18lwv mediwv NG
dopng €évmvov cvpfoAaiov oto Lynpa 13. Edv o péylotog S1aXwplopog €vog
toxyvplopot vnepfaivel to 100, emonpaivetal wg ovykpovon (conflict) omwg
eaivetalt oto oxnpa 15, Stagopetikd, esmonpaivetal wg toxVwv (claimed,
Zynpa 16). Otav evromiovtal 00 EMKAAVTITOHEVOL 1OXVPLOHOL, Ol HEYLOTEG
TIHEG Slax@PlopoL Tovg VoAoyilovTal €K VEOL OTNV aAvoida KAl Ol KATAOTAON

TOUG EVIHEPAOVOVTAL AVAAOYA.

Claim 1 Claim 2 Claim 3

max split 3 = split 2 + split 3

max split 1 = split 1 + split 2

max split 2 = split 1 + split 2 + split 3

CONFLICT

CONFLICT

CONFLICT

Zynua 15: Avtikpoudpuevot toyvpiopoi. Xoykpovan.
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Claim 3

Claim 2

Claim 1

max split 1 = split 1 + split 2 max split 3 = split 2 + split 3

max split 2 = split 1 + split 2 + split 3

CLAIMED

CONFLICT

CONFLICT

Zxnua 16: Avtikpovdpevol igxvpiopoi. Xoykpovon kat Ioydwv.

Eniong, avantuxOnke €vag PNYAVIOHOG VOUIOHATIKQOV KivATpwv. Otav
évag xpnotng emixelpel va vmofaAel pla véx ouvaAlayn Kol €Xel E€MAPKEG
VTTOAOITO, 1 OLVOAAXYT] UMOPBAAAETHl KOl TO VOHIOHATIKO TOU UMOAOLTO
HeloveTtal kata tnv  oéla NG ouvvaAlayng. Apxika, koabBopiletar €va
OLYKEKPLHEVO KOOTOG GLVAAAXYTNG TOL OXETI(ETAl PHE OMOLASNTMOTE GLUVAAAAYN
LoYLPLOHOD yla dnplovpyia, evipépwon 1 draypaoen.

TéAog, oxetik& pe TNV aloAOynon TOL OULOTHHOTOG OTOXEVONKE 1
TPOCOHOIWON TOV O& TPAYHATIKEG ovvONKeg. Xvykekpipéva, adloloynbnke n
AMOKPLGTN TOUV CGUCTNHOATOG KAT® OGN0 omalTnTIK&G @optia  Ta omoia
dnuiovpynOnkav pe opadikd apyxeia popong CSV. Kabéva and avtd mepileiye
Hlx Oelpd 1oXLPLOP®V Tov Enpeme va vmofBAnBolv yia emeepyaocia amd To
OVOTNHA KAl TN OLVEXELH va amoBnkevtodv otnv aAvoida. Ta apxeia Stépepav
oe péyebog, and 100 €éwg 10.000 10KVPLOHOVG, HETPAOVTING HE ALTOV TOV TPOTO
TNV AVTIAMOKPLON TOL OLOTHHATOG O€ OSlAQPOPETIKA TOCOCTA Onpiovpyiag

oyvplopev. H a§lodoynon mapovoidletatl e 600 (2) ypa@nuata.
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4000 3672
3500

3000

2500

2000 1756

1423
1500

Time in Seconds

1065
1000 713

500 373

39

10 100 200 300 400 500 1000

Number of Claims

Zynua 17: Xpovog eneéepyaoiag S1QPOPETIKOV apxElwV OUaASIKG.

Y10 MpOTO ypaonpa (Zxnpa 17) ameikovidetalr o XpOvog mMov amalteital
ylia tnv opadikn emefepyacia apxeiov Sapopwv peyebov, evd to devtEpO
ypdonua (Zxnpa 18) deixyvel tov péco xpoOvo mov XPeLALeETAl TO CUOTNHA Yld

Vv eneepyacia HEPOVOUEVAOV LOXVPLOHADV.

AeSOPEVOV TV TTEPLOPLOP®V OTN STNHIOLPYIX HTAOK TTOL TEPLEXOLV GLUVAAANYEG
pall pe ™ Sradoxikn eneepyacia Tov a§lOGE®V, 0 GUVOALKOG XpOVOG TApTidag
eival oxetik& amodotikd6g. Av kal n emefepyacia 10.000 aiovocewv Srtapkel
nepimov 10 @peg, €évag ovvnblopévog @OpTOg E€pyaciag ot HOLOIKN
Blropnxavia, 1o ocvoTnpa sival oe B€on va eviomicel CLYKPOVGELG O AlyOTEpPO

anmo pix MPEPA, KATL OV AVTIMIPOCKMEVEL ONUAVTIKN PeAtiwon oe avtd To

25



Nikolaos E. Kapsoulis

oevaplo. Xe meplBdAlov Mapaywyng, ol 10XLPLOHOL PmopoLV va amoBnkedovrtal

KOT& opadeg amo 1o cLOTNHA avTi va vtofBd&AAovtal oe eme§epyaoia ypappHIKA.

3.95
3.9

3.85 /

3.75

(W8]
co

&
]

3.65

Seconds per Claim
w
o

3.55
3.5

3.45
0 2000 4000 6000 8000 10000

Mumber of Claims

Zynua 18: Méoog xpovog eneéepyaaiag 1OYUPLOUDV.

AvTtn 1 MPoCéyylomn XPNOLHOTOLEITAL CUYXVA O AALGISEC MAPAYWYNG OTIWG
1o Bitcoin kot to Ethereum mov @1AoevolVv €EKATOPHVUPLA OLUVOAAQYEG
KaOnpuepiva. Xuvykekplpéva, o pEéoog YXpOVOC TOL ATALTEITAL ylX TNV
eneepyaoia plag aéiwong mapépeive otabepog (mepimov 3,7 devtepoAenta) o€
S1a@OpPETIKOVG  QOpPTOLG epyaciag (mMOOOTNTEG 1OXLPLOH®V). Avty 1
otaBepotnta vmodnAaovel €va oTifapd OLVOTNHA Y®PIG ONUHAVTIKE onpeia
OLHEOPNONG. £TO YpAPNUA TOL YN HaTOG 18, n avTiotolyn akida eival ep@avng
yla pKpOtepeg opdadeg apyeliov (3,9 SevtepoAenta) Kol TPOKAAgiTal amo

ApX1KN KOTAOTOAOT KAT& TNV MPOETOlpacia tng emkowvaviag pe tv aAvoida.
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Avtn n xaBuvotépnon pelOveTal KaB®G 0 aplBpog TV 1oXLPLOPAOV aLEAVETAL.

Avtoaliodoynon Xopooviov Emmnédov  Ynnpeoiag
Ymoloyiotikov Né@povg péoo Amopovoong 'Evnvov

YovppfoAraiwv

O1 Yvpgpwvieg Emnédov Ynnpeoiag (SLAs) éxouv aMOKTNOGEL KEVIPIKO
poAo o1n Onplovpyia epmiotoovvng petaéd TV mapoxwv Cloud kot tovu
neAatoAoyiov tovg. XtTig 181wTikég Aboelg Cloud, otv mapoxotr a&ioAoyovv
eoTeEPKA T SLA KOl KOLVOTOlOOV T OTMOTEAECHATH TV HETPHOEWV GTOULG
neAdteg. AvtiBeta, moAAol énpocior mapoyor Cloud, cvumeptAapfavopévov
HeEYAAWV eTalpel®v OmMw¢ 1N Amazon, 6&&v mapakoAovBolV evepyd TIg
npoemAeypéveg mapapétpovg SLA, onmwg n SwabBeocipodotnta, KATL mOL Eival
Aoylko debopévng NG TEpGOTIRNG B&onNg xpnortwv Kol tng ONENg twv laaS
napoxwv. Qotdoo, N amotvXia AVIIHETOMIONG MAPABLACEDV CVHPOVIOV pPTopEel

vV 00NYNO€El O ONHAVTIKEG OIKOVOULIKEG anmwAgleg [72].

I[MAnBopa epyareiov  AOylopikoL elvar  dwaBeopa yia TNV
napakoAoLONon, v agloAdynomn Kat TNV aVIIHETOMION (NTNHATOV amo800Ng
kot  ITowdtntag Ymnnpeoiag (QoS) mouv oyxetiCovtar pe mopouvg cloud.
LUyKEKPLPEVA, dnpbdolol mapoyxol 6mwg n Amazon, n Microsoft kot n Google

Exouv avamtuéel Ta K& TOoLG epyaAeia kKol mepifaAiovia [73-75] yix 1nv
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aloAoynomn Kol TNV e€VopYNOTP®WON TV S1K®V TOUG, OAAX aKOUN KAl GAAwV
vnnpeolov Cloud. H Swadikaocia mapakoAovbnong SLA meplAapfdaver v

AVTIHETAOTIOT OLUYKEKPLPHEVOV EPWTNOEDV, OTWG amelkovifeTal oto Lyxnpa 19.
1. Tloleg mapdpeTpol cLHPWViag mepléyxovtal oto SLA;
2. Tlog vmoAoyifovtol avTég ol TapapEeTPOL,;

3. Eival o umoAoylopog TOV MOPAUETPOV COHE®VOG HE TOV OPLOHO TOUL

TaaS;

Cloud Infrastructure Dl

Communication
API

Performance «
Monitoring Data i

ya
-

N

c
w
1]
=
>
g
1]
3
&
SLA Monitoring -y
Data ’ B
Dedicated laaS
= based SLA Drivers
I
SLA Monitoring "
Data 7 -

Zxnua 19: Tomikn Stadikaoia mapakorovOnong SLA.
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IMa mnapadetypa, béoov aeopa TN drabBecipotnta  vnnpeoiag, Hix
napdapetpog SLA opiletar evkoAa, aAA& 0 KaBoplopog TNG TIHNG MAPAUETPOL
mov dnAavel mote pla vmnpecia Cloud eivar 1 dev eival StabBéoipn Kol mwg
vrmoAoyiletor avty N TR eivar kpiolpa onpeia mov kaBopilovv TNV
eykupotTnTa plag Stadikaociag mapakoAovBnong SLA. EmumAéov, mapayovteg
OMw¢ o puvBpog derypatoAnviag, n mepiodog a&loAdynong kat o TOMOG TOUL
XPNOLHOTIOLEITAL Y1X TOV LTMOAOYIOHO TV TAPAHETPpOV maifovv (OTIKO poAo

OTOV UMTOAOYLOHO TV HETPLKOV.

H mapovoa vAomoinon €10dyel gl vEéo TPOCEYYLION Yl TNV AVTIHETOTLION
TéTol0V afefarotnrewv otnv a&loAoynon SLA. Me Bdon tnv €vvola Tng
avtoa&loloynong SLA, to mapov ocvotnpo Snpiovpyel €va aoc@alég Kat
QMOHOVOHEVO  LTMOAOYIOTIKO  meplfaAlov  péoa oe  éva  apetafAnto
ATMOKEVIPWHEVO olkKooVLOoTNHA. [Ipokelpévou va Slac@aAlctolV dragaveig Kal
101WTIKEG LTTOAOYIOTIKEG pOEG €VTOC TOL meplfdAAlovtog aAvoidag-KOppHOoU pE
enitpePn, O TPOTEIVOHEVOG HNXAVIOHOG ouvaiveon¢ SLA eVOOHATOVEL TIG
duvvatotnteg TEE [76]. Me avtov tov tpomo, o laaS epmAékel tnv medateia tov
0g €V OO0QOAEG GLOTNHA TOL SlaoEAAiIlel SlLHQAVELN TV AELTOLPYLOV Kol
W1OTIKOTNTA TV LNoAoylopwv. H Stagdvela mpoépyetal Kupiwg amd 1N
ovvaiveon tewv pepav SLA oxeTikd pe to aAyoplBpiko mpoypappa odnynong
nmov vmofdAetal otnv aAvoida (oplopog MapaAKAT®) Kol eival vmevBvvo yla TV
mapakoAoLONonN Twv oapxeiwv Kataypaeng HeTpikav Ttov SLA, evo 1
W01OTIKOTNTA ULTMOAOYIOH®V  €6pOLOVETAL HECKH TV 1810TATOV KOl TV

duvatotntewyv tov TEE.
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And tnv &GAAN mAevpd, Ol TMEAATEG EMWEEAOVLVTNL AMO HIX OOQUAN
TAATEOPHA OTOL e@appoletal piax a&rémotn Stadikacia cuvvaiveong SLA.
E181kotepa, ol meAdteg epmioTeVOVTAL OTL Ol TApeYOHevVol vmoAoylopoi SLA
akoAovBolv éva OULHE®VNHEVO OYXNHA ULMOAOYIGHOU ToOUL €ival  Kowva
OVOYVOPLOHEVO HE TOV TAPOXO ULMOSOHNG TPV OmO TNV LTOYPAEN TNG

OLHOWVING.

H o0An Stadikaocia tng a&iomiotng mapakoAovOnong SLA Aapfdavel xopo
HEoa o€ €va eEovolodotnpévo dikTvo aAvoidag-KoppoL 1o Oomoio ypnoipomolet
xapoaktnplotika Katavepnpévng TexvoAoyiag Ledger (DLT) padi pe TEE evtdg
¢ aAvcidag. Zvykekplpéva, n Avon Baocidetal 0T0 AOYIOHIKO KATAVEUTHEVNG
Aoyiotikng Hyperledger Fabric [77], To omoio evowpatwvel dvvatotnteg TEE
eEVTO¢ aAvoidag PHETW €VOG ATMOKAELOTIKOD OLVOETIKOD TPOYypPAHHATOG, SnAadn
tov Fabric Private Chaincode (FPC) [78]. To teAegvtaio emekteivel 10 mAaiclo
evtog tng aAvoidag, emtpémovrag tnv avantuén €Euvnvav cvpfoAainv mov

EKTEAODVTNL OE TPOCTATEVHEVA ATIOHOVOHEVR TTepLBAAAovTa.

EmumAéov, to Xxnpa 20 mapéxel M1 OAOKANPOHEVI] EMIOKOMNON TNG
OPXITEKTOVIKNG TOU  OlKOGUOTNHOTOG TN  omoia  avaALeTal  apydtepa,
anelkovidovrag tn dradikaocia cuvvaiveong SLA pe ép@oaon oTn AELTOLPYIKN
dta@davela Kol TNV 1010TIKOTNTA TV LToAoylopav. Téco ol mapoxol IaaS doo
KOl 1 MEAATEG TOLG TAONYOLVTIOGL OTNV TUTOTOLNHEVN pPON E€pyacdiag Tov
O0lKOOVLOTAHATOG, N omoia meplAapfdvel Kupiwg To CVOTNHA €VTOG TNG XALTiSag

He capeig aAAnAemdpdoelg eKT0G aAvoidag.

IMa v obdvayPn plag cvpeeviag evtdg g aAvoidag, yivetal xprnon evog
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TOPAPETPOTONOIHOL apyxeiov, Parametric SLA. Ta va Aegltoupynoel cwotd,

npénel va meptAapfdvovial 6Aeg ol anapaitnteg MAnpo@opieg amd 10 €yypago

SLA 6nwg opiletal otn cvpgwvia pe tov mapoxo laaS. Avtég ol mAnpo@opieg

Ba mpénel va akoAovBoUlV pla TUTOTIOLNHEVT] HOPPT] OXNHATOG SESOPEVRV, EVD

auTn N MEPIMTWON XPNONG CLHHOPP®VETAL pe 1o Tpotumo ISO 19086-2 SLA

[79].

Metpikég: Avtl 1 KAGON EVOOUATOVEL OAOLG TOLG GTOXOLG TIOU
oxetiCovtonr pe 11g eyyvnoelg SLA. Twa mapadetypa, n Stabeoipotnta
elvor pia dnpo@iAng pétpnomn mov xpnoiponoteitar oe SLA. EmimAéov,
avTn N KAdon meptAapfavel facikég mANpogopieg mov axetidovial pe TIG
HETPNOELG KAl GTOXEVOLV KLUPIWG TN S1ELKOALVOT TNG MApakoAovONONg

KOl TNG HETPNONG H1OG SESOHEVOV CUHPWVIDV.

[Mapapetpol: Avtn n kAdon meplypd@el kK&Be pepovopévn pETPNON,
TIPOCPEPOVTAG OVOAVTIKEG AEMTOHEPELEG OXETIKA HE TIG OVTIOTOLXEG
TapapeéTpoug NG pétpnong. EmmAéov, meptAapfdvel ToLg TUMOULG
HETABANTAOV TOL eKEPALOLY HIXK HETPNOTN KOL TOLG TPOMOLEG HETPNONG

AUTOV.

Kavoveg: Xtig ovp@wvieg SLA, LTAPXOUV GUYKEKPLIHEVOL KOVOVEG TIOU
S1€movv OX1 HOVOo TI¢ KaBoplopéveg eyyunoelg aAAd Kal TOLUG KAVOVEG IOV
vnayopevovy TNV Stadikacia pétpnong. Tétolol kavoveg kaBopifovv MaG
TMIPEMEL VX epunvevovial ol petpnoelg. Eva tumikd oevaplo kKavova
neptAapfavel tov KaBoplopo tov T1L onpaivel amotuyia 1N emitvyia ylo pla
ovyKekplpévn pétpnon. INa mapddetypa, 6cov agopd tn Srtabeoipdtnta,
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1o Amazon Web Services (AWS) SLA [80] Bewpel 011 pia vnnpecia dev
elvar StaBéopun 6tav dev yivetral duvatn n mpoofacn oe avtr oe dVo (2)

(wveg S1abBeopotnrag.

sQe0s
°
o HES
- TI1R —
:8lo®
laaS . .
TEE Tunneling Shim
Enclaved Monitoring \ I

o — [ — b
Agreement Payment

Parametric SLA Signed Logger

9
— —
Naa
SaaS/Clientele
Refund Chaincode Enclaved Comparison

PERMISSIONED NETWORK

Zxnpa 20: ApxiteKTovikn ouvaiveon¢ cuppwviedv SLA aAvoidag-koppod.

To eninedo twv peBodov detypatoAnyiag (Sampling Methods), o6mwg
anelkovi(etar oto Xynpoa 21, avoaAapBdver tnv evBovn yia 10 OXESIAOHO
HeBodwv mov ovAAeyouv kat agloAoyolV TNV €yKLPOTNTAX TWV SESOPEVEOV TOL
delypatog mouv eival {wTikng onpoaociag yla tov LMOAOYLOPO HEeTplKoV. O1
MEPLOPLOHOL TOL TPOKVTTOLV QMO TETOLOLG KOVOVeEG eKONA®vovial HE
VTTAYOPEVOULV €AV  €va OVLYKEKPLHEVO OSelypa dratnpeital  yia  HeETPLKOVG
VMOAOYLOPHOUG T amoppimTeTal AOYy® HN OCLUHHOPO®ONG HE TEPLOPLOHOVG
petpnong (Boolean popon).
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*Definition of ; «Definition of #Definition of
rules for " calculation
. period of
" measuring . method of the
Sampling . computation 3
R ariinig * Aggregation of DI
*Define success / i *Definition of
failure of a sarrjpdlng success value of
measurement [Rlees metric ‘
{
"parameters": [ : "parameters”": [ "parameters”: [
{ { { R
"name": "boundary_period", "name”: "billing cycle”, "name": "availability_limit",
"parameter": "68", "referenceId": "BP_ge1”, "raferenceId": "PARAM_@02",
"unit": "seconds", "unit": "month", - "unit": "%",
“scale": "INTERVAL", “parameter”: "1" "parameter”: "99.85"
"referenceld": "PARAM_681" N }
}s : 1.
% ) ] "underlyingMetrics™: [
"name": "service_ping_sample_unreachable”, {
"parameter": "unreachable", "name": "CloudServiceAvailability"
"scale": "NOMINAL", "referenceld”: "CFA_6@2",
"referenceld”: "PARAM 902" g
1 : "RATIO",
%J "expression”: {
“name": "service_ping_sample_responses”, "expression”: "CFA_@@2 = ((BP_eel - UAP_@e1) / BP_61)"
"referenceld": "PARAM_ge3", }
"parameter": [ ¥
"reachable”, ]
"unreachable" ¥

1

"scale": "ordinal"

Zynua 21: AMtapopowaon oe enineda aAyopiOuikod npoypdpupatog odnynone.

To eninedo Sitaxotnpatog vmoAoyitopov (Interval of Computation) Siemel
N ovXvotnta pe Tnv omoia yivetor derypatoAnyio dedopevev yla HETPLKOVG
vnoAoylopovug. KabBopiler eniong ta Staotnpata ota omoia vmoAoyifovial Kol
aloAoyovvtal ot petpnoelg SLA. Miwa ovpfaon SLA ocvviBwg meptAapfdaver
AETITOPEPELEG OYETIKA HE TOV KUKAO XPEWOTG KOl, KATA OULUVEMELN, TOV KUKAO
aloAoynong SLA. Ynapyxovv vnnpecieg mov vmoAoyifovv 11g mapapetpovg SLA

TouG o€ punviaia Baon N GAAeg, ONwG ava dietia.

To eminedo vmoAoyiopol petpnoewv (Metric Calculation) otoxevel otov

TIPAYHATIKO UVTOAOYIOHO TV HETPNOEDV HECA O €va O6eSOHEVO XPOVIKO
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dtdotnpa. KabBopliopéveg ouvvaptnoelg, ol omoieg Aapfavouv vmoyn Toug
OPLOPOVC HETPNOEMV KA1 TOVG OXETIKOVG Kavoveg, eme§epyalovtal Ta dedopéva

TOL delypaTog Kot SNHIovpyolLV TIG aplOUNTIKEG TIHEG Yia TIG peTpnoelg SLA.

IMa v ovvayn ovpewviag SLA, ol eumAEKOHEVOL CUUTANPOVOLV TN
TOPAPETPOTOLNHEVT] CLUHE®VIX KAl vtoypa@ovyv oe pia cuvuvaAlayn (Agreement
Payment, Xyxnpa 20) tn ovppetoxn touvg oto SLA. Me tnv avakoivwon tovu
vroyeypappévov SLA oto cvotnpa, 1o TEE tg alvoidag Eekiva tn Stadikaoia
alomotng mapakoAovOnong yla tn véa cvpewvia. H Aettovpyla mepikAelotng
napakoAoVOnong (Enclaved Monitoring) pe tn oelpd TNG EVOOHATAOVEL TN VEX
OLVHE®ViIX 0Tn AMOTA TNG AVAKTOVTAG TA Tlo Tpoc@ata apyeia kataypagng SLA
Kol vmofaAAovtag ta oe emefepyacia eviog tov TEE. Eivar onpaviiko va
ava@épovpe 0Tl To FPC Srac@alifel toxupn 810TIKOTNTA Yo TIG AElTOLPYiEG
MOV €KTEAOLVTAL MO @LAOEEVOVHEVA OTOLXEIX, OVOHOXOTIKE, Ol A€LTOLPYiEG
¢unvov  ouvpfoAaiov  mepikAgloTng mapakoAovONnong kKot mepikAgloTng
ovykplong (Enclaved Comparison). Xvykekpipéva, 1o FPC gkpetailedetal t1g
eyyeveig dvvatomnteg twv TEE amopovovoviag pabnpatikodg kol Aoylkolg
vnoAoylopovg €éunmvav  ovpPoAainv oe emimedo  vAwkoL. Etol, ot
dpaotnplétnTeg mov Aapfavouv yopa &viog tov FPC amopovaovovtal Kot
TPOCTATEVOVTAL ATIO GAAEG OVTIOTNTEG MOV CULUHETEXOLV OTO SIKTLO KOl €XOLV

npoofacn otnv aAvoida.

H Aettovpyla mepikAelotng ovykplong amoteAeital kuplwg amd Aeitovpyieg
¢funvov ovpfoAaiwv, o1 omoieg avayvewpiovy TN CLHEEVIX TOL LTOYPAENKE

MPOCPATA KOl OVAKTOUV TA TIO TPOCPATA aVTIoTOlXa apXela KaTaypa®ng
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OVHE®VIOV ano to diktvo IPFS péow tng Ponbetag tov Tunneling Shim mov
EVOOHATOVEL TETOLOL €16oug aAAnAemidpdoelg otov KOSIK& tov. OAGKANpPN N
pon epyaociag exteAeital oto mAaiolo evog mepikAeiotov €¢§umvov cvpfoAaiov

OV KANpovopel TI¢ mpoavapepBeioeg SLVATOTNTEG 1S1OTIKOTNTAG.

EmumAéov, oe 0An tn Siapkela Tov KOKAOL (WNG TNG PONG epyaciag, 1
Aettovpyiknp povada Logger poipdletar pe 10 Siktvo IPFS véa apyeia
KATaypa@ng mov oxetiovralr pe T ovpewvia. TeMikd, 1n emMoTpe@OpEVN
d1evBuvon mepreyyopévov IPFS ypnolponoteital anod to Tunneling Shim yiwx tnv
AVAKTNOT apXEl®V KATAYPAPNG OLHP®VIOV €VIOG TG aAvoidag-koppov. Xe
nepintwon napafiaong SLA, n Aettovpyia nepikAelotng ovykplong evepyomotel
Vv €ektéAeon Tov €&umvouv ovpfoAaiov amolnpiwong (Refund Chaincode,
Zynpa 20). Otav cvpfaivel mapafiaon SLA, n neAateia tov mapdxov Aapfavel
HlX EVTOAN EMIOTPOOPNG XPNHATOV w¢ amolnpioon yia tnv mapafiaon 1ng
OVHO®Viag, eved o laaS ypeanvetal 1610 mooo yia tnv napafacn avrtictoiya. To
¢funvo ovpBoAaio amolnpimong xpnolgomnoleital w¢g 10 tTeAgvtaio otolxeio Tov
KOKAoUL (w1 ¢ tng mapovoag AVonGg ovvaiveong SLA KAT& TN pon €pyqcloV TNg

dradikaociag mapafiaong.

Ye YEVIKEG YPAHHEG, O XpOVOG TMOL amalteital yla tnv emiAvon Kot tnv
VTOBOAT] CLVAAAXYOV 161OTIKOV TeEPiKAEITTOV €EuMVOV CLHPOoAdi®V TOIKIAAEL
avéAoya pe tnv vmapén 1 oxt moapafiacon. Onw¢ @aivetal oTta MEIPAPATIKA
anoteAéopata (Zxnpa 22), kat ota §0V0 cevdpla N amddoon XPOVIGHOD TNgG
AVONG EPTIITITEL O€ €VO CUYKEKPLPEVO €VPOG, VR mapatnpeital Alyo peyaAdtepo

XPOVIKO €0pOC GTNV MEPIMT®ON TMOL evtomiotel mapafiaomn.
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SLA Trusted Monitoring

Time(s)

/\ /\f/\]\/ \/\/ f\/\\/ \/

123456 7 8 91011121314 15161718 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65

Measurement No.

——SLA Violations No SLA Violations

Zynua 22: Metatdonion tng xpoviki¢ anodoong napafdaoswv SLA.

E18ikotepa, otav dev vmapyxel mapafiaon, 1o cvotnpa Pyalel amoTeAéopATA
mo yprnyopa amd 6,11 0tav vmapyel. A&ilel va onpelwbel 011 Kata ™ dtdpkela
napafiaong amoaitovvtar mpocoBetol vmoAoylopol 161@TIKOV TeEPIKAEIOTOV
ovpfBoAaiwv obénywvtag oe avinpévo xpovo ektédeong. Ocov agopd Ttnv
KAHAK®OT, T pON EPYNCLOV TOL OLOTNHOTOG KALHOK®OVETOL Kol yla ta 0o
oevapla (mapafiaong n pn, Ewkova 22) kaBdg KANPOVOPEl Ta XXPAKTNPLOTIKA
KAPAK®ONG Tov LTokeipevou Siktvov Hyperledger Fabric [87]. H epeuvnuikn
epyacia odnynoe otn Swatdnwon evog Hyperledger White Paper movu
meEPLypAPEL TN SLVATOTNTA EQAPHOYNG TOL CUCTNHATOG OMO TNV AMOYTN TNG

avtoa&loloynong SLA otov kAddo Tov TnAemikolveovieov [89].
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Yopnepacpata Kat MeAdoviikég KatevOovoeig

Onwg éxel Nén anelkoviotel oto Zxnpua 1, 1 ovpufoAn Kol Katvotopia tng
S18axtopikng Swatpifng amoteAel v  efayopevn otoifa  1S1@TIKOTNTAG
aALO18@V-KOoppHoU mov mpofAénel kKol mpoodidel TNV KATAAANATN XpNOoTIKOTNTA
KOl €QAPHOCIHOTNTA TNG 1O1@TIKOTNTAG oTnVv TtexvoAoyia. H e&étaon kol 1
KOTOVONOT TEPALTEP® TEPIMTOOEDV XPpNONG Ba evepyomolovoe MEPLOCOTEPEG
AeMTOpPEpPEIEG OXETIKA He 1N Otoifa, ®oOTO00, Ol OPYLITEKTOVIKEG TOVL
Mapovolalovial KAAVTTTOLV NON ONHAVIIKEG TPOKANOEL KEVIPLKOTOINHEVQOV
OLOTNHATOV KAl 1810TIKOTNTAG GAVOIOOV-KOPHOU, TPOCPEPOVTAG TAX aKOAOLO«
ONHUAVTIKA OQEAT] O€ 1O10KTNTEG EQUAPHOYADV KOl S1HYEIPLOTEG OIKOGVOTNHATOV
MOV KATAOKEVLALOVV QGAVCIOEG 1 ATOKEVIPWHEVEG EQAPHOYEG GTNV LMOSOUT] TOU

Atadiktoov embpevng yeviag (Web3.0):
* Aoc@d&Aelx aMOKEVIPWHEVOL SIKTVOU.
* ApacTnplotnTa S1KTVOL AALGISAG-KOPHOV YlX EMLYXEIPNOELG.

 Tlpootacia gvaiocOntov Sefopévov e €KTEAEOT 1SIOTIKOV AELTOLPYLOV

KOl HDOTIKEG OCLUVAAAQAYQDV.

* Aoc@aAei¢ vmoAoylopoVg 8eSOPEVOV KOl €YKAELOTOLG UMOAOYLOHOUG HE

amopovapéva ¢Eumva cvpfoiala.

LYETIK& HE TIG EMPEPOVLG VAOTOINOEL OTa TAaiola 1ng dratpifng,

eaivovtal T aKOAOLOX CLUTEPACHATA KOl HEAAOVTIKEG EMEKTAOELG. AV Kal ol
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aAvoideg-koppol mpoopidovial Kupiw¢ yla kKatavepnpévn amobnkevon kol
KOwvr xpnon 6edopévev, N €yyYeEVNG aUETABANTOTNTA KAl S1a@AVELX TOLG HTIOPET
apXlK& VO Ta KOTHOTAOEL OKXTXAANAa yia deSopéva  evaicOnta otnv
WwnkotnTa. Tétola evaicOnta deSopéva evoEXeTAal Vo AMOKAADTITOVYV QUOTKEG
TOHUTOTNTEG, OLVNOELEG KATAVAA®TAOV 1 AEMTOHEPELEG TIOL OXETI(OVIAL HE TO
amoOppPNTO, AKOHUN KAl V& amoKaAVTTovy amodei§elg tomoBeoiag. O1 peAAOVTIKES
OLVOAAOYEG HEO® aALOLS®V-KOopHOU Ba PBacifovtal OA0 KOl MEPLOCOTEPO OE
OaMAEG, amOTeEAETHATIKEG Kal 1oXvpég Srtadikaoieg KYC. H apylTEKTOVIKN TOUL
ToapovOoldoTnNKe amedelée mOoo eOKoOAx  SrayelpilOpeva Kol  apbpotd
Bropnxavikd mepifadAlovia pmopovLV va Snpiovpynbodv mave amod aAvoideg-
KOpHoO Onmw¢ Tto Quorum, efomAlopéveg pe €&umva  oLPPOAalx  TOUL
npoypappatiovial oe Solidity. H evoopdtwon mov mapovoidletal avoiyel to
dpopo ywx v e@appoyn Stadikaciov KYC katdAAnAev yia éva euvpld @dopa
ATMOKEVIPWHEVOV  e@appoynv. EmmAéov, o1 eeloodpeveg puBpIOTIKEG
AMOLTOEL 0d6nNyolV TNV TPOCKAPHOCTIKOTNTK ovotnpatov KYC oe véoug
VOH1KoUG Kavoveg. Katd ovvémela, n épevva eMeKTEIVETAL YOP® ATO TN HEAETN
¢Eunvov cupfolaiov pe okomd To XEIPLOPO SIEMOTNHOVIKOV S1a01KAO1OV Kol

e 0TOXO pla oAokAnpwpévn Avon KYC.

ZTn povolkn Bropnxavia, OTOL HlX TMOIKIAIX pOA®V KOl OVIOTHTWV TIPETEL
vVax ouvepyooTel yla TOV EVIOMIOMO Kol Tn Odlaxeipion Tov SIKKQEATOV
HOLOIK®V TEPLOVOLINKAOV OTOLXEI®V KOl TNV OVIIHETMOTION OLVYKPOUVOE®V, Ol
aAvoideg-kKoppoVL avadveTal ®¢ Hla BlOolpn AVON HE TI¢ KATAAANAEG 1610TNTEG

AMOKEVTIP®WONG Kal 181twtikomoinong. O1 aAvcideg mpoopépovy éva apetafBAnto
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neplfaiAov  eyypaowv ealeigpovtag TNV  avaykn yiwa pecdlovteg. H
TIPOTEIVOHEVT] EQAPHOYN] OUYKEVIPWVEL O1AQOPOLE EMIXEIPNHATIKOVG TOE(G
EVTOC OPYAVIOH®OV TNG HOVLOIKNACG Propnyaviag Kol pn KepSOOKOTIIK®OV EVOCEDV
aAvo1dwv-KoppoL. A&lomolovtag PaolkéG apxég oALOISOV-KOPHOL OT®G 1
dta@Aavela, N €PMIOTOOLVN, N IXVNAXOIHOTNTA KOl 1| AMOKEVIPW®WAOT, 1| MAPOLOX
AVON MPOCPEPEL PO ATMOTEAECHATIKI] TPOCEYYLOT YA TNV AVIIHETOTICT KOIVQOV
(NTNUATOV TVELHOATIKOV OSIKHQUAT®V Tov avilgetoniovv ot CMO o1n
povolkn Propnyavia. Emiong, n xpnoipomotovpevn aAvcoida Quorum Alastria
TPOCPEPEL LOXLPN ACPAAELN KOl TIPOCTATEVHEVN OIWTIKOTNTA GTNV LAOTOINON
AOY® €YYEVAOV 1810TATOV ApXITEKTOVIKNAG. TEAOG, OXETIKA HE TNV AVAYVAOPLOT
HOLOK®V oTolxelwv Ba pmopovoav va SiepevvnBoldv  peAAOVTIKA avtioTolyotl
aAyopiBpol pe otoxo TN Snplovpyia plag yevikng Avong mov oLHP&Ael oty
TapakoAoVONGN XPNONG OULYKEKPIHEVOV HOLOIKQV OTolXelwv og Sitdpopa

KOVAALO S10VOHNG 1] YEQYPAQIKEG TTEPLOXEG.

Oocov a@op& Ttnv vAomoinon OYeTIK& HE TIC OLHQwvieg emmédov
vnnpeciag, N Poaolkn 16éa  MEPLOTPEPETAL  YUP®W OMO TO AOYLOHIKO
KOTOVEUTHEVTG AOYlOTIKNG TOo omoio @lAoéevei TEES pe aMOPOVOTIKEG Kal
VTTOAOY1OTIKEG 1610TNTEG. T XAPAKTINPLOTIKA TMOL €VIOXLOLV TNV 181OTIKOTNTX
ALTNG TNG OLHE®WVIaG aMOTEAODV TAEOVEKTHHATX o€ OAn TN OSlApKEIX TNG
dradikaciag a&loroynong SLA, kabBang kabBe ovpoovia SLA a&lohoyeital
01e§061KG amo TN OKOMI& TOGO TOL mMapoyov laaS 600 Kal Twv meAatwv tov. To
OLVTOXOEV AMOTEAECHO KATAATYEL O€ €va a&LOMIOTO CVUGTNHA MOV WQPEAEL TOCO

Tov mapoyxo laaS 600 katl Tnv meAateia Tov doov agopd TNV akpifela KAl TOLG
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dikalovg LVMOAOYIOHOUG KOl TG LTMOAOYLOTIKEG OSladikaoieg. LYETIKA HE T
TMEIPAUATIKA KTMOTEAECHATA TOL TMAPOVOLALOVTIAL, | TPOTELVOUEVT) TIPOCEYYLON
eival  1kavry va  KAlpakoBel  yia  Stapopa  oevapla Kol Kupiwg T
TPOCAVATOALOHEVA  OTI(  EMIXELPNOELG, TPOOoEEPOvVTIAG Kepdopopia Kol
EVOLHQEPOV Yl TPOCOPHOYN HE T EYYEV] XAPOKTINPLOTIKA KAIHAK®ONG TNG
vnokeipevng aAvoidag. EmmAéov, O6cov agopd TI¢ OL{NTHOELg KOl TNV
ovppetoxn otnv Kowotnta Avoixtov Kodika, vmapyel €viovo evila@EPoOV yla
TNV €MEKTACTN TOU TAPOVOLX(OHEVOV OCULOTHHATOG MG TPOG TA TEXVOAOYIKK
epyaieia mouv ypnoipomolovvtal. Eidikdtepa, é€xel mpotabeli n  elocaywyn
anodeifemwv  pPndevikng yvoong mpooBetoviag Eva  emimA€éov  eminedo
WOlOTIKOTNTAG KOl €MKOP®OONG SESOUEVOV OXETIKA HE TIC AETMTOUEPELEG TOL

TMEPLEXOVTAL OTIG POEG CLVAAAAYQDV.

Mivakag 3: I'Awoodpio Avtiatoiyiong AyyAitkadv-EAAnvikov Opwv

3" iteration of World Wide Web
Algorithmic Driver

Amazon Web Services
Blockchain

Content identifier

Collective Management Organization
Central Processing Unit
Decentralized Application
Distributed Ledger Technology
Digital Rights Management
Enclaved

Endpoint
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Fabric Private Chaincode
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Introduction

1.1 Decentralization, Blockchain, and Privacy

Centralized systems have been the foundation of Web2.0 Internet
providing the novel convenient way of information distribution and user
participatory experience since the first appearing forms of global Internet, i.e.,
Web1.0. However, the worldwide establishment of the technology and
increased and unlimited adoption has generated a lot of pain points and pitfalls
from the perspective of participants and data. For instance, a main risk of
centralization constitutes the lack of user and data privacy. When users entrust
their data to centralized systems, they are always dependent on their provider
and their policies. On the other hand, they receive no guarantees regarding any
privacy vulnerabilities. For example, is their personal information as shielded
as they are promised, or does it become susceptible to unintended exposure?
Centralized systems also present security vulnerabilities as they succumb to
various cyber-attacks and need to be constantly and sufficiently fortified

against ever evolving cyber threats. A single system breach could shatter
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security and reveal classified documents exposing participants and sensitive
information. Moreover, centralized systems are extremely dependent on
installation infrastructure. The more a system relies on the same basis of
hardware and software containers and components, the more easy it is to
attack and exploit. A twin risk constitutes the single point of failure in
centralization. In the event of a catastrophe, are there any fail-safes in place in
order to ensure continuity and redundancy, or will the entire system collapse?
Additionally, as central authorities are administering these kinds of
infrastructures, clients and users should always rely and trust the actors in
charge regarding all kinds of matters and issues. For instance, users should be
aware of market monopoly risks that could be cast in terms of data governance
and decision-making. Is there any kind of provable transparency upon relevant
results? With regards to censorship and information control, what if the trusted
parties ever manipulate information flow or alter customer data to align with
their own interests? It may also be the case where such responsible positions
have been hijacked by malicious external entities with disagreeable intentions.
How well-guarded are centralized systems against a spectrum of attacks
targeting to obtain entire control of the system and manipulate any kind of
internal activity? Are stakeholders and users at risk as well? Is it always the
case that defenses are robust enough to thwart new and sophisticated phishing,
ransomware, and DDoS assaults? The frequency and importance of the
aforementioned risks present the need for more resilient systems and

infrastructures that address adequately these risks inheriting decentralization
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principles, as are blockchains and distributed ledgers examined during this
doctoral dissertation.

Blockchains and distributed ledgers offer robust system security through
distributed consensus algorithms that are executed by a network of nodes.
Particularly, data governance and control is distributed across a network of
nodes mitigating the aforementioned risks of centralization since all parties
agree to a common view of the data without any single points of failure.
Alternatively, parties that disagree with the shared open source consensus
protocol are excluded from the network. Consensus mechanisms as well as
cryptographic techniques fortify network security, thwarting common breaches
and attacks to the distributed nodes making blockchains systems more
resilient. Furthermore, decisions concerning the network behavior and
activities are publicly carried out through transparent, inclusive and
collaborative activities among the parties ensuring a more democratic and
open ecosystem and preventing censorship while building trust within the
community. Blockchains and distributed ledger architectures also follow
principles of diversity and redundancy in terms of adopted network
infrastructures and functionalities, while they excel regarding technological
innovation by creating decentralized solutions applied beyond the limits of
centralization and third-party authorities control.

Blockchain technology has seen significant scientific progress as the
bedrock of cryptocurrencies through repeated adoption across the globe over

the past decade. Decentralized currency presented the first applicable outcome
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of this technological breakthrough [1] and setup the landscape for the
scientific revolution that followed. Permissionless networks with their own
native tokens appeared creating their own communities around the world
[2,3,4,5]. However, within a few years, the next era of programmable logic
contracts, i.e., smart contracts, appeared, changing entirely the current status
of the transactional logic, allowing for automated software that is executed by
all the nodes of the blockchain network at specified points in time [6]. Smart
contracts integrated with decentralized applications (dApps) forming end-to-
end utility applications while bringing onboard a variety of use cases.
Nowadays, novel and cutting-edge chains are still being created covering
different needs of the market, ecosystem, builders and community [7,8].

In general, the openness and transparency of blockchain networks
slowly started to create the first privacy concerns leading to the adoption of
permissioned networks [9,10], which constituted the initial idea behind this
doctoral dissertation. Particularly, blockchain's foundational principle of
transparency ensures that all transactions are publicly recorded and shared
eliminating important privacy rules. For instance, sensitive data and personal
information can be revealed to anyone that participates to the network. Data
that is stored on-chain is tamper-proof and immutable while at the same time it
is exposed permanently creating significant issues around privacy. Moreover,
blockchains and distributed ledgers provide full traceability of financial and
transactional histories even allowing for the identities of the involved parties

to be disclosed. The frequent adoption of account pseudonymity through
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cryptographic addresses can still expose users' real identities. Finally,
blockchain transparent nature strongly contradicts with privacy regulations
like GDPR [11], which advocate for the right to be forgotten and personal data

protection.

1.2 Contribution and Innovation

In this doctoral dissertation, three (3) industrial architectures oriented
around privacy have been investigated, designed, and implemented in the
context of decentralization. The first use case refers to a Know Your Customer
(KYC) privacy-preserving architecture that utilizes blockchain smart contracts
in order to enable and deliver user data privacy [12]. In centralized systems,
KYC processes lack important privacy principles that usually lead to
unnecessary exposure of sensitive information and personal data. The
developed framework protects the privacy of KYC user data incorporating two
distinct types of smart contracts, a public one operating for the registration,
submission and validation of KYC documents, and a private one responsible
for the Create, Read, Update, Delete (CRUD) operations on the documents.
The end result constitutes an innovative system that regulates data
transparency and protects users privacy through a decentralized structure that
ensures users have control over their data.

The second use case introduces an advanced end-to-end decentralized

application on a permissioned blockchain environment, especially tailored for
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the purpose of governing and managing musical rights through smart contracts
utilization [13]. In the context of music industry, the architected use case
innovates by governing conflicting musical rights held by diverse domain
entities applying private smart contract methods. At the same time, the
proposed implementation unifies disparate business sectors within the industry
and connects various consortia and nonprofit blockchain associations in a
cohesive manner.

The third investigated wuse case examines Cloud Service Level
Agreements (SLAs) assessment procedures [14]. Given the disproportionate
influence of large corporations that tend to monopolize measuring methods for
SLA metrics and Key Performance Indicators (KPIs), clients and consumers
result inside controlled environments with impartial SLA assessments.
Towards SLA self-assessment, the presented architecture introduces a fair
approach to SLA assessment procedure with inherent transparency and privacy
by harnessing permissioned blockchains equipped with Trusted Execution
Environments (TEEs). The use case deploys isolated smart contracts that allow
for secure data calculations and enclaved computations. In the outcome
ecosystem, Infrastructure as a Service (IaaS) providers and their consumers
are collectively agreeing to pre-approved SLA rules and regulations that
define an SLA's metrics and guarantees, are submitted on-chain and are
audited in a decentralized and fair way, while the system has been discussed
and accepted within the Hyperledger Open Source Community of The Linux

Foundation [15].
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The examined architectures are approaching the matter of privacy
applicability on blockchain in various ways. In an overall and holistic view,
the following layers are offering an important advantage to ecosystem
administrators or application designers and builders that aim to apply privacy
to their blockchain use case or dApp. The doctoral dissertation envisions the
standardization of the blockchain privacy stack through the examined use

case-driven investigations as depicted in Figure 23.
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Figure 23: Envisioned Blockchain Privacy Stack for Web3.0
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In the envisioned blockchain privacy stack for the next generation Internet of

Web3.0, the privacy layers holistically provide the following:

* Decentralized network security.

* Enterprise blockchain network activity.

 Sensitive information protection with private function execution and
secret transacting.

* Secure data calculations and enclaved computations with isolated smart

contracts.

1.3 Structure

The doctoral dissertation continues with the literature review of relevant
architectural deployments in chapter 2, introducing related research works and
use cases on blockchains and distributed ledgers. Chapter 3 examines a
decentralized architectural deployment on user identification systems with
KYC processes orienting around privacy. Chapter 4 presents consortium
copyright governance for a music industry use case through dedicated smart
contracts on permissioned blockchain with enabled privacy features. Chapter 5
introduces a cloud computing architecture with strong enabled privacy through
smart contract isolation resulting in an honest and legitimate system of SLA
assessing metrics for the Cloud, as featured as well in Hyperledger

Foundation. Chapter 6 discusses the conclusions of the dissertation around the
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envision blockchain privacy stack for Web3.0 as well as the different future

research directions of the presented architectures.
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2

Literature Review on Relevant Architectural

Implementations

Initially introduced as the underlying framework for cryptocurrencies,
blockchain appeared in the technology sector through the creation of Bitcoin
in 2009 [1]. Bitcoin presented an innovative peer-to-peer (p2p) electronic cash
system that is focused on establishing a secure and decentralized ledger for
recording and validating digital transactions. Following Bitcoin's popularity,
dissimilar cryptocurrencies appeared in the technological field, offering
slightly different characteristics [2,3]. However, as research and development
within the field progressed the upcoming years, a deeper comprehension of
blockchain's potential began to emerge beyond its application in the financial
realm [16]. Blockchain technology inherent properties, such as transparency,
immutability, and distributed consensus, paved the way for releasing its full
potential of decentralized applications (dApps) with Ethereum around 2014
[6]. Consequently, the possibilities exploded into a myriad of industries,
spanning supply chain management, healthcare, identity verification, and
beyond [17,18,19]. Blockchain decentralized trust, data management, and

transactional processes promoting the development of innovative solutions that
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operate under a common network of rules without requiring the decision-
making of intermediate entities. Therefore, the creation of various
architectural deployments comprised of both transactional and application-
oriented use cases that combined the aforementioned properties delivering the

complete potential of blockchain.

A plethora of distributed applications (dApps) have been proposed
within academic research, spanning sectors such as government [20,21],
funding mechanisms [22], and beyond. The convergence of blockchain
technology with Internet of Things (IoT) has showcased various successful
applications' instances [23]. Decentralized applications have been also
conceptualized to address the IoT sensors data sharing [24]. In a similar
context, Papadodimas et al. [25] have introduced a platform built on the
Ethereum blockchain that acts as a marketplace for IoT weather sensor
measurements, facilitating transactions through the Sensing-as-a-Service

(S2aaS) model for the purpose of data monetization and value extraction.

In recent years, a multitude of smart contract deployments have implemented
digital tokens as well. The exploration of diverse smart contracts, including
payment tokens and asset management, originate from media industry domain.
Blockchain technology along with user-generated multimedia content has
created a suitable venue for creators to monetize their content [26]. With
respect to the examined use cases in the doctoral dissertation, their related

literature review is discussed as follows.
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2.1 Literature on KYC User Identification Systems

Regarding identification systems, various blockchain-based identity
management and authentication frameworks have been proposed. Particularly,
research works [27] and [28] target the blockchain potential of decentralizing
credential ownership and furnishing a universally accessible protocol for
validating records within the immutable data chain. Mikula et al. [29]
introduced a proof-of-concept system for authorization and authentication that
is strategically aligned with identity management rooted in Electronic Health
Records, a context that demands an immutable and auditable history for
patient data. Widick et al. [30] proposed a blockchain-oriented authentication
and authorization framework that controls resource access to IoT devices.
Simultaneously, the research investigation by Mudliar et al. [31] combines
blockchain technology for the deployment of a national identity use case.

The aforementioned works implement value exchange protocols through
blockchain transactions and smart contracts that ultimately require the
adoption of KYC processes. In this direction, the presented user identification
use case in chapter 3 successfully deploys smart contracts for exchanging
value within the media industry in a decentralized manner, integrating KYC
process handling for on-chain and off-chain data. Recent research studies data
management and KYC within the realm of blockchain applications. Shbair et
al. [32] contributed a blockchain-based KYC proof-of-concept system and

orchestration tool geared towards private blockchain environments. Their work
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prompts for new extended research regarding security and privacy of
blockchain applications. Norvill et al. [33] proposed a system that streamlines
the KYC process through automation and permissioned document sharing.
Similarly, Zhang and Yin [34] explored a blockchain-based digital copyright
management system that uses PBFT consensus mechanisms enhanced by
Tendermint [35], and that allows for user account management strategies and
applications for digital rights management. Their work focuses on designing
and implementing decentralized smart contracts for KYC processes.

Moreover, despite the facilitation of security deployed with blockchain
in such systems, it is often the case that the trade-off between blockchain
transparency and privacy should be well-designed. Bhsaskaran et al. [36]
presented a smart contracts architecture engineered to orchestrate consent-
driven, double-blind data sharing within a Hyperledger Fabric blockchain
network. Their work eases data submission, validation, and retention within
the transaction ledger, accommodating varied consent rules and privacy
policies. Vishwa et al. [37] proposed a decentralized data management system
that deploys data privacy and control for multimedia files. In their presented
architecture, an external data lake positioned as a centralized data storage
solution within a cloud environment hosts the transaction details of all
blockchain activity. As users access the blockchain, they activate the
identification process by broadcasting their ID. After they obtain system
acceptance through the consensus node majority, the system triggers the

allocation of a new identity and the associated access permissions. Their
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approach also leverages the added utility of InterPlanetary File System (IPFS)
[38] in order to output a decentralized application that encapsulates successful
smart contract deployments and related software components that automate the

KYC process.

2.2 Literature on Copyrights Governance

The broader application of blockchain technology extends to the
development of Digital Rights Management (DRM) mechanisms. DRM
employs information security technology in order to ensure legitimate usage of
digital media content, protecting content producers' income [39]. Thanks to the
inherent decentralization, tamper-resistance, and scalability, blockchain
technology presents high potential for resolving issues related to digital
copyright registration, a crucial aspect of securing original creators' rights
[40]. For instance, Xu et al. introduced a DRM scheme that deploys consensus
mechanisms, smart contracts, digital signatures, and hash chains to ensure
real-time copyright validation and verification [41]. In order to tackle issues of
free consumption and unauthorized spreading, Ma et al. proposed a
blockchain-based DRM scheme that aligns the right content with the right
users while ensuring trust and conditional traceability [42]. Nevertheless,
implementing blockchain-based DRM systems introduces important
challenges, such as end-to-end latency, which can be mitigated through

customizing the proof-of-work algorithm as presented in [43]. Beyond
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technical considerations, legal implications also arise from system architects
whether digital content should be stored on-chain, alongside ownership
metadata, or off-chain [44].

In music industry, various blockchain-based copyright management
implementations have emerged to enhance copyright data accuracy and
availability, with ultimate goal to foster the sustainability of music careers
[45]. For example, BMCProtector utilizes the Ethereum blockchain to protect
music copyrights and ensure income for content owners while tackling piracy
through encryption and watermarking [46]. Furthermore, Gomaa introduces a
digital currency on a permissioned blockchain to securely share and track
digital content, facilitating lower barriers for musicians and equitable royalty
payments [47]. Chen et al. leverage blockchain's core features and properties in
order to address music copyright issues like ownership disputes [48]. Similarly,
Ouyang et al. have created a copyright management platform using blockchain
technology in order to combat music plagiarism [49]. On the other hand, Ito et
al. accurately stress that effective blockchain usage requires proper incentive
mechanisms design for intellectual property management systems [50].

In this context, the presented copyright management implementation
details an end-to-end blockchain-based framework for musical rights
governance, aligned with CMO objectives in the music industry. The solution
encompasses conflicts detection originating from multiple copyright claims for
the same music asset. The framework also incorporates a monetary incentive

mechanism to discourage exploitative behaviors related to claims submission
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and reduce conflicts.

2.3 Literature on Blockchain SLA Assessment

With respect to scientific research around Cloud SLA assessment and
blockchains, this section mentions and analyzes relevant works.

To begin with, Nguyen et al. [51] suggested an SLA related architecture
for assessing and enforcing tourism SLA agreements using distributed ledger
software. The authors' presented method revolves around preserving the
integrity of the SLA assessment process through the inherent immutability of
the underlying technology. In their approach, an automated SLA monitoring
and computation process takes place within the blockchain infrastructure,
ensuring successful SLA evaluation with specific acknowledgment for end-
users. On the contrary, the respective SLA assessing solution in doctoral this
dissertation introduces the notion of self-assessment for SLAs architecting and
implementing a technological framework where SLA intelligence unfolds in a
fully decentralized and private manner that is distinct from third-party on-
chain involvement.

Furthermore, Ranchal and Choudhury [52] proposed an autonomous and
trustworthy framework for continuous SLA monitoring within a multicloud
ecosystem. Their approach leverages blockchain and smart contract properties
in order to concretely identify SLA violations in a hierarchical system

structure. As outlined in their work, their solution tackles the SLA assessment
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process in a multi-tiered cloud environment with diversely installed rules and
regulations. Additionally, Alowayed et al. [53] proposed a blockchain-based
network provider evaluation system based on providers' adherence to their
SLAs regarding interconnection agreements. In their technological framework,
a metric measurement mechanism verifies SLA scores for each provider, which
are later evaluated on-chain. At the same time, their strategy incorporates a
privacy-preserving protocol for SLA agreements, aiming to objectively define
a network provider's SLA score and privately store it on-chain for authorized
end-user access. On the other hand, the approach presented in chapter 5 relies
strictly on an SLA intelligence mechanism agreed upon between the customer
and the provider. This mechanism takes into account respective algorithmic
drivers for SLA monitoring and computation, while it is executed on-chain as
per the mutual agreement.

Additionally, Uriarte et al. [54] proposed an SLA management framework
facilitating the specification and enforcement of dynamic SLAs in order to
track and define service parameters that lead to SLA modifications over time.
Their two-level blockchain-based architecture converts an SLA into its smart
contract equivalent, guiding dynamic service provisioning on the first level.
On the second level, their solution generates objective measurements for SLA
assessment through a federation of monitoring entities that scales for multiple
nodes. In a similar direction, Alzubaidi et al. [55] presented a blockchain-based
approach to assess SLA compliance and enforce consequences through a

diagnostic accuracy method for dependability validation. Their approach
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assumes trust in service providers to acknowledge SLA breaches and execute
relevant compensations. Another previous work of theirs [56] proposed a
conceptual blockchain-based framework to address limitations associated with
traditional SLA management approaches. Their rationale argues that SLA
management should occur in a distributed environment that is not controlled
by a few central third-party authorities. In similar alignment, the
corresponding SLA consensus solution presented in this doctoral dissertation
builds a system based on the same principles, employing on-chain private
smart contract structures to protect SLA business intelligence from third-party
participants in the blockchain network.

Furthermore, D’Angelo et al. [57] analyzed challenges and requirements
for enforcing accountability in Cloud infrastructures where SLA violations are
significant and frequent. The authors suggest that smart contracts and
blockchain technologies are offering a crucial contribution to accountable
Clouds. Finally, W. Tan et al. [58] introduced a performant and secure SLA
model where blockchain ensures trust among IaaS providers, clients, and third-
party monitoring entities. The authors highlight the lack of an effective
supervision mechanism for third-party monitoring and an efficient
compensation mechanism for SLA breaches. Their presented model effectively
supervises service providers on the blockchain using dedicated smart contract
mechanisms. In this dissertation, the respective SLA consensus solution
includes similar concepts as it presents an approach where providers and

customers participate only at the beginning and end of the workflow. This
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ensures fair and private SLA monitoring and computation throughout the entire

SLA business intelligence process.

62



Blockchains beyond Digital Currencies: Privacy-Oriented Implementations of Industrial Architectures

3

Public and Private Smart Contracts for User

Identification Systems

3.1 Introduction

User identification systems and identity management are strongly linked
with the rules around KYC procedures forming the bedrock of anti-money
laundering endeavors for organizational and financial institutions. This
technological domain presents high interest and applicability nowadays,
particularly in the context of financial technology applications
implementations on blockchain platforms. In this direction, KYC processes
maintain the responsibility of harmonizing robust identity management with
privacy-enhanced techniques, ensuring the alignment of such applications with
regulatory frameworks such as GDPR [11]. The major motivation behind the
current research aims at the deployment of novel, streamlined, and efficient
KYC processes respecting privacy and specifically tailored for decentralized
applications on blockchain networks. In order to fulfill this objective, the

architected and implemented framework combines highly decentralized
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technologies, including IPFS and a Quorum blockchain [59] deployment.
Leveraging dedicated smart contracts, the presented framework facilitates the
execution of multi-party KYC processes within the blockchain network
enabling user privacy protection with two (2) types of developed smart
contracts.

In particular, a public smart contract facilitates the registration and
submission of KYC information by the users. The data is stored on an
integrated IPFS storage system while the corresponding blockchain
transactions occur inside the permissioned blockchain network of Alastria (T
Network) [60]. The public smart contract also enables administrative users to
assess the expiration dates of users’ KYC documents. Additionally, a private
smart contract operates in terms of CRUD operations on KYC document
entries inside the corresponding file repository (IPFS). In general, the private
contract ensures the secure handling of the related decentralized activities.
The outcome constitutes an innovative system that enables a streamlined
approach to operations, through a simplified schema structure and seamless
integration of diverse technological elements. In principle, the architecture
emphasizes the pivotal role of blockchain technology, which is integral to the
system's overall clarity and effectiveness. This framework is carefully
designed in order to achieve optimal transparency within its blockchain

structure.

3.2 KYC Authorization Architecture
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In this section, the analysis revolves around how user authorization
functions within a blockchain environment, specifically concerning KYC
standards. The central focus here is to ensure user privacy through the
utilization of a permissioned blockchain framework. This is ultimately
accomplished by employing two (2) distinct types of smart contracts. The first,
known as the "KYC Smart Contract," handles various tasks including CRUD
operations on user data through the corresponding blockchain transactions.
Conversely, the second one, namely "KYC Admin Smart Contract,” manages
transactions linked to the user data repository that is hosted within IPFS.

The integration of blockchain technology with KYC processes standards,
in sync with carefully developed business-logic smart contracts, establishes a
streamlined, enterprise-oriented framework that is characterized by its
simplicity and operational efficiency. Within this section, a systematic
breakdown is provided, encompassing the process of authorizing users as per
KYC standards within the blockchain network. Privacy considerations for
users are highlighted along with the application's architecture, the dedicated
smart contract implementations, and the concrete outcomes originating from a

real-world use case.

3.3 KYC & Protecting User Privacy

KYC procedures own a very important role when it comes to
maintaining security inside permissioned blockchain networks of companies

and institutions while registering diverse clients across different worldwide
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jurisdictions. However, in order to ensure legit security, it is required to
adhere to specific conditions regarding user privacy. The presented KYC
process initiates by enabling the client registration, which marks the first step
of the onboarding process. As a legitimate client enters their details into the
KYC Registration scheme of the broader blockchain ecosystem, several actions
unfold as follows. The authorization procedure concerning users that enter a
company or a consortium blockchain network subjects to security measures
maintained by the KYC mechanism. For instance, the entity or group owning
the blockchain network should verify that the user is a legal citizen and
possesses a background that is appropriate for entry in the network. At this
point, an external entity comes into play, namely the KYC Document
Evaluator. Acting as a third-party non-profit validator, the entity approves the
submitted KYC documents, bringing operational simplicity to the system.
Consequently, the business network is secured against money laundering,
identity theft, or other illegal activities, such as global terrorist finance. The
aforementioned steps form the bedrock of the KYC authorization process of
users that participate to blockchain transactions within global enterprise
networks, whether cryptocurrencies are involved or not. At the same time,
through the presented system, the users themselves avoid the risk that their
personal information being shared or sold to third-party entities or intelligence
agencies. Their sensitive information regarding identity, family, property
status, or financial records — which are requested during user authorization

and network entry as part of the onboarding process — remain shielded from

66



Blockchains beyond Digital Currencies: Privacy-Oriented Implementations of Industrial Architectures

immoral trading and unethical data swaps.

Furthermore, within the decentralized structure of the presented system,
a decentralized method for storing KYC-related documents of network
members is employed. This decentralized method is akin to BitTorrent-like
peer-to-peer architectures and protects customer data privacy as of paramount
importance. Customer information is protected using a one-way functions,
namely hashes. In the end, the entity possessing the data and the one-way
function can obtain the permitted information, yet they are unable to access it
holistically and physically. Simultaneously, the system offers seamless
compatibility with blockchain technology.

An essential aspect of the system's overall development involves the
sustained presence of users within the network. Clients are able to maintain
access to the blockchain network for a specific and predetermined period of
time. After this duration, their validity expires and they are excluded from the
network. Instances of users exclusion follow a specified number of appropriate
warnings, coupled with options for extending their expiry date through re-

evaluation of newly submitted KYC documents.

3.4 Architectural Approach

The aforementioned landscape of KYC systems in sync with the
respective privacy requirements described in the previous section, led to the

conceptualization and construction of the blockchain-based KYC system.
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Figure 24 depicts the implemented application architecture and outlines the

various processes in a vector graphics diagram.
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Figure 24: Architectural development and processes elaboration

The overall architectural approach of the system centers on operational
simplicity while emphasizing on blockchain technology. The system's
components and entities functionalities are explained through the logical flow
of the KYC procedure in this system. Initially, the user, being a prospective
customer of the system, engages in the "KYC Registration" process by

submitting their KYC documentation through a user-friendly interface called
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"KYC UI" (Figure 24). Notably, users are responsible for accurately providing
the required information from their side, while a new scanning mechanism is
designed to identify any possible misconduct and promptly exclude

inappropriate users from the process as explained below.

Upon successful document submission, the KYC documentation is stored
within the decentralized, peer-to-peer, blockchain-friendly repository of IPFS.
IPFS protocol establishes a resilient system for file storage within a
decentralized peer-to-peer network which is blockchain-compatible. However,
IPFS employs special security measures for the stored data, relying on
cryptographic hashing techniques and mechanisms. Each data chunk stored on
IPFS obtains a distinct address derived from a specialized data-hashing
process. The latter utilizes an one-way function that transforms input data into
a singular hash, without the ability to reverse this process. Similarly, IPFS
content addressing assigns a single hash, such as
"QmVHVH9WeGy9tTNN9dViqgvDn7N79XJJUseKXD1rpyLVckK" which serves
as a pathway to the content data. Accessing the content data requires

knowledge of the corresponding Content Identifier (CID).

Following the secure storage and validation of KYC data, a process is
initiated to store specific information within the blockchain. This information
encompasses only the essential details required to identify the KYC-approved
user, along with the wvalidity period proposed by the candidate client.

Consequently, sensitive information is not stored within the blockchain
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ensuring that network members can't access the user's sensitive data, only
their membership validity. Subsequently, the process continues by interacting
with the blockchain network and storing the aforementioned data. The latter
interaction demands specific libraries and dedicated drivers that establish
connections and facilitate information exchange between the involved
components. The "Dedicated KYC Services" component provides the necessary
software and drivers to establish connection and interaction with the

blockchain, as well as the associated smart contracts.

Regarding the blockchain implementation, the system employs a Quorum
blockchain. The selection of Quorum was driven by several factors, notably its
foundation on the established Ethereum blockchain [59]. Quorum's capability
to create smart contracts using Solidity [61,62], coupled with its security and
permission features led easier to its adoption. As previously stated, the data
stored in the blockchain, particularly within a smart contract, is designed to be
sufficiently redundant for user identification while maintaining the anonymity
of the user. Engaging with the dedicated smart contracts requires that the
development of specific functions is accessible to the "Dedicated KYC
Services" component which provides the appropriate data to confirm a given

user account KYC approval.

3.5 Implementation of Smart Contracts with IPFS Storage
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Both IPFS and Quorum are aiming to establish a decentralized system
that not only protects but also enhances the privacy and security of user
personal information. As detailed in the previous section, IPFS serves as the
decentralized repository that hosts all member-related sensitive information.
As illustrated in Figure 25, IPFS protocol divides KYC files into fragments,

generating an endpoint object that links the various segments of a user's KYC

files.
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Figure 25: Public (user) and private (admin) KYC smart contracts.

In order to access the data contained inside IPFS, one must possess the
corresponding address of the endpoint object. Quorum permissioned

blockchain facilitates the creation of private or permissioned blocks,
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accessible solely to specific users, while simultaneously broadcasting only the
hash of these private contracts and blocks to the rest of the blockchain. This
broadcast is designed to validate the integrity of these blocks across the entire
blockchain. As depicted in Figure 25, the Quorum blockchain network
deployment hosts both private and public smart contracts, each providing

different levels of information access.
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Figure 26: IPFS content-addressed file system.

As described in Table 4, the public KYC smart contract incorporates all
the detailed functions that are necessary in order to facilitate the CRUD
operations of the users information being stored within the corresponding

smart contract's structures.
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Function Name Description Input Response

This function is responsible

for delivering basic KYC

information upon request.

All the data returned from Date:
this function do not contain Expiration date
any sensitive information ~ Address: User of the KYC

GetKYCMemberApproval() approval.

about the user, only the ~ account address String: Entity

minimum amount of that approved
information in order to the member
identify the User and the
time period this Member is

approved for.
KYC approval of an

account needs to be

updated when the approved Address: User

account address
period has passed, and also
Date: Renewed

there are cases in which an

expiration date Success
UpdateKYCMember() approved member needs to String: Entity that ~ message
be banned due to malicious ~ aPproved the
member

activities. This function is . .
String: Admin
responsible for updating the 5. qunt private key
KYC information stored in

the blockchain.

When a new memberis 4 44 0cc (feer

approved by the system, the account address

KYC info must be stored in Date: Renewed

a structure inside the Smart e>.(p1rat10n. date Success
CreateK'Y CMember() String: Entity that message
Contract. This method is
approved the
responsible for creating a member

new record with the KYC Bytes32: Admin

. account private ke
info of a new member. p y
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Table 4: Public smart contract methods descriptions.

On the other hand, private smart contracts grant access to the KYC
documents that are stored in IPFS, enabling document evaluation or other

kinds of updates. To access a user's KYC documents in IPFS, admin users

require the corresponding CID.

Function Name Description Input Response
This function is responsible for

returning the CID of the folder
containing the KYC documents. It
is important to mention that in

order to access the functionality of
String: User

this method, the smart contract String:
. . . account ID .
GetUserCID() requires the user accessing this ) ) Corresponding
String: Admin CID

method to be in the pool of users pached private key
that have security clearance to
access this smart contract.
Moreover, the function also
requires the hashed private key of

the user accessing this method.
When the KYC documents are

String: User
successfully stored in the IPFS, ne

account ID
this method is called to store the ]
) String: Folder
CreateUserCID() KYC CID in order to make them CID Success message

discoverable and accessible to the ] .

. . String: Admin
admin users of the private smart )
hashed private key

contract.

Table 5: Private smart contract methods descriptions.
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Particularly, the CID is assigned by IPFS nodes to the respective file system
folder containing the user's KYC files. IPFS links these files together,
allowing admin users to access and modify them through a single entry point,

as depicted in Figure 26.

Similarly, the security of these CIDs is guaranteed within the private
KYC smart contract as they can be accessed exclusively by authorized admin
members. These network members possess enough authorization and are able
to invoke smart contract methods returning CIDs of users, thus, granting
access to their corresponding files. In Table 5, the outlined functions are

callable only by specific blockchain nodes with administrator privileges.

3.6 Use Case Outcomes

This section presents the implementation and outcomes of the use case
through a gradual elaboration of the system's followed end-to-end procedure.
Operating within an enterprise blockchain framework where every new user
(i.e., a customer organization) requires accurate validation, the proposed KYC
privacy-focused architecture introduces a direct and secure decentralized
approach that is crucial for managing user data protection in permissioned
blockchain networks. When it comes to sensitive user data, such as financial
records and family and property status, the general absence of user data
privacy among network participants constitutes a major challenges in
permissioned blockchain networks. The presented architecture offers an

automated solution for securing sensitive user data, thereby ensuring high-
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level user privacy within permissioned blockchain networks. The development
of a well-structured implementation that hosts business intelligence smart
contracts necessitates for the achievement of such a setup. The targeted
outcome is a fully operational scheme that can benefit any consortium
requiring data privacy within their own blockchain network, while also
incorporating various state-of-the-art technologies, such as public-

permissioned blockchains and IPFS.

The following gradual step sequence details the wuse case's
implementation and outcomes. Initially, a new user inputs their information
through "KYC UI" (Figure 23), which involves the uploading of their KYC
documents and specifying the desired validity period if approved (i.e., the
expiration date until which they maintain eligibility within the blockchain
network). Afterwards. the External Entity ("KYC Document Evaluator")
examines the uploaded documents, and upon validity confirmation, an admin
member invokes the private smart contract method "CreateUserCID()" in order
to initiate user approval. Subsequently, the KYC documents are stored in the
IPFS repository, while the private contract method "GetUserCID()" returns the
corresponding CID to the admin profile. Next, the user obtains approval to
enter the permissioned blockchain network. Concurrently, the public smart
contract method "CreateKYCMember()" establishes the new member's network
details and sets the corresponding expiration date. These details are stored on-
chain within the corresponding smart contract member structure. Finally, the

new user gains access to the permissioned network.

76



Blockchains beyond Digital Currencies: Privacy-Oriented Implementations of Industrial Architectures

When admin members require to check a member's identification or
verify the user's expiration date, they invoke the public smart contract method
"GetKYCMemberApproval()", receiving only the necessary information as
response from the IPFS decentralized storage also including the External
Entity's name that approved the member. The response data does not fetch
sensitive user information like family status or financial records from IPFS,

while it is stored within the smart contract's storage, as depicted in Figure 27:

struct registeredMember {
address memberAddr;
uint256 time;
string approveEntity;

Figure 27: Member non-sensitive information is stored in the blockchain block (on-

chain).

Sensitive information is stored on the content-addressing IPFS file-
system and accessed only by authorized admin members. Similarly, for
instances where a member's approved period expires or if their behavior within
the network is malicious, admin members are authorized to call the public
contract method "UpdateKYCMember()" in order to renew or shorten the
validation period in the context of a warning action. This smart contract
function updates a member's "time" and "approveEntity" fields, either by
extending their expiration date through the same approving entity or a
different one, or by reducing the validation period for misbehaving members.
The latter smart contract methods can be useful and contribute to every

process executed within the proposed system. The public “KYC Smart
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Contract” and the private “KYC Admin Smart Contract” are deployed on the
Alastria Network through the Quorum Maker Utility [63] in order to monitor
smart contracts and other blockchain activities and statistics. Figure 28
presents both the public "KYC Smart Contract” and the private "KYC Admin

Smart Contract” from the perspective of application monitoring.
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Deployment Date Contract
Contract Address Contract Name T Type Description  ABI

Figure 28: Quorum Maker Utility to monitor smart contracts.

From a technical point of view, the developed smart contracts are deployed
onto the popular public-permissioned blockchain network of Alastria. This
network is built on Quorum, an Ethereum-based blockchain implementation,
and holds necessary permissions in order to accommodate decentralized
applications. The compilation and deployment of smart contracts use the
"Truffle Suite," and the Solidity version A0.5.11. The Quorum and IPFS
integration within the entire presented project represents a substantial research
effort, paving the way for future directions in user information storage and

blockchain-based management.
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4

Consortium Smart Contracts for Copyright

Governance

4.1 Introduction

The music industry encounters deep-rooted challenges that are related to
managing copyrights and allocating royalties. These issues have been
enhanced by digital transformation and the rise of streaming platforms. Efforts
to address these problems have often fallen apart and short. One notable
example is the Global Repertoire Database (GRD), a collaborative project
involving various organizations such as music labels, software companies,
collective management organizations (CMOs), and multinational unions.
Unfortunately, the GRD dissolved in 2014 after four years of growth and
conflicts, leaving behind a debt of $13.7 million [64]. Music work copyrights
domain suffers from issues due to the involvement of numerous stakeholders
and the lack of coordinated communication among them [65]. As shown in a
simplified manner in Figure 29 the relationships between the involved industry
stakeholders can lead to diverse copyrights and royalty documents

distributions, complicating the process of tracking and verifying accurate
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copyright data for CMOs.
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Figure 29: The ecosystem of music industry stakeholders.

Given the ecosystem's nature and the complete digitization of music

creation and distribution, modern solutions for managing copyrights and

distributing royalties have gained increased traction. Blockchain technology

emerges as a promising tool to tackle such kinds of challenges [66]. Essential

blockchain concepts like transparency, decentralization, and immutability can

establish a stronger and more accessible system for all involved parties. The

presented architectural implementation introduces a blockchain framework for
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governing and managing musical rights.

The framework aims to simplify the entire music rights management
process, ranging from declaring copyright ownership to promptly sharing up-
to-date information with all stakeholders. It also includes a mechanism to
resolve conflicts among registered stakeholders on a blockchain-based
network, resulting in significant improvements of related organizational
processes:

 Transparency: Anyone interested can participate and verify the status of
their assets.

e Trust: No one is able to manipulate statements.

* Traceability: Ability to track the claims an asset has received over time.

* Decentralization: The database isn't controlled by a single entity;
contributions come from a distributed group of parties.

* Conflict resolution: Unification of assets in a comprehensive view
detects conflicts at early stages.

 Efficiency: Simplification through an interoperable solution sharing
information among stakeholders and integrating with their backend
systems.

The decentralized framework for managing music rights encompasses
essential blockchain features and capabilities. The main functions include
creating, updating, and identifying conflicts in music rights, while it is
important to note that all the business intelligence (program blocks)

responsible for identifying conflicts and managing music rights is
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strategically integrated into the blockchain using smart contracts (Figure 30).
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Figure 30: Decentralized music rights management framework.

The presented approach aims to create a genuinely decentralized system
that is accessible to different stakeholders and their applications, resulting in
a unified framework that handles the complex landscape of music rights
management. As depicted in Figure 30, the dApp connects with the blockchain
and visually displays stored copyright information enabling stakeholders to be
able to manage their claims. Musical Claim Services are integrating both the
blockchain logic and network with the metadata-enriched database of music

works.

4.2 Public-Permissioned Platform

82



Blockchains beyond Digital Currencies: Privacy-Oriented Implementations of Industrial Architectures

Blockchain technology is positioned at the forefront of technological
advancements, leading to the creation of diverse blockchain platforms and
frameworks [67]. However, not all of these platforms are capable of addressing
the requirements of every use case. As depicted in Figure 31, wvarious
blockchain technologies offer distinct perspectives, particularly concerning
the aspect of trust. Public blockchains lack control over network participants
and operate with complete transparency. While this is a fit for
cryptocurrencies, the nature of music industry rights management demands a
degree of decentralization tailored to specific stakeholder participation. On
the other hand, enterprise solutions offer high levels of trust but might
compromise the required decentralization. Therefore, the optimal solution lies
in the middle. Public-permissioned blockchains can provide the necessary
security, trust, and privacy features of permissioned blockchains without

sacrificing the essential decentralization [68].

’ T

Everybody Limited Consortium Only One Vote
Votes Votes

Figure 31: The trust continuum in state-of-the-art networks.

The blockchain network employed within the proposed framework is
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based on a Quorum blockchain deployed within the Alastria T Network [60].
Quorum blockchain is essentially an Ethereum network enhanced with an
additional security layer [59]. This layer ensures the necessary privacy and
security for managing how music stakeholders access and interact with the
blockchain. All operations remain transparent and can be endorsed by the
consortium through broadcasting of transaction hashes. Furthermore, this
security layer has the capability to monitor and control which consortium
members can access and modify smart contracts. The operational blockchain
framework provided by the Alastria node facilitates the testing, deployment,
and execution of the proposed framework within a fully operational blockchain
network. The current implementation of Quorum within Alastria utilizes the
Istanbul Byzantine Fault Tolerance (IBFT) consensus algorithm, a variant of
Practical Byzantine Fault Tolerance (PBFT) [69]. For a public-permissioned
network like Alastria, IBFT is more suitable than algorithms used in public-
permissionless networks such as Proof of Work (PoW) or Proof of Stake (PoS).
IBFT offers superior efficiency and transaction throughput, exceeding the
requirements of public networks. Additionally, IBFT ensures deterministic
transaction finality, a crucial aspect for legal commercial transactions. The
efficiency and throughput advantages of IBFT originate from a reduced set of
validator nodes that are responsible for executing the consensus algorithm.
These nodes exclusively determine block contents and transaction order in the
ledger. Regular nodes in the network receive blocks generated by validator

nodes and apply them to the blockchain, subject to transaction validation and
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execution.

4.3 User Hierarchy

This section outlines the essential elements of the business hierarchy
and the developed application modules. The aim is to establish a solid
comprehension of the participating entities and components. In this dApp,
there exists three (3) categories of users: Super Admins, Admins, and Users.
Super Admins represent personnel from the participant CMOs, while Admins
and Users are affiliated with the Members associated with those CMOs. In
Figure 32, a clear visual is demonstrated with regards to the user hierarchy
within the application.

In particular, each CMO maintains the capability of introducing new
Members (e.g., an affiliated music rights company) through a Super Admin
profile, while new participants can request to become Admins of an existing
Member (pending approval by a Super Admin of their CMO or an Admin of
their Member), or they can become regular Users (approval granted by an
Admin of their Member). Additionally, the CMO possesses a comprehensive
view of Member activities via the Super Admin accounts, enabling them to
employ relevant changes as elaborated later in section 4.5. Conversely, a
Member is empowered to create, modify, and delete music asset claims

through the respective Admin and User profiles.
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Figure 32: The user hierarchy with connections to business actors.

Notably, considerable attention is focused on the underlying framework and
detection of the music asset claims. Such claims are submitted onto the
blockchain through the dedicated smart contract, encapsulating copyrights data
that includes parameters such as time span, territory, rights industry type, and
right shared percentage. The complete structure and purpose of Solidity are

later examined in the context of Conflicting Rights Governance (section 4.5).

86



Blockchains beyond Digital Currencies: Privacy-Oriented Implementations of Industrial Architectures

4.4 Technical Overview

The complete connection and integration of technical architectural
components follows as being built within a single system. The presented
application combines an Alastria node, a key part of the blockchain network,
an external NoSQL database where music asset data is accessed through the
dedicated API service, and the core application that unites and harmonizes
these elements.

In Figure 33, the core application, known as the Decentralized Rights
Management App, is illustrated along with its interactive elements. The
Alastria node, whose functionality is described in section 4.2, enables direct
and efficient communication between the application and the smart contracts
that are deployed on the Alastria blockchain. When initiating a new claim, the
application interacts with a dedicated API in order to retrieve relevant music
asset data from an external NoSQL database (MongoDB). Additionally, users
only create claims for the music assets within their authorized collections that
exist in the repertoire database. This database feature relates with the
presented Decentralized Rights Management App since it is also configured
on-chain for the CMOs, enabling their Members to access specific collections

from the external database.
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Figure 33: Technical architectural view of all the components.

Particularly, the REST API offers RESTful services responsible for
seamlessly integrating the application layer with the blockchain. This REST
API provides the application layer with all necessary blockchain and off-chain
functions, ensuring a smooth user experience for the blockchain platform
users.

Furthermore, Figure 34 displays the technology stack and architecture of
the entire platform. The backend is divided into two parts: the off-chain and
on-chain components. The off-chain segment consists of the data storage layer
managed by a Node.js application built using the Express.js web framework,

which exposes a RESTful API. MongoDB serves as object storage, primarily
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for non-blockchain data, while the Apache Solr server functions as a full-text
search engine. This part is hosted on the Heroku PaaS using Amazon Web
Services, namely Amazon S3 cloud storage to store binary files.

As far as the on-chain part of the backend is concerned, the blockchain
infrastructure is based on a Quorum instance, operating within the Alastria
ecosystem. Particularly, a series of smart contracts written in Solidity are
deployed on the blockchain network, while interactions and communication

with the blockchain is implemented using JavaScript with the web3.js library

[70].
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Figure 34: Technology stack from the REST API view.
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Additionally, an extra logical layer synchronizes calls between the off-chain
and on-chain portions of the backend by exposing a RESTful API for
consumption by the musical rights governance use case, while other kinds of
pilots could be deployed and integrated in the entire platform.

In terms of security, a robust authentication mechanism is designed and
implemented using JSON Web Token (JWT) tokens for every call, ensuring all
transactions are stateless. Following RESTful principles, client applications do
not store sessions, instead, a server-signed JWT token is exchanged with each
request. This token is typically stored in the browser's local storage and
passed in the authorization header of the HTTP request. The JWT token allows
the server side to authenticate the request sender and verify its validity and
authorization. The highlight of the solution is the innovation of detecting
conflicting copyright claims through the developed, deployed, and maintained
smart contracts on the public-permissioned network of Alastria. A description

of the innovation's rationale and analysis follows.

4.5 Conlflicting Rights Governance

In this section, the approach to dealing with conflicting copyright
governance is introduced, defined, and explained. This aspect constitutes the
main part of the application's business intelligence and is developed and
executed throughout the appropriate methods and function calls within the

related Solidity smart contracts.
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In the context of managing, detecting, and resolving conflicting claims
over contradictory declared asset rights, the solution of the Decentralized
Rights Management App introduces a unique and innovative approach.
Specifically, all music rights claims submitted to the blockchain are organized
within a dedicated smart contract submitted on the Alastria network. This
contract outlines the necessary methods that are applied to the on-chain claims
through function calls invoked by the application. The smart contract name is
"Claims" and it represents each musical asset claim using a corresponding
Solidity structure called "struct Claim." The struct comprises of distinct

attributes, as illustrated in Figure 35.

n {
ationDate;
56 claimId;
Hﬂmehﬂ1ue[] -1ﬂlmDﬂtﬂ,

1int256 rnernter[h.mer
ol status;
5i 1jftlhjnqe

Figure 35: Solidity smart contract structure representing a claim.

Claim struct includes a status indicator that can be either represent a
claimed right, in case there is no disagreement on the rights declaration
compared to other on-chain submitted claims of the same asset, or a conflicted

one, in case of overlapping rights within the claim declaration.

Specifically, the claim data field, named "claimData," is stored as a pair

array of strings known as "NameValue type." It includes the main rights areas
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where copyright conflicts could arise between musical assets. Claim struct
also includes the percentage split of rights, the start and end dates of rights,
the territories where rights are valid, and the type of rights, as depicted for a
sound recording claim in Figure 36. Notably, the International Standard
Recording Code (ISRC) is used for the sound recording type of musical asset,
while the International Standard Musical Work Code (ISWC) is used for the

musical work type of musical asset.

Sound Recording Claim

Right Holder

Start Date

/1/2020

Territories

Greece €3 Spain €

Public Performance Airlines Radio Broadcasting Radio Dubbing

Figure 36: Claim overview with claim data when updating a claim.

Additionally, the claim Solidity structure includes logistical details such
as creation and last change dates, claim type either sound recording or musical
work, claiming Member, and a unique claim identification (claim ID). This
claim ID is used on-chain to distinguish claims from one another. These
elements have significant roles in the overall workflow of conflicting rights
governance and its processes that are executed through corresponding smart
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contract methods.

An important part of the conflicting copyrights governance and its
dedicated data privacy constitutes the calling of the private method
"checkClaimStatus()" inside the Claims smart contract. The
checkClaimStatus() method has access to the private claims mapping within
the smart contract where the claims declared on the system are stored. This
kind of privacy ensures that the method and the mapping cannot be accessed
directly by any other smart contracts or the application itself, allowing for
strong privacy of the claims within the blockchain network. Furthermore, the
private method checkClaimStatus() constitutes a Solidity algorithm that reads
new claim information and interacts with all previously blockchain-submitted
claims. It determines whether a new conflict occurs, thus, the status of one or
more claims is updated within this method by modifying the dedicated claims
mapping. If the new claim cancels out conflicting rights, the corresponding

claim status information is updated accordingly.

The data field of a claim comprises of an array of name-value pairs,
therefore, a special mechanism to effectively handle this data structure is
required within Solidity. To accommodate this, and considering its
applicability to future music or data types, the respective Solidity RLPReader
library is employed [71]. The checkClaimStatus() method extensively uses the
Ethereum RLP decoder library (RLPReader) to translate claim data
information into an internal data structure suitable for conversions into

desired data types, such as bytes, strings, and integers.
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Moreover, the checkClaimStatus() method uses the private mapping of
claims to identify claims with the same international standard code (ISRC or
ISWC). For each pair of overlapping claims, their data is compared in order to
determine whether there is overlap in terms of dates, use types, or rights
types. If overlap exists, the method executes a code segment in the smart
contract designated for overlapping claims. In general, when this method is
privately called within the Claims contract, users are able to create, update,

and delete new or existing claims.

The management of overlapping claims is closely tied to the "max split"”
field of a claim (uint16 maxSplit, Figure 35). The max split value indicates the
total sum of the claim's own percentage split and the percentage splits of all
its overlapping claims. If a claim's max split exceeds 100, it is marked as
conflicting (Figure 37). Otherwise, it is marked as claimed (Figure 38). When
two overlapping claims are detected, their max split values are recalculated

on-chain, and their statuses are updated accordingly.

Claim 1 Claim 2 Claim 3

max split 1 = split 1 + split 2 max split 2 = split 1 + split 2 + split 3 max split 3 = split 2 + split 3

CONFLICT

CONFLICT

CONFLICT

Figure 37: Max split explanation in a Venn diagram. All Conflict.
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Claim 3

Claim 1 Claim 2

max split 1 = split 1 + split 2 max split 2 = split 1 + split 2 + split 3 max split 3 = split 2 + split 3

CLAIMED

CONFLICT CONFLICT

Figure 38: Example with Conflict and Claimed.

In parallel with the handling of max split percentages by this method,
the user's claim inbox on the dApp Ul is updated through the corresponding
Solidity smart contract. When new conflicting claims arise, they are added to
the user's inbox. Once conflicting claims are resolved, they are removed from
the inbox. These operations are facilitated by the interoperability of the
Claims contract with the Users contract, allowing the first contract to call

methods in the second one in order to configure the user inbox when needed.

In conclusion, the on-chain governance of conflicting rights in the
presented application is based on the immutability of permissioned
blockchains and privacy protection of the Claims contract in order to create a
secure system. This system enables clear and secure exchange of musical
rights information and storage of claim data for CMOs and their Members. The
presented framework has the potential to be applied to various use cases

across different industries, while the comprehensive evaluation of the entire
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system is discussed in section 4.7. Finally, the conflicting rights governance
introduced includes a respective monetary incentive mechanism, as discussed

in the next section (4.6).

4.6 Monetary Incentive Mechanism

In the context of a valuable application from a business perspective, a
monetary incentive mechanism has been developed and is elaborated upon in
this section. The general intention is to encourage users to engage with the
platform in a sensible and rational manner by offering this incentive
mechanism in a direct structure. As detailed in the following paragraphs, any
user can execute the necessary transactions for the mechanism's regular
operation and completion of procedures using a specific smart contract that is
created specifically for this purpose.

In essence, the dedicated Solidity smart contract for managing user
accounts throughout the system is labeled as "Users." Within this contract,
each user is represented on-chain and can submit transactions permitted by the
system, based on their role as a Super Admin, Admin, or User. For instance, an
Admin of a Member can initiate a new claim by submitting a transaction or
can delete an existing one.

The monetary incentive mechanism simplifies user-initiated claim

transactions by introducing the concept of user token balance. When a user
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attempts to submit a new transaction and has an adequate balance amount, the
transaction is submitted, and the user's tokens are reduced by the value of the
transaction's cost. A specific transaction cost associated with any claim
transaction for creation, update, or deletion is defined. This framework
encourages already authorized wusers to manage their claims account
legitimately and carefully.

It's worth noting that the token balance attribute is applicable only to
Admin and User user types. In this version of the application, no token
balance is assigned to Super Admins, as they are not eligible to initiate claim-
related transactions. Super Admins, who represent CMOs, obtain a vital role in
the scenario as they control the claim submission authority of their Members,
explained as follows.

To enhance the overall value and coherence of the system, the
mechanism defines that each Member company is allocated a specific token
amount, which is then allocated to its existing and new users. When a Member
spends their token balance, the responsible CMO might recharge it through a
Super Admin user. Primarily, Super Admins, who represent CMOs, have the
authority to adjust a Member's token balance in order to facilitate
transactional value for their users.

The principal aim of constructing and implementing the incentive
mechanism is ultimately to mitigate accidental user errors or deliberate misuse
of the claim submission process. For instance, accidental claim deletion or ill-

advised claim creation and updates are prevented. In a wider music industry

97



Nikolaos E. Kapsoulis

context, this helps avoid unnecessary network congestion while boosting the
overall value of transactions and enhancing the user experience. Ultimately,
CMOs, positioned at the top of the business hierarchy, exercise diligence in

this regard, contributing to the overall value of the system.

4.7 Evaluation of Music Rights Framework

In this section, the entire rationale of the presented framework is
evaluated and followed by an outline of the results from an assessment of
batch claim uploads.

Modern applications and platforms for managing music industry
copyrights typically employ centralized systems that utilize distributed
replication database servers in order to ensure fault tolerance and high
availability. Therefore, each stakeholder business entity deploys their own
database, while it is possible that a few distinct entities share the same
technological components. However, the music industry stakeholder ecosystem
as a whole (Figure 29) is characterized with abundant diversity, particularly in
the technological frameworks used for data storage, retrieval, and processing.
The various database systems endorse different methods of organizing
information, encompassing data format, database type, and query structure.
Within this context, data sharing between stakeholder business entities often
poses challenges, and one of the primary reasons for the failure of the GRD

lies in the multitude of distinct data sources [56]. The implemented music
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rights framework tackles this diversity issue by leveraging blockchain
infrastructure. The presented solution establishes a unified network in which
all information is securely stored and shared among approved participants. As
mentioned, the framework utilizes dedicated smart contracts deployed on a
Quorum-based permissioned blockchain network to provide data transparency,
traceability, and decentralization, while ensuring participant trust and
effective resolution of «claim conflicts. Additionally, the blockchain's
immutability guarantees data integrity, while eliminating risks associated with
centralized storage, data protection, and cyberattacks. It is important to note
that in the current use case, the notion of blockchain ledger as a database
replacement is applicable only when storing relatively small amounts of data
using a Solidity structure. Each claim is primarily represented by its metadata
(Figure 35), utilizing a manageable data volume suitable for on-chain storage.
Blockchain is not well-suited for storing larger files, such as multimedia files.
Ultimately, the music industry ecosystem operating within the proposed
framework offers stakeholder business entities a securely shared network,
facilitating seamless music copyright governance that spans from ownership
assessment to royalty distribution and copyright validation, all while ensuring
data availability, protection, and privacy. The following sections present the
analysis results from an experiment involving the batch upload of claims.

To evaluate the system's response under real-world demanding loads,
batch files were generated in CSV format, each containing a series of claims

to be processed by the system and subsequently stored on the blockchain. The
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batch files varied in size (ranging from 100 claims to 10,000 claims) to assess
system responsiveness across different claim creation rates. The evaluation

presents two (2) graphs.
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Figure 39: Time needed to process the different batch files.

The first one (Figure 39) illustrates the time required to process various-
sized batch files, while the second graph (Figure 40) showcases the average
time taken by the system to process an individual claim.

Given the limitations in block creation containing transactions (i.e.
claims) along with the sequential processing of claims, the total batch time is
relatively efficient. Although processing 10,000 claims takes approximately 10
hours, a usual workload in the music industry, the system is able to identify

conflicts in less than a day, representing a significant improvement in the
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dedicated scenario. In a production environment, claims can be batch-stored

by the system rather than processed linearly.
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Figure 40: Average time needed to process claims.

This approach is often utilized in production blockchains like Bitcoin and
Ethereum that accommodate millions of transactions daily.

Notably, the average time required to process a claim remained
consistent (around 3.7 seconds) across different workloads (claim quantities).
This stability indicates a robust system without any underlying bottlenecks. In
Figure 40 graph, the respective spike is evident in the smaller batch files (3.9
seconds) and is caused by latency during the initialization of the blockchain

communication. This latency is reducing as the number of claims increases.
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D

Cloud SLA Self-Assessment through Smart

Contract Isolation

5.1 Introduction

Cloud IaaS SLAs have been present since the inception of public Cloud
infrastructure market. The rationale for SLA usability lies in the necessity of a
legally binding agreement between service consumers and providers,
especially in cases like Cloud computing and infrastructure where services are
provided between both actors. SLAs have obtained a pivotal role in
establishing trust between Cloud providers and their clientele. In private
Cloud solutions, IaaS providers assess SLAs internally and communicate
measurement outcomes to customers. In contrast, many public Cloud
providers, including major corporations like Amazon EC2, don't actively
monitor default SLA parameters, such as availability, which is reasonable
given their vast user base and reputation. However, failure to address
mishandled breaches could lead to significant financial losses [72].

Numerous tools, frameworks, and software components are available to
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monitor, evaluate, and address performance and Quality of Service (QoS)
issues related to cloud resources. Notably, public Cloud providers like
Amazon, Microsoft, and Google have developed their own tools and
frameworks [73,74,75] for assessing and orchestrating their own Cloud services
and those of others.

In essence, these tools provide access to a comprehensive range of
metrics and KPIs that assist cloud users in efficiently managing and assessing
their cloud resources, particularly when utilizing tools provided by the Cloud
provider. These metrics, such as CPU/RAM utilization, network traffic, and
hard disk I/0O, are widely accepted as performance and QoS metrics for both
virtual and physical resources. Although these metrics are valuable for
evaluating Cloud infrastructures' performance, they cannot be directly
employed as SLA assessment metrics. This is due to the fact that SLA
contracts generally outline explicit service guarantees in a predominantly
verbal manner. For instance, one of the most prevalent metrics used among
popular public IaaS providers is Availability. Although this metric is valuable
for assessing a Cloud infrastructure's stability and robustness, it's also one of
the easiest guarantees for IaaS to fulfill. Conversely, other metrics like those
mentioned earlier, which are more critical for performance and QoS
evaluation, are challenging to guarantee. This is because they are influenced
by various external factors beyond the direct control of IaaS providers, such as
software quality, internet provider capabilities, and significant workload

fluctuations.
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Although the availability metric might seem straightforward in terms of

computation, there are numerous variables that contribute to standardizing the

process to calculate this metric. Particularly, the process of SLA monitoring

involves addressing specific questions, as depicted in Figure 41.

1. Which SLA parameters are contained in the SLA?

2. How are these parameters computed?

3. Is the computation of the parameters in line with the definition of the

IaaS?
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Figure 41: Standard SLA monitoring process.
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Usually when it comes to availability, an SLA parameter is easily
defined, but determining the parameter value that designates when a Cloud
Service is unavailable and how this value is calculated are crucial steps that
define the wvalidity of the SLA monitoring process. In addition, factors like
sampling rate, evaluation period, and the formula used for parameter
calculation play a vital role in metric computation.

The presented system introduces a new approach to address the
aforementioned uncertainties in SLA assessment. Visualizing the concept of
SLA self-assessment, the presented use case creates a secure computational
environment within an immutable decentralized ecosystem. Specifically, the
solution leverages permissioned blockchains with isolated execution
environments to establish a comprehensive SLA consensus without biased
entities or intermediaries. Both IaaS providers and their clients engage in an
ecosystem where SLA monitoring and computation are based on mutual pre-
agreed contractual terms.

In particular, IaaS providers are able to propose various parameters
defining specific SLA attributes. Simultaneously, clients participate in a
secure and confident ecosystem where data and service utilization are
characterized by accuracy and integrity. In order to ensure transparent and
private computational flows within the permissioned blockchain-based
environment, the proposed SLA consensus design and mechanism incorporates
TEE capabilities [76]. The chosen TEE in this use case ensures secure and

isolated on-chain SLA monitoring and computation and guarantees strong
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privacy of smart contract data as SLA intelligence unfolds within the isolated
smart contracts.

Both IaaS providers and clients experience precise and unbiased SLA
assessment through a transparent algorithmic process that is approved and
mutually agreed upon prior to the signing of the agreement. As SLA consensus
operations initiate dedicated smart contract workflows, the SLA consensus
life-cycle reaches completion while maintaining privacy of calculations and
computations through the implemented TEE. In the context of digital trust, the
on-chain validation of TEE specifications constitutes a crucial aspect of secure
and isolated computation, providing global confidence across the permissioned
ecosystem.

The proposed solution incorporates diverse technical concepts, resulting
in dedicated and advanced components. These components adhere to
interoperability and integration rules in order to achieve automated SLA

consensus with an enterprise-scale vision.

5.2 Blockchain SLLA Consensus

As blockchains gain wider adoption among numerous industrial
enterprises, digital trust obtains a crucial role for stakeholder transactions. In
the context of SLA self-assessment, the SLA business intelligence occurs
within secure boundaries that enable both operational transparency and

privacy of computations within the respective environments.
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In brief, the presented framework outlines the key qualities of SLA
consensus through the process of SLA Trusted Monitoring which ensures fair
SLA operations within the Cloud SLA scenario. On one hand, the
infrastructure provider involves their clientele in a secure system that ensures
operational transparency and privacy of computations. Transparency primarily
originates from the SLA parties consensus on the on-chain submitted
Algorithmic Driver (elaborated in section 5.3) responsible for monitoring SLA
logs, while computational privacy is established through the properties and
capabilities of TEE [76]. On the other hand, customers benefit from a secure
platform where a trusted SLA consensus procedure is applied. Particularly, the
customers have confidence that the provided SLA computations follow an
agreed calculation scheme that is commonly acknowledged with the
infrastructure provider prior to signing the agreement.

The entire process of SLA Trusted Monitoring takes place within a
permissioned blockchain network that utilizes Distributed Ledger Technology
(DLT) features along with on-chain TEEs. Specifically, the solution is based
on the Hyperledger Fabric distributed ledger software [77], incorporating on-
chain TEE capabilities through a dedicated module, namely Fabric Private
Chaincode (FPC) [78]. The latter extends the framework on-chain, allowing the
deployment of smart contracts executed within protected isolated
environments.

Moreover, Figure 42 provides a comprehensive overview of the

solution's ecosystem architecture, illustrating the SLA consensus process with
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a focus on operational transparency and privacy of computations. Both ITaaS
providers and their clientele navigate the ecosystem's standardized workflow
which mainly involves the on-chain scheme with explicit off-chain
interactions. A brief overview of the process and component interactions

follows, while a more detailed analysis is presented later in section 5.4.
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Figure 42: Blockchain SLA consensus architecture.

In Figure 42, the architectures' foundation relies on a permissioned
blockchain network where its main actors are blockchain participants, i.e. the
[aaS and their clients. Therefore, when an IaaS offers an SLA product to be
purchased by a SaaS or other type of client, the corresponding Agreement
Payment takes place as a transaction between the involved parties. This

Agreement Payment constitutes a blockchain transaction verified through the
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respective parties' signatures and includes the product acquisition details.
During this process, the agreed Parametric SLA template digital document is
signed by both parties and introduced to the on-chain TEE as a signed
document, as depicted in Figure 42. This signed document includes essential
SLA data defined during the Agreement Payment and validates the
participation of the actors through their digital signatures.

Following the aforementioned signing, the on-chain TEE adds it as a
new agreement to its portfolio of SLAs where specialized enclaved operation
services are provided consistently. As illustrated in Figure 42, the TEE is
supported by the Enclaved Monitoring, which calculates SLA metrics through
the Tunneling Shim, a special integrator of Cloud and IPFS that securely
manages the blockchain network's dedicated interoperability points with the
external world.

Furthermore, the TEE encompasses the Enclaved Comparison
component, responsible for computing SLA violations on behalf of the TEE.
Upon SLA violation detection, this component activates the Refund Chaincode
for the compensation workflow. In particular, the latter addresses SLA
violations and satisfies the economic or other relations initially agreed

between the IaaS and their clients as of the signed agreement.

5.3 SLA Standardized Monitoring

In order for the Parametric SLA to function correctly, it needs to include
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all the necessary information from the SLA document as established in the
agreement with the TIaaS provider. This information should follow a
standardized data schema format, while this use case adheres to the ISO
19086-2 SLA [79] standard for the Parametric SLA. This standard provides the
appropriate guidelines for creating the core components of the schema. This
process converts the SLA document into a JSON format, which then serves as
input to the Algorithmic Drivers for SLA Evaluation.

Developing the parametric SLA involves specifying several crucial
details that shape the JSON Schema representing the SLA. These specifics
encompass:

* Metrics: This class embodies all the service-related objectives relevant
to SLA guarantees. As discussed in section 5.1, for example,
Availability stands as a popular metric used in SLAs. Moreover, this
class includes basic metric-related information, mostly aimed at
facilitating monitoring and measurement of a given metric.

* Parameters: This class complements each individual metric, offering
comprehensive details about the respective parameters of a specific
metric. Additionally, it encompasses the variable types that express a
metric and their ways of measurement.

* Rules: In SLA contracts, there exist specific rules governing not only
the specified guaranteed metrics but also the rules dictating metric
measurement. To elaborate, these rules define how metrics should be

interpreted. A typical rule scenario involves defining what signifies
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failure or success for a specific metric. For instance, in the context of
availability, Amazon Web Services (AWS) SLA [80] considers a service
unavailable when it cannot be accessed in two (2) availability zones

aiming to prevent a single point of failure.
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Figure 43: Layered configuration of Algorithmic Driver.

Both the parameters and their rules play a pivotal role in shaping the
Parametric SLA schema since they significantly influence the actual
computation of SLA metrics, including the algorithmic drivers (Figure 43).
For algorithmic drivers to assess an SLA, they must take into account all the
information provided by the Parametric SLA. The rules can have an important
impact on metric calculations to the extent that different algorithmic drivers

might be necessary even if they compute the same metrics for various laaS
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providers. Similar to the Parametric SLA, algorithmic drivers adopt a
standardized approach in their development aligning with the SLALOM cloud
specification model [81].

The Sampling Methods layer, as illustrated in Figure 43, assumes
responsibility for designing methods that collect and assess the validity of
sample data which is pivotal for metric computation. The constraints derived
from the rules manifest in Boolean form and dictate whether a specific sample
is retained for metric computation or discarded due to non-compliance with
measurement constraints.

The Interval of Computation layer governs the frequency at which data
is sampled for metric computation. It also defines the intervals at which SLA
Metrics are computed and assessed. An SLA contract typically includes details
about the billing cycle and, consequently, the SLA evaluation cycle. There
exist services that compute their SLA parameters on a monthly basis or other,
like biennial.

The Metric Calculation layer targets on the task of actually computing
the metrics within a given time interval. Specified functions, which take into
consideration metric definitions and associated rules, process the sampled data
and generate the numerical values for SLA metrics.

Following successful configuration, the Parametric SLA becomes the
SLA agreement proof that is stored on-chain. The proof includes necessary
data, such as the wallet addresses of involved parties, SLA metrics details, and

the applicable Algorithmic Drivers during the enclaved operations. Alongside
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the submission of the signed agreement on the ledger, the TEE acquires a new
agreement entry. Next, the TEE incorporates the new agreement entry into its
dedicated enclaves portfolio where it is monitored and utilized by the SLA

Trusted Monitoring along with other agreements as follows.

5.4 SLA Trusted Monitoring

Upon announcement of the signed parametric SLA within the on-chain
TEE, the SLA Trusted Monitoring process is initiated for this new agreement.
As this entire process occurs on the blockchain, the data pertaining to the SLA
agreement is both trusted and transparent to the IaaS provider and their
customers. Furthermore, confidentiality is maintained for SLA monitoring and
computation as it is protected inside the enclaved environment the business
intelligence occurs.

Once the Enclaved Monitoring module incorporates the new agreement
into the designated enclaves portfolio, the most recent SLA logs are retrieved
and processed within the TEE. Enclaved Monitoring functions automatically
within the implemented FPC structure, which adheres to a well-defined smart
contract structure [78]. FPC ensures strong privacy for the operations that are
carried out by hosted elements, namely, the smart contract frameworks of
Enclaved Monitoring and Enclaved Comparison. In particular, FPC exploits
the inherent capabilities of TEEs by isolating smart contract calculations and

computations on a hardware level. Thus, activities occurring within the FPC
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are isolated and protected from other blockchain entities that participate in the
network and access the shared ledger.

Enclaved Monitoring primarily consists of dedicated smart contract
functions. These functions acknowledge the newly signed agreement and fetch
the latest corresponding agreement logs from the IPFS network through the
assistance of the Tunneling Shim integrator. The entire workflow is executed
within an enclaved smart contract inheriting the aforementioned privacy
features.

Moreover, throughout the solution workflow lifecycle, the Logger Cloud
module consistently shares new log files related to the agreement on the IPFS
network. Eventually, the returned IPFS CID is utilized by the Tunneling Shim
to retrieve agreement logs. The latter component introduces custom integration
functionalities that facilitate interoperability between the Enclaved Monitoring
and IPFS nodes. Through the Tunneling Shim, the latest SLA logs for a
specified agreement are retrieved and then transferred to Enclaved Monitoring.
Subsequently, Enclaved Monitoring distributes the SLA logs to Enclaved
Comparison, another well-defined smart contract structure that resides inside
the FPC and is triggered automatically.

Enclaved Comparison's smart contract structure executes SLA
computations that involve the calculation of potential SLA breaches. It utilizes
all the relevant agreement information, including SLA agreement metrics,
actual metrics from the log files, and the agreement's algorithmic driver. This

process determines whether an SLA violation has occurred or not. The
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aforementioned computation is executed within the private and isolated
environment of the FPC, while being completely shielded from third-party
entities that participate in the blockchain network. The outcome of Enclaved
Comparison's calculations might or might not indicate the case of an SLA
violation. The exported outcome of the system decision constitutes an
unbiased result that is derived according to the predefined rules of the initially
well-established and mutually acknowledged SLA agreement.

In the event of an SLA violation, the Enclaved Comparison component
triggers the execution of the Refund Chaincode for compensation purposes.
The latter, after receiving all the necessary data of the SLA agreement, fulfills
its system role as follows. The purpose of the Refund Chaincode is to address
the terms of an SLA violation occurrence as outlined in the agreement. The
component consists of a smart contract that carries out a set of functions
regarding primarily the execution of the violation corresponding
compensations as well as other related actions defined in the SLA. The latter
actions might include adjustments to parties' reputations, product scores, and
others. When an SLA violation occurs, the clientele of the provider receive a
refund payment as a compensation for the SLA breach, while the IaaS is
charged for the same violation respectively. The Refund Chaincode serves as
the final component of the solution's lifecycle during the SLA violation

process workflow.
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5.5 Experimentation Results

The previously mentioned ideas and processes of the SLA consensus
system are applied and evaluated within the described architectural framework
(Figure 42). Regarding the deployed technology, the blockchain infrastructure
underneath relies on a Hyperledger Fabric permissioned network that hosts a
TEE and technical communicates with it through a corresponding specialized
enabler, namely Hyperledger FPC v1.0.0-rcl. In particular, the underlying
Hyperledger Fabric network executes a fault-tolerant consensus algorithm that
enables the network to handle a large number of transactions per second [82].
Inside the blockchain network, FPC manages the confidential business logic
within enclosed smart contract structures. Particularly, the logic is executed
within the aforementioned private structures is kept confidential from the
blockchain participants and their transactional and contractual network
activities.

The utilized TEE receives each new agreement in the ISO/IEC 19086-
2:2018 format for a t2.nano Amazon testing instance [83] and processes it
through the appropriate specification-compliant functions of the smart contract
structures, as explained in section 5.4. Additionally, the TEE connects and
integrates with the off-chain world through the Tunneling Shim component, a
designated connector facilitating interoperability with the IPFS network
(v0.9.0) and the public Cloud which is referred to as the Logger component

within the architecture. The private smart contract structures are executed
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inside the TEE, as being isolated within the endorsed FPC. Regarding network
transactions, FPC achieves complete privacy against submitted transactions
and other blockchain activity, especially for those that are external to the TEE.
FPC constitutes a consolidated smart contract package armored with
infrastructure level privacy and task isolation. When an SLA violation occurs,
the designated smart contract, namely the Refund Chaincode, is triggered
through an on-chain broadcast received from the enclaved computation smart
contract. Moreover, all smart contract structures are coded in Golang 1.14.12
and make use of the standard Hyperledger Fabric Go API [84] for invoking
transaction operations and chaincode triggers.

In the context of the SLA violation workflow, once the SLA product
transaction is finalized, the TEE operations occur sequentially, beginning with
Enclaved Monitoring followed by Enclaved Comparison. The TEE triggering
originates externally from the enclosed environment, supported by strong
encryption measures for secure bilateral interactions [85,86]. Within the TEE,
SLA log data is securely retrieved through the Tunneling Shim which interacts
with the IPFS network. The interoperability happens within the TEE and is
completely protected and isolated from third-party entities, such as
unauthorized chaincodes, the blockchain network, or other consensus nodes.
The retrieved SLA logs are processed within the TEE, i.e. on the
corresponding chaincode memory, and the resulting SLA intelligence exits the
private isolated environment concluding the SLA Trusted Monitoring lifecycle.

In case an SLA violation occurs, the Refund Chaincode is triggered and
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executed across the entire permissioned network.

Figure 44 displays the experimental results of the solution illustrating
the time required for the system to process and verify the existence of an SLA
violation. The proposed approach assesses the timing performance difference
when a violation is present compared to when it is not. The experimental
results confirm that within the presented framework the dedicated SLA
assessment system can efficiently detect an SLA violation because of the

deployed isolated and private SLA intelligence environment.
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Figure 44: SLA violations time performance shift in SLA Trusted Monitoring.

In general, the time needed for resolving and submitting private
chaincode transactions within the enclosed environment varies depending on
whether a violation occurred or not. As shown in the experimental results

(Figure 44), in both scenarios the solution's timing performance falls within a
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certain range, while a bit wider time range is observed in the case where a
violation is detected. Particularly, when there is no violation, the system
outputs results more quickly than when a violation is present. It is worth
noting that during a violation additional private chaincode computations are
required leading to a longer execution time.

In the presented solution, specific and immutable smart contract
structures are executed in order to complete the violation determination
workflow, thus, their performance time remains within measured thresholds.
The latter is attributed to the high transaction throughput and transactional
mechanics of the underlying permissioned blockchain of Hyperledger Fabric
that includes a high rate of transactions per second and pipelined transaction
flow [9]. Consequently, violation transactions are completed relatively quickly
within a transaction flow pipeline. For both depicted scenarios in Figure 44,
the specified time ranges are fixed within certain thresholds and cannot be
significantly altered in a positive or negative direction. This is due to the
enclaved chaincodes utilized in the solution being submitted to the immutable
transaction ledger while being invoked from triggers that originate from the
blockchain network leveraging the irreversibility property of the chain. This
way the smart contract code immutability is validated ensuring stability and
consistency in the solution's performance timing. Finally, in terms of
scalability, the system's workflow scales for both SLA violation scenarios
(Figure 44) as it aligns with the scalability features of the underlying

Hyperledger Fabric network [87]. The chosen blockchain platform scales in
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terms of network entities and transactional workflow, providing robust support
to thousands of transactions per second [88]. The execution of the private
smart contract structures follows the scaling attributes of the underlying
blockchain infrastructure as well by utilizing the corresponding performance
capabilities.

The presented solution has been thoroughly discussed throughout the
related involvement with the Open Source Community of Hyperledger
Foundation — The Linux Foundation. Notably, the research work examination
led to the formulation of a Hyperledger White Paper that describes the
applicability of the system in terms of SLA self-assessment in the Telecom

industry [89].
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6

Conclusions and Future Improvement

Following the analysis of the industrial architectures presented in the
previous chapters, the main vision of the doctoral dissertation constitutes the
examination of privacy-oriented approaches on blockchains and distributed
ledgers. As already depicted in the introductory chapter's Figure 23, the
contribution of the dissertation is the extracted blockchain privacy stack that
envisions the usability and applicability of privacy for blockchain-based
solutions. The examination and understanding of further use cases would
trigger more details on the stack, however, the presented architectures already
cover significant centralization and blockchain privacy challenges, offering
the following key benefits to application owners and ecosystem administrators
that build their blockchain use case or dApp on the next generation Internet
infrastructure of Web3.0:

* Decentralized network security.

* Enterprise blockchain network activity.

 Sensitive information protection with private function execution and
secret transacting.

* Secure data calculations and enclaved computations with isolated smart
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contracts.
With respect to each individually proposed architecture, the corresponding
conclusions that target specifically their research domain and future works are

presented as follows.

6.1 KYC User Identification Systems

Addressing privacy and security concerns on blockchains is crucial
across various industry-focused applications, particularly for instances
involving data sharing over media channels, like social media, personal
preferences, or user interactions. Although blockchains are primarily intended
for distributed data storage and sharing, their inherent immutability and
transparency might initially render them unsuitable for privacy-sensitive data.
Such sensitive data may reveal physical identities, consumer habits, or
privacy-related details, and even disclose proofs of location. Due to the
irreversibility of blockchain-stored data, specific blockchain designs are
essential for securing user privacy. One viable approach involves using
blockchains solely as timestamping mechanisms for specific workflow
information linked to external data repositories. This approach not only aids
scalability when dealing with substantial data volumes but also allows for
additional data encryption prior to insertion into the blockchain. However,
encrypting data creates its own challenges, particularly if decryption keys are

ever compromised, leading to unauthorized access. Despite of the chosen
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approach, all blockchain implementations—public or private—must adhere to
privacy by design principles when incorporating transaction data into their
ledgers. Future transactions over blockchains will increasingly rely on robust,
efficient and simple KYC processes. The presented architecture demonstrated
how easily managed and modular industrial frameworks can be established on
top of permissioned blockchains like Quorum, equipped with open public
blockchains and Solidity-based smart contracts. The showcased integration
paves the way for implementing KYC processes suitable for a wide array of
decentralized applications.

In terms of expanding the system's capabilities, future efforts are
focusing on enabling the integration of additional data sources into the
presented architecture and facilitate more complex procedures for collecting
diverse information about specific entities. The latter includes enhancing the
seamless connections between verified machines and the deployed blockchain
smart contracts, allowing for efficient data provision and retrieval from the
KYC system.

Moreover, machine learning strategies and artificial intelligence tools
have been proposed to enhance fraud detection and automate the KYC process
by handling enormous amounts of data. For instance, such tools can analyze
uploaded images and assess document authenticity in very short time.
Investigating the interaction between such tools and the proposed KYC system
creates interesting future research directions, aiming to elevate the overall

procedure's accuracy. The KYC process can also involve complex procedures
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regarding the examination of multiple external sources and the request of
additional documents to verify an individual's identity. Furthermore, evolving
regulatory requirements demand a KYC system's adaptability to new legal
rules. Consequently, the research roadmap extends the study of smart contracts
in order to handle multidisciplinary processes, aiming at a holistic KYC

solution.

6.2 Copyrights Governance

Regarding the musical copyright governance, the corresponding
individual outcomes and future work follow in this section. In principle, the
study introduces a comprehensive and efficient application for managing
copyrights, leveraging Quorum permissioned blockchain technology. In the
music industry, where a diverse array of roles and entities must collaborate to
identify and manage music asset rights and address conflicts, blockchain
emerges as a viable solution. Blockchains offer an immutable ledger of claims,
eliminating the need for intermediaries. The proposed implementation brings
together diverse business sectors within music industry organizations and non-
profit blockchain associations. The presented dApp successfully merges
blockchain and smart contracts with rights management in order to establish a
novel decentralized framework that addresses important challenges faced by
music industry stakeholders, especially CMOs. Leveraging core blockchain

principles like transparency, trust, traceability, and decentralization, the
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solution offers an effective approach to resolving common issues confronted
by CMOs in the music industry landscape. Particularly, the utilized public-
permissioned blockchain of Alastria offers strong security and required
privacy for the use case. Furthermore, the interactions with dedicated APIs,
tools, components, and conventional databases create a unified system that is
founded on a decentralized architecture. The corresponding capabilities of the
deployed smart contracts model and resolve rights conflicts in the music

sphere under dedicated privacy principles.

Moreover, the system's potential extensions could be the enabling of
automated rights resolution. This would involve exploring the feasibility of a
decentralized approach based on IPFS for storing rights management and
claims conflicts data. Smart contracts would then read rights from IPFS during
new claim submissions, while blockchain would determine the legitimacy of
the conflicting claims. Additional enhancements could be implemented such as
adjusting copyrights in alignment with the underlying blockchain technology
and deploying more robust communication mechanisms for end users. This
would enable users to better trace the individual stages of conflict resolution.
Furthermore, future research aims to enrich smart contracts with features that
optimize interaction with external data sources containing media assets and
relevant metadata. Algorithms for music asset identification could also be
explored, aiming to create a holistic solution for monitoring the usage of
specific music items across various distribution channels and geographical

regions. These efforts target the expansion of these tools capabilities for the
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higher benefit of CMOs.

6.3 Blockchain SLLA Assessment

The showcased SLA evaluation system introduces a novel approach to
achieving consensus on SLA terms adherence within the domain of public
cloud infrastructure. The core concept revolves around distributed ledger
software that accommodates TEEs possessing isolating and computational
capabilities. The privacy-enhancing attributes of this arrangement are
advantageous throughout the entirety of the SLA assessment process, as each
SLA agreement is thoroughly evaluated from the standpoint of both the IaaS
provider and their customers. All of these activities unfold within a
permissioned blockchain, while the specialized SLA intelligence is isolated
and executed within the utilized TEE. The outcome comprises of a reliable
system that benefits both the IaaS provider and their clientele in terms of

accuracy and fair calculations and computational processes.

Regarding the exhibited experimental results, the proposed approach is
capable of scaling for enterprise-oriented scenarios, offering profitability and
efficiently implemented interest in alignment with the inherent scalability
features of the underlying blockchain technology. Regarding future potential
enhancements of the system setup, the current directions primarily center on

expanding support for more actions in case of violations, which may
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encompass aspects such as managing the reputation of involved parties and
establishing a scoring mechanism for SLA products within the context of SLA
violation workflows. Furthermore, as far as the discussions and the
involvement with the Open Source Community is concerned, there exists keen
interest in expanding the presented system in terms of technological tools
employed. In particular, the introduction of zero-knowledge proofs has been
proposed since it would add an extra layer of data privacy and validation

regarding the dedicated details contained in the transactional flows.
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Glossary

AWS
CID
CMO
CPU
CRUD
dApp
DLT
DRM
FPC
[aa$S
ID
I/0
IoT
IPFS
IBFT
ISRC
ISWC
JWT
KPI
KYC
P2p
PBFT
PoS
PoWw
RAM
QoS

Amazon Web Services

Content identifier

Collective Management Organization
Central Processing Unit

Create, Read, Update, Delete
Decentralized Application

Distributed Ledger Technology
Digital Rights Management

Fabric Private Chaincode
Infrastructure as a Service

Identity

Input/output

Internet of Things

InterPlanetary File System

Istanbul Byzantine Fault Tolerance
International Standard Recording Code
International Standard Musical Work Code
JSON Web Token

Key Performance Indicator

Know Your Customer

Peer-to-peer

Practical Byzantine Fault Tolerance
Proof of Stake

Proof of Work

Random Access Memory

Quality of Service

131



Nikolaos E. Kapsoulis

SLA Service Level Agreement

TEE Trusted Execution Environment
Ul User Interface

Web3.0 3" iteration of World Wide Web
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