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[epidnym

H napovoa duthopating epyacio diepevva tnv évvola tou stateful fuzzing, piog
eEelduevpévng popong fuzz testing wov Aapfdavel vTOYN TNV UATAGTAGT TOL GL-
oTpatog vo éeyyxo. Ilapovoidlel pioe véa TPOGEYYLOT OOV TO ULITOXEIHEVO
HOVTEAO UNYOAVAG HATAOTAOTG TOU LTTO SOXLUY) CLGTHHATOG HodalvETOL TTPLY ATTO
Vv paypatinrn dadacio fuzzing, avtl xatd tn didprerd tng. H amoteleoparti-
®OTNTA QLTHG TNG HedOdov cuyxpiveton pe Tpocpatovg fuzzers, tovg AFLNet xou
StateAFL oto mAaico tov mpwtoxdArov EDHOC, evog mpwTordAlov ac@aroig
OVTOAAAYTG HAELOLOV.

Aé€erg nherdud: aopdlela tpwtondAAwv, stateful fuzzing, active automata learn-
ing, protocol state fuzzing, AFLNet, StateAFL, EDHOC






Abstract

This thesis explores the concept of stateful fuzzing, a specialized form of fuzz testing
that considers the state of the system being tested. It presents a novel approach
where the underlying state machine model of the system under test is learned before
the actual fuzzing process, rather than during it. The effectiveness of this method is
compared with state-of-the-art fuzzers, AFLNet and StateAFL in the context of the
EDHOC protocol, a secure key exchange protocol.

Keywords: protocol security, stateful fuzzing, active automata learning, protocol
state fuzzing, AFLNet, StateAFL, EDHOC
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KepdaAlaro 1

Extetopévn EAAnvkn Ilepiinyn

1.1 Ewoayoyn

To software testing eivar onpavtied yuw tn SlcPAALon TNG TOLOTNTOG HOL TNG
QG PAAELOG TOV CUOTNHATWV AOYLoHIKOV. QGTOGO, 1 Un AvTopath Stadwacion e-
Aéyxov pmopetl va elva ypovoPopa, xootoPfoOpa xon emppenng oe GPAAPATA. Qg
ex TOUTOV, £XOVLV AVOTITUYUEL HUTOPATOTTOLNUEVEG TEXVIKEG EAEYYOL HE OTOXO TN
pelwon g avdpadmvng Topépfacng kot TNV ad€non Tng AIOTEAECHATILOTITOG
TOL eAéyXoU. Mo amtd Tig 7TLo SNHOPLAELS KOl ETLTUXNHEVES TEXVINEG ALUTOPNTOTIOL-
npévou eAéyyov eivon to fuzzing [1], To omoio mepthapfdvel Tnv mapoxn TUXALWV
1 NHL-TLX LWV ELGOSWV GTO LITO doUL|T) GOCTNHA XAL TNV TAPATHPNOT] TNG CUITE-
prpopdg tov. To fuzzing propel vo amouoAdyel GEAApOTO KL KEVEL ACPAAELOS
7OV pITopel vou pnv eivor edxoda aviyvebopa pe dAleg pedddoug testing. ‘Exet
Waitepn afla yia tn doxipr] TOAVTAOK®OV GUOTNUATOV OTTOL 1) XGPAAEL elval
uploin, 0TWG oL LAOTOLRGELS TPOTOXOAAWY Siethov [2, 3].

Qotooo, 1o fuzzing dev eivan poe yeviur Abon eviaiag epappoyng. Ou texvinég
fuzzing mowiAlovv avaroya pe to idog Tov vTd doxpn cvothpatog. Oplopéva
CUGTHHOTO £XOVV TEPLTAOKEG ECWTEPIHEG HATACTACELS TTOL aAAGlovV pe Pdon Ta
Hnvopato Tov Aopfdvouvv xar otéAvouvv. Xe avtn tn datpiPr], eoTidlovpe oTO
stateful fuzzing, to omoio AapPdavel VTOYN TNV KATACTOCT) TOL GUOTHHATOG KoL
propel vo eAéyEel cLOTHPOTO pe SLLPOPETIHEG HATAOTACELG KOl PETAPACELG TTLO
aote ecpoTind amod to stateless fuzzing.

Mio a6 Tig TpouAnoelg tou stateful fuzzing eivon va e€aydel to povrélo pnya-
VG HOTOGTACEWDV TOV LTTO OOXLUN GUGTHHATOG, TO OTTOLO TTEPLYPAPEL TIG TLIAVEG
HATOOTAOELG KoL peTaPacelg Tov. To HOVTEAD PNYAVIG HATACTACEWV PITOpeEL va
Bondnoel tov fuzzer va mapdyel éyxvpeg xon afloOAoyeg £L.6OSOVG TOL PITOPOVV
VO TTPOUAAEGOVV SLOLPOPETINEG CLUTTEPLPOPES 6TO oVOTN. Ol TEPLoGOTEPOL ATTO
Tovg vtapyovteg stateful fuzzers cupmepaivovv To povtélo pnyovng KotaoTdoE-
wv xatd n ddprela g ddwaciag fuzzing, ToapatnpovTag eite Ta PNVOHOT
7OV GTEAVOVTOL GTO SIXTLO €LTE TN HVIHT TOV GUGTHHATOG XL OHAOOTOLOVTOGS TOL
oe JLPOPETINEG HATACTACELS. 0TOCO, AUTEG OL TPOoeYYioelg pmopel va eivol
avostoteleopatinég xar ovoxplfeig. Ot elocodol Tov XPNOHOTOLODVTOL KATA TN
drodwacio fuzzing dev elvan WOavinég ylor TNV eExpddnon Tng PNxavig XUTao TAoE-
WV, eTeLd) OEV AVTLITPOCWTEVOVY ATTOTEAECHATIUA T YAMOON TOU TPWTOXOAAOV
HOLL LITOPEL VOU PNV EVTOTILGOUV OPLOPEVEG HATAGTAGELSG 1) pHeToPAoELS.
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S authv TV gpyaocia, mapovotdlovpe pia véa Tpooéyylon yia to stateful fuzzing
OV HODOLVEL Lt XOAT] TTPOCEYYLOT) TOU DITOXELHEVOL HOVTEAOL UNYXOVIG HOLTO-
OTAGEWV TNG LITO SOXIT) LAOTTOINGNG TTPLY ol TNV ITpaypatint dtadieacia fuzzing,
avti va v Ppioxel xatd n didpreld TG XPrOLHOTOLOVHE HLX TEXVLXT TTOL O-
vopaleton active automata learning [4], n ool vtofdAel emavoAnmTind queries
oto LTTO douipr) cOoTNHa pe eWdnd emAeypéva inputs kot podaiver éva povtélo
HNXOAVAG KATACTAGEWV OO TIG ATTAVTTOELG.

Jvyxpivovpe vt tnv mpocéyylon pe dvo mpocpartovg stateful fuzzers, toug
AFLNet [5] nou StateAFL [6]. To mpwtOx0AAO TOL XPNGLHOTOLOVHE YO QLUTH TN
ovyxpion eival to EDHOC (Ephemeral Diffie-Hellman Over COSE) [7], éva eAopp0
HOUL XOPAAEG TTPOTOXOANO VTAAAYNG HAELSLOV TTOL €xEL oXeSLOOTEL Yl TTEPLOPL-
OHEVOV dLVATOTHTWV CLOKEVEG HaL dlutua. MeTpdpe TNV xdAvYn xOddwa xoL Tov
PO TV evTATELOV TTOL avoxroALTTOVTOL otd ndde fuzzer. Xulntape emiong
T SLUVATA GTMHELR, TOVG TEPLOPLOHOVG AL TIG TPOUAT|CELG HAde TPOCEYYLONG KOl
TPOTELVOUE U TELIVVOELG YLt HEAAOVTIXT] EPELVAL.

1.1.1 Xvvewcpopd

H moapotoa epyacio cupPfdrlel 6ToV TOpER TNG ACPAAELNG IUTLOUDOV TTPWTO-
HOAAWV HEC® HLOG EUTETOHEVIIG CUYUPLTIKAG EEETAONC TV TPEXOLGDV TEXVIUOV
stateful fuzzing otav epappolovial ce vAOTOUGELS SILTLOUDOV TPWTOHOAAWY. Me
N cvotnpaten aloAoynon xat cOyrpion twv stateful fuzzers, ctoxevovpe vo ma-
pEXOLHE TTOAVTIHES TTANPOPOPLEG OXETIUA LE TOL TTAEOVEUTHHATO KOl TIG AOVVOALLEG
QULTAOV TOV TEXVIXDOV KOl VO EVTOTIoOLpE Tedia yior peAloviinn épevva. T cupte-
PACHATA TTOL TTAPOVGLALOVLE XPNOLHEDOLY YLOL TNV XOXADTEPT] CLANOY LU HATAVOT)-
omn oo nedio tovu stateful fuzzing xou Tov fuzzing tpwtondAAwvV. EmimAéov, avtn 1)
epyacio detel Tar FepéAia ylor HEAAOVTINEG EPEVVITINEG TIPOCTIADELES, TTAPEXOVTOG
TOPADELYHATO GTNCIHATOG KO TTPOETOLHAGLNG TOL GLOTHHATOG Yio fuzzing.

1.1.2 Ilepiypoppo Evotntov
O vToAoLTTEG EVOTNTEG ELVOL OPYAVOHEVA OG EENG:

« HEvomnta 1.2 xahbmtel 1o facnd dewpntind vnoPadpo tou stateful fuzzing
won Twv fuzzers mov xpnoporotodvTal.

H Evotnta 1.4 mopéyel TexVinéG AETTOUEPELES OXETIKA He TA LTTO JOUIUN)
TPWTOKOAACL.

« HEvotnta 1.5 meprypdpel Tnv TpoeToLHacion TV TELPOPUATOV.
« HEvotnta 1.6 mapouctdlel Tor amoTeAEGHAT TOV TELPOPATOV.

« HEvotnta 1.7 e€dyel ovpmepaoporta xot divel 1déeg yior peAlovTinn épevva.
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1.2 Otwpntnd Yrofadpo

1.2.1 Fuzzing

To fuzzing [1], entiong yvwotd wg fuzz testing, eivou po ccvtoportomomnpév texviny
testing mov xpnoyomoteiTal ylor TNV avardALYT eVTAIELDOV KOl EAATTOUATWV
AOYLOHLKOD HE TNV TOGTOAT HEYAAOL APLIHOD AHVPWV, TUXOLWOV 1] ATTPOGIOUNTWV
eloc0dwV ot éva Tpoypappa 1 cbotnpa. O otd)0g Tov fuzzing eivol v avaaddel
poPAnHaTa, OTTOS XPACAPLOPATA, SLapPOEG PVIING Kot Litepxetiioelg buffer oto
AoyLopd-0TOXO0, TO Oomoio pmopel v mepthapPavel epappoyég, PipAiodnueg 1
TPWTOKOAAA dueTHOV.

Suvndwg, ot fuzzers ¥ pnoHOTOLODVTAL YIX TOV EAEYXO TTPOYPOAUHUATOV TTOL SEXOVTaL
Sopnpéveg eto6dovg. ‘Evag amotedeopatindg fuzzer mapdyel nui-eyrvpég eLod6dovg
7oL elva “apuetd éynvpeg’, dedopévou OTL dev amopplmTovTol Gpeca otd TOV
parser xo elvot “apreTd pun £ynLpeg” OO TE VAL ATTOXUADTITOVV GTTAVLIEG KATACTACELG
TTOU OEV €XOLV AVTIHETWILOTEL COOTA.

Ou apywég eicodol Twv fuzzers, 0TwG avTOL TOL AELOAOYODVLE, AVTLTPOCOITEDOLY
pio axolovdio bytes. Oo avapepOpacTe 08 AUTEG WG concrete seeds, Ve Yo ava-
pepopocTe o€ seeds TOL TEPLEXOLV ATTADG TOV TOTO 1) TOVG TOTTOVS TWV deSOHEVDV
(dnA. Ttov TOMO TV PNVLHATWY 0TS 0pileTon atd TO TPWTOXOANO) wG abstract
seeds.

1.2.2 Stateful Fuzzing

To stateful fuzzing emuevtpdvetar oTnv e0PEGT) EVTATELDOV GE TPOYPAUHOTO TTOV
€Y OLV ECWTEPHES HATACTAGELS HOL AVTLOPOVV OTLG eL6OS0VG pe Phomn TNV Tpéxovoa
1ATAoTOOT) TOLG. AuTo ov xavel To stateful fuzzing Eexwploto eivon n wavotnTd
TOV VO XALTOVOEL TNV TPEXOVG HATAGTAGT] TOV TTPOYPAHUHATOS HATA TN dLdpreLo
g Sadwaciog eAéyyov. Xe avtideon pe Tig ovpPatinég pedodovg fuzzing, to
stateful fuzzing maporodovdei tn copmeplpopd 1) TIG ecwTEPWES PETAPANTEG TOV
TPOYPAUHOTOG KL YPOLHOTOLEL CCVUTEG TG TTATPOPOPLES YLOL VO GUUTTEPAVEL TO
LTTOXELPEVO HOVTENO PIXOVIG HATACTACEWV KL TNV TPEXOLON KATAOTOCT. AUTO
TOUV ETMLTPETEL VO TToLPAyeL test TPOCAPHOCHEVA OE GUYKEUPIUEVEG HATACTAGELG TOV

TPOYPOUHUHATOC.

"Exovtag enlyvwor) tng *aTtdoTaoTg ToL Tpoypappatod, to stateful fuzzing propei
vo pupndet pe peyadvtepn oxpifela cevapio xott tAANAETLOPAGELS TOV TPALYHATIOD
noopov. Avtr 1 mTpooéyylon eivon Wiaitepa TOAOTIHN xatd TN douipr) ToAvTAo-
XV CUGTNHATWV AOYLOHLKOD, OTTWOG T TPOTOROAAX KL OL EYAPHOYES dLadLTLOU,
OOV 1) CUUTEPLPOPR TOVG HardopileTal amd TNV axolovdia TV ELGOdWV KoL TNV
ECWTEPIUT] HATAGTOGT) TOL TPOYPAUHATOG. OpLopéva cOAApATA PITOpEL VoL cLTTona-
AOTITOVTOL HOVO OE OPLOHEVES HATACTAGELS, Ol OTTOLEG ATTALTOVV L0t GUYKEUPLHEVT)
onolovdia e1lc0dwV Yo va fpedoiv.

H wOprx pouAnon yia to stateful fuzzing eivan n xdAvyn Tov xdpov xatacTdcE-
WV TOL GUOTHHATOG XWPLG VO LTTAPYEL AVOAVTIXT] TTPOJLOLY POLPT) TOL TPWTOXOAAOU.
Avtd mepthapPdvel T pep aVoUGALYT TOU XOPOL UHATOGTACEWV TOL TPWTO-
HOAAOV KO TNV EVOWOUATWOOT) GTPATNYIHOV YLt TOV EVIOTLOHO HATACTACEWV.
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1.2.3 Active Automata Learning

To Active Automata Learning (AAL) [4] eivou pia avtopatomoinpévn pédodog yia
TNV UATOOKELT] EVOG HOVTEAOV HNYAVIG KATACTAGEWV OV TPoceyyilel naAd Tn
OCUUTTEPLPOPA TOV GUOTAHATOG. AUTO ETMLTUYYAVETOL TAPEXOVTOG ELGOOVLS KoL
mopatnpovrag TG e£6dovg Tov cvotripatog. H dwdwacio avth mepthopfaver
dvo paoelc:

1. Katooxevn) vmodéocewv: Xe autn 1n @acn, amoctéAlovtal 6to cUGTNH
orolovdieg cupPorwv elgd6dov. O ATAVTAGELS TOV GUGTHHATOS Y PTOLHLO-
TOLOVVTOL YLat T SMpovpyia evog amhomotnpévou povtédov. O otdyog eivat
vo Snpovpyndel éva povtélo mov mapdyet Tig idleg e£680vg e To VO TN
ylae OAeg Tig oanoAovdieg eloddov mov atootéAlovtor 6To cvoTnpa. [ Tig
oanolovdieg eLcOdOL TOL SV X PNGLUOTOLODVTAL, TO HOVTEAO HAVEL VTTOVECELG
e Paomn ovtd ov éxel padet.

2. Enwbpwon vodécewv: Xe auth TN GAcT), TO HOVTEAO douLpAleTal Yo Vo
Swmiotwdel av avamaplota pe oaxpifeia to cvotnpa. Ilepiocdtepeg ono-
Aovdieg 10680V amocTEAAOVTOL TOCO GTO GUGTNHA OGO KOL GTO HOVTEAO.
Edv vtapyovv drapopég otig e£06d0vg TOUG, 0t TO LTTOSTAWDVEL OTL TO HOVTEAOD
xpewaletan Pedtioon rar 1 didwacio eMOTPEPEL OTN PACT] UATAGHEVNG
vTodécEwV Yla TNV TeAelomoinom Tov povtédov. Eav dev diamiotwiovv da-
Qopéc, 1 dadwacion expddnong oAoxANpoveTAL XL TO HOVTENO dewpeitan
HOAT TTPOCEYYLOT) TOV GUGTHHATOG.

E&v avtr n dwadwoacia dev teppatiotel, TOTE elval mdovo 1 CUUTEPLPOPA TOV
OLOGTHHATOG VO HNV HITOpEel vor HovteAomotndel amd éva VIETEPULVIOTINO XVTOPNATO
TEMEPACHEVTG HATAGTACTG.

1.2.4 Protocol State Fuzzing

To Protocol State Fuzzing [8] eivon pia teyxvinr mov yprnoipomnotel active automata
learning, tpoxepévov va fpeL Tn Pnyavy *ATAGTAGNG TNG LAOTTOLNGCNG EVOS TTPW-
tondAAov. Ta povtéla mov podaivovtal XpnoLHOTOLOVVTAL YL TNV ATTOXAALY
AOYIM®OV CPUAUATOV PECK LT TUTTXOV 1} ATTPOCIOUNTWV OHOAOVILOV HIJVUHATWV.
Tpomomoldvtag axoAovdieg PNVUHATOVY xaL OXL HEHOVOUEV PNVOHXT, 1) TEXVL-
uf avth propel var amoxodvyel Poditepa eLAAWTA CMpEl TOL PITOPEL VO PNV
evtomilovtay amd dAleg pedddoug.

I ) ddweaoian expddnong auvtng g Texvnng amonteiton évag Learner, évag
Mapper xou éva System Under Learning (SUL). O Learner eivou vtevduvvog yuo tnv
amooToAn artnpdtwv 6to SUL kot ) AYn Tov otavTioedy Tov, eXTEADVTAG
OLOLOTIKA TOV aAlyopldpo padnong. Qotdco, o Learner dev yvwpilel mog vo
petatpémel abstract oOpPfola elc6dov e concrete unvopata tpwtondiiov. To
Mnpa avtd emddeton otd tov Mapper.

O Mapper petatpémel ta abstract cOpfora el60d0v amd o memepaAcEVO XAPEPN-
70 €160d0V o€ concrete PNVOpATO TPWTOXOAAOL TTOL atooTéAlovtar oto SUL,
OUUTAN POVOVTOG TIG ot paitnTeg Aemtopépeles. Avtiotolyilel emiong Ta concrete
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pnvopata omtd to SUL oe abstract oOpfoAra tov aigofritov e£6dov, apatpdvtag
TIG TTEPLTTEG AETITOPEPELEG TTOV QUPOPOVV TO TTPWOTOUOANO.

1.3 AFL

O American Fuzzy Lop (AFL) [9, 10, 11] eivon évag amoteleopatinog fuzzer mov
Eexwpilel yioo TNV ToyvTnTa, TNV aflomioTioo kot TV guxoAla Xpriong tov. Xpr-
owomotel évav ¢Evmvo cuvdvaopd mutational xot coverage-guided teyvinwv. Me-
TaAAACoGEL éva cUVOAO test cases YLt VoL TAGEL GE TTPOTYOUHEVMG aveEepedVNTEG
TEPLOYES TOL TTPOYPappaToc. ‘Otav éva test case av€dvel TNV xdAvym, aodnueve-
TOL TNV oLPA test case.

O AFL ypnopomotel pioe ovpd yiar tn duoryeipion Tov test cases wov donpalet. Amod
npoemihoyn, axolovdet pia toArtier) FIFO (First-In-First-Out), exteAdvtag to pe
oelpd mov pootidevtat. EmutAéov, o AFL divel mpotepondtnTa 6T HLKpoTEpa KOl
TayUtepa test cases yio va Bedtidoel tnv amtddoon. Ta emonpaiver wg “favored.
Katd tnv emhoyn tov emdpevou test case, o AFL mapoadeinel ta 01 favored cases
pe peyaAn miavotnta, av vdpyel TovAdyxtotov o favored emdoyn Sradéon.
AwowpopeTind, taw cases oL EXOLV SOULHOOTEL TPONYOUHEVWS TTAPAAELTOVTOL HE
HEYOAUTEPT) TTLIAVOTNTAL.

O petarr&€elg otov AFL tagivopodvton oe d00 nOpleg uatnyopieg: VTETEPULVL-
oTwég xot havoc. Ou vreTeppivioTinég petaAAaEelg meplAapBavouy HepoVWHEVEG,
npoxadoplopéveg peTafoAéc oTo TEPLEXOHEVO TV test cases, OTTWG AVOGTPOPES
bit, Tpocinueg, avTKATACTACELS e oUEPOLOVS OPLIPOVS aTd €va TTpoxadopL-
OHEVO GUVOAO eVOLAPEPOLOWVY TIHOV Kot AAAa. Ot petarrd&erg havoc otodlo-
vto Tuyoio wo propetl vo meptlopfavouv T petafoAn Tov peyédoug tou test case
npocvétovtag 1 daypapovrog Tpnpata tng eteodov. EmumAéov, o AFL pmopel va
ovyxwvevoel dvo test cases oe éva xaL 6T cuvéyxela va epappocel havoc ot éva
peTayevéoTepPOo oTAdL0 YVwoTod WG splicing stage.

Avtog 0 yevetwog alyoprdpog xan 1) favored emihoyr) seed eivon evoopatopéva
otovg AFLNet, StateAFL »ou AFLML.

1.3.1 Stateful Fuzzers

Ou stateful fuzzers eivon e xatnyopia epyareiowv fuzzing mov alomolodv tnv
EVVOLL TV HOTOOTACEDV TOL GLUGTHHATOG Yot va xododnynoouvv T diadiwacio
fuzzing. Eivou eldwd amotelecpatinol yio tov Eleyyo AoyLopol pe ToAbTAoxn
CUHTTEPLPOPA TTOV eEAPTATAL AITTO TNV TPEXOVG X HATACTACT).

1.3.2 AFLNet

O AFLNet [5] eivou évag greybox fuzzer oyediocpévog yia vAomotoelg mpwtond-
Awv. O AFLNet, mov Paciletar otov AFL [9], viodetel évav yevetind alyopripo
yla voe Topayet TLg ol Otepeg elcodovg. EmumAéov, xpnoipomotet state feedback yio
va xatevdovel n dwxdiaoia fuzzing.
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ZENLVA LE HOTOYEYPOHHEVES OVTOAAAYEC HNVUHATOV PeTaED €VOG Server Kot evog
Tpoypoto client, e€adelpoviag TNV avayrn yio mpodloypo@ég TPwToXOAAO
N ypoppotwég punvopateov. O AFLNet avalopPdver to polo tou client, ava-
TOPAYOVTOG TPOTOTOLNUEVEG EUDOCELG TNG APYIUNG OUOAOLTHOG HNVUHATWOV TTOV
amocTéAAovTaL otov server. Alatnpel exelveg TG aAloyég mTov ammodevoovTol
QUITOTEAECPATINEG GTNV ETLEUTAOT] TNG HAALYNG KOSUA 1) HATACTAGEWV.

Tt TOV EVTOTLOPO TWV UATACTAGEWV OTTO TLG OTTOLES TTEPVA O Server OTAV ATOCTEA-
Aetou pia axoArovdio pnvupdtwv, o AFLNet BaoiCeton otovg ®wdiKodg ammonpilong
TOL server. XproLHoToLOVTag avth TNV mAnpopodpneon, o AFLNet anogpacilel oe
0L HATAGTAOT) O EMUEVTPWIEL GTN GLVEXELAL, X PTOLLOTOLOVTAG dLAPOPES EVPL-
oTwéG. T TopAdELYHAL, YLt TOV EVTOMLOHO HATAGTACEDY OV GHOVVTL GTTAVLY,
ETAEYEL L XATAOTOOT] PE TLHOVOTNTA AVTLETPOPWS OVAAOYT] TOV TTOGOGTOV TWV
HETAAAAYHEVOV OUOAOVILOV UNVUHATWV TTOL TNV €XOUV OLOHNGEL XAl YL VAL [E-
YLOTOTOGEL TNV TIAVOTNTA XVOUAALYNG VEQV HETAPACEWY OE UATOGTAGELS, O
AFLNet Sivel mpotepaldOTNTA GE Pt XATACTOGT OV €xeL GLHPAAEL pe Wdiatitepn
emituyila otV ad€nomn g *AALYNG HDOIWMA 1) HATAOTACEWV 0TV elye emheyel

TPOTYOUHEV®G.

1.3.3 StateAFL

O StateAFL [6] eivou évag greybox fuzzer oyediocpévog ya servers. e avtideon pe
aAhovg fuzzers, dev amotel Pn LTOPATT TXPOAUETPOTTOLNGT), OTTWG LOVTENQ TTPWTO-
KOV, parsers TpOToxOA WV kot learning frameworks. Avt” avtov, xprotpomotei
lightweight avéAvon tov mpoypdppatog-cto)XOUL.

Aeitovpyel pe NV TOPooAodINGT TOL Server-cTOXov, ELGAYOVTAS CLoUTTNPES
OTIG XOTOVOREG HVARNG KoL OTLG AeLTovpyieg elc0dov/eEddov duethov xatd TN pe-
taylottion. Katda m didpreia Tov xpovov extélecng, GUNTEPQLVEL TNV TPEXOLOA
HOTAOTOOT) TTPOTOXOAAOV TOL server-otdxov, Aapfavovtag oTiypldtuno amd e-
PLOYEG PVIUNG He peydAn dwaprelx {wng. 2Tn oLVEXEL, XpNoLpomolel évar eidog
OAYOPLUHOL HATAKEPHATIOHOD, O OTTOLOG ETLTPETEL XATOLO €TiMEDO AAAAYTG, YLow
VO HETATPEYEL TAL TTEPLEXOHEVOL TNG HVIING O€ €va HOVAdIKO avayvepLoTind yla
TN CUYKEXPEVT xaThoTaoTt. Avto emtpénel otov StateAFL v avayvwpilel pia
HOTAOTOOT) OUOUN Mol oV €XoLV GUMPEL pnpég aAAayég ot pvhpn. Aviyvedovtag
QUTEG TIG XATAoTAOELS, 0 StateAFL pmopel v vataouevdioel GTadLomd Lo Pxov)
HATACTACEWV TPOTOXOAAOVL Yl var xododnynoet to fuzzing.

1.3.4 AFLML

O AFLML eivou évag greybox fuzzer mov pmopet v xpnoomowndei oe cuvdva-
opo pe to Protocol State Fuzzing. Av xou faciCeton otov AFLNet, o AFLML dev
eEdyel xwdwog adupLong amd Ta pHnvopata. Aev €xel Yvoon NG YAOOoOG
TPWTOKOAAOL HOL BeV ELVOL LLAVOG VAL AVOLYVOPLGEL TOV TUTTO TWV HNVUHATOV TTOV
amoctéAAovtal ortd o vTTd donpry cvotnpe (SUT).

H Poocwr déa ticw amd tov AFLML eivon 0t 1 amd6doomn tov fuzzing propei va
BeAtiwdel edv 1) pnyov) *ATAOTAGTG TOL CLGTHHATOG TTPOG fuzzing elval yvwortr
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en v npotépwv. H dwdwmacia fuzzing avtod tov fuzzer agpopd to oandAovda
Pripato:

1. Model Learning: To mpoto Pripa mepthopPfdvel TNV exptadnon tng Pnxovg
ratootdoewv Tov SUT xpnoomoiwvtag xdmolx texvinr active automata
learning.

2. Abstract Seed Generation: Metd tnv expddnon tng Pnxovnig *XXTUoTAGEWV
tov SUT, mapayovtor abstract seeds wov avtiotolyobv oe OAeg TIg mMLavEG
HETOPACELG TNG PNYOAVIG HATACTACEWV.

3. Concretization: Xe qvto T0 Pripe, mapdyovtat concrete seeds ad To abstract
seeds. Avta ta éynvpa dedopéva eloddov amootéAlovtar 6to SUT ratd T
duapueta Tov fuzzing.

4. Fuzzing: Me ta concrete seeds Siadéoipa, o fuzzer propel va mpoyxwproet
otnv mpaypater dadwacia fuzzing. O AFLML pmopel va Eentvrioetl To
fuzzing a6 omowadnmote xatdotaocn tov SUT xpnoyomotoviag autd to
seeds, emLTPENOVTAaC Tov va e€epevvrioetl S1eEodind SLaPoPETINEG HATAOTAGELG
no petofaoelg tng pnyovng xatactdoewv tov SUT. O AFLML ypnoipomotet
Hioe Tpocéyylon round-robin yio Tnv emAoyn ®xOTAGTACEWV XWPLG HATOLX
eLPLOTIXY.

Me v xatavonon tng pnxovng xatoactéoewv tov SUT, o AFLML pmopel va
radodnynoel  ddwaocio fuzzing mo omoTEAECUATIHG, EMLTPETOVTIAG TOVL VL
eEepevvnoel TIG dLpopeg uaTooTAoELS ol petafdoelg pe dopnpévo tpomo. H
npocéyylon tov AFLML eivou diaitepor Xprotpn yiow Tov €éAeyX0o AOYLOHLXOD HE
TTOADTTAOKEG GUHTTEPLPOPEG TTOV EEAPTOVTOL ATTO TNV XATACTACT).

1.3.5 ZXyxetwn épevva

OrvAomotnoelg TpOTorOAA®VY €xouv avalvdel dte€odud yia didpopa 1dn evadet-
oV xo opolpdrwov. O TLS-Attacker [12] xpnoweter og éva atodoted framework
yla tov édeyyo vAomoinoewv TLS. Ot de Ruiter xou Poll [8] ity atd Toug mpidtovg
TTOL XPNOHOTOINoAV cLoTNHaTKG state fuzzing xow avélvoav Tig pnxovég ro-
taotaong TLS mov auroxtridnrav pe n xprion model learning. ITopoporo SovAerd
éxeL yiver yux to DTLS a6 toug Fiterau-Brostean et al. [13], mov odnynoe otn dn-
povpyia tov epyakeiov DTLS-Fuzzer [14], éva state fuzzing framework Paociopévo
otov TLS-Attacker. Ilio mpocpata, o Zaydvag xot o TumdAdog [15] epdppoocov
emtiong to protocol state fuzzing ce vAomoioceig EDHOC xou t1g avédvoav. Av-
TéG oL SOVAELEG, woTOGO, PacilovTal 6T PN ALTORATN emLde®PNOT) TOL HOVTEAOV
NG HNXOVIG HATACTAGEWDV YO TNV €VPECT) CPOAPATOV. Miol CUTOHATOTOLNHEVT)
black-box texvuun yia TNV avixvevon COUAPATOV HNYAVIG KATACTACEWY GE DAO-
TIOLNOELG HATACTUCLAKODV TTPOTOUOAA®V SIKTOOL TPOTAINKE opyOTEPLL AUTO TOVG
Fiterau-Brostean et al. [16].

EmutAéov, éxouv mapovoiaotel molvapiipeg texvinég stateful fuzzing. Ta mo-
paderypa, to AFLNetLegion [17], pia enéntaon tov AFLNet, tapovoialer évav
HOUVOTOHO aAYOpLIpo Yo TNV emdoyr] xataotdoewv. O SGFuzz [18] eival évog
stateful greybox fuzzer mov Pacileton oto LibFuzzer, ypnoporowdviag tpoéocietn
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avaTpoPodOTNGT Lo TNV TTAONYNOT) GTO XWOPO KATACTACEWV TwV stateful cvotn-
HATWV AoYLopwoD pe 6todxo tnv amoxdAvyn stateful cpoaipdtwv. To NSFuzz [19]
elvan éva epyaeio fuzzing oyediaopévo yia stateful vinpecieg dwtdov, ov xpn-
OLHOTTOLEL OTATIXY) AVAAVOT] YO TOV EVTOTGHO PPOY®V SIXTLOUOV CUUPAVTOV KoL
v e€aywyn HETAPANTOV *ATACTACNC, EMLTLYYXAVOVTOG £TGL YPHYOPO GLYXPO-
VIGPO €100d0v/eE0d0V Ko amotehecpaTnd state-aware fuzzing péow lightweight
instrumentation oe xpovo petayA®TTIONG.

‘Exel entiong mpaypoatomoindel onpuovTindg 6yrog £pevvag apLlepwpEVOG 6T GUGTH-
poter) aELoAoynom xat cuyrpLot Stopopetin®v texvinav fuzzing. o mapdderypa,
ot Poncelet et al. [2] culritnoav tig TporAfoelg mov oxetilovtal pe Tnv aloAdynon
twv fuzzers, dedopévou Tov TepAaTIOL ApLIpol TV dindécipwy epyoreinv fuzzing
HOLL TOV TIEPLOPLOPEVOL X POVOUL Yia TNV aELloAGYNOT) TOUG.

Ou tpodoparteg e€elifelg otnv épevva pe Paomn To fuzzing éxovv diadpapartioet xa-
doplotind péoro oTov evtomiopd evmadeldv oe vAomotoelg TpwToxdAAwv. Exouvv
rotoPAndel Tpoomddeleg yior T Snpovpyic HLOG CUGTNHATIXTG ETTLOKOTNONG GTOV
topéa tov stateful fuzzing [20] ko tov protocol fuzzing [21]. Avtég oi epyaocieg
ETLOUOTNOTNG TTPOCPEPOLY GUOTNHATIKEG CLYKPLoELS nal TaELvoprioelg TV fuzzers,
HOUL ETLOTC ETMLOTHALVOLY TG TTPOUATGELG HOIL TLG ELXOLPLES VLot HEAAOVTLKY EpELVaL
0€ VTOV TOV TOWEQL.
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1.4 IIpwtoxoAla

Y& avtd TO *EPAAOLO OTOXOG HOG elval va JEGOULpE TIG PACELS YLAL TNV XATAVOT|ON)
TWV TEPITAOUWV TPOTOTTWV Xol SLADIUAGLOV TTOL SLETOLV TNV ACPAAT) KL ATTOTE-
Aeopotinn avtarloyn dedopévav 6To vITd douiLpr) CVGTNHA HOG. AVTO TO *EQAAALO
OXL HOVO Yo TAaLo LG EL TN oNHacior xdde TPWTOXOAAOL GTO ELPVUTEPO OLKOGVGTH)-
Ho, 0AAG o Yo Féoel Tig Paoelg yio Tn peténelta e€epebiviion TV Texvinov stateful
fuzzing mov epappolovtal oe ALTA ToL TPOTOHOAA.

1.4.1 CoAP

To Constrained Application Protocol (CoAP) [22] eivan éva mpwtdnoAAo emixol-
VOVING TTPOCOPHOCHEVO YL GUGKEVEG HE TTEPLOPLOHEVOLS TTOPOUGS, TTOL GUVATWG
oLVVOVTOVTAL 6ToV TOpéX TOL Atditvov twv [paypdtwv (IoT). Axolovdel éva
povtédo client-server mapopoto pe to HTTP, addé eivar PeATiotomonpévo yix
oAANAemdpaoelg amd unyxavnua oe pnyxavnue. To CoAP Aeitovpyel mavw omd
TPWOTOUOAAC HETAPOPAG TOV eMKeVTpOVOVTAL 6To datagram, 6mwg to UDP, xou
elvor oxedLoPEVO Yot G VYX POV ETTLHOLVOVICL.

To pnvopata CoAP éxouvv cupmayr dvadun Hoper) xol oroTeAODVTAL AT [l
emuepoAida 4 byte mov axolovdeiton amod éva Token petafAntod pirouvg yio oo-
OXETLOT, Hlor oaxolovdior emAoy®V xot éva tpoopetind payload. To pnvopoato
HITOpPOLV va elvan Tecoapnv TOnwv: EmPefarwoipa, pn emiPefardope, emiPePo-
twon ko emavoapopd. Ta emiPePordopo pnvipata vrootnpilovv alomiotio pe
eMAVOPETOOOOELS, eV® Ta PN emiPePatodoipo pnvopata dev emaindevovrot. To ou-
THHOTO HOlL OL QTTOUPLOELG HETAUPEPOVTAL O LVTOVG TOVG TUTTOVG UIVUHAT®V KL OL
oTOXPLoELg PIToPolV Vo peTapepdolv oe punvopata entPefainonc.

310 CoAP, pia amavtnon npocdiopileton amd to medio Code otnv emneparida,
LITOJEWUVOOVTAC TO QUTOTEAEGHA TNG HATOVONONG KAL TNG EXTANPWOTNG JLOG oLTN-
ong. To Tpia avodtepa bit Tov 8-bit Response Code xadopilovv Tnv xatnyopic
QTTAVTNONG, EVO T TEVTE XATOTEPX bit Tapéyovv mpocieteg Aemtopépeteg. Ot na-
TavonTol artd tov Gvipwio cupfoiicpol yia tovg xwdiwovg CoAP éxovv tn popen
"c.dd", 6mov "c" eivou 1) xAdon oe denadind apldpo kot "dd" eivan oL AemTopépeleg wg
Suynpro Senadund aptipod. T mapdderypa, To “Forbidden” avartapiotatat wg 4.03,
7oL avtiotolxel otnv dexoeEodinn) Ty xwdwov 8 bit 0x83 (4*0x20+3) 1} dexadinn

T 131 (4*32+3).

H popyn tov pnvopatog CoAP amewovileton oto Zxnpa 1.1, xort ot xwduol ammdnpl-
ong CoAP mapartidevtal oto Zynpo 1.2.

1.4.2 EDHOC

To tpwtdrorlro Ephemeral Diffie-Hellman Over COSE (EDHOC) [7] eivau éva oo-
HITotY€C uoL EAAPPD TPWTOUOANO ovToAAotyrig HAeWdLdV oL €xel oxedlaoTel Yo
neplpaArovta pe vYNAoDG TEPLOPLOROVG, GTOXEDOVTOG KUPLWG oTNV Ltodopr IoT.
IIpoc@épel XXPOUTNPLOTIHA ACPAAEING OTTWG TPOCTAGLAL TAVTOTNTAS, SLATTPALY-
HATELOT] XPLTLTOYPAPNONG AL HLOTHOTNTA TTPOG Ta EUNPOS. To mpwTdHKOALO
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02 Bad Option
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04 Not Found
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Unsupported Content-Format
Internal Server Error
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Bad Gateway

Service Unavailable
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Sxnuo 1.2: Kodwol andxpiong tov CoAP

Baoiletal oto COSE yio tnv xpumtoypoagic, oto CBOR yio tnv xwdweomoinon xo
oto CoAP yia T petogopa.

To EDHOC opilet d00 xbplovg porovg: Initiator ko Responder. Avtoi ot podot dev
OLVOEOVTAUL [E CUYHEUPLUEVA DLASIUTLOUA TTPWOTOHOANC HETAPOPAGS, ETLTPETOVTAG
eveMEio yuo dudpopeg epappoyéc. Mo avtarioyn xAewduwv EDHOC agopd mévte
pnvopata, pe to message_1, message 2 nou message_3 vo elvor voxpewtnd. To
message_4 elvol TPOXLPETIHO KOL TO error_message eivol SLadéoLlo KL YL TOUG
d00 porovg. To pnvipata avTd *wdKOTOLOVVTAL e T1) XPHioT) OTOLYElwV dedOpPEVWV
CBOR.

To avayvwplotind session mailovv xadopiotind poro oto EDHOC. Kade péog
ETAEYEL VO VALY VOPLOTINO YLAL TV VY VOPLOT) TOL TpéxovTog session. O Initiator
emAéyel to C_I xo To otéAvel 6to message 1, eved o Responder emiAéyer to C_R
1O TO OTEAVEL OTO message_2. ALTA TO AVAYVOPLOTIXA ETTLTPETOVV TI) GUGXETLON)
HNVOHATOV KL TNV AVAKTNOT) TNG XATAGTACTG TOL TPOTOXOAAOUL XATA TT) StxpHeLa
TOUL session xal PITOPoULV eMiGNG VA XPNOOTOLNIOVY Yl GHOTOVG o€ emimnedo
epappoyng, omwg to OSCORE.

OL mapapetpol eEAéyyxov TavTOTNTG TEPLAapPAvoLV:
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« Authentication Keys: Avtd eivon ta dnpocia xAeldid ov xproyromotodvtal
yla Tov éAeyyo TavtotnTac. Mmopel va eivat eite éva wAeldl vtoypagng eite
éva otatind xhedi Diffie-Hellman, avédoyo pe tn pédodo eAéyyxov tavtotn-
TaG.

« Authentication Credentials: TIpoxeiton yior tar dnpooio xhetdid ovdevtinomo-
inong tov Initiator xoun Tov Responder, ta onoia avagépovtal wg CRED_I o
CRED_R avtictolya. XpnouyomolodvTal ylo TNV enaAfdevon ng axepot-
OTNTOG TOL GAAOL PEAOLG KOl YLOL TNV EMAAFELOT] TNG ATTOOELENG HATOXTG
ToU WLOTOD ¥AeWdL00. Zvvidwg dev petagépovtor oto EDHOC, adlé ma-
pEXOVTOL OLLPOPETIUA.

« Authentication Credential Identifiers: IIpoxeiton yix avayvoplotind mov
XPTNOOTOLODVTAL YIOL TNV OVAYVOPLOT] TOV OVTIGTOLX®WV OTTOUTUEVHEVOV
dramiotevtnpinv edéyyov tavtotntog. Eival pupotepa oe péyedog and to
dlamioTeLTPLX TOL AVAYVEOPLLOVY KoL HETAPEPOVTOL HATA TN SLAPHELX TOV
EDHOC. To avayvwpiotind tov Responder, ID_CRED_R, petagpépetor oto
message_2 uolL TO avoyvoploTind tov Initiator, ID_CRED_I, petagépetor oto
message_3.

+ External Authorization Data (EAD): [Ipoxeiton yio e€wtepind Sedopéva epop-
HOYTNG TTOL HTTOPOVV VA EVOWHATWIOVDV Ge #&de HIVUHA TOL TPWTOXOAAOV
EDHOC. Jvpmeptlopfdvovtor yio vor HELOOOLVY TIG SLdPOPES HET ETTLGTPO-
PNG, TOV APLIHO TOV AVTAAAAGGOUEVOV HNVUHATOV XAl VO XITAOTTOL)COLV
v ene€epyacio.

To Ephemeral public keys (G_X »at G_Y) avtalldoocovtal 6to message_1 xol 6To
message_2, ®olL XPNOLHEDOUV G TNYN TUXOMOTNTHG Yl x&de session. Avtd to
nAedd eivar ammopaitnTa yioo T SIGPAALOT TNG ACPAAELXG TNG OVTOAAAYTG
nAedLOV.

Meta v emituyn eme€epyoacio Tov message_3, To PEAT) PITOPOVV VO XVTAT)GOLY
TOPOPETPOLG TOL TTAaLsiov acpaieiag OSCORE.

H pon punvopétwv EDHOC amewcovileton oto Exrjpa 1.3. H adAnAenidpoaon petald
Tov client xau Tov server, pe Tov server va evepyel wg responder ko Tov client wg
initiator, amewcovileton oto XxnNpo 1.4.

Initiator Responder
| METHOD, SUITES_I, G_X, C_I, EAD_1 |

message_1 |
G_Y, Enc( C_R, ID_CRED_R, Signature_or_MAC_2, EAD_2 ) I
message_2
AEAD( ID_CRED_I, Signature_or_MAC_3, EAD_3 )
| message_3
i AEAD( EAD_4 )
i message_4 |

>xnpo 1.3: Pon pnvopdtov EDHOC
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Client Server

| Header: POST (Code=0.02)

| Uri-Path: "/.well-known/edhoc"

| Content-Format: application/cid-edhoc+cbor-seq
| Payload: true, EDHOC message_1

\

2.04 | Content-Format: application/edhoc+cbor-seq

|

|

|

|

|<===-===-- + Header: 2.04 Changed

|

| Payload: EDHOC message_2
|

Header: POST (Code=0.02)

POST | Uri-Path: "/.well-known/edhoc"
| Content-Format: application/cid-edhoc+cbor-seq
| Payload: C_R, EDHOC message_3
\

Content-Format: application/edhoc+cbor-seq

|

|

|

|

|<=====m=u= + Header: 2.04 Changed

| \

| | Payload: EDHOC message_4
| \

Sxnpo 1.4: Por) pnvopdrov EDHOC pe Tov server wg responder

1.4.3 OSCORE

To Object Security for Constrained RESTful Environments (OSCORE) [23] eivau
pio pédodog yia tnv mpootacioe Tov CoAP oe eminedo epappoyng, xpnoosmrot-
@vtog CBOR Object Signing and Encryption (COSE). Ztoxever atnv xatoxVpwon
oo PAaAeLag oo Gnpo oe upo PeTaEd dVo Teppatin®v onpeiwv CoAP, diacpaiilo-
vTog OTL oL evdldpecol dev PItopolv val KAAOLOGOLY 1) VO ATTOXTHGOLY TTPOGPao
oe medilo pNVupATV Tov dev oxeTilovTal pe TIG XoDOPLOHEVEG AELTOVPYiEG TOVG.
v ovoia, 1o OSCORE Aoppavet éva pn tpoctatevpévo privopa CoAP ot to pe-
TATPETEL € AOPAAEG, TTpOoTATEVOVTAS OXL HOVO TO payload aAld kot TG TANPWG
npootatevpéveg emhoyég CoAP, toug apyxoig xwdwotg REST tng aitnong ko
NG amoxplong xaL opiopéva Tpfipate tov URI mov mapamépmovv 6Toug mopovg
TWV UNVURATOV aitnomng.

I vae xpnopomowndei to mpwtoxorro OSCORE, ta epmAendpeva pépn mpémet va
dnpovpynoovy éva xowvd mAaiolo ac@aleiog yia Tnv emeepyacio TOV avTIKEL-
pévewv COSE. Autd amaitel TNV ao@oAn Ko TLOTOTOLNIEVT) avTaAlayT] Pacu®v
AN POPOPLOV KL DALKOD HAELOLOV, TTOL TTUPEXETAL OO EVOL HATAAANAO TPWOTOXOA-
Ao avtaAayng xAeldLodv.
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1.5 IIposrowpaocio Ilepoapdtowv

1.5.1 ZvotTNUOTA TOL XPNGIHOTOL IRV

uOSCORE-uEDHOC To vnd douipr] cOOTNH TOV Y PT|CLULOTTOLOVHE €LVl Lo
vAomoinon oe YAdooa C tov tpwtoxdAlwv IETF OSCORE [23] xar EDHOC [7]
nov ovopdaletor uUOSCORE-uEDHOC. ITio cuyxexpipéva, XproLHomoloVpe éva od
T TapexOpeva delypata mov vAomolel évav responder server ov XprGLHOTTOLEL
EDHOC o OSCORE.

Avto to SUT ypnoipomolel Tuyoia TopoyOpeve *AeLOL, *XOINGTOVTOG TO OHOTOA-
AnAo yux fuzzing. H tuyowdtnta eivon xanr) yia to fuzzing Adyw tng advvaypiog
OVOTTOPAYWYNG TV 8wV amotelecpatov pe Ta idia seeds. Eav avamapdyovpe
pio £ynvpn oaxolovdio crtnpatwy client, yio mapadetypo, pmopet vo amotovyet va
TEPATEL TOV EAEYYO EYHLPOTNTAG TOV server, eneldr) xade instance tov server eivau
tuyoomolnpévo. Ot amavtrioelg Tov server eival dlopopetinég petod dVo ente-
AEGEWV KoL O Server avapével dLouPpopeTInd ouTpaTa. Av JEAOUHE Ta IOl aLTpoTo
VO TTPOUAAOVV TNV LOLOt GUUTTEPLPOPL GTOV Server, TPETEL VAL OITO-TUYOLOTTOL|GOVHE
10 SUT. Me avtdv Tov Tpomo eAnilovpe 6TL Do PITOPODVE ETTIOTG VO XVOITTOPAYOVLE
omola crashes xa hangs Bpooye.

To SUT PBaocileton oe eEwtepinég PpAiodnreg yio tnv xpuntoypagnor. H xpumrto-
ypopwer] BipAtodnun Mbed TLS eivar n wOpia tnyn toyondtntag. Ot vAomoloelg
TPWTOHOAAWV Pacilovtol Ge TETOLEG TNYEG TUXALOTITAG TTPOUELLEVOD VAL ELVAL O-
o@odeic. ‘Opwg, oTNV MEPINTWOT HOG XPELXCOPACTE VIETEPULVIOTIXT AELTOVPYILL.
‘Etol, aparpéoayie TNV Tuxaia Tnyn, avTivahoTOVTOG PLot XAT|OT) CUOTHHATOG TTOV
xpnopomoteitat yio va yepioet éva buffer pe tuyaio dedopéva, yepilovrog to buffer
pe poxadoplopéva dedopéva avt’ avtoo.

EDHOC-Fuzzer O EDHOC-Fuzzer [15] eivon éva epyokeio oxediaopévo yia tnv
avaAvon TV vAomooewv Tov TpwtoxdAlov EDHOC. Autd to epyadeio xpn-
oworotel protocol state fuzzing ywx va dnpiovpynoel g oA} TPOGEYYLOT) TOV
UTTOXELPEVOL HOVTEAOL UMYV HATAOTACEWVY Hiag bAomoinong EDHOC.

O EDHOC-Fuzzer éyeL tn duvatdtnto va 6TéAvel pepovopéveg abstract axolovdieg
el60dov oto SUT. Ementddnue emiong pe pio emAoyn e€aywyng Twv oaTnpaTey
onpog Tpv amod v aroctoAn) Tovg 6to SUT. Edv autég ol emhoyég xpnoipo-
motndovv padli, To epyadeio popel vor AeLTOLPYGEL WG concretizer, HETATPETOVTOG
T1g abstract axoAovdieg el60doL Ge concrete TOL PLITOPOVV VAL X PNGHOTOLNTOVY G
seeds pe Tov AFLML 1} &AAovg fuzzers.

AFLNet Acdopévou 011 0 AFLNet [5] elvor yioe cuyrexpipéva mpotoroAla, Empe-
e vou Tov emexteivoupe yia tnv vtootrpién EDHOC. Ilpoxepévou va mpoodécovpe
vrtooTNPLEN Yo Evar AAAO TTPWTOKOAAO EMtpeTte Vo LAOTTOL)GOVE SVO GLVAPTHCELS,
pioe yioo va Sty wpiocovpe Tl GUYHOAANHEVOL QUTHHOTA HOlL pior yior vor eEQyoupLe
TOUG KWOWMOVS ATTOXPLONG ATTO TG GUYKOAANUEVES amavThoelS. AvTO oLVIHING
ylvetou eite pe TnVv ebpect) evog dLoywPLoTIKOD TTOL ELVOL GUYUEUPLHEVO YLt HATE
TPWTOHOANO elTe pe TNV €DPECT) TOL HeYETOLG TOVL PNVOHATOG QTTO TNV eMUePAALdQ
tov. 'Opwg, awtd frav advvaro yio to EDHOC, agot dev vrtootnpiler kovéva
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[Tivaxog 1.1: Emdoyég mov xpnopomotjdnrav yio tov AFLNet

Emloyn | leprypoen

-P COAP | Xprjon tov COAP wg TpeTorOANO eQapPIOYNG TTPOS SOXIUT

-mnone | Amevepyomoinor oplov Hviung

-D 50000 | Opiopog xpodvouv avapovhg apyiromoinong server oe 50000 ps

-q3 Oplopog adyopidpov emroyng xatdotacng FAVOR

-5 3 Oplopog adyopidpov emroyng seed FAVOR

-R Evepyomoinon tehectov petdAAa€ng region-level

-E Evepyomoinon tov state-aware mode

-K TeppOTIOPOG TOV server HET TNV XATOVAAWMGT] OA®V TV PNVOHATOV
-W 50 Oplopodg Tov xpodvov avopovig amoxplong oe 50 ms

amnd ta dvo. ‘Eton, énpene va tpomonotjoovpe tov AFLNet dote va xepileton tor
HNvOpOTo e AAAOV TPOTTO.

Apxwd, o AFLNet xpnoipomotel raw apyeio (cuyroAAnpéva pnvopata), g seeds,
eve o StateAFL déyeton apyeia seed eicddov oe replayable poper. Avth n popen
ExEL omodnuevpévo TpLv atd wdde prjvopa to péyedog tov. EmurAéov, o StateAFL
drodétel P xadoAr) cLVAPTNOT YLt TOV JLOLX WPLOHO TOV OITTOUNHEVHEVOV QULTT)-
patwv, dedopévou 0tLN replayable popen e€adeipet Tnv avaryun e1dig vAomoineng
yio ke TpwtOroA 0. AaveloTruape 0oOTe *AToLo kOO atd Tov StateAFL yia
AUTA TA XopoUTNPLoTKG, xodoToOvTag €tol Tov AFLNet cupPoatod pe replayable
eloodo.

AMGEape entiong Tov TpOTO autodrnevong Twv aavtioewy.  Omwg ot ot oL-
THHOTA, ATTOUNKEVOVHE TTPAOTA TO PEYETOG TOVC, emITpEémOvVTAg TNV TpodcPacn ot
nodepior amd avTég péca ot éva buffer pe amodnrevpéveg amavtrioels.

O #wdwog amduprong twv pnvopdtov CoAP amodnredetar oto devtepo byte. Me o
TPOPANHa TOL Sty wPLopoD Avpévo, pITopovpe eOXOA Vo EQYOUHE TOVG KWOOLKOVG
aoOUPLONG.

Tpogpodototpe to AFLNet pe éva povo seed mov mepiéxel oo pnvopata EDHOC
message_1 xo message_3 oorovdovpeva amtd évae OSCORE application message.
Avtn n axolovdic avtioToryel oe pioe avTod Aoyt ¥AedLodv oaxolovdolpevn ortd pio

UPUTLTOYPOUPNIEVT) AVTAAACYT] HIVOPATOV xorL €€l yivel concretized pe tn yxprion
tov EDHOC-Fuzzer.

Or emAoyég ov ypnotpomotdnxay paivovtat otov mwivoro 1.1.

StateAFL Tpogodotovpe tov StateAFL [6] pe éva povo seed mov mepiéxel ta
pnvopata message_1 ko message_3 axolovdotpeva oo éva OSCORE application
message, 0mwg oxplPag ko tov AFLNet. Xaprn otnv eveAiéia Tov, dev xpetdoTnroy
TPOTLOTOLNCELG.

O1 emloyég ov ypnoLpomodnuay gaivovtal otov mivoxa 1.2.

AFLML T va dnpovpynoovpe ta seeds yioo tov AFLML podaivovpe mpadTa
pnxavy xotaotdoewv pe tov EDHOC-Fuzzer. 3tn cuvéyxela, XproLLOTOLOVTOG
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IMivaxag 1.2: EmAoyég mov ypnopomotdnray yu tov StateAFL
Enuloyn | Ileprypaen
-D 50000 | Opiopodg xpodvov avopovig apylromoinong server e 50000 ps
-q3 Opiopog aryopidpov emhoyng vatdotaong FAVOR
-s 3 Opropodg adyopidpov emroyrig seed FAVOR
-R Evepyomoinon teleotov petdrlo€ng region-level
-E Evepyomoinon tov state-aware mode
-K Teppatiopdg TOL server HETA TNV XATAVIA®OGT] OADV TOV PIVUHATOV
-W 50 OpLopodg Tov xpovou avopovig amdxplong oe 50 ms
MMivaxag 1.3: Emoyég mov ypnotpomotdnray yio tov AFLML
Emloyn | Ileprypoaen
-m none | Amevepyomoinom oplov Pvipng
-D 50000 | Opiopodg xpodvov avopovig apylromoinong server e 50000 ps
-q3 Oplopog alyopidpov emroyng natdotaong FAVOR
-s 3 Oplopog aryopivpov emroyng seed FAVOR
-R Evepyomoinon teAectov petdAlagng region-level
-E Evepyomoinon tou state-aware mode
-K TeppaTiopdg TOL server HETA TNV XATUVAAWGT) OA®V TWV UNVUHATOV
-W 50 OpLopodg Tov xpovou avopovig amdxplong oe 50 ms

éva script, eEepevvolpe Ta TIOVA HOVOTTATLOL HEGA GTNV HIXOVT] XA TACTAGEWDV KoL
dnpovpyovpe abstract seed apyeio pe féomn avtd. X1 cvvéyela, xavoupe concretize
avta ta seeds pe tov EDHOC-Fuzzer ko tar xprnoyromototpe wg eicodo.

Ot emAoyég ov ypnopomoldnuay gaivovtal 6tov mivoxo 1.3.

1.5.2 Pudpicerg

Exavainyn werpopdtov  Ilopd Tig mpoomadelég oG vor apapéGOVHE TNV TL-
xatotnto tov SUT, pmopel vo vmapyer andpa wamowo toyodotnta. Emiong, ot
fuzzers eivon tuoyonomownpévor. Katd cuvvémeia, dvo exteléoelg tov idov fuzzer
propet va punv divouv ouplPag ta idia aoteAéopata. T va eAayiotomolrjcovpe
TNV eNLOPUCT) TNG TUXOULOTNTAC, TTPAYHOTOTTOLCAE OEHA OVEEAPTNTOL TTELPAPOLTOL
yloe xade fuzzer. Kade meipopo extedeiton oe éva amopovopévo Docker container
XPNOoToLOdVTAS To scripts extéheong tov ProFuzzBench [24].

Mlateoppa ‘Ola ta mepdpota dieEfydnoav ce server pe TE0oepLg emeEepya-
otég Intel(R) Xeon(R) E5-4650 @ 2.70GHz ko 128 GB RAM pe Debian GNU/Linux
12.4.
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M2/0
M3/ 0
M4 /0
APPc/§
APPo / @
EMPc/ 0
ERRE/
M3APPo / 0
Short Name | Full Name
M1 EDHOC_MESSAGE._1
M2 EDHOC_MESSAGE_2
M3 EDHOC_MESSAGE_3
M4 EDHOC_MESSAGE_4
ERRg EDHOC_ERROR_MESSAGE
M3APP, EDHOC_MESSAGE_3_OSCORE_APP
M1 / MSGc M1/ L APPo OSCORE_APP_MESSAGE
M2 / MSGc M2/ L APPc COAP_APP_MESSAGE
M3/ MSGc M3/1 MSGc COAP_MESSAGE
M4 / MSGc M4/ L ERRc COADP_ERROR_MESSAGE
APPc / APPc APPc/ L
APPo / APPo APPo/ L EMPc COAP_EMPTY_MESSAGE
EMPc / MSGc EMPc/ L NA UNSUPPORTED_MESSAGE
ERRE / MSGc ERRE/ L X UNSUCCESSFUL_MESSAGE
MB3APPo / M3APPo/ L ? UNKNOWN_MESSAGE
1 SOCKET_CLOSED
2] TIMEOUT

Sxnpo 1.5: Movtého pnyavng xoatoaothoewv and tov EDHOC-
Fuzzer.

1.6 AmoteAéopota

Xpnoomowwvtag tn didtaln mov meprypaope, Tpé€ope ndde fuzzer yio 24 opec.
Svynpivovpe Tovg fuzzers wg mpog TNV axpifelx 0T TAPAYWYT HNXAVOV HOTO-
OTAGEWV, TNV XAAVYT AXPOV KL YPOUHOV TOV TTPOYPUHIOTOS KL TOV OPLIHO TV
crashes mov Bpédnnav.

1.6.1 ZOyxpion pHNYOVOV ROTACTACEDV

Apywd, cuyrpivoupe T Tplor SLLPOPETIHA HOVTEAX HIXOVOV UATAOTACEDV TOV
SUT: to povtéro atd tov EDHOC-Fuzzer (Zynpa 1.5), to povtélo amd tov AFLNet
(Zxnpe 1.6) nan to povtéro amod tov StateAFL (Eynpo 1.7).

Aedopévou 6T ypnotponolovpe Active Automata Learning (AAL) yio tnv xataoxev-
1) TOUL povTéAov pnyavig xatactdoewv yio tov AFLML pe tov EDHOC-Fuzzer, avto
elvotl TPOPoVAS TO Lo oupLPEG HOVTENO HaL Dot TO X PTCLULOTOLGOVHE WS OVALPOPAL.
[Mapovoialeton wg pnyavy Mealy (dnAoadn ot cupég Tov eivol eMGHOOHEVES e
eTwéTeg NG popeng I/O mov delyvouv Tig oxéoelg peTtakd elc0dwv xou e£6dwv) Ko
TEPLEXEL CUVOANUA TEéoTEPLG HaTaoTOoelg (He eTéteg 0 éwg 3). O aAlol fuzzers
UITOJEWUVOOUV TIG HOTOGTAGELS KA TLG OUPEG TTOV AVOUAADPIMHOLY aTTd TOL P Indt
seeds pe prtAe xpaodpo xan TIG vITOAOLTEG pe 1Ounvo. H xatdotaon 0 aviupocwite-
VEL TNV opXHT] HATAGTOCT) G OO TOL HOVTEACL.
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@ L)
(2D
Exnpa 1.6: Movtélo punyavng xatactdoewv amd tov AFLNet.

O AFLNet dnpovpyei pia xatdotoon yio xade xwdwd amoxpiong. H pnyovn
HATACTACEDV TOV €XEL HOVO TPELG HATACTAGELS, Pe TIG eTnéTeg 0, 68 xort 69. Ilapa-
tprooape 6Tt Tae M2 xaw APPg éxouv xwdind amdupiong 68 (Changed) ko to MSGe
éxeL xwdwd amdrpiong 69 (Content). 'Etot, propovpe aevdeiag va vitodécovpe
OTL 1) XA TAGTOGT 68 AVTUTPOCSWITEVEL TNV *ATAGTHOT 1 6T0 povtélo AAL, emeldn n
ratdotoot 1 emotpépel M2, ko 1) xatdoTooT) 69 AVTIITPOCWITEVEL TNV HATAGTUOT)
3, emeldn n xataotoon 3 emotpépel MSGe. To mpwto prjvopa oto apyd seed,
0 M1, avoodbrttet tnv ouepr) otd 1o 0 oo 68. 'Etol prropotpe va eadndedoov-
HE OTL 1 XATAOTOOT 68 AVTUTpOocWTELEL TNV KaThoTaoT 1 oto povrélo AAL. To
emOPEVO PrvLpa 6To apyxnd seed elvor To M3 xon Jo epipévarpe vor oovarodOyet
Lo xoTdoTooT) TTopopoLa pe Ty xatdotoot 3 oto poviélo AAL. ‘'Opwg, dev udvel
1At tétolo onopa, emedny o AFLNet PBaciletar oe #wdwmovg amdxpLlong yix tnv
oVOUAALYT HOTAOTAGEWV KoL 1) oxoAovdiae M1-M3 odnyel oe timeout petd tnv
oo TOAN) ToL M3. AvT’ auto?, pla TETOL XATAOTHOT), 1) XATAGTAoT) 69, propel
vor ovaroAv@Oel apyotepa pe Tnv oxolovdio M1-M3-M3 1) M1-M3-M1 ypnoipo-
TOLOVTOG PO HETAAAAEN 1) oTTola TPOGUETEL TUNHAT TNG LITAPYOLGAS ELGOJOU.
To teAevtaio prjvupa oto apyxod seed eivar to APPo xo avoraddmtel Tnv o)
68-68. Tétowa cuepn} Sev viapyel 6to povtédo AAL w1y Snpovpylia g elvor asto-
Téleopa Tov OTL T M2 xot APPg éxovv tov idto xwduwd amdupiong xor o AFLNet
dev €xel avaralbyel ouopa TNV ratdotoct 69. H ouur) 69-68 eival emiong aso-
TéAecpa Tov TpdTOoL. H amnpr) 69-69 pwopel va avouoAv@iel ¥ proLHOTOLOVTOG pio
o TIg MopouATew oaxolovdieg: M1-M3-M3-M3, M1-M3-M3-M1, M1-M3-M1-M3,
M1-M3-M1-M3, M1-M3-M1-M1. O AFLNet advvarei eniong va avaxoddyel tnv
HOTAOTOOT) 2, OTIWG KoL TNV xatdotoon 1, enedn dev vdpyel HUATAAANAN axoAov-
Jlo Tov va emoTpéPel xdmoto xwdwd amoxpiong. [a mapddetypa, n occolovdic
M1-M1-M1-M1 odnyei oe timeout axolovdolpevo amd TePHATIORO AeLTOLPYLOG
TOU server.

Y awvtideon pe tov AFLNet, o StateAFL eivan Atyotepo otadepdg e tn Snpovpyia
TNG UNXOAVAG HATACTACEWV, HE ATTOTEAEGHA VAL TTPOXDITTOLV OLAPOPOL LOVTEAQL |Le-
TOED TOV EXTEAEGEWV, TA OTTOLAL OPWG HolpAlovTol xaTtoleg opoldtnTes. To mpTo
uRvopa oto apyxwo seed, M1, avouaAOTTEL TNV 0epr] Ao TV xatdotocn 0 oty
rotaotact 1. To emdpevo prjvopa oto apynod seed, M3, dev avoradvmtel véa xo-
TAoTOOT), TWAVOV eTELdT] TO TTEPLEXOUEVO TNG HAKPOX POVLOG HVAHNG TTPLV KO HETA
TN petdPoon and v xatdotoacn 1 otnv xatdotoctn 3 oto povrého AAL eivon
TopopoLo. Avt’ avtov, To TeAevtaio pvupa oto apyed seed, APPo, avaradbmrel
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Sxnpo 1.7: Movtédo pnyavng xotaotdoewy amnd tov StateAFL (ev
HEPEL).

TNV xoTAoTOoN 2, 1) omola poldlel pe tnv xatdotoon 3 oto povrédo AAL. Av xon
N apxwr] pnyxovn xataoctdoewv tov StateAFL pmopetl va dewpndel Pedtiowon tng
apxwmng pnxovng xoatactdoewv tov AFLNet, o StateAFL avtipetwmilel apydtepo
T0 TPOPANpa OTL dnpiovpyel dSuTAég xataotdoelg. Yapyovv moArég Suoeppnven-
TEG HATAOTACELG e Pio eloepyOpevn petafact amd tnv xatdotacn 0, Tnv apyinn
notaoToot, xou xopia eEepxopevn petaPaom. Mapdho wov propolpe v dovpe OTL
oplopéva THNHOTA TNG PNxovig xataotdoewv StateAFL powdlouvv pe 1o povtélo
AAL, oTIC TEPLOCOTEPEG EUTEAETELG VITAPYXOLV TTAPATAXVITIUEG UATACTAGELS KOl
petafaoeic. Sovvoyilovtag, o StateAFL amotuyydvel 1060 va drorywpicel dioupope-
TIUEG HATACTACELG OGO HOL VO STJHLOVPYT)OEL HATACTAGELS TTOL €XOLV OAEG VO

1.6.2 X0yxpron xdAvPng xOOma

H ndAvymn axpdv xor ypoppov wodiio petpninue pe tnv mdpodo Tov Xpovov
yla xadévav amd touvg tpelg fuzzers xpnolpomol®vTag Ta scripts avaAvong tov
ProFuzzBench. O AFLNet a€loloyronue d0o Qopég, picr popd YWPLS TIG ONHALES
-E xou -q, Aetovpyovrog wg baseline yio v agloAdynon tng enidpacng tng
EMLYVOOTG HATACTACTG.

To ypaerpato ®GAvyng oaxpov kol Ypappov amewoviCovtal oto Zynua 1.8. H
avaAvon toug detyvel O0TL OAoL ot fuzzers emituyydvouv oxedoV PEYLOTH HAALYT)
péoo OTIC TPAOTEG VO DPEG, HETA ATTO TIG OTTOLEG O PLIHOC AVENCNG TNG KAALYTG
petwvetat. Hdwapopd oTig emidocelg Toug 660V apopdt TNV xGALYN elva acjpovTT).

1.6.3 X0yxpon twv Crashes

O fuzzers mov Pacilovron otov AFL, 6twg avtol ov a&loloyndnray otn oOyxpl-
o1 pHag, xatnyoplorolovv ta crashes wg “unique” ebv apovodlovy dapopeTini
pogil xodvyne. T va Siecpalicovpe tnv eynvpdTnTA ALTOV TV crashes,
XPNOLHOTOOVHE évar script Tov @UATpapel Ta Yevdog JeTnd amoteAéopata e-
ntedwvtag ex véou ta replayable crashes ko maparxorovdovrag tnv €€0do atd to
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SxAuo 1.8: Kaivyn uodwa tov dioupdpwv fuzzers pe tnv mapodo
Tov XpoOVoU.

SUMMARY: AddressSanitizer: SEGV (/1lib/x86_64-linux-gnu/libc.so.6+0xbbaeb)

Exnpa 1.9: AddressSanitizer summary

instrumented SUT. To SUT mov ypnotpomoteital yior avth) TnVv enadfjdevon eivat To
id1o ov xpnopomotoope xatd tn dixdwoacio fuzzing ko éxel petaylwttiotel pe
tov AddressSanitizer (ASAN), o ortoiog fondd 6TOV EVTOTLONO GPAAPATWV PVIHNG.
Avalbovupe To summary tov AddressSanitizer, To omolo mepiéyel AemTopépeleg oye-
TIKA HE TO TTOU UL TTOG KPACOPE TO TPOYPAUH, G EVIELEN TNG oI AOpOpPiog
twv crashes. Xto Zynuo 1.9 mapéyeton éva mapaderypo evog AddressSanitizer
summary. Avagepopaote oe crashes pe dixpopetind summaries wg “distinct”. Ta
distinct crashes éyovv peyoddtepn mbavotnta v oxetiCovrot pe dtopopetind bugs
oe ovyxplon pe ta "unique" crashes. O pécog 6pog (amd 10 mepapata) TV "u-
nique" xou "distinct" crashes mapovoidletal oto Zynpa 1.10. To AFLNet ywplig Tig
onpaieg -E xou -q xpnoipedel og baseline.

O AFLML emidemviel avadtepeg emtdOGELS OGOV APOPA TNV IXAVOTITO AVOUAAVYNG
TV TeplocoTepwV unique crashes. H dwxgpopd yivetar apretd cagrg votepa
oo TIG TPOTEG OENA OPEG, HETA TLG OTOLEG TaPATNPELTAL GTAUdLONUT) HELWOT) TNG
anddoong Twv dAlwv fuzzers. Avdpeca otovg vmolowrovg fuzzers, o AFLNet
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Sxnue 1.10: Méocog apudpodg unique ko distinet crashes mov mpo-
nANOuav oo dixpopetinovg fuzzers pe Tnv mépodo Tov Xpovou.

éxel TIg nahUtepeg emdooelg vt o baseline Tig xelpotepeg. Qotoc0, 11 Srpopd
anodoong peta€d AFLNet, StateAFL xou baseline eivot oyetued puepn.

Tig mpwreg Tpelg dpeg, ot baseline, AFLNet xat AFLML emidewcvoouv cuyxpicijeg
emdooelg otnv avaxdvyn distinct crashes. Qotdc0, oL emd60eLg TwV baseline ko
AFLNet petdvovton otadland pe Tnv mapodo Tov xpovou xat teAnd to AFLML toug
Eenepva. ‘Ocov apopd TV owdopopia Twv crashes, To baseline xat To AFLNet
Tapovstalovy mapopoleg emdooels. Avtiveta, to StateAFL votepel onpavting,
HOTOPEPVOVTOG VO avaraAD el povo éva distinet crash. Avtd da propotoe va
artodovel GTNV TAPATAXVITIKY HIXOVT) XATAOTAGEWV TOL dNHLOVPYEL.

Yuvvolwd, evromicape déuxa distinct crashes. ITévte ftav aviyvedoipa povo pe tov
AFLML, ev6d tpia omtd avtd oviyvebdnurow povo pia @opd. ‘Eva distinct crash opwc,
T0 o1oio aviyvebinue o€ oplopéveg exteréaelg oo tov AFLNet ot Tov baseline, dev
Ntov aviyvevoo ad tov AFLML. Erntiong, o AFLNet dev propovoe va evtomiocet
éva distinct crash, to omoio frav aviyvedoipo and Tov baseline. Movo éva distinct
crash Ntav aviyveboo amd tov StateAFL.
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1.7 ZXvpmepdopota

H mopotoa epyacio diepedvnoe rol afloAdynoe TELPAPATINE OPLOPEVES eENDOYEG
tovu stateful fuzzing, piog e€etducevpévng popyng fuzz testing mov Aappaver voyn
TNV XOTAGTOGT) TOL GLUGTARATOG 1oL e€etaletat. H pedétn emnevipoinue oe pia
VEQ TTPOGEYYLOT) OTTOV TO LITOXELPEVO HOVTEAO HIXAVHG KATAGTAGTG TOV LITO SOKLUN
OLOTNHOTOG podaiveTon TPV amd TNV mpoaypatinn Sadwmoacia fuzzing, avti xotd
TN SLapreLX TNG.

To amote éopato €8elEav OTL 1) eXPATNOT) TOVL LITOXELPEVOL HOVTEAOL HNYOVTIG
HOTAGTACTG TOL LITO SOXIT) GUGTHHATOG TTPLV OO TNV Tpaypatinn dadieacio
fuzzing propei v 0dnynoel oe mo onpiPég o amotedeopatind fuzz testing won
va BeAtiooel Tnv amtddoon tov fuzzing. Qotdc0, damioTdInKe emiong OTL udde
fuzzer éxel cupPLocpong ko OTL LITAPYEL ) HATAAANAT] YLt TOV XODEVA TTEPLTTWOT)
xpnone. I'o mapdaderypa, o StateAFL dev amatel xoplior Tpomomoinon kot AeLtovp-
yel amevdeiag, evdy o AFLNet divel eAa@padg xaddTepa amoteAéopaTA e EAAXLOTT
tpomomoinon. O AFLML Sivel ta xalbtepa ammoteAéGpaTaL, ALY TO GTHOHO TOV
ortoLtel Evar TR EXPATN oG HOVTEAWY TTOL elval eLdO Yot x&de TPOTOROANO.

Evtomicaye emiong ovyxexpiéva onpeia tpog PeAtioon yia opiopévoug fuzzers.
T mopaderypa, o StateAFL xotoouevdlel o pnyove) *aTasTAce®Y oL Oev elval
ATOAOTOG axpLPT|G, YEYOVOGS TTOL e TN GELPA TOU eNNPeAleL apvnTIUA TNV atOd0oT
tov. Amd v @AAn mAevpd, o AFLNet Suoxoletetal pe Tov yelplopd Towv time-
outs, yeyovog ov vmodnAovel O0TL Ja NTav oG eTOPEAES VoL AVTIHETOTTI EL T
timeouts wg xWAWOVG amdupLoNG. AVTEC OL TAPATNPHOELS LITOYPOUpLlOVLY TNV TTO-
AUTAOKOTN T TOL CLUVETTAYETOL O GXeSLATHOG fuzzers mTov emTLYXAVOLV LGOPPOTTIA
peTaEL LYNANG amddoong xat evroAiag XPHoNG.

EmutAéov, xatalfyouvpe oto cupmmépacpa OtL Tpémel v Yivouv meploootepeg do-
HPEG Yioe vor aElodoyndel i emidpaomn twv stateful fuzzers. H oa€loloynon twv
epyaleiowv fuzz testing pe axpifeia ko ovvémeia amotelel peydAn mtpokAnon, L-
dlwg av Anpiel vTOYN 1 cLVeEXNG EEENLEN TV TEXVIHOV XL T EVOWHATWOOT) OAO KoL
710 GUVIETWV PLIPICEWV XOPOUTIPLOTIHOV GE AUTA T EPYUAELQL.

Kadag ta cvotpata Aoylopikod ocvveyilovv va e€edicoovtal kol v yivovton
7o ToAbmAoxa, o pohlog tov fuzzing otn dwxtripnon g alomoTiog xaL TNG
ooPAaAeLlag TOL Aoylopol da yivetal 0Ao xou 1o xpicog. H mapodoo pedétn
gxeL ovvelopépel (oe pepod Padpod) otov topéa tov fuzz testing. EAmiCovpe oL
N peAlovTinn épevva dou Guveyioel Vo OELOTTOTOLEL AUTA TOL EVPNHOTOL YLl TV
TEPALTEP® PEATIOOT TNG AITOTEAECUATIKOTNTAG KL TG arrodoTivdTNn TG TOL fuzz
testing.

1.8 Mellovtnn épevva

To stateful fuzzing eivou éva e€elicoodpevo medio pe ToAAEG evnaupieg ylor peAdo-
vt épevva. Ta andlovda onpela mepLypaouvv midavég katevddvoelg yuo Ty
p60do Tov mediov:
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Epyodeia @ulind mpog tov xpriotn: H avdmtuén gulinodv mpog to xprotn
dtemopov xon documentation yiox T epyadeio stateful fuzzing propel va Siev-
1oAVveL TNV elcodo véwv xpnotodv. O mpoomadeteg yio T dnpovpyia o
TPOCLTOV epyaielwv Ja fondnocovv otnv guplTEPT LIODETNOT TPOHTIUDOV
stateful fuzzing.

Fuzzing as a Service: H Siepebvnon tng évvolag tov “Fuzzing as a Service”
Jo propovoe va xataoTroel TIG Tponypéveg Texvinég fuzzing mo mpootLtég
o€ éva evpUTEPO Hovo. H avamtuén mAatpoppov Paciopévev ato cloud ov
npocépovv duvarotnteg stateful fuzzing Ya propovoe va dievioAdvel Tovg
TPOYPOUHATIOTEG VO DIOJETHOOLV QUTEG TIG HETODOVG YWPLG TNV avayxn
eEELOWLELPEVNG TEXVOY VWG LAC.

« BeAtiotonoinon tov orpatnywmov Fuzzing: H diepedvnon Sapodpwv
otpatnywm®v fuzzing ot g amoTEAECHATIKOTNTAG TOVG OE SLLPOPETIHA
mAaiolx popel var 0dMynoeL GTNV AVATTTLEN MO KTOTEAECHATIHOV SLadL-
noowdv fuzzing. Avtd mepthopPhvel T peAétn TpocappolOHEVOVY TEXVIHOV
fuzzing mov prropovv va tpocappodlovon Suvapind e fAon THV avaTpoPo-
dotnomn amod To Vo douipr GG TNHA.

+ Evoopdtwon pe dAdeg texvinég eAéyyxov: O cuvvdvaopog tou stateful
fuzzing pe dAleg pedodoloyieg eAéyyov, OTTWG 0 EAEYXOG TPWTOXOAAWV pe
xprion ovpPoiung extéleong (.., [25, 26]) i otaterig avaAvong, da pro-
povoe v amo@épel evdlapépovta amoteAéopato. H épevva oxetind pe Toug
L0 QTOTEAEGPATIHOVG TPOTOVG EVOWHATWOTG ALTOV TV TEXVIXOV Jo HTOV
EMWOPEATG.

+ Yxedraxopog aveEdptntog and tpwtonoAllo: I'a va evioyvdel 1 evelt-
Eia Tou stateful fuzzing, n peAlovtnr) épevva Jo prtopovoe va eminevipwiet
otn dnpovpyio protocol-agnostic protocol state fuzzers. Avtol ov fuzzers
Jo mpémel va elvan earvol va xetpilovtal éva evpd GAGHA TPOTOKOA WV e
ehdyioteg pudpioeic. ‘Evag tétolog oxedioopog do amthomotovoe T Siodi-
nooia Tpooappoyng tov fuzzer ce véa 1) custom mpwTOKOAAQ.

+ BeAtiopévn expddnon pnyoavov xoatoetdcemv: MeAlovTnég epyacieg
o propovcav va enkevtpwdolv o1r Pedtioon Tov alyopldpwy Tov xpn-
OLHLOTTOLOVVTOL YIX TNV EXUATN T HIXOVOV XXTAGTOONG TTpLv oo To fuzzing.
Avto meprlopPavel TNV avamtu€n TEXVIXOV TOL PTOPOLY va GLAAKPOLV e
peyalUtepr axpifelo TOAOTAOKEG CUUTTEPLPOPEG UL HATOCTACELS EPOAPHO-
YOV, ©oddG xot pedodoug ylar Tn HelwoT Tov XpOvou expainong xwpig va
HELOVETL 1) TTOLOTNTO TOV HOVTEAOV HNYOAVIG XATACTAGEWV OV PodaiveTaLL.

« H unxovn padnon (ML) xon n texvntn vonpoostvn (Al) oto Fuzzing:
H aflomoinon tov e€elifewv otig texvoloyieg ML xou Al yio tn Peltiowon
tov stateful fuzzing do propovoe va amoteAécel onpovTnd Pripo Tpooddov.
Avto da prropovoe va epthopPaver tn xprion Al yio tnv tpoPAedn twv mio
TLIUVOV HATOOTACEWDV OTLG OTTOLEG HITOPEL VO LITAPYXOLV ELTTAVELEG ] YLAL TN
BeAtiotomoinon tng diag g dradieaciag fuzzing.

Me v aVTIHETOTLON ALTOVY TV {NTNHATOV, 0 Topéag Tov stateful fuzzing pmopel
VO GLVEXLOEL VO AVOTTUOGETOL KoL Vor GUHPBAAAEL GTNV VIOYLOT TNG XCPAAELRG
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Aoylopnov. O am®tepog oToX0G elvat 1) dnpovpyia evog ac@aréctepov YneLoos
TEPPAALOVTOG PHEG® TOL CLOTNHATIHOD EVTOTLOHOD KoL HETPLAGHOV TWV TLIAVOV
eLTTOIELOV.
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Chapter 2

Introduction

Software testing is an essential activity for ensuring the quality and security of
software systems. However, manual testing can be time-consuming, expensive and
error-prone. Therefore, automated testing techniques have been developed to re-
duce the human effort which is required and increase the effectiveness of testing.
One of the most popular and successful automated testing techniques is fuzz testing
(aka fuzzing) [1], which involves providing random or semi-random inputs to the
System Under Test (SUT) and observing its behavior. Fuzzing can uncover crashes
and security vulnerabilities that may not be easily detectable by other testing meth-
ods. In recent years, it has been shown to be especially useful for testing complex
systems where security is crucial, such as network protocol implementations [2, 3].

However, fuzzing is not a one-size-fits-all solution. The effectiveness of fuzzing
techniques varies depending on the type of system being tested. Some systems have
intricate internal states that change based on the messages they receive and send.
In this thesis, we focus on stateful fuzzing, which takes into account the system’s
state and it can test systems with different phases and transitions more effectively
than stateless fuzzing.

One of the challenges of stateful fuzzing is to infer the state machine model of the
SUT, which describes its possible states and transitions. The state machine model
can help the fuzzer to generate valid and meaningful inputs that can trigger dif-
ferent behaviors of the SUT. Most of the existing stateful fuzzers infer the state
machine model during the fuzzing process, by observing either the messages sent
over the network or the memory of the system and clustering it into different states.
However, these approaches can be inefficient and inaccurate. The inputs used dur-
ing the fuzzing process are suboptimal for learning the state machine, because they
do not represent the protocol’s language effectively and may miss some states or
transitions.

In this thesis, we present a novel approach for stateful fuzzing that learns a close
approximation of the underlying state machine model of the implementation under
test before the actual fuzzing process, rather than inferring it during it. We use a
technique called active automata learning (aka model learning [4]), which iteratively
queries the SUT with carefully selected inputs and learns a state machine model
from the responses.
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We compare this approach with two state-of-the-art fuzzers, AFLNet [5] and StateAFL [6],
which are stateful fuzzers based on AFL/AFL++ [9, 10]. The protocol we use for this
comparison is EDHOC (Ephemeral Diffie-Hellman Over COSE) [7], a lightweight

and secure key exchange protocol that is designed for constrained devices and net-
works. We measure the code coverage and the number of vulnerabilities discovered

by each fuzzer. We also discuss the strengths, limitations and challenges of each
approach and suggest directions for future research.

2.1 Contributions

This thesis contributes to the field of network protocol security through an exten-
sive comparative examination of current stateful fuzzing techniques applied to net-
work protocol implementations. By systematically evaluating and comparing state-
ful fuzzers, we provide some insights into the strengths and weaknesses of these
techniques and identify areas for future research. We hold that the performance
comparison results we report and the conclusions we draw from them advance the
collective understanding within the realm of stateful and protocol fuzzing. Addi-
tionally, this work establishes a foundation for future research endeavors, providing
examples of fuzzer setup and preparation of the SUT for fuzzing.

2.2 Outline

The rest of the thesis is organized as follows:

« Chapter 3 covers the essential theoretical background of stateful fuzzing and
briefly overviews the fuzzers that we used.

Chapter 4 provides technical details about the protocols under test.

Chapter 5 describes the setup of the experiments.

Chapter 6 presents the results of our experiments and discusses them.

Chapter 7 draws some conclusions and lists ideas for possible future work.
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Chapter 3

Background

3.1 Fuzzing

Fuzzing [1], also known as fuzz testing, is an automated testing technique that is
used to discover vulnerabilities and software defects by sending a large number of
invalid, random, or unexpected inputs to a program or system. The goal of fuzzing
is to discover issues, such as crashes, failing code assertions, memory leaks and
buffer overflows in the target software, which can include applications, libraries, or
network protocol implementations.

Typically, fuzzers are used to test programs that take structured inputs. This struc-
ture is specified, for example, in a file format or protocol and distinguishes valid
from invalid input. An effective fuzzer generates semi-valid inputs that on the one
hand are "valid enough" in that they are not directly rejected by the parser and on
the other hand are "invalid enough" to expose corner cases that have not been prop-
erly dealt with. For the purpose of security, input that crosses a trust boundary is
often the most useful.

Fuzzers can be categorized into:

Generation-based fuzzers: They require detailed knowledge of the program’s in-
put format and often use a configuration file to generate test cases that can
deeply test the target program.

Mutation-based fuzzers: They start with some valid initial inputs and create new
test cases by mutating these inputs. They are easier to use because they re-
quire less effort from the testing team and no input specifications.

Fuzzing approaches can also be classified into the following general categories:

Black-box fuzzing: This approach involves testing a system without any knowl-
edge of its internal structure (e.g. its source code) or any of its implementation
details.

White-box fuzzing: This method involves a more in-depth analysis of the sys-
tem’s internal structure (e.g. its code base) by more targeted and specialized
fuzzing inputs based on the system’s specific components and logic.



42 Chapter 3. Background

Gray-box fuzzing: This kind of fuzzing provides a balance between efficiency and
effectiveness by conducting a biased random search over the domain of pro-
gram inputs using a feedback function from observed test executions. This
feedback is typically based on some notion of code coverage (e.g., line or
branch coverage), which guides the mutations towards more advanced test
cases.

The initial inputs of mutation-based fuzzers, like those we evaluate, represent a
sequence of bytes. We will refer to them as concrete seeds, whilst we will refer
to seeds that just hold the type or types of the data (i.e., the type of messages as
specified by the protocol) as abstract seeds. An abstract seed may describe multiple
concrete seeds.

More information about fuzzing can be found on some recent survey papers on the
subject [27, 28, 29].

3.2 Stateful Fuzzing

Stateful fuzzing focuses on finding vulnerabilities in programs that have internal
states and react to inputs based on their current state. What makes stateful fuzzing
unique is its ability to understand and explore the program’s current state during the
testing process. In contrast to conventional fuzzing methods, stateful fuzzing keeps
track of the program’s behavior or internal variables and uses this information to
infer the underlying state machine model and the current state. This allows it to
generate test cases that are finely tailored to specific program states.

Having awareness of the program’s state, stateful fuzzing can more accurately mimic
real-world scenarios and interactions. This approach is especially valuable when
testing complex software systems like network protocols and web applications,
where their behavior is determined by the sequence of inputs and the program’s
internal state. Some bugs may only be exposed in certain states, which require a
specific sequence of inputs to reach.

The main challenge of stateful fuzzing is to cover the state space of the system
without having an explicit specification of the protocol. This involves partially un-
covering the state space of the protocol and incorporating strategies for state iden-
tification.

3.3 Active Automata Learning

Active Automata Learning (AAL) [4] is an automated method for constructing a
state machine model that closely matches the system’s behavior. It does so by pro-
viding inputs and observing the outputs of the System Under Learning (SUL). This
process involves two phases:

1. Hypothesis Construction: In this phase, sequences of input symbols are
sent to the system. The responses from the system are used to create a so
called hypothesis, i.e., a candidate model of the system, usually expressed as
a finite state automaton. The goal is to make a model that produces the same
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outputs as the system for all input sequences sent to the system. For input se-
quences not used, the model makes assumptions based on what it has learned.

2. Hypothesis Validation: In this phase, the hypothesis model is tested to see
if it accurately represents the system. More input sequences are sent to both
the system and the model. If there are any differences in their outputs, that
indicates that the model needs a refinement and the process returns to the hy-
pothesis construction phase to refine the model. If no differences are found,
the learning process ends and the hypothesis model is considered a good ap-
proximation of the system.

If this process does not terminate, then it is possible that SUT’s behavior cannot be
modeled by a deterministic finite state automaton.

3.4 Protocol State Fuzzing

Protocol State Fuzzing [8] is a technique that uses active automata learning, in order
to infer the state machine of a protocol’s implementation. The learned models are
used to expose logical flaws via non-standard or unexpected message sequences.
By fuzzing sequences of messages, rather than individual messages, this technique
can uncover deeper vulnerabilities that might be missed by other methods.

The learning setup for this technique requires a Learner, a Mapper and a SUL. The
Learner is responsible for querying the SUL and receiving its responses, effectively
running the learning algorithm. However, the Learner does not know how to con-
vert abstract input symbols into concrete protocol messages. This is where the Map-
per comes in.

The Mapper is an intermediate component that tries to bridge the gap between
the Learner’s abstract input alphabet and the concrete protocol messages used by
the SUL. It transforms abstract input symbols from the finite input alphabet into
concrete protocol messages that are sent to the SUL, filling in the necessary details.
It also maps the concrete messages from the SUL to abstract symbols of the output
alphabet, removing any protocol-specific unnecessary details.

3.5 AFL

American Fuzzy Lop (AFL) [9, 10, 11] is an effective fuzzer that excels in speed, relia-
bility, and ease of use. It employs a clever combination of mutational and coverage-
guided techniques. It mutates a set of test cases to reach previously unexplored
areas of the program. When a test case uncovers new coverage, it is saved in the
test case queue.

AFL uses a queue to manage test cases it tries. By default, it follows a FIFO (First-
In-First-Out) policy, processing them in the order they are added. On top of that,
AFL prioritizes smaller and faster test cases to improve efficiency. It marks these
as "favored". When selecting the next test case, AFL skips non-favored cases with
a high probability if there’s at least one favored option available. Otherwise, cases
that have been tried before are skipped with a higher probability.
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The mutations in AFL are classified into two main categories: deterministic and
havoc. Deterministic mutations involve single, predetermined alterations to the
content of test cases, such as bit flips, additions, substitutions with integers from
a predefined set of interesting values, and more. Havoc mutations are randomly
stacked and can involve altering the size of the test case by adding or deleting por-
tions of the input. Furthermore, AFL may merge two test cases into one and then
apply havoc in a later stage known as the splicing stage.

This genetic algorithm and the favored seed selection are embedded in AFLNet,
StateAFL and AFLML.

3.6 Stateful Fuzzers

Stateful fuzzers are a class of fuzzes that leverage the concept of system states to
guide the fuzzing process. They are particularly effective for testing software with
complex state-dependent behaviors.

3.6.1 AFLNet

AFLNet [5] is a greybox fuzzer designed for protocol implementations. AFLNet,
based on AFL [9], adopts a genetic algorithm to generate the best inputs. On top of
that it utilizes state feedback to direct the fuzzing process

It begins with recorded message exchanges between a server and a real client, called
seeds, eliminating the need for any protocol specifications or message grammars.
AFLNet takes on the role of a client, replaying the modified versions of the orig-
inal message sequence sent to the server. It keeps those modifications that prove
effective in expanding code or state coverage.

To identify the states that the server goes through when a sequence of messages
is sent, AFLNet relies on the server’s response codes. Using this feedback, AFLNet
determines which state to focus on next using several heuristics. For example, to
identify rarely exercised states it selects a state with a probability inversely propor-
tional to the proportion of mutated message sequences that have exercised it and to
maximize the probability of discovering new state transitions, AFLNet prioritizes a
state that has been particularly successful in contributing to increased code or state
coverage when previously selected.

3.6.2 StateAFL

StateAFL [6] is a greybox fuzzer designed for network servers. One of its salient
points is that it does not require manual customization such as protocol models,
protocol parsers, and learning frameworks. Instead, it uses lightweight dynamic
analysis of the target program.

StateAFL works by instrumenting the target server at compile-time, inserting probes
on memory allocations and network I/O operations. During runtime, it infers the
current protocol state of the target server by taking snapshots of long-lived memory
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areas. It then uses a type of hashing algorithm, which allows for some level of vari-
ation, to convert the contents of the memory into a unique identifier for that state.
This allows StateAFL to recognize a state even if small changes have occurred in the
memory. By recognizing these states, StateAFL can incrementally build a protocol
state machine to guide fuzzing.

StateAFL has been integrated with a large set of network servers for popular proto-
cols, without any manual customization to accommodate the protocol. Experimen-
tal results show that StateAFL can achieve comparable or even better code coverage
and bug detection than customized fuzzing.

3.6.3 AFLML

AFLML is a greybox fuzzer that can be utilized in conjunction with Protocol State
Fuzzing. Although based on AFLNet, AFLML does not extract response codes from
messages. It has no knowledge of the protocol language and it is not able to identify
the type of messages sent by the System Under Test (SUT).

The main idea behind AFLML is that fuzzing performance can be improved if the
state machine of the system to fuzz is known in advance. The fuzzing process of
this fuzzer involves the following steps:

1. Model Learning: The first step consists of learning the state machine of the
SUT using some active automata learning technique.

2. Abstract Seed Generation: After learning the SUT’s state machine, abstract
seeds corresponding to potential transitions in the state machine are pro-
duced. These seeds can be thought of as message type sequences that trigger
specific state changes in the SUT. The goal is to create a transition cover that
encapsulates seeds for all possible transitions.

3. Concretization: In this step, abstract seeds are concretized, which means that
concrete input data is generated from the abstract seeds. Concretization in-
volves creating valid input data that corresponds to the abstract states and
transitions identified in the state machine. These concrete inputs are sent to
the SUT during fuzzing.

4. Fuzzing: With the concrete seeds in hand, the fuzzer can start the actual
fuzzing process. AFLML can initiate the fuzzing from any state of the SUT
using these seeds, allowing it to thoroughly explore different states and tran-
sitions within the SUT’s state machine. AFLML uses a round-robin approach
for state selection without any heuristic.

By understanding the state machine of the SUT, AFLML can guide the fuzzing pro-
cess more effectively, allowing it to explore different states and transitions in a
structured manner. AFLML’s approach is particularly useful for testing software
with complex state-dependent behaviors. In such cases, understanding and con-
trolling the state transitions is crucial for effective testing and the detection of vul-
nerabilities. The state transitions in these systems can often lead to unexpected
behaviors or vulnerabilities that are not apparent under normal operation. More-
over, AFLML can generate test inputs that can reach deeper into the software’s state
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space. This can potentially expose vulnerabilities that are hidden in rarely visited
states or transitions. Thus, AFLML provides a more thorough and effective fuzzing
approach compared to other (stateful) fuzzing techniques.

3.7 Related Work

Protocol implementations have been thoroughly analyzed for different kinds of vul-
nerabilities and bugs. TLS-Attacker [12] serves as an efficient framework for testing
TLS implementations. de Ruiter and Poll [8] were among the first to use systematic
state fuzzing and analyze TLS state machines learned using model learning. Similar
work has been done for DTLS by Fiterau-Brostean et al. [13], leading to the creation
of DTLS-Fuzzer tool [14], a state fuzzing framework based on TLS-Attacker. More
recently, Sagonas and Typaldos [15] have applied protocol state fuzzing to EDHOC
implementations and analyzed them. These works, however, rely on manual inspec-
tion of the state machine model to find bugs. An automated black-box technique
for detecting state machine bugs in stateful network protocol implementations was
later proposed by Fiterau-Brostean et al. [16].

In addition, numerous stateful fuzzing techniques have been introduced. For ex-
ample, AFLNetLegion [17], an extension of AFLNet, presents a novel and princi-
pled algorithm for state selection. SGFuzz [18] is a stateful greybox fuzzer that
builds upon LibFuzzer, utilizing additional feedback to navigate the state space of
stateful software systems with the goal of revealing stateful bugs. NSFuzz [19] is a
fuzzing solution designed for stateful network services, employing static analysis
to pinpoint network event loops and extract state variables, thereby achieving rapid
I/O synchronization and efficient state-aware fuzzing through lightweight compile-
time instrumentation.

There has also been a significant amount of research dedicated to the systematic
evaluation and comparison of different fuzzing techniques. For instance, Poncelet
et al. [2] discussed the challenges associated with evaluating fuzzers, given the vast
number of available fuzzing tools and the limited time for their evaluation.

Recent advancements in fuzzing-based research have played a crucial role in iden-
tifying vulnerabilities within protocol implementations. Efforts have been made to
establish a systematic overview in the field of stateful fuzzing [20] and protocol
fuzzing [21]. These survey papers offer systematic comparisons and classifications
of fuzzers, and also highlight the challenges and opportunities for future research
in this area.
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Chapter 4

Protocols

In the evolving landscape of digital communication, protocols serve as the back-
bone of connectivity, especially in the realm of the Internet of Things (IoT). As we
delve into this chapter, we aim to lay the groundwork for understanding the intri-
cate standards and procedures that govern the secure and efficient exchange of data
within a (security) network implementation. This chapter will not only contextu-
alize the significance of each protocol within the larger ecosystem, but also set the
stage for the subsequent exploration of stateful fuzzing techniques applied to these
protocols.

4.1 CoAP

Constrained Application Protocol (CoAP) [22] is a communication protocol tailored
for devices with limited resources, commonly found in the IoT domain. It follows
a client-server model similar to HTTP, but is optimized for machine-to-machine
interactions. CoAP operates over datagram-oriented transport protocols like UDP
and is designed for asynchronous communication.

CoAP messages have a compact binary format and consist of a 4-byte header fol-
lowed by a variable-length Token for correlation, a sequence of options encoded
with delta values and an optional payload. Options can have different formats, in-
cluding empty, opaque, uint (unsigned integer) and (UTF-8 encoded) string. Mes-
sages can be of four types: Confirmable, Non-confirmable, Acknowledgement and
Reset. Confirmable messages support reliability with retransmissions, while Non-
confirmable messages are not acknowledged. Requests and responses are carried in
these message types and responses can be carried in Acknowledgement messages.

In CoAP, a response is identified by the Code field in the header, indicating the out-
come of understanding and fulfilling a request. The upper three bits of the 8-bit
Response Code define the response class, while the lower five bits provide addi-
tional details. Human-readable notations for CoAP Codes are in the format "c.dd,’
where "c" is the class in decimal and "dd" is the detail as a two-digit decimal. For
instance, "Forbidden" is represented as 4.03, corresponding to an 8-bit code value of
hexadecimal 0x83 (4*0x20+3) or decimal 131 (4*32+3).

The CoAP message format is depicted in Figure 4.1; the CoAP response codes are
listed in Figure 4.2.
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FIGURE 4.1: CoAP Message Format
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| Code | Description |
e B et +
| 2.01 | Created |
| 2.02 | Deleted |
| 2.03 | valid |
| 2.04 | Changed |
| 2.05 | Content |
| 4.00 | Bad Request |
| 4.01 | Unauthorized |
| 4.02 | Bad Option |
| 4.03 | Forbidden |
| 4.04 | Not Found |
| 4.05 | Method Not Allowed |
| 4.06 | Not Acceptable |
| 4.12 | Precondition Failed |
| 4.13 | Request Entity Too Large |
| 4.15 | Unsupported Content-Format

| 5.00 | Internal Server Error |
| 5.01 | Not Implemented |
| 5.02 | Bad Gateway |
| 5.03 | Service Unavailable |
| 5.04 | Gateway Timeout |
| 5.05 | Proxying Not Supported |
+o—-—-- B b +

FIGURE 4.2: CoAP Response Codes

4.2 EDHOC

The Ephemeral Diffie-Hellman Over COSE (EDHOC) [7] protocol is a compact and
lightweight key exchange protocol designed for highly constrained environments,
primarily targeting the IoT infrastructure. It offers security features like identity
protection, cipher-suite negotiation and forward secrecy. The protocol relies on
COSE for cryptography, CBOR for encoding and CoAP for transport.

EDHOC defines two main roles: Initiator and Responder. These roles are not tied
to specific web transfer protocols, allowing flexibility for various applications. An
EDHOC key exchange involves five messages, with message_1, message_2 and mes-
sage_3 being mandatory. message_4 is optional and error_message is available for
both roles. These messages are encoded using CBOR data items.

Connection Identifiers play a crucial role in EDHOC. Each peer selects an identifier
to identify the current session. Initiator chooses C_I and sends it in message_1, while
Responder selects C_R and sends it in message_2. These identifiers enable message
correlation and protocol state retrieval during the session and they can also be used
for application-level purposes, such as OSCORE.

Authentication parameters include:
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« Authentication Keys: These are public keys used for authentication. They
can be either a signature key or a static Diffie-Hellman key, depending on the
authentication method.

« Authentication Credentials: These are the public authentication keys of the
Initiator and the Responder, referred to as CRED_I and CRED_R respectively.
They are used to verify the integrity of the other peer and to verify proof-of-
possession of the private key. They are usually not transported in EDHOC,
but are provisioned otherwise.

« Authentication Credential Identifiers: These are identifiers used to recognize
the corresponding stored authentication credentials. They are smaller in size
than the credentials they identify, and are transported during EDHOC. The
identifier of the Responder, ID_CRED_R, is transported in message_2 and the
identifier of the Initiator, ID_CRED_], is transported in message_3.

+ External Authorization Data (EAD): These are external application data that
can be integrated into each message of the EDHOC protocol. They are in-
cluded to reduce round trips, the number of exchanged messages, and sim-
plify processing.

The EDHOC cipher suite consists of: EDHOC AEAD algorithm, EDHOC hash al-
gorithm, EDHOC MAC length in bytes for static authentication, EDHOC key ex-
change algorithm, EDHOC signature algorithm for signed authentication, Applica-
tion AEAD algorithm and Application hash algorithm. Cipher suite negotiation in
EDHOC happens separately from the main exchange. The Initiator initially sends
its preferred cipher suites in message_1, and the Responder responds with an er-
ror message containing its supported cipher suites, ending the current session. The
Initiator must resolve this disagreement in the next message_1.

Ephemeral public keys (G_X and G_Y) are exchanged in message_1 and message_2,
serving as a source of randomness for each session. These keys are essential for
ensuring the security of the key exchange.

The application profile is maintained by each peer and contains information nec-
essary for processing and verification. It includes details about the authentication
method, the use of message_4 and the handling of external authorization data.

Finally, after successfully processing message_3, peers can derive OSCORE security
context parameters, such as the OSCORE Master Secret and Master Salt, using the
EDHOC-Exporter interface.

The EDHOC message flow is illustrated in Figure 4.3. The interaction between the
client and server, with the server acting as the responder and the client as the ini-
tiator, is depicted in Figure 4.4.

4.3 OSCORE

Object Security for Constrained RESTful Environments (OSCORE) [23] is a method
for application-layer protection of CoAP, using CBOR Object Signing and Encryp-
tion (COSE). It aims to establish end-to-end security between two CoAP endpoints,
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F1GURE 4.4: EDHOC message flow with server as responder

ensuring that intermediaries cannot tamper with or gain access to message fields
unrelated to their designated operations. In essence, OSCORE takes an unprotected
CoAP message and transforms it into a secure one, protecting not only the payload
but also fully protected CoAP options, original request and response REST codes
and certain parts of the URI pointing to the resources in the request messages.

For the OSCORE protocol to be used, the involved parties must establish a shared
security context for processing COSE objects. This requires the secure and authenti-
cated exchange of essential information and keying material, provided by a suitable
key exchange protocol.
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Experimental Setup

5.1 Systems Used

5.1.1 uOSCORE-uEDHOC

The System Under Test we are using, called uUOSCORE-uEDHOC, is a C implementa-
tion for constrained (and non-constrained) devices of the IETF protocols OSCORE
[23] and EDHOC [7]. More specifically, we use one of the provided samples that
implements a responder server that uses both EDHOC and OSCORE.

This SUT uses randomly generated keys, making it inappropriate for fuzzing. Ran-
domness is bad for fuzzing because of the inability to reproduce the same results
with the same seeds. If we replay a valid sequence of client requests for example, it
might fail to pass the server validation check, because each server instance is ran-
domized. Server responses are different between two runs, and the server expects
different requests. If we want the same requests to trigger the same behavior on the
server we need to de-randomize the SUT. That way, we will hopefully also be able
to reproduce any crashes and hangs we find.

The SUT relies on external libraries for cryptography. MbedTLS cryptographic li-
brary is the primary source of randomness. Protocol implementations rely on such
sources of randomness in order to be secure. But, in our case we need deterministic
operation. So, we removed the random source, replacing a system call used to fill a
buffer with random data, filling the buffer with predetermined data instead.

5.1.2 EDHOC-Fuzzer

EDHOC-Fuzzer [15] is a tool designed to analyze the implementations of the ED-
HOC protocol. This tool uses protocol state fuzzing to generate a close approxima-
tion of the underlying state machine model of an EDHOC implementation.

EDHOC-Fuzzer has an option to send individual abstract input sequences to the
SUT. It was also extended with another option to export the requests right before
they are sent to the SUT. If these options are used together, the tool can act as a
concretizer, converting the abstract input sequences to concrete ones that can be
used as seeds with AFLML or other fuzzers.
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TABLE 5.1: Options used for AFLNet

Option | Description

-P COAP | Use COAP as the application protocol to be tested
-m none | Disable memory limit

-D 50000 | Set Server initialization waiting time to 50000 ps

-q3 Set FAVOR state selection algorithm

-s 3 Set FAVOR seed selection algorithm

-R Enable region-level mutation operators

-E Enable state-aware mode

-K Kill the server after consuming all request messages
-W 50 Set response waiting time to 50 ms

5.1.3 AFLNet

Since AFLNet [5] requires a component with some knowledge of the protocol which
is used, we needed to extend it for EDHOC support. In order to add support for
another protocol, we had to implement two functions: one to separate concatenated
requests, and one to extract response codes from concatenated responses. This is
usually done either by finding a delimiter specific for each protocol or by finding
the message size from the header. But, this was impossible for EDHOC, since it
doesn’t support either of those. So, we had to modify AFLNet to handle messages
another way.

Originally, AFLNet uses raw files (concatenated messages) as seeds, while StateAFL
accepts input seed files in replayable format. This format precedes each message
with its size. Additionally, StateAFL features a generic function to separate buffered
requests, since replayable format eliminates the necessity of protocol specific imple-
mentations. So, we borrowed some code from StateAFL for these features, thereby
making AFLNet compatible with replayable format.

We also changed how responses are stored. Like requests, we precede them with
their size, allowing for iteration within a buffer with stored responses.

The response code of CoAP messages is stored in the second byte. With the sepa-
ration problem solved, we can easily extract the response codes.

We feed AFLNet with a single seed containing the EDHOC messages message_1
and message_3 followed by an OSCORE application message. This sequence corre-
sponds to a key exchange followed by an encrypted message exchange and it has
been concretized using EDHOC-Fuzzer.

The options we used are shown in Table 5.1.

5.1.4 StateAFL

We feed StateAFL [6] with a single seed containing the message_1 and message_3
followed by an OSCORE application message, just like AFLNet. Thanks to its ver-
satility, no modifications were needed.

The options we used are shown in Table 5.2.
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TaBLE 5.2: Options used for StateAFL

Option | Description
-D 50000 | Set Server initialization waiting time to 50000 ps
-q3 Set FAVOR state selection algorithm
-s3 Set FAVOR seed selection algorithm
-R Enable region-level mutation operators
-E Enable state-aware mode
-K Kill the server after consuming all request messages
-W 50 Set response waiting time to 50 ms
TABLE 5.3: Options used for AFLML
Option | Description
-m none | Disable memory limit
-D 50000 | Set Server initialization waiting time to 50000 ps
-q3 Set FAVOR state selection algorithm
-s 3 Set FAVOR seed selection algorithm
-R Enable region-level mutation operators
-E Enable state-aware mode
-K Kill the server after consuming all request messages
-W 50 Set response waiting time to 50 ms

5.1.5 AFLML

To create the seeds for AFLML, we first learn the uOSCORE-uEDHOC state machine
using EDHOC-Fuzzer. Then, using a script, we explore the possible traces through
the state machine and create abstract seed files based on these. Afterwards, we
concretize those seeds with EDHOC-Fuzzer, and use them as input.

The options we used are shown in Table 5.3.

5.2 Settings

Platform All the experiments were conducted on a server with four Intel(R) Xeon(R)
E5-4650 @ 2.70GHz CPUs and 128 GB of RAM running Debian GNU/Linux 12.4.

Number of Runs Despite our best efforts to de-randomize the SUT, there may
be still some randomness left. Also, the fuzzers are randomized. They apply ran-
dom mutations for example. In consequence, two runs of the same fuzzer may not
give exactly the same results. In order to minimize the impact of randomness, we
conducted ten independent experiments for each fuzzer. Each experiment runs on
an isolated Docker container using the ProFuzzBench [24] execution scripts.

Response Waiting Time The -W option configures the polling timeout deter-
mining the maximum duration the fuzzer will wait for responses. If this value is set
too low, the fuzzer may miss important feedback from the SUT due to premature
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timeouts. Also, misreported crashes can be increased. On the other hand, if this
value is set too high, it can decrease the number of executions per second, which in
turn negatively affects the fuzzer’s effectiveness.

How to select an optimal response waiting time is not obvious. We conducted ex-
periments with waiting times of 20 ms, 50 ms, and 100 ms. Our findings suggest
that a 50 ms waiting time is a good choice, striking a balance between performance
and accuracy.

Figure 5.1 provides a comparison of edge and line coverage across various waiting
times and fuzzers. Average crashes discovered by each configuration are depicted
in Figure 5.2.
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Chapter 6

Results

Using the setup we described, we run each fuzzer for 24 hours. We compare the
fuzzers in terms of accuracy of state machine generation, edge and line coverage,
and number of crashes found.

6.1 State Machine Comparison

First, we compare the three different learned state machine models of the SUT: the
EDHOC-Fuzzer model (Figure 6.1), the AFLNet model (Figure 6.2), and the StateAFL
model (Figure 6.3).

Since we use Active Automata Learning (AAL) for constructing the state machine
model for AFLML with EDHOC-Fuzzer, this is of course the most accurate model
and we will use it as a reference. It is shown as a Mealy machine (i.e., its edges are
annotated with labels of the form I/O showing relationships between inputs and
outputs), and contains four states in total (labeled 0 to 3). The other fuzzers indicate
the states and edges discovered by the initial seeds with blue and the rest with red.
State 0 represents the initial state in all models.

AFLNet creates a state for each response code. Its state machine has only three
states, labeled 0, 68, and 69. We observed that M2 and APPy have response code
68 (Changed) and MSGc¢ has response code 69 (Content). So, we can immediately
speculate that state 68 represents state 1 in the AAL model, because state 1 returns
M2, and state 69 represents state 3, because state 3 returns MSGc. The first message
in the initial seed, M1, discovers the edge from 0 to 68. So we can verify that state
68 represents state 1 in the AAL model. The next message in the initial seed is M3
and we would expect it to discover a state similar to state 3 in the AAL model. But,
it doesn’t yet because AFLNet relies on response codes for state discovery and the
sequence M1-M3 results in a timeout after M3 is sent. Instead, such a state, state
69, can be discovered later with the sequence M1-M3-M3 or M1-M3-M1 using the
a mutation that adds portions of the existing input. The last message in the initial
seed is APPg and it discovers the edge 68-68. Such an edge doesn’t exist in the AAL
model and its creation is a result of M2 and APPg having the same response code
and AFLNet not having discovered state 69 yet. The edge 69-68 is also a result of
the former. The edge 69-69 can be discovered using one of the following sequences:
M1-M3-M3-M3, M1-M3-M3-M1, M1-M3-M1-M3, M1-M3-M1-M1. AFLNet is also
unable to discover state 2, like state 1, because there is no appropriate sequence



6.1. State Machine Comparison 57

M2/¢

M3 /0

M4 /0
APPc/ 0
APPo / @
EMPc/ 0
ERRE/ 0
M3APPo /

M1/0

M2/ 0 Short Name | Full Name
M4/ M1 EDHOC_MESSAGE_1
APPc/ 0 M2 EDHOC_MESSAGE_2
APPo / ¢ M3 EDHOC_MESSAGE_3
EI}\{I;’EC / éb M4 EDHOC_MESSAGE_4
M3APPo / 6 ERR; EDHOC_ERROR_MESSAGE
M3APP, EDHOC_MESSAGE_3_OSCORE_APP
M1 / MSGc M1/ 1 APP, OSCORE_APP_MESSAGE
M2 / MSGc M2/ L APPC COAP_APP_MESSAGE
M3/ MSGc M3/ L MSGc COAP_MESSAGE
E\/II;*P/C Bfiglgc XII;*P/C f N ERRC COAP_ERROR MESSAGE
APPo / APPo APPo/ L EMPc COAP_EMPTY MESSAGE
EMPc / MSGc EMPc/ L NA UNSUPPORTED_MESSAGE
ERRe / MSGc ERRE/ L x UNSUCCESSFUL_MESSAGE
M3APPo / § M3APPo / L 7 UNKNOWN_MESSAGE
I SOCKET_CLOSED
Z] TIMEOUT

FIGURE 6.1: EDHOC-Fuzzer learned model of the SUT.

@ L)
»
FIGURE 6.2: AFLNet state machine model.

that returns a response code. For example, the sequence M1-M1-M1 results in a
timeout followed by a server shutdown.

Unlike AFLNet, StateAFL is less consistent with its state machine creation result-
ing in various models between runs that share some similarities though. The first
message in the initial seed, M1, discovers the edge from state 0 to state 1. The next
message in the initial seed, M3, does not discover a new state, probably because
the long lived memory content before and after the transition from state 1 to state
3 in the AAL model is similar. Instead, the last message in the initial seed, APPg,
discovers state 2, which resembles state 3 in the AAL model. Although the initial
state machine of StateAFL can be considered an improvement to the initial state
machine of AFLNet, StateAFL is later plagued by its algorithm creating duplicate
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FIGURE 6.3: StateAFL state machine model (partial).

states. There are a lot of ambiguous states with one incoming transition from state
0, the initial state, and no outgoing transitions. Although we can see that some parts
of the StateAFL state machine resemble the AAL model, in most runs there are du-
bious states and transitions. To sum up, StateAFL fails both to separate different
states and to create states that are all meaningful.

6.2 Coverage Comparison

Edge and line coverage were tracked over time for each of the three fuzzers using
the ProFuzzBench analysis scripts. AFLNet was evaluated twice, once without the
-E and -q flags, serving as a baseline to assess the impact of state awareness.

Edge and line coverage graphs are depicted in Figure 6.4. Their analysis indicates
that all fuzzers achieve near-maximum coverage within the first two hours, after
which the rate of coverage growth diminishes. The difference in their coverage
performance is insignificant.

Coverage percentages are not very useful, because a lot of the lines and edges are un-
reachable. For instance, uUOSCORE-uEDHOC server uses a lot of external libraries,
but not all of their functions. Still, coverage percentage graphs appear in Figure 6.5.

6.3 Crashes Comparison

AFL-based fuzzers, such as those evaluated in our comparison, categorize crashes
as “unique” if they exhibit different coverage profiles. To ensure the validity of these
crashes, we employ a script that filters out false positives by re-executing the re-
playable crashes and monitoring the output from the instrumented SUT. The SUT
utilized for this verification is the same we used during the fuzzing process and it
is compiled with AddressSanitizer (ASAN), which helps detect memory errors. We
analyze the AddressSanitizer summary, which contains details about where and
how the program crashed, as an indicator of crash diversity. An example of an
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FIGURE 6.4: Code coverage of the different fuzzers over time (absolute
numbers).

AddressSanitizer summary is provided in Figure 6.6. We refer to crashes with dif-
ferent summaries as "distinct". Distinct crashes have a higher probability of being
associated with separate bugs compared to “unique” crashes. The average (over
10 experiments) “unique” and "distinct” crashes are shown in Figure 6.7. AFLNet
without the -E and -( flags serves as a baseline.

AFLML demonstrates superior performance in terms of being able to discover most
unique crashes. The difference becomes pretty clear after the first ten hours, post
which there is a gradual decline in the performance of other fuzzers. Among the
other fuzzers, AFLNet performs best and baseline performs worst. However, the
performance gap between AFLNet, StateAFL and baseline is relatively small.

In the first three hours, baseline, AFLNet, and AFLML demonstrate comparable per-
formance in the discovery of distinct crashes. However, the performance of baseline
and AFLNet gradually deteriorates over time, and AFLML eventually outperforms
them. When it comes to crash diversity, baseline and AFLNet exhibit similar perfor-
mance. In contrast, StateAFL lags significantly behind, managing to discover only
a single distinct crash. This could be attributed to the misleading state machine it
creates.
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SUMMARY: AddressSanitizer: SEGV (/1lib/x86_64-linux-gnu/libc.so.6+0xbbaeb)

FIGURE 6.6: AddressSanitizer summary

In total, we detected ten distinct crashes. Five were only detectable by AFLML,
while three of those were detected only once. One distinct crash though, that was
detected in some runs by AFLNet and baseline, was undetectable by AFLML. Also,
AFLNet consistently missed a distinct crash, that was detectable by baseline. Only
one distinct crash was detectable by StateAFL.
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Chapter 7

Conclusion

This thesis has explored and experimentally evaluated some variations of stateful
fuzzing, a specialized form of fuzz testing that considers the state of the system being
tested. The study was centered around a novel approach where the underlying state
machine model of the system under test is learned before the actual fuzzing process,
rather than during it.

The results showed that learning the underlying state machine model of the sys-
tem under test before the actual fuzzing process can lead to more accurate and
efficient fuzz testing and improve the fuzzing performance. However, it was also
found that each fuzzer involves tradeoffs and has its place in the toolbox. For in-
stance, StateAFL does not require any modification and works out of the box, while
AFLNet gives slightly better results with minimal modification. AFLML gives the
best results, but its setup requires a model learning component that is protocol spe-
cific.

We also pinpointed specific areas of improvement for certain fuzzers. For instance,
StateAFL constructs a state machine that is not entirely accurate, which in turn neg-
atively impacts its performance. On the other hand, AFLNet struggles with handling
timeouts, suggesting that it might be beneficial to treat timeouts as response codes.
These insights underscore the complexities involved in designing fuzzers that strike
a balance between high performance and ease of use.

Furthermore, we conclude that more testing needs to be done to evaluate the im-
pact of stateful fuzzers. Evaluating fuzz testing tools with accuracy and consistency
poses a formidable challenge, especially considering the ongoing evolution of tech-
niques and the integration of increasingly complex features settings into these tools.

As software systems continue to evolve and become more complex, the role of
fuzzing in maintaining software reliability and security will only become more crit-
ical. This study has made some (small) contributions to the field of fuzz testing. We
hope that future research will continue to build on these findings to further improve
the effectiveness and efficiency of fuzz testing.

Future Work

Stateful fuzzing is an evolving field with numerous opportunities for future re-
search. The following points outline potential directions for advancing the field:



Chapter 7. Conclusion 63

+ User-Friendly Tooling: Developing user-friendly interfaces and documen-
tation for stateful fuzzing tools can lower the barrier to entry for new users.
Efforts to create more accessible tools will help in the broader adoption of
stateful fuzzing practices.

+ Fuzzing as a Service: Exploring the concept of "Fuzzing as a Service" could
make advanced fuzzing techniques more accessible to a broader audience.
Developing cloud-based platforms that offer stateful fuzzing capabilities could
make it easier for developers to adopt these methods without the need for
specialized in-house expertise.

« Optimization of Fuzzing Strategies: Investigating various fuzzing strate-
gies and their effectiveness in different contexts can lead to the development
of more efficient fuzzing processes. This includes the study of adaptive fuzzing
techniques that can dynamically adjust based on the feedback from the sys-
tem under test.

+ Integration with Other Testing Techniques: Combining stateful fuzzing
with other testing methodologies, such as protocol testing using symbolic
execution (e.g., [25, 26]) or static analysis, could yield interesting results. Re-
search into the most effective ways to integrate these techniques would be
beneficial.

+ Protocol-Agnostic Design: To enhance the versatility of stateful fuzzing, fu-
ture research could focus on creating protocol-agnostic protocol state fuzzers.
These fuzzers should be capable of handling a wide range of protocols with
minimal configuration. This involves developing generic algorithms that can
infer the state machine of the SUT, regardless of the underlying protocol
specifics. Such a design would simplify the process of adapting the fuzzer
to new or custom protocols.

« Enhanced State Machine Learning: Future work could focus on improving
the algorithms used to learn state machines before fuzzing. This includes the
development of techniques that can more accurately capture complex appli-
cation behaviors and states, as well as methods to reduce the learning time
without compromising the quality of the learned state machine model.

« Machine Learning (ML) and Artificial Intelligence (AI) in Fuzzing: Lever-
aging advancements in ML and Al to enhance stateful fuzzing could be a sig-
nificant step forward. This might include using Al to predict the most likely
states where vulnerabilities may exist or to optimize the fuzzing process itself.

By addressing these areas, the field of stateful fuzzing can continue to grow and
contribute to the enhancement of software security. The ultimate goal is to create
a safer digital environment by systematically identifying and mitigating potential
vulnerabilities.
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