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Abstract

The Internet of Things (IoT) era is here, with the number of internet-
connected devices expected to hit over 75.4 billion by 2025. These devices
create lots of data that help us understand and control our environment
from afar. Traditionally, the systems managing this data have been closed-
source and outdated by the time they’re widely available. Now, cloud-native
technologies and virtualization make it easier and more efficient to manage
IoT systems. Kubernetes, a key tool, helps make building and maintaining
IoT infrastructures simpler and less manpower-intensive.

This thesis explores the design and implementation of an IoT system using
distributed technologies deployed on Kubernetes, an open-source framework
for automating container application management, deployment, and scal-
ing. It discusses the need for efficient processing and management of large
data volumes generated by numerous [oT devices and how implementation
through Kubernetes offers a flexible and dynamically scalable solution. Ad-
ditionally, it examines technologies like MQTT for efficient message transfer
and Apache Kafka for real-time data processing and storage. It also ana-
lyzes the importance of using distributed systems to improve performance,
scalability, and resilience compared to centralized systems, as well as the chal-
lenges encountered in managing distributed data and achieving consensus in
such environments. Finally, it presents suggestions for future work, includ-
ing automated scaling, monitoring metrics, continuous integration/delivery
(CI/CD), and the extensive implementation of security techniques.

Keywords: Kubernetes, IoT, Distributed systems, Microservices, Systems
Design, Data-driven microservices, Kafka, MQTT, Smart Home, Cloud com-
puting, Containers, Energy Consumption.



Hepiingn

To Internet of Things (IoT) etvou €86, pe Tov apliud TV GUVBEBEUEVLY 6TO
OLOBIXTUO GUOHEVHY VoL aVOEVETAL VoL EETEPATEL Tl 75,4 Bloexatoppdpla €6S TO
2025. Autéc oL ouoxeuég BnuoLEYoLY TOAAG dedouéva Tou pag Bondoly va
XoTavoicoupE xou var eEhEYEoupe To TepBdhov pag amd poxetd. Tlopadootaxd,
Tot oLOTAUATA TToL BtayelpilovTar aUTE Tor SEBOUEVAL HTOY HAELGTOU XWOOXOL Xl
Eemepaopéva xaTd TN o TLYUT| Tou €yvay eupéwg dtadéowa. ITAgov, ol Teyvolo-
yiec cloud-native xou containerization xadiotoOv moO €0XOAN XoU AmOTEAECUA-
Tixr) T Suyeipion twv cuotnudtwy IoT. To KuBepveteg, éva facixd epyalelo,
Bondd oty amhoVGTEUCT] TNG XATUAOKEUTS XAl CUVTYENOTS TwV uTodouwy IoT
x(dvovTag T dladxaoiar AyOTEQO EVTUTIX OE EPYUTLXY) DUV

Auth 1 SatelBr] e€epeuVd TOV GYEBLIGUO Xon TNV UAOTOINGT) EVOS GUG THUA-
to¢ IoT yenoiuomolwvTag dlaveunueveg TEYVoloyieg oL avamTUGCOVTUL OTO
Kubernetes, €va avourytol x@dwa mhaicto yia Ty autopatonolnon tng Oloye-
fptong, NG avamTLENG X TG XAUEXWOTG EQUPUOY®Y ot containers. Mulntd
™V ovdyxn o amoteheopatiny| eneéepyacion xon dloyelplon UEYIAWY OYX®Y
0edopEVLY Tou TapdyovTon and Tohudpwiuee cuoxeuvéc ToT xan e 1 vAomo-
{non péow tou Kubernetes mpoogépet piar euéhixtn xon SuvoLxd XAUAXOVUEYT
Aoor. Emniéov, e€etdlel teyvohoylec 6mwe o MQTT yio amoteheoyatixny pe-
Tapopd unvupdtey xou To Apache Kafka yia tnv enelepyacio xan anodrixeuon
OEBOUEVWY OF TRy UaTIXG Yeovo. Avallel eniong tn onuocio Tng yerong dlove-
UNUEVLY CUCTNRATWY Yo TN BeATinon Tng amddoone, TNG XAWXWONG XL TNG
oVIEXTIXOTNTAC OE GUYXELOT) UE TU XEVTPIXOTIONUEVA GUGC TAUATOL, XoME XL TIG
TEOXATOELC TTOU GUVOVTWVTAL GTY| 0Ly Elplon) DIUVEUNUEVKDY DEOOUEVWY XaL TNV
eniteuln ouvaiveorng oe tétowa tepBdihovta. Télog, Tapouoidlel TpoTdoeLS yio
uehhovTint| epyaoia, CUUTERLAUUBAVOUEVNE TNG AUTOPATOTIOMNUEVNG XALUAXODOTNS
(autoscaling), Tou monitoring uéow metrics, tou continuous integration/de-
livery (CI/CD) xat tng extetopévng LAOTOINGNG TEYVIXOY AGQUheioC.

Keywords: Kubernetes, IoT, Kataveunuéva Yuotiuata, Microservices, Sys-
tems Design, Data-driven microservices, Kafka, MQTT, "E€unvo Xnit, Cloud
computing, Containers, Kotavédhworn Evépyetac.



Preface

This thesis summarizes my work at the EPU lab located in NTUA during
my last semester of studies. It marks the culmination of my work during the
past 5 years as an Electrical Engineering & Computer Engineering student.
Although the subjects I completed concern a broader engineering spectrum,
my specialization concerns software engineering, computer systems and Ku-
bernetes.

To follow this path, there were some people that played a key role and
whom [ would like to thank. First of all, I would like to thank Vangellis
Marinakis for trusting me and offering me a place at the lab, providing me
with the opportunity to work on this project. I am also grateful for Elissaios
Sarmas and Vasilis Michalakopoulos who provided me with all the needed
guidance and assistance when I needed it. The two people that I worked
closer with for this project were Fillipos Serepas and John Papias, whom I
would like to thank especially for the help, the calls and for trusting me to
'break’ things. The story on how I ended up learning about Kubernetes is
longer than that and for obtaining all the basic skills and confidence in this
field I would like to thank the people of Arrikto and Vaggelis Koukis.

Last but not least, I would like to express how appreciative I feel about
studying in this university and along many talented people that I now call
friends. Isaved thanking my family for last, for the love they always provided
and the shaping of my character. I dedicate this work to them.

Nikolas Bellos

NTUA, Athens
29nd February 2024



Contents

1 Extetopevn EAAnvixn HepiAng

LI EBwoayoyd .. ... ... ... ... ... ...

1.2 Ilewoopotid HepBarrovf. . . . . . ..o 0o
1.3 Xyeowouoc OTONOM .+ . « . . . ..

1.4 Anoteréopora &AZwohdynon . . . . . . . .. ..

[3 Background & Related Work|

(3.1 Internet of Things (IoT) . . . . . ... ... ..
(3.2 MQTT Protocol|. . . . ... ... ... .....
[3.2.1  Message Topics| . . . . . .. ... .. ..
[3.2.2  Message Structure] . . . ... ... ...
L‘i.;i g:g)llt}ilillf:lﬁl .....................

3.5 Kuberneted . ... ... ... ... 000

[3.0.1 Components of Kubernetes|

3.5.2  CRD (Custom Resource Definition )|

3.5.3 CNI (Container Network Interface))

354 Servicesl . . . ... ...

[3.6  Distributed Systems| . . . . ... ... ... ..

[4  Design &Concepts|

4.1 EHS Architecturel . . . . . . ... ... ...
[4.2  Why choose Kubernetes| . . . .. .. ... ...
4.3 MQT'T Broker|{. . . . . . ... ... ... ....

[4.3.1 Choosing an appropriate MQTT Broker|




441 Distributed Kafka Cluster architecturel . . . . . . . . . 44

4.5 MQT'T to Katka Connector] . . . . . .. ... ... ... ... 45
4.6 Katka Connect] . . . . . . ... ... .. oL 47
4.6.1 Task Rebalancingl . . . . .. ... ... ... ... ... 47
462 Workerd . . .. ... ... 48
4.6.3 Connectors . ... ... ... ... ... 49
464 Converters . . . . . . . . . . . ... 49
[4.6.5 Schema Registryl . . . . ... ... ... ... .. 50

4.7 Kafka to TimescaleDB Connector] . . . . . . ... ... .. .. 51
4.8 TimescaleDB / Postgresqll . . . . . ... ... ... ... ... 52
[4.8.1 Replicationl . . . .. ... ... 53
482 Failoverl . . . . ... oo 54
[4.8.3 GraphQL{ . . .. ... ... ... 55

[4.9 Deployments|. . . . . . ... ... .. oL 55
[4.10 How we expose the services| . . . . . . ... .. ... .. ... 57
41T HELM Charts . . . . . . . .. ... 58
[> Implementation| 60
BI TInfrastructurd . . . . . . .. oo 60
[5.2  Kubernetes Setup| . . . . . . . . ... 60
(5.3 Dynamic Provisioner| . . . . . . ... ... ... ... 61
(5.3.1 Deployment Instructions . . . . . . ... ... ... .. 62
[5.3.2 Usage Instructions| . . . .. ... ... ... .. .... 63

[p.4 MQTT Broker (HiveMQ)[. . . . . ... ... ... ... ... 63
[>.4.1  Deployment Instructions| . . . . . . . . ... ... ... 64
.4.2 Usage Instructions| . . . ... ... ... ... ... .. 64

[5.5  Messaging Broker (Apache Kafka)[. . . . ... ... ... ... 65
[5.5.1 Deployment Architecturel. . . . . . . . ... ... ... 66
[5.5.2  Deployment Instructions| . . . . . . .. ... ... ... 66
[>.5.3 Usage Instructions| . . . . ... ... ... ... .... 69

.6 MQT'T - KAFKA Connector|. . . . . ... ... ... ..... 69
[5.6.1 Deployment Instructions . . . . . . ... ... ... .. 69

[5.7  Kafka Connect (with Timescale connector) . . . . . . . . . .. 70
[5.7.1  Deployment Instructions| . . . . . . .. ... ... ... 70

(.8 TimescaleDBl . . . ... ... oo oL 73
[>.8.1  Deployment Instructions| . . . . . . .. ... ... ... 73
[5.8.2  Usage instructions| . . . . . .. ... ... ... .... 73

[5.9 Cert-manager| . . . . . . . .. ... L 74
(5.9.1 Deployment Instructions| . . . . . . .. ... ... ... 74
[>.9.2  Usage Instructions| . . . ... .. ... ... ... ... 74




[5.10 Rest of components (Grafana, Hasura, Keycloak, Frontend, |

| Backend)|. . . . . ... 76
[6 Testing &Evaluation| 77
[6.1 Experimental Setup|. . . . . . . ... ... ... ... 7
[6.2  Performance Analysis|. . . . . . ... ... .. ... ... ... 78
[6.2.1  Message Throughput| . . . . . .. ... ... ... ... 78

622 Resultsl. . ... .. ... 81

[6.3  Resource Management| . . . . . . .. ... .. ... ... ... 82
[6.3.1 Required resources] . . . . . . ... ... .. ... ... 82

[6.3.2  Resource optimization| . . . . ... .. ... ... ... 84

6.4 Network Bandwidthl . . . ... ... .. .. ... ... .... 84
(7__Conclusion &Future work 86
[7.1 Conclusions . . . . . ... .. ... 86
[7.1.1 Research Question 1| . . . . ... .. ... ... .... 86

[7.1.2  Research Question 2| . . . .. .. ... ... .. .... 87

[7.1.3 Research Question 3| . . . .. ... ... ... ..... 88

(.2 Futureworkl . . . . . ... ... ... 89
[7.2.1 Autoscalingl . . . . ... ... ... ... ..., 89

[7.2.2  Monitoring metrics| . . . . . ... ... ... ... 90

[7.2.3 CI/CD pipelinel . . . . .. ... ... ... ... . ... 90

[7.2.4  Separate production and development pipelines| . . . . 90

[7.2.5 Stress testing ot each component separately|] . . . . . . 91

[7.2.6 More Noded . . . . .. ... .. .. ... ........ 91

[7.2.7 Ingress Controller as a Daemonset| . . . . .. ... .. 91

[7.2.8  Extend device support to LoRa WAN|. . . . . . .. .. 92

[7.2.9 Deploy a Data Lake. . . . . . ... ... ... ..... 92




Nomenclature

Al Artificial Intelligence

CI/CD Continuous Integration / Continuous Development
CPU Central Processing Unit

DNS Domain Name System

EHS Energy Home System

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure
[oT Internet of Things

ML  Machine Learning

MQTT Message Queuing Telemetry Transport
SQL  Structured Query Language

SSL Secure Sockets Layer

TCP Transmission Control Protocol

URL Uniform Resource Locator

VM  Virtual Machine

WAL Write Ahead Log

YAML Yet Another Markup Language



Chapter 1

Extetopevn EAAn VXN
HeptAngm

1.1 Ewaywyn

H enoy tou Awodixtiou towv Hpoyudtwy (IoT) éyer Eextviioet xan Yo ebvan
ONUAVTIXA Ylol ToL ETOPEVL YEOVIA.  ALCEXATOUUPLY CUOXEVES €lvar 1|01 CUV-
0edEUEVEC OTO BLadixTLO, PE TOV aEtlud TOUg Vo TEOPBAENETOL Vo EEMERAOEL Tol
75.4 Soexotopudpla €mg to 2025. Auty 1 adinom otov oprdud TwY CUCKELWY
IoT odnyel cuven®e o YEYUAITEPOUS GYHOUS DEBOUEV(Y TIOU TOQREYOVTOL XOl
enelepydlovTon YLol THY OmOXTNOT TANEOPORLOY YLoL TOV XOGHO YVRM oS ol
TOV EAEY YO TOL amod Yoxeld. TTdoYEL GUVETC, OVAYXT| Yo EXTETAUPEVT] EPELVAL
otV avanTudn cuoTNUdTwy Tou Va eneepydlovtar xou Yo avahlouy auTd ToL
0edopEVAL OE PEYAAN xA{orTaL.

YNy mopoVoo BLUTEBY, TELQUUTIC TAXAUE UE TOV OYEDLCUO Xou TNV oflo-
Aoynon evoe cucthuatoc IoT Baciouévou oto Kubernetes, yenowonouwwvrag
TEYVOAOYIEC ovVOLYTOU XWOWXO TTOU AELTOURYOUV XUTAVEUNUEVA GE OAT) TNV ohu-
oldol TwV EMPUEPOUC AELITOLRYIXWY XOUUOTIOV. AUTEC oL TEYVOLOYIES €YOLV WEL-
UBoEL AEXETE YioL VoL ElVo G TOIERES VLol TOROY WYIXOUE OXOTIOUE, ETULTOENOVTOS OF
ONOEVAL X0 TIEPLOGOTERN GTOUA VO TIC YENOWOTOW00V %ot Vo Tetpopatilovton Ue
auTéC, ywplc va Pactlovtal amoxAElo TG OE EUTOPXG AOYLOWIXO ATd THEOYOUG
cloud.

Hoapdhhnha, xaddC AUTES OL XUTAVEUNUEVES XAl XALUUXWOLIES TEYVOAOYIES
yivovtar o otodepéc xou mpooBdotues, N yenorn Twv cuoxsuwy IoT yia Ty
XAUTAVEADOT) EVERYELNG ALEAVETAL YRTYORA AOYW TWV TEOCTAVELDV UG VoL oV TL-
UETWTICOUUE TO TEOBANUL TNS AVETUEXOUE EVEQYELAXHC ATODOONC OTIC UEYIAES
TOAELS XA TIG EYXATUAC TUGELS TTOU XATOUVOAWVOLY TTOAA evepyela. Ta cuothua-
o IoT Vetouv va yivouv 6c0 mo oyetind yivetor yia opddeg ouoUnThpwy e



eninedo TOANG Vo AELTOLEYOLUY OWO T, ARG XU YLt UEYSAEC TOGOTNTES OEBO-
UEVWY TTOU GUAAEYOVTAL OO oUTOUEC XOL YENOWOTOLOUVTAL YO LOVTEAN ) AVL-

xS pdinone.

1.2 Iletpopatixd IlegiBdAAov

Ou umohoyioTixol tdpoL Tou BLadETUUE Yo TOV OYEDIAOUO XL TNV UAOTOL-
O TOU TAUEOYTOS GUG THUATOS OmOTEROVUVTAY amd 3 OUoYEVElS xoufBoug (dnhadt
virtual machines) to omolar Yytav eyxoteotnuéva oe dixéc pog umodopés (on-
premise). Kdde évo anéd ta 3 autd VM hertoupyoloe pe 2 CPUs, 10GB RAM,
1TB anodnxevtind yweo. Kdlde VM Aeryoupyoloe mdve and évo Hyper-V
hypervisor xo etye Aertoupywd Ubuntu Server 22.0. To 3 autd pnyoviuo-
Ta ETpEy AV 0T0 {Blo ToTO BixTuo pe Static IP wote va elvon €towa yia Ty
eyxatdotaor tou Kubernetes oe autd.

To Kubernetes eivan container orchestration framework nou emitpénel tny
ovdmTuEn xan Odlovouy| Twv containers ot TOAAEC QUOXES UNYAVES, ONULOUE-
YOVTAC EOVIXE dixTuo HETOEY otV xat dlaryelotlovTde Tar omd Wiar eviodor Bta-
o0VOEDT).

To 3 pmyavidata yowelotixay o€ autd tou emiterel T Aeryoupyla Tou Master
x0uPou xa oo utolowta 2 T ontola amotehovy Toug Worker xéufoug, axolou-
YdvTog To ®xhaooixd master-slave pattern mou cuvavTdTOL OTIC XATUVEUNUEVES
opyttextovég. Ou umodouée auTég amoTe oY €va eNdyioTo apiiud xOUBwy
TPOXEWEVOU VO UNOTIOLACOUUE €VOL TETOLO GUG TN X0k EVAL ATt TUL UELOVEXTAUA-
Ta ebvon OTL, ylor ToRAdELY A, OntovpyolvTon single points-of-failure yio tnv
EVORY O TEWOT] TWV ECHTEPIXMY AELYOLRYLOY. X1 Tep(ntwon mou Yo Véhaue
va doooupe éugoon oto high-availability (HA) tou cuotiuatoc, Yo énpene vo
TEOGVEGOLUE TEQIGOOTEQOUS PUOLXOUS XOUBOUS (67])\&87'] VMs) oo cluster Viels
XL EMOPEVLS Xou xdmotov emnAcov Master xéufo.

H opyitextovix] Tou GUOTAUATOS UAS X0k O DLOYWELOHOS UE Bdon oL Yopo-
xtnetoxd tou Kubernetes gofveton 610 mopondte Sudrypauor :
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Figure 1.1: Apyttextoviny| Tou Kubernetes

1.3 Xyediaocudc & YTAomoinon
‘Eyoupe ¢ otéyo va oyedidoouue éva oOoTnua mou AauBdver unvouota
MQTT oamd molhamhole aoUnTrheeg TaUTOY POV Xt To DLavVEUEL OE OLAPOPES
uxpoinnpeoiec. Enopéviwe, To mp®Tto GToyElo TOU TEETEL VoL YENCUOTOLACOL-
ue etvan évac MQTT Broker. Emiéyoupe vo amogiyouue ) An tov e-
oepyOpEVLY unvuudtwy ancuieioc ye 1o Apache Kafka, yio vor peidoouue tov
POPTO TOL XOU VO UTOPEGOUNE VoL HETATEEPOUNE ToL BEBOUEVOL TWV UNYUUTGLY

T @tdoouy otoug Kafka Brokers.
O muprvag tou cuothuatéc wag eivon o Kafka, mou enelepydleton xon amo-
Unuelel Oha Tor Bedouéva Tou TEogpyovTan amd Toug acinthces. Kdlde prvupa

Eexvder and tov MQTT Broker, otn cuvéyela nepvder and ula mpoene€epyo-
ola, eloépyeton otoug Kafka Brokers xou amd exel amodnxedeton o nohhamAég



Bdoeic dedouévwy puéow twv Kafka Connectors. Ou Kafka connectors tpéyouv
uéow tou Kafka Connect, wo cupPBats| ye to Kafka Ao yio tnv vionoinon
UETAPOPOY BEGOUEVWY LPNATS ambddoong amd xou meog To Kogpxa.

Yy meplntwot| yog, €youde 3 xUploug TUTOUS BACEWY BEBOPEVLY OTIOU
Yéhouue ta dedouéva mou mpoépyovial and Tov Kafka va amodnxedovtan. 'E-
YOUUE i Bdom Bedopévwy oelpmy yedvou 6mou Yélouue vo anolnxelcouye
OEDOMEVAL UOVO YLOL EVOL GUVTOUO YEOVIXO DLEG TNUOL YL VO UELWCOUNE TOV QORTO
oo TNV (EVTEWT| BAOT BEBOUEVWV TEAYUXTIXOU YEOVOU Yo BEDOUEVA CELPGY
yeovou. (H Aidm dedopévwy amd ) Bdon BeBOUEVWY GERMOY YpOVOL TEaYHTO-
motefton amd par avdmtuln Hasura mou yenowonoel GraphQL yio va exteréoel
TOL EPWTAUNTA OEQOUEVMV XL VO QUTOUOTOTOOEL T1) Olodixacior dnutovpylag
API [1]). ¥tn ouvéyew, éyoupe pa Bdon dedopévmv no-sql ue oxond tny amo-
VA%ELOT CUYHEVTEWTIXWY BEBOUEVWY amd Toug aoUnTripes. Ou cuveyels poég
OEDOUEVY CUYXEVTPMVOVTAL, Yo Vo amogeuyJel 1 amoidixcuon neplocoTepwy
TANEOPORLOV Ad OOEC YEEIALOVTOL, XOL XUTOYedpovToL Uoviuo ot Bdon Oe-
dopévewy no-SQL. Téhog, ypeewaldpacte €vory GUVOLUCUO TWY BUO TORUTAVE
Bdoewv 6e00UEVLY Yia Vol amo¥NxElooUUE Ghol To OEOOUEVA XOl To HETAUOESOUE VY
TV woINTALOY oL Utopolv va yenotuonotndoly yio TNy EXTaUdEVoT) EVOS [o-
vTéhou unyovixic pdinone. ‘Etot, npénet vo avantdloupe yior AMuvr Bedopévev
(datalake) e mol0 meptoabTERD YDEO amoBrixeuone amd TIC UTOAOLTES.
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Figure 1.2: Apyitextoviny| Tou IoT cuothuatog



‘Evac MQTT Broker eivou évo mpdypopua 1) tior cucoxevy| tou Bactleton 610
mewtoxorlo MQTT xou Aertovpyel we tayudpoucio YeTal) BNUOGIEUTOY XaL
ouvopount®y, eve évag MQTT Client efvar éva mpdypoupa mou eite oTEAVEL
elte hoPBdver pnvopata and tov MQTT Broker. Kdée prvupa mepléyet dedo-
uéva wpéhuou goptiou (payload), éva eninedo vnnpesiog mowdtntog (QoS), éva
o0Voro 1B0TATWY xou éva Gvopa Yépatog (topic).

O MQTT Broker amodnxelel tor dedouévar oTn uvrun, Wio ETAOYH TOU
ETUTEENEL T OTEPES AELTOLPYIEC VY VWONG %ot EYYPUPHS, TTEAYUX CTUAVTLIXO
yioe T0 yeptopd unvupdtoy MQTT. ©éhoupe o MQTT Broker va Aettouvpyet
HOVO WG EVOIIUECOC YLoL ToL BEDOUEVY TWV AoV NTHEWY.

[N tepantépe dlathenon GAwY Twv unvupdtony, cuvdéouue 1o HiveMQ Clus-
ter ye éva Kafka Broker Cluster, to onolo unopel vo duayeipio tel ueyohitepeg
OURES UNVUHATOY %ot Vo BLTNEEl Tor DEBOUEVAL Yol UEY AN TEQX YPOVIXSL OLUC T
oL

DISTRIBUTED MQTT BROKER
DIAGRAM

Kafka Broker
g MQTT Broker

, el (N N
---MQTT:--» session data—=| \
Q ‘ @‘

MQTT Broker MQTT Broker

Figure 1.3: Audrypouuo Tou xataveunuévou oyediaopol twv Kafka Brokers

‘Eva xotaveunuévo cbotnua omwe to Kafka, yia vo Aertovpyel, mpémel v
yet UdmMAY SrodeotudTnTo Xan avdexTIXdTNTA o€ opdhdata. AuTtodg ebvan 0 Adyog
Yot Tov onoio xde Vépo avanapdyeton o tohholc peoitec (Kafka Brokers). 'E-
vog amd auTtoUg Toug evepyolg eotteg Yo etvon uteduvog Yo TNV avTamdXELoT

10



OTOL UTAPOLTA YO TO GLUYXEXELIEVO Vépa o Yo dnhewdel wg Leader. Ot undhot-
ot Yo dnhewdodv we avtiypagpa (replicas). ‘Onwe pmopel xavelc vo urtodéoet,
oe nepintworn mou o Leader dwoxonel tn Aettovpyla Tou, Eva amd Tor avtlypopor
exhéyetar ¢ véog Leader xou 1o Kagxa ouveyilet va e€umnpetel outrdato Ye
eNdytoTo YedVO dlaxomic Aettoupylag.

AvantiZope to Kafka pe to KRaft, avti yio to Zookeeper, to omoio dev
omoutel TNV avdmtun emmiéov Pods xan dnioveton ¢ production-ready umn-
eeoto. ‘Eva and to xadrxovto tou Kraft etvar 1 exhoyn apynyod yetald twv
olupopetxeyv Kafka Brokers.

KAFKA BROKERS CLUSTER

Replicas
Leader R \
\

NE ME AF /)
[

=

OO OO

TOPIC A

s — R | | R
orc ¢ ——({ CRERRPOO ) | | (@e%Re0e ) | || (Cooooo
\_ J

BROKER 1 BROKER 2 BROKER 3

Figure 1.4: Awdrypouua xatoveunuévou oyediacpod tou Kafka

Emié€ope vo dnuiovpyroouue évay mpooopuocuévo Connector yio T Ue-
Tapopd unvupdteny and to cuumieypoa MQTT Brokers oto cOumheyua Kafka
Brokers. Auth n emhoy?| yiveton xupledg Yo vor €0UpE PEYOAITERO EAEYYO GTA
UNVOUOTO TOU TEOERYOVTOL oo TIC CUOXEVES. ALUPORETINEC CUGKEVEC UTORE!
VoL GTEAVOUY UNvOUAToL UE BLopopeTIXES BoUég avdloya ue to firmware. 'Etot,
YEEWCOUAOTE THO AETTOUEQRT] XWOXOL YIol VO Tal ETMECEQYUG TOUME XOL VoL TOL [E-
Tateéoude 0TV XatdhANhn popet|. Emmiéov, Y€houue Vo TEROUATIO TOVUE UE
€vay To amAO TEOTO 0PI OVTLOG AUTOUATNG XAUAXWONS, YETOLOTOWWVTIS EVOY
omAG QUTOUATO XAoXwTY|, o€ avtileon ue to Kafka Connect.



DISTRIBUTED MQTT TO KAFKA CONNECTOR
DIAGRAM

MQTT to KAFKA
Connector

MQTT Broker Kafka Broker

)
-”-MQTT--~>

’
ROUND-ROBIN ~~

$SHARE/GROUP/TOPIC

Figure 1.5: Audrypopua xataveunuévou oyedtaopol tou MQTT-Kafka Connec-
tor

‘Eva tpwtapyixd medlo yenone twv dedouévewy mou e€épyovial amd Toug
Kafka Brokers eivou 1 yprion toug w¢ 0edopéva ypovooelpds, 1 onola Yo a-
Teovi{eTal UEOW XATIAANADY Yoapnudtwy xat o Yenowlonoteiton yio TNy €-
EaywyY| CUYXEVTPWTIXGY ThAnpoopldy. Emhéaue tnv Timescale yio tn Bdon
OEDOUEVWV GELRWY YEOVOU [ag, 1) omolo eivon pLor enéxtaot Tng Bdong dedoUévmy
PostgreSQL o unopel vo Aettovpyrioel e xataveunuevo tpomo. H xdpla Aet-
Tovpyla auTAC TNG Bdong Bedouévwy elvar Vo SlatnEel BEBOPEVA OE TEAYHATIXG
Yeovo and acUNTrhees, xuplwe Yo vor TPOPodOTEL TN YpapIxT| BLUGUVOEST) TNG
EQOPUOYNC. AUTO UOC ETUTEETEL VO UELWOOUUE TO QopTio amd tnv xdpla o
OEOOUEVWY MO X0l ETEONG VoL ATOQUYOUUE TNV UOVYIT omoUAXEUCT| TOAD AETTO-
UEQOY TATROPOELOY OYETIXY UE TOUG aoUNTARES.
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Streaming
_ — — Replication
’” -

Figure 1.6: Awdrypouua Tou xatoveunuévou oyediacpol tne timescaledb

1.4 Amnoteiéocpata & Aiohdynon

YNy mapoxdTey eVOTNTO €0TIACOUUE OTNV IXAVOTNTA TOU GUOTAUATOS VA
otoyetplletan apxeTd LYNAY| POT) UNVUUATELY YwElS BlaxoTéc.

Ipoxewévou va ueTpricouue TNV anddoon tou urnocusthpatog MQTT-to-
Kafka and dxpn oe dxen, nporypotonotioaue Aoxipéc Emddoewy Poptiov (Load
Testing). Tt xdde ortoryeio tou unocuotAuatoc (MQTT Brokers, MQTT-
Kafka Connector, Kafka Brokers) avantiaye tov eldytoto duvatéd oprdud
epgavicewy, mou ebvon 2. o autée Tic 2 eugavioeic xdde otovyeiou, Vélouue
vo. YeTpriooude TNy eopor| poric Yl toug MQTT Brokers xou tnv expor| poric
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v Toug Kafka Brokers.

Eneldy) oheg ou doxyleg elyov TOAD TapoUoLa amoTEAECUATA, AT YEUPLXY)
drodr), mopouotdlouUe To AMOTEAEOUATA Yio TNV TEAeUTaio omd TIC BOXYES, 1|
omola elye poY| mepimou 365 unvupdteny avd dSeutepdAETTO.

Message Throughput Over Time

370

365 -

360

355 A

Throughput (messages/second)

350 A

345 A

T
0.5 1.0 1.5 2.0 2.5
Time (seconds)

Figure 1.7: Por| unvuudtov and tov Kafka Subscriber

Eotdoaye enlone otnyv mapathenon tne xotavdiwone topny and o Pods,
Ta omolot AVTITEOCKWTEVOUY TA AVATTUYUEVA oTolyeld 0T0 cUoTNUd Joc. E-
mAéCaue va apaxohovdficoupe Tor xOptar oTolyela Tou pipeline eneéepyaoiog
UNVUUETWY UaS, TEMOTOV EMEWY oUTd HoG Aoy 0Ao0Y TEQIOCHTERD OE QUTHY
NV epyooio xou BedTEPOV ETELDY| Yia AUTA EYOUUE TEQIGTOTERO EAEYYO ETL TNG
TOEOUETEOTOINGHC TOUC YLaL VoL T8 XAVOUUE VoL AELTOURYOUY o omodoTtixd. Me-
TeNooue TNy xatovdinorn CPU o uvAung yia 800 Sloxpltéc xauToo TEoELS TWV
Pods.

To amoteréopato nopouctdloviar otov mapuxdtew nivaxo. ‘Onou €youue
molamAd Pods yia 1o (810 otoyelo, utoloyiCouue T péon Ty yiow xde Ue-
TE6 cToyElo:
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Table 1.1: Kotavdiwon Iopwv Yuothuatog

Pod CPU (idle) | Memory CPU Memory
(idle)

MQTT Bro- | 15m 400Mi 35m 525Mi

kers (average)

MQTT- 2m 10Mi 5m 14Mi

Kafka Con-

nectors

(average)

Kafka  Bro- | 22m 1000Mi 25m 1050Mi

kers (average)

Kafka Con- | 10m 800Mi 17m 870Mi

nect  (aver-

age)

Timescale 5m 126Mi 10m 130Mi

DB (average)

Postgresql 6m 25Mi 6m 25Mi

DB

Ingress Con- | 2m T78Mi 2m 78Mi

troller

Grafana 21m T60Mi 60m 960Mi

Lot pLor o ASTTOERT) TIEPLY PUPT| TOU CUCTHUNTOS X0 TWV ECWTERIXGY TOU
oTotyelwy Yo meénel va SlafBdoeTe oAOXANET TNV EpYasto YROUUEVT ool ary Y ALXE!
Kok avdryveon!
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Chapter 2

Introduction

The era of the Internet of Things (IoT) has begun and it will be relevant
for the upcoming years. Billions of devices are already connected to the Inter-
net with their number being projected to surpass 75.4 billion by 2025. This
surge in the number of IoT devices results consequently in greater volumes
of data being generated and processed in order to gain insightful informa-
tion about the world around us and control it remotely. This highlights the
need for message delivering and processing solutions, around all different IoT
system types.

So far, there have been developed many solutions provided by third party
providers or provided through a cloud provider platform. The state-of-the-
art software and architecture, therefore, for these systems is mainly closed-
sourced and when it becomes available to the general public after some years,
it lags behind the current state of technology and the actual demands of the
real-world infrastructure. At the same period, cloud native technologies have
become more and more democratized and tools that can run in a decentral-
ized and distributed manner are more reliable and production ready than
ever.

Virtualization technology has also played a key role in deploying these
systems, as a single machine can now be used to host multiple smaller host
kernels on top of which containers can run. Resource allocation becomes im-
mediately more efficient and the initialization time of individual applications
decreases significantly. The amount of people needed to deploy and maintain
such a system also decreases and with the help of Kubernetes, the building of
custom [oT infrastructure becomes more accessible and more easily maintain-
able. The question that remains to be answered is whether the technologies
that exist today can be performant and reliable enough to replace black-box
solutions provided by third party providers.

The processing and collection of these data is not the only driving force
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for this work. The topics of energy and artificial intelligence are also very
ubiquitous and relevant for the field of computer systems and information
processing. To lean towards a more energy efficient future, we must be able
to monitor the energy consumption of various power hungry devices and take
the appropriate actions. This can be achieved by providing the device users
the appropriate data, by advising them on their usage habits, by distributing
the load in a more efficient way across the power grid, or by providing the data
to authorities, which can later pass relevant laws or take immediate action
on problematic occasions. Machine Learning techniques can also assist in
this matter, but for them to actually work, massive data of good quality are
needed to ensure the high accuracy of the developed ML models.

The thesis lays the groundwork for a system that utilizes open-source
technologies in order to handle and process various loT data. It also analyses
the suitability of Kubernetes as a framework that can stand beside commer-
cial cloud infrastructure and whether it can offer performance and reliability
as much as it offers control.

2.1 Thesis structure

Before getting into the more detailed sections of this work, we should first
try to provide a brief description of each of its 6 distinct sections, in order to
get a more holistic view of it.

In the first section of this work, we present the problem statement and
motivation, as well as relevant questions that are worth to be answered.

The second section deals with all the background information that one
needs to be familiar with, in order to understand the theoretical aspects of
this work from the ground up. Also, a current state of the work in this field
is given, along with more general diagrams to gradually introduce the reader
to the next section.

The third one is about the design and architecture of the system. We
present the different software components that we used to create the central
message processing pipeline and how they are connected with each other to
ensure a truly distributed system. When refering to the system, we talk
about an infrastructure about IoT message processing based on Kubernetes.

In the fourth section we describe the deployment of the system. We
describe the open-source software tools that we used and how we deployed
them in Kubernetes. An almost step-by-step configuration process is pro-
vided, with all the details of the infrastructure and the helper links one can
use to setup a similar system in Kubernetes.

The fifth section consists of our findings while analyzing the deployed
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system. We evaluate its capacity and scalability based on performance testing
metrics. We explore the message throughput and resource needs for our 3-
Node Kubernetes cluster.

In the sixth and final section, we summarize the architectural decisions
and the performance outcomes of the system and propose future extensions
for the system.

2.2 Motivation

This work describes the decision-making process and the tradeoffs for
designing and deploying an IoT infrastructure using only open-source and
distributed software tools that can be deployed in Kubernetes, an open-
source container orchestration framework. The need for such a system stems
from the development of EHS, which stands for Energy Home System. The
idea behind it is to create the necessary infrastructure, in order to collect,
process and store data from energy meter sensors.

These data have the potential to assist not only the user in keeping an
eye on his energy usage, but also a central authority in gaining knowledge
about household energy consumption patterns and training machine learning
models to allocate resources for home appliances more effectively.

Furthermore, the majority of such systems that gather and process mes-
sages in very large scale are closed sourced, both the design and the source
code. Nowdays, tools and resources are provided as a service in the cloud,
which is an adequate and easy solution for most cases. However, there is
a need to open-source tools and methodologies regarding the cutting edge
of IoT data processing systems, as it is a field that experiences exponential
growth at the moment. These tools have the potential to democratize the
development of distributed systems based on Kubernetes and provide the
laying ground for labs ans smaller companies to experiment with them, thus
resulting in more reapid growth in the field of [oT systems.

More specific applications of the aforementioned system are presented be-
low:

Energy Autonomy

With the data collected and by applying AI/ML algorithms, accurate
predictions of energy production and consumption can be achieved, even in
scenarios with suboptimal data quality. This capability enables users to gain
insights into their energy ecosystem, including precise information on energy
generation and consumption. Therefore, users can now compare their en-
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ergy consumption with other similar domestic installations, allowing them to
make informed decisions on load-shifting strategies to optimize their energy
consumption by strategically aligning it with the solar energy production,
thereby extending the hours of energy autonomy during the day.

Demand Response

Through a single measurement capturing total consumption and employ-
ing cutting-edge algorithms for "energy disaggregation", users gain the ability
to discern the energy consumption of individual devices within their homes.
This understanding empowers users to identify and address energy-intensive
devices, whether through more efficient usage or by considering replacements.
From the utility company’s standpoint, this technology offers real-time vis-
ibility into the consumption patterns of a multitude of households. This
perspective allows utility companies to pinpoint the most flexible areas in
terms of demand, enabling strategic implementation of Demand Response
initiatives.

Remote Control

By integrating swiftly deployable equipment, dedicated monitoring, and
evaluation tools offer a detailed breakdown of consumption per device or
system (e.g., air conditioners, heaters, water heaters). This setup not only
facilitates remote monitoring but also enables remote control. Leveraging
AI/ML algorithms, these systems are trainable to provide personalized sug-
gestions tailored to each user’s energy behavior and the installed appliances.
Users can transition towards a hands-off approach, with minimal initial input
such as setting basic conditions (temperature, hours away from home). The
Energy Management System (EMS) takes center stage, continuously opti-
mizing energy consumption without the need for constant user intervention.
This transition from active intervention to automated optimization not only
simplifies the user experience but also ensures sustained efficiency through
ongoing optimization by the EMS.

2.3 Research Questions

RQ1. Is it possible to use open-source production level software
that can run in a distributed manner for all components of such a
system 7
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Currently, the state of the art systems for message processing of large [oT
clusters are proprietary and provided as a service from large cloud providers.
Such systems that can tolerate high amounts of traffic are dependent on big
scale infrastructure, sophisticated software and well though out architectures.
It is interesting, for that reason, to investigate ways with which one can repli-
cate these systems with home owned hardware, to know the requirements for
such a smaller scale system and if it can replace the current cloud-based so-
lutions offered as a third party service.

RQ2. How does the system perform while using the minimum
amount of resources for its distributed components ?

The resources we usually have available while researching these kind of
experimental technologies are limited to a few servers. Thus, we should be
able to determine at what extent we can still have a distributed, horizon-
tally scalable system, while tolerating at the same time an adequate enough
amount of message load from [oT devices. By understanding how many com-
puter resources are needeed to handle a few hundred messages per second,
we can then proceed to design how the system should scale in order to handle
multiples of these loads.

The current thesis is not concerned with a high message throughput tol-
erance system, but rather lay the foundations for a Kubernetes-based system
which includes only truly-distributed components that can scale horizontally
in the future, one by one.

RQ3. What are the practical limitations of such a system ?

Because this is an experimental technology and architecture, it is expected
to pose many downsides compared to the state-of-the-art technologies pro-
vided by cloud providers and other third party services. By acknowledging
what these limitations are, we can focus to mitigating them with a more
targeted approach in the future, as well as contribute to the open-source
community with tools and propositions to augment the existing software
tools and architectures.
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Chapter 3
Background & Related Work

3.1 Internet of Things (IoT)

Internet Evolution Timeline

ARPANET email + DNS Dot-Com Boom Social Media + Web 2.0 56 +IoT
]\ 1970s T 1990s I 2000s I 2010s I
1969 l/ 19805 l Late 1990s ]: 2000-2010s l 2020s
TCP/1P www Broadband Cloud Computing
Mobile Internet Streaming Services

Figure 3.1: Timeline of internet evolution [2]

The history of the internet is not very long. The first network, called
ARPANET, was developed by DARPA and is just 55 years old. The recent
history of the internet as we know it, however, is not older than 20 years.
Mobile internet was introduced around 20 years ago with the era of cloud
computing beginning not earlier than the early 2010s. Until the end of the
previous decade, the need for multiple wireless devices was not immense. In
each household, there was a necessity for a few portable electronic devices
and maybe some more sophisticated smart home devices like a wireless light
switch. In the past few years, more and more problems have started to
arise, which align with the progress of technology. More specifically, due to
climate change, cities must learn to be more energy efficient, energy grids to
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be smarter, and more data needs to be collected to make better decisions. At
the same time, internet bandwidth gets bigger and bigger and data transfers
get cheaper and cheaper. This can only lead to an increase in smart remote
devices, which will be able to collect data across households, cities, crop fields,
and many more. It is estimated that more than 75 billion smart devices will
be connected to the internet by the end of 2025. We anticipate that there
will be more than 9 smart devices per person in the following years [3].
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Figure 3.2: Estimated Number of Connected Devices Per Person

When it comes to the IoT market, it is also experiencing significant growth
with a forecast of rising to 33 billion dollars by 2027 [4]. In the smart home
industry alone we expect to have 350 million devices by 2024. IoT and Al are
also going to be tightly coupled in the following years, with sensors providing
all the necessary data for ML models to be trained. Al in general is going to
enable smart decision-making, optimize efficiencies, and provide predictive
insights, making IoT devices more intelligent and efficient [5].

However, the rapid growth of these interconnected devices raises chal-
lenges. Challenges such as high data traffic, energy efficiency, and highly
scalable message processing infrastructure. Thus, systems like EHS must be
able to scale well, while being highly available and energy efficient at the same
time. When it comes to the communication protocol with the IoT devices,
MQTT is the most well-adapted one that employs the publish-subscribe ar-
chitecture and is the one we will choose to set up our system as it also fits
with our use case scenario where all devices are within a house environment.
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3.2 MOQTT Protocol

MQTT is an open source, application layer, publish-subscribe messag-
ing protocol designed for lightweight M2M (Machine to Machine) and IoT
communications [3].

MQTT (Message Queueing Telemetry Transport), initially released in
1999 by IBM employee Andy Standford-Clark, has evolved into a core com-
ponent of various IoT solutions. Designed for constrained devices and net-
works with low bandwidth, high latency, or unreliability, MQTT minimizes
network bandwidth and hardware requirements while ensuring reliability and
some degree of assurance of data delivery [6]. It is typically used for trans-
ferring small messages, a few bytes in size.

3.2.1 Message Topics

In a publish-subscribe architecture, each MQTT message should have a
UTF-8 string, known as “topic”. Topics in MQTT are strings used by the
broker to categorize messages for each device connection, often structured hi-
erarchically for real-case scenarios (e.g. myHome/livingRoom /temperature).
More details about the MQTT Brokers and the handling of those messages
will be presented later.

3.2.2 Message Structure

MQTT messages have a structure consisting of a fixed header, an optional
variable header, and an optional payload. The fixed header is 2 to 5 bytes,
and it is variable because it represents the remaining length of the message.

— 1Byte  —}— 1-aByte —]

Control Field

\l/ \l/ Remaining Length Variable Header Payload

Packet Flags
Type

}7 2-5 Byte 4’— X Byte + X Byte —{

(always present)

Figure 3.3: MQTT Message Structure
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3.3 Containers

Containers |7] is the most straightforward way to deploy apps in the cloud.
They are more lightweight than VMs, making them more energy efficient but
also faster to get deployed, not to mention that they have a smaller startup
time.

CONTAINERIZED APPLICATIONS

CONTAINER RUNTIME
OPERATING SYSTEM

INFRASTRUCTURE

Figure 3.4: Containerized applications diagram

Therefore, they replaced relatively quickly the old way of setting up a
VM and then deploying the app there by hand. This solved the problem of
a more lightweight and faster deployment for a single application, which in
many cases is adequate, mainly speaking for small organizations and systems
with few clients and few applications to deploy. However, most applications
nowadays need to operate at scale, meaning that they need to be able to scale
dynamically, load-balance the traffic, get monitored, heal with minimal hu-
man intervention, and operate in a distributed way across multiple machines.
All these problems are solved with a container orchestration system.

3.4 Container Orchestration Systems

A container orchestration system enables the deployment and distribution
of containers across multiple physical machines, by creating virtual networks
across containers and managing them from a single interface. Additionally,
some of these containers running can be used as automated operators that
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upscale or downscale other containers, based on their usage, or load-balance
traffic that is incoming to the cluster and the different containers |8].

Kubernetes is the most popular among the existing frameworks and it is
the one that we will use to deploy our proposed system.

3.5 Kubernetes

Kubernetes, often referred to as K8s, is a container-management system
that assists application developers in easily deploying, scaling, and maintain-
ing cloud-native applications.

Kubernetes is open-source, being initially developed by Google in 2014.
It is derived from its internal container management software, called Borg
[9]. As the popularity of containers and the cloud infrastructure arose among
developers, Google got motivated to develop and open-source the well-known
framework. Among its main uses are, deployment, updating, monitoring,
scaling, managing, and distributed execution of containerized applications.
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Figure 3.5: Architecture of Kubernetes

3.5.1 Components of Kubernetes

e Control Plane & Workers
Kubernetes follows a master-slave architecture, where each machine is

called a Node.
The master component is represented by a cluster of Master Nodes (in
bigger clusters multiple master nodes are deployed to avoid single points
of failure and have better load balance across them). These Nodes are
responsible for managing the CRDs and controlling the orchestration
of containers through a scheduler, a controller, and an apiserver.
The Worker Nodes are the machines that do all the heavy lifting by

running the pods.
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o Etcd

Etcd is widely known as the go-to key-value store for Kubernetes. It
can run in a distributed manner making it highly available, which is
important for clusters with high amounts of Nodes and load.

Its primary use is for storing all configuration data of the K8s cluster,
whether that is the metadata of each Node or information about the
Pod scheduling and status.

e Kube-apiserver

All functions in K8s are exposed through a REST API. This API end-
point is referred to as apiserver, it runs on the control plane nodes
and is designed to scale horizontally to be able to load balance traffic
and serve all the incoming requests to the cluster, either from inside or
outside of it.

e Kube-scheduler

Every time a new Pod is created, the scheduler needs to be the one
that chooses the Node for the Pod to run on. What it does is watch
if there are Pods that do not have an assigned Node in their metadata
and then choose one with the greedy approach of choosing the Node
that has at least as many resources as the Pod requests (meaning CPU,
memory, and storage).

e Kube-controller-manager

It is the Pod that runs controller processes. When we talk about con-
trollers, we refer to control loops that provision and act upon a change
of an object, like the creation of a Pod.

There are multiple default controllers compiled into the controller man-
ager each taking its name depending on its function. Node controller
provisions when a Node goes down for example and Deployment con-
troller handles the actions that need to be done for a Deployment object
to work properly. [IoT device management using Kubernetes — Con-
trol plane components|

e Kube-proxy

It acts like most network proxies, exclusively for each of the Nodes in
the cluster.

It allows incoming and outgoing traffic to and from the Pod and main-
tains network rules to properly route traffic from other Pods or from

27



outside the cluster. It is responsible for implementing, through ipta-
bles, the Service concept by mapping containers to Services and utiliz-
ing load-balancing mechanisms to distribute traffic among them. The
Service concept is going to be explained later |10].

Kubelet

In every Node a Pod has to be running, whose purpose is to commu-
nicate with the control plane and supervise the lifecycle of the Pods
running on the same Node, either that has to be their creation, their
failure, or health status. More specifically, it communicates with the
master nodes to receive instructions about the Pods and it updates the
etcd accordingly for changes it performs.

Containerd

At the heart of every Kubernetes node, there is a container runtime,
a daemon responsible for running the containers inside the Pods. In
our setup, we use containerd, which was, and still is, one of the main
components of the Docker daemon. Containerd is a representative of
the implementation of K8s CRI.

A CRI (Container Runtime Interface) is provided for the communica-
tion with a container runtime through a high-level interface. The CRI
is the main protocol for the communication between the containerd and
the Kubelet.

By the time of writing, at least four fully CRI-compatible container
runtimes exist: containerd, CRI-O, Docker Engine, and Mirantis Con-
tainer Runtime.

Kubectl

There are several ways to interact with the API server. One of the pop-
ular options covering the most functionality is the CLI tool Kubectl.
Kubectl is the command-line tool for users to interact with the Kuber-
netes cluster that comes shipped along the K8s setup.

3.5.2 CRD (Custom Resource Definition)

Kubernetes uses ‘objects’ it calls CRDs to give meaning to the different
entities that it can understand [11].

There are predefined CRDs in Kubernetes (like Deployment), but one

can also create his own and apply them through manifests [11], in the for-
mat of yaml files ansibleYAMLSyntax. Kubernetes can understand CRDs
deployed in the format of a yaml file.
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Each CRD is defined with a schema. One that wants to deploy a resource
in Kubernetes must follow the structure of that schema and provide all the
necessary attributes that are described in it. The structure of a CRD can
be separated into two parts. The universal information is described below
the ‘metadata’ section while the CRD specific is described below the ‘spec’
section of the yaml file.

example-crd.yaml

apiVersion:
kind:

this part metadata:

is universal name:

for all CRDs namespace:
spec:

this part is
specific to
each CRD

Figure 3.6: CRD example manifest

3.5.3 CNI (Container Network Interface)

e Manages IPs of Pods and Services (for internal communication across
all pods)

e Kubernetes creates a NAT network that is ‘invisible’ and inaccessible
to the outside world but enables pods to communicate with each other,
independently of the node they are located in.

e The CNI is responsible for giving the IPs to the Pods and Services.

e Kube-proxy exists in each Node to implement routing from Services to
Pods.

e Kubernetes uses a subnet for all Services and one for all Pods.
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— Services CIDR: (usually) 10.96.0.0/12

— Pods CIDR: (in calico) 192.168.0.0/16
* with block size = 26, meaning that each Node gets a subset of
these IPs for his pods ex. 192.168.1.1/26 — which translates to
64 available IPs for each Node

KUBERNETES INTERNAL NETWORK
DIAGRAM

Outside world

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

KUBERNETES \I
KUBE-PROXY /%’

o
Node
External IP

POD IPs N
i
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Figure 3.7: Diagram for CNI architecture

3.5.4 Services

A service is an abstraction that is deployed along with Pods, to expose
them under a single endpoint. Every Pod has a different and unique IP that
changes every time it gets recreated. That creates the need to refer to them,
not by their IP address, but in a unified way that represents a container
instance or multiple containers clustered together.

Kubernetes Services solves both the problem of dynamic IPs and Load
Balancing by offering a single endpoint to connect to Pods in the form of
a DNS name which can be accessed from the outside world or from inside
the Kubernetes subnet. Services are implemented in the kube-proxy Pods in
every Node [12].

The main types of services are 3, with each one of them being an enlarged
edition of the previous. Their characteristics are presented below:

ClusterIP
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It is the simpler type where Services are accessible only from inside the
Kubernetes cluster. Any Pod can communicate with any other Pod from
inside the cluster by using its DNS name of the ClusterIP Service. In the
diagram below you can better visualize the connectivity between Pods in
K8s. Every Service that gets created is at least a ClusterIP meaning that it
has to provide an endpoint and also load balancing to the Pods. The default
load balancing implementation is usually Round-robin.

NodePort

NodePort allows both internal and external access to a Service. While
maintaining the properties of a ClusterIP, it also exposes a port in all Nodes,
called the NodePort, thus the name.

The service can now be accessed both from its DNS name and from the IP
of any Node plus the NodePort. It does not matter what Node you choose,
as all of them have the NodePort exposed and they forward the request to
the appropriate Pod, thanks to Kubernetes internal networking.

This Service type is usually used for testing purposes and is not recom-
mended for production use.

LoadBalancer

This Service type augments the properties of NodePort, by allowing ex-
ternal clients to use a single IP as an endpoint. This eliminates the problem
of one of the Nodes going down or changing IP and therefore not being able
to respond to the client through the NodePort.

When the cluster is deployed at a cloud provider the IP is automatically
given. However, when we have a local deployment, we either have to use
MetalLLB to reserve IPs from the network or enter an IP manually in the Ser-
vice manifest of the LoadBalancer (for example the IP of one of the Nodes).
&
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Figure 3.8: Diagram of architecture for types of Services

Ingress

Ingress is a Kubernetes-defined object (CRD) that manages access to the
Services from outside the Cluster, typically HT'TP connections. It acts like
a proxy by providing load balancing, name-based virtual hosting, and SSL
termination.

Ingress rules are fulfilled by an Ingress Controller that is running as a
Pod and is the one that handles the routing of the requests to the equiva-
lent Service. Ingress Rules are applied to the controller to determine what
Service should respond depending on the URL of the request. For exam-
ple, an Ingress Rule might state that connecting to the /test-route-1 should
access the ‘Service 17, while another Ingress Rule might state that test-route-
2.app.com should access the ‘Service 2’.

Ingress Controller gets exposed as a LoadBalancer and this means that
we get all the benefits of it such as the round-robin-based Load Balancing
that is performed across the Services.

It can also provide secure access to HI'TPS endpoints because it can talk
with a certificate-generating authority like lets-encrypt which can create and
refresh valid certificates. In our work, we use the cert-manager service which
runs inside a Pod and manages everything about https certificates. [14]
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3.5.5 Workload Resources

A workload is an abstraction we use to describe an application that runs
on Kubernetes, whether it runs as a single component or several that work
together. In K8s, the smallest deployable unit of computing is called a Pod
and it represents a set of running containers. The Pod acts as the ‘logical
host’ of these containers, as it provides an IP and ports. These containers that
run inside a Pod are tightly coupled and share the same storage and network
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resources. Pods on their own have a predestined lifecycle, because when the
Node that they are deployed on goes down, or when they are terminated for
any other reason, then they are declared as ‘failed’” and cannot come back up
on their own, thus requiring manual recovery. For that purpose, there are
"logical” entities called Workload Resources that cluster these Pods together
and supervise their life cycle. Each of these resources has a controller that
is constantly checking for the state and health of each pod and can take the
appropriate actions to recover the deployed application in case of a failure.
A lot of such predefined controllers are deployed inside the Kube-controller-
manager Pod which resides in the control plane, as mentioned earlier [6].

Below, we analyze the most common Workload Resources that are used
in Kubernetes and which are also used in the implementation part of this
work. The main differentiating factor among the Workload Resources below
is the type of application that we want them to encapsulate. For example,
some applications are stateless, meaning that they are not dependent on any
permanent storage, while others need to claim some storage from the oper-
ating system to operate.

ReplicaSet

It is the simplest and most common way to run an application. It is made
for deploying and managing stateless application workload on the cluster,
where any Pod is identical and interchangeable. A ReplicaSet is deployed
using a Deployment object in Kubernetes, in which someone declares the
number of copies that the workload should have, and in case any of these
Pods go down or the Node goes down, the ReplicaSet controller is responsible
for creating a new Pod on one of the available Nodes of the cluster.

StatefulSet

As the name declares a StatefulSet is a resource made for deploying state-
ful applications. All Pods that are under a StatefulSet have a distinct identity
and their main characteristic is that they are linked to persistent storage pro-
vided by the cluster. This persistent storage is defined as a PersistentVolume
and can be created either manually by the cluster administrator or with a
StorageClass given a fixed amount of requested storage capacity [15]. If one
of the Pods goes down, the PersistentVolume will remain intact, and then the
Pod gets created again by the StatefulSet controller, it will get reattached to
the same PersistentVolume without losing any of its data stored there. That
is why having a distinct is important and also why scaling such a resource
can be tricky and difficult.
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DaemonSet

There are scenarios when an application needs to run on every machine,
but there is no need to run more than one instance on it. For example,
the Kubelet is a workload that requires a Pod to run on every Node of the
cluster, to supervise the lifecycle of other Pods and more generally it is an
application that helps manage the equivalent Node. Such an application is
very similar to a system daemon on a classic UNIX system and that is why
we deploy such applications as a DaemonSet. You can run a DaemonSet
across every node in the cluster, or across just a subset of them (for example,
install the GPU accelerator driver only where a Node has a GPU installed)
[16].

Creating your own resources and controllers is also possible through the
Kubernetes API [17] to extend its functionality for applications that cannot
be deployed with the existing ones [18]. Creating new controllers and CRDs
for that purpose is described as creating an operator that can be described
as a custom controller for a specific application that follows the Operator
Pattern guidelines [19].

3.6 Distributed Systems

Distributed systems are networks of independent components working to-
gether to form a cohesive system, designed for improved performance, scal-
ability, and resilience compared to centralized systems. Within this broad
spectrum, a fundamental distinction exists between stateless and stateful

systems.
A stateless distributed system is one in which the servers do not retain
any internal state between requests — each interaction is processed inde-

pendently, without reliance on information from previous interactions. This
absence of state enables such systems to scale horizontally with ease; addi-
tional servers can be added to the pool to handle the increased load, and
since there’s no need for synchronization of state, these new servers can start
processing requests immediately. What makes a system truly distributed in
this context is its ability to work in concert with other systems, often over
a network, to deliver a service. Such systems are robust and resilient, as
the failure of a single component often does not impact the availability or
performance of the overall system.

Conversely, stateful distributed systems present a more complex scenario.
These systems maintain state across requests, remembering previous inter-
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actions or the status of operations. This state can include data such as user
sessions, information caches, or persistent data required for operations. In
such environments, distribution becomes a challenge due to the necessity of
data consistency and replication across nodes. Ensuring that all nodes see
the same state is non-trivial and often involves sophisticated synchronization
and consensus algorithms. The replication of data, which is vital for resilience
and fault tolerance, introduces latency and potential bottlenecks that must
be managed. Stateful systems require intricate strategies to handle partition-
ing, replication, and transactional integrity, making the scaling process more
complex compared to their stateless counterparts. Despite these challenges,
stateful systems are indispensable for scenarios where data continuity and
stateful interactions are necessary.

Consensus

Consensus plays a pivotal role in the operation of distributed systems,
which are composed of multiple nodes that must coordinate to accomplish a
shared objective. This process requires that all nodes in the network reach
a unanimous agreement on specific data or the state of the system, despite
potential disruptions or malfunctions within the network.

A real-life example of consensus in a distributed system can be seen in a
banking application. Suppose a customer deposits into their account. The
deposit must be recorded in the bank’s database, and all nodes in the system
must agree on the account balance. To achieve consensus, the nodes must
exchange messages to ensure that all nodes have the same view of the account
balance. If one node fails or behaves incorrectly, the other nodes must be
able to detect this and continue to operate correctly [20].
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Chapter 4

Design & Concepts

4.1 EHS Architecture

We intend to design a system that receives MQTT messages from multiple
sensors at the same time and distributes them across multiple microservices.
Thus, the first component we have to use is an MQTT Broker. We choose to
avoid receiving the incoming messages directly with Apache Kafka, to ease
its load and be able to transpose the message data part before it reaches the
Kafka Brokers.

Kafka is the central part of our system that processes and persists all
data that come from the sensors. Each message starts from the MQTT Bro-
ker, then receives a timestamp, enters the Kafka Brokers, and from there,
it gets stored in multiple databases with Kafka Connectors. Kafka connec-
tors are deployed in Katka Connect which is a Kafka-compatible solution for
implementing high-throughput data transfers from and to Kafka.

In our case, we have 3 main database types where we want Kafka to dump
our data. We have a time series database where we want to store data for
only a short period to ease the load from the central database for real-time
time series data.(The data fetching from the time series database is being
performed by a Hasura Deployment which uses GraphQL to perform the data
queries and automates the API creation process [1]). Then we have a no-sql
database with the purpose of storing aggregated data from the sensors. The
continuous data streams get aggregated, to avoid storing more information
than needed, and get written in the no-SQL database permanently. Lastly,
we need a combination of the above two databases to store every sensor data
and metadata possible to use for the training of a machine learning model.
Thus, we have to deploy a data lake with much more storage than the rest.
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Figure 4.1: Diagram for architecture of the IoT system

Below, we present every component of our system and how that operates
in a distributed manner.

4.2 Why choose Kubernetes

The capacity to manage and serve innumerable device connections, con-
vey massive amounts of data and deliver high-end services such as real-time
analytics involves a deployment architecture that can dynamically scale up
and down in response to IoT deployment demands. Kubernetes enables de-
velopers to autonomously scale up and down across various network clusters.
Many IoT solutions are classified as business/mission-critical systems that
must be extremely dependable and available. As an example, an IoT solu-
tion crucial to a hospital’s emergency healthcare facility must be available at
all times [21]. Kubernetes provides developers with the tools they need to
deploy highly available systems.

Kubernetes’ design also allows workloads to run independently of one an-
other.

On a practical level, Kubernetes is the most well-known and most widely
used system for container orchestration. Possibly, it is the only open-source

38



and production-ready with a relatively long history of updates and bug fixes.
Often, there is a comparison between Kubernetes and Terraform. However,
those two systems solve different problems. While Kubernetes focuses on
running and orchestrating multiple containers, Terraform targets the Infras-
tructure as Code (IaC) space.

4.3 MQTT Broker

IoT networks deploy several radio technologies at the lower level. Lower-
level communication protocols may include LoRaWAN, SigFox in long-range
(km)-low data rate (bps-kbps), cellular/4G/5G in long-range(km)-high data
rate (Mbps), Zigbee, Zwave in medium range (m)-medium-data rate (kbps)
and WiFi in medium range(m)-high-data rate (Mbps). Apart from the radio
technology used to transmit the data, the appropriate messaging protocol
also plays a key role. MQTT, CoAP, AMQP, and HTTP are the four widely
accepted and emerging messaging protocols for IoT systems. In this work,
we work with the MQTT message protocol as it is designed specifically for
minimizing network bandwidth and power consumption, while also ensuring
reliable delivery over low-bandwidth and unreliable networks [22].

MQTT CLIENT

MQTT CLIENT MQTT BROKER
PUBLISHER
subscribe tO topic
Topic: temperature \/ . queC
» pata‘
Data: 2u°C v
N
v s, MQTT CLIENT
e
[N o
ty. top
QU 200(\ %3¢

&

Figure 4.2: Diagram for Pub/Sub in MQTT

Apart from being efficient, it is also a relatively flexible protocol as it
offers three qualities of service (QoS) for message delivery which allow the
system developer to make the tradeoff between a high message delivery suc-
cess rate and high throughput. Each QoS level is usually targeted for a
specific category of applications.



For example, QoS 0 (or known as ‘at most once’) is used for sending
real-time sensor data, like humidity, pressure, or power consumption, where
throughput is important and the loss of messages is acceptable. Continuing
we have QoS 1 (known as ‘at least once’) where the message is going to be
delivered to the broker at least one time, which allows message duplicity in
case the broker message acknowledgment gets lost but ensures the message
gets delivered. An example used is a command and control system like a
home automation system, where we need the device to receive and execute
the command. We can understand that because these actions are human-
operated, the message frequency is not as great as the sensor measurements.
Finally, we have the QoS 2 (also known as ‘exactly once’) which is useful in
billing systems or remote surgery applications, where duplicate messages are
not acceptable.

In our case, we can easily conclude the use of QoS 0 for our sensory data
streams, as we see that it reduces both memory usage, for temporary storing
of messages, and latency, as there is no need for the publisher to wait for a
response from the broker.

For future work, we will consider using QoS 1 to communicate with home
devices such as an AC or a power plug to operate them remotely. We should
note that MQTT is a bi-directional communication protocol. This helps in
both sharing data, managing, and controlling devices.

MQTT QUALITY OF SERVICE (QoS)
DIAGRAM

[e——pullback—

Figure 4.3: Process diagram for QoS in MQTT

The components of an MQTT system are the following:

e Publisher or Producer (client)
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e A broker (server)

e Consumer/ Subscriber (client)

An MQTT server is a program or device based on MQTT that acts as
a post office between publishers and subscribers, while an MQTT client is a
program that either sends or receives messages from the MQTT server. Each
message contains payload data, a QoS, a collection of properties, and a topic
name.

4.3.1 Choosing an appropriate MQTT Broker

We initially tried the Eclipse Mosquitto Broker [23] which is a lightweight,
commonly used, and well-maintained broker software. However, the fact
that it is a single-threaded and not a horizontally scalable implementation
made it difficult to incorporate it in an everything-distributed data processing
pipeline. Therefore, we set the requirements for a highly scalable broker that
implements load balancing across all nodes and is fault tolerant.

Looking across the open-source and commercially licensed options we

considered the EMQ X , the HiveMQ , and the VerneMQ brokers.
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We decided to use the HiveMQ), because of better documentation, active
and high maintenance, and easier integration with Kubernetes through the
available Operator. Operators are control loops that can handle stateful
applications in Kubernetes. They can handle dynamic recovery of replicas as
well as upscaling and downscaling of the cluster. In our case especially they
should be able to do that without sacrificing broker availability.

HiveMQ stores the data in memory which is a choice that allows faster
read & write operations, which is important in MQTT message handling.
We want the MQTT broker to act solely as an intermediate for sensor data.

For further persistence of all messages, we connect the HiveMQ) cluster
with a Kafka Broker cluster, which can handle longer message queues and
hold the data for longer periods.
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Figure 4.5: Diagram of architecture for distributed MQTT Brokers cluster

4.4 Kafka Broker

Apache Kafka [27], an open-source software, is a distributed and fault-
tolerant event streaming platform based on the publish/subscribe model.
Following topic-based design and written in Scala and Java it is currently
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maintained by Apache foundation and is used in a majority of Big Data
solutions and real-time data pipelines.

The publisher/subscriber model implies that there are 2 distinguished
types of clients. The ones that produce/publish messages to the Kafka cluster
of brokers, which are called Producers, and the ones that consume those

data based on a classification that uses topics to describe, which are called
Consumers.
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Figure 4.6: Diagram for Pub/Sub in Kafka

Kafka Brokers are responsible for maintaining and distributing the mes-
sages to clients.

To store and manage all the configuration data of the broker’s cluster,
meaning the information about the cluster nodes, the message topics, and
partitions, Kafka relies on a third-party service. The most popular, because
of its adaptation is Zookeeper [28].

However, because Zookeeper requires an extra independent deployment
object to run alongside Kafka, we will use KRaft, which is a more recently

developed alternative, runs on the same Pod as Kafka, and is production-
ready.
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4.4.1 Distributed Kafka Cluster architecture

Running a distributed system like Kafka means that it has to be highly
available and fault-tolerant. That is why every topic is replicated across mul-
tiple brokers. One of those active brokers will be responsible for responding
to the requests for the specific topic and will be declared as a Leader. The
rest will be declared as replicas. As one can assume, in case the Leader goes
down, one of the replicas gets elected as the new Leader and Kafka continues
to serve requests with minimal downtime.
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Figure 4.7: Diagram for internal distributed function of Kafka

Topics can also be partitioned across multiple nodes so that they can grow
beyond the limits of a certain node and for load balancing of the writing
process. FEach partition has also a preferred Leader, which is responsible
for handling all read and write operations for that partition. All the data
concerning the preferred Leader for each topic and partition are stored in
Zookeeper /Kraft.
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Figure 4.8: Diagram for partitions architecture in Kafka

4.5 MQTT to Kafka Connector

We choose to create a custom Connector to transfer messages from the
MQTT Brokers Cluster to the Kafka Brokers Cluster. This choice is mainly
to have more control over the messages that derive from the devices. Dif-
ferent devices may send messages with different structures depending on the
firmware. Thus, we need more delicate code to process them and convert
them to the appropriate format. Plus, we want to experiment with a more
simple way of horizontal autoscaling, by using a simple autoscaler, in contrast
with Kafka Connect.

The design of our Connector is fairly simple. We deploy an MQTT Client
that subscribes to the appropriate MQTT Topic and acts as a Consumer of
the messages. After that, follows the message processing.

MQTT messages do not provide a timestamp of arrival and that is why
we need to insert a timestamp to our message payload before we produce the
message to the Kafka Brokers.

At the same time, we open a connection to the Kafka Brokers and Sub-
scribe to the appropriate Topic as a Producer. Once the messages are con-
verted they are published to this topic.
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By default, the MQTT Broker sends the message to every Client who is
subscribed to the following Topic. This means that if we scale the Connector
instances horizontally, each instance will transfer the same message multiple
times.

To solve this issue, we deploy each MQTT Client with a unique ID, so
that all can keep the connection open at the same time and also make use of
the shared subscriptions [29].

Another key characteristic of MQTT Brokers is the ‘Shared Subscrip-
tions’. We choose to use MQTT v5 (compared to MQTT v3) in our system
because it standardizes the shared subscriptions and allows multiple MQTT
client instances to share the same subscription on the Brokers.

Topics can be shared among many clients that belong to the same group.
This means, that the MQTT Broker will send each message only once to the
Clients of the same group in a round-robin manner, enabling a load-balancing
strategy.

What we have to do is make all Clients subscribe to a topic with the
following syntax

. A prefixed name telling the MQT'T server this is a shared sub-
scription.

: A string, without any wildcards (‘/’, ‘+’, and ‘#’), that

identifies a subscription group. All clients with the same GrouplID and Topic
are part of the same shared subscription.
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: A string — can include wildcards (‘4 and ‘#’) — that
denotes the topic filter to be used. This is equivalent to the topic filter in a
non-shared subscription.
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Figure 4.10: Diagram of MQTT-Kafka Connector distributed architecture

4.6 Kafka Connect

Kafka Connect is a tool for scalably and reliably streaming data between
Apache Kafka and other data systems. It makes it simple to quickly define
connectors that move large data sets in and out of Kafka [30]. Kafka Connect
is a server process that runs independently of the Kafka Brokers themselves
on different nodes, forming a Kafka Connect Cluster.

4.6.1 Task Rebalancing

When a connector is first submitted to the cluster, the workers rebalance
the full set of connectors in the cluster and their tasks so that each worker has
approximately the same amount of work. This rebalancing procedure is also
used when connectors increase or decrease the number of tasks they require,
or when a connector’s configuration is changed. When a worker fails, tasks
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are rebalanced across the active workers. When a task fails, no rebalance is
triggered, as a task failure is considered an exceptional case.

4.6.2 Workers

Kafka Connect calls Workers individual processes that are responsible for
executing Connectors and Tasks. These Workers can either work run in a
distributed manner or not.

e Standalone Workers
A single process is responsible for executing all connectors and tasks.
Since it is a single process, it requires minimal configuration. Stan-
dalone mode is convenient for getting started, during development, and
in certain situations where only one process makes sense, such as col-
lecting logs from a host

e Distributed Workers

In distributed mode, you start many worker processes and they co-
ordinate to schedule the execution of connectors and tasks across all
available workers. If you add a worker, shut down a worker, or a worker
fails unexpectedly, the rest of the workers acknowledge this and coor-
dinate to redistribute connectors and tasks across the updated set of
available workers. Behind the scenes, connect workers use consumer
groups to coordinate and rebalance.
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Figure 4.11: Katka Connect distributed architecture

4.6.3 Connectors

Kafka Connect implements two types of connectors, depending on the
direction of the data stream.

e Source Connector
Source connectors ingest entire databases and stream table updates to
Kafka topics. Source connectors can also collect metrics from all your
application servers and store the data in Kafka topics—making the data
available for stream processing with low latency.

e Sink Connector
Sink connectors deliver data from Kafka topics to secondary indexes,
such as Elasticsearch, or batch systems such as Hadoop for offline anal-
ysis.

4.6.4 Converters

Kafka Connect does not have the ability to understand the message
schema, meaning that it wants to have the type and name of each mes-
sage field declared, in order to transfer it properly. The matching process
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for the payload fields is done by tasks. Tasks use converters to change the

format of data from bytes to a Connect internal data format and vice versa.
Most common converters are the AvroConverter, JsonSchemaConverter

and JsonConverter with the latter one requiring no Schema registry [31].
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Figure 4.12: Schema of Kafka Connector internal components

4.6.5 Schema Registry

A schema defines the structure of message data. It defines allowed data
types, their format, and their relationships. A schema acts as a blueprint for
data, describing the structure of data records, the data types of individual
fields, the relationships between fields, and any constraints or rules that apply
to the data.

Schema Registry enables you to define schemas for your data formats and
versions and register them through the registry. Once registered, the schema
can be shared and reused across different systems and applications. When a
producer sends data to a message broker, the schema for the data is included
in the message header, and Schema Registry ensures that the schema is valid
and compatible with the expected schema for the topic [32].

It is a standalone server process that runs on a machine external to the
Kafka brokers. Its job is to maintain a database of all of the schemas that
have been written into topics in the cluster for which it is responsible. That
“database” is persisted in an internal Kafka topic and cached in Schema Reg-
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istry for low-latency access. Schema Registry can be run in a redundant,
high-availability configuration, so it remains up if one instance fails [33].

4.7 Kafka to TimescaleDB Connector

For distributing the data from Kafka to the Timescale database we use a
Connector deployed to Kaftka Connect. To use a Schema Registry the data
need to be transformed into serialized format (ex. Avro). Because Kafka
does not provide data conversion into such formats, it means that for Kafka
Connect to receive a serialized message, that message needs to be converted
in some previous step.

The 2 solutions are presented in the diagram below. The goal is to output
the message from Kafka into an Avro format. Thus, we either can convert
the message inside the MQTT-Kafka Connector or we can use another Kafka
Connector which will consume the message from Kafka and produce another
message in a different topic.

Because each Kafka Connector needs a different message format depend-
ing on the database type, the second design is preferable because we can
transpose the messages accordingly for each database.

(For our testing we avoid using a Schema Registry as we can guarantee the
integrity of the structure of the message, so we use a simple JSONConverter

34].)
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Figure 4.13: Diagram of message conversion solutions

4.8 TimescaleDB / Postgresql

High availability is a top priority for every component of our system. This
is why we chose Timescale for our time series database, which is an extension
of the PostgreSQL database and can run in a distributed manner.

The main function of this database is to hold real-time data from sensors,
mainly to feed the graphical interface of the application. This allows us to
ease the load from our primary database and also avoid storing permanently
very detailed information about the sensors.
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4.8.1 Replication

Timescale offers High Availability (HA), by providing multiple places to
get the same data and by eliminating single points-of-failure. The way it
does that is by replicating the data on the primary database to one or more
read-only replicas. The replication is performed with streaming replication
135] which uses WAL files to sync files from the primary database across the
replicas. While a client can perform a write to only the Primary database,
the reads are distributed across all Replicas in a load-balancing manner [36].

Streaming
_ — — Replication
” -

Figure 4.14: Architecture of distributed postgresql deployment
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4.8.2 Failover

Timescale relies on Patroni which acts as a failover solution, in order
to run in distributed mode. When the Leader goes down, we need to keep
responding to write requests, and for that, a new Leader needs to be elected.
The leader election process is handled by Patroni, which uses an etcd cluster
to store all the configuration data. Etcd implements the leader election with
the Raft consensus algorithm . When deployed in Kubernetes Patroni is
able to use Kubernetes objects in order to access the existing etcd cluster
and store the state of the cluster there, thus eliminating the need to operate
an extra Eted deployment [38].
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Figure 4.15: Leader election diagram for postgresql (Raft)
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4.8.3 GraphQL

To access our time series data and make them available to the frontend
application we make use of GraphQL. GraphQL is a query language for
APIs and a runtime for fulfilling those queries (GraphQL [39] was originally
developed by Facebook and released publicly in 2015). To deploy it, we
make use of the Hasura GraphQL engine, which gives us high-performance
GraphQL for any Postgres database without having to write any backend
code.

By using TimescaleDB and Hasura GraphQL engine together, we are
able to query for real-time data using the Subscriptions operation. It enables
you to subscribe to events on the server and get real-time updates for each
record insertion, modification, or deletion [40]. Usually, this is being done
using WebSockets, but GraphQL Subscriptions eliminate that need.

4.9 Deployments

To deploy the simpler stateless applications, such as the Frontend and
Backend of our system, in a distributed way, we employ the Deployment
object in Kubernetes which creates a ReplicaSet. Deployments are a declar-
ative way to manage the instances of the applications, ensuring a specific
number of pod replicas are running at all times. The number of replicas
can vary depending on the load of the application and if we want the ap-
plication to scale automatically in real time we can use an autoscaler like
KEDA (Kubernetes-based Event-Driven Autoscaler), which is able to scale
up or down the system as needed based on metrics such as CPU utilization
or network bandwidth.

To function truly as a distributed application, each Deployment should
be accompanied by a LoadBalancer Service, which will distribute the load
across all instances with a round-robin type of load-balancing algorithm.
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Figure 4.16: Deployment diagram deployed in Kubernetes

An example of a Deployment object that uses a specific Docker image and
exposes port 80 can be seen below:
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apiVersion: apps/vil
kind: Deployment

metadata
frontend-deployment

nLabels
frontend

frontend
ainers
frontend

your—-frontend-image

~ontainerPort: 80

4.10 How we expose the services

In Kubernetes, iptables is replaced by eBPF [41], as demonstrated in
the creative. The most basic type of load balancing in Kubernetes is load
distribution, which is simple to implement at the dispatch level, meaning
that simple algorithms such as round-robin are used.

Kubernetes has two load distribution mechanisms, both of which operate
through a feature called Kube-proxy, which maintains the virtual IPs used
by services. Kubernetes provides a basic, yet effective, form of load balancing
by distributing incoming traffic among the available instances of a service,
and this distribution is implemented at the dispatch level, ensuring a more
equitable sharing of the load.

In Kubernetes, each Pod receives its own unique IP address, reachable
from any other pod in the cluster, whether colocated on the same physical
machine or not. This requires advanced routing features based on network
virtualization [42].
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Figure 4.17: Diagram of the eposure of Services to the oustide world

4.11 HELM Charts

A Helm Chart is a collection of files organized in a specific directory struc-
ture. At its core, a Helm Chart contains a file that provides
metadata about the chart, a set of default values in a
file, and templates that generate Kubernetes manifest files. These tem-
plates, written in the Go template language, reference the values defined
in or values passed at runtime, allowing for customiz-
able deployments. Additionally, Charts can include a directory
containing dependencies, which are Charts that your Chart relies on, and a

directory for template files .

The true power of Helm Charts lies in their ability to package the entire
lifecycle of Kubernetes applications. They encapsulate all necessary Kuber-
netes resources and configuration into a single cohesive unit that can be easily
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distributed, versioned, managed, and updated.

For example, if you're deploying a web application on Kubernetes, you
could use a Helm Chart to define not just the Deployment and Service re-
sources needed to run your application, but also more complex aspects like
Ingress rules, Persistent Volumes, and ConfigMaps. With Helm, you can
then install this Chart into your Kubernetes cluster with a single command,

, Where is
the release name, and is the chart directory. This not only
simplifies the initial deployment but also streamlines updates with

, rollbacks with , and customizations through different
environments by overriding default values.

wordpress/
Chart.yaml # A YAML file containing information about the chart
LICENSE # OPTIONAL: A plain text file containing the license for the chart
README . md # OPTIONAL: A human-readable README file
values.yaml # The default configuration values for this chart

values.schema.json # OPTIONAL: A JSON Schema for imposing a structure on the values.yaml file

charts/ # A directory containing any charts upon which this chart depends.
crds/ # Custom Resource Definitions
templates/ # A directory of templates that, when combined with values,

# will generate valid Kubernetes manifest files.
templates/NOTES.txt # OPTIONMAL: A plain text file containing short usage notes

Figure 4.18: Example structure of Helm Chart files

The main reason we use Helm Charts in this deployment is because they
offer the easiest way to install and uninstall many CRDs under a common
tag, which is very convenient for testing different alternatives for the same
component. Helm charts also offer an easier way to maintain and manage
the various deployments, because all are categorized based on their tag.
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Chapter 5

Implementation

5.1 Infrastructure

In this work, we consider a homogeneous 3-node Kubernetes cluster com-
posed of VMs running on-premises. Each VM is equipped with 2 CPUs, 10Gb
of RAM, and 1TB of persistent storage. Fach VM runs on top of Hyper-V
hypervisor with Ubuntu Server 22.0 installed as the Operating System. To
make our VMs ready to act as nodes in the Kubernetes cluster we need to
apply some prerequisites. Firstly, we assign each machine a public IP and
a hostname. Then, for each machine, we add the IPs and hostnames of the
rest to their DNS records.

Each VM is called a Node in the Kubernetes cluster and these Nodes are
partitioned into the Control Plane Nodes and the Workers. One of the three
Nodes is configured as a Control Plane Node and the rest as Worker nodes,
following the master-slave pattern, that is commonly used in distributed
architectures. A Control Plane with a single Node in Kubernetes means that
there is a single point-of-failure for the orchestration of the internal cluster
processes. In case we intended to emphasize High Availability (HA) even
more, we would add more nodes in the control plane, and usually for that
we need a minimum of 5 VMs. In our case, we chose only one master Node
due to a lack of resources [45].

5.2 Kubernetes Setup

There are several approaches to creating and bootstraping the Kuber-
netes cluster. We set up the Kubernetes cluster using the Kubeadm software
tool. It is a tool designed and built to provide the necessary commands to
bootstrap a minimum viable Kubernetes cluster. The prerequisites for the
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cluster setup are that each VM has the minimum amount of resources as
stated in the Kubernetes documentation [46], that all nodes can communi-
cate with each other, and that there is a container runtime installed in each
machine (we use containerd, which is preferred).

Kubernetes components use specific ports for internal node communica-
tion. When setting up the cluster on premises we should be aware of the
used ports [47] and open them with the appropriate firewall updates (in our
case we used to update the firewall rules).

We first configure the control plane nodes and the worker nodes and
bootstrap them together.

In order for the multiple nodes to communicate with each other we need
to install a CNI (Container Network Interface), which will handle all the
virtual IPs given to each Pod along with the internal communication of the
nodes. In our setup, we use the Calico CNI as one of the most popular and
well-maintained ones.

In order to monitor the cluster for resource consumption and potential
errors we also install a Kubernetes Metrics Server [48| with which we can get
system information for all nodes through the masters’ command line.

Find a more detailed description of the setup in the following article on
Medium (here).

Worker Nodes
After setting up the Master Node, we perform the same initialization
procedure for the Worker Nodes. For these Nodes, instead of using the
command, we will use the command
that the Master Node issues upon initialization. Running this command on
the workers will add them to the cluster and we should see all nodes being
in the ‘Ready’ state.

5.3 Dynamic Provisioner

Before we start deploying all the various components of our system, we
must ensure that we have a Dynamic Provisioner installed in our cluster.

A dynamic provisioner is a service that has control over the storage of
our machines and is able to create Volumes dynamically when a Pod requests
it. These volumes are called Persistent Volumes as mentioned earlier, they
have a fixed capacity and we want to avoid creating them manually to reduce
human intervention.

If you are using a managed Kubernetes service (AWS EKS, GKE, AKS)
the cloud provider will provide a StorageClass which will perform automati-
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cally the PersistentVolume creation [15]. However, when using a bare-metal
Kubernetes cluster, as we do in this example, we will need to manage storage
by ourselves. At this moment, one of the open-source local storage provision-
ers is the one developed by rancher [49).
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Figure 5.1: Diagram of dynamic PV creation

5.3.1 Deployment Instructions

Apply the manifest provided by rancher which deploys all the necessary
CRDs for the provisioner to work.
kubectl apply —-f https://raw.githubusercontent.com/rancher/
local-path-provisioner/v0.0.26/deploy/local-path-storage.yaml
where the version v0.0.26 should represent the latest tag of the provi-
sioner releases [50].

The main components this manifest deploys, are the container of the
Provisioner with the equivalent tag deployed as a ReplicaSet, as well as
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a StorageClass object named . StorageClass is the object one
must reference for the creation of the PersistentVolumes. After installation,
you should see something like the following:

% kubectl -n local-path-storage get pod

NAME READY STATUS RESTARTS AGE
local-path-provisioner-d744ccf98-xfcbk  1/1 Running @ im

Figure 5.2

5.3.2 Usage Instructions

To use the Dynamic Provisioner to create PersistentVolumes, one must

reference the StorageClass in the appropriate CRD. The
most common object in Kubernetes that makes use of the StorageClass is
the StatefulSet, which includes the as a property

field. An example of how one can reference the StorageClass to create PVs
dynamically is shown below:

Name: "local-path"
["ReadWriteOnce"]

"lGi"

It is important to note that if the field is ex-
cluded then the ‘default’ StorageClass will be used and in the case where we
set an empty string then no provider will

be used and it is implied that a Persistent Volume already exists or will be
created manually.

5.4 MQTT Broker (HiveMQ)

To deploy our MQTT Cluster of HiveMQ Brokers we will use the Operator
provided by HiveMQ [52].
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The Operator is deployed as a Helm Chart. The process we follow in this
circumstance is to download the files locally, so that we have better control
of what we deploy in our system, and then change the properties necessary
in the file to fit our system needs (for example the number
of instances or the tag of the container).

5.4.1 Deployment Instructions

Clone the files from GitHub repository of the Helm Chart to your local
file system.

and

navigate to the folder.

Then, make sure you install any other dependency charts with the

command.

Edit the file and configure all the appropriate proper-
ties.
We edit the following properties:

° — number of brokers

° — CPU requirements of Node

° — memory requirements of Node

e Enable the Service by uncommenting the line 272

Because the MQTT messages will not get filtered by the Ingress Con-
troller and we have to use another way, such as a LoadBalancer

After that, we install the Helm Chart with the name , using
the following command

The operator pod is initialized and after a few minutes, the MQTT Broker
pods have been created, as many as the nodeCount property that we specified
earlier.

5.4.2 Usage Instructions

We access the MQT'T brokers through the IP of any of the Nodes or their
DNS name because we have a LoadBalancer. We use port 1883, which is
the default port for the MQTT protocol. In case someone wants to use a
different port, they can change it from the configuration

file.

64



5.5 Messaging Broker (Apache Kafka)

For the deployment of the Kafka Brokers, we will use a simple way for
Deploying it. We avoided using an operator or a Helm Chart, just because
a Kafka cluster is not ideal for scaling up or down. Therefore, we need to
choose a specific number of brokers from the beginning, depending on the
expected load, and deploy them using a simple StatefulSet to demonstrate
how simple their configuration can be.

The most common dependency of Kafka is ZooKeeper [28|, but we de-
ploy it with KRaft which does not require extra Pods to be deployed and is
declared as a production-ready service [53]. One of the tasks of Kraft is the
leader election among the different Kafka Brokers [54].

Below we have the deployment architecture of the Kafka Brokers deployed
as a StatefulSet in Kubernetes.
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5.5.1 Deployment Architecture
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default @
kafka-svc e

ClusterIP : None (Headless)
Endpoint
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Figure 5.3: Kubernetes deployment architecture for Kafka \|

5.5.2 Deployment Instructions

Our deployment process is based on the method used in the following
article . We deploy a StatefulSet, along with a Headless Service to

expose the Pods.

Here are the manifests for the StatefulSet and the Headless Service. We
declare the number of Brokers we want, along with the StorageClass we

deployed earlier.
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apiv on: apps/vl
kind: StatefulSet

kafka

kafka

iceName: kafka-svc

kafka-container
doughgle/kafka-kraft:latest

9092
9093

4 2 4
SERVICE
kafka-svc
NAMESPACE
default
SHARE_DIR
/var/run/kafka-data
CLUSTER_ID
LRx92c9yQKws786HYosuBn
DEFAULT_REPLICATION_FACTOR
4 2 4
DEFAULT_MIN_INSYNC_REPLICAS
4 l 4

>: pvc
mountPath: /var/run/kafka-data
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ame: "local-path"
["ReadWriteOnce"]

n lGi n

iVersion: vl
Service
adata

kafka-svc

crIP: None

— name 9092’
port: 9092
protocol: TCP

tPort: 9092

To deploy them together we will make use of Kustomize [57], a tool in
Kubernetes which allows for multiple manifest deployments from a single file.

We create therefore, a file where we include
the names of the StatefulSet and the Service manifests.

After we create the kustomization file we apply it using the
tool with the following command.
where is the current folder where we have
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placed all the manifests along with the kustomization file.

After the deployment has been completed we should be able to see the
Kafka Pods and PersistentVolumes having been created.

5.5.3 Usage Instructions

To connect with the Kafka Brokers, one must declare the names of all the
brokers, along with their external ports. Because of the StatefulSet prop-
erties, the pods will have standardized names depending on the number of
replicas we have. Therefore, we connect to the Brokers using their DNS name
in Kubernetes and port 9092 (which is a default for Kafka) like the following.

Kaftka Broker 1:
Kafka Broker 2:
Kafka Broker 3:

where is just the name of the service we deployed earlier.

5.6 MQTT - KAFKA Connector

We deploy our custom MQTT to Kafka Connector with a Deployment
object.

We note that the connector uses the previously deployed Services of
MQTT (LoadBalancer) and Kafka (Headless Service - ClusterIP) as end-
points to connect to the appropriate brokers and transfer messages between
them. All the details of the load-balancing of the messages and the connec-
tion to the Brokers are described in the ‘Design & Concepts’ section.

5.6.1 Deployment Instructions

The parameters we must configure are the following;:

e The number of replicas we want

e The name of the Deployment (depending on the topic of messages we
want to forward)

e The topic of the messages with the format we described earlier (using
the $share keyword)
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After that, we simply deploy our ReplicaSet using the following manifest:

apiVersion: apps/vl
kind: Deployment

ca

mgtt-kafka-connector
1

abels
mgtt-kafka—-connector

mgtt-kafka—-connector
image: nickbel7/mgtt-kafka-connector:latest
en
— name: MQTT_PORT
X e: 71883’
ar MQTT_TOPIC
value: ’S$share/test—group/test-topic’

We should see the pods getting created and also be able to consume the
messages that get sent to the MQTT Broker from the Kafka Brokers. Now
we are ready to distribute these messages to all the rest of the components
in our system through the Kafka Brokers.

To do that we need to make use of the Kafka Connect component, on top
of which we will be able to deploy connectors for the various databases we
will use.

5.7 Kafka Connect (with Timescale connector)

For the deployment of the Kafka Connect Brokers cluster we will make
use of Helm Charts.

5.7.1 Deployment Instructions

We clone the files from GitHub repository of the Helm Chart to your local
file system.
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and navigate to the
folder.

Edit the file and configure all the appropriate proper-
ties.
We edit the following properties:

° — number of instances

o — how many replicas for data (< than the
Kafka brokers)

o — the Kafka brokers URLs (comma
seperated)

After that, we install the Helm Chart with the name
, using the following command

The Kafka-Connect pods then are deployed and listen to port 8083 for
the deployment of Connectors. However, these connectors are dependent on
specific libraries that are not included in the simple deployment of the Kafka
Connect cluster. Therefore, we must update the init script of the containers,
which is the script that the container runs before it starts, to include the
download of the appropriate libraries for the connectors we want to deploy.

Apart from that, we must also include in the init script the automatic
deployment of the connector, which is a simple HTTP request, because in
the case where the pods go down, then when recreated the connectors will be
lost. Kafka-connect is not dependent on a Persistent Volume and therefore
is not considered a stateful application in Kubernetes.

We present how we modify the init script of the containers to deploy
automatically a connector for the Timescale database, which is just like any
regular Postgresql database.

Inside the folder :

we find

the file which includes the property for
the kafka-connect container. In this part of the manifest, we install our
libraries, as follows.
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Yelsle _Importing confluent-hub_,
confluent-hub install confluentinc/kaf onnect—jdbc

10.7.4 —-component—-dir /usr/share/java ——-no-prompt

> "Launching,_Kafka_ Connect_workers"
onfluent 8

After installing the JDBC connector, we then go and create the connector
through the SCREATE_CONNECTORS_SCRIPT that we call, in the above
script.

This variable represents a ConfigMap object [58], that we have previously
deployed containing the properties of the connector.

What we did is create a file containing the
script for creating the connector through a HT'TP request and then creating
a ConfigMap that references that file, as follows:

sion: vl

ConfigMap

Ca

>: {{ template "cp-kafka-connect.fullname" . }}-
connectors—configmap

{{ template "cp-kafka-connect.name" . }}
{{ template "cp-kafka-connect.chart" . }}
{{ .Release.Name }}
{{ .Release.Service }}

onnectors.sh =
"create-connectors.sh" indent 4

As a result, every time the instances of Kafka Connect initialize, they
download the necessary libraries and also create the connectors to be able to
process messages immediately.

72



5.8 TimescaleDB

For the deployment of the TimescaleDB cluster we will make use of Helm
Charts.

5.8.1 Deployment Instructions

We clone the files from GitHub repository of the Helm Chart to your local
file system.

and navigate to the

folder.
Then, make sure we install any other dependency charts with the
command.
Edit the file and configure all the appropriate proper-
ties.

We edit the following properties:

° — number of instances

° — admin password
° — edited to be ‘local-path’ as deployed earlier

° — size of PersistentVolume

o — changed to pgl5.4-ts2.12.2 (due to a bug in patroni)

After that, we install the Helm Chart with the name ,
using the following command:

5.8.2 Usage instructions

We should be able to access our database now through its DNS name
and by using the ad-
min code we specified in the file earlier.
All the commands inside the database are the same as any Postgresql
database. Timescale does not come with a User Interface, therefore we will
use Grafana to monitor and visualize the data.
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5.9 Cert-manager

When exposing our services to the outside world through an HTTP end-
point we want certificates to automatically get generated and renewed for it,
thus, providing HTTPS connections. For that use, we deploy cert-manager,
which creates TLS certificates for workloads in Kubernetes and renews them
before they expire [59]. Along with cert-manager we need a certificate au-
thority which will be the one that issues the certificates. Among the different
alternatives, we will choose lets-encrypt.

For the deployment of the cert-manager pods we will make use of Helm
Charts.

5.9.1 Deployment Instructions
Clone the files from GitHub repository of the Helm Chart to your local
file system.

and navigate to the folder.
Then, make sure you install all the necessary CRDs for the deployment
to work.

Edit the values.yaml file and configure all the appropriate properties.
We edit the following properties:

. (in all places) — get the latest version from here

After that, we install the Helm Chart with the name cert-manager , using
the following command

5.9.2 Usage Instructions

Cert-manager pods should now be running in the cluster.
For the certificates to get generated automatically we should deploy a Clus-
terIssuer.

We apply the following manifest:
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sion: cert-manager.io/vl
ClusterlIssuer

letsencrypt-prod

server: https://acme-v02.api.letsencrypt.org/directory
cmail: youremail@domain.com
privateKe

letsencrypt-prod

nginx

We have stated that in our ClusterIssuer that:
e Our ClusterIssuer is named ‘letsencrypt-prod’
e We use the letsencrypt server to generate the certificates
e We use our email to sign the certificates
e We generate certificates for an Ingress Controller named ‘nginx’

We should now be able to generate automatically certificates for our HT'TP
endpoints. An example on how to do so in an Ingress rule is demonstrated
in the following manifest.

ion: networking.k8s.io/vl
Ingress

letsencrypt—-prod
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5.10 Rest of components (Grafana, Hasura, Key-
cloak, Frontend, Backend)

Following the same practices for stateful and stateless applications we
deploy them with the help of a HELM Chart if there is one, or as a sim-
ple deployment in the use case of our proprietary Frontend and Backend
applications.

We provide all the necessary repositories for the abovementioned open-
source software:

e Ingress Controller - HELM Chart
e Grafana - HELM Chart
e Hasura - HELM Chart

Keycloak - HELM Chart
(needs a separate deployment of a postgresql database HELM Chart)

Frontend, Backend - Deployment + Service
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Chapter 6

Testing & Evaluation

In the Testing and Evaluation section of the thesis, we delve into the
process of evaluating a Kubernetes-based system, focusing on the system’s
capacity to handle high enough message throughput without failure. This
involves designing tests that assess how the system manages and processes
messages under various loads, identifying the maximum throughput it can
sustain while maintaining stability and performance. Through these evalua-
tions, we aim to understand the system’s limits and capabilities in handling
real-world operational demands.

We should note that the experiments do not involve actual data from

IoT sensors, but rather simulations of realistic message payloads sent to the
MQTT endpoint of the cluster just for a few seconds.
Also, during the testing, some of the components of the system, such as the
frontend application were temporarily disabled due to the fact that they were
not essential for the messaging pipeline, as well as for saving up some of the
system’s confined resources.

6.1 Experimental Setup

The experimental setup for the proposed proof-of-concept system is pre-
sented below. As mentioned earlier, our Kubernetes (K8s) cluster was de-
ployed on top of 3 VMs, 1 acting as the Master Node and the rest 2 as the
Worker Nodes. They are all hosted on proprietary hardware that uses a
hypervisor to share resources.

The latest and most stable versions were used wherever possible.
Kubernetes v1.28.5 was installed on all 3 machines, along with containerd
v1.7.2 for running the containers.
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The hardware characteristics of each VM are displayed below:

VM Name OS CPU | RAM | DISK
Master Node Ubuntu 22.04.2 LTS | 2 16GB | 1TB
Worker Node 1 | Ubuntu 22.04.2 LTS | 2 16 GB | 1TB
Worker Node 2 | Ubuntu 22.04.2 LTS | 2 16 GB | 1TB

Table 6.1: System Specifications

6.2 Performance Analysis

The goal of the performance tests for the system is to evaluate how much
load it can handle, given very few resources and replicas for each component.
We remind you that the purpose of the system is to use software that can run
in a distributed way for each component. Thus, having 2 instances for each
component is the minimum amount possible, without violating the initial
constraint.

We want to prove that the system can tolerate enough message through-
put that represent a big enough amount of actual home devices. By finding
the maximum amount of devices that can connect to this system, we can de-
fine how to scale it accordingly to handle bigger magnitudes of IoT devices.
Theoretically, no components will need to be replaced for bigger workloads,
as all are designed to scale horizontally.

6.2.1 Message Throughput

In order to measure the throughput of the subsystem MQTT-to-Kafka
end to end we performed Performance (Load) Testing. For each component
of the subsystem (MQTT Brokers, MQTT-Kafka Connector, Kafka Brokers)
we deployed the minimum possible amount of instances, which is 2. For those
2 instances of each component, we want to measure the input throughput for
the MQTT Brokers and the output throughput for the Kafka Brokers.

For performing such a task, we concluded on using the Apache JMeter
for the one end, [60] which can perform many MQTT requests into a small
time window (with the MQTT plugin by EMQX [61]. It offers the option to
perform requests with multiple clients and multiple threads, to better assess
the limits of the tested system.

For the other end, which is the reception of the messages from Kafka,
we created a custom container, that listens to the appropriate topic and
measures the throughput of the messages by the second. We should note
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here, that this measurement is not distributed and is performed by only one
thread, thus, it might not represent the performance of the actual system.
For such a small scale, however, it is adequate and proves our initial theory.

We tried a few different configurations in terms of the number of mes-
sages that were received and the number of threads that were used during
the MQTT messages production. Below we present the results for the system
for our various tests.

Test 1
Table 6.2: Publisher (MQTT)
Threads Total mes- | Runtime (s) | Throughput | Throughput
sages (msg/s) (bytes/s)
1 1577 5 312 msg/s 78 kB/s
Table 6.3: Subscriber (Kafka)
Total messages Throughput (msg/s)
1000 296 msg/s
Test 2
Table 6.4: Publisher (MQTT)
Threads Total mes- | Runtime (s) | Throughput | Throughput
sages (msg/s) (bytes/s)
2 3660 5 422 msg/s 106 kB/s
Table 6.5: Subscriber (Kafka)
Total messages Throughput (msg/s)
1000 357 msg/s
Test 3
Table 6.6: Publisher (MQTT)
Threads Total mes- | Runtime (s) | Throughput | Throughput
sages (msg/s) (bytes/s)
5 4102 5 377 msg/s 95 kB/s
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Table 6.7: Subscriber (Kafka)

Total messages

Throughput (msg/s)

1000 336 msg/s
Test 4
Table 6.8: Publisher (MQTT)
Threads Total mes- | Runtime (s) | Throughput | Throughput
sages (msg/s) (bytes/s)
2 3678 5 414 msg/s 103 kB/s
Table 6.9: Subscriber (Kafka)
Total messages Throughput (msg/s)
2000 370 msg/s
Test 5
Table 6.10: Publisher (MQTT)
Threads Total mes- | Runtime (s) | Throughput | Throughput
sages (msg/s) (bytes/s)
1 2061 5 411 msg/s 103 kB/s

Table 6.11: Subscriber (Kafka)

Total messages

Throughput (msg/s)

1000

365 msg/s

Because all tests had very similar results, graphically speaking, we present
the results for the last of the tests, which had a throughput of around 365
messages per second. Also, we present the diagram of the progressive trans-
mission of the MQTT messages by JMeter.
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Figure 6.1: Message throughput of Kafka Subscriber

6.2.2 Results

We can see that the input throughput is not analogous to the number of
threads that we used for the MQTT message producer. For many threads
(5 or more), the MQTT Brokers allow as many messages to be processed
simultaneously as for fewer threads. This implies that for just 2 MQTT
Brokers there is a throughput limit of around 450 messages per second or
around 110 kB per second that can be processed (this number is subject to
change with future tests).

Another thing that we can observe is that the throughput of the Kafka
Consumers is not lagging a lot from the input throughput, suggesting that
it can scale along with the number of the MQTT Brokers. The difference in
MQTT Publisher and Kafka Subscriber throughput is explained by the pre-
processing of messages by the MQTT-Kafka Connector, which is responsible
for adding a timestamp and transposing the message before it forwards it to
the Kafka Brokers.

We conclude that the system can handle (from the Kaftka endpoint)
around 370 messages per second (large messages containing the schema).
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This translates to either 370 devices transmitting every second or to around
22000 devices transmitting every minute. Because the application of this
system is the processing of smart home energy consumption devices, it is
interesting to note that by taking the median of 5 devices per home, the sys-
tem can support around 4.400 homes, with the minimum amount of replicas
for all components of the system.

6.3 Resource Management

When we have such a system, which is deployed on-premises and is an
experimental work, we want to have as much control and information about
the system as possible. Such information can give us real-time insight into
the resource usage for every Node and individual component of the system,
enabling us to prevent errors related to insufficient resources and plan ac-
cordingly for future expansions of the system. Also, we would be able to
pinpoint any overuse of the available resources and optimize for less resource
consumption and therefore lower costs.

In Kubernetes, the resource usage metrics, such as CPU and Memory
usage, are available through the Metrics API |62|. It provides resource real-
time usage information about the Pods and the Nodes. The only problem
is that these metrics are only saved in memory and are not accessible for a
long period. For that, we would need a separate database. ‘Metric Server’ is
deployed as a ‘Deployment’ and acts as a cluster-level component that gets
all these metrics by talking to the Kubelet through the Summary API. To
use the ‘Metric Server’ we deployed it separately from the K8s installation,
as presented earlier, and accessed it with the command.

Results that were observed through this tool are shown and discussed as
follows:

6.3.1 Required resources

We focused on observing the resource consumption from the Pods, which
represent the deployed components in our system. We chose to track the main
components of our message processing pipeline, firstly because these are the
ones that we are concerned with in this work and secondarily because for
these we have more control over their parametrization to make them run
more efficiently.

We have measured the consumption of CPU and Memory utilization for
two discrete states of the Pods. The first is what we call the ‘idle’ state
where the Pods have just been deployed and they do not process or exchange
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any messages (this represents the minimum amount of resources they need to
operate). The second one is the state where we have successfully transmitted
thousands of MQTT messages and the Pods are in the middle of processing
them. With this second measurement, we plan on investigating any sharp
differences in comparison to the ‘idle’ state.

Results are shown in the table below. Wherever we have multiple Pods
for the same component we calculate the average value for each metric.

Table 6.12: System Resource Usage

Pod CPU (idle) | Memory CPU Memory
(idle)

MQTT Bro- | 15m 400Mi 35m 525Mi

kers (average)

MQTT- 2m 10Mi 5m 14Mi

Kaftka Con-

nectors

(average)

Kafka  Bro- | 22m 1000Mi 25m 1050Mi

kers (average)

Kafka Con- | 10m 800Mi 17m 870Mi

nect  (aver-

age)

Timescale Sm 126Mi 10m 130Mi

DB (average)

Postgresql 6m 25Mi 6m 25Mi

DB

Ingress Con- | 2m T78Mi 2m T78Mi

troller

Grafana 21m 760Mi 60m 960Mi

Based on the results, we observe that the amount of memory most of the
components use is significant even in the ‘idle’ state. The CPU utilization is
not ameliorable, in both states, but does not pose any pressure to the system,
as the sum of it represents a relatively small percentage of the available
system’s CPU compute. Memory consumption, however, scales fast, with
components like the Kafka Brokers and Kafka Connect growing very close to
or even surpassing the 1Gb threshold of memory usage. It becomes evident,
that if we want to deploy a lot of components into our system, we either have
to provide a lot of memory to our worker Nodes or deploy smaller instances
of the components.
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In the case now, where we want to have very few components, but want
them to handle very large loads, this initial test proves that the change in
resource consumption is not significant enough to suggest an extension of the
available memory.

If there is an adequate amount of available memory then the system will
theoretically hold and therefore we can focus on deploying more replicas,
which will lead to more threads processing information at the same time and
a faster system

6.3.2 Resource optimization

In practice, containers have no upper bound on their CPU and memory
usage. They can consume all the resources that are available on the node,
where it is running on. In the case of memory, this might invoke the ‘Out
of Memory (OOM)’ killer and there is a possibility for the container to be
killed. To avoid this, Kubernetes gives us the possibility to manage the
amount of resources that would be consumed by containers. By configuring
resource limits for the containers running on our cluster, we avoid losing jobs.
Moreover, this way, we can make efficient use of the available resources on our
cluster’s nodes. We define such resource constraints in the Pod definition,
with two sub-categories: ‘requests’ and ‘limits’. In ‘requests’, we define a
reasonable value for the memory and CPU requests of the Pod to be running
properly. Defining this value is a help for scheduling of Pods in the nodes
with appropriate available resources. Then, in the ‘limits’ field, we define
the upper bound that the Pod can use. Hence, the containers would not be
allowed to use the whole of available resources on the node [10].

6.4 Network Bandwidth

To analyze most of the system’s components and identify current and
future bottlenecks, we tested the network bandwidth between the Kubernetes
cluster nodes to ensure it does not pose any limits.

We used the tool on the nodes to measure the bitrate between
them. We found that there is an actual connection of 1GB/s, which is more
than enough and does not pose any limit to the messages exchanged between
the nodes.

The results of the networking test are shown below :
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Figure 6.2: Results from network bandwidth testing
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Chapter 7

Conclusion & Future work

In this thesis, the experimental design and evaluation of a Kubernetes-
based IoT system reveal the ability for everyone to deploy it using open-
source technologies that work in a distributed manner end to end across the
pipeline. These technologies have matured enough to be stable for production
purposes, enabling more and more people to use them and experiment with
them, without relying solely on proprietary software from cloud providers.

Such findings underscore the potential of Kubernetes and associated tech-
nologies for deploying scalable, resilient IoT infrastructures, paving the way
for future expansions and optimizations to accommodate growing operational
demands.

At the same time that these distributed and scalable technologies become
more stable and accessible, the IoT devices used for energy consumption
increase at a fast pace due to our efforts to mitigate the energy inefficiency
problem in big cities and power-hungry installations. IoT systems are set
to become as relevant as ever for city-wide clusters of sensors to be able to
function properly, but also for vast amounts of data to be collected from
them and used for machine learning models.

7.1 Conclusions

The findings of this work are summarized below, through the answering
of the initially stated Research Questions.

7.1.1 Research Question 1

Is it possible to use open-source production-level software that can
run in a distributed manner for all components of such a system ?
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After the deployment of the designed system we proposed earlier, along
with the comparison between various technologies for each component, we
conclude that an IoT system can be designed to function in a Kubernetes
cluster with as low as 3 Nodes (1 Master and 2 Workers) by using open-source
software, for each of its core components, that can run in a distributed man-
ner among the Worker Nodes, whether that software is stateless or stateful,
meaning that it has to keep a state of its data permanently stored and repli-
cated.

Most of the used software contributors already offer the ability to deploy
it using a HELM Chart, which means that they have already considered it
being used in a distributed network of Nodes, which is what Kubernetes
represents.

Also, because of the Services in Kubernetes and the internal DNS service
it provides, it becomes a lot easier to perform service discovery for all the
different instances of the deployed applications, even if they change IPs.
This enables fast and easy deployment of not only existing production-grade
software made for Kubernetes but of custom-made components such as a
Kafka Connector or an API that needs to perform load balancing.

However, apart from the messaging brokers, the databases, and the state-
less applications, there are some applications such as a data lake, which stores
big amounts of data, that might not be ideal to get deployed in a distributed
manner, because of the overhead that would be created with the data repli-
cation and state synchronization. Of course, the number of replicas for each
stateful component matters, because on some occasions it can compromise
its performance by unnecessarily increasing its fault-tolerance.

All in all, we were able to prove that for the essential components of
an IoT System based on Kubernetes, there are mature enough open-source
solutions that can combine all the benefits of a containerized application in
the cloud and a distributed system.

7.1.2 Research Question 2

How does the system perform while using the minimum amount of
resources for its distributed components ?

First of all, we should note that Kubernetes, and especially K8s is a rel-
atively heavy container orchestration framework. There are lighter solutions
like k3s [63], but k8s is the one we used for this specific demonstration. The
main reason is that it uses a lot of controllers to provision the state of not
only the cluster itself but one of the deployed applications’ too. We note that,
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because we should consider the extra memory, CPU, and network utilization
from the system itself, apart from the deployed components of the system.

With the main components of the messaging processing pipeline deployed,
we load-tested the system to conclude the load it could handle given the
memory we had available. With only 2 replicas for each component, the
system managed to successfully process around 370 concurrent messages per
second, which can translate to approximately 4000 homes transmitting every
1 minute, which is adequate for our pilot testing of the EHS system.

The messages that we were sending were relatively large compared to the
actual ones that will get sent by the MQTT devices because we incorporated
in them the schema that is needed for them to be inserted into our time series
database. By deploying and utilizing a schema registry, we should be able to
increase the throughput of the system even more.

The minimum amount of resources refers to the number of replicas for
each deployed component, which are only 2, but are able to scale horizontally
to tolerate higher message throughput. We discuss how we plan on upscaling
the system later in the ‘Future Work’ section.

7.1.3 Research Question 3

What are the practical limitations of such a system ?

Such a Kubernetes-based system poses many advantages, such as the easy
interconnectivity of the Nodes and Pods through the internal Networking and
DNS services or the better life-cycle of the containerized applications which
require minimal human intervention.

The purpose of this work, however, was to also exploit some of the limi-
tations of such a system where all components work in a distributed manner,
given the confined amount of computer resources that we were given and
which cannot grow indefinitely as they do in the cloud.

The limitations of such a horizontally scalable system usually lie in the
number of available resources. Given the fact that we build the system using
software that can run in a distributed manner, we should be able to scale
indefinitely given multiple nodes and multiple clusters.

However, we faced problems during our deployment, with the use of mem-
ory by some scheduled pods, which were using too much memory. The re-
sponse of Kubernetes was to evict them due to ‘Memory Pressure’ [SOURCE
- accessed 14-February-2024| in order to not cause disruptions in other Pods’
functionality. Memory pressure was the main deficit, of the system with the
number of Cluster Nodes being the second most important one, having 3
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Nodes in total. It shouldn’t be a good practice to schedule Pods on the Mas-
ter Node, therefore, the two Worker Nodes were responsible for being able
to handle all the load of the deployed components. While in many stateless
applications, this is not a problem, in many cases a deployment needed at
least three replicas to be considered fault-tolerant. Usually, this happens in
stateful applications where there is a consensus protocol involved, like the
Raft protocol.

Additionally, concerning the open-source software, we faced problems re-
garding some bugs as well as inadequate documentation which was essential
in order to parameterize it. This is why we ended up using helm charts where
it was possible because they offered an almost out-of-the-box solution for the
deployment of most components and were easier to uninstall in case there
was a bug or something did not work as expected.

Finally, moving forward, we should also note that the actual IoT devices
will have different versions of mqtt with some providing a timestamp while
others don’t. So this is a challenging topic regarding an [oT system that has
to handle messages of various formats and protocols.

7.2 Future work

Our work demonstrates both the idealization and deployment of a Kubernetes-
based system for IoT applications using distributed solutions. It sets the
foundations for a truly distributed and horizontally scalable system that can
simulate those that are run by cloud providers and other closed-source devel-
opers. However, as we pointed out, there are still limitations in the proposed
solution that have to be addressed while we move towards a deployment for
a real-world scenario.

Hence, we suggest the following additions to our existing architecture:

7.2.1 Autoscaling

For automatic scaling of the pods, Kubernetes provides an auto-scaling
mechanism by implementing a Horizontal Pod Autoscaler (HPA), which is
implemented as a controller. There are many options and custom autoscalers,
whose primary job is to upscale or downscale individual deployments accord-
ing to some specified metrics, such as CPU utilization.

In the future, we plan on using the KEDA autoscaler in our system,
primarily for parts of it that are observed to have sudden spikes of requests,
such as the Frontend and Backend service.
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KEDA [64] is a Kubernetes-based Event event-driven autoscaler that
works alongside the HPA and extends its functionality. With it, we will
be able to map the components that we want to scale in an event-driven
way.

7.2.2 Monitoring metrics

Because of the complexity of the system in terms of the number of com-
ponents, as well as the continuous flow of data, we need system metrics in
order to monitor them and scale the system dynamically.

Prometheus |65] works as a time series database that can collect data from
crucial components of the pipeline, such as the Kafka Brokers, and depict
them in a Grafana graphical interface or use them to alert the administrators
in case an error occurs.

7.2.3 CI/CD pipeline

Of course, we want the system to require as little human intervention as
possible, not only for maintenance but for deployment of updated versions of
its components too. That is why it is very important to utilize CI/CD tools
that allow the application developers to deploy an updated version of their
software without downtime of the system.

Such tools often come together with the repository manager in which we
store our code. For example, GitHub offers GitHub Actions |66] and GitLab
offers GitLab CI/CD [67].

7.2.4 Separate production and development pipelines

As in all traditional systems, we should offer to the developers that deploy
their applications to our system the availability of both a Development and
Production environment. In such a case, they will be able to deploy and test
their code for any bugs on the Development workspace and if it functions
as expected it should then be deployed in the Production workspace. More
specifically, the way we intend to implement this is by using the namespaces
in Kubernetes. Namespaces represent separated virtual environments inside
the cluster, but without blocking the connection between the Pods. There-
fore, we can deploy all the core components of the messaging pipeline in a
common namespace (the ‘default’ namespace for example) and create a ‘De-
velopment’ and a ‘Production’ namespace for all the components that reside
architecturally in the right most end of the system, such as the Frontend or
the Keycloak.
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7.2.5 Stress testing of each component separately

In our testing process, we only addressed the throughput of the messaging
pipeline between the MQTT and the Kafka Brokers, because we only wanted
to test for the bottlenecks in this specific part and measure its performance.
However, moving forward, a production-grade system must have all its com-
ponents individually tested, so that we can map future problems that occur
with better precision, as well as focus on improving their individual perfor-
mance. In such a complex and distributed system, if one component creates
lag, then the rest will have decreased throughput too, just like a pipe system.

7.2.6 More Nodes

As good as it is to theorize about the scalability of the system, it is even
better to test in practice how it scales when we add more nodes to our system.
Right now, with 3 Nodes, our system is not very resilient, because even if
1 Node was taken down, then most distributed components would fail. In
the worst case that the Master Node fails then the Cluster will be unable to
heal pods or create new deployments. That is we should consider adding 2
more Nodes in our Kubernetes cluster, which will either get separated into a
Control Plane Node and a Worker Node, or both will act as Worker Nodes,
in case we want to emphasize increasing the maximum amount of messages
the system can handle per second.

7.2.7 Ingress Controller as a Daemon set

In our effort to create such a highly distributed system, we should also
emphasize in the balanced distribution of the networking components and
load balancing of the requests.

In the simplified base system we developed, we used an Nginx Ingress
Controller [SOURCE - accessed; 14-February-2024] as the reverse proxy that
handles all the incoming requests that come into our Cluster. We deployed
that controller as a single Deployment, meaning that we had a single Pod
running in the Master Node that handles all the requests and distributes them
accordingly. There is the option, however, to deploy the Ingress Controller
as a DaemonSet, which in theory, should ease the load of the Master Node
and make the system more performant, as multiple threads will handle the
request distributions.
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7.2.8 Extend device support to LoRa WAN

The initial purpose of this work was to create a base for an IoT sys-
tem that should handle MQTT requests from energy consumption sensors
installed inside homes. There is, though, the potential for this architecture
to be used for the processing of different kinds of sensors and protocols, such
as the LoRa WAN [68| devices, which can be installed in a wider field of
range and are more suitable for smart city applications.

This adaptation would require the research of appropriate software that
can handle these different packet types and data connectors that will format
them as needed for the Kafka brokers to be able to process them.

7.2.9 Deploy a Data Lake

As mentioned earlier, part of the motivation for this work is not only to
process and aggregate data, but also to store them in a very rich format, so
that machine learning models can be trained on top of them.

For such a use case, we need to deploy a Data Lake, which is a type of
Database that can store, process, and analyze vast amounts of data ignoring
their data limits, in comparison to a standard SQL database which might
struggle to handle them. Its main advantage is the scalability and ability to
handle both unstructured and structured data (given a schema).
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