&

v
A
Q4
/%»
NPOMHOEVS .
A b
nVpPoros

t,

EoNIKO METTYOBIO ITOATTEXNEIO

Y XOAH HAEKTPOAOTON MHXANIKON KAI MHXANIKON YTIOAOTIESTON
EPrAYTHPIO YTTIOAOTISTIKON X YSTHMATON

YVotnua Avdeviixonoinong Portntedyv xou 'Exdoong
ITictoroumtixdy mdvew oto Aixtuo Cardano

AIITAQMATIKH EPT'AYIA

ANAPEAY MANTZOYTAXY

EnBAEnwy: Nextdpioc Kolipne
Kodnyntic E.M.IL

Adva, ToOhiog 2024






P2
55

9
=
A€ I
X, T S
NI
v HE

¢
1 $=?
r

Edvixé Metodfio Ilohuteyvelo

Yyon| Hhextpohdywv Mryavixddv xan Mnyoavixodv Troloylotdv
Tougoc Teyvohroyioc IIAnpogopiniic xar YTrohoylotddv
Epyaotipto Troloyiotixody LuctTnudtny

YVotnua Avdeviixonoinong Poitntedv xou 'Exdoong
ITictomtomnTixody ndvew oto Aixtuo Cardano

AIITAQMATIKH EPT'AYIA

ANAPEAY MANTZOYTAX

EnBAERwv: Nextdpioc Kolipne

Koadnyntic E.M.IL

Eyxpldnxe and tnv teiueln e€etaotinn emtpony| v 15" Iouiiovu, 2024.

Nextdproc Kolbpene
Koadnyntic E.M.IL

‘Ayyehoc Kuayide
Kadnyntic Moaveniotiuo tou EdwwBoleyou

Apioteldne Hoyovptlic
Kadnyntic E.M.IL

Adva, ToOhiog 2024



MANTZOYTAY ANAPEAX
Amhopotovyoc Hhextpordyoc Mryovinde
xaw Mnyovixog Trohoyiotov E.M.IIL

Copyright (©) — All rights reserved Avdpéac Mavtloltog, 2024.
Me em@OIaEn ToVTOS BLXALDOUATOC.

Arnayopebeton n aviypapt), anodrixeuon xou Slavopr] Tne tapovoug epyactag, €€ oAoxhipou ¥ TUAUITOS AUTAS, Yid
gunopd oxond. Emtpéneton 1 avatinwot), amodixeuct) xou diovour| Yo oxomd U xepdooxomuxd, EXTOUEVTIXAC
1) EEELYNTXAC PUOTE, VTS TNY TEoUTOVEaT Vo avapépeTal 1) TNYY) TPOEAEUOTC %ol VL BLTNEELTOL TO THPOV UHVUUAL.
Epwtiuata mou agopolv 1t yerion tne epyaciog yio xepdooxomxd oxond mpénel vo aneudivovTol Teog Tov
CUYYPUPEA.

Ou amderc xa o CUUTEPAOUATO TTOU TEPLEYOVTOL GE AUTO TO EYYRUPO EXPRELOUY TOV GUYYEAUPEX ot EV TRETEL
va epunvevdel 6Tt avuinpoownedouy Ti¢ enionueg Yocig Tou Edvixod Metodfiou IToduteyvelou.









ITepiindm

Ta tehevtaia ypdvia, 1 teyvoroyio blockchain éyel avadeiyVel oe yetaoynuatiotiny dOvaurn oe Sdpopoug
Topelg, TPOCPELOVTUG €Vl AmOXEVTPWUEVO, amapaflacTo apyelo TOU eVIoYUEL TN SLOPAVELD, TNV ACQAAELL XoL
TNY AMOTEAECHATIXOTNTA.  ZEXVOVTAC UE TNV eloaywy?) tou Bitcoin amé tov Satoshi Nakamoto to 2008,
teyvoloyla blockchain ouglofBritnoes to TopabocLAXE. YENUATOTUOTOTIXG CUC TAHUATO X0l TWEO UTOCYETOL VoL (PEPEL
EMAVACTAON Xl GE dAAOUG xAdBoUE, cuunepthauavouévou tou axadnuoixol yweou. O tapudooctaxésc uédodol
dlayelptone Twv oxadnuoixdv apyeiwv paotilovton and mEoxANoelc OTwe 0 oNUAVTIXOS BLOLMTIXGS QPOETOC, 1|
evatotnoio o avdpmdmive o@dhgoTa xou oL xiv8uvolL TAUC TOYRAPNONE EYYEAPWY.

H moapotoa épeuva uehetd tnv e@apuoyr tng teyvoloyiac blockchain otr Siayeipion twv axodnuoindy apyelwy,
npotelvovtag éva olotnua mou oflomolel TV eyYeEVH ac@dhelor xan TN SLopdveld Tng yior vor avatpéel Tig
uTtdpyovoeg TEoXTES. Me TNV eVoWUdTWoT TwY axadnuoixty miotorointixwy 6to blockchain, Ta exmoudeutind
1WOEUUATO UTOPOUY Vol UEWOOOLY JpaoTixd to dlomnTtixd €€oda, vo eloheipouv to avdpdmva Addn xou vo
dlac@aiicouy To avahholwto Twv apyelwy. Emmkéov, o auetdfAntog xar SNUOCLOC YopaXTARUC TNS EV AOYW
teyvohoylac e€acpolilel 6tL 1 emohfideuot) Ty Bodudy, TV ToTOTOMTXXGOY X0t TwV TTuyiny eivor aflomoT,
EMTEETOVTOC TNV SUECT] EMXVPWOTN and £pY0BHTES, dANA LBpLUaTA Xou opyoviopole, ywelc ueodlovtec.

Eotdlovtoag oTny mpoxtixy| EQUpUoYT, 1) Topoloo UEAETT TERPLYPAPEL AENTOUERME TNV AVETTUEN EVOC CUCTAYATOS
Baolopyévou oto Cardano Blockchain yia tn Soyelpion tne motonolnong TautdTNTOC TOV QOLTNTOV XAl TNV
éxdoor motomoinTixwy. To mpotewvéuevo cbotnua yenowonolel €€unva cuufdiato Yol TNV AUTOUTOTONGCT
™ éxdoong xou emaAIEVONG TWY AXUBNUIEXMY TLOTOTONTXGDY, dacpoiilovtas 6Tt autd elvar emaniedoua
xa opetdBAnta.  Emmiéov, n opyitextovixd) Tou cucthiuatog €xel oyedlaotel yla vor eEumnpetel TG ednég
AVAYHES TGV EXTAUBEUTIXDY WOPUUATWY, ATtO TNV XUTAYOENCT| TV Badudy TwV QoITnNTeY €6¢ TNy €xdooT ntuyiny,
eVLoY0OVTOG TNV OXEEALOTNTOL XAl TNV ATOTEAECUATIXOTNTO TOV EXTAUBEVTIXDV BloMmMTXdY dladxaotody. Me tnv
vlotétnon tng teyvolroylag blockchain, ta exmowdeutind Wpluata unopodv vo oteédouv TNV TEocoyr Toug
oTnV Tapoy | moloTixig exaldevong, Swo@ahilovtog mopdhhnha GTL Tol aXAdNUOIXE EMITEDYUATO XAUTOYPAPOVTOL
pe ac@dhreta xou enoindevovton oflacta, mpoavayYEANOVTAS Wlo VEO ETOYT 0T Sloyelplon TwV axadNUoixV
apyelwy.

A€Zeig-xhedid  — Blockchain, ‘E€unva  YuyPdéioua, Cardano, Amoxevipwuévec Egopuoyéc,
Anoxevtpwpéva Avayvwpetotind, ProofSpace
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Abstract

In recent years, blockchain technology has emerged as a transformative force in various sectors, offering a
decentralized, tamper-proof ledger that enhances transparency, security, and efficiency. Originating with
Satoshi Nakamoto’s introduction of Bitcoin in 2008, blockchain has challenged traditional financial systems
and now promises to revolutionize other industries, including academia. Traditional methods of managing
academic records are plagued with challenges such as significant administrative burdens, error susceptibility
due to human involvement, and risks of document forgery.

This thesis explores the application of blockchain technology to the management of academic records,
proposing a system that leverages its inherent security and transparency to overhaul current practices.
By embedding academic credentials on the blockchain, educational institutions can drastically reduce
administrative overhead, eliminate manual errors, and secure records against tampering. Moreover, the
immutable and public nature of blockchain ensures that verification of grades, certificates, and degrees is
reliable, allowing instant validation by employers, other institutions, and agencies without intermediaries.

Focusing on a practical implementation, this study details the deployment of a blockchain-based system
on the Cardano network to manage student authentication and certificate issuance. The proposed system
utilizes smart contracts to automate the issuing and verification of academic credentials, ensuring that
they are verifiable and immutable. Additionally, the system’s architecture is designed to accommodate
the specific needs of educational institutions, from registering student grades to issuing degrees, enhancing
the integrity and efficiency of educational administrative processes. By adopting blockchain technology,
educational institutions can shift their focus towards delivering quality education while ensuring that academic
achievements are securely recorded and effortlessly verifiable, heralding a new era in the management of
academic records.

Keywords — Blockchain, Smart Contracts, Cardano, Aiken, Decentralized Applications, Decentralized
Identifiers, ProofSpace
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Euyaplotieg

Me v napddoon tng mapodoag epyactog, To TaldL pou we gortntic oty ool Hhextpohdywv Minyavixy xou
Mnyavixeyv Hhextpovinoy Troroyiotdv tou Edvixod Metodflou ITohuteyvelou @tdvel oto téhog Tou. Xe 6ho
autd o Tadidl, Tohhol Hwou cuumapacTadNXAY, e EVETVELUCAY Xat UE LTOoTHELEAY.

Oa Hieha Wialtepo va euyaplotion tov Kodnynth xo Nextdpio Kolipn, mou pou édwoe tnv euxoupla va
exmoviow Ty BitmAwyotixy pou epyosia oto Epyaotiplo Trnohoylotindy Luo tnudtonv, xadde xou tny Alddxtopa
xo Kateplva Adxa, tov Trodrgio Awbdxtopa xo Tdoo Katowyldvvn xan tov xo Xeroto IToddoxa yio 6An tny
oo THELEN ot XardodRYNOT TOU LOU TOPEL Y XUTA T1) DLAPXELX QUTAHS TNS EPEUVOC X0l TOPE(US.

Elyon euyvouny yia tny unotpoplo mou éhafa and v etoupeta IOG, yden oty onola xatéotn duvath n yeron
Tou Aovyiopxol ProofSpace, xadde o yia tnv dueon Bordeio mou pou napeiye 1 oudda Tou ProofSpace érote
YEELAOTNXE.

Aev Yo umopoloo Vo Uny guYoEloTHoW ToUS YOVelg pou, Xmbpo xou Ayyehixn, xotodg xan Tor uTdhoima UEAN TN
owoyévetag pou, Nixn, Anurten xaw Katepiva, mou pe ayoamodv xou pe otnpilouv ndvrote.

Efuor tuyepdc mou oe autd 1o Ttodid elya cuvodoindpoug Toug cuupoltnTtés xan xoholg pou gihoug T'idvvy,
Avtdovn xon ©dvo, toug omoloug euyaploTe Yepud, yiat OAN TN CURTUEAOTACY XoL T oTLYPES Tou {oaue xotd
T Sudpxelor awtod Tou TaELdLo.

MoavtloUtog Avdpéag, Iobhog 2024
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Kegdhawo 1

Eicaywyn

Ta tehevtalor ypovia, 1 texvolroyio blockchain €yer avoderydel we uia mpwtonoplaxn xawvotoplo, 7n onolo
HETALOPPMVEL €vaL VP PAGUA BLOUNY VLMY TEOTPELOVTAS EVOL ATOXEVTPWUEVO, amdpaBiacTo cloTNua xaTahdYOou.
Apywd mapovoidotnxe and tov Satoshi Nakamoto to 2008, uéow tng dnpooieuorng "Bitcoin: A Peer-to-
Peer Electronic Cash System"[19]. H teyvoloyio blockchain oyedidotnxe mopdhhnho pe to Bitcoin e
€voL AmOXEVTPWUEVO GUGTNUN Yia T BleVEpYEld cuvaAAay®y aneulelog YETOED TV PEP®Y, Ywpelc TNV ovdyxn
dlapecohafntadyv.  H e&éMin auth éyv pévo mapouciooce wa véa yopeh Ynelaxold voplopatog, ohhd xou
Tpwtoctdtnoe oe o véo pédodo Suayelpiong dedopévewy mou UTOoYETOL AUENUEVY SLopAvELD, ACPIAEL XOoU
ATOTEAEOUATIXOTNTA OE AELTOVPYIEC TTOL XuUafvovTon amd T YENUAToddTNoN xou T dlaryelplon Tng epodiaoTixig
ahuoidog €wg TNy uyetovouixn tepldodn.

H egopuoy?) tne teyvoroyiag Blockchain emextelvetan onpoavtixd otov oxadnuaixd topéa, avtietwniloviag
enlpoveg mpoxifioelc Onwe 1 diayelplon apyelwy xan 1 €xdoon moTonoTIXGY xou TTLYlwy. Ot Tapadoctaxég
dladixaoiee ota exmoudeuTind Wpduota elvon cUYVE eMBAUPLUEVES Ue UEYERO DlonTixd @OpTOo, emppeneic o
avdpdmva A& xou mhactoypagies. Tao eyyev) yopaxtnelotixd tne teyvohoyiag blockchain -émwe n apetdBAnT
XL dnuocta ENOANEVOOTNTA- TEOCPEEOLY Wial LloyueY) Abon ot autd Ta {ntAdoate. Me v evowudtwon
TV oxadNUaix®yY miotonoTixwy oto blockchain, to Wplyota pnopolv vo excuyypeovicouy Bpoyatixd Tig
BLonTIxéS BLadasIES, Vol UEWWDOOOLY T GOAALIATA Kol VAL EVIOYUGOUV TNV AGPIAELd TwV dpyeiwy, xahoTdvTag
€tol TNV ENUAAUEVOT] TOV AXOBNUOIXDY ETUTEVYUATWY OTAT xou aELOTUOTY YL TOUG EpYODOTES, GANAL LRUMATO Xo
opyoviopolg enakfidevong.

H rnopotoo SwotePn emiyelpel v eqopuoyr) e teyvoloyiac blockchain otov axodnuoixd yopeo, péow tou
duxthou Cardano, yla vor E€pEL ETAVAGTAOY) OTA CUCTAUATA TLGTOTOINCNE TAVTOTNTAC XAl EXDOCTE TLOTOTOLNTLXWY
Twv gottntey. Ilpotelvouue éva olotnua Bactopévo oe Blockhain mou ofiomotel tig Suvatdtnteg Tou dixtdou
Cardano yuwa v €xdoon enaAndelomy xon AUETIBANTOY axadNUOIX)Y TLOTOTOUNTIXWY, EVIOYVOVTIS ETOL TNV
OXEQUUOTNTO XL TNY ATMOTEAECUATIXOTNTO TwV Bladxacuwy motonoinong. H yerkétn euBadivel otoug teyvinoig
UMY OVLOUOUE, TO OQERT) XOU TLC TTPOXATOELS TNG AVATTUENS TETOLWY AUCEWY, UE GTOYO VO EXCUY YPOVIOEL GTUAVTIX
TIC EXTUBEUTIXEC BlolmTinée Slodixaoieq.



Kegdrowo 1. Ewaywyn

1.1 Ileplypoppo tTng epyaociog

Yto xepdiono 2 g mopoloug epyaoioug, dlepeuvolue To Vewpntixd undPBadpo tne teyvoroylaug blockchain,
AVIALOVTOG AETTOPEROS Ta Bacind cUCTOTIXE TNE, XAHC Xl TNV EVVOLA TV ATOXEVTPWHUEVGY AVOLY VWELOTIXWY.
Téhog, mapéyouue wa eotiaopévn egétaon tou dixtbou Cardano, to onolo otneilel Ty e@apuoyy pog.

To xe@dharo 3 avahloEL TNV CEYLTEXTOVIXY] TOU CUCTAUATOS TNE TROTELVOUEVNS EQPUPUOYNC HaG, EENYWVTIC To
CUCTOTIXG TNG XU TIS OYETIXEG TMEPLITWOELS YproNne.

Y ouvéyela, to Kegpdharo 4 eufadivel otn Aentopepr] uhonolnom Tou GUCTAULATOS, XUAVTTOVTAC TA TAVTA, And
Ta €€umva cuuPdiona Tou yenolponotinxay Ewg TNV EVonudtwor Twy front-end xou back-end custnudTwy.

Téhog, o Kepdharo 5 anotumdvel Ti¢ TEOXANCELS TOU AVTWETOTIOTAXAY XATE TNV AVATTUEY Xl TEELYEApEL
mdavée peAAoVTIXES PeATIMoELS.




Kegpdhawo 2

Oewpntixo Tnofavpo

Auto o xedhauo diepeuvd ta Yewpntind Yepéhia tne teyvoroyiog blockchain, twyv anoxevipwuévony Toutotitey
(DID) xou touv Cardano, tne mhatgéppoc blockchain mou yenowonomidnxe vy ) perétn poc. Zulntd g
apYEQC, TOUG PNYAVIOUOUS o To VEENTIXG VEPENL QUTWV TWV TEYVOROYLWY, BivovTag EUpact oTov pOho TOUC
oV TapoY Y| AcQUAGY XaL enaAndelouwy Ynelaxdy tautotitoy. H dewentiny deyerinon o Bondroer toug
VLY VWG TES VO XOTAVONOOUV TIS BuvaToTNTES VO cuoThuatog Tou Paciletar otny teyvoroyio blockchain yia
T Broyelpiom oxadnuoixdy apyelev xou o TUPdoyEL YVOGCELS YA TNV ATOTEAECUATIXY EQPUOUOYT| EVOS TETOLOU
CUGTHHATOC.

2.1 Teyvoloyia Blockchain

2.1.1 Kopia Xtouyeia
2.1.1.1 33uvarioyn

M cuvahhay?) blockchain elvon €var dngroxd opyelo petapopdc meplouclax®y GTOLYEWY 1) dedouévwy, To
omnolo unoypdpeton Prnploxd yiot ALIEVTIXOTNTA XOL OXEPAULOTITA XU GTY) CUVEYELN EMUXVPOVETAL and eE0PUXTES 1)
EMXLEWTES BTOOU Yo Vo cuunepthngdel oe éva pmhox.

2.1.1.2 MmnAiox

‘Evo umhox oe uia advoido blockchain efvon puo Sour| Bedouévmy mou TEpLEYEL EMXVPWUEVES CUVIANXYES Kol Lol
emxeahida prhox pe oyetxd petadedopéva [28]. Kdde pmhox cuvdéeton xpumtoypapxd pe Tov TpoxdToyd
TOL, BNULOVEYHOVTOS Wa AUeTEBANTN chualba. Autr 1 oOvdeon SlacaAllel TNV oXEPALOTNTO XAl TH CUVEYELL TOU
Ll0TOPO) TWV GUVOANXY WY, XohoTwVTaC xdde umhox xplowo uépoc tTng Sounc xou TNS AoPAAELNS TNS AAvcidog
UTTAOX.

2.1.1.3 KopPocg

"Evog x6ufoc elvan évac unoloylotrc cuvdedepévog ato dixtuo blockchain, unebduvoc yio v enaddevon twv
GUVOANXLY®Y X0 TWV UTAOX, EVG Ol TATeElS x6ufBol emBAANOLY TOUC xovdVES TOU BXTUOU Xou Blatneoly €va
Thpec avtiypago tou blockchain ledger.

2.1.1.4 EZoplLxtng

‘Evag e€opintng elvon évag xdpPog mou extehel umoloyiotiny gpyacior Yo Ty mpoc¥hxn VEWY umhox oTny
ahuolda blockchain, tnyv emxlpwon cuvaAloy®Y xou TNV enfAUCT XPUTTOYPAPXGDY Yeipwy otny e€bpuln. Autd
dlacpahilel To dixtuo, Toug anogépel auoBéc cUVIAAYOY xou Toug avtoueifel ue véa vouiopata.
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2.1.1.5 Blockchain

To Blockchain efvon éva amoxevipwuévo dixtuo opoOTWOY XOUBwY TOU YENOWOTOLEL ULl XOTAVEUNUEVT, douT
dedouévev, 1) omolo emiteénel uévo npootixes, yiol T SLEUXOALVOY TV CUVIANXY®Y X0l TV OAANAETUdpdcEWY
Y0plc xevtpu apy”. Anotekeiton and unoyeypopuévec cuvahhayés HETAE) OUOTIUMY, OL OTOlEC OUABOTOLOUVTOL
oe umhox xou enahndedovton and Toug xOUPoug Yiol Vo BLICPAALGTEL 1) axEEALOTNTA TNE BOUNE XAk VoL ATOTEATOUY
doheg dpaotneidtnteg. H ouvalveon elvon 1 Jeuehicddng apyr| mou emitpénel 68 GAOUC TOUC CUUHUETEYOVTES Vol
OUUPWVOUY GTO aEYEl0 GUVIAAAYCY, EMITEETOVTAG TNV Ac@OAT, Sopavy) xa amopaBinotn thenomn apyeiny. Auti
1 opyLtEXTOVIXY UTOGTNEILEL Eval EUPD PAGHO EQUPUOYOY TEEAY TWY UTAGY SUVOAAYOV(8].

2.1.2 TVrol. AwtOwyv Blockchain

H teyvohoyia blockchain éyel e€ehiydel oe Tpeig xlpiec xatnyopleg: dnuodoa, WLKTXE xan VBEWLXd. To drudcia
Blockchain eivon avouxtd xon ywelc ddewa, emTEénovtas 0 OTOLOVONTOTE VoL GUUHETEYEL 0TV eEHPUEN Xou TNV
enahfdevon twv ouvahhayodv. To Wuwtind neplopllouvy v npdcPucy oe pla ETAEYUEVY opdda, evicylbovtog
NV WBITXOTATA Xt TNV amotekeopatixdtnta.  Téhog, ta uBpwdixd blockchain cuvdudlouv autd Ta wovtéha,
ue uio xotvompaEia vo emAéyel xépfBouc yio T daxuBépvnor. Auth 1 Taflvounomn avadetxviel Ty evekiéio Tng
teyvoloylac blockchain, and tnv mpowinon tng diagdvelag o dnudota dixtua €ng TN Slac@diion evaicUnTwy
dedopévev ot Wintnd cuothpotal8].

2.1.2.1 Anuéoro

‘Eva dnuéoto blockchain elvon éva amoxevtpwuévo cloTtnuo OTOU Ol GUVOAAAYES UTOROUV VO OmOC TEAAOVTAL
o Vo emondedovion Ty Xoouiwe, EMITEENOVTAC OE OTOLOVONTOTE VoL GUUUETEYEL oTn Bladxacia cuvalveone.
E€ocgarileton ané v xpumtoouxovould, €voy CUVOUNOUO OXOVOUIXMY XIVATRWY XOL XEUTTOYEUPLXGY
unyoviopey enolfidevone, émwe 1 anddeln epyooiac B 1 anddeln ocuppetoxrc. O Bodudc emppodc ot
dladixacia ouvaiveone elvon avdhoyog Ue TNV TOCOTNTA TWV OLXOVOULXWY TOpwV Tou unopel vo diadéoel €va
EUTAEXOUEVO U€poc. Autd xadotd Ta dnudota blockchain pla mhipwe anoxevipwuévn evalloxtixy oo otny
xevipxt| epmiotoolvh[5].

2.1.2.2 YBpedwxo

‘Eva upedixd blockchain elvon évag tOmog oducidoc pumiox 6mou 1n Sodixacio cuvaiveons eréyyeton and €vo
TEOETAEYUEVO GOVOAO XOUPwY, OTwe YenuatomotenTd Wweluata. Kdde yépog Aettoupyel évav xoufBo xou
TeéNEL var UToYedpouy xdde umhox yio vo efvon €yxugo. To dixalwyo avdyvworng tou blockchain pnogel va etvon
dnudolo 1 va tepropiletan oTouc cuuuetéyovtec[s].

2.1.2.3 IdwwTixod

‘Eva mAflpeg wWuwtied blockchain elvan éva cbotnuo émou o duconmuata eYypaphc elvanl ouyxevtpnuéva oe
EVOLY 0PYOVIOUO, EVE TA BIXALOUATO AVAY VKON Urtopoly va eivar dnudota ¥ teploptopéva. Autod elvar alvndeg
o€ EOWTEPES EPUpUOYES OTwe 1) Slayelplon Bdoewy dedopévwy xot o €heyyog, 6mou 1 duvatdTnTa dnudoLag
avayvwong propel vo unv eivon amopaitntn ot oplopéves Teptntidoelc]s].
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2.1.3 Movzéia Blockchain

H teyvoloyia blockchain é€yel 800 povtéha yia tn Slayelplon TV CUVAANAYOY oL TNG XATACTAONG:  TO
povtéro Aoyaplaopol (Account Model) xou to povtéro Unspent Transaction Output (UTXO). To Ethereum
yenowonolel To Movtého Aoyoptacuod, to onolo evnuepdvel To undroino xade Aoyaploopol, eved to Bitcoin
yenowonotel to Movtého UTXO, to onolo napoxoroudel tny bloxtnolo yéow tev un Samavnuévwy Tochy ond
TPONYOUUEVES CUVOANAYEC.

2.1.3.1 Movtéro Aoyaplacuol

To Movtého Aoyaploouod etvon pio pédodoc dayeiptong Pmpraxmdy Teplouclaxdy otolyelwy, Tou Hotdlel ue Toug
nopodoatoxols tpanelixovs hoyaptaopols. IlepthauBdver yetafdoeic xotaotdoewy, ol onolec mepthauBdvouy
Gueoec yetapopéc adiog xou TANPoQoplty HeTAED hoyaplaoudy. Autéc ol yetofdoelc xatnyoplonotobvtal o dVo
TUTOUG: QUTEG TOU EAEYYOVTAL TG TOUG YPNOTES HEGH LOLWTIXDY XAELBLMY X0 AUTES TTOU DIETOVTAL OO TOV XX
¢€unvwy ouvuforaiwy. To clotnua evnuep®yvel Ty Tayxdéouia xatdotoor Tou blockchain, 1 onola yenoiuelel
0 hoyotnd Piho yio tar undroina, TNV anoVXEVUoT) X0 TOV EXTEAESIHO XD xdde hoyoplaouov[4].

To povtého AoYoplLICoHOU YENOUWOTOLEl GUVORAAYES YLOL TNV TEOCUPUOYYH TWY UTOAOITWY TV AOYUQLICUAY,
EMTEETOVTAS TNV EUXOAN TapaxoholUNoy NG WoXTNOloG TWV TEPLOUCLOXWY OTOLYElOY ot TS UeToxlvnong
Toug ot dLdpopa dixtua. H mayxdoplo xataypapr TNE xATACTACNEC TWY UTOAOITWY Xl TWV YoURUXTNELO TLXWY TOU
hoyoplaool To oo T8 XU TAAANAO YLol BLAPOPES EQUPUOYES, and AMAEC YETAPOPEC EnC alvieteg alhnhemdpdoelc
€Eunvwy oupfolaiwy[17].

2.1.3.2 Movtéio Unspent Transaction Outputs

To povtého Unspent Transaction Outputs (UTXO) elvon évo cUotnua mou mopaxohoudel tic un avahwideioes
££000Ug 0O TUAOTERES GUVOANXYES Xou Oy L Tar uTohoirtar hoyaplaouwy. Kdde UTXO avtunpoownedel évo xopudt
JngLaxol vouiopatog Tou dev éyet damavniel xou propel va yenoponomdel we eicodoc v véec cuvahhayéc[12].
‘Otav évag yperotng &exavd uia ouvahhayr, To dixtuo emaindedel xan xotavaiover autd to UTXO yio va
dnwovpyioet véeg e€6doug, eaopaiilovtac Ty aviyveuootnTa X8 Pnplaxol voulopatoc.

H opyitextovuer tou povtéhou UTXO npodyel tny avevupia xo Ty idwtixdtnta, xadodg avoklel To 1oTopxod
CUVOANAYOY OE UePOoVWPEVES eEHB0UC, avTl VoI TIC GUYXEVTPOVEL GE AOYUPLICUOUS YenoTwy. Auth 1 doun
emitpénel enfone v noedAAnin eneepyaoia, PehtidvovTog SUVNTIXG TNV ENEXTAGILOTNHTA XoL THY ATOBOTXOTNTA
Tou duxtvou, xodoe xdte UTXO efvon aveEdptnro.

2.1.3.3 MovTtého Avtixelpévou

To Sui Blockchain yenowonowel 1o Object Model , wo uBpeldixr tpocéyyion mou cuvbudlel otolyeio T6G0
ané 1o poviého UTXO 600 xou and 1o povtého Aoyoplaopod. Autd to govtélo Bopel Tic ouvahhayég xou Tig
XOUTAOTACELS, AELOTOUOVTOC TA TAEOVEXTAUATA TNS ToRdAANANG eneepyaciog twv UTXO, dlatnpdvtac topdAAnia
TN CLVOYT| TNE XTdoTAONG Xou TNV euxohio Tpoypapuotiogol. To Sui Object Model avtipetwnilet tor Pnproxd
TEPLOVGLOXE GTOLYEID S HOVAOIXE vV TIXEIUEVD, ETLTPETOVTAS TNV AUEST) OAANAETDpaoT Xou TOV YEoLoUG. AUTh 1|
pédodog Beltichvel Tic cUVAAAAYES %ol TLG EXTEAECELS EEUTVWY GUUBOAAWY, TEOWVWVTAS Wit TLO ATOTEAEGUOTIXY
ol XMPAX OO UTodoun[18].
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2.1.4 AMNyopidpol Xuvaiveong

H ouvalveon eivan évac xplowog unyavioudc oe xatoveunuéve cuothgata 6nwe to blockchain, émou o x6ufol
CLHPWVOLY OE pla evialo xatdotaor Tne Bdong dedopévwy 1 Tou Aoyio ol BiBAov, e€acparilovtag plo cuveny
dmodm twv TAnpooplidy.  AuTéc 0 unyoviopds amoTEENEL TIC omoXAoElC xou datnpel TNV oxepoudTnTa Hou
v aflomotio tou dxtlou. Xwplc cuvaiveon, to dixtuo Vo urmopolce va elvon EUGAWTO O TpwTd ornuela
aopaheiog, dmwe 1 SITAY Bomdvn xow oL SLoxhaBoELS, 0dNYWVTaG o EMNEWN eumioTooVNG xou Tdovy| amotuyia
Tov cucTHToc[20].

H Bulavtivi Tupgwvioe (Byzantine Agreement - BA) avtetwniler tnv npdxhnon tne ouvaiveons ot
xatovenpévo dixtua e ehaTTopatinols 1 xoxéBoulous xéuBous, divovtag éugoon otny avdyxr yio aElOmo Teg
MGEC TOU UTopoUY Vo AELTOVPYOUY OTOTEAECUATIXG OE avVUUES Xt oYy ypoves puluicec. H BA meprypdipet
TNV TOAUTAOXOTNTA TNE ETUTEVENS CUUPOVIOEC GE XATAVEUNUEVA BIXTUN OTIOU OL GUUMETEYOVTES UTOPEL VoL Unv
eumioTebovTon 0 €vac Tov GAhov 1 var evepyolv xaxdBouia[15]. Ou teyvoloyiec blockchain ypnoworoolv
unyoviopole cuvaiveore 6nwe N anddelln epyooiog (Proof of Work - PoW) xou 1 anddein ocuppetoyrc (Proof
of Stake - PoS), ot onofot eZac@ahilovy T cUVAIVEST) HEGE UTONOYLOTIXE EVTOTIXOV EPYUOLOY X0t avTope(Bouy
TOUG EMXUPKTES UE Bdom Tn cuuUeToy ) Toug oo dixtuo. Autéc ol uédodol eviaybouy TNy aopdiela Tou dixtdou
évavtt emdéoemv xat yewaydynone(8][10][20].

2.1.4.1 Proof of Work

To Proof of Work (PoW), éva clUotnua mou ewofydn andé to Bitcoin xaw apydtepa viodethidnxe ond to
Ethereum, nepilopfdver e€oplntec mou AOVOUV xpUTTOYRUPIXOUS YRIPOUS YLal VO ETUXVEWVOUY GUVIAAAYES %ol
vo. dnovpyoly véa umhox. H mohumhoxdtnta puduileton Suvopund yior va Stortnpeiton 1) GUVETELD GTOUS YPOVOUG
noporywyhc umhox. O mpidtog e€opintng mou Aivel Tov Yplpo xepdilel xpUNTOVOULIGHA, TEOWUMVTAS T1 GUUHETOYN
X0 TNV ao@dhela 6T dixTuo, anotpénoviag T dimAy) Samdvn xou eZaogorilovtog opetdfAntec cuvolhayéc|20](22].

H aviextixétnta tou PoW ogelheton otnyv utohoyiotiny npoonddeia mou anonteltar yiot Ty enilucT Twv yelpwy,
xadloTOVTOG TEXVIXE BUOXOAN Xou owovouxd avépuetn Ty ollolworn tou blockchain. Autd ogelheton oto
yeyovoe 6t 1 adholwon tne ahudicac da ancwtoboe and évay xaxdBoulo mapdyovta va Eemepdoel to Tigo
dixtuo ANovovtag otadepd mpdtoc Touc yelpouc. Amouteiton éleyyoc mdvw and to 50% NG UTOAOYLOTXAC
toy0og Tou dixThou, YEYOVOS oL amantel oNuUavTIXoUS OXoVoULXoUE xou evepYelaxolg mopous. H ouvaiveon
HETAED TV CUPPETEYOVTWY 0To dixtuo elaocpaiilel wa eviola, aldmiotn éxdoor) tou ledger, dSiatnedvtoag T
axepondtnTa xan Ty oftontotior Tou blockchain|26].

2.1.4.2 Proof of Stake

To Proof of Stake (PoS) eivan évag unyavioude cuvaiveons mou dtacgahilet to dixtua blockchain anawtdvrog omd
TOUG EMUXVPWTES VO TOVTIPOLY EVOL GUYXEXPULEVO OGO XPUTTOVORIoHATOE we eYYONon. Autd TOUC ETLTEENEL Vol
CUHHETEYOLY OTIE Bladxaocieg emxdpwong xou dnploveyiog umiox, ye Ty mdavotnTa Emxipmong v elvor avdioyT
HE TO TMOGd TOu Voulopatog Tou €xel oTolynpatiotel. O emxupwTég emAéyovTo TUYala XL N EYXUPOTNTA TOU
umhox dacohiletar amd dhhoug EMUVELTES ToL ToToTololY TNV axp(Beld Tou. H Swbixacio awty ehoytotomotel
TNY XATAVAAWOT] EVERYELOC XL ELOAYEL EVAL XPUTTO-0IXOVOULXS ETTEDO ao@dAelag, xadde oL EMXUPWTES €Y0UV
OWOVOUIXS XIVNTPO VoL EVEPYOUY TPOG TO cLPEEROY Tou dixthou[20][21].

To PoS avtipetwnilel 1o npdBAnua e Simhrc doamdvng dlac@aiilovtac 6Tl oL eEmXUpWTEC €youv €va Uepidlo
GTOV XIVOUVO, AELTOURYWVTUS AMOTEENTIXG EVOVTL TNG avEVTIUNG oupneptpopds. H amoxevtpwuévrn @bon tou PoS
xorloTd Tig eméoelg anayopeuTxd Samovneég, xoig évac emTidéuevoc Yo TEENEL Vo XATEYEL €Vl ONUOVTIXO
uépog tou vouiopatog mou €yel otoynuatioel. Xe avtideon ye to PoW, to PoS Baociletoan oty owtepinn
owxovoplxt] o&la evtog tou blockchain, evduypopuilovtoc to CUUPEEOVTO TWV EMXVPWTOY UE TNV OCPIAELDL
X0 TNV OXEPALOTNTA TOU dxTUoU. AuTth 7 yetatémon and v e€AvTAnon mopwy o éva Yoviélo ue Bdon to
droaBeupor Tpoo@EpeL €val o evepYElaxd anodotxd mhololo Yl Ty eniteudn ouvaiveone oTig TEXVOhOYiES
HAUTOVEUNUEVLY XATOAOYWV[3].

2.1.4.3 Delegated Proof of Stake

To Delegated Proof of Stake (DPoS) eivou po e€€MEr tou pnyaviopol cuvaiveong Proof of Stake. IepihopPdver
TOUG OLUPETEYOVTES 0TO BixTuo Tou YNeilouv yior Vo EXAEEOLY Lo UixEY] OUEBO AVTITPOCWTWY 1) THPAY YWV
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umhox, ot onofol elvan LTEDYUVOL YLoL TNV ETXVEWOT TWV GUVOANXYWY o TN dnutoupyior VEwv pmhox. Auth 7
dradixaation dmepogopioc exdruoxpatiCel Ty e€oucio oL EMTEENEL GTOUC XATOYOUSC VOULOUGTWY VoL €YOUV AGYO
o ouvtrenor tou dixtlou. Ot avtitpdowmol €youy xIVNTEo Vo EVERYOUY TPOS TO GUUPEROV TOU SIXTUOU UEow
AVTALOBAOY xou Uopoly o xotadneLeToly edv anotiyouy N evepyfioouy xaxdBouvia. To DPoS unopel vo peidoet
oNuavTXd To x6oT0C AeLTovpyiac Xou GLYTHENONC ToU dxTOOoL, dlaTNEOVTUS TaPdAANha TNV aroxévipwon|[14].

2.1.4.4 Proof of History

H an68eién wotopixol (Proof of History - PoH) elvan évag pnyaviopéde ouvaiveong blockchain mou yenowomnotel
TO YP6Vvo Yo va emaknieloel Ty axohoudio oL TO YpovOSLEYEaUU TwY cUVIAAXY®Y. Amodidel plo wovadixr
Yeovooppayda o xde cuvaiiayy), emiTeénovtag TNy aveldetnTy enoAdeuct) ywelc cUVEYY emolvwvio UeTaEl
TV xo0ufwv. Auth n tpocéyyion ouufdiiel otny enthucT Tou TEOBAUATOC TNG BITATC Bamdvng, ATOTEEROVTASC
T0 (B0 Pnpraxd neproustaxd ctotyeio va danavniel neplocdtepec and wia popéc30].

2.1.5 'E&unva JuuBdoioia

To éZunva cupPdaa, to onola ewohyaye o Nick Szabo to 1994[24], autoyatonolotyv Tic cUUBUTIXES GUUPEVIES
METATEEMOVTAC TIE TUPABOCLOXES PNTEEC OE TEOYPAUUUATILOUEVO XOBIXA EVOWUATWUEVO OE Ynelaxéc 1| QUoLXEC
wWdtnTee.  XUtoyog toug elvon va emPBaAhouy auTOVopd TOUC Gpouc TwV cupPdoewy.  Xto mAdiclo Tou
owoouothdatog blockchain, to é€unva cuufBéhater AettoupyYolv w¢ GeEVEELY 1 EQUPUOYES, TOU EXTEAOUVTOL
aveldptnta ot xdde x6uBo Tou duxtdou, dtay evepyoroolvTon and cuvolhayéc[10]. Auth n autdvoun extéheon
dlaopailel ™ Blopovy) xou amOTEAESHATIXY TRRNOT TWV CUUPOWLAOY Yopeic TNV avdyxn xevipic apyfc 1
pecalovimy.

‘Eva é€unvo cupféhato oe éva blockchain amoxtd piar povadixn Siebduver yia Tny evepyonolnon Twv GUVOANAY GOV,
emTpENOVTAS Tou vor Suaryelpileton adAniemdpdoec pe Bdon Tta dedopéva petoll Twv pepdyv.  Mnopel va
BIEUXOADVEL TIC OLVAAAUYEC UE auTovopn emaifieuon xou extéleot) ouvahhaydy Pdoel Tpoxooplopévey
ouVINUGY, OTwe 1 avToAAaYH PnELaXdyY TEpLOUCLOXOY GTOLEIWY LTS cuyxexpévous 6pouc[10].  Auth
dradixacior xatadewvieL TNV xavotTnTa Tou €Eunvou cuuBohaiou vor emBAAhel cuuQwvieg xan va BloyeplleTon
HE QoQAAELD TEQLOVGLOXA OTOLYElOL XAl XUTAO TAGELS EVTOC TOL olxooLa THUToS blockchain.

2.1.5.1 Amnoxevtpwuéves Egappoyeg

Mo anoxevtpwuévn epopuoyy) (DApp) eivar hoylound mou avtl va exteheiton oe évay xevipixd UTOROYIOTH,
Teéyel Tavw oe éva xatoveunuévo clotnua, cuvidwg éva Bixtuo blockchain.  Xpnowwonouwdvtag €€unva
ocupfohata, to DApps umopodv vo Aettoupyolv autdvopa, edahelpoviac Ty avdyxn yia xeviewr apyn. Ou
OTMOXEVTIPWUEVES EQUPUOYES ETUTEENOLY JUECES, Ywplc eumoToolvy ahhniembpdoeic UeTallh TwV YENoT®Y,
unootneilovtac nowihes Aettoupyies, amd YpNUATOOLXOVOUXES UTNEEGTES €mC TUYERS Touy vidia, eV Ttapdhhnia
draoparilovy TNV axepordTNTAL TV SEBOUEVKV Xon TNV o&loTLoTol TOU UG THUTOC.
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2.2 Amnoxevipwuéva Yvotpoata Tavtonoinong

H {ngpxry emoyr éxer odnyrioer oe alinon tne omoUfxeuone xa g enelepydolds TEOCWTIXOY
dedouévamy, avadewviovtog Tic aduvapies Twv tapadoctaxty cuoTnudtwy dlayelptone tavtdétntae (IDMS). Ta
CUYXEVTPWTIXE CUCTARATO, OTOU WLoL XL OV OVIOTNTA EAEYYEL TEPAOTIEC TOCHTNTES BedoUEVwY, eyelpouv
avnouyieg Yo Tnv tpootacio g Wiwtxhc Lohe. O napafidoeic dedouévmy €youy avadellel Ta eyyevr TpwTtd
onuela TV oLYXEVTPWTXGY IDMS, édnou oL ypHoTec cuyvd Bev €youv Tov EAEYYO T®V BEBOUEVWY TOUG Xl 1|
xowt| yprion and tpitoug yivetan ywplic pnth cuyxatddeon|[1].

O aduvapieg twv onuepvedy IDMS €youv mpoxahécel 10 evOAQEEOVY YIol ATOXEVTPWUEVES AUCELS TOUTOTNTOG,
omee 7 dwyelplon tautdtntog pe Béon ta Blockchains. Ov anoxevipwpévee tavtdtntee (DID) npoopépouy wia
TEOGEYYIOT UE ENIXEVTRO TOV YENHOTY, EMTEENOVTAS OTA GTOUN Vol EAEYYOLY Tol BEBOUEVA TOUG Ywplc XEVTRIXES
apyéc N ueodloviec[l]2][13]. Auth n otpogh| mpoc TV awtoxuptapyolpevn Tautdtrta (SSI) yenowonoel
TNV OMOXEVTPWUEVT] OEYLTEXTOVIXY TOU BLadixTOOU Yla VO UTOXATAGTACEL TOV EAEYYO, TNV ACQAAELN XAl TNV
WwTxotTa v oatépny. Ta DID npocpépouv evioyuuévn WBiowTixotnTa, auENUévr do@diela xon UEYUANITERO
ENEYYO TWY TPOCWTXWY dedopévey, cupfadilovtag ue v avgavouevn (o yio aogaieic Aooeg dnelaxnc
TAVTOTNTAG.

2.2.1 Teyvoloyxd YnoPBadpo
2.2.1.1 ATROXEVTPWUEVA AVAYVWELOTIXA

To anoxevipwuéva avayvoplotxd (DID) eivar povadixd xow UéVIUa ovayVWpLo TG TOL YE1oHLIOTo0UVTAL
OE ATOXEVIpWHEVA oL TARoTY Yior enohndeupéves dnglanéc ToautdtnTec[29]. Emtpénouv tnv autoxvplapyixt
TOUTOTNTA Yot Umopoly va yenotpornondoly ywelc XeEvipd Pntewo, mdeoyo Toautdtntac 1 deyn €xdoong
motonomnTix@y. Ta DIDs cuvdéouv éva unoxelyevo DID ye éva éyypago DID, emtpénovtag oe ovidtnteg
OTLC GTOUA, 0PYOVIOHOVS, CUOXEVES XL EQUPUOYES VO TULOTOTOLOUY MPLaxd TNy TAUTOTNTA TOUS Ywelc XEVTEIXH
enonteio. Autr 1 xouvotopia EVBUVAULMVEL TOUG YPNOTES, EMTEETOVTAS TOUG VOl £XOLY TOV EAEYYO TNG TOUTOTNTAC
ToUg, TPoWVMVTUS THY Pnelox autovopla poxetd ard éva tapddelyua xevTpixod eEéyyou[2].

2.2.1.2 Ernaindelboipa ITictonowntixd

To enodndedowa motonomtxd (VC) ebvan dnpranéc exdboeic guomdy eyypdpwy Ttautonolinons, Omwe
To SwPathplor By oL ddelec odAynone.  XpnOoWOTOoLOY  XPUTTOYEAPLXY) OCQOAAEL YO TNV ATOTEOTYH Un
££0VCLOBOTNUEVNE TPOGBAGNE Xou TN SLUTARNOY TNG AXEPAULOTNTOC TGV XOLVWYV TULCTOTOMNTIXWY. AUTH 1) do(olfc
Tapousiaon ehayioTonolel TV ExUeoT) TEOCWTIXDY TANEOPOELDY, ETUTEETOVTG UEYUAITERO EAEYYO0 OTY Slddoao
Ty dedouévwy[11][13].

2.2.1.3 Moviéro AvTtoxvpiapyobuevrng TavtotnTag

To poviého tne avtoxvplopyoluevne Tautdtntog (SSI), to onolo diver tn duvatdtnta oTo dTOUa Vo ENEYYOLY
TATRwC Tl BEBOUEVOL TNG TAUTOTNTAC Toug, anoteAel Baocixd Yeuého yia tig e€erielc otn Syeipion PmeLancdv
TOUTOTHTWY, avolyovTag To Spbuo Yo éva péhlov 6mou ot dnplaxée tautdtntee Yo elval 1600 Qopntéc 600 Xau
eETXEVTPLUEVES oTNY Tpootacia tne Wiwtxic Lwhc[2][11].

2.2.1.4 Xxomnég Tou Anoxevipwuevou MuotRpatog Tavtoroinong

To anoxevipwpévo cloTnua Tautomonong amooxomel oTNY AVTWETOTON Twv {Ntnudtwy npoctucioc e
Wt Cwng xat Twy TapafBLdcewy BedoUEVKY oTa Topadoctuxd cucThato Toutonoinong, e&ulelpovtag Ty
e€dptnom amd xevipixéc teyvohoyieg. AuTtH 1 xavoTdUOC TPOCEYYLON EVIGYVEL TOV EREYYO XOU TNV WOLWTIXOTNTA
TWV XENOTAOV, avolyovtag To dpduo yia éva ac@arés Pnelaxd owxoctotnue. Kadde ol teyvoroyiec eehiooovton,
Yo enavompoodiopioouy Tic Pnproxéc alMnAedpdoels, TpowddvTac TNV eRmoToo0vn Xou Ty acpdheta]2][11][13].




2.2. Anoxevtpouéva Xuotiuata Tavtonolnong

2.2.2 IIepwntwoeig Xpenong

To anoxevipouéva avayvwpiotikd (DID) petapoppdvouv tic Moelg oe didgpopouc topels, evioyloviag Ty
AGPEAELNL TWV GUVOANXLYGVY, TNV WBLOTXOTATA XL TNV EUTOTEVTXOTATA. BeATudvouv to nhextpovind eundplo,
™V vyetovouxt teplBoldm, Ty exnaldeuvon xou Tig Ypnpatomotwtxéc utneecies. To DIDs vnootneilouv eniong
aopahy) Pngroxd cuotidata neopopiog, TEOWIDOVTUS TNV AXEEUOTNTA Xol TNV TEOCBACHOTHTA OTNY EUTAOXN
TV TOMTOVY. Xuvolwxd, to DIDs elvan anmopoftnto yia v To aoPoAEg, AMOTEAEOUATING XKoL ETUXEVTPWUEVO
oTov Yehotn dngoxd owoclotnual2][11][13].

2.2.3 3X0vdeon pe v teyvoroyia Blockchain

H teyvohoyia blockchain Pedticiver YeUehioddOC TNV EQUPUOYT TWY OTOXEVIPOUEVLY avayvwploTixmy (DID)
TOPEYOVTOG ULol 0oQaY, OUETEBANTY Xt AmOXEVTPWUEVY UTodoUY amapa{TnTn Yo T Sioyelpton Twv PneLaxcdv
TautotAtwv[13]. H wavdtnta e teyvohoyiag vo Aettovpyel ywpic xevtpw apyn Sioaocg@oiilel 6T oL yphotes
HTTOPOUY VoL EAEYYOLV TLC BIXEC Toug TawToTNTES, ouuBadilovtag ue TNV autoxvplopyoluevy @uon twv DIDs. Me
v xataypapn Twv DIDs oe éva blockchain, xdie tautotnTa xatorypdpeton wdvipa ue Tpono Tou dev edEYETOL
oaANOLWOT), EYYUOVTOSC TNV OXEEAULOTNTOL X0 TNV AUUEVTIXOTNTA TWV PNPLIXDY TOUTOTHTWY.

H teyvoloyia blockchain anodnxelel ye aopdheio ta DID xon Sieuxolbvel 1 cupfohatoypa@uxr emxdpmon Xou
NV eNAANUEVOT] TV O TOTOWNTIXGOY UEoK EEUTVWY GUUPBAOEWY, eVioylovTac TNV Ao@EAELR, TNV WBLWTXOTNTA
xoL TV outovopior TV yenotov.  Auti 1 anpooxontn evowudtworn twv DIDs ue vy teyvoloyia
blockchain dnwovpyel €va toyvpd mhaicio yio T Boyelplon Pnplaxmdy TauToTATWY, evioyldovtag Tig Pnelaxég
alAnhemdpdoeLc.




Kegdhato 2. Oewpntxd TroBadeo

2.3 Cardano

To Cardano|7] etvan pior mhotpdpuor blockchain tpitng yevide. AvantOydnxe and wnyovixols xon axadnuoixois
YioL TNV AVTETOTON {NTNUETWY ETEXTACIHOTNTAS, ACPIAELNS Xl AnoXéEVTpwone. Xenotwonolel Tov ahyopriuo
ouogwviog Ouroboros, éva tpwtoxohho PoS pe uhnhdtepn evepyelax anddoom, xou elodyel To povtého extended
Unspent Transaction Output (eUTXO), pa eZéhin tov topadootoxdy cvotnudtey UTXO. Autéd to yoviéro
evioy Vel Ty enedepyooio cuvolhoydv xa to éEunva cupPBoioua, xadiotidvtag To Cardano wa toyver Thotpdpua
YL0L AMOXEVTOWUEVES EQapPOYES[6].

2.3.1 Extended UTXO

To povtého UTXO eivar évar OVTEAO XEUTTOVOULGHATLY TOU OVOTORIO T OAES TIS U1} Bomavnuéveg e£600U¢ e
Eeyowpotd UTXO, xadéva and to onola avtiotolyel o€ €vo GUYXEXPWEVO TOC6 XpUTTOVOULoUdT®Y. Aloc@aiilel
TNV OXEPALOTNTA TWV CUVOARALY OV OTOTEENOVTAC T1) SLTAT) Samdivy) 1o SleuxolbvovTtog dlapaveic Sladpopés eEAéyyou
HETOPORES TEPLOVGLAXY oTOoLYElWY. oTd00, 1 Bacixh Tou Hop®T elvar Teploplopévn otny LToo THELEN cUVIETKY
EZUTVOY GUUBONAIWY XAl XPATIXWY EPUPUOY Y TOU ATUTOVY SLoPOLOTOMNUEVT] ENEEERY Tl GUVOAAAYGDY.

To povtého Extended UTXO (EUTXO) Behtudvel to nopadooiaxd nhaicio UTXO evowpotdvoviag audaipeta
dedouéva xan e€aoarilovtag TN ouvéyewor e obuPoaone oe OAec Tic ouvaAlayéc.  Autd emTpénel O
e€ehyuévn hoyuy €€umvev ocuufolalev xou Aettovpylee Ue xaTdOoTAOY, EMTEETOVTAS TNV avAnTUEn cUVIETWY
OTOXEVTPWUEVLY EQUPUOY OV, Blatnpddvag Topdhhnho tar TheovexTiuata Sopdvetas xou ao@dhelas touv UTXO[9).

2.3.1.1 Kbipgia Xtoiyeio

To povtého EUTXO anoteheiton and tpla faoixd otouyeio: Datum, Redeemer xou IThaioio(Context).

Datum To Datum etvor éva ototyelo dedopévwy mou enouvdmteton oTig e€680UC CUVIANXY MY Xl YENOLUEVEL
WC TOPGUETEOS XaTd TNV emxdpwor). Emteénel ota cupBéiaia va dlatneoly tny xatdotaot ywels vo aAAdlouv
TOV EMXVPWTH TOUS, XOIOTOVINS TO YENOWO YLOL TNV XOTACTUCY TWV UNYAVOV XATACTAONG EVIOS TV
blockchains, emtpénovtog Ty TOAUTAOXT xou BLadEC TXT CUUTEELPOEE TOL GUUSOANIOU, BLUTNEWVTAS TUEIAANAAL
™V aeTEBANTN Aoy Tou cupBolaioul9].

Redeemer O Redeemer eivon éva xplowo tufua ot suvodiayéc UTXO, napéyovtag uio mopduetpo and tov
XOTAVOUAWTH 0TO oevdplo emxdpwone. Emtpénel oto cevdpio va Aaufdvel anogdoelg Ye Bdon Tic nopeyOUeveS
TAnpogoplee, emTEénovTac duvauxés aAANAeTdpdoelg e EEunva cuUBoAaLL, OTIOL 1) GUUTERLPOEE TOL GUUBOANLOU
unopel var alhdEer pe Bdom tic elobdous Tou yeRot[9).

IM\oicrto To IMaicwo eivon éva xplowo otoiyelo yo v emxlpwon e cuvahhayhc, To omolo mopéyel
hentopepelc TANpopoplec oYETd UE TN CUVAARAYT], GUUTECLAOUBOVOUEVLY TV EEOBWY, TWV ELTOBWY XaL EVOQ
oelxtn. Autéc oL TAnpogopieg EMITEENOLY GTOV EMXUPKTH Vo eMBAAAEL auoTNEdTEREC cLVUTXES amtd To Bactxnd
povtého UTXO. Bondd enlong otnv emdedenorn twv tpexdviny e€6dwv g cuvahhayne, e€acpoiilloviac
ouvéyela e obufaone. To IMaioio eCaopariler VIETEPUIVIOTIXY EXTENEOY) , EMITEETOVTAS GTOUC YPNOTES Vol
TEOPAEPOUY TO ATMOTENEGUA KO THY XOTOVAAWOY TOpwY TEW and TNV UTOBOAH wag cuvodhayhic[9].

2.3.1.2 Kbpia ITAsovextpato

To yovtéro Extended UTXO Behtudver tig epopuoyés blockchain entpénovtog otic ouvakhayés va HeETAPEROUY
npoéodeta dedopéva, emitpénovTag T dnwoupyio mo clvietwy é€unvev cuuBolalny vy va doyelpilovta
xa vo yelpllovton mAnpogopies pe dedopéva. Emniéov, to poviého eUTXO evioylel Toug xavoves emixdpnong
ouvahhay v e T xenon evoe "Redeemer", emitpénovtag ) dnplovpyia hoync éEunvev cupfolainy mépa omd
TIC AMAES UETUPORES TEPLOUCLAXWY CTOLYElWY, EMTEENOVTAC €T0L TO TEP(TAOXES CUVOAAAYES OTO OLXOCUCTNUL
blockchain. Télog, diaopaiilel 0 cuvéyela Twv cLPPdoEwY, eQaEUOLOVTAC UE CUVETELN TOUC XUVOVES EVOC
oupfoiaiou oe TohhanAég cuvollayé péow tou IMhaaliov.
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2.3. Cardano

ITtuy? UTXO eUTXO
Avayelpion Aedopévov | Aev  unootneller  mpdoveta | Yrootneiler npbéoldeto dedouéva
dedopéva ue cuvaAhayéc. péow tou Datum, emtpénovrog
gEunva cLUPONLAL UE XATAO TOOT).
Koavéveg Yuvarhayodv | Baowol  xavévee  emxbpwone | Iponyuévn EMXUPWOT) ue
oyetxol ye tnv wloxtnota. tov  Redeemer, emtpénovrog
olvletn xan und dpoug Aoy
CUVIAAXLY OOV,

Table 2.1: Ziyxpion twv povtédwy UTXO and eUTXO

2.3.2 'E&unva JuuBdioia cto dixtuo Cardano

H eyyevic mhatpdpuo é€unvewv ouyPoroiwy tne Cardano, Plutus, eivow éva ohoxhnpwpévo cbotnue Turing
mou e€acpoliler aopary xou amodotnd €Eumva ocuyPorona.  Ou pilec tou otn Haskell mopéyouv udmin
oflomotion xou opdtnta oty extéheon €Eumvev cuuPoraiwy.  To cuyPdiaa Plutus amotelolvian to6c0
ané tov on-chain x®dwxa, mou extehelton evtég Ttou blockchain, 6co xou and tov off-chain xd8uxa, ot
ovoxeur tou ypeRotn[6]. Eyouv miéov elehydel dote vo vnootneilouv éva eupltepo (pdouc ETAOYOV
TPOY PAUUATIONOY, cuunepthauBavopévou e yYhdoous Aiken[27] vy xdBuxor on-chain xou touv Lucid[23]
framework yio cdAAniemidedoeig off-chain.

Ta oevdpia Plutus prnopodv va ywelotolv ot 800 xlpleg xatnyoples:

o Yevdplo emxlpwongc: To cevdplo Validator tou Plutus elvon éva cucstatind mou Bétel cuvinnec oyetixd
pe to mote pmopel vo xatavaiwdel éva UTXO, evioybovtoc v npoypoppatiowdtnte.  Xenoylonotel
tola oployata: Datum, Redeemer xou IThaloio. To Datum avrtinpoownelel mAnpogoplec xatdotaong,
10 Redeemer eivou 1 eidococ tou xatavahwth xat to IThaloio elvar mhnpogoplec cuvahhayrc. Autd ta
oTolyelo emtpénovy oTouc TEoYpeaupaTioTtés Vo opillouv clvieteg cuviixeg xatavihworng v UTXOs,
emitpénovtag é€unva cufohata oto Cardano Blockchain.

e Minting Policies: Ta minting policies (cuvahhayéc voplopatoxonelog) elvon évag tinoc oevapiov Plutus
nou op{lel Toug xavéves Yo TN dnwovpyio 1 Ty amdoupor tokens. Anoutolv pbdvo dlo oplopato: Tov
Redeemer xau to IIhalolo. Autdc 0 unyoviopds ETLTEENEL GTOUG TROYPUUMOTIOTES VoL ELGEYOLY xouvolpld
Tokens oto 8{xtuo Cardano.

2.3.3 Arnoxevipouéva Avayvwpelotixd cto dixtuo Cardano
2.3.3.1 Atala PRISM

To Atala PRISM eivar yio autoxuptlapyoluevn mhat@opua tautdétac pe Bdon to Cardano mou mopéyel po
OELPG UTNRECLOY Yol TNV €XBOON AMOXEVTPWUEVLY avoryvoptoTixdy (DID) xau enodndedoiuwy motonomuxdy,
EVIOYVOVTAG THY avamTudn xou TV acpdhela Tou oxocuoThuatog|16].

2.3.3.2 ProofSpace

H ProofSpace eivan yior mhatpdpuo mou amhomotel v enaiidevon tov Pnelaxdy tautotitwy oto diadixtuo,
Tpoopépoviac aogalelc Aoelc mou dayeplletoan o yxprotng[25].  Xenowornoel to Atala PRISM vy va
EVEQYOTOLAGEL Ta AMOXEVTpLUEVAL avayvwplo Tixd (DID) xau ta enadndeloo miotonomtixd evtég tou Cardano
Blockchain, xodiotidvtag to aowd cuctatixd tne napodoas Slatelfnc.
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Kegpdhawo 3

APYLTEXTOVIXTY] TOL ZUCTHUATOG

3.1 Emoxonnon tng Epapuoync
3.1.1 Xyediaopocg

H eqopuoyn yenowonotel por apyltextovixy otny omolor xdde axadnuaixd wddnua dioyetpileton yéow evdg
ouyxexpiévou é€unvou cuyPolatou. O Baduol ce autd to cbotnua elvan tokenized, mpdyuo mou onuaivel
ot oe xdie udinua avatideton éva token Boduol. To mocd Twv tokens mou xatéyel €vag QoLTNTAC UTOBEVVEL
Tov Badud Tou yia To cuyxexpévo pdinua. To npogik twv goltntdy elvon dounuéva we é€umva cuuBoiaia ylo
VoL TOREYOUV TNV Aokt Sloyelplon autodv Twv token, amoyopedovtog €10l TIC TUPAVOUES UETAPORES.

To ntuyio anoctélhovton pe 1 popyr Non-Fungible Tokens (NFTs), ta onola nepthaufdvouy cuyxexpyléves
TAnpogopiec oyeTd pe toug Poduolc evog goitnth.  To oclotnua evowpatodvel to ProofSpace yua tnv
AMOXEVTPWUEVT ENAANIEVCT TNG TAVTOTNTAS, EVIOYVUOVTIUC TNV ACPIAEL XU TN VOUUOTNTO TWY oXAUdNUIX)Y
TULO TOTOUNTIXY TIOU YOENYOUVTAL.

3.1.2 Evdwagpepduevol Xproteg
To cUotnua utootne(lel Teelg TUTOUC YENOTWV:

o Ot goitnTéC YENoLLoToLo0Y TOUG axadNUoix00g Xwdixo0E TOUE YL VoL amoxTHooLY TpbdofBact oTo cLoTNUA,
6mou Unopovv va ehéyEouv toug Baduolc Toug, va eyypopoly o Lodfpoto xot eEGUNVO Xl VoL TopohdBouy
10 mTUY{o TOUC UETE TNV OAOXAPWST] TWV GTOUBWY TOUG.

o Ou xadnyntéc mpémel va Stordétouv hoyaplaopd Cardano cuvdedepévo pe TopTo@oALl. Autd TOUC ETLTEENEL
VoL UTOYApoLY cuvaAAayEc Tpoxeévou va Badporoyolv Touc gortntéc. Metagépouy Ta amopaitnTa
tokens Bodporoyiag ot BleLBUVoELS TV POLTNTOY XATd TN dLdpxeia TG TEELOdoL PBarduoldynong.

o H ypoppatela x6Bet tokens eyypogprc, Sioyeipileton tor dedouéva mohtxAc xon Eexvd xou tepuotilel
TG TEPLOBOUC EYYPAPNS, XOUME Kol EVAUERMOVEL TO HOUAUTO TOU OOUTOUYTOL YId TNV OAOXAPWoN TwY
OTOUBWV.
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Kegdhato 3. Apyttextovixn Tou XuoThHUATOC

3.1.3 3Xrouyeia Tov JuoTAUATOC

1. 'E€unva XuuPBohao: H mpotopyn Aertovpyla tne egapuoyrc unootneileton and €Eunva cupfohaa,
vooupéva oe Aiken, pio yAwooo mpoypapuatiopol napduola pe Tt Rust, 1 onola yenoiwomoleiton yio
v xotaoxeut| éZunvey cupBohaiwy Plutus oto Cardano. Yndpyouv entd Baoxd éZunvo cupfBoioua:

o Téooepa ouuPdrana Minting Policy yia tnv éxdoon token Boduol, NFT ntuylou, token eyypagpric
xon €va token eyxupdTNTOC.

o Tplo cupBoéiona emxdpwong mou Sioyetpllovtal Tpogik YoltnTey, Aettoupyie pordnudtwy xo dedouéva
tokens Boducdv avtiotolyo. Autd to cupBoiona diacpalilovy 6Tl GAeC oL AAANAETULOEAOELS EVTOC TOU
oLoTAROTOC diérmovtan and aueTdBAnTous, mpoxadoplouévous xavoves, eaopoiilovtag tn cuveny
EQPAPUOYY) TWV TEWTOXOAAWY TOU CUCTAULATOC.

2. Frontend: H unyavy template Pug yenowwomnoieiton yiow tnv mopoyr| BIETapnC yio TOUC QOLTNTES, TOUG
xodmymtég xon T ypopuotelo. Auth 1 Slawdppron emLTEENEL TNV TEOLCIAOT TV deBOPEVWY, AAd Xou
my eniBhedn tov ddtaotdv Baduohdynong, otic onoleg ot xadnyntéc unoBdihouy toug Baduolc Twy
POLTNTAV.

3. Backend: Acttouvpyel wg éva eviofo API mou éyel dnmovpyndel ye tn yeron tou Express framework.
Arnoteheltan and Sudpopa péen: To mpdTo Uépog yenoiwornoel TN PiBAovrxn lucid-cardano yir Ty
extéleot epyaoudy mou agopoly to Cardano, émwe 1 Sayelpion cuvakhaydy, o eviomopsée UTXO
xon 1 emxowvevio ye to dixtvo. To debtepo épog elvan umeduvo yio v xAfon tou ProofSpace yua
v éxdoor damotevtnplny. Emniéov, dwyepileton pa Bdorn dedouévewy SQLited yio v exmAfipwon
TUYOV TEOCVETOV avaryxY e dedouéva xan amodnxelel To BloxnTixd xAeW Tou yenodonoleiton yia TNy
amodfxevon npdcietwy dedouévwy mou dev unopoly 1 de ypeidletan vo Bploxovtar oty olvoida. Extdc
and auTd Ta ouyxexpldéva péen, To API nepilopfBdvel enlong plor AettovpyindtnTa yevixol oxomol yio Ty
EXTATPWOY) GAAWY EPYAGLMY X0t TN BleUxOALVET TG eTxoVKViog HETAED BLapopETIXDY GTOoLYEIWY.

4. ProofSpace: To ProofSpace elvou umedduvo yia v €xdoon enoAndeloluwy TOTOTONTIXGY %ol
OMOXEVTPWUEVWY avayvoplo Ty, Emmiéov, elvar cuuBatd pe v egapuoy) ProofSpace yia xwvntd,
7 omolo EMTEENEL GTOUC POLTNTEC VO AUUPBEVOUY ELBOTOICELS O TPAYUOTIXG YEOVO OYETIXA UE VEOUC
Barduole xou dAAeC onpavTixéc evnuepwoelc. Autd To YapaxtneloTixd evioy Vel T dladpaoTixy eunciplo
%o SLcPoAlEL OTL Ol POLTNTES TUPAUUEVOUY GUEC EVIUERWUEVOL.

<<component>>
Retrieve UTXOs, compose and initiate rm?“end
transactions

Used as the primary interface for il
stakeholders

<<external>> <<component>>
ProofSpace Mobile Application

Stores and displays user's decentralized credentials,
Acts as a secondary Ul for the students

Backend Server
[Container]

Invoke webhook to add

<<component>> Student's ProofSpace ID
HTTP Server
[RESTAPI)

Serves Incoming requests from the client

Issue decentralized

Retrieve on-chain data certificates

and initiate transactions

Store and retrieve off-
chain data

<<external>><<component>>
Cardano Node

RS <<component>> <<extemal>> <<component>>

<<component>>
<<Component>> Cardano Interface ¢ iz e i e ProofSpace
Smart Contracts

Persistence

L SQLit
Stores the admin key, reads data from (2l

the Cardano Node and initiates
Lansacions. Stores stakeholders data.

Invoke the ProofSpace API to issue
tials Handles Decentralized IDs and Credentials

Figure 3.1.1: Adypauua CUVLOTOGMY GUGTARATOS
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3.2. Iepintddoec Xprone

3.2 lIlepintdoeig Xpnong
3.2.1 Ilepintwon Xprong 1: Eyypapr oto Ilaveniotriuio

H yeaupoteion tou mavemotnuiov eyypdpel Evay Qoltnty, SMULoupY®VTAS Uiol eYYeopr ot Bdorn dedoyévev
pe to otouyelor tou. To turAue blockchain tng Sodixactag apyiler dtav o goitntic cuvdedel 6To GloTNUA
YENOWOTOUOVTOC TOL AXodNUIXE TOU TLOTOTONTXE Yol TEWTH Popd. Apyxd, xokeltar Vo copdoel Evay xwdixd
QR ot dienoagy), cuvdéovtac TV TawTéTNTA Tou, ProofSpace ID, ye to axadnuoind tou mpoglh. H clvdeon
ohoxhnpdveton 6tay To ProofSpace ebomolel to backend tng eqoppoyric uéow evéc webhook, anodnxebovtag
to ID tou goitnth yio uelhovtuer) éxdoon motonontxdyv. To backend dnuiovpyel wa povaduer diedduvon
Cardano yw tov @ortnty), ue nopdueteo to ID tou xou egapyupdvel éva token eyypuphic 0TO TAVETLOTAYLO UE
6vouo Tov dpldud UNTEMOoL Tou QoLTNTH XL To Yetapépel ot dleduvon tou. Téhog, to backend xoakel to API
tou ProofSpace yio va exdooel éva miotonomtind eyypapric 0TO TOVETLGTAULO.

| Frontend | l Proofspace Mobile App | | Proofspace API |

Database Ledger

T
|
‘ »
T T >
|

Redirect to dashboard

| 1
| | | |
| Get grades | | |
[ ] | |
| ! o | | |
[P _j _Student has not completed registartion A | |
| | | | | |

par ) [Frontend polling until the user has ion] | | |
| | | | | |
\ . . .
7 t t t + | |
- \ [ [ [ I
| | | | | |
| ShowQR | | | | |
| | | | |
| | | | |
| | " . . | | |
\ | Is student registered? » | |
| | | | | |
| I Resonse | I | |
[ Bttt it | ettt 1 | |
| _ | | | | |
opt [Not yet registered] I | | | |
| | | | | |
| show QR and sleep 2 } : } : :
| | | | |
| | | | | |
| | | | | |
T T T T | |
B R T T T TY T
P Integration | | I I |
| | | | | |
| | QR scanned | | | |
| | | |
|
| } ll Post connected user's Proofspace ID _} : :
I | [ " | I
| | [ | Update student's Proofspace ID | [
| | | f > |
| | | | | |
I | [ lg-----_Jpdated ] I
| | | | | |
: } : I Mint registartion token to student's Address ‘l
T T L}
| | | | § | |
I | [ e oo oo Mined ) ____________]
| | | |
: } !‘ Issue University registation credential 1
I i
| | | g ¥ g |
| ‘ L ______Credentialissued ____ _ |
I | »
| | |
OK
| |
| |
| I
| |
|
|
|
|
I

Figure 3.2.1: Aurypopuo axohovdoc nepintwong eyypaprc oto Iavemotiuo
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Kegdhato 3. Apyttextovixn Tou XuoThHUATOC

3.2.2 Ilepintwon Xprong 2: Ilpofory Baduwy

O nivaxog Poduoroyiag elvon mpooPdoipog and vav goltnty, 6mou exteleiton wo Aettovpyia backend yio tnv
avéxtnor tov Baduoy tou and to Cardano Ledger. To clotnua avoxtd 6ia ta Unspent Transaction Outputs
(UTXOs) nou oyetilovto pe t diedduvor tou égunvou cupfolaiov tou goltnth. 31N cuvéyew, to backend
OAMANAETBPS Ue TO cuPBOAALO TOMTIXNAG YiaL Vo avaxTHOEL €vay xatdhoyo €yxupwy tokens Baduod. Téhog, pe
Bdon autdv tov xatdhoyo evronilel mowr UTXO tou goitnth nepiéyouv éyxupa tokens Baduv xar uvnoloyilel
Tov Podud oto exdotote udidnua. Edv undpyouv tolhol Boduol yio to (Bio pdinua, emiéyetan o udmidTepog.

Frontend Backend Cardano Ledger Database

Get Student Grades

Get all UTXO from Student's Address

Grade Tokens data

Get passed subjects information
I
Subjects’ information |

[ |

| I

| |

| >

| I

| I

| I

| I

| *

: ll Get Paolicy contract's datum pl
| I |
| I I
| a

| I

| [

| I

| I

| 3

| I

L‘_Subjects with corresponding grades 1
|

Figure 3.2.2: Audrypopya axolovdoc neplntwong npoBoirc Pordudv
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3.2. Iepintddoec Xprone

3.2.3 Ilepintwon Xpnong 3: Evyypayr oc e&dunvo xaw Emioyy) Madnudtwy

H 8hhwon podnudtwy nepthauBdver 800 uéen: v avdxtnomn tev dladéoiuwy LodnudTtwy xaL TNV eYYeopH.
‘Otav évag goltntric ouvbéetar, to frontend xohel éva endpoint yia v avdxtnon ploc Alotog pe to Siordéoiya
podfpora o eyypagr. To backend xodopilel apyixd tar éyxupa Vépota ye Bdon tov tOmo tou e€auvou xou
draoparilel T elvan pixpdtepa X {oa ye to teé€yov e€dunvo tou ortnty. Télog, eéyyer oha oo UTXOs and
dievuvon Cardano tou @ortntr oe oyéon pe Tic £ynupec toAtxéc tokens Baduoroyiog yio vo eoxpiBdoet ta
pordfpota Tou €youv NdN tepaoTtel xan To apanpel and T Mota. ‘Eneita, o goitntiAc emAéyel amd ta diordéoiua
porduarta xou uroBdAAel Tig emhoyég tou. Koheltar to avtiotolyo endpoint tou backend yia va mpooiécel tov
aptdud untenou tou @oitnTh otov mivaxa "registrations" oto datum xde emAeypévou podruatoc. ‘Emeita,
éva token eyypoaghic pe Tov aptdud Tou TEEyovtog eEaUvou Tou @oltnTh oTEAVETAUL oTN BIELYUVGT| TOU - YLol TNV
emx0pWGT TNG EYYREUPAS XOL TNV ATOPUYT) BLTAOEY YPapdY - o xaheitar To API tou ProofSpace yio tnv éxdoon
TULOTOTOUNTIXWY EYYRAPNHE EEAUAVOL Xo BHAWGNE UotINUATWY.

Frontend Backend Database Cardano Ledger Proofspace API

Get available subjects

| | | | |
| | | | |
| o | | |
[ ! | | |
| | ; ! | | |
| I Get all valid subjects » | |
| | | | |
| | Subjects | | |
| Mommmmmmm oo 1 | I
|
: ll Get all UTXO from Student's Address __Jl :
| | | Tl I
| | UTXOs | | |
| ettt fommmmmmmmmmee 1 I
| | . | | |
| 1 Get Policy contract's datum =| |
| | | | |
| | Grade Tokens data | |
| [ ittt St el bl |
| | | | |
| - - - Available subjects | | [
[ I | | |
! Enroll to all selected subjects L! : : :
I L}
| | | | |
| | Get selected subjects’ contract addresses | | |
| | 7 | |
| | | | |
Addresses
| B e R - | |
| | | | |
| loop ) [for each subject] | | |
| | | | |
: ! Add Student's ID to subject contract's datum _! :
k i >
| | dded | | |
| | Adde | | |
| i [~ T 1 [
[ f f t |
| | | | |
| | Mint semester's registration token to student’s address o |
| | [ g |
| | Mi | | |
inted
| I I o 4 |
| | . | ) | |
| | Issue subjects and semester enrollment credentials | o
| | | ] !
| | Niale i | |
Credentials issued
| e e e R 4
| | |
| Successfully enrolled | |
|
|
|

| |
M- I i i
| |

Figure 3.2.3: Awdypopua axoroudlag nepintwong eyypapnc oto eEdunvo
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Kegdhato 3. Apyttextovixn Tou XuoThHUATOC

3.2.4 Ilepintwon Xprorng 4: Anovopr) ITtuyiov

To cbotnua dpopohoyel T dradxacio yior vor TapahdBel o poltnThAc To TTuyio Tou pokic xprlel xatdAiniog, To
onolo enoAnledetar 1600 exTOC 600 XL EVIOS NG ohuoiBag yia var BlacpahioTel ) eyxupdTnta. MO évag
portnThg avoxtroel Toug Boduolc Tou, To GUCTNUA EAEYYEL AUTOUATA TNV aXAdNUiXT Tou xatdotaoT. Edv éyel
mepdoel OAa o amantoluevo padfuata, €vo xouuni Tov mpoTeénel Vo diexdrioel To ttuyio tou. O goitnThc
ouvdéel To mopTopohl Tou Nami xou 1 evepyr| diebuvorn anocté ket oto backend yix tnv o Tou nTuyiou.
To backend unoloyilel Tov yéco 6po tou Paduod oe Ghat Ta pordriuaTa TOU TMEEUCE YLoL Vo UTOAOYIOEL TOV
teAxd Bardud nruyiou xon Eexavd pior cuvalhoyh, dnplovpydvtoag To ttuyio we Non-Fungible Token (NFT)
X0l UETOPEPOVTAC TO OTNV Tparypatixy| diebuvon Tou goltnty. Xt ouvéyela, To backend xaiel To API tou
ProofSpace yio va exddoetl To Ynploxd moTomonTixd TTUYIOU YLol TOV QOLTNTH.

Frontend

| Show Degree minting modal

Connect wallet and retrieve Cardano address

Nami Wallet Extension

Backend

I
I
I
|
I
I
»/
»
I
I

|

|

DI Stwdencs Address |
: Mint degree NFT to user's addn‘ess
: :
| I
| I
| |
| I
| I
| I
| I
| I
| I
| I
| I
| I
| I
| |
| |
| I
| |
: :
L______________P_egr?e_cla‘_"le_d___‘L ________

h 4

Get all UTXO from Student's internal address

Cardano Ledger Proofspace API

UTXOs
4’”””””””””””””I
! Get Policy contract's datum _!
| >l
| |
PR Grade Tokensdata_ ___  _ _ _ |
[ 1
! Mint degree to student's real address :
»
| |
| Minted |
[ el 1
1
I Issue degree credential to user o
>
| |
| Credential issued |
[ ittt ittt 1
|
d
|
|
|

i |

Figure 3.2.4: Audypopya axolovdioc neplntwong anovounc ntuylou
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3.2. Iepintddoec Xprone

3.2.5 Ilepintwon Xprong 5: Baduohoyrnon

H Siobixaota Boduordynong oe évo udidnua Eexvdel Ye Ty emAoyr evog Lo Uatog amd Tov xonynTh Xot TNy
avalhnon tou é€unvou cuuBolaiou Tou YUUOTOS YLl TNV OVEXTNOT TOU TVOXA EYYRUPEOY. TN CUVEXELY,
to backend houfdvel To dvoua xou To endvVLUUO xdde eyyeypaupévou poltnty and TN Bdon SeSouEvey xou TO
emoteépel oto frontend. O xadnyntic unopel va ewodyet Paduole yia xdde goitnty ancudeiog otny dienopt
XL Vo Toug LToBdAel matedvtag To xouunt umoPolfc. Autd evepyomoel wa ameudelag xhrion oto €€unvo
ouuPoiato tou padruatog, To onolo Yetagpépel ol xatdAANAa tokens Baduol otn dievduvon xdde poltnTh pe
Bdom toug etooydévteg Baduoie. O xadnyntic xodelton va uroypedbel T cuvaAAAYY| YLOL VO TLO TOTIOLAGEL XalL VoL
oploTixomoloel T Padpordynor. Metd and plo emituynuévn cuvodlayt, to backend Eexwvd pior xAvjon meog To
API tou ProofSpace yio v éxBoon miotomomuxmy yio xdde @oitnty, mou tepiéyouv To dvoua Tou adruatog
xou Tov Bodud Tou QoitnTy.

Database Nami Wallet Extension Cardano Ledger | Proofspace API

T I I

I | | | |

I | | | |

[ 1 | | |

} 1 Get subject contract's address =_: } :

| | | | |

| | Subject's address | | |

I [ i 1 I I

| i

} 1 Retrieve UTXO's datum to get registered student's 1Ds. _JI

>

I | | | |

| | Registrations array |

o 1
|
I
|
I
I
|

Invoke the subject's contract to distribute the grade tokens |

Call succesful

!
Issue Grade credential

|

|

|

|

|

|

|

|

|

I

| |

Credential issued |
r

t

|

|

|

|

|

—————at o

Figure 3.2.5: Awdypopya oxohouvdioc nepintwone Boduordynong
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Kegdhato 3. Apyttextovixn Tou XuoThHUATOC

3.2.6 Ilepintwon Xprong 6: Exxivnon Ilepiédouv Evyypapwy

H ypopyotetla Eextvd tny neplodo eyypapdy yio TNy oxadnuoix teplodo elodyovtag uia nuepounvio AMEng yéow
tou frontend. H neplodog eyypapdv opy(lel and autr tny nuepounvia xou weo. To frontend ahiniemdpd ue
To backend xahdvtoc To oyetnd endpoint xou to dedtepo xohel tar Eumva cupPohona yior xdde pddnuo yior var
EVNUEPOGEL Tar Bedopéva Tou Ue TN VEo nuepounvio AMEne.

Frontend Backend Database Cardano Ledger

Start registration period

| | I
| | [
| | [
| > |
: I Get subjects' contracts addresses > :
| | | [
| | Subjects' addresses | [
| il I |
| 1 |
: loop [for each subject] i i
| | | [
| | Update subject contract's end date [
| | T >
| | | [
| e - = —mmm e - Updated _ _,_________.
| |
| [
| |

Registration period started

J

| |
| |

| |

g 9NN pETlof Started 4 | |
[ |

| |

| |

Figure 3.2.6: Audrypoppa oxoloudlog neplntworng exxlivnong Teptddou eYypapoy
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3.2. Iepintddoec Xprone

3.2.7 Ilepintwon Xprong 7: ANhoy? Ipoypdupatog Xnoudwy

Ye nepintwon ohhayc oTa UTOYPEWTIXE LodAUoT, Xal OTO TEdYEOUMA OTOVdWY, 1 Yeouuatela éyel npdofaon
oe po Alota OAwv TV godnudtoy xar xohelton vo emhééel o amoutovyeva. Auth 1 emhoyn unoBdAieton ot
ocuvéyewr o éva backend endpoint tou Suayepileton Tic evnueptoels oTig amautioelg Tou ttuyiou. To backend
avoxtd o tokens Baduol yia to emheyuéva Béuota, Ta avoryvweloTixd minting policy ID toug xou tor ovouotd
TOUC. XTN CuVEYEl, xohel To cupféioto moMTrC Tou elvon uTEGTUVO Yol TOV XaHoPLOUS TWV ATUUTACEWY
TTUY(oU, EVNUEPMVOVTAG TOV XATIAOYO TWV amauToVUeveyY deudtowv. Auth 1 tpomonoinon diacpaiilel oTL ol
perhovtixéc enaindetoelc ntuylov Bacilovton oty véo ahhayr) TOU TPOYEAUUATOS OTOUBKV.

Frontend Backend Database Cardano Ledger

Get subjects

Get all subjects

Subjects
i el 1
i | |
PR Subjects _____ ] |
| |
Update compulsory subjects _ | |
g |
| |
| Get selected subjects grade tokens information |
| g
| |

Grade tokens information

|
Update policy contract's datum with new policies

Updated
H_ ___________________ p ________

!
I
|
I
I
I
I
I
!
I
I I
I I
I I
I I I
PR Updated _____| | |
I I
I I
I I

Figure 3.2.7: Aurypopya axorovdoc mepintmons ahhayfic TpoYpSuuatos oTouddy
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Kegpdhaio 4

Y Aomolnon

4.1 Aenapr Xerotn

H Sienagy yerotn €xer oxedootel yioo va eEUTNEETElL TIC OVAYXES TWV EVOLUPEPOUEVOY QOREWY, OTWS OL
QoLrTNTéS, oL xonyNTéS xou TN yeauuatela. Xenowonolel to Pug templating enging xou npoc@épet mponyuéva
YoeaxTneloTixd yia por ododry epmetplo. To frontend, eniong, yenowonoel tn BBAodAxrn lucid-cardano yuo
dueoec oAnhemdpdoelc ue to blockchain, emtpénovtag cuvedlayéc xow avéxtnor Sedouévwy. H diemogt
EMTEETNEL OTOUC YENOTEC Vo AAANAETOPOUY pe To Topto@oAl Nami, emitpénoviac ac@arelc cuvolhayés uéoa
ané to browser extension. Télog, to Blockfrost yenowelel w¢ ndpoyog unneeoidyv blockchain, Sicgarilovtag
NV anpbdoxonty ahknienidpaon petall tne DApp xou tou Sixtiouv Cardano.

4.1.1 ®Poutntég
4.1.1.1 Frontend

H Sienagn tou goltnth éyel oyedaotel yia vo elvon QUAX mpo¢ To Yprotn xou amhy.  Muyelton g
TaEABOCLOXES AMNANAETUOPAOELC EPAUPUOY WY L6 TOV, anoxpUTTOVToS TIC ahAnhemdpdoeic ue To Cardano blockchain
070 PeYalUTERO Bduvartd Badud.

‘Otav oL gortntéc cLVBEoVTUL Yiot TRDTN Qopd, Toug Tapouatdletal évas xwdnde QR mou mpénel vo capmoouy
Yenowonolnvtag Ty e@appoyh ProofSpace. Autd to Brua elvon anmopaitnto yior Ty oAoxhripwon Tng eyypapnc
TOUG GTO TMAVETUOTAKLO X0 T GUVDEST] TOU oXaBNUAiXOU TOUG TPOPIA UE TNV ATOXEVTPWUEVY) TAVTOTNTA TOUC.
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Kegdharo 4. Thomoinom

@ Connect via proofspace

Figure 4.1.1: YeAida odpwone QR petd v meddtn obvdeon

INo dheg Tig emdueveg GLUVBETELS, oL QolTNTEC odNyolvTon oty apyixt) oeAlda. Auth 1 dienoagy| eppavilel Toug
Barduole Twv godnudteny Tou €youv TERAOEL, TOREYOVTIS WA YR Y0P ETLOXOTNOY TNS TEOOGB0L TOUG.

i= Passed subjects

Semester 1

st e

e

e

Figure 4.1.2: Apyw) oehido goitnty

Mua axdpo oerida elvon 1 diemopy| eyypapnic yia to e€dunvo, dmou oL ortntéc unopolv va douv dha T drardéotua
pordiuata v To teéyov edunvo. Mnopolv vo emiéEouy Ta padfipata ota onola emdupoldy var eYypapolv
TOEXGPOVTUG Tal xoUTAa dimAa oe xde Ydinua xou oTN cUVEYELW Vo UTOBAAOLY TIC ETLAOYES TOUC.
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4.1. Awenagy, Xpot

G Available subjects

Figure 4.1.3: YeAido dfhwong podnudtwy véou eEourvou

Enlone, umdpyet yior oehibo 6mou unopolv vo BAETOUV X0l VoL EVIUERHVOLY T TROCWTIXE TOUC oTolyEld, 6Twe
To email ¥ Tov xwdwo6 TEdoPaonc.

Figure 4.1.4: IIpogi\ yefiotn goitnty

Téhog, apod oL PoLTNTEC OAOXANEWCOLY SAoL Ta UTOYEEWTXG porduorTa, Wiot EBOTOMNGT TOUG TPOTEETEL VA
TopoAdBouy To Ttuylo Toug. Auth 1 Sladixacia tepthauBdvel Eva modal 6mou oL PoLTNTES XahoVTAL VoL GUVIEGOLY
To ToPTOPOA Toug. Auty elvon 1 pbévn Qopd mou oL polrtnTéc xaholvTal Vo alknhemdpdoouy ancudeloc yue to

Cardano ypnowonolwvtag éva TopTo@oAl, To omolo elvon amapaltnTo yior TN Topakaf3n Tou TTuyiou Toug g
NFT.




Kegdhowo 4. Thonoinon

i= Passed subjects

Yo sl et b i e deee

Figure 4.1.5: Mrjvupa napahaf3ric ttuylou oty apyiny) oeAida

Figure 4.1.6: Modal mapohaf3vic ntuylou

4.1.1.2 E¢poppoy? ProofSpace

H egopuoyt) ProofSpace Aettoupyel w¢ deutepebouoa Slemagn Yot Yia TOUG QOLTNTES, CUUTANEMOVOVTAS TNV
x0plat SlEmapT], TEOCPEPOVTUS €Vl OMOXATNEWHUEVO YNplaxd TopTOPOAL Yiol Tal axadNuaixd motonowntixd. Méow
tou ProofSpace, ol goitntéc haufBdvouv xou armodnxebouy Ynpiaxd motonointind mou oyetilovton pe didpopeg
TTUYEC TNG oxodNUolixig Toug BLaBpoUnc:

o Eyypapn oto Havemotiuo: Metd tny ohoxAfpwon tne apyxnc dladxaclas eYYeapnc, oL QoLTNTES
hoPdvouv éva Pnelaxd miotononTxd mov eTPBERUMVEL TNV EYYEAUPY TOUG GTO TAVETLOTAWLO.

o Evyypapn avd eZdunvo: Kdde @opd mou évac qoitnthic eyypdpetar o éva véo eEdunvo, Aopfdver éva
TLOTOTONTIXO OV ATMOBELXVUEL TNV EYYEAUPY| TOU.

26



4.1. Awcnogr) Xpnot

o Badudc Madfjpatoc: Agol Baduoloyricouv ou xadnyntéc xdmolou podrfuatoc, ol Qortntés AouBdvouy
motonomTixd yio xdde udinua, cuunepthauBavouévmy exclvev ota onola dev Tépacay, ETTEENOVTAS TOUG
VoL BlaTneoly évo Thpeg apyelo Twy eTBOCENMY TOUG.

o ITtuylo: Metd v emtuyh OAOXAHEWOT OAWY TWV AMUTOVUEVLVY Pardnudtey o T Mdn tou ntuyiou
Toug, exdideton éva TEAXS TLoTOTONTIXG TIOU YeNotpeleL we dngLoxy éxdoor tou mtuylou.

H egapuoyr ProofSpace Aeitoupyel w¢ apyeio tng axadnuoixfc xatdotaong evog @oltnty, omodnxedoviag To
TUO TOTOMTIXG X0 XOLG TWVTOG Tot TpoaBdoiua avd tdoa oTiypr. Auth i pdduion elvar enweehnic, xadog enitpénel
oTouC QoLTNTES Vo BAEToLY 6houg Toug Barduolc Toug, CUUTEPLAUBAVOUEVKY TWY U] ETITUYOVIWY, TOUSC 0Toloug
dev eugaviler n xOpto diemopy| yerotn. Emmiéov, n epapuoyr BEATIOVEL TNV UTeLpiot TV POLTNTWY GTENVOVTOG
ewdonolioelc xde Qopd mou exdidetar éva VEo moTOTOMTXNG, Sloc@ahilovTag 6Tl OL QOLTNTES EVIUERWVOVTOL
dueca YLoL EVNUERGOTELS OTWE oL VEoL Porduol.

Grade
Skepsis

Credential Issue Date
2024-05-10 14:08:45

Subject

Computer Programming

Grade
9

(a) Proofspace new grade notification. (b) Proofspace new grade credential.

Figure 4.1.7: Egapuoy? ProofSpace
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Kegdharo 4. Thomoinom

4.1.2 Kodnyntég

H Sienagpy) Twv exnoandeutindy €yetl oyedlaoTel yio vor dleuxohivel to €pyo tne Paduordynong, evduypopuilouevn
HE TOV OTOYO NG EQPUPUOYAC Vo amhOTOoEL TNV oAANAenidpaoy ue v teyvoroylo blockchain. Qotéoo,
dladuaota mpootxng Badumy nepthauBdvel dueon arinienidpoon pe To dixtuo, xadng ol exmoudeutixol elvon
uTELYUYOL YL TNV AMOGTOAY| TG CUVIAAXYHC IOV amovEUEL Toug Paduolc oTouS QPOLTNTEC.

H opywh) oehidot teov xodnyntodv nepthopBdvel €vay xatdAoyo OhwY TwV Hadnpdtey Tou Biddoxouy.

i= Assigned subjects

Figure 4.1.8: Apywh oehido xodnyntdv

‘Erneita, unopoty vo enthéEouv omolodhmote udinua, va Souv wio Mota e GAOUC TOUS EYYEYPUUUEVOUS (QOLTNTEG
xan va etodyouv Baduols. H Swduascio Bodpordynong dieuxolbvetar omd 1 Bi3hiovrxn cardano-lucid, 7
omnola yewileton ¢ Aentouépeleg tng ahAnienidpaonc ye to Cardano. H oyetind hettovpyla avoxtd mpdta
dievuvon tou €€unvou cupBolatou xou ta oyeTd UTXOs mou anartodvton yiot T cUvokhayT). XT1 GUVEYELD
dapopPdvel Tic e£680ug TNE cuVAAAaYTC Yo va Slacpahioet TL 1) davour) Twyv tokens Poduol otic Sieudivoelg
TOV POLTNTOV exTeEAElTl OWOTd, dlagopeTtixd o Validator tou podruotog Yo anotiyel. Elvon oamapaitnto yio
6houg Toug xoNYNTES Vo EYouY eYXATECTNUEVO €va TopTopohl Nami 610 mpdypauuo Tepliynong Toug, Ue plo
oievuvon Cardano mou nepléyet xdmota ADA yiot tnv mAnpwur| twv transaction fees, mpoxeévou vo exterectel
aUTY 1) EVEPYELAL

B Electrical Engineering

Connect ta cardano:

Select students to grade:

Figure 4.1.9: YeAido Boduoroynong

Télog, 6Twe xou oL poltnTeS, oL xadnyntée €youv Tn duvatdTNTa Vo BAETOUY X0t Vo TpoTomololy Ta atotyelo
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4.1. Awenagy, Xpot

Toug péow NG xaoplopévng oeAidog.

® Info

Figure 4.1.10: Ipog{A Kodnyntodv

4.1.3 Tpoppateio
H Sienapn tne yeopupatelag anoteieiton and uio oehida, n onolo ywelleto oe 2 uéen:

o Auayelpion neptddou eyypapdy: XTo mhvew Uiod umdpyel éva medlo Yo eloaywy nuepounviag, émou o
yooupatéas unopel va oploel v nuepounvia ARENC T eyypapne Yo TNy axodnuoixn neplodo. Me tny
ELoAY YTt Nuepopunviag Eextvd ouctaotixd 1 teplodog eyypapdy Tou eEoprvou, 1 ontola apyilet apéowe
xa ohoxAnpwveton TV xadoplouévn nuepounvia AHENS.

o Auayelponon mpoypduuatog omoudmy: 2NTo x4Tw UEpog TNg apyxng oeAidoc mopouctdletal évag Thrieng
XUTAROYOC OAWY TwV padnudtwy Tou tavenotnuiov, Ta omolo avaxtwvtal and 1 Bdon dedoyévwy. ‘Otoy
UTIAPYEL AVAYXY) ETUXOLEOTIOMNONE TV AMULTACEWY TTUY(OU - AOYw aAAAY(dY OTO TEOYEOUUN OTIOUBKY - N
yoopparteio uropel vo emhéZel and auTd Tor PadAUorTa Yior VoL T OpioEL WG UTOYREWTIXG VIO TNV ONOXTNON
ntuylou.

E Open registrations

Select end date:

v o

‘= Change degree subjects

Figure 4.1.11: YeAida yeopuoteiog
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4.2 "E&unva XuvuBoioua

Ta é€unva cupfohato AelToupYolV W¢ 0 Baoxde Unyaviowds yia Ty emPBoly) xan Tt dayelpion e hoyixic
e egappoyhc oto Cardano Blockchain. Eivou ypopuévo oe Aiken|27], pa yAOooo npoypapuatiopod Tou
avortoydnxe and v TxPipe edwd vy tn dnuovpyia cupfohaiwv Cardano. To é€unva cupBohaia tng
eapuoyrc YeoniCouv toug auetdBAnToug xovdveg xdtw and Toug omoloug TEETEL Vo AElToupYEl To GUGTNUOL.
Avrol ou xavévee xodopilouv Tig cuviixec und Tic omoleg ta Sudpopa tokens - Badpon, ntuyiou o eyypaprc -
umopolv va xomolv 1 vo xaolv. Emmiéov, duyepilovton Tic dtadixaoies eyypaphc, TEpLYpdpovTas AETTOPERHOS
umo Toleg mpobmotécelg évag gortntic umopel va eyypagel ot éva uddnua 1 va AdBet Porduole o emitpénouy
enlong TNV EVNUEPWOT TWV ATUTHCEWY TOU TEOYEAUUATOS OTOUDMY.

4.2.1 Student Validator

O Student Validator ypnowelel w¢ 1 eowtepix) dievtuvor Cardano yia xdde goitnty. O oxondg Tou elvon va
hofBdver xou va amodnxedel ta tokens Boduohoylog, Un emTEENOVTAC OTOUC QPOLTNTEG VAL OAANAETIORAGOUY UE
autd. H emBolr autod Tou neploptopod elvar onuovTixy yia 0 Slathenon Tne axepatdTNTAC XU TNG LOVLOTNTOS
TOV axodNUixdy apyeiwy. O emxupwthc €xel wa dueon Aettovpyla: anoteénel xde cuvallayy| Tou TeooTadel
va. yenotwonooel ta UTXO tne dieduvong autic. Kotd cuvénela, uoéhig tonodetndoiv tokens otn diedduvon
EVOC QOLTNTY, TTUPUUEVOUV EXEL YOl TAVTA, AELTOVEYOVTOS WG AUETABANTO dpyelo TEV axABNUOIXDY ETULTEVYUATLY
Tou. Aedouévou 6Tl 0 EmUp®TAS Bev emiTuyyhavel ToTé dtav emyetpel vo xatavahwoel éva UTXO, dev amontel
o0te Datum o0te Redeemer.

4.2.1.1 ITopduetpor

O Student Validator déyeton plo mapduetpo tomou "bytes", tov aptlud untewou tou exdoTtote QOLTNTY,
eMTEETOVTAS T ONuLovpyia HovaBXdY Bleutivaemy.

4.2.2 Subject Validator

O Subject Validator ypnotuetel we "amodxn" yio ta tokens Badpod tou exdotote padrpoartoc, daopoiilovtag
OTL elvol XAEWBWUEVA xou UTtopoly va yetapepdoly udvo utd cuyxexpiléves npobnovéacig. Ol Aettovpyieg autol
Tou cupPBolalou efvon TEELG: ETTEETEL TNV EYYEAPY) XL TNV TUEAXOAOVUNOY) TWV QPOLTNTWY TOU EYYEAPOVTIAL GTO
pdrdnual, EMTEETEL GTY YPUUUOTELN VoL EVIUEQMVEL TUPAUETEOUE, OTWS TOV XNy Nt 1 Ty nuepounvia ANEne e
TEQLOBOU EYYQEAUPWOY Yol EMITEENEL GTOV X yNTA var anodidel Parduoic.

4.2.2.1 ITopduetpor

O Subject Validator déyeton ye téooeplc mapauéTEoug:

e Mia tinou "PolicyID" yia 1o avayvoplotxd toltxfc tou token Boduod tou yadfuatog. Autd Bondd
oTNY avayvopetoT xou dlayelplon twv cuyxexplévey tokens Borduou.

e 'Evo "AssetName" nou avtitpoownelet o dvopo tou token Barduoo.

e Mia tonou "PubKeyHash", nou anodnxelel to dnudoto xhedt Cardano g yeoupoteiag. Xpnowonoteiton
w¢ Access control yua Tig evépyeieg mou amoutoly Ty e0UCLOBNTNCT TS YEOUHATELNS.

e 'A)ho éva "PolicyID" yio to avaryveploTixd tne mohltixic tou token eyypagric, to omolo yenouylonoteito
oe ehéyyouc emahdevone yia v emBefaiwon 6Tl 0 exdoTtote QOLTNTAC Elvol TEAYUATL EYYEYPOUUEVOQ
oTo Ydinuo.

4.2.2.2 Datum
To Datum tou é€unvou cuyfohaiov anotehelton and téocepa medlo:

o Anuéoio xhewdt tou xadnynt): ‘Eva "pubKeyHash" mou amotrnxelel to dnudoio xiewdi Cardano tou
xodnynTh mou elvon unedYuvog yio To YdInuaL.
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Iivaxag eyypagpov: ‘Evag mivoxag ond bytes mou ypnowomoielton vl tnv anodixeucn twv optdumy
UNTEOOY TRV QOLTNTOY 1oL €YouV eYYpapel 0To uddnua. Autd emtpénel 6T0 cloTNUA Vo dlaTneel €va
BUVAULXO OPYE(D TNC CUUUETOYNG TWV QOLTNTAOY Xou NG emhegdTnTag yior T Adn Badudyv.

Registration Closure Time: Evo "POSIXTime", mou dnAwver tnv axeiBy) wpo o BeUTEPOAETTO TOUL
XAELVOLY OL EYYPUPES Yiot TO HdrdnuaL.

Reset Flag: 'Eva nedio "Bool" ye to dvopa reset dnhodvel av o mivoxog eyypapoy TeEmel var dlorypopel
HETE ToV emdpevo xUxho Baduordynong.

4.2.2.3 Emlovéc Redeemer

Register O redeemer "Register" éyet oyediaotel yio va mpootétel toug aplduolc UNTEOOU TWV QOLTNTWY
otov nivaxa eyyeapdy. Lo vo ntetiyel n cuvahhayy, Tpénel:

H »fon va yiver and ) ypouuotela.

No dnuiovpyelton pio é€odoc oty (Bia Slebduvon, ye ta ta (Bla axpiBoe Datum, extdc and v npocdnnm
ToU VEOU 0pLdHOU UNTEHOOU GTOV TVOXA EYYEAUPY.

O apulude twv tokens Poduddy vo nopauéver auetdfBintog, emPBefoucivovtag 6Tl dev UTAPYEL Xdmola un
£€0UCLOBOTNUEVY] UETOUPORTL.

Téhog, mpénel va uny €yel tapéhdel 1 teplodog eYyEaPOY.

Update O redeemer "Update" yenowonotelton yioo tnv oAdoryh) Tou xodnyntr Tou pordiuatog xon yio Thv
EVNUEEWOT) TNG HATAANITIXAC TUepOoUNnViag TNg TepLddou eyypapy. I va tetlyel, mpénet:

H »fom va yivelr and ) ypouuoteia.

No dnptovpyeiton pla é€odog otny Blo dievuvor, ue ta ta Bla axpBoe Datum, extég and to dnudoio
AeWdl Tou xordnyNTH X TNV Nuepounvio EYYEapOY, Ta onola Uropel va €youv evnuepwiel.

O apude twv tokens Poducdv v nopauéver auetdfBintog, emBefoucdvovtag 6Tl BeV UTAPYEL XATOloL Un
£€0UCLOBOTNUEVY] UETOPORTL.

Grade O redeemer "Grade" ypnoiwornoteiton yioo v amoctolf] Twv tokens Poduwv otoug goitntés. Ol
ouvinxeg yia Ty eniteudn g cuvadlayrg lvan oL axdroudec:

1.
2.

H »\fom va yiver and tov xadnynty tou godijuotog.

H ouvodhay?| doamdvng meéner va mepllopfdver we elobdoug avagpopds 6io too UTXOs nou mepiéyouy
10 token eyypouprc 6TO MAVETOTAULO TLV @oltNTedy Tou Podporoyolvian. Autd emitpénel oto €€unvo
oLUBONLO VoL aVIXTAGEL TO AVarY VOELE TIXG *EVE ottt (xwdxomonuévo we dvoua tou token eyypoprc
Tou QottNThc) Xt va emodndetoetl dti eugovileton aTov mivaa Y YpapnyY Tou Yéuatoc.

. T xdde token Pordpod mou amoctéAheton ot wa e€wtepnt| Slebduvor, TeENEL Vo LUTEEYEL €vol avTloTOLYO

UTXO oty ev Aoyw Bediuvon mou va TEpLEYEL TO XOUTOVL EYYPapric Tou @ortnTy, dlacparilovtag thy
emAedéTnTa Tou Yo T A Badpddv. H mocdtmra twv tokens Padpod oe autd to outputs meémel va
elvon peta€l 5 xan 10. ‘Oha tor undroina tokens npémet va emotpépovtar oe plo é€odo otn Sieduvor tou
¢€unvou cupfolalou Tou YatuoToc, BLATNEOYTAS TO UTOAOLTO PEPOC TNG PELOTOTNTIS XAEWwévo. Téhog,
10 ddpoloua OAwV Twv tokens Baduold mou undpyouv ot e€68oug mpénel va elvan (00 Ue TNV mocoHTNTA
TV Yapxey Badpod oto cupPBoiato, dopoiilovtag 6Tl dev Yo xaoly xotd T Sadixasia.

To "reset" flag yenowomoweltan yioo ™ Sayeipion e ddociog PBadpokdynong oe xovovixég xou
enavolnmuixée egetdoeic.  Apyuxd 9étetan oe false xou mpémer va opiotel oe true agod o xodnyntrc
Boduohoyrioer yioo Tpdtn gopd. H emoxdhoudy Paduordynon (v tnv enavednmuxy e€etaotins) pe
onpolo reset true omoutel Ty enavapopd tng onuatag oe false xou v exxaddpion Tou mivaxo eYYpAPDY,
eToldlovVTaG TO GUOTAPA YL TIG EYYPAPES TOU ETOUEVOL eE0UTVOU.

Téhog, eufodivoupe otn Aoy vAonoinong tou okyoplduou emxdpwong Baduwy, and To BAua 3, o omolog
anotelel TOV TUPYVAL TOU GUGTHUUTOC.
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o [ xdde é€od0 mou mepiéyel tokens Poduol:

— Edv n dietduvon e€6dou elvan 1) (Buat Slebuvern tou unoxeévou cupBoiaiou, 1 Sladuxacio cuvey(eto
Ywpelc mepautépm EAEYYOUC.

— Edv n diedduvon e€68ou elvar e€mtepu:
* H noodtnto twv tokens Baduol mpénel va eunintel oto ebpog [5,10].

* M eloobog avapopds otny (Bia diedduvon mpenel va Teptéyel To token eyypapric Tou goitnTy, To
onolo npocdloptletar ye v mapduetpo PolicyID eyypoagprc. To dvoua autod tou token, to onolo
elvol To avaryvwEloTIXd TOU QOLTNTY|, TEETEL VAL TEQLEYETOL OTOV TUVAXO EYYRUPOV- BLUPOPETIXA,
N ouvodhay? Yo anotlyel, unhoxdpovtag T mpoonddelee Baduoldynone un EYYEYQOUUUEVLY
POLTNTAV.

4.2.3 Policy Data Validator

To cupfohao mohTxng yenowelel g Untedo Yoo dho ta €yxupa tokens Bodpod tou cuothuatog. Efvou
anapaltnTo Yo TNy tpoctasia and mdavéc anelhés acpoeios, 6Tou xaxbBoulol Popelc EVBEYETAL VoL ETLYELCHOOUV
VoL BNLOVEYHOOUY Xou Va Yenotdonoiioouy thaotd tokens Baduol. AwtnedvTog éva TpocTateLévo apyelo Twv
OTOBEX TV OVALY VOPLOTIXEY TOALTIXAG X0l TWV OVOUdTwY Twv tokens Baducdv, To cuuBdiono mohitixrc Siocparilet
6t wévo ta e€ouotodotnuéva dlaxpttind avaryvewpilovton ot yenolwonololvtal evtdc Tou cuothpatos. Télog,
70 €€UnVo GUUPBOAALO ETULTEENEL GTOV YPUUUAUTEN VoL ETUXOUPOTOLEL TIC TOMTIXES, TPOXEWEVOL Vo TpocapuoleTol
o€ TUYOV AANAYES OTO TPOYPUUUA CTIOUBMY.

4.2.3.1 TITopopétpor

Aéyetan povo pla TapdueTtpo, o dnudoto Xl e ypopuateloe.

4.2.3.2 Datum

Or éyxupec mohitixée xan ovopara tokens anodnxedovion oto datum wg évoc evialog nivoxac, dileuxohivovTag Tig
avofaduioec. Autéc o mivoxog omotehelton omd Tolmhes, xdde pion ond Tic omoleg eivan tomou "(PolicyID,
AssetName)".  Auth n Sopf emtpéner v edxohn anodfxevon xa ovdxtnon twv tokens Baduod mou
avoryvwplloviar oto cUoTnua.

4.2.3.3 Redeemer Options

To cupfoérato moAtxodv nepthaufdvel uévo éva redeemer, oyedlacuévo vyl Ty evnuépwon tou datum. I'a
vou TETOYEL 1) oLVAAAYY), Teénel va xhndel and TN yeoupateion xon vor unv ohhdel o aptdudc Twv tokens mou
nepyovion otny €£odo.

4.2.4 Grade Token Minting Policy

To token Boduol avuinpoownelel TNy axadnuoixy enidoon evéc gortnth o xdde pddnua, ue xdde uddnuo vo
€)EL TO OIS TOU povadixd xoundw e amepldpiotn npoudeia. To Asset Name tou token toupldlel ue to 6voua
Tou yoduartog xat 6Ao to token efvon ao@arndc xAewbwuévo yéoo oto aviiotolyo éEunvo cuuBointo.

4.2.4.1 TITopduetpor
To ¢Zunvo ocupPBérato Grade Token moapopetponoteitor ye d0o THTOULC:

o M avagopd UTXO

o 'Eva AssetName, to onolo npoodiopilet to dvopa mou da €xel to token xou avtiotoiyel 6to dvopa Tou
UTIOXEWEVOU.
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4.2.4.2 3JuvO¥xeg vouplopatoxoniog
Ot npotino¥éoelc und Tic omoleg unopody va xomolyv udexes PBaduol elvon ol e€hc:

e To Asset Name npénel va toupldlet pe tnv avtlotolyr napdueteo mou xadopileton 6to ouuBdiaio. Auty
7 evduypdyupion daopoiler 6Tt xde token cuoyetiletol cwWoTd Ye TO TEOBAETOUEVO udinuo Tne.

o H cuvadday? xomhc mpénel var xatovordvel o ouyxexpévo UTXO pe to onolo moapoapetpomolfinxe 1
ToATIX.  AToutdvtoag TV xotavdhwon evog xadoptopévou UTXO, 1o ocuuBéiao Slacpoliler ot udhig
10 ouyxexpiévo UTXO xatavorwdel, dev umopel va yenotwonoiniel noté Eavd, eEoheipovtag €tol Ty
mdovdTNTa ETAVAYENOLLOTOINoNEC TWV CUVINXGY XOTS.

4.2.5 Registration Token Minting Policy

H mohitix) xomg tokens eyypoapric Sieuxohlvel TV mapaxohoddnon Twv eYYEAUPMY OTO TAVETLOTHULO XOL OF
eZdunvo. Xuyxexplpévo:

o Ilavemotnuonég eyypapés: ‘Otav €vag QoitnThg eYYpdpeTal oTo mavemoTiulo, €va token xoPetan xou
anooTéAAETHL OTNY cowtepxt] Biebuvon tou gortnth. To asset name autol Tou xoUTOVIOU AVTIOTOLYEL
oTOV oplid UNTEMOL, CUVBEOVTOS OVADLXA TO XOUTOVL UE TNV EYYQEUPT| TOU QPOLTNTH OTO MOVETLOTAULO.

o Evyypapn oe e&dunvo: T eyypapéc oe e€dunvo, 1o dvoua TEPLOUGLIXOL GTOLYEIOU TOU XOUTOVIOU STAGDVEL
Tov aptiud tou e€aurivou oTo onolo eYYEAPETUL O QOLTNTAC, Onwe 1 Yo To mpdTo e€dunvo, 2 yio To
0e0tepo, x.Am. Auth 1 pédodog mapéyel évay anhd xan amotehecuoTixd TEOTO Yia Vo mapaxohovdeito
Tolol QolTNTEC elval eyyeYpauUévol o mola e€dunve, cUUBHANOVTUC GTNY OmOPUYT BLTAWY EYYEAUPY Xol
draoparilovtag v axplPn thenon apyelwy.

4.2.5.1 ITopduetpol

Aéyeton povo uio mapduetpo, 1o dnuocto xAedl g yeouuateiog.

4.2.5.2 Xuvifixeg vopilopatoxoniog

Movaduxn mpobndieor yio tnv xony| evéc token eyypapric elvan  uToYEAPT TNS CUVAAAXYNE OO TNV YeuUUpaTELD.

4.2.6 Validity Token Minting Policy

To Validity Token nailet pdro oty aopdrela oL TNV axepadTNTA TNS EQOPUOYNS, Slao@akilovtog 6Tt To 6woTo
ouuBorao todtxic UTXO avayveplletoar yovadixd. To Validity Token eivon évo onuavtind otoiyelo, eneldn
amoTEETEL TOUG XoxoBouloug gopelc and To va dnwovpyolv Yedtxa UTXO otn Siedduvon tou cupBoiaiou
ToMTIXNG, Ta onola SlapopeTixd Yo pnopoloay vo Yewentolv hAaviaouéva wg £yxupd, odNYOVTIC EVOEYOUEVKS
oe eopolpévn éxdoor mtuylwyv. E&acgaiiCovtac 6t to Validity Token eivon mopdv otic Tipée tou €yxupou
ovuBohraiov mohtxic UTXO, to clotnua pnopel va emBefocdoet alldmoto T YvnoloTnTa TV SeBOUEVKY
TOMTIXC.

4.2.6.1 ITopdpetpor
‘Exet pla uévo mapdyetpeo, uio avagopd UTXO, n onola ypnowonoteiton yio tnv npoctacior and SITAY xomn,
draocparilovtag 6Tl x8Ve yeyYovds voulopotoxomiog cuvdéeton Ue Yiol ovadixr €£odo cuvalhayrc.

4.2.6.2 3Xuvifixeg voplopatoxoniog

O ouvixeg xomrg tou Validity Token emfBdilouy 6Tl to dvopa tou token eivan "Validity", n nocétnta nou
x6Betan elvan axpBde 1 xou 1 xadoplopévn avapopd €680V OTNV TUPAUETEO XATAVOADVETAUL XOTA T1) SLdpXELd
e ouvadhoyc xomic. Autéc ol cuviixeg elvan {wtinic onuociag yia T Slatienon NS axepalOTNTISC TOU
CUOTAPATOS, XadMe eyyvmvto 6Tt Ya undpyel Tévta pévo évo Validity Token.
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4.2.7 Degree NFT Minting Policy

To Degree Token avunpoownedel 1o ntuyio NFT tou navemotuiov. Autd to xourdv anotehel anddeiln tne
OMOXAAPWOTNE TWV AXUBNUAINDY GTIOUBWY EVOC YOLTNTH, 6ToL 0 Botudg EVOWUATOVETIL (OC UETADEBOUEVA EVTOC
™Ne ouveAhay g xomne,. Xe avtideon ye dAla xoundvla Tou cuathuatog, To Degree Token 8ev anoctéhieton
oTtnyv ecwtepnt) Sleuver Tou goitntr mou dayelpiletar To é€unvo cuPBohalo, dAAS ameuleldg OTOV TEOCWTIXO
hoyoptaopo tou goitnth. To Asset name touv Degree NFT elvon o aprdudg unteidou tou goltnth.

4.2.7.1 TITopduetpor

To Degree Token € yeton TpelC TUPAUUETEOUE TTOL BLAGPUALOVY T VOULLOTNTO Xol TNV axepoldTNTA TNS dladixasiog
éxdoang ntuylou:

e To PolicyID tou token eyypoagric: Auth n napdueteog yenotponoieitar yio vor emokndedoel 6TL 0 QoltnThc
nou AopPdvel To mtuylo elvan enlonuo EYYEYPUUUEVOC GTO TAVETIGTAULO.

e To PolicyID tou Token eyxupdtnroag: Amnopoltntn yia tn Slao@diion 6Tl 1 cuvaAloyy) xomng mtuyiou
aVaPERETAL OTN 6WOTH €£000 aTny diebuvorn Tou cuuBoAialov TOATIXWY. AUuTY 1) TaEdueTEOS emPBeBaLdVel
6t T0 ouvférato molTixwy UTXO mou mepléyel Tic amouthoelc tou ntuyiou mepléyel xan to cluolo
EYXLEOTNTOG, enaAnlelovTog €ToL TNV AUIEVTIXOTNTO XaL TNV ETXUEOTNTA TWV XELTNElWY andXTNoNS Tou
ntuylou.

o Anuéolo xhedl tng yeoppatelog: H mopduetpog auty| nepthopfdveton eneidy] 1 ypouuotelo elval 1o povo
dropo mou €xel Ty e€ouctodoTnon va x6fet mTuyia.

4.2.7.2 3Juvifixeg voplopatoxoniog
Ou anapaitnteg npobnotéceig yio tnv xonh) evog NFT ntuyiou elvon:
o H cuvolhoy?| xomrc mpénel Vo UTOYPAPETAL Ud TOV YEUUUATEN.

o H cuvodhoy?| xomrg npénel va nepthauBdvel we eloédoug avagopds to UTXO tou cuyforaiov TohiTixwy, To
onolo Tepéyel Tov TATE Xatdhoyo Twv token Boduol Tou neénel va BlordETeL 0 POLTNTAC YLot Vo SlexBIXHoEL
1o ntuylo tou, to UTXO nou nepiéyet to token eyypagprc TOU GTO TMAVEMOTAULO ONd TNV ECWTERIXN
dietduvon tou gortnth, xou tpdoveta UTXO yia xdde pddnua mou €yel nepdoet, 6nme amodexvietol ond
v mapovcio Twv avtioTolywy xoutovidy Patuod otny exdotote €é€0d0.

e To UTXO tou cupforaiov TOMTIXOV TOU avapépeTon TREMEL VoL TEPLEYEL w¢ TWT To token eyxupdtnTog,
Gote va Swooahileton 1 avdevtixdTntd Tou.

e To asset name tou Degree NFT nou x6Beton mpémet vor tanptdlel He To Gvopa TOU XOUTOVIOL EYYRUQTC
novu Beloxetar oto UTXO tou gortnth. Auth 1 cuvixn Siacgakilet 6tL To ntuylo amodidetar 660oTd 6TOV
EYYEYPUUUEVO poLTNTA, EMBEBOVOVTAC TNV TAUTOTNTA Kol TNV XATACTACY EYYEAUPHC TOU.

o T 6hat T xoumdvia Bordpot Tou amapLripodvTor 6Tov Tivaxo BEBOUEVWY TOU GUUBOANLOU TOMTIXGY, TEETEL
vou uTdpyel wa avtiotoryn eloodog avapopdc mou vo delyvel 6Tl 0 QOLTNTAC XATEYEL TO GUYXEXPWEVO
XOUTOVL GE TOCOTNTA TEVTE 1| TeplocdTtepwy. H amaltnorn auty enodndelel 6L o portntic €xel mepdoel
EMTUY WS OAa ToL amantodueva pardiuata pe xavoroinuxole Paduoic.

4.2.7.3 'Exdoom IItuyiov wg NFT

o v avanopdotaon tou mtuyiov wg NFT oto Cardano, ofiomolotpe ) Suvatdtnta mpoodpetnone
peTadedopévmv 0TI ouvolAayée voopatoxonias. Lougwva pe to Cardano Improvement Proposal 26 (CIP-
26), to petadedopéva evoc NEFT npénet vo axohoudody éva GUYXEXPWEVO TpdTUTO, ToU EXEL ¢ EERC:

{
v721": {
"<policy_id>": {
"<asset_name>": {
"name": <string>,
"image": <uri | array>,
"mediaType": image/<mime_sub_type>,
"description": <string | array>,
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9 "files": [{

10 "name": <string>,

11 "mediaType": <mime_type>,
12 "src": <uri | array>,

13 <other_properties>

14 }];

15 <other properties>

16 }

17 Fo

18 "version": <version_id>

Xty vionoinot pog, extdg and To dvopa xon TNV TepLypapt| Tou token, nepthapBdvoupe wa exdva, 1 omolo Teog
To mopdv elvon 7 (Bl yior 6Aa Ta Tyl EmmAéov, evowyatwvouue tov Padud Tou goltntr) ot UeTadedoUEVaL.
To yetadedopévo cuvbeovtal e TN cuvaAlayn yenowonoldvtas T BBAodvxn Lucid. Iopoxdtew mapatideton
€VoL ATAOTIOLNUEVO TIORABELY U VoULoPaTOXOT oG Tou TeplhopfBdvel auTd Tor UeTadedouéva xan UeTapépel To token
OTOV QPOLTNTN:

1 async function mintDegreeNFT (name, degreeGrade) {

> const unit = degreePolicyld + fromText (name);

4 const metadata = {

5 [degreePolicyId]: {

6 [name]: {

7 image: "ipfs://QmauWcjQ7AF4QxytYisNmPHHvEsCRtz3jbMmGRmgQt4J6v",
8 name: "Degree",

9 grade: degreeGrade,

10 description: "University Degree NFT"
11 }

12 ¥o

13 version: "1.0"

14 F8

15

16 const tx = await lucid

17 .newTx ()

18 .mintAssets ({ [unitl]l: 1n })

19 .validTo (Date.now() + 100000)

20 .attachMintingPolicy (mintingPolicy)

21 .payToAddress (addself, { [unit]: 1in })
22 .attachMetadata (721, metadata)

23 .complete ();

24

25 const signedTx = await tx.sign().complete();
26 const txHash = await signedTx.submit();

28 return txHash;

20 }

30

31 await mintDegreeNFT("ell7108", "7.34");
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Figure 4.2.1: To ntuylo énwe epgpavileton oto mopto@oil Lace

4.3 Backend

To backend éyel avomtuyVel ypnowwonowwvtag to framework Express yio tn Swayelpnon twv web requests, xadde
xat T BBAodrinn lucid-cardano yio tnv vhomnoinom Twv Aettoupyldy mou oyetilovton ue to dixtuo Cardano,
onwe avalhtnon xa avdyvwon UTXOs, anoctolr) cuvaiioyedy xot Gk, Axoloudel plo Aentouepnc nepltypopt
TV vlonolnuévwy endpoints.

4.3.1 Ilpodiaypapéc API gortntwy
4.3.1.1 IIpofoly Badumv
Endpoint /student/dashboard

Médodoc GET
Yxonog  lpoBoir Twv Boduny Tou gortnTi

Aewtovpyia  Apywxd avaxtd 6ha too UTXOs and tny Siedduvor tou goltnty yenoionowdvtos T BiBAodixn
lucid-cardano, poall ye tov mivaxa mou mepéyel tor €yxupa tokens Badudv and to datum tou cuyPolaiou
nohTic. 2t ouvéyela, avtioTtotyilel Tic oupBolixéc mohtixée PBaduol and avtd ta UTXOs ye ta avtiotoya
pordfpoToL.

4.3.1.2 TIlpoPBoAr diadéoiumy RadnNUATOY YId EYYEUPNA
Endpoint /student/subjects

MéSodoc GET

Yxonog lpoBord twv padnudtwy ota omolo 0 oitntic €xel dixainmpa eyypaphc.
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Aewtovpyioe Autd 1o endpoint Aettoupyel avaxt®dvTag mpdTa Ot Tor pordoTa and TN Bdor dedouévwy
TIOU AVTAUTOXPIVOVTOL GTA XELTHPLL EYYEUPNC: TEETEL VoL SLBACKOVTOL GTO EEGUNVO TIOL QPOLTE O YOLTNTAC 1) oE
Tponyolpeve and autd xou va Touptdlouy pe tov tpéyovta tOno edaurvou(uovs/Luys). Ttn cuvéyela avaxtd
TIg €yxupeg ToATXES and to datum tou cuyfolalov ToATXNE xou PLhtedpet To BéuorTa Tov SV amatTodVToL Ylot
to mtuyto. Téhog, avaxtd Toug Badpolc Tou yeHoTn xou amoxielel TuYdV pordfuata oL o QOLTNTAC ExEL 1o
TEpdoEL.

4.3.1.3 AnRAwon podnudtwyv

Endpoint /student/subjects

MéOQodoc POST

Yxondg Eyypoapr oto tpéyov eEdunvo xou ota emheyuévo pardiuota.

Aewtovpyioe To endpoint emxupdiver mpdta ot Tor pordriwarta Tou €xel emAEEEL 0 polTNTAG Elvon €yxupa yia
eYYpapt|, Stoc@ahilovTog Tr CUUHOR(PKGT UE TOUS Xavoveg dSNhwong padnudtwy. Xtn cuvéyetla, aAANAETdEd Ye
10 €€unvo cuufoiato xdie emtheypévou padfpatog yenouomowdvtag tov redeemer "Register" yio va mpocdéoel
TOV (QOLTNTH OTOUC TUVOXES EYYQPAUPWY. LTN CUVEYELX, EVA XOUTIOVL EYYRAUPNS Yo TO TEEYOV EEGUNVO GTENVETOL
oty dievduvon tou goutnth. Téhoc, xahel to ProofSpace API yia va exdooel évo motonontxd eyypdpnc

e€auVoU xal £Vol TLGTOTOLNTIXG EYYREUPNC VLo XGe EMAEYUEVO pdrdnuaL.

4.3.1.4 IIpoBolf ctoixeinwyv @oitnty
Endpoint /student/info

Médodoc GET
Yxonog Emniotpogn twv otolyeinv Tou goitnT.

Aewtovpyio  Avaxtd tov oprdud untedou, To 6voua, To envuUo, To email, To ProofSpace ID xou to étog
EYYPAUPHS TOL YortnTy, 6mwe enpaviovton ot Bdorn dedouévwy.

4.3.1.5 Evnuépworn otoiyeinwv goitnty
Endpoint /student/info

Médodog POST
Yxonbég Evnuépwon twv otolyelwy Tou goltnt.
Aeswtovpyion Emtpénet Ty eviuépwon tou email xat/¥ Tou X300 TOU QOLTNTY.

4.3.1.6 ITaparlafB7) mTtuyiov
Endpoint POST /student/mint

Médodoc POST

Yxonog  Anuovpyla xou mogohoBh tou ntuyiov NFT.
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Aewtovpyio Zexnvd pe my avixtnon twv UTXO tou goutnth pall ye to éyxupa tokens Boducdv and to
SUUPBOALO EYXVPGY TOMTIXGDY Yiol Vo eTahnUedoeL 6TL 0 PoLTNTAC €)EL OAOXANPAOGEL TIC oTIoUdES Tou. Trohoy(lel
Tov Baduod mtuyiov we tov péco 6po Twv Baduny tou aviinpoownevouy to UTXOs. XN cuvéyela, to backend
onlovpyel T cuvaAlayy) mou otédvel to NEFT otov goitnty, yenowonowwvtog dha ta anogoitnta UTXOs tou
QoITNTA We elo6doue avapopds. Téhog, xakel to API tou ProofSpace yio vo exd®oel 1o motonomntixd ntuyiov.

4.3.2 Ilpodiaypapéc API xadnyntoyv
4.3.2.1 IIpoBoAv SidacxopevVLY LadnUudTwy xadnynTtyh
Endpoint /teacher/subjects

MéSodoc GET
Yxondg llpofoln tTwv padnudtwy mou Sbdoxel xan Baduoroyel o cuyxexpiuévog xadnynTrc.

Aewtovpyioa Emotpégel tov xatdhoyo twv padnudtwy nou éyouv avatedel otov xadnynty and tn Bdon
BeBopEVLV.

4.3.2.2 TIIpcoBoOA EYYEYPAUUEVOY POLTNTHOY O LEAVNU

Endpoint /teacher/subject/:subjectld/addGrade

MéSodoc GET

Yxondg llpofoln Twv QolTnT®dY mou €Youv eYYpagel 6T eV AdY® pddnua.

Aewtovpyioc To endpoint avaxtd opywd T Siedduvorn tou €€umvou cuyfolalou yia To pddnua Tou
xadop{leton and to ‘subjectld’ and tn Bdon dedopévwy. Ltn cuVEYEL, anoxTd TEOCBACT OTOV TVAXA EYYEAUPEY
ané to datum touv UTXO oe auth ) diebduvor, o omolog mepiéyel n6vo Toug aptuolc UNTemou TwWY QOLTNTMY.
Iot v Top€yel gLt OAOXANPOUEVT elxdva, avthovvtal enlong and Tt Bdor SeBoUEVLV ToL OVOUITA XAl ETCVUUAL

nou oyetiCovton pe outd to ID. To anotéheopa elvar €vag ohoxhnpwuévoc xatdhoyog mou meptéyel apttuoic
UNTEOOU, OVOUOTA XOl ETWVUUAL.

4.3.2.3 Boadpoldynon
Endpoint /teacher/subject/:subjectld/addGrade

Mé9odoc POST
Yxondéc ‘Exdoorn twv anoxevipopévwy miotomolntixwy tou Baduol péow tou ProofSpace.

Aewtovpyioa Trnv xifon Cardano yio tnv éxdoorn Baduwy yéow tou é€unvou cuyforaiouv tou yodfuotog
oayetplleton amevdeiag to frontend. Agod unofindoldv o Baduol oto blockchain, autd to tehxd onuelo
draoparilel 6t xdde poitnthc AauBdver éva gmeloxd motomomntxd Baduod and to ProofSpace.

4.3.2.4 IIpoBoAf nAnpopopl®dY xaONYNTH
Endpoint /teacher/info

MéSodoc GET

Yxondég Emotpogr twv otolyelwv tou xodnynt.
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Aewtovpyioe Avoxtd to ID, 1o dvopa, to entdvupo, To email xan tn devduvorn Cardano Tou exnadeutino0,
onwg epgavilovtar ot Bdon dedoyévev.

4.3.2.5 Evnuépwon ntAnpopoplody xadnynTty
Endpoint /teacher/info

Mé9odog POST
Yxondc Evnuépwon twv otoyelwv tou xadnynty.

Aciwtovpyio Evnuepdvel to email B/xou tov xwdixol npdofacne tou exnadeutixol ot Bdon dedouévev.

4.3.3 Ilpodiaypapeéc API yooupateiog
4.3.3.1 IIpoocVrxm véou @oiTnTH
Endpoint /admin/addStudent

Mé¢dodog POST
Yxondg  llpoodninn evéc véou goitnth 6to cloTNnU.

Aettoveyio Autéd to endpoint mpoodéter €vay VEO QOLTNTH UE TPOCWLELVE xwdX6 mpdofaone ot Bdon
OEDOUEVV.

4.3.3.2 ITpooc9nxm véou xadnynTH
Endpoint /admin/addTeacher

Mé9odog POST
3xonog Ilpoouxn véou xadnynt.
Aewtovpyio Ilpoodétel évav véo xadnynth ot Bdon Sedouévmv ye Bdorn ta utofindévta dedopéva.

4.3.3.3 IIpoocVvxm véEou padfpotog

Endpoint /admin/addSubject

MéOBodoc POST

Yxondg  lpoo¥rinn evoc véou YoUaToC GTO TEOYEOUUN GTIOUDWY.

Aewtovpyioe Metd ™ Mdn véwv dedouévev yia to udinua,tpocdétel to oTolyela Tov otr Bdon dedouévwy
xou dnoupyel éva véo token Boduod yio autd. Xtn ouvéyela, ta token Boduol mou xoTNUAV HAEDWVOVTUL OE

éval véo €€umvo GUPPBONALO, XAEWBOVOVTUC TN PEVSTOTNTA Xt cuoYETI{ovTdS TNy ameudelog ue To uddnua.

4.3.3.4 Evnpépwon undepyoviog padiuatog
Endpoint /admin/updateSubject

MéOBobog POST

Yxondg Evnuépwon twv otoyelnwy evde padfuartoc.
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~ o7

Aewtovpyioe Mropel va evnuepdoet Sidpopec Aemtopépeleg evog poduatog, dmwe o diddoxwy xodnyntic
7 to e&dunvo. Ou evnuepdoelg mpaypotomololvTal elte oty Bdor Sedouévev elte Yéow xAioewy oto éEunvo
cLUBOANO TOU YoAUATOG, AVEAOYO UE TLC TOPOUETEOUE TToU UeTOBEANOVTOL.

4.3.3.5 ANy TROYPAAAATOSC OTOLSKY
Endpoint /admin/changeSubjects

Médodog POST

Yxonog Evnuépwon twv padnudtony mou amouttodvta Yo oandxtnor ttuylou.

Aewtovpyioc Autéd 1o endpoint arAniemded ue To é€unvo ouufBdlaio mou mepLEyEl Ta €yxupa tokens yio
TNV EVNUEPWOT TNG CUCTOLY(0G TWY TOMTIXWY, Xo cUYXEXPWEVA Twv tokens Baduod mou amoutolvton yiol THv

ohoxhfpwor tou mTuylov.

4.3.3.6 Exxivnorn neplddou syypapny
Endpoint /admin/startRegistration

MéOQodoc POST
Yxondg Exxivion tne meplddou eyypapdyv yio To Tpéyov eEdunvo.
Aewtovpyia  Avaxtd tAnpogopleg yio o pordporto Tou teéyovtog e€auvou, utoloyilel tig dievdivoelc Ty

) , S o , . . , ,
ouuBolaiwy toug xar xohel Eeywplotd xdlde éva yenowonowdvtac tov redeemer ‘Update' yia va oploet To véo
n n

end date".

4.3.4 Ilpodiaypapeég API yevixod oxonol
4.3.4.1 X0vdeom
Endpoint /login

Mé9odoc POST
Yxonbég Xivdeon

Aewtovpyio Emtpénel otoug yproteg va cuvdedoly 6To GUCTAHN YPNOHLOTOWWVTAS T BLAMLGTEUTHELO TOU
elvan amodnxevpéva ot Bdorn dedouévwy. Tavtonoiel toug yprotee ye Bdon To dvopa XpNoTn, TOV XwOXO
Tpbéofacng xou ToV pAAO TOL €YOUY BNAWGEL.

4.3.4.2 Aroocivdeonm
Endpoint /logout

Médodoc GET
Yxonbég Anocivdeon

Aewtovpyio Xewiletaw ™y anoclvdeon Tou yehotn, eloc@oiilovtag ™V avdxAnon TwV TEovop{wy
TpboBaong.

4.3.4.3 IIpoBoAf TANEOYPORLOY UNOYEEWTIXWY LaINUATWY
Endpoint /policies
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Médodoc GET

Yxonog Emniotpogr mAnpogopidy oyetixd pe to unoypewtixd padnuatoe poli ye ta otouyelo twv tokens
Bordudv.

Aettovpyioa Autd 1o tehind onpeilo avoxtd ToV XATINOYO TWV UTOYREWTIXGOY Yordnudtowy xou twv tokens
Barduwv. Xtn ouvéyela, avtiel npdodetec tAnpogopleg and tn fdor dedouévwy, GUVTACCOVTS Vol ONOXANEWUEVO
SUVOAO BEDOUEVMLV.

4.3.4.4 IIknpogpopicc nadfuatog
Endpoint /subjects/:id

MéSodoc GET
Yxondéc Emotpogr] AeTToPepel®dY Yol TO ETAEYUEVO pddnua.

Aewtovpyioc To endpoint avaxtd mpdto Tor dBedouévo oyeTnd pe To uddnuo amd T Bdor Sedopévwy. X
ouvéyeto unoroyilel To token Poduol xar ) devduvor tou €€unvou cupPBoraiou. Télog, avthel npdoveteg
TAnpogople, 6mwe 1 teplodoc MENG TS ey yeapric, 1 diedduvon Tou xadnynTh xou Sk oyeTixd dedouéva omd
Ta Oebopéva Tou GuBoAaiou ToU LONUATOS, TOREYOVTAG Hlal AETTOUERT] EXOVA.

4.4 ProofSpace

To ProofSpace eivon pia mhatpdppo Aoylopxol ¢ unnpesion (SaaS) mou eldixeletar oto  yYepiowd
OMOXEVTIPWUEVWV AVOLYVWELOTIXGY Xt o Tonolntixey oto Cardano Blockchain. H unneecio auts anhonoiel
T SLoduxaaion Sloyelplong AMOXEVTIPWUEVWY TLO TOTOMTIXDY UE TNV APUPETT) TV UTOXEIUEVWY AAATAETLOPAOEWY
oe pol Abor mou Bev amoutel cuyypapr Wi, emitpénovTag TN dnuovpyia Aettouvpyldv mou Booilovtan oe
TULOTOTOUNTLXA £VTOC eapuoy®y. To ProofSpace nogéyel éva API nou emitpénel oe e@apuoyéc 6mme 1 dixr| pag
VoL eXBIBOLY TULOTOTONTXAL.

Me v evowudtwon Tou ProofSpace, 1 e@oppoyy| yog emiteénel 6Toug QoLtnTég va Slexdixoly xat vor enahriebouy
ONUOGCLOL TaL AxadNUaiXd TOUE TLoToToMNTLIXS uéow TG epapuoync ProofSpace. Autr n Aettoupyia eivon onuoavtixn
yia TNV ENGARUEUCT] TWVY EYYEUPOY TOV QPOLTNTWY GE dldpopa oxadnuaixd teplBdiiovTa, 6mne 1 tapaxolovinon
pardnudtwy xan 1 tedofacy oe epyacthpld, 6mou Umopel va loybouv mpobnodéoeic eyypaprc. EmnAiéov, to
ProofSpace Beitiddvel v euneiplor Twv yenotodv otéhvoviac ewonolfoelg push ameudelog ota xvntd Twv
poltnTidv xdde @opd mou xataypdpovtal Véol Boduol ¥ exdidovTton moTOTOMTXG, TUEEYOVTAS EVIUERPWCELS OE
TEOYUATXS YPOVO Ywplg Vo YeetdleTal oL QOLTNTES VoL EAEYYOUY EMAVELANUMEVO TNV BLaBIXTUOXY] TAXTQPOPUAL.

Xty egopuoyy yog, To ProofSpace yernowwonotelton yior tn Sioyelplon méVTE SLUPORETINOY TUTWY AXOBNUOIXDY
o tonomtixdv(Credentials), poli pe €& diagopetivole tOToue alknhemdpdocwv(Interactions).  Kdle
TUOTOTONTIXG EEUTNEETEL €VOy CUYXEXPLWEVO GXOTO:

o Evyypagn oto navemothuo(University Registration): Exdidetou pla @opd oe xdide poitnty xou onporrodotel
v enionun eyypopr Tou oto mavemotiwo. IlepthauBdvel Sedopéva dnwe To dvopa Tou TavemoTNULOL
%o TOV optdd UNTEEOOU TOL POLTNTH.

o Evyypagn oe eZdunvo(Semester Registration): Ou goitntéc AopPdvouv autd to motomomuxd vy xdde
eEdUNVO oL EYYPAPOVTAL, CNUATOBOTOVTOG TNV EYYEUPT) TOUS GTO GUYXEXPWEVO eEGUNVO.

o Eyypoypn oe udidnua(Subject Registration): Xopnyeiton o xdde eZdunvo mov o gortntic eyypdpetan o€
évar udinpo xou TepLéyel otolyela Yot To udinuo xou to €yxupo e&dunvo.

o Ilistonowmuixd Baduoroyioc(Grade Credential): Xopnyeitan otouc gortntéc uetd m Mdn oduod oe éva
pdrdnuaL, ovapépovTag AETTOUERNOS TO GVOUA Tou Yortpatog xat Tov Bodud Tou QoltnTy.

e Iliotonoinuixd ntuyiou(Degree Credential): H tehxf| miotonoinom, nou onuatodotel tnv ohoxAfpwarn tTou
oxadnuoiixol Tpoypdupatog evoc goltnTh xat tepthaufdvel To PBardud ntuylou woali e dhha Paocixd otouyela.
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Ou ahdnAemidpdioeig eVvToC TNE eQapUoYNe xatnyoplonolodvial o 800 xVpLoue TUTOUC:

o Almhenidpaomn pe xwdixd QR: Auth n adknienidpaon nepthauBdvel Evay xwdixd QR mou sugavileton otov
QoLTNTA XAt TNV apyxr} Tou elcodo oTNY oTooeAda. Xxomog autol Tou xwdob QR elvar va cuvdéoel
1o ProofSpace ID tou goitnty pe tnv unnpeoio yog.

o Amléc ahiniemdpdoelc «Webhooky: Autéc mepihaufBdvouv evepyomofoelc amnd xAfoewc API oe
ouyxexpwéva endpoints mou €youv oyedlactel yio TV €xdoon o TonoTXwY aneudeiag oTouC YeoTES.
Autog o unyaviouds daopoilel 6TL Ta o TomOINTIXXG EXBIBOVTOL duEca xaL Ue oxpifelo ¢ andvtnon oe
OLdpopeC oxadMUdiXEC BpAoTNELOTNTES, OTWE N eYYEUPY| ot wodiuota 1 1) eniteudn Pordudy.

4.4.1 IlictomounTixd

e auth) Ty evotnTa, Yo e€EPEVVHCOVUE TEAOTA WS VA dNloveYooLUE Evay VEo mioTomoinuxd 6to ProofSpace
CRM, e&etdlovrac dhec Tic dlodéoiueg emhoyés. Apyotepa, Yo eyBodivoute 6TOUC GUYXEXPUEVOUS 0pLOHOVS
AGUE TLOTOTOLNTIXOV TOU YENOLLOTOLEITAL OTNY EQUPUOYT HOG.

4.4.1.1 IIpoocY7ixm véou moTOTOLNTIXOV

INo va Snplovpyfiooupe évav véo motonontxd oto ProofSpace CRM, npémel mpdtar var dnuioueyricouye €val
oYNUOL XL OTT CUVEYEL VoL BNULoupYiOOUUE TOoV oploud pe Bdorn autd. Eexiviote petaPaivovtag otn oehida
"Schemas’. Mohic @tdoete exel, xdvte xAix oto xouunt ’Add Schema’ nou Bploxetar oty endvew dedid ywvio
e demogphc. Auth n evépyela Yo avol€et pior véo oehido mou Yo oo {ntd va eloarydyete Tic AeTTOUERELES TOU
oyfuatog. Ewodyete tig anoutolueveg mAnpogopicc oto modal yio va mpoywenoeTe 6T dnutovpyio Tou vEou
oY NUOTOC TULOTOTONTIXDV.

Figure 4.4.1: Yehida Yynudtwyv IIiotonomuxdy
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Schemas ' Add Schema °

Figure 4.4.2: Ilpooxn véou oyrfuatoc

T va ouveyioete ) Siadixaoia, eloaydyete To Gvouo Tou oy AUATOS xou TUYOV emduuntd yopoxtnplotxd. o
va tpoodéoete éval véo yopaxtnetoTixd(attribute), xdvte xhx oto xovuni «Add Attribute». O coc {nndel
VoL DOOETE Vel GVOPOL YL TO YopaxXTNELOTIXG, Vo eTAEEETE ToV avapevopevo tOno (Omwe xelevo, aprdpdc,
nuepopnvior x.AT.) xou unopeite enione vo npocEceTe plar TPOMPETNY TEPLYPUPY| VLol TEPULTEPW dlEUXPLVITELS.

S et sk et b Gw 0 oas

Figure 4.4.3: Ipocdvxn yopoxtneiotixod

Moéhig mpootedody dho Tol omoUTOVUEVY YAEAXTNELOTIXG, XdvTe XA oTo xouunt «Done» otnv endve Beld
yovia, oxohoudoluevo and to «Save & Publish». Emfefoudote v evépyela yla Vo Oplo TIXOTOOETE
0L VO XAUTAOTACETE OLWECHO TPOC YENon TO VEO oYNUd ToTOmoNTX)Y coc. Metd v amodrixevon, Tto
veodnwovpyndév oyfua Ya eppoviotel oty xevtpinh oeAida tou oyfuatoc. I'o va tpoyweroete otn dnuovpyio
oV oplopoy, xdvte ¥k oto «Create» o1 Ypopur Tou avticTolyoU GYNUATOG.
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Schemas ©

Figure 4.4.4: To xouvolpio Lyhua

Moéhig mhonyndeite oty xadoplouévn oeAlda yio T dnwoupyio Tou oplopol, Va delte uia tpoewbonoinon éti
onuovpyia evog optopol elvon wia evépyelo wag yprong- agol oplotel, dev unopel vo tpononowndel. H dienopy
ywetleton og 800 TUAUTA: 0TO dve Utod amantelton 1) elooywy) TV pLiniceny, eVe 0To XdTw PLod eupavilovto
TANEOQYOPlES YLot TO OYETIXG Ty T

-

Schemas ' Create Credential Definition =3

Schemadetsls

Figure 4.4.5: Anuiovpyio oplogol) ToTOTOMTIXGY

Kot apyde, npénel va anogaocioete petald «self-attested» xou «service-attested» motomowntixwv. To «self-
attested» (owtoemPBefatodueva) emTEénoUY GTOUC YEROTEC Vol €l0dyouv oL (Blol yewpoxivnta Tic TS TKV
YUEUXTNELO TIXWY TOU o TomomnTxol. And tnv dAAn mhevpd, ta «service-attested» dioyeipllovta €€ ohoxhipou
amd TNV UTNEesia, £V oL YeHoTeg anAmg hauBdvouy Ta ohoxAnewuéva motonoimntd. o ta autoemBefonodueva
o TOTONTIXG, €xeTe emlong T BuvatdtnTa Vo evepyonotfoete Ty emhoyy| «one-offy. Auth n emhoyy| amoutel
and Tov YENOTN VO GUUTATPOVEL EX VEOU TOL YUEaXTNRLOTIXA XAUE POpd TOU GUUPETEYEL OE Wil OAANAETBpooN
Tou exdiBel auTd TO MO TOTONTIXO.

Emuniéov, propeite va puduicete éva e€epyduevo webhook, xadopilovtoc wa pédodo eréyyou TautdTnTog Xou,
TpooEE T, éva tpdUeua IP yiot v adtnom. Auty n duvatotnTa emiteénel oe eEMTEPUES EPUPHOYES VoL EXDIBOLY
autd To ouyxexpévo motonontxd. I va evepyomoundel autd to webhook, mpémel vo undipyel xoTdAANAT,
alAnheTlSpao.
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Figure 4.4.6: POdwon Webhook

Agov pudpioete Gheg Tic EMAOYEC GUPPOVAL PE TIG AVEYXES GOC, OAOXANEWOTE T1) Sodixacia xdvovTtog Xhix oThy
emhoy? «Anwovpylay mou Peloxeton oty endve dedid ywvio Tne oehidag.

4.4.1.2 ILiotomowmtixd tnc Egapuoyrc

Tty epPardivouye 0TOUC CLYXEXPWEVOUC OPLOKOUE TULOTOTONTIXWY TOU YPNOULOTOLOUVTOL OTNY EQPUPUOYT| LIC,
elvon oNUAVTIXG VoL GTUELCOVUE OTL, EVE ToL TYHUATO DLAPEEOUY, Ol BLOHOPPMOELS Yot GAOUC TOUG 0ploUols elval
Blec xan yior To TévTe moTomomTxd. ‘Ohat éyouv oplotel we «service-attestedy, avtatontpeilovtag ) @lon Twv
dedopévwy mou duayelpilovtan -6mwe ol Bardpol xou oL eyypapéc- tor omola amantoty VPNAG Bordud eAéyyou yio TV
ATOQUYT| OTIOLUGONTOTE YELPAYdYNONE omd Toug poltntéc. Emmiéoy, 1 Blaudppwon yio To eloepyouevo webhook
ExBOOoNC MOTOTONTUXGY Elvol TUTOTONUEVT- amontel OAA ToL AWTHUOTO VOl TLOTOTOLOUVTAL UE EVOL CUYXEXPUIEVO
xhewdl RSA, 1o onolo anodnxeletan pe aopdheio otov backend tne eqopuoyic.

University Registration H motonoinon eyypaphc oto IHavemothuo onuotodotel v évapln tng
oxadnuolixAc dladpouric evog goitnty oto Tavemotho. Kdlde goitnthc AoBdver autd To motomointind udvo plo
(opd, To omolo evepyonoleltal and TNV EVERYELD TOU VoL oapoel Tov xwdxd QR mou epgoavileton ot Stodixtuaxt
dlemapy) TNS ePopUoYNc. Autd To ToTOTOINTIXG YENOWEVEL we enionuo dpyelo eyypupng xau nepthopBdvel dbo
Boaowxd yopaxTnelo Tixd:

e School: "Eva yopaxtneiotixd TOTou XEWEVOU TOU XATAYPAPEL TO OVOUO TOU MAVETOTNUiOU 6To omoio
EYYPAPETAL O QPOLTNTC.
o StudentID: Eniong éva yopoxtneiotnd tomou xelévou, To omolo xatoypdpel Tov apldud unteou tou
poLTNT.
Extoc amd autd ta ouyrexpiuéva yopaxtnelotxd, xdite motonontixd eyypapnc oto Havemothulo tepthopfBdvel
eniong €vol TUTIXG YUEAXTNELOTIXG Ylol TNV Muepounvio Exdoone, To omolo xatayedpel TNV oxpldh| oTiYUr Tou

dnwovpyHinxe xar exd6dnxe to motomonTixd. AuTé TO YaEUXTNELOTXO Elvol x0LV6 Yl GhoL Tol BLopOEETIXG.
TUOTOTOLTIXA.
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Schemas ' WWDZ3sgsvnYsSvofQ6zjT5:3:CL:721:tag

Figure 4.4.7: Opiouég Iliotonomuxod University Registration

Semester Registration H efaunviala eyypapn €xel oyediaotel yio var mapaxoloulel xaL Vo ETIXVEMYVEL T
cuveyT| oxadnuaixy tpdodo evée goitnth. Kdde gortntic AauPdver Eexwpelioth motonolinon yia xdde e&dunvo
670 omnolo eyypdpeton xad’ AN TN Sdexelo TNG TAVETIOTHLOXKTE Tou dnTelog.

Extég and v tumer] Lot TG NuEpounviog €x800mg Tou undpyel ot xddE TLOTOTONTIXG, TO TUGTOTONTIXG
eyypapnc e€aurivou mepthauBaver yior ewdixy WdTnTo:

e Semester: Autd to yapaxtneloTixé elvon TOTou oprduol xan dniwvel Ty axoroudia Tou e€aurvou Yo To
omnolo €yel eyypagel o gortntic. o mopddelyya, elvar «1» yia To mpwto e€dunvo, «2» yia to delTepo,
%.0.X.

Schemas ' WwDZ3sgsvnYsSvofQ6zjT5:3:CL:723:tag =3

Figure 4.4.8: Opiopog Iliotonomuxod Semester Registration

Course Registration H motonoinoyn eyypapnc yodnudtev yopnyeltor otoug goltntég yio xdde uddnuo
TIOU EYYEAPOVTOL Yio VoL TopoXOAoUINGoUY pardfpota xou vor 8dcouy egetdoels. Autd To TOTOTONTIXG Elvol
Cotnhc onuactog yio T Bloyelplon TV eYYRUPHOY HoINUETLY ot TN SUGPIMCT) XELBOY AXABNUAXDY apyElwY.
IepuhopPdvel 500 GUYXEXPIIEVA YARUXTNELOTIXG:
e Subject: Mia WBLOTNTA XEWEVOLU TOU XATAYPAPEL TO OVOUA TOU PodUATOS OTO Omolo €el eYypapel o
poLTNTAC.
e Semester: Mo apriuntixny) WBi6TTA TOU BNAGOVEL TO EEdUNVO XaTd TO 0Tolo O POLTNTAC EYYPIPNXE OTO
pdinuo. Auto Bondd oty napaxorotinon nepintioewy dmou évag poltntig unopel vo eyypagel ato (Blo
pdrdnua ToANES popéc, oe BlopopeTind eEqunvaL.
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S Gw 0oas

Schemas | WwWDZ3sgsvnYsSvofQ6zjT5:3:CL:724:tag =

Schemadetat

Figure 4.4.9: Opiopdc Ilictonoinuxot Course Registration

Grade Credential To Ilictomomntixd Boduolroylac eivan lwtixic onupaciog yie v Texpnpiwon twv
OXAONUOEXWDY EMBOCEWY TWV POLTNTOV GE CUYXEXPLUEVY Yorjuota. Autd To moToTONTiXG eXBBETUL GTOUG
poltntéc Yetd ) AP Poduol yia évar pdiinuo o nepthopPdver do Pooixd medio

e Subject: Eva nedio xewévou nou xadopilel to dvoua tou padfpatos yia To onolo anodideton o Bodude.

o Grade: 'Evo aptduntixé medio mou xotaypdpet to Bodud Tou gortnth yiol o Ydinue, Ue oVUUEVOUEVES
Tég mou xupaivovton arnd 0 €we 10.

Schema detsi

Figure 4.4.10: Opiopog Ihiotonomuxod Grade

Degree Credential To Ilictonontixéd Ituylou ypnowedel we to oplotixd opyelo mou onuatodotel TV
ohoxhfpwor NS axadnuoixng dladpounc evog gortnty. Exddetor uoiic o QoiTnTAC 0AOXANEMOEL TIC OTIOUBES
Tou %o elvan €toyog vo dlexduxrioel To ttuylo Tou. To ev Adyw moTonmoNTIXS TEPLXAElEL TO UmMOXOPVPWUL TV
oXaB NIV TPOCTAIELDY TOU QPOLTNTH Xou TepthofBdvel U0 onpovTind nedio:

e School: 'Evo medio xeyévou mou unodelxviel To 6vouo Tou mavemotnulou and to onolo amo@oltd o
portnthc. Autéd emPBefoudvel To (Bpupa Tou amovéuel To tTuylo.

e Degree: 'Evoa nedlo xewévou mou xatoypdpet Tov tehixd adpoiotind Badud Tou @oitnty|, eEXPEacuévo wg
dexadn) T 670 0pog b €wg 10. O Baduog autde avtixatonteilel Tn cuvol oxadnuoixy enldoon Tou
QOLTNTY XoTE TN DLIEXELD TV GTOVBDY TOU.

Auté 10 moTomoTIXG anoTeEAEl oNUAVTIXG oxadNudixd opdonuo, TapéyovTag Ui enionun xou enoAndedouun
xoTaryeaptr) Tou TTuyiou xou Tng oxadnuaixhc YEong Tou gortnTh xatd TNV anogoltnon Tou.
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Figure 4.4.11: Opiouég Ilictonomuixod Degree

4.4.2 AN\mAemidpdoetg

Extég and tnv npootixnn twv oplogdy TV TLOTOTONTIXGY, 1) Slopdppwot tou ProofSpace anoutel tov oploud
oLYXEXPWEVWY oAANAeTdpdoewy. Ot odAnhemdpdoelc eivon poéc mou xatopilouvy Tig cuviixeg uTd Tig omoleg
unopel va exdolel éva motomonTtis. Autéc o mpoxadoplopéves poée elvan amapoitnTes, xowe Swac@aiilouvy
6Tl Ta ToTOTONTIXG EXBBOVTAL UOVO OTOV TANEOVVTUL OPLOHEVO XELTAELY, BLUTNEMVTOG TNV AXEEOULOTNTO XL TN
CUVAQELX TWV BEBOUEVWV EVTOC TWV TUGTOTONTXXOY. Auto To Priua elvon amapaitnTo yiot TNV auTopatonolnom
e Sadiaciog EXBooNE TLOTOTOUNTIXWY.

4.4.2.1 IIpoocOMxr véag aAAnAenidpaons

I va Snurovpyioete wio véa ahknhemidpaot), petafeite otn oeAida «Interactions» tng mhatgpdepog. Exel, xdvte
xhix oto xouuni «New Interaction» nou Bploxetar oty emdve Beid ywvia tng dienogrc. Auth 1 evépyeia Yo
Eexwvroel 1) Sodixaotio dnwovpyloc poc véag ahAnAenidpoaong, EMTEENOVTAC GUC VoL OPlOETE TIC CUYXEXPUIEVES
oLV XES Xl ToL EVOOCHATOL YId TNV €XDOOT] TUOTOTONTIX®Y UE BAON TIC ANAUTHOELS TOU CUCTAUATOS Cug.

5 oot DS OTS ce D oaa

Interactions © [ s ]

Figure 4.4.12: YeAido AAniemdpdoewv

Moéhic xdvete xhx oto xouunl, Yo yetagepdeite otn oehida dnwovpyiag akknhenidpaons. Auth n oelida eivou
opyavwuévn oe téooepic xoptédec: Interaction Info(IIAnpogoplec adldnlenidpaonc), Details(Aentopépeies),
Instances(Ilepintwoeic) xau Extensions(Enextdoeic). Tt dnwovpyla wog Bacwhc adnlenidpaons, Yo
yeetaotel vo epyaoteite xuplwe pe tig 8Uo mpwteg xoptéhes: ITAnpogoplec olnhenidpoone xou Aentouépetes.

Yy xaptéha ITAnpogoplec adAnienidpoonc, xolelote vo BOCETE XATOLES TATIPOPORIES:

e Name: Ewodyete éva govadixd ovoua v tny ahknhenidpaon dhote vo TNy avayvwpllete edxolo oto
cUCTNHA.
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e Description: Ilopéyete plor CUVOTTIXY TEQLYEUPT) TOU TL XAVEL 1) CAANAETHBEOOT Xou TUYXOV GNUAVTIXEG
AEMTOPEPELEC IOV TN DLapopoTololY amd GAAES AAANAETOPACELS.

o Notification Messages: Alopoppnote teelc TOMOUE unvuudtwy ewonolnong nmou Yo eugavilovioar wg
avadudueva tapdiupa oty epapuoyy) ProofSpace yio xivntd:

— Success Message: Auté to urhvupo epgaviletar 6tov 1 adAnienidpooy, oloxinewiel emtuye,
EVNUEPWVOVTAC TOV YpNoTh Yo TNV emtuy Y| €xBaon.

— Pending Message: Auté to prvupe eugavileton dtav 1 ahknienidpaon Beloxetan axdurn oe e€€hén 7
EXXPEYEL 1) OAOXAAPWOTN TNG, EVIUEQWOVOVTOE TOV YENOTN YLo TNV XATACTIO.

— Failure Message: Xe mepintwon amotuyloc tne ahinhenidpaong, owtd To uhvuua epgovileta,
TUEE Y OVTAS AVATEOPOBOTNOY OYETIXE UE TNV AVETLTUY Y| TeooTddeta.

@ Skepsis

Daahbosrd Interactions ' Add interaction @
Clients
Interaction info Details
Schemas
@ interactions Unknown (]
Roles & Access
Active [}
Extensions
Keys ‘ N )
This field is required
Service Info
Knowledge base [
. Select default
Success 0

Pending

Failure

Figure 4.4.13: IIknpogopiec AAAnhenidpaong

‘Eneita, mhonyndeite otny xaptéha Details, 6nou Yo puduicete tig mo teyvixéc hentouépeleg tne aAAnienidpoone.
Autéd nepthapPdvel Tov xadoploud tou TeoTOUL Evapine e ahAnAemidpaong, TN Sayelplon TN TAUTOY POV
Aertovpylag xou T Bladppron Tedotetwy pUIIIcEDY Xol ATOTEAEGUATWY.

Initiation Media Apyxd, oplote to yéoa Evaplnge yia va xodoploete Tov TpdTo Ue Tov omoio Ya evepyonotniel
N aAAnAenidpaon. Trdpyouv Teelc emAoYEC:

e QR Code: Evepyornoleltar 6tay 0 xatovodwtic copovel évay xwdixd QR yenowonowwvtac tnv e@apuoyy
ProofSpace an’ to xivnté tou.

e Button: Evepyomnowelton andé 1o mdtnuo tou xouumol «Proceed» amd Tov yenotn oty oddvn
aANhenidpaong evide TG PapUoYc.
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e Incoming Push from Service: Evepyonoleiton and pia xhfion API and pa e€wtepiny) vrnpesio mpoc to
API tou ProofSpace.

Concurrency Type X1n cuvéyeln, emhé€te Tov TOMO TOWTOYEOVNC EXTENEGNS, O Omolog UTAYOpEVEL TOV
TPoOTO Ye ToV onolo unopel vo exteheotel ) alknheniSpaom:

e Once: H alnhenidpaom unopel va evepyomouniel udvo ula gpopd avd mehd.

o Sequenced: H odAnkenidpoor umopel va mporyuatomoinel mohhéc @opéc and tov (Bio meAdTr), aAAd povo
Blodoyind- plar Véo ahhnhenidpaon unopel va Eextvioel povo ool ohoxAnewiel 1 tpéyovaa.

e Concurrent: Emtpénel tnv tautdypovr évapln tng ahknienidpaong and tov (Blo neAdan.

Store Interaction Event Efetdote av o mpénel va emhélete v emhoyy| «Store interaction event».
Me v emhoyh owtod tou mhatsiov Yo anodnxeutoldv dhec ol mAnpogopiec mouv oyetiloviar Ye To GUUPEY.
Edv 8ev emhevel, udvo mneplopiouéva dedopéva, Omwe to ouufdy g oAANAETBpaong, TAU OVOUUTH TWV
YOOV T TOTOMTIXGY XAl OPLOUEVA OMOLTOVUEVY TLoTOToMNTIXG Ue eninedo eumiotoclvne «Service attested»
(BeBouwpévn unnpeoia), do elvon opatd otov mivaxa opydvev cac yio 24 dOpec mpLy dlaypapolyv optoTixd.
Ou minpogoplec oyetnd pe ta exdodévto motomomnTixd Fo Slorypapoly ouéows UETE TNV OAOXAHEWwoN TNG
ahANheTBpaoNg.

Required and Issued Credentials

o Required Credential Definitions: Kadoplote nolouc opiopolc motonomuxdyv npénel v dadétel évog
XENOTNG Yiot Vo EEXIVACEL X0 VoL 0OAoXANeddaeL TNV alknienidpaon.

o Issued Credentials: Koaloplote mnowr motomountixd umneeoiog Yo exdodolv oto yerotn e€dv 7
arAnAenidpaon elvar ETTUYAC.

Webhook Configuration Téhog, puduiote éva webhook mou Vo xindel petd v oloxArpworn ng
oMnhenidpaone. Autd to webhook unogel va ypnotponowmdel yio tnv autopatonoinon nEpUTERE SlERYATLNOY 1
Y ewonoinoy dAAwY CUCTNUATWY Yid TO AMOTEAESUA TNE AAANAETBpooTC.

T sepsic
Dashboard Interactions ' Add interaction @
Clients e Dot
sch
@ interactions o °
Roles & Access ® button

o

O once )

@ Seauenced

O Concurrent

o
Select )
Select )

Not: X [

Figure 4.4.14: Aentouépeiec AMnenidpaone

Agol dlapoppodoiy dha ta media, anhog petafeite otn oehlda «Interactions» xdvovtac xAix oe auTHY oTnV
aptoTeRY) Yeouu TAofynone. Oo mpénel va unopeite va delte 1 VEodloapop@wuévn aAAnAetidpoon vo eppovileto
exel. H alnhenidpaoy anotdnxebeton autdpata WOAC eloaydyete OAeC TIC AmapafTNTEC AETTOUEQRELES.
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4.4.2.2 AXNAniemidpdoeic tng Eappoyrg

H eqoppoyn pac yenoiwomotel €€L Blapopetinée aAAnAemdpdoels yiot T Olayelplon TV TOTOTOMTXOY TWV
XENoTOV:

Alnhenidpoon QR: H apyinr) odinleniSpoon elvan évag pnyaviouds Bactopévos oe xddxa QR, o omolog
EYEL OYEDLAGTEL YLl VOU XOTAYPAPEL TO ATOXEVTPWUEVO oVaYVOPLOTIXG Tou cuvdedepévou ypriotn (DID) xou
70 avay voploTixd ewdonoinorc tou. Autég ol mhnpogopleg elvan {wtixrg onuaciag, xodog dnploveyoly wa
oLVdeom e tov hoyaplaoud ProofSpace tou yprotn, emtpénovrag oto chotnua vor GTENVEL JEANOVTLXG
TUOTOTOUNTIXG GueEcH xou Ye ao@dieta. To avayvwploTixd eldonolnong yenotuelel we ouyxatddeon Tou
¥eNoT, EMTEENOVTAS OTO CUOTNUA VO UETUPEREL TLOTOTONTIXA OTO AOYUPLIOUS TOU o vor AaPdvel
ewonooelc push.

Alnemdpdoeic Incoming Push from Service : Oi undloineg névte odAnienidpdoelg eivon Sounuéveg ue
Tov {810 TpéTOo XU xATNYOoplOTOLUVTAUL W oAANAedpdoelc «Incoming Push from Service». Kadeula and
autég ebvar umedBuvn Yo TNV €xBoom evOC amd TA MEVTE OLUPORETIXG MO TOTOMTIXA TOU TEELYPAPOVTOL
oto ovotnua (eyypaph oto Iavemotiuio, eyypapy oc e€dunvo, eyypoph Ot YVWOTIXG avTixe(Uevo,
notononTixd Boduol xou moToromTied TTuyiov). Aedopévou 6Tt 1 pldon Yo auTég T A NAETSpdoELS
elvon 7 (Blat EXTOC OO TO GUYXEXPWEVO TG TOTOLNTIXG TTou exdideTan, Vo TeplypdouUE AETTOUERPHOS POVO
ot amd aUTES (C AVTITPOCWTEVTIXG TORADELYUL.

ANAnAenidpaom University Registration O otdyoc e ahhnien{dpaone University Registration etvou
n olvdeon g egapuoyrc ProofSpace xar tou DiD tou yprotn pe tnv umneecio pag, efacparilovtag
ouyxatddeon tou yeRotn yio TNV Mdn ewdonotioewy. Moag emitpénel eniong va xataypdouuye o DID tou
portnTh xou va To anodnxedoouye otr Bdon dedopévwy tou backend yog, To onolo eivan anapaitnTo Yl TNV
éxdoaomn véwyv moTtonoinTixy. H adinienidpoon Swopoppavetan wg e€hc:

Initiation Media: H ohhnkenlSpaon Eexwvd péow odpwone evoc xwdixol QR. Autdc o xwdixéc QR
eugpavietan oto web Ul tnv mpwdtn @opd mou o gortnthAc cuvdéetar, pio dladxaoia mou TepLypdpeTol
Aemtopep®ds otny evétnta frontend.

Concurrency Type: O tOmog tautdypovng Aettovpyiag yior auth) Ty ahknhenidpaom éxel oplatel oe «Oncey,
nou onuaivel 6tL unopel va evepyonowmdel udvo pla gopd yio xdde yenotn, yeyovde mou evduypopuileto
HE TN ¥eHom TNS YLt 6%0To0¢ dpYIXAC EYYRAUPNS.

Store Interaction Event: EmAéyouue va amodnxedoouue 1o cuufdy odnienidpaong yia v Slac@ahicovye
™ Swthienon evdg apyelov autrg e Yeuehddoug dpaoctneidtntoag, to onolo Bondd otic dadixacieg
ehéyyovu.

Required Credential Definitions: To «Notification ID» elvow to anoawtobuevo mictomoumnuxd yia quTh TNy
oalnhenidpaot. Elvaw anogoaitnto xodode avunpoownelel ) ouyxatdideon Tou yeNotn ylo EANOVTIXEG
eldonoloeLC.

Certificates Issued: H ouyxexpyiévn adknhenidpaom dev exdidel dueoa motomomntind. Avtideta, n emtuyhc
ohoxhipwor| Tne Tupodotel wia axoroudia Yeyovdtwmy mou Sieuxohidvetal and to backend pog.

Alopdppwon Webhook: Me v ohoxhfpworn autrhc tne oAnienidpoaong, evepyomnolelton €vo and Ta
endpoint ¢ egappoyhc pac. Auth 7 evépyewo avoxtd to DID tou goitnth and ta dedopéva Tng
aAANAeTBpaong xan To anovnxelel oty Bdor dedopévwy tou backend poc. Metd and auth) TNV avdxTron
dedopévey, To (Blo endpoint mporyuatonoel xhjon oto ProofSpace API yio v éx8oon Tou o tomountod
eyyeaprc oto Iavemothwo.
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ﬁ Skepsis

Dashboard Interactions ' Student Registration ®
Clients
nteraction info Details Instances Extensions
Schemas
@ interactions ® ar o
QR-code timeout
Roles & Access
Extensions O
Keys
Service Info
Knowledge base @ Once o
O Sequenced
O Concurrent
Notification ID 1.2 ( from ProofSpace ID ) [ 1 [
Full reveal
Any suitable
Select
]
Select [ ]

http:/funiversity- Interaction Webhook Response Payload [
dapp.com/student_reg %

Key: default
Auth type: Request Signature

Figure 4.4.15: Aentopépeiec AMnieniSpoaone Student Registration

ANAnAenidpacm Course Registration H Alinienidpaon eyypaprc podnudtwy €yel oyediootel edixd
Yoo TNV €xB00N TUOTOTONTIXWY EYYEaPhc Ladnudtwy e @oltntéc mou eyypdpovtar oe podfiuata. Auth 7
OMANAETIBPUOT, AELTOVRYEL TOVOUOLOTUTAL UE TIC GAREC TEGOEQELS, DLUPEPOVTOSC UOVO WG TEOG TA GUYXEXPLUEVD
moTonoumnTixd mou exdidovTat. Alaoppnvetol wg eEnc:

Initiation Media: H évop&n yia auth) tnv adAnienidpoon elvon «Incoming Push from Service». To backend
oLOTNUA Yog eVEpYOTOLEL AUTY TNV €XB00Y TUOTOTONTIXAOY OTAY VIS QPOLTNTAS EYYPAPETOL ETUTUYADC OF
éva udinpa, ue Bdom T EMXVPMOELS TTOU TEAYUATOTOLOUVTOL EVIOE TN EQPAPUOYNS.

Concurrency Type: AeSouévou 6t To péoo exxivnone elvan «Incoming Push from Service», Sev undpyet
avdyxrn vyl TUTO TAVTOYPOVNG TPoGCBaoNC.

Store Interaction Event: EmAéyoupe va anodnxedoouye xan Ti¢ Aentouépeleg Tou ouuBdvTtoc authc Tng
oahAnAeniBpaone.

Required Credential Definitions: Aev undpyet anoatobuevo motonomuxd yiot auts) Ty cAANAETSpoom.

Certificates Issued: ' auth Ty ahhnhenidpaom, exdideton To motonomuxd «Eyypapy oe pdinuor. Etvo
oNUAVTIXG VoL oNPELWUEl OTL, EVE O UNyavioldg elval o (BLog, TO CUYXEXEWHEVO O TOTONTIXG o eXdIBeTol
doupépel HETOEY TV dlopdpwy alknhemidpdoewy - 1 xdde pla elvon mpooappoouévn oty avtiotouyn
ooadnpoint| dpactnetdtnta (T.y. eYYpaph ot eEdunvo, éxdoor Padudv).

Awpoppuon Webhook: Aev anouteitan webhook. H iadicacio Sworyeipileton €€ ohoxiripou ecwtepind omd

1o backend, to onolo yew(letou aneudelog TV ExBoon TV TMGTONOMTXGOY UE BdoT TNV emTUYY| EYYEUPY
%o ETX0PWOY TOU LoUTOG.
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7 s
Dashboad Interactions ' Course Registration @
Clients
teraction info  Details  Extensions
Schemas
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Roles & Access o
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(@ Incoming push from service
Keys
Service Info [
wledge base
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%;i Course Registration 1.0 ( from Skepsis ) 1 ] o
Filled by admin or webhook
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(]
Notset X Credential Issuing Webhook Payload |7

Figure 4.4.16: Aentopépeiec AAAnAenidpaone Course Registration

4.4.3 'Exdoor mioTononTixwy écw tou ProofSpace API

Ye auth ™y evotnTa, Yo mapouctdcoupe Tig Vo exdidete motonomntxd ProofSpace ypnowwonowdsvtag to API
Tou ProofSpace.

4.4.3.1 POOpion xAediov

T vor StaopoloTel 6Tt p6vo €E0UCLOBOTNUEVES OVTOTNTES UTOPOVY VoL EXBMOCOLY MO TOTOWTIXE ond TNV
umneeoia wog, to ProofSpace ypnoiwonotel évav unyavioud eréyyou tavtdénrac nou Boasciletar otny acOUUeTEn
xpuntoypapla, cuyxexptuéva Ty RSA. Autd to yoapoxtnplotind aogaleloc anontel tar outhparta teog to API
tou ProofSpace va unoypdgovton pe to WLwTind pog xhedl. o vo pubuloete tar xatdhhnha xhedid, antoxtiote
TpboPaon otny evotnta «Keys» oto taumié tou ProofSpace xou xdvte xAhix oto «Add» v va Eexvioete
BLaOEPKOT EVOS VEOU XAEWDL00. TN cuvEyeld, puiuiote T axdhoudeg emhoyeg:

o ‘Ovopa xhewdol etobdou: Oplote €va 6voua 010 xAeldl cag Yior EUXOAN avory VLo
o EmiéEte timo xhediol: Eyete 800 emhoyéc yio tn phduior tou xhedlol cog:

— RSA Public Key: Edv dwrdétete #0n éva Lebyoc xhewldidv RSA, emdéte auth tnv emhoyn xou
EMUUOAAOTE TO ONUOGLO XAEW! CUC OTO TAUPEYOUEVO TAALGLO XELWEVOL.

— RSA Keypair: Edv dev dadétete Ledyoc xhedidv RSA, emhé€te avth v emhoyy xou xdvte xhix
070 ewovidlo «generatey. To clotnua da dnuovpyroel avtéyota éva véo Lebyoc xheddy RSA
yio eodc. Efvon onuovtind va avtrypdete xon vo anodnxeboete ye ao@dheia To WLwTxd xhedi RSA
mou epgaviletar 6T0 oyeTind TAololo, xodde Vo elvon amopaitnTo Yo THY €XB00T TLOTOTOLNTIXWMY.
Enueldote OTL, av xou ouTh N EmA0YN elvon Lo amAY), EVOEYETOL VoL EYEL OPLOUEVES ETUTTWOELS OTNV
AGPIAELDL.

o Set as Default for Webhook Requests: Edv emtuyelite autéd to {edyog xAeldiddv va elvon 1 mpoemheypévn
uédodoc eEAEYYOU TAVTOTNTAS YLt ToL ELOEPY OUEvVa cutruato webhook, emAéEte Ty emhoyy| «Set as default
for incoming webhook requests» (Opioudc we mpoemhoyy yia ewoepydpeve autipoto webhook). Edv
7 meplnTwon yehone oug amoutel dtapopetixd Levyn xAeWdV Yo didpopa T TOTOMNTIXG, Ymope(te va
emAEEETE VoL xaTapYHOETE TNV emhoyT auth. 20T600, Yiol AOYOUC AmAOTNTOC XOl CUVETELNS, EVOL OXOTULUO
VO TNV ®EATACETE ETASYUEVT] YIOL TNV EQUQUOYT| LS.
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Edit webhook authentication key

Name Issuing Public Key

Key type RSA public key ~

Public key ----BEGIN PUBLIC KEY-----

MIICI/ANBgkghkiGOWOBAQEFAAOC
AgBAMIICCgKCAGEAUOGGQEAVM
QPEWaGMnjV
0sVgDZWwHCWKwU7r7SLz5bKztnco
YnqtD5XZ9dCYLFLILXCQSDWPsYgZ
ftugorGu
C5E+cgaAWBha02WgIrSxyiACTKPEL
6n3aNpapvb83tK/5IID/pP+aunpTNEe

ypkQ
ks7URHTho791bVIx16PoCsYiRXWIF

Cancel

Figure 4.4.17: Ipood1xn Kieldiol

4.4.3.2 KA\for tou ProofSpace API

Ye auth v napdypago, Vo egepeuvicoupe Tov tpémo xhAone tou API ProofSpace yioa tnv éxdoon evée
motonoinuixoy University Registration omé éva mepBdiiov Node.js. Auth n uédodog eivar epapudoln yia
NV €x5007] OTOLOUBHTOTE TOTOL TUOTOTONTIX®Y YENOWOTOLWVTS TNV (Dot TpocEyyion.

Do vo exdbooete éva motomomntind Wéow tou ProofSpace API, mpéner va oteldete éva oftnuo POST
otn ouyxexpiévn dieduvern URL mou nopéyetan ondé to ProofSpace. Apywxd, AdfBete to «serviceDid»
coc ombd TN oeklda Service Info oto toumid g ummpecioc ProofSpace.  Xtnv mepintwoy pog, To
«serviceDidy» elvon WwDZ3sgsvnYsSvofQ6zjT5, ondte n dieduvony URL v tnv €xdoorn motonomtixey
Yo ebvou: “https://platform.proofspace.id/service-backend /v1 /service/ WwDZ3sgsvn YsSvofQ6zjT5 /webhook-
accept/credentials-issued’
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@ Skepsis

Dashboard Edit service info
Clients
Schemas Service Public DID \ 3sg >VoT6z) 1< [_D 0

Interactions

Advanced Features D o
Roles & Access
Experimental Features [] @

Extensions

Keys Supported languages

o Service Info

Knowledge base

Default service credential definition

Default

Select (i )

Column settings o

Figure 4.4.18: Avdxtnon Service ID

Katd ) dlaudepnon tou couoatoc tne altnong POST yia tny éxdoor evog motonomnuxod péow tou API
ProofSpace, n dour| npénet va elvar 1 axdroudn:

1 {

2 serviceDid: string,

3 subscriberConnectDid: string,

A credentials: WebhookCredentialValuesDTOI[],

5 issuedAt: number,

6 subscriberEventId: string,

7 actionTemplate?: string,

8 actionParams?: Array<NameValueDTO>,

Axohouvdel pior avdhuon TV O CNUAVTIXGY TEdlwY:

e serviceDid: To DiD 1tng unnpeoiog, to onolo avaxthoate oto meonyoluevo Bruc ond To TUUTAS TNg
unneeoiog ProofSpace.

e subscriberConnectDid: Auté to nedlo npénel va mepiéyet to DID tou ypriot mou Ha AdPel to exdodév
TLOTOTONTIXO.

e credentials:  Ed®, xadopilete évav mivaxa WebhookCredentialValuesDTO, o omnolog opiler xdde
noTononTixd mou exdidetan oe auth TNV altnom.

o issuedAt: Ilpdxeiton yio yior nuepounvio Tou Belyvel TOTe EXBOVNMOY TA TLOTOTOUNTIXG.

WebHookCredentialValuesDTO To WebHookCredentialValuesDTO eivon  éva  avtixeipevo mou
nepthauBdvel OAeC TIC OmOEUTNTEC AEMTOUEPELES OYETIXG PE €Va TUOTOTONTIXG Tou exdidetar. Axoloudel pia
Aentouepric e€Rynom yia xdde cuoTaTixd péoa o AUTO TO AVTIXE(UEVO:

1 {

2 credentialld: string,
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schemald:

string,

fields: { name: string, value: string }I[],
utcIssuedAt: number,

revoked:

boolean,

utcRevokedAt?: number,

o credentialld: ITpdxeiton yior TO avary vewploTixd TOU OPLOUOY TOU TULOTOTONTIXOU TOU EXDIBETAL.

e schemald: Avtimpoownelel TO oVOYVWEIOTIXG TOU OYNUUTOC UE TO OTO0 CUUUORYAOVETAL oUTO TO
O TOTONTIXO.

e fields:

Tpéxerton vy évav mivoxa Leuydv xAeWBLdv-Tiwdy, o6mou xdde Ledyoc avtioToiel oe éva
Yopoxtneilotixd mou opiletar oTo oyfua Tou moTonointixol. Kdde dvopa oto Ledyog avtotoiyel oe
EVaL YORUXTNELOTIXG TOU CYAUATOS oL 1) TyY) efvar Tar BESOUEVIL Yol TO EV AOYW YAURUXTNELO TIXO.

o utclssuedAt: H nuepounvio nou onuatodotel Ty nuepounvia €x80om¢ TOU TOTOMONTIXOV.

I vo avaxtrioete to “credentialld’, yetafeite otn oehida *Schemas’ tou Taunid tou ProofSpace xau avtiypddte
to emuuntéd and tn othin ‘Credential ID’.

@ Skepsis

Dashboard
Clients

1 schemas
Interactions
Roles & Access
Extensions
Keys
Service Info

Knowledge base

Schemas ©

My Credential Definitions My Schemas

Credential ID

WwDZ3sgsvnYsSvofQ6zjT5:3:CL:790tag
WwDZ3sgsvnYsSvolQ6zjT5:3:CL:7261tag
WwDZ3sgsvnYsSvofQ6zjT5:3:CL:725:tag
WwDZ3sgsvnYsSvolQ6zjT5:3:CL:724tag

WwDZ3sgsvnYsSvofQ6ziTs:3:CL:723 tag

WwDZ3sgsvnYsSvofQ6zjT5:3:CL:721:tag

Figure 4.4.19: University Registration Credential ID

Public Schemas Public Credential Definitions

Schema

MySchema

Degree

Grade

Course Registration

Semester Registration

University Registration

anmantzoutas@gmail.com

[] Show deprecated

Trust level

Self-attested

Service-attested

Service-attested

Service-attested

Service-attested

Service-attested

One-off

Yes

INo va avaxtioete 1o «schemaldy, yetofeite oty xoptého «Ta oyfuatd pour otn oehldo «Xynuatoy, xdvte
A 6T0 OYHU Tou HEAETE VoL YPNOWOTOOETE XA, OTY CUVEYELDL, avTLYeddTe To and T ceABA TANEOPOELAOY.
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@ Skepsis

B Schemas / University Registration:1.1
Clients
il Name
1—; Schemas o

Interactions .

Version o
Roles & Access

Schema ID in
Extensions blockchain Z I_D a
Keys Public access o
Service Info

Deprecated D o
Knowledge base

Attributes

‘ Credential Issue Date (Date) ‘

‘ School (Text) ‘

‘ StudentID (Text) ‘

Figure 4.4.20: University Registration Schema ID

Lo auty ™y enideln, Vo YENOUOTOLACOUUE GUYXEXPUIEVA YOoRuXTNEoTXXd Yl T Bladixacior €xdoong
motonomTixwy.  To yapaxtneiotind nepthouBdvouy to ovoua tng oyohic «ECE NTUA» xou tov aptdud
untetou «ell7108», o onolog elvon 0 mpoownixds wou aplude untewou. Emmiéov, Yo yenowonojooupe to
avayvwelo Tixé pou ProofSpace w¢ «subscriberConnectDid». Me Bdon auty| tn pOdulon, To napaxdtw elvon To
andonacpo xOduxa JavaScript mou éyoupe avantigel uéypl oTiypic:

const url = "https://platform.proofspace.id/service-backend/vl/service/
WwDZ3sgsvnYsSvofQ6zjT5/webhook-accept/credentials-issued";
const serviceDid = "WwDZ3sgsvnYsSvofQ6zjT5";
const credentialld = "WwDZ3sgsvnYsSvofQ6zjT5:3:CL:721:tag";
const schemald = "WwDZ3sgsvnYsSvofQ6zjT5:2:University Registration:1.1";
const credentialValues = {
credentialld,
schemald,
fields: [

{ name: "School", value: "ECE NTUA" },
{ name: "StudentID", value: "ell17108" 1},
1o
utcIssuedAt: new Date().getTime (),
revoked: false

};

const request = {
serviceDid,
subscriberConnectDid: userDid,
subscriberEventId: "",
credentials: [credentialValues],
issuedAt: new Date().getTime (),

};

Metd omd autd To Pruata, meénet va pudploovpe Tic emixegaiidec e altnone.  Ilpdrtov, opiloupe to
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«Content-Type» oe «application/jsony. 3tn cuvéyela, puduiloupe Ty emxepahida «X-Body-Signature» yio
Vv e€oualodotnon g altnong. Autd mepthaufdvel Ty acluueTen xpurToypapio Tou culntioope Vwpeltepd.
Yelptonoloye To owua S altnong oe wia cLUBOAOGELRE, TNV LTOYEAPOUYE YPTOULOTOLWVTAS TO LBLWTLXG XAELD!
RSA 1ou dnuiovpyfiooue oTny TEONYOUUEVY) UTOEVOTNTA X0l XwOLXOToloVUE TNy unoypapt o base64. Télog,
TEOOUETOUUE TNV XWOLXOTOMNUEVY UTOYRAPY oTNY emxepaAida «X-Body-Signature». Ymuewdote 6TL yio yden
authc e enideldneg, Yo cupnepthdBoupe To WWTXG XAEW! 6TOV XMOixa oe anhd xelpevo. Qotdoo, autd dev
amotehel ok} TEaX TN XU XoAO Elvol Vo amogelYETOL OE TRAYUATIXES eQapuoyés. O xwdixag €yel v egng,
YENOWOTOLOVTAS TNV EVowUaTtwuévn BBAoGxN «eryptoy yia TNy UTOYEUPY| TOU UVTIXELUEVOU:

const headers = {
'Content -Type ': 'application/json'

S

16

const binaryBody = Buffer.from(JSON.stringify(request), "utf-8");

const private_key = “----- BEGIN RSA PRIVATE KEY-----

MIIJKQIBAAKCAgEAtsEaCBfGaRhWfkLuiKvK8InKgZyl0od1DcNA1Vi6YaEmErusS
e81PJfewXR3uxIg3SYOAGI6LYFFIJxAMcvHYEmOaxW5lo040v1hYRMA76t1/eo0lKp
3Cp7Ai8WI9GshcQzbFwPX9UjbijHkRkwCIpW+iK/aipj/nBglLJsOR4b9hpbB92Hz
+b4nviGBD5CAOvzbyDhLq/40Qby0vAsAFAQKZEqQBHq4s +WcKDHXFkvsmxnzexAlH
JtGjhFU+B3myXPMoMEHUInoKWOcSez5/WmkUOrPcNu4jmVmpjnVek+7s9q8F+blA

3 RaI4WKUUM+MA3sBGkMt3QeyKOmOL9JfA5C3q0ZmJ4xkJvak0zCdm1l8DbgKasIy /L

JMXkQZy0ZGlg2YsjcLK31sElefAQ8d4/J4wSF+I/0uVKV/vxzVBx9kKgpUGJQuol
OpGsxaQyZ94wUBiJybZqx8EUQmLIH70NjSAGFHEISPLO1qRihJRz3zVdIKn04k1I
ftqk477mz5YJD52Vq9w9qx770CzfH34N8pU/vTUaFmoWHhdnrb8s1XaATOMe jksA jhkr5nxf
Kx4BX40b2DG83hU5imsp2zP7XAkmiIpNYNdXosFrKoWcBU3vCKus9/MGS34ZN0OR4
9LhRA1I478qfsUXcmx1PcmIRyyobanZsyzxad9n/yxDxCZ50nnxCMvJUWSRU9Nn81
3dwafbgMV/ispxQXc90Tof61LCFV1rukjNYIcz+03V31q2/tp+dL2UNZWObT72ED
Aw8SPy6yB5BYpNU1BdC+ jPmfDuD1nUPNSY8hBqV6ot1XNIDCnwKCAQEA9GctrVnB
PZHRMwPZfLOVK7AiWkLdoWThtmuNHRZmOXhepYH8xax1x6myQtkx3QYdJc1gpORC
BEoP8DtDdf0AZ4LGjic1GbXyHpI8bdgGf4H11EXZPr+P1AGLSyW8Ie+CYHfrKpYL
uHLaOIrSx4k+Fbj4B4obNEg/s4QSzQichI+UiwGmMuYx5KB1BXHnBWANO+ICwbJq
Q3XRffViOXcOwDJjESXyVdqzMVnb18bHRk jwxTx2tgFZEBVYLeWtX3YTeQkzP/Yx
xIvzzXVtTrZa/DyD/bXs9ea90J0q80ABmyWUESTFrzrbYnAQG2UWYyPb6gv2LwilD
1w5zTb5s0ZLOxwKCAQEAv20Pu8TfUABm1Imo/IsDAOkoNB/OBpIEyfAeFHQOUPR6
3rz1i90Dn96PBfmly0TPQir1RnSxpcxQW6eyU1ZGKasLFoS41mrnFTvbdOof /2Vd
kbNcwFb3wnLjml1YP4ImP36ugM4z4n++y03UqbxzbwAsawq+5U+M0Z4miUrNRsPjz
OPBC125VLX03wFvP8qhIToDHnO5GNUBPCWZttlgi7Lwu8C/BRLGFSEfIBAU7THFLIh
3foeLh6u+I4F1/ew8KMkrHxnQxDzMI8HaVt jwGtNdZmyXwf4M4ekJfGMowbPLh+k
3Ud68i2KPAmR2k50uS+gt /RfBY1qxqGCs22urK51EwKCAQAhaQVugCmft6pQfgM6————— END RSA PRIVATE KEY-----
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60 const key = crypto.createPrivateKey ({ key: private_key 1});
61 const signature = crypto.sign('sha3-256', binaryBody, key);
62

63 headers['X-Body-Signature']l = signature.toString('base64');

Téhog, punopolue va mpoyweRcovue otny amoctohf Tou athuatoc oto ProofSpace API ypnowonowdvtac to
«axiosy»:

1 axios.post(

2 url,

3 binaryBody,

4 {

5 headers: headers
6 }

7 ).then((reply) => {

8 return reply.data;

9 }).catch((err) => {
10 throw err;

R D I

OAéxAnpoc o xoddixag Beloxeton oto Iopdptnua B.
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Kegpdhawo 5

EniAoyoc

Yy mopoloa epyacio, emdelape TNV LAOTOMNON WAC ATOXEVTPWUEVNG EQPUPUOYHC TOU OYEDIAOTNXE Yot TN
dlayelptomn axadNUiXDY BLadactidyY 6Twe 1 Paduohoynoy, 1 eYYeapr Lodnudtwy xoL 1) EXBO0T| TO TOTONTLXWY
og éva TOVETo TG Tept3dhhov.  A&lomowdvtoag tnv teyvoloyio blockchain xon ta é€unva cuyPBoiona oto
dixtuo Cardano, yewdooye oNUavTXd TO SloNTXd Q6pTO TOU TaEAdocLoxd EMPUPUVEL TO TPOCWTIXG TOU
navemo tnuiov, Wlng T yeaupatelo. To clotnuo avtoyatonolel TOAEG and T epyaoieg poutivac Tou xdnote
fitay yetpoxivntee, pewdvovtae Ty miovotnta avdpdmvou Adoug xat aEEVoVTaS TNV ATOTENECUATIXOTITA TV
Baduxaouwy dloyelplong apyelev xou enodfeuong.

Qo1600, Tor axad NS WevPTa Yerlouy ex PloEws xdmoto eninedo xevtpinic e€ovaiog, VETovTag nepLoplolols
otov Padud otov onolo 1o clotnud pog pnopel vo amoxevipwlel mAfpws. Kplowee evépyelec evide e
epapuoyne, onwe 1 xon) NFT ntuylou xou 1 evuéemaon onuoavtindy oxadnuoixody toAtixwy, e&axolovdoly v
anotToUV TNV ETOTTELR XaL TNV €YXplon TNS YpouUotelas. AUTdc 0 CUYXEVTPOTIOUOS EXBNAMOVETOL OTOV EAEY YO
Tou Xhewlol Blayelpiong, To omolo elval AmMUEULTNTO YLt TNV LUTOYEUPT] OAWY TWV CNUAVTIXOY GUVOAAAYOV.
Koatd cuvénela, evd €youue amoxevtpnoel ToAkd otolyeia TN axadnuaixic dtomntdg dladasiag, To choTnua
egaxohoudel vo Baciletan ot xevtpég poppég egovaiag yio T Aidn xplowwwy anogdoewy xou TNy enonteia.

Emniéov, apxetéc TTUYEC TUPAUEVOUY TANPWS CUYXEVTPWTIXES, OTIKC 1) TEOC XY VEWY QOLTNTOY 0To GUGTNUA,
N ewoaywyh VEov padnudtwy xou n avddeon padnudtwy oe xadnyntéc. Autéc ol gpyaoiec amoutolv dueon
ELOAYWYT) Xl ETXOPWOT) A6 TO BLOXNTIXG TEOCWTIXS, EVIGYVOVTAS TNV TUEOoUsia XEVTELXOU EAEYYOU OE TOUEL,
eve Tol oyetixd dedopéva anodnxeboviol oe o mapadoctaxy| Bdon dedouévev extog ahvoldag. Ilapd toug
TepLoplools auTolg, 1) EPUPUOYY| OVTLTPOCWTEVEL £VOL OUGLUGTIXG BN TEOC To EUNPOS GTOV EXCUYYPOVIOUO
TNC eEXTUdELTIXNC Blolxnong, TapéyovTtog Eva Loyupd TAULOLO TOU EVIGYVEL GTUAVTIXG TN SLOPAVELY, TNV ACPIAELDL
XOL TNV ATOTEAECUATIXOTNTO TNG SLoyElPLONG TWV OXAONUOIXWY apyElWY.

5.1 Teyvoloyixég TpoxAnoeLlg
5.1.1 ExudOdnor Plutus

H petdBaon andé to Ethereum oto Cardano napousioce mpoxifioelc oe autd To €pyo, xvplng AOYw NS un
eCowelwornc pou pe to poviého UTXO xou tn Haskell. H Swdixacio Sieuxohivinxe pe ™ ypron epyohelwv
onwe to Aiken vyl Ty avdntudn twv é€unvev ocuyfolainwy xor to Lucid yia tic ahknhemdpdoeic extéc tne
ohuoidog, mopdhhnha Ye Ty exmawdeutiny unoothelEn and to "Plutus Pioneer Program" tngc Input Output
Global (I0G).

5.1.2 Xxédelg yia To andpenTo

Mot axdpa ongavTixy) TeOXANCT) TOU AVTETWROTAXE AToy 1) SLUTHENOY TOU ATOEEHTOL TWV OXABNUAIXMY
apyelwv xou TV TANEOPoELdY Twv gortntdy. O x0ptog unyaviopos npootaciog g Wiwtxotntog Pocileto oty
andxpuPn TV dleutivoewy cugBolaiwy xou Twy token mou yenoiwonololvTaL - Yo TUREDELYUA, Ol POLTNTES BEV
yvweilouv Tic Sieudivoeig blockchain twv dAhwy ¥ oxdun xan i Bixég Toug ato mAdiolo tng epappoyhc. Iapdha
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auTd, 1 eYYeEVAC Blapdveta evég dnudotou blockchain ornuaiver 6T dhat To deBouéva CUVAAAXY WY elvol avoLy Td
npooBdoipa. ‘Evag ypnotng, Ue apxetd ypodvo xou ndpoug, Yo utopolce EVOEYOUEVE VUL ATOXPUTTOYPAUPOEL TN
doury tou cuothpatog avahbovtoe to YotiBa cuvolhaydv oe évav e€epeuvnty blockchain. Autéc o topéag
anotelel To onuavtxdtepo nedlo Bedtiwone.  Ou mbavée Bedtidoelg Yo unopodoay vo nepthaufdvouv tnv
EQUPUOYT) TILO TEOMYUEVWY TEXVIXWOY XPUTTOYEAPNONS Yol TNV EVIGYUON TNC WLOTIXOTNTAC TWV SedOPEVWY 1) T
YENomN Wiag LTS 1 Tapdmievenc Aoong aAuctdag mou elval e8IXE TPOGUpUOCUEVY Yia T1 Sloyelpior evalodnTwy
oXAONUOIXY DEDOUEVWV.

5.1.3 Xxédeig nepl DuYXEVIPWTIOLOL

AeBoUEVNne TN CUYXEVTROTIXAC QUONG TwV TAVETo TNUinY, N onola nephopfdvel toAhanAd enineda e€ouciog,
OTWE TEUTAVELS, XOOUNTOPES %ol XNy NTES, Eva TAHEWE ATOXEVTPWUEVO LOVTEND UTtopel VoL Unv etvor xatdhinio.
Oplouévol evilopepdUevol Qopelc amouToly €AEYYO TOU GUCTAUATOSC YLl TNV AmoTEAEoUaTX!] Sloyelplon xou
dlaxuBépvnon. Xe andvtnon, emhéEape TNV anoxévipnmon uévo Twv oToyelny Tou oyetilovion Ue To oaxadNUoixd
apyela TwV QoLTNTGRY, Ta omolo enw@eAolvTal and TNV aueTdBANTY @Uon tng texvolroyiag Blockchain yia tnv
AmOTEOTY AmWAELNG X ahholwong. 201600, dhheg mTuyEg, Wlwg exelveg ToU aPopolby Tov BloxnTxd EAeyyo,
OTWE 0 PONOC TNG YEUUHUATE(NS, TOPEUELVOY CUYXEVTEWTIXEC.

5.2 Ilepropiopotl

Kotd v avdntuén tou mtewmtdtunou, ETEETE Vo AnodEY TOUPE XATOL0UE TELOPLoMOVS oy avTtixatontpilouy To
nedlo eQuproYNC ot T OYEBLACTIXES EMAOYES TOU CUCTHUATOC!

"Evag xodnynths avd pddnua  To chotnua elvon oyedlaocuévo va avtiotoryilel povo évay xadnynt ovd
padnuo. Av xon Jewpentind elvon duvath 1 cuppetoy TOAADY XxadnynTt®dy, wévo o xadnyntic touv onolou To
AeWi elvon xataywenUévo oto oyeTixd EEunvo cupféiao unopel vo tpocdécel Poduoic.

Movadixd npdypappa otoudwy Xe avtileon ye ta o0y ypovo TAVETLOTHWLA TOU YTopel Vol TpoGpEépouy
TOMATAGL TEOYPGUHUATA OTIOUDBWY TEOCUPUOCUEVA GE SLopopeTixés xateudivoelc N €t eyypapnc, T0 cloTNUA
pog urootnellel Hovo €va evepyd TEdYEOUUY OToUBKOY avd tdoa otyun. Katd cuvéneia, 6hol oL gortntéc npénel
VoL TNeolY To (Blo TEdYEUUa OTOUBKOY XaL TUYGV dhhayéC aTo TEGYEAUUHUN OTIOUBKY TOUC EMNEEGLOUY OGAOUG.

Moévo ta uvnoypewTixd podfuoto H tpéyouoa unodour €xer oyedaoTel Yo 0 Soyelplon evég
HOJOPLOUEVOL TEOYPAUMATOS OTIOLBMY, OTou OAa To LordruaTo €lvol LTOYEEWTIXE Ylot TNV andxTnan mtuylou.
Av xou to cbotnua €yel T SuvatdnTo Vo TEPLEYEL TEoMPETIXA pardnuoTa Xt SLdPopeS XATELDVOVOELS, AUTO
amoutel TPOGVETEC TEOTONOLAGEL GTOV XOBIXAL.

ATmoUAxeLOY] LOVO TEPACUEVLVY RadNudTwy Lo v elaytotonolnon twv @oowy cuVIAkaY Y, TO
ooty anodnxedel oto blockchain pévo toug Baduolc Twy podnudtwy tou €youy tepdaocl ol goitntés. 261600,
€va TATpEC dpYElo OAWY TWVY OXABNUAIXGY BRACTNELOTATMY, CUUTERLAGUBAVOUEVGY TOV HoINUATWY oL BEV £Y0UV
nepaotel, Swtnpelton oty epapuoy ProofSpace, Siaocgarilovtag ty ohoxAnpwuévn tienor dpyelwy extdc
ahucidoc.

5.3 MeAlhovTixéc xateLIVVOELS

Kelvovtag tny napoloa epyaocio, npotelvoupe dldpopeg xateudivoelg yio mdavég BEATIOOELS Xl EMEXTAONS TNG
epapuoyYc, ot omoieg Yo umopoloay vo eumvedcouy uehhovTixy épeuva.

BeAtiwuéveg puduiosig anoppntou ‘Evac xplowog topéag yio pelovtixn avdmtuén elvan 1 evioyuon
TV U€Tpwv TpooTtaciag anoppXtov. Me TNV EVOWUATWOT TRONYUEVLY XPUTTOYRAUPIXDY TEYVIXWY, OTWS Zero
knowledge proofs 1} mo e€elypévmy pedddwy xpuntoypdynong, To oboTnua UTopel Vo Tpootatedoel xohiTepa
TNV EUTOTEVTIXOTATA TOV 0PYEIWY TV POLTNTOV.
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5.3. Melovtixéc xotevddvoelc

AvTipeTomion TV neploplop®dyv  ‘Evoac axdpo onuovtinde topéag Behtiwong agopd TNy ovTETONON
TWV TEPLOPIOUWY TOU  TEPLYPdPNXay otny mponyolpevn evotnra.  Ou Beltidoeic autée Oyl povo Va
evduypoppioovy To chotnua pe Tic ovUeTeg AVAYXES TV CGUYYEOVOV EXTUBEUTIXMY WBELUUATWY, 0ANE Xt Yo
BlevELYOLY Tig BUVUTHTNTES TOL Yia euplTepT LoUETNO.

"Egunvn BeAtiotonoinoyn cuuBoiaiwy yia enextacipotnta  H tpéyouvca vhonoinon avtwetonilel
TEOXAOEL OGOV APOEd TNV ENEXTACWOTNTA, Wi TN dloyelplon Ueydhou aplduol QoLTNTOY AdYL TwWV
unohoyloTixwy oplwyv tou Cardano. H pehhovtien epyacia Yo ynopoloe va emxevipwidel oty Bedtiotomoinon
xan Ty avodidplpwon twv EEunvey cuuBoléwy, KoTe va Yelwdel 1 avdyxn Slaywelorol TwY GUVOAAXYWY ot
HXPOTEP TUNUOLTAL.

Xenon production-grade software H nepautépw enayyehyotononon tng egapuoync, Vo omoutovoe
petdBaon ané SQLited oe xdnowo dAho clotnua Swyelplone Pdocwy dedopévev (DBMS) xan avafdduion ond
to Pug oe éva mo enextdowo frontend framework. Tétoiec avafBaduioeic Yo utootiplay peyahitepes Bdoeic
YXENoTohY xat o cVVIeTEC oAANAeTSpdoELS SEBOUEVELV, SLEUXOADVOVTOC TNV OUUAGTERT] ot To a€LOTULO T anddoo

NS EQopUOYTS.

Xenron eatopixsLUEVHY exxovwy ota NFT mtuylou Xty undpyovoa éxdoor, 6ia to NET
ITtuylou mou xéPBovtan mepthapPdvouv v Bioe ecdva.  Mio yelhovuny| Bedtioon Yo Aoy 1 evowudTtwon
TEONYUEVLDY UeVOBWY eneepyaciag EOVIC YLl TNV AUTOUATH EEATOUIXEUOT) QUTWY TWV EMOVWY e Bdon Tic
TEOOCWTIXES TANEOPOopleg Tou xdlde poitnTh. EmnAiéov, 1 yeron wag utneesiag yio 1o avéBaouo Twv EOVeY 6T
IPFS xou 1 oupnepiindn tou avticTolyou cuvdéouou ota petadedouévo Yo evioyue TEpUTERE TN LOVABXOTHTA
xdde mtuylov NFT.

AvZnuévn anoxevipwor Téhoc, n adinon e anoxévipmone Tou CUCTAUNTOC ATOTEAEl ONUOVTIXG
o16y0. Autéd Va umopoloe vo emteuydel pe TNV AVTIXATACTAGY TOU XAEWBLOU BloyElploTH HE Vol GUCTNU
TOMAAITAGY UTOYQAUPOY, XATUVEUOVTAUS £TOL TOV EAEYYO Of TMEQIOOOTEPA dTopa.  EvolhoxTind, oplouéveg
drontixée hettovpyleg Yo pnopoloav va autopotonoindoly xo var dayepillovtor and éva Eunvo cupfohato,
HELOVOVTAG TTEPAUTEPL TNV OVAY XY YLOL XEVTEIXO EAEY YO %ol EVIOYVOVTOC T1) BLopdveLal xou TNV auepoinlo xploluey
BLABIXACLOY, OTWE 1 avEVEST) HorINUATEOVY o 1) EXB00T TTUYiWY.
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Kegpdhawo 7

ITopdotnua

A Kowdwoag 'EEunvewy YuvuBoiaiwy

Ye auth TNV evOTNTA, TaEEYOLUE TOV XOdIxa Yo Tow on-chain otouyeia TN e@apuoYhc, YEUUUEVO OT YAWCO
npoypoppatiopod Aiken.

A.1 Student Validator

use aiken/transaction.{ScriptContext}

validator (_student: ByteArray) {
fn spend(_d: Void, _r: Void, _ctx: ScriptContext) {
False

}
}

A.2 Subject Validator

use aiken/dict
use aiken/hash.{Blake2b_224, Hash}

3 use aiken/interval.{Finitel}

use aiken/list
use aiken/time.{PosixTime}
use aiken/transaction.{
InlineDatum, Input, Output, ScriptContext, Spend, Transaction, ValidityRange,
}
use aiken/transaction/credential.{Address, VerificationKey}
use aiken/transaction/value.{AssetName, PolicyId, Valuel}

type Datum {
teacher: VerificationKeyHash,
registrations: List<StudentId>,
register_until: PosixTime,
reset: Bool,

}

type Action {
Register
Update
Grade

}

type StudentId =
ByteArray

type VerificationKeyHash =
Hash<Blake2b_224, VerificationKey>
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validator (
policy: Policyld,
asset_name: AssetName,
secreta: VerificationKeyHash,
registration_policy: PolicyId,

) {
fn spend(datum: Datum, redeemer: Action, ctx: ScriptContext) {
expect Spend(my_output_reference) = ctx.purpose
let Transaction { inputs, outputs, reference_inputs, .. } = ctx.transaction
expect Some(self_input) =
inputs
|> transaction.find_input (my_output_reference)
let self_output = get_self_output (outputs, self_input.output.address)
expect InlineDatum(d) = self_output.datum
expect Datum { teacher, registrations, register_until, reset }: Datum = d
when redeemer is {
// Can only register a new student. Everything has to remain unchanged, except for the
registrations list
Register -> and {
datum.reset == False,
is_period_valid(ctx.transaction.validity_range, datum.register_until),
signed_by (ctx.transaction, secreta),
teacher == datum.teacher,
reset == datum.reset,
register_until == datum.register_until,
are_equal_except_last(datum.registrations, registrations),
same_values (self_input.output.value, self_output.value),
}
// Can only update teacher or extend registration period
Update -> and {
signed_by (ctx.transaction, secreta),
reset == datum.reset,
datum.registrations == registrations,
same_values (self_input.output.value, self_output.value),
}
Grade -> and {
signed_by(ctx.transaction, datum.teacher),
if datum.reset {
and {
list.is_empty(registrations),
reset == False,
register_until == datum.register_until,
}
} else {
and {
registrations == datum.registrations,
register_until == datum.register_until,
reset == True,
}
o
validate_grade_outputs (
outputs,
reference_inputs,
self_input.output,
self_output,
datum.registrations,
policy,
asset_name,
registration_policy,
))
}
}
}
}

/// Validate outputs
fn validate_grade_outputs(
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99 outputs: List<Output>,

100 ref_inputs: List<Input>,

101 self_input: Output,

102 self_output: Output,

103 registrations: List<ByteArray>,
104 grade_policy: Policyld,

105 grade_asset: AssetName,

106 registration_policy: PolicyId,
107 ) => Bool {

108 let grades =

109 list.filter_map (

110 outputs,

111 fn(o) {

112 let grade = value.quantity_of (o.value, grade_policy, grade_asset)
113 if and {

114 grade >= 5,

115 grade <= 10,

116 o != self_output,

117 P A

118 expect Some(student_ref_input) =

119 list.find(ref_inputs, fn(i) { i.output.address == o.address })

120 expect [(student, _)] =

121 student_ref_input.output.value

122 |> value.tokens(registration_policy)
123 |> dict.to_list ()

125 expect list.has(registrations, student)

126 Some (grade)

127 } else if grade !'= 0 {

128 // if the grade is not O, but neither in [5,10] range, then it has to be the
self_output

129 expect o ==

130 Some (grade)

131 } else {

132 None

133 }

134 },

self_output

137 list.foldr (grades, O, fn(sum, total) { sum + total }) == value.quantity_of (
138 self_input.value,

139 grade_policy,

140 grade_asset,

142 }

1442 /// Get the output that has the same address as this validator

145 fn get_self_output (outputs: List<Output>, self: Address) -> Output {

146 expect [self_output] = list.filter (outputs, fn(o) { o.address == self })
147 self_output

148 }

150 /// Check if 2 Value objects are identical, except for the lovelace amount
151 fn same_values (input_values: Value, output_values: Value) -> Bool {

152 list.is_empty(

153 list.difference(

154 value.flatten(value.without_lovelace (input_values)),

155 value.flatten(value.without_lovelace (output_values)),

156 ),

158 }

159

160 /// Check if signer [0] == vk

161 fn signed_by(transaction: Transaction, vk: VerificationKeyHash) -> Bool {

162 list.at(transaction.extra_signatories, 0) == Some(vk)

163 }

164

165 /// Checks if 2 arrays are equal except for the last element of the second array
166 fn are_equal_except_last (input_list: List<a>, output_list: List<a>) -> Bool {

167 expect Some (output_) = list.init (output_list)
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input_list == output_
}

/// Check if registration period has not expired

fn is_period_valid(range: ValidityRange, target_time: PosixTime) -> Bool {
when range.lower_bound.bound_type is {
Finite(tx_earliest_time) -> tx_earliest_time <= target_time
-> False
}
}
A.3 Policy Contract Validator
use aiken/hash.{Blake2b_224, Hash}
use aiken/list
use aiken/transaction.{Output, ScriptContext, Spend, Transactionl}
use aiken/transaction/credential.{Address, VerificationKey}
use aiken/transaction/value.{AssetName, PolicyId, Valuel}
type Datum {
subjects: List<GradeToken>,
}
type GradeToken {
policy: Policyld,
name: AssetName,
}
type VerificationKeyHash =
Hash<Blake2b_224, VerificationKey>
validator (secreta: VerificationKeyHash) {
fn change_subjects(_datum: Datum, _redeemer: Void, ctx: ScriptContext) -> Bool {
expect Spend(my_output_reference) = ctx.purpose
let Transaction { inputs, outputs, .. } = ctx.transaction
expect Some(self_input) =
inputs
|> transaction.find_input (my_output_reference)
let self_output = get_self_output (outputs, self_input.output.address)
and {
signed_by(ctx.transaction, secreta),
same_values(self_input.output.value, self_output.value),
}
}
}
fn signed_by(transaction: Transaction, vk: VerificationKeyHash) -> Bool {
list.at(transaction.extra_signatories, 0) == Some(vk)
}
fn get_self_output (outputs: List<Output>, self: Address) -> Output {
expect [self_output] = list.filter (outputs, fn(o) { o.address == self 1})

self_output
}

fn same_values (input_values: Value, output_values: Value) -> Bool {
list.is_empty(
list.difference(
value.flatten(value.without_lovelace (input_values)),
value.flatten(value.without_lovelace (output_values)),

),

A.4 Grade Token Minting Policy
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use aiken/dict

use aiken/list

use aiken/transaction.{OutputReference, ScriptContext,
use aiken/transaction/value

Transaction} as tx

validator (token_name: ByteArray, utxo_ref: OutputReference) {

fn policy(_datum: Void, ctx: ScriptContext) -> Bool {

let ScriptContext { transaction, purpose } = ctx
expect tx.Mint(policy_id) = purpose
let Transaction { inputs, mint, .. } = transaction
expect [(asset_name, amount)] =

mint

|> value.from_minted_value
|> value.tokens(policy_id)
|> dict.to_list ()

and {
asset_name == token_name,
if amount > 0 {
list.any (inputs, fn(input) { input.output_reference == utxo_ref })
} else {
True
Fo

A.5 Registration Token Minting Policy

use aiken/dict
use aiken/hash.{Blake2b_224, Hash}
use aiken/list

use aiken/transaction.{ScriptContext, Transactionl} as tx

use aiken/transaction/credential.{VerificationKeyl}
use aiken/transaction/value

type VerificationKeyHash =
Hash<Blake2b_224, VerificationKey>

validator (secreta: VerificationKeyHash) {

fn policy(_datum: Void, ctx: ScriptContext) -> Bool {

let ScriptContext { transaction, purpose } = ctx
expect tx.Mint(policy_id) = purpose
let Transaction { mint, .. } = transaction
expect [(_, amount)] =

mint

|> value.from_minted_value
| > value.tokens (policy_id)
|> dict.to_list ()

if amount > 0 {
signed_by (ctx.transaction, secreta)
} else {
True
}
}
}

fn signed_by(transaction: Transaction, vk: VerificationKeyHash) {

list.at(transaction.extra_signatories, 0) == Some (vk)

}

A.6 Validity Token Minting Policy

use aiken/dict

use aiken/list

use aiken/transaction.{OutputReference, ScriptContext,
use aiken/transaction/value

Transaction} as tx
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6 validator (utxo_ref: OutputReference) {
7 fn policy(_datum: Void, ctx: ScriptContext) -> Bool {

8 let ScriptContext { transaction, purpose } = ctx

9 expect tx.Mint(policy_id) = purpose

10 let Transaction { inputs, mint, .. } = transaction
1 expect [(asset_name, amount)] =

12 mint

3 |> value.from_minted_value
1 |> value.tokens (policy_id)
5 |> dict.to_list ()

17 and {

18 list.any(inputs, fn(input) { input.output_reference == utxo_ref 1}),
9 asset_name == #"56616c6964697479",

20 amount == 1,

)1 }

A.7 Degree NFT Minting Policy

| use aiken/dict

> use aiken/hash.{Blake2b_224, Hash}

3 use aiken/list

. use aiken/transaction.{InlineDatum, Input, ScriptContext, Transaction} as tx
5 use aiken/transaction/credential.{Address, VerificationKeyl}

6 use aiken/transaction/value.{AssetName, PolicyId}

& type VerificationKeyHash =
9 Hash<Blake2b_224, VerificationKey>

I type RefDatum {
2 subjects: List<GradeToken>,

13}

15 type GradeToken {
16 policy: Policyld,
17 name: AssetName,

12}

0 validator (

1 register_policy: Policyld,

2 validity_policy: Policyld,

3 secreta: VerificationKeyHash,

24 ) {

5 fn policy(_: Void, ctx: ScriptContext) -> Bool {
26 let ScriptContext { transaction, purpose } = ctx
7 expect tx.Mint(policy_id) = purpose

28 let Transaction { mint, reference_inputs, outputs, .. } = transaction
29 expect [(asset_name, amount)] =

30 mint

31 |> value.from_minted_value

32 |> value.tokens (policy_id)

33 |> dict.to_list ()

35 expect Some(student_input) =

36 list.find(

37 reference_inputs,

38 fn(i) {

39 value.quantity_of (i.output.value, register_policy, asset_name)

10 },

13 let student_address = student_input.output.address
14 expect Some(ref_input) =

15 list.find (

16 reference_inputs,

17 fn(i) {
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48 value.quantity_of (

19 i.output.value,

50 validity_policy,

51 #"56616c6964697479",
52 ) == 1

53 },

56 expect InlineDatum(ref_data) = ref_input.output.datum
57 expect RefDatum { subjects }: RefDatum = ref_data

59 and {

60 signed_by (ctx.transaction, secreta),
61 amount == 2,

62 validate_grades (subjects, reference_inputs, student_address),
63 list.any(

64 outputs,

65 fn(o) {

66 o.address == student_address && value.quantity_of (
67 o.value,

68 policy_id,

69 asset_name,

70 ) == 1

71 } >

72 ),

73 b

74 }

75}

76

77 fn validate_grades (

78 policies: List<GradeToken>,

79 grade_inputs: List<Input>,

80 student_address: Address,

81 ) -> Bool {

82 let values =

83 list.foldr (

84 grade_inputs,

85 value.zero (),

86 fn(i, v) {

87 if i.output.address == student_address {
88 value .merge (v, i.output.value)
89 } else {

90 v

91 }

02 ¥,

)3 )

95 list.all(policies, fn(p) { value.quantity_of (values, p.policy, p.name) >= 5 })
96 }

os fn signed_by(transaction: Transaction, vk: VerificationKeyHash) {
99 list.at(transaction.extra_signatories, 0) == Some(vk)

100 }
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B Koouwog €éx600Mg TLOTOTOLNTIX®Y

Ye auth TNV evéTNTA, TOPEYOUME TOV TAYEY XWOXO TOU YENOWOTOLETHL Yo TNV €xdoon emokndedolunmy
ToTolomTxwy Ue xhforn tou ProofSpace API ond éva nepi3dhhov Node.js.

1 const crypto = require('crypto');

2 const axios = require('axios');

. const url = "https://platform.proofspace.id/service-backend/vl/service/

WwDZ3sgsvnYsSvofQ6zjT5/webhook -accept/credentials -issued";

5 const serviceDid = "WwDZ3sgsvnYsSvofQ6zjT5";

6 const credentialld = "WwDZ3sgsvnYsSvof(Q6zjT5:3:CL:721:tag";

7 const schemald = "WwDZ3sgsvnYsSvofQ6zjT5:2:University Registration:1.1";
¢ const userDid = "JRpxFRCH84RrQcptCzF3PN";

9
10 const private_key = "~----- BEGIN RSA PRIVATE KEY-----

11 MITJKQIBAAKCAgEAtsEaCBfGaRhWfkLuiKvK8InKgZyl0od1DcNA1Vi6éYaEmEru$S
12 e81PJfewXR3uxIg3SYOAGI6LYFFIJxAMcvHYEmOaxW51l040vihYRMA76t1/eo0l1Kp
13 3Cp7Ai8W9GshcQzbFwPX9UjbijHkRkwCIpW+iK/aipj/nBglLIJs0R4b9hpbB92Hz
14 +b4nviGBD5CAOvzbyDhLq/40Qby0vAsAFAQKZEqQBHQq4s +WcKDHXFkvsmxnzexAlH
15 JtGjhFU+B3myXPMoMEHUInoKWOcSez5/WmkUOrPcNu4jmVmpjnVek+7s9q8F+blA
16 RaI4WKUUM+MA3sBGkMt3QeyKOmOL9JfA5C3q0ZmJ4xkJvaK0zCdml8DbgKasIy/L
17 JMXkQZy0ZG1lg2YsjcLK31sElefAQ8d4/J4wSF+I/0uVKV/vxzVBx9kKgpUGJIQu9l
12 O0pGsxaQyZ94wUBiJybZqx8EUQmLIH70NjSAGFHEISPLO1qRihJRz3zVdIKn04k1I
19 £tqk477mz5YJD52zVq9w9qx770CzfH34N8pU/vTUaFmoWHhdnrb8s1XaATOMe jksA
20 kCK/wqUhYnGol8cNq92uTC/IdcEbBkHyHyQOHV88R1myoqY9bg4CbZzIDrtCzAUH
21 mN6fVCUVh7WLOPt5pskD3zPPv77gxzJYLI+/9k0gwCXHrk9kGnFwgjsJHcUCAWEA
22 AQKCAgABsPbLNWEeLt36DCeF90UJBdVsbqUwNhWOu2ZZG3maFrIyASOhWuMTIGAu
23 9Gx1wCb21LM2RvduPEJVLjZXR/qubPk0868YHNrFee3Nyo2yal+11jnBM11yEzp8
24 p5MnJy3N4Di66eIyPLT2m5R3enhJboswtirDalvxbjvrGIo3GSURY4Qs/wACJT/A4
25 UyeGDFYCW9cDb/YyaYrOnbFx/gj61Z+tR4JeCoCSzfI200Fg29355XYVm2I0gvVw
26 fOVRy+RGOgOjBosa/iTjJBhsnOVUj9qNXZXRwPOrNtXZu5/QxpzhCOBXhKFN3LU7
27 p7Gl3hSpGWDwqL48vS6bpF3iHrSqGN+d+WtNGCMWSNcq9b8XpO0ft7kx3XHMKYU /s
28 2+HtM03jpOfxr4i7tG/DZpaahLA/HEIWG4AK5CEKOLOUDYtqwyoNedoP jhkrbnxf
20 Kx4BX40b2DG83hU5imsp2zP7XAkmiIpNYNdXosFrKoWcBU3vCKus9/MGS34ZNOR4
30 9LhRA1I478qfsUXcmx1PcmIRyyobanZsyzxad9n/yxDxCZ50nnxCMvJUWSRU9Nn81
31 3dwafbgMV/ispxQXc90Tof61LCFV1lrukjNYIcz+03V31q2/tp+dL2UNZWObT72ED
32 Aw8SPy6yB5BYpNU1BdC+ jPmfDuD1nUPNSY8hBqV60ot1XNIDCnwKCAQEA9GctrVnB
PZHRMwPZfLOVK7AiWkLdoWThtmuNHRZmOXhepYH8xax1x6myQtkx3QYdJc1gpORC
BEoP8DtDdf0AZ4LGjic1GbXyHpI8bdgGf4H11EXZPr+P1AGLSyW8Ie+CYHfrKpYL
35 uHLaOIrSx4k+Fbj4B4obNEg/s4QSzQichI+UiwGmMuYx5KB1BXHnBWdNO+ICuwbJq
Q3XRffViOXcOwDJJESXyVdqzMVnb18bHRk jwxTx2tgFZEBVYLeWtX3YTeQkzP/Yx
37 xIvzzXVtTrZa/DyD/bXs9ea90J0q80ABmyWUESTFrzrbYnAQG2UWYyPb6gv2LwiD
38 1w5zTb5s0ZLOxwWKCAQEAv20Pu8TfUABm1Imo/IsDAOkoNB/OBpIEyfAeFHQOUPRG
30 3rz1i90Dn96PBfmly0TPQir1RnSxpcxQW6eyU1ZGKasLFoS41mrnFTvbd0of /2Vd
10 kbNcwFb3wnLjm1YP4ImP36ugM4z4n++y03UqbxzbwAsawq+5U+M0Z4miUrNRsPjz
11 OPBC125VLX03wFvP8qhIToDHnO5GNUBPCWZtt1lgi7Lwu8C/BRLGFSfIBAU7HFLIh
12 3foeLh6u+I4F1/ew8KMkrHxnQxDzMI8HaVtjwGtNdZmyXwf4M4ekJfGMowbPLh+k
13 3Ud681i2KPAmR2k50uS+gt /RfBY1qxqGCs22urK51EwKCAQAhaQVugCmft6pQfgMé
12 MXGOMjTP//oKOR8977/vrQNLOVg+6eEjKKkVPVZ4GvbdDxvm8gd3Ixj/0xyoq4FS
15 W4I/JDp+bk+s/x11Inq0TYy924c+iHnlQQygoAFpuXPZc8Nv6pTEUpSx10nLlvav
16 fkx1bb7CURfc8s96e+CSFMbItNQKmKQeqydA6MhGkUaSj4etImVcEObBiBamUGg8
17 2D3m1DyEuJpDME10vqL2AV92dTwsylIOGUUS1MhkJdSoixyoXCCcasxs4PDoM1lhJ
12 /VW8y40Dnt4Q04UysqmPbT2K9vOhxtQbWOFoWIdrJOuDLADBIvd5gSe3+2q5wwFY
19 qRO7A0IBAQCQ9qh5i8eJMCSvQ2iDh0pKzLXzc1c7000B2CMPXkjYHayGzQoQdtjt
50 On8BCWNw1UXXV+zS5EA7zJP2NPKohacwmuUUsoG/bs18nQ2+ZibBJCRN2ESfK701I
51 tjSDSBNR+RrJSZFSOK13hPApjosKBilkM4SadrSkQGVJIGO0f2Ug9+ulF7zyer0E4
52 RVu/Akhh/0pO+LUxtIfaf87a0YS4F9qq6H+rSJ7VxJGpw+ja8qtOkslu7qC4UGgO0
53 tmjaeiq2sPVu4e7ZLRbdaRM1yA2shBXuvuwDZ2egrlGyok/cjaWLyk7xe9YxXCdY
54 ++5GIi/mpZjSde8XpE8GCP2Pn70ot7xedAoIBAQDEnlbgWPS2t1dLoVFG4ega9x09
55 G/SVen5kkmLRaBNLV6rGRnCQoYkosUdbKMUsTb8WJIGJhI1llu5u0SgbaYyxrG63ob
56 FADgVjIPJnelL1xnX3s6qP9084k2cBqwE3LtNfVK6eWYEwXvaeHQN/Ur3KbJQ3tDi
57 LkNpzd4ysqRmyO01UOIQxWGOnnM+LDRjhmong8u+HAeiYmZ9WZ2D06nd5dbql19FeT
55 FOdJYc4jhBZQoW70aaNAMJ4JY/ViM10ISzjwaWcanQOB1pHOykOoSReWd82BFQfb
50 sLC/A+iBdA4dNfB9fnB+zrFOPhp+2mpMZ0OnNyo5Nvm2NO8wV0OYk51hoOpsEj

60 —=—=-=-- END RSA PRIVATE KEY-----

63 const credentialValues = {
64 credentialld,
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schemald,
fields: [

{ name: "School", value: "ECE NTUA"

1,
utcIssuedAt: new Date().getTime (),
revoked: false

};
const request = {
serviceDid,
subscriberConnectDid: userDid,
subscriberEventId: "",
credentials: [credentialValues],
issuedAt: new Date().getTime (),
};
const headers = {
'Content -Type': 'application/json'
};

const binaryBody = Buffer.from(JSON.stringify(request),

const key = crypto.createPrivateKey({ key: private_key 1});
const signature = crypto.sign('sha3-256', binaryBody,
headers['X-Body-Signature']l = signature.toString('base64');

axios.post (
url,
binaryBody,
{
headers: headers
}
).then ((reply) => {
return reply.data;
}) .catch((err) => {
throw err;

B

¥a
{ name: "StudentID", value: "ell17108"

e

"utf-8");
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Abstract

In recent years, blockchain technology has emerged as a transformative force in various sectors, offering a
decentralized, tamper-proof ledger that enhances transparency, security, and efficiency. Originating with
Satoshi Nakamoto’s introduction of Bitcoin in 2008, blockchain has challenged traditional financial systems
and now promises to revolutionize other industries, including academia. Traditional methods of managing
academic records are plagued with challenges such as significant administrative burdens, error susceptibility
due to human involvement, and risks of document forgery.

This thesis explores the application of blockchain technology to the management of academic records,
proposing a system that leverages its inherent security and transparency to overhaul current practices.
By embedding academic credentials on the blockchain, educational institutions can drastically reduce
administrative overhead, eliminate manual errors, and secure records against tampering. Moreover, the
immutable and public nature of blockchain ensures that verification of grades, certificates, and degrees is
reliable, allowing instant validation by employers, other institutions, and agencies without intermediaries.

Focusing on a practical implementation, this study details the deployment of a blockchain-based system
on the Cardano network to manage student authentication and certificate issuance. The proposed system
utilizes smart contracts to automate the issuing and verification of academic credentials, ensuring that
they are verifiable and immutable. Additionally, the system’s architecture is designed to accommodate
the specific needs of educational institutions, from registering student grades to issuing degrees, enhancing
the integrity and efficiency of educational administrative processes. By adopting blockchain technology,
educational institutions can shift their focus towards delivering quality education while ensuring that academic
achievements are securely recorded and effortlessly verifiable, heralding a new era in the management of
academic records.

Keywords — Blockchain, Smart Contracts, Cardano, Aiken, Decentralized Applications, Decentralized
Identifiers, ProofSpace
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Chapter 1

Introduction

In recent years, blockchain technology has surged in popularity, heralding a new era in digital innovation. This
revolutionary technology offers a decentralized, tamper-proof ledger, solving problems that have long plagued
various industries. By ensuring transparency, security, and efficiency, blockchain technology is reshaping
sectors such as finance, supply chain management, and healthcare, facilitating seamless transactions,
authenticating the provenance of goods, and securely managing digital identities.

The inception of blockchain can be traced back to the pseudonymous figure Satoshi Nakamoto, who in
2008 introduced Bitcoin, the first cryptocurrency, through the seminal whitepaper "Bitcoin: A Peer-to-Peer
Electronic Cash System."[19]. Beyond presenting a new digital currency, Nakamoto unveiled the blockchain
technology, a decentralized system enabling direct transactions without the need for intermediaries. This
marked the beginning of a technological revolution, with Bitcoin and its foundational blockchain technology
challenging traditional notions of currency and financial systems.

This thesis delves into the application of blockchain technology within the realm of academia, focusing
on its potential to revolutionize student authentication and certificate issuing systems, and exploring the
implementation of these systems on the Cardano network. By harnessing the power of the Cardano network,
educational institutions can issue verifiable and immutable academic credentials, significantly enhancing the
integrity and efficiency of the certification process. This thesis examines the technical mechanisms, benefits,
and challenges of deploying a blockchain-based solution for student authentication and certificate issuance,
marking a significant step towards the modernization of educational administrative processes.

1.1 Motivation

The management of academic records, from issuing grades to certificates and degrees, is a cornerstone of
educational institutions’ operations. However, this process is traditionally fraught with challenges, including
the significant workload on administrative staff, the risk of errors due to human involvement, and the ever-
present threat of document forgery.

By leveraging blockchain for the issuance and management of academic records, we can dramatically reduce
the administrative burden, effectively eliminating errors attributed to manual processes. More importantly,
blockchain’s inherent security features ensure that once a record is added, it cannot be altered or tampered
with, thus significantly lowering the risk of forgery. Furthermore, blockchain technology introduces an
unprecedented level of transparency and ease of verification for academic credentials. Since records on the
blockchain are public and immutable, verifying the authenticity of grades, certificates, and degrees becomes
a straightforward process. Employers, other educational institutions, and verification agencies can instantly
confirm the validity of an academic record without the need for intermediaries or time-consuming verification
processes.

Our study delves into how implementing a blockchain-based system for academic record management can
revolutionize the sector. It proposes a system where the security, transparency, and efficiency of blockchain
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technology are harnessed to streamline the issuance, management, and verification of academic credentials.
This approach promises a future where educational institutions can focus more on delivering quality education
and less on administrative logistics, where the authenticity of academic achievements is easily verifiable, and
where the value of academic credentials is unequivocally upheld.

1.2 Thesis Structure

In Chapter 2 of this thesis, we explore the theoretical background of blockchain technology, detailing its
basic components, and the concept of decentralized identifiers. Last but not least, we provide a focused
examination of the Cardano network, which underpins our application.

Chapter 3 shifts to discuss the system architecture of our proposed implementation, explaining its components
and relevant use cases.

Following this, Chapter 4 delves into the detailed implementation of the system, covering everything from
the smart contracts on the Cardano blockchain to the integration of the front-end and back-end systems.

Finally, Chapter 5 reflects on the challenges encountered during development, discusses the lessons learned,
and outlines potential future enhancements.




Chapter 2

Theoretical Part

In this section, we delve into the essential theoretical foundations necessary for understanding our study’s
focus. Our discussion is fundamentally anchored in blockchain technology, focusing on its principles,
mechanics, and theoretical underpinnings. Additionally, the concept of decentralized IDs (DIDs) will be
discussed, highlighting their role in providing secure and verifiable digital identities. We will also provide
an overview of Cardano, the blockchain platform powering our implementation, detailing our reasons for
selecting it. Understanding these technologies and their interplay is vital for appreciating the potential of
a blockchain-based system for managing academic records. This theoretical groundwork will equip readers
with the knowledge needed to navigate the intricacies of implementing such a system effectively.

2.1 Blockchain Fundamentals

2.1.1 Main Components
2.1.1.1 Transaction

A transaction in blockchain terminology is a digital record representing the transfer of assets or data between
parties. Transactions are signed digitally to ensure authenticity and integrity, awaiting validation and
inclusion in a block by miners or validators within the network.

2.1.1.2 Block

A block within a blockchain is a fundamental data structure that encapsulates a collection of transactions,
which have been validated by the network’s participants. Alongside the transaction data, it includes a block
header, containing relevant metadata [29]. Each block is cryptographically linked to its predecessor through
this header, creating an immutable chain. This linkage ensures the integrity and continuity of the transaction
history, making each block a crucial component of the blockchain’s structure and security.

2.1.1.3 Node

A node refers to any computer that connects to the blockchain network. Nodes participate in the blockchain
protocol by verifying transactions and blocks, with full nodes additionally enforcing the network’s rules and
maintaining a complete copy of the blockchain ledger.

2.1.1.4 Miner

A miner is a type of node that performs the computational work required to add new blocks to the blockchain.
Miners validate transactions and compete to solve cryptographic puzzles in a process known as mining, which
secures the network and earns them transaction fees and new coins as rewards.
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2.1.1.5 Blockchain

A blockchain is a distributed, append-only timestamped data structure that facilitates a decentralized
peer-to-peer network. This innovative technology allows participants, who may not necessarily trust one
another, to carry out transactions and interactions without the need for a centralized authority. At the
heart of a blockchain are signed transactions between peers, which represent agreements or the exchange
of assets. These transactions are grouped into blocks and verified by nodes. This ensures the integrity of
the blockchain and prevents fraudulent activities, such as double-spending. The fundamental principle that
allows all participants to agree on the transaction record is consensus, a process that is essential to the
blockchain’s operation. Through this architecture, blockchains enable secure, transparent, and tamper-proof
record-keeping, supporting a wide range of applications beyond simple transactions[8].

2.1.2 Blockchain Network Types

Blockchain technology has given rise to diverse network types, each designed to cater to specific needs
regarding governance, privacy, and participation. Scholarly work identifies three main categories: public,
private, and federated blockchains. Public blockchains are open and permissionless, allowing anyone to
participate in mining and transaction verification. Private blockchains restrict access to a select group of
users, enhancing privacy and efficiency by limiting participation. Federated blockchains merge these models,
operated by a consortium that selects nodes for governance, combining the scalability of private systems
with a level of decentralized control. This streamlined classification underscores the versatility of blockchain
technology, from promoting transparency in public networks to safeguarding sensitive data in private and
federated systems|[8].

2.1.2.1 Public

A public blockchain is a blockchain that anyone in the world can read, anyone in the world can send
transactions to and expect to see them included if they are valid, and anyone in the world can participate
in the consensus process - the process for determining what blocks get added to the chain and what the
current state is. As a substitute for centralized or quasi-centralized trust, public blockchains are secured by
cryptoeconomics - the combination of economic incentives and cryptographic verification using mechanisms
such as proof of work or proof of stake, following a general principle that the degree to which someone can
have an influence in the consensus process is proportional to the quantity of economic resources that they
can bring to bear. These blockchains are generally considered to be "fully decentralized"[5].

2.1.2.2 Consortium

A consortium blockchain is a blockchain where the consensus process is controlled by a pre-selected set of
nodes; for example, one might imagine a consortium of 15 financial institutions, each of which operates a node
and of which 10 must sign every block in order for the block to be valid. The right to read the blockchain
may be public, or restricted to the participants, and there are also hybrid routes such as the root hashes of
the blocks being public together with an API that allows members of the public to make a limited number
of queries and get back cryptographic proofs of some parts of the blockchain state. These blockchains may
be considered "partially decentralized"[5].

2.1.2.3 Private

A fully private blockchain is a blockchain where write permissions are kept centralized to one organization.
Read permissions may be public or restricted to an arbitrary extent. Likely applications include database
management, auditing, etc internal to a single company, and so public readability may not be necessary in
many cases at all, though in other cases public auditability is desired[5].
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2.1.3 Blockchain Models

In the landscape of blockchain technology, two models emerge for managing transactions and state on
distributed ledgers: the Account Model and the Unspent Transaction Output (UTXO) Model. These models
represent fundamentally different approaches to recording and validating transactions within a blockchain
network. The Account Model, employed by Ethereum, operates on a state-based system where each account’s
balance is directly updated. In contrast, the UTXO Model, utilized by Bitcoin, relies on tracking ownership
through unspent outputs from previous transactions.

2.1.3.1 Account Based Transaction Model

The Account Model represents a method of managing digital assets within a blockchain network by
conceptualizing them as balances in accounts, akin to how traditional bank accounts operate. In this model,
state transitions are being direct transfers of value and information between accounts. Those are categorized
into two primary types: those controlled by users through private keys and those governed by contract code,
which are associated with smart contracts. When transactions occur, the system updates the global state
of the blockchain. This global state serves as a ledger, recording the balances, storage, and executable code
associated with each account[4].

In this model, transactions directly adjust the balances of the involved accounts. This approach allows for
a straightforward mechanism for tracking asset ownership and movement across the network. The Account
Model’s reliance on a global state that records account balances and their attributes highlights its efficiency
and suitability for a wide array of applications, from simple transfers to complex interactions facilitated by
smart contracts[17].

2.1.3.2 Unspent Transaction Output Model

Unlike account-based systems, the Unspent Transaction Outputs (UTXO) Model does not track balances
within accounts. Instead, it maintains a comprehensive record of all unspent outputs from past transactions.
Each UTXO represents a slice of digital currency that has not been spent and can be used as an input for
new transactions[12]. When a user initiates a transaction, they utilize one or more UTXOs as inputs, which
the network verifies and then consumes to generate new UTXOs as outputs. This method ensures that each
piece of digital currency can be traced back to its creation point.

The UTXO model’s architecture inherently supports anonymity and privacy, as it complicates the tracing of
funds by breaking down transaction histories into individual outputs rather than aggregating them under user
accounts. Additionally, this structure allows for parallel processing of transactions, potentially improving the
scalability and efficiency of the network. Each UTXO is independent, enabling multiple transactions to be
processed simultaneously without interference.

2.1.3.3 Object Model

The Object Model, employed in the Sui Blockchain, is a distinctive approach within blockchain technology
that merges elements from both the UTXO (Unspent Transaction Output) and account-based models. This
hybrid model structures blockchain transactions and states in a way that aims to leverage the parallel
processing advantages of UTXOs while maintaining the state coherence and ease of programming found
in account-based systems. In practice, the Sui Object Model treats digital assets as unique objects that can
be owned and managed directly by users or smart contracts, allowing for direct interaction and manipulation
of these objects. This method streamlines transactions and smart contract executions, facilitating a more
efficient and scalable blockchain infrastructure [18].
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2.1.4 Consensus

Consensus, in the context of distributed systems such as blockchains, is the process through which a network of
nodes arrives at a mutual agreement on a single state of the database or ledger, ensuring that all participants
have a consistent view of the information. This mechanism is fundamental in preventing discrepancies and
maintaining the integrity and reliability of the network. Simply put, consensus ensures that all nodes in a
network agree on the validity and order of transactions, similar to reaching a unanimous decision on a movie
to watch among a group of friends. Without consensus, the network would be susceptible to double-spending,
forks, and other security vulnerabilities, leading to a lack of trust and potential failure of the system [20].

The Byzantine Agreement (BA) specifically addresses the issue of achieving consensus in the presence of
faulty or malicious nodes, highlighting the importance of robust solutions that can operate effectively even
in anonymous and synchronous settings without trusted setups. This problem underscores the complexity
of reaching agreement in a distributed network where participants may not necessarily trust each other or
may even act adversarially [15]. The consensus mechanism encompasses a variety of protocols, rewards, and
punitive measures designed to encourage honest participation and deter malicious activities. In blockchain
technologies, consensus mechanisms such as Proof of Work (PoW) and Proof of Stake (PoS) play pivotal
roles. PoW, for instance, secures consensus through computationally intensive tasks, while PoS offers a
more energy-efficient alternative, rewarding validators based on their stake in the network. These methods
both facilitate agreement on the state of the ledger and enhance the network’s security against attacks and
manipulation [8][10][20].

2.1.4.1 Proof of Work

Proof of Work (PoW), originally implemented by Bitcoin and used by Ethereum in its initial phase, requires
network participants, known as miners, to solve cryptographic puzzles to validate transactions and create
new blocks. The complexity of these puzzles is adjusted dynamically to ensure consistency in the block
creation rate. The first miner to solve the puzzle is rewarded with cryptocurrency, incentivizing participation
and security within the network. This method effectively prevents double-spending and ensures that each
transaction is confirmed and immutable once added to the blockchain [20][22].

The robustness of PoW comes from the computational effort - or "work" - required to solve the puzzles,
making any attempt to alter the blockchain both technically challenging and economically unfeasible. This is
because altering the blockchain to, for instance, spend the same coins twice, would require a malicious actor
to outpace the honest network by consistently solving the puzzles first. Achieving this would necessitate
control over more than 50% of the network’s computational power, a feat that requires significant financial
and energy resources, thereby securing the network against fraud and attacks. The consensus among network
participants on the validity of transactions and the chronological order of blocks ensures a single, trusted
version of the ledger, maintaining the blockchain’s integrity and trustworthiness [27].
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2.1.4.2 Proof of Stake

Proof of Stake (PoS) represents a consensus mechanism that aims to secure blockchain networks through a
process where validators stake a certain amount of cryptocurrency as collateral to be allowed to participate
in the block validation and creation process. In PoS, the chance to validate transactions and create new
blocks is proportional to the amount of currency a validator has staked, rather than the computational work
they can perform. Validators are chosen randomly to propose a block, and the validity of blocks is ensured
by other validators who attest to the block’s accuracy. This process not only minimizes energy consumption
but also introduces a crypto-economic layer of security: validators have a financial incentive to act in the
network’s best interest, as malicious behavior could lead to the loss of their staked assets [20][21].

PoS addresses the double-spending problem by ensuring that validators have something of value at risk while
they participate in the network governance. This stake acts as a deterrent against dishonest behavior, such
as attempting to validate fraudulent transactions or creating forks in the chain. The decentralized nature of
this system means that to compromise the network, an attacker would need to own a significant portion of
the staked currency, making attacks prohibitively expensive. Unlike PoW, where security relies on external
resources (electricity, mining hardware), PoS relies on the internal economic value within the blockchain,
aligning validators’ interests with the network’s security and integrity. By shifting from resource depletion
(in PoW) to a stake-based model, PoS offers a more energy-efficient framework for achieving consensus in
distributed ledger technologies [3].

2.1.4.3 Delegated Proof of Stake

Delegated Proof of Stake (DPoS) is an evolution of the Proof of Stake (PoS) consensus mechanism. In DPoS,
network participants vote to elect a small group of delegates or block producers, who are then responsible
for validating transactions and creating new blocks. This voting process ensures that the power to influence
the network’s direction and security is democratized, allowing coin holders to have a say in who maintains
the network. The delegates are incentivized to act in the best interest of the network through rewards
distributed for block production and can be voted out if they fail to perform their duties adequately or act
maliciously, introducing a layer of accountability not present in traditional PoS models [23]. By delegating
the responsibility of transaction validation to a selected few, DPoS can significantly reduce the cost of network
operation and maintenance, while still maintaining a degree of decentralization[14].

2.1.4.4 Proof of History

Proof of History (PoH), employed by the Solana blockchain, is a consensus mechanism that incorporates
the passage of time into the blockchain’s data structure, enabling a unique way to verify the sequence and
timing of transactions. By assigning a timestamp to each transaction, PoH allows for the independent
verification of the order of events without necessitating continuous communication between nodes. This
approach significantly aids in solving the double-spending problem, as each transaction’s unique timestamp
prevents the same digital asset from being spent more than once[31].

2.1.5 Smart Contracts

Smart contracts, a concept initially introduced by Nick Szabo in 1994 [25], embody a significant leap
in automating contractual agreements and minimizing the need for trusted intermediaries [10]. At their
core, smart contracts are transaction protocols that execute the terms of a contract, converting traditional
contractual clauses into programmable code embedded within digital or physical properties. This innovation
aims to enforce contract terms autonomously, reducing the occurrence of exceptions, both malicious and
accidental. Within the blockchain ecosystem, smart contracts function as scripts or applications stored on a
blockchain, executing independently across every node in the network when triggered by transactions [10].
This autonomous execution ensures that contractual agreements are upheld transparently and efficiently,
without the requirement for a central authority or intermediaries.

When a smart contract is deployed on a blockchain, it gains a unique address through which it can be
triggered by transactions. This decentralized execution model enables smart contracts to manage data-
driven interactions between parties on a network. For instance, a smart contract can facilitate a trade
between parties by autonomously verifying and executing transactions based on predefined conditions, such
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as exchanging digital assets under specific terms [10]. This process not only exemplifies the smart contract’s
ability to enforce agreements but also demonstrates its capacity to securely manage assets and state, acting
as an autonomous agent within the blockchain ecosystem.

By automating enforcement and execution, smart contracts eliminate the need for intermediaries, reducing
potential for fraud and lowering transaction costs. Furthermore, their immutable and transparent nature
ensures that all parties have confidence in the execution and outcomes of contracts. This innovation extends
beyond simple transactions, enabling complex interactions and fostering the development of decentralized
autonomous organizations (DAOs) and new forms of digital interactions. As smart contracts continue to
evolve, they promise to redefine the landscape of contractual agreements in the digital age, offering a secure,
efficient, and transparent mechanism for executing and enforcing contracts [10][32].

2.1.5.1 Decentralized Applications

A decentralized application (DApp) is a software application that runs on a distributed system, typically
a blockchain network, rather than on a single centralized server. Built on top of blockchain technology
and utilizing smart contracts, DApps operate autonomously without the need for a central authority. By
leveraging smart contracts, DApps enable direct, trustless interactions between users, supporting a variety
of functions from financial services to gaming, while ensuring data integrity and system reliability.
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2.2 Decentrialized 1Ds

In the digital age, our lives have become increasingly intertwined with the internet, leading to an explosion
in the amount of personal data stored and processed online. This surge in digital activity has highlighted
significant shortcomings in traditional Identity Management Systems (IDMS). Centralized systems, where a
single entity controls vast amounts of data, have been the norm. Such arrangements raises privacy and security
concerns, as evidenced by numerous data breaches targeting centralized servers responsible for storing users’
identities and managing federated identity systems[1]. These incidents underline the inherent vulnerabilities
of centralized IDMS, where users often lack control over their personal data and third-party sharing occurs
without explicit consent.

The inadequacies of current IDMS have catalyzed interest in decentralized identity solutions, such as
blockchain-based identity management. Decentralized Identifiers (DIDs) emerge as a promising alternative,
offering a user-centric approach that grants individuals control over their own data, bypassing the need for
central authorities or third-party intermediaries|1][2][13]. This paradigm shift towards Self-Sovereign Identity
(SSI) leverages the core principles of the internet’s decentralized architecture, aiming to restore control,
security, and privacy back to the individual. The benefits of DIDs include enhanced privacy, increased
security, and greater control over personal data, which align with the growing demand for more secure and
user-empowered digital identity solutions.

2.2.1 Technical Foundations

The transition towards decentralized identity systems signifies a pivotal evolution from traditional models,
emphasizing the urgent need for enhanced security, privacy, and user sovereignty. This section delves into
the foundational elements and operational frameworks of decentralized identity systems.

2.2.1.1 Decentrialized IDentifiers

Decentralized Identifiers (DIDs) are identifiers for decentralized systems where users can have verified digital
identities [30]. They are introduced to the concept of self-sovereign identity. A DID identifies any entity.
These identifiers allow a DID controller to demonstrate control over it. They may be used without a
centralized registry, identity provider, or certificate authority. DIDs are Uniform Resource Identifiers (URIs)
that link a DID subject to a DID document. An example of a DID is did:example:123456abcdef[2]. Unique
and persistent, DIDs allow entities - including individuals, organizations, devices, and applications - to
authenticate digitally without centralized oversight. This innovation hands control of identity back to the
users, facilitating digital autonomy away from the centralized control paradigm|2].

2.2.1.2 Verifiable Credentials

Verifiable Credentials (VCs), serving as the digital counterparts to physical identification documents such
as passports or driving licenses, leverage cryptographic security to prevent unauthorized access and ensure
the integrity of the credentials shared [13]. They enable the presentation of credentials in a secure, verifiable
manner, with minimal exposure of personal information, thus allowing individuals greater control over the
dissemination of their data [11][13].

2.2.1.3 Self-Sovereign Identity

Underpinning these advancements is the Self-Sovereign Identity (SSI) model, which places the individual at
the heart of their identity management[2|[11]. In this model, individuals have complete control over their
identity data, from creation to storage and sharing. SSI, supported by the mechanisms of DIDs and VCs,
promises a future where digital identities are both portable and privacy-centric[11].

2.2.1.4 Purpose

The decentralized identity framework aims to address and mitigate the challenges associated with traditional
identity management systems, such as privacy concerns and the risk of data breaches, by eliminating
unnecessary reliance on centralized or singular technologies. This innovative approach not only enhances user
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control and privacy but also paves the way for a more secure digital ecosystem. As these technologies evolve,
they are set to redefine digital interactions, fostering an environment of enhanced trust and security[2][11][13].

2.2.2 Use Cases

Decentralized Identifiers (DIDs) offer transformative solutions across multiple sectors by enabling secure,
self-sovereign digital identities. In e-commerce, DIDs enhance transaction security and user privacy, while
in healthcare, they ensure the confidential sharing of medical records. The education sector benefits from
secure verification of academic credentials, and financial services see streamlined Know Your Customer (KYC)
processes. Additionally, DIDs can support secure digital voting systems, promoting integrity and accessibility
in civic engagement. Overall, DIDs are pivotal in advancing a more secure, efficient, and user-centric digital
ecosystem|[2][11][13].

2.2.3 DIDs and Blockchains

Blockchain technology fundamentally enhances the implementation of Decentralized Identifiers (DIDs) by
providing a secure, immutable, and decentralized infrastructure essential for managing digital identities[13].
The technology’s ability to operate without a central authority ensures that users can control their own
identities, aligning with the self-sovereign nature of DIDs. By recording DIDs on a blockchain, each identity
is permanently registered in a tamper-evident manner, guaranteeing the integrity and authenticity of digital
identities.

Furthermore, blockchain not only securely stores DIDs but also facilitates the notarization and verification of
associated credentials through smart contracts. These automated contracts streamline identity verification
processes, making digital interactions more efficient and trustworthy[13]. The seamless integration of DIDs
with blockchain technology thus establishes a robust framework for digital identity management, where
security, privacy, and user autonomy are significantly enhanced.
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2.3 Cardano

Cardano|7] stands as a pioneering third-generation proof-of-stake (PoS) blockchain platform. Born from a
research-first approach, it is the brainchild of leading engineers and academic experts, crafted to address
the trilemma of scalability, security, and decentralization[6]. At its core, Cardano employs the Ouroboros
consensus algorithm, a PoS protocol designed to offer security guarantees on par with proof-of-work systems
but with significantly higher energy efficiency[6]. The network also introduces the extended Unspent
Transaction Output (eUTXO) model, an evolution of the traditional UTXO system used in blockchains like
Bitcoin. This model enhances the ability to process transactions and smart contracts, positioning Cardano
as a formidable platform for developing enterprise-level decentralized applications (dApps).

2.3.1 Extended UTXO

The Unspent Transaction Output (UTXO) model represents all unspent outputs from transactions as distinct
UTXOs, each corresponding to a specific amount of cryptocurrency. It ensures transaction integrity by
allowing each UTXO to be spent only once, thereby preventing double-spending and facilitating a transparent
audit trail of asset transfers. However, while the UTXO model excels in tracking asset ownership and ensuring
security, its basic form is limited in supporting more complex smart contracts and stateful applications that
require nuanced transaction processing.

Addressing these limitations, the Extended UTXO (EUTXO) model enhances the traditional UTXO
framework by introducing two significant improvements: the incorporation of arbitrary data (datum) within
UTXOs and the capability for validators to ensure contract continuity across transactions. This adaptation
allows for more sophisticated contract logic and stateful operations to be executed within the UTXO
framework, expanding the potential for developing complex decentralized applications without forsaking
the inherent benefits of UTXO’s transparency and security [9].

2.3.1.1 Basic Components

In the Enhanced UTXO (EUTXO) model, three fundamental components play critical roles in the operation
and validation of transactions: Datum, Redeemer, and Context. These components are key to understanding
how stateful smart contracts and complex transaction logic can be implemented on a blockchain utilizing the
EUTXO model.

Datum The Datum is a piece of data attached to a transaction output, serving as an additional argument
during the validation process. It essentially allows a contract to maintain some state without altering its
validator. This is particularly useful for carrying the state of state machines within the blockchain, facilitating
more complex and interactive contract behavior while preserving the contract’s immutable logic|9].

Redeemer The Redeemer is another critical component, representing an argument that is supplied by the
spender of a UTXO. It acts as an input to the validation script, enabling the script to make decisions based
on the provided information during the execution of a transaction. This allows for dynamic interactions with
smart contracts, where the behavior of the contract can change based on the inputs provided by the users
attempting to interact with it[9].

Context The Context provides detailed information about the transaction being validated, also passed
as an additional argument to the validator. It includes data such as the transaction outputs, input being
validated, and an index indicating the specific input under validation. This set of information empowers the
validator to enforce more stringent conditions than possible under the basic UTXO model. Importantly, it
facilitates the inspection of the current transaction’s outputs, crucial for ensuring contract continuity. The
Context ensures that the execution of scripts during validation is deterministic, allowing users to predict the
outcome of script execution and resource consumption before submitting a transaction[9].

2.3.1.2 Key Benefits

The Extended UTXO (eUTXO) model introduces several advancements over the traditional UTXO model,
making blockchain applications more versatile and powerful. Firstly, the eUTXO model allows transactions
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to carry additional data or state (Datum), enabling the development of richer and more complex smart
contracts that can manage and manipulate stateful information.

Secondly, the eUTXO model expands transaction validation rules through the use of a "Redeemer", providing
flexibility to define complex conditions for transactions. This allows for the creation of smart contract
logic that goes beyond simple asset transfers, opening up possibilities for more sophisticated transactional
interactions within the blockchain ecosystem.

Lastly, the eUTXO model ensures contract continuity by making sure that a contract’s rules are consistently
applied across a series of transactions. This is achieved by incorporating the "Context" component, which
provides detailed information about the transaction being validated.

Aspect UTXO eUTXO
Data Handling Does not support additional data | Supports additional data
with transactions. through  Datum, enabling

stateful smart contracts.
Transaction Rules | Basic validation rules focused on | Advanced validation with
ownership. Redeemer, allowing complex and
conditional transaction logic.

Table 2.1: Comparison of UTXO and eUTXO Models

2.3.2 Cardano Smart Contracts

Plutus is Cardano’s native smart contract platform. It stands as a Turing-complete system, ensuring that
smart contracts developed with Plutus are both secure and efficient. With its roots in Haskell, Plutus brings
a high degree of reliability and correctness to smart contract execution. Plutus contracts are divided into
two main parts: on-chain code that executes on the blockchain and off-chain code that runs on the user’s
device. The integration of these components allows for the development of sophisticated applications on the
Cardano blockchain, leveraging the Plutus Application Framework for off-chain code and the Plutus compiler
for converting on-chain code into Plutus Core[6].

As already discussed, smart contracts in Plutus are designed to operate with both on-chain and off-chain
components. Initially, Plutus smart contracts were primarily written in Haskell, allowing for a unified
approach to both segments of a dApp. However, the ecosystem has evolved to support a broader range of
programming options. For on-chain code, languages like Aiken[28] have emerged, while off-chain interactions
can now leverage JavaScript libraries such as Lucid[24].

Plutus scripts can be divided into two main categories: Validator scripts and Minting policies.

2.3.2.1 Validator Scripts

In Plutus, a Validator script is a component that determines the conditions under which a specific Unspent
Transaction Output (UTXO) can be spent, adding programmability to the UTXO model. The script takes
three arguments: the Datum, the Redeemer, and the Context. The Datum represents state information
attached to the UTXO, the Redeemer is provided by the spender to satisfy the conditions of the script, and
the Context contains information about the transaction attempting the spend. Together, these components
enable developers to define complex spending conditions for UTXOs, allowing for the creation of smart
contracts on the Cardano blockchain.

2.3.2.2 Minting Policies

Minting policies represent the second category of Plutus scripts on the Cardano blockchain, setting the rules
for the creation (minting) or destruction (burning) of tokens. Unlike Validator scripts, minting policies require
two arguments to operate: the Redeemer and the Context. The Redeemer provides specific conditions or
actions requested by the user, such as minting or burning tokens, while the Context supplies information
about the transaction in which the operation is taking place. Through these arguments, minting policies define
the circumstances under which tokens can be introduced or removed from circulation, ensuring that token
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management is carried out securely and in accordance with the predefined rules established by the script.
This mechanism grants developers the ability to implement controlled and programmable token economies
on Cardano’s blockchain platform.

2.3.3 DIDs on Cardano
2.3.3.1 Atala PRISM

Atala PRISM is a self-sovereign identity (SSI) platform and service suite for verifiable data and digital
identity. Built on Cardano, it offers core infrastructure for issuing DIDs (decentralized identifiers) and
verifiable credentials, alongside tools and frameworks to help expand your ecosystem [16].

2.3.3.2 ProofSpace

ProofSpace is a platform designed to revolutionize the verification of digital identities on the internet[26].
It simplifies the adoption of secure, user-managed identity solutions through a no-code platform that
supports verifiable credentials. Among other technologies, ProofSpace utilizes IOG’s Atala PRISM to enable
Decentralized Identifiers (DIDs) and Verifiable Credentials on the Cardano blockchain, making it a core
component of this thesis.
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Chapter 3

Methodology and System Architecture

3.1 Overview of the dApp

3.1.1 Design

The DApp utilizes a system architecture in which each academic subject is administered through a specific
smart contract. Grades in this system are tokenized, meaning that each subject is assigned a grade token.
The amount of tokens a student possesses indicates their grade for that particular subject. Student profiles
are structured as smart contracts to provide the secure administration of these tokens, hence prohibiting
unlawful transfers.

Degrees are sent in the form of Non-Fungible Tokens (NFTs), which include specific information about
a student’s grades in various disciplines. The system integrates ProofSpace for decentralized identity
verification, enhancing the security and legitimacy of the academic credentials granted.

3.1.2 Stakeholders

The system supports three kinds of actors:

e Students use their university credentials to access the system, where they can check their grades, enroll
in courses and semesters, and mint their degree upon finishing their studies.

e Teachers must have a Cardano account connected to a wallet. This allows them to sign transactions in
order to grade students. They transfer the necessary grade tokens to the student addresses throughout
the grading period.

e Secratary mints registration tokens, manages policy data, and starts and ends registration periods as
well as updates the subjects needed to complete a degree.
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3.1.3 System Components
Components of the system:

1. Smart Contracts: The primary function of the DApp is powered by smart contracts written in Aiken,
a programming language similar to Rust, which is used for constructing Plutus smart contracts on the
Cardano blockchain. There exist seven key smart contracts:

e Four minting policy contracts for the issuance of grade tokens, degree NFTs, registration tokens,
and a validity token.

e Three validator contracts that manage student profiles, subject operations, and policy data
respectively. These contracts ensure that all interactions within the system are governed by
immutable, predefined rules, ensuring consistent enforcement of the system’s protocols.

2. Frontend: The Pug templating engine is used to provide unique views for students, professors, and the
secretaries in the user interface. This configuration not only enables the presentation of data but also
oversees the offchain grading procedures in which teachers submit student grades.

3. Backend: This component serves as the central hub for all off-chain code operations, functioning as
a single API built using the Express framework. This API consists of several parts: the first part
incorporates the lucid-cardano library to perform Cardano-specific tasks such as managing transactions,
locating UTXOs, and communicating with the network. The second part is responsible for invoking
ProofSpace to issue Credentials. The persistence part manages a SQLite3 database to fulfill any
additional data needs. Additionally, the backend renders the frontend views for stakeholders using
the Pug templating engine. Apart from these specific parts, the API also includes a general-purpose
functionality to handle various other tasks and facilitate communication between different components.

4. ProofSpace: ProofSpace is an essential external component that plays a critical role in issuing verifiable
credentials and decentralized IDs. In addition, it is compatible with the ProofSpace mobile application,
which enables students to receive real-time notifications regarding new grades and other significant
updates. This feature enhances the interactive experience and ensures that students stay updated
promptly.

<<component>>
Retrieve UTXOs, compose and initiate rm':“em
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Used as the primary interface for il
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ProofSpace Mobile Application

Stores and displays user's decentralized credentials.
Acts as a secondary Ul for the students

Backend Server
[Container]

Invoke webhook to add

<<component>> Student’s ProofSpace ID
HTTP Server
[RESTAPI]

Serves Incoming requests from the client

Issue decentralized

Retrieve on-chain data certificates

and initiate transactions Store and retrieve off-

chain data

<<external>><<component>>
Cardano Node

TS <<component>> <<extemal>> <<component>>

S=ComRonENz2 ProofSpace Interface.
Cardano Interface Pasioe P ProofSpace

[SQLite]

<<Component>>
Smart Contracts

| Stores the admin key, reads data from
the Cardano Node and initiates
transactions.

Invoke the ProofSpace API to issue
credentials Handles Decentralized IDs and Credentials

Stores stakeholders data.

Figure 3.1.1: Component diagram
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3.2 Use Cases

In this section, we will explore the use cases that guided the design of our application, detailing the expected
functionalities and how they are envisioned to operate. Accompanying UML sequence diagrams are included
to visually represent these interactions and workflows, providing a clearer understanding of the system’s
architecture and the processes it supports.

3.2.1 Use Case 1: University Registration
3.2.1.1 Description

The process begins after a student has been registered off-chain by the university secretary, who creates an
entry in the database with the student’s information, such as name, ID, email, and a temporary password.
The blockchain component of the registration process starts when the student first logs into the system using
their academic credentials. Upon login, the student is presented with a QR code on the DApp interface, which
they need to scan with their mobile device using the ProofSpace app. This action connects their ProofSpace
ID with their academic profile. The connection is completed when ProofSpace notifies the app’s backend
via a webhook, resulting in the student’s ProofSpace ID being stored in the database for future credential
issuance. The backend then proceeds to generate a unique blockchain address for the student. This address is
crafted using the student validator script, parameterized with the student’s ID, resulting in a unique address.
The backend mints a university registration token, named after the student’s ID, using the registration token
minting policy, and transfers it to the student’s address. Lastly, the backend calls the ProofSpace API to
issue a university registration certificate for the student.
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3.2.1.2 UML Sequence Diagram
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Figure 3.2.1: University registration sequence diagram
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3.2.2 Use Case 2: View Grades
3.2.2.1 Description

Upon logging in, the student is directed to the grade dashboard on the frontend interface of the DApp. This
triggers a backend operation that retrieves the student’s grades from the Cardano Ledger. It first queries
the blockchain to retrieve all Unspent Transaction Outputs (UTXOs) associated with this student script’s
address. These UTXOs hold the tokens that represent the student’s grades. Next, the backend interacts
with the policy contract to fetch a list of all valid grade tokens that the system recognizes. With this list,
it identifies which of the UTXOs contain grade tokens and determines the corresponding subjects for each
token. If there are multiple grades for the same subject, the system selects the highest. Once the relevant
data is compiled, it is sent back to the frontend, where it is displayed on the student’s grade dashboard.

3.2.2.2 UML Sequence Diagram
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Get Student Grades

|
|
.

|

|

|

| UTXOs
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Get passed subjects information
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Subjects’ information |

[
|
|
|
|
|
|
|
|
: ll Get Policy contract's datum pl
| I |
| I I
|
|
|
|
|
|
|

L‘_Subjects with corresponding grades 1
|

—_——— =l

Figure 3.2.2: View grades sequence diagram
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3.2.3 Use Case 3: Semester Enrollment
3.2.3.1 Description

The semester enrollment consists of two parts, the retrieval of the available subjects and the subject
enrollment. When a student logs into the dApp and navigates to the "register" page, the frontend initiates
a backend request to retrieve a list of available subjects for enrollment. The backend determines the valid
subjects based on the semester type (odd or even) corresponding with the student’s enrollment semester,
and ensures that the subjects are of a semester number less than or equal to the student’s current semester.
For example, a student enrolling in the 6th semester can only enroll in subjects offered during the 2nd, 4th,
and 6th semesters. It then checks all UTXOs from the student’s Cardano address against valid grade token
policies from the policy contract to ascertain previously passed subjects. The backend filters out these passed
subjects from the list of valid ones and returns the remaining subjects to the frontend, providing the student
with the subjects they are eligible to enroll in. After viewing the available subjects, the student selects the
subjects they wish to enroll in and submits their choices. This triggers the backend to process each selection
by making a smart contract call to add the student’s ID to the "registration" array in the datum for each
selected subject. Concurrently, a registration token indicative of the student’s current semester number is
minted to the student’s address to validate registration and prevent duplicate registrations. Additionally, the
backend interfaces with the ProofSpace API to issue a semester registration certificate and individual subject
registration certificates for each subject the student has enrolled in.
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3.2.3.2 UML Sequence Diagram
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Figure 3.2.3: Semester enrollment sequence diagram
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3.2.4 Use Case 4: Degree Minting
3.2.4.1 Description

The process for a student to claim their degree is initiated once they are deemed eligible, which is determined
by the system confirming that all required subjects have been passed. This eligibility is verified both off-chain
and on-chain to ensure compliance with academic requirements. When a student accesses the main dashboard
and their grades are retrieved, the system automatically checks their academic status. If the student has
successfully passed all necessary subjects, a button appears prompting them to claim their degree. Clicking
this button opens a modal asking the student to connect their Nami wallet. Once the student connects their
Nami wallet, the active address is sent to the backend through the relevant endpoint designed to handle the
degree minting process. The backend then calculates the average grade across all passed subjects to compute
the final degree grade. A minting transaction is initiated, which creates the degree as a Non-Fungible Token
(NFT) and transfers it to the real student’s address provided by the Nami wallet -not the internal address
used by the system - and the degree grade is added as metadata. Following the successful minting and transfer
of the degree NF'T, the backend makes a call to the ProofSpace API to mint the digital degree certificate for
the student.

3.2.4.2 UML Sequence Diagram

Frontend Mami Wallet Extension Backend Cardano Ledger Proofspace API
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1
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| |
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(- omme e [ 1
lg--c-oeeo--____ Degeecamed ., Jl :
|
|
|

Figure 3.2.4: Degree minting sequence diagram
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3.2.5 Use Case 5: Add Grades
3.2.5.1 Description

The process begins when a teacher selects the subject for which they want to add grades. Once a subject
is selected, the backend queries the relevant subject smart contract to retrieve the registrations array from
its datum. This array contains the IDs of students registered for the subject. Using these IDs, the backend
then accesses the off-chain database to fetch the first name and last name of each registered student. The
backend compiles and returns this data (ID, first name, last name) to the teacher, providing a clear list
of students eligible to receive grades. The teacher can then input grades for each student directly in the
interface provided. Once the grades are entered, the teacher submits them by pressing the submit button
on the frontend. This action triggers a direct smart contract call from the frontend to the subject’s smart
contract, which transfers the appropriate grade tokens to each student’s address based on the submissioned
data. The teacher is prompted to sign the transaction to authenticate and finalize the grading. Following a
successful transaction, the backend initiates a call to the ProofSpace API to issue credentials for the subject
to each student. These credentials, containing the subject’s name and the student’s grade, are issued to all
students regardless of their grade score, ensuring that every student receives a record of their participation
and performance. The issuance of these credentials serves to notify students of their new grades and provides
them with verifiable documentation of their academic achievement.

3.2.5.2 UML Sequence Diagram

Database Nami Wallet Extension Cardano Ledger
I

| Proofspace API

Get register students for subject

Get subject contract's address

I |
I |
| |
I |
»l |
»
| |
Subject's address | |
|
i

I

|

|

|

|

|

|

|

|

|

Retrieve UTXO's datum to get registered student's 1Ds. J
"l

|

[ i 1

|

L

| | |

| I Registrations array

e e ettt ettt 1

Invoke the subject's contract to distribute the grade tokens

Call succesful

!
Issue Grade credential

|
|
|
|
|
|
|
|
|
I
| |
Credential issued |
r
| |
Credentials issued | |
|
|
|

Figure 3.2.5: Adding grades sequence diagram
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3.2.6 Use Case 6: Start Registration Period
3.2.6.1 Description

The process begins when the secretary decides to open registration for the upcoming academic period.
The secretary enters an end date for the registration period through the frontend. The registration period
commences at the exact date and time that the secretary provides this end date. Once the end date is entered,
the frontend interacts with the backend by invoking the relevant endpoint. The backend then calls the smart
contracts (script) associated with each subject to update their datum with the new end date. With this
update, students can now begin enrolling for these subjects and the system has been modified to consider
the time period between the present date and the stated end date as active for registration.

3.2.6.2 UML Sequence Diagram
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Figure 3.2.6: Start registration period sequence diagram
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3.2.7 Use Case 7: Curriculum Change
3.2.7.1 Description

This case starts when a curriculum change necessitates that the secretary modify the list of subjects that are
required for students to earn their degrees. From the administrative interface of the DApp, the secretary has
access to a list of all subjects that are currently registered in the off-chain database. The secretary selects
which ones will be required going forward and submits this selection to a backend endpoint dedicated to
handling changes in degree requirements. Upon receiving the selection, the backend function first retrieves
the information about the grade tokens for the selected subjects, namely their minting policy IDs and names.
Once the data about the grade tokens is collected, the backend makes a call to the policy contract responsible
for defining degree requirements. This contract call involves updating the datum within the policy contract
with the new policies that now include the updated list of required subjects. The modification of this
datum ensures that all future degree verifications will be based on the new set of requirements, reflecting the
curriculum change.

3.2.7.2 UML Sequence Diagram
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Figure 3.2.7: Curriculum change sequence diagram
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Chapter 4

DApp Implementation

4.1 User Interface

The user interface is designed to meet the different needs of its stakeholders, namely students, teachers, and
the secretary. It is built using the Pug templating engine. It not only provides a smooth and user-friendly
experience but also includes advanced features that are necessary for a decentralized application running
on the Cardano blockchain. The frontend utilizes the lucid-cardano library to provide direct interactions
with the blockchain, including the ability to initiate transactions and retrieve blockchain data. In addition,
the interface allows interaction with the Nami wallet, enabling users to securely perform blockchain actions
directly within their web browser. Blockfrost serves as the blockchain service provider, facilitating smooth
interaction between the DApp and the Cardano network. The frontend has a single login gateway for all
individuals involved, allowing users to input their login information, choose their role, and then access a
customized dashboard that corresponds to their specific requirements.

4.1.1 Students
4.1.1.1 Frontend

The student interface is designed to be user-friendly and uncomplicated, reducing the complexity commonly
found in applications based on blockchain technology. The goal is to offer a smooth user experience that
mimics the interaction with a traditional web application, therefore simplifying the underlying web3 processes.
The DApp ensures that students can prioritize their educational objectives by minimizing their engagement
with blockchain technology to only the essential degree minting procedure.

When students log in for the first time, they are presented with a QR code that they must scan using the
ProofSpace mobile app. This step is essential for completing their university registration and linking their
academic credentials with their decentralized ID.
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@ Connect via proofspace

Figure 4.1.1: Student’s first login view

After the initial setup and for all subsequent logins, students are directed to the dashboard. This
interface displays the grades of the subjects they have passed, providing a quick overview of their academic
achievements.

i= Passed subjects

st e

Figure 4.1.2: Student’s dashboard

Another critical page is the semester enrollment interface, where students can view all available subjects for
the upcoming semester. They can select the subjects they wish to enroll in by ticking boxes next to each
subject and then submit their choices.
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G Available subjects

Figure 4.1.3: Student’s semester and subject enrollment page

Students also have access to a page where they can view and update their personal information, such as email
or password, ensuring their profile remains current and secure.

® Info

Figure 4.1.4: Student’s information page

Lastly, after students have completed all compulsory subjects, a notification prompts them on the dashboard
to claim their degree. This process involves a modal where students are asked to connect their Nami wallet.
This is the only time students are required to interact directly with the Cardano blockchain by using a wallet,
which is necessary for minting their degree as an NFT.
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i= Passed subjects

Yo sl et b i e deee

Semester 1

Figure 4.1.5: Student’s degree minting message

Figure 4.1.6: Student’s degree minting modal

4.1.1.2 ProofSpace Mobile Application

The ProofSpace mobile application acts as a secondary user interface for students, complementing the main
web interface by offering a comprehensive digital wallet for their academic credentials. Through ProofSpace,
students receive and store digital credentials related to various aspects of their academic journey:

e University Enrollment: Upon completing their initial registration process, students receive a digital
credential that confirms their enrollment at the university.

e Semester Enrollment: Each time a student enrolls in a new semester, they receive a credential that
details the subjects they have registered for that semester.

e Subject Grade: After grades are issued by teachers, students receive credentials for each subject,
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including those where they did not pass, allowing them to keep a complete record of their academic
performance.

e Degree: Upon successful completion of all required courses and receiving their degree, a final credential
is issued that serves as a digital version of their degree certificate.

The ProofSpace app acts as a record keeper of a student’s academic status, storing credentials and making
them accessible at any time. This setup is particularly beneficial as it allows students to view all their
grades, including non-passing ones, which the primary user interface does not display. Furthermore, the
ProofSpace app enhances the student experience by sending push notifications whenever a new credential is
issued, ensuring that students are promptly informed about updates such as new grades.

Grade
Skepsis

Credential Issue Date
2024-05-10 14:08:45

Subject

Computer Programming

Grade
9

(a) Proofspace new grade notification. (b) Proofspace new grade credential.

Figure 4.1.7: ProofSpace Mobile Application

4.1.2 Teachers

The teacher interface is designed to facilitate the task of grading, aligning with the application’s goal of
simplifying interaction with blockchain technology. However, due to the nature of blockchain transactions,

31



Chapter 4. DApp Implementation

the process of adding grades involves direct interaction with the web3 elements, as teachers are responsible
for initiating and signing transactions that alter students’ academic records.

Upon logging in, teachers are directed to their personalized dashboard where they can easily access a list of
all the subjects they are assigned to teach.

i= Assigned subjects

Figure 4.1.8: Teacher’s dashboard

This presentation allows teachers to select any subject and view a list of all registered students for that
course. From here, teachers can input grades for each. The grading process is facilitated by the cardano-
lucid library, which handles the details of interacting with the Cardano blockchain. The relevant function
first retrieves the smart contract’s address and the relevant UTXOs needed for the transaction. It then crafts
the transaction outputs to ensure that the distribution of grade tokens to the students’ addresses is executed
correctly, otherwise the subject’s validator would cause the transaction to fail. It is crucial for all teachers
to have a Nami wallet installed on their browser, with a funded Cardano address, in order to execute this
action.

B Electrical Engineering

Connect to cardano:

Select students to grade:

Figure 4.1.9: Teacher’s grading interface

Lastly, akin to students, teachers have the ability to view and modify their personal information through the
designated page.
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Figure 4.1.10: Teacher’s information page

4.1.3 Secretary

The secretary’s interface is streamlined into a single-dashboard page designed for management of
administrative tasks. This interface is divided into two main sections:

e Registration Period Management: The upper half of the dashboard features a date input field where
the secretary can set the end registration date for the academic period. By entering a date, the
secretary effectively starts the semester enrollment period, which begins immediately and concludes on
the specified end date.

e Curriculum Management: The lower half of the dashboard presents a comprehensive list of all the
university’s registered subjects, which are retrieved from the off-chain database. This section enables the
secretary to manage the curriculum effectively. When there is a need to update the degree requirements
- often due to curriculum changes - the secretary can select subjects from this list to designate them as
compulsory for obtaining a degree.

E Open registrations

Select end date:

" o

"= Change degree subjects

Figure 4.1.11: Secretary’s dashboard

4.2 Smart Contracts

The smart contracts serve as the fundamental framework of the app, operating as the core mechanism for
enforcing and managing the application’s logic on the Cardano blockchain. These contracts are written in
Aiken[28], a programming language developed by TxPipe specifically for writing Cardano contracts. They
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are designed to establish well-defined, immutable rules that govern all the critical aspects of the university
management system. These rules specify the conditions under which the different tokens - namely grade
tokens, degree tokens, and registration tokens - can be minted or burned. Additionally, the smart contracts
manage the registration processes, detailing under which conditions a student can register for a subject or
receive grades and they also allow for the dynamic updating of curriculum requirements. The complete code
is provided in the Appendix for reference.

4.2.1 Student Validator

The Student Validator serves as the internal blockchain address for each student. The purpose of this system
is to receive and securely store the grade tokens of the students. The Student Validator is specifically designed
to prevent students from transferring or burning their grade tokens, in contrast to a typical wallet. Enforcing
this limitation is crucial to sustain the integrity and permanence of academic records. The validator has
a direct function: it prevents any transactions that try to use the unspent transaction outputs (UTXOs)
stored at that particular address. Consequently, once tokens are placed into a student’s address, they persist
there permamently, functioning as an immutable record of the student’s academic accomplishments. Since
the validator always triggers an error when attempting to consume a UTXO, it requires neither Datum nor
Redeemer, thus it has no configurable options.

4.2.1.1 Parameters

The Student Validator is a parametrized script with a single parameter of type "bytes", utilizing each student’s
ID as the parameter to generate unique addresses for individual students.

4.2.2 Subject Validator

The Subject Validator smart contract serves as a secure repository for the subject’s grade tokens, ensuring
they are locked and can only be transferred under specific conditions outlined in the validator. The
functionalities of this contract are threefold: it allows for the registration and tracking of students enrolled
in the subject, permits the secretary to update the subject’s teacher and the registration closing date, and
enables the teacher to assign grades.

4.2.2.1 Parameters
The Subject Validator smart contract is parametrized with four key parameters:

e A "PolicyID" type for the policy ID of the subject’s grade token, which helps in identifying and
managing the specific grade tokens associated with the subject.

e An "AssetName", which is essentially an alias for bytes, representing the name of the grade token. This
ensures that the correct grade tokens are tracked and managed.

e A "PubKeyHash" type, which stores the secretary’s Cardano public key. This is critical for maintaining
the immutability of the contract, ensuring that only authorized changes can be made by the secretary.

e Another "PolicyID" for the registration policy’s ID, which is used in verification checks to confirm that
all students receiving grade tokens are officially registered in the university.

4.2.2.2 Datum
The Datum structure for the Subject Validator smart contract consists of four fields:

e Teacher’s Public Key: A "pubKeyHash" that stores the Cardano public key of the teacher responsible
for the subject.

e Registrations Array: An array of bytes used to track the IDs of all students registered for the subject.
This allows the system to keep a dynamic record of student participation and eligibility for receiving
grades.
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e Registration Closure Time: A "POSIXTime", represented as an integer, denotes the exact time in
seconds when registrations for the subject close.

e Reset Flag: A "Bool" field named reset indicates whether the registrations array needs to be cleared
after the next grading cycle.

4.2.2.3 Redeemer Options

Register The Register redeemer is designed to add a new student IDs to the registrations array. In order
for the transaction to succeed, it has to be invoked by the secretary and operate under strict conditions to
maintain the integrity of the contract’s data. Specifically, it requires the creation of a new UTXO at the same
address, with the datum unaltered except for the addition of the new student’s ID in the registrations array.
Furthermore, the values within the UTXO must remain unchanged to prevent any unauthorized transfer of
grade tokens, and, lastly, the action must occur within the designated registration period, as specified by the
closure time in the datum.

Update The Update redeemer is designed to handle updates to the teacher’s public key in the event of
a change in teaching personnel, as well as modifications to the registration closure date. For the call to be
successful, the transaction must have been signed by the secretary. Additionally, to ensure the integrity of
the contract, the Update redeemer requires that all elements of the datum remain unchanged except for the
teacher’s public key and the registration closure date. Lastly, the values within the transaction must also
remain unchanged to prevent any manipulation of token balances.

Grade The Grade redeemer y designed to distribute grade tokens, ensuring that only eligible students
receive grades.

1. Authority to Call: Only the subject’s teacher is authorized to invoke the Grade redeemer.

2. Verification of Student Registration: The spending transaction must include reference inputs of all
UTXOs containing the university registration token from the students being graded. This requirement
allows the smart contract to retrieve each student’s ID (encoded as the asset’s name in the token) and
verify that it appears in the subject’s registrations array, confirming that the student is legitimately
registered for the subject.

3. Distribution of Grade Tokens: For each grade token sent to an external address, there must be a
corresponding UTXO at that address containing the student’s registration token, ensuring the student’s
eligibility for receiving grades. The quantity of grade tokens in these UTXOs must be between 5 and
10, indicative of passing grades. All remaining grade tokens must be returned to a UTXO at the subject
contract’s address, keeping the bulk of the liquidity securely locked within the subject contract, except
for those tokens distributed to students. Lastly, the sum of all grade tokens present in the outputs
must be equal to the quantity of grade tokens in the contract, ensuring no tokens are burned during
the process.

4. Handling the reset Flag: The reset flag is used to manage the grading process across standard and
repeated exams. Initially set to false, the flag must be set to true after a teacher grades for the first
time. Subsequent grading (for repeats) with the reset flag true necessitates resetting the flag to false
and clearing the registrations array, preparing the system for the next semester’s registrations.

Lastly, we will delve into the implementation logic of the grade validation algorithm, from step 3, which
forms the core of the entire system. Implementation Logic:

e For each transaction output that contains grade tokens:

— If the output address is the subject contract’s self address, the process continues without further
checks.

— If the output address is external:

* The quantity of grade tokens must fall within the range [5,10].
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x A reference input at the same address must contain the student’s registration token, identified
using the registration PolicyID parameter. This token’s asset name, which is the student’s ID,
must be listed in the registrations array; otherwise, the transaction will fail, blocking attempts
to grade unregistered students.

4.2.3 Policy Data Validator

The Policy Contract serves as a registry for all valid system grade tokens, sensible for maintaining the
integrity and authenticity of academic credentials. This contract is required for protecting against potential
security threats where malicious actors might attempt to create and use fake grade tokens. By holding a
protected record of the accepted policy IDs and asset names for grade tokens, the Policy Contract ensures
that only authorized tokens are recognized and utilized within the system. This registry is referenced by the
degree minting policy to verify that all conditions for minting a degree - such as the possession of necessary
grade tokens - are met. Additionally, the contract allows the secretary to update the policies, in order to
accommodate any changes in the curriculum.

4.2.3.1 Parameters

The Policy Contract is parametrized with a single parameter, the secretary’s public key hash.

4.2.3.2 Datum

The valid token policies and asset names are stored within the datum as a single array, facilitating upgrades.
This array consists of tuples, each of which is of type "(PolicyID, AssetName)". This structure enables
convenient storage and retrieval of the grade tokens recognized within the system.

4.2.3.3 Redeemer Options

The Policy Contract includes a single redeemer option specifically designed for updating the datum, which
details the grade tokens required for degree issuance. For the transaction to be successful, it must be initiated
by the secretary. Additionally, a new UTXO must be created at the same address with the exact same values
as the previous one.

4.2.4 Grade Token Minting Policy

The Grade Token represents a student’s academic performance in each subject, with each subject having its
own unique token with unlimited supply. For example, owning six tokens indicates a grade of six in that
subject. The token’s Asset Name matches the subject’s name, and all tokens are securely locked within the
corresponding subject’s smart contract.

4.2.4.1 Parameters
The Grade Token smart contract is parameterized with two types:

e A UTXO Reference

e An AssetName, which specifies the name that the minted token will have, corresponding to the subject’s
name.

Even if two subjects share the same names, they will still have distinct policies due to the UTXO reference
parameter, which is unique for each subject’s contract.

4.2.4.2 Minting Conditions

The conditions under which grade tokens can be minted are:

e The asset name of the tokens to be minted must match the AssetName parameter specified in the
contract. This alignment ensures that each token is correctly associated with its intended subject.
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e The minting transaction must consume the specific UTXO with which the policy was parameterized.
This step is important as it prevents double minting of tokens. By requiring the consumption of a
designated UTXO, the contract ensures that once that UTXO has been consumed, it cannot be used
ever again, thereby eliminating the possibility of reusing the minting conditions.

4.2.5 Registration Token Minting Policy

The Registration Token Minting Policy facilitates tracking both university admissions and semester
enrollments. Specifically:

e University Registration: When a student registers at the university, a token is minted and sent to the
student’s registered address. The asset name of this token corresponds to the student’s ID, uniquely
linking the token to that student’s university registration.

e Semester Enrollment: For semester enrollments, the asset name of the token denotes the semester
number the student is enrolling in, such as 1 for the first semester, 2 for the second, etc. This method
provides a straightforward and effective way to track which students are enrolled in which semesters,
helping to prevent double-registrations and ensure accurate record-keeping.

4.2.5.1 Parameters

The Registration Token’s minting policy is parametrized with a single parameter, the secretary’s public key
hash.

4.2.5.2 Minting Conditions

The sole condition for minting a registration token is that the transaction must be signed by the secretary.

4.2.6 Validity Token Minting Policy

The Validity Token plays a crucial role in the security and integrity of the application, ensuring that the
correct policy contract UTXO is uniquely identified. This token’s Unit is hardcoded within both the off-chain
and on-chain components of the system. The Validity Token is a sensible component because it prevents
malicious actors from creating fake UTXOs at the policy contract’s address that could otherwise be mistaken
as valid, potentially leading to the incorrect issuance of degrees. By ensuring that the Validity Token is
present in the valid policy UTXO’s values, the system can reliably confirm the authenticity of the policy
data.

4.2.6.1 Parameters

It has a single parameter, a UTXO Reference, which is used to guard against double-minting by ensuring
each minting event is linked to a unique transaction output.

4.2.6.2 Minting Conditions

The minting conditions for the Validity Token enforce that the asset name is "Validity", the quantity minted is
exactly one, and the specified output reference in the parameter is consumed during the minting transaction.
These conditions are crucial for maintaining the integrity of the system, guaranteeing that there will ever be
only one Validity Token in existence.

4.2.7 Degree NFT Minting Policy

The Degree Token represents the university’s degree NFT. This token is a testament to the completion
of a student’s academic studies. The student’s degree grade is embedded as metadata within the minting
transaction, providing a detailed and permanent record of their academic achievement. Unlike other tokens
in the system, the Degree Token is not sent to the internal student’s address managed by the smart contract;
instead, it is directly transferred to the student’s personal account. The Asset name of the degree NFT is
the student’s ID.
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4.2.7.1 Parameters

The

Degree Token in the university management DApp is parameterized with three crucial elements that

ensure the legitimacy and integrity of the degree issuance process:

University’s Registration Token’s Minting PolicyID: This parameter is used to verify that the student
receiving the degree is officially registered at the university.

Validity Token’s Policy ID: Essential for ensuring the degree minting transaction references the
correct policy contract’s datum. This parameter confirms that the policy UTXO holding the degree
requirements contains the validity token, thereby verifying the authenticity and currentness of the
degree eligibility criteria.

Secretary’s Public Key Hash: This parameter is included because the secretary is the only individual
authorized to mint degrees.

4.2.7.2 Minting Conditions

The
Here

minting conditions defined to ensure the integrity and appropriateness of the degree issuance process.
are the necessary conditions:

The minting transaction must include as reference inputs the policy contract’s UTXO, which contains
the complete list of grade tokens a student must possess to claim their degree, the student’s UTXO
from their internal address, which holds their university registration token, and additional UTXOs for
each subject the student has passed, as evidenced by the presence of the corresponding grade tokens.

The policy contract UTXO referenced must contain the validity token as its value to ensure and prove
its authenticity.

The asset name of the degree token being minted must match the registration token’s asset name found
in the student’s UTXO. This condition ensures that the degree is correctly attributed to the registered
student, confirming their identity and registration status.

For all grade tokens listed in the policy contract’s datum array, there must be a corresponding reference
input showing that the student possesses that token in a quantity of five or more. This requirement
verifies that the student has successfully passed all required subjects with satisfactory grades.

The minting transaction must be signed by the secretary.

4.2.7.3 Minting Degree as NFT

To represent the degree as an NFT on the Cardano blockchain, we leverage the capability to attach metadata
to minting transactions. According to Cardano Improvement Proposal 26 (CIP-26), NFT metadata must
adhere to a specific standard that identifies the native token as an NFT. The structure includes mandatory
fields and optional fields for custom properties. The standard format is as follows:

{
ny

21": {
"<policy_id>": {
"<asset_name>": {
"name": <string>,
"image": <uri | array>,
"mediaType": image/<mime_sub_type>,
"description": <string | array>,
"files": [{
"name": <string>,
"mediaType": <mime_type>,
"src": <uri | array>,
<other_properties>
1,
<other properties>
}
Yo

"version": <version_id>
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20 }

In our implementation, besides the token’s name and description, we include an image for display purposes,
which currently is uniform across all Degree Tokens. In the future, we plan to provide personalized images
that reflect each student’s degree specifically. Additionally, we incorporate the student’s grade within the
metadata. The metadata is attached to the transaction using the Lucid library. Below is a simplified example
of a minting snippet that includes these metadata and transfers the token to the student:

1 async function mintDegreeNFT (name, degreeGrade) {
2 const unit = degreePolicyId + fromText (name);

4 const metadata = {

5 [degreePolicyId]: {

6 [namel]: {

7 image: "ipfs://QmauWcjQ7AF4QxytYisNmPHHvEsSCRtz3jbMmGRmgQt4J6v",

8 name: "Degree",

9 grade: degreeGrade,
10 description: "University Degree NFT"
11 }

12 },

13 version: "1.0"

14 };

15

16 const tx = await lucid

17 .newTx ()

18 .mintAssets ({ [unitl]: 1n })
19 .validTo(Date.now() + 100000)

.attachMintingPolicy(mintingPolicy)
.payToAddress (addself, { [unit]: 1n })
.attachMetadata (721, metadata)
.complete () ;

[

NN NN

o s W

[CEN)

const signedTx = await tx.sign().complete();
const txHash = await signedTx.submit ();

[CEN)
~

0

return txHash;

[CEY)

}

30
31 await mintDegreeNFT("ell7108", "7.34");

o1 P A 0 B eveNn = o 1P A 30 B evNn =
Preview «
- Yo - . |
“ Account #0 fe211f0f62968272d1d
Asset ID 4ed94b4d3612821c2b
24dbb96ee9f0b06d215
NFTS ) fe211f0f62968272d1d6

56¢3137313038

Media URL https://ipfs.blockfrost.dev
/ipfs/QmauWcjQ7AF4Qx
ytYisNmPHHVESCRtz3jb

MmGRmgQt4J6v

EXAMPLE COLLEGE

R —

ﬂ ) Folder Root
Degree
Attributes
!’ @ !/ @ Grade 7.34
99 " S Send NFT
(a) Degree NFT (b) Degree NFT’s metadata

Figure 4.2.1: Degree NFT as displayed on the Lace wallet
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4.3 Backend

The backend, implemented in JavaScript using the Express framework, is integral to its operation, handling
web server tasks and API requests. It leverages the lucid-cardano library to manage all blockchain
interactions, ensuring robust integration with the Cardano network. Key functions include maintaining
a connection with the off-chain database and handling most of the off-chain Cardano logic. Moreover, except
for grading transactions, which are initiated by teachers, all other transactions - such as student registrations
and degree minting - are securely signed using the admin key stored on the backend server. Lastly, the backend
ensures system integrity through request validation and employs authorization middleware to restrict user
access to relevant resources.

4.3.1 Student API Specification
4.3.1.1 View grades
Endpoint /student/dashboard

Method GET
Purpose To retrieve the student’s passed subjects’ grades.

Functionality It first retrieves all UTXOs from the student’s internal address using the cardano-lucid
library, along with the valid policies array from the policy contract’s datum. It then matches grade token
policies from these UTXOs to their respective subjects. The data is formatted and returned.

4.3.1.2 View subjects available for registration

Endpoint /student/subjects
Method GET
Purpose To return all available subjects that the student can register in.

Functionality This endpoint operates by first retrieving all subjects from the database that match the
registration criteria: subjects must be from lower semesters than the student and match the student’s current
semester type (odd/even). It then retrieves the valid policies from the policy contract’s datum and filters
out any subject that is not required for the degree. Additionally, it retrieves the user’s grades and excludes
any subjects that the student has already passed. This ensures that only relevant and necessary subjects are
presented for registration.

4.3.1.3 Enroll in subjects
Endpoint /student/subjects

Method POST
Purpose To enroll in the current semester and in the chosen semester subjects.

Functionality This endpoint first validates that the semesters selected by the student are valid for
registration, ensuring compliance with the semester structure (e.g., odd/even alignment). It then interacts
with each selected subject’s smart contract using the ‘Register* redeemer option to add the student to the
registrations arrays. A registration token for the current semester is subsequently minted to the student’s
address. Finally, the endpoint calls the ProofSpace API to issue a semester registration certificate and a
subject registration certificate for each enrolled subject, providing official documentation of the student’s
registration.
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4.3.1.4 View student’s information

Endpoint /student/info
Method GET
Purpose To return the student’s personal information.

Functionality This endpoint retrieves the student’s ID, first name, last name, email, ProofSpace ID, and
registration year as they appear in the database.

4.3.1.5 Update student’s information
Endpoint /student/info

Method POST
Purpose To update the student’s personal information.

Functionality This endpoint allows for the updating of the student’s email and /or password in the off-chain
database.

4.3.1.6 Mint Degree
Endpoint POST /student/mint

Method POST
Purpose To mint the student’s degree.

Functionality This endpoint begins by retrieving the student’s UTXOs along with the valid policies from
the policy contract to verify that the student has completed their studies and is eligible to claim their degree.
It calculates the degree grade as the average of the grades represented by the UTXOs. The backend then
crafts the minting transaction, using all the necessary student UTXOs as reference inputs, and mints the
degree NFT to the provided address. Lastly, it invokes the ProofSpace API to issue the degree credential,
officially certifying the student’s academic achievement.

4.3.2 Teacher API Specification
4.3.2.1 View teaching subjects
Endpoint /teacher/subjects

Method GET
Purpose To retrieve the subjects this teacher is assigned to.

Functionality This endpoint fetches and returns the list of subjects assigned to the teacher directly from
the off-chain database.

4.3.2.2 View registered students for Subject
Endpoint /teacher/subject/:subjectld/addGrade

Method GET
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Purpose To retrieve the list of students registered in the specified subject.

Functionality This endpoint initially retrieves the smart contract address for the subject specified by
‘subjectld* from the off-chain database. It then accesses the registrations array from the UTXO’s datum at
this address, which contains only the student IDs. To provide a more detailed view, the endpoint further
queries the off-chain database to fetch the first and last names associated with these IDs. The result is a
comprehensive list of student IDs, first names, and last names.

4.3.2.3 Add grades
Endpoint /teacher/subject/:subjectld/addGrade

Method POST
Purpose To issue the ProofSpace grade certificate to the students in the specified subject.

Functionality While the Cardano call to issue grades via the subject’s smart contract is managed directly
by the frontend, this endpoint is solely responsible for invoking the ProofSpace API. After grades are
submitted and processed on the blockchain, this endpoint ensures that each student receives a digital grade
certificate from ProofSpace, formally documenting their academic achievement in the subject.

4.3.2.4 View teacher’s information

Endpoint /teacher/info
Method GET
Purpose To return the teacher’s personal information.

Functionality This endpoint retrieves the teacher’s ID, first name, last name, email and Cardano Address
as they appear in the database.

4.3.2.5 Update teacher’s information
Endpoint /teacher/info

Method POST
Purpose To update the teacher’s personal information.

Functionality This endpoint allows for the updating of the teacher’s email and/or password in the off-chain
database.

4.3.3 Secretary API Specification
4.3.3.1 Add a new Student
Endpoint /admin/addStudent

Method POST
Purpose To register a new student to the system.

Functionality This endpoint adds a new student entry to the database based on the data provided in the
POST request.
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4.3.3.2 Add a new Teacher
Endpoint /admin/addTeacher

Method POST
Purpose To register a new teacher to the system.
Functionality This endpoint creates a new teacher entry in the database based on the submitted data.

4.3.3.3 Add a new Subject
Endpoint /admin/addSubject

Method POST
Purpose To add a new subject to the university curriculum.

Functionality Upon receiving new subject data, this endpoint adds the subject details to the database
and mints a new grade token for the subject. The minted grade tokens are then locked in the newly created
subject smart contract, securing the liquidity and associating it directly with the subject.

4.3.3.4 Update a Subject

Endpoint /admin/updateSubject
Method POST
Purpose To update information on an existing subject.

Functionality This endpoint can update various details of a subject such as the teacher or semester.
Updates are made either in the off-chain database or via calls to the subject’s smart contract, such as
updating the teacher’s public key if there has been a change in teaching staff.

4.3.3.5 Change compulsory subjects
Endpoint /admin/changeSubjects

Method POST
Purpose To update the list of compulsory subjects required for degree completion.

Functionality This endpoint interacts with the policy contract to update the array of policies, specifically
the grade tokens required for degree completion.

4.3.3.6 Start registration period
Endpoint /admin/startRegistration

Method POST

Purpose To start the registration period for the current semester.
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Functionality This endpoint retrieves current semester subject information, calculates their contract
addresses, and individually calls each subject’s contract using the ‘Update’ redeemer to set the ‘end date
for registrations, thus opening the registration window for students.

4.3.4 General API Specification
4.3.4.1 Login

Endpoint /login
Method POST
Purpose Login

Functionality This endpoint allows users to log in to the system using credentials stored in the database.
It authenticates users based on their provided username, password and role.

4.3.4.2 Logout

Endpoint /logout
Method GET
Purpose Logout

Functionality This endpoint handles user logout, effectively ending the user session and ensuring that
access privileges are revoked.

4.3.4.3 Get compulsory subjects information

Endpoint /policies
Method GET

Purpose To return information about compulsory subjects along with their grade token policies and asset
names.

Functionality This endpoint retrieves the list of compulsory subjects and their associated grade token
policies directly from the policy contract. It then pulls additional necessary information from the database
about these subjects, compiling a comprehensive dataset to return to the requester.

4.3.4.4 Get subject information by ID
Endpoint /subjects/:id

Method GET
Purpose To return detailed information about a specific subject.

Functionality This endpoint first retrieves necessary data about the subject from the database. It then
calculates the grade token’s unit and the subject’s address based on this data. Finally, it fetches additional
information such as the registration close period, the teacher’s address, and other relevant data from the
subject contract’s datum, providing a detailed view of the subject.
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4.4 ProofSpace

ProofSpace is a Software as a Service (SaaS) platform that specializes in handling decentralized IDs and
credentials within the Cardano blockchain, among other platforms. This service simplifies the process
of managing decentralized credentials by abstracting the underlying interactions into a no-code solution,
enabling the creation of certificate-based functionalities within applications. ProofSpace provides an API
that allows applications like ours to trigger certificate issuing actions seamlessly, facilitating efficient and
secure credential management.

By integrating ProofSpace, our application enables students to claim and verify their academic certificates
publicly through the ProofSpace app. This functionality is crucial for verifying student registrations in various
academic settings, such as classroom attendance and laboratory access, where enrollment prerequisites may
apply. Additionally, ProofSpace enhances user experience by sending push notifications directly to students’
mobile devices whenever new grades are recorded or certificates are issued, providing real-time updates
without the need for students to repeatedly check the web platform. Opting for ProofSpace over a custom-
built solution allows us to leverage a well-established system that provides a user-friendly interface and
reliable service, avoiding the complexities and potential risks associated with developing such a system by
ourselves.

In our application, ProofSpace is utilized to manage five distinct types of academic credentials, alongside six
different types of interactions. Each credential serves a specific purpose within the academic lifecycle of a
student:

e University Registration: Issued once to each student, this credential signifies their official registration
with the university. It includes data such as the university name and the student’s ID.

e Semester Registration: Students receive this credential for each semester they register, marking their
enrollment in that specific term.

e Subject Registration: Issued each semester a student enrolls in a subject, this credential contains details
about the subject and the valid semester.

e Grade Certificate: This is provided to students upon receiving a grade in a subject, detailing the subject
name and the student’s grade.

e Degree Certificate: The final credential, it signifies the completion of a student’s academic program
and includes the degree grade along with other essential details.

The interactions within the application are categorized into two main types:

e QR Code Interaction: This singular interaction involves a QR code displayed on the student’s frontend
during their initial login to the web interface. The purpose of this QR code is to link the student’s
ProofSpace DiD with our service.

e Simple "Webhook" Interactions: These involve triggers from API calls to specific endpoints designed
to issue credentials directly to users. This mechanism ensures that credentials are issued promptly and
accurately in response to various academic activities such as registering for subjects or achieving grades.

4.4.1 Credential Definitions

In this section, we will first explore how to create a new Credential Definition in the ProofSpace CRM,
examining all available options. Later, we will delve into the specific definitions of each credential used
within our application.

4.4.1.1 Adding a new Credential

To create a new credential definition in the ProofSpace CRM, we have to first create a schema, and later
create the definition based on it. Begin by navigating to the ’Schemas’ page. Once there, click the ’Add
Schema’ button located in the top right corner of the interface. This action will open a new page that prompts
you to enter the details of the schema. Input the required information into the modal to proceed with the
creation of the new credential schema.
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Schemas ©

Figure 4.4.1: Credential Schemas Main page

Schemas’ Add Schema °

Figure 4.4.2: Adding a new Credential Schema

To continue with the process of creating a new credential schema, enter the name of the schema and any
desired attributes. To add a new attribute, click the "Add Attribute" button. You will be prompted to
provide a name for the attribute, select the expected type (such as text, number, date, etc.), and you can
also add an optional description for further clarification.
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Figure 4.4.3: Adding a new attribute

Once all required attributes are added, click the "Done" button in the top right corner, followed by "Save &
Publish." Confirm the action to finalize and make your new credential schema available for use. After saving,
the newly created schema will appear on the Schema’s main page. To proceed with creating the definition,
click on "Create" in the corresponding schema’s row.

Figure 4.4.4: The newly created Schema

Once you navigate to the designated page to create the definition, you’ll be reminded that creating a definition
is a one-time operation; once set, it cannot be modified. The interface is split into two sections: the upper half
requires you to input the definition’s settings, while the lower half displays information about the relevant
schema.
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Figure 4.4.5: Creating a new Credential Definition

First, you must decide between ’self-attested’ and ’service-attested’ credentials. Self-attested credentials
allow users to manually input the attributes themselves. Service-attested credentials, on the other hand,
are entirely managed by the service, with users simply receiving the completed credentials. For self-attested
credentials, you also have the option to enable ’one-off’ credentials, which require the user to fill in the
attributes again each time they engage in an interaction that requires this credential.

Additionally, you can set up an incoming credential issuing webhook by specifying an authentication method
and, optionally, an IP prefix for the request. This feature enables external applications to issue this specific
credential. In order to trigger this webhook, an appropriate interaction must exist.

ce Do oaa

Figure 4.4.6: Configuring an external webhook

Once all options are set according to your needs, finalize the process by clicking "Create" located in the top
right corner of the page.

4.4.1.2 Application’s Credential Definitions

Before delving into the specific credential definitions utilized in our application, it’s important to note that
while the schemas vary, the configurations for all definitions remain consistent across all five credentials. All
are set as service-attested, reflecting the nature of the data they handle -such as grades and registrations-
which requires a high degree of control to prevent any manipulation by students.
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Additionally, the configuration for the incoming credential issuing webhook is standardized; it requires that
all requests be authenticated with a specific RSA key, which is securely stored on the application’s backend
server. This security measure ensures that only authorized actions trigger the issuance of credentials. Details
on how these RSA keys are configured, and the process for issuing credentials via these webhooks, will be
explained in subsequent sections.

University Registration The University Registration credential marks the commencement of a student’s
academic journey at the university. Each student receives this credential only once, triggered by their action
of scanning a QR code displayed on the web interface of the application. This credential serves as an official
record of enrollment and includes two key attributes:

e School: A text-type attribute that records the name of the university the student is enrolling in.
e StudentID: Also a text-type attribute, this records the unique student ID assigned upon enrollment.

In addition to these specific attributes, each University Registration credential also includes a standard
attribute for the issuance date, which records the exact moment the credential was created and issued. This
attribute is common across all different credentials.

Schemas ' WWDZ3sgsvnYsSvofQ6zjT5:3:CL:721:tag

Figure 4.4.7: University Registration Credential Definition

Semester Registration The Semester Registration credential is designed to track and validate a student’s
continuous academic progress. Each student receives a separate credential for every semester they register
for throughout their university tenure

Apart from the standard issuance date attribute found in every credential, the Semester Registration
credential includes one specific attribute:

e Semester: This attribute is of type number and denotes the sequence of the semester for which the
student has registered. For instance, it would be '1’ for the first semester, '2’ for the second, and so
forth.
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Figure 4.4.8: Semester Registration Credential Definition

Course Registration The Course Registration credential is issued to students for each subject they register
to attend classes and take exams. This credential is crucial for managing course enrollments and ensuring
accurate academic records. It includes two specific attributes:

e Subject: A text attribute that records the name of the subject the student has registered for.

e Semester: A numeric attribute indicating the semester during which the student registered for the
subject. This helps track instances where a student may register for the same subject in different
semesters.

Schemas ' WwWDZ3sgsvnYsSvofQ6zjT5:3:CL:724:tag

Figure 4.4.9: Course Registration Credential Definition

Grade Credential The Grade Credential is crucial for documenting the academic performance of students
in specific subjects. This credential is issued to students upon receiving a grade for a subject and includes
two key fields:

e Subject: A text field that specifies the name of the subject for which the grade is assigned.

e Grade: A numeric field that records the student’s grade for the subject, with expected values ranging
from 0 to 10.
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Figure 4.4.10: Grade Credential Definition

Degree Credential The Degree Credential serves as the definitive record marking the completion of a
student’s academic journey. It is issued once a student finishes their studies and is ready to claim their
degree. This credential encapsulates the culmination of the student’s academic efforts and includes two
important fields:

e School: A text field indicating the name of the university from which the student is graduating. This
confirms the institution conferring the degree.

e Degree Grade: A text field that records the final cumulative grade of the student, expressed as a decimal
value within the range of 5 to 10. This grade reflects the student’s overall academic performance during
their course of study.

This credential is a significant academic milestone, providing a formal and verifiable record of the student’s
degree and academic standing upon graduation.

Figure 4.4.11: Degree Credential Definition

4.4.2 Interactions

In addition to adding the credential definitions, establishing a functional ProofSpace setup requires defining
specific interactions. Interactions are workflows that specify the conditions under which a credential can
be issued. These predefined flows are essential as they ensure that credentials are only issued when certain
criteria are met, maintaining the integrity and relevance of the data within the credentials. This step is vital
for automating the credential issuance process.
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4.4.2.1 Adding a new Interaction

To create a new interaction in ProofSpace, navigate to the "Interactions" page within the platform. Once
there, click the "New Interaction" button located in the top right corner of the interface. This action will
initiate the process of setting up a new interaction, allowing you to define the specific conditions and triggers
for issuing credentials based on your system’s requirements.

Interactions © ==

Figure 4.4.12: Interactions main page

Once you click the "New Interaction" button, you will be redirected to the interaction creation page. This
page is organized into four tabs: Interaction Info, Details, Instances, and Extensions. For setting up a basic
interaction, you will primarily need to work with the first two tabs: Interaction Info and Details.

In the Interaction Info tab, you are required to provide several pieces of information:
e Name: Enter a unique name for the interaction to easily identify it in the system.

e Description: Provide a concise description of what the interaction does and any important details that
differentiate it from other interactions.

e Notification Messages: Configure three types of notification messages that will appear as pop-ups in
the mobile ProofSpace application:

— Success Message: This message is displayed when the interaction is successfully completed,
informing the user of the successful outcome.

— Pending Message: This message appears when the interaction is still in progress or pending
completion, keeping the user informed about the status.

— Failure Message: In case the interaction fails, this message will be displayed, providing feedback
on the unsuccessful attempt.
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Figure 4.4.13: Interaction Information

Upon navigating to the Details tab, you will set up the more technical aspects of the interaction. This
includes specifying how the interaction will be initiated, managing concurrency, and configuring additional
settings and outcomes.

Initiation Media First, define the initiation media to determine how the interaction will be triggered.
There are three options:

e QR Code: Triggered when a consumer scans a QR code using the ProofSpace mobile app.

e Button: Initiated by the user pressing the "Proceed" button on the interaction screen within the mobile
app.

e Incoming Push from Service: Activated by an API call from an external service to the ProofSpace API.

Concurrency Type Next, select the concurrency type, which dictates how the interaction can be executed:
e Once: The interaction can be triggered only once per client.

e Sequenced: The interaction can occur multiple times by the same client but only sequentially; a new
interaction can start only after the current one is completed and marked as "Complete."

e Concurrent: Allows the interaction to be initiated simultaneously by the same client.

Store Interaction Event Consider whether to check the "Store interaction event" option. Checking this
box will save all information associated with the event. If unchecked, only limited data such as the occurrence
of the interaction, the names of shared credentials, and certain required credentials with trust level "Service
attested" will be visible on your dashboard for 24 hours before being permanently deleted. Information
regarding issued credentials will be immediately deleted after the interaction completes.
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Required and Issued Credentials

e Required Credential Definitions: Specify which credential definitions a user must possess to initiate and
complete the interaction.

e Issued Credentials: Define what service credentials will be issued to the user if the interaction is
successful.

Webhook Configuration Lastly, configure a webhook to be invoked upon the completion of the
interaction. This webhook can be used to automate further processes or notify other systems of the
interaction’s outcome.
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Figure 4.4.14: Interaction Details

Once all the fields are configured, simply navigate to the "Interactions" page by clicking on it in the left
navbar. You should be able to see the newly configured interaction listed there. The interaction is saved
automatically once you have entered all the necessary details, ensuring that your settings are preserved
without needing to manually save before exiting.

4.4.2.2 Application’s Interactions
Our application utilizes six different interactions to manage user credentials effectively:

e QR Interaction: The initial interaction is a QR code-based mechanism designed to capture the
connected user’s Decentralized Identifier (DiD) and their notification ID. This information is crucial
as it establishes a connection with the user’s ProofSpace account, enabling the system to send future
credentials directly and securely. The notification ID serves as the user’s consent, allowing the system
to transfer credentials to their account and them receiving push notifications.

e Push by External Service Interactions: The remaining five interactions are structured identically and
categorized as "Push by External Service" interactions. Each of these is responsible for issuing one
of the five different credentials outlined in the system (University Registration, Semester Registration,
Subject Registration, Grade Credential, and Degree Credential). Since the setup for these interactions
is the same except for the specific credential issued, we will detail only one of them as a representative
example.

University Registration Interaction The primary goal of the University Registration interaction is to
link the user’s ProofSpace app and DiD with our service, securing the user’s consent to retrieve notifications.
It also allows us to capture the student’s DiD and store it in our backend’s database, which is crucial for issuing
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new credentials as the student progresses through their academic journey. The interaction is configured as
follows:

Initiation Media: The interaction is initiated through a QR code, which the student scans using the
ProofSpace app. This QR code is prominently displayed on the web Ul the first time the student logs
in, a process detailed in the frontend section.

Concurrency Type: The concurrency type for this interaction is set to "Once," meaning it can only be
triggered a single time for each user, which aligns with its use for initial registration purposes.

Event Storage: We opt to store the interaction event to ensure a record of this foundational activity is
maintained, which aids in auditing processes.

Required Credential: The "Notification ID" is the required credential for this interaction. It is essential
as it represents the user’s consent for future notifications.

Certificates Issued: This particular interaction does not issue any certificates directly. Instead, its
successful completion triggers a sequence of events facilitated by our backend.

Webhook Configuration: Upon completion of this interaction, one of our application’s endpoints is
triggered. This action retrieves the student’s DiD from the interaction data and stores it in our backend
database. Following this data retrieval, the same endpoint makes a call to the ProofSpace API to issue
the University Registration certificate.

ﬁ Skepsis

Desheca Interactions / Student Registration @
Clients
nteraction info Details Instances Extensions
Schemas
@ interactions ® ar o
QR-code timeout
Roles & Access
Extensions O
Keys
Service Info
Knowledge base @ Once o
O Sequenced
O Concurrent
Notification ID 1.2 ( from ProofSpace ID ) [ 1 [
Full reveal
Any suitable
Select
]
Select [ ]

http:/funiversity- Interaction Webhook Response Payload [
dapp.com/student_reg %

Key: default
Auth type: Request Signature

Figure 4.4.15: Student Registration Interaction Details

Course Registration Interaction The Course Registration Interaction is designed specifically to issue
Course Registration credentials to students who enroll in subjects. This interaction functions identically to
the other four, differing only in the specific credentials issued. It is configured as follows:
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Initiation Media: The initiation for this interaction is an "Incoming push from service." Our backend
system triggers this credential issuance when a student successfully enrolls in a course, based on
validations performed within the application.

Concurrency Type: Given that the initiation media is "Incoming push by service," there is no need
for a concurrency type. Each trigger is treated as a separate event, appropriate for actions directly
initiated by backend processes.

Event Storage: We opt to store the event details of this interaction too.

Required Credential: There is no required credential for this interaction because our backend performs
comprehensive checks to confirm a user’s eligibility. This includes verifying conditions through the
application’s on-chain components and smart contracts. If any prerequisite smart contract calls fail,
indicating the user does not meet all requirements, the process to issue the credential is halted.

Certificates Issued: For this interaction, the "Course Registration" certificate is issued. It is important
to note that while the mechanism is the same, the specific credential issued varies among the different
interactions—each tailored to the respective academic activity (e.g., semester registration, grade
issuance).

Webhook Configuration: No webhook is required for this interaction. The process is entirely managed
internally by the backend, which directly handles the issuance of credentials based on successful course
registration and validation.

B s
Dashbos Interactions ' Course Registration @
Clients
e’ fo  Detils  Ext
Schemas
@ Interactions o) L]
Roles & Access o
Extensions
(@ Incoming push from service
Key:
L]
Select o
S course e s ©
R gistration 1.0 ( from Skepsis ) (]
Filled by admin or webhook
Select
(]
Not set X Credenial Issuing Webhook Payload K3}

Figure 4.4.16: Course Registration Interaction Details

4.4.3 Issuing a Credential via the API

In this section, we will demonstrate how to issue ProofSpace credentials using the ProofSpace API.

4.4.3.

1 Configuring Webhook Keys

To ensure that only authorized entities can issue credentials from our service, ProofSpace utilizes an
authentication mechanism based on asymmetric cryptography, specifically RSA. This security feature requires
that requests to the ProofSpace API be signed with our private key. To set up the appropriate keys, access
the "Keys" section on the ProofSpace dashboard and click on "Add" to begin configuring a new key. Then,
configure the following options:
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e Input Key Name: Assign a descriptive name to your key for easy identification.
e Select Key Type: You have two options for setting up your key:

— RSA Public Key: If you already possess an RSA keypair, select this option and paste your public
key into the provided text box.

— RSA Keypair: If you do not have an RSA keypair, select this option and click the "generate" icon.
The system will automatically generate a new RSA keypair for you. It is crucial to securely copy
and store the RSA private key displayed in the relevant box, as it will be necessary for issuing
credentials. Note that while this option is more straightforward, it may carry certain security
implications.

e Set as Default for Webhook Requests: If you wish for this keypair to be the default authentication
method for incoming webhook requests, select the "Set as default for incoming webhook requests"
option. If your use-case requires different keypairs for various credentials, you may choose to uncheck
this option. However, for simplicity and consistency, keeping it checked is advisable for our application.

Edit webhook authentication key

Name Issuing Public Key

RSA public key ~

----BEGIN PUBLIC KEY-----
MIICI/ANBgkqhkiGOWOBAQEFAAOC
AgBAMIICCGKCAGEAMUOGGQEAVM
qPEWaGMnjV/
0sVgDzWwHcWkwU7r7SLz5bKztnco
'YnqtD5XZ9dCYLF1ILxCQSDwPsYgZ
ftugorGu
c5E+cgaAWBha02Wglr5xyiACTkPEL
6n3qNpgpvb83tK/5IID/pP+aunpTNEe

ypkQ
ks7URHTho791bVIx16PoCsYiRXWIF

Cancel

Figure 4.4.17: Adding a new Key

4.4.3.2 Invoking the ProofSpace API

In this paragraph, we’ll explore how to invoke the ProofSpace API to issue a University Registration certificate
from a Node.js environment. This method is applicable to issuing any type of credential using the same
approach.

To issue a credential via the ProofSpace API, you must send a POST request to the specific
URL provided by ProofSpace. First, obtain your "serviceDid" from the Service Info page on

o7



1

Chapter 4. DApp Implementation

your ProofSpace Service’s dashboard. 1In this case, the "serviceDid" is WwDZ3sgsvnYsSvofQ6zjT5,
so the target URL for issuing credentials will be: "https://platform.proofspace.id /service-
backend /v1/service/ WwDZ3sgsvn YsSvofQ6zjT5 /webhook-accept /credentials-issued’

@ Skepsis

Dashboard Edit service info
Clients
Schemas Service Public DID NwDZ3sgs\ SvofQ6zT5 rD ()

Interactions

Advanced Features O o
Roles & Access
Experimental Features D o

Extensions

Keys Supported languages

o Service Info

Knowledge base

Default service credential definition

Default

Select 0

Column settings o

Figure 4.4.18: Service ID retrieval

When crafting the body of the POST request to issue a credential via the ProofSpace API, the structure
should be the following:
{

serviceDid: string;

subscriberConnectDid: string;

credentials: WebhookCredentialValuesDTOI[];

issuedAt:

subscriberEventId: string;

actionTemplate?: string;

actionParams?: Array<NameValueDTO>;

Here’s a breakdown of the most important fields:

e serviceDid: This is the Service’s DiD, which you have retrieved in the previous step from your
ProofSpace Service’s dashboard.

e subscriberConnectDid: This field must contain the DiD of the user who will receive the issued certificate.

e credentials: Here, you specify an array of WebhookCredentialValuesDTO, which defines each credential
being issued in this request.

e issuedAt: This is a timestamp indicating when the credentials were issued.

WebHookCredentialValuesDTO The WebHookCredentialValuesDTO is an object that includes all the
necessary details about a credential being issued. Here’s a detailed explanation of each component within
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this object:
{

credentialld: string;

schemald: string;

fields: { name: string, value: string }[];
utcIssuedAt: number;

revoked: boolean;

utcRevokedAt?: number;

e credentialld: This is the unique identifier for the credential being issued.
e schemald: Represents the ID of the schema that this credential conforms to.

e fields: This is an array of key-value pairs where each pair corresponds to an attribute defined in the
credential’s schema. Each name in the pair matches a schema attribute, and value is the data for that
attribute.

e utclssuedAt: The UTC timestamp marking when the credential is issued.

In order to retrieve the ’credentialld’, navigate to the ’Schemas’ page of the ProofSpace dashboard and copy
the desired one from the "Credential ID" column.

anmantzoutas@gmail.com
4 Skepsis

surs Schemas ©

Clients
My Credential Definitions My Schemas Public Schemas Public Credential Definitions

1 schemas
[] Show deprecated
Interactions
Roles & Access Credential ID Schema Trust level One-off
Extensions WwDZ3sgsvnYsSvofQ6zjT5:3:CL:790tag MySchema Self-attested Yes
Keys WwDZ3sgsvnYsSvolQ6zjT5:3:CL:7261ag Degree Service-attested
WwDZ3sgsvnYsSvofQ6zjT5:3:CL:725:tag Grade Service-attested
Service Info
WwDZ3sgsvnYsSvolQ6zjT5:3:CL:724tag Course Registration Service-attested
Knowledge base
WwDZ3sgsvnYsSvofQ6zjT5:3:CL:723:tag ‘Semester Registration Service-attested
WwDZ3sgsvnYsSvofQ6zjT5:3:CL:721:tag | University Registration Service-attested

Figure 4.4.19: University Registration Credential ID

To retrieve the ’schemald’, navigate to the My Schemas’ tab on the ’Schemas’ page, click on the schema you
wish to use, and then copy it from the information page.
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@ Skepsis
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Figure 4.4.20: University Registration Schema ID

For this demonstration, we’ll use specific attributes for the credential issuance process. The attributes include
the school name "ECE NTUA" and a student ID, "el17108", which is my personal identifier. Additionally,
we will use my ProofSpace ID as the "subscriberConnectDid". Based on this setup, the following is the
JavaScript code snippet we have developed so far:

const url = "https://platform.proofspace.id/service-backend/vl/service/
WwDZ3sgsvnYsSvofQ6zjT5/webhook-accept/credentials -issued";

const serviceDid = "WwDZ3sgsvnYsSvofQ6zjT5";

const credentialld = "WwDZ3sgsvnYsSvofQ6zjT5:3:CL:721:tag";

const schemald = "WwDZ3sgsvnYsSvofQ6zjT5:2:University Registration:1.1";

const credentialValues = {
credentialld,
schemald,
fields: [
{ name: "School", value: "ECE NTUA" 1},
{ name: "StudentID", value: "ell17108" 1},
i
utcIssuedAt: new Date().getTime (),
revoked: false

};

const request = {
serviceDid,
subscriberConnectDid: userDid,
subscriberEventId: "",
credentials: [credentialValues],
issuedAt: new Date().getTime(),

};

Following these steps, we need to set up the request’s headers. First, we set the "Content-Type" to
"application/json". Next, we configure the "X-Body-Signature" header to authorize the request. This
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involves the asymmetric cryptography we discussed earlier. We serialize the request body into a string,
sign it using the RSA private key we created in the previous subsection, and encode the signature into
base64. Finally, we add the encoded signature to the "X-Body-Signature" header. Please note that for the
sake of this demonstration, we’ll include the private key in the code in plaintext. However, this is not a good
practice, and it’s advisable to avoid doing so in real-world applications. The code is as follows, using the
"crypto" built-in library to sign the object:

const headers = {
'Content -Type': 'application/json'

3}

const binaryBody = Buffer.from(JSON.stringify(request), "utf-8");

const private_key = ~----- BEGIN RSA PRIVATE KEY-----

MITIJKQIBAAKCAgEAtsEaCBfGaRhWfkLuiKvK8InKgZyl0od1DcNA1Vi6YaEmErus$S
e81PJfewXR3uxIg3SYOAGI6LYFFIJxAMcvHYEmOaxW5l040vihYRMA76t1/eo0lKp
3Cp7Ai8WIGshcQzbFwPX9UjbijHkRkwCIpW+iK/aipj/nBglLIs0R4b9hpbB92Hz
+b4nviGBD5CAOvzbyDhLq/40Qby0vAsAFAQKZEqBHq4s+WcKDHXFkvsmxnzexAlH
JtGjhFU+B3myXPMoMEHUInoKWOcSez5/WmkUOrPcNu4 jmVmpjnVek+7s9q8F+blA

; RaI4WKUUM+MA3sBGkMt3QeyKOmOL9JfA5C3q0ZmJ4xkJvakK0zCdm18DbgKasIy/L

JMXkQZy0ZGlg2YsjcLK31sElefAQ8d4/J4wSF+I/0uVKV/vxzVBx9kKgpUGJQu9l

5 OpGsxaQyZ94wUBiJybZqx8EUQmLIH70NjSAGFHEISPLO1qRihJRz3zVdIKn04k1I

ftqk477mz5YID52zVq9w9qx770CzfH34N8pU/vTUaFmoWHhdnrb8s1XaATOMe jksA jhkr5nxf
Kx4BX40b2DG83hU5imsp2zP7XAkmiIpNYNdXosFrKoWcBU3vCKus9/MGS34ZN0OR4
9LhRA1I1478qfsUXcmx1PcmIRyyobanZsyzxad9n/yxDxCZ50nnxCMvJUWSRU9n81
3dwafbgMV/ispxQXc90Tof61LCFV1rukjNYIcz+03V31q2/tp+dL2UNZWObT72ED
Aw8SPy6yB5BYpNU1BdC+ jPmfDuD1nUPNSY8hBqV6ot1XNIDCnwKCAQEA9GctrVnB
pPZHRMwPZfLO9VK7AiWkLdoWThtmuNHRZmOXhepYH8xax1x6myQtkx3QYdJc1gpORC
BEoP8DtDdf0AZ4LGjic1GbXyHpI8bdgGf4H11EXZPr+P1AGLSyW8Ie+CYHfrKpYL
uHLa0IrSx4k+Fbj4B4obNEg/s4QSzQichI+UiwGmMuYx5KB1BXHnBWdNO+ICwbJq
Q3XRffViOXcOwDJjESXyVdqzMVnb18bHRk jwxTx2tgFZEBVYLeWtX3YTeQkzP/Yx
xIvzzXVtTrZa/DyD/bXs9ea90J0q80ABmyWUESTFrzrbYnAQG2UWYyPb6gv2LwilD
1w5zTb5s0ZLOxwKCAQEAv20Pu8TfUABm1Imo/IsDAOkoNB/OBpIEyfAeFHQOUPR6
3rz1i90Dn96PBfmly0TPQirlRnSxpcxQW6eyU1ZGKasLFoS41mrnFTvbd0Oof /2Vd
kbNcwFb3wnLjml1YP4ImP36ugM4z4n++y03UqbxzbwAsawq+5U+M0Z4miUrNRsPjz
OPBC125VLX03wFvP8qhIToDHnO5GNUBPCWZttlgi7Lwu8C/BRLGFSfIBAU7HFLIh
3foeLh6u+I4F1/ew8KMkrHxnQxDzMI8HaVt jwGtNdZmyXwf4M4ekJfGMowbPLh+k
3Ud68i2KPAmR2k50uS+gt/RfBY1qxqGCs22urK51EwKCAQAhaQVugCmft6pQfgM6
MXGOMjTP//oKOR8977/vrQNLOVg+6eEjKKkVPVZ4GvbdDxvm8gd3Ixj/0xyoq4FsS
W4I/JDp+bk+s/x11Inq0TYy924c+iHnlQQygoAFpuXPZc8Nv6pTEUpSx1l0nLlvav
fkx1bb7CURfc8s96e+CSFM5ItNQKmKQeqydA6MhGkUaSj4etImVcEObBiBamUGg8
2D3m1DyEuJpDME10vqL2AV92dTwsylI0OGUUS1MhkJdSoixyoXCCcasxs4PDoM1hJ

; /VW8y40Dnt4Q04UysqmPbT2K9vOhxtQbWOFoWIdrJOuDLADBIvd5gSe3+2q5wwFY
————— END RSA PRIVATE KEY-----

const key = crypto.createPrivateKey({ key: private_key 1});
const signature = crypto.sign('sha3-256', binaryBody, key);
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63 headers['X-Body-Signature'] = signature.toString('base64');

Finally, we can proceed to post the request to the ProofSpace API using "axios":

1 axios.post(

2 url,

3 binaryBody,

i {

5 headers: headers
6 }

7 ).then((reply) => {

8 return reply.data;

9 }).catch((err) => {
10 throw err;

I DI

The whole code for this demonstration can be found in Appendix B.
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In this thesis, we have successfully demonstrated the implementation of a decentralized application ) designed
to manage academic processes such as grading, subject registration, and the issuance of credentials within
a university setting. By leveraging blockchain technology and smart contracts on the Cardano network,
we achieved a significant reduction in the administrative burden traditionally placed on university staff,
particularly the secretary. The system automates many of the routine tasks that were once manual, reducing
the potential for human error and increasing the efficiency of record management and verification processes.

However, the nature of academic institutions, which inherently require some level of central authority, imposes
limitations on the extent to which our system can be fully decentralized. Critical actions within the DApp,
such as minting degree tokens and updating important academic policies, still require the oversight and
approval of the secretary. This centralization is manifested in the control over the admin key, which is
necessary for signing all significant transactions. Consequently, while we have decentralized many components
of the academic administrative process, the system still relies on central authority figures for crucial decision-
making and oversight.

Furthermore, several operational aspects remain fully centralized, including the addition of new students to
the system, the introduction of new subjects, and the assignment of subjects to teachers. These tasks require
direct input and validation from administrative personnel, reinforcing the presence of central control in areas
where accuracy and authority are paramount, while the related data are stored in a traditional off-chain
database. Despite these limitations, the DApp represents a substantial forward step in the modernization
of educational administration, providing a robust framework that significantly enhances the transparency,
security, and efficiency of managing academic records.

5.1 Technical challenges

5.1.1 Plutus Mastery

Transitioning from an Ethereum background to the Cardano platform presented notable challenges in this
project, primarily due to my unfamiliarity with Cardano’s UTXO model and Haskell. Fortunately, the
learning curve was mitigated by the use of tools like Aiken for on-chain development and Lucid for off-chain
interactions, alongside invaluable educational support from the "Plutus Pioneer Program" by Input Output
Global (IOG). These resources were instrumental in familiarizing myself with Cardano’s unique programming
model and significantly aided the successful implementation of the application.

5.1.2 Privacy Considerations

A significant challenge encountered was maintaining the privacy of academic records and student information
while utilizing a public blockchain. The primary privacy mechanism in the application relies on the obscurity
of contract addresses and token units; for example, students do not know each other’s blockchain addresses
or even their own in the context of the application. Despite this, the inherent transparency of a public
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blockchain means that all transaction data is openly accessible. A sophisticated user, with enough time and
resources, could potentially decipher the system’s structure by analyzing transaction patterns on a blockchain
explorer. This area represents the most crucial opportunity for improvement. Potential enhancements could
include implementing more advanced cryptographic techniques to enhance data privacy or exploring the use
of a private or sidechain solution specifically tailored for managing sensitive academic data.

5.1.3 Centralization Considerations

Addressing centralization risks in developing a decentralized system for university management presented
a unique set of challenges. Given the centralized nature of universities, which includes multiple layers of
authority such as teachers, deans, and presidents, a completely decentralized model may not be wholly
appropriate. Certain stakeholders naturally require significant control over the system to manage and
govern effectively. In response, we strategically opted for decentralizing components related to students’
academic records, which benefit from blockchain’s immutability to prevent loss and tampering. However,
other aspects, particularly those involving administrative control like the role of the secretary, remained
centralized. This hybrid approach balances the need for traditional administrative control with the advantages
of decentralization, reflecting a pragmatic adaptation of blockchain technology to the specific organizational
structure and needs of educational institutions.

5.2 Limitations

In the development of this prototype model, we had to accept certain limitations that reflect the current
scope and design choices of the system:

Single Teacher per Subject The system is currently designed to associate only one teacher per subject.
While it is theoretically possible to involve multiple teachers for a single subject, only the teacher whose key
is registered in the relevant smart contract can add grades.

One Active Curriculum Unlike modern universities that may offer multiple curricula tailored to different
student cohorts or registration years, our system supports only a single active curriculum at any given time.
Consequently, all students must adhere to the same curriculum, and any changes to the curriculum affect all
students simultaneously.

Mandatory Subjects Only The current infrastructure is designed to manage a set curriculum where all
subjects are mandatory for obtaining a degree. While the system has the potential to accommodate optional
subjects and various academic tracks, such adaptations would require additional modifications to the existing
codebase.

Storage of Passed Subjects Only To minimize transaction fees, the system stores only the records of
subjects that students have passed on the blockchain. Although this approach reduces costs, it may limit the
complete academic visibility on-chain. However, a full record of all academic activities, including subjects
not passed, is maintained on the ProofSpace app, ensuring comprehensive record-keeping off-chain.

5.3 Future Directions

In closing this thesis, we propose several avenues for future directions and potential enhancements of the
application discussed, which could inspire future research

Enhanced Privacy Settings A critical area for future development is the enhancement of privacy
measures. By incorporating advanced cryptographic techniques, such as zero-knowledge proofs or more
sophisticated encryption methods, the system can better protect the confidentiality of student records. This
would not only increase trust among users but also comply with stringent data protection regulations.
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Overcoming Existing Limitations Another significant area for improvement involves addressing the
restrictions imposed by the limitations outlined in the previous section. These improvements would not only
align the system more closely with the complex needs of modern educational institutions but also expand its
potential for broader adoption and impact.

Smart Contract Optimization for Scalability The current implementation faces challenges with
scalability, particularly in handling a large number of students due to Cardano’s computational limits.
Future work could focus on optimizing and restructuring the smart contracts to reduce the need for splitting
transactions into smaller segments. This optimization would help decrease transaction fees and enhance the
system’s capacity to manage larger volumes of data efficiently.

Migration to Production-Grade frameworks To further professionalize the DApp, migrating from
SQLite3 to a more robust database management system (DBMS) and upgrading from the Pug templating
engine to a more scalable frontend framework would be beneficial. Such upgrades would support larger user
bases and more complex data interactions, facilitating smoother and more reliable application performance.

Personalized Degree NFT images The current design includes the same image on all minted degree
NFTs. A promising future enhancement would be to integrate advanced image processing methods to
automatically personalize these images based on the student’s personal information. This personalization
could include details such as the exact university name, the student’s name, the date, and the degree awarded.
Additionally, utilizing a service to upload these personalized images to IPFS and including the corresponding
link in the metadata would further enhance the uniqueness of each degree NFT.

Increased Decentralization Finally, increasing the decentralization of the system is a vital goal. This
could be achieved by replacing the admin key with a multisignature scheme, thereby distributing control
among multiple parties and reducing the reliance on a single authority figure such as the secretary.
Alternatively, certain administrative functions could be automated and managed by a smart contract, further
reducing the need for centralized control and enhancing the transparency and impartiality of critical processes
such as subject assignment and degree issuance.

65



Chapter 5. Epilogue

66



Chapter 6

Bibliography

(1]

2]
3]
14]
i

7]
18]

19]

[10]

[11]

[12]

Agarkar, A. A. et al. “Blockchain Aware Decentralized Identity Management and Access Control
System”. In: Measurement: Sensors 31 (2024), p. 101032. DOI: https://doi.org/10.1016/j .
measen.2024.101032.

Alizadeh, M., Andersson, K., and Schelén, O. “Comparative Analysis of Decentralized Identity
Approaches”. In: IEEE Access 10 (2022), pp. 92273-92283. DOI: 10.1109/ACCESS. 2022.3202553.
Bentov, 1., Gabizon, A., and Mizrahi, A. Cryptocurrencies without Proof of Work. 2017. arXiv: 1406.
5694 [cs.CR].

Buterin, V. Ethereum: A Nezt-Generation Smart Contract and Decentralized Application Platform.
Accessed: 2024-03-04. 2013.

Buterin, V. On Public and Private Blockchains. Research & Development. Aug. 2015.

Cardano Foundation. Cardano Documentation. 2024.

Cardano Foundation. Cardano Website. 2024.

Casino, F., Dasaklis, T., and Patsakis, C. “A Systematic Literature Review of Blockchain-Based
Applications: Current Status, Classification and Open Issues”. In: Telematics and Informatics 36 (Nov.
2018). DOI: 10.1016/j.tele.2018.11.006.

Chakravarty, M. M. T. et al. “The Extended UTXO Model”. In: Financial Cryptography and
Data Security: FC 2020 International Workshops, AsiaUSEC, CoDeFi, VOTING, and WTSC, Kota
Kinabalu, Malaysia, February 14, 2020, Revised Selected Papers. Berlin, Heidelberg: Springer-Verlag,
2020, pp. 525-539. 1SBN: 978-3-030-54454-6. DOI: 10.1007/978-3-030-54455-3_37.

Christidis, K. and Devetsikiotis, M. “Blockchains and Smart Contracts for the Internet of Things”. In:
IEEE Access 4 (2016), pp. 2292-2303. DOI: 10.1109/ACCESS.2016.2566339.

Cutko, S. and Turkanovi¢, M. “Decentralized and Self-Sovereign Identity: Systematic Mapping Study”.
In: IEEE Access 9 (2021), pp. 139009-139027. DOI: 10.1109/ACCESS.2021.3117588.

Delgado-Segura, S. et al. “Analysis of the Bitcoin UTXO Set”. In: Lecture Notes in Computer Science
(including subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics) (2019),
pp. 78-91. 1ssN: 0302-9743. poOI: 10.1007/978-3-662-58820-8_6.

Dib, O. and Toumi, K. “Decentralized Identity Systems: Architecture, Challenges, Solutions and Future
Directions”. In: Annals of Emerging Technologies in Computing (AETiC) 4.5 (Dec. 2020), pp. 19-40.
ISSN: 2516-0281. DOI: 10.33166/AETiC.2020.05.002.

Do, T., Nguyen, T., and Pham, H. Delegated Proof of Reputation: A Novel Blockchain Consensus. 2019.
arXiv: 1912.04065 [cs.CR].

Garay, J., Kiayias, A., and Leonardos, N. The Bitcoin Backbone Protocol: Analysis and Applications.
Cryptology ePrint Archive, Paper 2014/765. 2014.

Global, I. O. Atala PRISM: A Self-Sovereign Identity Platform. 2024.

Horizen Academy. UTXO vs. Account Model. 2023.

Mysten Labs Team. The Sui Smart Contracts Platform. 2021.

Nakamoto, S. “Bitcoin: A Peer-to-Peer Electronic Cash System”. In: metzdowd.com (2008).

nhsz. Consensus Mechanisms. 2023.

nhsz. Proof-of-Stake (PoS). 2023.

67


https://doi.org/https://doi.org/10.1016/j.measen.2024.101032
https://doi.org/https://doi.org/10.1016/j.measen.2024.101032
https://doi.org/10.1109/ACCESS.2022.3202553
https://arxiv.org/abs/1406.5694
https://arxiv.org/abs/1406.5694
https://doi.org/10.1016/j.tele.2018.11.006
https://doi.org/10.1007/978-3-030-54455-3_37
https://doi.org/10.1109/ACCESS.2016.2566339
https://doi.org/10.1109/ACCESS.2021.3117588
https://doi.org/10.1007/978-3-662-58820-8_6
https://doi.org/10.33166/AETiC.2020.05.002
https://arxiv.org/abs/1912.04065

Chapter 6. Bibliography

[22]
23]

[24]
[25]
[26]
[27]
28]
[20]
30]

[31]
[32]

nhsz. Proof-of-Work (PoW). 2023.

Saad, S. M. S., Radzi, R. Z. R. M., and Othman, S. H. “Comparative Analysis of the Blockchain
Consensus Algorithm Between Proof of Stake and Delegated Proof of Stake”. In: 2021 International
Conference on Data Science and Its Applications (ICoDSA). 2021, pp. 175-180. por: 10 . 1109/
ICoDSA53588.2021.9617549.

SpaceBudz. Lucid: Cardano Off-Chain Framework. 2024.

Szabo, N. Smart Contracts. 1994.

Team, P. ProofSpace: Decentralized Identity. 2024.

Tschorsch, F. and Scheuermann, B. “Bitcoin and Beyond: A Technical Survey on Decentralized Digital
Currencies”. In: IEEE Communications Surveys € Tutorials 18.3 (2016), pp. 2084-2123. po1: 10.1109/
COMST.2016.2535718.

TxPipe. Aiken: A Modern Smart Contract Platform for Cardano. 2024.

Wood, G. et al. “Ethereum: A Secure Decentralised Generalised Transaction Ledger”. In: Ethereum
Project Yellow Paper 151 (2014), pp. 1-32.

World Wide Web Consortium (W3C). Decentralized Identifiers (DIDs) V1.0, Core Architecture, Data
Model, and Representations. 2022.

Yakovenko, A. Solana: A New Architecture for a High Performance Blockchain. 2021.

Zheng, 7. et al. “An Overview on Smart Contracts: Challenges, Advances and Platforms”. In: Future
Gener. Comput. Syst. 105 (2020), pp. 475-491. 1SsN: 0167-739X. DOIL: 10.1016/j . future.2019.12.019.

68


https://doi.org/10.1109/ICoDSA53588.2021.9617549
https://doi.org/10.1109/ICoDSA53588.2021.9617549
https://doi.org/10.1109/COMST.2016.2535718
https://doi.org/10.1109/COMST.2016.2535718
https://doi.org/10.1016/j.future.2019.12.019

Chapter 7

Appendix

A Smart Contracts Code

In this section, we provide the code for the application’s on-chain components, written in the Aiken
programming language

A.1 Student Validator

use aiken/transaction.{ScriptContext}

validator (_student: ByteArray) {
fn spend(_d: Void, _r: Void, _ctx: ScriptContext) {
False
¥
}

A.2 Subject Validator

use aiken/dict
use aiken/hash.{Blake2b_224, Hash}

3 use aiken/interval.{Finitel}

use aiken/list
use aiken/time.{PosixTime}
use aiken/transaction.{
InlineDatum, Input, Output, ScriptContext, Spend, Transaction, ValidityRange,
}
use aiken/transaction/credential.{Address, VerificationKey}
use aiken/transaction/value.{AssetName, PolicyId, Valuel}

type Datum {
teacher: VerificationKeyHash,
registrations: List<StudentId>,
register_until: PosixTime,
reset: Bool,

}

type Action {
Register
Update
Grade

}

type StudentId =
ByteArray

type VerificationKeyHash =
Hash<Blake2b_224, VerificationKey>
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validator (
policy: Policyld,
asset_name: AssetName,
secreta: VerificationKeyHash,
registration_policy: PolicyId,

) {
fn spend(datum: Datum, redeemer: Action, ctx: ScriptContext) {
expect Spend(my_output_reference) = ctx.purpose
let Transaction { inputs, outputs, reference_inputs, .. } = ctx.transaction
expect Some(self_input) =
inputs
|> transaction.find_input (my_output_reference)
let self_output = get_self_output (outputs, self_input.output.address)
expect InlineDatum(d) = self_output.datum
expect Datum { teacher, registrations, register_until, reset }: Datum = d
when redeemer is {
// Can only register a new student. Everything has to remain unchanged, except for the
registrations list
Register -> and {
datum.reset == False,
is_period_valid(ctx.transaction.validity_range, datum.register_until),
signed_by (ctx.transaction, secreta),
teacher == datum.teacher,
reset == datum.reset,
register_until == datum.register_until,
are_equal_except_last(datum.registrations, registrations),
same_values (self_input.output.value, self_output.value),
}
// Can only update teacher or extend registration period
Update -> and {
signed_by (ctx.transaction, secreta),
reset == datum.reset,
datum.registrations == registrations,
same_values (self_input.output.value, self_output.value),
}
Grade -> and {
signed_by(ctx.transaction, datum.teacher),
if datum.reset {
and {
list.is_empty(registrations),
reset == False,
register_until == datum.register_until,
}
} else {
and {
registrations == datum.registrations,
register_until == datum.register_until,
reset == True,
}
o
validate_grade_outputs (
outputs,
reference_inputs,
self_input.output,
self_output,
datum.registrations,
policy,
asset_name,
registration_policy,
))
}
}
}
}

/// Validate outputs
fn validate_grade_outputs(
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outputs: List<Output>

5

ref_inputs: List<Input>,

self_input: Output,
self_output: Output,

registrations: List<ByteArray>,
grade_policy: Policyld,
grade_asset: AssetName,

registration_policy: PolicyId,
) -> Bool {
let grades =
list.filter_map(
outputs,
fn(o) {
let grade = value.quantity_of (o.value, grade_policy
if and {
grade >= 5,
grade <= 10,
o != self_output,

A

expect Some(student_ref_input) =
list.find(ref_inputs, fn(i) { i.output.address
expect [(student, _)] =
student_ref_input.output.value
|> value.tokens(registration_policy)
> dict.to_list ()

expect list.has(registrations, student)

Some (grade)
} else if grade

// if the grade is not O,

self_output
expect o ==
Some (grade)
} else {
None
}
},

list.foldr (grades, O,
self_input.value,
grade_policy,
grade_asset,

}

1= 0 {

self_output

but neither in [5,10] range,

, grade_asset)

== o.address })

then it has to be the

fn(sum, total) { sum + total }) == value.quantity_of (

/// Get the output that has the same address as this validator
fn get_self_output (outputs: List<Output>, self: Address) -> Output {
list.filter (outputs, fn(o) { o.address ==

expect [self_output]
self_output
}

/// Check if 2 Value objects are identical,
fn same_values (input_values: Value, output_values: Value) -> Bool {

list.is_empty(
list.difference(

value.flatten(value
value.flatten(value

),
}

/// Check if signer [0]
fn signed_by(transactio

}

n:

.without_lovelace (input_values)),
.without_lovelace (output_values)),

vk

Transaction, vk: VerificationKeyHash) ->
list.at(transaction.extra_signatories, 0) == Some(vk)

self })

except for the lovelace amount

Bool {

/// Checks if 2 arrays are equal except for the last element of the second array
fn are_equal_except_last (input_list: List<a>, output_list:

expect Some (output_)

list.init (output_list)

List<a>)

-> Bool {
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input_list == output_
}

/// Check if registration period has not expired

fn is_period_valid(range: ValidityRange, target_time: PosixTime) -> Bool {
when range.lower_bound.bound_type is {
Finite(tx_earliest_time) -> tx_earliest_time <= target_time
-> False
}
}
A.3 Policy Contract Validator
use aiken/hash.{Blake2b_224, Hash}
use aiken/list
use aiken/transaction.{Output, ScriptContext, Spend, Transactionl}
use aiken/transaction/credential.{Address, VerificationKey}
use aiken/transaction/value.{AssetName, PolicyId, Valuel}
type Datum {
subjects: List<GradeToken>,
}
type GradeToken {
policy: Policyld,
name: AssetName,
}
type VerificationKeyHash =
Hash<Blake2b_224, VerificationKey>
validator (secreta: VerificationKeyHash) {
fn change_subjects(_datum: Datum, _redeemer: Void, ctx: ScriptContext) -> Bool {
expect Spend(my_output_reference) = ctx.purpose
let Transaction { inputs, outputs, .. } = ctx.transaction
expect Some(self_input) =
inputs
|> transaction.find_input (my_output_reference)
let self_output = get_self_output (outputs, self_input.output.address)
and {
signed_by(ctx.transaction, secreta),
same_values(self_input.output.value, self_output.value),
}
}
}
fn signed_by(transaction: Transaction, vk: VerificationKeyHash) -> Bool {
list.at(transaction.extra_signatories, 0) == Some(vk)
}
fn get_self_output (outputs: List<Output>, self: Address) -> Output {
expect [self_output] = list.filter (outputs, fn(o) { o.address == self 1})

self_output
}

fn same_values (input_values: Value, output_values: Value) -> Bool {
list.is_empty(
list.difference(
value.flatten(value.without_lovelace (input_values)),
value.flatten(value.without_lovelace (output_values)),

),

A.4 Grade Token Minting Policy
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use aiken/dict

use aiken/list

use aiken/transaction.{OutputReference, ScriptContext,
use aiken/transaction/value

Transaction} as tx

validator (token_name: ByteArray, utxo_ref: OutputReference) {

fn policy(_datum: Void, ctx: ScriptContext) -> Bool {

let ScriptContext { transaction, purpose } = ctx
expect tx.Mint(policy_id) = purpose
let Transaction { inputs, mint, .. } = transaction
expect [(asset_name, amount)] =

mint

|> value.from_minted_value
|> value.tokens(policy_id)
|> dict.to_list ()

and {
asset_name == token_name,
if amount > 0 {
list.any (inputs, fn(input) { input.output_reference == utxo_ref })
} else {
True
Fo

A.5 Registration Token Minting Policy

use aiken/dict
use aiken/hash.{Blake2b_224, Hash}
use aiken/list

use aiken/transaction.{ScriptContext, Transactionl} as tx

use aiken/transaction/credential.{VerificationKeyl}
use aiken/transaction/value

type VerificationKeyHash =
Hash<Blake2b_224, VerificationKey>

validator (secreta: VerificationKeyHash) {
fn policy(_datum: Void, ctx: ScriptContext) -> Bool {

let ScriptContext { transaction, purpose } = ctx
expect tx.Mint(policy_id) = purpose
let Transaction { mint, .. } = transaction
expect [(_, amount)] =

mint

|> value.from_minted_value
| > value.tokens (policy_id)
|> dict.to_list ()

if amount > 0 {
signed_by (ctx.transaction, secreta)
} else {
True
}
}
}

fn signed_by(transaction: Transaction, vk: VerificationKeyHash) {

list.at(transaction.extra_signatories, 0) == Some (vk)

}

A.6 Validity Token Minting Policy

use aiken/dict

use aiken/list

use aiken/transaction.{OutputReference, ScriptContext,
use aiken/transaction/value

Transaction} as tx
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6 validator (utxo_ref: OutputReference) {
7 fn policy(_datum: Void, ctx: ScriptContext) -> Bool {

8 let ScriptContext { transaction, purpose } = ctx

9 expect tx.Mint(policy_id) = purpose

10 let Transaction { inputs, mint, .. } = transaction
1 expect [(asset_name, amount)] =

12 mint

3 |> value.from_minted_value
1 |> value.tokens (policy_id)
5 |> dict.to_list ()

17 and {

18 list.any(inputs, fn(input) { input.output_reference == utxo_ref 1}),
9 asset_name == #"56616c6964697479",

20 amount == 1,

)1 }

A.7 Degree NFT Minting Policy

| use aiken/dict

> use aiken/hash.{Blake2b_224, Hash}

3 use aiken/list

. use aiken/transaction.{InlineDatum, Input, ScriptContext, Transaction} as tx
5 use aiken/transaction/credential.{Address, VerificationKeyl}

6 use aiken/transaction/value.{AssetName, PolicyId}

& type VerificationKeyHash =
9 Hash<Blake2b_224, VerificationKey>

I type RefDatum {
2 subjects: List<GradeToken>,

13}

15 type GradeToken {
16 policy: Policyld,
17 name: AssetName,

12}

0 validator (

1 register_policy: Policyld,

2 validity_policy: Policyld,

3 secreta: VerificationKeyHash,

24 ) {

5 fn policy(_: Void, ctx: ScriptContext) -> Bool {
26 let ScriptContext { transaction, purpose } = ctx
7 expect tx.Mint(policy_id) = purpose

28 let Transaction { mint, reference_inputs, outputs, .. } = transaction
29 expect [(asset_name, amount)] =

30 mint

31 |> value.from_minted_value

32 |> value.tokens (policy_id)

33 |> dict.to_list ()

35 expect Some(student_input) =

36 list.find(

37 reference_inputs,

38 fn(i) {

39 value.quantity_of (i.output.value, register_policy, asset_name)

10 },

13 let student_address = student_input.output.address
14 expect Some(ref_input) =

15 list.find (

16 reference_inputs,

17 fn(i) {
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value.quantity_of (
i.output.value,
validity_policy,
#"56616c6964697479",
) ==
},

expect InlineDatum(ref_data) = ref_input.output.datum
expect RefDatum { subjects }: RefDatum

and {

signed_by (ctx.transaction, secreta),

amount == 2,

= ref_data

validate_grades (subjects, reference_inputs, student_address),

list.any(
outputs,

fn(o) {

o.address == student_address && value.quantity_of (

o.value,
policy_id,
asset_name,
) == 1

fn validate_grades(
policies: List<GradeToken>,
grade_inputs: List<Input>,
student_address: Address,
) -> Bool {
let values =
list.foldr (
grade_inputs,
value.zero (),

fn(i, v) {
if i.output.address == student_address {
value .merge (v, i.output.value)
} else {
v
}
Fo

list.all(policies, fn(p) { value.quantity_of (values, p.policy, p.name) >= 5 })

}

fn signed_by(transaction: Transaction, vk:

1ist.at(transaction.extra_signatories,

}

0)

VerificationKeyHash) {
== Some (vk)
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B Credential Issuance Code

In this section, we provide the complete code used to issue verifiable credentials by invoking the ProofSpace
API from a Node.js environment.

1 const crypto = require('crypto');

2 const axios = require('axios');

. const url = "https://platform.proofspace.id/service-backend/vl/service/
WwDZ3sgsvnYsSvofQ6zjT5/webhook -accept/credentials -issued";

5 const serviceDid = "WwDZ3sgsvnYsSvofQ6zjT5";

6 const credentialld = "WwDZ3sgsvnYsSvof(Q6zjT5:3:CL:721:tag";

7 const schemald = "WwDZ3sgsvnYsSvofQ6zjT5:2:University Registration:1.1";

¢ const userDid = "JRpxFRCH84RrQcptCzF3PN";

9

10 const private_key = "~----- BEGIN RSA PRIVATE KEY-----

11 MITJKQIBAAKCAgEAtsEaCBfGaRhWfkLuiKvK8InKgZyl0od1DcNA1Vi6éYaEmEru$S
12 e81PJfewXR3uxIg3SYOAGI6LYFFIJxAMcvHYEmOaxW51l040vihYRMA76t1/eo0l1Kp
13 3Cp7Ai8W9GshcQzbFwPX9UjbijHkRkwCIpW+iK/aipj/nBglLIJs0R4b9hpbB92Hz
14 +b4nviGBD5CAOvzbyDhLq/40Qby0vAsAFAQKZEqQBHQq4s +WcKDHXFkvsmxnzexAlH
15 JtGjhFU+B3myXPMoMEHUInoKWOcSez5/WmkUOrPcNu4jmVmpjnVek+7s9q8F+blA
16 RaI4WKUUM+MA3sBGkMt3QeyKOmOL9JfA5C3q0ZmJ4xkJvaK0zCdml8DbgKasIy/L
17 JMXkQZy0ZG1lg2YsjcLK31sElefAQ8d4/J4wSF+I/0uVKV/vxzVBx9kKgpUGJIQu9l
12 O0pGsxaQyZ94wUBiJybZqx8EUQmLIH70NjSAGFHEISPLO1qRihJRz3zVdIKn04k1I
19 £tqk477mz5YJD52zVq9w9qx770CzfH34N8pU/vTUaFmoWHhdnrb8s1XaATOMe jksA
20 kCK/wqUhYnGol8cNq92uTC/IdcEbBkHyHyQOHV88R1myoqY9bg4CbZzIDrtCzAUH
21 mN6fVCUVh7WLOPt5pskD3zPPv77gxzJYLI+/9k0gwCXHrk9kGnFwgjsJHcUCAWEA
22 AQKCAgABsPbLNWEeLt36DCeF90UJBdVsbqUwNhWOu2ZZG3maFrIyASOhWuMTIGAu
23 9Gx1wCb21LM2RvduPEJVLjZXR/qubPk0868YHNrFee3Nyo2yal+11jnBM11yEzp8
24 p5MnJy3N4Di66eIyPLT2m5R3enhJboswtirDalvxbjvrGIo3GSURY4Qs/wACJT/A4
25 UyeGDFYCW9cDb/YyaYrOnbFx/gj61Z+tR4JeCoCSzfI200Fg29355XYVm2I0gvVw
26 fOVRy+RGOgOjBosa/iTjJBhsnOVUj9qNXZXRwPOrNtXZu5/QxpzhCOBXhKFN3LU7
27 p7Gl3hSpGWDwqL48vS6bpF3iHrSqGN+d+WtNGCMWSNcq9b8XpO0ft7kx3XHMKYU /s
28 2+HtM03jpOfxr4i7tG/DZpaahLA/HEIWG4AK5CEKOLOUDYtqwyoNedoP jhkrbnxf
20 Kx4BX40b2DG83hU5imsp2zP7XAkmiIpNYNdXosFrKoWcBU3vCKus9/MGS34ZNOR4
30 9LhRA1I478qfsUXcmx1PcmIRyyobanZsyzxad9n/yxDxCZ50nnxCMvJUWSRU9Nn81
31 3dwafbgMV/ispxQXc90Tof61LCFV1lrukjNYIcz+03V31q2/tp+dL2UNZWObT72ED
32 Aw8SPy6yB5BYpNU1BdC+ jPmfDuD1nUPNSY8hBqV60ot1XNIDCnwKCAQEA9GctrVnB
PZHRMwPZfLOVK7AiWkLdoWThtmuNHRZmOXhepYH8xax1x6myQtkx3QYdJc1gpORC
BEoP8DtDdf0AZ4LGjic1GbXyHpI8bdgGf4H11EXZPr+P1AGLSyW8Ie+CYHfrKpYL
35 uHLaOIrSx4k+Fbj4B4obNEg/s4QSzQichI+UiwGmMuYx5KB1BXHnBWdNO+ICuwbJq
Q3XRffViOXcOwDJJESXyVdqzMVnb18bHRk jwxTx2tgFZEBVYLeWtX3YTeQkzP/Yx
37 xIvzzXVtTrZa/DyD/bXs9ea90J0q80ABmyWUESTFrzrbYnAQG2UWYyPb6gv2LwiD
38 1w5zTb5s0ZLOxwWKCAQEAv20Pu8TfUABm1Imo/IsDAOkoNB/OBpIEyfAeFHQOUPRG
30 3rz1i90Dn96PBfmly0TPQir1RnSxpcxQW6eyU1ZGKasLFoS41mrnFTvbd0of /2Vd
10 kbNcwFb3wnLjm1YP4ImP36ugM4z4n++y03UqbxzbwAsawq+5U+M0Z4miUrNRsPjz
11 OPBC125VLX03wFvP8qhIToDHnO5GNUBPCWZtt1lgi7Lwu8C/BRLGFSfIBAU7HFLIh
12 3foeLh6u+I4F1/ew8KMkrHxnQxDzMI8HaVtjwGtNdZmyXwf4M4ekJfGMowbPLh+k
13 3Ud681i2KPAmR2k50uS+gt /RfBY1qxqGCs22urK51EwKCAQAhaQVugCmft6pQfgMé
12 MXGOMjTP//oKOR8977/vrQNLOVg+6eEjKKkVPVZ4GvbdDxvm8gd3Ixj/0xyoq4FS
15 W4I/JDp+bk+s/x11Inq0TYy924c+iHnlQQygoAFpuXPZc8Nv6pTEUpSx10nLlvav
16 fkx1bb7CURfc8s96e+CSFMbItNQKmKQeqydA6MhGkUaSj4etImVcEObBiBamUGg8
17 2D3m1DyEuJpDME10vqL2AV92dTwsylIOGUUS1MhkJdSoixyoXCCcasxs4PDoM1lhJ
12 /VW8y40Dnt4Q04UysqmPbT2K9vOhxtQbWOFoWIdrJOuDLADBIvd5gSe3+2q5wwFY
19 qRO7A0IBAQCQ9qh5i8eJMCSvQ2iDh0pKzLXzc1c7000B2CMPXkjYHayGzQoQdtjt
50 On8BCWNw1UXXV+zS5EA7zJP2NPKohacwmuUUsoG/bs18nQ2+ZibBJCRN2ESfK701I
51 tjSDSBNR+RrJSZFSOK13hPApjosKBilkM4SadrSkQGVJIGO0f2Ug9+ulF7zyer0E4
52 RVu/Akhh/0pO+LUxtIfaf87a0YS4F9qq6H+rSJ7VxJGpw+ja8qtOkslu7qC4UGgO0
53 tmjaeiq2sPVu4e7ZLRbdaRM1yA2shBXuvuwDZ2egrlGyok/cjaWLyk7xe9YxXCdY
54 ++5GIi/mpZjSde8XpE8GCP2Pn70ot7xedAoIBAQDEnlbgWPS2t1dLoVFG4ega9x09
55 G/SVen5kkmLRaBNLV6rGRnCQoYkosUdbKMUsTb8WJIGJhI1llu5u0SgbaYyxrG63ob
56 FADgVjIPJnelL1xnX3s6qP9084k2cBqwE3LtNfVK6eWYEwXvaeHQN/Ur3KbJQ3tDi
57 LkNpzd4ysqRmyO01UOIQxWGOnnM+LDRjhmong8u+HAeiYmZ9WZ2D06nd5dbql19FeT
55 FOdJYc4jhBZQoW70aaNAMJ4JY/ViM10ISzjwaWcanQOB1pHOykOoSReWd82BFQfb
50 sLC/A+iBdA4dNfB9fnB+zrFOPhp+2mpMZ0OnNyo5Nvm2NO8wV0OYk51hoOpsEj

60 —=—=-=-- END RSA PRIVATE KEY-----

63 const credentialValues = {
64 credentialld,
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schemald,
fields: [
{ name: "School", value: "ECE NTUA" },
{ name: "StudentID", value: "ell17108" },
1o
utcIssuedAt: new Date().getTime (),
revoked: false

};
const request = {
serviceDid,
subscriberConnectDid: userDid,
subscriberEventId: "",
credentials: [credentialValues],
issuedAt: new Date().getTime (),
};
const headers = {
'Content -Type': 'application/json'
};

const binaryBody = Buffer.from(JSON.stringify(request), "utf-8");

const key = crypto.createPrivateKey({ key: private_key 1});
const signature = crypto.sign('sha3-256', binaryBody, key);

headers['X-Body-Signature'] = signature.toString('base64');

axios.post (
url,
binaryBody,
{
headers: headers
}
).then ((reply) => {
return reply.data;
}) .catch((err) => {
throw err;

B
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