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ITepiindm

Ov avtaywviotixée emdéoelc oty enelepyacia guohc Yhdooas (NLP) onotehodv xplown anelhd yio v
OXEQULOTNTAL TWV HOVTEAWY Tadlvounone xewwévou. Arnulovpyodvtac wxpéc diatapayéc ota dedopéva eloédou,
unopolv vo utoPBaduicouy onuavtnd Ty anddooT] TwV LOVTEAWY, TURUTAAVOVTIC TA (OOTE VO XEAVOUV ECQPUAUEVES
TpoPBAédelc, evdd mapdhhnha dev emnpedlouv Ty avipdrivy xpion. Xtnv mopoloa SatePr, diepeuvolue T
BUVATOTNTA EQPUPUOYTHC TWV UEYEADY YAWwoowwY Lovtédny (LLMs) w¢ aviyVEUTEC TETOUWY AVTAYWVIC TIXADY ETL-
Yéocwv. I to oxond auTd, aVaTTUGGOUUE EVaL TAXIGLO UMY OVIXHC TEOTEOTWY UE OTOYO TN dnuloupyio TpoTEoTtY
QuoMhc YAWooog mou emtpénouy otar LLM va emtehécouv anoteleocpatind autd to €pyo. Algpeuvolye Tig
emdpdoelg mou €yet xdde epapuolduevn Tey VX TPOTEOTNE 0NV AndBOCT TWV LOVTEA®Y Xal eEGYOUUE GUUTERHO-
HOLTOL OYETLXG UE TN DUVNTIXT] ETAEXELD TWV HOVTEAWY GE UTH TNV €QopUoYh. Aol xatahhEouye oTny TeoTEoTA
HE TIC XUAUTEPES EMBOOELS, TN YENOWLOTOWVUE Yot Vo aloAOYHOOUPE TNV xavdTnTa aviyveuons entdécewy and
nolhamhd Meydha Mhwoowd Movtéla oe BlapopeTinols GuVBLAGUOUS GUVOALY BEBOUEVKY TOEVOUNONG XELWE-
VOU, OVTAY WO TIXWY ETIECEWY Xou LOVTEAWY-DuUdTwY. TIpoxeiuévou va a€lohoYHAOOUUE TEPULTER® TIG EMBOOELG
ATOV TV Yedodwy, die&dyouue pa avitpodmivy alohéynor xon gia évay €Aeyyo opBdoTnTag yiol Tuydv wdhuvon
TV dedopévwy. Emmiéov, mpotelvouue pior AR TEOCEYYLON YLOL TNV AViYVEUCT] OVTOY VIO TIXWY XEWEVGY, 1|
ornola ypnotwonotel to o To und enideon YAwoowxd poviého, endenpnvtac g Tafvouroelc Tou divovtal oe
%30e PEUOVWPEVT TPOTAUCT) EVOC XEWEVOU X0l GLYXEIVOVTAC Teg e TNV ToEVOUNoY Tov divetal oe 0AOXANEO TO XEl-
pevo. Agol a&lohoyrioouyue eniong autH TNV TEOGEYYLON UTG TOAAATAY Gevdpla, cuvdudlouye Tic 800 uedddoug
HOC OE ULl EVOTIONUEVT] TPOGEYYLOY), 1 ontola 6T cuVEYELN oLy XplveTon Pe dAla olyypova mhaiota aviyvevong.
Ta melpopatind yac anoteréopato Setyvouv 1660 TNV AvayXAOTNTO Y XATIAANAN PNy ovixT TeoTeonic 600
xou TN duvnTen anoteeopotxdtta e teotponc LLM oty aviaywviotxn aviyveuor. Emniéov, o cuvdu-
AoPOS TN ME TNV eNioNg amoTeAeoyaTixy, De0TERT TEOTEWVOUEVY UED0D0, UmOBIDEL AVTAY VIO TIXE ATOTEAEGHUATL
xot XHEPOVEL TNV TPOCEYYLoY Hag w¢ wa Aoon yia Ty plug-and-play aviyveuon avtoay VIO TIXGOY HEWEVIXWDY
BELYHATWY.

AgZeig-xhedid —  Avtaywviotixéc Emdéoeic, Aviyveuon, Talwvéunon Kewwévou, Meydha I'hwoond Mov-
téha, Enelepyaoio Puomric I'hdooag






Abstract

Adversarial attacks in natural language processing (NLP) pose a critical threat to the integrity of text clas-
sification models. By generating subtle perturbations in input data, they can significantly impair model
performance, misleading them into making incorrect predictions, all while not affecting human judgment. In
this thesis, we investigate the applicability of Large Language Models (LLMs) as detectors of such adver-
sarial attacks. To this end, we develop a prompt engineering framework with the goal of crafting natural
language prompts that enable LLMs to effectively perform this task. We investigate the effects that each
applied prompting technique has on model performance and draw conclusions about the models’ potential
competence at this task. After arriving at the best-performing prompt, we use it to evaluate the adversar-
ial detection ability of multiple Large Language Models across different combinations of text classification
datasets, adversarial attacks, and attacked models. In order to further evaluate this methods’ performance,
we conduct a human evaluation and a sanity test for data contamination. In addition, we propose another
approach for adversarial text detection which utilizes the attacked language model itself, by inspecting the
classifications given to each individual sentence of a text and comparing them with the classification given
to the entire text. After also evaluating this approach under multiple scenarios, we combine our two meth-
ods into a unified approach which is then compared to other state-of-the-art detection frameworks. Our
experimental results show both the necessity of appropriate prompt engineering and the potential efficacy of
LLM prompting in adversarial detection. Furthermore, its combination with the also effective, second pro-
posed method, yields competitive results and establishes our approach as a viable solution for plug-and-play
detection of textual adversarial samples.

Keywords — Adversarial Attacks, Detection, Text Classification, Large Language Models, Natural Lan-
guage Processing
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Chapter 1. Extetopévn Ieptindmn ota EAAnvixd

1.1 Oewentixd urdéBadpo

1.1.1 Avzaywvictixég Envdéoeig otny Enciepyacioa Puoixnig I'hooag

To tehevtaia ypdvia, to Badid Nevpwvixd Alxtuo (DNNs) éyouv yenowonomdel anoteheopotind yior Ty ov-
TIETAOTIOT JUoXOAWY TPoBANudtwy ot Todanholc topelc. Qotdoo, éyel anoderydel [61], [18] dtL tpononoudvTac
xotdAAnAo Vv eloodo evég DNN, etvor Suvatdy va 1o Eeyehdoouue WoTe Vo xdvel havioaouévn npdBiedn, eved n
avitpwmvn xplon dev ennpedleton. Autéc ol Tpomononuéveg elcodol efval YVOOTEC WC aVTAYWOVIO TIXd Tapadely-
poTor xou EvovTt autdv, N anddoorn twv DNNs unofoduiletor onpovtixd. Autd amotehel onuavtixy anethy ylo
ta ovoThdata ou Poaocilovton oe DNN, 1dlwg autd mou avantbooovial oe mpaypotixés, xplowes and dmodn
ac@dhela epappoyéc [57).

Ye auth) TV evotnta Yo 0ploouue TO TEOBANUA TWV AVTUYWVICTIXWY eTIECEWY, Yo ONUIOVEYCOVUE Lol ToE-
WOUNOT Y TS avTaYWVIoTIXES emécelc xeévou, Yo SiepeuvAcouue tov tpémo alloddynofc touc xou Yo
BLEPELYVACOUUE OPLOPEVES YAPAXTNELO TIXES pedddoue emdéoewy xelpévou.

Opwopol
Bad0b Nevpwvixd Aixtuo (DNN): Evo Badt veupwvind dixtuo (DNN) urnopel va avanapootodel we n

ouvdptnon F : X =Y, n onola anewxovilel o alvolo eio6dou X oto chvoho mpdfiedng e€ddou Y.

Avatapayn: Ou dotapayée elvon uixpée odlayéc mou npootidevton oxdmua otny apyixt| elcod0 TEOXEWEVOL
vo apamhaviioouy To DNN oto va xdvouv Addog npdBhedm.

AvTaywviotixd IMapddeiypo: O emtidépevol dnuiovpyolv avtaywnviotxd napadelyuata tpocdétoviag
HIXpEC Blatapayég otny opywt elcodo, ol omoleg oty cuvéyela Eeyehoty To DNN. Tumixd, €vo avTaywwioTino
nopdderypa ¢’ unopel va oplotel we e€hc:
Flz) =y
¥=x+e (1.1.1)
F(')=yy #y
, 610V € elvan 1 TpooTdEpevn drotapoy . Tautdypova, to x' npénel va elvon averaionto and toug avdpnrouc,

Tedypo Tou onualvel 6Tt oL dvdpwrol Yo e€uxolovificouy va To TaELVopolY e Tov (Blo TedTo 6TwE To apyixd
Topdderypo xou 6Tt dev Yo mpémel va elvon oe Yéom var T Soxpivouy petadh Toug.

Movtélo Xtdyoqc: To yoviého nou déyetan enldeon ye avTtorywvio Tixd nopadelypota ovopdletal WovTélo-
oT6)0C.

Togivounorn twv Avtaynvictixov Entdécewy Kelwpévou

Ov avtaywviotixég emtdéoelc oto NLP uropolv va xatnyoptonoindodv yenoionowwvros éva tAfdoc xettnelwy.
Ye auth] T evOTNTA, ELOAYOLUE [Lat TAEVOUNOT YLl TETOLEG EMVECELS.

IMTpboPBaocr oto Moviéro

Mo onuovTiny Slopoponoinon TV avToyWVIOTIXOY TUpAdELYHATY elvon av mapdyovto Ye tpémo black-box 1
white-box, 6cov agopd tn Slodéoiun tpdofocr oto ctoyevuévo poviého DNN.

Yy mepintwon white-box, o emtidéuevoc éyel ancpidpiotn mpdoBacn oto DNN, evey oty mepintwon
black-box, ke ol ecwtepixéc mAnpogpopiec tou DNN bev elvon mpooPdoiues xow 1o pévo mou ebvon Sordéoiuo
elvar oL é€odol Tou.

TOrog Xtdyevong

Ou avtaywviotixée emdéoeic umopoby va Y weloTodv 68 GTOYEVUEVES XL U CTOYEVUEVES Ue Bdom TNV emdlwxd-
pevn oadhayt tne neoBiedng e€68ou.

Ye yio otoyeuuévn enldeon, 1o avTaywVIo TN TaRdBELYo XATEVYUVETOL TIPOC Uiol CUYXEXPUEVY TEOBAEdT, N
omnola efvon 0 61d)0¢ Tou eEMTIEUEVOU, EVE OTIC UN OTOYEUPEVES EMIETELS, O UOVOC OXOTOE TOL OVTLTAAOL £lvol
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1.1. Oewpnuxd vndBadeo

vo e€amathoel To Yovtého, mpdypa Tou onuolivel 6Tl 1 TpoBAiedn unopel va eivon onotadrnote havioouévn.

Human perception DNN prediction
B i AR R i
, I The movie *s biggest is its complete and .

Negative ! ) I Negative

| utter /ack of tension. !
Adversarial attack
(change “lack” to “dearth™ )

f%ﬁ'""7'&"&{77""]1"11"
e movie ’s biggest is its complete and |

Negative ! g8 . P | Positive
| utter dearth of tension. !

Figure 1.1.1: Iapddelypa aviaywviotixrg enldeong otnv avdiuon cuvatctfiuoatoc. H aviixatdotoon tng Aéng
«lack» pe to ouvdvuud tng «dearth» petafddiel v nedBiedm tou woviehou and apvnTxy oe YeTixr, EVEK TO
cuvaioinua tou avthaBdvovior ot dvlpwnol napopéver apvnTnd [54]

Eninedo Alxtapaydv

To xpLthplo Tou eTTEDOU DLUTAUPAYC APORA TIG CUYXEXPUIEVES LOVABES XEWEVOU OTIC OTOlEC TEAYUAUTOTOLOUY-
To ot Bratoparyée Yo T dnoupyio avtaywvioTixey topadetypdtwy. Ot umoxatnyoplonoioel; elvon eninedo
Yopaxthpa, eninedo AéEng, eninedo npdtaonc xou moAveninedo.

Eninedo Xopaxthpo: Xtic emidéoelc oe eninedo yopoxthpa, Uepovwuévol yapaxtieee Yéoo oe AéEelg
TEOTIOTOLOVYTOL TEOXEWEVOL VL BNLoupyYNUYolY avTaywVio TXd TopadelyoTa.

Eninedo A€gng: O emiéoeic oc eninedo Aé&nc Slotapdooouy ohdxhneee Aé€elg avtl yio UEHOVWUEVOUQ
YORUXTHEES OTLC AEEELS.

Eninedo Ilpotaone: Xt emdéoeic oe eninedo mpdtoone, unopel va tpomonoindel oAdxiner 1 Sour| tng
TEOTACN.

IToAveninedo: Ot emdéoelc TOAATAGY emnédwy cuVBLALOLY TEPLoGOTEROUE amtd Evay omd TOUC TEONYOVUE-
VOUG TUTOUS BLaTopo OV TEOXEWEVOU Vo EEYEAGGOUY TO LOVTEAO-GTOHYO.

MeéOdobdog ITapaywyns

Avtn 1 te€wounon avagépeton ot dadacio ue TNy omolo TapdyovTal T avTaY VIS TIXd Tapadelypote. Xopl-
Coupe g mbavée pedodoug oe €L Timoug: Paolopéves oe xAlom, Baclouéve oe Bedtiotonoinoy, Baclopéve oe
onpavtixdnta, Paclopéves oe eneéepyaoia, Baoioyéves oe mapdpeact) ot BacIoUEVES OE TOEAYWYIXO HOVTENO.

Boaoiopevn o KAion: Autéc ol teyvixéc nepthaBdvouy Tov UToAoYLoRS NS ERnpoodilag Tapay@You oty
eloodo xou T dnuLovEYid AVTAYWVIGTIXWY Slatapay®V Péow NS omododiddoone xhiorne.

Baoiopevn oe BeAtiotonoinon: e auth tn otpatnyixr, o 6T6)0g eival 1 UEYLOTOTOINGT TOU GHIAUATOS
npeoPAedng Tou wovtéAou-tiuaToc, SLTneMVTAS TUPdAANAL T1) Blapopd HETAED TOU AVTOYWVLO TIX0U Tapadelyuo-
TOC X0 TNE APy XNE ELOGBOU EVTOC EVOC CUYXEXPWEVOL Oplou.

Boaoiopevn os Tnpavtixotnto: Yto thalolo autic g Tpocéyylong, 1 Slobixactio emAoyhc Twy oTolyelwy
xeWévou mou Vo Tpononoindolv xo Tou TEdToL Tpomomoinorc Toug e€upTdTAUL ANO TN CNUAVTIXOTATA Xdie
otolyelov oe oyéon ue g npofrédeic Touv povtélou-Hluatoc.

Boaowopévn oe Enciepyacio: Aut n uédodog nepthaufdvel Tn Sloudp@worn ovToyOVIoTIXWY To-
PODELYHATOV ATOXAELC TIXA UECK PACIUDY EVERYELDY, OIS 1) ELOAYWY T, N apalpeon 1 1 avTaAAayY| YaeaxTHewy,
MZewv 1) tpotdoewy Yéoa oTo XelUevo.

Baoiwopévn oe ITapdgeaon: O emiéoec autod Tou TOTOU Topapedlouy Wia TeOTACT, TOU aEyLXo) oV TL-
YEdPou, SLUTNEMVTASC T1 ONUACLOAOYLXY) OUOLOTNTA XU T1) YEUUUATIXH.
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Chapter 1. Extetopévn Ieptindmn ota EAAnvixd

Baoiwopévn o IToapaywyixd Moviéro: Auth n teyvixy oflonotel mapaywynd wovtéha 6mws to Avo-
yvevwnund Avtayoviotuxd Alxtua (GANs) [17] xou povtého xwdixomonth-amoxemdxotomts yio T dnuoveyia
AVTAY WOVLO TNV HEWUEVOV.

Original Text Prediction: Entailment (Confidence = 86%)
Premise: A runner wearing purple strives for the finish line.
Hypothesis: A wants to head for the finish line.
Adversarial Text Prediction: Contradiction (Confidence = 43%)
Premise: A runner wearing purple strives for the finish line.
Hypothesis: A racer wants to head for the finish line.

Figure 1.1.2: Toapdderyua avtaywviotixfc entdeons otn cuvenaywyy xeyévou. [2]

Eqapuoyés

Me Bdorn v epoguoyr) NLP yia tnv onola dnuiouvpyolvtol oL avTaywvioTixéc emEcELS, UTOROVUE VoL TG
TaELVOUACOUUE OE EVVEX XUELEC XOTNYORIES: TASLVOUNOY XEWEVOU, UNyovixy UETAPEOOT), UNYovIX: XaTavonon
XEWEVOU, AMAVTNOY EPWTHOEWY, CLUVETAYWYN XeWwévou, emonueinon pépoug Tou Aoyou, meplindm xewévou,
ToEAY YY) BLAAGYOU Xl TORUTEOTUXES EQUPUOYES.

TaZivounon Keitpwévou: Yty ta€ivounon xewwévou, o atoyoc elvor vo tadivoundel to dedopévo xeluevo oe
ot amd e mdavég xhdoerc.

Mmnyavixh Metdppacn: ‘Eva cOhotnua pnyavixfc HeTdppaons YpnNotLoTolelTon YLo TNV QUTOUOTY) HETPEAOT
XEWEVOU OO Lo YADCOH OE Uil GAAT).

Mnyavixr Koatavonorn Kewpévou: To €pyo twv custnudtwy unyovixic xatavénone xewévou (MRC)
elvan vou e€dryouv vonua and éva dedouévo xelpevo, dnwe axpBag Yo éxave évag dvipnnog.

Arndvinon Epwthoswv: Ta cuothuato andvinone epwthoeny (QA) unopolv vo amovtodyv autdpote oe
gpWTNTELS, BEBOUEVOU EVOS XEWWEVIXOU TAoLaiou.

Yuvenaywyr Kewwévou: O otéyoc tne ouvenaywyhc xeévou, eniong YVwoTig ¢ cuunepaouatoloyio
puowiic Yhdooag (NLI), elvon 1 a&iohéynon tne oyéone Letald wog npobnddeons xaw evée xewévou vnddeornc.

Enwonpeinon Mépoug tou Adyou: H emonueiwon pépouc tou Adyou (POS) elvan 1 mpoxtxd tng
TalvOUNomMe Twv AEEWY HEoa OE €Vol XEUEVO OE Lol GUYXEXPWEVT XoTNYOoploToiNoN Hépoug Tou Adyou, ue Bdon
évay ouVBUUoHS T6o0 ToL EYYEVOUC 0plolol NS AéEne oo xou Tou TAaaiou TNg péoa 6To XE(UEVO.

ITepiindn Kewpévou: O otdyoc e neplhndng xewwévou elvar 1 mopoy) WA cOVTOUNC %ol GUVEXTIXNG
nepiindne mou va mepixhelel T yeViXY) oucia EVOC GUYXEXPUEVOU XEWEVOU.

IMapaywyn Ataldéyou: H nopaywyr] Sloddyou avTinpoonmredel W EQUpUoYT) TopoywY NS XEWEVOU OTou oL
ATAVTACELS TOEAYOVTOL AUTOUATA CUUPOVA PE BAoT TIC ELGOBOUC XEWEVOU Tou YeNoTH.

IToAutpomixéc Egapuoyeg: Iépa and Tic epupuoyéc TOU doyOhOUVTOL UE ATOXAELG TIXA XEWEVIXES ELGO-
B0oUg, UTAEY 0LV X0l TOAUTEOTIXES EQUPUOYES TIOL UTOPOLY Vo xaTnyoploTointoly elte w¢ xelyevo-xou-dpaot) eite
WS AEUEVO-XAU-T)OC.

Etvon onuavtixé va onueiwdel 6Tt ToAlég avtaywvotixée emdécelc unopoly va yenotwomolntolv oe moAléS
dlapopeTixéc eappoyéc NLP.
AZLohoYTMon Twv Aviaywvictixwyv Emtdéocswyv Kelpévou

Kotd v oohdynon twv aviaywviouxody emdécewy, Ttéooeplc Tpotopyixés mtuyée yprlouv eétaonc:
ATOTEAEOUATIXOTNTA, U1 AVTLANTTOTNTA, AMOBOTIXOTATA XAk SUVATOTATO UETAPORUS.

Arnotelsopatixotnia Twv Emtdéoswy
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1.1. Oewpnuxd vndBadeo

H o&ohdynon e anoteAeopatxdTnToe avTxatonTe(lel TNV XavOTNTA Yo ovTaywvio Txhc enideons vo napa-
mhavrioer évo DNN @ote vo nopdyel eapotuéveg e€660ug xou xatd cuvéneio va uroBadploel Ty anédocn Tou.
To T yétenomn authc TS TTUYTNG, UTOPOVUE VOl YENOWOTOCOUKE TG axdhouvdec UeTpixéc ambdoong.

ITocooto AxpiBeiag: Auth 1 uetpunn LTOBNAGVEL TNV aVaAOYId TWV CWOTA TAELVOUNUEVLY TURAUDELY ATV
and 10 HoVTENO-GUUN OE GYEDT HE TO GUVOAO TWV TOLABELYUATWY ELGOBOL.

ITocooto Emtuyiag Enideong: e avtideon ye to nocootd axpifeloc, to mnocootd emtuyiog eniveong
ONAWVEL TO TOGOGTS TWV TAUPABELYUATKY oL TIEOBAEQPUNXAY EGPUAREVA artd TO HOVTELD Vo ueTag) TOU GUVOIOU
TOVY TUPADELYUATOY ELGODOU.

Meiwon AxpiBeiag: Auth n yetpx) npoc@épel pla mo dionodnuxy) aflohdynom, xadoe yopaxtnellel
ueTaBoAr) tng axp(Belac TEly xou PETd TNV avtinoin enldeon.

Eivow onuovtind va onuewwdel 6t pe Bdon ty epapgpoyr) NLP mou e€etdleton, unopolv enione va yenoylomol-
ndovv mo eZeldneupéves petpinée, énwe 1 Poduoroyio F1 4 n Baduoroyic Area Under the Curve (AUC)
yio epoppoyéc Tadvopnone xou 1 Badporoyio BiLingual Evaluation Understudy (BLEU) yw egopuoyéc
napay YRS

Mn AvTuianniotnta twv Envdéoeswy

Ou petpiée un avtAnmudémnrog o T avtayoviotxée endéoelc oto NLP pnopolv va xatryoptoromdoiyv
oe 000 OUddES: UETPWEC OLVEYOUG YWEOU YLo DLAVUOUOTIXG BEQOUEVAL Xl UETEIXES OLaXELTO) Y(OEOU YLo
AXATER YOO TOL XELIEVIXE, SEBOUEVAL.

Mezpuxég Xuveyols Xwpou

Mepuég and tic Metpixée Yuveyolg Xwpou eivan n Eudkeldeia Andotacr, n Ouotdtnta Buvnuitdvou xau 1)
Anéotoon tou Metaavnt AéZewy (WMD),

Mertpuxég Avaxpitold Xwpou

Mepwxéc and e Metpinée Awaxprtod Xddpou etvon 1 Andotoor Enelepyacioc, o Aptdude Alhaydv, n Al
ohoynon Leaupatiene xon Lovroéng xaw o Yuvtereothc Opoidtnrag Jaccard.

Anoteiecpatixotnia Twv Entdécswy

H amoteheoyatixdtnta tng entdeong UeTpd TNV anodoTixdTNnTa TNg 6G0V aPopd To Yedvo enideong, Toug utolo-
Yo TX00¢ TOPOUE TOU AmottodVTL Yiol TNV Tdovy) EXTaUBEVGT) Xo T1) SNULOVEY (O AVTOY WVIC TIXMY DELYUATODV Xal
70 MU0 TWV EPWTNUATWY GTO HOVTENO-GTOYO.

MeTagepoipdtnta Tov Entdéoceny

H yetagepoiudtnra deiyver ty suehi&io plog yedddou enideons. Luyxexpiéva, exppdlet xotd tOoOV To avToy-
WVIo T Topadelypato mou Eyouv mapay Vel Yio EVol GUYXEXPUEVO HOVTENO-GTOYO, O EVal CUYXEXPULEVO GUVONO
dedopPEVeY, UTopolV Vo emitedoly anoTeAeoUATIXE o8 €val GAAO UOVTENO 1) GUVOAD BEBOUEVLY.

1.1.2 "Apuveg Katd tov Aviaywvictixovy Entdécewy oto NLP

Ye ouTh TNV EVOTNTA OVUAUOUUE X0 XATNYORLOTOLOUUE TOUC BLapopeTiXoUs TOTOUEC GUUVAS AMEVOVTL OTIC ov-
TayoVoTxég emtdéoelc Omwe autol €youy mpotadel and TNV EPELVNTIXY XOLVOTNTO YIO VO HETELACOLY oUTO TO

TedPAnua [67].

Avutég ol oTpaTnYIXEC UnoEolY VAl YWeloToLY ot 800 X0PIEC XATNYOR(ES: TNV AVTAYWVIC TIXY EXTOOEUCT) Xl TNV
aviyveuon aveuaitoy. Auth 7 didxplon unopel vo neptypagel dlapopeTind we e€Ac: duuveg Tou BEATIOVOUY TNV
eLpWOo Tl EVOC HOVTENOL XOTd TN QAom NS eXTOBEVCYC TOU XAl GUUVES TOU OVLYVEDOLY TIC OVTAYWVIO TIXES
emdéoelc xoTd T BldpXELd TNE TORAYWYTE TEOBAEONE and To wovtéro-Giyua.
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Chapter 1. Extetopévn Ieptindmn ota EAAnvixd

AvTaywviotixy Exraidevon

H avtaywviotind exnaldeuon etofydn yio npdtn gopd and toug Goodfellow et al. [19] xau eivon 1 otpatnyd
UTEPAOTILONG TWV VEUPWVIXADY BIXTOWY amtd avTary wvloTxég emtdéatls, 6mou uéow tne exnaidevorc toug padaivouv
vor vy Veptlouy 6woTtd TO00 To dpYtXd 0G0 Xol ToL AVTAYWLCTIXG JelypaTa.

And ne epyooiec mou ypnowonowlv v exmaldeuoy, pe avtifoec datapayéc, OPIOHEVES EUTITTOUV OTNV
xatnyoplor e emainone Sedouéviv, OTOU BNUIOLEYOUVTAL OVTOYWVIOTIXG TUpUdElyUoTo Xou OTN CUVEXELD
TA ELOAYOOUY OTO GUVOAO Oedouévev exmaideuong Tou povtéhou. ‘Adhec, yeENOWOTOWOUV T TOEAYOUEVA
AVTAY WVLO TG BELYUATO (G XAVOVLXOTONTES XATE TNV EXTA(DEUCT] TOU HOVTENOU.

Aviyveuvorn Avopoiidy

O otdy0g g avlyveuomng aVeUIALGY Elvol EAAPEXS SLaPopeTIXdE A AUTOV TWV TEOUVAPELVEVTWY GUC TNUITWY,
xod®¢ TeLAAUPBAVEL TOV EVTOTULOUS XL TNV OVAXTNOT OVTOYWOVIOTIX®Y DELYUdTwY, To onola Yo unogolooy ot
ouvéyela va yenotgorondoly yia oxonols gpunvevcudTNTIC 1 eldomolnong Tou Loviéhou-OUpaTog, ot TEpLN-
TOOoEG Omou auTo elvon enwperéc.  Aopfdvovtog umodn T Blaxplth OO Tou XEWEVoU, QUlvETL AOYWO VA
diepeuvniel 1 SuvaToTNTA dUEONS BLAXELONG UETAEY UPYIXWY KOl AVTAY WG TGOV delyudtewy oto NLP. Emnhéov,
oplopéveg mpooeyyloec otn BiBhoypaplo emiyelpolv va Blop¥doouY Xal TIC EVIOTUOUEVES OVTUYWVLOTIXES OL-
ATAPALYES, TPOXEWWEVOU VO ALEATOLY TNV AVIEXTIXOTNTO TOU HOVTENOL.

1.2 MeJYodoroyia

1.2.1 3uveiocpopd
O\ ouvelopopéc e napodoos dSotplBric elvor ToAAmAES xaL umopoy va cuvoPloToly we e€he:

o AvantOloye éva anAd mhadolo yio TNV avdntuln tpotponty mou emitpénel TN yerjon LLMs yio to épyo
e aviyveuong Twv avtaywwioTxdy emdéceny atny tadivounon xeiévou. Ilpdxeitan yia pior uédodo
nou elvon aveldptnTn and TV dpYLTEXTOVIXY Tou Yovtéhou-Topatog xot doxipdletol Evavtl TOANATADY
AVTAY WVIOTIXOV ETLIECEWY.

o Ilpaypatonoioaue piot OhOXANEUEVT avdiuon Tne xavotntac Twv LLMs oty aviyvevon emtdéocwmv. Ta
VoL 0ELONOYHOOUME TEQUUTEPR T ATOTEAECUATE OGS, TEAYUATOTOOUUE (Lol avOp@dTvn a€loAdYNoT) xou vy
Eheyyo opldTNTAC Yo TN UWOAUVOT] TOV DEBOUEVWLV.

o llupoucidoope Evay anhd, ahhd ATOTEAECUATING TEOTO AVl VEUGTIC AVTOY WVIGTIXMY XEWEVGY, AELOTOLOVTOC
10 {610 TO povtélo mou déyeton emldeon. Auth 1 uédodog elvon enlong pwovieho-oyvwoTxh xo e&loou
EMTUYNC EVAVTL TOANATAGY TeYVIXWY entldeone.

o Juvdudooue Tic 800 TEOTEWVOUEVES HEVEBOUE WoC OE Wi EVIaol TROGEY YLOT), EMLTUY Y AVOVTOC ETUBOCELS TTOU
avtaywvilovto tic Théov alyypoves pedddoug aviyveuong.

1.2.2 30Ovolo Acdopévmy
YUVvoia Aedopéveyv TaZivounone Kewpévou

INo v mapodoa SwtelBt], yenoonolioaue 2 SlopopeTind oOvoha BEBOUEVWY TOU YENOWOTOLOUVTUL EVREWS YLot
v tadvéunon xewévou: IMDD [41] xow AG-News [80].

IMDb To olvoho dedopévwy IMDDb amoteleiton amd xpitinéc Touviddv TOU TEAYUATIXOU XOGUOU, Ol OToleg
yenowonololvtal yia Ta€lvounone cuvatotiuotog, 6mou oe xdde xelyevo divetar plor eTixéta Oetixn 1§ Apynuny.

AG-News To clUvoho dedouévwv AG-news elvon éva odua eWBNCEOYPAUPOY dplpwVy, GYEBIAOUEVO Yo TNV
tagvounon xewévou. Ilio ocuyxexpéva, xdle xelpyevo amoteheltan and évav titho eldnone oc ouvduaoud ue
o oOvtopn meptypapt| xou uropel v Tovoundel oe pia and téoocepic Srapopetinée xatnyopies: Kbopog, AUA-
nrioude, Enyepfoec f§ Enotiun/Teyvohoyia.
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Avrtaywvictixéc Emdéoeig

‘Ocov apopd 1 dNULovEYio OVTUY VIO TIXOY XEWEVOY, YENOWWOTOoUUE 3 oAb TIC MO YVWOTEC XUl ANOTEAEC-
potinée emdécelc otny epeuvtixd xowétnto: TextFooler [24], PWWS [55] xau BAE [15].

TextFooler To TextFooler elvar éva amhé ohhd amotereopatind mAololo aviaywviotxhc entdeone, to onolo
evtonilel onuavtixéc Aé€elc oe éva 0edouévo xelpevo xou Tig avTixahoTd Ue onuaclohoyixd TopduoLes, uéypl Vo
XOTAUPEREL VoL avaTeédel TNy TeoBAed Tou povtéhou-GiuaToq.

PWWS (Probability Weighted Word Saliency) H enidcon PWWS (Probability Weighted Word
Saliency) etvou pior pédodog avtixatdo taone cuvewviuwy 1 omola haufBdvel unddn T660 TNV euxpivela TV AEEewv
600 xau 1N yetoBoly) e mdavdtnTog Tagvounone xatd T dnuLovpyia dlatopay @y,

BAE (BERT-based Adversarial Examples) To BAE (BERT-based Adversarial Examples) eivar o
black-box ernldeon mou aflomoel tn povieromoinon e YAbooog ue udoxa tou BERT péow tpudv tinwy Aet-
TOURYLOV: OVTIXATIO TUOY), ELCAYOYT) Xol DLy Qo] LOOXDY.

MovTéha OOpoto

T tor mepdpatd pog, yenowonotooue 2 dlapopetind poviéha taévounone xewwévou mou da deydolv avtory-
oviotxéc emdéoec: BERT [9] xor RoBERTa [38].

BERT To BERT (Bidirectional Encoder Representations from Transformers) eivou éva yYAwoowd poviého
BACLOUEVO OE UETAGYNUATIOTES, GYEDBLUCUEVO VLol VoL TRO-EXTUOEVEL aup{BpOoUES, CUUPEAULOUEVES OVIUTOPAUCTICELG
MEewv.

RoBERTa To RoBERTa (Robustly Optimized BERT Pretraining Approach) yzilet ndve oto BERT,
BeAtudvovtog T Stadixacior TeoextaldeLchc Tov.

1.2.3 IIpotewodpeveg MéDodol
ITeotponyy LLM

Ipotelvouye éva mhalolo xataoxeLHC TEOTEOTNC, OTOL UE SEBOUEVO TO GTOYO TN AViYVEUOTC AVTOY WVLGTLXMY
emdé€oewy oTNY TOELVOUNOT| XEWEVOU, 0 OXOTOC oG EVAL Vo SNUoLEYNCOUUE Uiot BEATIOTOTOINUEVY) TROTEOTH
QUOIXAC YAWOGCOC TOU YEYLOTOTOLEL TNV IXOVOTNTA EVOS UEYHAOU YAWGOOIXOU UOVTEAOU Vo EXTEAECEL AUTO TO
épyo.

H npotewvépevn and eudc pédodoc eunvedotnxe and éva evpd QACHN TEXVIXWY TROTEoTS Tou Beloxovtol otn
BiBhoypapla, xou topdho mou dnutovpyinxe Ye OXOT6 TNV AVl VEUOY) AVTUYWVIOTOYV, EVOL JPXETY YEVIXY| (OOTE,
av TpocapUoo tel xatdhAnia, vo urnopel vo aflonowniel xou yior dhhes epyaoiec.

Eexwvdye pe wo Bacint| npotpont) Py, otny omola mporylatonololue pla oelpd Sloboy v BeATidoewy, uéyet va
ONULOLEYNACOLUE TNV TEAXY) TEOTEOTH.

1) ANuodwtdg LuAhoyiopog (CoT)

Yto [70] etofiydn 1 mpotponh AhuclBwtod Zukhoyiopol (CoT) rou emitpénet ota Meydha Mwoowxd Moviéha
VoL EXTEAODY TOAOTAOXOUE GUANOYIGHOUE HEGL EVBIAUECWLY BNudtev, e€omhilovtde Ta XaADTERA (OGTE VoL PTEVOLY
otn owoth Moy, Y éva Thfidog egappoydy. ‘Eyel anodeiydel ot enapxdg peydha Mwoowd Movtéha eivou
IXOLVEL VOL TPy OLY QUTECS TLC 0AUGEBEC GUAAOYLOPOV elTE PECWL TEOTEOTNE TOANATAGY BOADY, ElTE HECK TEOTEOTTG
undevixfic Bohrc [26], 6tav etcdyeton 1 amh ppdon «Ac oxeptolue BAUC Teog PAUMY 6TO TENOC ULog JEDOMEVNC
TPOTEOTAC.

Yo nelpdyatd yoc, yenowonotiooue to CoT undevixrc Borc.

2) TavtotnTta Ewdixo0

Mpbogatee perétee [52] [27] éyouv evtomioer 6T, Gtav TopéyovTton emopxtds hemntopepelc odnyiec, ta LLMs
Bld€ToLY TNV IXAVOTNTA VoL AELTOUPYOLY ¢ B0l TEdXTOPES.
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(a) Few-shot

/ \
(@ Roger has 5 tennis balls. He buys 2 more cans of tennis |

halls. Each can has 3 tennis balls. How many tennis balls does

(b) Few-shot-CoT

/O Roger has 5 tennis balls. He buys 2 more cans of Lenn.i‘é\.._

{ balls. Each can has 3 tennis balls. How many tennis balls does |

he have now?

he have now?
A The answer is 11.

A: Roger started with 5 balls. 2 cans of 3 tennis balls each is 6
tennis balls. 5 + 6 = 11. The answer is 11.

1 A juggler can juggle 16 balls. Half of the balls are golf balls,
and half of the golf balls are blue. How many blue golf balls are

Q- A juggler can juggle 16 balls. Half of the balls are golf halls,
and half of the golf balls are blue. How many blue golf balls are

there? there?
A A
(Output) The answer is 8. X (Output) The juggler can juggle 16 balls. Half of the balls are golf

balls. So there are 16 / 2 = 8 golf balls. Half of the goif balls are |
\bive. So there are 8/ 2 = 4 bluwe golf balls. The answeris 4. » /

\ /

(c) Zero-shot (d) Zero-shot-CoT (Ours)

0 A juggler can juggle 16 balls. Half of the balls are golf balls:\-.
and half of the golf balls are blue. How many blue golf halls are

’G A juggler can juggle 16 balls. Half of the halls are golf ballg:‘-.
and half of the golf balls are blue. How many blue golf halls are

there? there?
A The answer (arabic numerals) is A Let’s think step by step.
(Output) & X (Output}) There are 16 balls in fofal. Half of the balls are goif

balls. That means that there are 8 golf balls. Half of the goif balls

\ are blue. That means that there are 4 biue golf balls.
-

Figure 1.2.1: Topdderypa eio6dwv xon e£60wv tne GPT-3 pe (o) tumd tohhamhy) Bohév, (B) mohhamif Bokt
pe CoT, () Tumuer) pndevir| Borh) xou (B) undevixr Bohr ue CoT. [26]

Answer

text

In-Conf
Demonstration LLM

Figure 1.2.2: I\aicto ExpertPrompting. [73]

Axorovddvtac v omhf otpotnyixfy tou Expert Prompting [73|, moapdyoupe owtdpoto pio ToutéHTATA
€L0LX00, TPOCUPUOCUEVY] OTO €070 TN aVTAYWVIOTIXAS aviyvevone, mopéyovtoae oe éva LLM Lebyn evioAdv-
EUTELLOY VROV ¢ Topodelypata ToAamAwy Pohwy, mpoxewévou va to xadodnyfoovue otn cOAANdY WG
XUTAAANANG TEQLYQUPHC THUTOTNTOG.

3) I'voor Topéa & Kadod¥ynon Adorng

Mopoaywyh Enoavénuévn pe Avixtnon (RAG) [34] eivon 1 diodixacio Bertinwone npo-exnatdeugévmy YAWo oY
HOVTEAWY THPUUETELXNAG UVARNG, UE TNV EVOWOUETWOT EVOC (1) TUPUUETEIXOU GTOLYElOL UVAUNG, OTWS EVOEC TUXVOS
dravuopatixde deintne ewtepinfic Yvoone and ) Wikipedia.

Eunveuouévol and auth Ty e}V, UTOVETOUUE OTL 1) TEOCUA XY EWBXAC YVOONS TOULN GTNY TEOTEOTY EVOC
LLM progel va eivor enw@elric yioo v anddoot| tou. ¢ ex ToUTOU, eUmAouTI{OUME TNV TROTEOTY WIS WE
TPOCEXTIXA EMAEYUEVES TATPOPOpleg Tic onoleg évar LLM pmopel va ypnowonowioel mpog tnyv xateduvorn tou
€QYOU TOU YLl TNV QVIYVEUOY) OVTOYWVIGTIXWY ETVECEWY.

Avahbovtac Ty ahuoida oxédne oe anavtioeic LLM, éyel cuvaydel to cupnépaoua [70] 6t dtav To napoybpevo
amotéheopa elvon axplBég, Tote N ahuolda oxédng elvan yevixd owath xou Aoyixn. ‘Ocov agopd Tic haviaouéveg
AnAVTACELS, UTdpyEL éva uépog To onolo Yo uropoloe va Slopdwiel edv emthlovtav oplopévee xatnyopleg Aadmy.
Avutéc ol mpoxAAoelg unopolyv Vo UETELIGTOUV Pe TNV xododrynorn tou Meydiou I'hwooxol Movtéhou otny
xoTavonon Tng dedouévne epyaotac, T dialpeot| Tne oe Uixpéc emuépoug dicpyaoiee xou Ty enthuoT autdy Brua
npog (3o [66].

26



1.2. Medodohoyia

Me [Bdon autéc Tic YVOOELS, EVIOYVOULUE TN YVOOY TOU TOYEN TOU TEQLEYETOL OTNV TEOTEOTY WO UE Mol
ouviothoa xadodnynong Adoewyv.  Autd mepaufdvel v mpooOixn TANpo@opldyY oyeTIXd pe To midovd
ONUEBLEL TWV AVTAYWVIG TV ETLHECERDY XEWWEVOU, 1) oTtold GUVICTATOL TNV TOEOY Y] TANEOPOPLIY GYETLXS UE TIC
emdéoelc xou otny eviidppuvor tou LLM va ectidoel oe cuyxexpipéva Briyata, ye Bdon autéc T mAnpogopiee,
otav egetdler av éva xelyevo eivon avtaywviotuxd 1 oyt Iapdha autd, enedh to €pyo TG avIoyWVIoTIXAC
aviyveuorng Bev €yel wia mpoxadoplopévn Ao, ctoyebouue va unv meploploouvpe unepBoixd to LLM oe éva
aoTNES GUVORO XAVOVWY YLoL VO OXEPTEL.

4) Aopdworn Tparpdtny

Avthdvtag éunvevon and T avdpmmves dtadxooies doxunic xou Addoug xodde xow amd TNV IXavOTHTA o-
Toavastoyaopol twv LLMs [59], to PromptAgent [68] eiofyoye o npocéyyion otpatnyhc BeAtiotonoinong
e Sodixaciag TpoTeoThE, OTov To TEOBANnUA BeATioTONOINONC TNG TEOTEOTAC BLATUTLVETAL (G Uiol SLodLxacia
andégaonc Markov xou ypnoidonolodvial avatpoPodoTHOEL, CPUAUETODY Yid TNV EVPECY) BEATIOTWY TPOTPOTMY.
Baowlopevol oTiC YVOOES OYETIXA PE TOUG TUTOUS TwV Aadwy mou xdvouv ta LLMs, yenowonolobye auty| tnv
TREOGEYYIOT) OYEDLICUOV BATEL 0Py WV 1S EVOY TEOTO EVIOYUONE TNE TROTEOTNAC UOC UE DLORATIXY) AVATEOPOBOTNOT
Aol dv.

EZaywyh Anavificswy

Yty npotpont| undevixric BoArg, elvon anopaitnto to LLM va epwtniel xou dedtepn @opd, dote va e€oydel 7
TENXN amdvtnon and Ty apyxh. Autd yiveton YE TN CLVEVLOTN TELDY OTOLXEIWY: TNG dpYIXAS TPOTEOTAS, TNG
apyic e€6dou Tou LLM xou pac mpotpomhc eaywyic andvinorng.

Tagwwounon Mepovouéveyv Ilpotdoewy

‘Ocov agopd v epapuoy Tne TaELlvounong xelwévoy, ondloupe éva dedopévo xeluevo oe empépouc Tpotdoels
xon arvohboupe xdde pla Eeywelotd. Iiotebouye 6Tt yiar auetdBANTo Xelueval, 1 TAELOVOTNTO TWV TEOTAGEWY TOUC
Yo MdBel v Bl Talvounom e to cUVoAxd xelpevo. Avtileta, av éva avtoywvioTixd Xellevo ywploTel oe
TPOTAOELS, EVOEXETAL VUL ENNPEEACTOUV UOVO Ot TAELVOUNCELS TWV TPOTACEWY TIOU TEPLEY 0LV olhoiwon. Erouévac,
OL OdLATAQUNTES TEOTACELS, Xl OXOUT Xl OPLOUEVES AANOLWUEVES, Val DLUTNENOOLY TNV aEYLXY TOUG ETIXETA, 1|
omnolor miavotata cuUPwvel Ye TNV opyxh eTixéTta Tou xeyévou. Aedopévou 6Tl 1 to€ivdunoct oAdxhnpou
Tou xelévou €yel avatpanel and v enldeoy), autd oNUAlVEL AVATOPEUXTA OTL 1) ETIXETO TOMAGY AVEESPTNTWY
Tpotdoewy Yo elvon avtidetn and tn cUVOAXY|, GE AVTAYWVLGTIXA BelypaTaL.

Me Bdon auth ) YVOoN, avanTtOGGOUUE Uit Ay, oAAS anoteheoyatnt| uédodo 1 onola e€etdlel Tic Toadivounoels
mou Bivovtal oe xdde UEPOVOUEVT TPOTAOT, EVOC XEWEVOL Xl TIC oLYXpivel Ue TNV Tagvouncn mou divetou
oe OAOXANPO TO Xeluevo, Pe 6TdY0 TNV eEUYWYY| CUUTERUCUATOY TOL Umopolv va yenolpornolndoly yia Tov
EVIOTUOUO AVTOYWVLOTIXOV detypdtwyv. Ovoudoope auth tn pédodo Toavounon Meuyovouévwy lpotdoewv
(Individual Sentences Classification - IndivSC) xou avantO€oye 3 mpooeyyioels yio avThy.

Yuvolxég Jvppuvieg

Ye auth) v mpooéyylon, egetdlovye ndoec and TG TPOTACE OE €va BEBOUEVO XelUEVO Exouv TNy (Blar ToE-
voéunom pe ot mou doUNxe oe ohéxAneo To xelpevo. Ot cuVOMXEC GUUPWVIEC AVTITPOCWTEVOLY To TARYOC
TV TOEWVOUNCEWY TWY UEHOVWHUEVWY TEOTICEWY TOU CUUPWVOVY UE TN CUVOAXT| TAEVOUNOY), WS XAAoUA TOU
oUVOAXOU TANYOUC TPOTAGEWY TOU XEWWEVOL.

‘Evo evdeuxtind mopddetypa diveton oto oyrua 1.2.3, 6TOU 10 TOGOGTO GUVORXDY CUUPOVLOY TEPTEL amd TO
90% 6mov Aoy oto apyd xelpevo, ot pokic 30% o6To avTayWVLoTIXO.

Iliotebouye 6TL aUTY 1 BLopopd YETOEY CEYIXWY XL OVTAYWVIC TIXOV XEWEVWY, OGOV dpopd T TAEVOUNOELS
TWV EMPEPOUS TPOTICEWY TOUG, EUQPAVI(ETOL UE OTATIOTIXA ONUOVTXG TEOTO, YEYOVOS Tou Vot pag emitpéer va
avantdZouye anoteheopatixég wedddoug aviyvevone mou Yo Ty a&lonololy.

MoaxpUtepr Xuvexfic Axolovdia Jvppwvicg

Avuth n endpevn TpocéyYLor CUVEREYETAUL TNV EVPEDT]) TNG UEYOADTERNE cuveyols axoloudiac TpoTdoewy otV
omolat oL TAELVOUNTELS XGVE UEHOVWUEVNE TEOTAOTC CUUPWVOUY YE TNV Ta&vounoT ohoxAneou tou xelévou. To
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Original Text:

Classification of entire text: -

Total Agreements: 9/10 = 90%
Longest Continuous Agreement Sequence: 8/10 = 80%

Total Interchanges: 2/9 = 22%

Adversarial Text:

Classification of entire text: -
Total Agreements: 3/10 = 30%
Longest Continuous Agreement Sequence: 2/10 = 20%

Total Interchanges: 4/9 = 44%

Figure 1.2.3: Ilupddeiryya twv 3 npooeyyioewv tou IndivSC. Ou Simhéc ayxOieg umodnAdvouy Tic héEelg Tou
€youv datopay Vel amd Ty avtinodn enideon.

urxog awtig tng axoloudiog elvon n Moxpiteen Yuveyng Axohoudla Juugwviag xou utohoyiletar wg xAdoua
TOU GUVOAXOU UAXOUS TOU XEWEVOU, TOU UETEETAUL OE TPOTAOELS.

Y10 Eyfua 1.2.3, BAénouvpe éva mopddetyyo oto omolo to urxog tng Moxpitepng Luveyols Luugwviag
Axohoudiag mnyaiver and 80% tou cuvolixol pfxouc Tou apyxol xewévou, ot uéhe 20% Tou pixoug Tou
AVTAY VIO TIXOV XEWEVOU.

Yuvoixég Evallayég

Yy ek npocéyyion, e€etdlouye to TARYOC TV evallaydy Tou cuuBalvouy ot oyéon Ue TG ToELVOUNOELS
nou Slvovtal oe xde npdtaoy oty axoloudlo Tou cuvolxod xetwévou. Ot Buvohixéc Evodlayéc loobvtal e
T0 T0G6 TWY Pop®V ToL ahhdlel 1 Tadlvounon xotd T YeTdBaon and TN pio TedTUCT OTNY ETOUEVY, WS XAAOU
TOU GUVOAOU TWV TPOTACEWY TOU XEWEVOU.

Yto moapddelypo Tou Xyfuatog 1.2.3, mopatneolue 6Tl EVEK 6TO dpynd XEUEVO, TO T0G00TS JUVOAX®Y Evak-
Aoy &dv ebvan 22%, otny TepinTmomn Tou avTay Vo TX0U xeywévou dimhacidleton ot 44%.

1.3 Ilsipapota xow AnoteAEécpata

1.3.1 30Ovola Acdopévwy & Metpixég AELoNboYMong

T T merpdpatd pog, dha o Tehxd ohvola dedouévwy dnpovpyHinxay yenotporoldvtas to thaioto Text Attack
[44] ota apyxd olvola dedopévwv talivéunone xewévou. To xdde cuvduaoud twv 2 cuvdrwy dedopévemy
tawépnone xewwévou (IMDb, AG-News), tov 3 uedodwv enideone xewévou (TextFooler, PWWS, BAE) xou
v 2 poviéhwv-Yupdtwv (BERT, RoBERTa), to dedopéva detypoatornniiAdnxay e T€Tol0 Tpono (OOTE T0
UTIOGUVOAO TIOU TEPLEYEL TAL AVTAYWVLOTIXA DElYUOTO VoL €lvol Loy weloUévo amd TO UTOCUVONO TOU TEPLEYEL TO.
TpWTOHTUTA Selyparta xou 1) ovohoyia HETAED TWY TEMTOTUTIMV XL TOV OVTAYWVICTIXGOY BELYUdTLY va elval Tepitou
1:1.

Tty a€lohdynon e anddoone twv pedodwv yoc, yenowwonoiooue 4 Slapopetinés petpixéc: Avdxhnon,
Badpohoyla F1, AxpiBeio xou AUC.
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1.3.2 Ilepdpata Ilpotponric LLM

Io v mparypatonolnon Twv nelpaudtwy pac yenotponotfoope 7 LLMs, modAmy apyltextovinoy xot peyedov
- ouyxexpléva, to Phi-3-mini, Llama-3.1-8B, Gemma-2-2B,9B,27B, Claude-3-Haiku xou GPT-40 mini.
Mnyoavixy Ilpotpondv

INo ta mepduota unyovixhc Teoteon®y, yenowonowlye to Phi-3-mini, éva and ta mo woyvpd wxperc »Ai-
poaxoc LLM avouxtod xodxa, o to Gemma-2-9B, éva and ta pecatov peyédouc LLM avolytod x@dxo e tig
noNOTepEC EMBOOELC.

EEaywyn Andvinong

Yy mepopotiny] pog Sdtoly, evowpatooope évo emmiéov B TeoTpomic WOTE Vo eEAYOUE TNV TEAXT
amdvtnomn and v napayouevn €€odo tou LLM.

0) Baowxy ITpotponi

Do cpyY), TEAYUOTOTOOUUE TELPAUITA YENOWOTOLDVTOS BU0 exddoelc o Baocxis TEOTEOTAS TOU AmAMS
avapépet To {NTolPEVO, TEOXEWEVOL Vo a€LOAOYHIGoUPE Ti duvatdtnteg TV Meydhonv [Mwoowudv Movtélwmy
070 €pY0 NG AVIYVELONG AVTOYWVIOTIXWY XEWEVWY, Ywelc Wiaitepe Behtidoelc oty npotpony.

H LLM H Prompt Version H Recall \ F1 \ Accuracy H
. . vl 0.35 0.41 0.50
Phi-3-mini v2 0.36 | 043 | 0.50
vl 0.20 0.32 0.58
Gemma-2-9B V2 024 037 0.0

Table 1.1: Anoteléopata avtaywvioTixrc aviyvueons péow Baowic Hpotponvce.

‘Onwe npoxintel omod o anoteréopota tou Iivoxa 1.1, to LLM Sev galveton vor €xouv eYyevr| xavdtnta oTov
EVIOTULOUO EMVECEWY XELIEVIXOU YOQUXTAR, EXOVTOC OUCLHOTIXG YElpdTERES embboeLl and Tic Tuyales. Tlapdho
nou To Phi-3-mini emtuyydver upniotepec petpiéc Recall xou F1 and to Gemma-2-9B, ye Bdorn to yeyovoc
ot axpiferd tou eivon 50% xan yior tic 800 exdooelc e TpoTponhc, unopel va cuvayVel To cuuTépaop GTL oL
TpoPBAédeic Tou eivan avdaipetec. Autd emPBePoucdvetan xan Ye N yerpoxivnty emdedenon twv npofrédewy Tou
Phi-3-mini. H younAf anédoon touv Gemma-2-9B, and tny dAAn TAeupd, BeV QalVETOL VoL TPOEpYETOL amd TUYUES
TeoPBAEPELS, OAAG amtd TNV aBUVAUL TOU VO OVLY VEVGEL AVTOY WVIGTLIXG OELYUOTA. JUVORLXE, TO AMOTEAECUOTA VTS
AVOBELXVOOUY TNV OVEYXT| YLOL UNYOVIXT] TTROTEOTMV YLl TO €PY0 TNG OVTAYWVIGTIXAC AVl VEUGTS, TOUAAYLIOTOV
Yo OVTEAA QUTAHSC TNS Aloncag.

1) Alvodwtéc Lurhoyiopog (CoT)

‘Ocov apopd Tov AAUcBwté XUANOYIOHO, YPNOWOTOWCOUE TNV TROGEYYLoN UNdeVIXE BOAAC Yol VO TPOXOAE-
coule Bladoyxr] CUANOYLOTIXY ad To LOVTEAD, TpoaUEétovTag TN Pedon «Ag oxeptolye Briua mpog Brua» otnv
apyY) Tne andvtnong tou LLM.

H LLM H Prompt Version H Recall \ F1 \ Accuracy H
. Vi 005 009 050
Phi-3-mini V2 002 (005 050
Vi 023 1036 058
Gemma-2-9B V2 043 (054|063

Table 1.2: Amote:léoparto avtaywvioTxhc aviyvueons wéow Aluoidntod Lulloyiopoo.

O mivaxag 1.2 nepiéyel Tic petpée mou mpoxvmtouy and Ty mpootixn CoT ye undevixr) BoAr xau otg dbo
exdboelg e Baocixic TEoTEOmAG Xl Tol EUPNUATA TOU TEXUNELOVOLY TNV EAAeWn avotntag Twv LLMs otnv
e@apuoYn woc ywelc mepantépw xododriynor, oxdun xa 6tav yenoiwwonowiy CoT. H enldoorn tou Phi-3-mini
oTOV eVTOTIoWO ovTimoAwy xewwévewy mégter oxedov oto 0. Toltou Aeydéviog, to Gemma-2-9B eugpavilel
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onuovter adEnon emddoewy, Wiwe dtav yenowonotel tn deltepn Exdoon TNS TEOTEOTNC, Ue TNV AvixAinon va
au&dveton xotd 19%. Auth n avtideon unopel va omodolel oto yeyovéde 6ti 1o Gemma-2-9B eivan peyoldtepo
oe UEyedog Xol EMOUEVKC EYEL UEYAUADTERY IXOVOTNTA GUANOYIOUOV.

2) Tauvtotnta Etdixol

I va xadopioouye Ty TowtdTNTa TOU €800, EMUEANITiXaUE YELROXIVNTA TRELC AVAAUTIXES TIEPLYPAUPES ELDLXWY,
oL omoleg mpootédnray we mopadelypata TorhamAody Bokdy ote npotpont| napaywyhc mou éytve oto GPT-4.

I LLM | Prompt Version || Recall [ F1 | Accuracy ||
Phi-3-mini no CoT 0.04 0.08 0.51
1-o-mint with CoT 0.06 | 0.10 0.52
no CoT 0.42 0.58 0.69
Gemma-2-9B with CoT 057 1065 | 068

Table 1.3: Anoteléoparta avtaywvioTxic aviyvueong uéow Tavtotnrag Eduo.

O mivaxae 1.3 nepiéyet ta anoteAéopato ToU Tpoéxuday amd TNV TEOTEOTH TWV HOVTEAWY ELTE YENOLLOTOLOVTOG
AMOXAEIG XY TNV TOWTOHTNTA EWBIX0Y, elte cLVBUALOVTAS TNV PE TOV ahLCWWTO culloyilopd. Ko yio ta 0o
LLM, ot yetpixéc mou axohouvdolyv tnyv amoxAelotiny) yenor touv miciciou Tavtdtntog Ewbixol elvon napdpoleg
ME AUTEC TOL ETLTUYYAVOVTAL 6TaY Yenouwonoteitar anoxiewotixd to CoT. lotdoo, bdtav yenoiuonoolvTal XoL
ot 800 u€dodol TauTdYEOVA, Ol EMBOCELS TOU EMTUYYAVOVTOL Elval Ol XUAVTERES UYL OTIYUAS. TNV neplntwon
tou Phi-3-mini, ot emddoeic Behtdvovtor xatd pepixés nocooTiales povddes, ahhd to povtého e&oxohouldel va
elvon ovotaoTd avixavo va emtiyel Ty aviyveuon avtaywvioTixod xeyévou. Ev tw yeta€d, to Gemma-2-9B
TopoLoLdlel GAho Eva oNUOVTIXG Ghpa OTLC eTBOOELS, HE TNV avdxhnon xou to oxop F1 va @tdvouv oe enapxelc
Tpéc 57% xou 65% avtiotouyo.

3) I'voor Topéa & Kadodhynon Adorng

Ipoxewévou vo avNOOUYE T BUVATOTNTEC TV UOVIEAWY OTOV EVIOTUOUO OVTUYWVIOTIXOV XEWWEVWLY,
npoc¥écae YVOOT TOU TOPEN GTNY TEWTY €XB00T TN TEOTEOTAC AUTHE NG evoTnTas. Autd To Xdvoue divovtag
€Voy OpLOUO TOU TL GUVIGTY [LOL OVTOY VIO TIXY Blataipary ) xou emovoadlatunavovtag to xatixov tou LLM nou
elvan var aviyvelel Tétoleg dlataporyéc.

H LLM H Prompt Version H Recall \ F1 \ Accuracy H
. o vl 0.10 0.18 0.54
Phi-3-mini V2 024 038 ] 059
v3 0.62 0.68 0.70
vl 0.82 0.72 0.68
Gemma-2-98 v2 0.75 [ 076 | 0.75
v3 0.80 0.76 0.74

Table 1.4: Anoteléopata avtaywviotxic aviyvueons uéow I'vaone Topéa & Kadodrynong Avone.

Ané tov mivaxa 1.4, ynopolue va BAmOTOOOUYE OTL aUTH 1) TEOoUHXN QolVETAL Vo EVIOYVEL TIC LXAVOTNTES
aviyveuong xau twv 800 povtélwy. ‘Eyovtoac nel autd, mopatneodue o6tl oty mepintwon tov Gemma-2-9B,
n Avéinon éyer avéndel Suocavdhoya xotd 25%, evedd 1 AxpiBeia éyer mapayeiver 1 Bio.  Autd ouctaoTixd
onpolvel 6Tt To povTého evToTlEl TEQLOGOTERPA AVTAYWVIOTIXG TopodelyUoTa, dAAd auTéd Yiveton Ue To x60TOC
e dnulovpylag mépa TOAAGY Peudidc JeTndv anoTeEAEoUTWY.

ITpoxewwévou va Yetpldooude autd to TEOBAnua, Bedtidvoupe TNy €éxdoor 2 tng mpotpomic, xadodnyhvTag
10 Meydho ['hwooixé Movtého va AauBdver unddn dheg Tic dedouéveg TANpopopleg, Vo avaAlel Tn dedouévn
epyooia oe evdidueoa Bripoato xou va e€etdlel Tuyov mapatunieg Tou evtomnilel 6To mhalolo, mELY xaToANEeEL o
wo e TedBAedn. ‘Onwg galveton and o TELpodTXd anoTeAEoUATA, 1) VEX EXDOOT] TNG TEOTEOTHC ETUAVEL TO
npoavoepdéy npoBinua. To yeyovde étt to Phi-3-mini napovoidlel eniong éva onuavtind dhgo otny anddoon
OTAY TO MPOTEETEL PUE AUTOV TOV TEOTO, AVAOELXVUEL TNV enoxodountiny) entdpacn tou CoT.
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Téhog, oty éxdoomn 3 tng mpotponric, xadodnyolue to LLM pe cuyxexpwéva Bruata enfhuong mou mpémel
vo. axoloudfioel. Autég ol odnylec eunvedotnxay xat’ apyds and tov teémo e Tov omofo Ta (Bl ta LLM
npooeyyilouv To €pyo TNC AVTAYWVIOTIXAC aviyveuoTg, xadoe xou Tov TpoTo Ye tov onolo dhiec pédodol otn
BiBMoypapio npoceyyiouv v aviyveuorn aviaywviotxdy emtdéocwy oto NLP. Ankadn, evioppidvovtag to
LLM vo avolntioel Tuydv avOUolo YopaxTnetoTixd wéoo oe éva dedopévo delypa, mou to YETouY eEXTOC TLV
SUVHTWY YoEAXTNELOTIXEY TOU ABLATALUXTOU XELWEVOL.

To telxd armoteréopato tou Phi-3-mini nopouvoidlouv tepdotia Behtiwon, ye v Avdxinon vo ouvédveto
oto 62%, yeyovée mov anoteel Vetxr| €vdeln 6Tt Yéow g empernuévne Teoteomis, UTopoly va teoxidouv
IXOVOTNTES AvVTAYWVIC TN aviyveuone axdun xou yia wxpdtepo poviéra. I to Gemma-2-9B, nogoatnpolue
abEnom TN avexinong.

4) Avbpdworn Lpoarpdtwy

Méow tou tphAuatoc diopdmone c@aludtwy tne mpotpomic Wog, axolouddvtac to mhaiclo PromptAgent,
emdLdEae Vo Bloptwooupe Ta mo cuvnicuéva A& tou éxavay or LLM oto mhaloto tng cUAROYIG TIXAC TOUG.

H LLM H Prompt Version H Recall \ F1 \ Accuracy H
. . vl 0.63 0.63 0.66
Phi-3-mini V2 0.64 | 0.65 |  0.68
v3 0.67 0.64 0.66
vl 0.80 0.75 0.75
Gemma-2-98 V2 077 072 ] 0.3
v3 0.75 0.72 0.74

Table 1.5: Amoteléoporta avtaymvioTxig aviyvueong uéow Atdpdnong Lpoludtwy.

IMopd to Yeyovog 6TL 1 avatpopodoTNoT OQIALUTOC Tou TapdyeTon elvor Aoyixd axplfrc, To anoteAéouata TOU
mivacar 1.5 Belyvouv 6L Bev odnyolv oe wiaitepeg Bektiwdoelc otny anddoor Tou wovtérouv. Kuping, BAénouye un
Sounuévec SLoxLUAVOELS OE OAEC TLC PETPXES, OL omole avadewxviouy TNy evatoUnoia twv LLMs otic ahhayéc
e €l0680ou Toug xou delyvouv étL Bev undpyouv dAla meptddpta Yo BedTioTonolnor, TOUAdYLIGTOV Yl oUTH
to povtéha. I'io to Phi-3-mini, 1 éxBoorn npotponhic Ye Tic xahltepeg emdodoelg elvon 1 tpitn, 1 omola elvon
eVOLaPECOUTH AGYW TOU YEYOVOTOC OTL YENOUWOTOLEL O AENTOUERT] YADOOH YLol TNV TEELYEUPY] TWV PrudTtwy
xododniynone e Aone. T'o To Gemma-2-9B, n tehix] éxdoorn 1 tng mpotpomnc elvon 1 BéATIOTH xau Bev
ELOGYEL ONUOVTIXES OANUYEC.

Kotd ) Sudpxeior Twy undloinwy melpopdtony gog, yio to utohoima LLM yenowomoumdnxe n B tpotponn
mou oyedldotnxe v to Gemma-2-9B, extég and to Phi-3-mini mou yenoiwwonoinoe tn S| tou oyedaouévn
npoTeonY|. AuTO €ylve AOYW UTOROYLOTIXDY TERLOPLOUMY, AR xupiwe Yo va xataoTel duvaty 1 obyxplor 6cov
apopEd TNV AA{poxa TOU HOVTENOL OTNV TERITTWON TNG ooYEVELaS HovTEAwy Gemma-2 xaL yiot TV avIAUCT| TOU
OG0 XUAd 1) TPOTPOTN LG UTOPEL VoL YEVIXEUTEL YLt DlPORETING HOVTENAL.

ITeoteon¥y LLMs
ITocotixd AnoTeAEoUaTA

Yrov Ilivaxa 1.6, mopouctdlouye tor anoTeAEoUAT TOU TEOXVTTOUY antd THV TEOTEOT OAWY TWV YENCHLOTOLO-
pevwv LLM yio 10 €pyo NG aviyVEUOTS aVTAYWVIC TGOV EMYECEWY GTNY TAEVOUNOY XEWEVOU.

Elvon mpogavéc 6TL 1) mpwTapy x| ETUBANTY Tou enneedlel Tnv anddoom elvan 1) xAlwaxo Tou povtélou, BAénovtag
6Tl Tt YeyahUtepa LLMs uneptepolv otaldepd évavtt twv wxpdtepwy. Lo oxonole avdhuone, unopolue vo
Y 0eloOUPE TOL UEYAAL YAWOOXE LOVTEND O TEELC OUABES BLUPORETIXWV IXAVOTHTWY.

H mpddtn anotehelton and ta wxpdtepa poviéra, to Gemma-2-2B xou Phi-3-mini. Me peyédn xdtw and 4
BLOEXUTOPUOPLOL TUPUUETEOUC, AUTA Tor LOVTEAX €youy Topduota anddoon ato clvoho dedouévev IMDb, 1 onola
elvon copode xohOtepn and v Tuyola, oAl e€axohoudel va elvar umodeéotepr. $Qotdoo, wo adloonuelwtn
dlapopd mopatnpeitol 0To 6UVOAO dedopévwy AG-News, 1o onolo to Phi-3-mini npooeyy(let tig emdboeic tov
HoVTERWY Tou elvan TEZelC peYEVOUC UEYUNDTERX, UE EVIUTWOLIXES TUES XovTd oTo 90% oe Ghec g UETEIXES
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Adversarial Attacks

Attacked Detection TextFooler PWWS BAE
Models Method Recall [ F1 [ Accuracy || Recall | F1 | Accuracy || Recall [ F1 | Accuracy
I [ IMDB H
Gemma-2-2B 0.60 0.66 0.69 0.63 0.73 0.74 0.46 0.55 0.63
Phi-3-mini 0.65 0.69 0.71 0.67 0.75 0.75 0.43 0.50 0.59
Llama-3.1-8B 0.77 0.73 0.71 0.78 0.77 0.74 0.60 0.66 0.70
BERT Gemma-2-9B 0.77 0.76 0.76 0.74 0.76 0.74 0.60 0.63 0.66
Gemma-2-27B 0.82 0.77 0.75 0.82 0.79 0.75 0.72 0.72 0.72
Claude-3-Haiku 0.73 0.72 0.72 0.76 0.79 0.77 0.58 0.64 0.69
GPT-40-mini 0.85 0.79 0.76 0.78 0.79 0.76 0.69 0.70 0.72
Gemma-2-2B 0.61 0.66 0.69 0.75 0.77 0.78 0.51 0.59 0.66
Phi-3-mini 0.67 0.70 0.71 0.73 0.76 0.78 0.48 0.56 0.62
Llama-3.1-8B 0.77 0.75 0.74 0.87 0.82 0.81 0.63 0.66 0.68
RoBERTa Gemma-2-9B 0.82 0.79 0.78 0.84 0.82 0.82 0.67 0.71 0.73
Gemma-2-27B 0.86 0.78 0.75 0.87 0.80 0.79 0.69 0.68 0.69
Claude-3-Haiku 0.82 0.80 0.80 0.84 0.81 0.81 0.61 0.67 0.71
GPT-40-mini 0.87 0.80 0.78 0.90 0.83 0.82 0.74 0.72 0.72
H H AG-News ]

Gemma-2-2B 0.79 0.86 0.88 0.70 0.81 0.83 0.25 0.38 0.57
Phi-3-mini 0.91 0.89 0.89 0.90 0.88 0.87 0.49 0.61 0.67
Llama-3.1-8B 0.96 0.88 0.88 0.93 0.88 0.87 0.71 0.72 0.72
BERT Gemma-2-9B 0.94 0.91 0.92 0.89 0.89 0.88 0.47 0.59 0.66
Gemma-2-27B 0.97 0.92 0.92 0.95 0.91 0.90 0.62 0.72 0.75
Claude-3-Haiku 0.91 0.94 0.95 0.89 0.93 0.93 0.45 0.61 0.70
GPT-40-mini 0.98 0.90 0.90 0.96 0.90 0.89 0.68 0.74 0.75
Gemma-2-2B 0.83 0.88 0.89 0.74 0.83 0.86 0.29 0.43 0.59
Phi-3-mini 0.91 0.88 0.88 0.91 0.88 0.88 0.55 0.65 0.70
Llama-3.1-8B 0.95 0.87 0.86 0.92 0.82 0.82 0.69 0.71 0.70
RoBERTa Gemma-2-9B 0.93 0.94 0.94 0.90 0.90 0.91 0.62 0.73 0.76
Gemma-2-27B 0.95 0.92 0.92 0.95 0.91 0.92 0.66 0.75 0.77
Claude-3-Haiku 0.92 0.94 0.94 0.84 0.91 0.92 0.47 0.63 0.71
GPT-40-mini 0.93 0.89 0.88 0.96 0.90 0.90 0.71 0.75 0.75

Table 1.6: Anoteléopato avtaywviotxic aviyvueone yia potpony LLMs. Ou évtovor aprdpol urodewxviouy

T0 XON0TEPO ATOTEAECUO VAL UETEWXH).
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v Tig avtaywviotixée emdéoelg TextFooler xoo PWWS. To Gemma-2-2B unokeineton Alyo, emtuyydvovtag
Tée 75-85% ota (Bl utooivolo BEBoUEVeV.

Acltepn oe ixavotnta Yo ftay 1 opdda tewv Llama-3.1-8B xow Gemma-2-9B, xadog otic nepiocdtepes YeTpixég
X0l TELpduaTo Topouotdlovy Tég mou elvon adloonueiwto xovtd 1 plo oty dAAN. Ot embdoelc auThY TwY
povTéhwy elvon eATudo@dpes, xodde emTuYYdvoUY TES otodepd dve omd 70% xou OTIC TEELS UETPIXES Xal
pTévouv oxdun xou oe avéxknon 84% xou 87%, évavtl twv TextFooler xan PWWS, oe xelyeva IMDb. ‘Ocov
agopd ta xelpevo AG-News, mopotnpolue xou mdht geydAn dvodo twv emdocewy, pe to 0o LLM va €youv
Boduoroyiec Recall mou Eenepvoiv to 90% otic npoavagepdeioes avtaywviotixéc emtdéoeic xon ota 500 HovTéNo-
Yopata. ‘Ocov agopd ta xelpeva mou dnuovpyinxay and v BAE, napatneolue wia Wblodtepn mtoon e
anddoong, e Tic YeTproels va delyvouv pewdoels e téEne tou 10-20% oto IMDDb xou axdun xou nepinou 30%
010 AG-News. To Llama-3.1-8B xou to Gemma-2-9B dewpolvtor yecoiag ¥ALoxac 6Tov ¥hpo avolxtol xmdixa
- hofdvovtag autd uTeY), To anoteAEoPaTd Tous elvar EATLEOPOEA xou BElY VOLY OTL 1 AV{Y VELGY] AVTAYWVLGTIXMDY
eméoewv e Bdon to LLM pnopel va npaypatomoindel ye emtuyio, axdun xon ye mo ehappeid povtéia mou Yo
enétpemay UeyaAUTERT euehEio xou evplTERPO TELOUATIONO.

Téhog, pnopolye vo oyadonotioouvue o Gemma-2-27B, Claude-3-Haiku xou GPT-40-mini, to peyahbtepa xou
mo toyved wovtéha. Ilopd to yeyovog dti dev yvwpllouye tig axpiPBeic mpodlaypoapéc Toug, elvon ac@orés va
uno¥éooupe 61t to Claude-3-Haiku xon to GPT-40-mini éyouv onuavtixd nepiocdtepeg Topouéteous and To
Gemma-2-27B. Me Bdorn auth v minpogopla, elvan evdiapépov vo dodue 6Tt To Gemma-2-27B dyL uévo elvan
AVTAYOVIOTIXG Xa UE Ta V0 HovTENa, ahhd patvetan vo Eenepvd to Claude-3-Haiku oe cavétnta avtaywviotinnc
aviyvevong. Xe xdde mepintwon, xou to tple LLM emituyydvouy eviunmaotloxd anotehéoyota oe OAoUG Toug
Topele, emiTuyydvovtog Tiwés avéxinone 80-90% ota dedopéva IMDb xaw onuedvovtag otadepd néve and 90%
og 6hec ¢ yetpxée, ota dedopéva AG-News, évavtt towv TextFooler xoo PWWS. Evévtia oty avtinahn enideon
BAE, B)\énovpe 6tL mapdho mou ol petpixée e€axoloutolv va mopouctdlouy pétela aviyveuon tng avtinoing
entVeong, elvan xou mdAL Wiaftepa pewwpéves. Ipdxeitar yia éva pouvopevo mou Yo culnndel Aentouepéotepa
TOEOXATE.

Oo pémnel var €YouUE xaTd Vou Te¢ Yot 6Aa tat LLM, extéc amd to Phi-3-mini, yenoiwonoifooue ty (Bl tpotpony
Tou oyeddotnxe Yo to Gemma-2-9B. And ta nelpoatind anoTEAEGUATA, UTOPOVUE VOl TUEAUTNEROOVUE OTL UE T
YENHOTN QUTHS TNG TEOTEOTAC, 1) AmABOCY) TOU LOVTEAOU aXOAOUVEL TOUC VOUOUS XAWIXWAOTG EVTIOC TNG OLXOYEVELNS
povtédwv Gemma 2. Tavtdypova, autd toyder xan yio too utohoimo LLMs, ta onola nepihopfdvouy éva eupld
QACUOL OPYLTEXTOVIXDY oYedlwy. Xe auth) T Bdom, unopolUe Vo GUUTECEVOUUE UE EMUEXY| EUTLGTOCUVY OTL
1] TPOTEOTY YA, XOU ETOUEVKOS TO TAXLOLO UNYOVIXAC TEOTEOTAC HAS, Elval e0pwOTO ot YevixeleTon xohd. Mo
8 TapathenoT Tou UTooTneilEl auTOY TOV Loy LploWd elvar OTL EVE 1) XPNOULOTIOLOUPEYY] TROTEOTY| OYEDACTNXE
pe Bdon v enitdeon TextFooler xatd tou povtérou tadivéunone BERT xou tou cuvéiou dedopévewy IMDb,
odnyel oe mopduola anoteréopata aviyvevong oty enideon PWWS xou 610 yovtého RoBERTa, xou o mohd
Behtiwpéva oto obvolo dedopévwv AG-News.

Etvan anopaitnto va avoludel n unoldduion twv emdo0emv TOU TAUpATARETOL EVOVTL TWV AVTOYWVLO TLXWV
XEWEVOLY TIoL dnutovpyolvtor and Ty BAE, oe éhouc toug topeic. H xlpua autior otnv omoio amodidoupe autd
To Qawvouevo elvon o Tpémoc Ue tov onolo ) BAE mopdyel avtaywvio tixée evahhoxTixéc yio xohuuuéva tokens.
I va To %dver autd, yenowonotel To wovtého BERT, to onolo Siardétel Ty (Bilar cpyttexTOVIXT HETUCY NUATIOTH
Téve oty omolo lvor Y TIoYEvoL oL ypnotponotoluevol aviyveutéc-LLM. Autéd unodniwvel udgmir mdovotnta
0 YOPEOC THUPUUETEWY TOU EMTIIEUEVOU UOVTENOU X0 TOU UOVTEAOU OVLYVEUTY| va efval yeltovixol petagd toug.
Q¢ anotéheoya, ol eydpuxéc datapayéc mou mapdyovion and To BAE evdéyeton va unv oAldlouv Spaotixd tnv
EOWTEPIXT| AVOTAPAOTAOT TOU apyxol Xewévou evide twv LLMs, eunodilovtac étol tnv ixavotntd toug va
Tig aviyvebouv. Xuv Ttolg dhholg, 1 BAE xatagépver nepiotaotand vo axohovldel toyvpdtepous Teploptotolc
Blatapoty v, ALEAVOVTAG £TGL TNV U1 AVTIANTTOTATA TV EMVECEDY TNE, ATl ToU, dTwe Yo BoUYE, Loy UEL Xou Yid
dhheg pedodouc aviyvevone tne BiBhloypaplac.

‘Eva. Ao onuavtixé onuelo mou meémel vo culnndel ebvar 611 eved Tar anoteréopata oto IMDb xpivovion
IXOVOTIOLNTIXE, EWOWXE Yiot TO O LOYUPS HOVTERX, T amoTteAéopata mou emttuyydvovior oto AG-News eivou
ONUAVTIXS, TLO EVTUTWOLIXE, EEMEPVOVTAS To TpKTo €we X 26% oty mepintwor tov Phi-3mini xou @tévovtag
oe Baduoroyiec avixinone éwe xaw 98% otnv mepintwon tou GPT-40 mini. Trodétoupe 6TL 0 ndplog
TapdyovTaS Tou cLUPBAAAEL oTny TpoxdTToVCd Blaopd Toug elval 1 UEYEAT Slopopd 6oV aPopd To PRXOC TWY
xeévev toug - ta delypata AG-News amotehoUvtan and Aydtepes and 60 Aécewc, evdd tar delypata IMDb
anoteholvTon and éwc xon 400 MéEeic.
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ITotoTixd AnoteAéopata

Input Text: "Woman’s death probed - Public health bodies|officials] are investigating why a 38-year-
old woman died two weeks after undergoing gastric bypass surgery at Saint Anne’s Hospital in Fall
River. The body[hospital] has stopped offering the surgery during the state probe and an internal
review."

Gemma-2-2B Answer:

Let’s think step by step. 1. **Grammatical Errors:** The text is grammatically correct. 2. **Mis-
spellings and Unnatural Word Use:** No misspellings or unnatural word usage are apparent. 3. **Se-
mantic Inconsistencies:** The text flows logically and makes sense. 4. **Language Irregularities:**
The text uses standard English grammar and vocabulary. 5. **Overall Incoherence:** The text is
coherent and presents a clear narrative. **Conclusion:** Based on the analysis, there are no clear
signs of adversarial modification in the provided text. **Final Classification: (A) original text**

Gemma-2-9B Answer:

Let’s think step by step. 1. **Grammatical Errors:** The text appears grammatically correct. 2.
**Misspellings and Unnatural Word Use:** There are no obvious misspellings or unnatural word
choices. 3. **Semantic Inconsistencies:** The text flows logically. There are no contradictions or
unexpected connections between sentences. 4. **Language Irregularities:** The language is standard
and appropriate for a news report. 5. **QOverall Incoherence:** The text is coherent and easy to
understand. **Summary:** The text does not exhibit any significant irregularities that would suggest
adversarial modification. **Final Classification: A original text**

Gemma-2-27B Answer:

Let’s analyze the text for signs of adversarial perturbation: **Grammatical Errors:** The grammar
appears to be correct. **Misspellings:** There are no obvious misspellings. **Semantic Inconsisten-
cies:** The sentence "The body has stopped offering the surgery..." is unusual. While grammatically
correct, it’s odd to say "the body" in this context. It likely refers to the hospital, but the phrasing
is awkward and could be a subtle alteration. **Language Irregularities:** The phrasing "the body
has stopped offering" is unusual and stands out as potentially unnatural. **Summary:** The text is
grammatically sound, but the phrase "the body has stopped offering" is semantically unusual and po-
tentially a deliberate alteration to introduce subtle meaning shifts or confusion for a machine learning
model. **Classification:** (B) adversarial text

Figure 1.3.1: X0yxpton tne avdhuone mou xdvouy to LLM tng owxoyévelong Gemma 2 e Slopopetixég
XMUOXES HOVTENWY, 0TO (BLo avtaywviotxd xelyevo. Ou avtaywviotixée enelepyaoiec mou €yvay oto xelyevo
el0660u ouyPorilovtal eVTOC TUPEVIEGEWY XAl UE XOXXLVO YEWUAL.

Yto Yynua 1.3.1, cuyxplvouue tnv avdhuon tou xdvouv ta LLM tng owoyéveloc Gemma 2 oe SlapopeTixég
xhpaxeg povtéhwy, oto (Blo xelyevo eioddou. To cuyxexpiuévo xelyevo €yel unootel avtaywvioTixy enclep-
yootio e évay Sloxpttind Tpoémo, xadds Exel ahhdEet p6vo 300 amd g MEELC TOU UE XUTAAANAES AVTIXOTAO TAOELS,
xou Tapdiyel €vo xetuevo mou Sotneel T onuasciohoYr) cuvoyY|, Sev ElGdYEl YAwooxd Addn xou Yo umopoloe
xdhhoTta va elvon averalodnto and tov dvipwno. ‘Onwg unopolue vo Topotnefooupe, ota PeYEDN Twy
HOVTEAWY TV 2 Bloexatoupupiwy xou 9 Sioexatopuvpiny napauétony, too LLM Sev elvor oe 9éon vo aviyveboouv
AcUVAHOTA YopaXTNRLOTiXd Yoo 0TO Selypo xaL €T0L TO XATATACOGoUY Aaviaouéva we Tpwtdtuno. Avtideta,
T0 yovtého 27B eivon oe Héon va avtidngdel ta Aentd onuela tou xewévou xou evronilel yior mapatumia oe Wia
and e Aé€elc mou avTixatao Tadnxay, taEvoudvtas €Tol owoTd TNy loodo we avtaywviotixd. Iopatnedvtae

34



1.3. Iewdporto xou Anoteréoporo

TN ouAhoYlo Ty Tou, BAEmOUUE OTL XATAAYYEL OE AUTO TO CUUTEPAOUA O)L ETMELDY| EXAVE EVOY AMAO YRUUUATIXG
ENEY YO, OANG ETELDY] PoUvETOL VO XAUTAUVOEL OTL XATL BEV TAEL XAAd PE€Ca 0TO VEVTEPO TAXCLO Tou Xelwévou. Lo
vo. tpocVécouue oe autod, to LLM avagéper tny mpaypotin| apyixt) AEN wg ™ AN otnv omola mdavotata
avopépeTon To Xeluevo, yeyovog mou evioylel T uédodd pac e eneEnynuatixdTnTo Xol ETXUROVEL TNV UdVeoT
6Tl Ta o toyued LLM unopolv mpdypatt var €youv uio apxetd Bothd xotavonor XEWEVou Tou EMITEENEL TNV
ATOTENECUATINY OVIYVELOT] VTOY VLG TIXAV BELYUATWY.

Exnidpaocn tou Mrxouc Keipévou

INo vo Bigpeuviooupe TNV emidpaon TOU UAXOUC TOU XEWEVOU €l0600U GTNY Anddoon Tou UOVTEAOU, TEIY-
UUTOTIOLCOUE Lot CUCTAUATLXY OVEAUCT) TWV TELQOHATIXGY YIS ATOTEAECUATWY 6TO o0UvVoAo dedouévwy IMDb
yiar SlopopeTnd Uixn xeyévou, Uetpolpeva ue Bdorn tov aptdud twv Aélewv. Ou exdvee 1.3.2, 1.3.3, and
1.3.4 anewovilouv 1 oyéon petald Tou UAXOUC TOU XELEVOU ELOODOU Ol TNEG AVEXANONS TNS AVTUY WO TIXAS
aviyveuong, évavtl 6wy twv endécewy, oto poviého RoBERTa.
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Figure 1.3.2: Avéxnon tne Avtaywviotixic
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Figure 1.3.3: Avdxdnon tne Avtaywviotinic

Aviyveuone oe 6ha tor Uhxn xewwévou, yio TNy
npotpony) tou Gemma-2-27B, vyl emdéoeic xatd
tou RoBERTa.

Aviyveuone oe Oha T uinn xewwévou, yia TV
npotpony| Tou Claude-3-Haiku, yia emdéoeic
xotd tou RoBERTa.
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Figure 1.3.4: Avdxinon tng AvtaywviotxAc Aviyvevong oe dha Ta urfxn xEWEVoOL, Yol TNV TEOTEOTY| TOU
GPT-40-mini, yio emtdéoeic xatd tou RoBERTa.

B)\émouye 6TL untdipy el PEYAAT LETOBANTOTNTA Xou Topd TO YEYOVOC OTL Tal Ypapruata dev Tapouctdlouy auatned
piivouvoa oyéor uetoll Tng AVExANong xou Tou UiXous Tou XEWEVOU, 1) YEVIXY TdoT elvon TTwtinh. Autd yiveTon
TO EUPAVEC OTAV TORATNEOVUE Tl AMOTEAESHATA Yiot Tol delypata mou dnuiovpyolvion and tnv BAE, ta onola
yior udmASTepo apriud Aé€ewv xoatahiyouv vo expuiilovtal oe YeTpés oTo eninedo 1 xau yewpdTepa and auTég
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evog tuyalou TaglvounTy.

Mua mrdovi| epunveior auTodv TV EUENUATLY elvor To amhé YEYOVOS OTL OE UEYUNDTERO XELUEVA, YOl ITOTEAEGHOTLIXT
enileor unopel vor aAAGEel ubvo éva pixed pépoc tou xewwévou. Autd onualvel 6T oL avtoywvioTixée evoellelg
Vot oY EVOWUATWOUEVES OE PEYAAEC TOCOTNTES UBLATAQUXTOU XEWEVOL, YEYOVOS IOV Xoho T8 BUGKOAOTERO TOV
evtomiopd toug and tic LLM. Av xou awté eivon ahfdeta, dev toyler tévta, xodde or avtinoles eméoelc ouyvd
eapuélouv molhamhéc enelepyaoiec. T to Aéyo autd, mpénel vo e€etdooupe enlone Toug TeEpLOPLOUOUE TV
Large Language Models. I'ia vo propéoet €va uovtého vor TaVoUoEL ETITUY NS EVol SEBOUEVO XElPEVO, TIRETEL VL
avahOOEL TIS YAWOOWMES DOpES Xat TIC OYEoelc Tou PE To mAadoto. ‘Otav éva xelpevo elvan peyahdtepo, autd to
YOeaXTNELWO TIXE YivovTal o TOAUTAOXA X0 0 6YX0C TwV oxéoewv token-to-token mou mpémel va enelepyoo tel
0 UNYAVLOUOC QUTOTPOCOYNS TOL LovTEAOL auddveTton onuovtixd. Katd cuvénew, yio peyahbtepa avtinoho dely-
pato, oxdun xon evtdg tou mapadbpou mhaiotou, éva LLM evdéyeton va unv elvan oe 9€om va diatnerioet o
OPXETE CUVEXTIXT) OVOTORAGC TOOY], TOU XEWEVOL xou éva emapxéc eninedo svaoinoiac yio va evronioel Tig dido-
nopteg avitinahes yetoforéc.

AvOpomivn AZlohéymon

Ipaypatonoioaue pior LEAETN avipdmvng oaEloAGYNONS TROXEWEVOL Vo EYOVUE Lo TANEECTERT AELOAOYNOT| TV
eMBOCEWY TV PEYOdnVY Uog, xoeg xou Vo ueAeTioouue onotadnrote mdovy cuoyétion ueTal Tou TedTou
pe tov omolo ot LLM xou ot dvipwmnor npoceyyilouv ) Mdn andpacne yio to av éva dedopévo xeluevo eivou
TEWTOTUTO ) AVTAYWVLOTIXO.

Ou ouppetéyovtee érafov wa Baouxy eloaywyr oTic avtaywvioTixée emdéoeic oto NLP, oe cuvbuaoud pe
MEELXE TIORODEY AT XEWEVODY OTA OTOlo £Y0UV EQPUPUOCTEL AVTAYWVICTIXES DLOTAROYES. X TH CUVEYELN, TOUC
doUnray cuyxexpwévee odnyieg, ol omoleg Toug xadodnyoloay vo dladcouy npocexTnd xdie doouévo xeluevo,
Vo T0 To€VOUNGOLY OC TEMTOTUTO ) AVTAYWVIGTIXO, XAl TEOMPETIXA Vol TEpLYedouy TUYGV AGYOUS TIOU TOug
oY Nooy 6T CUYXEXELUEVY] TAELVOUNOT).

| Detection Methods [ Recall | F1 | Accuracy |
IMDB

Gemma-2-2B 0.58 0.65 0.69
Phi-3-mini 0.66 0.71 0.73
Llama-3.1-8B 0.78 0.77 0.77
Gemma-2-9B 0.76 0.75 0.75
Gemma-2-27B 0.84 0.78 0.76
Claude 3 Haiku 0.80 0.78 0.78
GPT-40 mini 0.82 0.78 0.77

Human Evaluation 0.75 £ 0.02 | 0.79 £ 0.03 | 0.80 £ 0.04
AG-News

Gemma-2-2B 0.86 0.90 0.90
Phi-3-mini 0.94 0.86 0.85
Llama-3.1-8B 1.00 0.92 0.91
Gemma-2-9B 1.00 0.97 0.97
Gemma-2-27B 0.98 0.94 0.94
Claude 3 Haiku 0.98 0.97 0.97
GPT-40 mini 0.96 0.93 0.93

Human Evaluation 0.85 & 0.04 | 0.91 &+ 0.03 | 0.91 + 0.03

Table 1.7: Anoteréopata Avtaywviotixic Aviyvevong yia ta cOvola dedopévwy e Avipdmivng
A&iohdymong.

Yrov nivaxa 1.7 nopoucidlovtan To anoteréopata NG aviyveuong avtidéoewy twv avlp®dnivwy oalohoYNToY ot
oUyxpton pe exelva Twv LLM. Iapoatnpolue éti ot amoxAicels HETAED TwV UETELXWV TV SLopopwY olONOYNTMV
elvon pixpée, oto mAaoo TNE avEAUOTC HOC, YEYOVOS TOU LTODMAMYVEL Yiol LXAVOTOMNTLXY oLV METAUED TV
avlp®dnvwy TpolAédewy. Xuvohixd, 1 anddoor tne avipdmivne aviyveuone oto cUvolo dedopévwy IMDb eivon
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ota (Bl eninedo ye exeivn v HOVTEAWY avolxTol xwdwa Yecaiog xh{poxog, eved 6To olvolo dedouévev AG-
News elvon ehappndg yewdteprn amd exclvn Twv UOVTEAWY UE TIC XELpOTEpEC emdooelc. Ta amoteAéoparto autd
enahndebouy Tov LPMAS Boadud Suoxoiiog Tou yapoxtnellel TNV aviyveuor avTimodnTxdy eTIEcEWY EWEVOL.
Emnmiéov, emadndebouv tn yenowotnto xat Ty aviayoviouxdmta e wedodou mpotponric LLM mou Biondé-
TOUUE.

AZilew va e€etdoouue OpLoUEVES XATNYORIES XEWEVLY Lol TIC oToleg (ofveTon vor uTtdpyet a&loonuelnTn Slopopd
OTOV TPOTO UE ToV omolo avaklovTon and avipdtoug xa and Meydha I'hwoowd Movtéha. Mua tétola xotnyopla
elvon Tar tpwtdTUTA XElpEva ToU TiEpLEYoUY A& Tar ool anodidovTan oe avlpnivr anpoceéio 1) ENReldn YVHONC
e ayyAwhic Yhwooac. Ou avipdmivol a€lohoyntée @dvnxe va ebvar AMyo mo wavol vo dlaxpivouy autol Tou
eldoug Ta xelUeEVa 1S TPWTOTUTA, TapPOA0 Tou e&axohovBoly va Teptéyouy Adn. Avtidétwe, wa nepintwon oty
ornofa tot LLM gaiveton vor uteptepoly évavtt twv ovlpmnwy, elvat ta xelpeva mou yopaxtneilovtou and npomny-
pévo Ae€uhbéyto xou/1 mepimhoxes Souée mpotdoewy. ‘Otav Toug TopoustdoTtrxay Tétolo Xelueva, ol avipdmvol
aELONOYNTEG UAC UEPIXES POPEC BUOXOAEVOVTAY VO TO AVOADGOUV.

"EAeyyoc OpddtnTac viaa MoAuvorn Acsdopevey

Yto mhalolo g a€loAOYNONG UEYIAOY YAWOOWXOY HOVTEAWY, €va amd Ta mo xuplopya {ntiuota eivon autod
NS WOALVONG TOV BEBOUEVWYV 1) AANOC UOAUVOTS TOU GUVOOL Boxiuy. Aedouévou 6Tl 1660 To GUVOAa Oe-
Bouévwy BoxtuAc Yo 600 oL OpXETA and To cLVOAA dedouévwy exnaldeuons Twv LLMs nou yenoulonoljoope
OTO TELRAUOTA Yog TpogpyovTal and To SLadixtuo, elvol mdavéd Tor HOVTEA Vo EXTABELTNXAY UE BEGOUEVOL TTOU
nepléyoval oTig adlohoyhoelg pag. Lo vor Slac@akicouye TN axXEQULOTNTO TV TELRUUUTIXDY UUS UTOTEAECUATOVY
X0 VoL ueTpldooupe to midovd {tnua ploc tétoloc WOAUVoNS, e@apubdoaue évay éleyyo optdtnroc. T va to
TETUYOVUE AUTO, emeAnITxaue yelpoxivnTa éva VEO GOVOAO SEBOUEVLV BOXLUMY TEAYUATOTOLWMVTAS ENEEEPYAGIES
oe urdpyovta dedouéva, €tol dote T LLM va uny €youv extedel nponyouuévwe oe auTd.

’ Detection Methods H Recall \ F1 \ Accuracy ‘
IMDB
Gemma-2-2B 0.60 (+0.02) | 0.66 (+0.01) | 0.69 (40.00)
Phi-3-mini 0.62 (-0.04) 0.67 (-0.04) 0.69 (-0.04)
Llama-3.1-8B 0.80 (+0.02) | 0.78 (+0.01) | 0.77 (4+0.00)
Gemma-2-9B 0.76 (+0.00) | 0.75 (+0.00) | 0.74 (-0.01)
Gemma-2-27B 0.82 (-0.02) 0.77 (-0.01) 0.75 (-0.01)
Claude 3 Haiku 0.78 (-0.02) 0.76 (-0.02) 0.76 (-0.01)
GPT-40 mini 0.84 (+0.02) | 0.79 (+0.01) | 0.77 (4+0.00)
AG-News

Gemma-2-2B 0.86 (-+0.00) | 0.90 (+0.00) | 0.90 (40.00)
Phi-3-mini 0.96 (+0.02) | 0.88 (+0.02) | 0.86 (+0.01)
Llama-3.1-8B 1.00 (+0.00) | 0.89 (-0.03) 0.88 (-0.03)
Gemma-2-9B 0.97 (-0.03) 0.93 (-0.04) 0.93 (-0.04)
Gemma-2-27B 1.00 (+0.02) | 0.92 (-0.02) 0.91 (-0.03)
Claude 3 Haiku 1.00 (+0.02) | 0.98 (+0.01) | 0.98 (+0.01)
GPT-40 mini 0.96 (+0.00) | 0.92 (-0.01) 0.92 (-0.01)

Table 1.8: Anoteréopata avtaywviotxic aviyveuong yia Tov Eleyyo Opdotnrac. H Swagpopd oe oOyxpion pe
N et Tou emTEUYUNXUE OTO OEYLXO GUVOLO BEBOUEVLV ONUELVETAL EVTOC TapévieoT.

Ané tov nivoxa 1.8, BAénovue 6Tl tor anotehéoypata Tou ehéyyou opddtnTac elvor TOAY xovtd ot exelvo mou
npoéxuday amnd to apyx6d cUvoro dedopévmv. Iapatnpolue pixpéc dapoponotioels yia Sdpopa LOVTEN, AAAS
dev qolveton va €youv cuveTr| yopaxthpa, eite Yetnd elte apvnuixd. Emniéov, ov andiuteg TWég Toug dev
VeEWEOOVTOL CNUAVTIXES VLol TNV AVAAUOY| Hog, XA} oaxOun Xl OTIC TEPLTTAOOELS TWV UPNAGTEPWY TOCOCTIAWY
dropopv 3-4%, oL Tparyuatnéc TeoBAEPElc TwV HOVTERWY Blopépouy ubvo xatd pepixd delypata. Tuvolxd, to
AMOTEAECHATA TOU EAEYYOU 0pBOTNTOC LTOBNADYOUV OTL TO TELPAUOTE Pac BEV EMNEEdoTNXAY amd TN UOALVOT
eV BEBOUEVLV Xal aVaBEXVOOUY TNV oVIEXTIXOTNTO TNG TEOGEYYLONS OVIYVEUCTC TIOU EQOQUOCOYE.
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1.3.3 IIepdpata Tadivounong Mepovouévey Ilpotdoswy

Yuvoluxéc Juppuvieg

0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 10
Total Agreements (%) Total Agreements (%)

(a) I To BERT. (b) T To RoBERTa.

Figure 1.3.5: Boxplots Tou cuvohixol 10606100 GUUPLVING TAELVOUNOTNS UEHOVOUEVHY TEOTAGEWY.

Yo oyuota 1.3.5a xou 1.3.5b, unopotye va dolue tor boxplots Twv GUVOAXDY GUUPOVLOY TAEVOUNOTG UEUOV-
WUEVWY TPOTACEWY, WE TOCOGTO TOU GUVOAXOU UNXOUC TOU XEWEVOU, Yiol T TEWTHTUTAL o Tal avTimaia dely-
HaTo TV dlapdpwy Yedddwy enfdeong. ‘Onwe unopel va nopatnendel, 1 0TATIO TN XATAVOUY| TWV TEWTOTUTWY
XEWEVWYV SlaxplVeETon cap®e and Ty xatovopr] xdve entdeons, e Ty TeodTn Vo €xel TOAD uPnAoTEEY Bidueco,
nepinov 75%, xou mpdto TeTopTNUOElo Aiyo mévw and 60%, téoo yio to BERT éoo xou v to RoBERTA.
Emuniéoyv, oL XaTaVOUES TRV BLUPORETINMY aVTOYWVICTIXWY emiEoewy Loldlouy Toh) UeTal Toug, Y OYEQOVY
navopoldTUT TelTo TETOP TSGR YVOpw oTo 50% xan Stapéoous e pwixer 1 xodéhou oTato x| SLapopd.
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(a) e To BERT. (b) ' to RoBERTa.

Figure 1.3.6: Kauniiec ROC yia 0 yerion Tou nococstod Xuvolwev IndivSC Suugpuvidv we oplou yia tny
AVTOY WOVLOTIXT] atviyveuon.

Yo oyfuata 1.3.6a xoul.3.6b, napovoidloupe Tig xaumiieg ROC nou npoxintouy amd Tov 0plopd Tou GUVORLXOL
TOGOGTOU CUUPLVIGY w¢ oplou andgaone Y To BERT xa to RoBERTa 6cov agopd tnv talivéunon evée
XEWEVOL ¢ avtoywviotixol A un. O twée AUC mou emtuyydvovtan eivon 90% xou 91% xou delyvouv 6T
1N pé¥odog napouatdlel UPMAY EVOTNTA BLoYWELEUOV UETAUED OEYIXWY YO UVTAYWVICTIXOV BELYUATOY, Xl Yid
To Vo povtéra. Emmiéov, 1o veyovdg ot ol xaundrec ROC xau yia tic 3 pedddouc enldeone elvan oyeddv
adlapopoTnointeg anodevieL GTL vl XATOPAL Vi VEUOTC, TOU ETUAEYETOL Yiol Lol CLYXEXPWEVN enileoT), yéow
NS YEBOB0U GUVORXDY CUUPWVLLY, UTopel Vo yenotwormondel evahhaxTixd X yia onoladnmote dAAT enftdeon.

ITpoxewévou va ypnoylonotiooude T HEY0D0 TwV LUVORXDY LUPQWVLGY VLol TNV AviYVEUOT) AVTOY WVLO TLXWY
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ToPOABELYUATwY, VéNopE var eTLAEEOUUE €val XATAOPAL ToU VoL Elval 660 TO BUVATOV O XOVTE GTOV TEAELD TOL-
vounty, To dve aplotepd anueio g xaurvinge ROC. Katd tny emhoyy pog, AdBaue eniong unddn to yeyovoqg
oL oty epyaocio pag elvon mo onpavTid va Bektiotonoticouue yio oAndhvd Getind mopd yio Peudns apvNTIXd.
Me Béon autd ta xpLthpla, ETAEEUUE TO 6pLO GUVORXOY cuupuvdy 60% nou avtiotowyel oe FPR 0,2 o otoug
ayxwvee Tov xauruioy ROC, yia to BERT xaw to RoBERTa.

Adversarial Attacks
Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
BERT 0.89 0.84 0.83 0.90 0.85 0.84 0.88 0.83 0.82
RoBERTa 0.85 0.83 0.82 0.85 0.83 0.82 0.85 0.83 0.82

Table 1.9: Amoteléoparta avtaynvioTxic aviyveuong v T hedodo Yuvohixdv IndivSC Zuugpwvioy.

1.0

0.8 4 0.8 4

e
o
e
o
L

e
kS
L

o
=
True Positive Rate

True Positive Rate

0.2
e —— TextFooler (AUC = 0.91) e —— TextFooler (AUC = 0.91)

0.2 4

e PWWS (AUC = 0.91) . PWWS (AUC = 0.30)
0o0d ¥ —— BAE (AUC = 0.91) 004 ¥ —— BAE (AUC = 0.90)
0.0 02 04 0.6 08 10 0.0 02 04 06 08 10
False Positive Rate False Positive Rate
(a) ' To BERT. (b) I to RoBERTa.

Figure 1.3.7: Kopndieg ROC yua ) xpnomn tou nocootold Yuvohxdv IndivSC Zuugpwviav we opiou yila v
VLY VEUST] AVTOY OVLOTIXOTNTOG, OTO GUVOAO BOXIUODY.

Ytov Iivaxo 1.9, BAETOVPE Tol ATOTEAECUATO TNG VY VEUOTS TWV AVTAYWVIOTIXMV SELYRATWY Yiot TN pédodo
Suvohixay Xupguviey évavtt xdide entdeone. H mpdtn nopathipnon mou umopel va yiver eivon 6Tu 1 Tipn xdde
petec elvon oyedov Bl xou yio T 3 emdéoelg, evioybovTag To yeyovdg OTL To (Blo xaTtdgAlL aviyveuong
unopel va yenotponolniel evodldE evdvtia oe onoldrinote aviaywviotxy enideon. Emmiéov, n yédodoc €xel
LPNAéC emBOOELS, ETULTUYYAVOVTAS UETEIXEC oLYXploe pe exelveg Twv xahdTepwy oevaplwv LLM Prompting,
ue 85-90% Recall, 83-85% F1 score xou 82-84% Accuracy, eite yio to BERT eite v to RoBERTa. Autd
emPBefoudvel TNV XATAAANAOTATA TNG YLoL TNV AVEYVEUST] OVTAYWVIOTIXWY XEWEVKY, W Bondntixd # oxdun xou
AUTOVOUT| TEOGEYYLOT).

‘Ol ta mpoavagepdévta cuunepdopato evioybovtal and to Lyfuota 1.3.7a xou 1.3.7b, ota omolo unopolue
va apartneriooupe 6T ol xaunvieg ROC, xadde xou oo AUC tpée toug, yio to cUvolo doxuurc etvon oyedov
TOUTOOTUES UE QUTEC TOU GUVOAOL EXTALBELONGE, YEYOVOS TTOL AVABEIXVUEL ET(ONG CUVETELD 0TV vy VELGT).

AZilew va e€etaotel 1 cuoyétion Yetald TOL TOGOGTON GUVOMXMY CUUPWVIDY TAEWVOUNGCTC UELOVOUEVKY TEO-
TACEWY 0L TOU UAXOUC EVOS XEWWEVOU, PETPOUUEVOL ot dpldud mpotdoewy, xadoe elvon dueca cuvugaouéva.
‘Onwe pnopel vo napatnendel ota LyAuoata 1.3.8 xou 1.3.9, n yéon Ty 1660 Yol To TEWTOTUTA HGO XOL YLoL
TOL AVTAY WVIC TG XElPEVa TopaéVEL GTodeRd EVTOE TOU TEAMTOL Xl Tou Teitou TeTapTnuopiov Tou avtioTolyou
boxplot, ye T 3 emdéoelc Vo £Y0UV TUPOUOLES YRUUUES YRUPIXAC THPACTACTC OF DLUPORETIXG UWHXT] XELUEVLV.
Yuvohixd, mapatneolue 6TL xa Yo Toug 4 TUTOUC XEWEVWY, 1) YRUPIXH ToedoTaoT, oxohoudel Wior TTwTixy
tdon. H Swyweiotinn iavotnta petald opyixdv xon avtinalwy xelévey napopuével entong otadepd cupeio yia
onolovdYnote opitud Tpotdoewy, oxourn xou 6tay e€etdlovia ol anoxhicelc. Autd, oe oevduaoud ye tn piivouoa
QUOT TV YROUUWY TOU Blory pQuUUATOS, Hog 0dNYel 0TO cUUTEPAOUN OTL Eva G TAdEPO XATOPAL Yol TNV aviyveuon
TV aviinahwy emdéoewy yia T pédodo Luvolodv Xuupunwvicdy do elvon o B€on va mapdyel nepioodTepa oh-
nowvd Yetind vy yeyodbtepa xelpeva. To mponyoluevo cuunépacuo enaindedeton and ta Lyruota 1.3.11 xou
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Figure 1.3.8: T'ia to BERT. Figure 1.3.9: T''a to RoBERTa.

Figure 1.3.10: Xuvokix6 1ococté cuggpoviedy IndivSC oe dha tar uixrn xelévev.
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Figure 1.3.11: T'\a to BERT. Figure 1.3.12: T'\o to RoBERTa.

Figure 1.3.13: Avdxinon avtoywviotixrg aviyvevong yio ) pédodo Luvolxwv IndivSC Xupgwvidv oe
OLdpopat Uixn XEWEVOL.

1.3.12, ota onola napatnpodue dti 1 avdxAnor aviyvevone mou emTuyydvetor and ) uédodo yevixd audveta
600 peyahitepo elvan éva xeluevo, xan oTig Teelg TexVIKEG enldeong.

MoaxpUtepr Xuveyfic Axolovdia Jvpgpwvic

Iopatnedvtag to boxplots tne yeyolitepne ouveyoic axohovdioc cuupnvioc IndivsC, we nocostd Tou cuvo-
Aol urxoug tou xewévou, ota Lyfuato 1.3.14a xou 1.3.14b, BAémouue OTL OL XUTAVOUES TWV APYIXWV X0
TOV OVTAYWVIOTIXOVY delyudtoyv eivar Sloywelotweg and to BERT xou oané to RoBERTa, aAAd wdhic xan uetd
Bloc. And tn uio Thevpd, ol SLdPopeS avTarywVIC TWES EIECELS TOEOUGLELOUY TOAD TOEOUOLIL YARUXTNELO TIXEL UE
otatioTixd duodidxpiteg Sapécous Ylpw oto 20% xou Tyéc Q3 xovtd oo 30%. And v dAAn Theupd, Yo To
TpwToTUTA XElueva, 1 didpecoc elvar onuavtind uhnhdtepn ot oxeddv 50%, ahhd to IQR mou tapovctdleton eivor
gvpy, ewxd v to RoBERTa, téc0 npog tnv xoateduvon tou Q3 600 xou tou QL. Xuyxexpyéva, To TetTo
TETORTNUOELO Elvon o)eBOV (00 e TO TEITO TETUAPTNUOPLO TWV AVTUYWVIC TIXWV XEWEVWV, TEAYUO TOU onpaivel 6T
nepinou 1o 25% Twv mopadelypdteny onolcdhinote and g dUo xatnyoples dev elvan oe Véon va Soxprdolv ue
™ Xeromn g ueyahitepne cuveyoig axoloutiog ouugwviag IndivSC.

Opilovtac to pfxoc tne peyahbtepng ouveyolc axolouvdoc cuppwviag g To XATOEAL TaELVOUNoNE UETAED
QPYLXWY XL OVTAYWVICTIXWY BELYUdTwY, AoBdvoupe tic xaunvieg ROC ota Eyruota 1.3.15a xou 1.3.15b.
Avutd delyvouv 6Tt Topd To YEYOVOS 6TL 0L GTATLOTIXES XaTavoués Tng dev elvan BédTioteg, ) Longest Continuous
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Figure 1.3.14: Boxplots Tou mococTtol tng peyahltepng ouveyolg axoroudiag cuppuviag IndivSC.
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Figure 1.3.15: Kopmoiec ROC yia ) yprion tou mocoostod Maxpltepn Xuveyfic Axohovdior Buugpwviog o
oplou Yla TNV AVTAYWVLOTLIXY aviyVEUOT).

IndivSC Agreement Sequence egoxohoudel vor elvon o BLdoLpn EMAOYT Yo TNV AVTAYOVLOTIXT aViYVEUGT), Yid
1o BERT xou ywt 1o RoBERTa. Ilpoxeiévou va alohoyroouye tny amotehecyotixdtnta tng pedodouv otny
aviyveuon, emhé€ape éva xotdPh 33%, dote va emtiyovde pio toopponia uetald e adinone tou TPR xau
e vnofdiduione tou FPR. Yuyxexpwéva, n tuh outh avtiotoiyel oe FPR 0,25 xou oe onpeio otov ayxdva
TOV HOUTUAGDY.

Adversarial Attacks
Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
BERT 0.75 0.77 0.78 0.75 0.77 0.78 0.75 0.77 0.78
RoBERTa 0.74 0.76 0.77 0.70 0.74 0.75 0.74 0.76 0.77

Table 1.10: Anoteléopato aviyVEUONS AVTAYOVLOTIXMY JELYUETwmY Yo T wédodo Moaxpltepn Tuveyhc
Axolovdia IndivSC Buugpwviag.

Ta anotehéopota NG avTory o TixAc aviyveuone e wedodouv Maxpiteprn Xuveyhic Axolovdia IndivSC Xupy-
pwviog napouvotdlovtar otov mivaxa 1.10. And autdv, cuunepalvouye wa u€tplo LPNAY anddoaor, 1 onola elvon
%x0v1é ota enineda Tou emituyydvovton and LLMs pecaiog xhipaxac, pe petpéc mou anotehovvtan and 70-75%
Avéadnon, 74-77% F1 xou 75-78% Axpifewa. Eivou onuavtind va onuewwdel 61t to BERT emtuyydvel tic (Bieg
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AXEYBOE PETEPACELS XOL VLol TA 3 AVTLTOALOXS TAALOLOL, YEYOVOC TOU aVaBELXVUEL T1 GUVETELX XoU T YEVIXEUGT) TOU
emAEYUEVOL oplou andPaomng EVovTL BUPOPETIXWY ETIECEWY.
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(a) e To BERT. (b) o to RoBERTa.

Figure 1.3.16: Avdxhnon avtaywviotixic aviyveuone yio ) wédodo Moaxpitepn Luveyric Axohoudia IndivSC
Yupgwviac oe 6ha oL uixn XEWEVOL.

T vo e€etdooupe TNy EBPAOT TOL UAXOUS TOU XEWEVOU GTO TOG06TS TNE UeYohlTERNS cLVEY0US axohoudiog
IndivSC cupgpoviag, avahbouue ta oyfuato 1.3.16a xou 1.3.16b, oo onolo BAémouye 6TL 1y avdhnomn aviyveuong
670 0UVOAO Boxumy audveton paydola yia yeyolltepo xelpeva, Eenepvidvtag Yeryopa TN wéon anddooy| g,
vt To BERT xot vy to RoBERTa.
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(a) o to BERT. (b) 't To RoBERTa.

Figure 1.3.17: Boxplots tou nococtol Yuvoluxmy IndivSC Evohhaydhv.

Ta oyfuato 1.3.17a xou 1.3.17b epgaviCouv ta boxplots twv cUVOMXGOY evorlhaydy TaEVOUNCONG TV UEUOV-
WHEVLY TPOTACEWY, Yio Ta apytxd delypota xou yio Tic eméoeic xotd twv BERT xouw RoBERTa. Ané autd,
unopel vo cuvayVel auéowe Gt UTdpyEl YEYAAN XAV UETAUE) TV CTUATIOTIXOV XUTAVOUMY TWV 0PYIXOV
O TOV AVTAYWVIC TIXOV XEWEVWY. DTNV TRAyHaTtixdTn T, To €0pog Q2-Q3 Twv apyixdy delyudtwy cuuminTel
TApw¢ We To elpog QI-Q2 Twv aviaywvioTixwy, tdco Yo to BERT 660 xau yia to RoBERTa. To ebpnuo autod
UTOBEXVUOUY OTL OL GUVOMXES oVTOAAYES BEV PTopOUY Vo TOTEAEGOUY XATAAANAT uédodo Yl tnv aviyveuon
AVTITOAWY HELWEVV.

Ov xaumidiec ROC mou napoucidlovion oto Eyfpata 1.3.18a xou 1.3.18b mpoximtouv and tov oplopd Tou
GUVOAX0) TOGOCTOU EVOUAAXYWV 1 0plOV YO TOV TEOGBLOPLOHUOS TV BELYUATWY (O TEWTOTUTO 1} AVTOY WVIGTIXA.
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Figure 1.3.18: Kopmdieg ROC yia ) xprion tou mocostol Yuvokxev IndivSC Evolhaydv wg oplou yia tnv
avToyVLoTiX aviyvevon.

Ta AUC nou emtelydnxoav delyvouv o anddoon mou elvon xakltepn and tnv tuyalo, oAl ofyoupa dev elvon
QAT TV ALY e€eTalOUEVELV UEDOBWY, EMPBEBAULOVOVTIS TO CUUTERIOUATE, oG, DUYKEXPUUEVDL, OL YROPIXES
TUPAUCTAOELS TWV 3 BLUPOPETIXDY ETIETEWY EYOLV TopdUOLL Lop®Y) xou TIéS ato ebpog 0,67-0,69, té6co Yo To
BERT 660 xou vy to RoBERTa.

I var yenowonoioouye to tocooté Total IndivSC Interchanges w¢ 6plo tagivounong, énpene va emAé€oupe
€val 6plo Tou va 0dNYel ot avdxinon mdve and 50% ywelc vo emBELVOVETOL EVIEADE TO T0606T6 PeUdME VETIUWDY
amOTEAECUATOV, Xou €Tol 1 Ty Tou emhéydnxe Htay 38% xan avtiotowyel oe FPR 0,4.

Adversarial Attacks
Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
BERT 0.67 0.65 0.64 0.66 0.64 0.63 0.67 0.65 0.64
RoBERTa 0.60 0.61 0.62 0.62 0.62 0.63 0.62 0.62 0.63

Table 1.11: Anoteléopata aviyVELGNE OVTAYWVIGTIXGY BELYUdT®Y Yo T wé¥odo Xuvohixdy IndivSC
Evaaayov.

Ytov mivaxa 1.11, BAémouye Tol AmOTEAEOUATA TG AVEYVEUCTC TWV OVTAYWVIOTIXWY OELYUAT®Y Yo TN Yédodo
Yuvohxdv IndivSC Evolhaydv evdvtio o xdde enideon. Mnopolue va napatnpricovye cuvoyt HETE) Twv
HETEXAY TIOU EMLTUYYAVOVTOL Yiol TLC 3 DIAPOPETIXES EMUETELS Ko Yial TAL BUO UOVTERA, WOTHGO Ol UETEXES TIOU
emtuyydvovta elvar dAec oty Teployn Tou 60-67% xou avTioToL ol OE CUUTERLPOEE XoNDTERT amd TNV TUYola
X0l XOVTE 0TO ETUNEDO TWV UixpOTEPWY Yenotuonotobuevewy LLMs.

1.3.4 3uvdvacuog Medodwv

INo vae cuvdudoouue Tig dUo mpoTevduevee Uedbdoug Hog ot Wa eviala TEOGEYYIoT, Yenowonolioaue tny Ilpo-
tpomry LLM w¢ xOpta pédodo aviyveuone xat 0 CURTANEMOOUE UE TG ZUVOAXES Buupnvies, tou elvon to mhalolo
TAEVOUNONG UEUOVOUEVWY TIPOTACEWY UE TIC XahUTEPES emdooElC. Xenoldonotoope T uédodo LUVohixwy Luy-
POVLOY POVO o€ XelUEVOL TTOU Elvoll TIAVE 06 VoL 0PLOUEVO U X0C, TEOXEWEVOU Vo AELOTIOICOUUE TO YEYOVOC OTL
1 AvEXANoT TNS AViYVEUGTC OVTOLY WVIGTIXEY DELYUATOV TNG QOVETOL VoL aEGVETOL YLol UEYANOTERO XELUEVA, EVED
T0 axpBae avtideto ouufBaivel oty mepintwon Twv LLMs. Yuv towg dhhoig, Féhope va dacpoiicovue 6Tl
a&onoinomn e pedodou Xuvolxmy Lupgovidy ATy WOVo CUUTANeWUATIXY XaL dev odnyoloe ot adEnom twv
Yeuddv ety 1 Twv Peudody apynTxdyY anoteiecydtwy. o va To nethyouue auTtd, oploope TO XATOPAL YLot
TO TOCOGTO CLUPPEVIDY TAEVOUNOTC LELOVWEEVKV TpoTdoewy ot 50% mpoxeévou vo Yewpndel éva xelpevo we
avTay VI X6, xdTL Tou avtiotolyel o Toc0oTé Peudne Yetuxmy (FPR) 10%, xaw oplooye To xoTd@AL yio Vo
Yewpndel éva xelyevo we npwtdtuno o 66%, x4t nov avtiototyel ot tocootd Yeudole napdhewne (FOR) 10%.
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Yupnepaopotixd, 0 cUVBLACHOS Hog divel TpotepaldTnTa oty TEdBAedm mou xdvel to LLM. X1n cuvéyeia, otnv
TEP(NTWON TOU TO UAXOG TOU GUYXEXPUIEVOU XEWEVOU elvor Téve and 6 Tpotdoels, unohoyilouue av 10 GUVONXO
1060616 GLUPEWLKOY IndivSC eunintel ota xadopiouéva dpla. Edv autd cupPaivel xan 1 npdBiedm pe Bdorn to
LLM 8wpovel ye v npdPredm pe Bdon tic cuvohixés ouugpnvieg, téte hauPdvouue unddrn tnv teheuvtaio.

O nivoxag 1.12 napouctdlel o TEROPATIXG ATOTEAECUATA TTOU TEOXUTTOVY UE TN XPHOY AUTHS TNS EVOTONUEYNS
TpoGéYyloNg.

Adversarial Attacks
Attacked Methods TextFooler PWWS BAE
Recall | F1 [ Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy

Gemma-2-2B * 0.82 0.81 0.81 0.87 0.87 0.86 0.83 0.83 0.84
Phi-3-mini * 0.84 0.82 0.82 0.91 0.89 0.88 0.82 0.81 0.82
Llama-3.1-8B * 0.90 0.85 0.84 0.92 0.89 0.87 0.87 0.85 0.85
Gemma-2-9B * 0.89 0.86 0.85 0.91 0.88 0.86 0.85 0.84 0.84
Gemma-2-27B * 0.91 0.86 0.86 0.94 0.88 0.86 0.88 0.85 0.85
Claude-3-Haiku * 0.88 0.85 0.84 0.92 0.89 0.88 0.84 0.85 0.85
GPT-40-mini * 0.92 0.88 0.87 0.94 0.90 0.89 0.88 0.85 0.86
Gemma-2-2B * 0.83 0.84 0.84 0.85 0.82 0.82 0.80 0.84 0.85
Phi-3-mini * 0.90 0.87 0.87 0.84 0.82 0.82 0.82 0.83 0.84
Llama-3.1-8B * 0.90 0.85 0.84 0.87 0.82 0.82 0.85 0.85 0.86
RoBERTa Gemma-2-9B * 0.89 0.86 0.86 0.87 0.82 0.82 0.85 0.87 0.87
Gemma-2-27B * 0.92 0.88 0.87 0.89 0.82 0.82 0.84 0.85 0.86
Claude-3-Haiku * 0.90 0.88 0.87 0.87 0.83 0.83 0.87 0.88 0.88
GPT-40-mini * 0.90 0.89 0.88 0.87 0.83 0.82 0.85 0.87 0.87

Table 1.12: Anoteléopata aviyveuong emdéceny Yia 10 cuvdLaoPo uedddwy, oto IMDb. O actepioxol
LTTOBELXVOOUY TOV GUVBLACUS PEDEBWY xau oL évTovol aptdpol UToBEXVOOUV TO XUAUTEPO ATOTEAECUA oVdL

HETEL.

Iopatnpolye 6Tt 0 CUVBUUOHOS TwY PEVGBMY pag anodidel xaAlTEpa anoTeEAéopata and 6,TL 1) xoepio EeywploTd,
XYTL TOL oVOBELXVOEL TNV ATOTEAECUATIXOTITA TV BV UeBOBWY Xalk TO YEYOVOC OTL AELTOURYOUY GUUTATIOWUATIXGL.
O teduéc petpuée ebvon eviunwotoxée, xadde gtdvouv ot enineda xovtd oto 90% oe Ohec TIC TEPLTTOOELS,
%0VvTd ota enineda mov emiTtuyydvovTal péow tou LLM Prompting oto cOvolo dedopévwv AG-News.

And ) plo mhevpd, to yeyovoe ét ol emddoelg avidvovtan oe olyxplon pe to IndivSC anodewviel 6Tl ta
LLMs eivon xoahd e€EomAMopéVaL Yiol TNV AVEAUCT) UIXPOTERMY XEEVWY X0l XEWEVWY Tov Beloxovton 611 uéon tev
CTATLOTIXDY XATAVOUWDY TOU GUVORLXOU TOGOGTOU GUUPWVLGY. ATd TNy GAAT TAeupd, To YEYOVHE OTL OL ETUBOCELS
av€dvovton oe cUyxpton pe tnv Hlpotponr) LLMs enainiedel v evpwotior Tou IndivSC, biwe 6tav mpdxelton
v geyohUtepo delyyata xewévewy. Emniéov, emeidr ol pédodoc cUVORXMY CUUPOVLOY amodldel TapduoLa
amotehéopato yior OAeC TI emUEoELS, XATOPERVEL Vo avTIGTAOUIOEL Th UELWUEVT oVEXANoY ToU TapOoLGLdleL 1)
IIpotponry LLMs évavti tng BAE. Kdt dAho mou npénel va onuewwdel eivar 6Tt U€cw TOU GUVBLICUOU TKV
pedodwy, to wxpdtepor LLM adEnoov Tic yetpixéc Touc onuavtxd meplocdtepo and Tta YeyoAltepa. Autd
odfynoe oe pelworn Tou YAopaTog TOV IXAVOTATWY Toug, ov xal 1 dlapopd eEoxoroudel va elvon oauodnty, ue
10 GPT-40-mini va emtuyydvel to uhnidtepa oxop évavtt GAwv twv emdéoewyv oto BERT, yia va Sdooupe
éva mopdderypo.  Ilopdha autd, n napathenon auth cuuPodilel ye tnv mponyoluevn damictwor yag OTL Ta
Mevydha I'hwoowrd Movtéha yevixd Bploxouy uixpdtepa xelueva euxordtepa oTny avdiluct Toug xa. odnyel 6To
CUUTEPAOUA OTL OL DLUPORES TNV LXAVOTNTA TWV HOVTEAWY epgavilovTa xuplwg ot xelyeva yeyohlitepou urxoug.

1.3.5 X0yxpion pe Me9odoug Aviyvevong Tehevtalog Teyvohoyiog

Yuyxpivoupe vy mpotewouevy TeocéyYlon Uag pe 800 cUYyEOoVES UEVOBOUC OVIYVEUOTNS OVTOYWVIC TIXWY ETL-
Véoewv oto NLP: v FGWS (Frequency-Guided Word Substitutions) [45] n onola eivon évar mhadoto aviyvevong
TIOU EXPETOAREVETAL TNV TolpaTENOT OTL Ol avTay Vo TiXég emtdéoelc Telvouy va avtathotolv Aé€elg e Aédelg
TOL cLVAVTOVTAL AYdTEPO cuYVE, xou Ty RDE (Robust Density Estimation) [75] n onolo yio var emitdyet tnyv
aviyveuon avtoy Vo Tix®y emiEoewy, eXTUd Ty TuxvéTnTa TiavoTNTaS Tou delypaTog Xelwévou.
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Adversarial Attacks
Attacked Methods TextFooler PWWS BAE
Models Recall [ F1 [ Accuracy || Recall | F1 | Accuracy || Recall [ F1 | Accuracy
IMDB

Gemma-2-2B * 0.82 0.81 0.81 0.87 0.87 0.86 0.83 0.83 0.84

Phi-3-mini * 0.84 0.82 0.82 0.91 0.89 0.88 0.82 0.81 0.82

Llama-3.1-8B * 0.90 0.85 0.84 0.92 0.89 0.87 0.87 0.85 0.85

Gemma-2-9B * 0.89 0.86 0.85 0.91 0.88 0.86 0.85 0.84 0.84

BERT Gemma-2-27B * 0.91 0.86 0.86 0.94 0.88 0.86 0.88 0.85 0.85

Claude-3-Haiku * 0.88 0.85 0.84 0.92 0.89 0.88 0.84 0.85 0.85

GPT-40-mini * 0.92 0.88 0.87 0.94 0.90 0.89 0.88 0.85 0.86

FGWS 0.85 0.87 0.87 0.88 0.89 0.89 0.62 0.72 0.76

RDE 0.97 0.94 0.93 0.88 0.89 0.89 0.94 0.92 0.92

Gemma-2-2B * 0.83 0.84 0.84 0.85 0.82 0.82 0.80 0.84 0.85

Phi-3-mini * 0.90 0.87 0.87 0.84 0.82 0.82 0.82 0.83 0.84

Llama-3.1-8B * 0.90 0.85 0.84 0.87 0.82 0.82 0.85 0.85 0.86

RoBERTa Gemma-2-9B * 0.89 0.86 0.86 0.87 0.82 0.82 0.85 0.87 0.87

Gemma-2-27B * 0.92 0.88 0.87 0.89 0.82 0.82 0.84 0.85 0.86

Claude-3-Haiku * 0.90 0.88 0.87 0.87 0.83 0.83 0.87 0.88 0.88

GPT-40-mini * 0.90 0.89 0.88 0.87 0.83 0.82 0.85 0.87 0.87

FGWS 0.85 0.87 0.88 0.92 0.91 0.91 0.62 0.72 0.76

RDE 0.99 0.95 0.94 0.95 0.93 0.93 0.95 0.93 0.93

AG-News

Gemma-2-2B 0.79 0.86 0.88 0.70 0.81 0.83 0.25 0.38 0.57

Phi-3-mini 0.91 0.89 0.89 0.90 0.88 0.87 0.49 0.61 0.67

Llama-3.1-8B 0.96 0.88 0.88 0.93 0.88 0.87 0.71 0.72 0.72

Gemma-2-9B 0.94 0.91 0.92 0.89 0.89 0.88 0.47 0.59 0.66

BERT Gemma-2-27B 0.97 0.92 0.92 0.95 0.91 0.90 0.62 0.72 0.75

Claude-3-Haiku 0.91 0.94 0.95 0.89 0.93 0.93 0.45 0.61 0.70

GPT-40-mini 0.98 0.90 0.90 0.96 0.90 0.89 0.68 0.74 0.75

FGWS 0.82 0.86 0.86 0.91 0.91 0.90 0.64 0.74 0.77

RDE 0.96 0.93 0.93 0.89 0.89 0.89 0.97 0.94 0.93

Gemma-2-2B 0.83 0.88 0.89 0.74 0.83 0.86 0.29 0.43 0.59

Phi-3-mini 0.91 0.88 0.88 0.91 0.88 0.88 0.55 0.65 0.70

Llama-3.1-8B 0.95 0.87 0.86 0.92 0.82 0.82 0.69 0.71 0.70

RoBERTa Gemma-2-9B 0.93 0.94 0.94 0.90 0.90 0.91 0.62 0.73 0.76

Gemma-2-27B 0.95 0.92 0.92 0.95 0.91 0.92 0.66 0.75 0.77

Claude-3-Haiku 0.92 0.94 0.94 0.84 0.91 0.92 0.47 0.63 0.71

GPT-40-mini 0.93 0.89 0.88 0.96 0.90 0.90 0.71 0.75 0.75

FGWS 0.79 0.84 0.84 0.87 0.88 0.88 0.53 0.65 0.72

RDE 0.93 0.92 0.91 0.85 0.87 0.87 0.89 0.90 0.90

Table 1.13: XOyxpion tng npocéyylonc yac Ye obyypoveg uedddoug aviyveuong. Ot aotepioxol unodeixviouy
TOV GUVBLOOUS TWV UETHBLY Xau oL £vTovol optduol UTOBELXVOOLY TO XUAVTEQO AMOTENECUN OVEL LETELXY.
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O mivoxae 1.13 nopouctdlet to anoteréopata xot yio o 6 cUvolo dedouévwy, TG00 Y TNV TEOCEYYLOY UoC
600 oL YL TIC oUYypoves pedodoug aviyveuone mou meplypdpnxay mapandve. Ilapatnpodue auéowg tnv av-
TAYWVLOTIXOTNTA TNG TEOTGEYYLONG MG OE OAOUC TOUG TOMELS, EBIXE OTav TEdXELTAL Yiot To 3 UEYEANG HAipanag
LLM.

H RDE qgaiveton va efvon 1) mo loyuen mpocéyyion ota dedopéva IMDDb, emtuyydvovtag Tic xaAUTERES ETBOOELS
oL 0TS 3 PETPWES Ot OAaL ToL oevdpla, exToc and tny enlideon PWWS xatd tou povtéhouv BERT, otnyv onola
10 GPT-40-mini vrepioylel oty avdxinon xa oto oxop F1, xau éyel ion axplBeia. ‘Ocov agopd to dedouéva
AG-News, n oy e npotponfic LLM avadewvieton axdun nepiocdtepo, pe to RDE vo unokelneton eite
tou Gemma-2-27B, elte tou Claude-3-Haiku, eite tou GPT-40-mini oe dke¢ tic nepintdoels, pe e€alpeom v
enideon BAE.

‘Ocov agopd v FGWS, €yel yevixd upniéc emddoelc, odld unoAe(meton o GAEC TIC TMEPIMTOOELS amd SAAES
ueddédoug aviyvevone. Ta mopddetypa, and Toug 12 cuvolxd cuvduacuols dedouévwy-enideonc-uoviéiou, To
GPT-40-mini uneptepel tne FGWS og 11 and avtolc otnv Avdxinon, oe 9 and avtolc oto oxop F1 (lon
enidoomn oe 1 ocuvduaoud) xou oe 6 and autols otnv AxpiPela (ion enidoon oe 3 cuvduaouolc). TuyxpLtixd, o
cuvduaouol otoug omoloug to Gemma-2-27B uneptepel e FGWS elvan 10 otny Avdxinon, 7 otn Baduoroyla
F1 ({on enidoon oe 1 ouvduaoud) xou 6 oty Axpifewa (fon enidoon oe 1 cuvduaouoic).

Avagopind pe v unoBdduion e amdédoone e uevddou yag évavtt e entdeong BAE, 1 onola culntrilnxe
vopltepa, elvon eVOLPEROY Vo TopaTNEHCOVUE OTL 1) (Blar axplBcde oupmeplpopd eppovileton xan yio T uédodo
aviyvevone FGWS, yeyovoc mou avadewevielr tnv auinuévn Aentétnta tne enideone. Toltou heydévtog, 1
RDE 8ev mapouotdlel xapio dlapopd oty andédoon oe oyéon pe tnv BAE, embewviovtog étol adloonuelwtn
gupwoTia.

Y autd To onuelo, meénel va onueiwlel 6Tl ot clyxelon pe dhheg spyaoieg Tng Bihoypagpiag, N Tpooéyyion pog,
xadd¢ xan oo FGWS xaw RDE, Sev xdvouv xopla unddeon oyetixd ue tov ahyoprduo g enldeong 1 to yovtého
mou déyeton tnv enldeorn. EmmAiéov, évac mopdyovtag mou Sapopornolel TNV mpoTevOUevy omd eudc pédodo
and g e€etaldpeve, elvar To yeYovog 6Tl Bev amoutel TEAOPCT OTO YWEO YUPUXTNELOTIXWY TOU HOVTEAOU
T tvounT.

AopBévovtac unddn dha tar Tapandve, XATohYOUUE 0TO CUUTERACUO OTL 1) TPOCEYYLOT| Log amoTeAE! yia Budouun
Moo, yerown i Ty plug-and-play aviyvevon exdpixmy xeywévwy oTtnv eQoappoyT ToElVOUNoNe XEWEVLY.

1.4 3vunepdopota

1.4.1 Xul7Tnon

Ynv moapoloa epyocia, diepeuvioae TN XENON UEYSIAWY YAWGOIXWOY UOVTEAWY Yid TO €pY0 TNG OVIYVEUOTG
OVTAYOVIOTIXWY ETIECEWY OTNY TAELVOUNOY) XEWEVOV.

Apyixd, avantiloue €vor TAAGLO Unyovixig TEOTEOTOY PE GTOYO TN DLOPPHCT) TEOTEOTWY QUOXAS YAOCGCOC
nou emitpénovy ota LLMs va exteholv to €pyo NG avlyVEUONG AVTAYWVIO TIXOV XEWEVWY. XE aUTO TO TANGCLO,
EQapUOCUUE Wid OELRd amd GUYYPOVES TEYVIXEC TEOTEOTHC 0Ty elcodo tou LLM, eved nopdAAnho avapépaue Tig
oMhayég oTny amodooT o emTeLY XY PEow xdlde Buatoc tne dadacioc. Autéd mou avaxolbdaye eivon OTL,
maporo ou tor LLM @dvnxe vor unv €xouv eYYEVY IXOVOTNTA OTOV EVIOTIOUS OVTOYWVIOTIXWY EMIECEWY XELE-
Vou, 6Tay Toug JIVETOL Lol OYOAUG TS ETEEERYATUEVT TIEOTEOTY, UTOEOUYV VO YIVOUY OOTENEGHUATIXOL AVLY VEUTEG.
ALOTO TOOOUE OTL 1) TPOTEOTY| TOU XATACHEVGCUUE YEVIXELOTAY Xk OE BlapopeTixd dedouéva, mhaiota entléoewy
xoi povtého-dopata, eved BAénovtog 6Tt ta yeyolltepo LLMs Eencpvoloay otaldepd to wxpdtepo oo nelpduata
TIOU TEOLYULOTOTIOLACAUE, QOUVETOL OTL O TEWTAUPYIXOE TORAYOVTUC TOU ENNEEULE TNV ATGB00T) OTNV EQUPUOYT QUTH
fitay 1 wAlpoa Tou povtéhou. Tlapd v edpeon Detuddv deuxtdv yior Ty Loyl xou Ty ENEENYNOWOTNTA TNS TRO-
TEOTAS UEYSAWY YAWOOXWY UOVTEAWY, Eyvay entiong eugavelc oplouévol Teploptopol auTHS TN TEOCGEYYLoNS.
O évoag elvan 1 unoBaduicuévn anddoon evavtl g BAE, woc aviayoviotixig enltdeong mou yenowonolel to
BERT, 1 omola Yo unopoloe va umodnhdvel aduvopio amévavit oe oplouévoug tinoug emdécewy, xoL o GANOC
elvon 1) petwpévn avotnta twv LLMs va avay vepilouv owo td yeyolitepa avtaywviotixd xelyeva. ITpoxewwévou
vor aflohoYHooVUE TEpauTépw TNV amddooy Ty Yedodwy pog, Tpaypatonotiooue (o €peuva olohéynone and
avipmnoug, 1 omolo €dee 6Tl oL dvipwrol €youv ehappds YewpdTeEpES emddoElC and Ta To oyupd LLM oto
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€oYO0 TNG AVIYVEUOTC aVTAYWVLO TGV SelypdTwy. Emmpocdétne, npayuatonomioaue évay éheyyo opddtntag, o
omnolog emxlpwoe OTL To ATOTENECUATE Lo DEV EMNEEGTTNXAY antd UbAuvoT dedouévey ota LLMs.

Eunvevoyévol and Tic aduvauieg mou avaxahdaye oty npotpont) LLMs, avoarti&aye enlong évayv debtepo tino
pedodoroylug yior TV aviyveuon avTimoahwy XEWEVGLY - TNV TAEVOUNOT) HELOVOUEVKY TROTACEWY, 1) ontolo e€eTdlel
Ti¢ TadVOURoELS TToU SivovTon 08 Xdde UEUOVOUEVT TEOTACT] EVOC XEWEVOU XU TIC GUYXEIVEL UE TNV TadlvOUNoT| ToU
dlveton oe 0AdxANEO TO XelpeVo, and T0 YAwooxd yoviého mou déxeton enldeorn. H pédodog auth vionoqinxe
HEow TELOV DLIPOPETXXWY TpooeYYioewy: Tic Xuvohixés Xuugwvieg, ™ Moxpitepn Xuveyny Axoloudia Xuy-
POVLOV Xl TS LUVohxES Evahhayée, ue otoyo tny edpeon exelvng mou a€lomolel TNV o GTATIo TIXd ONUAVTLIXY
Blopopd PETOED apytxol ol avTaywvio Twod xelévou. Auty amodelydnxe 6Tt ftav 1 Tpocéyyion LUVORLXMY
Lupgpoviodv, 1 otola napovsiace 6yl wdévo VPnhY ovdTnTo Sy wetolo) HETOED dEYLXY oL OVTOY VIO TIXWY
BeLYHATLV, OANG Xt PeYEAT evolhaiudTnTa EVavTt Blapope Ty emilécewy. TN cuVEyELl cUVBLAcaUE TIC dDO
TPOTEWOUEVEG UEVOBOUC YOG OE [La EVOTIONUEYY TPOGEYYLO, 1 omolol pdvnxe vor avTio Toduilel Tig aduvopuieg Tev
800 UePOVWUEVLY UETEBWY ol VoL amodidel GUVOAXE Tar xahOtepa anoteléopata. TEXoC, TPoyATOTOOOUE [lot
cUYXELOT| UE GAROUS GUYYPOVOUC OVLY VEUTES AVTOLY WVLO TIXWYV SELYUATOY X0l TUPATNEHOUUE OTL 1) TPOCEYYLON U
elvon avTory o Tin) xou umopel vo amotehéoet wia Budoiun hoon yia plug-and-play aviyveuorn aviorywvioTixey
HEWWEVOOV.

1.4.2 Meirovtixéc Kateuddvoelc

Khelvovtag tnv nopotoa dateiBr), da Géhaue vo mpoteivouye Sdpduoug yia Tepautépe BEATitIon ¥ EVOAAAXTIXES
mpooeyyloeg authig e epyaciog. Ilpdtov, Yo frav eviiogpépov va eletactel 10 evBeEYOUEVO ETEXTACTC TOU
€pYOU TNC AVTOYWVLOTIXNAG AViYVEUONC GE AUTO TOU AVTAYWVLOTIXOU Xadoplopol. Autd Go mepiehdufove
XENON UEYGIAWY YAWOOUOY UOVTEAWY Yiol TOV XUJUOIOUS TOU XEWEVOU ELGODOU, UE GTOYO TNV APalpEcy) TV
OVTAY WVIOTIXGY BLATOPOY MY OTO ECWTEPIXG TOV, ETOL HOTE TO UMOXATECTNUEVO XEUEVO VO TaELVOUE(TUL OWOTY
and To povtéro-9pa. Mo dhhn evbiagépovoa npoaéyylor Yo uropoloe va elvar auth) TNE Blepebvynone EmTAOY OV
yio fine-tuning twv LLMs otny egapuoyn tne aviaywviotixrg aviyvevong, elte axoloudovtag 1o napadooioxnd
npotuno exmaldevong elte a€lomoldvtag parameter-efficient yedédouc.
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Chapter 2

Introduction

In recent years, there has been a widespread deployment of Deep Neural Networks (DNNs) across various
domains, which include computer vision [31], [60], audio [64] and natural language processing (NLP) [32],
[5]. This has enabled remarkable advancements in the automation and accuracy of real-world tasks such
as image classification, speech recognition, and text classification. However, systems utilizing DNNs remain
highly vulnerable, as they are susceptible to the threat of malicious actors.

One such case are adversarial attacks, which can add small perturbations to an original input that then
manages to deceive a targeted DNN [61], [18]. The resulting samples are called adversarial and they are
generated in such a way that the alterations they underwent are imperceptible by humans. The majority of
research on adversarial attacks has been focused on the image domain, with little attention being given to
the NLP field [50], [11], [39], [28], [40]. Unlike images, text data are discrete by nature, which complicates
the generation of adversarial examples in NLP. Adversarial attacks in text-based tasks, such as sentiment
analysis or question answering, can be executed by altering individual words, characters, or whole sentence
of a given text. The goal is for these alterations to be indiscernible and not influence human judgment in
comparison to the original sample. For this reason, effective adversarial attacks lack obviously discernible
errors, maintain grammatical correctness, and are semantically equivalent to the original text. Given the rise
of such sophisticated adversarial techniques, the need for reliable defense mechanisms has become paramount.

This thesis explores the utilization of Large Language Models (LLMs) for detecting adversarial attacks in
text classification tasks, through two proposed methods. During this process, several experiments were
undertaken, resulting in the following contributions:

e We developed a simple framework for engineering prompts that enables the use of Large Language
Models (LLMs) for the task of detecting adversarial attacks in text classification. This is a method
that is agnostic of the attack method and the attacked model, and is tested against multiple dataset-
attack-model combinations.

e We did a comprehensive analysis of LLMs’ ability at adversarial detection. To further assess our results,
we conducted both a human evaluation and a sanity test for data contamination.

e We introduced a simple, yet effective way of detecting adversarial texts, utilizing the attacked language
model itself. This method is also model agnostic and equally successful against multiple attacking
scenarios.

e We combined our two proposed methods into a unified approach, achieving performance that competes
with state-of-the-art detection methods.
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Chapter 3

Adversarial Attacks in NLP

In recent years, Deep Neural Networks (DNNs) have been effectively utilized to tackle challenging problems
in multiple areas, such as computer vision [31], [60], audio [64] and natural language processing (NLP) [32],
[5]. However, it has been shown [61], [18] that by appropriately modifying the input of a DNN; it is possible
to fool it into making a wrong prediction, while human judgment is not affected. These altered inputs are
known as adversarial examples and against them, the performance DNNs degrades significantly. This poses

major threats to DNN-based systems, especially ones deployed in real-world, security-critical applications
[57], [77].

Research in the field of generating adversarial examples first started and has been extensively explored in
the image domain and more recently extended to the text domain. [79], [67], [54], [12], [8], [10]

In this section we will define the problem of adversarial attacks; explore the differences between adversarial
attacks in the image and text domains; create a taxonomy for textual adversarial attacks; explore how to
evaluate them; and investigate some characteristic textual attack methods.
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Chapter 3. Adversarial Attacks in NLP

3.1 Preliminaries

3.1.1 Definitions

Deep Neural Network (DNN): A deep neural network (DNN) can be represented as the function F' :
X — Y, which maps the input set X to the output prediction set Y.

Perturbation: Perturbations are small changes that are intentionally added to the original input in order
to mislead the DNN into making a wrong prediction.

Adversarial Example: Attackers generate adversarial examples by adding small perturbations to the
original input that then fools the DNN. Formally, an adversarial example x’ can be defined as:

¥=z+e (3.1.1)

, where ¢ is the added perturbation. At the same time, 2’ has to be imperceptible to humans, which means
that humans would still classify it the same way as the original example and that they should not be able to
distinguish it from the original example.

Target Model: The model that is being attacked with adversarial examples is called the target model.

3.1.2 From Image To Text

The research direction of attacking image recognition DNNs has received sustained attention by the computer
vision community. Szegedy et al. [61] first explored the idea of applying an imperceptible perturbation to an
input image that causes state-of-the-art models to misclassify that image. In that paper, the term “adversarial
example” was coined and after Goodfellow et al. [18] proposed a fast generation method for them, the research
topic got widely popularized [51] [6].

+ .007 x
. T +
* sign(VaJ(6, 2, y)) esign(VeJ(0,x, 7))
“panda” “nematode™ “gibbon™
57.7% confidence 8.2% confidence 993 % confidence

Figure 3.1.1: Instance of an adversarial attack in image classification. The unnoticeable perturbation that is
added to the original image effectively deceives the model, causing it to shift its classification prediction
from "panda" to "gibbon". [1§]

However, the approaches developed in the image domain cannot be directly transferred to the text domain
since the two are characterized by fundamental differences.

Input Type: First of all, image data is inherently continuous, and existing methods often employ L,
norm metrics to quantify the difference between an unaltered data point and one that has been perturbed.
Conversely, textual data is discrete in nature, which makes it necessary to explore new methods for generating
appropriate perturbations and measuring their distance to the original data point. Some systems choose to
reconcile this difference by initially converting textual data into continuous data and then employing attack
methods inspired from the image field.
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Perceivability of Perturbations: Another fundamental difference is the degree in which humans perceive
changes in images and texts. Small alterations in image pixel values can totally evade human perception, and
as a result, not alter human judgment but only deceive DNN models (e.g. Figure 3.1.1). In contrast, even
the smallest textual modifications, such as character or word substitutions, are readily noticeable. This can
possibly make the attack easily identifiable or correctable, either by humans or by machines, for example,
via spell and grammar checkers. Therefore, this quality of text adds a lot of nuances to the question of when
an adversarial example is imperceptible by humans.

Semantics: Lastly, in the realm of images, minor changes often have no impact on the semantics of an
image, as they tend to be inconsequential and imperceptible. For example, the perturbation of individual
pixels cannot transform an image of a panda into an image of a gibbon, even though it can fool a DNN (as
shown in Figure 3.1.1). In stark contrast, perturbations in text can easily alter the meaning of individual
words and whole sentences; for example, removing a negation word from a sentence can invert its sentiment.
Altering the semantics of the input is in conflict with the definition of an adversarial attack and therefore,
the constraint of semantic preservation requires extra attention in the text domain.

As a result of these differences, textual attackers either get aspired by and appropriately adjust attacks
designed for images, or introduce innovative techniques in their methods.

In NLP, Papernot et al. [50] were the first to investigate the creation of adversarial samples by inserting
subtle perturbations into the textual inputs. This revelation drew attention in the NLP community and
sparked the emergence of research on text-based adversarial attacks. Attacks on text have now been created
for a wide range of NLP tasks, from text classification [13] to question answering [23] and argumentation
mining [46]; and therefore, pose system security threats.

Human perception DNN prediction
s i e s i s s s
. I The movie ’s biggest is its complete and : .

Negative ! ‘ ) I Negative

! utter /ack of tension. :
Adversarial attack
(change “lack” to “dearth” )

[ The movie *s big 'eg{is' its complete and |
I

Negative : EE . b 1 Positive
| utter dearth of tension. :

Figure 3.1.2: Instance of an adversarial attack in sentiment analysis. Replacing the word "lack" with its
synonym "dearth" alters the model’s prediction from negative to positive, while the sentiment perceived by
humans remains negative. [54]

3.2 Taxonomy of Textual Adversarial Attacks

Adversarial attacks in NLP can be categorized using a multitude of criteria. In this section, we introduce a
taxonomy for such attacks.

3.2.1 Model Access

A major differentiation of adversarial examples is whether they are generated in a black-box or white-box
manner, in terms of available access to the targeted DNN model.

White-box: In the white-box setting, the attacker has unrestricted access to the DNN and relies on knowl-
edge of its architecture, parameters, functions and training data in order to create effective adversarial
examples.

Black-box: In the black-box setting, all the internal information of the DNN is inaccessible and the only
thing available is its outputs. Attacks in this scenario often depend on heuristics; they are implemented
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by repeatedly querying the target model and monitoring any changes in the output that can lead to the
successful generation of adversarial samples.

White-box attacks generally achieve a high success rate, as they typically approximate the worst-case attack
for a specific model. However, black-box attacks are more pragmatic, as they replicate real-world scenarios
in which the internal workings of the DNN are not available.

3.2.2 Target Type

Adversarial attacks can be divided into targeted and non-targeted based on the intended change of the output
prediction.

Targeted: In a targeted attack, the adversarial example is directed towards a specific prediction, which is
the attacker’s objective. This process primarily involves increasing the prediction probability of the target
result.

Non-targeted: In non-targeted attacks, the only objective of the adversary is to deceive the model, meaning
that the prediction can be any incorrect one. This type of attacks attacks usually achieve their objective by
decreasing the prediction probability of the correct result.

Compared to non-targeted attacks, targeted ones are more stringent, as they impose additional constraints
on the model output. In the case of binary tasks, such as binary classification, a targeted attack is equivalent
to a non-targeted attack.

3.2.3 Perturbation Level

The perturbation level criterion pertains to the specific text units on which the perturbations are performed
in order to create adversarial examples. The sub-categorizations are char-level, word-level, sentence-level,
and multi-level.

Char-level: In char-level attacks, individual characters within words are altered in order to create adversarial
examples. Typically, these modifications consist of misspellings that can deceive predictors, and the common
operations encompass letter insertions, swaps, deletions, and flips.

Word-level: Word-level attacks perturb whole words instead of individual characters in the words. Such
perturbations are created by inserting, deleting or replacing words in various way.

Sentence-level: In sentence-level attacks, the whole sentence structure can be modified, a new sentence
can be inserted into the text or an existing one can be rewritten, while preserving the overall meaning and
grammaticality.

Multi-level: Multi-level attacks combine more than one of the previous types of perturbations in order to
fool the target model.

The higher the level of the attack is, the higher the degree of flexibility it possesses, enhancing its ability to
generate imperceptible adversarial samples with a high attack success rate. However, this also implies that
its complexity and computational cost increase.

3.2.4 Generation method

This classification refers to the process with which the adversarial examples are generated. We divide the pos-
sible methods into six types: gradient-based, optimization-based, importance-based, edit-based, paraphrase-
based and generative model-based.

Gradient-based: These techniques involve computing the forward derivative to the input and generating
adversarial perturbations through gradient backpropagation. This process requires initially vectorizing the
text, which often results in the introduction of spelling and grammatical errors into the generated examples.

Optimization-based: In this strategy, the objective is to maximize the prediction error of the victim model
while keeping the difference between the adversarial example and the original input within a certain threshold.
Such samples are predominantly generated using evolutionary algorithms.
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Importance-based: Within this approach, the selection process of which text elements to modify and how
to modify them depends on the importance of each element in relation to the victim model’s predictions.
This is effective because generally, the more critical a modified word is, the easier it becomes to influence
the prediction of the victim model through it. Adversarial examples produced with this approach tend to be
imperceptible, as they maintain semantic consistency and grammatical correctness.

Edit-based: This method involves crafting adversarial examples solely through basic actions such as in-
serting, removing, or swapping characters, words, or sentences within the text. Such editing operations can
be combined with the previous generation methods, but here we are referring to the use of these operations
exclusively.

Paraphrase-based: Attacks of this type employ a sentence paraphrase to its original counterpart, while
maintaining semantic similarity and grammaticality.

Generative Model-based: This technique leverages generative models like Generative Adversarial Net-
works (GANSs) [17] and encoder-decoder models to generate adversarial texts. The purpose of using these
models is to create examples that are more natural.

3.2.5 Task

Based on the NLP application scenario for which the adversarial attacks are created, we can classify them
into nine main categories: text classification, machine translation, machine reading comprehension, question
answering, text entailment, part-of-speech tagging, text summarization, dialogue generation and multi-modal
tasks.

Text Classification: In text classification, the goal is to classify the given text into one of the possible
classes. As this is the most general NLP scenario, a multitude of more specific tasks such as sentiment
analysis, spam detection and relation extraction can be formed into classification problems. Therefore, the
majority of research on adversarial attacks is geared towards text classification systems.

Machine Translation: A machine translation system is used to automatically translate text from one
language to another. When given an adversarially edited input text however, the system fails and outputs
an incorrect translation of the text.

Machine Reading Comprehension: The task of machine reading comprehension (MRC) systems is to
extract meaning from a given text, just like a human would. To check whether this is achieved, the model is
usually asked to answer questions such as “who”, “when” or “how”, based on the given text passage. Attacks
on such systems are achieved by adversarially editing or adding to the input and are mostly evaluated on

Question Answering datasets.

Article: Super Bowl 50

Paragraph: “Peyron Manning became the first quarter-
back ever to lead two different teams to multiple Super
Bowls. He is also the oldest quarterback ever to play
in a Super Bowl at age 39. The past record was held
by John Elway, who led the Broncos to victory in Super
Bowl XXXIII at age 38 and is currently Denver’s Execu-
tive Vice President of Football Operations and General
Manager. Quarterback Jeff Dean had jersey number 37
in Champ Bowl XXXIV.”

Question: “Whai is the name of the quarterback who
was 38 in Super Bowl XXXIII?”

Original Prediction: John Elway

Prediction under adversary: Jeff Dean

Figure 3.2.1: Instance of an adversarial attack in machine reading comprehension. [23]

Question Answering: Question answering (QA) systems can automatically answer questions, given a
textual context. In contrast to reading comprehension, adversarial attacks against this task can be generated
by appropriately paraphrasing the question posed.
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Text Entailment: The objective of text entailment, also known as natural language inference (NLI), is
to assess the relationship between a premise and a hypothesis text. This relationship can be one of three
possibilities: entailment, contradiction, or neutrality. Adversarial examples within this context will deceive
the model, resulting in erroneous resolutions of the textual relationship.

Original Text Prediction: Entailment (Confidence = 86%)
Premise: A runner wearing purple strives for the finish line.
Hypothesis: A wants to head for the finish line.
Adversarial Text Prediction: Contradiction (Confidence = 43%)
Premise: A runner wearing purple strives for the finish line.
Hypothesis: A racer wants to head for the finish line.

Figure 3.2.2: Instance of an adversarial attack in text entailment. [2]

Part-of-speech Tagging: Part-of-speech (POS) tagging is the practice of annotating words within a text
to a particular part-of-speech categorization, based on a combination of both the word’s inherent definition
and its context within the text. This is a fundamental task that plays a pivotal role in other downstream
NLP tasks, such as syntactic parsing, and therefore the research of adversarial attacks against it is rendered
critical.

Text Summarization: The aim of text summarization is to provide a brief and coherent summary that
encapsulates the general essence of a given text. Adversarial examples are usually not engineered solely for
this task, as it is challenging.

Dialogue Generation: Dialogue generation represents a text generation task wherein responses are auto-
matically generated in accordance with the provided input posts by the user. Although dialogue systems
assume a pivotal role in real-world applications, such as virtual assistants, they can be fooled by subtle
perturbations.

Multi-modal Tasks: Beyond tasks that deal with exclusively textual inputs, there exist several NLP-related
multi-modal tasks that are susceptible to the threat of adversarial attacks. These multi-modal tasks can be
effectively categorized as either text-and-vision or text-and-audio.

Text-and-vision: An example of a text-and-vision application is image captioning, wherein the model
takes an image as input and outputs a textual caption that describes its visual contents. Adversarial
attacks against this type of systems lead to the generation of erroneous or specifically targeted captions.

Text-and-speech: One instance of a text-and-speech application is speech recognition, where the sys-
tem is tasked with recognizing spoken language and subsequently transcribing it into text. Adversarial
attacks against such models involve the introduction of inaudible perturbations to the input audio,
resulting in the generation of inaccurate or intentionally targeted text.

It is important to note that many adversarial attacks can be employed across multiple different NLP tasks.

3.3 Evaluation of Textual Adversarial Attacks

When assessing adversarial attacks, four primary aspects merit examination: effectiveness, imperceptibility,
efficiency and transferability.

3.3.1 Attack Effectiveness

The evaluation of effectiveness reflects the ability of an adversarial attack to mislead a DNN into producing
incorrect outputs and consequently degrade its performance. To gauge this aspect, we can use the following
performance metrics.

Accuracy Rate: This metric signifies the ratio of correctly classified examples by the victim model relative
to the total input instances. A diminished accuracy rate suggests a high effectiveness of adversarial examples.
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Conversely, a consistent or increased accuracy rate implies that the adversarial examples do not accomplish
their goal.

Attack Success Rate: In contrast to the accuracy rate, the attack success rate denotes the percentage of
examples erroneously predicted by the victim model among the total input instances. An increased attack
success rate corresponds to greater efficacy of the adversarial examples.

Accuracy Reduction: This metric offers a more intuitive assessment, as it characterizes the change in
accuracy before and after the adversarial attack. Larger accuracy reduction values signify a heightened effect
of the adversarial examples generated.

It is important to note that based on the NLP task that is being examined, more specific metrics, such as
the F1 score or the Area Under the Curve (AUC) score for classification tasks and the BiLingual
Evaluation Understudy (BLEU) score for generation tasks, can also be utilized.

3.3.2 Attack Imperceptibility

As previously mentioned, due to the distinctive characteristics of textual data, evaluating the imperceptibility
of adversarial attacks in NLP holds particular significance. These attacks should remain imperceptible to
humans and should not influence their judgment compared to the original samples. To fulfill these criteria,
an adversarial example must lack obviously discernible errors, maintain grammatical correctness, and be
semantically equivalent to the original text. Considering that, despite their discrete nature, texts can be
transformed into continuous vectors, imperceptibility metrics for adversarial attacks in NLP can be catego-
rized into two groups: continuous space metrics for vectorized data and discrete space metrics for raw textual
data.

Continuous Space Metrics

Euclidean Distance: Given two word-vectors m = (mqy,ma,...,mg) and @ = (ny,ne,...,ng), the Eu-
clidean distance of these two vectors is defined as:

(i, 1) = /(m1 —n1)? 4 - + (my, — ) (3.3.1)

Cosine Similarity: Given two word-vectors m and 77, the cosine similarity of these two vectors is defined

as:
k
i1 i T

— —

m-n

- 2
Sc(m,n) = =
N TR RS e

In contrast to the Euclidean distance, cosine similarity takes the direction of the two word-vectors into
consideration for the calculation of their semantic similarity.

(3.3.2)

Word Mover’s Distance (WMD): WMD [33] is an edit distance that operates on word embeddings.
It measures the minimum distance that the embedded words of one document need to travel to reach the
embedded words of the other document. The minimization is formalized as:

k
min Y Tijllnii; — 132

i,j=1
k
st Y Tij=d;, Vie{l,... k} (3.3.3)
j=1
k
> Ty =dj, Vje{l,... .k}
i=1

, where 777; and 71 are word embeddings of word i and word j respectively. k is the number of words in the
vocabulary. d and d’ are normalized bag-of-words vectors of each document respectively. T is a flow matrix
and T;; denotes how much of word i in d travels to word j in d’.
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Discrete Space Metrics

Edit Distance: Edit distance quantifies the minimum changes needed to convert one string to another.
Levenshtein distance is a popular edit distance that uses insert, delete and replace operations.

Number of Changes: Number of changes is a straightforward method that involves counting the word-level
or character-level modifications that are performed by the adversarial attack.

Grammar and Syntax Evaluation: The validity of the adversarially generated text is verified through
the application of grammar and syntax checkers, alongside other potential methods for validity assessment.

Jaccard Similarity Coefficient: The Jaccard similarity coefficient is used to measure the similarity between
finite sample sets, through their intersection and union. Given sets A and B, their Jaccard similarity coefficient

is calculated as:
B |AN B|

- |AuUB|

, where 0 < J(A,B) < 1. A and B represent two documents. |A N B| denotes the number of words that
appear in both documents, while |A U B| represents the number of unique words in total.

J(A,B) (3.3.4)

3.3.3 Attack Efficiency

Attack efficiency gauges the efficacy of an adversarial attack concerning the attack time, the computational
resources needed for potential training and the generation of adversarial samples, and the amount of queries to
the target model. It provides insights into the attack’s practical viability in real-world scenarios where these
factors are crucial. In evaluating this dimension, metrics such as the average number of target model
queries and the average running time per generation of each adversarial example can be employed.

3.3.4 Attack Transferability

Transferability indicates the versatility of an attack method. Specifically, it expresses whether adversarial
examples that have been generated for a certain target model, on a certain dataset, can effectively attack
another model or dataset. Black-box attacks exhibit a higher likelihood of possessing this property, mainly
because the way that they generate adversarial examples is independent from the internal details of the
targeted DNN. Despite exploration of this topic by researchers, any improvements in the transferability that
are achieved tend to come at the expense of attack effectiveness. Thus far, there are no adversarial attack
methods that attain a satisfying degree of transferability, thereby making this an ongoing challenge within
the field.

3.4 Instances of Textual Adversarial Attacks

In this section, we explore and analyze four characteristic textual attack methods used to generate adversarial
examples. Each of these methods correspond to a distinct perturbation level of the original text.

Label Example

Original Positive  You don't have to know about music to appreciate the film's easygoing blend of comedy and romance.

Deepwordbug Negative  You don't have to know about music to appreciate the film's easygoing blsend of comedy and romance.

Textfooler Negative  You don't have to know about music to acknowledging the film's easygoing mixtures of mockery and ballad.
Bertattack Negative  You don't have to know about music to understand the film's its straight hybrid of satire and - defaulted.
Scpn Negative  Why don't you know about music to appreciate the movie's easytravel mixture of comedy and romance?

Figure 3.4.1: Instances of adversarial examples generated via different perturbation levels. [65]

3.4.1 Char-level Attack

DeepWordBug [14] is a simple algorithm that can generate adversarial examples via char-level perturbations.
It operates under the black-box setting and involves a two-step process. In the initial stage, it assesses the
importance of words and determines which ones to alter. For this purpose, Gao et al. employ four token
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scoring functions, namely Replace-1 Score, Temporal Head Score, Temporal Tail Score, and Combination
Score. In the second stage, DeepWordBug performs a character-level transformation to the most critical to-
kens found, through the letter operations of swap, substitution, deletion and insertion. In order to minimize
the edit distance of the perturbation, Gao et al. utilizes Levenshtein distance. This ensures that the edits
performed are imperceptible and lead to examples that are comprehensible by humans. Based on its ex-
periments, DeepWordBug generates adversarial texts that significantly decrease the target model’s accuracy
rate for a multitude of NLP tasks. However, the majority of the introduced perturbations are confined to
misspellings, which can be easily nullified with the use of spell checkers.

3.4.2 Word-level Attack

BERT-Attack [36] is an effective black-box method for generating adversarial examples by using the pre-
trained Masked Language Model (MLM) BERT. Its approach involves a two-step process, in which firstly,
all the words in the original text are ranked based on their importance score. Afterwards, to optimize the
likelihood of misleading the target model into a wrong prediction, the most vulnerable worlds are successively
replaced one at a time, until the attack succeeds. The process of replacing the most important words with
semantically similar and grammatically correct words is the second part of the method. For this, instead of
using synonyms or similar words substitution in an embedding space, Li et al. utilize BERT. The use of the
MLM ensures that the generated perturbations will preserve the original semantics, adhere to grammatical
correctness, and also be context-aware, allowing for the generation of more coherent adversarial samples.
BERT-Attack successfully fools BERT’s downstream, fine-tuned models in different NLP tasks, achieving
high accuracy reduction scores. Finally, its computational cost seems to be relatively low, rendering it
suitable for large-scale generation of adversarial examples.

3.4.3 Sentence-level Attack

Iyyer et al. developed Syntactically Controlled Paraphrase Networks (SCPNs) [22], an encoder-decoder model
for generating sentence-level adversarial examples, under the black-box attack setting. In this approach,
SCPNs initiate the process by encoding the input sentence using a bidirectional Long Short Term Memory
(LSTM) model. Following this, the interpretation of the sentence and the target syntax structure are inputted
into the LSTM model for decoding, for which both soft attention over the encoded states and the copy
mechanism are utilized. Ultimately, this process yields a paraphrased version of the initial sentence that
adheres to the provided syntactic tree and can effectively deceive pre-trained models for different NLP tasks.
As SCPNs can potentially alter the semantics of the original sentence significantly, Iyyer et al. impose a
constraint for the minimum paraphrastic similarity between the original and the adversarially generated
text. However, it should be noted the evaluation of paraphrase quality and grammaticality often demands
substantial human effort, as it may result in changes in the sentence structure while having a small semantic
difference.

3.4.4 Multi-level Attack

TextBugger [35] is an efficient framework for generating textual adversarial examples for different NLP tasks,
under either black-box or white-box conditions. In the white-box scenario, it employs a gradient-based
generation method, determining the importance of each word by calculating the Jacobian matrix of the
target classifier. Subsequently, TextBugger generates adversarial texts at both character and word levels by
employing five distinct editing strategies, which include character insertion, deletion and swapping, and two
types of word substitution: one with visually similar words, and one with semantically similar words. In the
black-box scenario, Li et al. segment the document into sequences, query the target model with each one, and
filter out sentences with prediction labels that differ from the label of the original document. The remaining
sequences are then sorted in reverse order based on their confidence scores, which are calculated through
the deletion operation. Finally, the text is modified using the same editing procedures as in the white-box
scenario. TextBugger achieves a high attack success rate, while perturbing only a small percentage of words
and maintaining semantic similarity to the original text.
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Chapter 4

Defenses Against Adversarial Attacks in
NLP

As NLP systems are increasingly integrated into real-world applications and the sophistication of adversarial
attacks in NLP keeps growing, the need of developing robust defenses for them has become urgent. In this
section we analyze and categorize the different types of defense methods which have been proposed by the
research community in order to mitigate this issue [67], [79], [20].

These strategies can be divided in two main categories: adversarial training and anomaly detection. This
distinction can otherwise be described as: defenses which improve a model’s robustness during its training
phase and defenses which detect adversarial attacks during the inference of the attacked model.
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4.1 Adversarial Training

Adversarial training was first introduced by Goodfellow et al. [19] and it is the strategy of defending neural
networks against adversarial attacks by training it to correctly identify both original and adversarial samples.
Thereby, one of the contributing factors of the effectiveness achieved by the defense, is the potency of the
adversarial perturbations its model was trained on.

Out of the works that utilize adversarial training, some fall into the category of data augmentation, wherein
adversarial examples are created and then inserted into the training dataset of the base model. Others, used
the generated adversarial samples as a regularizer during the model training. Below, we explore works of
both types.

4.1.1 Data Augmentation

Jia and Liang [23]|, who were pioneers in the creation of adversarial attacks in NLP, also explored training
the evaluated text comprehension system on an augmented dataset that included the generated adversarial
samples. These were created using a concatenation-based method in which the attacked model was fooled by
introducing grammatically correct sentences to the end of a given paragraph. Jia and Liang showed that if an
existing model is trained on a dataset which is augmented with the aforementioned samples, then this made
the model robust against attacks that use the same type of examples. However, their work also highlighted
that this method is not suitable for defending against novel adversarial samples which the model has not
encountered.

In regards to the creation of an augmented dataset for training, the options are essentially as diverse as the
techniques used for producing adversarial attacks. For example, in the TextBugger attack [35], which we
analyzed in Section 3.4, Li et al. also experimented with adversarial training using their generated samples
and showed that it can lead to a lower attack success rate without compromising performance on legitimate
inputs. In a different work [78], Zhang et al. use continuous bag-of-words (CBOW) to create adversarial
perturbations without altering the semantics of original text. The CBOW generates an embedding space
which is used for the calculation of the direction vectors between the perturbed words and its surrounding
vectors, enabling the placement of constraints that lead to less perceptible adversarial samples. These samples,
alongside original ones, are used in adversarial training performed both in a supervised and a semi-supervised
setting.

One interesting approach found in the literature involves utilizing GANs, wherein a generator is created
with the main purpose of being a mechanism for the training of a robust discriminator. The generator
and discriminator are repeatedly trained against each other, with the former being the one producing and
improving the quality of adversarial samples, and the latter having the goal of discriminating between clean
and adversarial samples. Kang et al. [25] effectively utilized this method for Textual Entailment. In order to
create adversarial texts for the task of textual entailment, they used three different types of generation: (1)
Knowledge-based: this is a context-agnostic use of various knowledge bases in order to replace words with
their hypernym /hyponym so as to generate entailing/neutral sentences; (2) Hand-crafted negations which
are added to the the existing entailment; (3) Neural-based: this method trains a seq2seq for generation
adversarial entailment samples, by optimizing for the cross-entropy between the original and the predicted
hypothesis.

4.1.2 Model Regularization

Instead of being included in the data that trains a model, adversarial examples can also be incorporated as
input perturbations during model training. In [18], Goodfellow et al. proposed the addition of perturbations
in input as a regularizer in the loss function, following the form of:

min(J(f(z),y) + M (f(2'). ) (4.1.1)

, where A is a hyperparameter.
Including adversarial perturbations in the loss function has been proven to improve model generalization and
robustness, as it leads to the generation of examples which would be difficult to manufacture otherwise.
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Expanding on the work conducted on DNNs for the image domain, Miyato et al. [43] were one of the first to
introduce this technique in the field of NLP, by performing adversarial generation based on word embeddings
and using it at each step of model training. In order to calculate the adversarial, they used the direction in
which the model distribution shows the maximum sensitivity as far as Kullback—Leibler divergence.

Another approach proposed by Yasunaga et al. [74], adversarial training was exploited through a POS
tagger which applied perturbations to character-level embeddings and then word-level embeddings through
concatenation. The training perturbations are chosen with the aim of maximizing the model’s loss function.

4.2 Anomaly Detection

The goal of anomaly detection is slightly different than that of the aforementioned schemes, as it involves
identifying and attaining adversarial samples in between given inputs, which could then be used for purposes
of interpretability or alerting the victim model, in use cases where this is beneficial. Taking into consideration
the discrete nature of text, it seems reasonable to explore the possibility of directly discriminating between
original and adversarial samples in NLP. On top of this, certain approaches in the bibliography attempt to
also correct the identified adversarial perturbations in order to increase the robustness of the base model.

At its most basic form, this is materialized through spell-checking and grammar-checking mechanisms that
can defend against less nuanced adversarial attacks. Pruthi et al. [53] developed a word recognition model
that can distinguish character-level adversarial perturbations, so as to be placed before a classifier model.
This was achieved by expanding on the architecture of semi-character-level RNNs [56], which acts as a spell-
checker and treats misspelling as unknown words. Specifically, they proposed three back-off techniques for
dealing with these unknown words: (1) Passing them as is; (2) Replacing them with neutral words; (3) Falling
back to a more general word recognition model that is trained upon a larger corpus.

For detecting both word-level and char-level attacks, Zhou et al. [81] introduced DISP, which consists of
three parts: a perturbation discriminator, an embedding estimator, and a token recovery mechanism, all
trained on the original dataset. For every new input sample, the discriminator classifies it as either original
or adversarially altered. Then, the tokens that are identified as adversarial are passed through the estimator,
producing the embedding vector which is used in combination with small world graphs in order to replace
the affected tokens.
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Chapter 5

Methodology

In this section, we highlight the main contributions of this thesis and present our two proposed approaches
for solving the task of detecting adversarial attacks in text classification; one which involves prompting Large
Language Models and one which utilizes the attacked Language Model itself.
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5.1 Contributions

The contributions of this dissertation are multiple and can be summarized as follows:

e We developed a simple framework for engineering prompts that enables the use of Large Language
Models (LLMs) for the task of detecting adversarial attacks in text classification. This is a method
that is agnostic of the attack method and the attacked model, and is tested against multiple dataset-
attack-model combinations.

e We did a comprehensive analysis of LLMs’ ability at adversarial detection. To further assess our results,
we conducted both a human evaluation and a sanity test for data contamination.

e We introduced a simple, yet effective way of detecting adversarial texts, utilizing the attacked language
model itself. This method is also model agnostic and equally successful against multiple attacking
scenarios.

e We combined our two proposed methods into a unified approach, achieving performance that competes
with state-of-the-art detection methods.

5.2 Datasets

5.2.1 Text Classification Datasets

For this dissertation, we made use of 2 different datasets that are extensively used for text classification;
IMDb [41] and AG-News [80].

IMDb

The IMDb dataset comprises of real-world movie reviews, which are used for the task of sentiment classifica-
tion, where each text is given a label of Positive or Negative.

AG-News

The AG-news dataset is a corpus of news articles, designed for text classification. To be specific, each
text consists of a news title coupled with a short description and can be classified into one of four distinct
categories: World, Sports, Business, and Science/Technology.

5.2.2 Adversarial Attacks

In regards to the generation of adversarial texts, we utilized 3 of the most widely known and effective attacks
in the research community; TextFooler [24], PWWS [55], and BAE [15].

TextFooler

TextFooler is a simple but effective adversarial attacking framework, which identifies important words in a
given text and replaces them with semantically similar ones, until it manages to flip the attacked model’s
prediction. To achieve this, it uses a gradient-free approach for ranking input words, which is based on their
impact on the text’s overall classification. After identifying the most important word, it then replaces it with
a synonym that is not only semantically equivalent, but also preserves the grammatical correctness of the
text. This process is performed iteratively until the classification label is changed. The results achieved by
TextFooler are impressive, since it reduces the classification accuracy for all tasks and target models to below
10%, while perturbing less than 20% of the input text.

PWWS (Probability Weighted Word Saliency)

The PWWS (Probability Weighted Word Saliency) attack is a synonym replacement method which considers
both word saliency and change in classification probability when generating perturbations. PWWS first
searches for word synonyms using Wordnet and adhering to a set of lexical constraints to make its attack
imperceptible, and selects the optimal ones based on the shift they can cause to input classification. Then,
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the candidate words for replacement are order based on word saliency, and the optimal one is subsituted.
This mechanism is repeated in a greedy manner until the overall classification flips.

BAE (BERT-based Adversarial Examples)

BAE (BERT-based Adversarial Examples) is a black-box attack that leverages BERT’s masked language
modeling through three types of operations; replacement, insertion, and deletion of tokens. The adversarial
perturbations are generated by masking a part of the input and using the masked language model to predict
the appropriate token for filling this mask. Except from utilizing BERT’s contextual understanding, BAE
ensures the preservation of semantic coherence by filtering the proposed substitutions through a sentence
similarity scorer. Token alteration are repeated iteratively until misclassification is achieved.

5.2.3 Attacked Models

For our experiments, we employed 2 different text classification models to be adversarially attacked; BERT
[9] and RoBERTa [38].

BERT

BERT (Bidirectional Encoder Representations from Transformers) is a transformer-based language model,
designed to pre-train bidirectional, contextualized word representations through conditioning on both left and
right context in all layers. BERT uses a masked language modeling (MLM) approach and its architecture
makes it suitable for a wide variety of downstream tasks.

RoBERTa

RoBERTa (Robustly Optimized BERT Pretraining Approach) builds on top of BERT by improving on its
pretraining. This is achieved by removing BERT’s next sentence prediction objective and conducting training
with much larger mini-batches and learning rates, yielding superior model performance.

5.3 Proposed Methods
5.3.1 LLM Prompting

We propose a prompt engineering framework, wherein given the target task of detecting adversarial attacks
in text classification, our objective is to craft an optimized natural language prompt that maximizes a Large
Language Model’s ability to perform this task.

Prompt engineering has emerged as a crucial technique for enhancing the capabilities of LLMs as well as their
adaptability across diverse domains [63], [16], [48], [49], [29], [30], [4]. It involves strategically designing task-
specific instructions, referred to as prompts, to guide model output without altering their parameters. For
open-sourced LLMs, one can leverage their internal states or gradients to either train additional parameters,
such as soft prompts [37], or to search for discrete prompts via gradient-based search [58]. However, such
methods are less feasible for closed-sourced LLMs, which are becoming all the more popular and moment,
therefore creating a need for studying gradient-free approaches.

The formal formulation of our problem is essentially that of gradient-free prompt optimization. Given a
prompt P and a set of inputs @ = {g;}"_;, an LLM generates answers a; = LLM(q;, P), i = 1,...,n
based on the probability distribution of the possible outputs and its sampling method. The goal of prompt
optimization is to find the optimal prompt P* which maximize the LLM answers’ performance towards
a measure function R, such as recall. This can be formally defined as P* = argmazpecs )., R(a;) =
argmazpes y; R(LLM(g;, P)), where S denotes the sample space of natural language prompts.

The landscape of contemporary prompt engineering spans a spectrum of techniques, encompassing founda-
tional approaches like zero-shot prompting to more intricate ones, namely Self-Consistency [69] and Retrieval
Augmented Generation (RAG) [34]. Our proposed method was inspired by a wide range of such prompting
techniques found in the bibliography, and even though it was created for the purpose of adversarial detection,
it is general enough that, if properly adjusted, it can be utilized for other tasks as well.
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We begin with a baseline prompt Py, on which we perform a series of sequential refinements, until we generate
the final prompt. Each refinement corresponds to one step in the framework and transforms the prompt using
human-in-the-loop engineering via domain insight, as well as automatically generated changes and error mit-
igation. At each such step, we repeat the corresponding transformation until we have created prompts which
achieve satisfactory performance metrics and then select the best-performing one, to be refined using the
next technique in the sequence. Below, we analyze the different prompting techniques used in our approach.

1) Chain-of-Thought (CoT)

Introduced in [70], Chain-of-Thought (CoT) prompting enables Large Language Models to perform complex
reasoning through intermediate reasoning steps. If one considers how a human approaches a complex task,
such as a mathematical word problem, it is a common practice to break down the problem into intermediate
steps, solving each before arriving at a final answer. The goal of CoT is to evoke such chain-of-thought
reasoning from LLMSs, better equipping them to reach the correct solution, for a multitude of tasks, including
arithmetic (e.g., MultiArith, GSM8K), symbolic reasoning (e.g., Last Letter, Coin Flip), and commonsense
reasoning (e.g., CommonSenseQA, StrategyQA). It has been demonstrated that sufficiently large Language
Models are capable of generating these reasoning chains if exemplars are included in a few-shot prompt, and
the success of CoT prompting was often attributed to LLMs’ ability for few-shot learning. Having said that,
[26] indicated the presence of untapped zero-shot reasoning capabilities in LLMs, which can also be effective
zero-shot reasoners when introduced with the simple phrase "Let’s think step by step" at the end of a given
prompt.

(a) Few-shot (b) Few-shot-CoT

, \ O Roger has 5 tennis bhalls. He buys 2 more cans of Lenn'i‘é\.._

(@ Roger has 5 tennis balls. He buys 2 more cans of tennis | [ balls. Each can has 3 tennis balls. How many tennis balls does |
halls. Each can has 3 tennis balls. How many tennis balls does he have now?
he have now? A Roger started with 5 balls. 2 cans of 3 tennis balls each is 6
Az The answer is 11. tennis balls. 5 + 6 = 11. The answer is 11.

Q: A juggler can juggle 16 balls. Half of the balls are golf balls, Q: A juggler can juggle 16 balls. Half of the balls are golf balls,
and half of the golf balls are blue. How many blue golf balls are and half of the golf balls are blue. How many blue golf balls are
there? there?

A A

(Output) The answer is 8. X {Output) The juggler can juggle 16 balls. Half of the balls are golf

1 |\ balls. So there are 16/ 2 = 8 golf balls. Half of the goif balis are |
\, S “\ biue. So there are 8/ 2 = 4 blue goif balis. The answeris4. «  /

(c) Zero-shot (d) Zero-shot-CoT (Ours)

QA juggler can juggle 16 balls. Half of the balls are golf palls, QA juggler can juggle 16 balls. Half of the balls are golf palls, ™,
and half of the golf balls are blue. How many blue goif halls are and half of the golf balls are blue. How many blue golf halls are
there? there?

AZ The answer (arabic numerals) is A Let's think step by step.
(Output) & X (Ouiput) There are 16 balls in fofal. Half of the balls are golf

balls. That means that there are 8 golif balls. Half of the golf balls
\ are blue. That means that there are 4 biue goif balls. » }

Figure 5.3.1: Example inputs and outputs of GPT-3 with (a) standard Few-shot, (b) Few-shot-CoT, (c)
standard Zero-shot, and (d) Zero-shot-CoT. [26]

In our experiments, we utilized zero-shot CoT, to take advantage of multiple benefits. One of the main benefits
of CoT prompting that we utilize in our approach is the fact that decomposing problems into intermediate
stages, permits the allocation of additional available computational resources into solving the problem. This
is corroborated by the findings that both zero-shot and few-shot CoT’s effectiveness is improved by model
scale. Another notable characteristic is that Chain-of-Thought offers insight into the reasoning process a
model follows in order to reach a particular conclusion. Although, this does not equate to a full understanding
of a model’s computations that lead to an answer, it offers opportunities for identifying errors in the reasoning
chain, better equipping one to resolve them through prompt engineering.

2) Expert Identity

Recent studies [52] [27] have identified that, when provided with sufficiently detailed instructions, LLMs
possess the ability to function as expected agents. The expert identity to be provided to the Large Language
Model should be comprehensive enough to ensure the expected behaviour, and selected in a way such that
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the given role provides a distinctive reasoning advantage for each specific task, even implicitly triggering
chain-of-thought reasoning. When this function is elicited through prompting, a Large Language Model’s
performance is enhanced, especially on specific NLP tasks. A representative such example is that when an
LLM assumes the role of a judge with a clearly defined function, it can more effectively assesses the quality
of text summarization [72].

In-Context
Demonstration

Figure 5.3.2: Expert Prompting framework. [73]

Following the simple strategy of Expert Prompting 73], we automatically generate an expert identity, tailored
to the task of adversarial detection, by providing an LLM with instruction-expert pairs as few-shot examples in
order to guide it into the conceptualization of a suitable identity description. This process is repeated multiple
times, each time slightly tweaking the few-shot prompt, until the end result is deemed satisfactory. On top of
that, we slightly edit the generated expert identity, filtering unnecessary information and emphasizing what
is considered most impactful for the domain of adversarial attacks in NLP.

3) Domain Knowledge & Solution Guidance

Retrieval Augmented Generation (RAG) [34] is the process of enhancing pre-trained, parametric-memory
language models, by incorporating a non-parametric memory component, such as a dense vector index of
external knowledge from Wikipedia, through a general-purpose fine-tuning strategy. RAG was introduced as
a solution to the challenge that more complex, knowledge-intensive tasks pose for language models and has
been found to elevate their capabilities.

Inspired by this concept, we hypothesize that adding domain specific knowledge to an LLM’s prompt can
be beneficial for its performance. In the same way as RAG, it is reasonable to expect that enhancing
a prompt with specifically curated information will improve the factual consistency and reliability, while
reducing the likelihood of hallucinations for Large Language Model outputs [21]. This belief is only enhanced
when considering the niche nature of the topics of adversarial attacks and detection in NLP, which have not
been excessively studied even in the bibliography. Therefore, we augment our prompt with carefully selected
information which an LLM can employ towards its task of detecting adversarial attacks.

Define "middle ear” (x) e e e The middle ear includes
End-to-End Backprop through q and pe HiD STEERAT S IED
Cluestion Answering: the thress ossiclas. ()
Question Que P T T . r - i
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The Diwine &= = —_ - - - -
Comedy (x) MIPS<Z ,_‘__/—47-1 Pa p— ._hls._l_lth._gnt,u_y work
_ is divided into 3
Jeopardy Cuestion —_— x sections: "Inferno”,
Gensration: . "Purgatoric™ &
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Figure 5.3.3: Retrieval Augmented Generation overview. [34]

69



Chapter 5. Methodology

By analyzing the chain-of-thought in LLM answers, it has been concluded [70] that when the generated
result is accurate, then the chain-of-thought reasoning is generally correct and logical. In regards to incorrect
answers, there is a portion of them which have been created through a substantially incorrect chain-of-
thought. Nonetheless, there is another portion which could be corrected if three primary areas of mistakes
were resolved, namely calculation errors, missing steps, and semantic misunderstandings. These challenges
can be mitigated by guiding the Large Language Model into understanding the given task, dividing it into
small sub-tasks and solving those step by step [66].

Based on these insights, we enhance the domain knowledge contained in our prompt with a solution guidance
component. This includes adding information on the potential signs of textual adversarial attacks which
consists of providing information on adversarial attacks and encouraging the LLM to focus on specific steps,
based on this information, when examining whether a text is adversarial or not. The reason for doing this
is to improve the quality and reliability of the model’s chain-of-thought and increase its attention to detail.
Still, because the task of adversarial detection does not have a predefined solution, we aim to not overly
restrict the LLM into a rigorous set of rules for it to reason through. We do this in an effort to allow model
reasoning that might be more complex or not as intuitive for humans, but can still lead to correct predictions.

4) Error Correction

Drawing inspiration from human trial-and-error processes as well as the self-reflection ability of LLMs [59],
PromptAgent [68] introduced a principled planning approach, to strategically optimize the prompting pro-
cess. Within this framework, the prompt optimization problem is formulated as a Markov Decision Process
(S, A, T,r), where S denotes the state space of different prompt version, A is the action space of potential
alterations to the current prompt, T" defines the transition function T: S x A+~ S and r: S x A~ R is the
reward function. Figure 5.3.4 showcases the two-step process of action generation, which id the collection
of errors that the base model makes on certain training samples and the reflection upon those errors by the
optimizer model in order to draw useful error feedback. Using this error feedback as an action, the optimizer
generates a new prompt which adds domain knowledge and addresses the given errors. Finally, the reward
is straightforwardly defined as the task performance on a held-out set of samples.

(a) MCTS Planning for Prompting (b) State Transition

Current Prompt: Flease determine whether one sentence entails the next. ]

Stepl: Retrieve Errors from Base Model

a filed floor with image of a large rose on it.

Premise: William learms that kids play in water coming up in streams out of
Hypothesis: William leams that kids are playing in water.

l Label: Mon-entailment  Prediction: Entailment ° l

at Step 2: Generate Error Feedback (Action)

[ Meta-prompt 1: Summarize emors and suggest improvements ]

e ™y
Error Feedback: Ignoring Context and Detsil—The model might be
overooking the details of the premise 'kids play in water coming up in
streams out of a tiled floor with an image of a large rose on it", which

Ny directly implies the hypothesis.

s
=<
=]
e

vy
Step 3: Update Prompt (State)

[ Meta-prompt 2: Given the emor feedback, give me a better prompt ]

-

MNew Prompt: Compare the provided sentences ... Take into account the |

S subtleties in the context, pinpoint the order of events and differentiate

t+1 between facts and assumptions. If the hypothesis is a direct result of the
premise, select 'entailment’

3 () () (s
3 kJ

v

Figure 5.3.4: (a) Monte Carlo Tree Search (MCTS) planning for automatic prompt generation. (b) A state
transition example. Given a current state (prompt), the base model collects errors from the task dataset.
The optimizer model provides corresponding error feedback. Then, the optimizer model updates the
prompt based the feedback and transits to the next state. [68]

This reformulation facilitates the integration with the Monte Carlo Tree Search (MCTS) algorithm, for
an effective navigation of the extensive prompt space and the identification of high-reward paths from
error feedbacks and therefore expert-level prompts. MCTS supports strategic planning, as in Figure [ref],
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by incrementally building a tree structure where each node represents a state and each edge denotes the
action leading to state transitions. MCTS expands the tree through the management of a state-action value
function, @ : S x A — R, forecasting the potential future rewards associated with applying an action to a
state, for paths extending from the current state-action pair. To update this @ function and expand the
tree, MCTS iteratively executes four key operations: selection, expansion, simulation, and back-propagation.
The process continues until a pre-determined number of iterations is completed, after which a trace and
node are chosen as the best ones for the final prompt.

Building on the insights about the types of mistakes that LLMs make, we utilize this principled planning
approach as a way of enhancing our prompt with insightful error feedback which can combat the effects of
the most common LLM reasoning pitfalls.

Answer Extraction

In zero-shot prompting, the structure of answers generated by an LLM may not always be consistent or the
expected, as it can vary depending on the input provided. Even when given explicit instructions for how the
answer should be formatted, there can be deviations, particularly for smaller models which have a reduced
ability to consistently follow such directives. For that reason, it is necessary to prompt an LLM a second time,
so as to extract the final answer from its initial response. This is done by concatenating three elements: the
initial prompt, the LLM’s initial output, and an answer extraction prompt. This combined prompt refines
the model’s response, leading to the generation of an answer with the desired format.

5.3.2 Individual Sentences Classification

Taking into consideration the discrete nature of text, we understand that any effective adversarial attack
that aims to be imperceptible, generates edits only in specific parts of a given text. This means that even
after it undergoes adversarial perturbations, a large part of original text remains unaltered and therefore its
internal representation should also remain unaltered.

In regards to the task of text classification, we aim to capitalize on this by breaking a given text into
individual sentences and analyzing each one separately. We believe that for unaltered texts, the majority
of its sentences will be given the same classification as the overall text. On the contrary, if an adversarial
text is divided in sentences, only the classifications of sentences which contain alteration might be affected.
Therefore, the unperturbed sentences and even some perturbed ones will retain their initial label which most
probably agrees with the original text label. Since the classification of the entire text has been flipped by the
attack, this inevitably means that the label of a lot of independent sentences will be opposite to the overall
one, in adversarial samples.

Based on this insight, we create a simple, yet effective, method which inspects the classifications given by
the attacked language model to each individual sentence of a text, and compares them with the classification
given to the entire text, with the goal of extracting insights to be utilized for identifying adversarial samples.
We named this method Individual Sentences Classification (IndivSC) and developed 3 approaches to it.

Total Agreements

In this approach, we consider how many of the sentences in a given text have the same classification as the
one given to the entire text. Total Agreements represents the amount of individual sentence classifications
which agree with the overall classification, as a fraction of the text’s sentence count.

An illustrative example is given in Figure 5.3.5. The original text is a movie review classified with a negative
sentiment. Being comprised of 8 sentences, the sentiment of each individual sentence is also negative, agreeing
with the overall classification and giving a Total Agreements percentage of 100%. In the case of the adversarial
text, we notice that the attack used was particularly intrusive, performing perturbations to words in every
single sentence and thereby flipping the text’s overall sentiment to positive. Nevertheless, when analyzing
each individual sentence, we see that only for half of them did the classification also switch to positive, leading
to a Total Agreements percentage of 50

71



Chapter 5. Methodology

Original Text:

Classification of entire text: -

Total Agreements: 8/8 = 100%

Adversarial Text:

Classification of entire text: -

Total Agreements: 4/8 = 50%

Figure 5.3.5: Example of Total IndivSC Agreements. Double brackets denote words perturbed by the
adversarial attack.

We believe that this difference between original and adversarial texts, in regards to the classifications of their
individual sentences, shows up in a statistically significant manner, which will allow us to develop efficient
detection methods utilizing it.

Longest Continuous Agreement Sequence

This next approach entails finding the longest continuous sequence of sentences in which the classifications
of each individual sentence agrees with the classification of the entire text. This length of this sequence is
the Longest Continuous Agreement Sequence and is calculated as a fraction of the total text length, counted
in sentences.

In Figure 5.3.6, we see an example in which the length of the Longest Continuous Agreement Sequence goes
from 80% of the total length of the original text, to only 20% of the adversarial text’s length.

Total Interchanges

In the final approach, we consider the amount of interchanges that occur in terms of the classifications given
to each sentence in the sequence of the overall text. Total Interchanges is equal to the amount of times the
classification changes when going from one sentence to the next, as a fraction of the text’s total sentences.

In the example of Figure 5.3.6, we observe that while in the original text, the Total Interchanges percentage
is 22%, in the case of the adversarial text it doubles to 44%.
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Original Text:

Classification of entire text: -

Total Agreements: 9/10 = 90%
Longest Continuous Agreement Sequence: 8/10 = 80%

Total Interchanges: 2/9 = 22%

Adversarial Text:

Classification of entire text: -
Total Agreements: 3/10 = 30%

Longest Continuous Agreement Sequence: 2/10 = 20%

Total Interchanges: 4/9 = 44%

Figure 5.3.6: Example of the 3 IndivSC approaches. Double brackets denote words perturbed by the
adversarial attack.
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Chapter 6

Experiments and Results

In this section, we present the various experiments conducted in order to investigate the detection of adver-
sarial attacks in text classification. We describe the experimental setups that we made use of and analyze
all of the results stemming from them. A particular emphasis is given to explore all of the results not
only quantitatively, but also qualitatively, in order to gain a better understanding of our methodologies’
performance.
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6.1 Preliminaries

6.1.1 Datasets
Attack Framework

For our experiments, all of the final datasets were created using the TextAttack framework [44] on the original
text classification datasets.

TextAttack is a Python framework designed for adversarial attacks, data augmentation, and adversarial
training in NLP. The framework integrates various adversarial attack methods by decomposing NLP attacks
into four core components: a goal function, a set of constraints, a transformation, and a search method. The
attack process involves perturbing input text so that the model’s output meets the goal function criteria, which
could include targeted classification or minimum BLEU score and which determines whether the attack is
successful or not. At the same time, the perturbation needs to adhere to specified linguistic constraints,namely
grammar and semantic similarity to the original input. In order to successfully generate an adversarial
example, given an NLP model, a transformations component generates a sequence of possible perturbations,
such as word embedding and thesaurus word swap. Ultimately, in order for the best transformations to be
selected, the attacked model is iteratively queried, through a search method like greedy search with word
importance ranking or beam search.

Attacks Attack Average Number
Accuracy of Queries
IMDB (91.9%)
TextFooler 99% 558
PWWS 97% 1681
BAE 64% 455
AG-News (94.2%)
TextFooler 81% 334
PWWS 57% 362
BAE 14% 122

Table 6.1: Adversarial attack statistics for each method against the BERT model. Original accuracy is
noted within a parenthesis next to the dataset.

For the IMDb dataset, the number of generated adversarial texts per adversarial attack and attacked model
was 10000, while for the AG-News dataset the number was 7600. Table 6.1 summarizes the attack statistics
on the two datasets and three attack methods.

Sampling of Adversarial Examples

For the purpose of detecting adversarial examples, a dataset D needs to consist of clean samples D jean
and adversarial samples D,q4,. However, the way in which the these two subsets have been sampled is an
implementation detail that influences the composition of the final dataset. This configuration varies from
work to work, and here we discuss two of the main ones used in the literature [76]. We denote the test set
as X;.

Scenario 1: Sample disjoint subsets S7,52 C X;. For the correctly classified examples of Sy, generate
adversarial attacks and form D,g4, from the successful adversarial examples. Form D j.q, from Ss.

Scenario 2: Sample subset S C X;. For the correctly classified examples of S, generate adversarial attacks
and form D,g4, from the successful adversarial examples. Form D jcqn from S as well.

Scenario 1 allows for a more accurate selection of the ratio between adversarial samples and clean samples,
whereas in Scenario 2 this is mostly determined by the task accuracy and attack success rate. For example, an
adversarial attack with a low success rate will inevitably lead to a dataset with reduced adversarial-to-clean
sample ratio. Additionally, in Scenario 2, the dataset contains pairs in which the original sample is in D jeqn
and its corresponding adversarial sample is in D,g4,, which might not be desirable, based on the use case.
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For each combination of the 2 text classification datasets (IMDb, AG-News), 3 textual adversarial attack
methods (TextFooler, PWWS, BAE), and 2 attacked models (BERT, RoBERTa), we chose the sampling
scenario 1 in order to populate the dataset with a wider distribution of text examples and to be able to set
the specific maximum number of adversarial examples to be sampled at 2000. The size of the subset S; was
calculated as the maximum number of adversarial examples to be sampled divided by adversarial success
ratio and task accuracy, while the size of the subset Sy was calculated in a way such that the ratio between
original and adversarial samples was approximately 1:1.
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Figure 6.1.1: Length of IMDDb texts.
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Figure 6.1.2: Length of AG-News texts.

6.1.2 Evaluation Metrics
Recall

Recall is the fraction of relevant instances that were correctly retrieved. Written as a formula:

TP
Il = —
Reca 2

where, in our case, TP (True Positives) are the texts correctly identified as adversarial and P (Positives) are
all the adversarial samples.

Since we are concerned with the task of adversarial attacks detection, the most important goal is to minimize
the amount of adversarial texts which are not detected by our method. As a consequence, we want to
maximize Recall and that is the reason why it is the metric we primarily optimize for.
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F1 Score

F1 score is the harmonic mean of Precision and Recall, formally defined as:

Precision - Recall - 2T P
Precision + Recall 2TP+ FP+ FN

F1=2

where FP (False Positives) are the texts incorrectly identified as adversarial and FN (False Negatives) are
the adversarial samples which were not detected.

We incorporate F1 score as an evaluation metric because it provides a more balanced evaluation and ensures
that neither false positives nor false negatives dominate our approaches’ assessment.

Accuracy

Accuracy is the proportion of all classifications that were correct, whether positive or negative. Mathemati-
cally, it is defined as:

TP+ TN
TP+TN+FP+ FN

Accuracy =

where TN (True Negatives) are the texts correctly identified as original.
Accuracy, one of the most widely utilized metrics in Al, is used to enhanced the comprehensiveness of our
evaluation.

ROC Curve and AUC

An ROC (Receiver Operating Characteristic) curve is a visual representation of a classifier’s performance
at varying threshold values. Formally, it is the plot of the TPR against the FPR at each threshold setting,
where TPR (True Positive Rate) is the probability that an adversarial text is detected as such and FPR
(Fasle Positive Rate) is the probability that an original text is wrongly identified as adversarial. AUC stands
for Area Under Curve and represents the probability that the model, if given a randomly chosen positive and
negative example, will rank the positive higher than the negative. A greater value of AUC generally denotes
better model performance, with the ROC curve of the optimal classifier being a square with sides of length
1 and an AUC of 1.0.

We employ the ROC curve and AUC for the evaluation of our Individual Sentences Classification methods
and in order to select the best possible detection threshold for them, which in the ideal scenario would yield
a point as close to the the upper left point (0,1), the perfect classification.

Perfect
classifier ROC curve
10e

True positive rate
o
(6]

0.0 0.5 1.0
False positive rate

Figure 6.1.3: ROC Curve example. [71]
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6.2 Experiments of LLM Prompting

6.2.1 Employed LLMs
Phi-3-mini

Phi-3-mini is a 3.8 billion parameter transformer-based language model created by Microsoft [1]. It was
trained on 3.3 trillion tokens, including educational content, NLP synthetic texts, and chat datasets from
various sources. These diverse training data, combined with supervised fine-tuning (SFT) and Direct Prefer-
ence Optimization (DPO), have enhanced the model’s capabilities as far as alignment, robustness, and safety.
The model’s transformer decoder architecture includes 32 layers, 32 heads, and a 3072 hidden dimension and
uses the same tokenizer and block structure as Llama-2. Despite its smaller size compared to other LLMs,
Phi-3-mini achieves competitive performance. It scores 69% on the MMLU (Massive Multitask Language
Understanding) benchmark and 8.38 on the MT-bench, demonstrating a high level of language understand-
ing and reasoning. Nevertheless, the model has limitations in storing extensive factual knowledge, which can
affect its performance in tasks requiring large-scale information retrieval.

We employed the instruct-tuned variant of the model with a context length limit of 4k tokens.

Llama 3.1 8B

The Llama 3.1 8B model is an autoregressive language model, part of the Meta Llama 3.1 collection [42].
Built on an optimized transformer architecture, the model’s training was performed on an extensive dataset
consisting of approximately 15 trillion tokens from publicly available sources, and required 1.46 million GPU
hours on a custom-built GPU cluster. The instruct version of the model was fine-tuned on publicly available
instruction datasets and over 25 million synthetically generated examples, incorporating both supervised
fine-tuning (SFT) and reinforcement learning with human feedback (RLHF) to align the model with human
preferences. Llama 3.1 8B uses Grouped-Query Attention (GQA), supporting a context length of 128K tokens,
and exhibits state-of-the-art performance, which surpasses many existing models on industry benchmarks.
For our experiments, we made use of the instruct-tuned model, applying 4-bit quantization.

Gemma 2

Gemma 2 is the newest addition to the Gemma family of lightweight, state-of-the-art open models, ranging
in scale, with models at 2 billion, 9 billion, and 27 billion parameters [62]. Gemma 2 models employ a
decoder-only transformer architecture, retaining elements similar to their first version, namely Rotary Position
Embeddings (RoPE) and approximated GeGLU non-linearity, as well as introducing new elements, including
alternation between local sliding window attention and global attention layers. The context window has a
length of 8192 tokens and Grouped-Query Attention (GQA) is utilized to optimize inference speed. Regarding
training, Gemma 2 27B was trained from scratch on 13 trillion tokens of mainly English data. The 9B and
2B models were trained on 8 trillion and 2 trillion tokens respectively, utilizing knowledge distillation with
guidance from the larger model. After initial training, the models underwent instruction-tuning through
supervised fine-tuning (SFT) and subsequently, reinforcement learning with human feedback (RLHF), further
refining model responses. The evaluation of the Gemma 2 27B model shows that it outperforms models
of similar size and is competitive with much larger models. Additionally, the 2B and 9B models exhibit
significant performance improvements compared to previous versions, particularly on benchmarks evaluating
commonsense reasoning, mathematics, coding, and question answering.

We leveraged the instruct fine-tuned variants of the models, applying 4-bit quantization to the 9B model and
employing the 2B and 27B models at full precision.

Claude 3 Haiku

Claude 3 Haiku, part of the Claude 3 family of models, is one of the fastest and most affordable Large
Language Models in its intelligence category [3]. Claude 3 models are trained on a mixture of publicly
available data from the internet, as well as private third-party data, all carefully filtered and curated through
techniques involving deduplication and classification. Their training includes various methods like word
prediction and human feedback to elicit helpful answers, as well as a methodology introduced by Anthropic,
Constitutional AI. This technique is performed during reinforcement learning (RL) and it involves aligning
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the model with a set of ethical principles and rules, therefore aligning it with core human values. Having
undergone rigorous evaluations, Claude 3 Haiku has showcased state-of-the-art vision capabilities and strong
performance on industry benchmarks regarding reasoning and language understanding.

We utilized Claude 3 Haiku through Anthropic’s API.

GPT-40 mini

GPT-40 mini is a highly efficient and cost-efficient model introduced by OpenAlI [47]. With a context window
of 128K tokens and support for up to 16K output tokens, GPT-40 mini shares its tokenizer with GPT-40 and
works with text and image inputs and outputs. The model’s robustness is underpinned by a combination of
mechanisms throughout its development. During pre-training, undesirable inputs are filtered out and during
post-training, RLHF was utilized to align the model with safety policies which increase response reliability
and accuracy. Performance-wise, GPT-40 mini stands out in academic benchmarks across textual intelligence
and multimodal reasoning tasks, achieving an impressive 82% score on MMLU (Massive Multitask Language
Understanding) and 59.4% on MMMU (Massive Multi-discipline Multimodal Understanding). This surpasses
the performance of other contemporary models such as Gemini Flash and Claude Haiku, proving the model’s
efficacy.

We made use of GPT-40 mini through OpenAT’s API.

6.2.2 Prompt Engineering

For our prompt engineering experiments, we employ Phi-3-mini and Gemma-2-9B. By analyzing the per-
formance of Phi-3-mini, which is one of the most potent small-scale open source LLMs, we will gain an
understanding of how models of similar size can cope at the task of adversarial attack detection. Gemma-
2-9B was chosen as one of the best performing mid-sized open source LLMs, the results of which served as
the guideline for the selection of the optimal final prompt. In addition, the comparison with its smaller and
larger model versions will provide clear information about the extent to which model scale effects our task.
The experiments were conducted on a held-out set of 250 samples generated via TextFooler on the IMDb
dataset, which due to the increased length of its texts, is characterized by higher language variation.

Answer Extraction

In our experimental setup, we incorporated an extra prompting step in order to extract the final answer from
the LLM’s generated output. This was achieved by concatenating the original prompt, the generated LLM
answer and an instruction to extract the answer in a multiple choice format. The newly formed prompt was
used as a new input for the LLM, which in turn produced the final prediction.

0) Baseline

As a start, we conducted experiments using two versions of a baseline prompt which plainly state the task
at hand, in order to evaluate the capabilities of Large Language Models on the task of detecting adversarial
texts, without any particular enhancements in its prompt. This baseline serves as a reference point, enabling
us to more better gauge the improvements achieved through each step of our proposed method.

The two versions of the baseline prompt which were evaluated, along with every other used prompt, aim to
follow the best practices in prompt engineering. These included the use of clear, declarative language, as well
as the application of the Rephrase and Respond framework [7], in which the prompt is refined by instructing
the LLM to rephrase the question it was posed with in a way that facilitates a more accurate response.

H LLM H Prompt Version H Recall \ F1 \ Accuracy H
. .. vl 0.35 0.41 0.50
Phi-3-mini v2 0.36 | 043 | 0.50
vl 0.20 0.32 0.58
Gemma-2-9B V2 024 037 0.0

Table 6.2: Adversarial detection results for Baseline Prompt.
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As it is evident by the results of Table 6.2, the LLMs do not appear to have an inherent competence at
detecting textual adversarial attacks, essentially performing worse than random.

Even though Phi-3-mini achieves higher Recall and F1 metrics than Gemma-2-9B, based on the fact that its
Accuracy is 50% for both versions of the prompt, it can be deduced that its predictions are arbitrary. This
can be confirmed by manually inspecting Phi-3-mini predictions, which contain a lot of False Positives. The
low performance of Gemma-2-9B, on the other hand, seems to stem not from random predictions, but its
inability to detect adversarial samples. A Recall of 20-24% coupled with an Accuracy of above 50% leads to
the conclusion that the classifications are probably comprised of very few True Positives. This is consistent
with the model’s actual predictions, which, parenthetically, are in close to total agreement for both versions
of the baseline prompt, barring the additional adversarial samples which were correctly identified using the
slightly better-performing prompt version 2.

Overall, these results highlight the need for prompt engineering for the task of adversarial detection, at least
for Large Language models of these scales.
1) Chain-of-Thought (CoT)

When it pertains to Chain-of-Thought, we utilized the zero-shot approach to induce sequential reasoning
from the models, by appending the phrase "Let’s think step by step" at the beginning of the LLM’s response.

H LLM H Prompt Version H Recall \ F1 \ Accuracy H
. .. vl 0.05 0.09 0.50
Phi-3-mini v2 0.02 | 0.05 0.50
vl 0.23 0.36 0.58
Gemma-2-9B v2 043 | 0.54 0.63

Table 6.3: Adversarial detection results for CoT Prompt.

Table 6.3 contains the metrics that result from adding zero-shot CoT to both versions of the baseline prompt
and its findings substantiate the LLMs’ lack of competence at our task without further guidance, even when
utilizing CoT.

Phi-3-mini’s performance at detecting adversarial texts drops to almost 0, confirming our interpretation
of its baseline prompt predictions as mostly random. This appears to be a consequence of the fact that
its chain-of-thought is a mere surface analysis of the given text and therefore does not induce elaborate
enough reasoning. That being said, Gemma-2-9B displays a significant increase in performance, particularly
when using the second prompt version, with its Recall increasing by 19%. This contrast can be attributed
to Gemma-2-9B being larger in size and therefore having higher capacity for reasoning. By examining its
produced reasoning, we can see that it is indeed becoming able to detect several adversarial texts by noticing
certain glaring errors within them.

2) Expert Identity

To establish our expert identity, we manually curated three expert descriptions, which were prepended as
few-shot examples into the generation prompt. These exemplars were deliberately designed to be sufficiently
descriptive and tailored to each specific task, while avoiding excessive verbosity. The model employed to
craft the expert identity was GPT-4, which we prompted 5 times in total, on each iteration refining the
few-shot examples until the resulting identity was deemed satisfactory and without redundant information.
Finally, minor adjustments were made to the generated output to further refine it, for example ensuring that
it incorporates the phrasing of the second baseline prompt version which led Gemma-2-9B to the highest
adversarial text detection metrics in the previous section.

Table 6.4 contains the results obtained from prompting the models either exclusively using the Expert Identity
or by combining it with Chain-of-Thought.

For both LLMs, the metrics following the sole use of the Expert Identity framework are similar to those
achieved when solely using CoT. However, when utilizing both methods at once, the performances achieved
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H LLM H Prompt Version H Recall \ F1 \ Accuracy H
Phi-3-mini no CoT 0.04 0.08 0.51
with CoT 0.06 0.10 0.52
no CoT 0.42 0.58 0.69
Gemma-2-9B with CoT 0.57 | 0.6 0.68

Table 6.4: Adversarial detection results for Expert Identity Prompt.

are the best so far. In the case of Phi-3-mini, performance is improved by a few percentage points but the
model’s is still essentially unable to achieve adversarial text detection. Meanwhile, Gemma-2-9B showcases
another significant jump in performance, with its Recall and F1 score reaching adequate values at 57% and
65% respectively.

It is interesting to observe that the predictions produced by exclusively using the Expert Identity in the
prompt do not include any reasoning. Despite the notable potency of this setting, the fact that the best results
were achieved by enhancing it with Chain-of-Thought establishes both methods as essential components of
our prompt engineering framework.

3) Domain Knowledge & Solution Guidance

In order to elevate the models’ capabilities in detecting adversarial texts, we added domain knowledge to
the first version of this section’s prompt. We did this by giving a definition of what consists an adversarial
perturbation and restating the LLM’s task which is to detect such perturbations.

H LLM H Prompt Version H Recall \ F1 \ Accuracy H
. .. vl 0.10 0.18 0.54
Phi-3-mini v2 024 | 0.38 0.59
v3 0.62 0.69 0.71
vl 0.82 0.72 0.68
Gemma-2-9B v2 0.74 | 0.71 0.70
v3 0.80 0.76 0.74

Table 6.5: Adversarial detection results for Domain Knowledge & Solution Guidance Prompt.

From Table 6.5, we can see that this addition seems to boost the detection abilities of both models. Having
said that, we notice than in the case of Gemma-2-9B, Recall has disproportionately increased by 25%, while
Accuracy has stayed the same. This effectively means that the model is identifying more adversarial examples,
but this is done at the cost of creating too many false positives. Diving deeper, the CoT generated by the
LLM confirm this finding, as they show that the model is overtly sensitive and seems inclined to quickly
classify a text as adversarial.

In order to mitigate this, we enhance version 2 of the prompt, by guiding the Large Language Model to
consider all of the given information, decompose the given task into intermediate steps and consider any
irregularities it detects in context, before reaching a final prediction. As shown by the experimental results,
the new version of the prompt solves the aforementioned problem, striking a balance between Gemma-2-9B’s
Recall, F1 score, and Accuracy. The fact that the Phi-3-mini also shows a significant jump in performance
when prompted this way, highlights both the importance of constructive CoT for models to make correct
predictions and that our prompt enhancements are engineered towards the right direction.

Finally, in version 3 of the prompt, we guide the LLM with specific solution steps for it to follow. These
guidelines were firstly inspired by the way in which the LLMs themselves approach the task of adversarial
detection, even prior to receiving any specific guidance. We observed that within their reasoning, they not
only inspect a given text for obvious errors such as grammatical mistakes and incorrect word usage, but also
analyze the semantics and overall context of the text. On top of that, our steps are in alignment with the
way in which other methods in the bibliography approach the detection adversarial attacks in NLP. That is,
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encouraging the LLM to look out for any abnormal characteristics within a given sample, that set it outside
the usual characteristics of unperturbed text.

The final results of Phi-3-mini show immense improvement, with Recall rising to 62%, which is a positive
indication that through curated prompting, there can emerge adversarial detection abilities for even more
lightweight models. For Gemma-2-9B, we observe an increase in Recall.

4) Error Correction

Through the error correction part of our prompt, we aimed to resolve the most common errors that LLMs
made within their reasoning. Following the PromptAgent framework, we used our selected LLMs as base
models and GPT-3.5-Turbo as the optimizer model. For reasons of simplicity and computational efficiency,
we used Greedy Search, in the place of MCTS, wherein during the expansion phase we generate 3 different
error feedback actions, based on batches of 3 training samples. The optimal prompt transition at each depth
is defined based on task performance. The number of iterations performed is 3, leading to the generation of 9
prompts in total, from which we had to finally select the optimal state/prompt. To this end, we selected the
three which exhibited the greatest task performance and slightly refined them to increase language specificity
and reduce verbosity.

H LLM H Prompt Version H Recall \ F1 \ Accuracy H
. . vl 0.63 0.63 0.66
Phi-3-mini v2 0.64 | 0.65 | 0.68
v3 0.67 0.64 0.66
vl 0.80 0.75 0.75
Gemma-2-98 V2 077 072 0.3
v3 0.75 0.72 0.74

Table 6.6: Adversarial detection results for Error Correction.

From the produced error feedback, we can deduce that most common LLM mistakes caught by the optimizer
fall into on of three distinctive categories: cases where the LLM detected signs which raised suspicion of
adversarial manipulation but ultimately classified the text as original, cases where the LLM did not spot
obvious errors within an adversarial text, and cases where the LLM falsely categorized a text as adversarial
due to reasoning which did not indicate an attack.

Despite the fact that these error feedback are logically accurate, the results of Table 6.6 show that they don’t
lead to particular improvements in model performance. Mainly, we see unstructured fluctuations across all
metrics which highlight the LLMs’ sensitivity to changes in their input and indicates that there is no more
room for prompt optimization, at least for these models.

For Phi-3-mini, the best performing prompt version is the third one, which is intriguing due to the fact
that its differentiation is the use of more detailed language to describe the solution guidance steps. For
Gemma-2-9B, the final prompt version 1 is the optimal and it introduces no significant changes. A detailed
catalog of the prompts employed throughout our experiments can be found in Appendix A.1.1.

During our following experiments, the prompt used for the rest of the LLMs is the same as the one engineered
for Gemma-2-9B, apart from Phi-3-mini which used its own engineered one. This is done due to computational
restrictions, but most importantly, to allow for comparison in regards to model scale in the case of the Gemma-
2 family of models and for analysis of how well our prompt can generalize for different models. It also has
to be noted that during undocumented experimentation on the AG-News dataset, we noticed that for LLMs
with above 8 billion parameters, a significant amount of false positives was being generated due to the
identification of HTML formatting as adversarial. HTML is embedded within AG-News data and contains
unusual symbols which trigger LLMs. For that reason, we included an additional instruction in their prompt,
telling them to ignore such symbols.
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6.2.3 LLM Prompting

Quantitative Results

In Tables 6.7, 6.8, 6.9, 6.10, and 6.11, we present the results that occur by prompting all of the employed
LLMs for the task of detecting adversarial attacks in text classification. For every dataset-attack-model
combination, the number of samples used is 250.

Adversarial Attacks
Attacked Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
IMDB
BERT 0.65 0.69 0.71 0.67 0.75 0.75 0.43 0.50 0.59
RoBERTa 0.67 0.70 0.71 0.73 0.76 0.78 0.48 0.56 0.62
AG-News
BERT 0.91 0.89 0.89 0.90 0.88 0.87 0.49 0.61 0.67
RoBERTa 0.91 0.88 0.88 0.91 0.88 0.88 0.55 0.65 0.70
Table 6.7: Adversarial detection results for Prompting of Phi-3-mini.
Adversarial Attacks
Attacked Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
IMDB
BERT 0.77 0.73 0.71 0.78 0.77 0.74 0.60 0.66 0.70
RoBERTa 0.77 0.75 0.74 0.87 0.82 0.81 0.63 0.66 0.68
AG-News
BERT 0.96 0.88 0.88 0.93 0.88 0.87 0.71 0.72 0.72
RoBERTa 0.95 0.87 0.86 0.92 0.82 0.82 0.69 0.71 0.70
Table 6.8: Adversarial detection results for Prompting of Llama 3.1 8B.
Adversarial Attacks
Attacked Models || LLM Sizes TextFooler PWWS BAE
Recall [ F1 | Accuracy || Recall [ F1 | Accuracy || Recall [ F1 [ Accuracy
IMDB
2B 0.60 0.66 0.69 0.63 0.73 0.74 0.46 0.55 0.63
BERT 9B 0.77 0.76 0.76 0.74 0.76 0.74 0.60 0.63 0.66
27B 0.82 0.77 0.75 0.82 0.79 0.75 0.72 0.72 0.72
2B 0.61 0.66 0.69 0.75 0.77 0.78 0.51 0.59 0.66
RoBERTa 9B 0.82 0.79 0.78 0.84 0.82 0.82 0.67 0.71 0.73
27B 0.86 0.78 0.75 0.87 0.80 0.79 0.69 0.68 0.69
AG-News

2B 0.79 0.86 0.88 0.70 0.81 0.83 0.25 0.38 0.57
BERT 9B 0.94 0.91 0.92 0.89 0.89 0.88 0.47 0.59 0.66
27B 0.97 0.92 0.92 0.95 0.91 0.90 0.62 0.72 0.75
2B 0.83 0.88 0.89 0.74 0.83 0.86 0.29 0.43 0.59
RoBERTa 9B 0.93 0.94 0.94 0.90 0.90 0.91 0.62 0.73 0.76
27B 0.95 0.92 0.92 0.95 0.91 0.92 0.66 0.75 0.77

Table 6.9: Adversarial detection results for Prompting of Gemma 2.

It is evident that the primary factor which affects task performance is model scale, seeing as the larger LLMs
consistently outperform the smaller ones. For analysis purposes, we can divide the Large Language Models
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Adversarial Attacks

Attacked Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall [ F1 | Accuracy
IMDB
BERT 0.73 0.72 0.72 0.76 0.79 0.77 0.58 0.64 0.69
RoBERTa 0.82 0.80 0.80 0.84 0.81 0.81 0.61 0.67 0.71
AG-News
BERT 0.91 0.94 0.95 0.89 0.93 0.93 0.45 0.61 0.70
RoBERTa 0.92 0.94 0.94 0.84 0.91 0.92 0.47 0.63 0.71
Table 6.10: Adversarial detection results for Prompting of Claude 3 Haiku.
Adversarial Attacks
Attacked Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall [ F1 | Accuracy
IMDB
BERT 0.85 0.79 0.76 0.78 0.79 0.76 0.69 0.70 0.72
RoBERTa 0.87 0.80 0.78 0.90 0.83 0.82 0.74 0.72 0.72
AG-News
BERT 0.98 0.90 0.90 0.96 0.90 0.89 0.68 0.74 0.75
RoBERTa 0.93 0.89 0.88 0.96 0.90 0.90 0.71 0.75 0.75

Table 6.11: Adversarial detection results for Prompting of GPT-40 mini.

into three groups of different abilities.

The first one consists of the smallest models, Gemma-2-2B and Phi-3-mini. With sizes below 4 billion
parameters, these models have similar performance on the the IMDb dataset which is distinctly better than
random but still subpar. A notable difference can be seen on the AG-News dataset however, on which Phi-
3-mini approaches the performance of models which are orders of magnitude larger, with impressive values
close to 90% on all metrics for the TextFooler and PWWS adversarial attacks. Gemma-2-2B falls a little
short, reaching values of 75-85% on the same datasets.

Second in ability would be a group of Llama-3.1-8B and Gemma-2-9B, as across most metrics and experiments
they exhibit values that are remarkably close to one another, having a differentiation of less than 6%. The
performance of these models is promising, reaching values consistently above 70% on all three metrics and
even getting to a Recall of 84% and 87%, against TextFooler and PWWS, on IMDb texts. Regarding AG-
News texts, we once again observe a large climb in performance, with both LLMs having Recall scores that
exceed 90% across the aforementioned adversarial attacks and both attacked models. Regarding the BAE-
generated texts, we notice a particular drop in performance, with metrics showing decreases of 10-20% on
IMDb and even around 30% on AG-News. Llama-3.1-8B and Gemma-2-9B are considered to be of medium
scale in the open-source space; taking this into account, their results are promising and indicate that LLM-
based detection of adversarial attacks may be performed successfully, even with more lightweight models
which would allow for more flexibility and broader experimentation.

Lastly, we can group together Gemma-2-27B, Claude-3-Haiku, and GPT-40-mini, the largest and most potent
models. Despite not knowing their exact specifications, it is safe to assume that Claude-3-Haiku and GPT-40-
mini have significantly more parameters than Gemma-2-27B; based on this information, it is intriguing to see
that Gemma-2-27B not only is competitive with both models, but even seems to surpass Claude-3-Haiku in
adversarial detection ability. In any case, all three LLMs achieve impressive results across the board, reaching
Recall values of 80-90% on IMDb data and consistently scoring above 90% on all metrics, on AG-News data,
against TextFooler and PWWS. Against the BAE adversarial attack, we see that although the metrics still
showcase moderate adversarial detection, they are again particularly reduced. This is a phenomenon which
will be discussed in greater detail further below.

We should bear in mind that for all LLMs, apart from Phi-3-mini, we utilized the same prompt which was
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engineered in Section 6.2.2 using Gemma-2-9B. From Table 6.9, we can observe that using this prompt, the
model performance follows the scaling laws within the Gemma 2 family of models. At the same time, as was
analyzed previously, this is also the case across the rest of the Large Language Models, which encompass a
wide range of architectural designs. On this basis, we can deduce with sufficient confidence that our prompt,
and therefore our prompt engineering framework, is robust and generalizes well. Another observation which
supports this claim is that while the used prompt was engineered based on the TextFooler attack against the
BERT classification model and IMDb dataset, it leads to similar detection results on the PWWS attack and
RoBERTa model, and to much improved ones on the AG-News dataset.

It is necessary to analyze the degradation in performance which occurs against BAE-generated adversarial
texts, across the board. The main cause we attribute this phenomenon to is the way in which BAE produces
adversarial alternatives for masked tokens. To do so, it uses the BERT model, which features the same trans-
former architecture on top of which our employed detector-LLMs are built. This suggests a high probability
that the parameter space of the attacker model and that of the detector model are adjacent to one another.
As a result, the adversarial perturbations generated by BAE may not be drastically changing the internal
representation of the original text within the LLMs, hence hindering their ability to accurately detect them.
On top of that, BAE occasionally manages to attend to stronger perturbation constraints, thereby increasing
the imperceptibility of its attacks, which as we will show in Section 6.5, also holds true for other detection
methods in the bibliography.

Another important point to discuss is that while the results on IMDb are deemed satisfactory, especially for
the most potent models, the results achieved on AG-News are notable more impressive, surpassing the former
by up to 26% in the case of Phi-3mini and reaching Recall scores of up to 98% in the case of GPT-40 mini.
The two text classification datasets consist of data which are fundamentally different in nature; IMDB is
made up of movie reviews that exhibit a very wide range of vocabulary, formality, colloquialism, and writing
styles, whilst AG-News contains news article titles and descriptions that are normally succinct and format.
Nevertheless, we hypothesize that the main contributing factor for their resulting discrepancy is the vast
difference in regards to their texts’ length, which can be seen in Figures 6.1.1 and 6.1.2; AG-News samples
consist of less than 60 words, whereas IMDb samples consist of up to 400 words. This hypothesis as well as
its underlying elements are investigated further in the Analysis by Text Length subsection.

Qualitative Results

In Figure 6.2.1, we compare the analysis that the Gemma 2 LLMs do at different model scales, on the same
input text. The given text has been adversarially edited in a subtle manner, as it has altered only two
of its words with suitable replacements, and generated a text that maintains semantic coherence, does not
introduce linguistic mistakes and could very well be imperceptible by humans. As we can notice, at the model
sizes of 2 billion and 9 billion parameters, the LLMs are unable to detect any unusual characteristics within
the sample and thereby wrongly classify it as original. Conversely, the 27B model is able to pick up on the
nuance of the text and identifies an irregularity in one of the replaced words, thereby correctly classifying the
input as adversarial. By observing its reasoning, we see that it reaches this conclusion not because it did a
plain grammatical check, but due to it seemingly understanding that something is wrong within the broader
context of the text. To add to this, the LLM mentions the actual original word as the word that the text
is likely referring to, which enhances our method with explainability and validates the assumption that the
most potent LLMs can indeed have a deep enough understanding of the given text that allows for effective
adversarial detection.

In Figure 6.2.2, we see an example of GPT-40-mini’s analysis of an adversarial text. The model is able to
identify all of the individual parts of the given text which were altered by the attack and as a result correctly
classifies the sample as adversarial. We notice that in its answer, GPT-40-mini not only gives comprehensive
reasoning for why each part is considered to be adversarially manipulated, but also suggests either the exact
original words or other suitable words as alternatives in each case. This again validates the potency and
explainability of our method, and even alludes to the possibility of utilizing LLMs for purifying adversarial
texts.
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Input Text: "Woman’s death probed - Public health bodies|officials] are investigating why a 38-year-
old woman died two weeks after undergoing gastric bypass surgery at Saint Anne’s Hospital in Fall
River. The body[hospital] has stopped offering the surgery during the state probe and an internal
review."

Gemma-2-2B Answer:

Let’s think step by step. 1. **Grammatical Errors:** The text is grammatically correct. 2. **Mis-
spellings and Unnatural Word Use:** No misspellings or unnatural word usage are apparent. 3. **Se-
mantic Inconsistencies:** The text flows logically and makes sense. 4. **Language Irregularities:**
The text uses standard English grammar and vocabulary. 5. **Overall Incoherence:** The text is
coherent and presents a clear narrative. **Conclusion:** Based on the analysis, there are no clear
signs of adversarial modification in the provided text. **Final Classification: (A) original text**

Gemma-2-9B Answer:

Let’s think step by step. 1. **Grammatical Errors:** The text appears grammatically correct. 2.
**Misspellings and Unnatural Word Use:** There are no obvious misspellings or unnatural word
choices. 3. **Semantic Inconsistencies:** The text flows logically. There are no contradictions or
unexpected connections between sentences. 4. **Language Irregularities:** The language is standard
and appropriate for a news report. 5. **QOverall Incoherence:** The text is coherent and easy to
understand. **Summary:** The text does not exhibit any significant irregularities that would suggest
adversarial modification. **Final Classification: A original text**

Gemma-2-27B Answer:

Let’s analyze the text for signs of adversarial perturbation: **Grammatical Errors:** The grammar
appears to be correct. **Misspellings:** There are no obvious misspellings. **Semantic Inconsisten-
cies:** The sentence "The body has stopped offering the surgery..." is unusual. While grammatically
correct, it’s odd to say "the body" in this context. It likely refers to the hospital, but the phrasing
is awkward and could be a subtle alteration. **Language Irregularities:** The phrasing "the body
has stopped offering" is unusual and stands out as potentially unnatural. **Summary:** The text is
grammatically sound, but the phrase "the body has stopped offering" is semantically unusual and po-
tentially a deliberate alteration to introduce subtle meaning shifts or confusion for a machine learning
model. **Classification:** (B) adversarial text

Figure 6.2.1: Comparison of the analysis that the Gemma 2 LLMs do on different model scales, on the same
adversarial text. The adversarial edits made to the input text are denoted within brackets and in red color.
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Input Text: "Israel Unions Start Nationwide striking[Strike] JERUSALEM (Reuters) - oil[Israeli
unions began a nationwide strike on Tuesday scheduled|[expected] to involving[affect] about 400,000
public sector employee[workers| and severely hamper international travel."

GPT-40-mini Answer: Let’s analyze the given input text for signs of adversarial perturbations by
closely examining it for various factors.

**Grammatical Errors**: - The phrase "scheduled to involving" should be "scheduled to involve."
- "about 400,000 public sector employee" should be "about 400,000 public sector employees." The
singular form "employee" is incorrect when referring to multiple people.

**Misspellings and Unnatural Use of Words**: - There are no clear misspellings present, but the use
of "striking" at the beginning seems misplaced; the correct term could just be "strike."

**Semantic Inconsistencies**: - The sentence structure and content flow seem slightly awkward. The
sentence "oil unions began a nationwide strike on Tuesday scheduled to involving about 400,000 public
sector employee and severely hamper international travel" contains a convoluted structure that can
lead to confusion. - "oil unions" is not unambiguously clear. If the text aims to discuss unions in the
oil industry, it could have stated this more explicitly.

**Language Irregularities**: - The phrase "severely hamper international travel" feels abrupt and
unconnected to the preceding content, leading to potential incoherence in how the information is
presented.

**QOverall Incoherence®**: - The complete thought doesn’t flow well due to the previous points. The
awkwardness in grammatical structures and inaccuracies hints at an overall lack of coherence.

Based on the analysis: The text exhibits multiple grammatical errors, awkward phrasing, and issues
with clarity, pointing towards intentional manipulation to obfuscate meaning rather than standard
reporting. These irregular patterns in a news context suggest purposes that deviate from authentic
journalism, fitting the profile of adversarial text modifications aimed at deceiving readers or auto-
mated systems. Given the significant number of identified irregularities and the overall impression of
disjointedness in the content, I classify the input text as follows: (B) adversarial perturbation

Figure 6.2.2: Example of GPT-40-mini’s analysis of an adversarial text. The edits made to the input text
by the adversarial attack are denoted within brackets and in red color.
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Impact of Text Length

To investigate the impact of the input text length on model performance, we conducted a systematic analysis
of our experimental results on the IMDb dataset across varying text lengths, measured by word count. Figures
6.2.3, 6.2.4, 6.2.5, 6.2.6, 6.2.7, 6.2.8, and 6.2.9 illustrate the relationship between input text length and
adversarial detection Recall, against all attacking frameworks, on the RoOBERTa model. The corresponding
plots for the BERT base model can be found in Appendix A.1.2.
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Under all scenarios, we see that there is great volatility, and despite the fact that the line graphs do not
exhibit a strictly decreasing relationship between Recall and text length, the general trend is downwards.
This becomes most apparent when observing the results on BAE-generated samples, which for the higher
number of words end up degenerating to scores at the level of or even worse than that of a random classifier.
Against the TextFooler and PWWS adversarial attacks, we see behaviours which are complex and dependent
on the detector LLM. For example, there are a few occasions against PWWS-generated texts, in which Recall
drops steeply but seems to recover after a certain text length. Additionally, the most potent LLM, GPT-4o-
mini shows even greater signs of robustness since it maintains a Recall that is fluctuating but relatively close
to a mean value across different text lengths, for both TextFooler and PWWS. Nevertheless, it is apparent
that longer adversarial texts are more challenging to detect for all models.

One possible interpretation of these findings is the simple fact that in longer texts, an efficient adversarial
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Figure 6.2.9: Adversarial detection Recall across text lengths, for prompting GPT-40-mini on attacks
against RoBERTa.

attack may alter only a small fraction of text. This means that the adversarial cues would be embedded in
large amounts of unperturbed text, therefore making it harder for LLMs to detect them. While this is true, it
is not always the case, as adversarial attacks often apply multiple edits. For that reason, we need to also look
into the limitations of Large Language Models. In order for a model to successfully classify a given text, it has
to analyze its linguistic structures and contextual relationships. When a text is longer, these characteristics
become more complex and the amount of token-to-token relationships the model’s self-attention mechanism
must process grows significantly. As a consequence, for longer adversarial samples, even within the context
window, an LLM might not be able to maintain a coherent enough representation of the text and an adequate
level of sensitivity to identify the dispersed adversarial alterations.

In any case, these observations were one of the main motivating factors which led us to create the Individual
Sentences Classification method described in Section 5.3.2 which, as presented in Section 6.3, helps combat
the phenomenon effectively.

6.2.4 Human Evaluation

We carried out a human evaluation study in order to get a more complete evaluation of our methods’
performance, as well as to study any possible correlation between the way LLMs and humans approach the
task of deciding whether a given text is original or adversarial.
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Survey Structure

Texts that are found in our datasets are oftentimes characterized by particularly advanced vocabulary and
grammar, making their comprehension a challenging task. For that reason, we ensured that all of our human
evaluators have a high proficiency in English. Furthermore a lot of text samples contain colloquial speech
including slang and idioms which are used by native speakers but might be unknown to people who do not
have English as their first language. Therefore, we made sure to expose our participants to examples of such
texts and ensure that they have come in contact with such language and feel comfortable comprehending it.
Both these criteria are put in place so as to ensure that the results of the human evaluation are affected as
little as possible by English level. Based on the above, a total of 4 human evaluators participated in our
study, all of whom have a C2 level proficiency in English.

First of all, the participants received a basic introduction to adversarial attacks in NLP, coupled with a few
exemplars of texts on which adversarial perturbations have been applied. Then, they were given specific
instructions concerning the task at hand, which guide them to carefully read through each given text, classify
it as original or adversarial, and optionally detail any specific reasons which led them to make their particular
classification.

The goal of this survey, in conjunction with the sanity test performed in Section 6.2.5, was to validate our
method, particularly on the datasets for which it showcased a satisfactory performance for all the employed
Large Language Models. That being the case, the data used in the survey are drawn from the data created
using the TextFooler attack against the RoOBERTa model for both the IMDb and the AG-News datasets.
We randomly selected 100 samples for each sub-dataset, ensuring that the original to adversarial texts ratio
remains approximately 1:1. Each survey participant evaluated all 200 samples, resulting in a total of 800
evaluations, which is a significant sample size for our analysis.

Survey Results

Detection Methods || Recall [ F1 | Accuracy
IMDB

Gemma-2-2B 0.58 0.65 0.69
Phi-3-mini 0.66 0.71 0.73
Llama-3.1-8B 0.78 0.77 0.77
Gemma-2-9B 0.76 0.75 0.75
Gemma-2-27B 0.84 0.78 0.76
Claude 3 Haiku 0.80 0.78 0.78
GPT-40 mini 0.82 0.78 0.77

Human Evaluation 0.75 0.79 0.80
AG-News

Gemma-2-2B 0.86 0.90 0.90
Phi-3-mini 0.94 0.86 0.85
Llama-3.1-8B 1.00 0.92 0.91
Gemma-2-9B 1.00 0.97 0.97
Gemma-2-27B 0.98 0.94 0.94
Claude 3 Haiku 0.98 0.97 0.97
GPT-40 mini 0.96 0.93 0.93
Human Evaluation 0.85 0.91 0.91

Table 6.12: Adversarial detection results for the Human Evaluation datasets.

Table 6.12 presents the adversarial detection results of the human evaluators in comparison with those of the
LLMs, on the same data. Overall, the performance of human detection on the IMDb dataset is up to par
with that of mid-scale open source models, while on the AG-News dataset it is slightly worse than that of
the worst-performing models. Similar to what was concluded for the smaller models through the comparison
of their reasoning with that of the larger models, humans are producing less False Positives, however they
seem less able to identify adversarial texts, leading to particularly reduced Recall. These results verify the
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high degree of difficulty that characterizes the detection of textual adversarial attacks. On top of that, they
verify the usefulness and competitiveness of our LLM prompting method.

It is worthwhile to examine certain categories of texts for which there appears to be a noticeable difference in
the way that they are analyzed by humans and by Large Language Models. One such category is original texts
which contain mistakes that are attributed to human carelessness or lack of proficiency in English. Human
evaluators appeared to be a bit more able to discern these types of texts as original, even though they
still contain errors. Examples of such errors are inconsistent capitalization of words, misuse of punctuation,
and spelling mistakes that people often make themselves, and are therefore able to recognize them as non-
malicious. Something similar can be observed for original content written by non-native English speakers.
Taking into account the context of the entire text, humans can sometimes recognize the author’s reduced
language competence, and as a result disregard any mistakes found in the sample and correctly classify it as
original. A representative example is given in Figure 6.2.10.

I saw this movie only because Sophie Marceau. However, her acting abilities it’s no enough to salve
this movie. Almost all cast don’t play their character well, exception for Sophie and Frederic. The
plot could give a rise a better movie if the right pieces was in the right places. I saw several good
french movies but this one i don’t like.

Figure 6.2.10: Example of an original text containing multiple errors. 2/4 human evaluators classified it
correctly, while all LLMs classified it incorrectly.

On the contrary, one thing that differentiates LLMs as a detection method is the capacity to fact-check any
given information. For example, when inspecting the models’ generated answers, we find instances in which
during the analysis of a given text, the model cross-checks its content with information it has access to, in
order to find any discrepancies that will indicate adversarial modification. Another case in which LLMs seem
to outperform humans, is texts that are characterized by advanced vocabulary and/or convoluted sentence
structures. When presented with such texts, our human evaluators sometimes struggled to analyze it and as
a result either took no notice of adversarial edits within it and wrongly classified it as original or mistook
certain phrases for perturbations and wrongly identified it as adversarial.

6.2.5 Sanity Test for Data Contamination

In the context of evaluating Large Language Models, one of the most prevailing issues is that of data con-
tamination or test set contamination. This is the phenomenon in which a model’s training data contains
some parts of the data that are used to evaluate it, consequently leading to artificially inflated scores on
benchmarks and creating an overly positive image of an LLM’s abilities. Since both our test datasets and
several of the training datasets of the LLMs we have employed in our experiments are sourced from the
internet, it is possible that the models were trained on data contained in our evaluations.

To ensure the integrity of our experimental results and to mitigate the potential issue of such contamination,
we implemented a sanity test. In order to achieve this, we manually curated a new set of test data by
performing edits on existing ones, such that the LLMs would not have been previously exposed to them. In
particular, we utilized the set of data which was used in the human evaluation study, so as to facilitate a
smoother comparison of results. The edits performed include a multitude of methods, namely paraphrasing,
reordering, deleting, or adding text, with the aim of achieving as much variability as possible in the resulting
dataset. For original texts, we made sure that our modifications are not adversarial, meaning that they
would not lead a classifier to flip its label in the context of text classification. On top of that, we aimed to
make our edits imperceptible, by ensuring that they did not introduce errors, that they retained grammatical
correctness, and that they altered the semantics of the content as little as possible, if at all. For adversarial
texts, we made sure not to overwrite the parts of them which were perturbed by the adversarial attack
method.

From Table 6.13, we can see that the sanity test results are very close to those obtained on the initial dataset.
We do observe slight variations for various models, but they do not seem consistent in nature, whether positive
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Input Text: "Bavarian|German| teenager indicted over Sasser seeing|worm| Prosecutors in Verden,
Deutsche|Germany], indicted an 18-year-old student on Wednesday for allegedly creating the Sasser
seeing[worm] that fell[crashed] hundreds of thousands of computers worldwide after spreading at
lighting speed over the Internet."

GPT-40-mini Answer:

Let’s analyze the provided text step by step:

**Grammatical Errors**: The phrase "the Sasser seeing that fell" appears to be incorrectly structured.
"seeing" seems to be a typo or incorrect word choice in this context. It likely should have been "worm"
or another appropriate term related to the Sasser malware.

**Misspellings and Unnatural Use of Words**: The word "Deutsche" is typically used to refer to
Germany in a language context, but it appears out of place here, as it could mislead the reader into
thinking it refers to a corporation or similar entity without better context. The phrase "at lighting
speed" is a commonly used term, but it should be "at lightning speed." This is a misspelling that
alters the intended meaning.

**Semantic Inconsistencies**: The text discusses an indictment related to a notorious computer worm,
but the use of "seeing" instead of a more appropriate term introduces confusion about the subject
matter.

**Language Irregularities**: The overall flow of the sentence is awkward, and the odd use of
"Deutsche" adds to a lack of coherence in presenting the idea clearly.

**Qverall Incoherence®™*: The combination of the above factors leads to a text that is not coherent
and blends factual information with errors that disrupt the message.

Given these points, I conclude that this text shows signs of intentional modification by an attacker,
aiming to confuse or mislead the reader or a machine learning model.

Thus, the final classification is: (B) adversarial perturbation

Figure 6.2.11: Example of GPT-4o-mini fact-checking information during its analysis of an adversarial text.
The adversarial edits made to the input text are denoted within brackets and in red color.

Detection Methods || Recall | F1 | Accuracy |
IMDB
Gemma-2-2B 0.60 (+0.02) | 0.66 (0.01) | 0.69 (10.00)
Phi-3-mini 0.62 (-0.04) | 0.67 (-0.04) | 0.69 (-0.04)
Llama-3.1-8B 0.80 (10.02) | 0.78 (10.01) | 0.7 (- 0.00)
Gemma-2-9B 0.76 (10.00) | 0.75 (10.00) | 0.74 (-0.01)
Gemma-2-27B 0.82 (-0.02) | 0.77 (-0.01) | 0.75 (-0.01)
Claude 3 Haiku || 0.78 (:0.02) | 0.76 (:0.02) | 0.76 (-0.01)
GPT-40 mini 0.84 (1 0.02) | 0.79 (10.01) | 0.77 (10.00)
AG-News

Gomma-2-2B 0.86 (1-0.00) | 0.90 (-0.00) | 0.90 (-0.00)
Phi-3-mini 0.96 (10.02) | 0.8 (10.02) | 0.86 (1 0.01)
Llama-3.1-8B 1.00 (10.00) | 0.89 (-0.03) | 0.88 (-0.03)
Gemma-2-9B 0.97 (-0.03) | 0.93 (-0.04) | 0.93 (-0.04)
Gemma-2-27B || 1.00 (1 0.02) | 0.92 (-:0.02) | 0.91 (-0.03)
Claude 3 Haiku || 1.00 (10.02) | 0.98 (1-0.01) | 0.98 (10.01)
GPT-40 mini 0.96 (+0.00) | 0.92 (-0.01) | 0.92 (-0.01)

Table 6.13: Adversarial detection results for the Sanity Test. Difference compared to metric achieved in

initial dataset is noted within a parenthesis.
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or negative. Furthermore, their absolute values are not deemed significant for our analysis, as even in the
cases of the highest percentage differences of 3-4%, the actual model predictions differ by only a few samples.
It is worth noting however, that the presence of these variations showcases the high sensitivity that LLMs
have for changes in their input, which in our case is justified when taking into consideration that our manual
edits oftentimes altered large portions of the input text. Overall, the sanity test results suggest that our
experiments were not affected by data contamination and highlight the robustness of our detection approach.

6.3 Experiments of Individual Sentences Classification

For our Individual Sentences Classification experiments, we used a 75%-25% train-test split on the 4000
samples created by all 3 adversarial attacks, against BERT and RoBERTa, on the IMDb dataset. Since the
AG-News dataset contains texts made up of article titles and descriptions which are typically only 1 to 3
sentences long, the adversarial detection method of Individual Sentences Classification could not have been
applied to it.

6.3.1 Total Agreements
BERT

Onginall © oce OOJ' m

0.0 0.2 0.4 0.6 0.8 1.0
Total Agreements (%)

Figure 6.3.1: Boxplots of the Total Individual Sentences Classification Agreement percentage, for BERT.

In Figure 6.3.1, we can see the boxplots of the total individual sentences classification agreements, as a
percentage of the total text length, for original and adversarial samples of the different attack methods
against BERT.

As can be observed, the statistical distribution of the original texts is clearly distinguishable from the distri-
bution of any which attack, with the former having a much higher median at around 75% and first quartile
at just above 60%. The distributions of the different adversarial examples are very similar to each other,
having almost identical third quartiles at around 50%. TextFooler and PWWS also present approximately
the same first quartiles and as can be seen from their box’s notches, their medians, which sit at around 40%,
do not present a significant statistical difference. BAE’s distribution is differentiated only by a bit, having
a slightly upwards skewed median and first quartile. It should be noted that, for all 3 attacks, there are
outliers that lie way above the boxplot’s whiskers, even reaching a value of 100%, which showcases there are
at least a few instances in which the adversarial attacks edit the original text in such a subtle manner that
leaves no traces to be detected by the Total Agreements method.

In Figure 6.3.2, we show the ROC curves that result from defining the total agreements percentage as the
decision boundary for BERT to classify a text as adversarial or not, for each attack method. The AUC values
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Figure 6.3.2: ROC curves for using the Total IndivSC Agreements percentage as the threshold for
adversarial detection, for BERT.

achieved showcase that the method presents a high ability of separating between original and adversarial
samples. Furthermore, the fact that the ROC curves for all 3 attack methods are nearly indistinguishable
proves that a detection threshold, chosen for one particular attack, via the Total Agreements method can
be used interchangeably for any of other attacks as well. For TextFooler and PWWS texts, the ROC curves
overlap almost entirely and the AUC is 0.91, while BAE texts’ ROC curve is placed marginally lower at most
FPR values, with an AUC of 0.90.

In order to use the Total Agreements method for the detection of adversarial examples, we wanted to select
a threshold that was as close as possible to the perfect classifier, the upper left point in a ROC curve. In
making our selection, we also took into account the fact that in our task it is more important to optimize for
true positives rather than false negatives. Based on these criteria, we chose the Total Agreements threshold
of 60% that corresponds to a FPR of 0.2 and the elbows of the ROC curves.

TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
0.89 0.84 0.83 0.90 0.85 0.84 0.88 0.83 0.82

Table 6.14: Adversarial detection results for the Total IndivSC Agreements method, for BERT.

In Table 6.14, we see the adversarial detection results for the Total Agreements method against each adver-
sarial attack on BERT. The first observation which can be made is that the value of each metric is close to
identical for all 3 attacks, reinforcing the fact that the same detection threshold can be used interchangeably
against any adversarial attack. On top of that, the method performs highly, achieving metrics comparable
to those of the best LLM Prompting scenarios, with 88-90% Recall, 83-85% F1 score, and 82-84% Accuracy.
This confirms its suitability for adversarial text detection, as an auxiliary or even autonomous approach.
All of the aforementioned conclusions are reinforced by Figure 6.3.3, in which we can observe that the ROC
curves, as well as their AUCs, for the test set are in effect indistinguishable from the train set ones, a fact
which also highlights consistency in detection.

It is worth examining the correlation between the Total Individual Sentences Classification Agreements
percentage and a text’s length, measured in number of sentences, as they are directly intertwined. As can be
observed in Figure 6.3.4, the mean value for both original and adversarial texts consistently remains within
their corresponding boxplot’s first and third quartile points, with all 3 attacks having similar plot lines
across varying text lengths. Overall, we observe that for all 4 types of texts, the plot follows a downwards
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Figure 6.3.3: ROC curves for using the Total IndivSC Agreements percentage as the threshold for
adversarial detection, for BERT, on the test set.
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Figure 6.3.5: Adversarial detection Recall for
the Total IndivSC Agreements method across
text lengths, for BERT.

Figure 6.3.4: Total IndivSC Agreements
percentage across text lengths, for BERT.

trend. This is something to be expected, as for shorter original texts, it is more plausible that the overall
sentiment agrees with the sentiment of its few individual sentences. In addition, for shorter adversarial
texts, the few sentences whose sentiment was flipped make up a larger percentage of the total text length,
therefore reducing the total agreements percentage. The separability between original and adversarial texts
also remains consistently wide for any number of sentences, even when considering deviations. On top of
that, the decreasing nature of the plot lines leads to the conclusion that a constant threshold for detection of
adversarial attacks for the Total Agreements method will be able to produce more True Positives for longer
texts. The previous conclusion is verified by Figure 6.3.5. In it, we observe that the detection Recall achieved
by the method increases noticeably the longer a text is, for all three attacking techniques.

RoBERTa

The results obtained for attacks against RoOBERTa are very similar to the ones mentioned above. In Figure
6.3.6, we see the boxplots of the total individual sentences classification agreements,as a percentage of the
total length, for original and adversarial samples of the 3 attack methods against the RoBERTa model.
Again, it is evident that the statistical distributions of original and adversarial texts are separable, with all
three of the latter having significantly lower median values, which do not differ statistically from each other,
than the former. The only noticeable differences when compared with BERT’s results, are some variations
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Figure 6.3.7: ROC curves for using the Total
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for adversarial detection, for RoBERTa.

Figure 6.3.6: Boxplots of the Total IndivSC
Agreement percentage, for RoOBERTa.

in interquartile ranges (IQR). In particular, texts generated by Textfooler or BAE lead to bigger IQRs and
therefore wider spreads, whereas texts generated by PWWS seem to create a tighter spread.

Observing Figure 6.3.7, we conclude that RoOBERTa and BERT have virtually identical ROC curves for using
the Total IndivSC Agreements percentage as the threshold for adversarial detection, and therefore both
models have the same high capacity to recognize adversarial samples. For RoBERTa’s threshold, once more,
we choose 60% which corresponds to a FPR of 0.2 in the ROC curves.

TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
0.85 0.83 0.82 0.85 0.83 0.82 0.85 0.83 0.82

Table 6.15: Adversarial detection results for the Total Agreements method, for RoOBERTa.
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Figure 6.3.8: ROC curves for using the Total IndivSC Agreements percentage as the threshold for
adversarial detection, for RoOBERTa, on the test set.

In comparison to BERT’s adversarial detection metrics, RoBERTa exhibits almost the same ones, having only
a 3-5% decrease in Recall, alongside a 1-2% decrease in F1 and Accuracy, which indicates that RoBERTa
detected marginally fewer adversarial attacks. Such a fact could be caused by the distribution of the texts,
both original and adversarial, being skewed moderately higher. This conclusion can be further validated if
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combined with the insights derived from 6.3.8. In it, we notice that the ROC curves and their corresponding
AUC:s of the test set are almost indiscernible from the train set ones, only having their elbows slightly more
to the right. This implies that if the detection threshold was to be increased by a bit, the metrics achieved
would be even identical to BERT’s.
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Figure 6.3.10: Adversarial detection Recall for
the Total Agreements method across text
lengths, for RoBERTa.

Figure 6.3.9: Total IndivSC Agreements
percentage across text lengths, for RoOBERTa.

In Figure 6.3.9, similarly as for BERT, we observe the consistent separation of original and adversarial
samples across any number of sentences. Total IndivSC Agreements percentage is decreasing for longer
original texts, whilst it oscillates around the median percentage and eventually smoothness out for longer
adversarial samples. This causes the adversarial detection Recall, shown in Figure 6.3.10, to fluctuate but
have an overall increasing trend for higher number of sentences in the input text.

6.3.2 Longest Continuous Agreement Sequence
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Figure 6.3.11: Boxplots of the Longest Continuous IndivSC Agreement Sequence percentage.

By observing the boxplots of the longest continuous IndivSC agreement sequence, as a percentage of total text
length, in Figure 6.3.11a, we see that the distributions of original and adversarial samples are separable by
BERT, but only barely. On the one hand, the different adversarial attacks exhibit very similar characteristics
with statistically indistinguishable medians at around 20% and Q3 values close to 30%. On the other hand,
for original texts, the median value stands significantly higher at almost 50%, but the exhibited IQR is
especially wide, mainly in the direction of Q3, but also in that of Q1. That being the case, the first quartile
is almost equal to the third quartile of the adversarial texts, which means that approximately 25% of the
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examples of either category are essentially not able to be distinguished by using Longest Continuous IndivSC
Agreement Sequence.

For RoBERTa, Figure 6.3.11b shows much the same results. There is still the same similarity between
different attacking techniques with only slight variations in interquartile range, which for TextFooler and
BAE moderately increases, and for PWWS moderately decreases the separation between their Q3 and the
Q1 of original texts. A main difference we notice is that the third quartile is extended by over 10%, signifying
the volatility of the statistical distributions produced by this method.
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Figure 6.3.12: ROC curves for using the Longest Continuous IndivSC Agreement Sequence percentage as
the threshold for adversarial detection.

By defining the length of the longest continuous agreement sequence as the classification threshold between
original and adversarial samples, we get the ROC curves in Figure 6.3.12a, for BERT. These showcase that
despite its statistical distributions not being optimal, Longest Continuous IndivSC Agreement Sequence can
still be a viable option for adversarial detection. The 3 different curves are almost entirely overlapping, which
indicates consistent behaviour across all adversarial attacks and the AUCs achieved are lower than those of
the Total Agreements method, but only by 5-6 percentage points.

When it concerns to RoBERTa, its behaviour is virtually identical to that of BERT, both numerically, in
terms of AUC values, and qualitatively, in terms of plots. The only minor difference which can be noticed is
the fact the RoBERTa seems to be performing worse against the PWWS attack, by a small degree.

In order to evaluate the method’s effectiveness in adversarial detection, we selected a threshold of 33%,
so as to strike a balance between increasing TPR without overtly degrading FPR. In particular this value
corresponds to an FPR of 0.25 and a point at the elbow of the curves.

Adversarial Attacks
Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
BERT 0.75 0.77 0.78 0.75 0.77 0.78 0.75 0.77 0.78
RoBERTa 0.74 0.76 0.77 0.70 0.74 0.75 0.74 0.76 0.77

Table 6.16: Adversarial detection results for the Longest Continuous IndivSC Agreement Sequence method.

The adversarial detection results of the Longest Continuous IndivSC Agreement Sequence method are shown
in Table 6.16. From it, we deduce a moderately high performance, which is close to the levels achieved by
mid-scale LLMs, with scores consisting of 70-75% Recall, 74-77% F1, and 75-78% Accuracy. It is important
to note that BERT accomplishes the exact same metrics for all 3 adversarial frameworks, which highlights
the consistency and generalization of the chosen decision boundary against varying attacks.

In comparison, RoOBERTa’s performance appears almost equal, with only a slight drop being observed against
PWWS.
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Figure 6.3.13: ROC curves for using the Longest Continuous IndivSC Agreement Sequence percentage as
the threshold for adversarial detection, for the test set.

To add to the previous conclusions and to validate the method’s viability, in Figures 6.3.13a and 6.3.13b, we
notice that the ROC curves produced by both models on the test set show no difference to the ones of the
train set.
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Figure 6.3.14: Longest Continuous IndivSC Agreement Sequence percentage across text lengths.

In order to examine the impact of text length on the Longest Continuous IndivSC Agreement Sequence
percentage, we begin by analyzing Figures 6.3.14a and 6.3.14b. In them, we see that for all 4 types of
texts, the percentage follows the statistical characteristics of its corresponding boxplot, beginning at values
close to Q3 for shorter texts and reaching values near Q1 for longer ones, for both BERT and RoBERTa. In
comparison to the Total IndivSC Agreements percentage, here the classes of original and adversarial texts are
still clearly separable, however they are closer to each other. All of the plot lines show a steep decrease, and
with the mean value of the adversarial texts eventually dropping well below the threshold of 33%, while that
of original texts remains above it, we assume that detection ability will improve as the number of sentences
increases. That is indeed the case, as verified by Figures 6.3.15a and 6.3.15b, in which we see the detection

Recall on the test set increasing rapidly for longer texts, quickly surpassing its average performance, for
BERT and for RoBERTa.
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Figure 6.3.15: Adversarial detection Recall for the Longest Continuous IndivSC Agreement Sequence
method across text lengths.

6.3.3 Total Interchanges

Figures 6.3.16a and 6.3.16b display the boxplots of the total individual sentences classification interchanges,
for original samples and for attacks against BERT and RoBERTa. From them, it can be immediately deduced
that there is great overlap between the statistical distributions of original and adversarial texts. The three
different attacks show only small differences between them, having a median around 0.45 and a Q1 which
is close to the same as the median of the original texts, at approximately 0.35. In fact, the Q2-Q3 range of
original samples coincides entirely with the Q1-Q2 range of adversarial ones, for both BERT and RoBERTa.
Another thing to note is that in Figure 6.3.16a, for any which type of text, the boxplot’s whiskers extend from
0.0 all the way to 1.0, which showcases the high degree of dispersion that characterize all the distributions.
All of these findings indicate that Total Interchanges cannot be a suitable method for adversarial detection.
Nevertheless, we present the rest of our experimental findings on it, for reasons of comprehensiveness and
comparison.

The ROC curves shown in Figures 6.3.17a and 6.3.17b come as a result of defining the total interchanges
percentage as the threshold for identifying samples as original or adversarial. The AUCs achieved indicate
a performance that is better than random but definitely not up to par with the other examined methods,
confirming our assumption. To be specific, the plot lines of the 3 different attacks have a similar form and
values in the range of 0.67-0.69, for both BERT and RoBERTa.
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Figure 6.3.16: Boxplots of the Total IndivSC Interchanges percentage.
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Figure 6.3.17: ROC curves for using the Total IndivSC Interchanges percentage as the threshold for

adversarial detection.

For the purpose of using the Total IndivSC Interchanges percentage as a classification boundary, we had to
choose a threshold that results in a Recall above 50% without totally deteriorating the False Positive Rate,
and thereby that value was 38%, which corresponds to a FPR of 0.4.

Adversarial Attacks
Models TextFooler PWWS BAE
Recall | F1 | Accuracy || Recall | F1 | Accuracy || Recall | F1 | Accuracy
BERT 0.67 0.65 0.64 0.66 0.64 0.63 0.67 0.65 0.64
RoBERTa 0.60 0.61 0.62 0.62 0.62 0.63 0.62 0.62 0.63
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Table 6.17: Adversarial detection results for the Total IndivSC Interchanges method.

e PWWS (AUC = 0.71)

- —— TextFooler (AUC = 0.69)

—— BAE (AUC = 0.70)

T T T T T
0.2 0.4 0.6 0.8 1.0
False Positive Rate

(a) For BERT

True Positive Rate

1.0

e
o
L

e
kS
L

0.2 4

0.0 4

—— TextFooler (AUC = 0.69)
PWWS (AUC = 0.71)
—— BAE (AUC = 0.70)

T T
0.0 0.2

T
0.4

T T T
0.6 0.8 10

False Positive Rate

(b) For RoBERTa

Figure 6.3.18: ROC curves for using the Total IndivSC Interchanges percentage as the threshold for
adversarial detection, for the test set.

In Table 6.17, we see the adversarial detection results for the Total IndivSC Interchanges method against each
adversarial attack. We can observe consistency between the metrics achieved for the 3 different attacks by
either base model, however the metrics achieved are all in the range of 60-67% and correspond to behaviour
better than random and close to the level of the smallest employed LLMs.

The ROC curves of Figures 6.3.18a and 6.3.18b, which are generated on the test set, paint the same picture,
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with the AUCs achieved being higher than those on the train set by 1-3 percentage points.
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Figure 6.3.20: Adversarial detection Recall for the Total IndivSC Interchanges method across text lengths.

In regards to the effect that a text’s length has on the Total Interchanges percentage, we analyze Figures
6.3.19a and 6.3.19b. In them, we see that the mean value of the percentage along longer texts increases for
original samples and decreases for adversarial samples, up until a stabilization length of around 12 sentences,
therefore decreasing their distance. This finding alludes to the fact that the method will be even less able
to distinguish between longer adversarial and original texts, at least up to the stabilization value. The plot
lines of adversarial detection Recall across text lengths in Figures 6.3.20a and 6.3.20b do not definitively
confirm this assumption, as they are characterized by great fluctuations, however they do present cases in
which Recall drops steeply until a certain text length, for example against the PWWS attack for both BERT
and RoBERTa.

6.4 Combination of Methods

In this section we showcase how we combined our two proposed methods into a unified approach. To achieve
this, we used LLM Prompting as the primary detection method, and supplemented it with Total Agreements,
which is the best-performing Individual Sentences Classification framework. We utilized Total Agreements
only on texts that are above a certain length, specifically 6 sentences long, in order to utilize the fact that its
adversarial detection recall seems to increase for longer texts, while the exact opposite occurs in the case of
Large Language Models. On top of that, we wanted to ensure that the utilization of the Total Agreements
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method was only complementary and did not lead to an increase in False Positives or False Negatives. To
facilitate that, we set the threshold for individual sentences classification agreements percentage as 50% in
order to consider a text as adversarial, which corresponds to a False Positive Rate (FPR) of 10%, and set the
threshold for considering a text as original to 66%, which corresponds to a False Omission Rate (FOR) of 10%.
To conclude, our combination prioritizes the prediction made by the LLM. Then, in the case the given text’s
length is above 6 sentences, we calculate whether its total IndivSC agreements percentage falls within the
set thresholds. If that is the case and the LLM-based prediction disagrees with the Total Agreements-based
prediction, then we consider the latter one.

Table 6.18 presents the experimental results that are produced by using this unified approach.

Adversarial Attacks
Attacked Methods TextFooler PWWS BAE

Models Recall [ F1 [ Accuracy || Recall | F1 | Accuracy || Recall [ F1 | Accuracy

Gemma-2-2B * 0.82 0.81 0.81 0.87 0.87 0.86 0.83 0.83 0.84

Phi-3-mini * 0.84 0.82 0.82 0.91 0.89 0.88 0.82 0.81 0.82

Llama-3.1-8B * 0.90 0.85 0.84 0.92 0.89 0.87 0.87 0.85 0.85

BERT Gemma-2-9B * 0.89 0.86 0.85 0.91 0.88 0.86 0.85 0.84 0.84

Gemma-2-27B * 0.91 0.86 0.86 0.94 0.88 0.86 0.88 0.85 0.85

Claude-3-Haiku * 0.88 0.85 0.84 0.92 0.89 0.88 0.84 0.85 0.85

GPT-40-mini * 0.92 0.88 0.87 0.94 0.90 0.89 0.88 0.85 0.86

Gemma-2-2B * 0.83 0.84 0.84 0.85 0.82 0.82 0.80 0.84 0.85

Phi-3-mini * 0.90 0.87 0.87 0.84 0.82 0.82 0.82 0.83 0.84

Llama-3.1-8B * 0.90 0.85 0.84 0.87 0.82 0.82 0.85 0.85 0.86

RoBERTa Gemma-2-9B * 0.89 0.86 0.86 0.87 0.82 0.82 0.85 0.87 0.87

Gemma-2-27B * 0.92 0.88 0.87 0.89 0.82 0.82 0.84 0.85 0.86

Claude-3-Haiku * 0.90 0.88 0.87 0.87 0.83 0.83 0.87 0.88 0.88

GPT-40-mini * 0.90 0.89 0.88 0.87 0.83 0.82 0.85 0.87 0.87

Table 6.18: Adversarial detection results for the combination of methods, on IMDDb. Asterisks indicate the
combination of methods and bold numbers indicate the best result per metric.

We notice that the combination of our methods yields better results than each one does independently, some-
thing that highlights both methods’ effectiveness and the fact that they work together in a complementary
manner. These final metrics are impressive, as they reach levels of close to 90% all around, close to the ones
induced through LLM Prompting on the AG-News dataset.

On the one hand, the fact that performance increases in comparison to IndivSC proves that LLMs are well
equipped to analyze shorter texts and texts that fall within the middle of the different statistical distributions
of the total agreements percentage. On the other hand, the fact that performance increases in comparison
to LLM Prompting verifies the robustness of IndivSC, especially when it comes to longer text samples.
Furthermore, because the Total Agreements methods yields similar results for all adversarial attacks, it
manages to compensate for the reduced Recall that LLM Prompting showcases against BAE. Another thing
to note is that through the combination of methods, the smaller LLMs increased their metrics by significantly
more than larger ones. This led to a shortening of their ability gap, even though the difference is still
noticeable, with GPT-40-mini achieving the highest scores against all attacks on BERT, to give an example.
Nonetheless, this observation is in sync with our previous finding that Large Language Models generally find
shorter texts easier to analyze and leads to the conclusion that the differences in model ability were mostly
displayed on texts of longer length.
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6.5 Comparison with State-of-the-art Detection Methods

6.5.1 Compared Methods
FGWS (Frequency-Guided Word Substitutions)

FGWS (Frequency-Guided Word Substitutions) [45] is a detection framework which takes advantage of the
observation that there are consistent differences in frequency between a text’s original words, and the per-
turbations they are replaced with by an adversarial attack. Specifically, it is shown that adversarial attacks
tend to replace words with ones that are encountered less often. Based on this insight, FGWS transforms a
given sample by substituting infrequent words with more frequent ones and decides whether the input text
is adversarial based on the change that this operation causes to the prediction confidence of a classification
model.

RDE (Robust Density Estimation)

In order to achieve adversarial detection, RDE (Robust Density Estimation) [75] estimates the probability
density of any given text sample. In detail, it fits a parametric density estimation model utilizing the
classification model’s internal representation of the given input. This is achieved using the training data,
therefore causing adversarial data, which are unseen by the model, to likely have a low probability and
therefore be detectable. Issues of dimensionality in this approach are resolved using statistical analysis
techniques such as kernel PCA and Minimum Covariance Determinant.

6.5.2 Comparison Results

Table 6.19 presents the results on all 6 datasets for both our proposed method, and the state-of-the-art
detection methods described above. We immediately observe the competitiveness of our approach across the
board, especially when it concerns to the 3 large-scale LLMs.

RDE seems to be the most potent approach on IMDb data, achieving the best performance on all 3 metrics
in all scenarios, except from the PWWS attack against the BERT model, in which GPT-40-mini prevails on
Recall and F1 score, and has equal Accuracy. In regards to AG-News data, the potency of LLM prompting
is highlighted even more, with RDE falling behind either Gemma-2-27B, Claude-3-Haiku, or GPT-40-mini
in all cases, excluding the BAE attack.

Concerning FGWS, it does perform generally high, but falls short of another detection methods in all cases.
For example, out of the 12 total dataset-attack-model combinations, GPT-40-mini outperforms FGWS in
11 of them on Recall, in 9 of them on F1 score (equal performance in 1 combination), and in 6 of them in
Accuracy (equal performance in 3 combinations). In comparison, the combinations in which Gemma-2-27B
outperforms FGWS are 10 on Recall, 7 on F1 score (equal performance in 1 combination), and 6 on Accuracy
(equal performance in 1 combinations).

With reference to the degradation in our method’s performance against the BAE adversarial attack, which
was discussed in Section 6.2.3, it is interesting to observe that the exact same behaviour occurs for the FGWS
detection method as well, a fact that highlights the increased nuance of the attack. Having said that, RDE
showcases no difference in performance in regards to BAE, thereby displaying notable robustness.

At this point, it should be noted that in comparison to other works in the bibliography, our approach, as
well as FGWS and RDE, make no assumption of the attack algorithm or the attacked model. Additionally,
a factor that differentiates our proposed method from the examined state-of-the-art ones, is the fact that it
requires no access to the feature space of the base classifier model.

Taking all of the above into consideration, we conclude that our approach is a viable solution, useful for
plug-and-play detection of adversarial texts in text classification.
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Adversarial Attacks
Attacked Methods TextFooler PWWS BAE
Models Recall [ F1 [ Accuracy || Recall | F1 | Accuracy || Recall [ F1 | Accuracy
IMDB

Gemma-2-2B * 0.82 0.81 0.81 0.87 0.87 0.86 0.83 0.83 0.84

Phi-3-mini * 0.84 0.82 0.82 0.91 0.89 0.88 0.82 0.81 0.82

Llama-3.1-8B * 0.90 0.85 0.84 0.92 0.89 0.87 0.87 0.85 0.85

Gemma-2-9B * 0.89 0.86 0.85 0.91 0.88 0.86 0.85 0.84 0.84

BERT Gemma-2-27B * 0.91 0.86 0.86 0.94 0.88 0.86 0.88 0.85 0.85

Claude-3-Haiku * 0.88 0.85 0.84 0.92 0.89 0.88 0.84 0.85 0.85

GPT-40-mini * 0.92 0.88 0.87 0.94 0.90 0.89 0.88 0.85 0.86

FGWS 0.85 0.87 0.87 0.88 0.89 0.89 0.62 0.72 0.76

RDE 0.97 0.94 0.93 0.88 0.89 0.89 0.94 0.92 0.92

Gemma-2-2B * 0.83 0.84 0.84 0.85 0.82 0.82 0.80 0.84 0.85

Phi-3-mini * 0.90 0.87 0.87 0.84 0.82 0.82 0.82 0.83 0.84

Llama-3.1-8B * 0.90 0.85 0.84 0.87 0.82 0.82 0.85 0.85 0.86

RoBERTa Gemma-2-9B * 0.89 0.86 0.86 0.87 0.82 0.82 0.85 0.87 0.87

Gemma-2-27B * 0.92 0.88 0.87 0.89 0.82 0.82 0.84 0.85 0.86

Claude-3-Haiku * 0.90 0.88 0.87 0.87 0.83 0.83 0.87 0.88 0.88

GPT-40-mini * 0.90 0.89 0.88 0.87 0.83 0.82 0.85 0.87 0.87

FGWS 0.85 0.87 0.88 0.92 0.91 0.91 0.62 0.72 0.76

RDE 0.99 0.95 0.94 0.95 0.93 0.93 0.95 0.93 0.93

AG-News

Gemma-2-2B 0.79 0.86 0.88 0.70 0.81 0.83 0.25 0.38 0.57

Phi-3-mini 0.91 0.89 0.89 0.90 0.88 0.87 0.49 0.61 0.67

Llama-3.1-8B 0.96 0.88 0.88 0.93 0.88 0.87 0.71 0.72 0.72

Gemma-2-9B 0.94 0.91 0.92 0.89 0.89 0.88 0.47 0.59 0.66

BERT Gemma-2-27B 0.97 0.92 0.92 0.95 0.91 0.90 0.62 0.72 0.75

Claude-3-Haiku 0.91 0.94 0.95 0.89 0.93 0.93 0.45 0.61 0.70

GPT-40-mini 0.98 0.90 0.90 0.96 0.90 0.89 0.68 0.74 0.75

FGWS 0.82 0.86 0.86 0.91 0.91 0.90 0.64 0.74 0.77

RDE 0.96 0.93 0.93 0.89 0.89 0.89 0.97 0.94 0.93

Gemma-2-2B 0.83 0.88 0.89 0.74 0.83 0.86 0.29 0.43 0.59

Phi-3-mini 0.91 0.88 0.88 0.91 0.88 0.88 0.55 0.65 0.70

Llama-3.1-8B 0.95 0.87 0.86 0.92 0.82 0.82 0.69 0.71 0.70

RoBERTa Gemma-2-9B 0.93 0.94 0.94 0.90 0.90 0.91 0.62 0.73 0.76

Gemma-2-27B 0.95 0.92 0.92 0.95 0.91 0.92 0.66 0.75 0.77

Claude-3-Haiku 0.92 0.94 0.94 0.84 0.91 0.92 0.47 0.63 0.71

GPT-40-mini 0.93 0.89 0.88 0.96 0.90 0.90 0.71 0.75 0.75

FGWS 0.79 0.84 0.84 0.87 0.88 0.88 0.53 0.65 0.72

RDE 0.93 0.92 0.91 0.85 0.87 0.87 0.89 0.90 0.90

Table 6.19: Comparison of our approach with state-of-the-art detection methods. Asterisks indicate the
combination of methods and bold numbers indicate the best result per metric.
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Conclusion

7.1 Discussion

In this work, we explored the use of Large Language Models for the task of detecting adversarial attacks in
text classification.

To begin with, we developed a prompt engineering framework with the goal of crafting natural language
prompts that enable LLMs to perform the task of adversarial text detection. Within this framework, we
applied a series of state-of-the-art prompting techniques to the LLM’s input and reported the performance
changes achieved on the task, through each step in the process. What we discovered is that although
LLMs appeared to not have an inherent competence at detecting textual adversarial attacks, when prompted
with a meticulously crafted prompt, they could become effective detectors. We found that the prompt we
engineered generalized well across different data, attack frameworks, and attacked models, and seeing as the
larger LLMs consistently outperformed smaller ones on our conducted experiments, it seems that the primary
factor which affected task performance was model scale. Despite finding positive indicators for the potency
and explainability of prompting Large Language Models, certain limitations of this approach also became
apparent. One being the degraded performance against BAE, an adversarial attack utilizing BERT, which
could indicate susceptibility to certain types of attacks, and the other one being the LLM’s reduced ability
at correctly identifying longer adversarial texts. In order to further evaluate our methods’ performance,
we conducted a human evaluation survey which showed that humans perform slightly worse than the most
potent LLMs at the task of detecting adversarial samples. On top of this, we performed a sanity test, which
validated that our results were not influenced by data contamination in the LLMs.

Inspired by the discovered shortcomings of LLM prompting, we also developed a second type of methodology
for adversarial text detection - Individual Sentences Classification, which utilizes the attacked language model
itself, by inspecting the classifications given to each individual sentence of a text and comparing them with
the classification given to the entire text. This method was materialized through three different approaches;
Total Agreements, Longest Continuous Agreement Sequence, and Total Interchanges, with the aim of finding
the one which utilizes the most statistically significant difference between original and adversarial texts.
This turned out to be the Total Agreements approach which showcased not only a high ability of separating
between original and adversarial samples, but also great interchangeability against different attacks. We then
combined our two proposed methods into a unified approach which seemed to compensate for the weaknesses
of both individual methods and yielded the best results overall. Finally, we performed a comparison with
other state-of-the-art adversarial detectors, and observed that our approach is competitive and can be a
viable solution for plug-and-play detection of textual adversarial samples.

7.2 Future Work

In closing this thesis, we would like to propose avenues for further improvement or alternative approaches
on this work. Firstly, it would be interesting to consider expanding the task of adversarial detection into
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that of adversarial purification. This would encompass the use of Large Language Models for cleansing input
text, with the goal of removing adversarial perturbations within it, so that the restored text will be correctly
classified by the attacked model. Another compelling approach could be that of exploring options for fine-
tuning LLMs for the task of adversarial detection, either by following the traditional training paradigm or
by utilizing parameter-efficient methods.
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Appendix A

Appendix

A.1 LLM Prompting

A.1.1 Prompt Engineering

Prompt Version \

Prompt

vl

n n

Input Text:

Question: For the given input text, is it an (A) original text or (B) adversarial example?
You must answer using one word: (A) or (B).

v2

Input Text: "..."

Your task is to analyze the given input text and classify it into one of two categories: (A)
original text or (B) adversarial example. You must answer using one word: (A) or (B).

Table A.1: Baseline Prompts employed.

Prompt Version \ Prompt

vl Input Text: "..."
Question: For the given input text, is it an (A) original text or (B) adversarial example?
You must answer using one word: (A) or (B).
Answer: Let’s think step by step.

v2 Input Text: "..."

Your task is to analyze the given input text and classify it into one of two categories: (A)
original text or (B) adversarial example. You must answer using one word: (A) or (B).

Answer: Let’s think step by step.

Table A.2: CoT Prompts employed.
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Prompt Version \

Prompt

no CoT

System Identity: You are a cybersecurity expert specializing in natural language processing (NLP)
and adversarial machine learning. With your deep understanding of adversarial attacks on textual
data, you excel at your task, which is to analyze a given input text thoroughly and accurately
classify it into one of two categories: (A) original text or (B) adversarial example. You possess
excellent critical thinking skills and experience in text analysis, which enables you to provide a
reliable analysis and accurate classification of a given input text.

n n

Input Text:

Question: For the given input text, is it an (A) original text or (B) adversarial example?
You must answer using one word: (A) or (B).

with CoT

System Identity: You are a cybersecurity expert specializing in natural language processing (NLP)
and adversarial machine learning. With your deep understanding of adversarial attacks on textual
data, you excel at your task, which is to analyze a given input text thoroughly and accurately
classify it into one of two categories: (A) original text or (B) adversarial example. You possess
excellent critical thinking skills and experience in text analysis, which enables you to provide a
reliable analysis and accurate classification of a given input text.

n n

Input Text:

Question: For the given input text, is it an (A) original text or (B) adversarial example?
You must answer using one word: (A) or (B).

Answer: Let’s think step by step.

Table A.3: Expert Identity Prompts employed.

Prompt

System Identity: You are a cybersecurity expert specializing in natural language processing (NLP) and
adversarial machine learning. With your deep understanding of adversarial attacks on textual data,
you excel at your task, which is to analyze a given input text thoroughly, detect signs of intentional
modifications within it, and accurately classify it into one of two categories: (A) original, unaltered
text or (B) adversarial perturbation, text intentionally modified by an attacker. You possess excellent
critical thinking skills and experience in text analysis, which enables you to provide a reliable analysis
and accurate classification of a given input text.

Your main task is to detect "adversarial perturbations", which are texts created by making subtle
modifications to original texts and designed to deceive machine learning models.

nmn nnn

Input Text:
Question: For the given input text, is it an (A) original, unaltered text or (B) adversarial per-
turbation, text modified by an attacker?

You must answer using one word: (A) or (B).

Answer: Let’s think step by step.

Table A.4: Domain Knowledge & Solution Guidance Prompt employed (Version 1).
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Prompt

System Identity: You are a cybersecurity expert specializing in natural language processing (NLP) and
adversarial machine learning. With your deep understanding of adversarial attacks on textual data,
you excel at your task, which is to analyze a given input text thoroughly, detect signs of intentional
modifications within it, and accurately classify it into one of two categories: (A) original, unaltered
text or (B) adversarial perturbation, text intentionally modified by an attacker. You possess excellent
critical thinking skills and experience in text analysis, which enables you to provide a reliable analysis
and accurate classification of a given input text.

Your main task is to detect "adversarial perturbations", which are texts created by making subtle
modifications to original texts and designed to deceive machine learning models.

nmn nmn

Input Text:

Question: For the given input text, is it an (A) original, unaltered text or (B) adversarial per-
turbation, text modified by an attacker?

You must think about your answer in steps, considering all detected irregularities in context. At the
end, you must give your final and definite classification using only one word: (A) or (B).

Answer: Let’s think step by step.

Table A.5: Domain Knowledge & Solution Guidance Prompt employed (Version 2).

Prompt

System Identity: You are a cybersecurity expert specializing in natural language processing (NLP) and
adversarial machine learning. With your deep understanding of adversarial attacks on textual data,
you excel at your task, which is to analyze a given input text thoroughly, detect signs of intentional
modifications within it, and accurately classify it into one of two categories: (A) original, unaltered
text or (B) adversarial perturbation, text intentionally modified by an attacker. You possess excellent
critical thinking skills and experience in text analysis, which enables you to provide a reliable analysis
and accurate classification of a given input text.

Your main task is to detect "adversarial perturbations", which are texts created by making subtle
modifications to original texts and designed to deceive machine learning models. When analyzing the
text, you focus on identifying:

- Grammatical errors.

- Misspellings and unnatural use of words.

- Semantic inconsistencies.

- Language irregularities.

- Overall incoherence.

nmnn nnn

Input Text:

Question: For the given input text, is it an (A) original, unaltered text or (B) adversarial per-
turbation, text modified by an attacker?

You must think about your answer in steps, considering all detected irregularities in context. At the
end, you must give your final and definite classification using only one word: (A) or (B).

Answer: Let’s think step by step.

Table A.6: Domain Knowledge & Solution Guidance Prompt employed (Version 3).
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Prompt

Reasons Wrong Answer:

1. **Underestimation of Misspelling Significance:**

- The model identified a misspelling but did not weigh it heavily enough in the final decision. This
indicates a need for more emphasis on the significance of such errors in adversarial perturbations.

2. **Lack of Focus on Contextual Cues:**

- The model did not consider the possibility that subtle errors could be indicative of an adversarial attack,
even if the rest of the text appears coherent and logical. The prompt should instruct the model to place
more weight on seemingly minor anomalies.

3. **Insufficient Heuristic for Adversarial Detection:**

- The decision-making process outlined in the prompt does not incorporate heuristics specific to adver-
sarial attacks, such as the pattern or frequency of errors, which can be more indicative than a single
error.

4. **Inadequate Emphasis on Error Patterns:**

- The model should be guided to look for patterns of subtle errors, which are characteristic of adversarial
texts, rather than considering errors in isolation.

5. **Lack of Explicit Criteria for Adversarial Perturbations:**

- The prompt lacks detailed criteria or thresholds for what constitutes enough evidence to classify a text
as adversarial.

Recommendations to Improve the Prompt:

1. **Emphasize the Significance of Errors:**

- Explicitly state that even minor errors, such as misspellings, should be given significant weight in the
decision-making process if they are uncommon or contextually odd.

2. **Highlight Contextual Cues:**

- Instruct the model to consider the possibility of adversarial attacks even if the text is otherwise coherent,
especially if there are uncommon or subtle errors.

3. **Incorporate Adversarial Detection Heuristics:**

- Introduce specific heuristics that are common in adversarial perturbations, such as targeting specific
words or patterns of errors.

4. **Detail Explicit Criteria for Classification:**

- Provide clear thresholds or criteria that define when a text should be classified as adversarial, such as
the presence of even a single uncommon misspelling or grammatical error.

5. **Encourage Pattern Recognition:**

- Guide the model to look for and recognize patterns or clusters of errors that may suggest an adversarial
nature.

Table A.7: Example of Error Correction Feedback.
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Prompt

System Identity:

You are a cybersecurity expert specializing in natural language processing (NLP) and adversarial
machine learning. With your deep understanding of adversarial attacks on textual data, you excel at
your task, which is to analyze a given input text thoroughly, detect signs of intentional modifications
within it, and accurately classify it into one of two categories: (A) original, unaltered text or (B)
adversarial perturbation, text intentionally modified by an attacker. You possess excellent critical
thinking skills and experience in text analysis, which enables you to provide a reliable analysis and
accurate classification of a given input text.

Your main task is to detect "adversarial perturbations," which are texts created by making subtle
modifications to original texts and designed to deceive machine learning models. These modifications
often involve:

**Grammatical errors** that seem too unusual or intentional.

**Misspellings and unnatural use of words™* that do not fit the context or appear out of place.
**Semantic inconsistencies®* where the meaning or logic of the text is subtly disrupted.

**Language irregularities™* that introduce phrases or structures that seem odd or incoherent in context.
**QOverall incoherence** which, while rare, can sometimes be present despite other irregularities.

You should weigh each detected issue in context and consider whether it could be part of an intentional
adversarial attack. Carefully analyze the cumulative effect of all detected irregularities before making
your final decision. Remember, adversarial perturbations are intentionally crafted to deceive, so even
minor irregularities should be treated with suspicion.

nmnn nmn

Input Text:

Question: For the given input text, is it an (A) original, unaltered text or (B) adversarial perturbation,
text modified by an attacker?

You must think about your answer in steps, considering all detected irregularities in context. At the
end, you must give your final and definite classification using only one word: (A) or (B).

Answer: Let’s think step by step.

Table A.8: Final Prompt for Phi-3-mini.
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Prompt

System Identity:

You are a cybersecurity expert specializing in natural language processing (NLP) and adversarial
machine learning. With your deep understanding of adversarial attacks on textual data, you excel at
your task, which is to analyze a given input text thoroughly, detect signs of intentional modifications
within it, and accurately classify it into one of two categories: (A) original, unaltered text or (B)
adversarial perturbation, text intentionally modified by an attacker. You possess excellent critical
thinking skills and experience in text analysis, which enables you to provide a reliable analysis and
accurate classification of a given input text.

Your main task is to detect "adversarial perturbations", which are texts created by making subtle
modifications to original texts and designed to deceive machine learning models. When analyzing the
text, you focus on identifying:

- Grammatical errors.

- Misspellings and unnatural use of words.

- Semantic inconsistencies.

- Language irregularities.

- Overall incoherence.

You carefully weigh each error and irregularity in context of the text. You summarize your findings
before making a final decision.

nmnn nmn

Input Text:

Question: For the given input text, is it an (A) original, unaltered text or (B) adversarial perturbation,
text modified by an attacker?

You must think about your answer in steps, considering all detected irregularities in context. At the
end, you must give your final and definite classification using only one word: (A) or (B).

Answer: Let’s think step by step.

Table A.9: Final Prompt for Gemma-2-9B.
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A.1. LLM Prompting

A.1.2 Analysis by Text Length
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Figure A.1.1: Adversarial detection Recall across Figure A.1.2: Adversarial detection Recall across
text lengths, for prompting Gemma-2-2B on attacks text lengths, for prompting Phi-3-mini on attacks
against BERT. against BERT.
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Figure A.1.3: Adversarial detection Recall Figure A.1.4: Adversarial detection Recall
across text lengths, for prompting Llama-3.1-8B across text lengths, for prompting Gemma-2-9B
on attacks against BERT. on attacks against BERT.
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Appendix A. Appendix
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Figure A.1.5: Adversarial detection Recall
across text lengths, for prompting
Gemma-2-27B on attacks against BERT.

Recall

74

—— TextFooler
PWWS
—— BAE

T
50

T T T T
150 200 250 300

Text Length (# words)

T
100 350

T T T
150 200 250
Text Length (# words)

T
300 350

Figure A.1.6: Adversarial detection Recall
across text lengths, for prompting
Claude-3-Haiku on attacks against BERT.

Figure A.1.7: Adversarial detection Recall across text lengths, for prompting GPT-40-mini on attacks

against BERT.
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