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ITepiAnyn

Ot opyaviopol vioBetodv 60 Kat meploodTepo Tov KuPepvrtn yia va fondroovv otn
Siayeiplon Twv epappoy@v Tovg pe containerized tpomo. Ze peydAn kAigoka, avtd Ta
nepParlovta yivovtal exBetikd moAbmAoka, e TNV avdykn Satrpnong povipwyv Se-
Sopévwv. Qg ek TovTOL, oL aLomioTeg HEBodot dnuiovpyiag avitypdewy ac@aleiog kat
EMAVAPOPAG, OL OTIOIEG UTTOPOVYV £TTiOT|G Va dnitovpyodv avtiypaga ac@aleiag Twv de-
Sopévwy TwV XpNOLHOTOLOVUEVWY TOHWY, gival kpiolues. Exovv avamntvxOei didpopa
gpyaleia yla va Bondrioovv oTnv avTIHETOTION AUTNAG TNG avaykng, aAld ovxvd dev
EVOWUATWVOVTAL ATPOCKOTTA [E Ta XPNOLHoToloDpeVa ed1kd cvoTHpaTa anodnkev-

ong.

H napovoa Stmhwpatiki epyacio emiyelpel va yepupoeL To XAopa HeTa&d evog ano ta
o Sadedopéva epyaleia Snpovpyiag avtypdpwyv ac@aleiag Kal EMAvVa@opis, Tov
Velero, kat evog dnpo@ilovg cvotrpatog arofdnkevong pmhok ya tov KvBepvntn, Tov
Longhorn. Evw kamoteg pébodot pag Bonbovv 116n va evowpatwoovpe to Velero pe
éva cluster mov xpnowponotel To Longhorn, dev vrdpyet kamoto edkd plugin yia tnv

EVOWHATWOT AVTWY.

Me v avantuln evog amokAeotikod plugin tov Velero yia to Longhorn, fonfdaue
OTNV QUTOHATOTOINOT TNG dNovPYiag aAvIypaPwV ac@aleiog TwV oTyUOTVTIWV Oi-
okov Tov Longhorn kat enekteivovpe T SuVATOTNTA TOV VA HETAPEPEL ETOTG AVTA Tt
dedopéva o évav eEwTepticd kddo S3, mapéxovtag pa kKApakovpevn, cloud-native Avon
ATOKATACTAOTG KATAOTPOPWYV. AVUTH 1] €pyacia €XEL WG OTOXO VA YEQUPWOEL TO XAoUA
neta&d g Sayeiptong g amobnkevong tov KuvPepvrtn kat twv Avoewv dnpovpyi-
ag avtypagwv acealeiag mov Pacifovtat oto cloud. ZvuPdardel £tot otnv avantuén
TILO LOXVPWDV KAl AVTOUATOTONUEVWY UNXAVIOPW®V TIpooTaciag dedopévwy oe mepIBal-
Aovta cloud-native, evioxvovtag 1000 TNV anodoTikOTNTA 600 Kal TNV avlekTikdTnTa

Twv dedopévwy yla Tovg xpnoteg Tov KuPepvn.

AéEeic-Kheidia

KvBepvntng, Velero, Longhorn, Anofrikevon oe Mmlok, ZtaBepoi Topot, Anpovpyia
Avtiypdowv Aogaleiag kat Enavagopds, Anokataotaon Kataotpogwy, Ilpootacia

Aedopévwv, Containerized Eappoyég

11



12



Abstract

Organizations have increasingly adopted Kubernetes to help manage their applications
in a containerized way. On a large scale, these environments become exponentially
complex, with the need to hold persistent data. Therefore, reliable backup and restore
methods, which can also back up the used volumes’ data, are critical. Various tools have
been developed to help tackle this need, but they often do not seamlessly integrate with

the dedicated storage systems used.

This diploma thesis attempts to bridge the gap between one of the most widely used
backup and restore tools, Velero, and a popular block storage system for Kubernetes,
Longhorn. While some methods already help us integrate Velero with a cluster that

utilizes Longhorn, there is no dedicated plugin to integrate these.

By developing a dedicated Velero plugin for Longhorn, we help automate the backup
of Longhorn disk snapshots and extend its capability to also transfer this data to an
external S3 bucket, providing a scalable, cloud-native disaster recovery solution. This
work aims to bridge the gap between Kubernetes storage management and cloud-based
backup solutions. It thus contributes to the development of more robust and automated
data protection mechanisms in cloud-native environments, enhancing both operational

efficiency and data resilience for Kubernetes users.

Keywords

Kubernetes, Velero, Longhorn, Block Storage, Persistent Volumes, Backup and Restore,

Disaster Recovery, Data Protection, Containerized Applications
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AvtiIIpoAoyov

H dimhwpatikn avtn epyacio amotelei 1o emoTéyaopa piag mpoonadetag xpovwy, otnv
omoia ¢xovv ovpuPdalet moAloi avBpwrmot. TIpy Tpoxwprioovpe GTO KUPLO HEPOG TNG, Ot
noela va avapepBw oe oplopévoug and avtovg mov Pondnoav va ohokAnpwbet emtv-
XWG.

Apyikd, Ba nBeda va evxaplotiiow Tov emPAénovta kabnyntn g epyaociag, k. Ne-
ktapto KoQupn, o omoiog pe tnv Sidackalia Tov pov epgpdonoe to evolapépov yua to

AVTIKEIHEVO TWV YTTOAOYIOTIKWY ZVOTNUATWY.

Eneta, Oa 0eda va evxapiotnow Oepud tov Ap. Bayyéin Kovkn. Amé tnv mpwtn
otypn mov Eekvioape va ovvepyalopacte, o evOOLOLAOUOG TOV Yla TO AVTIKEIHEVO,
1 Pabia Tov yvaon kat n empovr Tov oty Aentopépeta Ba eivar moAdTIHA padrpoata
nov Ba kpatfow. Emniong, Ba j0eka va Tov evxaploTthow yia Ty gvkatpia va EKTOVHow
TNV gpyacia pov ota mAaiola g etatpiag Arrikto. H duvatdotnta va ovvepyaotw kat
va avTAneOa éva koppdTt Tng kabnuepvotntag piag etatpiog, Oa amotelel mavra éva

xpnowo didaypa yla gpéva.

Téhog, Ba 10ela va evXAPLOTHOW TNV OIKOYEVELA OV KAl TOVG KOVTIVOUG HoL avBpw-
TIOVG yla TV aydmn Kat Ty voothpEn oe 6oa £xovv cvpPel pEXPL Twpa kat oe doa Ba

akoAovOnoovv.

Owuds Iavreledkog

Defpovapiog 2025
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Extevng EAAnvikn IlepiAnyn

[Mapakdtw mapatifetal To keipevo NG mapovoag SITAWUATIKAG epyaciag og pHopr &-

KTEVOVG EAANVIKNG TtepiANYNG.
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Eloaywyn

2e auTo TO EVaPKTHpLo kepalato, Ba meptypayovpie Tnv mopeia TG epyaciag pag. Ipw-
Tov, Ba ov(ntrcovpe To TPOPANUA Kat TOVG AOYOVG YLo TOVG OTIOIOVG TO AVTIUETWTT-
(ovpe. Ztn ovvéxela, Oa e§eTdoovpe TIG LTTAPXOVOEG ADTELG TTPOTOV TIEPLYPAWYOLE TNV
TpoTeLVOpEVN Avor pag og VYNAO eninedo. Télog, Oa mapovotacovpe T Soun TG ma-

povOAG SIMAWHATIKNG EPYATLAG.

1.1 Kivntpo

To Kubernetes eival éva and Ta mo onpavtikd ¢pya avolktod kwdika Ta TeAevTaia
XpOvia, To omoio StevkoAbvel Tov XprioTn va StaxelpiCetal containerized egappoyég oe
KAipaka, eve TapdAAnAa ekpeTaAAeDETAL TIG EYYEVEIG OTO VEQPOG APYITEKTOVIKEG. Me
autov Tov TpOTo, 1 duvapukn Staxeipion stateless kou stateful epappoywv yivetat evko-
Aotepn. Awagopa epyaleia €xovv dnovpyndei yla va k&vovv evkoAdTepn TNV avd-
ntvgn evog cluster Kubernetes. Eva and ta mo Snpo@ihn eivat to K3S, to omnoio €xet
oXeSLaOTEL Yl Va EMITPETEL TNV AMPOOKOTTN eyKaTaoTaon pag dtavoprg Kubernetes

o€ mepIPAANovTa He TIEPLOPLOHEVOVG TTOPOLG 1] KON Kat o cvokeveg [oT. [1]

Avaloya pe Tn @Uon TNG ePapUoyns, n Statrpnon dedopévwy pmopel va eival anapai-
. Katd ovvénela, ot opyaviopol mpémet va eivat oe 6¢on va datnpovv avtd ta
dedopéva ao@aln, avantiooovTag amoTEAECUATIKEG OTPATNYIKEG OnuUIoVPYiag avTL-
YPAQwV ac@aleiog Kat EMavagopis. Me avTov TOV TPOTO, UTOPOVYV VA EMTOXOVV TNV
AKEPALOTNTA KAl TNV AVAKTNOLHOTNTA, OL OTOIEG ATOTEAOVV Kpiolues apxég otn Saxei-

plon Sedopévwy. Ze avto To TAALOL0, OL LoXVPEG AVOELG SNLLovPYiag AVTLYpPAPWY aoPa-
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Aeiag eival kpiotueg yla Ty amo@uyr anwletag dedopé vy Kat TNV EAaxL0TONOINoT TOV

Xpovov dtakomng Aettovpyiag kata tn Stdpketa PAapav.

‘Evag ovuyva XpnotlomolodHeVog Kavovag yla [ia eMTUXNUEVT OTPATYIKY Snpovpyi-
aG AVTLYPAQWY aoPaleiag Kat emavapopdg ivat o «3-2-1 backup rule». Zopgpwva pe
AUTOV TOV KAVOVA, YL VO TPOOTATEVOOVHE ATTOTEAEOHATIKA Ta dedopéva pag, TpEmel
va éxovpe Tpila avtiypaga Twv dedopévov pag amodnkevpéva oe d00 StapopeTikong

TUTIOVG PHECWY, [LE EVA AVTIYPAPO VA QUAACCETAL EKTOG TOV XWPOL HoG. [2]

[Tapoho mov 0 KAVOVAG AVTOG XPOVOAOYEITAL ATIO Hia ETTOXT) TTOL OEV LTIPXAV OL CVY-
Xpoveg Texvoloyieg (0mwg To cloud), mToAAEG POpEG eival CLVETO va TOV XPNOLHOTOLOV-
He w¢ katevBuvThpla ypapun ywa Tov TAeovaopo kat Tny avaktnon dedopévov. Qg
€K TOUTOV, elval {WTIKNG ONUACIAG VA EVOWHATWOVOVE TNV £VVOLA TWV AVILYPAPWY a-
opaleiag mov guAacoovTal ekTog TG Tonmobeoiag pag. Ta avtiypaga avtd eival pia
1éBodog dnpiovpyiag avtypdgwv acpaleiag dedopévwy oe évav amopakpuopévo dia-

KOULOTH) 1] O€ HECQ TIOV HETAPEPOVTAL EKTOG TOL XWPOL pag. [3]

Kabwg o Kubernetes emtvyydvet tn Statnpnon twv dedopévwv XpnoLlonolwvTag Tnv
£VVOLa TWV HOVIHWY TOHWY, To cluster pémel va mepthapPavet pia Avon amobnkevong
yta T Sraxeipion g Snuovpyiag, Tov kbkAov {wng kat TG dtaypagng tTwv topwv.To
Longhorn mapéxet avtég Tig Suvatdtnteg, padi pe emAoyég yia n Snovpyia avtypd-
QWV ACQANEIAG KAl TNV EMAVAPOPA AVTOV TV TOpwV. QoTO00, padi e Ti§ evowpa-
TwEVEG emAOYEG oL Ttapéxel To Longhorn yia tn dnpovpyia avtiypdgwv acpaleiag
TOpWY, £xovv avantuyOei mtoAamAd epyaleia mov Bonbovv otn dadikacia dnuovpyi-
ag avTypagwy ac@aleiag kat emavagopag evog cluster’Eva amo ta mo Snuo@ihn eivat
10 Velero, 1o onoio mepthapPdavet emAoyEg yla n dnpovpyia aviypdewv acpaleiag
KaL TNV eMavapopd 1ooo Twv topwv Tov Kubernetes 600 kat Twv TOHWYV TTOL TTEPLEXOLY
Ta dedopéva Twv epappoywy. AvTd Ta epyaleia TPOoPEPOVY TOANEG EMAOYEG Yia TNV
ATOKATACTAOT HETA ATTO KATAOTPOPT] Kal £XOVV 0XeSLAOTEL yla va tapéxouvv Tig duva-

TOTNTEG TOVG O€ pia PeYAAN TotkiAia apxITeKToVIKwY clusters.

To Velero otoxebel va mpoo@épet pia kabolikn Avon oto {fTnpa TnG anokatdoTaong
HeTA amd kataotpo@r| yia clusters Kubernetes, aAAd avtr n Avon 8ev unopei va mpo-
oappooTel dpeoa oTig avaykeg kdbe emAoyng avantuvéng. To Velero éxet avantiv&et éva
ovotnpa plugins mov cvpParlel 0T yephpwon avtod TOV XAOHATOG KAl TPOOPEPEL

oTovg dlaxelploTég clusters Ty evkatpio va éxovv éva eldikd plugin mov va kaAOTITEL TIG
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avaykeg kae xpnoonoloe VoL cVOTHRATOG amodrkevong.

[a va avTtigeTwniocovpe v avaykn yla off-site avtiypaga ac@aleiag xpnotponoww-
vtag to Longhorn, pnopovpe va egepevvrjoovpe Tig emthoyég mov pog divel to Velero
yla TNV evowpatwon pe dAAeg TAat@oppes. Me avtov Tov Tpomo, Ba vapyet pia dpe-
on Swadkacia mov Ba emTpénel TNV MPAYUATONOINOT AMOTEAECUATIKWY OTPATNYIKWVY
Snpovpyiag avtypdewv ac@aleiag Kat eTavapopds, xwpig o xprnotng va xpetaletal

va apéxet Tpoabeteg puOpioelg otnv cvotdda ov Ba HTaV SLaPOPETIKA ATAPAITNTES.

1.2 Awronwon [IpofAnpartog

Onwg avagpépOnke mapandvw, To Velero eivat éva epyaleio yia tnv ac@ain dnuovpyia
avTypagwyv acealeiog kat emavagopa clusters Kubernetes, tTnv amokatdotaon petd a-
TIO KATACTPOPT KAl TT| HETEYKATAOTAOT TOpWV Kat HOVIpwV TOpwV clusters Kubernetes.
To Velero xpnotomotei plugins yia kaBe ovotnpa yia va ovvepyaletat pe Ty mAnbwpa
Twv Aoewv anobrkevong mov mpoo@épovtat oto Kubernetes. Av kat vrdpyovv Avoelg
yla Ta OTLYHIOTUTIO TOUWY akOUN Kat OTNV TEPIMTWOT TWV TAATPOPHOV amodnkevong
nov dev Sabétovv e1d1kd plugin, cuyva eivat meploplopéveg oe SuvatoTNTEG, OLVETELA

OTIYWOTUTIWYV 1) TAXOTNTA.

EmmAéov, yia tnv ektéleon onolaodnnote mpocbetng Aoyikng otnv dnpovpyia avti-
YPAQWV A0PAAEIAG KAl EMAVAPOPAG -OTIWG 1] LETAKIVIOT TOL AVTLYPAPOL aoPaleiag oe
ta e§wtepikn) Avon anodrkevong oTto vEQog- o xprotng Ba mpémet va exteNéoel Xelpo-
KivnTeg evépyeleg, oL omoieg av§AvouV TNV TOATAOKOTNTA Kat T SLAPKEL AVTWV TWV
Aertovpylwv. Adyw avtwy, n dtadikacia dnovpyiag aviypdewv acpaleiag dev eivat
T000 anoTeAeOHATIKY] 000 Xpetaletal, 1iwg OOV AQoPd TNV AVTOUATOTOINOT KAl TNV

EMEKTACLUOTNTAL.

N va petplacovpe avtég Tig eMeiyels, pa Avon eivat n avantvén evog véov plugin
He TIG véeg Aettovpyieg ov xpetalopaote. Me autdv TOV TPOTO, UTTOPOVHE Va ELoAYd-
youpe pta povadikn ADon yia Tn oTpatnytkn Snovpyiag aviypdewy ac@aleiag Kot
emavagopdg xpnotpomotwvtag To Longhorn kat to Velero. Avtn n otpatnywn Oa me-
pLéxel OAeG TG Aettovpyieg mov xpetaldpacte pe 660 to Suvatov Aydtepn avBpwmivn

napéupaot).

25



1.3 Ymdpyovoeg Avoelg

To Velero, éva amd ta 1o ouyvd xpnotponolodpeva epyaleio Snovpyiag avtypapwy
aoc@aleiag kat emavagopag Tov Kubernetes, evowpatwvetat pe moAlodg mapoxovg a-
noBnkevTKoL xwpov e&apyxng Héow Tov eKTETApEVOL OVOTApATOog plugins. Qotdoo,
umopel emiong va vootnpi&et Volume Snapshots pe cvotrpata anobrnkevong mov dev

SabéTovv e1d1kd plugin. Yrapyxovv Stagopot Tpomot yia va emtevybei avto.

o CSI Snapshot using a generic CSI plugin
o File System Backup

 CSI Snapshot Data Movement

[Mapd 1o yeyovog OTL avTég ot TexVikéG eival o B¢on va emtdxovv Tekd TOV 0TOXO
Hag yta emtuyn mpootaocia Twv dedopévwv oe clusters Kubernetes, 0Aeg éxovv ovyke-
Kptpuéva petovektrpata. Ia mapaderypa, to File System Backup dnpovpyet avtiypa-
@a ac@aleiag Twv dedopévwy and To TpéXoV cLOTNUA apXeiwy, omoTe Ta dedopéva
dev ouAapPavovtal TnV idta XpoVvIKr OTLypr, OMOTE eival AtydTeEPO OCLVETEG ATO AANEG

TPOOEYYIOELS TWV OTLYHIOTUTTWY. [4]

Avtr 1 Stadikaoia kabiotd Ta avtiypaga acaleiag pag Atyotepo ovvenry. EmmAéoy,
avtn i péBodog xpnotpomotei e§wtepikd epyaleia Snuovpyiag avtypdewv acpaleiog
omwg to Restic kat to Kopia, ta omoia Aapfavovv otiyptotuna o eninedo cvotnpatog

apyeiwv. Tétola avtiypaga ac@aleiag Teivouv va givat onpavTikd mo apyd.

v nepintwon tov CSI snapshot, 1o Velero xpnotponotei éva yeviko plugin yia to CSI.
AvT66 0 TpOTIOG UMopel emiong va xpnotpomnotndei pe to Longhorn, kabwg to Longhorn
vnootnpilet Tov pnxaviopod ottypotdnwy CSI tov Kubernetes. Qotdoo, avtr n Aet-
TOVPYIKOTNTA TTPOOPEPEL EAAXLOTA XAPAKTIPLOTIKA, WOTE VA UTOPEL Vo evowpaTwOel
o ToAanAd ovothpata ovpBata pe CSI. O xprotng mpémel emiong va evepyoToLroet
v vrootrpi&n CSI oto cluster. H vtootpi&n CSI eivan kdtt mov dev mepthapPavouvv
o\eg ol Stavopég Kubernetes. Tia mapdderypa, to K3S (n Stavoun Kubernetes mov xpnot-
pomotoape o€ avth T StmAwpatikn epyaocia) dev meptdapPfavelt to Common Snapshot
Controller kat Ta oxetikd Snapshot CRDs. O xprjoTng mpémeL va TpayHaToToLoEL €-

VEpYeLEG Yla va ovpmepthafet avtd Ta otolxeia oTo cluster.
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1.4 IIpotewvopevn Advon

To ovotnpa plugins tov Velero pag emtpénet va avantvooovpe ta dikd pag plugins.
Avtd ta mpocbeta pmopovv va eival dtagopwv eldwv, onwg Object Store, Volume
Snapshotter, Backup Item Action, Restore Item Action kot Delete Item Action. Ztnv
nepintwor pag, Oa xpnotponowmoovpe tn diemagr Volume Snapshotter. Me avtdv tov
TpoTO, Uopolpe va dnuovpynoovpe éva plugin mov Ba meTvxeL To 0TOXO TwWV Off-site

avtypdewv ac@aleiag xpnotponoiwvrag to Longhorn.

To plugin amoteleitar and evépyeleg mov AapBavovy Xwpa o€ CLYKEKPIUEVEG XPOVL-
KEG oTiyues. IIpwTov, o XprioTnG MPETEL VA TO EYKATACTIOEL KATA TNV EYKATAOTAOT)
Tov Velero, omote mpémel emiong va SWOeL OPLOUEVEG TTAPAHETPOVG. XTT) CLVEXELA, OTAV
npoomnabdei va Snuiovpynoet €va véo avtiypagpo acpaleiag, To Velero oxt povo Ba evep-
yomotjoet T dnpovpyia Tov avtypdpov acpaleiag tov Longhorn, alkd Oa mepipévet
va dnuovpynBei kat otn ovvéxela Ba ovyxpovioel trnv Backupstore pe évav mpocbeto
e§wteptkod S3 bucket. To Velero Ba evepyomotoet tn Snuiovpyia evog topov Longhorn
Volume katd tr oTLypn TG eMava@opdg pe fAon To emAEYHEVO aVTiypagpo aoPaleiag.
Edv ovpupei pia kataotpoen oto mpwtevov S3 bucket 0mov gihoeveitat n Backupstore,
0 XpNoTng uropei ebkola va pvBpioet Tnv Backupstore wote va deiyvet 010 e§wTepikod
bucket. Ztn ovvéxela, n) Stadikacia emavaopig umopei va ouvexLoTel pe Tov idto Tpomo

OTIWG KA TIPLV.

Avtn n Stadikaoia eivat 660 To Suvatov mo amdomnomnuévn yia Kubernetes/K3S clusters
He povipo anobnkevtiko xwpo. Eivat emiong emektdoipn, kabwg akodun kat o€ ToOAamAd
avtiypaga ac@aleiag, o xpriotng dev xpetdletat va petagépet o dedopéva avtypapwy

ao@aleiag oe eEWTEPIKO SLAKOULOTH| L€ [ AVTOUATO TPOTIO.

Q¢ anotéleopa, n Tapovoa SITAWHATIKY epyacia éxel wG 0TOXO Vo KAADYEL éva KeVO
oToVv Topéa NG dnpovpyiag avtypdewv ac@aleiag kat emavagopdg tov Kubernetes
oe ovoTadeg mov xpnotponolovy to Longhorn wg cvotnua anobrkevong. IIpoomnabei
Va aTAOTIOLOEL KAl VA GUTOUATOTIOOEL TNV TPAKTIKY TNG AMTOOTOANG AVTLYPAPWY o
opaleiag oe évav eEwTeptkd XWPo yla T SLatrpnon KaAWV TPAKTIKOV ATOKATACTAONG

HETA aTTO KATACTPOPT).
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1.5 Aoun Aumlwpatikig Epyaciag
To vrtddotmo g mapovoag Stmhwpatikrg epyaoiag StapBpwvetal wg e&ng.

+ 210 Kegalauo 2, mapéxovpe Tig amapaitntes Paotkég mAnpo@opieg kat To mAai-
OlO Yla Vo HTTOPEDEL O AVAyVWOTNG va TapakoAovOnoet To Bépa tng mapovoag

SimhwpaTikng epyaoiag.

o Xto Kegalato 3, e&nyodue Aentopeps 1o oXedlaoud twv tpexovowv Aoswv

Katd T xprion tov Velero yia otiypotuna topov.

« 210 Kegdhaio 4, mapéxovpe évav Aentopepn) oxediaopd tov Velero plugin yia to

Longhorn.

« Xto KegdAaro 5, afohoyovpe tig Mvoelg pog pe Baomn petproetg kat oxoltalovpe

TNV AMOTEAEOHATIKOTNTA TOVG.

o Xto Kegdlato 6, cuvoyilovpe Ta eVPAPATA [AG, TIG CUVELGQOPES Hag Kat ovln-

Tape mOavég HEANOVTIKEG ETIEKTAOELG.
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Ynofabpo

ZKOTIOG AVTOV TOV KePalaiov eivat va e§nynoeL Tig TeXvoloyieg Tov xpnotpomotidnkav
yta TNy mapovoa epyacia kat Tov TPOTO e Tov onoio evowpatwvovtat. Ita va dokipd-
OOVUE TIG OTPATNYIKESG SNLLOVPYIAG AVTLYPAPWY ACPAAEIAG KAl ETAVAPOPAS YLa TOVG
TOpOVG KaTd TN Xprion Tov Velero, xpetalopactav Eva meptBarlov Sokiwy mov va eivat
aAvVaTTaPaAYWYLIULo, SWPEAY Kat ApKETA EAaPPL WOTE Va Umopel va eykataotabdel oe évav
olKLaK6 vrtoloytoTr). ETol, 0Tny ovvéxela meptypAa@ovpe Ta XapakTnpLoTikd kabe evog
and Ta epyaleio OV XpnOLHOTIOWCAE Kat TwG Ta aflomotroape yla va eEdyove Ta
ovpmepdopata mov tehkd mrpape. H ovvolikr| apxitektovikn Baoiletat og Virtualbox
VMs, ondte Ba Eekiviioovpe amno exei. To Paoiko pag epyaleio eivat to Kubernetes. E-
TIOUEVWG, TIPETTEL Va €§NYNOOVUE KATIOLEG PATIKEG £VVOLEG, EVW 1) CLYKEKPLUEVT Stavoun
Kubernetes mov xpnoponomoape eivat to K3S. To cvotnpa anobrkevong umlok oto
omoio Pacicape To épyo pag eivat to Longhorn, kat n apxirektovikr ekpetailedetat
TOAAA amd Ta xapaktnploTika tov. H mlatgoppa anmobrkevong avtikelpévwy mov Oa
@Aogevel Ta e@edpika pag apyeia eivar to MinlO. Téog, To kOplo epyaleio mov xpnot-
HOTIOLEITAL Yl TNV EKTEAEDT) OAWV TV gpYyactwV dnovpyiag aviypapwv ac@aleiog
Kat emavagopdg eivat to Velero, ovpmepthapfavopévov Tov avtypd@ov acgaleiag kat

TNG EMAVAPOPAG TWV HOVIHWY TOUWY.
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2.1 VirtualBox

2.1.1 Ewovikég Mnxavég

Agdopévov otL BéNape va tpooopotwoovpe éva epiPdAlov epyaciag oe éva ovOTNA,
XPTNOHOTIOLWVTAG EVAV OLKIAKO LTTOAOYLOTH, NTAV ATAPAITITO VA XPTOLULOTIO|COVLLE
EIKOVIKEG pnxaveg ov Ba xpnotpomotodvTav wg koppotl Tov Kubernetes cluster. Mia
Ewovikny Mnxavr) (VM) eivat €vag vmoloyloTikog mopog mov XproLpomnolel AoyLop-
KO aVTL YLa QUOIKO VAIKO Yl TNV EKTEAEDT] TIPOYPARUATWVY KAl TNV avAamTuén epap-
Hoywv. [5] Avtd eival To gpyaleio OV XPElAfOHAOTAV YLat VO TTPOGOUOLWTOVHE TOVG
KOpPovg pag. Ymapxovv §D0 TUTOL EIKOVIKOV UNYXAVWV: WL EIKOVIKT unxavi Stepya-
olag kal pa €KoVIKn pnxavry ocvotuatos. H ewovikn pnyavn Siepyaciag eivar pua
ELKOVIKT] TAAT@QOppa TTov Snutovpyeitatl yia pa pepovopévn diepyaoia kat Kataotpé-
@etal OIS 1) Siepyacia TEPHATIOTEL, EVW UL ELKOVIKT] UIXAVE) CVUOTHHATOG VTTOO TN pilel
éva Aettovpykd ovotnua padi pe moANEG Stepyaoieg xpnotwv. [6] Avtd mov xpetalopa-
OTE elval Lo ELKOVLIKT] HUNXAVT) CVOTHHATOG WOTE VA UTOPOVHE VA TTPOCOUOLWOOVE EVal
nmAnpeg ovotnua. H évvota g Etkovikig Mnyaviig ovotrparog Baciletat otny dapén
evog Hypervisor, SnAadn tov Aoytopikod mov Staxetpietat (pe tnv évvota ott dnpuovp-
yei, extelel kat kataotpé@et) OAeg Tig Eikovikég Mnxavég oto ovotnua. Yrnapxovv vo

tomol Hypervisors:

 Hypervisor tomov 1 (1} «bare metal»). Avtog o TOTOG eival OVOLATTIKA Eva EAAPPV

AeLToVPYLKO oVOTNHA IOV eKTeleiTal amevBeiag 0TO VAIKO TOV CLOTAHATOG,.

« Hypervisor tomov 2 (1 "hosted”). Avtog o TOTI0G eKTEAEITAL WG KAVOVIKT) EQAPUO-
YN AV amd To AEITOVPYIKO CVOTNUA Kal, EMOPEVWS, OAEG OL KATOELG CLOTHHA-

TOG TTPOG TO VAIKO TOV GUOTHHATOG TTEPVOVV HECW TOV AELTOVPYLKOV GUOTHHATOG,.

2.1.2 IIpodiaypa@ég twv VM mov xpnoiponotovvrat

Onwg avagépOnke mponyovpévwg, To VirtualBox eivat n mat@oppa mov Xproonoton-
He yia TN Snuovpyia twv VM mov Aettovpyodv wg koppot tov cluster K3S. Ta xapa-

KTNpLoTikd kdbe VM mov xpnotpomoteital wg koppog K3S Bpiokovtat otov mivaka 2.1.
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Mvnjun 8192 MB
Enefepyaotég 2
Ewovikog ZxAnpog Aiokog | 200 GB

[Ipooappoyeig Atktoov Bridged Network

IMivakag 2.1: Ta yapaxtypiotiké Twv VM mov xproipomotoval yie Tovg k6pPovs K3S.

Ooov agopa t Siktowon, ta VM pag éxovv 1 kapta Siktvov 1o kabéva. H kapta
dwktvov éyel tn pvOULon Bridged Network. Me avtiiv Tn diktdwon, To VirtualBox xpn-
olpoToLel éva TPOYpappa 081yNoNG CLOKEVHG TTOL VTIAPYEL OTO KEVIPIKO CVOTNUA, TO
omoio @IATpdpet Ta dedopéva amd Tov QUOIKO Tipocappoyéa SIKTvov. AvTd TO TPo-
ypappa odnynong ovopdletat mpoypappa odnynong net filter. MoAig ta deSopéva me-
pdoovv amod avtov Tov 0dnyo, To VirtualBox ta mapalapPaver kat eloayet dedopéva,
£TOL WOTE TO GVOTILA TOV KEVTPLKOD DTTOAOYLOTI| VAL EPUNVEDEL TO TTAKETO TTOL AapPdvel
oav va mpogpxetal amo pia anevbeiog ovvdedepévn dtaovvdeon Siktvov. Avto ovola-

oTKd Snpovpyei pia véa «kdpta SikTOOV AOYLOHIKOD».

To Aettovpykd ocbotnpa mov xpnotpomnoteitat eivat Ubuntu Server 23.10 pe ékdoon mv-

priva Linux 6.5.0-44-generic.

Zmv mepintwon g Ewovikng Mnyxavrg mov xpnotporoteitat yia tn @tloevia tov
MinIO Object Storage, ot tpodiaypapég Stagpépovv Aiyo. AvTo ogeiletal oTig Stagope-
TIKEG ATAUTHOELG TIOV €XEL TO AOYIOIKO TTov Qhogeveital o kabe VM. Ot podiaypagég

avtov Tov VM @aivovtal otov mivaka 2.2.

Mvnjun 4096 MB
Enefepyaotég 2
Ewovikog ZxAnpog Aiokog | 100 GB

[Ipooappoyeig Atktoov Bridged Network

IMivakag 2.2: Ta yapaxtypiotiké twv VM mov xpyoipomoodviar yix 1ovs kouPovs
MinlO.

To Aertovpylkd oVOTNHA KAl O TTVPTVAG TTOV XPTOLUOTIOLOVVTAL YLat TOV KEVTIPLKO VTIO-
Aoytotiy MinlO eivat ta idta pe Tovg kevTptkovs vtoAoytotég K3S: Ubuntu Server 23.10

pe ékdoon muprva Linux 6.5.0-44-generic.
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2.2 Kubernetes

2.2.1 Baowd ototyeia Tov Kubernetes

To Kubernetes eivat éva cvotnua evopxriotpwong containers (CO). Ta cvotApata av-
TA UTOPOLVV Va XpnotpomonBovy yia Tnv avtopatn Snuovpyia, avantuln, kKAudkwon
Kat Staxeiplon e@appoywv pe container omovdnmote pe eEAdyLotn mapépBaot oty vIo-
Kkeipevn vrodopn. [7] Kabwg ot egappoyég mov xpnotpomotovv containers avfavovtat
0€ TOALTTAOKOTNTA KAl TOGOTITA, 1 AVAYKN Yia éva KeEVTIPLKO epyaleio AoyLouKoD TTov
elvau og B€om va evopxnoTpwvel TG epyaocies, katéotn oagnc. To Kubernetes eivat éva
epyaleio ov umopel va KaAdyeL au T TNV avaykn, kabwg rpoypappatifet kat avtopa-
ToToLEl TIG EpYaTieg TOL oxeTi{ovTal pe Ta containers ka®’ OAn T Stdpkela TOL KUKAOL

(wrig NG egappoync. [8]

To Kubernetes punopei va avantuxBei ite on premises eite o pia miatgdppa cloud.
[ToAAég mAat@oppeg cloud mpoogépovv emiong Staxelptiopeveg AMoeig Kubernetes, ot
omoieg avalapPdavovy didpopeg epyacies. AvTEG oL epyaoieg Umopel va emipépovy on-
HOVTIKO QOpTO 0TIG opddeg Tov Tig Staxetpifovtat kat pmopei va mepthapfdvovy
SLapOpPWOT ATOHOVWHEVWY SLATILOTEVTNPLWY, TNV AVTOAVAKTNOT, TNV EKTEAEDT] TTOP-
Tidwv, TN Stayeipton eoOpToL epyaciag, TNV MPoodev Tk avantuln eQapproydV Kkat dA-

Aa. [9]

2.2.2  Apxirektovikn tov Kubernetes

H avantuén tov Kubernetes, onuaivet ) nuovpyia evog cluster ano koppovs. Eva
cluster Kubernetes amoteAeitat amo éva chvolo pnxavav, mov ovopaiovtal koppot, ot
omoieg ekTEAOVV eQapOYEG IOV TepLéxovv containers. Kabe cluster éxet TovAdylotov

évav kopfo worker. [10]

O koppog/ot kopupPot epyaciag gtho&evoiy ta Pods mov eivatl ta ovotatikd g Aettovp-
yiag g epappoyng. To Control Plane Staxetpifetatl Tovg kOupoug worker kat ta Pods

o7o cluster.
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2.3 K3S§

To K3S eivau pia ehagpia dtavopr) Kubernetes, n) omoia umopei va eykataotadei oe pua
peyaAn motkidia mepiparloviwy. EméxOnke, kabwg mpoopépel moOAATAG TAeOVEKTH-
Hata, OMwg To OTL eivat eEha@pld (To oTmoio €ivatl ONUAVTIKO o€ €va SOKIHAOTIKO TEPL-
BaAAoV), N vKOAia EYKATACTAONG Kat XPrionG Kat 1) vrtoothptén tov Longhorn (n Avon
anoBnkevong mov emhé€ape). Eva mpoofeto mheovéktnua tov K38 eivat 6t gépet mpo-

EYKATEOTNHEVEG TIG ATTATOVEVEG EEAPTHTELS YL TOMNATTAEG X pr|OLeG Aettovpyieg: [11]

containerd / cri-dockerd container runtime (CRI)

 Flannel Container Network Interface (CNI)

o CoreDNS Cluster DNS

o Traefik Ingress controller

o ServiceLB Load-Balancer controller

 Kube-router Network Policy controller

o Local-path-provisioner Persistent Volume controller
o Spegel distributed container image registry mirror

« Host utilities (iptables, socat, etc)

2.4 Longhorn

To Longhorn eivau pia cloud native Abon amofnkevong pmlok yia 1o Kubernetes. To
Longhorn vAomotei katavepnpévn anofrkevon uAok pe Tn xpron containers kot micro-
services. Anpiovpyei évav amokAeloTikd eAeykTr anobnkevong yla kabe topo pumhok
OVOKELTG KAl avVaTapdyel CUYXPOVIOUEVA TOV OYKO 0g TOAAATAG avTiypaga mov eival
amoOnkevpéva og TOAAATAOVG KOPPOVG. AVTA Ta avTiypaga amoteAobvTaL amo pia o-
Avoida oTyOTULTIWY, TTAPOLOLALOVTAG TO LOTOPIKO TV aAlaywv oTta dedopéva eviog

evog topov. O 810G 0 eleykTig amobnkevong Kal Ta avIiypaga evopxnoTpwvovTal
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xpnopomotwvtag to Kubernetes. [12] Avto amhomotel Ty TOAVTAOKOTNTA TG KaTAVe-
unuévng amodnkevong, kabiotwvrag ovotaotikd kabe Topo o dikd Tov microservice.
O eleyktng kabe tOpov ovopdletar Longhorn Engine kal T0 0LOTATIKO TIOL £VOPXTN-

otpwvel OAa avtd pali ovopdletat Longhorn Manager.

To Longhorn poag mapéxer évav odnyd Container Storage Interface (CSI)
(driver.longhorn.io). Avtdg o 0dnydg maipvel T CVOKELT UTTAOK, T1) LOPPOTIOLEL KAl TNV
Tpooaptd otov KopBo. Xtn ovvéyela, To kubelet mpooaptd tn ovokevn péoa oe éva

Kubernetes Pod. Avto emutpénet oto Pod va €xet mpdoPaon otov topo Longhorn. [13]

2.5 MinlO

To MinlO eivau éva ovotnua anodrkevong avtikepévwy vynAng anddoong. Eivat ey-
yevég oto Kubernetes kat pmopei va xpnotponowmn el yia tnv mapoxn Avoewv dtaxeiptong
dedopévwv oe epappoyég mov xpnotpomolody To Kubernetes. Eivat mApwg ovpfato pe
To Amazon S3, eTOUEVWG UTOPEL Va XPNOLUEDOEL WG pia SwPedy Kal avolKToD KwdiKa
evaAlaktikn Avon yla meptBarlovta avamntuéng kat Sokpwv. Awrifetan oe Sidpopeg
ekdoaelg, ovuneplapfavopéveov emhoywv avdntuéng yia Kubernetes, Docker, Linux,

MacOS kat Windows. To MinlO pnopei va avantvxbei eite oe avtovopn eite oe kata-

vepnuévn dtapopewon. [14]

To MinIO mpoo@épet TOAATAG XAPAKTNPLOTIKA, HePLKA amd Ta omoia eival 1 kKwdiko-

noinon dwaypaeng (erasure coding), n mpootacia bitrot kat n kpuvnToypdenon.

2.6 Velero

To Velero eivat éva epyadeio avoiytod kwdika TOL EMTPETEL OTOVG XPIOTEG VoL dnpuovp-
YOOV avTiypaga ac@aleiag Kat va emavapepovy Tovg mopovg Tov Kubernetes cluster
Kal TOUG HOVIHOVG TOHOVG. [15] Amoteleital and évav SLaKOWoTr OV eKTEAEITAL GTO

cluster xat évav client ypapprng eviodwv mov ekteleital TOMKA.
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2.6.1 Mnyxaviopog plugins Tov Velero

To Velero xpnotpomotei éva ovotnua plugins yia tnv aAAnAenidpaon pe moAlamAd ov-
otiuata arnobnkevong. Ot xproteg umopodv va mpoobécovv ta dikd tovg plugins yia
va vAoTotoovy TN SIKT TOVG TPOCAPHOCHEVT) AELTOVPYIKOTNTA OTA AVTIYpAPA ATPAL-
Aeiog & otig Stadikaoieg emavagopag tov Velero xwpic va xpetdletal va tponomotr-
oovv/emavapetaylwtticovv to Pacikd apyeio Tov Velero. Ot xprioteg umopovv va 8n-
Hlovpynoovy To 81kd Tovg image oV TEPLEXEL OTTOLECONTIOTE EMMTAEOV AELTOVPYiEG Kall
auTo To image avantvooeTal wg init container yla to Velero server pod kat avtiypaget

10 apyeio og £vav kotvdxpnoto Topo emptyDir yia va éxel mpooBaom o Velero server.

Ta mpdoBeta umopovv va eivat evog anod tovg akdlovbovg THmovG:

+ Object Store: Awatnpei kal avaktd avrtiypaga ac@aleiag, apxeia kataypaeng

AVTLYPAQWV ao@aleiog Kat apXeia KATAYPAPNG EMAVAPOPAS.

« Volume Snapshotter: Anuovpyei otrypidétona topwy (katd tn dnpovpyia avti-

YPAQWV ao@aleiag) Kat EMAVAPEPEL TOUOVGS ATO OTLYHIOTLTIA (KATA TNV EMava-

Qopa).

o Backup Item Action: ExteAei avBaipetn Aoyikn yla pepovwpéva ototxeia mpwv

and TNV anobnKevoT| TOVG 0e £va apyeio avTLypaQwV ac@aleiag.

 Restore Item Action: Extelei avBaipetn Aoyikn yla pepovwpéva ototxeia mpwv

amo TNV emavagopda Tovg ot éva cluster.

o Delete Item Action: Extehel avBaipetn Aoyikr pe Béon pepovwpéva ototxeia oe

éva avtiypago ac@aleiog mptv amo tn Staypa@r) Tov avTypapov ac@aleiag.

2.7 ApXITEKTOVIKI] CUGTHUATOG
OAa ta mapandavw gpyaleia xpnotponomOnkay ya tn dnpovpyia evog xwpov epya-

oiag dokipwv. H mARpNG apyITEKTOVIKT TOV CLOTHHATOG Kal O TPOTOG UE TOV OTIOIO

evowpatwvovtat petafd Tovg, gaivetal 0To Tapakdtw Stdypappa.

35



e

K3s

VELERO

LONGHORN

VM #1

MINIO

L

2, |

K3S

VELERO

LONGHORN

VM #2

MINIO

VM #4

Ixfua 2.1: H Apyitektoviky] T0U CUOTHUATOG.

36

\




Yxediaon

H Siadikaoia dnuiovpyiag evog avitypagov acpaleiag oe ¢éva meptpaAlov Kubernetes
TIov Xprotpomolei Topovg Longhorn pe tn xprion tov Velero pmopei va Aafet moAamhég
HOP@PEG. Ze avtd To ke@alato, Ba e§eTdoovpe TG Stapopeg Stabéotueg emAoyég, pe fdon

T KABOPLOTIKA XAPAKTNPLOTIKA TG Kabeudg.

3.1 Awgopetikoi Tomot Avtiypdgwv Acpaleiog

To Velero pag emitpémnet va dnpovpyovpe avtiypaga acpaleiog ya ta clusters, ovpmne-
pthappavopévwv Twv TOUwYV oL eivat ovuvdedepéva pe Ta pods. Otav xpnotponolovype
TNV TAPATAVW APXITEKTOVIKT), TO Velero xpnolpomolel Tpelg unxaviopovg yia va datn-

PROEL TNV KATAOTAOT) TWV volumes.

o Ztrypotomo CSI (CSI Snapshot)
 Avtiypago Aogaleiag Xvotnuatog Apyeiwv (File System Backup)

o Metagopd Aedopévwv Zrrypotvmov CSI (CSI Snapshot Data Movement)

211G eMoOpEVEG VTTOEVOTNTES, O avapEépovpe EMYPAPIATIKA TIWG AEITOVPYEL ECWTEPIKA
kaOe pEBodoG, MWG UopovUE Va TNV VAOTIO|COVHE KAl VA TNV EVOWHATWOOVHE GTO

cluster pag.
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3.1.1 CSI Snapshot

To CSI Snapshot alomotei tnv vootrpén tov CSI (Container Storage Interface) oo
Velero. To CSI eivau éva mpdtumo yia v €kbeon ovotnuatwy anodnkevong umlok Kat
apyeiwv oe containerized epappoyég oe Xvotnuara Opxnotpwong Containers (COs)
onwg to Kubernetes. Xpnotponowwvtag to CSI, ot mdpoxot amobrikevong cvotnuatwv
UTopovV va ypdyouv kat va avantvéovv plugins mov ekBétovv véa ovotipata anodr-
kevong oto Kubernetes xwpig va xpetdletat va tpomomnotoovy tov faoctkd kwdtka Tov

Kubernetes. [16]

Onwg avagépOnke oto KegpdAato 2, to Longhorn xpnotponotet eniong to CSI. To CSI
plugin Tov Longhorn pag emtpémnet va dnpuovpyodpe oTIypOTUTIA TWV TOHWV pag, Kat
auTd Ta oTLYHOTUTIA prtopel va eival eite Longhorn Snapshots, Longhorn Backups kat

Longhorn Backing Images.

3.1.2 File System Backup

To Velero dtaBétet évav pnxaviopo yla tn dnovpyia avtypdewv ac@aleiog kat Tny e-
navagopd topwv Kubernetes mov eivat ovvdedepévol pe pods and to ovotnpa apxeiwv
Twv TOpwV. Avto ovopaletat File System Backup (FSB) 1} PodVolumeBackup. H xprion
Tov eivan va emitpémnet Tn dnpovpyia avtypdewv acpaleiog Topwv mov dev dtabétovy
EVOWUATWHEVO UNXaVIopo dnpovpyiag avtypdewv acgaleiog. Avtn n dvvatdtnta
Tov Velero mapéxetatl péow tng evowpdtwong dvo epyaleiwv avorytov kwdika yio 8n-

ovpyia avtypdewv acpaleiog: tov restic kat Tov kopia.

To Avtiypago Acgaleiag Zvotrpatog Apxeiwv anotedei pa emmpocdetn Avon otnv
vnapxovoa péBodo twv CSI Snapshots, Ta onoia aglonotovy tov CSI driver kdBe mhart-

Qopuag anodrkevong.

3.1.3 CSI Snapshot Data Movement

To CSI Snapshot Data Movement eivat pia evaAlaxtikr pébodog yia tn dnuovpyia
avtypagwv acpaleiag. To Velero éxet avantifel évav véo oxedlaopod, omov apxika
AapBavetat éva Ztrypotvno CSI kat 0T ovvéxela anoktd mpooBaot ota dedopéva Tov

OTIyptoTUTIOL pHéow emAoyrs Epyaleiov Metagopag Aedopévwy (Data Movers), wote
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va dnpovpynoet avtiypago acpaleiag Twv dedopévwy oe pa amodnkn avtypdewv
ac@aleiag ovuvdedepévn pe ta Epyakeia Metagopdg Aedopévwv. [17] H Metagopa

Agdopévwv Ztrypdtonov CSI umopei va eivau xpriotun otig akolovbeg nepimtwoelg:

« Lla xpnoteg on-prem: IToAAég Avoelg amobrkevong on-prem 8ev mMPooPEPOLV
avOektikd otrypotvma. Ta mapadetypa, ta Aedopéva Xtrypotvnov Longhorn
anoBnkevovtatl oto cluster. Xpnowomowwvtag tn Suvatdétnta Metagopag Ae-
dopévwv Ztrypotvmov CSI, o xpriotng pnopet mpwta va Adafet éva ZTrypotuno
CSI kat 0T ovvéxeta va peta@épel Ta dedopéva o pa SlaopeTikn/@onvotepn-

/mo avBexTikn amobnkevon.

o Tia xpnoteg dnuoaotov cloud: H AMvon Metagopag Aedopévwy punopet va a§lomot-

nOel ya v extédeon pag otpatnyikns moAlamhwv cloud. O xprjotng pmopei va
TIAPEL £VaL OTIYULOTUTIO XPTOLUOTIOLWVTAG TOVG HNXAVIOHOVG OTIYOTOTIWV EVOG
TapOYOL Kal 0TN OLVEXELa va Xpnotpomoinoet éva Epyaleio Metagopdg Aedo-
HEVWYV Yla va peTa@épel avTd Ta dedopéva o€ £vav SlaQopeTiko mdpoxo. AvTo
emutpémnel oto Velero va Aettovpyel wg 1o kVpto gpyaleio dnpiovpyiag avtiypd-

PV ac@aleiag kal emavapopdg, akoun kat oe mepipaAlov mtoAamAav cloud.

O oxedraopog CSI Snapshot Data Movement oto Velero vootnpiCet 1000 évav ev-
OWHATWUEVO gpyaleio peTagopds Oedopévwy 000 Kal TPOCAPUOCHEVA epyaleia Le-
Tagopdg dedopévwv. To Evowpatwpévo Epyaleio Metagopdg Aedopévwv tov Velero
(VBDM) xpnotpomnotei epyaleia mov eivat 10n evowpatwpéva and tov oxeSlacud tov
Avtiypdgov Acealeiag Zvotripatog Apxeiwv: Tto Kopia Uploader kau to Kopia
Repository. 'Etol, to VBDM xpnowomnoteitat yioo T Afyn oTyltoTumov amd éva
PersistentVolume KalL 0TN CUVEXELX YA TNV ATTOCTOAN TWV APXELWV TOV OTLYHIOTVTIOV
néow tov Kopia Uploader oto Kopia Repository. Avtd ovolaoTika mpaypatomnoteitat
Kat pe tn xprion tov File System Backup (ue to Kopia 1| o Restic wg mapoxo), aAld pe

Tov oxedlaopo Metagopag Aedopévwv:

1. To Velero dnuiovpyet éva Zriypotvmo CSI tov PersistentVolume xpnotpomnoww-
vtag évav odnyo CSL
2. To Evowpatwpévo Epyakeio Metagopdg Aedopévwv tov Velero (VBDM) 8n-

povpyet évav topo amno to ottypotvmo CSI.
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3. To VBDM petagépet Ta dedopéva otnv BackupStorageLocation xpnoipomoiw-
vtag To Kopia.

4. 'Otav odokAnpwOei n petapopd Twv dedopévwv 1 Tapovolaoctel kdmoto adiua,
10 VBDM 6étet o DataUpload CR (éva véo CR mov éxel etoaxOei) oe teppatikn

kataotaon, eite Completed eite Failed.

3.2 Awdwkaoia Restore pe to Velero

Xpnotpomotwvrag T Suvarotnta Restore, o xpriotng pmopei va xpnotponotnost to Velero
yla va emavagépel 6Aovg Tovg mopovg Kubernetes kat Tovg 1op0v¢ OV epdapBavo-
vtav o€ éva avtiypago ac@aleiag mov ixe SnovpynOei mponyovuévwg, avefapttwg
6 uebodov e tnv omoia eixe Angbei o avtiypago acpaleiag. Evaldaktikd, To Velero
TIAPEXEL OTOV XPOTH TN SLVATOTNTA VA PIATPAPEL TOVG TTOPOLG TToL Ba emavagpepHovv,
pe Pdon Sagopeg mapapETpovs, OMWG To namespace, 0 TUTOG TOPOL KAl Ol ETIKETEG
emoynG. Ymapxet emiong 1 emAoyn va avTtiotolyioet Eavd To namespace 0To OMOiO

QVIKOVV Ol TOPOL £VOG nNamespace, EMAVAPEPOVTAG TOVG O€ £€vVa VEO namespace.
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YAomoinon

Zta ponyoveva KepdAata, au(NTrHoape To Kivitpo yia T dnovpyia evog Longhorn-
native plugin ywa to Velero, Béoape ti¢ faoelg yvwoewv yo tTnv avantuén avtod tov
plugin kat avagépape TOVG ECWTEPIKOVG UNXAVIOHOVG OAWY TWV VTIAPXOVOWYV AVGEWV
yta T Snpovpyia avtypdewv acpaleiag evog Topov Longhorn xpnotponoiwvrtag to
Velero. e avto to kepdAato, Ba mapabéoovpe oLVOTTIKA TIG AeTTOUEPELEG VAOTIOINONG

Kat avantuéng tov plugin mov dnpovpynoaye.

4.1 Emoxonnon

Onwg avagépOnke oto Kegdalato 2.6.1, to Velero ypnotpomotei plugins yia va alin-
Aemdpa pe StapopeTikég mMAat@oOpieg amobnkevong. Avta ta plugins pmopei va eivat
Stapopwv TONWY, 6w Object Store, Volume Snapshotter, Backup Item Action, Restore
Item Action kot Delete Item Action. Tia Tovg okomovg TG SiMAwATIKAG pag epyaociag,

eo0TIdoape 0TV vAomoinon evog plugin Tomov Volume Snapshotter.

4.2 YAomoinon

4.2.1 Awenagn VolumeSnapshotter tov Velero

Zt Sumwpatikn avtr gpyacia, 0Toxog NTav n avantuén evog plugin mov xepiletat

Kat tpooBétel emumAéov Pripata ota Zrrypotvna Topov (Volume Snapshots). To Velero
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pag mapéxet tn Stemagn VolumeSnapshotter yU' avtdv Tov 0komo, Trv onoia mpEmeL va
vAomowjoet to plugin pag. Avtr n Semagn opilet Tig Aettovpyieg mov xpetdletat To
Velero yia T AQyn OTIYHIOTUTIOV TWV HOVIHWY TOUWYV KATA Tr) dnjpiovpyla avTypa@wy
aoc@aleiag Kat Ty eNava@opd TWV HOVILWY TOH®Y Ao OTIYUOTUTIO KATA TNV enava-

opa. [18]

VolumeSnapshotter {
Init(config [ 1 )

CreateVolumeFromSnapshot(snapshotID, volumeType, volumeAZ , lops * ) (volumeID <
, err

GetVolumeID(pv runtime.Unstructured) ( B )
SetVolumeID(pv runtime.Unstructured, volumeID ) (runtime.Unstructured, )
GetVolumeInfo(volumeID, volumeAZ ) ( , * 5 )

CreateSnapshot(volumeID, volumeAZ , tags [ ] ) (snapshotID , err
)

DeleteSnapshot(snapshotID )

Listing 4.1: H Sienagps] VolumeSnapshotter.

KdBe Aettovpyia mpémet va vAomownBei amod o ouvapTnomn, Kal 1) gpyacia mov ekTeel

TEPLYPAPETAL TIAPAKATW:

o Init: mpoetotpalel tov VolumeSnapshotter yia xprjon, xpnotpHomnotwvtag To ma-
pexopevo map Cevywv kleldiwv-tipwv pvbuong. Emotpégel opdApa eav o
Volume Snapshotter dev pmopei va apyikonowmnOei and tn ovykekpipévn poOpu-
on.

 CreateVolumeFromSnapshot: Snuiovpyei évav véo Topo 0T cuykekpiévn (wvn
Sabeo1poTnTOG, APXIKOTIOHEVO ATIO TO TIAPEXOHEVO OTIYULOTUTIO, e TOV Kabo-
plopévo tomo kat IOPS (e&v xpnotponoteital mapexopevo IOPS).

o GetVolumeID: emOTPEPEL TO €LOIKO AVAYVWPLOTIKO TOL Tapdxov cloud yia tov
Persistent Volume.

+ SetVolumeID: opiCet T0 el81kO avayvwpLoTikO Tov Tapoxov cloud yia tov Persistent
Volume.

« GetVolumeInfo: emotpé@el Tov TUTO Kat To IOPS (edv xpnotpomnoteitan mapexo-
pevo IOPS) yia tov ovykekpipévo topo otn dedopévn availability zone.

o CreateSnapshot: dnuiovpyei éva OTIYHLOTUTIO TOV GLUYKEKPIUEVOD TOHOV KAl €-

PappOlel TO TapeXOUEVO GVUVONO ETIKETWV GTO OTLYHLOTUTIO.

DeleteSnapshot: Slaypd@el TO GLYKEKPIHEVO OTLYHLOTLTIO TOUOV.

Aev givat amapaitnto 0Aeg avtég ot péBodot va vAomotovvtal pe Tov idto Tpomo yla kabe
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plugin, kaBwg ot Stagopetikég Aoelg amobnkevong éxovv StaopeTikég dSuvatoTnTeg

kat kaBe plugin pmopei va puOuotel wote va €xet Sla@opeTikd anoTéAeopa.

4.2.2 YMAomoinon tov Plugin Velero yia Longhorn

2tnv vhomoinomn pag, SlapopPwoape To apxeio main. go wote va kataxwpel éva plugin

tonov VolumeSnapshotter.

H Aoywn tov plugin pag mepthapBavetat oto apyeio volumesnapshotterplugin. go.
AvT6 1O apyxeio mepLEXEL TIG DAOTIOOELG OAWY TWV CLVAPTHOEWYV TTOV ATALTOVVTAL YLa

¢va plugin Tomov VolumeSnapshotter.

4.3 Deployment

4.3.1 Deployment tov Plugin

Onwg avagépOnke mapamndvw, ta plugins tov Velero vAomolovv to cvotnpa go-plugin.
>10 mhaioto Tov Velero, avté eivat containers mov anoteAovv LEPOG TOL KUpLOV pod TOV
Velero, to omnoio Ppioketal 0to namespace Tov Velero. Emopévag, yia va xpnotpomot-
T|COVHE AVTO TO TIPOTAPHOOUEVO plugin, Tpémel TPpwTaA va SNULOVPYOOVUE TNV ELKOVA
(image) kat 0Tn ovvéxela va TNV kavovpe deploy. Iia avtdv Tov oKkoTMO, HTOPOVE VA

xpnotpomnotrcovpe to Makefile mov mapéyetar anod to Velero.

Xpnotpomoldvtag Ty evToAr] IMAGE=<repo>/<name> VERSION=<tag> make container,
HTTOpOVHE Va ONULOVPYHOOLUE TNV elKOVA. AVTH 1 €VTOAN Kakei To docker build -t
$(IMAGE) :$(VERSION) .. X1n ovvéyela, TPEMeL va TNV avePacovpe o éva registry
Tov eivat TpooPactpo anod To cluster pog. o avTOV TOV OKOTO, XPNOLULOTIO|CALLE TO
Dockerhub  xat avePacape TIG  €1kOVEG  XPNOILOTOLWVTAG TNV~ EVIOAN
docker push $(IMAGE):$(VERSION). Twpa mov n eikova pag éxet dnpiovpynOei kat
eivau StaBéowun oe éva mpooPaotpo registry, mpémet va npooBécovpe to plugin otny e-
ykataotaon tov Velero. Avtd umopel va yivel eite katd T Stapketa TG €yKATAOTAONG

Tov Velero eite agov to Velero éxet 1161 eykataotabe.
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4.3.2 Anuovpyia Twv anapaitnTwv TOpwv

Ta va extedéoet To plugin OAeg TIG AetTovpyieg TOV OCWOTE, TpEmeL va puOUIOTOVV OV-

YKEKPUEVEG TIHEG. AVTEG eivat oL €§G:

o Backup Target URL: [19] Avto eivat To endpoint Tov Backupstore. H popen} tov
elvar s3:/<bucketname>@<region>/. 2V mepinTwon pag, Omov  TO
Backupstore  eivat  évag  dakopiotig  MinlO,  xpnowpomotovpe

s3://backupbucket@us-east-1/.

o Backup Target Secret: Avto eivau évag mopog Secret Tov 0 Xpr|oTNG TPEMEL VA TIPO-
00¢oet oto Kubernetes cluster. Bpioketat 6To namespace longhorn-system kat
TepLEXEL ONEG TIG amapaitnTeg TAnpogopieg yia To Backupstore, omwg 1o ACCESS_-
KEY_ID, to SECRET_ACCESS_KEY, to ENDPOINT kot av xpnotpomnotei SSL.

O\eg avtég oL TipEG pémel va mpootefovy kwdikomonuéveg oe base64.

 Endpoint tov Longhorn: Avtd eivat to endpoint (StevBvvon IP) Tov Stakopiotn
API tov Longhorn. Ze wa tomikn eykataotaon tov Longhorn, pumopei va eivat

n dievbvvon IP Tov master node.

« Destination Secret: Avto eivau éva Secret ov meptéxet OAeG TIG amapaitnTeg TAN-
pogopieg yia To cluster oto omoio Ba ovyxpoviotovv Ta dedopéva Tov TOHOL.
[Ipémel va mepthapPdvet Ta idta media pe To MuoTiko Ztdxov Avitypdgov Acga-

Aelag.

Edv o xpriotng BéAet va amokpoyel Ta ovopata Twv topwy, £xet Tr dSuvatotnta va 8n-

HLOVPYNOEL £Va apyeio Kal va XproLpomotioel HeTaPAnTEG meptBarlovTog.

ZvvoyilovTag, oL xproTeg TpEmeL va kdvovv Ta e€Ng yla va xprotponotroovy To plugin

oe éva cluster:

1. Anpiovpyia TwV amapaitnTtwy TOpwV.
2. Anuovpyia evog apxeiov credentials.
3. IIpooOnkn Twv petapAntav meptBaliovtog.
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4. TIpooOrkn tov plugin (eite eykabiotwvtag To Velero amod tnv apym eite epappo-

Covtag tn péBodo tng emi TOMOVL eyKaTATTAOTG TTOL AvaPEPBNKe TAPATAVW).

5. Enefepyaocia tov VolumeSnapshotLocation yia va xpnotponow|oet to plugin wg

TOV Tdpoxo oTtypoTunwY (snapshot).

4.3.3 Avaktnon ano to backup bucket

Metd v eykataotaon tov plugin, kabe @opd mov 0 XpPHOTNG TaipVEL AVTiypaAPO a-
opaleiag Tov cluster xpnoonowwvtag to Velero, ta dedopéva tov tdpov dev Ba mn-
yaivovv povo otnv Backupstore, aAAd 6a ouyxpoviovtat emiong oe aAlo bucket (ag to
ovopdoovpe backup bucket). Me avtdv Tov TpomO, £dv To bucket mov xpnotponoteita
wg Backupstore kataotei yia onolovdnmote Aoyo un dtabéoipo, o xpriotng pumopei va
pvBuioet To Backup Target wote va Seiyvel oto backup bucket kat 0Oha Ta avtiypaga

acgaleiag Oa eivat Eava Stabéotpa.

[a va to kdvel avtd, o xprotng pnopei va xpnotpomnoioet o Longhorn UI kat va
nAonynOei oto Setting -> General. Ekei Oa Ppet v pvOuon mov ovopdletat Backup
Target Credential Secret kat pnopei va tnv enefepyactei dote va Tatplddet pe to

ovopa Tov secret ov mpooTéOnke yia to backup bucket.

Edv mhonyn0ei ot oeAida Backup tov Longhorn Ul, Oa Bpet 0Aa ta avtiypaga aca-
Aeiag StaBéotpa oto backup bucket. Ztnv cvvéxela pmopei va mpoxwproeL ontv enava-

QOpA TOL AVTLYpapov ac@aleiag pe Tov idto TpoTo MW Ba MpoxwpovOE apyxLKA.
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A&loAoynon

Ze auTo To KePdhato, Tapovataovpe pa a§loddynon tov oxedtacpol Kat TG vVAoToi-
NONG Hag, Tapexovtag ueptkovg deikteg anddoong. Ta va to kdvovpe avto, Ba efetd-
oovpe OAeg Tig peBddovg ov eivat duvatég yla T dnpovpyia avTypd@ov acaleiog

xpnopomowwvtag to Velero.

5.1 Anuovpyia Benchmark

Ta va propéoovpe va dokipdoovpe OAeg Tig pebodovg akolovBwvtag Tig idteg Staduka-
oleg, Snuovpynoape éva bash script mov petpd TNV ano6doomn Twv avTypaPwy ac@alei-
ag tov Velero yia dtdgopovg tomovg (CSI, File System Backup kat CSI Snapshot Data
Movement), kaBwg kat yia Stagopa plugins (CSI plugin, to Sikd pag custom Velero

plugin yia Longhorn) pe ta €&n¢ frjpata:

1. Anpovpyia evog test pod pe évav Longhorn tépo ovvdedepévo.

2. Anuovpyia evog kabopiopévov anod tov xprioTn mooov dedopévay Héoa og avTOV
TOV TOHO.

3. Anuovpyia avtiypagwv acpaleiag pe to Velero oe diapopa otddia (apyiko,
Tpomomolnpéva apyeia, véa apyeia), yia didpopa cvvola dedopévwv kat xpnot-
pomotwvtag StagopeTikég uebodovg dnpovpyiag avtypdpwv acaleiag Topov.

4. Kataypa@n Xpovikwv onpeiwv yio Tov vtoAoylopd tng SLapKelag Tov avIypd-

@ov aopaleiag yla kdBe otddto kat TVTO.

Ztnv ovvéxeta mapabétovpe Tnv akohovBia Tov script. Extelel Ta e€ng:
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1. Opilet T xpron Tov.

2. Extehei Sokipég emkdpwong yia va eEao@alioet owoth xpron.

3. Anuovpyei tpelg mopovg oo cluster: évanamespace, éva PersistentVolumeClaim
Kat éva pod mov xpnotpomotei avtd to PersistentVolumeClaim.

4. Avantvooel éva vmo-script yla va Snpovpynoet ta tuxaia apyeio mov (yrdnkav
péoa otov véo Longhorn topo.

5. Extelel o {nrodpevo avtiypago ac@aleiog.

6. IIpooBétel tnv €€0d0 NG evToAng velero describe yla avtd to avtiypago a-
o@aleiag o€ éva apyeio, TePINAUPAVOVTAG HETPIKEG Yl TNV EKTEAEOT) AVTOD TOV
script.

7. TIpocBétel Ta Xpovikd onpeia Tov avTtypa@ov ac@aleiag Kat Tr ovVoAkn Sap-
KELAL TOV AVTLYPAPOv ao@aleiag 0To apyeio.

8. Extelei pia Aetrovpyia touch oe OAa ta Snovpynuéva apyeio xproLHomolwvTag
éva vmo-script.

9. Taipvet éva emmAéov avtiypago acpaleiag kat tpoobétet nv avtiotoyn é€0do
0TO apyelo Ue TIG LETPLKEG.

10. Anpovpyet 30000 emmAéov apxeia GTOV TOHO.
11. Tlaipvel akopn €éva avtiypago ac@aleiag kat mpooBétel TNy avtiotolxn ¢é§odo
0TO apyeio He TIG LETPIKEG.

12. Awypd@et Toug Snutovpynévovg Topous.

Onwg avagépbnke mapamdvw, avtd To script XpnoLomoLel KAToLa VITO-scripts, Kupiwg
ya va dnovpynoet ta (nrodpeva apyeia péoa otov Longhorn topo. Avtd ta vmo-

scripts eivat ta g€

« create-files.sh: Anuovpyei Tvxaia apyeia péoa otov U0, TOV aptBuod Kat To pé-

ye00g Twv onoiwv kabopilel 0 xprioTNG KATA TNV EKKiVIOT TOV script.

« touch-files.sh: Exte)ei pa Aettovpyia touch og Oha ta apyeia mov dnpovpynon-
KAV TIPOTYOUHEVWG. AVTO SOKIULALEL TT) CUUTIEPLPOPA TOV AVTLYPAPOL ACPANEiNG

apov Ta apyeia €xovv amoktnOel (aANalovpe Ta Xpovikd TOvG onpeia).

« inc-files.sh: IIpooB¢te1 30000 véa apyeia pe péyebog 1KB. Avto €xet amopaotoTei
avBaipeta, yla va emdexBobv ot SuvatoTNTEG TOL AVTLYPAPOL AoPaleiag HeTA

™ dnuovpyia véwv apyeiwv.

48



5.2 Amoteléopata

[ va SOKIHATOVLE TOVG UNXAVIOUOVG OTLYHIOTUTIWY o€ Stapopeg ovvOnkeg, Oa opicov-
te tpia ovvola dedopévwy, To kabéva and ta onoia Ba amotekeitat anod mepimov 10GB

dedopévwv.

+ To ovvolo dedopévwy large-file Oa mephapBaver 1 apxeio pe péyebog 10GB.

« To ovvolo Sedopévwv medium-file Oa mepthapBaver 1000 apyeia, To kabéva pe
péyebog 10MB.

 To ovvolo dedopévwv small-file Oa mepdapBaver 625000 apxeia, To kabéva pe

néyebog 16KB.

Aoxipdoape avtd Ta o0VOAa Sedopévwy Tov epLExovy TuXaia dedopéva EVAVTLA GTOVG
TIEPLYPAPOUEVOVG UNXAVIOUOVG avTLypagov acpaleiag: CSI Snapshot xpnotpomnoww-
vtag 1o Kotvd plugin CSI, CSI Snapshot xpnotpomoiwvtag to Velero Plugin yia to Longhorn,
File System Backup (e To kopia wg mapoyo) kat Velero CSI Snapshot Data Movement.

To CSI snapshot ypnopomowwvtag to plugin CSI pvBuiotnke wote va dnuiovpyei
Longhorn Backups.

5.2.1 Iapatnpnosig

E€etalovtag ta benchmarks mov avalvbnkav napandvw, pmopovpe va katanfovpe

0€ HePIKEG EVOLAPEPOVOESG TTAPATIPTOELG.

« To CSI snapshot eivat yevikd taxvtepo oe oxéon pe 1o FSB kat o DM, omwg

AVOAHEVOTAY.

« To FSB eivat mo apyo amod to CSI aAlld tayvtepo amd 1o DM. Avto éxet Aoy,
kaBwg to DM mepidapBavel n dadikacio Tov va mapet kaveig mpwta éva CSI
snapshot kat 0Tn ocvvéxeta va dnpovpynoet Evay vEo TOHO amd avTo, EKTEAWVTAG

to FSB otov véo topo.

« To DM eivau mo apyo and Tig dvo avtég uebodovg, ald mapéxet mo otabepod
anoté\eopa oe oxéon pe o FSB, o omoio extelel tnv dtadikacia avtypdgov

ao@aleiag 0to (wvtavod ochoTnpa apxeiov.
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o O unxaviopog CSI snapshot €xel mapopola anddoon 1000 0NV TEPIMTWOTN TNG
Tpomomoinong (touch) Twv vapxovTwV apxeiwv 600 kal oTNY TPOoONKN VEwv

(inc) apxeiwv.

« Kat ot §vo pnxaviopoi mov nepthapfdvovv to FSB (FSB kat DM) ektehobv alo-
onpeiwTa KaADTEpA [e VEa apXeia 0 OXEOT) Le Ta TpoToTOUEVA apyeia (akopa

KL av To HOvVo Tov €xet alNael eival i) XpOVIKT] ONHavoT) TOL apXeiov).

« To Velero Plugin yia to Longhorn eivat yevikd mio apyo and to CSI plugin, kétt
nov €xet Aoyikn kabwg extelel Ty idta Stadikaoia avtypagov acpaleiag kat

oTn ovvéxela ovyxpovilel Ta dedopéva oe éva emmAéov bucket.
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Eniloyog

ITAnotaovpe 010 TEAoG AT TG SIMAWHATIKAG epyaciag. XTo kepdAato avTo, Ba po-
onafnoovpe va oklaypagroovpe tn dtadpoun mov od1ynoe oTnv oAoKApwor TG Kat
va mpoteivovpe peAlovTikd Pripata mov Oa pmopovoav va otnptxbovv oe avth T faon

Katva v ETIEKTEIVOLV.

6.1 Xvunepacpatika XxoAa

Eekwvioape avtn tn Stadkaoia egepevviwvtag To Kubernetes kat tig Suvatotntég tov,
BpiokovTtag TpOTOVG yia va avantugovpe kat va Sokipdoove clusters tomikd, kot kata-
vowvTag TG Aettovpyieg Tov Velero. Otav npbe oto mpooknvio o Longhorn, o 616x06
éytve o Eekabapog: va avanthEovpe Evav eVKONO Kal AUTOUATOTIOEVO TPOTIO Yia
Va EVOWUATWOOVE TIG SuvatdtnTeg Tov Velero pe éva obotnpa anobrkevong mov dev
Sabétel evowpatwpévn SuvatdtnTa yia avto. Qotoco, avtd dev Nrav apketd, kabwg
1o Longhorn vrootnpilet to CSI kat o Velero pag mapéxet éva plugin CSI. Ztpagrikape
otnv mpocdnkn pag emmAéov Suvatdtntag mov Ba eixe vonua yla kdbe cvotnua Tov
akohovBei tnv apyttektovikn pag. Epdocov to Longhorn Sev emitpénet tn Snuovpyia
oA amhwv Backup Targets, To mpoPAnua éywve mpopavég: n duvatotnta anobnkevong
Twv dedopévwy Tov avtiypagov acpaleiog o pa devtepebovoa Tomobesia kat n amo-
KATAOTAOT Ao auTny, eav XpelaoTtel. AT mavw and Ola avtd, o 0Toxo6 nTav exdba-
POG: VA KAVOVE Ta TTAVTA 00 TO SLUVATOV TILO AVTOUATOTIOLNUEVA KAl VA AELTTOVPYODV

OMaAG.
Otav o otdxog Tébnke, o Spopog mepthapPave tn peA€Tn TOL pnxaviopov plugin tov
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Velero, dtdpopwv SDK yia 1o Go (ovpunepilapfavopéveov twv Longhorn kat MinlO),
Kat TOANEG amomelpeg yia va Aboovpe to mapamavw poPAnua. H Avon pog mepthap-
Bave TNV ovyXpovIopEV amobnKkevon OAWY TWV AVTIKEIUEVWY KaTd TN Stapketa kabe
avtiypdov acealeiag, £€ToL woTe 1 devtepevovoa Tomobeosia anobrnkevong va €xet me-
PLEXOUEVA TAVTOOT A e TNV KVpLa ToToBeaia Tov xpnotpomowmoape. Katedv xpetaotei
va ektedéoovpe pia Stadikaoia amokatrdotaong ano tn devtepevovoa tonobeoia amno-
Onkevong, n dadikacia amokATAOTAONG ATALTEL ATTO TOV XPHOTN Va opioel Tn devte-
pevovoa amodnkevon wg Xtoxo Avtiypagng Acaleiag kat va eKTeENEOEL TO avTiypago

AoQaAeiag KAvoviKd.

Ta anotedéopata twv Sokipwv pag £det&av tn o0yKkpLon HETAED TWV LTTAPXOVOWY AVTE-
WV avTLypdeov ac@aleiag Kot amokataotaong kat twg to Velero plugin yia to Longhorn
otéketal anévavti Tovg. EmPefaiwoav eniong To eninedo oto omoio emTLYXAVEL TOVG

0TOXOVG TOV.

6.2 Mellovtiko Epyo

OAokAnpwvovTtag avTr Tr SIMAWUATIKY epyacia, £yLve CaQEG OTL EMTUXAE TOV APXLIKO
HAG OTOXO0: VA KAVOVE TOV GLUYXPOVIOUO TwV Sedopévwy Tov TOHOL o pia SevTepe-
ovoa tonofecia dtav xpnotpomnotovpe to Velero pe to Longhorn mio ebkolo. Qotooo,
Ba pumopovoape va emekteivovpe T SOVAELL TTOV £yLve 0€ AVTO TO £€pYO (e TOVG €&NG

TPOTOVG:

 Na emekteivovpe T Aettovpyia oLYXPOVIOHOL OXL HOVO Yla Ta deSopéva Tov TO-
HOV TOL avTlypd@ov ac@aleiag aAld kat yio Ta manifests. To Velero extelei
TO avTiypa@o ac@aleiag Kat oTn cvvéxela oTéAvel Ta dedopéva Tov avTypagov
aopaleiag otnv Backup Storage Location mov éxet opioet o xprjotng. @a umopov-
oape emiong va ovyxpovioovpe avtd Ta dedopéva otn devtepebovoa Tomobeaoia

TIoV £XeL OpioEL 0 XPNIOTNG.

o Na emekteivovpe To plugin yia va vrootnpilet puBuioeig mov xpnotponolodv Sta-
@opeTikovg TOToVG Backupstores ektog and to S3, 61w to GCP Cloud Storage,

NEFS kat Azure Blob Storage.
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« Na ovpBédlovpe kat va mpowdroovpe to plugin oto Velero, wote to Longhorn

va Yivel pépog Twv vootnpiopevwy mapoxwv tov Velero. [20]

53



54



Introduction

In this opening chapter, we will outline the course of our work. First, we will discuss
the problem and why we are tackling it. Then, we will examine the existing solutions
before describing our proposed solution on a high level. Finally, we will demonstrate

the structure of this diploma thesis.

1.1 Motivation

Kubernetes has been one of the most significant open-source projects in recent years,
which makes it easier for the user to manage containerized applications at scale while
also taking advantage of cloud-native architectures. This way, the dynamic management
of stateless and stateful applications becomes easier. Various tools have been created to
make deploying the Kubernetes cluster easier. One of the most popular is K3S, which
is designed to allow the seamless installation of a Kubernetes distribution in resource-

constrained environments or even IoT appliances. [1]

Depending on the nature of the application workload, data persistence might be nec-
essary. Consequently, organizations must be able to keep this data safe by deploying
effective backup and restore strategies. This way, they can achieve integrity and recover-
ability, which are crucial principles in data management. In this context, robust backup

solutions are critical to avoid data loss and minimize downtime during failures.

A commonly used rule for a successful backup and restore strategy is the ”3-2-1 backup
rule”. According to this rule, to protect our data effectively, we need to have three copies

of our data stored on two different types of media, with one copy kept oft-site. [2] While
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this rule dates back to a time when modern technologies (like the cloud) did not exist,
it might be wise to use it as a guideline for data redundancy and recovery. Therefore,
it is crucial to incorporate the concept of off-site backups. Oft-site backup refers to the

process of storing data on a remote server or media that is taken to a different location.

3]

3-2-1 backup strategy steps

\Illll

4 | mocom
r
- - - -
data copies types of off-site
(1 primary and storage storage
2 backups)

Figure 1.1: The ”3-2-1 backup rule”. [21]

As Kubernetes achieves storage persistence using the concept of Persistent Volumes,
the cluster must include a storage solution to manage the creation, the lifecycle, and the
deletion of volumes. Longhorn provides these capabilities, along with options to back
up and restore these volumes. However, along with the built-in options that Longhorn
provides for volume backup, multiple tools have been developed to assist with the pro-
cess of backing up and restoring a cluster. One of the most popular is Velero, which in-
cludes options for backing up and restoring both the Kubernetes resources and volumes
containing the applications’ data. These tools offer many options for disaster recovery

and are designed to provide their capabilities to a wide variety of cluster architectures.

Velero aims to offer a universal solution to the disaster recovery issue for Kubernetes
clusters, but this solution cannot directly adapt to the needs of each deployment choice
made. Velero has developed a plugin system that helps bridge that gap and offers cluster

administrators the chance to have a dedicated plugin that addresses the needs of each
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storage system used.

To address the need for off-site backups using Longhorn, we can explore the options
that Velero gives us to integrate with other platforms. This way, there will be a direct
procedure that will allow effective BR strategies to take place without the user needing

to provide additional configuration to the cluster that would otherwise be necessary.

1.2 Problem Statement

As mentioned above, Velero is a tool to safely backup and restore Kubernetes clusters,
perform disaster recovery, and migrate Kubernetes cluster resources and persistent vol-
umes. Velero uses plugins for each system to work with the plethora of storage solutions
offered in Kubernetes. While there are solutions for Volume Snapshots even in case of
storage platforms that do not have a dedicated plugin, they are often limited in capabil-

ities, snapshot consistency or speed.

Additionally, to perform any additional logic on the backup and restore action —like
moving the backup to an external cloud storage solution—the user will need to execute
manual actions, which increase complexity and the duration of such operations. Due
to these reasons, the backup process is not as effective as needed, especially regarding

automation and scalability.

To mitigate these shortcomings, a solution is to develop a new plugin with the new func-
tionalities we need. This way, we can introduce a singular solution for the BR strategy
using Longhorn and Velero. This strategy will contain all the features we need with as

little human intervention as possible.

1.3 Existing Solutions

Velero, one of the most used Kubernetes backup and restore tools, integrates with many
storage providers out of the box through its extended plugin system. However, it can also
integrate Volume Snapshots with storage systems that do not have a dedicated plugin.

There are various ways to achieve this.

« File System Backup.
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o CSI Snapshot using a generic CSI plugin.

o CSI Snapshot Data Movement.

Despite these techniques being able to ultimately achieve our goal of successful data
protection in Kubernetes clusters, they all come with specific drawbacks. For example,
File System Backup backs up data from the live file system, so the entirety of data is
not captured at the same point in time. Therefore it is less consistent than the snapshot
approaches. [4] In addition, this method utilizes external backup tools like Restic and
Kopia, which take snapshots at the file system level. Such backups tend to be signifi-

cantly slower.

In the case of CSI snapshot, Velero uses a generic CSI plugin. This way can also be used
with Longhorn, as Longhorn supports the Kubernetes CSI snapshot mechanism. How-
ever, this functionality offers minimal features so that it can be integrated into multiple
CSI-compatible systems. The user also needs to enable CSI support on the cluster. CSI
support is something that not all Kubernetes distributions include. For example, K3S
(the Kubernetes distribution we used in this diploma thesis) does not bundle the Com-
mon Snapshot Controller and related Snapshot CRDs. The user needs to employ actions

to include these components in the cluster.

Finally, the CSI snapshot data movement feature performs a File System Backup on a
volume from which the tool takes a CSI snapshot. This process also demands that the

cluster have CSI support enabled. It also makes the snapshot process significantly slower.

Furthermore, all of the above solutions offer a direct backup process, but if we want to

apply any custom logic, we must develop our plugin.

1.4 Proposed Solution

Veleros plugin system allows us to develop plugins. These plugins can be of various
kinds, including Object Store, Volume Snapshotter, Backup Item Action, Restore Item
Action, and Delete Item Action. In our case, we will utilize the VolumeSnapshotter
interface. This way, we can set up a plugin that will achieve the goal of oft-site backups

using Longhorn.
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The plugin consists of actions that take place at specific times. First, the user needs to
install it at the Velero installation time, when they also need to provide some parameters.
Then, when they try to create a new backup, Velero will not only trigger the creation of
the Longhorn backup but also wait for it to be created and then sync the Backupstore
with an additional external S3 bucket. Velero will trigger the creation of a Longhorn
Volume at restore time based on the backup selected. If a disaster occurs on the primary
S3 bucket where the Backupstore is hosted, the user can easily set the Backupstore to
point to the off-site bucket. Then, the restore process can continue in the same way as

before.

This process is as simplified as possible for K3S/Kubernetes clusters with persistent stor-
age. It is also scalable, as even in multiple backups, the user does not need to move the

backup data to an external server manually.

As aresult, this thesis aims to fill a gap in the domain of Kubernetes backup and restore
in clusters that use Longhorn as the storage layer. It attempts to simplify and automate
the practice of sending backups to an external site to maintain good disaster recovery

practices.

1.5 Outline

The remainder of this diploma thesis is structured in the following way.

In Chapter 2, we provide the necessary background information and context for

the reader to follow the subject of this thesis.

« In Chapter 3, we explain in detail the design of current solutions when using

Velero for Volume Snapshots.
o In Chapter 4, we provide a detailed design of the Velero plugin for Longhorn.

o In Chapter 5, we evaluate our solutions based on metrics and comment on their

effectiveness.

o In Chapter 6, we summarize our findings, our contributions, and discuss poten-

tial future work.
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Background

The purpose of this chapter is to explain the technologies used for this thesis and how
they integrate. To test the backup and restore strategies for volumes when using Velero,
we needed a testing environment that was reproducible, free, and lightweight enough
to be set up on a consumer PC. So, we need to describe the features of each one of
the tools that we used and how we utilized them to extract the conclusions we finally
got. The overall architecture is based on Virtualbox VMs, so we will start from there.
Our core tool is Kubernetes. Therefore, we need to explain some basic concepts, while
the specific Kubernetes distribution we used is K3S. The block storage layer on which
we based our project is Longhorn, and the architecture takes advantage of many of its
features. The object storage platform that will be hosting our backup files is MinIO.
Finally, the primary tool used to perform all backup and restore operations is Velero,

including the backing up and restoring of volumes.

2.1 VirtualBox

2.1.1 Virtual Machines

Since we wanted to simulate a working environment on premises, using a consumer
PC, it was necessary to use Virtual Machines that would be used as the hosts of our
Kubernetes cluster. A Virtual Machine (VM) is a computing resource that utilizes soft-
ware rather than a physical machine to execute programs and deploy applications. [5]

This is the tool we needed to simulate our hosts. There are two types of Virtual Machines:
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a process virtual machine and a system virtual machine. A process VM is a virtual plat-
form created for an individual process and destroyed once the process terminates, while
a system VM supports an OS together with many user processes. [6] What we need is
a system VM so that we can simulate a full host. The system Virtual Machine concept
relies on the existence of a Hypervisor, which is the software that manages (in the sense
that it creates, runs, and destroys) all VM’s on the system. There are two types of Hy-

pervisors:

 Type 1 (or "bare metal”) hypervisor. This type is essentially a lightweight operat-

ing system which runs directly on the system’s hardware.

» Type 2 (or "hosted”) hypervisor. This type runs as a normal application on top of
the operating system and therefore, all system calls to the system’s hardware pass

through the operating system.

2.1.2 Why use VirtualBox

VirtualBox is a type 2 hypervisor. It functions as an app that runs on top of the existing
Operating System. Windows has Hyper-V hypervisor activated by default (Hyper-V is
a type 1 hypervisor), which interacts directly with the hardware prior to any operating
system loading, thus causing conflicts with other applications that require “virtualiza-
tion technology,” such as VirtualBox, which is classified as a type-2 hypervisor. [22]
Despite VirtualBox being able to run at the same time as Hyper-V (note that this is an
experimental feature), it is recommended to turn off Hyper-V, as enabling this feature
may lead to noticeable performance issues with Oracle VM VirtualBox on certain host
systems. [23] To do this we need to run the following command in Windows CMD (run

in Administrator Mode).

bcdedit /set hypervisorlaunchtype off

This way, we can fully utilize VirtualBox’s features, without any performance issues.

2.1.3 Specifications of VM’s used

As mentioned earlier, VirtualBox is the platform we are using to create the VM’s that

function as the nodes of the K3S cluster. The characteristics of each VM used as a K3S
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node can be seen in Table 2.1. Theses specifications are discussed more in the K3S

section.

Base Memory 8192 MB
Processors 2

Virtual Hard Disk | 200 GB

Network Adapters | Bridged Network

Table 2.1: The characteristics of the VM’s used for K3S nodes.

Regarding networking, our VM’s have 1 network card each. The network card has the
Bridged Network setting. With bridged networking, VirtualBox uses a device driver
existing on the host system, which filters data from the physical network adapter. This
driver is called a net filter driver. Once data comes through this driver, VirtualBox
intercepts it and inserts data, so that the host system interprets the packet received as
if it comes from a directly connected network interface. This essentially creates a new

“software network card”

The Operating System used is Ubuntu Server 23.10 (Mantic Minotaur) with Linux

Kernel version 6.5.0-44-generic.

In the case of the VM used to host the MinIO Object Storage, the specification differ
a little. This is due to the different requirements that the software hosted on each VM

have. The specifications of this VM can be seen in Table 2.2.

Base Memory 4096 MB
Processors 2

Virtual Hard Disk | 100 GB

Network Adapters | Bridged Network

Table 2.2: The characteristics of the VM’s used for MinIO nodes.

The Operating System and kernel used for the MinIO host is the same as for the K3S
hosts: Ubuntu Server 23.10 (Mantic Minotaur) with Linux Kernel version of 6.5.0-44-

generic.
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2.2 Kubernetes

2.2.1 VM’ vs Containers

Kubernetes is a portable, extensible, open source platform for managing containerized
workloads and services, that facilitates both declarative configuration and automation.
link Kubernetes at its core, makes use of containers, which are an alternative means of

virtualization compared to VM’s.

Hypervisor Type 1 Hypervisor Type 2 Container
.bare metal hypervisor® Jhasted hypervisor®

Virtual Machine (VM)

Infrastructure

Figure 2.1: VM vs Container comparison. [24]

As mentioned above, VM’s use software to emulate a hardware system. They contain
the whole operating system, along with the binaries, the libraries and the applications
that it packages. They also demand the existence of a hypervisor, which is the software
that manages all VM’s. On the contrary, a container essentially shares the operating
system of its host and it only packages all the components needed in the application
layer, including binaries, libraries and the code of the application. Therefore, it is more
lightweight compared to a VM. In addition, containerized software offers multiple ad-
vantages involving the ease of image creation, portability regarding the OS that it can
be run on (including cloud and on-prem) solutions and better resource isolation and

utilization. [10]


https://kubernetes.io/docs/concepts/overview/

2.2.2 Kubernetes basics

Kubernetes is a Container Orchestration (CO) system. These systems can be used to au-
tomatically provision, deploy, scale, and manage containerized applications anywhere
with minimal interference with the underlying infrastructure. [7] As containerized ap-
plications grew in complexity and quantity, the need for a central software tool that is
able to orchestrate the workloads, became clear. Kubernetes is a tool that can address
this need, as it schedules and automates container-related tasks from the initiation of

the application up to its end. [8] These tasks, include the following among more.

o Deployment: Deploy a specified number of containers to a specified host and

keep them running in a wanted state.

 Rollouts: A rollout is a change to a deployment. Kubernetes lets you initiate,

pause, resume or roll back rollouts.

« Service discovery. Kubernetes can automatically expose a container to the in-
ternet or to other containers by using a domain name system (DNS) name or IP

address.

« Storage provisioning: Set Kubernetes to mount persistent local or cloud storage

for your containers as needed.

 Load balancing: Based on CPU usage or custom metrics, Kubernetes load bal-
ancing can distribute the workload across the network to maintain performance

and stability.

+ Autoscaling: When traffic spikes, Kubernetes autoscaling can spin up new clus-

ters as needed to handle the additional workload.

o Self-healing for high availability: When a container fails, Kubernetes can restart
or replace it automatically to prevent downtime. It can also take down containers

that don’t meet your health check requirements.

Kubernetes can be deployed either on premises or at a cloud platform. Many cloud
platforms also offer managed Kubernetes solutions, which take care of various tasks.

These tasks can bring a significant overhead to the teams that manage them, and they
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can include detached credential configuration, self-recovery, batch execution, workload

management, progressive application deployment, and more. [9]

2.2.3 Kubernetes architecture

Deploying Kubernetes, means creating a Cluster of nodes. A Kubernetes cluster con-
sists of a set of worker machines, called Nodes, that run containerized applications. Ev-

ery cluster has at least one worker node. [10]
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Figure 2.2: The basic components of Kubernetes. [25]

The worker node(s) host the Pods that are the components of the application workload.
The control plane manages the worker nodes and the Pods in the cluster. Below, we

describe some of the main Kubernetes components.

o kube-apiserver: the API server is a component of the Kubernetes control plane
that exposes the Kubernetes API. The API server is the front end for the Kubernetes
control plane. The main implementation of a Kubernetes API server is kube-

apiserver.

o etcd: it is a consistent and highly-available key value store used as Kubernetes’

backing store for all cluster data.

« kube-scheduler: it is a control plane component that watches for newly created

Pods with no assigned node, and selects a node for them to run on.
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« kube-controller-manager: it is a control plane component that runs controller

processes.

+ cloud-controller-manager: it is a Kubernetes control plane component that em-
beds cloud-specific control logic. The cloud controller manager lets us link our
cluster into our cloud provider’s API, and separates out the components that in-
teract with that cloud platform from components that only interact with our clus-

ter.

2.2.4 Storage in Kubernetes

Kubernetes can be used with no problem to run stateless applications, which do not
require the existence of persistence data. However, in most scenarios the applications
are stateful, and a kind of persistence of data is required to execute complex scenarios, so
that the data stored in a cluster can be accessed even when a pod is deleted or restarted.

In that case, Kubernetes has various components that allow us to handle storage.

Volumes

Kubernetes deletes all data saved on a container when it is crashed or stopped. However,
it does not delete data on a Volume and the Volume’s data is persisted across pod restarts.
A Volume is essentially a directory, possibly with some data in it, which is accessible to
the containers in a pod. All the underlying details regarding the details of this directory,

are dependent on the type of Volume used. [26]

Persistent Volumes

The way that Kubernetes users and administrators can interact with storage in Kubernetes
includes the introduction of two resources: the PersistentVolume (PV) and the Persis-
tentVolumeClaim (PVC). A PersistentVolume is a resource that is cluster-wide (that
means, it is not namespaced) and represents a piece of storage. It can be provisioned
either statically by an administrator, or dynamically. It is not dependent on the lifecycle

of the pod that it has been mounted on, that means that even when the pod crashed or is
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Setting Up Existing Persistent Volumes
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Figure 2.3: Static vs Dynamic provisioning of a Persistent Volume.
[27]

stopped, the PersistentVolume resource persists. The type of the PersistentVolume de-
fines its properties. The types of PersistentVolumes include csi, fc, hostPath, iscsi, local

and nfs.

Persistent Volume Claims

A PersistentVolumeClaim is a request for storage by a user. It is a namespaced resource,
and it consumes resources of a PersistentVolume. The relationship between PV and

PVC is one-to-one.
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Static vs Dynamic Provisioning

When we need to attach a Volume to a pod, we can create the Volume either statically or
dynamically. When using static provisioning, the cluster administrator would normally
have to manually create new storage volumes through the cloud or storage provider,
and then create PersistentVolume objects to represent these in Kubernetes. However,
using the dynamic provisioning feature, the volume can be created dynamically after
the creating of the PersistentVolumeClaim. The Kubernetes object responsible for this

is the Storage Class.

Storage Class

A StorageClass provides a way for administrators to describe the classes of storage they
offer. Each StorageClass in a cluster represents a different "type” of storage and the
cluster can contain multiple storage classes. Each StorageClass contains the fields pro-
visioner that determines what volume plugin is used for provisioning PVs, parameters
for any storage specific parameters and reclaimPolicy which determines what happens to
a PV provisioned by the StorageClass, after the corresponding PVC is deleted. When a
user creates a PersistentVolumeClaim, they specify a name for the StorageClass that they
want to provide the new Volume. In case they don't set any name for the StorageClass,

there is a default StorageClass that will be used.

Container Storage Interface

Container Storage Interface (CSI) is a standard for exposing arbitrary block and file stor-
age systems to containerized workloads on Container Orchestration Systems (COs) like
Kubernetes. [28] CSI was implemented as a means to remove “in-tree” volume plugins
which were difficult to add and maintain. [29] With the introduction of CSI Kubernetes
became extensible on the field of storage, as third-party storage providers can write
and deploy plugins exposing new storage systems in Kubernetes without ever having

to touch the core Kubernetes code.

Any vendor that wishes to develop a CSI driver needs to include some CSI sidecar con-
tainers, which are developed by the Kubernetes Storage community. [30] These contain-

ers include:
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external-provisioner: watches Kubernetes VolumeAttachment objects and trig-
gers ControllerPublish and ControllerUnpublish operations against a CSI end-

point.

external-attacher: watches Kubernetes PersistentVolumeClaim objects and trig-

gers CreateVolume and DeleteVolume operations against a CSI endpoint.

external-snapshotter: watches Kubernetes VolumeSnapshot CRD objects and trig-

gers CreateSnapshot and DeleteSnapshot operations against a CSI endpoint.

external-resizer: watches the Kubernetes API server for PersistentVolumeClaim
object edits and triggers ControllerExpandVolume operations against a CSI end-

point if user requested more storage on PersistentVolumeClaim object.

node-driver-registrar: registers the CSI driver with kubelet using the kubelet de-

vice plugin mechanism.

cluster-driver-registrar (deprecated): registers a CSI Driver with the Kubernetes
cluster by creating a CSIDriver object which enables the driver to customize how
Kubernetes interacts with it. Since this container has been deprecated, developers
and CSI driver vendors will now have to add a CSIDriver object in their installa-

tion manifest or any tool that installs their CSI driver. [31]

livenessprobe: monitors the health of the CSI driver and reports it to Kubernetes

via the Liveness Probe mechanism.

CSI Snapshot CRDs

For CSI to function, we need 3 new Custom Resource Definitions (CRDs). These are the

VolumeSnapshot, the VolumeSnapshotContent and the VolumeSnapshotClass CRDs.

In Kubernetes, a VolumeSnapshot represents a snapshot of a volume on a storage sys-

tem. [33] As shown in Figure 2.5, the VolumeSnapshot is related to the VolumeSnap-

shotContent in the same way that a PersistentVolumeClaim is related to a PersistentVol-

ume. A VolumeSnapshot is a request by a user for the storage system to take a snapshot

of a volume. A VolumeSnapshotContent is the resource that represents the snapshot in

the cluster, and it can either be pre-provisioned by the administrator of the cluster or
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Figure 2.4: Recommended Mechanism for Deploying CSI Drivers on Kubernetes. [32]

dynamically provisioned. If we want the VolumeSnapshotContents to be dynamically
provisioned, we can use the VolumeSnapshotClass. VolumeSnapshot is only available

for CSI drivers in Kubernetes and since we are using Longhorn, we can utilize this fea-

ture.

VolumeSnapshot, VolumeSnapshotContent and VolumeSnapshotClass are all

CRDs, not part of the core APIL.

PersistentVolumeClaim

PersistentVolume

VolumeSnapshot

StorageClass

User

VolumeSnapshotClass

Cluster Admin

VolumeSnapshotContent

Provisioned

Figure 2.5: VolumeSnapshot and VolumeSnapshotContent.

A VolumeSnapshotClass is a way to describe the “classes” of storage when provisioning
a volume snapshot. [34] Each VolumeSnapshotClass contains the fields driver, deletion-
Policy, and parameters, which are used when a VolumeSnapshot belonging to the class

needs to be dynamically provisioned. driver is a field that must be specified, as it deter-
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mines what CSI volume plugin is used for provisioning VolumeSnapshots. Depending

on the driver, different parameters may be accepted.

2.3 K3S§

K3S is a lightweight Kubernetes distribution, that can be installed in a wide variety
of environments. It was selected, as it offers multiple advantages such as being really
lightweight (which is important in a home environment), ease of installation and use,
and support of Longhorn (our storage solution of choice). An additional advantage of

K3S is that it bundles required dependencies for multiple helpful features: [11]

« containerd / cri-dockerd container runtime (CRI)

« Flannel Container Network Interface (CNI)

o CoreDNS Cluster DNS

o Traefik Ingress controller

o ServiceLB Load-Balancer controller

« Kube-router Network Policy controller

« Local-path-provisioner Persistent Volume controller
o Spegel distributed container image registry mirror

» Host utilities (iptables, socat, etc)

2.3.1 K3S Architecture

K3S comprises of two types of nodes: [35]

« A server node runs the control-plane (Kubernetes API, controller, and sched-
uler), SQLite as the default storage backend and a reverse tunnel proxy, which

eliminates the need for bidirectional communication between server and agent.
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Figure 2.6: K3S Architecture. [37]

» An agent node runs the kubelet and kube-proxy. Additionally, it runs Flannel as
embedded process, containerd as the container runtime, internal load balancer
that load-balances connections between all API servers in HA configurations and

network policy controller to enforce network policies.

Both of these node types run the kubelet, container runtime and CNI. K3S also replaces
etcd with Kine (Kine is not etcd). Kine is a compatibility layer to etcd developed by the
K3S team that translates etcd API to SQLite, Postgres, MySQL/MariaDB or NATS. [36]
It accepts etcd v3 requests from Kubernetes, translates these to SQL queries, and sends

them to a database backend. [35] K38 specifically uses by default the SQLite variant.

2.3.2  Volumes and Storage in K3S

If we need to deploy a stateful app in Kubernetes, we must find a solution for persis-
tent storage. In K3S, we have two options for data persistence: either the Local Storage

Provider or Longhorn.

K3S includes Rancher’s Local Path Provisioner, allowing the creation of persistent vol-
ume claims using local storage on each node by default. [38] The user can configure the
provisioner to create either local or hostPath volumes. As the Kubernetes Local Volume

provisioner cannot dynamically provision local volumes, Rancher’s solution comes to
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Figure 2.7: Read/write Data Flow between the Volume, Longhorn Engine, Replica In-
stances, and Disks. [13]

solve this issue. [39]

K3S also supports Longhorn as storage backend, which will be examined in detail next.

2.4 Longhorn

Longhorn is a cloud native block storage solution for Kubernetes. Longhorn imple-
ments distributed block storage using containers and microservices. It creates a dedi-
cated storage controller for each block device volume and synchronously replicates the
volume across multiple replicas stored on multiple nodes. These replicas consist of a
chain of snapshots, showing a history of the changes in the data within a volume. The
storage controller and replicas are themselves orchestrated using Kubernetes. [12] This
simplifies the complexity of distributed storage, by essentially making each volume its
own microservice. The controller of each volume is called the Longhorn Engine and the

component that orchestrates all of these together is called the Longhorn Manager.
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2.4.1 Longhorn Manager

The Longhorn Manager is a Daemonset and it runs one pod on each node. It is responsi-
ble for creating and managing volumes within the Kubernetes cluster and processes API
calls from the UI or volume plugins. [13] Longhorn Manager follows the Kubernetes
controller pattern and is responsible for replicating and managing Longhorn Volumes.
When the Longhorn manager detects that it must create a new node, it also creates an
instance of the Longhorn Engine on the node where the volume is attached to and repli-
cas of the volume, where each replica consists of a series of snapshots of the volume. [40]

These replicas should always be placed on separate nodes to ensure maximum availabil-

ity.

2.4.2 Longhorn Engine

The Longhorn Engine is a lightweight block device storage controller, which is capable
of storing data of a volume in multiple replicas. [41] It always runs in the same node as
the Pod that uses the Longhorn volume and synchronously replicates the volume across

the multiple replicas stored on multiple nodes.

2.4.3 Longhorn and CSI

Longhorn provides us with a Container Storage Interface (CSI) driver (driver.longhorn.io).
This driver takes the block device, formats it, and mounts it on the node. Then the
kubelet bind-mounts the device inside a Kubernetes Pod. This allows the Pod to access
the Longhorn volume. [13] Longhorn can be managed in Kubernetes by a CSI plugin.
This plugin can execute calls to the Longhorn to create, delete, attach, detach, mount
a volume, and take snapshots of a volume. The Kubernetes cluster internally commu-
nicates with the Longhorn CSI plugin using the CSI interface, while the plugin com-
municates with the Longhorn Manager using the Longhorn API, as depicted in Figure

2.8.
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244 Longhorn Volumes Creation

When creating a volume, the Longhorn Manager creates the Longhorn Engine mi-
croservice and the replicas for each volume as microservices. Together, these microser-
vices form a Longhorn volume. Each replica should be placed on a different node or
on different disks. After the Longhorn Engine is created by the Longhorn Manager, it
connects to the replicas. The Engine exposes a block device on the same node where

the Pod is running.

2.4.5 Longhorn Volumes naming

Longhorn Volumes can be either statically or dynamically created. [42]

o When created statically (through Longhorn UI), the user can define a name of
their choice. To be able to attach the volume to a Kubernetes pod and use it, the
user also needs to create a PV for the created Longhorn Volume and also create a
PVC that requests storage from this PV. The manifests for these resources can be

like the following:

apiVersion
kind
metadata
name
spec
capacity

storage
accessModes

- ReadWriteOnce
persistentVolumeReclaimPolicy
storageClassName
csi

—
OO O U W~

——
DO —
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13 driver
14 volumeHandle

apiVersion
kind
metadata
name
spec
accessModes
- ReadWriteOnce
resources
requests
storage
storageClassName

— OO WU W —

—

« When the Volume is provisioned dynamically with the creation of a PVC, the CSI
provisioner will generate a name for the provisioned PV. This name will consist
of a standard prefix (which has the value ”pvc” by default) and a UUID. The user
can alter this prefix by adding the -volume-name-prefix command line argu-
ment during the deployment of the provisioner. The length of the prefix can also
be altered using the -volume-name-uuid-length command line argument. The
default behavior is to not truncate the UUID (128-bits or 36 characters including
4 dashes). The Longhorn Manager also uses the name that the CSI provisioner

generates and assigns to the PV for the creation of the Longhorn Volume. [43]

2.4.6 The Longhorn Ul

Longhorn provides the user with a Ul so that they can perform all necessary actions.

These actions include managing volumes, snapshots, backups, nodes and disks. Ad-

ditionally, the user can monitor the state of Longhorn and get information regarding

all Longhorn resources. The UI interacts with the Longhorn Manager through the

Longhorn API, and acts as a complement of Kubernetes.

2.5 MinlO

MinlIO is a high-performance object storage system. It is Kubernetes-native and can

be used to provide data management solutions in applications utilizing Kubernetes. It

is fully compatible with Amazon S3, therefore it can serve as a free and open source

alternative for development and testing environments. It comes in various versions,

including deployment options for Kubernetes, Docker, Linux, MacOS and Windows.

MinlO can be deployed either in a standalone or a distributed configuration. [14]
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MinlIO offers multiple features, some of which are erasure coding, bitrot protection and

encryption.

Erasure Coding

Erasure Coding is a feature that provides data redundancy and availability. MinIO uses
Reed-Solomon code to stripe objects into data and parity blocks, and the user can con-

figure the redundancy levels based on their use case.

e
' Data shard

[ ERASURE SET |
ﬂ Parity shard

NCllDE NCiDE NGiDE NCIlDE

GO0 00000000 B000 0
DO0ODODOBEEEBEEAD
Figure 2.9: Erasure coding example with an erasure set of 16 drives. This can support

parity between EC:0 and 1/2 the erasure set drives, or EC:8. [44]

The maximum parity that the user can set is N/2, where N equals the number of the
available drives in our setup. Using Erasure Coding, MinlIO can ensure uninterrupted

read and write operations with only ((N/2)+1) operational drives in the deployment.

When writing data, MinIO partitions the object into data and parity shards. The parity
that the user can set, determines how many parity shards MinIO will generate. The

formula on which this process is based is the following:

N (ERASURE SET SIZE) = K (DATA) + M (PARITY)

The maximum parity value is N/2 (or 1/2 of the Erasure Set size).
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Bitrot Protection

In case the data in a drive is corrupted for any reason (for example aging drives, cur-
rent spikes or driver errors), MinlO provides with the Bitrot Protection feature, which
ensures that it doesn’t read corrupted data from the drives. This is achieved using a
custom implementation of the HighwayHash algorithm, an algorithm introduced by
Google that provides us with low latency even for small inputs. [45] MinIO computes a
hash on a read operation and verifies it on a write operation of the application, across the
network and to the memory/drive. The primary focus of this implementation is speed

and can achieve hashing speeds over 10 GB/sec on a single core on Intel CPUs. [46]

Encryption

MinlO uses encryption on two levels: when it is transmitted over the network and when

it is stored on drives. [47]

In the first case, MinlO ensures the confidentiality of data when it is sent between exter-
nal applications and MinlO, as well as between nodes within the MinIO cluster. For this

cause, it supports Transport Layer Security (TLS) v1.2+ to encrypt all network traffic.

In the second case, MinIO uses authenticated encryption with associated data (AEAD)
to maintain the confidentiality and authenticity of data. AEAD encrypts and authenti-
cates plain text data to produce ciphertext and an authentication code. If an unautho-
rized access were to corrupt the data, even something as small as changing a single bit,
the decryption and verification routine would detect the modification using the authen-

tication code.

MinlO AEAD encryption supports protocols such as AES-256-GCM and ChaCha20-
Poly1305 to secure object data and users can enable automatic bucket-level encryption

to en/decrypt objects as they are written to or read from object storage.

MinlO Architecture

MinIO can be deployed in two ways: Standalone and Distributed. Standalone MinIO
can be installed on a single server with either one drive (Single-Node Single-Drive -

SNSD) or multiple drives (Single-Node Multi-Drive - SNMD). SNSD configuration
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is only suitable for early development and evaluation, as it uses a zero-parity erasure
coded backend that provides no added reliability or availability beyond what the un-
derlying storage volume implements. SNMD deployments provide drive-level reliability
and failover/recovery with performance and scaling limitations imposed by the single
node. Finally, the distributed topology (Multi-Node Multi-Drive - MNMD) provides
a enterprise-grade performance, availability, and scalability and are the recommended
topology for all production workloads. For a distributed deployment, at least 4 MinIO

hosts with homogeneous storage and compute resources are necessary. [48]

COMPUTE COMPUTE COMPUTE COMPUTE
MEMORY MEMORY MEMORY MEMORY
NETWORK NETWORK NETWORK NETWORK
STORAGE STORAGE STORAGE STORAGE
FAIFIC SERVER 1 PRIy SERVER 2 FAlrIC SERVER 3 Al SERVER 4

MIMNIO OBJECT STORAGE

Figure 2.10: MinIO distributed storage.

2.6 Velero

Velero is an open source tool that allows users to back up and restore their Kubernetes
cluster resources and persistent volumes. [15] It consists of a server that runs on the

cluster and a command-line client that runs locally.

Backup Sequence

Velero is based on Custom Resource Definitions (CRDs) for its operations (Backup,
Restore etc). It follows the controller pattern, as its modules contain controllers which
monitor the state of the resources and then act. [49] In Figure 2.11 we can see how this

works when creating a backup.

1. [Velero client] Make a call to the Kubernetes API server to create a Backup object.

2. [BackupController] Notice the new Backup object and performs validation.
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Figure 2.11: Velero backup process. [50]

3. [BackupController] Begin the backup process. It collects the data to back up by

querying the API server for resources.

4. [BackupController] Make a call to the object storage service - for example, AWS
S3 - to upload the backup file.

Restore Sequence

In Figure 2.12, we can see the restore sequence.

Kubernetes
create custom API
resource
(3)

(4) restore Restore Controller

Figure 2.12: Velero restore process. [50]

Cloud Provider

h 4

fetch

1. [Velero client] Make a call to the Kubernetes API server to create a Restore object.
2. [RestoreController] Notice the new Restore object and performs validation.

3. [RestoreController] Fetch the backup information from the object storage ser-

vice. It then runs some preprocessing on the backed up resources to make sure
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the resources will work on the new cluster. For example, using the backed-up

API versions to verify that the restore resource will work on the target cluster.

4. [RestoreController] Start the restore process, restoring each eligible resource one

at a time.

Velero Plugins Mechanism

Velero uses a plugin system to interact with multiple storage systems. Users can add
their own plugins to implement their own custom functionality to Velero backups &
restores without having to modify/recompile the core Velero binary. Users can create
their image which contains any extra functionalities and this image is deployed as an
init container for the Velero server pod and copies the binary into a shared emptyDir

volume for the Velero server to access.

Plugins can be of one of the following types:

« Object Store: Persists and retrieves backups, backup logs and restore logs.

 Volume Snapshotter: Creates volume snapshots (during backup) and restores vol-

umes from snapshots (during restore).

 Backup Item Action: Executes arbitrary logic for individual items prior to storing

them in a backup file.

« Restore Item Action: Executes arbitrary logic for individual items prior to restor-

ing them into a cluster.

o Delete Item Action: Executes arbitrary logic based on individual items within a

backup prior to deleting the backup.

A plugin can serve more than one of these roles at the same time. It is necessary to
specify at least one plugin at installation time, which needs to be of Object Store or Vol-
umeSnapshotter type or a plugin that contains both. This can be specified with the use
of the -plugins flag. When no Backup Storage Location or Volume Snapshot Location

is specified, this flag is optional.

Velero offers plugins for the following storage systems.
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Storage Provider Type Notes
. Object Storage
Amazon Web Services (AWS) VolumeSnapshotter Supported by Velero team
Object Storage
Google Cloud Platform (GCP) VolumeSnapshotter Supported by Velero team
: Object Storage
Microsoft Azure VolumeSnapshotter Supported by Velero team
VMware vSphere VolumeSnapshotter | Supported by Velero team
. Object Storage
Alibaba Cloud VolumeSnapshotter
. Object Storage
DigitalOcean VolumeSnapshotter
HPE Storage VolumeSnapshotter
openEBS VolumeSnapshotter
. BackupltemAction
OpenShift RestoreltemAction
Portworx VolumeSnapshotter
Storj ObjectStorage
Container Storage Interface (CSI) | VolumeSnapshotter | Supported by Velero team
Object Storage
OpenStack VolumeSnapshotter

2.7 System Architecture

The above tools were all used to set up a testing workspace. The complete architecture
of the system and how they integrate with each other, can be seen in the diagram below.
First of all, the system is set up on a personal on premises computer (the "Host Com-
puter”). This computer has VirtualBox installed, and three VirtualBox VMs have been
deployed: two for the K3S nodes and one for MinIO.

o VirtualBox VM #1: It is used as the host for the Master K3S node (or as called in
K3S, the "Server Node”). This means that it includes all the resources necessary
for the Control Plane of Kubernetes, the dedicated Longhorn resources and the

resources needed for Velero.

o VirtualBox VM #2: It hosts any resources responsible for the participation in the

cluster (e.g. kubelet, kube-proxy) and all Longhorn and Velero resources.

o VirtualBox VM #3: It hosts the Standalone MinlIO Server.
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Design

The process of creating a backup in a Kubernetes environment which utilizes Longhorn
volumes using Velero can take multiple forms. In this chapter, we are going to examine

the various available options, based on the defining characteristics of each.

3.1 Different Backup Types

Velero lets us backup clusters, including any volumes attached to the pods. When using
the above architecture, there are three mechanisms that Velero utilizes to maintain the

state of volumes.

o CSI Snapshot
« File System Backup

« CSI Snapshot Data Movement

In the following subsections, we will examine how each method works internally and

how we can implement it and incorporate it into our cluster.

3.1.1 CSI Snapshot

CSI Snapshot utilizes the support of CSI (Container Storage Interface) in Velero. As

mentioned in Chapter 2, Longhorn also utilizes CSI. Longhorn’s CSI plugin allows us to
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take snapshots of our volumes, and these snapshots can be either Longhorn Snapshots,

Longhorn Backups and Longhorn Backing Images.

How Longhorn Snapshots work

A Longhorn Snapshot is a point-in-time copy of a volume in the Longhorn distributed
block storage system. Longhorn Snapshots are incremental, which means that after the
initial snapshot that the user creates, all subsequent snapshots only record the changes
-e.g. the different blocks, since Longhorn operates on block level- made to the volume

since the last snapshot, thus creating a chain of snapshots.

Snapshots are stored locally in each node, as a part of each replica of a volume, as
replicas are essentially a chain of Longhorn Snapshots. They are stored on the disk of
the nodes within the Kubernetes cluster in the same location as the volume data on
the hosts physical disk. The path where the snapshot data is stored in each node is
/var/lib/longhorn/replicas. [51]

Each Longhorn Snapshot is represented internally by two files. For example, for a vol-
ume called pvc-<pvc_uuid> and the snapshot called snapshot-<snapshot_uuid> we will
have two files:

o volume-snap-snapshot-<snapshot_uuid>.img

o volume-snap-snapshot-<snapshot_uuid>.img.meta

The .img file contains the volume data, while the .img.meta file is a JSON file which

contains the metadata of the snapshot.

{

: ”<Name of the Snapshot>”,
: ”<Parent Snapshot>”,
: ”<Marked for Removal - true or false>”,
: ”<Created by the User - true or false>”,
: ”<Time and Date>”,
: ”null”

Longhorn Snapshots are involved when reading from a Longhorn Volume. When data

is read from a replica of a volume, Longhorn first checks the live data. If the data isn’t

there, it searches through snapshots, starting with the latest and moving to older ones
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Figure 3.1: The contents of a Longhorn Snapshot

until the data is found. Since snapshots are incremental, the differencing disk chain (also
called a chain of snapshots) can get quite long. To improve read performance, Longhorn
maintains a read index that records which differencing disk holds valid data for each 4K

block of storage. [52]

Longhorn Snapshots are immutable. This means that the user cannot modify the files
of this snapshot after their creation. If additional changes need to be captured, a new

snapshot must be made.

The only case in which the files of an existing snapshot can be changed, is if the previous

snapshot is deleted by the user. In this case, Longhorn merges the changes it holds with

the next most recent one in the snapshot files. The user won't notice any difference in
the remaining snapshots, except for a possible change in the size of the next snapshot,

depending on the deleted one’s contents.

Any new data that the user writes to the volume, is written to the live version, which

acts as a snapshot of the latest changes compared to the previous snapshot.
To make the Longhorn Snapshots function clearer, consider the following example:

The smallest Longhorn Volume that the user can create is of size 10MB. To examine this
condition we can create a pod using a Longhorn Volume of this size and its correspond-

ing PVC.

#tsmall-volume-example.yaml
apiVersion
kind
metadata
name
namespace
spec
containers
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- name
image
command
securityContext
privileged
volumeMounts
- name
mountPath
volumes
- name
persistentVolumeClaim
claimName
apiVersion
kind
metadata
name
spec
accessModes
- ReadWriteOnce
resources
requests
storage
storageClassName

Notice that the pod need to run in privileged mode, so that we can access the volume.

We create the resources using kubectl apply -f small-volume-example.yaml, and
thus create the pod and the PVC. This way, the a Longhorn Volume of size 10MiB gets

dynamically provisioned. We can see that the block size in the filesystem we use is 4KiB.

root@testpod:/# df -h
Filesystem Size Used Avail Use% Mounted on

)Aévllonghorn/<pvc-uuid> 5.4M 24K 5.2M 1% /mnt/longhorn
}66t@testpod:/# dumpe2fs /dev/longhorn/pvc-<pvc-uuid>

éiéck count: 2560
Block size: 4096

So, this Longhorn Volume consists of 2560 blocks, each of 4096 bytes (4KB). In Figure
3.2, we can see a depiction of this volume. Since the volume is new and no blocks have

been written by the user, they appear empty.

As mentioned above, each replica consists of a chain of snapshots, the last of which is
the volume’s live state. In our case we have just created the volume and don't have any
snapshots, so the live version is the only thing we can see inside the replica’s directory.

We can find this directory at the /var/1ib/longhorn/replicas directory of the node.

user@k-master:/var/lib/longhorn/replicas$ sudo 1ls -la pvc-<pvc-uuid>

total 4868

drwx------ 2 root root 4096 Sep 24 10:41 .

drwxr-xr-x 7 root root 4096 Sep 24 10:41 ..

SPW------- 1 root root 4096 Sep 24 10:42 revision.counter
-rw-r--r-- 1 root root 10485760 Sep 24 10:42 volume-head-000.img
-rw-r--r-- 1 root root 126 Sep 24 10:41 volume-head-000.img.meta
-rw-r--r-- 1 root root 140 Sep 24 10:41 volume.meta

Notice that the file volume-head-000.img is the snapshot that holds the live state of
the volume and its logical size is 10MB. However, if we try to find the actual size of the

snapshot, we can see that it differs significantly.

user@k-master:/var/lib/longhorn/replicas$ sudo du --block-size 1 \
> pvc-<pvc-uuid>/volume-head-000.img
4964352 pvc-<pvc-uuid>/volume-head-000.1img
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Figure 3.2: A depiction of the new Longhorn Volume.

According to the above, this snapshot is only 4964352 bytes or 4.73 MB. This happens
because Longhorn replicas (and consequently snapshots) are built using Linux sparse

files, which support thin provisioning.

If we try to write anything inside this volume, we will notice the actual size of the live

version increase in size.

root@testpod:/mnt/longhorn# > testfile
root@testpod:/mnt/longhorn# du -s -B 1 testfile
4096 testfile

L.J;ér‘@k-master‘:/var/lib/longhor‘n/replicas$ sudo du --block-size 1 \
> pvc-<pvc-uuid>/volume-head-000.img
4968448 pvc-<pvc-uuid>/volume-head-000.img

Since we have now written to the volume, some blocks have been altered in Figure 3.3.

These blocks are colored in the figure.

Now, if we take a snapshot of this volume using Longhorn UI, we will notice that a new
snapshot has been created in /var/1ib/longhorn/replicas/pvc-<pvc-uuid>. This
snapshot has the same logical size as the previous live version, but now the live version
has been reset and has zero size. Note also, that the live version now has a new name

(volume-head-001.img).

1| user@k-master:/var/lib/longhorn/replicas$ sudo 1ls -la pvc-<pvc-uuid>/
2| total 4876

3| drwx------ 2 root root 4096 Sep 24 11:32 .

4| drwxr-xr-x 7 root root 4096 Sep 24 10:41 ..
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“PW------- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root

Figure 3.3:
root 4096
root 10485760
root 178
root 192
root 10485760
root 125

Block No.

2559

volume-head-000.img

Live Data

The Longhorn Volume after writing data to it.

Sep
Sep
Sep
Sep
Sep
Sep

24
24
24
24
24
24

11:
11:
11:
11:
11:
11:

user@k-master:/var/lib/longhorn/replicas$
pvc-<pvc-uuid>/volume-head-001.img

2] pvc-<pvc-uuid>/volume-head-001.img

26
32
32
32
26
32

revision.counter
volume-head-001.img
volume-head-001.img.meta
volume.meta
volume-snap-<snap-uuid>.img
volume-snap-<snap-uuid>.img.meta

sudo du -s --block-size 1 \

user@k-master:/var/lib/longhorn/replicas$ sudo du -s --block-size 1 \

pvc-<pvc-uuid>/volume-snap-<snap-uuid>.img

4968448 pvc-<pvc-uuid>/volume-snap-<snap-uuid>.img

What has essentially happened, is that we kept the running live version as a snapshot

and moved a pointer that points to the live data, to a new empty snapshot and held the

previous live version as the snapshot. This process can be seen in Figure 3.4.
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Block No. Block No.
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Live Data Live Data

Figure 3.4: The process of creating a new Longhorn Snapshot

After creating some snapshots, the information that the volume contains is now shared
among various snapshots. In case we want to read from the volume, we need to be able
to find where the information we are looking for lies, without needing to start examining
each version of the chain. This is why we maintain a "Read Index” array which we fill
lazily each time there is a "Read” operation. The index resets for each block every time
there is a ”Write” operation on that block, after which it points to the live data. Note
that, we only maintain information on the source of the latest information of each block
and not the history of the index (i.e. which version the index previously pointed to).

This process is depicted in Figure 3.5.
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Figure 3.5: The function of the read index.

The read index is kept in memory and consumes one byte for each 4K block. The fact
that the read index is byte-sized means that we can take a maximum of 254 snapshots for
each volume. The read index consumes a certain amount of in-memory data structure
for each replica. A 1 TB volume, for example, consumes 256 MB of in-memory read

index. [53]

As mentioned above, Longhorn Snapshots are immutable, so they the user can’t modify
them. However, if the user deletes a snapshot that also has a subsequent one Longhorn
will modify the next snapshot to merge the changes. For example, suppose that we have

the following snapshots.

user@k-master:/var/lib/longhorn/replicas$ sudo 1ls -la pvc-<pvc-uuid>

total 5008

drwx------ 2 root root 4096 Sep 24 12:46 .

drwxr-xr-x 7 root root 4096 Sep 24 10:41 ..

SPW------- 1 root root 4096 Sep 24 12:46 revision.counter

-rw-r--r-- 1 root root 10485760 Sep 24 12:46 volume-head-003.img

-rw-r--r-- 1 root root 178 Sep 24 12:46 volume-head-003.img.meta
-rw-r--r-- 1 root root 192 Sep 24 12:46 volume.meta

-rw-r--r-- 1 root root 10485760 Sep 24 12:45 volume-snap-<snap-uuidl>.img
-rw-r--r-- 1 root root 177 Sep 24 12:45 volume-snap-<snap-uuidl>.img.meta
-rw-r--r-- 1 root root 10485760 Sep 24 12:46 volume-snap-<snap-uuid2>.img
-rw-r--r-- 1 root root 177 Sep 24 12:46 volume-snap-<snap-uuid2>.img.meta
-rw-r--r-- 1 root root 10485760 Sep 24 11:26 volume-snap-<snap-uuid@>.img
-rw-r--r-- 1 root root 125 Sep 24 11:32 volume-snap-<snap-uuid@>.img.meta

user@k-master:/var/lib/longhorn/replicas$ sudo du -sh \
> pvc-<pvc-uuid>/volume-snap-<snap-uuidl>.img

68K pvc-<pvc-uuid>/volume-snap-<snap-uuidl>.img
user@k-master:/var/lib/longhorn/replicas$ sudo du -sh \
> pvc-<pvc-uuid>/volume-snap-<snap-uuid2>.img

56K pvc-<pvc-uuid>/volume-snap-<snap-uuid2>.img

If we delete the snapshot called <snap-uuid1> through LonghornUI, we can notice that

snapshot <snap-uuid2> has changed size.

user@k-master:/var/lib/longhorn/replicas$ sudo du -sh \
> pvc-<pvc-uuid>/volume-snap-<snap-uuid2>.img
100K pvc-<pvc-uuid>/volume-snap-<snap-uuid2>.img
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This process can also be seen in Figure 3.6.

Before Deletion

= =D o

volume-snap-
<snap-uuid2= img

volume-snap-

volume-head-x.img <snap-uuid(=_img

1

Live Data

After Deletion

= =D 3

volume-head-x.img volume-snap- volume-snap-
’ =snap-uuid2=*.img <snap-uuid= img
modified

1

Live Data

Figure 3.6: The process of deleting an existing Longhorn Snapshot
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How Longhorn Backups work

A backup is an alternative way that Longhorn uses to hold the state of a volume. The ba-
sic difference of Longhorn Backup concept compared to Longhorn Snapshot is that the

Backup is stored remotely outside of the cluster. [54] This is very useful, as they pro-

vide a form of secondary storage so that even if the cluster becomes unavailable, our
data can still be retrieved. In Longhorn terms, the place where the backup is stored is
called the Backupstore. This can be an NFS or S3 compatible object store external to
the Kubernetes cluster. A Backup Target is the endpoint used to access a backupstore in

Longhorn. [55] The user can create a Longhorn Backup through Longhorn UL

When the user first creates a Longhorn Backup for a Longhorn Volume, Longhorn cre-
ates a Backup Volume. This is the backup that maps to one original volume, and it is
located in the backupstore. The Backup Volume will contain multiple backups for the

same volume.

A Longhorn Backup is created using one snapshot as a source, so that it reflects the state
of the volume’s data at the time that the snapshot was created. It can be thought of as
a flattened version of a chain of snapshots. This means that when we take a backup of
a volume, then only the latest version of each block it has will be kept, regardless of
in which snapshot it can be found. Any block in the chain of snapshots that has been

overwritten by a later snapshot will be lost for this specific backup.

An example of this process can be seen in Figure 3.7. Here we can see a chain of snap-
shots on the right side of the figure, and the Backupstore on the left side of the page.
Colored blocks denote changed blocks compared to the previous snapshot. In the Back-
upstore, we have two backups: backup-of-snap-2 and backup-of-snap-3. We can see
that the blocks that we have backed up are present in the Backupstore and each backup

maintains an array, where offsets are matched to blocks.
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Figure 3.7: How Longhorn Backups maintain differences from the previous one. [56]

A Backup in the Backupstore is represented in the following way:

L— backupstore

L— volumes

— 29

| L— de
L— pvc-<pvc-uuid>

— backups
|  — backup_backup-<backup-id>.cfg

— blocks
Y

| L—de

| L— <block-checksum@>.blk

| L— 18

| L— <block-checksuml>.blk

| L a3

| L— <block-checksum2>.blk

L— 27
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Note that in the directory tree, there is a directory for each Backup Volume (in this case,

29/de/ pvc-<pvc-uuid>). This directory contains the following items:

« A directory called backups, which contains the metadata files for all the Backups
of the Backup Volume.

o A directory called blocks, which contains all the blocks that are maintained in

this Backup.

o A file called volume.cfg, which contains the metadata for the Backup Volume.

An example of the backup_backup-<backup-id>. cfg file would be the following:

{

: ”backup-<backup-id>”,
¢ ¥pvc-<pvc-uuid>”,
: ”<snapshot-uuid>”,
1 ”<datetime_snapshot_created>”,
1 ”<datetime_backup_created>”,

: ”<size_in_bytes>”,

R
HEE (P e
L (),
. oo
}s
: ”<true-or-false>”,
: ?1z4”,
H
+s
o
{
e)
: ”<block-checksume>”
}s
{
1 2097152,
: ”<block-checksuml>”
}s
{
: 4194304,
: ”<block-checksum2>”
1,
{
: 8388608,
: ”<block-checksum3>”
}
1,
R
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As we can see, the Backup metadata file contains information on names, datetimes, in-
formation on whether the backup is incremental or not (false for initial backups, true
for all subsequent) and compression method. It also contains a map on which blocks
are present in this volume and at which offset. These blocks can be found inside the

blocks directory.

The volume. cfg file looks like the following:

{
: ”pvc-<pvc-uuid>”,
: ¥<size-in-bytes>”,
i o
S
Dy,
. oo
}s
: ”<volume-created-datetime>”,
¢ ”backup-<backup-id>”,
: ”<last-backup-datetime>”,

: ”<number-of-blocks>”,

. 2
. >

. 2

. B

: ”1z4”,

. 2
. >

. vyl

Among the other information of the Backup Volume, in this file we can see the number
of blocks that are present. This number of blocks can be shared across various backups,

providing deduplication.

A Longhorn backup is essentially a configuration file that maps specific blocks to their
offsets. These blocks are stored in the Backupstore for the volume, and with each new

backup, any new blocks are added to the store.

Backups take advantage of the fact that each snapshot is a differencing file and only
stores the changes in blocks from the last snapshot. This allows each new backup to
also function incrementally, by only adding the changed blocks in the backupstore. For
example, if there has been no change since the last backup, the new backup will take 0

bytes of space, although it essentially can be used to restore to the full data of the volume.

While snapshots can be hundreds of gigabytes -depending on the number of updated
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data they contain compared to the previous snapshot-, each Longhorn Backup is made
of files that are 2MB in size. To maintain the optimum balance between the number of
files stored for each backup and the size of each file, Longhorn performs its operations
using 2MB blocks. This way, if any of the 4K blocks in a 2MB boundary is changed,
Longhorn will overwrite the entire 2MB block. This process is depicted in Figure 3.8.

In this Figure, we can see on the left side the initial backup of a volume. Each square is a
4kB block and a column of 4kB blocks (which share the same color), will be stored after
the backup in the Backupstore as 2MB blocks. When a block changes (for example, the
B1k1 of the A -or white- row), in a subsequent backup Longhorn will backup the whole

“column” of blocks, resulting in a new version (A1) of 2MB.

BackupO Backup1
B0 | BIk0 | BIkO | BikO | BIKD BIk0 | BIk0 | BIKO | Eik0 | Elko
Bik1 | Blk1 | BIk1 | Bik1 | Blki Changed Biki | Blk1 | Blk1 | Bik1
4K block
Volume Volume
BIk499|BIk490 Elk499|BIk490 Elk499 BIk409 [Blk499|BIk499|BIk498 Blkas0
2ME | 2MB | 2mE | 2vE | 2mB 2MB | 2MB | 2MB | 2ME
Backupstore | Block | Block | Block | Block | Block Backupstore Block | Block | Block | Block
A0 | BO | co | DO | EO B0 | co | oo | Eo
The whole
2ME block
changes

Figure 3.8: How Longhorn Backups maintain differences from the previous one.

Note that when a backup is deleted from the secondary storage, Longhorn does not delete

all the blocks that it uses. Instead, it performs a garbage collection periodically to clean

up unused blocks from secondary storage.
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What the Longhorn Backing Image is

A QCOW2 or RAW image can be set as the backing/base image of a Longhorn volume,
which allows Longhorn to be integrated with a VM. [57] We can get a backing image

using the following sources:

Download a backing image file (using a URL).

Upload a file from our local machine. This option is available to Longhorn UI

users.

Export an existing in-cluster volume as a backing image.

Restore a backing image from the backupstore.

When we try to back up the backing image of an existing Longhorn Volume, we need

to have the Backup Target set, as the backup will live in the backupstore.

The use of checksums in Backing Images

Longhorn uses the checksum during restore, to validate the restored file. [58] The check-
sum of a backing image is the SHA512 checksum of the entire backing image file, not
just its actual content. This means that when Longhorn computes the checksum of a
qcow? file, it treats the file as a raw file instead of using the qcow library to read the
accurate content. In other words, users will always obtain the correct checksum by
running shasum -a 512 <the file path>, regardless of the file format. The user should
provide the expected SHA-512 checksum when creating a backing image based on the
above. If there are issues during the preparation of the initial file, resulting in an incor-
rect checksum, Longhorn will treat the checksum of the produced file as the valid one.

Consequently, this could lead to the backing image being unavailable. [59]

CSI Snapshot Detailed Sequence

The implementation of Velero CSI Support enables Velero to back up and restore CSI-
backed volumes using the Kubernetes CSI Snapshot APIs, which is a Kubernetes API

that provides the ability to take a snapshot of a persistent volume to protect against data
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Figure 3.9: The sequence of a Velero CSI snapshot.

loss or data corruption. The procedure involves a collection of BackupltemAction plu-
gins instead of relying on the Velero VolumeSnapshotter plugin interface. The detailed

procedure is described in Figure 3.9.

1. [User] Request for a Backup.
Using Velero cli: velero backup create test-backup

2. [PVCBackupAction plugin] Notice a PersistentVolumeClaim pointing to a Per-
sistentVolume backed by a CSI Driver (Driver Name: ABC).

3. [PVCBackupAction plugin] Select the VolumeSnapshotClass with the following

characteristics:
o Has the same driver ABC’ name as the driver name of the PV.
« Has the label velero.io/csi-volumesnapshot-class set to true.

4. [PVCBackupAction plugin] Create a CSI VolumeSnapshot object with the Per-
sistentVolumeClaim as a source.

5. [CSI external-snapshotter controller] See the VolumeSnapshot.

6. [CSI external-snapshotter controller] Create a VolumeSnapshotContent object,
a cluster scoped resource that will point to the actual, disk-based snapshot in the
storage system.

7. [CSI driver] See the newly created VolumeSnapshotContent resource.

8. [CSI driver] Call the storage system’s APIs to generate the snapshot.

100



00 IO\ Ul W WO N —

00 IO\ Ul W WD =

9. [Storage system’s API] Generate the snapshot.
10. [Storage system’s API] When the snapshot is completed, generate an ID and
marks the snapshot as usable for restore.
11. [CSI external-snapshotter controller] Update the VolumeSnapshotContent ob-
ject with a

status.snapshotHandle and sets the status.readyToUse field.

Using a VolumeSnapshotClass to create Longhorn CSI Snapshots

As shown above, the defined VolumeSnapshotClass is a major part of the CSI Snapshot
procedure through Velero. Except for the fields described in section 2.2.4, the Longhorn
specific parameters in the VolumeSnapshotClass are type and export-type. These param-
eters are necessary to create Longhorn CSI Snapshots depending on the use case. The
type parameter can have 3 values, depending on our selection: snap, bak or bi. These
parameters correspond to Longhorn Snapshot, Longhorn Backup and Longhorn Backing
Image, depending on the type of the backup technique we want to use. The export-type
parameter is only used if we have selected bi as our type. It can be either raw (default
value) or gcow2, depending on the type of the backing/base image of the Longhorn vol-

ume we want to create.

VolumeSnapshotClass for CSI VolumeSnapshot Associated With Longhorn Snapshot

kind
apiVersion
metadata

name

driver
deletionPolicy
parameters
type

VolumeSnapshotClass for CSI VolumeSnapshot Associated With Longhorn Backup

kind
apiversion
metadata

name

driver
deletionPolicy
parameters
type
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VolumeSnapshotClass for CSI VolumeSnapshot Associated With Longhorn

BackingImage

kind
apiVersion
metadata

name

driver
deletionPolicy
parameters
type
export-type

Since in our architecture we are using Longhorn as the default cloud-native distributed
block storage and Longhorn is managed in Kubernetes via a CSI Plugin [60], we can use
Velero to manage all Longhorn Volumes and create Snapshots / Backups for them. This
means that the CSI Plugin allows us to create, restore and delete backups programmat-

ically. [61]

Longhorn provides us with the ability to select between the three types of backup so-
lutions described above: Longhorn Snapshot, Longhorn Backup or Longhorn Backing

Image. All of these are represented by Custom Resource Definitions in Longhorn.

3.1.2 File System Backup

Velero has a mechanism implemented for backing up and restoring Kubernetes vol-
umes attached to pods from the file system of the volumes. This is called File System
Backup (FSB) or PodVolumeBackup. The use case of this is to be able to back up vol-
umes that do not have a built-in backing up mechanism. This capability of Velero is

provided by the integration of two open-source backup tools: restic and kopia.

File System Backup comes as an additional solution to the existing method of CSI Snap-
shots, which make use of each storage platform’s CSI driver. Compared to the CSI snap-

shot, FSB has the following pros and cons.

Pros:

o File System Backup can be used to back up and restore almost any type of K8S
volume. So, if there is no plugin available for the storage solution we are using, or
we have Kubernetes volumes of alternative types like EFS, AzureFile, NFS, emp-
tyDir, local, or any other volume type that doesn’t have a native snapshot concept,

we can use the File System Backup.
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« Itisnot constrained to only one storage platform, and thus can be used to store the

backup data to an alternative storage platform (e.g. a durable storage solution).

Cons:

« The backup operation is performed on the live file system while it is active, so
objects selected for the backup job can be backed up at different points in time
and some of the data may diverge over the course of the backup. This means that

it is less consistent than a snapshot approach.

« Velero mounts the live file system on a hostpath directory to perform the File Sys-
tem Backup, so Velero Node Agent pods (that host the necessary components for
FSB) need to run as root user and even under privileged mode in some environ-

ments.

As mentioned above, Velero uses either restic or kopia to perform File System Backup.

Restic Support

Restic is a backup program that can backup up files in many operating systems (Linux,
BSD, Mac, Windows) to many different storage types (including self-hosted and online
services) easily, effectively, securely, verifiably and freely. [62] It was the first of the two
tools that were integrated with Velero to support File System Backup. Velero has inte-
grated the Restic binary directly, so the operations are done by calling directly Restic

commands.

Restic’s Velero integration means that it is used both as a data mover for file system level
data and a backup repository. However, it is considered incomplete and inefficient for

the following reasons:

« Given that some components of File System Backup are also meant to be used in
Velero Data Movement (see below for more info), Velero intends to use repository
capabilities with various data movers. Restic is an inseparable unit made up of a
file system data mover and a repository, therefore the repository capabilities are

only available for Restic file system backup.
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Figure 3.10: The key components of Kopia.

« The backup storage Velero supports through the Restic backup path depends on
the storage Restic supports. As a result, if there is a requirement to introduce

backup storage that Restic doesn’t support, there is no way to make it.

o There is no way to enhance or extend the repository capabilities, because of the
same reason — Restic is an inseparable unit, we cannot insert one or more cus-

tomized layers to make the enhancements and extensions.

Moreover, Restic is reported by various users to have many performance issues on both
the file system data mover side and the repository side. [63] The above reasons led to
the need for the integration of a new backup tool for File System Backup, and that tool

was selected to be Kopia.

Kopia Support

Kopia is an open-source backup/restore tool that allows us to create encrypted snapshots
of our data and save the snapshots to remote or cloud storage of our choice, to network-
attached storage or server, or locally on our machine. [64] Compared to Restic, Kopia’s
architecture divides modules more clearly according to their responsibilities and every
module plays a complete role with clear interfaces. This makes it easier to take individual

modules to Velero without losing critical functionalities.
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Kopia offers the following features: [65]

« Backup files and directories using snapshots. Snapshots are maintained as a set
of historical point-in-time records based on defined policies.

« Control what and how data is saved in snapshots using policies.

« Various options for the location where the snapshot data is saved. Snapshots can
be saved to cloud, network or local storage. Many cloud platforms are supported,
like Amazon S3 (or S3-compatible), Azure Blob Storage, Backblaze B2, Google
Cloud Storage, any remote server or cloud storage that supports WebDAYV, SFTP
and some of the cloud storages supported by Rclone. The user can also self-host
their own Kopia Repository Server.

« Restore snapshots using multiple methods. The user can mount the contents of
a snapshot as a local disk , restore all data to any designated local or network
location or selectively restore individual files.

« End-to-End “zero knowledge’ encryption. All data is encrypted before leaving
the user’s machine. Kopia also encyrpts both the content and names of backed
up files/directories.

« Compression. Several compression methods are supported, including pgzip, s2
and zstd.

« Error correction using Reed-Solomon algorithm.

« Verifying backup validity and consistency. The user can request the verification
of data consistency and validity inside the Kopia Repository in intervals defined
by them.

 Recovering backed up data when there is data loss. Kopia has the ability in some
cases to restore data in case of data loss in the Kopia Repository, unless there the
actual backed up data file is corrupt.

 Regular automatic maintenance of repositories. Kopia runs automatic mainte-
nance that ensures optimal performance and space usage.

« Caching. Kopia maintains a local cache of recently accessed objects making it
possible to quickly browse repository contents without having to download from
the storage location (regardless of whether the storage is cloud, network, or local).

« Both Command Line and graphical user interfaces.

« Optional server mode with API support to centrally manage backups of multiple

machines.
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» Speed. Based on benchmarks kopia is faster than restic. [66]
Velero integrates Kopia modules into Veleros code, mainly the two following modules:

 Kopia Uploader: Velero makes some wrap and isolation around it to create a

generic file system uploader, which is used to backup pod volume data.

+ Kopia Repository: Velero integrates it with Velero's Unified Repository Interface.

It is used to preserve the backup data and manage the backup storage.

The Kopia Uploader is the entity responsible for moving the data to the Kopia Reposi-
tory.

The Kopia Repository is the data structure where Kopia stores its data. [67] It holds all
the tools that are necessary for the features that Kopia offers. The detailed architecture

of the Kopia Repository is depicted in Figure 3.10.

Compressed File %
Block ID

(Pseudo-ranadom Compressed File
Identifier)

Data Block

(<20MB) Data Pack

(20-40MB)

Hazh Encrypt

Y 4

Compressed File

Figure 3.11: The Content-Addressable Block Storage data packs.

« Binary Large Object Storage (BLOB): BLOB storage is the place where the data
is ultimately stored. [68] Kopia can use any storage solution that implements the
Kopia Go storage interface. Many known cloud storage solutions are suitable as

the Kopia Repository, as they provide high availability and data durability.

 Content-Addressable Block Storage (CABS): For Kopia to add some extra features
that BLOB storage won't provide (for example encryption, deduplication), a new
layer has been added. The CABS manages data blocks of small size (<20MB) and
applies a cryptographic hash function (such as SHA2 or BLAKE2S) to them to
produce a pseudo-random identifier (called the Block ID) which is used as the

106



name of the file. This serves as a deduplication technique, as data blocks with
identical content will also have identical names. The data block is then encrypted
(e.g. using AES256-GCM-HMAC-SHA256 or CHACHA20-POLY1305-HMAC-
SHA256) an multiple encrypted data blocks are combined into larger data packs
(20-40MB). Pack files have random names, concealing their contents and struc-

ture.

CABS also maintains an index mapping Block IDs to BLOB file names, offsets
and lengths. In case this mapping is corrupted, a local index is also stored at the

end of each data pack. CABS file names use prefixes to indicate their type:

- p for data packs (e.g., pb4cf8cal79d71478tb8d4b00b79a9a72)

- q for metadata packs (e.g., q7a9939814e8abalfdda2d87965{324d3)

- x for indices (e.g. xn_020db7984bd71c4042cea471a61tbceal)
Content-Addressable Object Storage (CAOS): While small objects can be stored
directly as CABS blocks, larger objects first need to be split into smaller blocks.
Similarly to the Block ID for CABS, the CAOS objects are assigned an Object ID,
which is also content addressable. For smaller objects, these two are identical.
Object IDs can have an optional single-letter prefix: [69]

- k represents directory listing (e.g. kfed1b0498dc54d07cd69{272fb347ca3)

- mrepresents manifest block (e.g. m0bf4da00801bd8c6ectb66ctta67f32c)

- xrepresents indirect JSON content (e.g. xac47{7ce280fdd81f04c670fec2353dc)
When a CAOS object is a data block (e.g. doesn’t have any of the prefixes above)

, it is stored in a p data pack, while a CAOS object with prefixes is stored in a g
metadata pack in the CABS layer.

When dealing with blocks larger than the size of a single CABS block, Kopia com-
bines multiple CABS blocks by using special indirect JSON content. The indirect
content can be addressed by using the I prefix. So, the x prefix that represents
indirect JSON content, combined with the I prefix give the actual content of a

large file object.

Label-Addressable Manifest Storage (LAMS): To make the accessing of storage

objects easier for the user, Kopia uses Label-Addressable storage which is used to
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persist small JSON objects called Manifests (describing snapshots, policies, etc).
[70] These are identified by arbitrary key=value pairs called labels and they are
internally stored as CABS blocks.

File System Backup Architecture in Velero

As mentioned earlier, Restic was the first tool to be utilized by Velero for File System
Backup and Kopia came after it. This demanded a new and more effective design, since
Velero integrates the Restic binary directly, but integrates the Kopia modules in the core
code. To maintain backwards compatibility, there are now two paths for File System
Backup: the (legacy) restic path and the kopia path. [4] The selection of the path used

differs for the backup and restore process.

o For backup, the path used is specified at the installation time of Velero. The
user needs to specify the —~uploader-type flag, which can have two values: ei-
ther restic or kopia. If the flag is not specified, the default value is kopia. The

selected path cannot be changed after installation.

o For restore, the path is decided based on the path used to back up the volume.
The PodVolumeBackup CR (described below) contains an uploaderType value,

which is specified at Backup creation time. This is what determines the path.

For the File System Backup capabilities, Velero has developed three Custom Resources

(CRs) and their associated controllers.

« Backup Repository. This CR represents the Backup Repository which is backed
by either restic or kopia. The Backup Repository Controller is responsible for
interacting with restic or kopia internally. Velero creates one Backup Repository

per namespace.

» PodVolumeBackup. This CR represents a File System Backup of a volume that is
attached to a pod. One instance of the PodVolumeBackup controller runs in each

node of the cluster and that controller is responsible for all the pods in that node.

» PodVolumeRestore. This CR represents a restore from a File System Backup of

a volume that is attached to a pod. Like the PodVolumeBackup controller, each
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node in the cluster runs a controller for this resource (PodVolumeRestore con-

troller).

FSB Detailed Sequence

In Figure 3.12, we can see the sequence followed when creating a new Backup or Restore.

The detailed steps are the following.

1. [User] Request for a Backup/Restore.
Using Velero cli: velero backup create —default-volumes-to-fs-backup test-bckp

2. [Velero pod - Backup/Restore Controller] Notice the new Backup/Restore.

3. [Velero pod - PodVolume BR Manager] Ensure a backup repository exists for
the pod’s namespace. If not, create it.

4. [Velero pod - PodVolume BR Manager] Create a PodVolumeBackup CR per vol-
ume.

5. [Velero pod - PodVolume BR Manager]| Wait for the PodVolumeBackup resource
to complete or fail.

6. [Node Agent pod - PodVolume BR Controller] Notice the new PodVolume CR

and determine the path to be used.

(a) For the Restic path, the Restic Uploader Provider invokes the existing Restic
CLIs.

(b) For the Kopia path, the Kopia Uploader Provider opens the unified repos-
itory for read/write, calls the Kopia Uploader to execute the backup, uses
the Kopia shim as a Kopia repository interface implementation and finally

reads/writes to/from the Kopia Repository.
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Figure 3.12: The File System Backup process sequence. [63]
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For the Node Agent pod and the Kopia Uploader to be able to access the volume
data, it has a hostPath volume mount of the /var/1ib/kubelet/pods path of

the host. We can make sure it exists.

user@k -master:/var/lib$ kubectl get pod node-agent-6fkpm -n velero -o json | jq -r "<«
{ 2 A
: >
s
}
{ {

3

3.1.3 CSI Snapshot Data Movement

CSI Snapshot Data Movement is an alternative way to take backups. Velero has devel-
oped anew design, so that it takes first a CSI Snapshot and then it can access the snapshot
data through a selection of a Data Movers and then back up the data to a backup storage
connected to the Data Movers. [17] CSI Snapshot Data Movement can be useful in the

following cases:

o For on-prem users: Many on-prem storage solutions don’t offer durable snap-
shots. For example, Longhorn Snapshots data resides on the cluster. Using the
CSI Snapshot Data Movement capability, the user can first take a CSI Snapshot

and then move the data to a different/cheaper/more durable storage.

o For public cloud users: The Data Movement solution can be utilized to execute a
multi cloud strategy. The user can take a snapshot using the snapshotting mecha-
nisms of one provider, and then use a Data Mover to move this data to a different
one. This allows Velero to function as the main tool for backup and restore even

in a multi cloud setup.

As mentioned earlier, the File System Backup is also a solution that can be used
to backup up the volume data to a pre-defined backup storage. However, using
the CSI Snapshot Data Mover should always be preferred, as FSB reads data from

the live PV. This makes the snapshot data less consistent.
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The Velero CSI Snapshot Data Movement design supports both a built-in data mover
and custom data movers. The Velero built-in data mover (VBDM) uses tools already in-
tegrated from the File System Backup design: the Kopia Uploader and the Kopia Repos-
itory. So, the VBDM is used to take a snapshot from a PersistentVolume and then
send the snapshot files through the Kopia Uploader to the Kopia Repository. This is
essentially done also with using File System Backup (with either Kopia or Restic as the

provider), but using the Data Mover design:

1. Velero creates a CSI Snapshot of the PersistentVolume using a CSI driver.
Velero Built-in Data Mover creates a volume from the CSI snapshot.

VBDM transfers the data to the BackupStorageLocation using Kopia.

Ll

When the data transfer completes or any error happens, VBDM sets the DataU-
pload CR (a newly introduced CR) to the terminal state, either Completed or
Failed.

Volume Snapshot Data Movement Design

For Velero to implement the new Velero Volume Snapshot Data Movement design, new
CRs and modules needed to be introduced. The two new CRs are called DataUpload
and DataDownload and they act as the protocol between data mover plugins and data

movers.

Regarding the new modules, the Data Mover Plugin (DMP) is a new one, that is re-
sponsible for creating the DataUpload/DataDownload CRs and take the snapshot of
the source volume. This also means that the DMP fully implements the Velero Backup
Item Action/Restore Item Action (BIA/RIA) plugin interfaces, which is the way that the
Velero pod communicates with the plugin. In the context of CSI Snapshot Data Move-

ment, the CSI Plugin incorporates the DMP.

The other module that needed to be added, is the Data Mover itself. The Data Mover can

either be the VBDM or a custom one. The VBDM consists of the following components:

« DataUpload/DataDownload (DU/DD) Controller: it watches for DU/DD CRs

and when needed, it reconciles them and the data path to transfer data.
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« Exposer: it exposes the snapshot/target volume as an endpoint recognizable by

Velero generic data path.

« Velero Generic Data Path (VGDP): the VBDM uses the existing data movement
path from the File System Backup design to write to / read from the Unified
Repository (in this case, the Kopia Repository).

o Uploader: it is the module that reads data from the source and writes to backup
repository for backup; while reads data from backup repository and writes to the

restore target for restore. The VBDM uses the existing Kopia Uploader.

Velero uses the node agent daemonset to host these components.

VBDM Backup Detailed Sequence

In Figure 3.13, the Velero built-in Data Mover sequence is described. The detailed steps

are the following.

1. [Velero pod] Velero delivers the PVC/PV to the corresponding DataMoverPlugin

(here: the CSI Plugin) so that it takes the related actions to back it up.

(a) [DataMover/CSI Plugin] Create a VolumeSnapshot CRin SourceUser names-

pace.

(b) [DataMover/CSI Plugin] Create a DataUpload CR.

2. [VBDM - DataUploadController] Acquire Object Lock (make sure only one in-
stance of DataUpload Controllers handle the CR).

3. [VBDM - DataUploadController] Request the exposer to expose the snapshot to
be locally accessed and then wait until it is exposed.

4. [VBDM - DataUploadController] Release Object Lock.

5. [VBDM - Exposer] Expose the snapshot to the Velero Generic Data Path. For
this, we need to have the following objects in the Velero namespace (visualized in

Figure 3.14):

(a) backupVSC: This is the Volume Snapshot Content object represents the CSI
snapshot
(b) backupVS: This the Volume Snapshot object for BackupVSC in Velero names-

pace
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Figure 3.13: The backup workflow during VBDM. [71]

(c) backupPVC: This is the PVC created from the backupVS in Velero names-
pace. Specifically, backupPVC’s data source points to backupVS

(d) backupPod: This is a pod attaching backupPVC in Velero namespace. As
Kubernetes restriction, the PV is not provisioned until the PVC is attached
to a pod and the pod is scheduled to a node. Therefore, after the backupPod
is running, the backupPV which represents the data of the snapshot will be
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Figure 3.14: The Velero built-in Data Mover resources created. [71]

provisioned
(e) backupPV: This is the PV provisioned as a result of backupPod schedule, it

has the same data of the snapshot

6. [VBDM - DataUploadController] VGDP can now access the snapshot data, so
the controller calls the uploader to start the data backup to the Backup Repository.
7. [VBDM - DataUploadController] After the Backup is complete, the DataUpload
Controller receives the Backup and updates the Repo Snapshot ID on the CR

Status.
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3.2 Restore Process with Velero

Using the Restore feature, the user can use Velero to restore all of the Kubernetes re-
sources and volumes that were included in a previously created backup. Alternatively,
Velero provides the user with the ability to filter the resources that will be restored based
on various parameters, like namespace, resource type and selector labels. There is also
the option to remap the namespace at which the resources belonging to a namespace

belong, restoring them to a new namespace.

Velero will generally not delete any existing resources on the cluster, but the user can
change this behavior using the -existing-resource-policy. The available values are
none, which is the default value and update. Using none, Velero will skip the restoration
of this resource, while using update, Velero will restore the version from the backup and

use this instead of the existing version.

The default order in which Velero will restore the resources is the following: [72]

 Custom Resource Definitions
o Namespaces

« StorageClasses

» VolumeSnapshotClass

+ VolumeSnapshotContents
» VolumeSnapshots

o PersistentVolumes

o PersistentVolumeClaims
 Secrets

» ConfigMaps

« ServiceAccounts

« LimitRanges

 Pods

« ReplicaSets

o Clusters

e ClusterResourceSets

If the user wants, they can edit this order using the -restore-resource-priorities

flag.
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3.2.1

Detailed Restore Process

The detailed steps Velero follows during a restore process are the following:

1.

6.

[Velero Client] Make a call to the Kubernetes API server to create a Restore ob-
ject.

[RestoreController] Notice the new Restore object and perform validation.
[RestoreController] Fetch the backup information from the object storage ser-
vice.

[RestoreController] Extract the tarball of backup cluster resources to the /tmp
folder and performs some pre-processing on the resources. The preprocessing
includes sorting the resources to the used restore order, discover the resources
by their Kubernetes Group Version Resource (GVR), apply any configured re-
source filters and verify the target namespace (if the user has configured the -
namespace-mappings name option).

[RestoreController] Begin restoring the eligible resources one at a time. Depend-
ing on the resource being restored, the RestoreController will need to apply mod-

ifications.

o If the target namespace does not exist, it will create it.

o If the resource is a PV, it will rename the PV and remap its namespace -if
needed.

o If the resource is a PVC, it will modify the PVC metadata -if needed.

o If a RestoreltemAction plugin has been configured, the RestoreController
will execute it.

o If the user has enabled namespace remapping, the RestoreController will
update the resource object’s namespace.

o The RestoreController adds a velero.io/backup-name label with the backup
name and a velero.io/restore-name with the restore name to the re-
source. This can help the user easily identify restored resources and which

backup they were restored from.

[RestoreController] Create the restore object on the target cluster. This is the
point where it will restore the PV data with a different process depending on if it

comes from a durable snapshot, File System Backup, or CSI snapshot.
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7. [RestoreController] After the resource creation, the RestoreController might need

to perform some post-processing.

o Iftheresourceisa Pod, the RestoreController will execute any Restore Hooks

and wait for the hook to finish.

o Iftheresourceisa PV restored by File System Backup, the RestoreController

waits for File System Backup’s restore to complete.

« Iftheresource is a Custom Resource Definition, the RestoreController waits

for its availability in the cluster.

If any errors occur after completing these steps, the RestoreController will record the

error in the restore result and proceed with the restoration process.

3.2.2 Persistent Volume Restoration

Depending on the origin of the PersistentVolume, the RestoreController will trigger

a different process at Step 6.

PV backed up by Durable Snapshot

If the snapshot comes from a PV backed from a VolumeSnapshot plugin, the restoration
process also uses the VolumeSnapshot plugin to create the new volume. Velero calls the
plugins’ interface to create a volume from a snapshot. The plugin returns the volume’s
volumelD. This ID is created by storage vendors and will be updated in the PV object
created by Velero, so that the PV object is connected to the volume restored from a

snapshot. [73]

PV backed up by File System Backup

When Velero finds a PersistentVolume that has been backed up by FSB, the following

restore-specific actions take place. [74]

1. [Velero Pod - Restore Controller] Check each existing PodVolumeBackup cus-

tom resource in the cluster to backup from.
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2. [Velero Pod - PodVolume BR Manager] For each PodVolumeBackup found, Velero
ensures a backup repository exists for the pod’s namespace.

3. [Velero Pod - PodVolume BR Manager] Add an init container to the pod, whose
job is to wait for all FSB restores for the pod to complete.

4. [Velero Pod - PodVolume BR Manager] Create the pod, with the added init con-
tainer, by submitting it to the Kubernetes API. Then, the Kubernetes scheduler
schedules this pod to a worker node. If the pod fails to be scheduled for some
reason (i.e. lack of cluster resources), the FSB restore will not be done.

5. [Velero Pod - PodVolume BR Manager] Create a PodVolumeRestore custom re-
source for each volume to be restored in the pod.

6. [Velero Pod - Restore Controller] The main Velero process now waits for each
PodVolumeRestore resource to complete or fail.

7. [Node Agent pod - PodVolume BR Controller] Each PodVolumeRestore is han-
dled by the controller on the appropriate node, which:

« has a hostPath volume mount of /var/lib/kubelet/pods to access the pod
volume data

« waits for the pod to be running the init container

« finds the pod volume’s subdirectory within the above volume

« based on the path selection, Velero invokes restic or kopia for restore

« onsuccess, writes a file into the pod volume, in a .velero subdirectory, whose
name is the UID of the Velero restore that this pod volume restore is for

o updates the status of the custom resource to Completed or Failed

8. [Restored Pod - Init Container]| The init container that was added to the pod
is running a process that waits until it finds a file within each restored volume,
under .velero whose name is the UID of the Velero restore being run.

9. [Restored Pod] Once all such files are found, the init container’s process termi-
nates successfully and the pod moves on to running other init containers/the

main containers.

PV backed up by CSI

When a PersistentVolume has been backed up using the CSI plugin, the restore will
also be handled by the CSI plugin. At PVC restore time, the PVC resource created is
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labeled with the annotation velero.io/volume-snapshot-name that has the name of

the VolumeSnapshot object used for that restore. Velero also adds a DataSource field

to the PVC that points to the VolumeSnapshot used.

CSI Snapshot Data Movement

When finding PVCs that are backed up using CSI Snapshot Data Movement, Velero

follows the above sequence described in Subsection 3.2.1. Additionally, it performs the

following.

10.

[Velero Pod - Restore Controller] When it finds a PVC object, call CSI plugin
through a Restore Item Action.

[CSI plugin] Check the backup information, if data movement was involved, cre-
ate a DataDownload CR and then return to Velero restore.

[Velero Pod - Restore Controller] Continue to restore other resources, including
other PVC objects.

[Velero Pod - Restore Controller]| Periodically query the data movement status
from CSI plugin. On the call, CSI plugin turns to check the phase of the DataD-
ownload CRs.

[Velero Pod - Restore Controller] When all DataDownload CRs come to a ter-
minal state (i.e., Completed, Failed or Cancelled), Velero restore will finish.

[CSI plugin] Expect the same data mover for the backup to handle the DataD-
ownload CR. If no data mover was configured for the backup, Velero built-in data
mover will handle it. If the DataDownload CR does not reach to the terminal state
with in the given time, the DataDownload CR will be cancelled.

[VBDM] Create a volume with the same specification of the source volume.
[VBDM] Wait for Kubernetes to provision the volume. This may take some time
varying from storage providers, but if the provision cannot be finished in a given
time Velero built-in data mover will cancel this DataDownload CR.

[VBDM] After the volume is provisioned, start a data mover pod to transfer the
data from the backup storage according to the backup storage location defined by
users.

[VBDM] When the data transfer completes or any error happens, set the DataD-

ownload CR to the terminal state (either Completed or Failed).
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11. [VBDM] Monitor the cancellation request to the DataDownload CR. Once that
happens, it cancels its ongoing activities, cleans up the intermediate resources and
set the DataDownload CR to Cancelled.

12. [VBDM] Throughout the data transfer, monitor the status of the data mover pod

and deletes it after DataDownload CR is set to the terminal state.
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Figure 3.15: The workflow of restore during VBDM.
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Implementation

In the previous chapters, we discussed the motivation for creating a Longhorn-native
Velero plugin, we laid the foundations of knowledge for the development of this plu-
gin and explained the inner mechanisms of all existing solutions when backing up a
Longhorn volume using Velero. In this chapter, we will explain the implementation

and deployment details of the plugin we created.

4.1 Overview

As mentioned in Chapter 2.6, Velero uses plugins to interact with different storage plat-
forms. These plugins can be of different types, including Object Store, Volume Snap-
shotter, Backup Item Action, Restore Item Action and Delete Item Action. For the pur-
pose of our diploma thesis we focused on the implementation of a Volume Snapshotter

plugin.

4.2 Implementation

4.2.1 Velero Plugin architecture

A plugin for Velero typically follows the directory layout shown below.
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— cODE_oF_coNDUCT.md
— CONTRIBUTING.md
— Dockerfile

|— examples

| L— with-pv.yaml
— go.mod

— go.sum

— hack

| L— build.sh
— inter‘nal
plugln
— backupplugin.go
|— backuppluginv2.go
|— config.go
|— deleteplugin.go
— helpers.go
— objectstoreplugin.go
|— restoreplugin.go
|— restorepluginv2.go
— volumesnapshotterplugin.go

L— amde4
L— velero-plugin-longhorn

|

|

|

|

|

|

|

|

I
l_
— main. go
l_
,_
|

|

|

— README.md
L— tilt-provider.json

Figure 4.1: The directory layout of a Velero plugin.

Aswe can see, thereis amain. go file that registers the plugin and the actual implementa-
tion of the plugin. We can see the contents of such a file in Listing 4.1. In the main func-
tion of this file, we create a new Server resource, define the plugin server’s command-
line flags, register any plugin types we want to add to our plugin and finally run the plu-
gin server. When we run the plugin server, we essentially create a go-plugin, which is
Golang plugin system over RPC [75] created by Hashicorp. In particular for Velero plu-
gins, it communicates over gRPC, and the HTTP2 protocol handles multiplexing. [76]
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main

main() {

framework.NewServer().
RegisterObjectStore( , newObjectStorePlugin).
RegisterVolumeSnapshotter( , &

newNoOpVolumeSnapshotterPlugin).

RegisterRestoreItemAction( , newRestorePlugin).
RegisterRestoreItemActionV2( , newRestorePluginv2).
RegisterBackupItemAction( , newBackupPlugin).
RegisterBackupItemActionV2( , newBackupPluginv2).
Serve()

newBackupPlugin(logger logrus.FieldLogger) ( {}, ) {
plugin.NewBackupPlugin(logger),

newBackupPluginV2(logger logrus.FieldLogger) ( {}, ) {
plugin.NewBackupPluginV2(logger),

newObjectStorePlugin(logger logrus.FieldLogger) ( {}, ) {
plugin.NewFileObjectStore(logger),

newRestorePlugin(logger logrus.FieldLogger) ( {}, ) o
plugin.NewRestorePlugin(logger),

newRestorePluginv2(logger logrus.FieldLogger) ( {}, ) Ao
plugin.NewRestorePluginv2(logger),

newNoOpVolumeSnapshotterPlugin(logger logrus.FieldLogger) ( {}, ) {
plugin.NewNoOpVolumeSnapshotter(logger),

Listing 4.1: The main file of a Velero plugin.

4.2.2 Velero VolumeSnapshotter interface

In this diploma thesis, the aim was to develop a plugin that handles and adds extra steps
to Volume Snapshots. Velero provides us with a VolumeSnapshotter interface for this,
which our plugin needs to implement. This interface defines the operations needed by
Velero to take snapshots of persistent volumes during backup, and to restore persistent

volumes from snapshots during restore. [18]

VolumeSnapshotter {
Init(config [ ] )

CreateVolumeFromSnapshot(snapshotID, volumeType, volumeAZ , lops * ) (volumeID <>
, err

GetVolumeID(pv runtime.Unstructured) ( 5 )
SetVolumeID(pv runtime.Unstructured, volumeID ) (runtime.Unstructured, )
GetVolumeInfo(volumeID, volumeAZ ) ( , ¥ B )

CreateSnapshot(volumeID, volumeAZ , tags [ ] ) (snapshotID , err

DeleteSnapshot(snapshotID )

Listing 4.2: The VolumeSnapshotter interface.
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Each operation need to be implemented by a function and the job they perform is de-

scribed below.

 Init prepares the VolumeSnapshotter for usage using the provided map of con-
figuration key-value pairs. It returns an error if the VolumeSnapshotter cannot
be initialized from the provided config.

« CreateVolumeFromSnapshot creates a new volume in the specified availability
zone, initialized from the provided snapshot, and with the specified type and
IOPS (if using provisioned IOPS).

 GetVolumeID returns the cloud provider specific identifier for the PersistentVol-
ume.

o SetVolumeID sets the cloud provider specific identifier for the PersistentVolume.

+ GetVolumeInfo returns the type and IOPS (if using provisioned IOPS) for the
specified volume in the given availability zone.

« CreateSnapshot creates a snapshot of the specified volume, and applies the pro-
vided set of tags to the snapshot.

» DeleteSnapshot deletes the specified volume snapshot.

It is not necessary that all of these methods are implemented in the same way for each
plugin, as different storage solutions have different features and each plugin could be

configured to have a different result.

4.2.3 Velero Plugin for Longhorn implementation

In our implementation, we configured the main. go file to register a VolumeSnapshotter

plugin, as seen in Listing 4.3.

main

(

veleroplugin

main() {
veleroplugin.NewServer().
BindFlags(pflag.CommandLine).
RegisterVolumeSnapshotter( , &
newLonghornVolumeSnapshotterPlugin).
Serve()

newLonghornVolumeSnapshotterPlugin(logger logrus.FieldLogger) ( {}, ) {
plugin.NewLHVolumeSnapshotter(logger),
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Listing 4.3: The main.go file of velero-plugin-longhorn.

The logic of our plugin is included in the volumesnapshotterplugin.go file. This files
contains the implementations of all the functions needed for a VolumeSnapshotter plu-
gin.

First of all, we define some constants that represent the names of the arguments that the

user will need to provide at Velero installation time for the VolumeSnapshotLocation.

(
backuptargetKey
backupsecretKey
lhendpointKey
dstsecretKey

Listing 4.4: The keys defined for VolumeSnapshotLocation.

As we can see, the user needs to input values for "backup-target-url”, "backup-target-

secret’, "longhorn-endpoint” and "dst-secret”.

Then we create a new struct called LHVolumeSnapshotter. This struct contains the state
for the snapshotter and is the pointer receiver of all the functions implemented in the

plugin.

LHVolumeSnapshotter {
log logrus.FieldLogger
rancherclient *1lhclient.RancherClient
backuptarget
backupsecret
lhendpoint
dstsecret

Listing 4.5: The LHVolumeSnapshotter struct.

We also need a function that returns a new LHVolumeSnapshotter.

NewLHVolumeSnapshotter(logger logrus.FieldLogger) *LHVolumeSnapshotter {
&LHVolumeSnapshotter{log: logger}

Listing 4.6: The NewLH VolumeSnapshotter function.

We can now start implementing the methods needed for the VolumeSnapshotter inter-

face. The first is the Init method.

(p *LHVolumeSnapshotter) Init(config [ 1 ) {

p.log.Infof( , config)

err := veleroplugin.ValidateVolumeSnapshotterConfigKeys(config, backuptargetKey, <>
backupsecretKey, lhendpointKey, dstsecretKey); err != {
p.log.Infof(
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return err

// Assign values from the config map to the struct’s fields.
p.backuptarget = config[backuptargetKey]

p.backupsecret = config[backupsecretKey]

p.lhendpoint = config[lhendpointKey]

p.dstsecret = config[dstsecretKey]

// Ensure that all required configuration values are not empty, returning an error if any <>
are missing.

if p.backuptarget == "7 {
return errors.Errorf(”missing %s in longhorn configuration”, p.backuptarget)

if p.backupsecret == 77
return errors.Errorf(”missing %s in longhorn configuration”, p.backupsecret)

}
if p.lhendpoint == 77
return errors.Errorf(”missing %s in longhorn configuration”, p.lhendpoint)

if p.dstsecret == 77 {
return errors.Errorf(”missing %s in longhorn configuration”, p.dstsecret)
}

// Create a new Rancher client using the Longhorn endpoint URL.
rc, err := lhclient.NewRancherClient(&lhclient.ClientOpts{
Url: p.lhendpoint,

b
// Log and return if there is an error creating the Rancher client.
if err != nil {

p.log.Infof(”Error creating Rancher Client™)
return err

}

// Store the Rancher client in the struct.
p.rancherclient = rc

// Create a new setting for the backup target.
newurl := &lhclient.Setting{

Name: “backup-target”,

Value: p.backuptarget,
}

// Retrieve the current backup target setting.
bupurl, err := p.rancherclient.Setting.ById(”backup-target™)

// Log and return if there is an error getting the backup target setting.
if err != nil {

p.log.Infof(”Error getting setting backup-target”, err)

return err

}

// Update the backup target setting with the new URL.
updurl, err := p.rancherclient.Setting.Update(bupurl, newurl)

// Log and return if there is an error updating the backup target setting.
if err I= nil {

p.log.Infof(”Error updating settings”, err)

return err

}

// Log the updated backup target URL.
p.log.Infof(”New backup target URL: ”, updurl)

// Create a new setting for the backup credential secret.
newsecret := &lhclient.Setting{

Name: ”backup-target-credential-secret”,

Value: p.backupsecret,

// Retrieve the current backup credential secret setting.
bupsecret, err := p.rancherclient.Setting.ById(”backup-target-credential-secret”)

// Log and return if there is an error getting the backup credential secret.
if err I= nil {

p.log.Infof(”Error getting backup target credential secret”, err)

return err

}

// Update the backup credential secret setting.
updsecret, err := p.rancherclient.Setting.Update(bupsecret, newsecret)

// Log and return if there is an error updating the credential secret.
if err != nil {

p.log.Infof(”Error updating settings”, err)

return err

}

// Log the updated backup credential secret.
p.log.Infof(”New secret: ”, updsecret)

// Return nil to indicate the initialization was successful.
return nil
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101] }

Listing 4.7: The Init method.

In this method we execute the following actions.

o We use the ValidateVolumeSnapshotterConfigKeys function to ensure that

the user has provided us with the arguments that are necessary for the VolumeS-

napshotLocation config and make sure that their content is not empty.

o We create a client to communicate with Longhorn.

« Given that the user has provided the backup target URL and the backup target se-

cret, during the Init function we set them in Longhorn. This way, the user doesn’t

have to use the Longhorn UI to set the backup target.

The next method we implement is CreateVolumeFromSnapshot. This method is used

to create a new volume during restore.

1]

(p *LHVolumeSnapshotter) CreateVolumeFromSnapshot(snapshotID, volumeType, volumeAZ
, iops * ) ( s ) A

p.log.Infof( , snapshotID)
volumeID
backupurl :=

backupvolname :=
backupsize :=

volumes, err := p.rancherclient.BackupVolume.List( )
p.log.Infof( , volumes)

err = {
p.log.Infof( )

p.log.Infof( , p.backuptarget)

volumeitem := volumes.Data {

backupList, err := p.rancherclient.BackupVolume.ActionBackupList(&volumes.Data[<>
volumeitem])

err I=
p.log.Infof( , volumes.Data[volumeitem].Name)
backupitem := backupList.Data {
backupList.Data[backupitem].SnapshotName == snapshotID {
backupurl = backupList.Data[backupitem].Url
backupvolname = backupList.Data[backupitem].VolumeName
backupsize = backupList.Data[backupitem].Size
}
}
backupurl == {
p.log.Infof( )
}

temp := uuid.New().String()[:6]
p.log.Infof( , temp)
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newvolumedesc := lhclient.Volume{
AccessMode: )
FromBackup: backupurl,
Name: backupvolname,
Size: backupsize,
}
newvolume, err := p.rancherclient.Volume.Create(&newvolumedesc)
err I=
p.log.Infof( , err)
p.log.Infof( , newvolume)

volumeID = newvolume.Name

volumelD,

Listing 4.8: The CreateVolumeFromSnapshot method.

In this method we execute the following:

o First, we need to find the Longhorn Backup that we will use for the Volume
restore. Since Longhorn doesn’t provide us with a defined method to find the
Longhorn Backup from the Longhorn Snapshot ID, we iterate over all backup
volumes and backups to find the one that matches with the Snapshot ID provided.

» Now that we have the necessary configuration, we can create a new Volume that
comes from the specified backup.

« Finally, we return the ID of the new volume.

Next, we have the GetVolumeInfo method.

(p *LHVolumeSnapshotter) GetVolumeInfo(volumeID, volumeAZ ) ( , X B )<
{
p.log.Infof( , volumeID, volumeAZ)
vol, err := p.rancherclient.Volume.ById(volumeID)
err = {
B , errors.WithStack(err)
}
(_)
p.log.Infof( , vol.Frontend)
<_>
vol.Frontend, )

Listing 4.9: The GetVolumelnfo method.

This method is generally used to provide the type and IOPS of the specified Volume,

but since Longhorn doesn’t support provisioned IOPS we return nil for this value. Re-
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garding the type of the Volume, we return the frontend type of the Longhorn Volume
-block device or iSCSI.

Then we proceed to the IsVolumeReady method.

(F *LHVolumeSnapshotter) IsVolumeReady(volumeID, volumeAZ ) (ready , err )
p.log.Infof( , volumeID, volumeAZ)
vol, err := p.rancherclient.Volume.ById(volumeID)
err 1=
p.log.Infof( )
p.log.Infof( , vol.Ready)
) vol.Ready,

Listing 4.10: The IsVolumeReady method.

This method returns whether the Volume is ready or not.

The next and possibly most important method is CreateSnapshot. This is the method

where we create the new Snapshot and perform any additional logic.

(p *LHVolumeSnapshotter) CreateSnapshot(volumeID, volumeAZ , tags [ I —
) ( s ) A
p.log.Infof( , volumeID, volumeAZ, tags)
myvolume, err := p.rancherclient.Volume.ById(volumeID)
err = {
p.log.Infof( , volumeID)
tempuuid := uuid.New().String()
p.log.Infof( , tempuuid)
snapshotinfo, err := p.rancherclient.Volume.ActionSnapshotCreate(myvolume, &lhclient.<—
SnapshotInput{
Name: + tempuuid,
D)
err = {
p.log.Infof( , err)
p.log.Infof( , snapshotinfo)
backupinfo, err := p.rancherclient.Volume.ActionSnapshotBackup(myvolume, &lhclient.<—
SnapshotInput{
Name: + tempuuid,
1))
p.log.Infof( , backupinfo)
err = {
p.log.Infof( , err)
isBackupReady :=
snapshotname := + tempuuid
p.log.Infof( , snapshotname)
backupVolId := backupinfo.Name
p.log.Infof( , backupvolld)
backupVol, err := p.rancherclient.BackupVolume.ById(backupVolId)
err I= {
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p.log.Infof(

p.log.Infof(

volumeBackuplList,

if err != nil {
p.log.Infof(

p.log.Infof(

var backupId strin
var finalBackup *1

for backupiteml :=
p.log.Infof(

if volumeBacku

backupId =

p.log.Info

for lisBackupReady
finalBackup, e

, err)
, backupVvol)
err := p.rancherclient.BackupVolume.ActionBackupList(backupVol)
, err)

, volumeBackupList)

g
hclient.Backup

range volumeBackupList.Data {
, volumeBackupList.Data[backupiteml].Id)
pList.Data[backupiteml].SnapshotName == snapshotname {
volumeBackupList.Data[backupitem1].Id
f( , backupId)

{

rr = p.rancherclient.BackupVolume.ActionBackupGet(backupVol, &lhclient.<>

BackupInput{
Name: backupId,
)]
if err I= nil {
p.log.Infof( , err)
if finalBackup.State == {
p.log.Infof( )
isBackupReady = true
} else {

p.log.Info
p.log.Info
time.Sleep

kubeconfig, err :=
if err I= nil {
p.log.Fatalf(
p.log.Infof(
clientset, err :=
if err I= nil {
p.log.Fatalf(

p.log.Infof(

namespace :=
srcsecret, err :=

f( , finalBackup.SnapshotName, )
f( , finalBackup.State)
(1 * time.Second)
rest.InClusterConfig()
, err.Error())
, kubeconfig)
kubernetes.NewForConfig(kubeconfig)

, err.Error())

, clientset)

clientset.CoreV1().Secrets(namespace).Get(context.TODO(), p.backupsecret<«

, metavl.GetOptions{})

if err I= nil {
p.log.Fatalf(

p.log.Infof(

dstsecret, err :=

, err.Error())

, srcsecret)

clientset.CoreVl().Secrets(namespace).Get(context.TODO(), p.dstsecret, <

metavl.GetOptions{})

if err I= nil {
p.log.Fatalf(

p.log.Infof(

srcminioendpoint
srcaccessKeyID :=
srcsecretAccessKey
srcuseSSL := strin
p.log.Infof(

, err.Error())

, dstsecret)

:= getHostPart(string(srcsecret.Data[ )

string(srcsecret.Data[ 1)
:= string(srcsecret.Data[ ID)
g(srcsecret.Data[ D
, srcminioendpoint, srcaccessKeyID<—

, srcsecretAccessKey, srcuseSSL)
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175
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180
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190
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192
193
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195
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197
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199
200
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206
207
208
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210
211
212
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214
215
216
217
218
219
220
221
222
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224
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dstminioendpoint := getHostPart(string(dstsecret.Data[ )
dstaccessKeyID := string(dstsecret.Datal[
dstsecretAccessKey := string(dstsecret.Datal[

dstuseSSL := string(dstsecret.Data[
p.log.Infof(
, dstsecretAccessKey, dstuseSSL)

D

D)
D)

, dstminioendpoint, dstaccessKeyID<>

bucketName, location := getBucketName(p.backuptarget)

p.log.Infof( , bucketName)
p.log.Infof( , location)
srcuseSSLfix, err := strconv.ParseBool(srcuseSSL)
if err I= nil {
p.log.Infof( , err)
dstuseSSLfix, err := strconv.ParseBool(dstuseSSL)
if err I= nil {
p.log.Infof( , err)
srcminioClient, err := minio.New(srcminioendpoint, &minio.Options{

Creds: credentials.NewStaticV4(srcaccessKeyID, srcsecretAccessKey, )

Secure: srcuseSSLfix,

9

if err I= nil {
p.log.Infof(

, err)

dstminioClient, err := minio.New(dstminioendpoint, &minio.Options{
Creds: credentials.NewStaticV4(dstaccessKeyID, dstsecretAccessKey, )

Secure: dstuseSSLfix,

}

if err I= nil {
p.log.Infof(

ctx := context.Background()
p.log.Infof( , Cctx)

existsl, err := srcminioClient.BucketExists(ctx,

if err != nil {
p.log.Infof(
p.log.Infof(””, existsl)

if lexistsl {
p.log.Infof(

exists2, err := dstminioClient.BucketExists(ctx,

if err I= nil {
p.log.Infof(

if lexists2 {

, err)

, err)

, err)

bucketName)

bucketName)

err = dstminioClient.MakeBucket(ctx, bucketName, minio.MakeBucketOptions{Region: <=

location})

if err I= nil {
p.log.Infof(

p.log.Infof(

objectCh := srcminioClient.ListObjects(ctx,

Recursive: true,

1))

for object := range objectCh {
if object.Err != nil {
p.log.Infof(
continue

}
p.log.Infof(

, object.Key)
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srcObject, err := srcminioClient.GetObject(ctx, bucketName, object.Key, minio.<—
GetObjectOptions{})

err =
p.log.Infof( , object.Key, err)

}

uploadInfo, err := dstminioClient.PutObject(ctx, bucketName, object.Key, srcObject, <«
object.Size, minio.PutObjectOptions{
ContentType: object.ContentType,

1))
err =
p.log.Infof( , object.Key, err)
}
p.log.Infof( , uploadInfo.Key, uploadInfo.Size)
p.log.Infof( , snapshotinfo.Id)

snapshotinfo.Id,

Listing 4.11: The CreateSnapshot method.

This method executes the following.

We generate a name for the new Snapshot using a UUID.

We create a new Snapshot for the specified volume.

We create a new Backup from the newly created Snapshot (since each Backup in
Longhorn comes from a Snapshot).

We wait until the new Backup comes in "Completed” state.

We retrieve the necessary secrets for the Backup Target and the destination Bucket
that exist in the "longhorn-system” namespace.

We get the necessary values from these secrets (minioendpoint, accessKeyID, sec-
retAccessKey, useSSL).

We create MinlO clients for source and destination buckets (creating the desti-
nation bucket if it doesn’t exist).

We synchronize all data from the source bucket to the destination bucket (this
data includes the latest backup data).

We return the new Snapshot ID.

As we can see in the code of CreateSnapshot method, we use two helper functions:

getBucketName and getHostPart. Lets explain what they do.

getBucketName (s ) ( ) ) {
parts := strings.Split(s, )
(parts) < 2 {
}
bucketRegion := strings.Split(parts[1], )
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(bucketRegion) < 2 {

>

bucketName := bucketRegion[0]
region := strings.TrimSuffix(bucketRegion[1], ) <~

bucketName, region

Listing 4.12: The getBucketName function.

As we can see in Listing 4.12, the getBucketName function gets as input a string of
a Backup Target endpoint of the form s3://bucket_name@location/ and gives the

bucket name and the location in string form.

Then we have the getHostPart function.

getHostPart (input ) {

I'strings.HasPrefix(input, ) && !strings.HasPrefix(input, ) {
input = + input

parsedURL, err := url.Parse(input)
err I=
fmt. ( , err)

parsedURL.Host

Listing 4.13: The getHostPart function.

This function gets an input string which contains a URL and removes the leading http://
or https:// if it exists. The purpose of this function is to be able to use the URL with

the MinlO client, regardless of how the user has used it as input to the secret.

The next method is DeleteSnapshot.

(p *LHVolumeSnapshotter) DeleteSnapshot(snapshotID ) {
p.log.Infof( , snapshotID)
listvol, err := p.rancherclient.Volume.List( )
err I=
p.log.Infof( )
listvoldata := listvol.Data
p.log.Infof( , listvoldata)
volumeindex
p.log.Infof( B (listvoldata))
index := listvoldata {
snapget, err := p.rancherclient.Volume.ActionSnapshotGet(&listvol.Data[index], &¢
lhclient.SnapshotInput{
Name: snapshotID,
)]
err = {
p.log.Infof( )
} {
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volumeindex = index
p.log.Infof( , snapget)
}
p.log.Infof( )
p.log.Infof( , volumeindex)
snapdel, err := p.rancherclient.Volume.ActionSnapshotDelete(&listvol.Data[volumeindex], &<
lhclient.SnapshotInput{
Name: snapshotID,
)]
err = {
p.log.Infof( )
p.log.Infof( , snapdel)
bupvol, err := p.rancherclient.BackupVolume.ById(listvol.Data[volumeindex].Name)
err I=
p.log.Infof( , err)
bupdel, err := p.rancherclient.BackupVolume.ActionBackupDelete(bupvol, &lhclient.<
BackupInput{
Name: snapshotID,
1))
err = {
p.log.Infof( , err)
p.log.Infof( , bupdel)
}

Listing 4.14: The DeleteSnapshot function.

Given a snapshot ID, this method deletes the specified snapshot.

Then we have the GetVolumeID method.

(p *LHVolumeSnapshotter) GetVolumeID(unstructuredPV runtime.Unstructured) ( B
p.log.Infof( , unstructuredPV)
pv := (vl.PersistentVolume)
err := runtime.DefaultUnstructuredConverter.FromUnstructured(unstructuredPV.<>
UnstructuredContent(), pv); err l=
, errors.WithStack(err)
}
pv.Spec.CSI ==
, errors.New( )
}
pv.Spec.CSI.VolumeHandle == {
, errors.New( )
}
p.log.Infof( , pv.Spec.CSI.VolumeHandle)
pv.Spec.CSI.VolumeHandle,
}

)

Listing 4.15: The GetVolumelD function.
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In this method given an unstructured PersistentVolume object, we convert it into a typed

PV and if it is a CSI PV, we return this Volume’s handle.

The final method we have implemented is SetVolumeID.

(p *LHVolumeSnapshotter) SetVolumeID(unstructuredPV runtime.Unstructured, volumeID
) (runtime.Unstructured, {

2
3 p.log.Infof( , unstructuredPVv, <
volumeID)
4
5
6 pv := (vl.PersistentVolume)
7
8
9 err := runtime.DefaultUnstructuredConverter.FromUnstructured(unstructuredPV.<—>
UnstructuredContent(), pv); err !=
10
11 , errors.WithStack(err)
12 }
13
14
15 pv.Spec.CSI == {
16
17 , errors.New( )
18 }
19
20
21 pv.Spec.CSI.VolumeHandle = volumeID
22
23
24 res, err := runtime.DefaultUnstructuredConverter.ToUnstructured(pv)
25 err =
26 , errors.WithStack(err)
27 }
28
29 &unstructured.Unstructured{Object: res},
30]}
Listing 4.16: The SetVolumelD function.
Similarly to the GetVolumeID, this method converts this input unstructured Persis-
tentVolume object into a typed PV and then sets its ID to the given string.
4.3 Deployment
4.3.1 Deploying the Plugin
As mentioned above, Velero plugins implement the go-plugin system. In Velero con-
text, they are containers that are part of the main Velero pod that exists in the Velero
namespace. So, to use this custom plugin we need first to build the image and then
deploy it. For this cause, we can use the Makefile provided by Velero.
1| PKG := github.com/thomaspant/velero-plugin-longhorn
2| BIN := velero-plugin-longhorn
3
4| REGISTRY ?= velero
5| IMAGE ?= $(REGISTRY)/velero-plugin-longhorn
6| VERSION ?= main
7
8| Goos ?= $(shell go env GOOS)
9| GOARCH ?= $(shell go env GOARCH)
10
11
12| .PHONY:
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1
2

local: build-dirs
CGO_ENABLED=0 go build -v -o _output/bin/$(GO0S)/$(GOARCH) .

.PHONY: test
test:
CGO_ENABLED=0 go test -v -timeout 60s ./...

.PHONY: ci
ci: verify-modules test

.PHONY: container
container:
docker build -t $(IMAGE):$(VERSION) .

.PHONY: push

push:
@docker push $(IMAGE):$(VERSION)

ifeq ($(TAG_LATEST), true)
docker tag $(IMAGE):$(VERSION) $(IMAGE):latest
docker push $(IMAGE):latest

endif

.PHONY: modules
modules:
go mod tidy -compat=1.17

.PHONY: verify-modules
verify-modules: modules
@if !(git diff --quiet HEAD -- go.sum go.mod); \

H 1; \

.PHONY: build-dirs
build-dirs:
@mkdir -p _output/bin/$(G0O0S)/$(GOARCH)

.PHONY: clean
clean:
@echo
-rf _output

Listing 4.17: The Makefile of the plugin.

Using IMAGE=<repo>/<name> VERSION=<tag> make container, we can build the im-
age. This invokes the docker build -t $(IMAGE):$(VERSION) . command. Then
we need to push it to a registry that is accessible by our cluster. For this cause, we used
Dockerhub and pushed the images using the docker push $(IMAGE):$(VERSION) com-

mand.

Now that our image is built and available in an accessible registry, we need to add the
plugin to our Velero deployment. We can do this during Velero installation time or

when Velero is already deployed.

If we do it at installation time, we must include our plugin at the --plugins argument.
Additionally, we must add the parameters necessary for the VolumeSnapshotLocation
config. We can do this using the --snapshot-location-config command-line argu-

ment. An example of such an installation could be the following.

velero install --provider aws \
--plugins <object_store_plugin>,thomaspant/velero-plugin-longhorn:latest \
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--bucket <bucket_name> \
--secret-file <credentials_file> \
--backup-location-config region=minio,s3ForcePathStyle= ,s3Url=<s3_url> \

--snapshot-location-config backup-target-url=$BACKUPTARGETURL,backup-target-secret=<—
$BACKUPTARGETSECRET, longhorn-endpoint=$LHENDPOINT,dst-secret=$DSTSECRET

Listing 4.18: The velero install command.

After installing Velero, we need to change the spec. provider field in VolumeSnapshot-

Location to the name of our plugin -in this case thomaspant/velero-plugin-longhorn.

apiVersion
kind
metadata
creationTimestamp
generation
labels
component
name
namespace
resourceVersion
uid
spec
config
backup-target-secret
backup-target-url
dst-secret
longhorn-endpoint
provider

Listing 4.19: The VolumeSnapshotLocation needed for the plugin.

Alternatively, if we want to do this after having installed Velero and without removing
it, we can add the plugin on the fly and then edit the existing VolumeSnapshotLocation.
Velero client provides us with the ability to do this, using the following command. After

doing this, we also need to edit the VolumeSnapshotLocation to match Listing 4.19.

velero plugin add thomaspant/velero-plugin-longhorn:latest
kubectl edit volumesnapshotlocation -n velero default

Listing 4.20: Adding the plugin on the fly.

4.3.2 Generating the necessary resources

For the plugin to execute all of its functions properly, specific values need to be set.

These are the following:

o Backup Target URL: [19] This is the endpoint of the Backupstore. Its form is

s3://<bucketname>@<region>/. In our case, where the Backupstore is a MinIO

server, we use s3://backupbucket@us-east-1/.

o Backup Target Secret: This is a Secret resource that the user needs to add to their

Kubernetes cluster. It lives in longhorn-system namespace and contains all the
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necessary information for the Backupstore including the ACCESS_KEY_ID, the
SECRET_ACCESS_KEY, the ENDPOINT and whether it uses SSL. All of these

values need to be added encoded in base64.

#minio-secret.yaml

apiVersion

kind

metadata
name
namespace

type

data
AWS_ACCESS_KEY_ID
AWS_SECRET_ACCESS_KEY
AWS_ENDPOINTS
USESSL

—
OO U W~

Listing 4.21: The secret of the Backup Target.

« Lonhghorn Endpoint: This is the endpoint (IP address) of the Longhorn API
server. In a Local Longhorn installation it can be the IP address of the master

node.

« Destination Secret: This is a Secret that contains all the necessary information for
the cluster where the volume data will be synced. It needs to include the same

fields as the Backup Target Secret.

#minio-secret-destination.yaml
apiVersion
kind
metadata
name
namespace
type
data
AWS_ACCESS_KEY_ID
AWS_SECRET_ACCESS_KEY
AWS_ENDPOINTS
12 USESSL

—_
OO U W~

—_
—_

Listing 4.22: The secret of the destination bucket.

If the user wants to hide the names of the resources, they have the option to create a file
and use environmental variables. For example, in a file called credentials they can

add the necessary values.

B0 N =

BACKUPTARGETURL=<Backupstore endpoint>
BACKUPTARGETSECRET=<name of secret>
LHENDPOINT=<Longhorn endpoint>
DSTSECRET=<name of secret>

Listing 4.23: The credentials file.

Then, they can use the source credentials command to set the environmental vari-

ables and use the name of the variable in the VolumeSnapshotLocation config.

To sum up, the users need to do the following to use the plugin in a cluster.
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1. Create the necessary resources.
2. Create a credentials file.
3. Add the environmental variables.

4. Add the plugin (either by installing Velero from scratch or by applying the on the

fly methid mentioned above).

5. Edit the VolumeSnapshotLocation to use the plugin as the snapshot provider.

4.3.3 Restoring from the backup bucket

After the installation of the plugin, every time that the user takes a backup of the cluster
using Velero the volume data will not only go to the Backupstore, but will also be synced
to another bucket (let’s call this the backup bucket). This way, if the bucket used as the
Backupstore becomes for any reason unavailable, the user can set the Backup Target to

point to the backup bucket and all the backups will be present again.

To do this, the user can use Longhorn Ul and navigate to Setting -> General. There
they will find the setting called Backup Target Credential Secret and they can edit
it to match the name of the secret added of the backup bucket.

If they navigate to the Backup page of the Longhorn U], they will find all backups avail-
able in the backup bucket.
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Evaluation

In this chapter, we present an evaluation of our design and implementation, by providing
some metrics. To do so, we will examine all methods possible to create a backup using

Velero.

5.1 Benchmark Creation

To be able to test all methods following the same procedures, we created a bash script
that benchmarks Velero backups for different types (CSI, File System Backup and CSI
Snapshot Data Movement), as well as different plugins (CSI plugin, our custom Velero

plugin for Longhorn) by:

1. Setting up a test pod with a Longhorn Volume mounted.

2. Creating a user configured amount of data inside this volume.

3. Creating Velero backups at various stages (initial, modified files, new files), for
various datasets and using different volume backup methods.

4. Recording timestamps to calculate backup duration for each stage and type.

Now, let’s examine this script.

usage() { it 13 —
>&2; H

getopts flag

s) size=${OPTARG};;
b) backupname=${OPTARG};;
n) numoffiles=${OPTARG};;
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a) namespace=${OPTARG};;
t) backuptype=${OPTARG};;
*) usage;;

esac
done
if [ -z 110 -2 T -2
-z 1; then
usage
exit 1
fi
if [ == 11T == ]
echo
else
echo
exit 1
fi

kubectl apply -f - <<EOF
apiVersion: v1
kind: Namespace
metadata:

name: $namespace

apiVersion: vi1

kind: PersistentVolumeClaim
metadata:
name: data-pvc
namespace: $namespace
spec:
storageClassName: longhorn-new
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Gi
apiVersion: vi
kind: Pod
metadata:
name: testpod
namespace: $namespace
spec:
containers:
- name: file-creator
image: alpine
command: [ ) )
1
volumeMounts:
- name: storage
mountPath: /data
volumes:
- name: storage
persistentVolumeClaim:
claimName: data-pvc
EOF
kubectl wait --for=condition=ready pod -n $namespace testpod
kubectl exec -it -n $namespace testpod -- /bin/sh -c
if [ == ]; then
velero backup create --include-namespaces $namespace
velero backup describe $backupname-initial
elif [ == 1; then
velero backup create --include-namespaces $namespace
$backupname-initial --wait
velero backup describe $backupname-initial
elif [ == 1; then
velero backup create --include-namespaces $namespace
initial --wait
velero backup describe $backupname-initial
else
echo
fi

now=$(date +%T)

filename=$backuptype-$namespace-$now

velero backup describe $backupname-initial > $filename
bckpini=

started_line=$(velero backup describe ${bckpini} | grep
completed_line=$(velero backup describe ${bckpini} | grep

| awk
| awk

started_timestamp=$(echo
completed_timestamp=$(echo

started_seconds=$(date -d
completed_seconds=$(date -d

+%s)
+%s)
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1; then

--timeout=300s

$backupname-initial --wait

--default-volumes-to-fs-backup <>

--snapshot-move-data $backupname-<—
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difference_seconds=$((completed_seconds - started_seconds))

difference=$(date -u -d @${difference_seconds} + )

echo >> $filename

echo >> $filename

echo >> $filename

echo >> $filename

echo

kubectl exec -it -n $namespace testpod -- /bin/sh -c

echo

if [ == 1; then
velero backup create --include-namespaces $namespace $backupname-touch --wait
velero backup describe $backupname-touch

elif [ == 1; then

velero backup create --include-namespaces $namespace --default-volumes-to-fs-backup <«
$backupname-touch --wait

velero backup describe $backupname-touch
elif [ == 1; then

velero backup create --include-namespaces $namespace --snapshot-move-data $backupname-<—

touch --wait

velero backup describe $backupname-touch
else

echo
fi
bckptouch=
started_line=$(velero backup describe ${bckptouch} | grep )
completed_line=$(velero backup describe ${bckptouch} | grep )
started_timestamp=$(echo | awk )
completed_timestamp=$(echo | awk )
started_seconds=$(date -d +%s)
completed_seconds=$(date -d +%s)
difference_seconds=$((completed_seconds - started_seconds))

difference=$(date -u -d @${difference_seconds} + )

now=$(date +%T)

echo >> $filename

velero backup describe $backupname-touch >> $filename

echo >> $filename

echo >> $filename

echo >> $filename

echo >> $filename

echo

kubectl exec -it -n $namespace testpod -- /bin/sh -c

echo

if [ == 1; then
velero backup create --include-namespaces $namespace $backupname-inc --wait
velero backup describe $backupname-inc

elif [ == 1; then

velero backup create --include-namespaces $namespace --default-volumes-to-fs-backup <
$backupname-inc --wait
velero backup describe $backupname-inc
elif [ == 1; then

velero backup create --include-namespaces $namespace --snapshot-move-data $backupname-<—
inc --wait

velero backup describe $backupname-inc
else

echo
fi
bckpinc=
started_line=$(velero backup describe ${bckpinc} | grep )
completed_line=$(velero backup describe ${bckpinc} | grep )
started_timestamp=$(echo | awk )
completed_timestamp=$(echo | awk )
started_seconds=$(date -d +%s)
completed_seconds=$(date -d +%s)
difference_seconds=$((completed_seconds - started_seconds))

difference=$(date -u -d @${difference_seconds} + )
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188| now=$(date +%T)
189

190
191
192
193
194
195
196

N\ N =

>> $filename
velero backup describe $backupname-inc >> $filename
>> $filename
>> $filename
>> $filename
>> $filename

Listing 5.1: The benchmark generation script.
Here is the sequence of the script. It performs the following:

1. Define its usage.
2. Perform validation tests to ensure proper usage.
3. Create three resources in the cluster: a namespace, a PersistentVolumeClaim, and
a pod that uses this PersistentVolumeClaim.
4. Deployasub-script to generate the requested random files inside the new Longhorn
Volume.
5. Execute the requested backup.
6. Add the output of the velero describe command for this backup to a file including
benchmarks for this script run.
7. Add the backup timestamps and the total duration of the backup in the file.
8. Perform a touch operation on all the created files using a sub-script.
9. Take an additional backup and add the corresponding output to the benchmarks
file.
10. Create 30000 additional files in the volume.
11. Take one more backup and add the corresponding output to the benchmarks file.

12. Delete the created resources.

As mentioned above, this script utilizes some sub-scripts, mainly to generate the wanted

files inside the Longhorn Volume. These sub-scripts are the following:

o create-files.sh: Create random files inside the volume, the number and size of

which are specified by the user at script startup time.

i=1;
[ $1i -le $numoffiles ];
dd =/dev/urandom of=/data/file$( printf %e3d ).bin bs=1K count=$size > /dev/<+>
null 2>&1
$i
i=$((i + 1))

Listing 5.2: The file generation sub-script.

146



N\ U R W=

NG RN

« touch-files.sh: Perform a touch operation on all the previously created files. This

tests the backup behavior after the files have been accessed (we change their times-

tamps).
i=1;
[ $i -1le $num ];
touch /data/file$( printf %03d ).bin
$i
i=$((1 + 1))
Listing 5.3: The file touching sub-script.

o inc-files.sh: Add 30000 new files with a size of 1KB. This has been arbitrarily
decided, to demonstrate the backup capabilities after some new files have been
created.

i=1;
[ $i -le 30000 ];
dd =/dev/urandom of=/data/add_file$( printf %e3d ).bin bs=1K count=10 > /dev/<+>
null 2>8&1
$1
i=$((1 + 1))

Listing 5.4: The additional files generation sub-script.

When trying to test and create benchmarks for the File System Backup of Velero
(using kopia as the provider) or when trying to test Velero Built-In Data Mover

(which also uses kopia), I came across the following bug.

time= level=info msg=
panic: counter cannot decrease value

This is a kopia error, which has to do with the timing of the files. [77] Intel and
AMD have created processor extensions to the x86 architecture (Intel VT-x and

AMD-V). In the VirtualBox logs I could see the following message:

{timestamp} HM: HMR3Init: Attempting fall back to NEM: AMD-V is not available
{timestamp} NEM: WHvCapabilityCodeHypervisorPresent is TRUE, so this might work...

while AMD-V was activated in my CPU. Another sign that there was something
wrong with the virtualization of Virtualbox was that there was present a green
turtle icon as displayed in Figure 5.1. This means that Hyper-V is active on my PC
and this is interfering with other programs that need Virtualization Technology.
To solve this, we disabled Hyper-V at the Windows host:

bcdedit /set hypervisorlaunchtype off
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Figure 5.1: The icon VirtualBox displays.

5.2 Results

To test the snapshotting mechanisms in various conditions, we will define three datasets

each of which will consist of about 10GB of data.

o The large-file dataset will include 1 file with 10GB size.
o The medium-file dataset will include 1000 files with 10MB size each.
o The small-file dataset will include 625000 files with 16KB each.

We tested these datasets that contain random data against the described backup mech-
anisms: CSI Snapshot using the common CSI plugin, CSI Snapshot using Velero Plugin
for Longhorn, File System Backup (with kopia as the provider) and Velero CSI Snap-
shot Data Movement. The CSI snapshot using the CSI plugin was set to create Longhorn
Backups. We present the results below for each test. For each snapshot type, we have
three rows regarding the time it took to execute the backup: one for the initial backup
(called initial), one for the backup after touching all created files (called touch) and
one after adding the 30000 new files (called inc).

5.2.1 CSI Snapshot using CSI plugin
Snapshot Type | Stage No. of Files | File size (in kB) | Time it took
CSI Initial 1 10000000 2min 7 sec
CSI After touch | 1 10000000 20 sec
CSI After inc 1 10000000 18 sec

As expected, the initial backup is the one that takes the most time. Since Longhorn’s CSI
snapshot mechanism uses Longhorn Backups (which is a block based backup method),
it is expected that the additional backup operations will function incrementally on the

first and thus will require significantly less time.
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Figure 5.2: The benchmarks with CSI plugin for 1 file of 10GB.

Then we have the benchmarks for CSI plugin when using the medium dataset.

Snapshot Type | Stage No. of Files | File size (in kB) | Time it took
CSI Initial 1000 10000 2min 5 sec
CSI After touch | 1000 10000 15 sec

CSI After inc 1000 10000 21 sec

We can see that the results are almost identical to the large dataset.
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Backup types

Figure 5.3: The benchmarks with CSI plugin for 1000 files of 10MB.

Finally, we have the small dataset.

The results continue being very similar to the other datasets, confirming that since CSI

Snapshot is a block based method, it is indeed very fast.
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Snapshot Type | Stage No. of Files | File size (in kB) | Time it took
CSI Initial 625000 16 1min 40 sec
CSI After touch | 625000 16 19 sec
CSI After inc 625000 16 29 sec

100

80 4

60 -

40 4

Time it tock (in seconds)

20 A

After touch
Backup types

After creation

Figure 5.4: The benchmarks with CSI plugin for 625000 files of 16KB.

Examining the above results, we can see that with block based backup methods, it makes
no big difference when it comes to backup time. The incremental nature of these back-

ups is also really useful, whether it comes to backing up a touched file or additional

files.

5.2.2 File System Backup with Kopia provider

Snapshot Type | Stage No. of Files | File size (in kB) | Time it took
FSB Initial 1 10000000 2min 51 sec
FSB After touch | 1 10000000 1min 18 sec
FSB After inc 1 10000000 10 sec

When examining the File System Backup, this is where we get our first differences.
While this method is somewhat slower than CSI Snapshot during the initial snapshot-
ting, the biggest difference is the time it took to complete the snapshot after performing
the touch operation on all files. File System Backup could not efficiently skip the backup
files that had already been backed up, resulting to a much slower backup operation. The
backup after adding the extra files, was equally fast with the CSI Snapshot.

Below, we can see the results of the medium dataset.
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Figure 5.5: The benchmarks with File System Backup for 1 file of 10GB.

FSB Initial 1000 10000 2min 28 sec
FSB After touch | 1000 10000 1min 4 sec
FSB After inc 1000 10000 13 sec

The results resemble the ones on the large dataset significantly.

80

Time it took (in seconds)
(=]
o

After touch
Backup types

Finally, we have the results for the small dataset.

After creation

Figure 5.6: The benchmarks with File System Backup for 1000 file of 10MB.

FSB Initial 625000 16 9min 3 sec
FSB After touch | 625000 16 7min 36 sec
FSB After inc 625000 16 25 sec
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Here comes a significant difference compared the other datasets. File System Backup
takes much more time to back up the data, when multiple small files are included. This
comes as a contrast to the CSI Snapshot, where regardless of the number and size of
files included in the volume, the backup time was similar. The subsequent backups for
the large dataset follow the same pattern as the other datasets, as it takes much time to
perform the backup after a touch operation and smaller amount of time to perform the

backup with the additional files.
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After touch After creation

Backup types

T
Initial

Figure 5.7: The benchmarks with File System Backup for 625000 file of 16KB.

5.2.3 CSI Snapshot Data Movement

Snapshot Type | Stage No. of Files | File size (in kB) | Time it took
DM Initial 1 10000000 6min 44sec
DM After touch | 1 10000000 4min 2sec
DM After inc 1 10000000 2min 27sec

As we can see, CSI Snapshot Data Movement takes significantly more time than the
other techniques. This is to be expected, as it is essentially a combination of the other two
methods. Here we can see that the initial backup takes more time than the others, while
the backup after touching the file also takes more time than the third one. Presumably,

this could be due to the involvement of File System Backup.

Then, we have the results for the medium dataset.
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Figure 5.8: The benchmarks with CSI Snapshot Data Movement for 1 file of 10GB.

Snapshot Type | Stage No. of Files | File size (in kB) | Time it took
DM Initial 1000 10000 7min 10sec
DM After touch | 1000 10000 6min 28sec
DM After inc 1000 10000 4min 37sec

The results here are similar to the large backup dataset, but the times are somewhat

larger. This could be explained by the fact that File System Backup is slower with more
files.

400 -
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Initial After touch After creation
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Figure 5.9: The benchmarks with CSI Snapshot Data Movement for 1000 files of 10MB.

Finally we have the small dataset.

What we have seen so far is also confirmed here. CSI Snapshot Data Movement is much
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Snapshot Type | Stage No. of Files | File size (in kB) | Time it took
DM Initial 625000 16 15min 29sec
DM After touch | 625000 16 11min 59sec
DM After inc 625000 16 5min 27sec

slower than both of the other methods, and this gets worse as we increase the number

of the files. The two subsequent backups follow the trend of the other datasets.
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Figure 5.10: The benchmarks with CSI Snapshot Data Movement for 625000 files of
16KB.

5.2.4 CSI Snapshot using Velero Plugin for Longhorn

Snapshot Type Stage No. of Files | File size (in kB) | Time it took
&S;nghorn Plugin) Initial 1 10000000 4min 25sec
51 After touch | 1 10000000 2min 35sec
(Longhorn Plugin)

€51 After inc 1 10000000 2min 39sec
(Longhorn Plugin)

Since the most logical comparison here would be with CSI Snapshots using the CSI
plugin, we will focus on this. We can see that the backups using the Velero Plugin for
Longhorn are generally slower than when using the generic CSI plugin. This makes
sense, as in this case, we trigger a Longhorn Backup using the Longhorn API, wait until
the backup is ready, and then sync all the files from the Backupstore to the destination

bucket. This is why all backups are slower when using Velero Plugin for Longhorn. This
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also means that the larger the backed up volume is, the bigger the delay will be when
using our custom plugin. Also, just like the CSI plugin, both the touch and the inc

backups take similar time to complete, as expected in a block based backup.
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Figure 5.11: The benchmarks with Velero Plugin for Longhorn for 1 file of 10GB.

Then, we have the results for the medium dataset.

Snapshot Type Stage Number of Files | File size (in kB) | Time it took
51 . Initial 1000000 10 4min 41sec
(Longhorn Plugin)
Col , After touch | 1000000 10 2min 47sec
(Longhorn Plugin)
CSI . .

, After inc 1000000 10 2min 45sec
(Longhorn Plugin)

As expected, the results are nearly identical to the large dataset. Note that we also ob-

served the same behavior with the CSI plugin.
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Figure 5.12: The benchmarks with Velero Plugin for Longhorn for 1000 files of 10MB.

Finally, we have the small dataset.

Snapshot Type Stage Number of Files | File size (in kB) | Time it took
&S;nghorn Plugin) Initial 625000 16 4min Ssec

&Solnghorn Plugin) After touch | 625000 16 2min 33sec
(CiSoInghorn Plugin) After inc 625000 16 2min 37sec

We can see the same behavior, where the distribution of data in a volume does not affect

the block based backup regarding the time it takes to complete.
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Figure 5.13: The benchmarks with Velero Plugin for Longhorn for 625000 file of 16KB.

156




5.2.5 Remarks

Examining the benchmarks analyzed above, we can come to some interesting observa-

tions.

« The CSI snapshot is generally faster than compared to FSB and DM, as expected.

o FSB is slower than CSI but faster than DM. This makes sense, as DM involves the
process of both taking a CSI snapshot and after creating a new volume from it,

performing FSB on the new volume.

« DM is slower than both of these methods, but gives a more stable result than FSB

which performs the backup operation on the live file system.

« The CSI snapshotting mechanism has a similar performance on both the case of

modifying (touch) the existing files and adding extra (inc) files.

« Both the mechanisms that include FSB (FSB and DM) perform remarkably better
on new files compared to modified files (even if the only thing changed is the

timestamp of the file).

« Velero Plugin for Longhorn is generally slower than CSI plugin, which makes
sense as it performs the same backup operation and then syncs the data to an

additional bucket.
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Conclusion

We are now approaching the end of this thesis. In this chapter, we will try to outline
the journey that led to its completion and propose future steps that could step on this

foundation and expand it.

6.1 Concluding Remarks

We started this process by exploring Kubernetes and its capabilities, finding ways to
deploy and test clusters locally, and figuring out the ins and outs of Velero. When
Longhorn came into play, the goal became clearer: develop an easy and automated way
to integrate Veleros capabilities with a storage system that does not have a native way
of doing this. However, this was not enough since Longhorn supports CSI, and Velero
provides us with a CSI plugin. We strived to add an extra capability that would make
sense for every system following our architecture. Since Longhorn does not allow the
creation of multiple Backup Targets, the challenge became obvious: having the ability
to store the backup data in a secondary location and restore from it if needed. On top
of all that, the goal was clear: make everything as automated as possible and work like

a breeze.

When the goal was set, the path included studying the Velero plugin mechanism, various
SDKs for Go (including Longhorn and MinlO), and multiple attempts to solve the above
problem. Our solution involved syncing all objects at the time of each backup so that
the secondary storage location has contents identical to the primary one we used. And if

we need to perform a restore operation from the secondary storage location, the restore
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process needs the user only to set the secondary storage as the Backup Target and execute

the backup normally.

Our benchmark results showed the comparison between the existing backup and re-
store solutions and how the Velero plugin for Longhorn stands against them. They also

confirmed the grade at which it accomplishes its targets.

6.2 Future Work

Concluding this thesis, it became apparent that we achieved our initial target: making
syncing volume data to a secondary location when using Velero with Longhorn easier.

However, we could expand the work done on this project in the following ways.

« Expand the synchronizing operation not only on the backup volume data but also
on the manifests. Velero executes the backup and then sends the backup data to
the Backup Storage Location set by the user. We could also sync this data to the

secondary location the user has set.

« Extend the plugin to handle setups using different types of Backupstores besides
§3, like GCP Cloud Storage, NFS, and Azure Blob Storage.

« Contribute and push the plugin to Velero so that Longhorn becomes a part of the

Velero-supported providers. [20]
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