EOvuco Metoofio [ToAvteyveio
>xoAr) HAektpoAdywv Mnyovikodv

Kot Mnyovikov Yroloylotov

Topéag Texvoroyliag ITAnpopopikng kot
YmoAoyloTov

Service Predictability in Blockchain Systems

AIIIAQMATIKH EPTAXIA

TFEQPTIOY TXIPONHX

Emiprénov: Apioteidng Hayovptlng
Kabnyntg E.M.IL.

ABnva, Iobviog 2025






= \‘AQ);-, EOvuco Metoofio [ToAvteyveio
N ‘;‘% ;@i\ 2xohr HAektpohdywv Mnyovikdv

3 % :z’_g Kot Mnyovikov Yroloylotov

' E}%‘ Topéag Texvoroyliag ITAnpopopikng kot

e 3 [ Yroloylotov

Service Predictability in Blockchain Systems

AIIIAQMATIKH EPTAXIA

TF'EQPTIOY TXIPONHX

Emiprénov : Apioteidng Hayovptlng
Kabnyntg E.M.IL.

EyxpiBnke omd v tpipein e€etaotikn emttpornn tnv 30n Iovviov 2025.

Aproteidng ayovptlnig AnpiTprog PwTdKng NuwcodAaog Asovapdog
Kabnyntng E.M.IL Kabnyntng E.M.IL Emntikovpog Kabnyntrg E.M.IL

ABnva, Iobviog 2025



TF'ewpyrog Torpovng
Authopatovyog HAektpodldyog Mnyoavikdg ko Mnyavikog Yrnoloyiotodv E.MUIL

Copyright © Tepylog Torpavng, 2025.
Me emipOAa€n mavtog Sikoudpartog. All rights reserved.

AmayopedeTat 1) avTiypopt), arofrievon ko dtavopr) tng mopovoag epyaciog, e§ oAokApov
1) TUNHOTOG QUTHG, Yo EPTTOpLkO okomd. Emitpémeton 1 avatdnwon, amobrikevon ko Stavopr)
Yyl oKoTto un kepSookomikd, eKTodeLTIKAG 1] EPELVNTIKNG YOG, LTO TNV TpovTdOeo va
avopépeton 1 Tnyn mpoélevong kot va Sratnpeitan to mopdv privopa. Epotripata mov ago-
POV TN XPNOT] TNG EPYATLNG YLo KEPOOOKOTIKO KOO TpéTtel v otevBhvovTo TPog TOV oUY-

Ypoupéa.
Ot amdPelg KoL T GUPTEPACHOTO TTOV TEPLEXOVTOL GE QUTO TO £YYPOPO eKPPALOLY TOV GLY-

ypogéa ko dev mpémel va eppnvevBel 0TL avtimpocwiebouy Tig entionpeg Oécelg Tov EBvikon
Metoo6frov IoAvteyveiov.



Dedicated to the Metsovite benefactors

Georgios Averof, Michail & Eleni Tositsa and Nikolaos Stournaris
for giving me and countless others the opportunity to study in this institute, which defined me as
a person.






epidnyn

To cvotrpata blockchain tpoo@épovv pict KALVOTOHO OUTOKEVTPWOUEVT) TPOGEYYLOT) OTLG TTPO-
KAYOELG IOV TTPOKVITOVY € GUHPATIKG HOVTEAX e ATOTEAET L, CUYKEVTPOVOLY OLEAVOEVT)
pocoyt). Qotdc0, 0 dtaBécog XMPOG yior cuVaAAaYEG elval TemepaoEVOS Kot otoTeAel Te-
propiopd otn duvartdtnTa Tov GLOTHHATOG Vo eEumnpetrioet Ty avavopevn {Rnon. Etol ta
ocvothpata avtd kobiotovror avablomota kot 1 eEuTnPETNON TOL TPOGPEPOLY XXPAKTNPi-
Cetal atd ampoPrenteg kKabuoTeprGELS KoL XPEDGELS.

Sv epyaoio avtr) mpoteivetal pia Abon oto mpoPfAnua g afefordotnrog otnv ekumn-
pétnomn twv cvotnuétwv blockchain, Baciopévn oe cuotipata otabeprig ypéwong. Aivoupe
pio Teprypoupt] Tov TPoPAHATOG Kal TG PEXPL TOPX oXETIKNG epyaaiag. [Tapovaialovpe dia-
POPETIKEG TPOTeYYioelg 61O TPOPANIA, OTTWG OL PN AVIGHOL X PEWCTIC CUVOAAAYDV KoL AANEG
OV KAVOULV Xp1|oT) TNG Texvoroyiog EEvmvav cupfoiaiwy yio vo SnpLovpycovy TpOTOKOA
1oV Bo AeLTovpyoLV Thvw oe v LITAPYOV UG TIHA.

IMapovoidlovpe pice cOvoyn twv Aettovpylkotritwv Tov Cardano, evog cLOTHHATOG GTA-
Beprig xpéwong, To povtédo xpéwong oto omoio Pacilovpe tr dovAeld pog. To Cardano Bétel
WG pio ad TIg Paoicég TOL TPOTEPALOTNTEG TO TTPOPANHA TNG EMEKTAGILOTNTOS KL ELOAYEL
KouvoTopeg pefOS0oVG YL TNV AVTLHETHOTLOT TOU.

3to kUpLo pépog tng epyaciog, Topouctdlovpe To TPWTOKOAAS pog yia TpoPAéyiun eEv-
TN PETNOT). 2TO TPWTOKOAAO YiveTan xprjon tng texvoroyiag éEvmvwv cupforainy yia tn on-
plovpyio evog mopay@youv cuvdedepévo e Tov xdpo ot prthok. To maphywyo amotelel pic
oLHEOVia peTay b 800 XpnoT®V, Tov XproTn katL Tov AGPaALoTH, TNV ool 0 TEAEVTOLOG TTPO-
pnBeveL Tov mPAOTO pe eEATPAMGHEVO XDPO CUVAAAXYDV G £va HEAAOVTIKO PITAOK.

Yrootnpilovpe OTL OL EYYUNGELS TTOL TPOGPEPOVTOL ATTO EVaL TTPWTOKOALO Paciopévo oe
ovothporta otabeprg xpéwong, dev elvor emitebELeg 68 CLOTHHATY SUVOLKTG XPEWOTG OTTWG
to Ethereum. Avadbovtog tnv Kowr] weéAela v d0o TAeLPOV, delVOUpE TG OTO SUVOHLKE
ovothpota dev eivar duvath 1 eyyvnor e€umnpétnong xwpig evdexopevn Cnpd.

KataAnyovpe amodetkviovtog nwg 1o TpwtdkoAAd pag eEacpaiilel tpofAéyun eEvmn-
pétnom, xproyonoldvtag pabnuatikr povrelomroinon Paciopévn otn Bewpia maryviov.

AéEerg kAerdii

Alvoideg Svvarlayov, Oswpia Houyviov, Xdpog Zvvarlayov oe Mok, Zupedpnon At-
ktvov Blockchain, Anpoprenteg Kabvotepnoeig, Astadeia Typcdyv, Iophywyo Xodpov Zvval-
Aayov, Syedroopoc Mnyoviopdv, EEvmva Zopforaia, Mnyoaviopol Xpéwong Zovalloyodv






Abstract

Blockchain systems provide a novel decentralized approach to the challenges found in con-
ventional setups. This leads to them receiving increasing attention and traffic and thus, the
need for scalability emerges as a prevalent research topic. However, block space being a scarce
resource severely limits the chain’s ability to accommodate the rising demand. As a result,
systems are rendered unreliable as the provided service suffers from unpredictable delays and
prices.

This work proposes a solution to the problem of service predictability in blockchain sys-
tems, built on top of a fixed-fees model. We give a clear overview of the problem and the related
work done so far. We look into different approaches to the problem, solutions like transaction
fee mechanisms are based on the system’s lower level as they modify its core mechanism, while
others utilize smart contract functionality to create a protocol on top of an existing system.

We present in detail Cardano, one of the most prominent fixed-fees systems, the model
upon which we base our main results. By introducing many novel functionalities, Cardano
tackles the scalability problem, one of its main foundational pillars. We provide interested
readers with a compact synopsis of those functionalities, along with sources for further reading.

In the main part of this work, we introduce our predictable service protocol. The protocol
makes use of smart contract technology to establish a block space derivative. The derivative
is an agreement between two users, a User and an Insurer, where the latter provides the first
with a guaranteed block space allocation at a future moment in time.

We argue that the guarantees ensured in a fixed-fee model cannot be achieved in a dynamic-
fee model like Ethereum. By analyzing the joint utility of the two parties, we show that in
dynamic fees there is no way to securely guarantee the allocation without suffering potential
losses.

We conclude the work by proving that our protocol provides predictable service, by creating
a mathematical model based on game theory notions.

Key words

Blockchain, cryptocurrency, Scalability, Service Predictability, Block Space, Blockchain
Network Congestion, Unpredictable Delays, Price Volatility, Block Space Derivative, Future
Allocation, Fixed-Fee Models, Dynamic-Fee Models, Cardano, EUTXO Model, Game Theory,
Mechanism Design, Subgame Perfect Equilibrium (SPE), Transaction Prioritization, Blockchain
Service Predictability, Cardano Smart Contracts, Transaction Fee Mechanisms (TFM)
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Evyapiotieg

Avtr) 1 SumAwpatiky dev Oa eiye yivel TpaypatikdOTnTO YWpIg TN cvpmapdotoot kal tn fo-
Noetx TOAAGV avBpdwv Tov TioTeYav ot epéva. Idwaitepa B HOeda va evyaploTiow TOV
koBnynt pov Aproteidn Hayouptln kar tov Ayyelo Kioyid mou pov édwoav tnv gukoupio vo
aoxoAn0o pe éva tdc0 evdapépov Bépa. Tnv Aavan Madda ov pe otrpiée kot TNV mepi-
080 NG peAETNG aLTOV TOL emLoTNpOVLKOD TTediov kot pe Porinoe va emiAéEw Telucd Oépo. Tov
TNopyo Mavayiwtdko mov pe kabodrjynoe ko’ 6An tnv mepiodo tng épevvag KoL TG GLYYPO-
PG ALTNG TG SUTAWHATIKAG KoL Xwpig Tov omoio dev Ba eiya kaTaupépet va TNV OAOKANPpOC®.

Ba Bela va evyaplotnow Tovg avBpdmoug ekeivoug ov pe kaBodriynoav ot Stadpopn
pov péxpt tnv epyacio avtr. Tov kabnyntn pov Anurtpn Pwtdxn, o omolog pe evémvevoe va
aoxoAnBo pe tov Topéa NG Bewpnrikig TANPOQOPLKTG, TwV adlyopibuwy kol Tng Bewplog
noyviov. H coppoAn tov vrrpée kabopiotikr yioa oAOKANpn TNV okadnpaixn pov mopeio.
Tov kaAd pov @iro Baoiin MnAid, xwpic tov omoio dev Ba jpovv oe avthv T oX0Af xatL o
oroiog pov £dwoe TNV kaAbTePT cUHPOVAY o€ pic otd Tig Lo prepdepéves oTLypéS TNG whG
pov.

Evxaplote emiong 6Aovg toug avBp@dmoug mov pe cuvTpOPevoay OAX TR T XPOVIL.
‘O)ovg ekeivoug mov Srafhoape pali, mtopoakolovbrioope Stoadéelg ko ddoope padrpato To-
péa KoL Oo0UG pe Gkovo oy vor YKPLVLAL® Yo auTh T1) GXOAT]. OEAM Vo ELXXPLOTHOW To TSI
artd ) Beatpikr] mov TAouciwoay TG 6Tovdég pov kot To odi otd to HamovAdkelo avor-
yvooTtrplo xwpic to omoia dev Ba elya kovphylo yix Tar TeAevTaio Pripoto.

Télog BEAw Vo VY APLOTHOW TOVG TPELG TTLO KOVTLVOUG HOL avBpdmovg e avtd o TokidL
Ko Tov 1) PforiBeLd tovg cuykevTpOVeL OAa avT Yo T omoia ypafa. Tnv ABnva Teployiov,
g omotag 1 PorBeta tav ovolaoTIkT) o€ epyacieg kKo pabripoato kot 1) ool v pEe TOPA-
yovtog otabepdtnTog o o mopéa Wtopubpwv aviporwv. Tov Iwpyo Mrapmiin, o omolog
NTav mavta kel vo pe EEAaoTOVEL, eite TO TPOPANIA )TV TO TPOYPOpX TTOL OeV ETPEXE, ElTE
Nty 1 mtieon mov pe Eemepvovoe. Tov Koota ITamaddmovio, o omoiog pe otripiée 660 kavévag
Ta tedevtala ypovia. Xe kabe Pripo avtng g dwadpopng n Porbeié tov NTav TavToyxov To-
povoa ko eiye TavTa Tov TpOTo vo Palel TéEn oo xdog. Xwpig avtdv autr) 1) SumAwporticy Oo
ovvéxile Tnv O TepdoTia Topeia TNG. Amd TO TPOTO £TOG, HEXPL TLG TEAELTALEG AEEELG UTHG
NG SuTAwpatikng avtol ot dvBpwrtol fTav dimAa pov. Tovg xpwotdw To TTUYLO HOU.

T'edpyrog Topwvng,
ABnva, 301 Iovviov 2025
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KepaAoto 0

Extetapévn EAAnvucq Hepidnyn

0.1 AMvoideg Xuvarlayov (Blockchain)

0.1.1 Xvotnpata Blockchain

H texvoloyia H teyxvoroyia Blockchain améktnoe dnpotikotnta 0tav to 2008 o éyive 1)
dnpocievon tou Bitcoin and tov Nakamoto. O Nakamoto Bacictnke oe vndpyovon Bewpio
KPLTTTOYpaPiaG Ko SNHLobPYNoe Evo YneLakd amoKeVTPOHEVO KPLUTTTOVOHLopa. AvtiBeta pe
T GUPPATIKY) OLKOVOpit TNV OTToloL XPrjGLOTToLeiTOl Ve KeVTPLKd choThpa arodrjkevong, To
Bitcoin amoBnkevel TIg cuvaAAayég Ge Evar AOYLOTIKO HNTPOO AITOTEAOVHEVO Otd pia Gelpd
oo puAok, To omoio dratnpeitar oe avtiypopa dtoaporpacpéva oe éva diktvo. To Aok oxn-
potiCouv pio cdvoido otnv omoio k&Be pPTAoK CLVOEETOL e KTPUTTTOYPOPLKA EPYOAELX [LE TO
mponyoLpevo. H véa TAnpopopio KAToywpeitol 6TO PNTPMO HOVAX X HECW ETEKTACTG TNHG OLAL-
oidag ko k&Be aldayn otV vTdpyovox aAvoida yiveTal dpeco avTIANTTY 0o TO SLKTLO Ko
amoppinTeTal.

Aoyiotika Movtéda  Toa cvotrpata blockchain ypnoipomrolotv Sidpopa AoyloTikd povTéAa
YO VA KQTaypaPOLY TO LITOAOUTO TWV XPNOTOV 6TO AoyloTikd puntpoo. [Hapabétovpe tpia
Tt CCUTA e Pice CUVTOWT TTEPLYPaPT.

e UTxO: To Aoyiotikd povTéAO TTOL Ypholpomoteital amd to Bitcoin Aéyeton UTxO. To
anodidovpe oo EAANVIKE WG "Mr Aamtavnpévo Amotédeopa Sovaliayic . Aettovpyel
pe tn xpnon twv UTxO wg vopopdtov to ool £xouv évay dtoktrTn kat pia oio. Ot
OLVAANAYEG KATAVOADVOUV TOL VOULOPOTO AUTA KAl STJHLOVPYOUV VEQ, e SLupOPETLKOVG
OLOKTHTEG KoL OEleC.

e Movtélo Aoyapracp®dv: To AoyloTikd HOVTELD AOYXPLAGHOV XPNGIHOTOLELTOL OO TO
Ethereum xai Aettovpyei Statnpdyvtog évav Aoyaplacpod yio tov ke xprjotn tov blockchain.
Stov Aoyaplacpo Stupaivetal 1 meplovsio Tov XpoTn Kot pe k&be cuvallayn ot Ao-
YOPLOGHOL OLVALVEDVOVTOL.

e EUTxO: To Aoyiotikd povtédo mov ypnotpomnoteiton ard to Cardano Aéyetor EUTXO,
dnradn extetapévo UTxO. Amoteldel pix eméktacn tov povrédov UTxO, wote va propet
v vrtootnpilel éEvmva cupPforora (smart contracts). Xpropomotel opopolx vopiopota
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UTxO pe to Bitcoin, 6pwg Toug divel tn duvatdtrnta v arofnikebovy meplocoTepeg TA-
popopieg oxeTikd e TNV katdotoot Tou blockchain.

AlyoprOpor Tuvaiveong O mpoTog alyopiBpog ov yprnopomoidnke yio Tn Aettovpyio
kpurtovopiopatog ftav 11 AnddeEn Epyooiag (Proof of Work), o omoiog divel dikaiwpa mo-
POYWOYNG IWTAOK GTOV XPHOTH IOV SOTTAVAEL TNV TTEPLEGOTEPT] EVEPYELX YLOL TNV ETIAVGT) £VOG
npoPAnpartog. AkolovBnoe n Amddelén Mepidiov (Proof of Stake), n omoia Pacilel tnv emt-
Aoyn mapoaywyos prAok o€ pia Tuxoio Siadikacio pe faor o okovopkd pepidio mov €xovv
dNA®oeL oL XPNOTES Y VO GUHPETEXOLY 0T StodLkaoict.

To TpidAnua twv Blockchain  Ta blockchain facilovton oe tpelg akieg, Tig omoieg oKoOTED-
0LV VA GLVSVAGOLV: TNV ATOKEVTPWOT], TNV ACPAAELO KOLL TNV ETEKTACILOTNTA. QOTOGO, Elvar
KOLVGOG artodektd mwg otav divetal Bhorn oe dvo atd awvtég, Buoialetan ) Tpity ko k&b cv-
otnpa npénel va emhé€el mov B dwoel T péyiotn PapidtnTo.

0.1.2 Mnyaviopoi Xpéwong Zvvalioyamv (TFM)

H xivnon mov propet va e€umnpetnBet amd ta cvotnporta blockchain eivon meplopiopévn
Ko koBdG meplocdTEpOL XPHOTEG TTPOGEp)YOVTAL YXPeELdleTol Evag TPOTOG TEPLOPLOUOD TIG EL-
6080V TV GUVOAAXYOV o€ PtAok. AuTov Kot GAAovg oTdYoLG eELTNPETOVV OL PN XOVIGHOL
XPEWOTNG CLVOALAYOV PEGK TMV OTTOLWV OL XPHOTEG LITOYPEODVTAL VA TTANPOGOLY YLO VAL EL-
OYOLV HLOL GUVOAAOLYT] GE PITAOK.

E&etdlovpe tpelg Paoicog Py ovicopong

o ITAewotnpracpog [patng Tyung (First Price Auction): Xe avtdv Tov pnyacviopd oL xpn-
OTEG KAVOLV TPOCPOPES YLO TLG GUVOAAAYES TOUG. OL XpriOTEG HE TIG PEYOADTEPEG TTPO-
0QOPEG ELGAYOUV TIG GUVAAAOYES GTO PITAOK, POV TTPAOTA TANPOGOLV TIT| {oT) pe TNV
TPOGPOPA TOVG GTOV TTAPAYWYO TOU PITAOK.

o Avvopikég XpeE®OELG: XTOV HIXAVIOHO TwV AVVOHLIKGOV XPeDOE®V, OL XPTIOTEG TTPETEL
Vo TANPAOCOLV EVaL GUYKEKPLHEVO TTOGO Yio var farovv cuvaldayég oe prthok. To Toood
aLTO deV TO TTALPVEL O TAPAYWYOS TOL PITAOK Kot vt awto katyetal. EmimAéov, oe k&Be
HITAOK 1) XPEWOT) AVOVEDVETAL AKOAOLODOVTAG TNV KivNoT), ©OOTE VO KPATAEL TOV OpLOpoO
TV etoaxBéviwv cuvallayov otobepod.

o Ytabepég XpeDOELG: ZTOV HIXOVIOUO QUTO 1) XPEWGCT) TOV GUVOAAXY®V YiveTon pe Té-
vto pe Tov idto tpomo. Yrmoroyiletou pe Pfaon to péyebog tng cuvadlayng ko Toépoug
IOV KOTAVOADVEL O TUXOV KOSLKOG TTOL XPTGULOTOLEL 1] GUVOAAQLYT] He TNV poper] €Ev-
mvou oupfoiaiov.

0.1.3 Avaivon TFM

Extetapévn épevva éxel yivel ylor TNV aELOAOYNOT TV HUNXAVICHOV XPeDCewV He Pdon
 Bewplo Tonyviev kol v tpocmdbeia edpeong evog OavIKoD pXoviopo o omoio eivol
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oupPatog pe T kivTpa TV XpNoTdv. Avagépoupe tpelg dnpootedoelg Twv Roughgarden,
Chung ko Shi, or omoiot a€loAoyoOV LITAPYXOVTEG PN AVIGHOVG KO OITTOSELKVDOLY OTL €Vag
TETOLOG HIXOVIGHOG OeV ptopel va viTdpEeL.

e H dnpoocicvon tov Roughgarden: O Roughgarden dnpiovpyel éva povtéro akloldyn-
O1)G TV HNXOVIOH®OV Xpe®doewV Ko aloloyel pe faon awtdv Toug o cuvrBelg pnyo-
VIOHOUG.

e H dnpoocicvon twv Chung kot Shi: Xpnopomotodv éva povtédo mapeppepés pe avtd
tov Roughgarden kot ammodetkviouvv 01L dev vIThpyel PUNXOVIGHOG TTOL VOl LKAVOTTOLEL TLG
QIOLTHOELS TTOUL £xoLV Béoel wg emBupnTég oto povTéAo. QoTdo0, KaTaoKeLALoLY Eva
UNYOVIOPO IOV TTPOCPEPEL LKAVOTIOLNTIKG outoTeAéopata Buotdlovtog tnv atodoTikod-
o,

e H dnpocisvon twv Roughgarden, Chung ot Shi: Amodeikvoouv 6TL dev pmopei vo
LITAPEEL LNYOVIGHOG TTOV VoL LKAVOTTOLEL TIG oLVOTKES CUPUPATOTNTAG YL TA KIVITPAL TV
XPNOTOV, 00TE yia To ap)tkd povtého tov Roughgarden.

0.1.4 TIlapaywya oe IlepifpaAiovta Blockchain

O pnyovicpol xpéwong xpnotpomotodval, Hetafd GAAOY 6TOXWV, KoL yiow T dnpovpyic
evog mo poPAéPipov mepiBdAiovtog eEumnpétnong ot cvotripata blockchain. Mo &AAn
peBodog eivar mapaywyo cuvdedepéva e Tov SLBECLpo XOPO GLVOAAXYWDV GE HITAOK.

e To Pitch Lake eivan éva cupforato mov amodidet afio 6ToV oryopaoti} TOL v 1) XPEWGT)
YL TNV ELGOYWYT) GE PITAOK avEPeL Thvw amd pice cuykekpLpévn Tipr. Avtd to cupoAoio
propetl va yprnotpomoinfel amd xprioTe TOL GTOXEDOLY GTN HEAAOVTIKT ELCOYWYT PG
OLVAAAAYTC TOVG MOTE VAL TOUG TTPOSTATEYEL Atd otpOPAemnteg avOdoLg oTNV TN TNG

XPEWOTG.

e To Blockspace Tokenization, Oeomilel éva TpwTdKoAL0 ayopdg deAtivv Ta omoio pro-
polv va xproononfodv oTr GLVEXELX YO TNV TANPWHN TNG ELCAYWYNG GE HITAOK,
avti g kavovikng xpéwongn. Hapott dev eivor mapdywyo, Tapovctilel KOOl KoLva
XOUPOKTNPLOTIKA GTN XPT|OT) TOL KOOMOG EMLTPETEL GTOVG XPTOTEG TNV TPOXYOPA XDPOL
OULVAAALYOV.

e To LedgerHedger eivat éva cupforato petad d00 xpnotav, o évag ek Twv omoiwy BéAel
VoL ELOOYAYEL Pl GUVOAAQLYT] O€ HTTAOK G€ KATTOLA LEAAOVTLKT) OTLYLT] Kol 0 GAAOG propel
va Srabéoel xdpo o€ prhok TNy ida peArovTiky otiypr]. Méow evog éEvmvou cupfoliaiov
0 TPAOTOG XPHOTNG TTPoayopileL TOV Xdpo atd Tov devtepo.

0.2 Cardano

Zmv mapovoa epyasio acyorovpacte pe cvotnpata blockchain pe pnyoaviopo otabeprig
xpéwong. To obotno 6To omoio emtkevipwvopaote eldikdTepa eivar to Cardano, éva cOoTnpa
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TPLTNG YEVIAG oL Yprotpomnotel adyopibpo Proof of Stake ko ypnoyomolei wg vopopo to Ada
v vrtodiaipeot] Tov Lovelace.

0.2.1 Blockchain Tpitng I'evidg

H npotn yevia blockchain eiofjyoye tnv évvolx twv xpumtovopiopdtwy pe o Bitcoin v &i-
VUL TO TTPATO KOL TLO XAPOKTNPLOTLKO TTopAdeLypa. 2T ouvExXelx, GUOTHHAT SeVTEPNG YEVIAG,
omwg to Ethereum, enétpefov tnv Omapén éEvmvov cupPfolainy kot tn xprion tov blockchain
yo extédeon koduka. TéNog, Ta cvoTipata Tpitng yevidg, 6nwg to Cardano, tpoomaboldv va
@épouv AVoelg ot Tpelg Pactkég TpokAnoelg otov xwpo twv blockchain.

e Encktaocypotnta (Scalability): Exgpaler tn Suvatdtnta tov suothpatog va eEumnpetel
Evary atEaVOEVO apLlBpO XpPNOTOV.

e Awacvuvdeoipotnta (Interoperability): H Suvatdtnta Stacuvdeoipdtntag Tov ovoth-
potog pe aAio cvotpoarta blockchain kou pe copfatikd otkovoplkd cuotrpata.

¢ Buwwowotnta(Sustainability): H duvatdtnta Tov cusTHpatog vor cuvenpeiton Ko vo
e€eliooetal pe tnv mapodo Tov ypodvov.

0.2.2 Epmotootvn oto Cardano

Mia amd tig Paocikég mpotepardtnteg Tov Cardano eival 1 a€lomoTioc TOL GLOTHHATOG.
AvTO eLTUYYAVETOL OPYLKA JLE TNV ETLGTNHOVLKT] TEKUNPLWOT) TWV SOULKODV TOL GTOLYELWV HEGK
akloloynpévwv dnpooievoewv. Enerta, yio ta éEvmva ovpforaia tov Cardano yproipomotei-
tau 1) Plutus, pio cuvaptnolokr) yYAOGoo Tpoypoppatiood o meplopilel Tor o@AApaTA KoTd
TNV ektéleot) ToL KOdika kot o€ cuvdvacpd pe o EUTXO povtédo kot to pnyovicpd otabepodv
Xpedoewv Snpiovpyel Eva meplPAALov cUVETELOG O AELTOVPYIX TOV GUOTHHATOG.

0.2.3 ITA&avo Avamtvéng tov Cardano

Axopa pio kovotopio tov Cardano eival ol otadiokr) ovamtugr Tov ot 5 paoelg. Kabe véa
@aoT elonyoye kavotopieg povaya apod atabepomotodtay 1 mponyoLpev. Ot pacelg NTay
ot ko6 ovbec:

e Byron: Anpiotpynoe to diktvo touv blockchain kou exkivnoe Tov adyopiBpo cuvaiveong
Ouroboros.

e Shelley: Enétpee tnv amtokévtpwaorn Tov dikthov xproipomotdvag tov alydpibpo Ouroboros

Praos divovtag n duvatotnta mopoywyng prAok otovg ouppetéyovteg (stakeholders).
e Goguen: Elorjyaye 1 Aeitovpywcdtnta tov Evmvev cupforainv.

e Basho: Eworjyaye Aetovpylkdtnteg oTOXEVUEVEG OTNV eELTNPETNOT) PeyoddTEPOL aplLb-
HOO XP1OTAOV.

e Voltaire: Metépepe tnv mAnpn KLPepvNoIHOTTA TOL CLGTHHATOG GTOVG GUHUETEOVTEG,.
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0.2.4 AAyopiOpog Ovpofopog

To Ouroboros givow o tpwtog PoS adyopibpog emiotnpovikd amodederypéva acpoiic. Ei-
vat 0 adyopBpog ov xpnotpormotei to Cardano, L0 GUYKEKPLUEVA X PT|CLLOTTOLELTOL TO HOVTEAO
Ouroboros Praos. Ztov alyopiBpo avtd o xpovog xwpiletal oe emoxég (epochs) kot Béoelg
(slots). Ztnv apxn kébe emoxng oL Bécelg avatiBeton 6TOVG CUPHETEXOVTEG PEGK PG TUXOHOG
dwadikaciag pe Pdon to otkovoplkd pepidio mov SabéTovv. LT GUVEXELO OL GUHUETEYXOVTEG
OLAAEYOLY KOTATEONPHEVEG CUVAAAOLYEG KOl TLG ELGAYOLY GE Ve VEO WITAOK TTOL STHLLOVPYOVV
ot Béomn mov Tovg avartédnke. Eneita to prAok cvvdéeton pe Ty vdpyovoa alvoido eme-
KTiVOVTAg TN Kal To SLKTLO EVIIEPDOVETAL YIOL TNV XAACYT.

0.2.5 Apoifég oto Cardano

Ot dnpovpyol twv phok Aopfévouv pio opotPr) yiex tn dovAerd tovg. Xto Cardano awvtr
1 OpoLPr) KXTOVEPETOL e TO TEAOG TNG ETTOXT|G GTOVG CUUHETEXOVTEG AVAAOYCL JLE T UTTAOK TTOV
napfyayav ko tnydlel amd dvo mpoehetoelc. Eva apyikd andbepo to onoio amelevbepidvel
oTAdLOKA KEQAAALO GTO SLKTLO KO TLG XPEWTELS TWV CLVOAAAY®V TTOV eloixOnoav oe pAok
KoTé T SLApKEL TNG ETOXNG.

0.2.6 Movtélo EUTXO

To Aoywotikd povtého tov Cardano Aéyetou EUTXO ko eivon pia eméktaon tov UTxO mov
xpnowomnotei To Bitcoin, o0twg dote va pmopet va vtootnpifel Tnv vmapén éEvmtvov cupPo-
Aaiwv. Ta to oxond avtd ta UTxO mov eival otny ovoio To VOPLOHK TOL HOVTEAOL €@odLAlo-
vra pe 1o pio dopr dedopévwv mov ovopdletar datum. Eve oto UTxO avtr i) dopr) dedopévwv
atoBnkedel povayo tov dikonovyo Tov vopiopartog, oto EUTXO emextivetal wote vo popet
vo amobnkedoel mpoypappatiotiky Aoyikr, vtebBuvn yio T dnpovpyic o cOvBetwv cu-
VoA oy O0mwg Bo Sovpe ot cuvéxela.

0.2.7 XvvaArlayég oto Cardano

To povtého EUTXO g@épver dvo kauvotopieg otig cuvarlayég: o) To script context, ota
eAAN VLKA TAQLGLO GUVOAAOYTIG, elval dedopéva oYETIKA e T cLUVOAAQYT) Ta omtoia Sivouv TN
dvvatotnta ektédeong oOvOeTng Aoyikng oo éEvmva cupforata kot f) Opilel éva xpoviko
duotnpa 6to omoio 1 cvvaldayr dvvartal va elcoxBel oe pmAok, otav yiveton mTpoomddeto
ELOOYWYTG Hiotg GUVAAAOYTIG £KTOG TOL XPOVLKOD TNG TALG LoV, 1) Tpoomdbela akvpovetat. Ot
oLVAAAQYEG G€ UTO TO HOVTENO ATTOTEAODVTOL QTTO TOL AKOAOLOA XX POKTNPLOTIKA

o Tavtotnta Zuvaddayng: Eva dioakpitikd yia tn cvuvadhoyn
e Ewpoég (Inputs): Ta vopiopata (UTxO) mov katavaddvel pioe cuvodloyn.
e IIpoiovta (Outputs): Ta vopioporta mov dnptovpyodvTot astd 1) GLVAAAXYT).

o Xpéwon: H ypéwon mov mAnp®dveToL ylor TNV eloaywyn pio CUVOAAQYTG O UITAOK.
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o Koppdatia Kddka (Scripts): Mia cvuvad oyt propel va katovolovet fj va dnpovpyei
ek VOpioHOTH TTOL PEPOLV KOIKA WG ctodelkTid LdtoKTnoiog.

o IMTAaicio Xuvaddayng (Script Context): Aedopéva oxeTikd pe T cUVOAAXYT) GT OTTOl0L
éxel TpOGPooT) 0 KOSIKAG TOL PHITOPEL VAL X PTOLULOTTOLELTAL ATTO TH GUVOAAOYT).

o Aedopéva EEapyvpwong (Redeemer): Aedopéva mapexdpeve amd tov Snptovpyo g
OUVOAAAYTG TTOV X PTIGLHOTOLOVVTAL OUTO TOV KOOLKA OOTE Vot EEKAELSDTOLY KePAAALAL.

0.2.8 'Efvnva Tupforoia

To cvotipata blockchain propotv va xpnoipomonBoiv, mépo omd amAéc cuvalAoyég pe-
ok XpNoTOV Kot Yo TV ekTéAeot) kKodka. Avtd vAoToLeiTOL PECK TV EEVTVWV GUHPOAXIWY
(smart contracts). Xe quTHV TNV epyocio eMKeEVIPOVOPAGTE 0T ELTTVA CUPPOAOILX OTIWG VT
vAomolovvtat oto povtéAo EUTxO touv Cardano.

Eva é€unvo ocvpforato givon pio Sievbuvvon otnv omoio amobnkevovranr ke@dhoo KAeL-
dwpéva amd pio mapapetpomoioipun Aoyikr. Nopiopata (UTxO) Shvavtal v xpnoLpomolovy
v dtevBuven avtn avti tng dtevBuvvong evog xpriotn. EmutAéov k&Be vopiopa mov avapépet
1 SievBuvorn ypnoyomotei dedopéva amobnrevpéva oto datum yio vo TOPAPETPOTOLNGEL TN
Aoytkr] Tov oLpPoAaiov BGoTe vor ToPLALEL GTIC AVAYKEG TOU GLYKEKPLUEVOL XPHOTH) OV TO
dnpovpyet.

‘Evag xprotng mov 0élel va Eexdeldwoel oo armoOnkevpéva kepdhono artd tn Stevbuvon,
TIPETEL VAL X PTICLLOTOLYOEL TO VOULOPO G€ pict cLuVvaAAayT oty omoia Oa mopéyet ko ta dedo-
péva e€apytpwong (redeemer) to omoio B xproyoromnBodv ard tov kOILKA oL TEPLYpd-
@etaL ot devBuvon yio va EexAeldwBolv Ta kepahaia.

Yt dwdikaoio EexAelddpatog ypnoiponoteital exiong to mAaiolo cuvallayrg (script
context) to omoio mepiLéyel dedopéva oxeTLX pe TN cLVAAAXYT 6TV oTolo yiveTon 1) outdmELpoL
Eexeldoparoc.

0.2.9 Xpewoelg

To Cardano ypnotpomnotei povtého otabeprig xpéwaong yia Tig cuvaliayég Tov. H ypéwon
k&Be cuvarhayng vtoloyileton Tavta pe Tov idlo tpodmo ko Paciletal oto péyebog g ov-
VOAAAYHG KO 6TOUG TOPOLG TTOL KATAVOAMVEL av Y protportotel éEvmva oupPoraia. Ot mopol
avtol ywpilovtal oe 0o katnyopieg: a) Tnv enekepyactikn LoX0 TOL elvol amopoitnTn yio
NV eKTéAecT) TOL KOSk oL VAOTOLEL T Aoyikr} Tov cupPoiraiov kot B) Tov amobnkevtikd
XDOPO TTOL XPT|CLULOTTOLELTAL VIO TNV EKTEAECT] UTH.

0.3 Otwpia laryviov

Oewpia maryviov ovopaleton o KAGS0g Twv padnpatikov mov peletdel TIg aAANAeTSp&-
o€l PeTaED TAEVPAOV - TAKTAOV, OL OTTOLEG £XOUV OTOXO TI HEYLGTOTOLNGT] TNG WPEAELAS TOVG.
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O aAAnAemidpaoelg HOVTELOTTOLOVVTOL (G TTALY VLA PE VG T POVG PaONHATIKOVG 0pLopote. o
Vv at6doon 6pwv ot eEAANVIKG cupovAevopacte To [73], 6mov autd eivon Suvatd.

0.3.1 Xvvaptnon QeéAelog

K&Be maiktng €xet drovpopetiicég embupieg yia tnv katdAnén tov moryviov ko k&be katd-
An€n tov divel Stapopetikt] tkavormoinot). OVopdlovie TV TOGOTIKOTOLNGT) TNV LKOLVOTTOINGNG
QUTNAG WEEAELQ TOL ALK T KOL CLVAPTNGT WPEAELOG, TN GUVAPTIOT) TOL AVTLETOLYL EL KOTO-
AM€eig evog oy vidiod otnv weélela Tov ToikT.

0.3.2 Iaiyvie Kavovikng Mopeng

H Paoikdtepn péBodog avamaphotacng evog moryviov eivat pEGm TNG KAVOVIKTG HOPPHG.
To matyvia kavovikig popeng avartapiotavtal o€ évav ivako N Siactdoewv, 0mov N eivan
0 apBpdg Twv maktov. Kabe didotoon avarapiotd tig Srabéoyeg kivrjoelg kabe maiktn ko
O KEALX TTEPLEXOLY TNV WPEAELX TTOL Aapfdvouy oL maikteg av akoAovBnBoidv Kivricelg Tov
OVTLOTOLYOVV GTO GUYKEKPLUEVO KEAL

0.3.3 XZrpatnyucég ko Iocopporieg

Ye kabe maiyvio oL Taikteg Exovv éva cVVOAO dtabéaipwy Kivrioewv. Ovopdlovpe TNV -
Aeypévn xivnon evog TalkTn GTPATYLKY) TOV KOl TO GUVOAO TV EMAEYHEVOV KIVIIGEDV GTPOL-
YKo TPpoeil. Av o maiktng amopacioel va maikel pice cvykekpipévn kivnorn tote Aépe OTL
éxeL plo kaBapr) oTpatnylkr, ®oTdG0, Propel va amopacicel va maikel pio kivnon tuyala,
avabétovtag oe k@Be Kkivion pio mBoavotnta va matytel. To ovvolo twv mbavotiTwy Tov
éyxovv avartebel oe k&Be Suvatr) Kivnor outoTeAel pio PHLKTH OTPATNYLKT TOL TTOUKTT).

3t peAétn TV oy viov Hog volalouy laitepal Tot GTPATYLKA TPOPIA TTOL PEPVOLY TO
naiyvio oe wooppomio. H Pacikdtepn évvola tooppomiog tng Bewplag moryviwv eivar 1 Ioop-
portiat Nash. ‘Eva otpatnykd mpo@id evog mouyviov amotedel woopporio Nash av kavévog
artd Toug TaikTeg dev popel vo PeATLOOEL TNV OPELELE TOV AAAALOVTOG HOVOUEPKG TN GTPOL-
nykr Tov, dnAadr dedopévou 6Tt oL vITOAOLTOL TAiKTEG Bt KPATHGOUV TIG GTPATNYLIKES TOUG
otabepéc.

0.3.4 TIaiyvia Tédewag ITAnpopopnong oe Avadvtikiy Mopen

Tow oty viet Kavovikig Hopeng eKPpAlovy TIG KIVAGELS TV TTOUKTOV XWPLG vor Aopfdvouy
VIOYLY TOV Ypovikd mapdyovta, BewpdvTag Twg 6Aeg cupPaivovy tavtdypove. T aAAnie-
TOPAGELS OTLG OTOLEG Ol GUUHETEXOVTEG SpoLV SLadoY LKA, XPICLLOTOLOVHE T TTOLy VIO aLvo-
Avtikng popong. Ta maiyvia avté avamopiotavTot pe évo SEVTPO 6TO 0TT0L0 Ol KATAGTACELG
Tov Taryviov apatiBeval wg KOpPol kot oL SLaBECLES KIVIIGELS TOV TOUKTOV WG OKHEG TOV
dévtpov. Kabe kopPog avtiotoryiletan otov maiktn o omoiog mpémel va emAé€el kivnon oTny
GUYKEKPLUEVT KATAOTOOT).
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To maiyvie télelag TAnpopodpnong pe ta omoia o aoyoAnBolpe ot cuvéyela, eivon To
UTTOGDVOAO TWV TTALYVIWV & AVAALTIKT) HOPPT] GTA OOl OL TikTeG yvwpilovv pe akpifeto
OAeG TIG KLV OELG TTOL éxOouv TTpornynOet.

T v avédvon avtev TV moryviov 1) toopporio Nash dev emapirel. Onorte, xpnoyo-
moteital pioe dapopetiky, avaTnpodTEPN évvola Lloopporiog, 1 Subgame Perfect Equilibrium
(SPE), mov amodidovpe ot eAAnvikd wg Tédewa Iooppomian Yromaryviov. Avastoplotdvtog
To molyvio pe éva dEVTPO, OVOPALOLE VTTOTOLYVIO TO TOLYVLO OV OVOUITAPLGTATL OTO €Vl
VTTOdEVTPO TOL apxLkol dévTpov, £xel dnAadn wg pila évav kKOPPo TOL apyLKoL SEVTPOL Ko
anoteheiton amd 6A0Vg Tovg aoydvoug awtov. Tote éva oTpatnykd Tpo@id amotehei SPE
6T To TTPOPiA avtd amotelel tooppomio Nash yio kéBe vtomaiyvio Tov apytkot moyviov.

T va Bpovpe v SPE ypnoipomolovpe tov adydpiBpo onioboyevois emaywynig (backward
induction). O aAyopiBpog Aettovpyet pe Stdoyior Tov dévtpov katd P&bog. Eekvdvtag otd To
QUM o€ k&Be kOPPo emAéyetal 1 akpr] 1) omoio 081 yel TOV avTioTOLKO TTaLiK T o8 peyaAiTepn
WPENELD, OTT) CLVEYEL O KOPPOG EVIHEPDOVETOL UE TNV WPEAELX QLUTT.

0.3.5 IIpocBétovrag Tuxaieg Kivroeig

IMoAAég popég pioe adAnienidpaon dev e€apTtdTon HOVO OO TIG KLVHCELS TWV TTOULKTOV,
AN ko amd eEwTeplkég ouvOnKes. Or aAAnAemidpdoelg VTG HOVTEAOTTOLOOVTOL e TTaly VLo
TLOU TEPLEXOVV TUYALEG KLV OELS. Oewpovpe EVav ToUKTH He PNOEVIKY) CLVAPTNOT WPEAELXG O
omolog avamoplotd TIg e€wtepikég ouvinikeg. H otpatnyikr tov eivon puetr] ko avabétel oe
ka&Be mbavn kivnon v avtictoryn mOAVOTNTA YLOL TAL ATOTEAECPUAT TOV EEWTEPLKOV GUV-
Onkov.

T TV avaAvon auTdV TV TALY ViKY HETATPETOVHE EAAPPOS TOV alyopLBpo omicBoye-
VOUG enaywyNG kol 6TOLG KOPPOLG 6TOVG 0TToloVG eMAEYeTOL ) TUX A Kivion avTicToLyileTon
1 avapevopevn weélela pe Paon tig mbavotnteg g k&be kivnong.

0.4 Ilap&ywyo 6To XOPO CUVAAAAY®DV TOL HITAOK

0.4.1 Movtélo

Je qUTHV TNV EPYOCia GUYKPLVOLHE TA GLOTHHATH SLVALKTG Ko oToBeprig Xpéwong oye-
TIKQ e TIG EYYUNOELS TTOL dVvavTaL va TapEéXOLV 6TOVG XPNOTEG, OG0V aopd tnv e€umr)-
pétnor. OL xprioteg vITOPAAAOLY GLVAAAAYEG VIO ELOOYWYT] O€ WITAOK KOl OL TTXPOYWYOL TLG
OLYKEVTPOVOLY KaL dptovpyolv ta prAok. O xprioTeg pitopoiv emiong va katabéoovy cu-
voloyég mou mepthopfavouy éEvmva cupPoroia, 0wg avtd eENyndnkay vopitepa.

T v eloaywyn TV GLVAAAXYOV TOVG G€ PITAOK, OL XPHOTES TTANPOVOUV XPEDGELS TOV
oto cLGTHHATA SUVOHLKNG X péwang vitohoyilovTal pe petaforlopevo TpoTo oe k&be PITAok,
eved pe otabepd TpdTo o ekeiva otabepng xpéwone. Otav 1 kivnon eivar av€npévn, ta ov-
oTAHOTO SLVOULKNG X PEWONG avePAlovy Tig THEG, VG o€ LT pe otalbept] xpéwon 1) kivnon
petappaletal oe KaBLOTEPNGELS GTNV ELCAYWYT] TOV GUVAAAXY®OV.

Bewpotpe évav xprotn, o omoiog Béletl vor vITOPaAAeL pict GUVOAAQYT] KATTOL GTLYU OTO
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péAAOV. QOTO0O, QUTH 1) CUVOAAYT) TOU ATTOPEPEL WPEAELX poviyo av elooyDel oe pmAok
EVTOG €VOG XPOVIKOD SLXGTHHATOG, €V HE TO TEPNG TOL Sl TApATOG déxeTon pio TOAvVAG
apvnTiKn w@édela, eite ) cuvarllayn etooydei oe phok, eite OxL.

KaBdg n ovvarhayry Oo vtofAnOei peAdovtikd, dev viapyetl Tpdmog va mpoPArepbei n «i-
vnon mov Ba mapovoidlel exeivr tn oTLypr To 8ikTLOo, 0TTOTE KAVOULpE TIG akdAovbeg o vto-
Oéoelg. o) Eta ovotpata otabdepng xpéwong, dev LITapyeL AGPAANG TPOTOG TPOPAEYNG TNG
KOBLOTEPNONG OTNV ELCAYWYT] HLOG GLVAAAOYTG o€ ekeivr TNV pedlovtiky otiypr. f) Xto ou-
oot SUVOLKAG XPEWONG 1) TN Hopel vor ptdoel péxpl éva e€opetikd vYMAS dplo ko
dev vapyel TPOTOG TPOPAEYNG TNG TAG TEPX ATd ALTO TO OpLo. QG ATOTENEGUA, KOl OTLG
d00 mepmTdTELS, 0 XprioTnG dev prtopel va yvwpilel ek TV TpoTépwv av Ba popécel vo AdPel
Vv emBopn T weélela 1} O kataAnén pe mbavog apvnTiky.

MeAetaype mBavég CULPWVIEG TOL XPNOTN He EVOV ATPAALGTT, SUVNTIKA TApoywyd HITAOK,
o omoiog Ba eEacparioel Tnv epmpoOecpn eloaywyn Tng cvvaiiayng. Opilouvpe Tnv évvola Tng
e-mpoPAéYnpung e€umnpétnong wg pia cupeevia mov: a) eivor apoaic Tpocodopdpa kot )
EYYLATAL £V KATW OPLO GTNV AVAHEVOHEVT] WPEAELD TOV XPT|OTT).

0.4.2 Xoykpion MoviéAwv Avvapikov kat Xtobfepodv Xpemdoewy

To [69] meprypbpel éva TPOWTOKOALO AVTIGTOLYO HE LTO TTOL TEPLYPAPOLHE Yl Eva oV-
otnpa Suvapkig XPEWoTG, WoTOG0 dev KaTaPépvel v TeTUXEL e-tpoPAéYpn evmnpétnon
yla € kaAbtepo amtd éva 6pro. OL mapaywyol prAok dev PItopodv va TPOPUAREOLY pia GUVOA-
Aayn oo TN ampoPArentn avodo g TG XPEWOTG TEPX aTTd TO OPLO.

Ipdypott, avadbovtag TV KoLvr w@EAELD XPHOTN KUl ACPAALOTY) GE £VOL TETOLO TTPOTO-
KOoAAo, PAémoupe 0TL Sev pummopet va eivar eyyonpéva Betikr. Qg emax6AovBo, oowadrote po-
ondBeia eite dev B elvon apotPaio tpocodopodpa, eite dev B TpooPépel Eva eyyunpévo Betikd
K&Tw Oplo.

0.4.3 TIIpwtékoAAo

Iopovoidlovpe To GLPPOAO pog Y e-tpoPAéyiun eEvmnpétnon oe cvoThipata otade-
p1g xpéwong. To mpwtdkoAro amotedeitar amd d00 PAOELS, OTNV TPAOTN O XPHOTNG KAL O
ac@ailotng dnpiovpyovv éva éEvmvo cupfoiato mov VAoTOLEL TO TPWTOKOAAO KoL 6T Sev-
TEPT), TTOV EKTUALOGETOL KOTA TO PHEAAOVTLKO Y POVLIKO SLAG TN, 1) AOYLKT) TOL cUpPoAnioL exTe-
Aeltal kol 1 cUVOAAQLYT) ELGAYETOL GTO PITAOK.

H npotn @don ekkiveiton amd tov xprjotn o omoiog dnpovpyel to cupforato, katabétel
TOL ITOPOUTTTO KEPAA LD KOL TNV TIAT PO TOU ACPOALGTT] KOL TOV TO OTEAVEL. 2T CUVEXELD,

0 QCPAALOTNG TO GUUTANPOVEL KATAOETOVTOG £va EVEXVPO KoL TO GUPPOAXLO elodyETAL GTO
blockchain.

H debtepn gpaon meprypagel tpio mbava cevapia:

o O 800 mAevpég akorovBovV To TPWTOKOAAO pe emLTUY CL, 1) CUVAAAAYT ELCAyeTaL EYKOi-
PWG GTO PITAOK KoL 0 Ao PAALoTNG AapPavel Tnv apolPr) tov.
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o O ypriotng dev oTéAveL TOTE T1 GUVAAAAYT] GTOV ACPUALGTH] KOL O OGPAALOTHG OTTOTO-
Mgl TOV o PAMGHEVO XDPO TOL PITAOK ApBavovTag HEPOG TNG opotPrig

o O aocparlotig eykataleinel To cUUPOALO Ko auprjvel TO eTBULUNTO XPOVLKO SLAGTNHA
Vo TEPAGEL. XE VTNV TNV TEPITTWOT) 0 XP1ioTNG Propel va AdPel miow T ke@aAaio Tov
amofrkevoe 6To GLUPOAXLO.

0.5 IToryviofswpntikn avaAvomn Tov TPWTOKOAAOV

0.5.1 TIlaiyvio oTnv anin nepintwon

To matyvio o TePLypAPeEL TO TPWTOKOAAD HOG ELVOL OVOAVTIKNG HOPPNG, TEAELOG TTAN-
popodpNoNG, He TuXaieg Kvroels. O xprioTng Kot 0 Ao PAALGTHG ETTAEYOLY KIVHGELG EVOANGE,
yvowpilovtag 0Aeg TIG KIVOELS OV emAEXONKay péxpL ekelvn T oTiypn. Avapesa otig S0
PAOELG TOL TPWTOKOAAOL TTpoKUTTTEL 1) KatBuaTépron Tov Stktbov, avtr] 1) e€wteplkr) cuvOn KN
ennpeddel To matyvio kot TopovotdleTon wg Tuxaia kivnon. Yrobétovpe apyikd 0TL 0 aoPa-
MoTrg mapayel pe Befondtnta pmAok 6to peAAovTLKO emtBLpnTO Xpovikd Siko T,

B¢lovpe va deikouvpe OTL TO TPWTOKOAAS pag metvxaivel e-mtpofAéyiun eEvmnpétnon yio
kamolo €. Tl v To metd)oLpE X proLpomolobpe Tov alyopiBpo omicBoyevoig emaywyng ko
todeLKVOOUE OTL TO GTPATNYLKO TTPOPIA, TOL ATTOTEAELTAL OO TLG KLVIOELG OTTWG TTEPLYPA-
@ovTaL 6To TPWwTOKoAAO, autoterel SPE. Xwpilovpe o maiyvio oe pikpdtepa vomaiyvia Bpt-
okovtog otadiakd tnv SPE kat cuvBéTovtdg Ta ot cuvéyeta péxpt vo katadi€ouvpe otnv SPE
0AOKANpOL TOL TTaLLyviov.

0.5.2 Extetopévo Ilaiyvio

3T1 cuvéyela avaADOUIE £VOL YEVIKEVHEVO TTOLLY VIO TTOV HOVTEAOTIOLEL TO HOVTEAO HOG OTOV
0 Ao PaALoTHG dev Tapdryel amapaitnTo pTAok oto entbupntod Sikotnpo. Avt’ avto, eival ma-
poywyog pmAok pe mibovotnto mov eEaptdtol otd TO OLKOVOULKO TOL pepidlo Ko 1) oToic
elvat ex TV TPoTEPpWwV YvwoTh oe OAovg. Telikd, o aopaiiotrig pabaivel av mopdyel PTAok
avapesa oTig d00 PAcELS, WoTOCO, 1) TANPOPopin dev pTdvel otov Xprotr. H povtelomoinon
aLTAG TNG oLvOnKNg yiveTou pe pior akOpo Tuxaio kivnor.

Amodelkvdoupe €k VEOL OTL TO TPWTOKOAAO TETLXOUVEL €-TTPOPAEYLUN KL GE LTV TNV
meplnTwoT, avtr T popd dedopévng picg ouvBnKng yia tnv mbavotnTa e TV omoio Topdyel
pitAok 0 ac@ailaTig. Xprnotponolovpe Eava tov alyopiBpo omioBoyevoig emaywyng, autr T
@opd 6TO VEOo ToLy vidt.

0.53 Xowpig Xvppfoiaio

Télog, voloyilovpe TNV avopevopevn w@életo 0tav dev dnpovpyeiton cLUUPOAO Ko
0 xpnong akoAlovbei tn cvvnOiopévn dradikacio vtofoAng Tng cuvaAiayrg Tov, pe picko
vou TpokOYeL peyaAn kaBuoTéPnon KoL 1) GUVOAAOYT] VO UMV HTTEL EYKOUP®G. ZUYKPLVOLE TNV

32



WEENELX CLUTT) HLE TNV EYYUNHEVT) TOL GUUBOACLOV KOl KOTOATYOUHE KATw LTTO TToLEG UVOTKEG O
XPHoTng £xel GURPEPOV Vo SLOVPYHOEL TO GUHPBOAALO KOt 0 XGPAALGTHG VA TO OAOKATPOCEL.

0.6 Xvunepaopora kot MeAdovtkn Epyacia

S avtv v gpyacio peretioope to tpoPAnpa tng afePatdtntag tng eEunnpétnong oe
neptpariovta blockchain. Eidaype pnyoaviopoig xpéwong mov éxouv g 6TdOX0 ToV EAEYXO TOV
GUVAAAXYOV TTOV ELGAYOVTOL GE PITAOK KoL TNV afloAOYNGT] TOLG otd KATOELWHEVOLS avor-
Avtéc. Ilapovoidoope epyocieg 6TOV TOHER TOV TAPAYWOYWV GUVIESEPEVWV [E TOV XDPO CE
HTTAOK KoL ELoT)YOHE Evav 0pLopd poPAefipotntag mwov a€loloyel TéTolo TPpWwTOKOAAQ. Agi-
Eaple OTL T cvoTHHaTO SLVOpLKNG XPEWOTG eV LITOGTNPILOLY TPWTOKOAAQ TTOV LKAVOTTOLOVY
Tov oplopd avto. Télog, meprypaope éva TPOWTOKOAAO Yl cuoTHHATA GTaDEPNG XPEWOTNG
Ko Sei€apie OTL TANpoOL TOV 0pLopd aELoAdYNoNG TOL dOCaYLE.

MeAAovTiKEG ETTEKTATELG TNG TAPOVOOG EYAGLAG, ELVAL 1] DAOTTOLNGT] TOL TTPOTOKOAAOL HOG
yia évae vtapktd ovotnpa 6mtwg to Cardano, i eméktdon tov OoTe va epthapPfavel Tnv e€o-
OPAALOT) TEPLEGOTEPOY CUVOAAAYDOV KL 1] AVAALGT] TOL TPWOTOKOAAOUL Ge £va GOOTNHO JLE
TOAAOVG GUHHETEXOVTEG KO OLVTLKPOLOpEVA GUUPOA LA
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Chapter 1

Introduction

1.1 Background

Over the past years, blockchain systems have been growing in popularity. Their decentralized
and secure nature provides novel solutions to a wide range of challenges across many different
fields. More and more decentralized apps are being built upon the technology, creating an
increasing demand. However, blockchains still suffer from serious scalability issues.

One of the main scalability challenges comes with the limited supply of block space, con-
flicting with the high demand. As a result, blockchains suffer from periods of congestion where
the service provided is not guaranteed and users have to deal with elevated prices or long de-
lays. The congested periods occur unexpectedly, making the system unpredictable and thus
unreliable.

Various alternatives have been proposed to provide a solution to this service predictability,
aiming for a more user-friendly ecosystem. Nevertheless, the problem is still open and new
proposals are introduced, each with a different focus.

1.2 Motivation

Although there has been extensive work on addressing service unpredictability using Transac-
tion Fee Mechanisms (TFMs), the use of block space derivatives is almost non-existent. Block
space derivatives are agreements between users of the system using the space allocation of a
block as their underlying value. While TFMs target protocol-level functions of the system to
provide a solution to the problem, derivatives are built on top of an existing protocol without
altering the underlying mechanisms. In this work, we introduce a novel protocol describing a
derivative between a user and a block producer securing a future transaction.

Furthermore, the limited research regarding block space derivatives is mostly focused on
dynamic fee mechanisms, works like [50, [1, 69] are built on top Ethereum-like protocols. In
[B7], a token model is introduced that makes possible the presale of block space; however,
even though the protocol could be implemented to work in parallel to an existing fixed-fee
system, it requires major modifications to the underlying system. Our protocol is designed to
be implemented on top of a fixed-fee model as a smart contract and requires no changes to the
system.
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Moreover, to our knowledge, there exists no work comparing dynamic and fixed-fees mod-
els regarding the guarantees achieved when a block space derivative protocol is built on top
of them. We argue that protocols built on fixed-fees models can achieve stronger assurances
compared to dynamic fees and use joint utility analysis to back our claim.

1.3 Literature Review

Over the years, extensive work has been done to improve the predictability and quality of ser-
vice of blockchain systems. Different TFMs have been introduced, as well as improvements
and modifications to existing ones. A notable debate happened around FPA mechanism, when
the implementation of larger blocks was proposed in Bitcoin. The proposal aimed to raise
blockspace demand, limiting the price surge of the fees. The dispute escalated, leading to a
major split, resulting in a new chain known as Bitcoin Cash [8]. Houy[31] and Rizun[53] for-
mally model a fee equilibrium derived by the market’s supply and demand. Lavi et al.[41] and
Yao[[71], review a mechanism aimed at raising the miners’ revenue as their reward per block
declines. In the mechanism, the fee is equal to the lowest bid of an included transaction; miners
then raise this fee by publishing underfull blocks only containing high bids. Focusing on incen-
tive compatibility and preventing miner manipulation, Basu et al.[5] propose a mechanism that
charges lower the transactions included in underful blocks and distributes fees to the miners
of future blocks. Kiayias et al.[36] introduce a novel tiered mechanism intended for accom-
modating transactions of different urgency. In the work, transactions are charged differently
depending on the service and their required service priority. Ethereum’s EIP-1559 dynamic
mechanism has also been rigorously analyzed in terms of stability and incentive compatibility,
including the works of Liu et al.[43], Reijsbergen et al.[52], Leonardos et al.[42] and Zhang and
Zhang[[72], while different dynamic fee methods are reviewed in[22] of Crapis, Moallemi, and
Wang, [28] of Ferreira et al., and Ndiaye’s[49]. Roughgarden [54] creates a game-theoretic TFM
incentive review model. Chung and Shi [20] build upon this model providing a notion of im-
posibility and a different TFM to circumvent this impossibility. Gafni and Yaish[29] and Tang
and Yao[p8] continue the work of Chung and Shi[20]. In [[19], Roughgarden joins forces with
Chung and Shi and they provide a new impossibility notion. Complementing these approaches,
AQQUA [51] explores the design of decentralized payment systems that achieve both user pri-
vacy and auditability, enabling selective disclosure and policy compliance without sacrificing
anonymity or incentive compatibility.

Another line of work is pursuing service predictability in blockchain systems using gas
tokens that the users can obtain in advance. Those works are often based on estimations of
future network congestion, an issue tackled by Lotem et al.[44]. In [9, 47, 1], existing Ethereum
functionalities are extended to achieve this. However, the mechanism was deemed unusable
with Ethereum more recent updates [27, 15, 7]. Similar mechanisms are [37] by Kiayias et
al., where they introduce a new token not based on ethereum’s system, gas token uGAS [25]
and derivative protocols [69, 50] that aim to adapt traditional derivative methods [33] to the
blockchain environment.
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1.4 Thesis Outline

1.4.1 Chapter 1: Introduction

In the first chapter, we give a brief introduction to the service unpredictability problem. We
present the motivation that led to this work and provide an overview of the related work done
so far regarding this blockchain issue. The chapter is concluded with an outline[l.4 of our work.

1.4.2 Chapter 2: Blockchain Systems

In the second chapter, the core blockchain principles are explained. We present the concept
of accounting models, the method used by blockchain systems to keep the ledger state, and
we refer to the UTxO and account model, used by the two most popular systems, Bitcoin and
Ethereum, as well as the EUTxO, used by Cardano, the system we focus on in this work.

Next, we explain the concept of a consensus algorithm, the method used by a decentralized
network of nodes to agree upon a single state. We briefly review the difference between Proof
of Work, the first blockchain consensus algorithm used by Bitcoin, and Proof of Stake, a more
recent alternative to Proof of Work, used by Ethereum and Cardano.

Furthermore, we describe the blockchain trilemma, the three pillars blockchain systems aim
to combine, Decentralization, Security and Scalability. However, the general consensus is that
no two of the three pillars can be successfully accommodated without significant compromise
on the third.

Our work mainly delves into the third pillar, scalability. More specifically, we focus on the
limited block space available for transactions and the ways this space is allocated to the - often
excessive amount of - user transactions. The first line of work we analyze are transaction fee
mechanisms (TFMs), the algorithms used to charge users submitting transactions as a way to
bridge supply and demand.

The most popular TFMs are the First Price Auction, used by Bitcoin, the dynamic-fees, used
by Ethereum (EIP-1559), and fixed-fees, used by Cardano. Each with different advantages and
disadvantages, they have been rigorously analyzed in various works. Most notably, we refer
to the works of Roughgarden, Chung and Shi [54, 20, 19] that use game-theoretic notions to
analyze the incentive compatibility of TFMs.

The chapter is concluded with a review of three different solutions to the limited block
space issue [37, 50, 69] by introducing derivatives on the blockchain ecosystem.

1.4.3 Chapter 3: Cardano

The third chapter revolves around Cardano, the system that will be the focus of our work. We
provide a synopsis of the system’s core components and explain its foundational goals and
operational principles.

Cardano is built around three pillars: Scalability, Interoperability and Sustainability. Scala-
bility expresses the ability of the system to handle a growing number of users. Interoperability
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reflects the protocol’s vision of achieving compatibility with different systems. Sustainability
addresses the governance of the system as time passes.

Another core objective of Cardano is the ideal of reliability. Cardano’s theoretical foun-
dations are peer-reviewed works and its script language follows the functional programming
paradigm. Using this approach, Cardano achieves stability guarantees for its system that make
it a desirable platform for users.

The development of the system was completed in 5 different stages, introducing its novelties
gradually and making sure each one is stable before moving to the next. This way the process
introduced in turn the network, decentralized staking, smart contracts, scaling solutions and
last decentralized governance.

We proceed by reviewing the system’s underlying mechanisms. Its consensus algorithm is
the Ouroboros protocol, the first Proof of Stake protocol to be proven secure. It functions by
splitting time into epochs and then slots and holding a lottery to assign slots to stakeholders
who will be responsible for creating a block.

Last, we explain the methods used by Cardano to give out rewards, keep the ledger state
and handle transactions and smart contracts. In doing so, we aim to provide an interested
reader with an understandable guide for the system’s main components.

1.4.4 Chapter 4: Game Theory

In the fourth chapter, we provide the reader with the game theory knowledge necessary to
follow the subsequent analysis of our protocol. We start with explaining the basic notions of a
game, as a formal model of real-world scenarios, utility, as the metric for a player’s satisfaction,
strategies, as the courses of action chosen by the players, and equilibrium, as the state of a game
in which the players cannot achieve better utility by changing their course of action.
Furthermore, we explain two game forms: normal forms games, the basic game form in
which the players act simultaneously, and the extensive form games, where players take turns
selecting their actions one at a time. We show that the two forms require different equilibria
notions and present the Subgame Perfect Equilibrium we use in the main results of this work.

Last, we describe the concept of a chance move. An action selected randomly, represent-
ing the natural conditions of an extensive form game, conditions independent of the rational
players of the game.

1.4.5 Chapter 5: Block Space Derivatives

In the fifth chapter, our main work is introduced. The chapter is split into three sections; we
first describe the setting in which our analysis is made. Both a dynamic and a fixed model
are defined, their differences are highlighted and the required assumptions are made. We then
introduce our problem, presenting the two parties who participate in the protocol along with
their respective objectives and utility functions.

In the second section, we argue that a predictable service protocol with the desirable char-
acteristics, such as the one we introduce under a fixed-fees model, cannot be achieved in a
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dynamic-fees one. We back our claim by analyzing the joint utilities of the two parties and
comparing the guarantees that can be attained under each model.

In the final section, our protocol is introduced. A smart contract between a User requiring
the inclusion of a transaction at a future moment and an Insurer who will produce a block
at this future moment and is willing to ensure the transaction’s inclusion in return for some
payment. We present the creation process of the smart contract implementing the protocol and
the intended actions of the players. We further detail the functions available for the parties to
interact with the smart contract.

1.4.6 Chapter 6: Simple Game

In the sixth chapter, we formally analyze our protocol using game theory. We consider that
the Insurer knows at the time the contract is created whether she will be producing a block at
the desired future moment or not.

We represent our protocol as an extensive form game and prove that, once a contract is
created, there is a subgame perfect equilibrium when the two parties follow the protocol with
no deviations; that is, no party can improve its utility by deviating. Furthermore, we identify
the assumption under which the two parties maximize their expected utility by creating a
contract instead of following the usual transaction inclusion process.

1.4.7 Chapter 7: Extended Game

In the seventh chapter, we consider that the Insurer does not know at the time of the contract
creation whether she will be producing a block at the desired time or not. Instead, both par-
ties only have the probability under which the Insurer will produce the block and the actual
information will be revealed to the Insurer at some point between the contract creation and
the transaction inclusion time.

As aresult, our analysis game has to be modified and the results are weakened, as we work
using expected utilities. However, we show that our main result remains the same under a
suitable assumption. We prove that following the protocol in the new setting is once again
a Subgame Perfect Equilibrium, provided the assumption holds. Once more, we additionally
identify the assumptions under which both parties maximize their utilities by creating the
contract.

1.4.8 Chapter 8: Conclusion

In the final chapter, we conclude our work and provide a summary of our results. Moreover,
we point out open topics requiring further research and possible extensions of our work.
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Chapter 2

Blockchain

2.1 Blockchain Systems

2.1.1 The technology

Blockchain technology rose in popularity when in 2008 Nakamoto published the Bitcoin white
paper[48]. Bitcoin used existing principles to introduce a novel decentralized cryptocurrency.
Where traditional currencies depend on a central authority to keep track of balances for users,
Bitcoin distributes this responsibility to every node in a network. Balances are kept on a ledger
in the form of a series of immutable blocks of information that create an append-only chain,
called a blockchain. Blocks contain all the transactions submitted to the system since a starting
point stored in the genesis block. Each block points to the previous one via cryptographic
means, making it impossible for past blocks to be tampered with without a trace. This chain
of blocks leads from the starting point to the current state. Every node in the network keeps
a copy of the blockchain, making the system harder to control. New transactions are included
regularly in newly created blocks appended to the chain. Each block created is accepted or
denied by the network through a consensus algorithm.

2.1.2 Accounting Models

Different blockchain systems have different accounting models to maintain the ledger state.
Each with its advantages and disadvantages, those models are used to keep track of transactions
and fund exchanges, and the balance distribution can be confirmed by all users at any time.

UTxOs

Bitcoin introduced Unspent Transaction Output (UTxO), an accounting model that resembles
the use of cash in the traditional economy. A UTxO is essentially a coin representing a value
of the native blockchain token and is owned by a user. UTxO can hold any amount of value
and can be spent as an input in a transaction. As the name suggests, UTxOs are transaction
outputs; an unspent transaction output can be consumed by a transaction as input, at which
point it is deemed spent and no longer usable. The transaction then produces new unspent
outputs, UTxOs, which can be spent for new transactions, continuing the process. A UTxO,
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much like traditional cash coins, cannot be partially spent. Instead, a UTxO holder intending
to spend part of the UTxO spends it as a whole, receiving back a new UTxO as change for the
exceeding value. The balance of a user is calculated as the sum of the value of all the UTxOs
controlled by them.

While the UTxO model is simple and very convenient in the decentralized setting of a
blockchain system, it comes with certain shortcomings. A transaction involves the unlocking
of output funds from a user using a mechanism called a validator. The validator is the locking
mechanism that validates whether a user controls the UTxO or not. In the UTxO model, the
validator usually just verifies the public key hash of the user attempting to use the UTxO.
However, many blockchain systems aim for more advanced locking methods that make use
of complex logic based on information regarding the state of the ledger. The UTxO model
cannot accommodate such logic and thus, new accounting models are created to solve this
insufficiency.

Account Model

To be able to facilitate more complex transactions, which can run code using its system, Ethereum
uses the Account Model to manage the state of its ledger. Where UTxO resembles cash, the Ac-
count Model resembles the account system of traditional finance. In this model, each user has
an account with a balance. A global state is kept by all nodes in the blockchain, keeping track
of all account balances. After every transaction, the accounts affected update their balance and
the global state is synchronized in every node across the network.

The Account Model is more complex and harder to maintain than the UTxO; however, it
provides much greater freedom in transaction creation. In the Account Model, a transaction
can access the complete information of the ledger state and not just the value of its inputs. This
information enables the development and execution of code; in other words, what is known as
smart contracts.

EUTxO

Cardano aims to find the sweet spot between the two concepts, followed by the two most
popular blockchain systems, by introducing Extended UTxO (EUTxO). EUTxO keeps the idea
of UTxO but adds some features to it so that it can extend its functionality while keeping its
simplicity. This way, a transaction in the EUTxO model can utilize information about the ledger
state to execute code, without having to deal with the complexity and challenges of a global
state. In the EUTxO model, the validator has extended functionality and can use complex code
to validate whether a user controls the UTxO or not.

2.1.3 Consensus Algorithms

Proof of Work (PoW) was introduced by Nakamoto for Bitcoin and it was the first consensus
algorithm used for a digital cryptocurrency. It is based on computing power as the decisive
resource for the selection of a new block producer. Every node participating in the block cre-
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ation process is called to solve a cryptographic puzzle; the first to accomplish the task can
create a block that will be accepted by everyone in the network. This puzzle-solving process
is called mining, taking its name from Bitcoin’s parallelism to digital gold. Mining depends
on the processing power of a node; the higher it is, the faster the process. Blocks are created
at regular intervals and the complexity of the puzzle is adjusted to the power of the contes-
tants to keep this interval roughly stable. This consensus algorithm has been criticized since
Bitcoin’s creation, mainly due to the vast amounts of energy wasted in this process. As a re-
sult, although many cryptocurrencies keep using it, Bitcoin being the most well-known, others
switched to other algorithms. Ethereum, the second cryptocurrency in popularity, following
Bitcoin, made the change to Proof of Stake (PoS)[[14, 26], the second most well-known consen-
sus algorithm. PoS uses staked assets, instead of processing power, as the decisive resource
for the block producer. Nodes participating in this block-creating process, called staking, have
to lock their funds as collateral. Then, through a randomized process, a participant is selected
to produce the next block; typically, the chances of a node being selected depend on the stake
locked. Though most blockchain systems use PoW or PoS, there are several other consensus
algorithms (Proof Of Burn, Proof Of Space, etc) and others are being researched.

2.1.4 'The Blockchain Trilemma

Blockchain systems are built on three basic pillars. Decentralization, Security and Scalability.
However, these pillars conflict with each other and no two can be accommodated without the
sacrifice of the third. This concept, suggested by Ethereum founder Vitalik Buterin, is com-
monly known as the blockchain trilemma and is one of the main challenges of the blockchain
area of research.

Decentralization

Decentralization is the defining characteristic of blockchain systems and digital cryptocurren-
cies. Distributing the duty of keeping the ledger to all nodes of the network, instead of having
a central authority responsible, is what makes this technology stand out from other currencies.
Decentralization shields the system from malicious or faulty authorities who want to take ad-
vantage of the network. This way, no agent holds the power to dictate the state of the ledger,
controlling the network, and any attempt to modify the records would need the majority of the
network to agree on the modified state; this is known as the 51% attack.

Security

Security is an essential characteristic of any system where users trust their funds. Any failure
on the security part would induce economic losses for the users and a loss of faith in the system.

Scalability

If blockchain systems aim for widespread acceptance and compete with centralized ones, scal-
ability is of utmost importance. Blockchains need to support a much greater number of users
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than they currently do, without performance issues. As of now, most blockchain systems can
only accommodate a few transactions per second, 12-15 for Ethereum and 6-8 for Bitcoin, while
systems like Visa handle more than 50,000. The reason is that blocks have limited capacity and
the frequency of their creation is tied to the functionality of each protocol.

When attempting to accommodate one of the pillars, another is taken back. For example, the
greater the decentralization, the harder it is for nodes to come to consensus, which lowers the
frequency of block creation, hence, Scalability. Trying to keep the frequency high with many
nodes would favor decentralization and scalability in expense of a weaker consensus protocol
and security.

2.2 Transaction Fee Mechanisms

As we saw, blocks have a limited capacity and often the network suffers from congestion and
many transactions are waiting to be included in the ledger. Deciding the priority with which
these transactions will be included in a block is an open subject of discussion. One simple way
of dealing with this issue is a first-in-first-out (FIFO) queue. However, one might argue that
some transactions might provide greater utility than others and thus should be prioritized as
they maximize the social welfare of the system.

Another topic for discussion is how we should incentivize the block producers to follow
the respective block creation protocol, including the right transactions in the blocks. In many
systems, block producers get a reward for the blocks they publish; however, that does not
protect from deviations like publishing empty blocks. In other cases, some systems, like bitcoin,
have a limited amount of funds to be given as rewards and further in the future, the block
producers will have to rely on other sources for their payment.

One more issue we have to take into consideration is DOS (denial of service) attacks, where
a user floods the network with a multitude of transactions, making it unavailable for new trans-
actions to be included.

A possible solution for all these issues is a Transaction Fee Mechanism (TFM). A TFM is a
protocol for issuing fees that users have to pay for a transaction to be included in the ledger.
Multiple such protocols aim at different goals and address different issues. TFM design is the
area of research that studies TFMs through Game Theory lens and tries to create the protocol
in such a way that users of the system acting for their self-interest will end up following the
desired behaviour.

2.2.1 First Price Auction

The simplest TFM, introduced by Bitcoin[48], is the users deciding what they wish to pay for
their transaction’s inclusion and paying this amount to the block producer to incentivize them
to include their transaction in the ledger. This TFM is following a basic auction principle,
known in game theory as the First Price Auction (FPA) with multiple winners. In FPA, each
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participant bids the largest amount they are willing to pay and the largest bids win the auction
and pay their bids. In the blockchain context, they get their transaction included and pay a fee
equal to their bid to the miner. Block producers have total command over what they include
in the blocks they create and they are incentivized to include their highest bidders.

FPAs are the most natural TFMs, but they come with several downfalls. To begin with,
those protocols give block producers excessive control. As all fees go directly to the producer
of each block, this producer can include their own transactions for free. This means that some
transactions favored by the producer can skip the line without actually having to pay the nec-
essary fees. Furthermore, block producers can include fake transactions with no real value,
just to manipulate the protocol, generating artificial congestion.

Another important issue with FPA protocols is that the fee prices show extreme volatility,
which makes the network highly unpredictable. In times of congestion, when demand for block
space surges, the prices skyrocket. We should note that in periods of congestion, transaction
inclusion suffers from delays based on the fee attached to them in comparison to the rest of the
transactions. As a result, when transactions with elevated fee prices are introduced suddenly,
the bids that followed the price levels of the past remain out of the ledger for extended periods.
It follows that users do not have a secure way of bidding that will give them the best utility, as
they have to risk making a higher bid than necessary or suffer unwanted delays. Making a bid
that seems enough at the moment, just before a spike in prices, may lead the transaction to a
perpetual waiting list with no upper limit on the delay. On the other hand, bidding their highest
fee they’re willing to pay would often lead users to overpay for their inclusion. Although
digital wallets offer an estimation of fee prices with the corresponding delay, there is no way of
predicting when the next price surge will happen and thus those estimations offer no guarantee.

2.2.2 Fixed-Fees Mechanism

One different approach in the TFM field is a fixed-fees mechanism. These protocols, followed
by several blockchain systems like Cardano, are based on the FIFO principle. Users submitting
transactions pay a constant price and get included in the ledger according to the time of is-
suance. The fee is calculated as the result of a function that takes into account the processing
power used for its inclusion. This means that not all transactions pay the same fee, but rather
the same price per resource used. The fee is not directed directly to the producer of the block;
it ends up in a pool and is then distributed to all block producers according to the blocks they
produced. This way, producers get paid for their work, while at the same time do not have a
free pass on the transactions they include in their blocks. Although fixed-fees protocols may
be fair compared to other ones, they come with a serious disadvantage. There is no way for a
user to have faster service than the one offered at the specific time by the network. The delays
are inevitable and no one can buy their way to the front of the line. This has advantages like
the eventual inclusion of all transactions and stable prices, but comes with a price of leaving
out transactions of greater value. For example, users like DeFi (Decentralized Finance) apps,
which require immediate inclusion, even with a high price, are driven out of such protocols.
In addition, fixed-fees protocols are more vulnerable to DOS attacks.
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2.2.3 Dynamic-Fees and EIP-1559

Dynamic-fees systems update the fee price in every block to control the demand and balance
it with supply. Improvement Proposal 1559 (EIP-1559) is a change to a dynamic-fees model
made by Ethereum in 2021[13, 27]. It is meant to solve the problems of FPA that was being
used before 2021. EIP-1559 brought some major changes to the Ethereum environment. Those
changes come down to three basic pillars.

Doubling the maximum block space

The first significant innovation of EIP-1559 was doubling the capacity of the blocks and intro-
ducing the desirable capacity, from 12.5 to 25 million gas. || However, the desirable capacity
remained at 12.5 million, meaning at 50% of the maximum. This means the system aims to fill
the blocks only up to half the maximum capacity.

Burning a base fee

The second and most defining feature of EIP-1559 is the existence of a base fee. This fee is
both necessary and sufficient for a transaction to be included, meaning transactions with a
fee smaller than the base will not enter and no higher fee than the base one is ever paid for
inclusion. The fee is burned instead of going to the producer. That means that producers can
no longer include transactions of their own freely in the ledger. They need to burn the fee the
same way as anyone else. On another matter, the value of the fee is no longer directed to the
producers but rather to all stakeholders, as burning an amount of tokens makes the system
somewhat deflationary, raising the value of the remaining tokens.

The base fee is adjustable and calculated deterministically based on the state of the previous
block, so users know the fee beforehand. As we said, the desirable capacity of the blocks is 50%.
If the load on a block exceeds the desirable capacity, the price is raised for the next block, while
if the load is lower than the desirable capacity, the price for the next block falls. This way, the
traffic in a block remains on average at the desirable load, keeping the system working without
the problems of a generally larger capacity. Furthermore, the spikes in traffic are absorbed by
the larger maximum capacity and extreme delays are rare, while the system returns to stability
after a few blocks. The fee of a transaction is calculated as the product of the transaction gas
and the gas price, which is given by the following expression

1load — targetLoad
8  targetLoad

p/:p(1+ )7

where p’ is the gas price of the next block, p is the gas price for the previous block, load is the
load of the previous block and targetLoad is the desirable capacity.

! In Ethereum, block space is counted in gas. Gas represents the computational power needed by a transaction
to be included in a block. As we will see later, transactions in Ethereum and other blockchains can perform logic
using the ledger as a cloud computer. Thus, the capacity of a block is measured in gas rather than information
storage.
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Tip for the block producer

The third feature of EIP-1559 is establishing a tip to be given to the block producer. A user sub-
mitting a transaction should provide a tip together with the payment. This tip goes directly to
the block producer to incentivize them to include the transaction as a priority. This is of great
importance to users like DeFi apps, as we saw earlier, or even users who care about not only
being included but also in what spot of the block they are being included. However, this tip is
relatively small compared to the base fee, so no extreme differences in service occur. Another
reason the tip is necessary is that including transactions on a block is not entirely free for a
producer. There exists a marginal cost depending on the size of the block published, meaning
the load it contains.

EIP-1559 is carefully designed to tackle several FPA issues like unpredictability in fees and
high authority of block producers, without having the issues of a Fixed Fee protocol, like arbi-
trary delays.

2.2.4 Second Price (Vickrey) Auctions

A reader familiar with Game Theory principles might be thinking that some of the issues arising
with the use of FPAs are often solved by the use of Second Price, or Vickrey, Auctions. In those
auctions, participants bid the maximum amount they are willing to pay and the N winners are
charged by the N+1 bid. Unlike FPA, a Vickrey auction is a truthful mechanism that charges
the users no more than the necessary. Unfortunately, this mechanism cannot be directly used
in a blockchain context. Let us consider the Vickrey equivalent of a TFM. Users would bid
their valuations of transactions and the N highest bidders would be included. However, those
N winners can’t be charged by the N+1 bid, as this bid was not included and fees can only
be derived from on-chain verifiable data. There could be variations of the principal design for
blockchains, but the pure mechanism is not transferable to this setting.

2.3 TFM Analysis

Numerous papers have analyzed the incentives created for blockchain system users by using
different TFMs. This analysis uses game theory tools to prove the stability of each protocol
and its resilience to potential deviations. In the following, we briefly cover three main results
of this area of research.

2.3.1 Roughgarden’s Transaction Fee Mechanism Design

In [54], Tim Roughgarden begins his work by describing an analysis model for transaction
inclusion in a blockchain. He then proceeds to break down TFMs into three rules.

o The allocation rule describes how the block producer chooses which transactions will be
included in the new block.
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e The payment rule calculates the amount of tokens paid by the creator of a transaction to
the producer of a new block.

e The burning rule calculates the amount of tokens burnt by the creator of a transaction.

Having modeled TFMs in a formal set of rules, Roughgarden establishes three desirable
criteria of incentive compatibility that a TFM must satisfy.

e DSIC (Dominant-Strategy Incentive Compatible) is a term generally used in game theory.
A mechanism is DSIC when all players have a dominant strategy that always provides
them with the highest utility, no matter the strategies of the other players.

e MMIC (Myopic-Miner Incentive Compatible)f is a term introduced by Roughgarden spe-
cific for the blockchain analysis model used in this paper. A TFM is MMIC when block
producers receive the highest utility by following the protocol rules without introducing
fake transactions or deviating in other ways.

e OCA-Proofness (Off-Chain Agreementf)) is the second term introduced by Roughgarden
in the paper. A TFM is OCA-Proof when there exists an individual rational strategy, in
which all users and the block producer follow the protocol, granting all of them a greater
joint utility than any OCA.

His work is concluded by using the model established to analyze the following TFMs

e FPA The common first-price auction, used by Bitcoin and other blockchains.
e SPA A second-price-auction-like TFM, defined by Roughgarden in the paper.
e [3-burn FPA A first-price auction TFM where part 3 of the payment is burnt.
e 1559 The EIP-1559 protocol used by Ethereum.
e [3-burn 1559 The EIP-1559 protocol but where only a part 3 of the payment is burnt.
e tipless A version of EIP-1559, proposed by Roughgarden, where the tip is fixed to a con-
stant value.
2.3.2 Chung and Shi, Foundations of TFM Design

Following a similar line of work, Hao Chung and Elaine Shi introduced a slightly different
model in [20]. They keep the three incentive criteria model.

e UIC (User Incentive Compatibility) is identical to DSIC, used by Roughgarden.

? Myopic Miner is a term used in blockchain analysis meaning a block producer trying to maximize her utility
for the current block, without strategizing for long term gains of a future blockchain state.

* An off-chain agreement is the collusion of the users and the agent out of the blockchain to bypass the protocol
rules
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e MIC (Miner Incentive Compatibility) is identical to MMIC, used by Roughgarden.

e ¢-SCP (c Side Contract Proofness) is a new off-chain proofness notion introduced in the
paper and is used in the place of OCA, used by Roughgarden.

A TFM is c-SCP when no coalition of the block-producer and up to c users can give them a
joint utility greater than following the protocol without deviations. The higher the c, the more
the options for collusion are covered and thus the stricter the notion.

Chung and Shi use Myerson’s lemma to prove the following lemma and then their theorem.

Lemma: Any TFM that is UIC and 1-SCP must have 0 block producer revenuef|, whether it
has finite or infinite block size.

Theorem: Assume a finite block size. Any non-trivial TEM cannot be both UIC and 1-SCP ]

Chung and Shi proceed to introduce a new protocol based on two principles.

e It is generally considered that a user can make a fake bid and get away with it as long
as the transaction is not confirmed. A malicious user may bid higher for a transaction
provided that she knows it will not be confirmed, and thus she will not be charged for
the fake bid. However, while it is true that non-confirmed transactions pay nothing, it
might be the case that the transaction will be later confirmed and the user will have to
pay for it. The protocol is based on this idea, introducing the concept of v € [0,1]. ~
denotes the fraction of the full price that the user will be charged at some point for the
fake bid. The worst case comes with v = 1, when the user has to pay the full bid and the
user pays nothing when v = 0.

e Allowing the inclusion of transactions that are not confirmed in a block is the subject
of debate, as blockspace is considered a valuable asset. However, this practice can have
interesting benefits. Chung and Shi permit the inclusion of transactions that are not
confirmed and serve as the price setting for the fees paid by the rest, as well as the
revenue received by the miner.

* Here revenue refers to the block producer’s revenue from fees and not the reward she gets for creating the
block, which is separate.
*> As we said 1-SCP is the looser notion, so if the theorem holds for 1-SCP it holds for every n-SCP
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The burning second price auction

The protocol is based on a specific pair (v, ¢), where v € (0,1] and ¢ € N is the maximum
coalition size (of c-SCP). Let B be the blockspace, then we pick k, k" such that

k+k =B (2.1)

0<k < vk (2.2)
C

Assume (by > - -- > bp) are the B highest bids that get included in the block, presented in

descending order. A set S C {by,...,b} of transactions is randomly selected and confirmed,
the rest of the transactions in {by, - - -, b;} \ S are included but not confirmed, the same as the
ones in {bg11, ..., bkt }. The confirmed transactions are paying a fee equal to by 1, the rest

pay nothing. Finally, the miner receives revenue equal to v - (bg+1 + - -+ + bp1x/)-

The protocol is proven to be UIC, MIC and ¢-SCP for any ¢ > g and 7y € (0, 1].

Finally, Chung and Shi prove the necessity of randomness in a protocol that aims to be UIC
and ¢-SCP, for ¢ > 2, as no deterministic TFM can be UIC and 2-SCP, even with v = 1.

2.3.3 Roughgarden, Chung and Shi’s work

In [19], Tim Roughgarden teams with Hao Chung and Elaine Shi to investigate further impos-
sibilities regarding collusion resilience in TFMs. Although Chung and Shi had already proven
the impossibility of a dream TFM using the c-SCP collusion notion, the original question of
Roughgarden using the OCA-proofness notion was still open.

The two notions have a core difference. Where c-SCP forbids up to ¢ users to collude with
the miner, potentially at the expense of the rest of the users, OCA-proofness demands that no
coalition can exist between all the users and the miner to steal from the protocol.

In their work, they introduce a new, stepping-stone notion, global-SCP. In global-SCP, there
is no strategy followed by all users and the insurer that provides a greater joint-utility than the
honest one. The only difference between global-SCP and OCA-proofness is that the latter ac-
cepts non-truth-telling strategies as long as they are individually rational, the miner respects
the inclusion rule provided by the protocol, each user bids independently without knowing
anyone else’s bid, and there are no fake bids injected.

Their work concludes in two results.

e Assuming a finite block size, no TFM is satisfying UIC, MIC and global-SCP at the same
time. This result holds for randomized and non-direct revelation mechanisms.

¢ [Tsironis: How do we know k’ ain’t gonna be just one transaction?]
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e Assuming a finite block size, no TFM is satisfying UIC, MIC and OCA proofness at the
same time. This result holds for randomized mechanisms and even when the globally op-
timal strategy is not individually rational, but not for non-direct revelation mechanisms.

2.4 Blockchain Derivatives

TFMs tackle, among others, the issue of service predictability in a blockchain system. A differ-
ent approach comes in the form of blockchain derivatives. Similar to derivatives in traditional
economic theory, blockchain derivatives are essentially an agreement about a future exchange
of an underlying value, in our case, block space.

2.4.1 Blockchain Space Tokenization

In [B7], a new mechanism is introduced, called Blockchain Space Tokenization. Although the
BST mechanism is not a contract between two parties, it displays some derivative characteris-
tics. It is essentially an agreement between users and the protocol; the latter provides tokens
for a fee that can be later used instead of payment for transaction inclusion.

BST Mechanism

A blockchain system can allocate part of the available block space to facilitate this functionality
that works in parallel to the traditional transaction inclusion. Tokens of different values are
issued by the protocol and sold in an auction. Users owning a token can use it to include their
transactions. Users’ transactions get included based on a priority value depending on the value
of the tokens used, the age of the tokens used and the size of the transaction. Each transaction
may use more than one token and each token can be used multiple times.

e The age of each token is calculated by the number of blocks published since the token
was last used.

e Each token has a value, transactions can use multiple tokens, adding their values to get
higher priority.

e The priority of a transaction is inversely proportional to the transaction’s size. The larger
the transaction, the smaller its priority.

Furthermore, transaction priority has an upper limit, to defend against attacks flooding the
system with old tokens of small value. This limit is based on the total token value and the size
of the transaction. The resulting expression giving the priority is the following.

Ztoketw val (tOk) ) age(tOk) 4 . val(tm)
size(tr) T1-p) -k <1 * size(ta:))}

priority(tz) = min {

Where tok € tx are the tokens used by transaction tx, val(tx) is the sum of token value used
in tx, k is the block space and p is a constant explained later.
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Mechanism behavior in worst case scenario

In the paper, an analysis model is used to assess the mechanism. This model assumes the
existence of an adversary that has power over the protocol and is trying to maximize the delay
of a transaction. More specifically, the adversary can do the following

e Send transactions, honest or false, to the block producers.
e Issue her own blocks, sharing them to the network.

e Order the creation of a block from a specific block producer.

However, the network retains a proportion of honest blocks no less than 1 — p, € [0,1).

Having established this adversary model, an upper bound on the worst-case delay is proven.
That is the maximum number of blocks an honest transaction has to wait from the moment it
is submitted to the moment it gets included.

The work concludes by making modifications to the mechanism in order to make it off-
chain proof. After the modifications, the new mechanism retains its service reliability with
upper-bounded worst-case delay, while at the same time is off-chain proof. That is, the parties
participating cannot raise their utilities by colluding to bypass the protocol.

2.4.2 Pitch Lake

Pitch Lake [50], developed by Oiler Network, is a call option contract using Ethereum’s base
fee as its underlying value. A DeFi vault funds the minting of the options, which are then sold
through a batch auction to users. After their expiration, the options can be executed by the
owners. If the base fee on settlement is above the strike value, the owner is funded accordingly.

A user trying to defend against base fee volatility may use this functionality to protect
a future transaction from a potential surge in the network. If a surge occurs when the user
submits their transaction, they get compensated for the elevated prices by the call option, which
pays them back accordingly.

The option uses a time-weighted average (TWAP) instead of the actual base fee. This TWAP
is used to calculate the strike, as well as settle the option. The strike value is the result of the
TWAP multiplied by (k + 1). There are 3 options minted, one Out of The Money (k < 0), one
In The Money (k > 0) and one At The Money (k = 0). Option owners are paid up to ¢l - K,
where cl is the collateral deposited in the contract upon creation. The process works in the
following steps

e The base fee TWAP BFr, 1, of interval T1 — T3 is derived and the strike value K =
BFr, 1, - (k + 1) is calculated.

e The batch auction is held starting at a reserve price. The reserve price is calculated us-
ing Ethereum’s average staking rate and the base fee standard deviation, derived from
historical data.
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e The options are settled after interval 75 — T}, using TWAP BFr, 7, as the settlement
value.

The vault managing the options functions repetitively with the liquidity gathered from one
contract cycle, funding the next. Intervals 77 — 75 and 75 — T have the same duration 7. Thus,
BFr, T, used for settlement on cycle i, is also used for strike calculation on cycle 7 + 1.

2.43 LedgerHedger

In [69], Tsabary et al. introduce a derivative protocol, called LedgerHedger. LedgerHedger is
essentially a futures contract for the purchase of space allocation on the Ethereum network.

As we’ve seen before, the Ethereum block space market is subject to great price volatility.
LedgerHedger aims to tackle that by introducing an agreement between a seller, owning space
allocation on the Ethereum network, and a buyer interested in buying this space allocation for
a predetermined price at some point in the future. The role of the seller fits better to a block
producer but can be any user as well.

The protocol makes use of smart contract technology to implement the protocol logic in the
Ethereum environment. The smart contract executes the protocol automatically, minimizing
the room for deviation of the two parties.

The protocol is executed in two phases, the initiation phase and the execution phase. In
the Initiation phase, the buyer initiates the contract by setting its parameters and depositing
the payment, which will be received by the seller for the successful completion of the contract.
Following the creation of the contract, the seller accepts it by depositing collateral, which will
be returned when the contract is completed. The collateral protects the buyer from a malicious
seller who will abandon the contract.

The execution phase consists of three different outcomes. The successful one is followed
when the buyer provides their transaction, the seller includes it in the ledger and receives the
funds from the contract. The second outcome finds the contract without a seller to accept it; in
this case, the buyer retrieves the funds deposited and the contract is called off. Finally, there
is a possibility that a malicious or faulty buyer does not provide a transaction as expected.
Then the seller can waste their allocation, filling it with trash and receiving part of the funds
from the contract. This way, they are compensated for their participation, but they are also
disincentivized to do so if they have received the transaction.

The two phases consist of a total of 5 functions. Two functions make up the initiation phase
and three the execution phase. Those functions are the way for the two parties to interact with
the contract. Each of the functions is a transaction submitted to the ledger.

The initiation phase consists of the following two functions:

o Initiate The Initiation phase begins with the Initiate function submitted by the buyer.
Using this function, the buyer sets the parameters of the contract, namely the beginning
and ending of the phases, the size of the allocation they need and the collateral required
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by the seller to accept the contract. In addition, the buyer deposits the payment that the
seller will receive if the contract is concluded successfully.

o Accept Before the end of the initiation phase, a seller can choose to accept the contract.
To do that, they submit the Accept function, depositing the collateral required by the
contract.

The execution phase concludes in three different ways, depending on which of the three
different concluding functions is used.

o Recoup If the Initiation phase concludes without a seller accepting the contract, the buyer
can submit the Recoup function to withdraw the funds deposited to the contract.

e Apply The seller submits the Apply function to complete the protocol by using their
space allocation to include the buyer’s transaction in the ledger.

e Exhaust If the buyer does not provide a transaction during the execution phase, the seller
can submit the Exhaust function to receive part of the payment deposited in the contract.

The work continues by analyzing the conditions affecting the incentives of the two parties
participating in the protocol.

e Protocol Parameters: The costs of the protocol functions and the earnings caused by the
interactions with the protocol.

e Gas Price Distribution: The random distribution describing the block-space price fluc-
tuations.

e Utility Functions: The function that maps the earnings of two parties to the utility that
describes their happiness levels.

The analysis shows how the payment and the collateral are picked depending on the factors
above to maximize the incentives of the parties to follow the protocol.

It concludes by proving, using Game Theory, that as long as the protocol is initiated by a
buyer and accepted by a seller, its successful conclusion is a Subgame Perfect Equilibrium }.4.4.
That is, both parties are incentivized to follow the protocol with no deviations.
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Chapter 3

Cardano

This work will focus on the Cardano Ecosystem. Cardano is a third-generation Blockchain
network founded by Charles Hoskinson. Its native token is called ADA, with its sub-unit called
Lovelace. The underlying consensus protocol is a Proof-of-Stake algorithm called Ouroboros.

3.1 A Third-Generation Blockchain

Blockchain systems can be categorized into generations. The first-generation blockchain pro-
tocols is the one initiated with the release of Bitcoin. First-generation protocols introduced
the fundamentals of blockchain technology, initiating the work on decentralized cryptocur-
rencies. The second generation, with Ethereum being the most prominent system, extended
the blockchain functionality so that it accommodates the decentralized execution of code in
the form of smart contracts.

The third-generation protocols aim to tackle three main issues the blockchain technology
faces since its early days: Scalability, Interoperability and Sustainability. Other prominent
third-generation protocols are Algorand [[18], Polkadot [12] and Avalanche [57].

3.1.1 Scalability

Scalability refers to a network’s ability to accommodate a growing number of users. There are
three main challenges when more and more users use a blockchain system:

e TPS: Transactions per second is the number of transactions included in the ledger every
second. TPS is one of the main challenges of blockchain protocols, as they cannot yet be
compared with traditional financial transactions in this regard.

Cardano introduces Ouroboros, the first Proof of Stake system to be proven secure. PoS
systems are a lot cheaper than their predecessors, Proof of Work, requiring way fewer
resources. As a result, Ouroboros stakeholders can maintain a possibly greater number
of chains and thus accommodate a larger TPS.

o Network: Apart from the validation and inclusion requirements of a larger TPS, a grow-
ing number of users generates more traffic to the network, which requires greater band-
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width. As the traffic grows larger and larger, a homogeneous peer-to-peer network
where every node forwards all messages to every other node is no longer viable.

Cardano tackles this issue by introducing RINA (Recursive Inter Network Architecture)[24].
RINA aims to create a heterogeneous network with the same guarantees so it can handle
the increasing traffic while at the same time remaining secure.

e Data Scaling: The last challenge associated with an increasing number of users is the
data storage of an ever-growing ledger. With the inclusion of more and more trans-
actions, the memory requirements of the nodes storing the copies of the ledger become
problematic. Furthermore, a new node joining the protocol will have a much harder time
bootstrapping, as there is much more to catch up on.

Cardano researches this issue, exploring solutions that include

— Pruning redundant data from the blockchain
— Compression methods

— Partitioning, where parts of the ledger are kept by different nodes

3.1.2 Interoperability

As more and more blockchain systems emerge, it becomes clear that there will never be a sin-
gle prominent protocol. Communication between protocols has been essentially non-existent,
with the weight falling on exchange platforms. However, blockchain platforms do not gener-
ally share the decentralized vision of blockchain systems and thus no matter how well those
systems implement decentralization, it collapses as these platforms become essential and gain
power. Furthermore, entities intending to do business using cryptocurrencies most of the time
need to partner with traditional finance systems as well. Thus emerges a need for interoper-
ability between protocols as well as traditional finance without the need for a trusted third
party.
Cardano aims for interoperability with other blockchain protocols through the use of sidechains

[B0, #0] A sidechain is essentially a highly compressed view of the chain of a different protocol.
By keeping sidechains of other protocols, Cardano can communicate and interact with them.

Nevertheless, the major difficulty comes with the connection to the traditional finance sys-
tems. This difficulty comes down to three main issues.

e Metadata: Metadata is the information surrounding a transaction. When the transaction
is the payment of x amount of tokens, the metadata is the context of what the payment
was for, information about the sender and recipient and more.

The traditional finance heavily relies on that data to estimate the risk of a transaction,
while most of the blockchains completely disregard it as it tends to be private informa-
tion. Privacy is one of the main pillars of cryptocurrencies and so the existence of such
data posted on an immutable and completely transparent ledger raises concerns.
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Cardano explores ways of including the bare minimum of such data, essential for inter-
actions with traditional systems, while at the same time, keeping the private information
encrypted or out of the chain.

e Attribution: Attribution is a kind of Metadata whose importance requires special treat-
ment. Among all context information of a transaction, the most important is probably
the identity of the parties involved. While in traditional banking, there is available in-
formation about the physical identity of an entity participating in a transaction, in the
digital system, we rely on codes that are not sufficient for providing the information
needed.

The issue is the cryptographic complexity required to securely identify an entity, a com-
plexity that most websites cannot handle. Fortunately, cryptocurrencies have an abun-
dance of cryptographic tools available for these kinds of purposes.

Cardano intends to explore ways to utilize these tools so that it can permit users to add
attribution to their transaction should they wish to.

e Compliance: Finally, we have compliance, which is the way of traditional banking to
ensure a transaction is not part of money laundering, terrorist financing and/or any other
criminal activity. Naturally, banks have strict regulations against this kind of transaction,
which makes the interaction with cryptocurrencies extremely difficult, as the latter do
not pay respect to these notions.

Cardano is confident that by utilizing ways to permit the voluntary existence of Meta-
data and Attribution, it will be able to provide the necessary guarantees required for
compliance.

3.1.3 Sustainability

Sustainability is the last of the pillars Cardano is built upon and it means the ability of a protocol
to maintain itself as time passes. It can be broken down into two aspects: a) Maintenance cost
and b) Design Decisions.

Maintenance Cost By maintenance cost, we refer to the funding mechanisms supporting the
protocol. Blockchain protocols are not companies having expenses and revenues, but rather
decentralized open-source networks. An entity that would act as a sponsor for the system
would inevitably be a threat to its decentralization. By controlling the direction of the sys-
tem’s development, it would draw excessive power. An initial pool of funds would also not be
sufficient in the long run, as it would eventually run out, regardless of its size.

Cardano solves the problem with the creation of a treasury. The treasury is a pool of funds
sustained by the protocol and used to provide liquidity for the development purposes of the
system. The treasury is partly funded by inflation, that is, a certain amount of coins released
to the network every epochll. Part of the fees paid by the users for their transactions’ inclusion

! Part of the newly released coins are also directed to the producers of the new blocks
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is also directed towards the treasury. Cardano then holds a democratic voting system that
determines where those funds will be directed. Each user can submit a development proposal
and if it gathers sufficient votes, the proposal will be funded.

Design Decisions By design decisions, we refer to the direction followed by the protocol.
Blockchain protocols are not static; they grow and adapt to new technologies and goals. This
can be done either by soft forks or hard forks, which introduce novelties to the protocol. How-
ever, there is no obvious “correct” version of the protocol after the fork. This leads the two
versions to take different directions till they become two completely different protocols, e.g.
Bitcoin - Bitcoin Cash and Ethereum - Ethereum Classic.

Cardano introduces a democratic mechanism of proposing innovations and changes to the
system, so they can then be implemented, provided that they get the necessary endorsement
from the community. The proposals submitted to the mechanism are called CIPs (Cardano
Improvement Proposals) and have the objective of reaching a consensus between the users of
the protocol regarding the direction of future development.

3.2 Trust in Cardano

One of Cardano’s primary objectives is to establish a reliable and trustworthy ecosystem. This
is achieved in two ways: a) Peer-reviewed academic research on its core components and b)
Using high-assurance code for its smart contracts.

Peer-Reviewed Research Cardano’s innovations are backed using rigorous academic analy-
sis regarding their stability and security. Papers like "Ouroboros: A Provably Secure Proof-of-
Stake Blockchain Protocol”[39] and "Reward Sharing Schemes for Stake Pools”[[11] have been
published in peer-reviewed journals and conference proceedings. Such a foundation makes
Cardano stand out among blockchain platforms as a well-founded protocol grounded in for-
mal cryptographic proofs.

High-Assurance Code Transactions in Cardano are meant to be deterministically success-
ful at the time of submission to the network. Various design principles, such as deterministic
fee calculation and high-assurance code, achieve this. The smart contract language of Car-
dano, called Plutus, is a Haskell-based functional language. The constraints and immutable
data structures inherent in functional languages differentiate them from other programming
paradigms, such as imperative or object-oriented, and contribute to the development of more
error-resilient software. Unintended side effects from code execution are markedly limited.
The Cardano EUTxO model further enhances predictability by permitting offline smart con-
tract execution before on-chain submission. As a direct outcome, the successful execution of
every transaction appended to the ledger is assured.
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3.3 Cardano Roadmap

Unlike most blockchain protocols, Cardano’s was developed following a detailed roadmap. The
roadmap consisted of five development phases[f], 63, 34], each representing a stepping stone
toward the full implementation of the system. This step-by-step introduction of the various
components allowed the gradual adaptation of the system to the sophisticated structure of
Cardano.

e Phase 1: Byron (Foundation): The first development phase, named after the poet Lord
Byron, laid the foundations of the Cardano system. The blockchain network was created,
and the first native ADA coins were released, named Ada in honor of Ada. Lovelace, con-
sidered the mother of computer programming. The consensus protocol was Ouroboros
Classic and later Ouroboros BFT (Byzantine Fault Tolerance), an intermediary step to-
wards Ouroboros Praos. The network was maintained by IOHK, the research and devel-
opment company behind Cardano and it was not yet decentralized. Byron was launched
in September of 2017 and included the homonymous Byron era.

e Phase 2: Shelley (Decentralization): The second phase[61], named after the poet Percy
Shelley, decentralized the network, adopting the consensus model of Ouroboros Praos.
Maintenance responsibilities shifted from the protocol founders to the community as the
staking and delegation functionalities were introduced. Shelley was launched in July of
2020 and included the homonymous Shelley era.

e Phase 3: Goguen (Smart Contracts): The third phase, named after the computer sci-
entist Joseph Goguen, introduced smart contract functionality. This development phase
consists of three different eras.

— Allegra Era[59]: Named after Byron’s daughter, Allegra Byron and launched in
December of 2020, it introduced simple locking of tokens using smart contract logic.

— Mary Era[p5]: Named after the novelist Mary Shelley and launched in March of
2021, it introduced the creation of custom native tokens and NFTs.

— Alonzo Era[60]: Named after the mathematician Alonzo Church and launched in
September of 2021, it introduced the EUTxO accounting model and Cardano’s smart
contract functional language Plutus. Allowed for the creation of more complex
smart contracts with explicit state management.

e Phase 4: Basho (Scaling): The fourth phase, named after haiku poet Matsuo Bashg, fo-
cused on accommodating a larger user base. It introduced Hydra, a layer-2 solution
meant to relieve congestion on the main chain. Part of this Phase is the Babbage era,
named after the inventor Charles Babbage, launched in September 2022 with the Vasil
hard fork[66]. It brought in numerous changes aimed at transaction enhancement with
Plutus V2, inline datums and more.

e Phase 5: Voltaire (Governance): The fifth and final phase of the development, named
after the Enlightenment philosopher, aims towards the full decentralization of the pro-
tocol. It places the full control of the network on its stakeholders, who have the power
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to propose and vote on future changes and can shift the development to new directions.
It was launched in two steps, the Chang hard fork in September and the Plomin hard
fork in December of 2024[32], initiating the Conway era, named after the mathematician
John Horton Conway.

3.4 Ouroboros

As mentioned, Cardano’s consensus algorithm is Proof of Stake, where stakeholders are cho-
sen to produce blocks depending on the funds they have locked to participate in the process.
The specific model run by Cardano is called Ouroboros. Ouroboros was the first PoS proto-
col formally proven to be secure in [39]. Following the initial Ouroboros model, there have
been multiple updates in the Cardano ecosystem, both predecessors of the current Ouroboros
Praos[23] and versions to be implemented in the future. A brief overview is shown below[67].

1. Ouroboros Classic: The first implementation of the Ouroboros protocol used in the first
stage of Cardano development.

2. Ouroboros BFT:[38] Ouroboros Byzantine Fault Tolerance was the intermediary step
between the initial implementation and the current protocol. It laid the groundwork for
the decentralization of the network and stakeholder participation.

3. Ouroboros Praos: The current Cardano consensus protocol. It adapted the Ouroboros
protocol to a semi-synchronous model.

4. Ouroboros Genesis:[2] It will enhance Ouroboros Praos, facilitating the bootstrapping
of new nodes.

5. Ouroboros Crypsinous:[35] It will advance the privacy-preserving properties of Ouroboros
Genesis.

6. Ouroboros Chronos:[3] It will introduce a novel time synchronization mechanism and
create a cryptographically secure source of time.

7. Ouroboros Leios:[21] The most recently published Ouroboros paper, aims to improve
the scalability of the protocol, facilitating greater traffic.

8. Ouroboros Peras:[4] Ouroboros Peras is an extension of Ouroboros Praos designed to
introduce a novel finality notion based on a voting system held by the stakeholders.

3.4.1 Ouroboros Praos

The protocol divides time into epochs and, furthermore, into slots. In each slot, a stakeholder is
randomly selected with a probability relative to their stake to be the slot leader. The slot leader
collects valid transactions and includes them in a newly created block, which then proceeds to
attach to the chain. More specifically, the protocol follows this procedure:
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The protocol is initialized with the creation of a genesis block containing information on
the stakeholders participating, along with their respective initial stake. Furthermore, the gen-
esis block contains a nonce. This nonce is the seed that will be used in the random function
determining the upcoming slot leaders.

The random function used for determining the slot leaders is implemented using a cryp-
tographic tool called verifiable random function(VRF) . VRFs are essentially unique functions
that stakeholders use to produce a pseudorandom value using a seed. Furthermore, a VRF also
provides a proof mt, verifying that the value was indeed produced by the specific VRF used by
the specific stakeholder.

To calculate their VRF value for a specific slot, stakeholders need a seed. This seed needs
to be the same for all stakeholders and unique for each slot. It is calculated by concatenating a
nonce assigned to every epoch and the number of the current slot. So, the seed of the i-th slot
of an epoch with a nonce h, is the value h||.

Having the slot seed, the stakeholders calculate the respective VRF value. The leaders of
this specific slot are the stakeholders whose VRF value is less than a threshold, related to their
respective relative stake, that is, the proportion of the total stake they control. As described, the
rest of the stakeholders can verify if the VRF value provided by an alleged slot leader is indeed
correctly calculated and less than the required threshold, as the stakes are publicly known. The
probabilities of each stakeholder being the slot leader are independent of each other. Every slot
can have multiple leaders eligible to create a block or none whatsoever.

The nonce assigned to an epoch is calculated by concatenating the VRF values of the first
blocks of the previous epoch and then feeding them into a hash function. The resulting value
is the nonce shared with the stakeholders at the beginning of the current epoch. In the course
of the execution of the protocol, multiple versions of the blockchain arise, originating from a
common start. This can happen due to the creation of multiple valid blocks in a slot, possible
network latencies resulting in different views of the chain by different stakeholders, or by
malicious parties. Stakeholders receive these different versions of the chain and have to pick
which one to extend when creating a new block. The selection of the right chain is deterministic
and is designated by the protocol. Stakeholders have one version of the chain they previously
deemed correct; as time passes, they receive updates with new versions of the chain, collecting
them in a set. The next correct chain is the one containing the most blocks, while at the same
time differs at most to a specified degree from the previous correct chain. Ties are broken by
favoring the previous correct one if it is part of the tie and then the first one received.

The whole process is executed in the following steps:

o Initialization: Genesis block is created, containing the nonce of the first epoch together
with the stake distribution of all stakeholders participating in the protocol.

e Slot Leadership: In every slot i of each epoch, the stakeholders check whether they are
eligible to create a transaction. They get the concatenation (h||i), where h is the nonce of

% You can find more documentation about VRFs in the Cardano Docs [62]
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the current epoch, and use it as the seed to their unique VRF. The results are their VRF
value and the respective proof m. If the VRF value is less than a threshold derived by
their relative stake, they are the slot leader, that is, they are eligible to create a block in
the specific slot.

e Chain Selection: Each time a block is created, the stakeholders receive the new version of
the chain. A stakeholder receives multiple versions of the chain, possibly contradicting
each other. After checking the validity of those chains, she picks the one with the largest
number of blocks, making sure that the selected chain does not differ more than a certain
threshold from the last accepted chain.

After checking the validity of those chains [}, she picks the one with the largest number of
blocks, making sure that the selected chain does not differ more than a certain threshold
from the last accepted chain.

e Epoch Nonce Generation: Once an epoch is over, the VRF values of its first blocks are
fed to a hash function, resulting in the nonce of the next epoch.

3.5 Cardano Rewards

Like many other blockchain systems, Cardano uses inflation to gradually release funds to the
network. An initial reserve containing the total supply of coins was created at the introduction
of the protocol. Every epoch, a part p of the reserve is released. As a result, the reserve depletes
not only gradually, but also at a decreasing rate, so that the reserve will last for a prolonged
time.

Funding Process The released funds are added to a pot that has a dual purpose: a) to provide
rewards to block creators, incentivizing them to maintain the chain, b) to fund the treasury
that provides liquidity for the development of the protocol [16, 46, 11]. Part 1" of the pot is
directed to the treasury, while the rest is given as a reward for the block creation process.

Stake Pools Cardano’s stakeholders can be organized in stake pools, acting as a single entity,
with its stake being the sum of the individual members’ stakes. This allows minor stakeholders
to join forces, creating a pool with considerable power. The pool is operated by the SPO (Stake
Pool Operator) who is responsible for maintaining the pool, executing the consensus and block
creation process, and distributing the rewards to the members of the pool.

Handling Rewards Every epoch, the SPO collects the reward earned by the pool for the
blocks created. A part of the funds received is kept by the SPO to cover: a) the cost of oper-
ating the pool and b) a margin that incentivizes stakeholders to take on the responsibility of
operating the pool. The rest of the funds are distributed to the members of the pool propor-
tionally to their stake.

* exact definition of a valid chain can be found on Definitions 2, 4 of [23]
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3.6 EUTxO

Cardano’s accounting model, called EUTxO[17, 55], is an extension of the one used in Bitcoin.
The new features added to Bitcoin’s UTxO model provide Cardano with a greater range of
functionalities. More specifically, the Cardano can be used for the execution of code much
more complex compared to the code supported by Bitcoin.

The first extension to the UTxO model is in the UTxO tokens. In Bitcoin’s model, a UTxO
consists of an identifier, an address and a value. EUTxXO model keeps those attributes and adds
to them a fourth, the datum. The datum is an additional piece of data attached to the UTxO in
a transaction and can keep information about the ledger state, which can then be used for the
execution of code.

e Value: It specifies the value contained in the UTxO

o Identifier: The identifier of a UTxO is a number unique to the specific UTxO by which
users can refer to it. It consists of the hash of the transaction that produced it, followed
by the output index that separates it from the rest of the outputs of the transaction.

e Address: The address is the public key hash of the user controlling the UTxO or the
hash of a script containing a piece of code that needs to be satisfied for the funds to be
unlocked to a recipient.

e Datum: Piece of data carrying information about the larger state.

There are two different kinds of data: a) the datum hash and b) the inline datum.

e In datum hash, only the hash of the datum is attached to the UTxO. A user attempting to
unlock the funds stored in the UTxO has to provide a datum matching the datum hash
to unlock the funds.

e In inline datum, the whole datum is attached to the UTxO. This way the user doesn’t
have to provide the datum as it is visible on the UTxO

EUTxO model brings two more changes in the UTxO model. These changes are focused on
the transaction instead of the UTxO token and we will discuss them below.

3.7 Transactions in Cardano

In Cardano, as in every blockchain, the users interact with the ledger by submitting transactions
to the network. The block producers gather these transactions, creating blocks and include
them in the blockchain. Cardano uses the EUTxO model, which is similar to Bitcoin’s UTxO
model with some extensions. In this model, the transaction takes UTxO as inputs and produces
new ones as outputs.
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The EUTxO model introduces two novelties to transaction creation: a) The validator has ac-
cess to a set of data, called Script Context, which carries information about the specific trans-
action. b) The transaction is valid for a time period, called the validity interval, and can be
included only inside this time period, while it is invalid before or after.

We list the following essential characteristics of the transaction process in the EUTxO
model.

e Transaction ID: Each transaction has a unique identifier that users use to refer to it.

e Inputs: A transaction consumes UTxOs (unspent outputs) of previous transactions. In-
puts are funding the transaction.

e Outputs: The transaction creates new UTxOs, transferring the funds to the new owners,
or locking them in a smart contract.

e Fee: A user submitting a transaction has to pay a fee for the transaction to be included in
the blockchain. Part of this fee is transferred to the block producers creating the blocks
and the rest is used to fund the blockchain development.

e Scripts: Outputs of a transaction can contain a validator using a script. The script is a
piece of code used to validate the unlocking of the output funds by a user.

e Script Context: A piece of data carrying information about the transaction. Script Con-
text is utilized by the validator as input.

e Redeemer: A piece of data provided as credentials by a user attempting to unlock funds
from a smart contract.

3.8 Smart Contracts

Modern blockchain systems are used for a wider variety of purposes than just cryptocurrency,
as they were originally deployed in Bitcoin. Decentralized apps can use blockchain technol-
ogy to execute logic in the form of pieces of code called Smart Contracts. Smart Contracts in
cryptocurrency can be viewed as the equivalent of contracts in traditional finance. The Smart
Contract logic is imbued into the transaction and gets executed when the transaction is con-
firmed and included on the ledger.

In this work, we focus on smart contracts as they are implemented in the EUTxO accounting
model. As we saw earlier, UTxOs use a locking mechanism, called a validator. This validator
carries the logic of the smart contract. A validator can be viewed as the blueprint that defines
the logic of the smart contract. Users can use this blueprint to create their own contracts
specifying their details.

In a traditional finance analogy, the validator could be a general contract of a house sale,
created by a lawyer, with blank details. The parties that would make the sale would fill in their
details and the specific house properties to create a specific instance of a sale contract. This
would be the analogue of a smart contract.
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The validator is stored at an address, which works as a vault. Users can interact with this
vault in two different ways, either locking funds inside or retrieving funds stored in the vault.
Those interactions are made using a transaction. To lock funds, a user, whom we shall call the
sender, creates a transaction that outputs a UTxO with address the one of the validator. To
retrieve the funds, a user, whom we shall call the retriever, creates a transaction consuming a
UTxO with address the one of the validator.

As we described, the same validator-vault can hold multiple contract-instances. The lock
is configurable and is instantiated every time a sender locks funds inside. Each UTxO stored
in the vault represents a different contract and a retriever trying to consume it has to provide
credentials for its specific lock.

The validator is a function that gets three inputs and outputs a boolean. The inputs are the
datum, the redeemer and the script context.

e The datum contains the details specifying a contract instance derived from the validator
blueprint. It can carry specific signer information, validity periods or any other specifi-
cation. The datum is provided by the sender in the contract creation transaction and is
held by the smart contract UTxO.

o The redeemer is a piece of data that has the role of credentials, provided by the retriever
when attempting to consume the contract UTxO.

o The script context contains information about the transaction consuming the contract
UTxO, such as the validity interval of the transaction, the input UTxOs, the output UTxO
and more.

The validator is called when the retriever is attempting to consume the contract UTxO. It
uses the three input parameters and outputs True if the unlocking is successful and False if the
unlocking fails. If it is successful, the retriever gets the funds, while if not, the transaction fails.

3.9 Fees

Cardano is a fixed-fee blockchain system. The fees needed to be paid for a transaction to be
included in the ledger are deterministically determined based on the size of the transaction and
the calculation is the same for every transaction and does not change over time.

The fees for every transaction are gathered in a pot and then they are directed to block
producers and the Cardano treasury. The block producers receive part of the fees indirectly
from the pot as a reward for the blocks they create. The rest of the fees are collected in the
Cardano treasury and then used for the development and maintenance of the network.

Transactions pay fees relative to the resources they require for their inclusion, so fees are
based on the following factors[64, 45, 10]:

e Size: Transactions are essentially data uploaded and stored in the blockchain. The size
of these data is the basic factor for the fee calculation of a transaction and is determined
by its inputs and outputs
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e CPU Steps(for smart contracts): A transaction involving a smart contract requires the ex-
ecution of code for its inclusion in the ledger. CPU steps computational effort consumed
by the transaction.

e Memory Units(for smart contracts): The code executed for the transaction also requires
memory usage to hold data. Memory Units express this usage, so they are accounted for
in the fee calculation.

Simple transactions pay fees equal to fee = a - tz(size) + b, while those involving scripts
require an additional cost equal to script_fees = cpu_steps - cpu_price + memory_units -
memory_price.

3.10 Nested Transactions

Our later results involve an agreement between two users. The agreement is included in the
ledger in the form of a smart contract jointly created by the two parties. One possible imple-
mentation is based on a novel functionality of Cardano called Nested Transactions. Nested
Transactions functionality, introduced in [70], is currently under review and not yet deployed
on the Cardano Network.

This functionality allows the creation of, possibly unbalanced, sub-transactions completed
by a top-level transaction, forming a valid batch that can be included on the ledger. A sub-
transaction can lack various necessary components (e.g., fees, collateral, etc.) covered by the
top-level transaction. Moreover, a transaction can specify as input by reference, that is, refer-
ring to inputs that are actually provided by another transaction in the same batch.

In addition, Nested Transactions provide greater freedom in script usage. A sub-transaction
may include a script defining conditions that need to be followed by the rest of the sub-
transactions in the batch in order for it to be valid. Furthermore, sub-transactions in a batch
have access to the script data of each other. These novelties enable greater collaboration be-
tween users.
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Chapter 4

Game Theory

Game Theory is the field that studies relations between independent agents (or players) who
aim to maximize their utility in any given situation. By using models, real-world scenarios
are expressed as games using strict mathematical models. In this chapter, we will follow the
definitions of [56].

4.1 Utility Function

As mentioned before, the notion with which desirable outcomes of players are measured is
utility, a real number value of their satisfaction. We view any real-world scenario as a game
with a specific set of states. Players take actions that affect the outcome of the scenario and
bring the game to a resulting state. Each player has a specific utility for any of these states.
We call a utility function the mapping from the states to the utility of the players.

41.1 Prisoner’s Dilemma

Probably the most famous example of a scenario analyzed with game theory is the prisoner’s
dilemma. In this game, two criminals are captured and asked to confess, turning in their part-
ner. If they do so, their sentence will be lighter. Each of the two prisoners has two options:
either to cooperate with their partner or to defect. Thus, the situation can result in four differ-
ent outcomes, as explained below.

e If none of them defects, the police only have enough evidence for minor crimes and they
each get a three-year sentence.

o If either of them cooperates while the other defects, the betrayer only gets a one-year
sentence, while the other is considered the mastermind and gets a seven-year sentence.

o If they both defect, they are both considered equally responsible for the worst crimes
and get five-year sentences.

The game is represented in Figure Jt.1. We consider a utility function where each year of
sentence counts as minus 1 utility.
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Prisoner 2
Coop Defect
Prisoner 1
Coop -3,-3 -1,-7
Defect -7,-1 -5,-5

Table 4.1: Prisoner’s Dilemma

The above game can have multiple variations with different approaches for its analysis. For
example, if we consider the decision of the first player known when the second one chooses,
the problem might seem trivial. However, the game becomes complicated when both players
are in isolation and neither of them knows what the other will decide. Other variations might
suggest that the players have some time to discuss before making their decision, or they have
committed multiple crimes in the past and have been presented with this dilemma several times
before.

4.2 Normal Form

Game theory models different scenarios with different forms of games. The representation of
Figure [t.1 shows a Normal Form game. Normal Form is the simplest way to view a game, where
states are presented as blocks of an n x n table, with each dimension presenting the available
actions of each player.

The formal definition of Normal Form games is the following

Definition 4.2.1. (Normal-Form game) A (finite, n-person) normal-form game is a tuple (N, A, u),
where:

e N is a finite set of n players, indexed by i;

e A= A; x--- X A, where A; is a finite set of actions available to player I

Each vectora = (a1, ...,an) € A is called an action profile;
e u=(uy,...,u,) whereu; : A — R is a real-valued utility (or payoff)
function for player L.

4.3 Strategies and Equilibria

As we’ve seen, each player has an available set of actions they can play. However, each player
also has a strategy they will eventually follow. Strategies and actions are not the same thing.
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The strategy of a player is the decision they make out of all their possible actions. A strategy
might be a single action the player chooses to play. This is called a pure strategy and it is the
kind of strategy that we’ll work with in our analysis. A set containing a pure strategy for each
player of the game is called a pure-strategy profile.

However, a player may randomize over several actions instead of picking one determinis-
tically. A strategy might include multiple actions a; € A, each selected with a probability p;,
where > p; = 1. These are called mixed strategies. A mixed-strategy profile consists of one
mixed strategy for every player of the game.

In a game with two or more players, picking a strategy can be very complex as the outcome
will be decided by the combination of the strategies of every player. However, for a given set
of chosen adversary strategies, the selection of a player becomes a matter of selecting the best
outcome.

Considering a player i, we denote by s_; = (s1,...,8i—1, Si+1,-- ., Sn) a strategy profile
without the strategy of player i, so s = (s;, s—;). The definition of i’s best response to s_; is
the following

Definition 4.3.1. (Best Response) Player i’s best response to the strategy profile s_; is a mixed
strategy s; € S; such that u;(s;, s—;)=ui(s;, s-;) for all strategies s; € S;, where S; is the set of
all possible mixed strategies of player i.

Having defined Best Response, we can now present and formally define the most central
notion of game theory, Nash Equilibrium.

Game theory analysis has always been trying to find the outcomes of different games that
display some kind of balance on the players’ desires. The players are satisfied with the utilities
of those outcomes compared to the alternatives. The different kinds of stability these outcomes
display are captured by different equilibria notions, with the most basic being the Nash Equilib-
rium. An outcome of a game is a Nash Equilibrium when no player can achieve a greater utility
by choosing another strategy, provided that the rest of the players keep the same strategy.

Formally we have:

Definition 4.3.2. A strategy profile s = (s1, ..., Sy) is a Nash equilibrium if, for all agents i, s;
is a best response to s_;.

4.4 Perfect Information Extensive-Form Games

For the game-theoretic analysis of our protocol, we use the Extensive-form with chance moves.
Extensive-form captures the temporal nature of the game played, where the players take turns
making actions rather than selecting their actions to be played concurrently. Each action taken
leads to a different state of the game till the end of the game when pay-offs are calculated. More
specifically, our game follows the perfect-information extensive-form model, meaning players
know all the previous actions played by opponents and so they know the specific state they’re
in.
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Definition 4.4.1. (Perfect-information game) A (finite) perfect-information game (in extensive
form) is a tuple G = (N, A, H, Z, x, p, 0, u), where:

e Nis a set of n players;

A is a (single) set of actions;
e M is a set of nonterminal choice nodes;
e Zis a set of terminal nodes, disjoint from H ;

o x : H — 24 is the action function, which assigns to each choice node a set of possible
actions;

e p: H — N isthe player function, which assigns to each nonterminal node a playeri € N
who chooses an action at that node;

e 0: Hx Aw— HU Z is the successor function, which maps a choice node and an action
to a new choice node or terminal node such that for all hi,he € H and aj,a2 € A, if
o(hy,a1) = o(hg,as) then hy = hy and ay = as ;

o u = (uy,...,uy), where u; : Z — R is a real-valued utility function for player i on the
terminal nodes Z.

The best representation of these games is in the form of a tree, where the states of the
game are shown as nodes and the players’ actions are edges that lead to new states. Each state
represented by a node is uniquely identified as the sequence of choices leading from the root-
node to it. Furthermore, each non-terminal node is the root of a sub-tree that can be viewed as
a different game. Each such game is called a Subgame of the original game.

4.4.1 Family Example

Maria and Jack are mother and son. Maria needs to go to the grocery store and can either take
Jack with her or leave him alone in the house. If he stays at home, Jack can either watch TV or
read a book, but he’d rather go with his mom. If he goes, he can either behave or go wild. He
finds it really difficult to behave, though, and he’d rather be himself. Maria wants to go with
her son, but if he doesn’t behave, she knows she will have a difficult time, so she warns him
that if he doesn’t, they will return home at once and he will be punished, even though she is
terribly sorry when that happens. The game tree is shown in Figure j&.1

Extensive form games can be converted to normal form ones and Nash equilibria are well
defined for those games as well. In the example above, both players have to make two choices
and so they have the following strategies.

e Maria’s choices are: take or leave Jack and punish or do not punish Jack
(we will mark them as TJ or L] and P or NP for convenience)
So her strategies are (TJ,P),(LJ,P),(TJ,NP),(LJ,NP)
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Figure 4.1: Family Example

e Jack’s choices are: watch TV or read a book and behave or do not behave
(we will mark them as TV or RB and B or NB)
So his strategies are (TV,B),(RB,B),(TV,NB),(RB,NB)

Note that for a complete strategy, we have to include combinations of choices that are
impossible to happen in the same scenario. For example, if Maria leaves Jack, there is no way
she will punish him; however, strategy (L], P) has to be included.

Using these strategies, we create the corresponding normal form game, shown in Figure .9,

Examining the normal-form presentation of the game, we can finally deduce its Nash equi-
libria. However, having done this, we make an observation. Nash equilibria of extensive form
games are a relatively weak notion. In the above example, outcome (TJ,P, TV,B) is a Nash equi-
librium. Jack is discouraged by Maria’s warning, as he knows that if he misbehaves, Maria’s
strategy is to punish him. However, the sequential nature of the game introduces a problem
as Jack can consider Maria’s warning a bluff and misbehave anyway. If that happens and the
game reaches the final subtree, Maria’s choice to punish Jack is no longer a best response as it
leads to the worst outcome for both of them.

4.4.2 Subgame Perfect Equilibrium

To tackle this problem, a different equilibrium notion is used, called subgame-perfect equilib-
rium. To formally define it, we first define the Subgame notion.

Definition 4.4.2. (Subgame) Given a perfect-information extensive-form game G, the Subgame of
G rooted at node h is the restriction of G to the descendants of h. The set of Subgames of G consists
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Jack
TV,B RB,B TV,NB RB,NB
Maria
TJ,NP 9,3 9,3 2,10 2,10
LJ,NP 6,5 7.4 6,5 7.4
P 9.3 9,3 -2,-3 -2,-3
LJ,P 6,5 7.4 6,5 7.4

Table 4.2: Normal-Form of Family Example

of all the Subgames of G rooted at some node in G.

Finally, we have the Subgame Perfect Equilibrium

Definition 4.4.3. (Subgame Perfect Equilibrium) The Subgame Perfect Equilibria (SPE) of a game
G are all strategy profiles s such that for any subgame G’ of G, the restriction of s to G’ is a Nash

equilibrium of G’

Subgame Perfect Equilibrium (SPE) is not only a stricter notion, representing better real-
world scenarios, but is significantly easier to compute as well. Backward Induction is the core
principle used to find an SPE. The idea is to find the Nash equilibria for the bottom subtrees and
follow the way up to the root of the game tree. This procedure follows the steps of a depth-first
traverse and thus takes linear time in the size of the game tree.

Algorithm 1: Backward Induction

Input: node h
Output: u(h)

Function Backward Induction(h):

if h € Z then
| return u(h)
end

best_util +— —oo

foreach a € x(h) do

end
end

return best_util
End Function

util_at_child <— Backward Induction(o (h, «v))
if util_at_chz’ldp(h) > best_util o(h) then
| best_util +— util_at_child

> The utility vertex of players

> h is a terminal node
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In Figure .9, we see how backward induction works in the previous example.
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Figure 4.2: Backwards Induction in Family Example
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Beginning the process from the first bottom subtree, Jack is home”, where Jack has to
pick between the actions TV and RB. This trivial game has the obvious Nash equilibrium of
Jack picking TV as it brings him the larger utility, 5 instead of 4. Following similar logic, the
subtree "Jack is out of control” is a Nash equilibrium when Maria picks action NP instead of
P. We can continue with the subtree “Jack is with his mother”, where Jack picks one of the
actions B or NB, where B finishes the game and NB leads to Maria’s choice. Note that we
already know Maria’s choice if Jack plays NB, so given Maria’s NP action Jack’s best response
is NB that gives him utility 10 instead of 3 and the Subgame has the equilibrium (NB,NP). We
conclude by considering the whole game, now knowing Jack’s strategy is (TV, NB). It is easy to
see that Maria’s best pick in the choice L] or T] is L], given Jack’s strategy, as it gives her utility
6 instead of 2. Finally, the Family game example has the Subgame Perfect Equilibrium(LJ,NP ,
TV,NB).

4.5 Adding chance moves.

Real-world scenarios often depend on external conditions, independent of the players’ actions.
We model this by viewing external conditions as a third player having zero utility for all out-
comes. This player chooses actions randomly with probabilities derived from the probabilities
of the actual external conditions.

We modify the Perfect-information game definition to include chance moves.

Definition 4.5.1. (Perfect-information game with chance moves) A (finite) perfect-information
game with chance moves (in extensive form) is a tuple G = (N, A, H, C, Z, x, p, 0, p, u), where:

e Nisa set of n players;

A is a (single) set of actions;

e H is a set of nonterminal choice nodes, non-chance choice nodes;
e Cis a set of chance choice nodes, disjoint from H;

e Z s a set of terminal nodes, disjoint from H and C;

e x: HUC ~ 24 is the action function, which assigns to each choice node a set of possible
actions;

e p: H — N is the player function, which assigns to each nonterminal, non-chance node a
player i € N who chooses an action at that node;

o 0:(HUC)xA— HUCULZ is the successor function, which maps a choice node and an
action to a new choice node or terminal node such that for all h1,he € H and ay,as € A,
ifa(hl,al) = U(hg, ag) then hy = hy and a1 = as ;
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e p: C x A R is the probability function, which maps a chance choice node and an
action to the probability of this action being chosen in the node. Forallc € C and a €
A, p(c,a) € [0,1]

o u = (uy,...,uy), whereu; : Z — R is a real-valued utility function for player i on the
terminal nodes Z.

To determine the equilibrium of the game, taking into account this chance move, we use
the Expectimax algorithm. The Expectimax algorithm is similar to Backward Induction, with
the only difference in the states of chance moves. In those moves, we use the Expected Value
of the utilities of the child states and consider those as the utilities of players in that state. To
calculate the Expected Value, we use the weighted sum of the utilities of the children, with
weights being the probabilities of those states being chosen by the chance move.

Algorithm 2: Expectimax

Input: node h

Output: u(h) > The utility vertex of players
Function Expectimax (h):
if h € Z then
| return u(h) > h is a terminal node
end
if h € C then
| return}_, . ) Expectimax(o(h, @) - p(h, @) > h is a chance node
end

best_util +— —o0
foreach o € x(h) do
util_at_child «— Expectimax(o(h, o))
if util_at_childp(h) > best_utilp(h) then
| best_util «+— util_at_child
end
end

return best_util
End Function

4.6 Imperfect Information Games

Our main result in this work is perfectly modeled by an extensive-form game of perfect infor-
mation. However, our work continues to include a more complex extension, with the analysis
of a generalized game. This game includes states where the player choosing the action has no
information on the action previously chosen by their adversary. As a result, they know they
are located in a set of states without the ability to distinguish between the states of the set and
thus not knowing the exact state they play. The set of those states is called an information set.
All states in an information set have the same player choosing an action and the same set of
actions available for that player.
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A game containing thi kind of states is called imperfect-information game and is formally
defined as follows

Definition 4.6.1. (Imperfect-information game) An imperfect-information game (in extensive
form) is a tuple (N, A, H, Z, x, p, o, u, I ), where:

o (N,AH,Z, x,p,o,u) is a perfect-form game; and

o [ = (I1,..., 1), where I; = (I;1,...,1;1,) is a set of equivalence classes on (i.e., a
partition of) h € H : p(h) = i with the property that x(h) = x(h’) and p(h) = p(h’)
whenever there exists a j for which h € I; j and h’ € 1; ;.

Having defined the imperfect-information extensive-form games, we need to consider the
equilibrium notion fit for analyzing such a game. Although the SPE notion used for extensive-
form games is the best fit for our analysis, there have to be modifications in its definition to
suit imperfect-information games. More specifically we need to redefine the subgame notion
used in the equilibrium. The generalized subgame notion, taken by [58], is the following

Definition 4.6.2. (Subgame on Imperfect-information games) A Subgame of an extensive game
is a subtree of the game tree that includes all information sets containing a node of the subtree.

Given the new, general definition of the Subgame notion, the Subgame Perfect Equilibrium
notion of a game remains the same. That is, a strategy profile is a Subgame Perfect Equilibrium
of a game, when every Subgame of the game is a Nash Equilibrium.
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Chapter 5

Predictable Service Protocols

5.1 Model

Dynamic/Fixed Fees Ledgers. Our work compares dynamic to fixed fees in a PoS blockchain
environment. Users create transactions and submit them to the network to be included in the
public ledger. Block producers gather the transactions submitted by the users and batch them
into blocks they append to an ever-growing chain.

The block production process is performed by a set of stakeholders. The stakeholders lock
in an amount of funds, called stake, to be eligible for participation. Stakeholders maintain
a mempool in which they receive transactions submitted to the network for inclusion in the
ledger. When they create a block, they gather transactions from their mempool and batch them
in a block they append to the ever-growing chain | Our work also assumes smart contract func-
tionality. Scripts can be executed in the blockchain environment, facilitating protocol creation
and binding agreements between users.

Users are required to pay fees for the transactions they want to be included in the ledger.
In fixed fees systems, the fee is deterministically calculated based on the size of the transaction
and the resources it may need for its logic to be executed. In contrast, in dynamic fees, the fee
is constantly adjusted as time passes, so its future price may be hard to predict.

During periods of congestion, the rate at which transactions reach a mempool is greater
than the one at which they are included in the ledger. Thus, transactions form queues in the
mempools and compete with each other for the scarce block space. Dynamic fees attempt to
solve this problem by raising the fees needed for transaction inclusion, bringing the demand
down to reasonable levels, so that the set of eligible transactions fits in the block. In this way,
congestion translates to elevated prices where users can get their transactions included on time
but at a much greater cost. On the other hand, fixed fees keep the cost at the same level even
when the demand increases excessively. As a consequence, some users suffer great delays in
transaction inclusion, as there is no way that the system can serve them.

! The transactions are typically prioritized in a FIFO manner by the stakeholder; however, this is not binding
and block producers have complete freedom of the block space allocation in their slot. Therefore, they choose the
transactions they prefer to be included in the block they create, provided that the necessary fee is paid. Not even
block producers can omit paying the fee for the inclusion of a transaction.
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The predictable service problem. Our work revolves around a user who wants to include
some transaction tx in the ledger at some point in the future. We consider the moment tx is
ready to be submitted as fixed and denote it by #,..44,. She receives value v;;, from the inclusion
of tx, provided this will happen within a specific interval. The interval begins at the moment
tready and ends at the moment denoted by deadline. When this moment passes, the user re-
ceives value vy,,; Whether tx is included in the ledger or not, where vy < 0 < v;y,. Although
the user knows well ahead of time that she will need blockspace allocation at the specific time,
tx will only be ready for submission shortly before the desired time and thus it is susceptible
to the delays or the high prices of the network, putting the User at risk.

The utility received by the user from tx when it gets submitted the usual way is the following

U_ {vm — F , txincluded

Unot , tx not included

where F is the fee required to be paid for the tx inclusion.

As described earlier, when fixed fees systems are congested, transactions may suffer ex-
tended delays from the moment they are submitted till they get included in the ledger. There-
fore, there exists a threshold on delay value, denoted by d ;1= deadline- t,¢qqy, over which a
transaction submitted by the user without an agreement with a block producer does not get in-
cluded in time, thus providing value v,,;. Therefore, the delay can be either small (d < dga1)
or large (d > dgimqn), depending on whether it is less or greater than the threshold, respectively.
In other words, when delay is in the d;,,; range, the user can get tx included in time even
with no contract. We denote with pg,q1; the probability of the delay being small. Thus, a user
trying to lower bound the expected utility needs to lower bound pg,i1-

In this work, we assume that future traffic after some time horizon is computationally un-
predictable and its estimation is unreliable. Consequently, the estimation of both future delays
in fixed fees and fee prices in dynamic fees is also unreliable. We thus make the following
assumptions.

Assumption 1 (unpredictable delay). In fixed fees systems, no user can bound pspqii-

As a result of Assumption [, the only secure lower bound on utility is the non-positive
value vgy; derived assuming pgp,q1=0.

On the other hand, when dynamic fees systems are congested, the fee price is elevated.
Therefore, tx is included if, for the desired interval, the fee prices are below the utility v;,
received by the user when tx is included. This time, a user trying to lower bound the expected
utility needs to lower bound the fee price. Similarly to Assumption [l the following assumption
is made.

Assumption 2. [unpredictable price] In dynamic fees systems, parties can only bound the fee price
inside an interval («, ). The price is sure to stay inside the interval; however, it can take any value
in that range. i

? In systems like Ethereum, the price adapts at an exponential rate from block to block. Given that in a few days’
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As a result, the only secure lower bound on utility is the non-positive value vy, assuming
Vin — F < vour < 0.

To tackle this uncertainty on the future utility, we study possible agreements between our
user, hereinafter referred to as the User, and a stakeholder, hereinafter referred to as the Insurer.
The Insurer is a stakeholder participating in the block production process and possibly a block
producer in the User’s desired time. This work analyzes two possible situations, one where the
Insurer is guaranteed to be a block producer and one where the Insurer is the block producer
under a probability p,,..q. When the Insurer produces a block, she has absolute control over
the transactions included in this block.

The two parties may communicate in any of the following two ways: (i) on-chain, by inter-
acting through the blockchain by published transactions, and (ii) off-chain, by communicating
through a regular pairwise channel.

We formalize the problem of the User obtaining a guaranteed lower bound on expected
utility through such agreements with the Insurer as follows:

Definition 5.1.1. (e-predictable service) A protocol 11 between the user and the insurer offers
e-predictable service if:

e II is an SPHj;
e the expected utility of a user who executes I1 is (1 — €)vjp,.

The goal of this work is to investigate the existence of predictable service protocols in the
setting described above.

The relevant notation introduced in this section is summarized in Table b.1.

5.2 Predictable Service in Dynamic Fees Ledgers

The idea of using derivatives to secure future transactions is not new. In [69], a protocol similar
to ours is introduced for a dynamic fees system. In this section, we show that in dynamic fees
systems, it is impossible to solve the predictability problem defined earlier.

In dynamic fees, the insured value required for a predictable service is the price of the fee
that shows unpredictable volatility. However, no party has any control over this volatility and
any attempt to create such a protocol would just transfer the unpredictability issue from the
User to the Insurer. When we consider the joint utility instead of the individual ones, we see
that no protocol could provide any improvement.

Theorem 5.2.1. In dynamic fees ledgers, no protocol guarantees e-predictable service, fore < Uﬁ

time thousands of blocks are created, the price is only theoretically bounded as it can get extraordinarily high.
* In practice, this channel could be established through social media, websites, etc..
*In simple words, no party can maximize its respective utility by deviating from the behaviour detected by the

protocol.
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tready the moment tx is ready for submission and the start of the desired
inclusion interval

deadline | the deadline after which the User receives no value by the inclu-

sion of tx

Vin the value received by the User if tx is included in the ledger be-
fore deadline

Vout the value received by the User if deadlinepasses and tx is not
included

Dprod the probability of the Insurer being a block producer
dsmall the threshold on the delay over which a transaction submitted
does not get included before deadline; is equal to deadline-

tready
Dsmall the probability of the delay being less than dg,q

Table 5.1: Model parameters.

Proof. We begin by analyzing the joint utility of the User and the Insurer under an arbitrary
protocol, trying to achieve predictable service. We shall ignore all funds transferred between
the two parties, inside the system, and focus on external sources of values and costs of the
system. There are two inevitable factors defining the joint utility, the same for any potential
protocol.

e The transaction insured brings to the User, and thus the system, a value depending on
whether it is included in time or not. Let it be v, for the included transaction and v,,.¢
for the not included transaction.f|

e The fee F, for the insured transaction to be included at the desired moment.

The resulting upper bound on the joint utility is given by the following expression stripped
of specifications that may come with the corresponding details of any particular protocol is the
following:

Ujoint < vin — F, if the transaction is included (5.1)

Ujoint < Vout, if the transaction is not included (5.2)

According to the Assumption [l made in the previous section, the only secure bound on fee
price is 3. Given that Ujeins < max{v;, — F, Uy }, it follows that the only secure upper bound
for Ujoint is max{vi, — /3, Vout }. For such a protocol to guarantee e-predictable service, we
need: a) the Insurer to have a non-negative utilityf] and b) the User to receive utility equal to

> It is possible that the User commits, upon initiating the protocol, that the transaction will be included. There-
fore, vnot can have a negative value.

¢ If the Insurer has negative utility the protocol would not be an SPE and the Insurer would rather not follow
the protocol.
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(1 — €)vjp. Given the worst case of Ujgint = vin, — 3, the User ends up with maximum utility
equal to vy, —f = (1— Ui)vm, as the Insurer has minimum utility of zero. Hence, the theorem

holds.
O

A reader might suggest that there are other sources of income in the joint utility. Indeed,
we have the reward and the tip for the block-producer. However, the reward is always the
same for the block-producer that gets it even if the transaction is not included, whether there
is a contract or not. Thus, we consider it irrelevant to the exchange and we do not take it into
account. The tips, on the other hand, are not irrelevant and someone might argue that the
block-producer may leave the insured transaction out in favor of another transaction with a
much greater tip, resulting in a different utility expression to the one above. Nevertheless, the
tip is meant to be much smaller than the fee to actually make a difference. Furthermore, it
might or might not be the case that this scenario happens, so the argument still stands and the
utility might be negative.

In conclusion, such contracts in dynamic fees systems impose an inevitable risk. As de-
scribed, 3 can get excessively large and thus, the lower bound % for € can be greater than 1,
leading User to a negative utility.

LedgerHedger. The protocol of [69] assumes that the fee price follows a truncated normal
distribution. This means the fee prices are bounded and have zero probability of exceeding a
certain threshold. In the protocol, the Insurer is suggested to lock a collateral equal to or greater
than this threshold to prevent her from deviations. While such a threshold theoretically exists,
given that prices change at an exponential rate and Assumption [, it is safe to assume that the
collateral required to exceed the price surges would discourage any stakeholder from taking
on the role of the Insurer.

Next, we turn our attention to predictable service in fixed fees systems.

5.3 Predictable Service in Fixed Fees Ledgers

In this Chapter, we describe in detail our protocol. The protocol is initiated by a User having a
future transaction tx;,s, she wants to be included at some point in the future and an Insurer,
who in this case is assumed to be a block producer and thus possibly controls a space allocation
at the desirable interval.

The protocol consists of two phases: (i) the creation of the contract between the user and
the block-producer, and (ii) the execution of the contract. In the first phase, the user sends off-
chain [| to the block-producer a half-contract indicating its interest in including a transaction
at a future interval and for a specific price. If the block-producer finds the contract appealing,

7 We shall think of the first phase happening in a marketplace where Users can post their half-contracts to
find an interested Insurer to complete and deploy them. The protocol can work in many other ways of off-chain
communication but this is the one we’ll use to describe it.
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she completes it (by adding a collateral deposit) and posts it on-chain. In the second phase,
the user sends to the block-producer the target transaction off-chain, and the block-producer
includes in time to the blockchain to receive in turn the payment agreed by the contract. Next,
we describe the protocol in detail.

Phase 1. The first phase begins with the User initiating the communication, by uploading
off-chain a half contract. In the half contract, the User locks a sufficient amount of funds to
cover for the fee of the future conclusion of the contract, denoted by F', as well as the price of
the contract, denoted by P, i.e., the payment the Insurer is going to receive should the contract
be fulfilled and tx;,,s be included. Furthermore, the User specifies: (i) the collateral required by
the Insurer to complete the contract, denoted by C, (ii) two intervals corresponding to Phase
1 and 2 of the contract intervals, (iii) the amount of blockchain resources needed by ¢z, and
(iv) the factor a € (0, 1) that indicates the reduced payment received by the Insurer should the
User deviates. The User is responsible for covering the fee of the whole contract, denoted by
Fe.

Next, after the Insurer receives the half contract, she decides whether to accept it by com-
pleting the deposit required, signing it, and submitting to the blockchain, or whether to reject
it. If the interval, set by the User for the first phase, concludes with no insurer completing the
contract, the half contract can no longer be completed. This completes the first phase of the
protocol.

Phase 2. The interval set by the User in the contract defines when the second phase begins
and ends. It is the interval in which tx;,s should be included for the User to take her full
valuation.

The moment the User learns tx;,,s, she send it off-chain to the Insurer. The Insurer then can
proceed including tz;, s before Phase 2 ends. If this process is carried out successfully by both
parties, the funds stored in the contract, i.e., F,C, P, become available to the Insurer. Note,
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that the fee paid by the Insurer for the inclusion of tx;, is covered by F'.

If the User does not provide a candidate transaction for inclusion, or provides a transaction
that exceeds the resources specified, the Insurer has the option to waste the allocated resources
by filling it with trash and receive some of the funds locked. In more detail, the Insurer receives
from the contract a F,C, and « - P, where « is less than 1 and is a parameter of the initial
contract. This functionality is provided to protect the Insurer from a faulty or malicious User
who will ignore the contract, but also the partial payment secures that no malicious Insurer
will choose this process instead of the desirable one.

If the Insurer ignores the contract and does not include ¢x;,; in the specified interval, then
the User can retrieve her funds. More specifically, in this case, the User submits a transaction
unlocking part of the funds stored in the contract, getting back F',P and F, and part of the
collateral equal to the fee paid for the contract Fio. Thus, the User will have the complete cost
returnedf]. This functionality is provided to protect the User from a faulty or malicious Insurer
who will ignore the contract. Note that this may happen whether the User actually sent {5
or not, as there is no way the contract can verify what happened in the off-chain channel.

We require the collateral to be greater or equal to the fee of the future conclusion and
the fee paid by the User for the contract, C > F + F¢. C will be returned to the Insurer
if she follows the protocol to the end with no deviations. However, if the Insurer abandons
the contract part of the collateral will be used to compensate the User for their spending. The
Insurer then proceeds to submit the completed contract for inclusion in the ledger.

Details of fee calculation. The protocol involves several interactions with the ledger. These
interactions happen in the form of a transaction, requiring fees to be included. The fees are cal-
culated based on two factors: a) the size of the transaction depending on the inputs consumed
and outputs produced by the transaction and b) the script they execute in a smart contract. As
a result the fee for the possible interactions is calculated as follows

o tx;ns Submission: When tx;, is submitted for inclusion as a simple transaction requires
a specific fee we shall denote with Fy,

e Contract Creation: The creation of the smart contract used for the protocol is based on
the inputs of the funds locked in it as well as the code defining its functionality. We
denote this fee with Fg.

o Contract Fulfillment: The successful conclusion of the protocol happens when the In-
surer fulfills the contract by including tx;,s in the ledger. The fee for this transaction is
calculated as follows: a) The size of this transaction is based on the size of the contract
it uses, its input accounting for the fee and its outputs, meaning the funds F + C' + P
received by the Insurer. b)The script cost of the transaction results from the execution
of the smart contract. c) Furthermore, the fee for this transaction includes the fee F}, of
txins itself.

® [Tsironis: There can be a greater compensation equal to 5 - C' but it is not necessary for our analysis]
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symbol | meaning

P the price payed by the User and stored in the contract to be
received by the Insurer, provided tz;,s will be included in the
ledger

Fi, the fee required for the inclusion of tx;;

F the fee needed for the contract to be concluded

Fo the fee needed for the contract to be included (covered by the
User)

C the collateral the Insurer has to lock in the contract to accept it.
It will be released provided she follows the protocol; is greater
or equal to F' + Fo

alloc | the space allocation needed by tx;,s
cost | the total amount paid by the user, equal to F' + Fo + P
o < 1 | the part of P the Insurer gets when alloc is wasted

e Allocation Wasted: The functionality Allocation Wasted” needs a fee that is calculated
as follows: a) The size is based on the contract used, the input for the fee and the output
F + C + « - P. b) The script cost results from the execution of the contract. c) The fee

Table 5.2: Protocol parameters.

includes the fee for wasting alloc, which is equal that of tx;,s, S0 Fiy

e Payment Retrieved: The fee required for the functionality "Payment Retrieved” is cal-
culated as follows: a) The size is based on the contract used, the input for the fee and the

output F' + F. b) The script cost results from the execution of the contract.

We can see that the contract has three possible conclusions: a) "Contract Fulfilled”, b) "Allo-
cation Wasted” and c) "Payment Retrieved”. All the conclusions need roughly the same fees,
we denote by F. "Payment Retrieved” needs less fees, as it does not include F3,;. However, for
simplicity’s sake we consider it to be equal to F' as well. We have declared C' to be larger than
F + F¢ so it covers the fee of this conclusion and it does not alter the analysis as it is lost

anyways in this conclusion.
We denote by cost the total amount F' + F¢ + P paid by the User.

Table b.J summarizes the notation presented above.
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Chapter 6

Game Theory Analysis

6.1 Simple Game

In this section, we analyze the protocol of Section p.3 by first describing a related extensive-
form game and then showing that the protocol described is an SPE under a suitable assumption
about the protocol parameters.

The game represents the second phase of the protocol. That is, the results of this section
apply when the two parties have already created a contract. We do so to calculate the guaran-
teed utilities derived from the contract when it is successfully created. We will later compare
the results to the expected utilities of the normal transaction submission.

6.1.1 Game description

The game describing our protocol follows the perfect-information extensive-form with chance
moves model. This model captures the sequential nature of the game played by the User and
Insurer, who take actions creating the different states of the game. The random distribution
which determines the final delay on the network in the second phase interval is modeled as
a third player whose choice is the result of the distribution. We shall refer to the third player
as Nature. Nature obviously has no utility for any outcome of the game, so we will consider
utility 0. It follows a mixed strategy with probabilities given by the distribution. Figure .1
presents the game tree of the second phase of our protocol.

We begin our analysis by identifying the utilities of players. User, as the initiator, has a
strong utility for tx;,s to be included in the ledger, specifically in the second phase interval,
while this utility declines when the inclusion is delayed beyond deadline. Therefore, we denote
with v;, the User’s utility when tx;, s gets included in the desired time and v,,; when it’s not.
We denote by u(state) the vector consisting of the utilities of the two parties in a specific state,
denoted by uy (state) and uy(state). We continue identifying the utilities and costs for both
players.

The game can be split into two different subgames regarding whether a contract was created
or not. We shall first analyze the subgame ”"Contract Completed” and prove that following the
protocol is an SPE. Then we proceed to analyze the utilities of the subgame "No Creation” and
when creating the contract is the optimal choice for the User and the Insurer.
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Ignored Retrieved Ignored Retrieved Ignored Retrieved

Figure 6.1: Contract Completed

6.1.2 Analysis

F+Fg+P

Vin

Theorem 6.1.1. We prove that our protocol provides e-predictable service, for e =

Proof. We break the subgame ”"Contract Completed” into two subgames and analyze them one
at a time.

e The Subgame "Delay Small” is played when a contract has been created and the delay is
small enough so that tz;,s can be included in time by anyone.

e The Subgame "Delay Large” is played when a contract has been created and the delay is
so large that only a producer can include ¢, in time.

The subgames "Delay is small” and "Delay is large” are broken down in turn into three
subgames.

— txins The User sends tx;y,s to the Insurer for inclusion, as shown in Figure

- No tzj,s The User sends nothing to the Insurer and waits for the deadline, as shown in

Figure

— Self Submission The User submits tx;,s instead of sending it to the Insurer, as shown in

Figure
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i No Tx; i
‘ TXing ‘ ins ‘

/Self Submission
Insurer includes Insurer wastes  Insurer does Insurer wasies  Insurer does
Ting alloc nothing alloc nothli
Contract Allocation ~ns Allocation Ins
Fulfilled Wasted Ignored Wasted Ignored
User does User retrieves User does User retrieves
nothing funds nothing funds
User Payment User Payment
Ignored Retrieved Ignored Retrieved
(a) tz;ns sent (b) No tx;, sent

The subtrees "No tx;,s” and Self Submission” have the exact actions available for the play-
ers in every state, but they differ in the utilities and thus are analyzed separately.

Claim 1. The Subgame *tx;,s” when delay is small is in SPE when the protocol is followed and
the Insurer fulfills the contract. The Subgame is depicted in Figure

Proof of Claim. We use the Backwards Induction Algorithm [I] to determine the utilities of the
Subgames, working from the bottom up and selecting the best response for the respective
player.

e vy (ContractFulfilled)= v;,, — cost, uy(ContractFulfilled)= P
In outcome "Contract Fulfilled”, the whole process is followed as designed, the contract
was created, the user sent to the insurer ¢z;,s and the insurer included it in the ledger.
The Insurer gets utility from the price of the contract paid by the User and so her utility
is P. To find the user’s utility, we first note that tx;,s was included before deadline as
the contract requires and the User’s utility is v;, minus the payment F+P and the fee for
the contract F, that is v, — (F' 4+ Fo + P).

e uy(Allocation Wasted) = vy, — cost, uy(Allocation Wasted) = « - P
In outcome “Allocation Wasted”, the contract was created, but the Insurer deviated and
did not include tx;;,s in the block. The insurer chose to waste the space allocation, filling
it with garbage, falsely declaring that they did not receive tz;,s. When doing so, the
contract does not release the whole P but rather a portion of it. So, the Insurer’s utility
is « - P. txips in this case does not get in time in the ledger, so the User has paid cost,
getting nothing in return. Therefore, the User’s utility is voyr — (F' + Fo + P).

o uy (Payment Retrieved)=v,y, uy(Payment Retrieved)=—C
In outcome "Payment Retrieved” deadline passed with no move by the Insurer, so the
User retrieved all funds she had stored in the contract. [| By ignoring the created contract,

! Note that this can happen whether tz;,s was provided by the user or not.
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the Insurer loses the collateral submitted in the contract, so her utility is —C'. The user
does not get tx;,s included but retrieves cost. So, her utility is vgy;.

e uy(User Ignored) = vy — cost, ur(User Ignored) =—C
In outcome "User Ignored” deadline passed, but the User did nothing. The Insurer’s
utility is the same as before, while the User’s is the same as in the "Allocation Wasted”
state.

e uy(Ins Ignored) = voyt, us(Ins Ignored) = —C, since
uy (Payment Retrieved) > ugr(User Ignored)
On node ”Ins Ignored”, the user chooses from states "User Ignored” and "Payment Re-
trieved”, so picks "Payment Retrieved” as it gives a strictly greater utility. So, "Ins Ig-
nored” has the same utilities as "Payment Retrieved”.

So the claim holds as
ur(Contract Fulfilled) > wu(Allocation Wasted) > uy(Ins Ignored)
and the utilities of the Subgame in SPE are
upy (tins) = Vin — cost, ur(txins) = P
O

Claim 2. The Subgame “No tx;,s” when delay is small is in SPE when the protocol is followed and
the Insurer invokes "Allocation Wasted”. The Subgame is depicted in Figure

Proof of Claim. The subgame "No tx;,,” differs from “tx;,s” only in missing the choice "Con-
tract Fulfilled” of the Insurer. The rest states of the two games are the same. So for this sub-
game’s analysis, we only have to consider the Insurer’s choice between ”Allocation Wasted”
and ”Ins Ignored”.

So the claim holds as
uy(Allocation Wasted) > uy(Ins Ignored)

and the utilities of the Subgame in SPE are
uy (No txins) = vout — coSt, ur(No tzips) = a- P
O

Claim 3. The Subgame “Self Submission”, when delay is small,l is in SPE when the protocol is
followed and the Insurer invokes "Allocation Wasted”. The Subgame is depicted in Figure

Proof of Claim. Since the delay is small, when the user submits herself tz;,s, she manages to
get it included in time, paying F. So, the utilities are almost the same as in "No tx;,s” except
the User has v;,, — F}; instead of v,y;.
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e uy(Allocation Wasted) = vy, — Fy, — cost
uy(Allocation Wasted) = « - P
User has already self-submitted tx;,¢ in time as delay is small, so they get v;, — Fy; but
they also lose cost.

e uy(User Ignored) = vy, — Fy, — cost
ur(User Ignored) = —C'

e uy(Payment Retrieved) = v, — Fy,
ur(Payment Retrieved) = —C

e uy(Ins Ignored) = vy, — Fiy
ur(Ins Ignored) = —C
As uy (Payment Retrieved) > ug(User Ignored)

So the claim holds as
ur(Allocation Wasted) > uy(Ins Ignored)

like previously and the utilities of the Subgame in SPE are

ugr (Self Submission dgpqi1) = Vi — Fio — cost, uy(Self Submission dgpqy) = - P

O]

Claim 4. The Subgame “Delay is Small” is in SPE when the protocol is followed and the User sends
txinsto the Insurer as the protocol dictates.

R

Proof of Claim. The User chooses her action between "txz;y,s”, "No tx;,s” and ”Self Submission”.
According to Claims [, d and f§ we have

uy (tTins) > uy (Self Submission) > ug (No t2ns)
So, the claim holds and
uy(Delay Small) = v;,, — cost, uy(Delay Small) = P
O

Claim 5. The Subgame *tx;,s” when delay is large is in SPE when the protocol is followed and the
Insurer fulfills the contract. The Subgame is depicted in Figure

Proof of Claim. When the User follows the protocol with no deviations and sends ¢z, to the
Insurer, there is no difference if the delay is large or small. The Insurer produces a block and
thus can get tz;,s included in time regardless of the delay. So the claim holds for the same
reason as Claim [[ and the utilities of the subgame are

uy (tTins) = Vin — cost, ur(tTins) = P
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Claim 6. The Subgame "No txz;,s” when delay is large is in SPE when the protocol is followed and
the Insurer invokes "Allocation Wasted”. The Subgame is depicted in Figure

Proof of Claim. As with "tx;,,”, the Subgame "No tx;,;” is the same whether the delay is large
or small, as there is no submission before deadline, and thus tx;,s will not be included in any
case. So, the claim holds for the same reason as Claim [ and the utilities of the Subgame are

uy (No tZins) = Vout — cost, ur(No txins) = - P
]

Claim 7. The Subgame “Self Submission”, when delay is large,e is in SPE when the protocol is
followed and the Insurer invokes "Allocation Wasted”. The Subgame is depicted in Figure

Proof of Claim. Since the delay is large, when the User submits {z;,s herself, it will not get
included in time. This means that the User’s utilities for this Subgame differ from the respective
one when delay is small, in that they get vy instead of v;,.

o uy(Allocation Wasted) = vgyy — Fip — cost
ur(Allocation Wasted) = o - P

User has already self-published tx;,s but it’s not included in time as delay is large, so
they get voyr — F but they also lose cost.

o ug(User Ignored) = vgys — Fiy — cost
ur(User Ignored) = —C'

o uy(Payment Retrieved) = vy — Fiy
us(Payment Retrieved) = —C'

e uy(Ins Ignored) = vour — Fiy

uy(Ins Ignored) = —C'
As ugr(Payment Retrieved) > ugr(User Ignored)

So, the claim holds as
uy(Allocation Wasted) > uy(Ins Ignored)
and the utilities of the Subgame in SPE are
uy (Self Submission djgrge) = Vout — Fre — cost, ur(Self Submission djqrge) = o - P
O]

Claim 8. The Subgame "Delay is Large” is in SPE when the protocol is followed and the User sends
tZins to the Insurer as the protocol dictates.
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Proof of Claim. As in Claim @, the User chooses her action between "tx;,s”, "No tx;,s and
”Self Submission”. According to Claims [, | and [| we have

uy (txins) > uy (Self Submission) > ug(No tzips)
So, the claim holds and
uy (Delay Large) = v, — cost, uy(Delay Large) = P
O

We conclude that in both cases, according to the Claims [ and [, the two parties are in-
centivized to follow the protocol, so it is a Subgame Perfect Equilibrium. Furthermore, "Delay
Small” and "Delay Large” utilities are the same and independent of the actual delay. Thus,
“Contract Completed” utilities are independent of the delay as well and equal to

ug(Contract Completed) = vj;,, — cost (6.1)
ur(Contract Completed) = P (6.2)

We have proven that the game is an SPE and the User gets guaranteed utility v;, — cost =

Vin, — (F' 4+ Fe + P). Thus, Theorem holds, as
Vin — (F 4+ Fo + P) = (1 — €)vy,
F+Fco+P
Vin
_F+Fec+P

Vin

1 =1-—c¢

€

6.2 Extended Game

6.2.1 Different Epoch Analysis

Up until now, we took for granted that the contract is created in the same epoch as the desired
time of tx;,s inclusion. That means that the Insurer knew whether she would be the block
producer at said time and could decide, respectively, to accept the contract or not. But what
happens when the inclusion time is in a different epoch than the contract creation? The insurer
can only make a prediction that she will be a block producer and a risk is introduced as there
is a possibility (large or small) of the prediction being mistaken. We denote with p,,..q the
probability of the Insurer being a block producer.

We consider a new chance move to express the allocation of block creation duties. This
allocation happens in the beginning of the epoch, which contains the time of inclusion. How-
ever, the User is not notified about the outcome, as only the Insurer knows whether they will
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be creating a block and when. To model this, we consider the new chance move to happen
after the User decides to send tx;, for inclusion or not. So the subtrees after this decision are
split into two cases, one with the Insurer producing a block and one where they don’t. Apart
from that, the new game is similar to the previous one. The new version of the game is shown

in Figure p.3.

Contract Completed ‘
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Delay decided

User se”ds/l\user Submits

User does not
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Tx; ‘ No Tx; et
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Figure 6.3: Extended Game

We denote by u/(state) the vector consisting of the utilities of the new game denoted by
uy; (state) and u; (state). Following simple game analysis, we are going to break the whole game
down and work with its subgames before recomposing them and deriving the final results. We
first focus on the subgame where a contract is created, proving the following theorem.

Theorem 6.2.1. We prove that, provided P < —Lt=— — F— F our protocol provides e-predictable

l_pprod
service, for

Pprod * (F'+ Fo + P) + (1 = pprod) - Yout

Vin

€= 1_pprod_

Proof. Just like in the simple game, we analyze the two subgames "Delay Small” and "Delay
Large”. Both of them differ from the ones in the simple game in that they include one more
chance move, determining whether the Insurer produces a block in the specified time or not.
Again, those subgames are broken down further into three

o tx;,ssent
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(c) No Contract/Self Submission

e No tx;,ssent

e Self Submission

All three subgames differ from the ones in the simple game in that they include one more
chance move, determining whether the Insurer produces a block in the specified time or not.

Claim 9. The Subgame "tx;ns”, when delay is small, is in SPE when the protocol is followed and
the Insurer fulfills the contract. The Subgame is depicted in Figure

Proof of Claim. In this Subgame, the User follows the protocol as intended and sends tz;, to
the insurer. As the delay is small, the Insurer can still carry out the protocol even if they don’t
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produce a block. Thus, the claim holds for the same reason as Claim [l and the payoffs are the
exact same as in the previous game.

up (tTins) = vVin — cost, uy(txins) = P
O

Claim 10. The Subgame "No tx;,s” when delay is small is in SPE when the protocol is followed
and the Insurer invokes “Allocation Wasted”. The Subgame is depicted in Figure [6.44.

Proof of Claim. In this Subgame, the User does not send tz;, s and waits for deadline to possi-
bly receive the reimbursement.

o u/(Is Slot Leader No txips) = w(No tips)
When the Insurer produces a block, the utilities are the same as in the previous game.

e u/(Ins Ignored no Slot Leader) = u(Ins Ignored)
The state "Ins Ignored” has the same utilities as the Insurer does nothing,.

e u/(Is not Slot Leader No tx;,s) = u/(Ins Ignored no Slot Leader)
The insurer has no option of *Allocation Wasted” when they do not produce a block and
the only option is to do nothing. Thus, the utilities are the same as in “Ins Ignored no
Slot Leader”.

L4 U/U (NO t$ins) = Pprod * (Uout - COSt) + (1 - pprod) * Vout
UII(NO tl‘ins) = Pprod - &+ P — (1 - pprod) -C
The expected utility of "No tx;,s” is calculated as explained previously by the two pos-
sible options of the chance move.

So the claim holds and the resulting utilities of the Subgame in SPE are

UIU(NO twins) = Pprod * (Uout - COSt) + (1 - pprod) * Vout
ur(No tZins) = Pprod - &+ P — (1 = Pproa) - C

O]

Claim 11. The Subgame "Self Submission’, when delay is small, is in SPE when the protocol is
followed and the Insurer invokes “Allocation Wasted”. The Subgame is depicted in Figure 6.44.

Proof of Claim. In this Subgame, shown in Figure f.4d, the User submits ¢, and sends noth-
ing to the Insurer. As the delay is small, tx;,5 is included in time and the User gets v;,but pays
F},. for the inclusion.

e u/(Is Slot Leader) = u(Self Submission dga1;)
When the Insurer produces a block, the utilities are the same as in the previous game as

derived in Claim [.
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o uj;(Payment Retrieved) = vi, — Figz, u;(Payment Retrieved) = —C
The User retrieves the funds of the contract and has the utility gained from self inclusion.
The Insurer loses the collateral as they ignore the contract.

e uy;(User Ignored) = vy, — Fyp — cost, u’(User Ignored) = —C
The User does not retrieve the funds.

e u};(Ins Ignored) = v;;, — Fia, w7 (Ins Ignored) = —C
The obvious best move for the User is to retrieve the funds and the utilities are derived
accordingly.

e u};(Is not Slot Leader) = v, — Fig, u/7(Is not Slot Leader) = —C

The utilities are the same as in "Ins Ignored” because the Insurer has no different choice.

e uy;(Self Submission) = pprod- (Vin—Fiz—cost)+(1—pprod)- (Vin—Fiz) w (Self Submission)
= Pprod * @ - P — (1 — pprod) - C Once more, we calculate the expected utilities from the
chance move.

So the claim holds and the resulting utilities of the Subgame in SPE are

ug; (Self Submission) = pprod  (Vin, — Fiz — cost) + (1 = pproa) = (Vin — Fiz)
w7 (Self Submission) = pproq - @+ P — (1 = pproa) - C

Claim 12. The Subgame "Delay is Small” is in SPE when the protocol is followed and the User

sends txisto the Insurer as the protocol dictates, provided that P < % —F —Fe.
'pro

Proof of Claim. To find the SPE of the whole Subgame we need to find the best move for the
User at the initial state "Delay Small. We have to compare the User’s resulting utility in each
of the three possible actions as derived in Claims , fi( and

g (tTins) = Vi — cost
UIU(NO txins) = Pprod * (Uout - COSt) + (1 - pprod) * Vout
ug; (Self Publish) = Pprod * (Vin — Fiw — cost) + (1 — pprod) - (Vin — Fiz)

We have established that vy, — F' > 04y, or else the User would not bother including tz;, s
much more, creating the contract. Thus, uy;(tZins) > uf;(No t2ins). However, it is not clear
which of the other two utilities is greater. For our contract to be an equilibrium, we want the
User to have no incentive in deviating; in other words, we want uy; (txi,s) > uy; (Self Publish).
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So, the claim holds, as provided the assumption we have uy; (t2;ns) > uj;(Self Publish) and the

Fi

1- Pprod

ug (tTins) > ug (Self Publish)

Vip — COSt > Pprod * (Um — Fyp — COSt) + (1 - pprod) : (Uin -

Vi — coSt > Vip — Fiz — Pprod - cost
Dprod * cost > cost — Fy,

cost — Fi,

>
Pprod cost

or Fiy > (1 — pprod) - cost

F;
t > cost
1- Pprod
F;
T S FLF.4+P
1- Pprod

—F—Fo>P
Fi

P< —2 _ _F_—F,
1- Pprod

utilities of the Subgame in SPE are

Claim 13. The Subgame “tx;,s” when delay is large is in SPE when the protocol is followed and

ug; (delay small) = v;;, — cost
u'y(delay small) = P

the Insurer fulfills the contract. The Subgame is depicted in Figure

Proof of Claim. In this subgame, the user follows the protocol and sends tx;y,s to the Insurer

for inclusion.
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e u/(Is Slot Leader) = u(txips)
When the Insurer produces a block, the utilities are the same as in the previous game
shown in Claim [i,

uy; (Is not Slot Leader) = uy (Ins Ignored)
u/;(Is not Slot Leader) = —C

The delay is large, so if the Insurer does not produce a block, there is no time to fulfill
the contract by including tz;,s. Thus, when the Insurer does not produce a block, the
utilities are the same as if the User never sent tx;,sas it was analyzed in Claim @

U/U (tmins) = Pprod * (Uin - COSt) + (1 - pprod) * Vout
u/[(tl‘ins) = Pprod * P — (1 - pprod) -C
We calculate the expected utility of the chance move.
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So, the claim holds and the resulting utilities of the Subgame in SPE are

So, U,U(txms) = Pprod * (Uin - COSt) + (1 - pprod) * Vout

ulj(twins) = Pprod * P — (1 - pprod) -C
L]

Claim 14. The Subgame “No tx;ns” when delay is large is in SPE when the protocol is followed
and the Insurer invokes “Allocation Wasted”. The Subgame is depicted in Figure [6.44.

Proof of Claim. In this subgame, shown in Figure p.4d, the User lets deadline pass doing noth-
ing and then gets the reimbursement or not. We note that when the User does not send tx;,s,
the utilities are the same whether the delay is large or small.

So, the claim holds for the same reason as Claim [[J and the resulting utilities are once more

U/U (NO tajins) = Pprod ° (Uout - COSt) + (1 - pprod) * Vout
u/I(NO twins) = Pprod * & - P — (1 - pprod) -C

O]

Claim 15. The Subgame “Self Submission”, when delay is large,e is in SPE when the protocol is
followed and the Insurer invokes "Allocation Wasted”. The Subgame is depicted in Figure 6.44.

Proof of Claim. In this subgame, the user submits ¢z;, for inclusion and sends nothing to the
insurer. We note that when the delay is large, tx;,5 is not included in time this way. Thus, the
utilities are the same as if the User let the time pass, except that the User paid F}, more in this
case.

The claim holds for the same reason as in Claim [L1, but this time the resulting utilities are

up; (Self Submission) = Pprod * (Vout — Fiz — cost) + (1 = pprod) - (Vour — Fia)
'’ (Self Submission) = pyroq - alpha - P — (1 — pprod) - C

O]

Claim 16. The Subgame "Delay is Large” is in SPE when the protocol is followed and the User
sends txinsto the Insurer as the protocol dictates.

Proof of Claim. The claim holds as u; (tns) > ug; (Self Submission) > uy; (No tays), according
to Claims [13, [14 and [15. So the User’s best action is to send tz;,sto the Insurer and thus we
have

ufj(delay large) = Pprod - (Vin — cost) + (1 — Pprod) * Vout (6.1)
uy(delay large) = Pprod - P — (1 = Dprod) - C (6.2)
O
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We conclude that, under the necessary assumption P < 1_1; — — F — Fo, both parties
'pro

maximize their utilities by following the protocol with no deviations, regardless of the delay
being small or large.

Furthermore, having identified the utilities of the agents in the key subgames in equilib-
rium, we calculate the expected utilities received by the parties when they create the contract.
To do so, we add the utilities of "Delay Small” and "Delay Large” multiplied by the correspond-
ing probability. However, we can see that the utilities are bounded and even when the prob-
ability is impossible to calculate, the protocol provides a lower bound in the utilities received
by the parties.

u'U(Contract Completed) = psmait - (Vin — cost) + (1 = Dsmait) - (Pprod - (Vin — c05t) + (1 — Pprod) - Vout) (6.3)

uy;(Contract Completed) > pprog - (Vin — cost) + (1 — Dprod) * Vout (6.4)
u/;(Contract Completed) = psmair - P+ (1 — Psmait) - (Pprod - P — (1 — Pproa) - C') (6.5)

u;(Contract Completed) > pprod - P — (1 — pprod) - C (6.6)

We have proven that the game is an SPE and the User gets guaranteed utility greater or equal
to

Pprod - (Vin — cost) + (1 — Dprod) - Vout

Thus, Theorem holds, as

Pprod * ('Uin - COSt) + (1 - pprod) *Vout < (1 - E)vin
Pprod * (Uin - COSt) + (1 - pprod) * Vout

<l-—e¢
Vin
e<1— Pprod * ('Uz'n — COSt) + (]_ — pp'rod) - Uout
Vin,
- (F + F P 1— .
€ <1— Pprod — Pprod (F+Fo+P)+( pPTOd) Vout

Vin D

6.3 Submission Without a Contract

In this section, we analyze the utilities of the two parties when no contract is created. Then
we compare those utilities to those derived from the Chapters .1, .4 and determine when the
parties maximize their utilities by creating a contract.

6.3.1 No Creation

Lemma 6.3.1. When the User follows the usual submission process instead of making an agreement
with an Insurer, her expected utility is dependent on pgsp,q;; and is equal to

E(U) = Psmall * (Uin - Ft:v) + (1 - psmall) * Vout
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Proof of Lemma. We focus on the subgame "No Creation”, as shown in Figure b.3, and use
backward induction to deduce the utilities when the two players follow the best course of
action.

No Creation

delay small delay large
dsmall diarge
User does  User submits User does  User submits
nothing Ting ;‘.\thing Ting
Self Self
Nz maove Submission: N: TV Submission
eal dsmall jaioe dlarge
Figure 6.5: No Contract
o uy(No Move)= voyt, ur(No Move)= 0

First of all, we consider the case of "No Move” with nothing happening, no contract
creation and no {x;,s included in the ledger. For the User, the utility of this outcome
iS Voye. She spent no fee on including the contract nor the tz;,; in the ledger, nor paid
anything to an insurer. However, {z;,s was not included. The insurer gets utility 0 as
she does not interact with the protocol.

o uy(Self Submission djgrge)= Vout — Fias ur(Self Submission djg;ge)= 0

In outcome "Self Submission dj,,4.”, We have no contract created and the user submits
txins herself for creation. In addition, the delay is large, so tx;,s will be included after
deadline. It is obvious the Insurer’s utility is the same as the previous analysis, as she
has no involvement with tx;,s. The User’s utility, on the other hand,d comes from her
utility for having tz;,s submitted minus the fee paid for the inclusion and so is Vo — Fis.

e uy(Self Submission dgpai1)= Vin — Fia, uy(Self Submission dgqi)= 0

The outcome "Self Submission dg,q;;” is the same as the previous one, with the only
difference being that the delay is small and thus tx;, s is included before deadline.

® Uy (dsmall) =Vip — F —tz, uI(dsmall) =0
As the User’s utility is greater than F}, when tx;,; is included in time and the delay is
small.

® Uy (dlarge) = Vout;» ur (dlarge) =0

AS Vo 1s less than Fy,
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The resulting expected utility is calculated by the sum of the User’s utility when the delay
is small or large, multiplied by the respective probability of the delay being small or large. So,
the lemma holds and the resulting utilities are

uy (No Creation) = pgmalr + (Vin — Fiz) + (1 = Psmall) * Vout, ur(No Creation) = 0

O]

6.3.2 Conclusion

We analyze the best actions of the two parties in the contract creation game, shown in Figure
b.6, by comparing the expected utilities of Lemma and the ones derived from the analysis
of simple game, shown in Expressions .1 and .4 and the extended one, shown in Expressions
b.3 and p.5. That is, in the state "Beginning” where the User decides whether to initiate the
protocol or not and in the state "Half Contract” where the Insurer decides whether to complete
the contract or not.

‘ Beginning ‘

User does not initiate
smart contract User initiates smart contract

No Creation Half Contract

Insurer completes and
publishes smart contract

No insurer found

Contract Completed

No Creation

Figure 6.6: Creation Choice

Simple Game

e uy(Half Contract) = vy, — cost, uy(Half Contract) = P, since
ur(Contract Completed)>u;(No Creation)

e vy (Beginning) = max(E(U), vy, — cost)
0 E(U) > vy — cost
)

ur(Beginning) = P E({U) < vy — cost
m

We see that when the User initiates a contract, the Insurer has a clear incentive to complete
it. However, the User’s decision is more complicated as the best choice depends on the proba-
bility of the future delay. A central assumption in this work is that this probability is unknown
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at the time of the contract initiation and an estimation made by the User is hard and has a high
variance. Our protocol provides a secure outcome that guarantees a certain utility.

We consider the User having a worst-case scenario of pg,q; and deciding based on that. If
E(U) > vin — (F' + F¢), even when taking into account the worst-case probability, then she
does not initiate the contract and waits to publish tx;, in the second phase. f E(U) < vy, —
(F+ F(), the user initiates the contract picking a price P such that E(U) < v, — (F+ Fo+P).

Extended Game

When we compare these utilities to the ones of "No Creation”, we conclude that for the Insurer
to maximize her utility by completing the contract, the following assumption is needed.

uy(No Creation) < u/(Contract Completed)
0 < Psmair - P+ (1 = Psman) * (Pprod - P — (1 = Pprod) - C)
0 <P — P+ psmat - P+ (1 = psmait) - Porod - P — (1 = psmar) - (1 = Pproa) - C
0 <P —(1—=psman) - P+ (1= psmait) - Porod - P — (1 = Dsmait) - (1 — Pproa) - C
0<P—1=psman) - P (1= pprod) — (1 = Psmatt) - (1 = Pproa) - C
0< (1= —=psman) - (1 = Pprod)) - P — (1 = psmair) - (1 = Pprod) - C

The assumption can be stricter for an Insurer that considers the worst-case pgmqii-
0< Pprod * P — (1 _pprod) -C

Similarly, for the User to maximize her utility by initiating the contract, we need

ug; (No Creation) < u/;(No Creation)
Psmall * (Vin — Fiz) + (1 = Psmatt) * Yout < Psmatt * (Vin — €08t) + (1 — Psmatr) * (Pprod - (Vin — cost) + (1 — Pprod)Vout)
Psmail * (Vin — Fiz) + (1 = Dsmalt) - Vout < Psmall * Vin — Psmall - €05t + (1 — Psmait) - (Pprod * (Vin — cost) + (1 = Pprod)Vout)
—Psmall * Fro < —Psmatt - €08t + (L = psmatt) * Pprod * (Vin — c0st) + (1 = Psmair) * (1 = Pprod) * Vout — (1 = Psmali) * Vout
DPsmall * €05t — Psmait * Fra < (1 — Psmatt) * Pprod * (Vin — c08t) — (1 = Psmali) * Pprod * Vout
Psmail + (cost — Fyz) < (L = psmait) * Pprod * (Vin — €Ot — Vout)

As in the simple game, we consider the User to have an estimation of pg,q;;. When this estima-
tion is hard or highly variant, the User might prefer to secure a guaranteed utility by initiating
the protocol.
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Chapter 7

Final Remarks

7.1 Conclusion

In this work, we delved into one of the main issues of blockchain systems, scalability. More
specifically, we considered the aspect of dealing with a greater number of transactions while
keeping the system fair and providing a quality service to the users.

We looked at TFMs, the core mechanism used by blockchain systems to provide a solution
to the problem. We referred to different mechanisms and noted various works analyzing them
and searching for the ideal mechanism.

However, the issue of quality of service persists, as the unpredictability of service arises.
The need for users to know ahead of time the service they will receive creates an open space
for work. Block-space derivatives, an underexplored line of work, aim to give a solution by
providing ways of buying space for transactions earlier than the submission.

We give a formal definition for the predictable service, a notion describing a protocol that
guarantees a future utility and gives a solution to the unpredictability problem. We prove that,
assuming minimum prediction capabilities, dynamic-fee systems cannot provide predictable
service.

Finally, we describe in detail our service predictable protocol, based on a fixed-fee setting.
We model this protocol into a game in two different cases. In the first case, the agreement for
the block-space is made closer to the submission of the transaction, while at the second it can
be arbitrarily earlier. We prove the game to be an SPE for the first case and an SPE under a
suitable assumption for the second case. Furthermore, the expected utility, when no protocol
is initiated, is calculated and compared to the guarantees of our protocol.

We conclude that our protocol provides a predictable service, as this was defined in this
work.

7.2 Future Work

The most immediate continuation of our work is the implementation of our protocol into a
smart contract. The protocol was written having the Cardano ecosystem primarily in mind
and the implementation in Plutus is the natural next step. However, the adaptation to other
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fixed-fee protocols is possible and encouraged.

Furthermore, our protocol could be extended to include the insurance of more than one fu-
ture transaction. The User could specify multiple future transactions to be included in different
intervals in the future. A single agreement could be made to accommodate all of those trans-
actions with a single payment for the Insurer after the successful completion of the agreement,
or individual payments after every single transaction.

In terms of research, our work focused on the basic model of a single User - Insurer pair
and the proofs omit taking into account the possibility of having multiple contracts. In a gen-
eralized setting, a User might create multiple contracts with multiple insurers for the same
transaction, to achieve greater security. In addition, the Insurer might create multiple con-
tracts with different users and abandon one for the sake of another with greater payment. The
analysis of this generalized setting goes beyond the scope of this work.
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