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ITepiAnyn

H emoxr| Tov ’ouvvépov’ épepe pall Tng véeg AVoelg oe poPAnpata mov Tadamwpodoay
TIG opadeg AOyLoUKOD amd TOTE IOV VTIAPYXEL AOYIOHIKO. AVTA Ta vEa epyaleia éxouv
WPLHATEL APKETA WOTE 0 KAASOG va €xel pia KA Katavonon twv SuvatoTHTwy Tov.
Méxpt tpdopata, oL TEPLOTOTEPEG OUASEG EMPETIE VA KATATKEVALOVV TIG S1kEG TOVG AD-
O£1G Yla avTd Ta TpoPArpHaTa, CLXVA amod To Undév, Tpdypa mov odrynoe o omatdAn
Aoyw emavaAnyng kat emévdvong xpovouv ot mpoPAnpata mov eixav 100 Avbei, kat Tig

TIEPLOOOTEPEG POPEG VAL ATXETA [UE TO TIPOIOV TTOL KoL OpAda avanTOooEL

To CERN, 6vtag ouxva otnv atxpr tg Texvoloyikng mpoodov, vrrple évag and tovg
TIPWTOVG OPYAVIOUOVG TIOL VIBETNoAV avTd Ta epyaleia, Staxetpilopevo Ty vtodoun
eowteptkd. Exet n0n vioBetnoet oe peyalo Pabuo t xprion tov Kubernetes kat tng
avantuéng Aoytopko pe fdon ta containers yia 1o peyaldTepo puépog TOL AOYLOKOD
TIOV OTOXEVEL 0TO €VPL kovo (PA. web), kau PplokeTat avtr T oTtypur otn dadikaocia

Hetdpaong mpog TNV ida katevBuvon kat yia KpioIng onuaciag e0WTEPIKO AOYLOWIKO.

Avtn n Smhwpatikn epyacio kataypaget Tn dtadikacio TPOCApHOYHG TWV LTIAPXOVTWV
epyaleiwv pag ovykekpipévng opadag tov CERN, tng SY-EPC-CCS, wote va aomot-
1|0€L aVTO TO V€O oVVOAO epyaleiwv. ITeptypaget tn petafaon amod pa «mapadootaxt»,
Xelpokivnta Staxetpilopevn vodopn oe pia TANPWG avtopatomomuév, containerized
vnodopn pactopévn oto Kubernetes, cupparlovrag mapaAAnha otny avantuén kat tnv
e&€M&n Tov eowtepikov cloud Tov CERN kat tnv €£0606 Tov and to 0tddto Tov proof of

concept.

Xpnoupomoldvrag epyaleia mov anotedovy mpoOTLTIA TNG Propnyaviag, 0mwg — aAld
oxt povo — ta Kubernetes, Helm, ArgoCD kat Docker Compose, kaBwg kat eowtepikd
oxedlaopéva epyaleia Kat CLUBACELG, KATAPEPALE VO LETAPEPOVIE TNV OpAda Kat Ta
epyaleia Tng og pia vrodopn mov amattel TOAY Atyotepn xelpokivntn mapéufaon yua
TO pHeyalbTepo pépog Tov kUKAoL avdntuéng. IMapdlAnAa ot vrodopég akolovBovv
TAE0V TN VOOTPOTIiat TOU SNAWTIKOV TPOYPAHUATIOUOD, HELWVOVTAG TO VONTIKO QopTio

NG XELPOKIVTNG TapéUPacng OOV avTr TAPAPEVEL ATTAPALTNTH.

AéEeic-K eidia

CERN, Kubernetes, DevOps, Cloud, Continuous Integration, Continuous Deployment,
Infrastructure as Code, Gitlab, GitlabCI, Docker, Containers, ArgoCD
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Abstract

The era of the cloud has brought with it new solutions to problems that have troubled
software teams for as long as software itself has been around. These new tools have
matured enough for the industry to have a good understanding of their strengths and
weaknesses. Up until recently most teams would have to build their own solutions to
these, often from scratch. This has led to a lot of duplication of effort, and a lot of time

spent on problems that are not the core business of the team.

CERN, often being at the forefront of technological progress, has been one of the early
adopters of these tools, handling the infrastructure side of it in-house. It has already
strongly embraced the use of Kubernetes and container oriented development for most
internet facing software it develops, and is currently in the process of moving towards

the same direction for mission critical, internal software.

This thesis documents the process of adapting the existing tools of a specific team at
CERN, SY-EPC-CCS to utilize this new paradigm. It describes the process of moving
from “traditional”, manually managed infrastructure to a fully automated, container-
ized, Kubernetes based one, and in the process, assisting in the development and itera-

tion of the CERN internal cloud itself, and its exit from the proof of concept stage.

Using industry standard tools, including but not limited to Kuberntes, Helm, ArgoCD
and Docker Compose, as well as custom made utilities and conventions we designed
in-house, we managed to migrate the team and its tools to infrastructure that requires
a lot less manual intervention for most of the development cycle, and which follows a
declarative approach, reducing the mental overhead wherever manual intervention is
still needed, while providing much needed Quality of Life improvements to the devel-

opment team.

Keywords

CERN, Kubernetes, DevOps, Cloud, Continuous Integration, Continuous Deployment,
Infrastructure as Code, Gitlab, GitlabCI, Docker, Containers, ArgoCD






AvtiIIpoAoyov

Qg eifiotal, opeilw edw va gvxaploThow OAa Ta &Topa oV Apeoa 1) upeca ovvERalay
OTNV OAOKANpWOT AVTAG TNG epyaciag, pe fornnoav otnv mopeia pov 0T oXOAr, 6TO

CERN «kat yevIKOTEpPA 0TV TIPOCWTIKT pov {wr).

Ztovg kabnynTég pag, oL omoiot mapd TIG oV VA avtifoeg ouvONKeg (T.X. VTOXPEWTIKEG
e§’ anootdoews Tapadooelg LadnpaTwY) HTOpesay va pag HETAdWOOLY TN YVAOOT| TOVG
KOt ONUAVTIKOTEPA TO TAOOG TOVG VLA TO AVTIKEIHEVO TOVG. ZVYKEKPIUEVA OVOUATA TTOV
(eAmtiw) va Bupdpan yia TOANG xpovia and twpa eivat ot k. Tkodpag, k. Ianaomdpov,
K. 2obvtpng, K. Pdmtng, k. TAvTONG, kot PePaiwg o k. Toavakag o onoiog édpace ki
wg emPAénwy TG Mapovoag epyaociag. Mag Swoate epyaleio mov €xovv ndn amodooet

KapTrovG Kal gipat otyovpog 0Tt Ba cuvexioovy va To KAvouv Kat 0To pHEANOV.

2T0VG PIAOVG KAl CUHPOLTNTEG OV, XWPIG TOVG OTIOIOVG 1 EUTELPIA TNG OXOANG KAl EKTOG
avtrs Ba ftav aiyovpa mohv Svokolotepn. Baoiln, Kwota, Tiwpyo, Avdia kat Xpioti-
Va, 00G EVXAPLOTW TIOV LTTOPEPATE T YKPLVIA OV KAl LoV HOLPACTHKATE T OIKT 0aG,

kaBwg kat 0Tovg Tadikovg pov gilovg Avtavn, BayyéAn kat Kvpidko.

Zta péAn g opadag SY-EPC-CCS tov CERN, mov pov é8eiéav moco ypryopa pmopei
KAVELG VOl VIWTEL TPOYHATIKA OLKELQL, TTapd TNV amdoTaoT) Kat TI§ YAWOOEG TTOL pag Xwpi-
{ovv. Me kavate va viwow Xpriotpeog amd tny mpwtn pepa (eAmiw mwg fovy mpaypott)

kat 8e otapdrnoe n vnoothpEn oag povo ota cbvopa tov CERN.

Téhog, otV okoyEveld pov, otoug yoveig pov Idvvn kat Natadia mov pe avre§av

ON avtd T Xpovia, otny adep@r| pov I0An mov vinpe pa povIun TNyn avepeAlds Kot

xi
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Y€AL0V, Kat 0Tov adeppo [ov Ayyelo, TOL Tav Kal eivat el yla Léva am' tny apxn péxpt
ofpepa.

Evxapiotw

Opgéag Zwypdpog
Tovvng 2025
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Elwoaywyn

210 mpwto kepdhato Ba Tpoomabroovpe va TEPLYPAYOLNE TO LOTOPIKO KAl TEXVOAO-
YKo vnoBabpo g mapovoag epyaociag, va dwoovye pia meptypa@n Twv {nTnudtwv
Kat Towv anartioewv mov kabodnynoav avtr tn dovAeld, kabwg kat TVXOV LITAPYXOVOEG
AVoelg Omov auTég eival eQapUOoileG. Oa TEAELWOOVE [E [ia GUVTOUN TTEPIANYN TNG

npoonadelag.

1.1 Kivntpo

[Tapoho mov to dadiktvo de Bewpeital mAéov véa Texvoloyia, o TEXVOAOYIKOG KOGHOG
Bpioketal axdpa oe vimakn nAkia 000V agopd TNV avakaAvyn Tponwv yla va e&epev-
Vo€l 0WOTA TIG SuvaTOTNTEG TTOL TTPOTPEpPEL. Eva kalo mapadetypa eivat i évvota tov
cloud computing, évag oxeTikd TPOCTPATOG OPOG - HOVO amo T dekaetio Tov 1990 - kat
pe e€elifelg omwg to Kubernetes va eivat akopa mo npdogateg (2015). To Kubernetes
uali pe To Docker, éxovv emavaotatioet Ty évvota tov cloud, gépvovtag tnv oo mpo-

OKNVL0.

1.2 CERN

To CERN éxet vridp&et oto mpooknvio tétowwv e§ehi§ewv kad’ 0An tn Siapkela g -
nap&ng Tov, pe tn dnovpyia tov World Wide Web va motdvetat og éva anod ta péhn

Tov, aANd kat pe Atydtepo yvwota épya 6mwg o LHC Computing Grid. Aev eivat hot-



2 KEQAAAIO 1. EIXAI'QI'H

7OV peyan ekmAnén to yeyovog 0Tt To endpevo Pripa oTny LITOSOUr VTTOAOYLOTWY TOV
CERN Siapoppavetal va givat pia petdBaon npog to Kubernetes. Xtnv mpaypatikdtn-
T, 1] TUTIKT] AVATITUEN Yia €va LEYAAO UEPOG TWV EPAPHOYWYV TOV Opyaviopov Pacifetat

110n oto Kubernetes.

Avtd ta epyaleia, éxovv 110N amodeiet v avektiuntn aia Tovg otnV amlomoinon
™G Stadikaoiag avantvéng kat Stdbeong epappoywy, yeyovog mov ta kablotd pa gv-
npO0odekTn TPocONKN 0TIG OUASES TIPOYPAUHATIOTWY, TAPOAO TTOV VTTAPXEL AKOUN Alyo

Bdpog mov oxetileTan pe TN Xprion Tov.

To teAevtaio vtoovVOLo eCWTEPIKWY EpyaleiwV TOL ATTOUEVEL Yla va peTaPel o€ xprion
kovTtétvep kat Kubernetes, eival Ta mo avaykaia, ot epappoyég tov Texvikov Akto-
ov (TN) tov CERN, ovvfwg kpiotpeg ya tnv amootolr] tov CERN e@appoyég, mov
VTAPXOLY Kal eival TPOOPACIHEG HOVO EVTOG EVOG ATOHOVWHEVOL SIKTVOV KLPLWG yia

Aoyovg ao@aleiag, kat cvvHOwG amattodv LoXVPEG ey YLHOEL VYNNG StabeotuoTnTac.

Avto eivat avtd mov poonabei va ADoeL Eva TTPOTPATO KOvO épyo peta&y Svo Tn-
natwv tov CERN (n mpwtoBoviia ATS-IT Kubernetes), mapéxovtag pia mAat@dppa

Kubernetes péoa oto Texviko Aiktvo (TN).

1.3 SY-EPC-CCS

1.3.1 Xvotipata gmraxyvvtov (SY)

To SY tpnpa eivat vtebBuvo yia v avdntvén, ovvTnpnon kat Aettovpyia Twv oVOTN-
HaTwv emtaxuvTwy Tov CERN, cupnepAapfavopévoy Twv oVOTNUATWY IOV OXeTI{o-
VTOL [ TN HETAQOPA Kat TNV enegepyacia TnG SEOUNG, OTWG Ta CLOTHHATA TPOPoSoaiag
peLUATOG, TA CVOTAPATA PASIOCVXVOTATWY KAl T CLOTHUATA ATIOPPOPNONG KAl ATTO-

KOG,

1.3.2 Meratpomneig nAextpikng toxvog (EPC)

To EPC turpa eival vtevBuvo yla tnv avdntuln, cuvtipnorn kat Aettovpyia Twv ov-
otnudtwv tpopodoaiag pevpatog Tov CERN, ovpneplappavopévwy Twv cuoTnraTwy

TPoP0d00iag pELIATOG YLOL TOVG ETUTAYVVTEG, TIG YPAUUEG HETAPOPAG KAl TIG TIEPLOXES
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TEPAPATWY. AvTO TiepAapPAavel TOVG HETATPOTIELG LOXVOG TIOV XPTOLLOTIOLOVVTAL Yiat
MV TPoPodocia Twv payvnTdv Kat AAAWV CUOKELWY TIOL ATTOTEAOVV TOVG EMLTOYV-
VTEG, kabwg kat TG TPo@odoaieg PEVHATOG Yia TOVG SLAPOPOVG AVIXVEVTEG Kat AANEG

OVOKEVEG IOV XPNOLUOTIOLOVVTAL OTA TIEPApATAL.

1.3.3 Aoyiopiko eAéyxov petatponéwyv (CCS)

To SY-EPC-CCS yetpiCetat To AOYIO[KO EAEYXOV YL TOVG LETATPOTIEIG LOYXVOG TIOV XPT)-
OLLOTIOLOVVTAL GTOVG eMITAYVVTEG Kat dANeG vtodopég Tov CERN. To tunpa eivat xwpt-
opévo oe Tpetg votunpata: 1 opada FGC, n onoia xelpifetau to firmware kot 1o Aoyt-
OHIKO XapnAov emimédov mov alAnAemidpd dpeoa pe To VAIKO eAéyxov (Snpovpynpévo
a6 1o aded@kd g THripa SY-EPC-CCE). H opdda Tools, n onoia eivat vrevBouvn yia
NV avanTudn TwV EPAPUOYWY TIOV ETUTPEMOVY GTOVG el8IKOVG EAEYXOV Vo Stapopew-
vouy, va pvBpifovv kat va emddovv mpoPArpata Stagopwv pubuicewv mapéxovtag éva
QIAKO TipoG ToV XprioTn TepPAAlov kat toxupég SuvatdTnteg ene§epyaoiag Kat onTL-
komoinong dedopévwy. Téhog, n opdda Bropnyavikwv EAéyxwyv, avantvooet kat kupiwg

ovvtnpel TN AeltovpykdTNTA AWV TwV TAATPOpUWY EAEYXOoL Pactopévwy oe PLC.

Ta epyaleia mov mapéxovtal ano tnyv opada Tools eivat ovyvd vitd ovvexr avamtvén
He VEeG SUVATOTNTEG VA {NTOVVTAL ATIO TOVG XPTOTEG TOVG, KAt TIPETEL Va eival VYNANG
StaBeopotnTag ya va dtevkoAvvovy Ty €pevva kat TNV enilvon mpoPAnpaTwy 660 To
Suvatov ypnyopotepa. AvTEg eival povo 0o amo Ti§ attieg mov 1 opada anoeactoe va
akoAovOnoet To épyo ATS-IT Kubernetes akdpa kat mptv avto Byet ano tn ¢éaon Proof

of Concept.

FGC Commander

O FGC Commander eivat 1o gpyaleio-oTolidt TG opadag. Xkomog Tov eival va mapéxet
Evav @IAKO TIPoG Tov XproTn TPoTo yia va embewpei kat va puBpilet OAovg Tovg peta-
Tpomeig toxvog mov Ppiokovtal vo tnv emonteia Tov EPC. Eivau pia egappoyn totov,
TIOL Xprolpomoteitat anod e1dtkovg and ToANEG dANeg opadeg, pe StapopeTikd emimeda
YVWONG LTTOAOYLOTWY, KAl YLot AUTO TO AOYO, Tapéxel 000 To duvatdv mepLoodTEPEG TTAN-
poQopieg péow onTikwv evdei&ewy, kaBwg kat 6o To Suvatodv eptocdTepn Pondeta yla

TNV eKTéNEOT EVTOAWV UE OKOTIO T SLAYVWOT KAl TNV TPOCAPHOYT TNG OCVUTEPLPOPAG
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TWV HETATPOTIEWY.

§= FGC Commander Connect Disconnect Select Gateway FGC Config Database Analysis Help < &£ &en i @
PLOPVSPC T ReF Imeas  VReF  vmeas (3 ees7 /e B ol
POWERED OFF # RPAED.193.LNR.RLTA.0427
LK NL FO FO 0.00 -0.00 0.00 -0.15  # RPAEE.193.LNI.RBH.0005
LK NL PA FO 0.00 0.00 0.00 -0.13  # RPAEE.193.LNR.RLEA.0427
LK NL OF OF 0.00 0.00 0.00 -0.01  # RPAEF.193.LNR.RNF.0427
LK NL PA FO 0.00 -0.00 0.00 ©.00  # RPAFM.193.LNR.RCH.0425
LK NL PA FO 0.00 -0.00 0.00 -0.00  # RPAFM.193.LNR.RCH.0435
LK NL RO DT 400 .00 .07 4.06  # RPAFM.193.LNR.RLC.0427
LK NL RD DT 0.51 0.51 0.52 0.52  # RPAFM.193.LNR.RLC.0430
LK NL OF OF 0.00 -0.00 0.00 0.00  # RPAFM.193.LNR.RLC.0433
LK NL OF OF 0.00 -0.00 0.00 0.00  # RPAFM.193.LNR.RLF.43001
LK NL OF OF 0.00 -0.00 0.00 0.00  # RPAFM.193.LNR.RLF.43002
LK NL OF OF 0.00 -0.00 0.00 -0.00  # RPAFM.193.LNR.RLF.43003
LK NL RD DT 0.37 0.37 0.25 ©.25 4 RPAFM.193.LNR.RLF.43004
LK NL OF OF 0.00 -0.00 0.00 .00 # RPAFM.193.LNR.RLF.43005
LK NL OF OF 0.0  -0.00 0.00  -0.00  # RPAFM.193.LNR.RLF.43006
LK NL OF OF 0.0  -0.00 0.00 0.00 % RPAFM.193. LNR.RLF. 43007
LK NL OF OF 0.00 -0.00 0.00 0.00  # RPAFM.193.LNR.RLF.43008
LK NL RD DT -0.83 -0.83 -0.51 —-0.51  # RPAFM.193.LNR.RLF.43009
LK NL OF OF 0.00 -0.00 0.00 0.00  # RPAFM.193.LNR.RLF.43010
LK NL OF OF 0.00 -0.00 0.00 -0.00  # RPAFM.193.LNR.RLF.43011
LK NL OF OF 0.00 -0.00 0.00 -0.00  # RPAFM.193.LNR.RLF.43012
LK NL OF OF 0.00 -0.00 0.00 .00 # RPAFM.193.LNR.RLF.43013
LKNLRD DT -0.34  -0.3¢  -0.21  -0.21 % RPAFM.193.LNR.RLF.43014
LK NL OF oF 0.0 -0.00 0.00 0.00 % RPAFM.193.LNR.RLF. 43015
LK NL OF OF 0.00  -0.00 0.00 .00 # RPAFM.193.LNR.RLH.0427
LK NL OF OF 0.00 -0.00 0.00 —-0.00  # RPAFM.193.LNR.RLH.0430
LK NL OF OF 0.00 -0.00 0.00 0.00 % RPAFM.193.LNR.RLH.0433
LK NL OF OF 0.00 -0.00 0.00 0.00  # RPAFM.193.LNR.RLS.0428
LK NL RD DT -2.31 -2.31 -1.31 -1.31  # RPAFM.193.LNR.RLS.0432
LK NL RD DT -2.40 -2.40 -5.89 -5.89  # RPAFM.193.LNR.RLTV.0427
LK NL RD DT 2.00 2.00 4.81 4.80 4 RPAFM.193.LNR.RLTV.0433
LK NL OF oF 0.0  -0.00 0.00  -0.00 4 RPAFM.193.LNR.RLV.0427
LK NL OF OF 0.0 -0.00 0.00 .00 # RPAFM.193.LNR.RLV.0430
LK NL OF OF 0.00 -0.00 0.00 0.00  # RPAFM.193.LNR.RLV.0433
FGC ETHER GATEWAY = cfc-193-risegl

OFFLINE # RPAEQ.193.LNE.RQP.0006

<]

Xxnua 1.1: FGC Commander

FGC API

To FGC API eivat n paxokokalid Twv meptocotepwv epyaleiwv tng opddag. Eivar é-
va kevtpiko RESTful API mov mapéyet pua agaipeon mévw and to firmware mov tpéxet
otovg Frontend YmoloyloTég kat TOvG peTaTpOTE(G LOXVOG. XPpNOLHOTOLEITAL OO TIG
TEPLOOOTEPEG AANEG EPAPHOYES LOTOV Yia VA aAANAeTIOpAcOLYV e TO VAIKO Kal va oTei-
Aovv evtolég oe avtod. To yeyovog OTL eivatl KEVTPLKO, OTUAVEL OTL LTIAPXEL | LKPOTEPT
Svvarr emavaAnyn otov kwdika, e8IkA yla kpioung onpaciog Aoykr, kat emetdn eivat

eniong RESTful API, eivat ebkoho va kApakwBei op{ovtia.

Powerspy

To Powerspy eivat 1o kVpto gpyaleio StayvwoTik®V Kat avaAvong. XpnotlomoLel pua
npooappoopévn PiPAodnkn ontikomnoinong oto frontend, yia va emttpémnet ToAL vyn-
G avahvong ypaenuata, kat oto backend ovvdéetan pe pua oelpd and Staopetikég
Pdoelg dedopévwy, yla va mapéxel mpooPaocn oe loToptkd dedopéva, oL PTOPOLV va
anmoktnOovv xelpokivnTa XpNOLHOTOLWVTAG TNV IOl EQAPUOYT, ) AVTOUATA HETE ATIO

amotvyieg 1 AAAa yeyovoTa.
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# PowerSpy File Help +» < & Q

> IR\ & From Archive X 1Ra

. Raw
m nm 2024-12-18 15:57:09 Q @ m
0.

[l | | ]

o = RPSMQ.BA3.5QS1: V_REF_MPX (SFTPRO1) w83 [l | | ]

SECERNY RPSMQ.BA3.SQST: FLAGS (SFTPRO1)
Name

¥

Ixnua 1.2: Powerspy

1.4 Awtvnwon npoPAnuatog

To épyo Tov ekovyxpOVIoHOD TNG VTOdOUNG TWV epyaleiwy TnG opddag pmopei va Xw-
pLOTEL OF peptka Pripata:

1. IIpooappoyr OAWV TWV EQAPUOYWYV Yla XPTIOT 0€ container

2. TIpooOrkn voothpEng yia Tomikn avantuén epapuoywy

3. AudBeon TV epaploydV HECW VTTOAOYLOTIKWYV cuumAeypatwv Kubernetes

4. Avtopatonoinon evnuepwoewyv kat avaBaduicewv (CI/CD)

1.4.1 TIpocappoyn OA®V TV EQAPHOYDV YLA XPT|OT) OE KOVTELVEP

Ot Paotkég SuokoAieg edw NTAV 1 AVAYVWPLOT TWV EEAPTIHOEWY OVLOTAHHATOG KADE &-
QAPHOYNG, Ol OTIOIEG TEKUNPLOVOVTAY HOVO OTIG AOTEG TTOV XpnotoTotOnKkay ya Tnv
aitnon twv ovotnuatwy an'to IT department tov CERN, kat ot omoieg frav 1dn e-
YKOTEOTNHEVEG OTA UNXAVIIHATA OTIOV Ol EPappoYEG eixav 10N avantuxOei. Emopévwg,
auTn fTav emiong pa kakn evkatpia va tomomotnOei n Staxeipton Twv petaPAntav mept-

BaANovTog, kat va agatpeBolv mepittég egaptroel ovotruatog. EmmAéoy, énpene va
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AVTIHETOTILOTOVV Ot HeTABANTEG IEPIBAAAOVTOG TWV EPAPHOYWY, ELSIKA OTAV TIPOKELTAL
yta frontends epappoywy, kaBwg avtég avtikabiotavtat katd tn Sidpketa tng Stadka-
olag KaTaokevng NG epappoyns, odnywvtag oe éva mpoPAnua N x M (N epappoyés-

M otoyot avantvéng).

1.4.2 TIpooBnkn vootpiEng yta Tomkn avantuin epapuoywv

Onwg avagépOnke mponyovpévwg, to CERN ypnowpomotei éva Texviko Aiktvo (TN),
10 omoio eival mapdAAnho pe éva Ievikd Anuooto Aiktvo (GPN) mov €xet mpoofBaon
oto AadikTvo, alAd gival TPooPAcio HOVO HECW GUYKEKPIUEVWY TTVAWDY, KUPIWG Yia
Aoyovg ao@aleiog, aAld kat yla voptkovg Aoyoug, kabwg to CERN £€xet ovuppdoeilg mov

Tap€XoLV TPOGPact) o€ AoYLopIKO HOVO EVTOG TWV SIKTVWV TOV.

AvTto Bétel uepikég eviagépovoeg pokAnoelg otav mpoomadel kaveig va vootnpifet
TNV avanTugn and TI§ TOTKEG UNXAVES TWV XPNOTWY, etdkd onpepa, OTov 1 TnAepya-
ola givau pa TpaypatikoTnTa TOAAWV Ywpwv epyaciag. Enperne va PpeBovv hvoeig yia
™V pooPaon oto eowTepkd amobetrpo makétwv python tov CERN, o ovykekpt-
Héveg etkoveg Docker and to amobetrplo eikdvwv kovtétvep Tov CERN, kat o onpa-
VTIKA, Yia T OpopoAdynomn 0Ang tng Siktvakng kivnong epappoywv péow tov TN, yla
va mpocopolwBel To mpaypatiko mepiParlov Aettovpyiag kat va vapxet mpooPaon oe

TPAYUATIKEG CVOKEVEG KATA TNV AvATITUEN EQAPUOYDV.

1.4.3 AwaBeon twv egapuoywv péow Kubernetes clusters

H avtiotoixnon evog nepipailovrog Docker oe éva Kubernetes, av kat mold mio amn
amod Ty avamapaywyn evog bare-metal oe évav vEo VITOAOYLOTT), €XEL AKOMA UEPIKEG
TIPOKANOELG. XNV TEPIMTWOT) HAG, VTIHPXE 1 TPOOOETN avnovyia va yivel pe Tétolo Tpod-
7O WOTE Vo VTooTNpiletal evkoha n avamntuén oe StapopeTikd clusters xpnotponoww-

vtag v idla Stapdppwon.

1.4.4 Avtoparomnoinon evinuepwoewv kat avafabuicewv (CI/CD)

Téhog, vmrpxe avaykn yia avtopatomnoinon twv Stadikactwv avantuéng kat avaBad-

HLOTIG TWV EPAPHOYWY, WOTE va Yivetal 660 To duvatov mo avwdvva. ESw o davikog
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TeAKOG 0TOX0G Ba fTay 1 agaipeon and TOLG TPOYPAUUATIOTEG OAWY TWV AEMTOUEPELWV
Tov oxetiCovtal pe TNV Kataokevr kal Ty Stdbeomn pag véag EkSoong pLag Qapuoyng.
Av xat glvatl fa OXETIKA KOV anaitnomn ot Plounxavia, TeAkd anathnke apkeTn

€pPEVLVA KAl LEPIKA TTPOTAPHOTUEVA EpYaAeia Kat ADOELG.

1.5 Yndapyxovoeg Aoelg

1.5.1 TIIpoaOnkn vrootripiEng yla TomKr avantuén epapuoywv

Zto apeABov yia TV avantuén Twv eQApUOYWV XPNOLHOTIOLOVVTAV (LA EIKOVIKT| N)-
xavi mov @tho&evodvtav oto Texvikod Aiktvo (TN), 6mov ot Tpoypappatiotés mpay-
LATOTIOLOVOAV OAI| TNV avamTugn TV eQappoy®y. AvTth fTav pa mpoPAnuatks Av-
o1, kabwg 1 mapoxn twv vrohoylotwv an’to IT ocvxvd kabBvotepoloe, TpooéBete TOAD
QOpTO gpyaociag SLaxeiplong CLOTAUATOG OTOV APOPA TIG EVIUEPWOELG Kal TIG avaBab-
pioelg Tov Aeltovpytkod ovoThpatog, kabwg kat T pvOuion kat T Stapodpewon Twv

Hnxavay, kat avénoe v emeaveia eniBeong tov idov Tov Texvikov Aktvov.

1.5.2 AwaBeon twv epappoywv péow Kubernetes clusters

HELM

Ixnua 1.3: Aoyotvmo Tov Helm

Mia vrdpyovoa Avon, av umopel va xapaktnplotel €101, eival n) xprjon tov Helm (BA.
[Hel]), mov BonBdet oto Staxwplopod petald Tov oTatikov kat Tov pHetaBANTOD PO
™G StapdpPwong evog VITOAOYLOTIKOV CVUTAEYHATOG. AvTd anodeixOnke xpriotpo yia
N Helwaor Tov POPTOL GUVTHPNONG TNG SLAUOPPWONG, WOTOCO, TA TTEPLOCOTEPA ATIO Tl

TPOATIATOVUEVA KAl T TPOPANUATA ETPETE VAL AVTIHETWTILOTOVV KATA TEPIMTWOT).
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1.5.3 Avtopartonoinon evnuepwoewv kat avapabuicewv (CI/CD)

Agdopévov OTL avTd eival éva oXeTIKA Kotvd TPOPANUa, VITAPXOVV HePIKEG ADOELG ATTO
™V avoryT Kovotnta aAld kat and tn Propnxavia mov wyvpilovrat Tt xetpiCovran
auTo To Uépog Tov mpoPAnuatog. Ot dvo kipleg eivat To ArgoCD kot to Flux. KaOe
pia gxel Tig dukég TG oxedlaoTikég anopaoels kat advvapies, wotdoo Kkat ot dHo mpo-
onaBolv va avtietwnicovy to {Ntnua g Zvvex{opevng Mapddoong (CD) o évav
KOO0 OTIOV Ol VTTOAOYLOTIKEG VTTOSOLEG ATTOHAKPOVOVTAL At TO SLadikaoTiko, Kat Ki-

voOVTal TTPOG TO SNAWTIKO HOVTENO TTPOYPAUHATIOUOD.

ArgoCD

o/

Qfgo

2xnua 1.4: Aoyotvmo (ko paoxot) Tov ArgoCD

To ArgoCD £xet OXETIKA AVOTNPEG OXESLATTIKEG ATIOWELS, TTPOOPEPOVTAG LA TILO EVXA-
PLOTI EUTIELPiOt KATA TNV EKKIVIOT), KAL EMKEVIPWVETAL TTEPLOCOTEPO GTO VA SLEVKOAD-
VEL TN GLVTIPNOT] KAl T OLYXPOVIOHO TN Slapdpewong Tov cluster kat Twv TOpwV TOV

Kubernetes.

I[Tiow and o ArgoCD Ppioketat kvpiwg o EAeyktiig Eappoywv (Application Controller),

o0 omoiog xetpiCetat tovg [Tpooappoopévoug ITopovg (Custom Resources) Tomov Application,
ot omoiot e T oepd Tovg XetpiCovrat ta Helm charts mov gilo&evovvtat og éva amo-
Betnplo git 1} o€ éva anobetrpto chart. Metd v eykatdotaon oto cluster, o xpriotng
opilet évav mopo Application yia kdBe éva and ta helm charts ov Ba avantvyxBovv oo
cluster, kat pvBpilet To ArgoCD, péow tng Stemagrg toToTtoMOoV, 1| anevbeiag and pa
YPOapun evtohwy, va mapakolovBei éva ovykekpipévo amobetnplo, 6mov mapakolov-
Bovvtal Ta apyeia oplopov Twv mopwv Application. Ztnv mio kotvr) pvOpion, ot moOpoL
Application xpnoponotovvtat yia va kabopicovv éva amoBetriplo git dmov mapakolov-
Bovvtat Ta helm charts, emtpémovrag oto cluster va €xet mavta tnv Televtaia ékdoon

TwvV charts.
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[a TOV OLYXPOVIOPO TWV VEWY EKSOCEWV TWV KOVTELVEP TIOV X PTOLUOTIOLOVVTAL O KAOE
helm chart, n opdada tov Argo avantvooel éva emmAéov epyaleio, 1o ArgoCD Image
Updater, To omoio 181 vrootnpilet TG TePLOGOTEPES KOLVEG TIEPIMTTWOELG XPTioNG. Mmo-
pel va eEAéyxel TEPLOSIKA TA UNTPWDA EIKOVWV VLA VEEG EIKOVEG TWV OTOIWY OL ETIKETEG
TANPOVV KATIOLA KPLTHPLA, VA EQAPUOTEL EVIIUEPWDTELG KAt VO SETUEVEL TIG VEEG ETIKETEG

TIOVL XpNOlLoToloDVTAL TTiow o€ éva amobeTrplo git.

Flux

Sxnpa 1.5: FluxCD logo

Flux, and tv dAAn mAevpd, eivat eEatpeTikd mapapetponomoLpo, kat xwpiletat 6co to
Suvatdv meplocdTepo oe TOANOVG SapopeTikovg [Ipooappoopévovg ITopovg (CRDs)
kat eheyktég (Controllers), kdbe €vag and tovg omoiovg Xetpiletat £va OVYKEKPLHEVO
HEPOG Twv evBuvwy Tov xpetdfovtal ya va Aettovpynoet i Zvvex{opevn Hapadoon
(CD) pe to Kubernetes. Xxedtaotikd, n 0éa eivat 1) idta, amotedovpevn and Eheyktég
Kubernetes kot ITpocappoopévovg ITopovg. To Flux 2, mponABe amo tnv amotuynpué-
v poomdBeta evomoinong tov Argo kat Tov Flux, kau mpdobeoe kdtt mov ovopdletat
GitOps Toolkit, To omoio emtpénet 6to Flux va vrootnpilet to cuvolo xapaxktnplott-

Kwv Tov ArgoCD image updater anevOeiag.

1.6 IIpotetvouevn Avon

Katd ) didpkela avtig Tng mpoomddelag, Aoyw Twv TOpwV Kal TNG TEXVOYVWoiag Tng
opadag, NTav Ioxvpn anaitnomn va ano@evxolv katd To Suvatoy TPOsaApUOTUEVEG AV-
oetg, kabwg Ba kabiotovoav T ovvtpnon oto puéAAov mo dvokohn. Ilapdra avtd,

VTAPYOVV HEPLKA PEPT) OTTOV TEALKA ITAV ATAPALTHTO VA Yivel KATL TETOLO.
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1.6.1 TIpocOnkn vooTtpiEng ya Tomkn avantvén epapuoywv

AvTti Tav fo ano Ti§ TEPIMTWOELG OTTOV NTAV ATAPAITTN [ Tpocappoopévn Avon. H
eowteptkn| Tekpnpiwon tov CERN mpoteivel T xpromn Stagdpwv texvikav mpowbdnong
Kat avagépet €va Pondntikod mpoypappa mov ovopaletar sshuttle. Tehkd, to sshuttle
xpnotpomnowOnke, aAA& e TETOLO TPOTO WOTE va EEKIVA AVTORATA TIPLY ATIO TIG EPAP-

HOYEG, Kal va Spoptohoyei OAN TNV SIKTLAKT Kiv|OT) TWV EQAPHOYDV HECW AVTO.

1.6.2 AwaBeon twv egapuoywv péow Kubernetes clusters

Ta ) d1abeomn oe clusters, dnpovpynoape £va apkeTd TPOCAPUOCUEVO GUVONO OV
Baoewv oTIG omtoieg oXeSOV OAeG oL avamTEels eQappOYDV GUUHOPPDONKAY, Kal XpN-
otpomnoinoape pia PtpAtodnkn helm charts mov dnuovpynOdnke oe cvuvepyaosia pe aAlo
Tunpa tov CERN. Avto dtevkdAvve TOAD TV mpoobnkn vEwv epappoywy, Kat Ty gv-
KoAia emavadilapopewong, kabwg Twpa OAn n Stapodpewon Twv epappoywv eivat dn-
AWTIKN, Tpaypa Tov onpaivel 0Tt Sev xpetdletal va Stapalovpe péoa and oKpLTT yia va

Stac@alioovpe 0Tt pia pkpr allayn kdmov, dev ovykpovetal i) Oev omdel KATL AANO.

1.6.3 Avtoparomnoinon evnuepwoewv kat avafabuicewv (CI/CD)

AxolovBwvtag To mapaderypa aAwv opddwv tov CERN, kat Ti TpoTdoelg TG opd-
dag vrodopwv, xpnoponomoape To ArgoCD yia tnv avtopatomnoinon. To Flux 2 1-
TAV KO OXETIKA VEO, KAl 1] TTPOCEYYLOT TOL OfjpaLve OTL Ba katahfyape e meplo-
ootepa Kubernetes Custom Resource mov oyetifovtat pe 1o Flux ya ovvtripnon, e-
v 1 Tpoogyyton tov ArgoCD eivat yevikd mo @opntr oe mepipailovra kat diapop-
ewoelg Kubernetes. To apyikd oxédio jrav va xpnotpomnotoovpe To ArgoCD Image
Updater yia tnv evowpdtwon git, al\d& akopa kat petd v npoonabeta va Eemepdoov-
e ta mpoPArHatd Tov ovuPdAlovTag ato €pyo, ot cupPipacpol RTav akdpa ToAloL.
Tehka katan&ape oe pa mpooappoouévn Avon mov Paciletal oe peydho Pabud otig
Svvatdtnreg Tov ArgoCD, kabwg kat otny MpoTLTN YAwooa helm, yia va emtvyovpe

Ta emBountd anoteAéopata.
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1.7 Ilepiypappa

To emdpeva kepalata Oa eivat:

Kegalaio 2: EMokonnon tng OXeTIKAG 0pOAOYiag Kol EVVOLDV

KegdAato 3: ITeprypagn Tng vmapxovoag TeXVoAoyiag Kat Twv Tpoodnkdv pag

Kegdlaio 4: Aentopépeieg vAomnoinong, dSvokolieg kat Avoelg

Kegdalato 5: Amohoylopog, amotehéopara Kat LeANOVTIKO €pyo
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YnopPabpo

To ke@alaio avtd Ba mpoomadnoet va Swoet i YeVIK EMOKOTNOT THG 0opoloyiag Kat
TWV TEXVOAOYLOV TTOV ATTAUTOVVTAL Yia TT) KATAVONOT TG LIoAoLnng epyaociag. Avtd
ovpmeplapBavel T €vvola Twv container, Tov eyKIPwTiopov’ (containerization), kat
katenéktaon tov Docker, kaBwg emiong kat pa eloaywyn oto Kubernetes. TéAog pua

nepiAnyn g €vvotag GitOps, kat mo ovykekpipéva Tov GitlabCl.

2.1 Containers

Ztn mopeia avantvdng Aoytopkov, Ta mpoPAnpata Stavourng kat 1 popnToTnTA gival
TAVTO OTO TIPOOKNVELD, €10KA OTAV €va AOYLOWKO Pyaivel arm’ta Tpwipa oTadio avd-
ntodng (aAAd katd mpotipnon and vwpitepa). Movtépveg YADOOEG Kat YADOOEG LY -
AOTEPOL €MIMEGOV AMOPEVYOLY KATIOLAL AT aVTA €XOVTaAG runtime, xwpig va xpetdfovtat
¢ToL peTayhwtrtion yta kabe unxdvnua-otoxo oto onoio Ba tpé€ovv. Qotdtoo, ovve-
xi{ovv va vrdpyovv Ta mpoPAnpata maketapiopatog kat Staxeiptong PipAiodnkwv. O
eykipwTtiondg (containerization) Sokipalet va petwoet Tétota mpoPAnpata, Bétovrag é-
vav pokafopLopévo TpoTo va Taketdpetal’ o epappoyn padi pe oleg tig e€aptroelg
™G, EVW TAVTOXPOVA PEATIOVEL TV ATTOUOVWOT] HETAED TWV SlEPYAoLwY, Kat ETOHEVWG
v ac@dAela. Katd kamoto 1pomo, £Xet avTaywvioTikn oxéon e Tig mapadootakég Ei-

KOVIKEG MIXaVEG YLa KATIOLEG AT TIG AELITOVPYIEG TOVG.

13
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Virtual machine Virtual machine Virtual machine
(VM) (VM) (VM)

Container Container Container

—

Hypervisor

!

I
|

Container Runtime
Operating System Operating System

Hardware Hardware

Ixfua 2.1: Eicovikés unyavés xou Container

Ot eikovikég pnyavég Pacifovtat mévw o’éva Hypervisor, 0 0moiog mPakTIkd Tpoco-
Holw Vel o€ eminedo AOYLOHKOD, TO VAIKO €VOG VTTOAOYLOTT), Kol amtoTeAODV éva ONOKAN-
PO VEO AELTOVPYIKO CVOTNA, TTAVW AT TO TPOCOUOLWUEVO avTd VAkO. Ta Containers,
Xpnotpomotovy pe éEumvo tpdmo Sidpopeg Suvatotnteg Tov Linux muprva, 0nwg Ta
cgroups Kat Ta kernel namespaces, 00TWG WOTE VoL EMTPEYOVV OTIG EPAPHOYEG EVTOG
TOVG, va xpnotpomotovv tov Linux mupriva tov @thofevovvtog (host) vtohoyiot yia
kAnoelg ovotrparog kat Eicodo/E§odo, pépvovtag £t tny enidoon oe oxedov idto e-
ninedo pe Tig Siepyacieg mov Tpéxovv anevbeiag oTov grthofevovvta vtoloytotr. Tevi-
KOTEpa pmopei kaveig va oké@tetal Ta Container, wg pia Tpocopoiwon Tov Aeltovpyt-
KOV OUOTHUATOG, TTAVW OTO AELTOVPYIKO GUOTNHA TOV PIAOEEVODVTOG LTTONOYLOTH, OF
avtifeon pe Tig Eikovikég Mnxavég, mov eivat Tpooopoiwor Tov bAtkov, mavw o’ évav

hypervisor.

2.1.1 Docker

To Docker givai n mo evpéwg xpnotHomoLodpevn TAATPOpLa IOV VAOTIOLEL TNV 18€a TwV
Container, Tpoo@épovTtag epyaleia yia TNy kataokevn, tnv didbeon, kat to Tpégiuo
Tovg. KabBopilet évav otavtap tpomo yua tn dnpovpyia kat v Staxeipion Container.
H oovita Docker, ovunepthapfaver epyaleia 6nwg to to Docker Hub, éva amoBetr|-
PLO EIKOVWV Yl EVKOAOTEPT) SLabeom TwV elkovwy Container, £va KATACKEVAOTT) AVTOV
tov eikovwv (Builder), kat fePaiwg to Docker Engine, yia to tpé€ipno Container mov v-

nootnpiCetl emiong Wiaitepeg Suvatotnreg Awtdwong Container kat Volumes yia tnv
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Statnpnon apyeiwv kat dedopévwy petadd Stapopetikwv ekteléoewv evog Container.

Volumes

Ta Docker Volumes Aotmov, eivat évag punxaviopog yla tn Statrpnorn dedopévwv petad
ektedéoewv evog Container. Ta Container eivat and @vom Tovg e@rpepa, alAé ot epap-
HoYy£G Tov mepLéxovv ovyvd dev eivat. Ta Volumes yivovtalr mount oe kamoto directory
tov Container, pe mapopolo Tpomo mov yivetar mount €va filesystem oto eninedo tov
Aertovpytkov Zvotipatog. Anutovpyovvrat eite EexwploTd, eite Katd TNV eKTéNEOT €-
vo¢ Container, kat pmopovv va xpnotponomnBovv kat yia to Stapolpacpd dedopévwv

ueta&d Container, eav yivet mount to idto Volume oe Stagopetikd Container.

AikTva

Ot Aertovpyieg Siktdwong tov Docker, emtpénovv ota Container va emkovwvovV pe-
takb Tovg, pe To phofevovv cvotnua 1) pe efwtepikd Siktva. Tlapéxet oA evelidia
Kat EAeyxo wg mpog TN ovuvdeouotnta, To Docker kavel Stabéoipovg Drivers diktdwong

He SLapopeTIkEG SUVATOTNTEG, Yia SLAPOPETIKOVG OKOTIOVG

« Bridge: H mpoemeypévn popen diktdwong ya avtdvopa Container, anopova-
vel to 8iktvo evog Container arr’tov @ihofevovvta vtohoytotr), aAA& emiTpémel

emkovwvia peta&d Stagopetikwv Container.

« Host: Agaipei tnv amopovwon, kat emtpénel o’ éva Container va xprnotpomnotei

10 SikTvaxo stack Tov @ho§evovvtog voloyiotn anevdeiag.

« None: Anevepyorolei evTeEAwG VTOOTHPLEN SIKTLAKWDY AELTOVPYLDV.

Mepika axopa, mov dev amavtavTal Opws oTig ouvrBelg xproeig:

 Overlay: Xprowo o¢ nepintwon mov embupeitat cvvdeon Stagopetikwv Docker

diepyaotav, mov evOEXOUEVWE TPEXOLV KAl 0€ SLAQOPETLKA U YAV HLaTAL.

o Ipvlan: Emtpénel mhnpn éheyxo oto IP eminedo, kou pmopei va xpnotpomnomnOei
yla mapdderypa yia tnv ovvdeon evog Container, pe éva vrdpxov, e§wteptkod IP

diktvo.
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« Macvlan: Mnopei va xpnowpomoindei yia va epgavioer Containers wg QuOIkEG

OVOKEVEG 0'éva SikTvo.

2.1.2 Docker Compose

To Docker Compose eival éva epyaleio mov mapéxetat am’tnv opdada tov Docker, mov
umopei va xpnotponownOei yia va anogevybei n ovyypagn moAvmAokwy script mov ka-
Taokevdlovv kat tpéxovv Container éva-éva. Emtpénet oto xpriot va kabopioet Oha
Ta KOUHATLA PG EQappoyn§ (ov pumopel va tpéxovv ws ToAAd Eexwptotd Container),
kabwg kat g e€apTnoelg petald Tovg, Kat HeTd e pia amA} eVTOAN va T TPEXEL, XWPIG
va mpémnel va aoxoAnOel o idtog pe to motd arroha ta Container avtd mpémel va emava-

KATAOKELAGTOVY, 1} va AngBovv arm’'to anofetrptod tovs.

docker

A’n ’
g (AT 1~ N
D Com pose

(

&

Xxnua 2.2: Aoyotvmo ket paokot Tov Docker Compose

H Baowr} povada Aettovpyiag tov eival to docker-compose.yml, éva apyeio mov ka-
BopiCel vinpeoieg, Siktva kat volumes ov anotelovy pia e@appoyn. Mnopei va emne-
ktabei o€ MePLOOOTEPQ ApyEiat, Ta OMOia HAALTTA HTTOPOVY Va Xprotpomonfody yia va
aAAdlovv 1) va poaBétouvy Aettovpyia ot Pacikn poper TG epapuoyng, enavakado-

pilovTag KOPUATIA TWV TTOPWV.
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version: ’3.8°

services: # Application components or service dependencies
db:

# ...

network: stack-network

app-1-client:

# ...

network: stack-network

app-1-server:

# ...

network: stack-network

networks: # Docker network definitions and config
stack-network:

# ...

Listing 1: Baoukéc Suvatotntes Tov docker-compose. yml

2.2 Kubernetes

To evkoAOTEPO TTAKETAPLOHA KAl KATA OLVETELA 1) SLlavopn AoyLoptkov, €xet StevkoAvvel
TOAV TNV KIVNOT| TTPOG TO GVVVEPO, OpWG TO GUVVEQPO, eite avTodtaxelptiopevo eite efw-
Tepiko, éxet dika Tov mpoPAnuata. ESw Aowmdv épxetar to Kubernetes. To Kubernetes
elval €va epyaleio evopXnoTPOONG, OV aPatpel ApKeTH TNV TOAVTAOKOTNTA TNG
d1dBeong epappoywv oe ocvumAéypata voloyotwy. EmmAéov, akolovBei kat avto
SNAWTIKNG HOPPTIG TTPOYPAUUATIONO, TTIOV He Aiya AOyla Onuaivel OTL apatpel apKeTa
v avaykn yua scripts. KaBwg 1o épyo avtrg tng dimhwpatikng PpiokeTtal katd Ka-
vova mévw ar’to API tov Kubernetes, Oa meprypdyoupe kupiwg dpovg and tnv onTikn

€VOG XpNOTN TOL

kubernetes
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Ixfua 2.3: Aoyotvmo Kubernetes

Pods

Ta pods eivau n pikpdTepn povdada mov pnopei va ektedeotei o’évav Kubernetes cluster,
KAl QVTITPOOWTEVEL Eva 1} TTEpLocOTEPa 0TEVA cuVvdedepéva peta&d tovg Container, Tov
HolpdfovTtal Topovg dnwg Xwpog amobnkevong kat diktvo. O okomOG TOVG eival va @L-
Aoevouv pa epappoyn, 1 €va oOVoAo and Slepyacieg (e OTeVH OXEOT Kal £VTOVN a-
naitnon yla emkotvwvia peta&d tovg, kabwg éva pod 8e pnopei va katapotpaoTel oe
SLaQOPETIKOVG VTTOAOYLOTEG TOV CLUTAEYUATOG. MTopodv va kApakwBovv opllovTia,
Snuovpywvrag avtiypaga (replicas) yio tnv Staxeipton av§npévng eloepxopevng kivn-
ong.

Deployments

Ta Deployment yeipifovtal Tnv emBounth TeMKn Katdotaon pog epappoyns, kabo-
piovtag to MAN00G avtypd@wy, Kat TV OHaAr| HETAPOOT Ot EMOUEVEG 1) TTPOTYOUpLE-
veG ek8O0ELG eVOG AOYLOKOD. AVTO EMITVYXAVETAL UE TNV OTASLAKY AVTIKATAGTAOT) V-
TapxOVTwY pods e katvovpla o€ epintwon anaitnong avaBaduiong, kabwg kat pe
Satripnon pag N uiKovg loTopiag mponyovHe VWY KATAOTACEWY IOV HTOPEL Va Xp1ot-
HomonOel yla TNV EMOTPOPT| O€ PO YOUUEVT, AEITOVPYIKT) KATAOTAOT 08 TEPIMTWON

npoPANpaToq.

Persistent Volumes

Ta Volumes, avtiotoa pe ta Docker Volumes, anotedovv ) Abon yia pn e@rpepo
amoBnkevtikd xwpo yia ta Pods. Eivat pia agaipeon mavw amd diagopa mpaypott-
K& ovoTrpata anofrkevong, Onwg TomKovg 6iokovg, § AkTvakd ZvoTrhpata Apxeiwv
(NES). Ta volume eivau anapaitnta yia mAnfwpa epappoyadv, opwg n Svokolieg mov
gpxovTal avtd, ovuxvd 08nyovv Tovg oXeSLAOTEG EQAPUOYWY Va ETAEYOLV Va oXeSLA-

(ouv TG epapoyEG 000 To SuvaTov TLo e@rpepeg (stateless).
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Services

Services amokalovvtat ot Sopikég povadeg vevBuvoeg yia v ékBeon twv Pods, emt-
TPEMOVTAG TNV EMKOVWVia HETAED TwV, aAAAd Kat EKTOG TOL LTTOAOYLOTIKOD GUUTIAEY-
natog. ‘Eva service pmopei va exBétet Stagpopetikd Pods, yia mapaderypa avtiypaga pia
epappoyne, pe anotéheopa va e§aopalifetal n StabectpdTnTa Hag eQappoyng akoun
KLav vrapxet TpdPAnpa pe évan pepicd and avtd. Ta Services épxovtal og TOAAEG yed-
oelg O6nwg ClusterIP, NodePort, 1} LoadBalancer, kat oe ovvdvaopo pe ta Deployment,
elvat avtd ov e§ao@aiifovv 600 o Suvatodv peyalvtepn StabeotuoTNTA TWV EPAPLO-

yov.

Ingresses

Télog ta Ingresses eivat HT'TP(S) load balancers, mov katev@vvovv kivnon mov épxetat
Ao EKTOG TOV VTTOAOYLOTIKOV OUUTAEYUATOG O€ Services eviog avtov, pe Pdor to path
1 To host ar’omov épyetan 1 kivnon. Zvvnwg xetpiCovrat Tnv vAomoinon tov SSL, kat
elvat To Tehevtaio koppdtt Tov malA, Tov amatteital yia tnv Stabeon [ag epappoyng

amnd £va VTTOAOYLOTIKO OUUTAEYUA, 0TOV £Ew KOTO.

2.2.1 Helm

H Paown povada Aettovpyiag tov Helm eivat to Helm chart, dnhadr éva ovvolo ano
nopovg Kubernetes (Pods, Ingresses, Services kAm.) pe mpokaBopiopévn Soun kat kv-

pLoTepa, Tpokaboplopévo To motd Koppatia Tovg Statifevtatl mpog mapapeTpomoino.

chart-name

I values.yaml
I templates

| ...

| | template-a.yaml
| L template-b.yaml
L Chart.yaml

Listing 2: Tomk# doutj evog helm chart
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Eva apyeio values xpnoLloTOLELTAL VIOt TOV OPLOUO TWV TTAPAUETPWY TIOV HTOPOVV Vau
dextolv Ta templates, mov Onwg eimape eivar amhoi mopot Kubernetes. To Chart.yaml
apyeio mepiéxel petadedopéva yla to idlo to chart, dnwg To dvopd Tov, 1 TPEXOLOA
éxdoor, kat bavov egaptroelg oe dAAa chart. To Helm kot To cli tov, pmopovv va
xpnowormotnBovv yla Tnv eykatdotaon, avapaduion 1 Staypagr| charts and éva vmo-
AoyLoTikO oVpmAEyHa, OTWE Kat yta Tr dnovpyia véwv chart, evw eivat avtod mov xpn-
otpomotei kat To ArgoCD yia va "govokavel’ (inflate) éva chart mpy avtod egappooTtei

OTO VTTOAOYLOTIKO CUUTAEYHA

2.3  GitOps

‘Exovtag howmov Bpedei otov ’payikd’ avto koopo, omov 1 Stabeon Aoylopikov eivat ev-
KOAN, Kl 1] TAPAUETPOTOINOT TOL yiveTal pe TARPwS SNAWTIKO TpoTOo, propolue ap-
KETA EVKOAOTEPA Va avTopaTomoloovpe TNV Stadikaoia evnpépwon kat avapaduiong
EQPAPUOYWDV, OpEMOVTAG TAVTOXpOVA OAa Ta 0@EAN TwV epyaleiwv version control. 'H
TENoG MavTwv avtn eivat N 10€a miow armw’tov 6po GitOps, éva vmoobvolo Tov dpov

DevOps.

To GitOps Paciletat mévw oe epyaleia 6Tws Kubernetes operators kat ovotripata Continuous
Delivery (CD), yta va emiBAénet amoBetnpia (repositories) kwdika kat va epappodet 6-
noteg aAAayég evtomilel oe Tpaypatiko xpovo. Xpnotpomotel ta git commit wg L0TOPIKO
apyeio deployment, k&vovtag €10t evkoAn tn Stepedvnon mpoPAnpdtwy, eldikd o€ pe-

yaAeg opddeg dmov ta péAn aAldfovv ovyvd (6mwg to CERN).

Continuous Integration

Me tov 6po Continuous Integration (CI) evvoeitat n texvikn mov mpoonabdel va dtaoa-
Aioet 6TL alayég kat Tpoobnkeg o€ LTTAPXOV AOYIOULKO, EVOWUATWVOVTAL OPAAd [E TIG
e§aptroelg kat Toug e§aptnuévoug avtov. ZuviiBwg avtod yivetat pe T xprion pipelines,
TIOL VIO TNPIfOVTAL AT TOVG TTEPLOGATEPOVG TTIAPOXOLG epyaleiwv code-versioning, pe

T YvwoTég pop@ég To Github Actions kat To GitlabClI.
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v)v)
CI‘CD O

Ixqua 2.5:  Aoyérvmo Github

Ixfua 2.4: Aoyotvmo GitlabCI :
Actions

Continuous Deployment

To Continuous Delivery, faciletatl mévw otig StaPefatwoelg mov mapéxet pa KaAn v-
Aomoinon CI, kat okomdg Tng eivat i avtopatonoinon tng dadikaciog Stabeong véwv
ek000ewVv evog Aoytopkov. ITpogavwg to va yivetal eykatdotaon kdbe allayng e-
VoG Aoylopkol oe kabe mepipdAlov mov avtod Tpéxet dev eivat mavTta emBuvpnTo, omod-
Te Xpnotponolovvtal cuUPdoelg kat SlapopeTikd TepIPAANlovTa eyKATAoTAONG, OVTWG
WoTe va yivetal pia otadlokr eVOWHATWoT ToV alAaywy, e GUXVA ovopata yla Ta

neppdAAovta avtd va eivat QA, Dev, Preprod, Prod kAm. mepipdAlovta/otoxot.
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Yxediaon

AvTo 10 KeQAAaLo Sivel TIG AeTTOEPELEG TOV OXESLAOUOD TWV VTIAPXOVTWY CLOTHHATWY
kabwg kat Twv Aoewv Tov avaeépOnkav oe Tponyovpeva KePalata. EeKIVAEL e pia
TEPLYPAPT] TWV VTTAPXOVTWY CLOTHHATWY, TOVI{OVTAG Ta OTpeiat TTOL PaiveTal N avayKn
YLt ATTOUAKPUVOT) ATIO AUTA, Kat KAELVEL [Le [t avaAvon TG AetTovpyiog Twv THNHATWV

TOV TIAPOVTOG €PYOV

3.1 CCS Tools

Onwg avagépape o€ YEVIKEG YPAUEG Kat TIporyouuévwg, 1 Tools opdda tov CCS tun-
HATOG, aoXOAeiTal [Le TN Snpovpyla eVXPNOTWY EPYAAEIWY XELPLOHOV TWV HETATPOTEWY
loxvog mov mapéyet To EPC, eite yia v apxikn Aettovpyia, Tnv mapapeTpomnoinon, 1
v Stepevvnomn TPoPANUATWY TOVG. AVTO TO EMTVYXAVEL AVATITTOOCOVTAG £VA GUVOAO
epapuoyav pe tn Pondeia eidikwv otovg petatpomneig loxvog. Ta TeAevtaia xpovia é-
Xet ovykAivel o’éva stack epappoywv mov BaociCetat oe ovvdvaopd FastAPI kat Vue]S,
TAPON AVTA LTIAPXOLY Heplkd TakaldTepa epyaleia, ov Tpéxovv ot perl. Avtdg eivat
dANog €vag Adyog mov ) xprion Container ftav oxedov povodpopog, agol agatpei ap-

KETT A’ THV TOAVTAOKOTNTA TTOL Bat LTIPXE AOYW AVOLOLOYEVELAG TWV EQAPHOYWY.

23
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Looking for preproduction? Follow https://epc-tools-preprod.cern.ch/fgc-portal/

Ixnpa 3.1: Katdroyog epappoywy mov SiatiBevrar amnd v opdda

3.2 Ymapxov neptpdArov drabeong

To vrdpyov meptBarlov eixe Ndn det pepikég dekaetieg xpriong. Ztn mpd&n nrav évag
amAog Apache server, kot Stepyaoieg python-Systemd mov étpexav oe €vav Linux Staxo-
wotn. Eixe gTioxtei am’toug idlovg Toug e1dikovg mov epyalovTay mdvw 6ToVG HeTATpPO-
TtelG LoXVOG, [e OKOTIO VA AUTOUATOTIO|C0VV HEPLKA KOpHATLA TG SovAetag Tovg. Ooo
ot evBuveg TG opadag emekTeivovTay, TAPA TIG TPOOTIADELEG TIOV £YLVAV YIa TIAPANOVT
oo idto epPdAlov, kat tn Pektiwor| Tov, | TOATAOKOTNTA TOV CLOTHKATOG AVEAVO-
TAV ApKETA, e8IKA OTAV EUPAVIOTNKE AVAYKT] Yl TEPLOTOTEPA ATtO €va TepIPArAovTa

d140eong epappoywy, kat pdAtota tn dabeor) Tovg kat ektog CERN

Edikotepa, 10 00OTNpA UTOPOVOE VA XWPLOTEL OE HEPLKA PEPT):

o Templates: KdOe epappoyn xpnoomnotei templates yla va mapapetpomnoinoet

TOVG ATTAPALTHTOVG TOPOVG TNG, CLYKEKPLPEVA apXeia Stapdpwong Tov Apache
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vhost, apyeia oplopov vinpectwy systemd kat amAd apxeia . env, pe placeholders

Ylot TIG TUHEG TIOV TIPETEL VAL TIPOCAPUOGTODY avaAoya pe Tov 0Toxo dabeong.

# FGC API WebSockets
ProxyPass »/fgc-api/api/devices/status-full”
< »ws://localhost:${FGC_API_PORT}/devices/status-full”

Listing 3: apyeia Siapdppwons Apache vhost

[Service]

# Service definition

User=${REMOTE_DEPLOY_USER}
WorkingDirectory=${APP_DIR}/${FGC_API_APP_NAME}

Listing 4: apyeia opiopo? vnpeoiwv systemd

STATUS_FILE=${STATUS_FILE}
FGC_DB_DRIVER=${FGC_DB_DRIVER}
FGC_DB_HOST=${FGC_DB_HOST}
FGC_DB_PORT=${FGC_DB_PORT}

Listing 5: Apyeio petafAntav mepipdArovrog

« Parameters: Avta ta apyeia mepiexovv OAeg TG petaPAntég mepipdAlovtog mov
xpetadovtat yla Tnv mapapetpomoinon tng Stabeong piag epappoyns, kabwe kot

NG 810G TNG EPAPHOYNG KAl TWV KOHUATIWV oTT T OToia amoTeAeiTal.
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DEV_MODE="true”
DEFAULT_APP="fgc-portal”
ENVIRONMENT_FULLNAME="development®”

Listing 6: ITapaderypa apyeiov mapauétpwy

o Scripts: To tehevtaio koppdTe gival €va oOVolo amo script Aolod Tov avTopa-
TOTOLOVV Heptikd Koppdtia NG dtadikaciag dtdbeong pag epappoyng. YmokaOi-
otovv ta templates, cupTE{OVY TOVG ATAPAITHTOVG TTOPOVG, TOVG AVILYPAPOLV

oTov 0ToX0 O1dbeong Kal EMAVEKKIVODV TIG AMAPAITTEG VTN PETIES.

-

~

-

Dev's Deploy Target
machine Machine
‘ deploy.sh deploy-local.sh |

~

Runs
Runs

deploy-remote.sh —Runs deploy-integrate.sh

o N

Xxnua 3.2: Ilponyoduevy por Sicbeons epapuoywv

/

I'vwotd mpoPAnuata

H dadikaoio mpoetopaciag evog véov otoxov dLabeong epappoywy, Tov fTav [ e-
navalapPavopevn avaykn, kabwg to meptBarlov avdntving kdbe véov uéhovg émpemne
va givat éva avtiypag@o tov kavovikov (production) mepipariovtog Stabeong epappo-
ywv, nTav moAv emppenng oe opalpata. Néeg Eikovikég Mnxavég €mpene va mapéyo-
vtat péow aitnong oto IT, mavw oTig omoieg £mpemne va eykatactalody oL amapaitnTeg
e£apTNOELS OLOTAHATOG, KATL TTOL OVLXVE 08N yovoe oe TpoPAfpata Adyw alhaywv ota

amoBetnpla Aoylopikod Tov CERN kat 071§ ekd00ELG TOV AEITOVPYIKOD CLOTHHATOG TIOV
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napéxovtav ano to CERN. Zuvolikd, avtd kabBvotepovoe Tny évtagn véwv pekwv otnv
opada katd mepinov pia éwg dVo efdopades, katt mov eival éva peydho mpoPAnua Se-
Sopévng g vynAng evallayng mpoowmikov oto CERN, kat tng vmap&ng ovpPolaiwv

TIOV SLAPKOVY HOVO yla Alyovg UrVveg.

AM\ayég 1) mpoobnkeg duvatotnTwy ot Stadikacia dtabeong fTav mohkv xpovoPopeg
Kat d0okoAeg, Aoyw NG Stadikaotikrg (procedural) @voewg Twv script kat Tng vmo-
Sopng. ‘Eva kahd mapddetypa avtod fTav 6tav 1 opndada XpelaoTnKe va mapakdpyet
OVYKEKPLUEVEG HETAPANTEG TEPPBANNOVTOG Yla CUYKEKPLUEVEG EPaAPHOYEG OTaV dloTi-
Bovtav oe kamolov 010X0. [a va T0 KAvovpe avTO pe Ui TapepPatikd TPOTOo, EMPeTe va
TIOPAKAUYOVE TN AOYIKT) LTTOKATAOTAONG HeTaBANTOV TeptBalAovTtog Tov script, kat
va pocBéoovpe €va dAAo eninedo ypappévo oe python, kaBwg to bash dev umopovoe
va pvButotei ebkola yta T0 0KOTO AVTO. AKOHA KAl HETA AO TIPOCEKTIKI EMOKOTNON
kaBe AertovpykoTnTag, egakolovdnoape va cuvavtape TPoPAUATA O TEPITTWOELS
Tov dev eixape TPoPAEYEL Yia TOVG EMOHEVOVG [IVEG, KATL TOL TTpokaovoe kabvoTe-

PNOELS Kat Ttieon oTnv opdda.

»accwww.cern.ch”: {
»fgc-property-manager/server”: {
»”FGC_DB_DRIVER”: “oracle”

}s
/).

Listing 7: ITapaderypa apyeiov mapaxauyns uetafAntav mepipdAiovrog

3.3 IIpotewvopeveg Avoelg

Onwg mepLypa@rke GUVOTITIKA, OL TIPOTELVOUEVEG ADTELG ITAV [LLAL GVYX POV TTPOGEYYLOT
Paciopévn oe containers, mapdAAnia pe to kubernetes kat tig peBodoloyieg CI/CD.

Mnopei va xwploTei o€ pepikd pépn oL Ba TEPLYPAPOVY OTIG EMOUEVEG EVOTITEG.
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3.3.1 Tomxkn avantvén Aoytopkov

Me v opdda va petaktveitat mpog to Docker kat Ta containers, £yive Suvatd va vmo-
otnpixOei | avamTvén TOTIKA OTIG PNXAVEG TWV TIPOYPAUUATIOTWV, ATOPEVYOVTAG TNV
AVAYKI YL [La VEQ EIKOVIKT pnxavn yla kdBe mpoypappatiots). Ot kbpleg anattioelg

nrav:

o Amlotnta: H vrodoun mpémet va'vat 660 10 Suvatdv amAovoTepn Kat EVKONO-

TePT 0TI XPNON, E8IKA OO0V APOPA TNV EYKATACTACT KAl TN XPO™ TNG.

o Enextacwotnra: Ilpémet va eival evkolo va mpooteBodv véeg epaployEg kat va
enektabel To oVUVOAO SUVATOTHTWY TTOV TAPEXETAL O AVTEG TIG EQAPUOYEG ATTO

v vrrodoun.

o Anodoon: H vmodopr mpémet va eivar ypriyopn. Ipryopn otnv eykatdotaon,
ypryopn otny évapén tg avamtuing, kat va éxet eAdxtotn enintwon otnv and-

doomn katd v avantudn.
Kot otnv mhevpd Twv epappoywv

o IIpooPaon oto Texviko Aiktvo: OLeQapproyEg TPETEL VAL UTTOPOVY VAL EXOVV TIPO-
oPaomn oe dAAeg vrnpeoieg kat TOpovg oto dikTvo Tov CERN, 0mwg Paoelg dedo-

pévwv, dAAa APIs, kAT

o IIpooPaon ota anoBetnpia Aoyiopikov tov CERN: Ot e@apuoyég mpémet va
HmopovVv va éxovv mpdoPaoct ota anobetipla Aoyiopikov Tov CERN, yia va e-
YKATaoTHoovV e£apTHOELG KAt TTAKETA, KABWG KAl VL aOKTAOOVV PACIKEG EIKO-

veg docker mov eivat e1dikég yia to CERN.

« IIpooPaon ota Aettovpyikd apxeio: Ol eQaplOYEG TTPETEL VAL ITOPODY VaL EXOVV
npooPaoctn ota Aettovpytkd apyeia TnG opadag ccs, mov mapayovtat and aAleg
vnnpeoieg 1| Tpooapuolovtal xelpokivita anod eldikovg, kat gthofevobvtat aTo

NEFS tov CERN.

Edw ¢pxetat o Docker Compose. H 16¢a rjtav va xpnotponownOei to docker compose
yta va agatpeBei 600 1o Suvatdv mepLoodTEPN VAOTOINOT KAl CLUVTHPNON ANd TNV O-

HAda, EVW TAVTOXPOVA VAL TANPOVVTAL OL ATIAUTTOELG.
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T va emitevyobv oL amaUTHOELG Ao TNV TAEVPA TwV eQappoywy, Ba xpetalotav dbo
Eexwptlotoi pnxaviopoi proxy, kabwg n Stadikacia Snuovpyiag elkOVWY anattei Tpo-
opaomn oto I'evikd Anpooio Aiktvo (GPN) tov CERN kat 70 GUYKEKPIUEVA OTO E0WTE-
piko anofetnplo makétwv Python tov CERN mov @ilogeveitat 6to GPN, evw ot idteg ot
EQAPHOYEG - OTIWG avapépOnke - xpetdlovtat mpooPaon oto Texvikd Aiktvo (TN) tov

CERN.

AkTvakog StapecolapnTig yla TNV KATAGKEDT] TWV EIKOVOV

Ta ™ Sadikacio kataokevng elkoOVoy, dev umopovoape (EDKOAA) va TPOCAPHOCOVLE
™ Stapdpewon Siktvwong tov kataockevaotr docker, kabwg Ba amartodoe ) xprion
evog pooappoopévov kataokevaotn (docker builder), mepimAékovtag tn Aoywkr Tov
setup Kal To KOOTOG GLVTAPNONG. YTrpxe emiong N W8éa NG StapdpPwaong NG mPow-
Onong péow StapecolaPntn (proxy) oe eninedo daemon tov docker, aAld avtod onpat-
ve Ot Ta BonOnTikd mpoypappata tov setup Oa amartovoav dikaiwpata root, kat Ha
TpoogdeTe TNV TOALTAOKOTNTA TNG EVEPYNG TTAPAKOAOVONONG Yo TVXOV ELKOVEG TIOV
TIPETIEL VAL KATAOKEVAOTOVY, WOTE VA eMaveKKIveiTal o daemon pe Ti§ owoTég puOpioetg
StapecohaPntr, va Tig KaTaokevAlel, Kat 0T GUVEXELR VAL ETOVAKKIVEITAL [LE TIG APXLKES
puBuioelg, £T0tL WoTe N AettovpykdTNTa ToL daemon va pnv e§aptdtar and Ty vrapén

™G ovvdeong SapecohaPnTy.

Evtuxwg pmopovoape va ekpetaAAevtodpe To yeyovog OTL 1 python kat katd emékta-
on 1o pip umopodv va pvuioTody va xpnotponolovv évav diakoptotr pecohapnong,
am\a opifovtag Tig petaBAntég meptPaAAovtog HTTP_PROXY, HTTPS_PROXY kat ALL_-
PROXY, Kal TO OMHAVTIKO €lval OTL AUTEG UITOPOVV VA AEITOVPYHOOVY e OLAKOUIOTEG
HeooAdPnong socks5, ot omoiot gival ebkoAo va puOoTodY av €xel Kaveig TpooPaon
ssh og pa pnyavn oto diktvo 0TdX0. ALTO ONuaALVE OTL popovoape va pvbpicovpe
évav mpoowptvo dtakoplotr pecoAdPnong socks5 oe pia pnyavr oto diktvo GPN, va
opioove avTn Tn LeTaPAnTr Kat va Ty e§ayovpe o€ OA0 To CVOTNUA, ETOLWOTE Vat eival
npooPaotun anod tn Siepyacia pip péoa otov kataokevaotr docker, kat 0T ovvéxela

va TNV KATapynoovpe HeTd TNy ohokAnpwon g Stadikaciog KataokevnG.
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AkTvaxog dtapecolafnTng ya TG EQaproyEg

O SrapecoraPntrg yia Tig epappoyég dev pmopovoe va akoAovOnoet tov idto oxedia-
oo, kaBwg ot Siepyaocieg mov k&vovy dikTvaAKN Kivion XpnotpHonolovy motkilia YAwo-
OW KAl CUOTNUATWY, Kat §ev Tpoa@Epovv OAeg TNV idta vtootipi&n yia Stapecoldpnon
Onwg to pip, evw n vrootnpiEn Stapecolafnong tov openssh pmopei va eivat apyn.
XpetaloTav pa mo oLOTNUATIKT Kat avOeKTIKT TTPOTEyyLon, yia va Tpocopolwbei To
neparlov SIkTVWONG TNG EPAPUOYNG e Evav adtagavi) Tpomo. H ecwTepikn tekpn-
piwon Tov CERN avag@épet o sshuttle wg éva epyaleio mov pmopei va eivat xproipo

yta Ty vtooTAPLEN TG TnAepyaciag, alld dev mapéxet ToANEG TANpOPOpiES.

To sshuttle mapéyel i SuvatdtnTeg £vog TumKoL VPN, anartwvtag povo mpooBaon
ssh og pa punyavn oto diktvo o16)0. ZvyKeEVTpWvEL TNV kiviion TCP kat otig dVo mhev-
PEG, SLaKOLOTN Kat TTEAATN, CLUVAPHOAOYWVTAG KAl ATTOGVVAPHOAOYDVTAG TA TAKETA,
amogevyovtag o mpoPAnua tov TCP-over-TCP, kat evepywvTag pnovo oto eninedo g
epappoyng. Amautel dikaudpata root, aAld avtod eivat €va TpoPAnpa mov pmopei va
Eemepaotel Tpéxovtag To péoa ot éva kovtétvep docker. To teAikd anotéleopa eival
éva KovTévep Tov Aettovpyei wg Spopoloyntng yia 0Oha ta dAla kovtévep, mov Eekl-
va kat otapatd ebkola TapdAAnAa fe To vtoAoLmo setup, kat dev amaltel avLYwWUEVN

TPOOPacn oTn unxavy avantuing.

1
{- Developer Workstation \

/ : Docker Network \
<, Application
© Companent

_ Application
“ Companent

_, Application

-, Application
© Companent
‘\J,J )
K /‘ GPN Gateway Server TN Galeway Server

_ sshutle |

< container

Ixnua 3.3: Avantvén epappoydv and 1o eéwrepid Tov diktvov Tov CERN
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3.3.2 Kubernetes

2t Sadikacia oxedlaopov edw, eixape Ty TOXN va éxovv An@Oei 10N pepikég am'Tig
oxedlaoTikég emhoyég oxetika pe o CI/CD, ovykekpiuéva tn xpron Tov ArgoCD. Avto
neptoploe Tig Stabéotueg emhoyég, kabwg to ArgoCD pag kabodnyei oe kdmoleg katev-
Buvoelg, ovpmepthapBavouévng g xprong tov Helm. H kopia povada avantugng tov
ArgoCD eivau to Application, évag mpooappoopévog nopog Kubernetes mov xpnotpo-
ToleiTal yla va SnAwoet AemTopépeleg OxeTIKA pe TNy emBupnTh KatdoTaon pag epap-

HOYNG, OTIWG 1 TOALTIKT) OVYXPOVIOUOD 1) 1) TotoBeoia kat o TOTOG Twv Mopwv kubernetes

NG EQAPUOYNG.

H kowotnta tov ArgoCD éxetl katahnet oe §00 Pacikodg TpOTOVG yia TNV avantuén

eQapUoywV, To app-of-apps pattern kat To ApplicationSet pattern.

ApplicationSet

Ta ApplicationSets eivat évag oxL €vTova mapapeTpomotiotpog Tpomog Stabeong moAha-
AWV EQAPHOYWY, OL OTIOLEG HOLPALOVTAL it TTapOHOL SLapopPwar), aAAd Exovv Stago-
PETIKEG TIUEG YLOL HEPIKEG ATIO TIG TTAPAHETPOVG TOVG. XpNotpomoLel SLIAPopovG TUTTOVG
“yevvnTpuov” yia va kédvet to templating, éva mapadetypa Twv omoiwv givat o yevvrto-
pag git, katotvmotvmol Tov ot yevviTpleg git-dir kat git-file, oL omoieg xpnopomotovy
™ Sopr| KataAdyov Kal Ta OvOpaTa apXeiwV avTioTora WG HETAPANTEG Yia TO TIPOTL-
no. Eivat éva ioxvpd epyaleio, eldikd yla mepmtoelg xpriong omov pia eviaia ArgoCD
instance StayelpiCetar Stapopetika clusters, kabwg pmopei ebkola va Stevkoldvel
S1dBeon ¢ idlag epappoyng oe moAAamhd clusters, pe diagopeTikég StapopPwoelg. Q-
01000 OTnV Mepintwon pag kabe cluster émpemne va €xet To Sikd Tov ArgoCD instance,
yia va e§aopaliotel 0Tt Ta clusters givat evieAws amopovwuéva petagd Tovg, KATL TOV
HTaY anapaitnto AOYw TOV GTOXOV TNG OUASAG Vo TTAPEXEL TIG EPAPHOYES Kal ot e§wTe-
pIKd epyaoTrpla Kat ouvepydtes. Eva aAlo mpoPAnpa eival 0Tt pe avto to potifo, ot
eQaployég mpémel va dnhwvovtat katw and To idlo chart, To omoio oTn ovvéxeta avdAo-
YO HE TIG TTApApETPOUG TOV, EVEPYOTIOLEL 1) amevepyomotei kdbe epappoyn, avéavovrag

étoL v e&dptnon petadd Twv Slapopwv eQapuoywy.



32 KEDAAAIO 3. 2XEAIAYXH
App-of-apps

To App-of-Apps potifo, xpnotpomnotei éva Application resource - onueio el06dov - yla
va kavel ta vtohowna Stabéotpa. Eivar apketd neplioodtoep mapapetpomototpo, kabwg
Ta vtohounta Application popodv va xetpifovtat éva kavoviké Helm chart, to omnoio

Hmopei ebkola va mpooappooTel yia va avantvydei oe mepipailovrta Kubernetes.

apiVersion: argoproj.io/vlalphal
kind: Application

spec:
source:
repoURL: <git-repo-url>
path: <chart-containing-all-apps-as-resources>
helm:

Listing 8: ITap&deryua mépov tomov Application tov ArgoCD

[MapaAAnAa pe pa cwota Stapopwpévn ArgoCD instance, pmopel va @€peL TG epap-
Hoy£g mov diatiBevtal o’éva voloytoTiko ovumheyua Kubernetes, ano v mapovoa
otnv emBopuntn Kataotaon, Slatnpwvrag pa povadikn ‘mnyn aAndetag’ yia Ty katd-
otaon avtr). Eivau emiong duvato va xpnotponowmndei to idto amobetrpto yia Tov kwdika
Kat Tn SLaHOpPWaOT TOL VITOAOYLOTIKOV GUUTAEYHATOG, KATL TTOV gival £va peyalo TAe-
OVEKTNHA Yla OHASEG TIOV XPTOLHOTIOLOVY €va monorepo. AvToi gival ot kKvptot Adyot

yta Tovg omoiovg emiAé€apie aLTO TOV TPOTO GXESLATUOD OTO TENOG.

Awaxeipion pootikwv

Mia onpavtikn mAevpd kdBe StdBeong eivar n Stayeipion Twv pvotikwy. To Kubernetes
€YEL VA EVOWUATWHEVO OVOTNHA SLAXEIPLONG HLVOTIKWY, IOV UTOPEL Va XPNOLHOTIOoL-
Ol yla TV anoBnkevon kat dtaxeipton evaicOnTwv mMAnpooplwy, 6TwG KwdKovS TPO-
oPaong, OAuth tokens kat ssh kAeidid, aAAd n TOAVTAOKOTNTA £€YKETAL OTO VAL PTACOVY
Ta pooTikd avtd péxpt ekei. Eva xpnoupo epyaleio jrav to sops, To onoio pmopel va

xpnotpormotnOel yla TNV KPLTTOYPAPNOT KL ATOKPUTITOYPAPNOT APXELWY, KAl OVLYKE-
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KPLHEVA YL TNV KPUTITOYPAPNOT| TIHWOV HVOTIKWY, TPV TNV anodnkevor| Tovg oe éva git
anoBetnpro. ‘Etol, pmopei va dtatnpeital £€va LOTOPIKO yia TIG TIHEG TOVG (KpuTToypa-
QMHEVEG) Kal TIG aAlayég TovG, xwpig va extifetat n gvaiocdntn mAnpogopia, epdcov
yivetat owoth Staxeipton Tov kAedlod. Ynapyel éva XproLpo epyaleio yla Tny epyacia
He Ta clusters kaL To sops, To helm-secrets, To omoio umopei va evowpatwdei pe to
ArgoCD padi pe to helm, yio tn Staxeipton TV HUOTIK@V He TILo @IALKO TTIPOG TOV XP1oTn
tpomo [jkr].

3.3.3 CI/CD & Avtopatomoinon

2e auTo To onpelo NUACTAV KAELOWHEVOL YA TIG TTEPLOCOTEPEG ATIO TIG OXESIAOTIKEG OL-
no@aoelg mov oxetifovtal pe to CI/CD Kat TNV QUTOHATOTOINOT. Z€ YEVIKEG YPAES,

auTO TIoL XpetdleTal eivat:

o Avtopartn doxiur Tov Aoytopkov
o AVTOHATI KATAOKEVT] TWV EIKOVWYV

o Avtopartn ddbeon ota meptparlovra ddbeong

Ta npwta dvo eivat evBHvn Twv avtopatomotnpévwy pipelines, kat eivat avtotelr) oTnV
niAevpd tov anoBetnpiov gitlab. To tehevtaio eivat Aiyo mo mepimhoko, kabwg amattei
KATAPXNY KATIOL LOp@PT) ETUKOLVWYVIAG (OVYXPOVIOUEVN T un) peTady TwV pipelines kot

TOV VTTOAOYLOTIKOD GUUTAEYHATOG.

Avtopatn doxiun & Kataokevn

To CERN emBdleL tn xprion Tov ecwtepikov Tov Gitlab wg ovotnua eAéyyov exddoewv
yta 0Aa ta épya. Emopévwg, frav pia guoikn emhoyr va xpnotponownOei to GitlabCl
yta To CI/CD pipeline. To GitlabCI eivau éva moAd oxvpo epyaleio, mov pmopei va
xpnotpormotnOel yia TV avtopatonoinon Twv SOKIUWV Kal TNG KATAOKEVNG EQAPHO-
ywv, kabwg kat g didbeong Tovg pe Aiyo meploodtepn npoonabeta. Ta pipelines Tov
GitlabClI opiCovtat xpnotponowvtag éva apxeio .gitlab-ci.yml, To onoio eppnved-
etal otov Stakoutotr gitlab, o omoiog pe TN oelpd Tov opilel kat exTeNEl epyacieg o€

gitlab runners. Ot gitlab runners eivat pnxavég mov €xovv pvOuiotel katdAAnAa yia va
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EKTENODV TIG EPYAOIEG, KAl UTOPOVV Va €ival €iTe KOLVOXPNOTOL runners, mov mapéxo-
vtat and to CERN, eite iSiwTtikoi runners, mov pmopovv va puOutotovv anod tny opdda.
2ty nepintwor) pag, o CERN mapéxet 6vo oxeTikovg runners, £vav mpopuduiopévo pe
Docker xat évav pe Kaniko, pa evadAaktikry tov Docker mov dev amautei Sikauwpota
root. Apxikd o oxediaopog frav va xpnotpomotndei o runner Docker, aAAd yia Adyovg
ac@aleiag, n VAomoinomn anatrtovoe T dnpovpyia evog véov VM yia kabe extéleon,
KAt Tov Htav mpoPAnuatikd apyo, kat n opada dAAa&e oe Kaniko runner, kat ot dvo

runners @aivovTtal TapOpoLoL 6ToV TEAKO XproTH).

Metd and avto nrav apketd anlo. Eva ovvolo gpyaciwv (jobs) Ba dnpovpyovvtay
ava epappoyn, mov Ba evepyomolovvTay OmMoTe yivovtay aAAayég oTnV eQappoyn, Kat

Oa extehoboav dokipég, kataokevn kat (mpoatpetikd) Stabeon.

Avtopatn daBeon

Mia pwtn 18éa frav va yivetat anevbeiog evpépworn Tov VTOAOYLOTIKOD GUUTAE Y-
T0G ano ta pipelines. Avto Oa umopovoe va yivel Snuovpywvtag €va service account
pe Ta amapaitnta Sikatwpata oto cluster, kat xpnoipomolwvTag avtd anod ta pipelines
Yl vaL eVIHEPWVEL OLYKEKPLUEVOLG TTOpovG Kubernetes. o100, avtd mapaPradet
dnhwtikn @von avtov mov emdiwkovpe, kabwg dev Ba vrpye kapia povadikr myn
aAnBetag extog and To idlo To cluster, kat otnv nepintwon tov ArgoCD, to argo amha
emavaovyxpovilel omoleodnmote xelpokivnTeg aAlay£g miow OTNV KATACTAOT IOV Ka-

Bopiletal oto amobetnplo.

N
iy Gitlab ) push new image § > Image Registry
] )
Pipeline
N
J trigger update % Cluster

Xxnua 3.4: An6 Pipeline oto vmoloyiotiko obumieypuan

H Sebvtepn pag 8éa, tnv omoia e§etdoape Steodika, rav n xprion tov epyaleiov Tov
Argo mov €xet SnuovpynOei e1dtkd yravto, To ArgoCD Image Updater. H opdda apxt-

kd eEé@paoe apgifolieg Aoyw tov epyaleiov va Bpioketat vTO evepyr| avamTugn, aAld
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TPOA AVTA TO BAPOG GLVTHPNONG ULAG TTPOTAPHOTUEVNG AVONG OewpriOnke peyave-
PO KOOTOG. AVTO TEAIKA TO TANPWOaE 0TO TENOG, KaBwg vInpxav peptid MpoPAfpata
IOV NTav avuTépPANTa, Kot KATAAREANE Va TTANE e Hia TPOCAPUOOHEVT ADOT 00TWG 1)

A\ wg.

To ArgoCD Image Updater eivai éva emmAéov @opTio epyaciag mov ekTeAeiTal 0TO V-
TOAOYLOTIKO oUUTAEYUA, EAEYXOVTAG TTEPLOOIKA €va amofeTrplo EIKOVWV yla VEEG eK-
do0eig etkOVwV oV akoAovBovv TpoatpeTikd €va HoTiBo Tov €xel kabopioel 0 XproTNG.
Otav Bpebdei pia véa ékdoon, avtrypaget kamoto mpokabopiopévo git amobetrpro, evn-
HEPWVEL Eval apXElo e TAPAKAUYELG Yia TIG EKOOOELG TWV EIKOVWY, KAVEL commit Kat
ompwyvel TIG aAAayég, Stao@alilovtag £Tot 0TL 1 povadikn mnyr ahnBetag eivat oe éva
amoBeTnplo git. Amo@evyel TNV avdykn yla véa Slamotevtrpia 1 Sikauwpata, emava-
XpnotpomolwvTag Ta StamotevTrpla oL £xet 10n To ArgoCD yia va éxet mpdofaon oT1o
amofetnplo git. AANG Onwg O avaeépbnke, Aoyw Twv mePLOPIOHWY TOV, ot omoiot Ha
ov(ntnBolV AentopepG 0TO EMOUEVO KePANLO, eMAEEAUE VA TIPOXWPTICOVHE e Hiat

TPOCAPHOCUEVT AVO.

v Gitlab ) ; Image Registry

“ £ )
) _@. Cluster poll
commit changes ArgoCD Image

L Updater

/

J

Exnua 3.5: ArgoCD Image Updater

H ’xetpomointn’ Abomn Aettovpyovoe e Tapopoto Tpomo, aAld eixe To mpoobeto mAe-
ovéktnua otL dev xpetdleta va yivetat polling, kabBwg petagpépet Tnv evepyomnoinon
™G evnpépwaong oTnv TAevpa Tov pipeline, eMTPENOVTAG £TOL CUYXPOVIOHEVES EVI|HLE-
pwoelg. Zvvednronomoape 0Tt Ba pmopovoape va Xpnollonoljoovpe T Pactkn Aet-
Tovpyia Tov ArgoCD, dnhadr| tnv avtdpatn emavapopa tngG Ipéxovoag otny embvuntn

KATAOTAOT YL VO EMUTUXOVUE TO (810 amoTéeopa.

Ta anawtodpeva amd Tov TEAKO XproTn HTav va vtooTnpilovTal XEpOKivVTEG eVpe-
pwoeLg, Kabwg kat avTopatn Tapakolovdnon tng Tehevtaiog €kdoomngG (oG EQappoyng,
He @IAKO TiPOG ToV XprjoTn TpoTo. Ta va to metdxovpe avtd, Ba xpetalopactay Kt

oav avTo:
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v Gitlab “  Image Registry

T sync % Cluster
commit changes

Ixnua 3.6: Ilpooapuoouévy poyy CI/CD

OTIOV 0 OLYXPOVIOpOG yivetal and To ArgoCD. @a mpémel va eivat duvatr n evepyo-
noinon tov pipeline avtopata oe aAAayég KwSIKA 1] XELPOKIVITA UE TNV ATTOCTOAN HLag
OVYKEKPIUEVNG ETIKETAG git, 1) TN Onpovpyia evog Merge Request. To pipeline Oa kata-
oKeLALeL TNV €1kOVa, Ba TNV OTIpWYVEL GTO registry, kaL 0T ovvéxela Ba evnuepveL Tov
nopo Application tov ArgoCD, o omoiog Oa evepyomouoet Tov eheyktr Tov ArgoCD va

ovyxpovioel TNV kataotaon Tov cluster pe TV emBountr KATACTAOT), EVIHEPWVOVTAG

£TOL TNV EQAPUOYT).



YAomoinon

2’ avT6 10 Ke@dhato Oa epPabvvovpe oTnV MO TEXVIKH TTAELPA TOL OXESLAOHOD TIOL Tre-
pLypagnke mponyovpévws. Ataxwpilet tny vAomnoinon og 660 T0 SuvaTov TLo Stakpitd
OVOTATIKA Kat avalveL toteg Suokolieg émpere va Eemepaotovv. Tehewwver Sivovtag
Ll ETLOKOTNOT OAOKAN PG TNG epyaociag o€ dpdor. Onwg kat TpLy, Ta KOPLAL CLOTATL-

KA elvat:

o The ITeptparlov Tomkng avantving.
o The AtaBeon péow voAoyLoTIKOD CUUTAEYHATOG.

 The Avtopatonomoetg otny avantvén kat dtdfeon Twv e@apuoywv.

4.1 Tomkn avantvén

Metd tnv Snpovpyia Twv KOVTELVEP Yo OAEG TIG EQAPHUOYEG KAl LTINPECIEG, Snpovpyn-
Onke éva apyeio docker-compose. yml, To omoio apyotepa enektadnke pe éva docker-compose. telewor!
apyeio mov pmopovoe va xpnotponoindei mpoatpeTikd yla va mpoobéoel duvatotnTeg
Aepyaociog oTny eyKatdotaon. AGyw mepLopIOpwY OV OXeTIlovVTalL He T Oelpd eKKi-
vnong tov docker compose kat To proxy mov givat anapaitnto yia Tn dtadikaoia kata-
OKELNG IOV ava@épOnke mponyovpévwg, dnuovpyndnke éva mepttOAypa script yia va

agatpéoel pepikd Prpata kat i evtoAég docker compose.

H Swadikaoia eivar oxetikd amhr. O xprotng kalel To script pe Ta ovopata Twv epap-

Hoywv mov Béhet va Eekvroel, kat To script avalapfavet ta vtolowma.

37
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./script/start-local-development.sh fgc-commander-client fgc-portal

Listing 9: ITapdSerypa kAjons Tov mepitvAdiypatos script yia v Tomxiy avamntvéy

Ye emokoOnnon - meploodTepeg Aemtouépeteg Ba Sobobvv dmov eivar amapaitnto - TO

script:

1. efaopahilet otivnapyxet éva external docker network, o0twg wote Stadoxikég emt-
KANoelg NG evToAng docker compose va HTopovy va SUoVpPY o0V KOVTELVEP
TIOV VILAPXOLV 0TO 1810 SikTLO EVKOAQ, Kal Vo amo@evxBohv CLUYKPOVOELG pe Ta
diktva tov CERN. Emiong e§aopalilet tnv vmapén evog docker volume yia
Baon dedopévwv CCS, wote va SiatnpodvTat ot aAlayég TwV TPOYPARHATIOTWV

ota dedopéva Sokiuwv.

# Create a docker network, 1if it does not exist already,
# with an explicit subnet to prevent conflicts with CERN addresses.
if [[ -z $(docker network ls -f name=${DOCKER_NETWORK} --format ’{{
< .Name }}’) 1]; then
echo ’==> Creating a docker network...’
docker network create \
--subnet °192.168.50.0/24° \
$DOCKER_NETWORK
fi

# Create external volume for the CCS DB 1if does not exist.
CCS_DB_VOLUME=’ccs-db-data’

if [[ -z $(docker volume 1ls --filter *name=${CCS_DB_VOLUME}” --format
< ”{{.Name}}”) 1], then

echo ’==> Creating a docker volume for the local CCS DB instance...’
docker volume create ${CCS_DB_VOLUME}

fi

Listing 10: Eéaopddion vmapéns docker Sixtdov xeu volume

2. katePalel ek Twv MpoTépwv ekdveg Container arw’to anobeTnplo eOVWY TOL

CERN.
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# Prepull images proxying from inside the CERN network
source $LOCAL_DEVELOPMENT_DIR/docker-in-docker/utils.sh
# Finds all ’FROM ${PREPULL_PROJECT}’ Lines in all Dockerfiles 1in
— the ./app directory, skipping the node_modules subdirectories,
# strips them down to only the image name, and prepulls them.
PREPULL_IMAGES=$(find ./app -type d -name node_modules -prune -o
< -type f -name ’*Dockerfile*’ -printe | \

xargs -0 grep --no-filename ”FROM ${PREPULL_PROJECT}” | \

cut -d’> ° -f2 | sort -u | sed -E ”s/~${PREPULL_REGISTRY}\///” \

)
prepull_if_not_exist $PREPULL_REGISTRY ”${PREPULL_IMAGES[@]}”

Listing 11

3. &exvd to KOVTELVEp socks5 proxy kat sshuttle proxy, kat kavel StaBéoun
dievBvvon IP Tov kovTétvep 010 ecwTeptko dikTvo docker péow petaPfAntwy me-

ppaAlovTog.

echo ’==> Starting the proxy container...’ >&2

docker compose -f docker-compose.yml -f

— docker-compose.teleworking.yml up -d sshuttle

# Get the IP address of the f‘ccs-sshuttle‘ container in the

< ‘ccstools‘ network.

export SSHUTTLE_IP=$(docker inspect -f ’{{

< .NetworkSettings.Networks.ccstools.IPAddress }}’ ccs-sshuttle)

# Start the socks-proxy, used during the build time.

docker compose -f docker-compose.yml -f

— docker-compose.teleworking.yml --profile setup up -d socks-proxy
# Set the ALL_PROXY environment variable to use the socks-proxy

« container.

export ALL_PROXY=’socks5h://socks-proxy:1080’°

Listing 12: Exkivyjon tov kovtéivep sshuttle kat socks5 proxy

4. extehel TNV KATAAANAN evToA docker compose yia va Eekiviioet Tig (nrodpueveg

eQappoyég and to stack tng opddag. H evtoln avtn eivar n e&ng:



40 KE®AAAIO 4. YAOIIOIHXH

# Start the applications.

docker compose -f docker-compose.yml -f

— docker-compose.teleworking.yml $DEBUGGER_CONFIG --profile app up
— -d $COMPOSE_OPTIONS $@

Listing 13: Exxivijon twv (§To0pevwy epapuoywv

5. kAeivel To kovTévep sshuttle proxy, kabwg eival amapaitnTto HOVO KATA TN

Sidpketa mOAVAG KATATKEVNG TWV EKOVWV

# Stop the socks-proxy container after container builds have

— completed.

docker compose -f docker-compose.yml -f

— docker-compose.teleworking.yml --profile setup rm --force --stop
— socks-proxy >&2

Listing 14: Tepuatiouds tov kovtévep sshuttle proxy

4.1.1 Anuovpyia Tov Docker diktvov kat Volume

Xpnoupomotonke emionun eikova Tov postgresql, pomomounpévn eAaxioTwg ya va
dnuovpyel ovolaTIopEVEG PACELG KATA TNV EKKIVOT 0€ TepiMTwOon Tov dev VILAPYOLY,

OTwg SivovTal XwpLOHEVES te KOppa oe Hop@n HeTaPAnTig meptpdAlovtog.

environment:
POSTGRES_MULTIPLE_DATABASES:
— ${FGC_DB_DATABASE},${FORTLOGS_DB_DATABASE} #, ${FGC TEST...

Listing 15: Mopg# petafAnthic mepifaArovros yia v Syuiovpyia twv Pfaoewv Sedo-
Uévwy
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#!/bin/bash
set -e
set -u

function create user_and database() {
local database=$1
echo ” Creating user and database ’$database’”
psql -v ON_ERROR_STOP=1 --username “$POSTGRES_USER” <<-EOSQL
CREATE USER $database;
CREATE DATABASE $database;
GRANT ALL PRIVILEGES ON DATABASE $database TO $database;
EOSQL
}
if [ -n ”$POSTGRES_MULTIPLE_DATABASES” ]; then
echo ”Multiple database creation requested:
—  $POSTGRES_MULTIPLE_DATABASES”
for db in $(echo $POSTGRES MULTIPLE_DATABASES | tr °,” ’ °); do
create_user_and_database $db
done
echo ”Multiple databases created”
fi

Listing 16: Zxpint évapéne Tov container t5¢ Postgres

Eivaw emiong dvvatov va yepiocovv ot dnpovpynpéveg Paoelg dedopévwv, yia mapd-
detypa pe éva oTiyptotuno Sedopévwv mov éxel AngBei amo ekdoxég Twv Pacedv Onwg
XpnotpopmolodvTat and tnv dtatednuévn popen Twv epappoywy, ala xpetdletat Aiyn
Xelpokivtn mapéufaon, eldikd 6Tav mpoKeLTaL yia TV Snpovpyia avtwv TwV OTIYpLO-
TOnwv. Meta tnv dnpovpyia evog OTIYHIOTOTIOV, TO TAPAKATW Script ekTeAeiTal Katd
NV €KKivon Tov KovTéwvep TG Paong deSopévay, apéows HETE TO TTPONYOVUEVO TIOV

eppavifetal Tapamave.
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psql \
--dbname="$FGC_DB_DATABASE” \
--username="$POSTGRES_USER” \
--no-password \
</sql-dumps/dbod-fgc-dev-dump.sql

Listing 17: Téuoua’ twv Sypovpynuévay faoewy dedouévwy

Kot ta dvo scripts puBuilovtal va ekteAodvTal KATd TNV €KKIVION TOL KOVTELVEP TNG
Pdong deSopévwy, ekpeTaAAAEVOUEVA TOV HNXAVIOHO TNG ElKOVAG postgres yla Tn pvb-
{omn TG ekkivnong g Paong dedopévwy, o omoiog eivat opatdg oto 18, dmov Ta scripts
AVTLYPAPOVTAL OTO KOVTELVEP Kat peTovopalovtal yla va emtBalovy tn oelpd exTéNe-
ofG TOVG, Ue PAOT TOV TTPONYOLPEVWG avapepBév pnyaviopd Tng eikodvag postgres,

TEKUNPLWHEVO [E TTEPLOOOTEPEG AETITOHEPELEG OTNV eTionun Tekpnpiwon [Pos].

FROM postgres:15.1

COPY create-multiple-postgresql-databases.sh

< /docker-entrypoint-initdb.d/

— 1 create-multiple-postgresql-databases.sh

COPY populate-databases.sh

- /docker-entrypoint-initdb.d/2_populate-databases.sh
COPY --chown=postgres dbod-fgc-dev-dump.sql

< /sql-dumps/dbod-fgc-dev-dump.sql

COPY --chown=postgres dbod-fgc-test-manager-dump.sql

— /sql-dumps/dbod-fgc-test-manager-dump.sql

Listing 18: Pofuion yix 1o pé&ipo Twv okpinT katd THV ekkivyon Tov container Baong
dedopévawy

4.1.2  ANYn €IKOVWV €K TWV TIPOTEPWYV

Tia 11 TEpLo0OTEPES ATIO TIG EIKOVEG TIOL Xpetdletat n) opdda, To CERN kabiotd to ano-

Oetnplo eikdvwv GPN https://registry.cern.ch npoofdoipo akoun kat amod to dia-

diktvo. QoT1600, NOYW NTNpdTWV adetoddTnoNg, N facikn etkova python mov xprotpo-
TIOOQYLE, Eival TIEPLOPLOUEVT), Kat LTOpEL Vo LeTapopTwOel Lovo evw Ppiokeote oTo Oi-

ktvo Tov CERN, mpokalwvtag Tnv amotvyia Tng evtolng docker compose. Tla avtov


https://registry.cern.ch
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Tov AdYo, xpnotpomotOnke pa Avon pe xpron tov sshuttle kat tov docker-in-docker(DinD),
yta va petagoptwholv ot elkOVEG TPV TNV KANON TG evTolng docker compose, av
xpetaotei. To Docker In Docker eivat - 0nwg vmodnAwvel To dvopa - €va KOVTELVEP
docker mpopvBuiopévo pe évav mehdarn docker. Extedwvtag docker péoa oe €va ko-
VTELVEP, TTOPOVLE VA £XOVE TTAN P EAeYXO TOV TtEPIPAAAOVTOG EKTENEDT|G TOV KAl TWV
ovvONKWY ekkivong, xwpig va xpelaletat Sikatwpata root 0Tov Pnxaviopd @uo&evi-
ag 1 Va TPOTIOTOLOVUE OTIOLAOT|TTOTE CVUTEPLPOPE TOV EYYEVODG XPOVOL eKTENEOT|G KAl
neAdtn docker Tov @A0EeEVOHVTOG UNXAVUATOG. AVTO pag EMETPEYE VA XPNOLULOTIOL-
fioovpe 1o sshuttle - pe Tov idlo TpOTO TOL XpPNOLHoTOLEiTAL Yla Ta runtimes Twv &-
Qapuoywyv - wg dpoporoynth, ya va dpoporoynoovpe 0An tny kivinon DinD péow tov
GPN tov CERN, kat ét01 va pmopéoovpie va tpapnfovpe tnv elkova kat va tnv eoyd-
youpe otov eyyevr) mehatn docker tov gtlo&evovvtog pnxaviparog. H vlomoinon tng

KUpLag Aoyikng Sivetal mapakdtw, pe éva mapadetypa Xpriong oo 48, mapandvw.
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# Starts a dind image proxied through GPN and copies auth
< configuration to 1it.
# Optional first argument is the proxy host
setup_proxied dind () {
export PROXY_HOST="${1:-$DEFAULT_PROXY_HOST}”
docker compose -f docker-compose.yml -f
< docker-compose.teleworking.yml up -d sshuttle
export SSHUTTLE_IP=$(docker inspect -f ’{{
< .NetworkSettings.Networks.ccstools.IPAddress }}’
— ccs-sshuttle)
docker compose -f docker-compose.yml -f
— docker-compose.teleworking.yml up -d dind
ESCAPED_DOCKER_CONFIG=$(sed ’s/”/\\”/g’ <<«
— $(generate_docker_config))
docker exec ccs-dind bash -c¢ ”mkdir -p /root/.docker && echo
— \”$ESCAPED_DOCKER_CONFIG\” > /root/.docker/config.json”

# Stops the dind image and the sshuttle container.
tear_down_proxied _dind () {
# ...

# First arg 1s the registry name, rest are images to pull.
prepull_images () {
REGISTRY=$1
# ...
for image in ”${@:2}”; do
image=$REGISTRY/$image
echo ”==> Pre-Pulling $image into DinD container’s docker
- daemon”
docker exec -t ccs-dind bash -c ”docker pull $image”
echo ”==> Loading $image to local docker daemon...”
docker exec ccs-dind bash -c ”docker save $image” | docker load
done
}
# First arg is the registry name, rest are images to pull.
prepull_if_not_exist () {
# ...
REGISTRY=$1
if | images_exist_locally $@; then # Do nothing if all images
— requested exist Llocally
echo ”==> Prepulling images from $REGISTRY through proxy...”
setup_proxied_dind
prepull _images $@
tear_down_proxied_dind
fi

Listing 19: YAomoinon Ay eixévwv pe xprion DinD
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4.1.3 Apopoloynon

Kat ta 800 ovotrpata dpopohrdynong vhomolodvtal wg emmAéov vnnpeoieg docker

compose, 0T0 TPONyoLpévws avagepBév docker-compose. teleworking.yml

sshuttle

To service sshuttle e§aogalifet 0Tt 0 docker daemon Sivel 0To KOVTéLVEP TIG amapati-

Teg SuvatoTnTeG:

sshuttle:
build:
context: ./deployment/local/sshuttle
dockerfile: Dockerfile
container_name: ccs-sshuttle
profiles:
- setup
environment:
USERNAME: ${USERNAME} # ssh user to lLog in as
PROXY_HOST: ${PROXY_HOST} # ssh host to Log in to
cap_add:
- NET_ADMIN
sysctls:
- net.ipv4.ip_forward=1
volumes:
# host’s ssh key 1is mounted into the container to use for
— connecting to the proxy target.
- »”./deployment/local/id_ed25519:/root/.ssh/id_ed25519:ro”
command: [”sh”, ”start.sh”]

Listing 20: Optopdg compose service Tov Spoporoynts sshuttle

evw To {810 To container eival €va am\o kovtétvep pe duvatdtnTeg python, mov éxet
EYKATEOTNEVO TO openssh Kal To sshuttle, kat eKTEAEL TA TAPAKATW KATA TNV EKKI-

vnon, ya va puuiotei wg dpoporoyntng:



46 KE®AAAIO 4. YAOIIOIHXH

# Allow IP masquerading (i.e., NAT).

iptables -t nat -A POSTROUTING -s 192.168.50.0/24 -o etho -j
— MASQUERADE

# Accept paceket forwarding (i.e., routing).

iptables -A FORWARD -o eth® -j ACCEPT

ssh-add /root/.ssh/id_ed25519
sshuttle --dns --listen 0.0.0.0 -x sshuttle:22 --ssh-cmd ”’ssh -v -i

« /root/.ssh/id _ed25519 -o StrictHostKeyChecking=no -o
— ForwardAgent=yes” -r ${USERNAME}@${PROXY_HOST} ©/0

Listing 21: Znueio ei068ov Tov container sshuttle

Socks
The socks proxy service simply starts an openssh capable container, and invokes the
necessary ssh command.

To service Tov socks dpopoloyntr amAwg ekkivei €va container pe SuvatdTNTEG OpEnssh,

Kat EKTEAEL TNV amapaitnTn evIoAn ssh.

socks-proxy:
build:
context: ./deployment/local/socks-proxy
dockerfile: Dockerfile
container_name: ccs-socks-proxy
profiles:
- setup
restart: unless-stopped
expose:
- 1080
volumes:
- »”./deployment/local/id_ed25519:/root/.ssh/id_ed25519:ro”
command: [”ssh”, ”-NT”, ”-D”, ”socks-proxy:1080”, -0”,
— »StrictHostKeyChecking=no”, *’-0”, *”ExitOnForwardFailure=no”,
<  ”${USERNAME }@${SOCKS_PROXY_HOST}”]

Listing 23: Optouog tov service Tov Spopodoynts socks
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PvOuion mehdtn tov dpopoloynti

Télog xpnotpomowwvtag yaml anchors, OAeg oL vmnpeocieq compose TWV EQAPUOYWYV eTe-

KTeivovTal pe Tnyv anapaitntn poduion. Ita tov dpoporoynth socks, Omwg avapépOnke

OTO TIPONYOVUEVO KEPAAALO, e amAr] peTaBAnTr meptBAAAovTog ivat apkeTn yla va

avaKaADYoUV Kal va XpMoLHOTOoovV ot SLadikacieg pip TV KOVTELVEP, EVW YLo TOV

dpopohoyntr sshuttle, mpootiBetal éva script entrypoint ota Kovtélvep Twv e@appo-

YWV, Tov opilet To kovtévep sshuttle wg Ty mpoemheypévn Stadpour| ya Ty KukAo-

@opia oto dadikTvo.

x-teleworking-base-service: &teleworking-config
build:
args:
# socks proxy used only during build time.
ALL_PROXY: ${ALL_PROXY-}
environment:
# sshuttle proxy used during runtime.
SSHUTTLE_IP: ${SSHUTTLE_IP:-}
entrypoint: [”/app/container-entrypoint.teleworking.sh”]
volumes:
- ./script/container-entrypoint.teleworking.sh:/app/
< container-entrypoint.teleworking.sh
# ...
# Extend services
fgc-api: *teleworking-config
fgc-commander-server: *teleworking-python-config
# ...

Listing 24: Enéxtaon Tov service yix vioothipién Spopoloynts

# Make the route through the €‘sshuttle‘ container the default route.
ip route replace default via $SSHUTTLE_IP

exec ”${@}” # Execute the command passed to the entrypoint, as
< normal.

Listing 25: Zyueio e10680v Tov meddty Tov Spoporoynts
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4.1.4 'Evap&n egappoywv

2V kvpla docker compose £vTOA oL ekKivel TIG epappoyég (Listing 13), aivovtat
dvo emmAéov onpeia mapapeTpomoinong $DEBUGGER_CONFIG kot $COMPOSE_OPTIONS.
To debtepo xpnotpomoteital amAwg yia va mepdoovy §tpa mapdpetpot Onwg --build
Kat - -force-recreate, Tov umopovVv va xpnotponondovv katd tn Sidpketa TNG TOTIL-
KNG avantudng yla va emiPAndet avakataokevr twv eikovav.To pwto mpocdétel vro-
otpi&n ya Aettovpyia debugger, mpoepartikd. H petafAntn mepiéxet To povomatt -
VoG akoun docker-compose . yml apxeiov TO OTOLO TAPAKAUTTEL HepLkéG pLOLIOELS TwV

compose service.

# ...
fgc-api:
ports:
- ”127.0.0.1:5679:5678”
command: [”sh”, ”-c”, ”python -m debugpy --log-to-stderr --listen
— ©0.0.0.0:5678 -m uvicorn --host 0.0.0.0 --port 8080 --reload
< server.main:app”]
fgc-commander-server:
ports:
- ”127.0.0.1:5681:5678”
command: [”sh”, ”-c”, ”python -m debugpy --log-to-stderr --listen
< ©.0.0.0:5678 -m uvicorn --host ©0.0.0.0 --port 8080 --reload
< server.main:app”]

Listing 26: Yrootripién yia debugging Siepyaoiwv python oe docker compose

) pdén, autd TOL TAPAKAUTITEL ELVAL 1] EVTOAT} IOV EKKLVEL TIG EQAPUOYEG, TUALyO-
VTAG TV pe pia é€tpa Siepyacia debugpy, kat kdvovTag kdmota port Tov container mpo-
oBaotpa arm’to Siktvo Tov PLro&evouvTog LTTOAOYLO T, Yo oVVSEDT LEow evOg debugpy

client, 6mwg yia mapdaderypa éxet to VSCode.

4.1.5 Teppatiopog

Téhog, o Spopoloyntig socks teppartiCetal, ovTwWG WoTe va ano@evxBodv cuykpov-

o€lG Kata T didpkela NG Aettovpyiag Twv epappoywy, kat va BeAtiwdei n enidoon twv
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OVLOTNUATWY OTIOV YIVETAL 1] AVATITUEN TWV EPAPHOYDV.

4.1.6 EmokOmNnomn TOv OKPUTT VTOGTNPIENG TOTIKNG AvATTVENG

./script/start-local-development.sh -h
Usage: start-local-development.sh [OPTIONS] [SERVICE...]

Start the local containerised development

Options:
-a Run all apps.
-b Build services. (--build option
« for docker-compose)
-d Disable VS Code debugger.
-h Print help.
-n No proxy.
-0 Use production operational files
<~ 1instead of development operational files.
-r Recreate services. Useful when you

< have proxy connection issues or want to clear ad hoc changes
— to the containers. (--force-recreate option for
— docker-compose)

Listing 27: Mdvyua BornBeia Tov okpint exkivions Tomxhs avantvéng

4.2 AwaBeon og vTOAOYLOTIKA CLUTAEypaTA

Exovtag mpooPBacn oto cvvepyatikd SOKIHAOTIKO Tpdypappa Twv Tpunpdtwv ATS-IT
yta Kubernetes oto Texvikd Aiktvo og mpwipo otadio tov, eixape tn dvvarotnra va
Snpovpyodpe vTOAOYLOTIKA CLPTAEyHaTa KaTd BoOANOT, pe emmA£ov vtooThpiEn yia

TG €§N¢ Paoikég Aettovpyieg:

o LetsEncrypt: Ta avtopartn dnpovpyia kat avavéwon miotonowmtikawv SSL.

o CSI-NFS-Driver: ITov xpnowomnowmfnke ywa tnv vootipén g Aettovpyiag

Twv Persistent Volumes.
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4.2.1 ArgoCD

To ArgoCD xpetdotnke va 1o eykataotroovpe epeic. H Sadkaoia eival yevikotepa
arr), TAnV 600 TPOCOHNKWY TTOL HTAV ATAPAITNTES YL TNV LTTOOTHPLEN TNG TavToTOIN-
ong oidc Tov CERN «kat To mpoavagepBév helm-secrets yia TNV anokpuntoypaenon

HLOTIKWYV TIOL £X0VV KpLTITOYpagnOei pe Tn xpriomn sops.

# Create the argocd namespace.
kubectl create ns argocd
# Create the secret containing private key for decrypting secrets.
kubectl apply -n argocd -f - <<EOF
apiVersion: vl
kind: Secret
metadata:
name: helm-secrets-private-keys
type: Opaque
data:
key.asc: $(base64 -i <path-to-file-with-private-key>)
EOF
# Install ArgoCD.
helm install argocd ./argo-cd -n argocd

Listing 28: Eykatdotaon ArgoCD

21 ovvéyela, xprotpomowwvtag T uébodo app-of-apps, umopovpe va kavovpe Stabé-
OLULEG TIG EQAPUOYEG HAG, TAPAUPETPOTIOLDVTAG TEG He Eva values apxeio yaml pe omoteg
puBpioelg xpetdlovTtal yia Tov ovykekpipévo kabe popd oToXO0, e OV Hag TapéuPaon
TNV £YKATAOTAOT) €VOG KUpLov Application, To 0moio eumepLEXEL TIG EQAPHOYEG. ZNHELWD-
vetat 6Tt divetan kat n duvarotnta va mapakoAovBovvral kKhadid git kTdG TOL KLPiwWS,
XPNOLn Aettovpyia kat Ty avdntvén kat Ty emdtopbwon opatpdtwy tng idtag g

nedodov didbeong epappoywv

export CCS_REVISION=<revision> export CCS_ENV=<environment> &&
< envsubst < entrypoint.yaml | kubectl apply -f -

Listing 29: Evroly] eykatdoracys Tov kUpiov Application
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apiVersion: argoproj.io/vlalphal
kind: Application
# ...
source:
repoURL: *https://gitlab.cern.ch/ccs/fgc_web.git”
targetRevision: ”${CCS_REVISION}”
path: deployment/kubernetes/entrypoint
helm:
valueFiles:
- /deployment/kubernetes/.envs/${CCS_ENV}.yaml
- secrets+gpg-import-kubernetes://argocd/
— helm-secrets-private-keys#key.asc?../.envs/
— ${CCS_ENV}-secrets.yaml
# ...
destination:
server: ’https://kubernetes.default.svc”
namespace: argocd

Listing 30: App of Apps entrypoint.yaml

entrypoint

F— values.yaml
I templates
|

| ...

| F fgc-commander.yaml
| L fgc-api.yaml

L Chart.yaml

Listing 31: Aoy} apyeiwv Tov Kvpiwg chart

Me avto Tov Tpomo 1 Sabeon véwv epappoywy eivat amdr, kabwg apkel va kavovpe
commit éva véo Application oto @dkelo templates mapamdvw, mov va Seixvel oe éva
véo chart, emiong anmoBnkevpévo ato anobetrplo, kat ot aAlayég epapuolovtar avtd-
HaTa 0TO GUUTAEYHA. YTOoTNpileTal EMiONG 1] AEVEPYOTIOINOT EQAPUOYWV OE CLYKE-
Kppéva meptPAAAOVTA OTOXOVG HEOW TOL apxeiov <env>.yaml yla TO CUYKEKPLUEVO
neptBailov oToXoL -xwpig va xpetaletat va aAAnAemiSpdoovpe dpeoa e To COUUTAEY-

Ha Yo Vo Qappooovpe TG alAayéc- mpoobéTovTag pa ouvinkn 0To OXETIKO apyeio
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<app-name>.yaml ota entrypoint/templates.

{{ if (dig ”fgc-api” server” tag” false .Values.apps) -}}
apiVersion: argoproj.io/vlalphal
kind: Application
metadata:
name: fgc-api
# ...
{{- end -}}

Listing 32: Yrootipién QTTEVEPYOTIOINONG EPApUOYwy 070
entrypoint/template/fgc-api.yaml

4.2.2 Applications

o ta idta Ta Applicatiion, xpnotpomotmoape éva chart helm yia 1o kabéva. Ot me-
PLOCOTEPOL AT TOVG ATAPAUTTOVG TTOPOLG NTAV OL idLoL Ylat OAEG TIG EQPAPHOYEG, OTOTE
dnovpynoape kat ovvrnpovoape mapdAinia pe pa dAAn opada tov CERN, éva kot-
vo chart BitBAoBnkn. To chart xetpiletat GAovg TOVG KOLVOLG TOPOVG Ka SrovpyrOnke
HE TETOLO TPOTIO WOTE VAL EAAXIOTOTIOLEL TIG YVWOELG TTOV AMAULTOVVTAL YLat TT) XPTOT) TOV.

Ta kdBe epappoyn, xpnotpomomOnkav tpia apxeia values:
o values.yaml: Ot 0TATIKEG YEVIKEG TIHEG VLot ONEG TIG EQPAPHOYEG O OAOVG TOVG
otoxovg ddbeong.
+ .envs/<env>.yaml: Ot avd o1oxo S1dBeong Tipés.
+ .envs/<env>-secrets.yaml: Ta puoTikd IOV a@opodV ToV TpEXOVTA OTOXO OLd-

Beong, kpumToypagnuéva pe sops.

H evtolr| mov avagépbnke oto Listing 29, kat ovykekpipéva n petapAntr CCS_ENV xpn-

OloToLEITAL YLot Vo eTIAEEEL TO TUMHA <env> TwV Tapamavw apxeiwv values.

[Tépa and avtd, n Stabeon Twv MEPLOCOTEPWV EPAPHOYWYV ELVAL APKETA TUTIOTIONUEVT,

Le TOoVG e€G TOPOVG avd EQapoyn:

 Deployment: Xeipiletat to faoikd container TngG eQappoyng.
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« Service: EkOétel Tnv e@appoyn oto cdumieypa.

« Ingress: ExOétel Tnv e@appoyn oto dradixktvo.

o ConfigMap & Secret: Ilapéxel 0TnV €Qappoyr TNV anapaiTnTn TapAPETPOTOIL-

101, IOV TIPOEPXETAL AT T apyeia values.

Ta frontend Twv epappoywv xpetalovtay Opws Aiyo mapamavw okéyn, kabwg taVue. js
frontends oe mapaywyn eivat anAwg otatikd apxeia kat pénel va Stakopifovtat anod
évav web server. Tavtoxpova, ot petaPAntég meptBAAlovTog EVOWHATWVOVTAL OTIG €-
QaployEg katd tn Stapketa TG dtadikaciag kataokevng, k&t mov Ba dnpovpyovoe éva
npoPAnua N x M, kabwg Ba énpene va kataokevacovpe N frontends yia M otdyovs.
H Mon frav va xpnoiponotjoovpe éva HOVo KOVTELVEP NginX, Va KATAOKEVACOVHE Ta
frontends 010 oOpmAeypa kat va TomoOeTHOOVE T TAPAYOHEVA APXEIR KATAOKEVTG
o€ avTO KaTd T SldpKela TNG EKTEAEONG, XPNOLHOTOLWVTAG £va ConfigMap yla va ma-
papeTpomolroovpe TG dtadikaoieg KATAoKEVNG, Kat Evav KotvoxpnoTto volume yia va
HOLPAOTOVE Ta apyeia kataokevng ueta&d twv builders tov frontend kat Tov kovTévep
nginx. Avti n mpooéyylon eixe To mpdobeto mAeovékTnua 0Tt Sev xpetaldtay éva emt-
nAéov Argo Application resource avd frontend, kaBwg OAa Staxepilovtav anod To idto
Application resource, mov pie Aiyo helm templating, Snuiovpyovoe éva véo Deployment

yta k&0Oe builder frontend.

{{- range $name, $details := .Values.apps }} # Loop over app keys 1in
— <env>.yaml

{{- if hasKey $details “client” }} # if app key has a ’client’ key
{{- $args := dict ”Args” (dict ”name” $name “details” $details) }}
{{- $context := merge $args $ }}

# Create a deployment for the frontend builder by merging the custom
— deployment with the Library one.

{{ include ”library.util.merge” (list $context

< ~web-server.client.deployment” library.deployment”) }}

{{- end }}
{{- end }}

Listing 33: Aquovpyia Twv deployments yia to frontends
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4.3 Avtopatomou)oetg otnv avantun kat dtabeon Twv &-

PAPUOYWYV
4.3.1 Xvvexne evoopatwon (CI)

Ta Gitlab jobs fjrav Sopunuéva pe T€Tolo TPOTO WOTE VAL APALPOVY OGO TO SVVATOV Tre-
pLOCOTEPT EMAVAANYT, KATL TOL SLOTVXWG SeVv TV £PIKTO 0 OAa Ta onpeia, kabwg
n ovvtaén tov Gitlab CI eivat oe kdmola onpeia KakOG TEKUNPLPEVN Kat oe dAAa dev
ETUTPETIEL XPTIOLUN OVUTIEPLPOPA Yla TeXVIKOUG Adyous. Ta jobs meplopilovtav va tpé-
XOVV Hovo 0to kvplo branch, kat tooo ta build 600 kat ta deploy jobs evepyomotovvtav
aUTOHATA OTAV YivOvTay aANayEG CUYKEKPLUEVEG YLa (Lo EQApPUOYT] 0TO KUpLo branch,
aANd propovoay emiong va TpEEoVY KATOTILY AUTHUATOG, kdvovTag push éva git tag oo
anoBetrpto mov akohovBel pa cuykekpiuévn ovvtaln. Yrnpée emiong oxéyn ya mpo-
00nkn lint kat test jobs yia kdBe epappoyn, WoTOCO oL TEPLOTOTEPEG SeV elxav eKTevN

-1 kaBOAov- test suites, omdTe anevepyomnotiOnke.

s )
@ Powerspy @ FGC API Powerspy @ FGC API
Client Server @ Client Server
Build Build Deploy Deploy

N
Client Server Client Server
Build Build Deploy Deploy
Base Base Base Base
J J

N
Build Deploy
Base Base
J

Base

Ixnua 4.1: Aoun Twv gitlab jobs

Ta build jobs, xpnowonotoboav to Dockerfile kdbe epappoyng kat xepifovtav tnv
KATAOKELT Kal TNV amooTOAN TwV elkovwy oTto armobetrplo eicovwv tov CERN. Kabe
EIKOVA ATTOOTEANETAL XPIOILOTIOLWVTAG HEPLIKEG OLAPOPETIKEG ETIKETEG Yl VAl SLEVKO-
Abvel tn xprjon kat TNy Tapakolovdnon Tov and moto git commit katackevaotnke. H
KVpta poomafeta HTav va puloTel cwoTd kat va emektadei n faocikn eikdva kaniko

nov mapéxetatl and to CERN, kat Aiyo trial & error yia va avakaldbyovpe moon and
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™ AOYIKI| auTOpaTNG evepyoToinong Twv jobs tov gitlab pmopovoape va petagpépovpe

ota Baotkd jobs kat va amo@lyove TNV eMavaAny.

4.3.2 Xvvexng duabBeon (CD)

Oa Eexivioove e Wa TepLypar TG Tpwtng mpoondbetag, xpnotponotwvtag to ArgoCD-
Image-Updater, to omoio mapdlo mov Sev fjrav avtd mov tehkd emAégape, ennpéaoe
TNV TeAkn mpoogyylon kat BoriOnoe otnv Mo akptPn avakdAvyn Twv anaTHoEwy, o-

Sdnywvtag oe pia TOAD amhoboTepn -av Kat xelpomointn- Avon.

Anonepa pe ArgoCD Image Updater

Onwg avagépnke mapamavw, n opdda eixe meptoplopévo mpovmoloytopo kat péyedog,
oTOTE €vag amod TOVG KVPLOVG Tapayovteg oxediaong nrav va anogevyxbodv ot xelpo-
noinTeg/mpooappoouéveg Aoelg 600 To SuvaTtov meplocoTePo. Me avTd Katd vov, a-
nogacicape va xpnotpomnotjoovpe to Stko6 tov plugin tov ArgoCD yia CD, mapdAo mov

frav -kat eEakoAovbel va eival- o€ KatdoTAON TPO-KVKAOPOPIAG.

H xprion tov ArgoCD-Image-Updater dtav xpnotponoteitat nén 1o ArgoCD eivau pua
amAn} Stadikacia dvo Prpdtwy, eidikd otav xpnowpomotovvtal helm charts. Ilpwta €-
TIPETE VA TO avanTOEOVE 0TO CUUMAEYHA, KATL IOV OTNV TEPIMTWOT LAG UTOPOVTE
va yivet ovpnepthappdvovtag to emionpo chart tov wg e§dptnon oto Deployment tov
ArgoCD kat pvBuilovtag to Aiyo péow tov apxeiov values. XTn OLVEXELQ, EMPETE Va
emonuavovpe tovg mopovg ArgoCD Application pe ta katdAAnAa annotation, péow

TV omolwv pnopel va kabopiotei n moltikn eviuépwong kdbe eikdvag.
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kind: Application
metadata:
annotations:

dependencies:

# ...

- name: argo-cd
version: 5.36.11
repository:
—~ Yoci://registry-tn.
< cern.ch/common”

argocd-image-updater.
— argoproj.io/

— image-list:

— web-server=<repo>/
< <image>

Listing 35: PvOuion evog ArgoCD
Application yix yprion tov Image
Updater

Listing 34: Eyxatdotaon ArgoCD
Image Updater

Opwg, Aoyw Tng Xprong evog git amobetnpiov yia Tnv anodnkevon Twv evnepwoewv
ETIKETAV EIKOVAG, KAl TNG OUAdAG Va EXEL LOXVPEG ATIAUTHOELG VAL TIAPAELVEL OE vl HO-
vo monorepo Tov mepAapPdvel OAo Tov kwdika eQapUoyng kat T Stapdpwon Tov
ovunmAéypatog, Oa énpeme va emPapuvBoiie pe TO KOOTOG TNG KAWVOTIOINONG TOV ATto-
Betnpiov oT0 oVpUTAEYHA, Yia va evijpepwoet To ArgoCD-Image-Updater. Avtd dev Oa
fTav anapaitnta eunodio, av to Image-Updater eiye vmootipi&n yia pnxés kAwvorot-
NOELG, N av uropovoe va Sratnprioet o git clone peta&d twv eviuepwoewv. Iepdoape
Aiyo xpovo vlomolwvTag To TeEAevTaio Kat To SoKIpaoape pe emtvyia oe £va CUUTAEY-
Ha, aAAd ovveldnromowoape puetd 0Tt N péBodog Siatnpnong dev emétpene TNV mapa-
KoAovOnon TOANATAWY SLaQOPETIKWY CUUTAEYHATWY XPNOLIHOTOLOVTAG TO iSto branch
oto i8to repo. EmmAéov, n opada avamtvéng tov plugin dev fjrav diaitepa evepyn kat
1 pooappoyn Hag, Kabwg kat pia avagopd COAALATOG EHELVOV AVATIAVTNTES Yia TTOAD

Katpo, TOAV HeTd TNV VAOTOINON TNG EVAANAKTIKNAG pag ADong.

IIpocappoopévn Avon

Ta deploy jobs mov xpnotpomowoape oty Tpooapuoopévn Avon eivat Aiyo o evdia-
@épovta, kabwg Sev mpokalovv dpeoa Tig avantugels. Onwg avagpépbnke mponyovpe-
vwg, 1 déa frav va eEaptnBovpe and to ohvolo Aettovpylwv Tov Argo yia Tov ovy-
XPOVIOHO peta&d Tov amobetnpiov kat Twv oVUTAEYHATWY. ALTO anhomoinoe ToAL Tnv
vlomoinon, agatpwvtag kdbe TOAVTAOKOTNTA TOV TTPOKVTITEL and TN pOOULON TNG €-

TUKOWVWViaG HeTalh SlaPopeTIKWV CLOTNUATWY -0€ AVTH TNV TEPIMTWOT, anobeTnpiov
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Kat CUUTAEYHATWYV- Xetpokivita. Qg anotéheopa, Ta deploy jobs katéAn&av va xpeld-

CeTatl amAG va eVHEPDVOLY €va HOVO apyeio oTo amobetrptlo.

To apxeio avto eivat éva emmhéov helm values apxeio mov mpootédnke oto 4.2.2 ma-
pamavw, ovopalopevo latest.yaml. Tlepiéxet Tnv Tehevtaia eTikéTa EKOVAG yLot Kd-
Oe kovTévep Tov kataokevaletat and ta gitlab pipeline. e ovvdvaopo pe Aiyo helm
templating logic 0TIg avanTugelg, UTOPOVE TPOALPETIKA VAL KAVOULE TIG avantigelg va
TapakoAovBolv TNV TeAevTaia KATAOKEDT, Yla OTOLOSTOTE KOVTELVEP Og OTIOLOVT -

TOTE 0TOX0, OpiloVTag TNV ETIKETA OLYKEKPLUEVOL GTOXOV O¢ ° latest’.

# Gets .Vales.apps.fgc-api.server.tag (deployment target tag)

{{- $envTag := (index .Values.apps ”fgc-api” ”server” ”tag”) }}

# Gets .Values.latest.fgc-api.server.tag (latest build tag)

{{- $latestTag := (index .Values.latest ”fgc-api” server” ’tag”) }}
# If the target specific tag is latest, use the latest build tag.
{{- $overrideTag := (eq ”latest” $envTag) | ternary $latestTag

- $envTag }}

{{- $overrideRepository := (index .Values.apps ”fgc-api” ”server”
< repository”) }}

{{- $overrideDict := dict *”Values” (dict ”image” (dict ”repository”
— $overrideRepository *tag” $overrideTag) ) }}

{{- $context := merge $overrideDict . -}}

# Instantiate a deployment with the proper tag.
{{- include ”library.deployment” $context -}}

Listing 36: Aoyik#) Helm templating yio Tnv napaxolovOnon ty¢ tedevtaiog kataokev-
1S
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.deploy_base:

stage: deploy

# ...

script:

- git config user.email “deploy-bot@runner.com”

git config user.name ”GitLab Deploy Bot”
# Setup remote using access token from Gitlab CI Variables
git remote add gitlab_origin https://
— oauth2:${CI_GITLAB_ACCESS_TOKEN}@gitlab.cern.ch/ccs/fgc_web
# Checkout master branch (single source of truth for all
- targets)
git checkout master
git pull
# Update Llatest tag of the app
- yq --inplace ”.latest.${image name}.tag =
< \”${CI_COMMIT SHORT_SHA}\” | .latest.${image_name}.tag
— style=\"double\”” deployment/kubernetes/.envs/latest.yaml
- git add deployment/kubernetes/.envs/latest.yaml
- COMMIT_MESSAGE="Update ${image name} latest to
—  ${CI_COMMIT_SHORT_SHA}”
- git commit -m ”${COMMIT_ MESSAGE}”
- git push gitlab_origin master -o ci.skip && break

Listing 37: Deploy job tov Gitlab CI



Eniloyog

To televtaio ke@dlato cuvoyilel Ta kVpLa puépn TNG TPOOTIABELAG KAl TWV GLVELGYOPWV.
[Mapéyer pia extipnon Tov oxedlaopov kat tng vAomoinong, kabwg kat mpoteivel mbavég
eMEKTAOELG Kat PeATidoelg ov Ba pmopodoav va mpooteBovv oto péAlov, kamoleg ano

T1G omoieg 110N Ppiokovtat oe eEENED.

5.1 Xvunepacpatika XxoAa

To apxko {nrovpevo tng Béong rav n Pertiwon g vtodourg avantvéng kot Stdbe-
ong. T va To emtvyovpe avTd, Xwploape TO £pyo Kal AVTILETWTIOAUE KAOe LEPOG

Eexwplotd, Staopaiilovtag tn ovpPatdotnta petagd Tovg OToL HTAV ATAPAITNTO:

o Metagépape tnv vrodopn avantving oe tomkd povtélo, StevkoAdvovTag To
OTNOLO Kat TN Xpron Tov, kat StaopalifovTtag 0Tt eivat ouvenég petad Stago-

PETIKWYV TIPOYPAUUATIOTWYV KAl CVOTHUATWY.

o BehAtuwoape tnv vodoun Sabeong epappoywy, kKaAvovtag tnv mo avOektikn,

KALLAKOVHEVT Kat €DKOAN 0TV avamapaywyr).

» BeAuwoape v eunepia avantuéng kat Stabeong pe CI/CD, apalpwvtag epno-
St kat TOAVTAOKOTITA HETAED TWV TIPOYPAUUATIOTOV KAl TwV TEPPAANOVTWY

d1dBeong.

Avtd 110n €xouv StevkoAvvel TNV €vtagn véwv pedwv oTnv opdda kat Ty évapén ovvel-

0@opag oTig Tpoonabeleg TG opddag, kabwg Kkat TNV e0Tiaon TWV LIAPXOVTWYV HEAWV

59
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otV avantugn avti yia v avtipeTwnion npofAnudtwy 1 t Staxeiplon cuoTnudtwy.

Kata tn Suapketa avtod tov €tovg+ (14 unveg) dovAelds, ovxvd ocvvavrnoape eumod-
St kat mpokAroelg. Mepikég popég Ppiokape cQAApHATA 0TV LTOSOUN TIOV TTAPEXETAL
arno 1o eowteptkd Tunpa IT tov CERN, 6nwg n avakdAvyn 6Tt 0 XpOVOG O€ [HePLKOVG
KopPovg tov cluster anoktovoe otabepr| anokAion, TpokalwvTtag anpoPAenteg ocvpe-
PLPOPEG OTIG EPAPHOYEG. AANEG POPEG TUVAVTOVTAYE TIEPLOPLOUOVG OTA EPYANEL TTOV
elyape emAéget, Omwg ta mpoPAnpata tov ArgoCD-Image-Updater dtav xept{otav a-
noBetrpta o fTav oAV peydAa. Kat Stapkwg avtipetwnifape ntrpata mov eloayo-
vtav efwtepikd 1 eixav mapaAngdei apxikd, yia va Stacgakicovpe 6Tt 1 opada prmo-

povoe va ouveyioel va epydletal xwpis Slakomeg.

5.2 MeXlovtiko Epyo

AvTo mov ev TéAn dnovpynoae eivat pia otabepr) faon yia Ty opdda va xtioet mévw
™G, Kat €vag OxeTIKA avOeKTIKOG TPOTOG Yia Vol TO KAvel avtd, woTooo e&akolovbei va
elvaw éva épyo oe e§€NEn, vtootnpilovTag éva oXETIKA UKPO VTTOCHVOAO amtd OAa Ta

O@EAN TTOVL UTTOPOVV VAL TTPOKDYOLV atd Ta epyaleia IOV XPMOLHOTOLOVE TWPAL.

o Tew-Egedpeia: To eowtepikd TN cloud tov CERN emexteivetal avtn tn oTiy-
un o€ éva devtepo kévtpo dedopévwy oe dtagopetikn meploxn Tov CERN, omov
pmopovpe va Siekdikoovpe Hepikovg akopn kOpPovg yla va BeAtiwoovye me-
PAUTEPW TNV A&LOTIOTIA TWV VTINPESLOV pag. AvTO €xet NN SokipaoTei, kot 1
npoodnkn véwv kopPwv ot éva vrapyov cluster eivat Tooo amAn} 600 1 ekTéAeon

HLAG EVTOANG.

« Karaypagn xat ITapakorovbnon: Avtr tn otiyun xprotponoteital o mivakag e-
Aéyxov Tov ArgoCD yia v mapakoloddnon Tng KATACTAONG TWV EQAPLOYWDYV.
Avto eivat oxeTikd Baotkd kat eprpepo, ondte e€etalovtal aMa epyaleia, Onwg
1o Prometheus kat o Grafana, yla va mapéxoov pua mo avOekTikr Kat pakpo-

Xpovia Avon.

o EmPoAn} SemVer pécw CI/CD: H Semantic Versioning 161 epappoletat mpoe-

PALTIKA PE€ow TV gpyaleiwv Tov €xovv dnpovpyndel yia va fondroovv otnv
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aAnAemidpaon pe Tig pogg epyaociag CI/CD. Qoto00, avtd Oa pmopovoe va e-
TuPAnOei mepatépw, mpooBétovtag Aoyikn oTIS iSLEg TIG poEg epyaciag yla va

ATMOKAEIOVTAL AUTHHATA Merge TToL 8eV CLUHOPPWVOVTAL P TNV EKSOON.

« Avtopatomnoinon tng dnuovpyiag véwv egappoywyv kat vnpeotwv: Eva and ta
KUpla 0péAN NG pHetdPaong oe pa SNAwWTIKN Tpocéyylon vodoung Pactopévn
oe yaml, eivai 0Tt eivat A€oV eVKOAN 1) SLaXEIPLOT) TOVG TPOYPAUUATIOTIKA. AVTO
onpaivet 6Tt givat Théov duvato va avtopatononBodv ToANEG Stadikacieg mov
TPONYOLPEVWG TV HOVO Tekpnplwpéveg oe apxeia README kat éyypaga, kat
énpeme va akohovBolvTal xelpokivnta. Avto mepthapPavet tn dnpiovpyia véwv
EQAPHOYWYV KAl VTINPECLDY, kaBwg katl TNV avantvén Stdbeon epappoywv oe véa

nepParlovra.

+ Evowpdatwon tov Cilium Gateway API: Ot kAdotep OV map€xovTat amod To TUr-
ta vrrodoprg Tov CERN xpnotpomnolodv 1o Cilium wg CNI. Avtd onpaivel o1t
pnopovpe va ekpetarlevtovpe v vroothpén tov Cilium yia to Kubernetes
Gateway API, yia va mapéxovpe évav mo avOekTiko kat ac@ain Tpomo ékBeong

vnnpectwv otov £&w kdopo Kat petafd Tovg.

Ev téAn, To onuavtiko eivar 6tL n opdda ndn xpnotpomnotei evepyd ta epyaleia mov é-
xoupe avamtdel, kat autd £xouv 0dnynoet oe apeca opatég BeEATIWOELG OTNV epmeLpia
TOVG KAL TNV IKAVOTNTA TOVG va tapayovy anotehéopata. H eAnida eivan 61t Oa ptaoet
obvTopa o€ éva onpeio 6Tov Ba pmopovv va BewpnBolv TAN PN Oe XAPAKTNPLOTIKA, O
@OV 1 oAda ATTOKTIOEL TIEPLOTOTEPT] AVTOTIETOIONOT) O€ AVTA, Kat OTOLASTTTOTE AVAYKN
yla xepokivntn mapéupaon elaxiotononOei 1) petagepOei otny evOHVN TNG opddag v-
nodopng. Avtd Ba agatpéoel omoladmoOTE avayKn Yo £vav pOAo HnXavikov LTTOSOouNG

otV opada, EKTANPWVOVTAG £TOL TOV TEAIKO HAG GTOXO... VA YIVOLUE TTEPLTTOL.
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Introduction

The first chapter will attempt to summarize the historical and technological backdrop of
the current endeavor, give a description of the issues and the requirements that guided
this work, as well as any existing solutions wherever applicable. It will end with a brief

summary of the endeavor itself.

1.1 Motivation

Even though the internet would no longer be considered a new technology, the tech-
nological world is still in its infancy when it comes to finding ways to properly explore
the possibilities it provides. One good such example is the idea of cloud computing, a
relatively recent term - only since the 1990s - and with advancements like Kubernetes
being even more recent (2015). Kubernetes along with Docker, have revolutionized the

idea of the cloud, bringing it into the mainstream.

1.2 CERN

CERN has been at the forefront of such developments throughout its existence, with
the creation of the World Wide Web credited to one of its members, but also with lesser
known projects such as the LHC Computing Grid. It is therefore no big surprise that
the next step in CERN’s computing infrastructure is shaping up to be a move towards
Kubernetes. In fact the standard deployment for a big part of the organization’s appli-

cations is already based on Kubernetes.
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These tools however, have already proven to be invaluable in simplifying development
and deployment concerns, which makes them a welcome addition to developer teams,

even if there still is overhead to using them.

The last remaining subset of internal tools that remains to be migrated to using con-
tainers and Kubernetes, is the most integral, CERN’s Technical Network (TN) applica-
tions, usually mission critical applications, that exist and are accessible only within a
(fire)walled oft Computer Network mainly for security purposes, and usually require

strong high-availability guarantees.

This is what a recent joint project between two CERN departments (the ATS-IT Kubernetes
initiative) is attempting to solve, by providing a Kubernetes platform inside the Techni-

cal Network (TN).

1.3 SY-EPC-CCS

1.3.1 Accelerator Systems (SY)

The SY department stands for Accelerator Systems department, and is responsible for
the accelerator beam-related technical systems of Beam Instrumentation(BI), Beam Trans-
ter(ABT), Electrical Power Converters(EPC), Radio Frequency(RF), Targets, Collima-
tors and Absorbers(STI). It is responsible for maintaining, operating and upgrading the

accelerators themselves.

1.3.2 Electrical Power Converters (EPC)

The EPC group is in charge of the design, development, procurement, construction,
installation, operation and maintenance of electrical power systems for all accelerators,
transfer lines, experimental areas and tests facilities at CERN. This includes the power
converters used to power the magnets and other devices that make up the accelerators,
as well as the power supplies for the various detectors and other equipment used in the

experiments.
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1.3.3 Converter Controls Software (CCS)

The SY-EPC-CCS section at CERN (Accelerator Systems - Electrical Power Convert-
ers - Converter Controls Software) handles as the name implies the Controls Software
for Electrical Power Converters used at most accelerators and other infrastructure in
CERN. The section is split into three subsections the FGC team, which handles the
firmware and low-level software that directly interfaces with the Controls hardware (cre-
ated by its sister section SY-EPC-CCE). The Tools team, which is responsible for devel-
oping the applications that allow controls experts to configure, adjust and troubleshoot
various setups by providing a user friendly interface and powerful data processing and
visualization capabilities. Finally the Industrial Controls team, develops and mainly

maintains the functionality of all PLC based controls platforms.

The tools provided by the Tools team are often mostly under active development with
new features being requested by their users, and need to be highly available to facilitate
investigating and fixing problems as fast as possible. These are just two of the reasons
the team opted to onboard the ATS-IT Kubernetes project even before it exited its Proof
of Concept stage.

FGC Commander

FGC Commander is the crown jewel of the team. It’s goal is to provide a user-friendly
way to inspect and adjust all the power converters that are under the section’s overview.
It is a web application, used by experts from many other teams, with varying degrees of
computer literacy, and for this reason, provides as much information as possible through
visual queues, and as much assistance as possible for running commands to diagnose

and adjust the behaviour of the converters.
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Figure 1.1: FGC Commander

FGC API

FGC API is the backbone of most of the team’s tools. It's a central RESTful API that
provides an abstraction over the firmware that runs on the Front-End-Computers and
the power converters themselves. This is what most other web apps use to query the
hardware and send commands to it. It being centralized, means there is the least amount
of repetition in the codebase, especially for mission critical logic, and since it also is a

RESTful API, it’s easy to horizontally scale.

Powerspy

Powerspy is the main diagnostics and analysis tool. It uses a custom made visualization
library on the frontend, to allow for very high definition graphs, and on the backend it
connects with a couple different databases, to provide access to historical data, that can

be acquired manually using the same app, or automatically after failures or other events.
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Figure 1.2: Powerspy

1.4 Problem Statement

The task of modernizing the infrastructure of the team’s tools can be split into a few
steps:

1. Containerizing all application components

2. Adding support for local application development

3. Configuring deployments to Kubernetes clusters

4. Automating updates & upgrades (CI/CD)

1.4.1 Containerizing all application components

The main difficulties here lay in identifying each application’s system dependencies,
which where only documented on the provisioning manifests of the machines where
the applications where already deployed. Therefore this was also a good opportunity to
standardize environment variable handling, and remove unnecessary system and appli-
cation dependencies. Furthermore, we had to tackle application environment variables,

especially when it came to application clients (frontends), since those are "baked” into
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the application build at build-time, leading an N x M problem (/N apps-/ deployment
targets)

1.4.2 Adding support for local application development

As previously mentioned, CERN utilizes a Technical Network (TN), this is alongside a
General Public Network (GPN) which has Internet Access, but is only accessible through
specific gateways, mainly for security, but also for contracting reasons, since CERN

sometimes has contracts that provide access to software only inside its networks.

This poses some interesting challenges when trying to support development from user’s
local machines, especially nowadays, when teleworking has become standard in work-
places. Solutions needed to be found to allow for accessing the CERN internal python
package registry, specific Docker images from the CERN container image registry, and
more importantly, routing all application network traffic through the TN, to simulate
the actual running environment and have access to real devices during application de-

velopment.

1.4.3 Configuring deployments to Kubernetes clusters

Mapping a docker environment to a kubernetes one, even though a lot more straight-
forward than replicating a bare-metal one to a new host, can still be challenging, in our
case there was the added concern of doing so in a way that easily supports deploying to

different clusters using the same configuration.

1.44 Automating updates & upgrades (CI/CD)

Finally, a need for automation to assist with updating and upgrading an application
as painlessly as possible. Here the ideal end-goal would be abstracting away from the
developers all of the details related to building and deploying a new version of an ap-
plication. Although a relatively common requirement in the industry, it still ended up

requiring quite a bit of investigation and a good amount of custom tools and solutions.
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1.5 Existing Solutions

1.5.1 Adding support for local application development

The previously used technique to achieve similar results was by providing each team
member with a Virtual Machine that would reside within the Technical Network (TN),
where they would then perform all development. This was a sub-par solution, since it
led to delays for provisioning the machines, added a lot of sysadmin overhead in regards
to OS updates and upgrades, as well as setting up and configuring the machines, and

increased the attack surface of the Technical Network itself.

1.5.2 Configuring deployments to Kubernetes clusters

HELM

Figure 1.3: Helm logo

An existing solution, if it could be characterized as such, is the use of Helm (see [Hel]),
to assist with separating the configurable from the static parts of the configuration. That
proved useful for reducing the amount of maintenance overhead of the configuration

however, most of the requirements and issues had to be addressed on a case by case basis

1.5.3 Automating updates & upgrades (CI/CD)

Given the fact that this is a relatively common issue, there are a few community and
enterprise driven solutions that claim to handle this part of the problem. The two main
ones however are ArgoCD and Flux. Each one comes with its own design decisions

and shortcomings, both however attempt to tackle the issue of Continuous Delivery
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in a world that is moving away from imperative deployments, and towards declarative

infrastructure.

ArgoCD

Ofgo

Figure 1.4: ArgoCD logo (and mascot)

ArgoCD is overall more opinionated, offering a nicer experience when starting out, and
focuses more on making maintainance and synchronization of cluster configuration and

Kuberentes resources easier.

Under the hood it is implemented using mainly the Application Controller which han-
dles Kubernetes Custom Resources of type Application, which in turn, handle Helm
charts hosted in a git repo, or a chart repository. After installation on a cluster, the user
defines an Application resource for each of the helm charts that are to be deployed on
the cluster, and configures ArgoCD, via the webUI or the CLI client to monitor a spe-
cific repository, where the Application resource definition files are tracked. In the most
common setup, the Application resources are used to specify a git repository where the
helm charts are tracked, allowing the cluster to always have the latest version of the

charts deployed.

For keeping up-to-date with new versions of the containers used in each helm chart, the
Argo team, is currently developing an extra tool, ArgoCD Image Updater, which already
supports most of the common use cases. It can periodically check image registries for
new images whose tags fulfil some criteria, rollout updates and commit the new tags

used back to a git repository.
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Flux

Figure 1.5: FluxCD logo

Flux in turn, is highly configurable, and split as much as possible into a lot of different
Custom Resource Definitions (CRDs) and controllers, each of which handles a specific
part of what is needed to make CD work neatly with Kubernetes, implementation-wise
however, the idea is the same, comprising of Kubernetes Controllers and Custom Re-
sources. Flux 2, emerged out of the failed effort to consolidate Argo and Flux, and added
something called the GitOps Toolkit, which allows Flux to support the feature-set of Ar-
goCD image updater out-of-the-box.

1.6 Proposed Solution

Throughout this endeavour, due to the team’s resources and expertise, it was a strong
requirement, to avoid bespoke and custom solutions as much as possible, since they
would make maintenance down the line harder. Even so, there are a few parts, where it

ended up begin necessary.

1.6.1 Adding support for local application development

This was one of the cases where a bespoke solution was necessary. CERN internal docu-
mentation does suggest using various proxying techniques and mentions a utility called
sshuttle. In the end, sshuttle was indeed used, but in a way where it was automatically

started before applications, and used to route all application network traffic through it.
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1.6.2 Configuring deployments to Kubernetes clusters

For the deployments to the clusters, we created a fairly customized set of conventions
that almost all application deployments adhered to, and utilized a helm chart library
that was created in collaboration with another CERN section. This made it a lot easier
to add new applications, and the ease of reconfigurations, since now all application con-
figuration is declarative, which means no need to read through scripts upon scripts to

ensure a minor change somewhere, doesn’t somehow conflict with or break anything.

1.6.3 Automating updates & upgrades (CI/CD)

Following suit with other CERN teams, and the suggestions of the infrastructure team,
we used ArgoCD for automation. Flux 2 was still relatively new, and its approach meant
wed end up with more Flux specific Kubernetes resources to maintain, whereas Ar-
goCD’s approach is in general more portable across Kubernetes environments and con-
figurations. The initial plan was to use ArgoCD Image Updater for the git integration,
but even after trying to overcome its shortcomings by contributing to the project itself,
the tradeoffs where still to many. In the end we went with a custom solution that re-
lies heavily on the features of ArgoCD itself, as well as helm templating, to achieve the

desired results.

1.7 Outline

The following chapters will be:

« Chapter 2: Overview of the relevant terminology and concepts
« Chapter 3: Description of the existing tech as well as our additions
 Chapter 4: Implementation details hurdles and solutions

 Chapter 5: Evaluation of the results and future work



Background

This chapter attempts to give an overview of the terminology and technologies needed
to follow the rest of the work. That includes the concept of containers, containerization
and by extension Docker, as well as an introduction into Kubernetes. Finally, a summary

of GitOps and in particular GitlabCI basics.

2.1 Containers

In the process of creating software the problems of distribution and portability are al-
ways at the forefront, especially when exiting the phases of early development (but hope-
tully earlier). Modern and higher level languages avoid some of these pains by having a
runtime and therefore not requiring target specific recompilations, however they need
the runtime to be distributed alongside the software, and they still suffer from the issues
of package and library management. Containerization attempts to mitigate these prob-
lems by defining a standard way to package any application alongside its dependencies.
At the same time it attempts to face the issues of runtime isolation and security. In that

sense it "competes” with traditional Virtual Machines for its use-cases.

73
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Figure 2.1: Virtual Machines and containers

Virtual Machines rely on a Hypervisor that in effect virtualizes the computer hardware,
and then run a full OS on top of that simulated hardware. Containers cleverly utilize
Linux kernel features, like cgroups and kernel namespaces, allowing applications to use
the host’s kernel for system calls and IO, improving performance to a near native level.
In general containers can be described as a virtualization of the OS, based on the host’s
OS, in contrast to Virtual Machines, that are a virtualization of the hardware, based on

a Hypervisor.

2.1.1 Docker

Docker is a widely used platform that implements containerization, offering tools to
build, ship, and run containers. It standardizes how containers are created and man-
aged, providing a consistent way to package applications and their dependencies. Docker’s
ecosystem includes tools like Docker Engine, for running containers, Docker Hub, a
registry for sharing container images, a builder for building images, networking capa-
bilities that allow the running containers to communicate in customizable ways, as well

as volumes, for persisting data across container runs.

Volumes

Docker volumes are a mechanism to persist data across container runs. Containers

are by nature ephemeral, but applications are often not. Volumes are mounted onto
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directories in containers similarly to mounting filesystems on an OS. They can be created
standalone, or during a container’s creation, and can also be used to share data across

containers, by mounting the same volume on two or more.

Networks

Docker networking enables containers to communicate with each other, with the host
system, or with external networks. It abstracts and manages the networking aspect of
containers, providing flexibility and control over connectivity. Docker offers several

network drivers, each serving different purposes:

o Bridge: The default network for standalone containers, providing isolated envi-

ronments with inter-container communication.

» Host: Removes network isolation, allowing containers to use the host’s network

stack directly.

« None: Completely disables networking, isolating the container from any net-

work.

There are a few more which are not relevant for common usecases:

» Overlay: Useful to connect docker daemons, and therefore connect containers

on different machines

o Ipvlan: Allows full control over the IP layer, and can therefore be used to make

containers integrate directly to an existing network.

« Macvlan: Can mask containers to appear as physical devices on a network.

2.1.2 Docker Compose

Docker compose is an official utility provided by the Docker team, that can be used to
avoid the need for complex scripts that build, create and run containers one by one. It
allows for defining all application components and their dependencies in a single file,
and then running them with a single command, without needing to worry for example

about which images need to be built or pulled.
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Compose

Figure 2.2: Docker Compose Mascot and Logo

Its main unit of operation is the docker-compose.yml, a file that defines the services,
networks, and volumes that make up an application. It can be extended by additional
files, that can be used to override or extend the base configuration, by redefining parts

of the resources.

version: ’3.8’°

services: # Application components or service dependencies
db:

# ...

network: stack-network

app-1-client:

# ...

network: stack-network

app-1-server:

# ...

network: stack-network

networks: # Docker network definitions and config
stack-network:

# ...

Listing 38: Main docker-compose.yml features

2.2 Kubernetes

Easier packaging and distribution of software, has made it easier for developers to move

to the cloud, but the cloud, be it in-house or external, comes with its own set of issues.
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That is where Kubernetes comes into play. Kubernetes is an orchestration tool, that can
abstract away much of the complexity of deploying applications on clusters, a cluster
being just a set of (not necessarily uniform) servers/computers. On top of that, it allows
deployment to be declarative, which is a fancy way to say, there is much less need for
scripts. Since the work of this paper takes place above the Kubernetes API, we will

summarize the main Kubernetes user-side terms and objects.

kubernetes

Figure 2.3: Kubernetes Logo

Pods

Pods are the smallest deployable units in Kubernetes, representing one or more tightly
coupled containers that share resources like storage, network, and namespaces. They
are designed to host a single application or a set of closely related processes, ensuring
efficient communication. Pods can scale horizontally by creating replicas to handle in-
creased load, and all the containers within a pod are deployed on the same machine to

increase communication performance.

Deployments

Deployments manage the desired state of an application by defining the number of
replicas and ensuring updates or rollbacks occur smoothly. They provide declarative
updates, enabling controlled changes to Pods while maintaining availability. This is ac-
complished by gradually swapping older versions of an application with newer ones, as
well as maintaining an N long history of previous configurations, that can be used to

rollback smoothly.
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Persistent Volumes

Volumes in Kubernetes provide persistent storage for Pods, ensuring data durability
beyond a container’s lifecycle. They can be backed by various storage systems, such as
local disks, cloud storage, or networked file systems. Volumes are essential for many
kinds of applications, although due to the prevalence of the cloud, there’s a trend among

developers to make applications as stateless as possible.

Services

Services expose Pods to enable stable communication between components or with ex-
ternal systems. They provide abstraction by distributing traffic across a set of Pods using
labels, ensuring reliability even if individual Pods fail. Services can operate at various
scopes, like ClusterIP, NodePort, or LoadBalancer. A Service alongside a Deployment
can increase the uptime of an application by ensuring that incoming traffic is always

routed to a replica of the app that is currently running.

Ingresses

Ingresses manage external access to Services, offering fine-grained routing, such as host
or path-based rules. They act as an HTTP(S) load balancer, directing traffic to Services
within the cluster. Ingresses often include SSL termination, enhancing application se-
curity and scalability. They are the final piece of the puzzle needed to make an app

deployed on a cluster, accessible from the outside world.

2.2.1 Helm

Helm’s main unit of operation is the helm chart, a fancy name for a collection of Kubernetes

resources, with a predefined structure and interface to parametrize.
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chart-name

I values.yaml

I templates

.

I template-a.yaml
L template-b.yaml
Chart.yaml

r———

Listing 39: Typical Helm Chart structure

A values file is used to define the parameters that can be passed to the templates,
and the templates themselves are the Kubernetes resources that will be deployed. The
Chart.yaml file contains metadata about the chart, like its name, version, and depen-
dencies. Helm and its cli can be used to install, upgrade, or delete charts, and it can also
be used to create new charts from scratch, and is used under the hood by ArgoCD for

example, to inflate the charts before applying them to the cluster.

2.3 GitOps

Having now moved into this “magic” world were software distribution is easy, and con-
figuration is all declarative, it is possible to leverage it to automate the process of updat-
ing and upgrading apps, while at the same time benefiting from all the tools that exist for
code version control. All of the above is captured in the terms GitOps, and by extension

DevOps in the industry.

GitOps leverages tools like Kubernetes operators or continuous delivery systems to mon-
itor repositories and apply changes in real-time. It ensures versioning, and easy rollback
by treating Git commits as deployment records, making it easy to keep track of what
changed when, which comes especially useful in larger teams with high turnover (such

as CERN’s)

Continuous Integration

Continuous Integration (CI) is the practice of using automation tools to ensure that

additions and modifications to existing software, integrates well with dependents and
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dependencies. The category of tools used for this are called pipelines, and are offered
by most code-versioning tool providers, Github Actions and GitlabCI being two of the

most common ones.

v 9,9

CI‘CD O

Figure 2.4: GitlabCI Logo Figure 2.5: Github Actions Logo

Continuous Deployment

Continuous Delivery, depends upon the guarantees given by proper CI implementa-
tions, and automates the deployment of new application versions. Of course deploying
every change everywhere is not something one usually wants, so conventions and differ-
ent deployment environments can be used, to gradually progress the changes through,
terms like QA, Dev, Preprod, Prod are common names for targets. There are various
techniques to achieve this, be it with automatic repository reconciliation, image registry
monitoring and even webhooks or direct ssh access from pipelines (though usually not

recommended).



Design

This chapter goes into detail over the design of the existing systems and solutions sug-
gested in previous chapters. It begins with describing the existing systems and high-
lighting the need to migrate away from them, and ends with outlining the design of the

various parts and components of this work.

3.1 CCS Tools

As mentioned briefly before, the Tools team of CCS, handles providing nicer user expe-
rience in handling anything related to EPC groups power converters, be it setup, con-
figuration or troubleshooting. It does this by developing and developing and mainting
a set of applications, alongside converter experts. The team has slowly been settling on
a FastAPI-Vue]S stack, however, there are still some older apps and tools, that are perl-
based. This is another reason why containerization is a very appealing direction for the

team, since it can abstract away most differences related to development stacks.
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Figure 3.1: Application catalog on production

3.2 Existing deployment environment

The previous setup had been in use for a few decades. It was a simple Apache Server and

a few Python Systemd services running on a bare metal Linux server, initially created for

one or two apps, by the experts themselves, who wanted tools to automate some parts

of their work. Even though efforts made to standardize and simplify parts of it, as the

scope of the team’s responsibilities grew, so did the complexity of the setup, especially

when the need arose for more deployment targets, such as development, testing, and

production environments, as well as targets outside of the CERN network.

In more detail, the setup could be separated into a few parts:

» Templates: Every application has a few resource templates, which are apache

vhost configuration files, systemd service definition files and plain . env files, with

placeholders for values that need to be adjusted per deployment target.
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# FGC API WebSockets
ProxyPass »/fgc-api/api/devices/status-full”
- ”ws://localhost:${FGC_API PORT}/devices/status-full”

Listing 40: Apache vhost configuration template

[Service]

# Service definition

User=${REMOTE_DEPLOY_USER}
WorkingDirectory=${APP_DIR}/${FGC_API_APP_NAME}

Listing 41: Systemd service definition template

STATUS_FILE=${STATUS_FILE}
FGC_DB_DRIVER=${FGC_DB_DRIVER}
FGC_DB_HOST=${FGC_DB_HOST}
FGC_DB_PORT=${FGC_DB_PORT}

Listing 42: Environment variables template

« Parameters: These are files containing all the environment variables that are needed

to parametrize the application’s deployment, as well as the application compo-

nents themselves

DEV_MODE="true”
DEFAULT_APP="fgc-portal”
ENVIRONMENT _FULLNAME="development™

Listing 43: Parameters file example
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o Scripts: The final piece, is a set of shell scripts that automate parts of the process
of deploying an application. They substitute the templates, zip the necessary re-
sources, copy them to the target server, and restart any services or components

necessary.

-~
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machine Machine
deploy.sh deploy-local.sh
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l

deploy-remote.sh
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/
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deploy-integrate.sh
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/

Figure 3.2: Old deployment flow

Known Issues

Setting up a new deployment target, which was a recurring need since every new mem-
ber’s development environment had to be a one-to-one copy of the production envi-
ronment, was a very error-prone process. New machines had to be requested, on which
the necessary system dependencies had to be installed, which often led due to changes
in CERN’s software repositories and the OS versions that CERN provided. In total, it
ended up delaying new member’s onboarding by about one to two weeks, which is a big
issue given CERN’s high turnover, and the existence of contracts that last only for a few

months.

Making adjustments or adding features to the deployment process proved to be very
time-consuming and difficult, because of the imperative nature of the scripts and the
setup. A good example of this was when the team needed to override specific environ-
ment variables for specific applications when deployed on some target. To do this in a

non intrusive way, we needed to highjack the script’s env var substitution logic, and add
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another layer written in python, since bash could not be easily set up to the task. Even
after meticulous overview of every functionality, we still ran into edge case for the next

couple months that caused delays and stress to the team.

»accwww.cern.ch”: {
»fgc-property-manager/server”: {
»FGC_DB_DRIVER”: oracle”
}
}J

/]

Listing 44: Overrides file example

3.3 Proposed designs

As briefly described, the suggested solutions were a modern container-based approach,
alongside kubernetes and CI/CD methodologies. It can be broken down into a few parts

that will be described in the following sections.

3.3.1 Local Development

With the team moving towards Docker and containers, it became possible to support
development locally on the dev’s machines themselves, avoiding the need for a new VM

for each developer. The main requirements where:

« Simplicity: The setup should be as simple as possible, especially when it comes

to setting up and using it.

« Extensibility: It should be easy to add new applications and extend the featureset

provided to these applications by the setup.

» Speed: The setup should be fast. Fast to set up, fast to start development, and

incur minimal performance overhead on development.

And on the application side:
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o Technical Network Access: The applications need to be able to access other ser-

vices and resources on the CERN network, such as databases, other APIs, etc.

« CERN Repositories Access: The applications need to be able to access CERN’s
software repositories, to install dependencies and packages, as well as get CERN

specific docker base images.

o Operational File Access: The applications need to be able to access ccs team’s
operational files, that are produced by other services or manually adjusted by ex-

perts, and are housed on CERN NFS.

Enter Docker Compose. The idea was to use docker compose to remove as much im-
plementation and maintainance overhead from the team as possible, while fulfilling the

requirements.

To achieve the application requirements, there would need to be two separate proxying
mechanisms, since the image building process requires access to CERN’s General Public
Network (GPN) and more specifically to CERN’s internal Python package repository
which is hosted in the GPN, while the applications themselves - as mentioned - need

access to CERN’s Technical Network (TN).

Build Proxy

For the build process, we could not (easily) adjust the networking configuration of the
docker builder, since it would entail the use of a custom builder, complicating the setup’s
logic and maintainance overhead. There was also the idea of configuring proxying on
the docker daemon level, but this meanth that the setup’s utilities would require root
access, and it would add the complexity of needing to actively check if any images need
to be built, in order to restart the daemon with the correct proxy settings, build them,
and then restart it again with the original settings, so that the daemon’s functionality is

not dependent upon the existence of the proxy connection.

Luckily, we could leverage the fact that python and by extension pip can be configured
to use a proxy server, just by setting the HTTP_PROXY, HTTPS_PROXY and ALL_PROXY en-
vironment variables, and importantly, these can work with socks5 proxies, which are

easy to setup if one has ssh access to a machine in the target network. This meant that
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we could setup a temporary socks5 proxy on a machine in the GPN network, set this
variable and export it system-wide so that it is accessible by the pip process inside the

docker builder, and then unset it after the build process is done.

Application Proxy

The application proxy could not follow the same design, since the processes that do
networking traffic are varied under the hood, and not all of them offer the same support
for proxying as pip does, plus openssh’s proxy support can be slow. A more systemic
and robust approach was needed, to effectively emulate the application’s networking
environment in an opaque way. The internal CERN documenation, mentions sshuttle

as a tool that can be useful to support teleworking, but doesn't give too much info.

Sshuttle gives the features of a normal VPN, requiring only ssh access to a machine in the
target network. It grabs TCP traffic on both ends, server and client side, assembling and
disassembling the packets, avoiding the issue of doing TCP-over-TCP, and just acting on
the application layer. It requires root access, but this is a problem that can be overcome
by running it inside a docker container. The end result is a container that acts as a router
for all the other containers, that starts and stops easily alongside the rest of the setup,

and requires no elevated access on the dev machine.

1
{- Developer Workstation \

/ : Docker Network \
<, Application
© Companent

_ Application
“ Companent

_ sshutle |

< container

., Application
-, Application
© Companent
‘\J,J )
K /‘ GPN Gateway Server TN Galeway Server

Figure 3.3: Application development from outside CERN’s Network
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3.3.2 Kubernetes

While designing this component, we had the luck of already having settled upon some
of the design decisions related to CI/CD, more specifically the use of ArgoCD. This nar-
rowed down the available options, since ArgoCD already points us in some directions,
including the usage of Helm. ArgoCD’s main unit of deployment is the Application, a
custom Kubernetes resource used to declare details about the desired state of an applica-

tion, such as sync policy or the location and type of applications kubernetes resources.

The ArgoCD community has settled on two main ways of deploying applications, the

app-of-apps pattern and the ApplicationSet pattern.

ApplicationSet

ApplicationSets are an opinionated way of deploying multiple applications, that share
a similar configuration, but have different values for some of their parameters. It uses
various types of "generators” to do the templating, one example of which being the git
generator, and its sub-types the git-dir and git-file generators, which use the direc-
tory structure and file names accordingly variables for the template. It is a powerful
tool, especially for usecases where a single ArgoCD instance manages different clusters,
since it can easily facilitate the deployment of the same application on multiple clusters,
with different configurations. However in our case each cluster needed to have its own
ArgoCD instance, to ensure that the clusters are completely isolated from each other,
which was necessary due to the team’s aim of providing the applications to external labs
and partners. Another issue is that with this pattern, the applications need to be de-
clared under the same chart, that then depending on its parameters, enables or disables

each application, thus incresing the coupling between the apps.

App-of-apps

App-of-Apps, is a pattern that uses a single - entrypoint - Application resource to deploy
the rest. Itisalotless opinionated, since the rest of the Applications can each be handling
a normal Helm chart, that can easily be adjusted to be deployed to most Kubernetes

environments.
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apiVersion: argoproj.io/vlalphal
kind: Application

spec:
source:
repoURL: <git-repo-url>
path: <chart-containing-all-apps-as-resources>
helm:

Listing 45: ArgoCD Application resource

Alongside a properly configured ArgoCD instance, it can handle the reconciliation of
the cluster’s desired state, and the active state of the applications, which can assist the
team a lot in maintaining the applications, since there is a single source of truth for the
cluster configuration. It’s also possible to use the same repository for the code and the
cluster config, which is a big plus in teams that are using a monorepo. These are the

main reasons why we chose this pattern in the end.

Secrets Management

One important aspect of any deployment is the handling of secrets. Kubernetes has
a built-in secrets management system, that can be used to store and manage sensitive
information, such as passwords, OAuth tokens, and ssh keys, but populating and storing
the values of the secrets is where the complexity lies, especially when working in a team
and with multiple clusters. A useful tool is sops, which can be used to encrypt and
decrypt files, and can be used to encrypt the values of the secrets, and then store them in
the repository. This way, the secrets can be versioned, and the team can have a clear view
of what secrets are being used where, and by whom, without exposing them, assuming
that the key is properly handled. There is a useful tool to help when working with clusters
and sops, called helm-secrets, which can be integrated with ArgoCD alongside helm,

to manage the secrets in a more user-friendly way [jkr].
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3.3.3 CI/CD & Automation

By this point, we were locked in for most of the design decisions related to CI/CD &

Automation. In general what is needed is:

o Automated Tests
o Automated Builds

» Automated Deployments

The first two, are the responsibility of automated pipelines, and are self contained on
the gitlab repository’s side. The last one is a bit more complicated since it requires in
principle some kind of communication (synchronous or not) between the pipelines and

the cluster.

Automated Builds & Tests

CERN enforces use of its internal enterprise Gitlab instance as version control for all
projects. Therefore it was a natural choice to use GitlabClI for the CI/CD pipeline. Git-
labCl is a very powerful tool, that can be used to automate the testing and building of ap-
plications, as well as the deployment of them with a little more effort. GitlabClI pipelines
are defined using a .gitlab-ci.yml file, that is interpreted on the gitlab server, which
in turn defines and runs jobs on gitlab runners. Gitlab runners are machines that have
been properly configured to run the jobs, and can be either shared runners, provided by
CERN, or private runners, that can be configured by the team itself. In our case CERN
provides two relevant runners, one preconfigured with Docker, and one with Kaniko,
a Docker alternative that doesn’t require root access. Initially the design was to use the
Docker runner, but for security reasons, its implementation under the hood required
the generation of a new VM for every run, which was problematically slow, and the

team switched to the Kaniko runner, both of which look similar to the end user.

After that it was pretty straightforward. A set of jobs would be created per application,
that would be triggered whenever changes to the application where pushed, and would

run tests, build and(optionally) deployment.
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Automated Deployments

One first idea of how to do this is directly trigger an update on the cluster from the
pipelines. This could be done by creating a service account with the necessary per-
missions cluster-side, and using that from the pipelines to patch specific Kubernetes
resources. However, this breaks the declarative nature of what we're aiming for, since
there wouldn’t be any source of truth other than the cluster itself, plus, in the case of
ArgoCD, argo simply reconciles any manual changes back to the state specified on the

repository.

~
L2 Gitlab N push new image q Image Registry
P J
Pipeline
N
/ trigger update % Cluster
J

Figure 3.4: Pipeline to Cluster

A second idea that we explored thoroughly, was the use of Argo’s tool made specifi-
cally for this, ArgoCD Image Updater. The team originally expressed doubts due to the
tool being in under active development, but nonetheless the maintainance burden of a
custom solution was deemed a bigger cost. This ended up biting us in the end, since
there where a couple of issues that where insurmountable, and we ended up going with

a custom solution anyway.

ArgoCD Image updater is an extra workload running on the cluster, periodically check-
ing an image registry for new versions of images that optionally follow a user specified
pattern. When found, it pulls a git repo, updates an override file, commits and pushes
the changes, thus ensuring the single source of truth requirement is met. It avoids need-
ing any new credentials or permissions by reusing the credentials ArgoCD already has
to access the git repository. But as already mentioned, due to the limitations, which will

be discussed in detail in the next chapter, we chose to go with a custom solution.
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~
" Gitlab ) push new image Image Registry
R J
Pipeline
~
) Cluster poll
commit changes ArgoCD Image
L Updater
J

Figure 3.5: ArgoCD Image Updater

The custom solution operated in a similar manner, but had the added benefit of not
needing to poll, because it moved the update trigger to the pipeline side, thus allowing
for synchronous updates. We realized that we could use ArgoCD’s main functionality,
that is, the automatic reconciliation of the cluster’s current state desired state, to achieve

the same result.

The end user requirements where to have support for manually triggered updates, as
well as automatically tracking the lastest version of an application, in a user friendly

way. To get this, we would need something like this:

v Gitlab , Image Registry

Pipeline
\
T J |~sync % Cluster

commit changes )

Figure 3.6: Custom CI/CD Flow

where the syncing is handled by ArgoCD itself. It should be possible to trigger the
pipeline automatically on code changes or manually by pushing a specific git tag, or
creating a Merge Request. The pipeline would then build the image, push it to the reg-
istry, and then update the ArgoCD Application resource, which would trigger the Ar-
goCD controller to reconcile the cluster’s state with the desired state, thus updating the

application.



Implementation

This chapter will delve into the more technical side of the previously described design.
It separates the implemnetation into as distinct as possible components, and analyzes
what difficulties needed to be overcome. It concludes by giving an overview of the entire

work in action. As before the main components are

o+ The Local Development environment.
« The Cluster Deployment.

« The Development & Deployment Automation.

4.1 Local Development

After the containerization of all applications and services, a docker-compose.yml file
was created, and later extended via a docker-compose.teleworking.yml file, that could
be optionally used to add teleworking capabilities to the setup. Due to limitations re-
lated to docker compose’s startup order and the proxy necessary for the build process
mentioned previously, a wrapper script was created to abstract around a few steps and

docker compose command invocations.

The process is relatively straightforward. The user invokes the script with the names of

the applications they want to start, and the script takes care of the rest.

93
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./script/start-local-development.sh fgc-commander-client fgc-portal

Listing 46: Local development wrapper script invocation example

As an overview - more details will be given where necessary - it:

1. ensures existence of an external docker network, so that different invocations of
the docker compose command can create containers that exist in the same net-
work easily, and avoid conflicts with CERN’s networks. Also ensures existence of

a docker volume for the CCS DB, to persist developer changes to the test data.

# Create a docker network, 1if it does not exist already,
# with an explicit subnet to prevent conflicts with CERN addresses.
if [[ -z $(docker network 1ls -f name=${DOCKER_NETWORK} --format ’{{
< .Name }}’) ]1]; then
echo ’==> Creating a docker network...’
docker network create \
--subnet ’192.168.50.0/24° \
$DOCKER_NETWORK
fi

# Create external volume for the CCS DB 1if does not exist.
CCS_DB_VOLUME="ccs-db-data’

if [[ -z $(docker volume 1ls --filter *name=${CCS_DB_VOLUME}” --format
«  ?{{.Name}}”) ]]; then

echo ’==> Creating a docker volume for the local CCS DB instance...’
docker volume create ${CCS_DB_VOLUME}

fi

Listing 47: Ensure existence of docker network and volume

2. prepulls CERN exclusive images from the CERN image registry.
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# Prepull images proxying from inside the CERN network
source $LOCAL_DEVELOPMENT_DIR/docker-in-docker/utils.sh
# Finds all ’FROM ${PREPULL_PROJECT}’ Lines in all Dockerfiles 1in
— the ./app directory, skipping the node_modules subdirectories,
# strips them down to only the image name, and prepulls them.
PREPULL_IMAGES=$(find ./app -type d -name node_modules -prune -o
< -type f -name ’*Dockerfile*’ -printe | \

xargs -0 grep --no-filename ”FROM ${PREPULL_PROJECT}” | \

cut -d’> ° -f2 | sort -u | sed -E ”s/~${PREPULL_REGISTRY}\///” \

)
prepull_if_not_exist $PREPULL_REGISTRY ”${PREPULL_IMAGES[@]}”

Listing 48: Prepull CERN exclusive images

3. starts socks5 and sshuttle proxies and makes their internal docker network IP

available through environment variables.

echo ’==> Starting the proxy container...’ >&2

docker compose -f docker-compose.yml -f

— docker-compose.teleworking.yml up -d sshuttle

# Get the IP address of the ‘ccs-sshuttle‘ container 1in the

« ‘ccstools “ network.

export SSHUTTLE_IP=$(docker inspect -f ’{{

< .NetworkSettings.Networks.ccstools.IPAddress }}’ ccs-sshuttle)

# Start the socks-proxy, used during the build time.

docker compose -f docker-compose.yml -f

— docker-compose.teleworking.yml --profile setup up -d socks-proxy
# Set the ALL _PROXY environment variable to use the socks-proxy

— container.

export ALL_PROXY=’socks5h://socks-proxy:1080’

Listing 49: Start socks5 and sshuttle proxies

4. Invokes the proper docker compose command to start the requested applications

from the team’s stack.
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# Start the applications.

docker compose -f docker-compose.yml -f

— docker-compose.teleworking.yml $DEBUGGER_CONFIG --profile app up
— -d $COMPOSE_OPTIONS $@

Listing 50: Start requested applications

5. tears down the socks5 proxy, since it’s required only during build time.

# Stop the socks-proxy container after container builds have

— completed.

docker compose -f docker-compose.yml -f

— docker-compose.teleworking.yml --profile setup rm --force --stop
< socks-proxy >&2

Listing 51: Tear down the socks5 proxy

4.1.1 Network and Volume Creation

A postgresql official image is used, adjusted to create named databases given in a comma
separated list as an environment variable, when it detects that the mounted volume is

empty.

environment:
POSTGRES_MULTIPLE_DATABASES:
— ${FGC_DB_DATABASE},${FORTLOGS DB DATABASE} #,${FGC TEST...

Listing 52: DB compose service environemnt variable
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#!/bin/bash
set -e
set -u

function create user_and database() {
local database=$1
echo ” Creating user and database ’$database’”
psql -v ON_ERROR_STOP=1 --username “$POSTGRES_USER” <<-EOSQL
CREATE USER $database;
CREATE DATABASE $database;
GRANT ALL PRIVILEGES ON DATABASE $database TO $database;
EOSQL
}
if [ -n ”$POSTGRES_MULTIPLE_DATABASES” ]; then
echo ”Multiple database creation requested:
—  $POSTGRES_MULTIPLE_DATABASES”
for db in $(echo $POSTGRES MULTIPLE_DATABASES | tr °,” ’ °); do
create_user_and_database $db
done
echo ”Multiple databases created”
fi

Listing 53: Postgres container entrypoint script

It is also possible to populate the generated databases, for example with a snapshot of
data taken from production or preproduction instances, although it requires a bit of
manual intervention, especially when it comes to generating the dumps. After a dump
has been generated, the following script is ran during the startup of the database con-

tainer, immediately after the previous one shown.

psql \
--dbname="$FGC_DB_DATABASE” \
--username="$POSTGRES_USER” \
--no-password \
</sql-dumps/dbod-fgc-dev-dump.sql

Listing 54: Populate databases script

Both scripts are configured to run at container startup by piggybacking on postgres
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images mechanism for configuring database startup, which is visible on listing 55, where
the scripts are copied into the container, and are renamed to enforce their run order,
based on the previously mentioned mechanism of the postgres image, documented in

more detail in the official documentation [Pos].

FROM postgres:15.1

COPY create-multiple-postgresql-databases.sh

— /docker-entrypoint-initdb.d/

— 1 create-multiple-postgresql-databases.sh

COPY populate-databases.sh

— /docker-entrypoint-initdb.d/2_populate-databases.sh
COPY --chown=postgres dbod-fgc-dev-dump.sql

— /sql-dumps/dbod-fgc-dev-dump.sql

COPY --chown=postgres dbod-fgc-test-manager-dump.sql

— /sql-dumps/dbod-fgc-test-manager-dump.sql

Listing 55: Setting scripts to be run at database container startup

4.1.2 Image prepull

For most of the images needed by the team, CERN makes its GPN image registry https:

//registry.cern.ch accessible even from the internet. However, due to licensing is-

sues, the base python image we used, is restricted, and can be only pulled while inside
the CERN network causing the docker compose command to fail. For that reason, a
workaround using sshuttle and docker-in-docker(DinD) was used, to pull the im-
ages before the docker compose command invocation if necessary. Docker In Docker
is - as the name suggests - a docker container preconfigured with a docker client. By
running docker inside a container, we can have full control over its runtime environ-
ment and startup conditions, without needing root permissions on the host machine,
or altering any behaviour of the host’s native docker runtime & client. This allowed us
to use sshuttle - in the same way its used for the applications’ runtimes - as a router,
to route all DinD traffic through CERN’s GPN, thus being able to pull the image and
extract it into the host’s native docker client. The implementation of the main logic is

given below, with an example usage in listing 48, above.


https://registry.cern.ch
https://registry.cern.ch
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# Starts a dind image proxied through GPN and copies auth
< configuration to 1it.
# Optional first argument is the proxy host
setup_proxied dind () {
export PROXY_HOST="${1:-$DEFAULT_PROXY_HOST}”
docker compose -f docker-compose.yml -f
< docker-compose.teleworking.yml up -d sshuttle
export SSHUTTLE_IP=$(docker inspect -f ’{{
< .NetworkSettings.Networks.ccstools.IPAddress }}’
— ccs-sshuttle)
docker compose -f docker-compose.yml -f
— docker-compose.teleworking.yml up -d dind
ESCAPED_DOCKER_CONFIG=$(sed ’s/”/\\”/g’ <<«
— $(generate_docker_config))
docker exec ccs-dind bash -c¢ ”mkdir -p /root/.docker && echo
— \”$ESCAPED_DOCKER_CONFIG\” > /root/.docker/config.json”

# Stops the dind image and the sshuttle container.
tear_down_proxied dind () {
# ...

# First arg 1s the registry name, rest are images to pull.
prepull_images () {
REGISTRY=$1
# ...
for image in »${@:2}”; do
image=$REGISTRY/$image
echo ”==> Pre-Pulling $image into DinD container’s docker
- daemon”
docker exec -t ccs-dind bash -c ”docker pull $image”
echo ”==> Loading $image to local docker daemon...”
docker exec ccs-dind bash -c “docker save $image” | docker load
done
}
# First arg is the registry name, rest are images to pull.
prepull_if_not_exist () {
# ...
REGISTRY=$1
if | images_exist_locally $@; then # Do nothing if all images
— requested exist Llocally
echo ”==> Prepulling images from $REGISTRY through proxy...”
setup_proxied_dind
prepull_images $@
tear_down_proxied_dind
fi

Listing 56: DinD image prepull implementation



100 CHAPTER 4. IMPLEMENTATION

4.1.3 Proxying

Both proxy systems, are themselves implemented as extra docker compose services, in

the previously mentioned docker-compose.teleworking.yml.

sshuttle

The sshuttle service ensures that the docker daemon gives the container the necessary

capabilities:

sshuttle:
build:
context: ./deployment/local/sshuttle
dockerfile: Dockerfile
container_name: ccs-sshuttle
profiles:
- setup
environment:
USERNAME: ${USERNAME} # ssh user to Log in as
PROXY_HOST: ${PROXY_HOST} # ssh host to Log in to
cap_add:
- NET_ADMIN
sysctls:
- net.ipv4.ip_ forward=1
volumes:
# host’s ssh key is mounted into the container to use for
< connecting to the proxy target.
- »”./deployment/local/id_ed25519:/root/.ssh/id_ed25519:ro”
command: [”sh”, ”start.sh”]

Listing 57: Sshuttle proxy service definition

while the container is a simple python capable container that has openssh and sshuttle

installed, and runs the following on startup, to configure itself as a router:
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# Allow IP masquerading (i.e., NAT).

iptables -t nat -A POSTROUTING -s 192.168.50.0/24 -o etho -j
— MASQUERADE

# Accept paceket forwarding (i.e., routing).

iptables -A FORWARD -o eth® -j ACCEPT

ssh-add /root/.ssh/id_ed25519
sshuttle --dns --listen 0.0.0.0 -x sshuttle:22 --ssh-cmd ”’ssh -v -i

— /root/.ssh/id _ed25519 -o StrictHostKeyChecking=no -o
— ForwardAgent=yes” -r ${USERNAME}@${PROXY_HOST} ©/0

Listing 58: Sshuttle container entrypoint

Socks

The socks proxy service simply starts an openssh capable container, and invokes the

necessary ssh command.

socks-proxy:
build:
context: ./deployment/local/socks-proxy
dockerfile: Dockerfile
container_name: ccs-socks-proxy
profiles:
- setup
restart: unless-stopped
expose:
- 1080
volumes:
- »”./deployment/local/id_ed25519:/root/.ssh/id_ed25519:ro”
command: [”ssh”, ”-NT”, ”-D”, ”socks-proxy:1080”, -0”,
— »StrictHostKeyChecking=no”, *-0”, *”ExitOnForwardFailure=no”,
<  ”${USERNAME }@${SOCKS_PROXY_HOST}”]

Listing 59: Socks proxy service definition
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Proxy Client Configuration

Finally using yaml anchors, all of the applications’ compose services are extended with
the necessary configuration. For the socks proxy, as mentioned in the previous chapter,
a simple environment variable is enough for the containers’ pip processes to discover
and use, whereas for the sshuttle proxy, an entrypoint script is added to the application

containers, that sets the sshuttle container as the default route for internet traffic.

x-teleworking-base-service: &teleworking-config
build:
args:
# socks proxy used only during build time.
ALL_PROXY: ${ALL_PROXY-}
environment:
# sshuttle proxy used during runtime.
SSHUTTLE_IP: ${SSHUTTLE_IP:-}
entrypoint: [”/app/container-entrypoint.teleworking.sh”]
volumes:
- ./script/container-entrypoint.teleworking.sh:/app/
< container-entrypoint.teleworking.sh
# ...
# Extend services
fgc-api: *teleworking-config
fgc-commander-server: *teleworking-python-config
# ...

Listing 60: Service extension for proxy support

# Make the route through the €‘sshuttle‘ container the default route.
ip route replace default via $SSHUTTLE_IP

exec ”${@}” # Execute the command passed to the entrypoint, as

— normal.

Listing 61: Proxy client container entrypoint
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4.1.4 Application start

In the main docker compose command that starts the apps (Listing 50), one can see two
extra configuration points used $DEBUGGER_CONFIG and $COMPOSE_OPTIONS. The latter,
is simply used to support passing extra options to the docker compose command, such
as --build and - -force-recreate, which are often required to force container or ser-
vice rebuilds during development. The former is to make support for python debugger
integration, optional. The ./script/start-local-development.sh script by default
sets the value of DEBUGGER_CONFIG to -f docker-compose.debug.yml, which over-
rides some configuration on the services of the applications to add support for python

debugging.

# ...
fgc-api:
ports:
- ”127.0.0.1:5679:5678”
command: [”sh”, ”-c”, ”python -m debugpy --log-to-stderr --listen
<~ ©.0.0.0:5678 -m uvicorn --host 0.0.0.0 --port 8080 --reload
— server.main:app”]
fgc-commander-server:
ports:
- ”127.0.0.1:5681:5678”
command: [”sh”, ”-c”, ”python -m debugpy --log-to-stderr --listen
<~ ©.0.0.0:5678 -m uvicorn --host 0.0.0.0 --port 8080 --reload
< server.main:app”]

Listing 62: Docker Compose python debugging support

In practice, it overrides the command run at application start, to run the application
under a debugpy process, which can export a debugging interface through a port to the
host machine. This allows for the use of a python debugger, such as vscode’s debugger,
to attach to the running application, and set breakpoints, inspect variables, and step

through the code.
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4.1.5 Teardown

Finally the socks proxy is torn down, to avoid conflicts with the applications’ runtimes

and improve performance, as the proxy is only needed during the build time.

4.1.6 Local development script overview

./script/start-local-development.sh -h
Usage: start-local-development.sh [OPTIONS] [SERVICE...]

Start the local containerised development

Options:
-a Run all apps.
-b Build services. (--build option
— for docker-compose)
-d Disable VS Code debugger.
-h Print help.
-n No proxy.
-0 Use production operational files
< 1instead of development operational files.
-r Recreate services. Useful when you

— have proxy connection issues or want to clear ad hoc changes
— to the containers. (--force-recreate option for
— docker-compose)

Listing 63: Start script help message

4.2 Cluster Deployment

Having access to the ATS-IT Kubernetes PoC collaboration, we were able to create clus-

ters on command, that came preconfigured with some of the necessary tools:

o LetsEncrypt: For automatic SSL certificate generation and renewal.

o CSI-NFS-Driver: To be used as backend storage for Persistent Volumes.
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4.2.1 ArgoCD

However ArgoCD itself, needed to be bootstraped by us. The process was relatively
straightforward, as the cluster was already preconfigured with the necessary tools, and
the only thing that needed to be done was to create a namespace for ArgoCD, and install
our configured version of ArgoCD, that had added support for CERN’s oidc authenti-

cation and the previously mentioned helm-secrets plugin for decrypting sops secrets.

# Create the argocd namespace.
kubectl create ns argocd
# Create the secret containing private key for decrypting secrets.
kubectl apply -n argocd -f - <<EOF
apiVersion: vl
kind: Secret
metadata:
name: helm-secrets-private-keys
type: Opaque
data:
key.asc: $(base64 -i <path-to-file-with-private-key>)
EOF
# Install Argo(CD.
helm install argocd ./argo-cd -n argocd

Listing 64: ArgoCD bootstraping

After that, using the app-of-apps pattern, we can deploy our applications on the clus-
ter, customizing by providing a values yaml file, with the target specific options, by
deploying an entrypoint Application, which in turn points to an entrypoint chart on
the gitlab repo that includes the rest of the Applications we want, as templates. We can
also parametrize the deployment to follow non-master branches, by setting the CCS_-

REVISION environment variable.

export CCS_REVISION=<revision> export CCS_ENV=<environment> &&
< envsubst < entrypoint.yaml | kubectl apply -f -

Listing 65: Entrypoint application command
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apiVersion: argoproj.io/vlalphal
kind: Application
# ...
source:
repoURL: *https://gitlab.cern.ch/ccs/fgc_web.git”
targetRevision: ”${CCS_REVISION}”
path: deployment/kubernetes/entrypoint
helm:
valueFiles:
- /deployment/kubernetes/.envs/${CCS_ENV}.yaml
- secrets+gpg-import-kubernetes://argocd/
— helm-secrets-private-keys#key.asc?../.envs/
— ${CCS_ENV}-secrets.yaml
# ...
destination:
server: “https://kubernetes.default.svc”
namespace: argocd

Listing 66: App of Apps entrypoint.yaml

entrypoint

I values.yaml
I templates

| ...
| ...

| | fgc-commander.yaml
| L fgc-api.yaml

L~ Chart.yaml

Listing 67: Directory structure of entrypoint chart

This way, deploying new applications is as simple as commiting a new Application in
the templates directory above, that points to a new chart, also housed in the repo, and
the changes are automatically mapped to the cluster. We can also support disabling apps
in specific target environments trough the <env>.yaml file for the target environment
-again without needing to directly interact with the cluster to apply the changes- by

adding a conditional to the relevant <app-name>.yaml file in entrypoint’s templates.
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{{ if (dig ”fgc-api” ”’server” tag” false .Values.apps) -}}
apiVersion: argoproj.io/vlalphal
kind: Application
metadata:
name: fgc-api
# ...
{{- end -}}

Listing 68: Support for disabling apps in entrypoint/template/fgc-api.yaml

4.2.2 Applications

For the applications themselves, we used one helm chart for each. Most of the resources
needed for them where the same across all applications, so we also created and main-
tained alongside a different CERN team, a common library chart. The chart handled all
common resources and was created in a way as to minimize the knowledge of its inner

workings required to use it. For every app, three values files were used

« values.yaml: The static global values for all applications across all deployment

targets.
 .envs/<env>.yaml: The values specific to the current deployment target.

« .envs/<env>-secrets.yaml: The secrets specific to the current deployment tar-

get, encrypted with sops.

The command mentioned in Listing 65, and specifically the CCS_ENV variable is used to

choose the <env> part of the above values files.

Beyond that, most of the deployments are pretty standard, per application backend:

Deployment: Handling the main app container.

Service: Exposing the app to the cluster.

Ingress: Exposing the app to the internet.

ConfigMap & Secret: For providing the app with necessary configuration taken

from the values files.
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The web frontends of the applications however required a bit more thought, considering
that Vue. js frontends in production are simply static files and need to be served by a
web server. At the same time, the environment variables are baked into the applications
on build time, which would create an N x M problem, as we would need to build N
frontends for M targets. The solution was to use a single nginx container, build the
frontends on the cluster and place the resulting build artifacts in it on the fly, using a
ConfigMap to parametrize the build processes, and a shared volume to share the build
artifacts between the frontend builders and the nginx container. This approach had the
added benefit of not needing an extra Argo Application resource per frontend, since they
were all handled by the same Application resource, that with a bit of helm templating,

generated a new Deployment for every frontend builder.

{{- range $name, $details := .Values.apps }} # Loop over app keys 1in
< <env>.yaml

{{- if hasKey $details *client” }} # if app key has a ’client’ key
{{- $args := dict ”Args” (dict ”name” $name *details” $details) }}
{{- $context := merge $args $ }}

# Create a deployment for the frontend builder by merging the custom
— deployment with the Library one.

{{ include library.util.merge” (list $context

< “web-server.client.deployment” *1library.deployment®) }}

{{- end }}
{{- end }}

Listing 69: Web-Server deployment helm templating logic

4.3 Development and Deployment Automation

4.3.1 Continuous Integration

The Gitlab jobs where structured in a way to remove as much duplication as possible,
which was dissapointingly not all, since Gitlab CI syntax is in places poorly documented
and in others disallows useful behaviour for technical reasons. The jobs where restricted
to only run on the master branch, and both build & deploy jobs where automatically

triggered when changes specific to an application where pushed to master, but could also
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be run on demand, by pushing a git tag to the repo that follows a specific syntax. There
was also consideration for adding lint and test jobs for each application component,

however most didn’t have extensive -or any at all- test suites, so it was disabled.

- )
@ Powerspy @ FGC API Powerspy @ FGC API @
Client Server Client @ Server
Build Build Deploy Deploy
. -
Client Server Client
Build Build Deploy
Base Base Base
J

Base

Figure 4.1: Structure of gitlab jobs

The build jobs, used each application’s Dockerfile and handled building and pushing
the images to CERN’s image registry. Each image is pushed using a couple different tags
to make it easier to use and trace from which git commit it was built. Main effort was
correctly configuring and extending the base kaniko image provided by CERN, and a
bit of trial & error to discover how much of the trigger logic gitlab allowed us to abstract

away into the base jobs.

4.3.2 Continuous Deployment

We'll start with a description of the first attempt, using ArgoCD-Image-Updater, which
even though did not end up being the one we went for, it influenced the final approach
and helped more accurately discover the requirements, leading to a far simpler -albeit

custom- solution.

ArgoCD Image Updater Attempt

As previously mentioned, due to the team’s budget and size, one of the main considera-
tions for most of the design decisions was to avoid custom solutions as much as possible.
With that in mind, we -at first- decided to go with ArgoCD’s own plugin as a solution

for CD, even though it was -and still is- in a pre-release state.
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Using ArgoCD-Image-Updater when on is already using ArgoCD is a simple two step
process, especially when using helm charts. First we needed to deploy it on the cluster,
which in our case could be done by including its official chart in our ArgoCD deploy-
ment as a dependency, and configuring it a bit through our values file. Then we needed
to mark our ArgoCD Application resources with proper annotations through which the

update policy of each image can be specified.

dependencies: kind: Application
# ... metadata:
- name: argo-cd annotations:
version: 5.36.11 argocd-image-updater.

”oci://registry—tn.J
s cern.ch/common”

repository: — argoproj.io/

< image-list:
< web-server=<repo>/
< <image>

Listing 70: ArgoCD Image Up-
dater installation

Listing 71: ArgoCD Application
configuration for Image Updater

However, due to using a git repo for persisting the image tag updates, and the team
having a strong requirements to stay in one single monorepo that includes all applica-
tion code and cluster configuration, we would have to incur the overhead of cloning
the repository on the cluster, for ArgoCD-Image-Updater to update. This would not
necessarily be a deal breaker, if Image-Updater had support for shallow clones, or if it
could persist the git clone between updates. We spent a little bit of time implementing
the latter, and tested it successfully on a cluster, but realized after that the persistent
method didn’t allow for tracking multiple different clusters using the same branch on
the same repo. In addition, the plugin development team was not particularly active
and our adjustment, as well as a bug report went unanswered for a long time, well after

we had already implemented our alternative solution.

Custom Solution

The deploy jobs used in the custom solution, are a bit more interesting however, since

they don’t directly cause the deployments themsleves. As previously mentioned the idea
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was to depend on Argo’s featurset for the synchronization between the repository and
the clusters. This simplified the implementation a lot, removing any complexity that
comes with configuring communication between different systems -in this case, repo
and clusters- manually. As a result the deploy jobs only ended up needing to update a

single file in the repo.

That single file is an extra helm values file added to the list in 4.2.2 above, named
latest.yaml. It contains the latest image tag for every container built by the pipelines.
In combination with a bit of helm templating logic in the deployments, we can option-
ally make the deployments track the latest build, for any container on any target, by
setting its target specific tag to ’ latest’.

# Gets .Vales.apps.fgc-api.server.tag (deployment target tag)

{{- $envTag := (index .Values.apps “fgc-api” ”server” *tag”) }}

# Gets .Values.latest.fgc-api.server.tag (latest build tag)

{{- $latestTag := (index .Values.latest ”fgc-api” ”server” tag”) }}
# If the target specific tag is latest, use the latest build tag.
{{- $overrideTag := (eq ”latest” $envTag) | ternary $latestTag

< $envTag }}

{{- $overrideRepository := (index .Values.apps “fgc-api” ”server”
< ”repository”) }}

{{- $overrideDict := dict ”Values” (dict “”image” (dict ”repository”
— $overrideRepository *tag” $overrideTag) ) }}

{{- $context := merge $overrideDict . -}}

# Instantiate a deployment with the proper tag.
{{- include ”library.deployment” $context -}}

Listing 72: Helm templating logic for optionally tracking latest build
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.deploy_base:
stage: deploy
# ...
script:
- git config user.email “deploy-bot@runner.com”
- git config user.name ”GitLab Deploy Bot”
# Setup remote using access token from Gitlab CI Variables
- git remote add gitlab_origin https://
— oauth2:${CI_GITLAB_ACCESS_TOKEN}@gitlab.cern.ch/ccs/fgc_web
# Checkout master branch (single source of truth for all
- targets)
git checkout master
git pull
# Update Llatest tag of the app
- yq --inplace ”.latest.${image name}.tag =
< \”${CI_COMMIT SHORT_SHA}\” | .latest.${image_name}.tag
— style=\"double\”” deployment/kubernetes/.envs/latest.yaml
- git add deployment/kubernetes/.envs/latest.yaml
- COMMIT_MESSAGE="Update ${image name} latest to
—  ${CI_COMMIT_SHORT_SHA}”
- git commit -m ”${COMMIT_ MESSAGE}”
- git push gitlab_origin master -o ci.skip && break

Listing 73: GitlabClI deploy job



Conclusion

The final chapter summarizes the main parts of the effort and contributions. It provides
an assessment of the design and implementation as well as suggests possible extensions
and improvements that could be added in the future, some of which are already being

worked on.

5.1 Concluding Remarks

The starting mandate of the position was to improve the development and deployment
infrastructure, a work that was long overdue. To achieve this, we split the task and faced

each part separately, ensuring compatibility between them wherever needed:

o Localized the development environment, making it easier to set up and use, and

ensuring that it is consistent across all developers.

« Improved the deployment infrastructure, making it more robust scalable and easy

to replicate.

 Improved the development and deployment experience with CI/CD, removing

hurdles and complexity between the developers and the deployment enviroments.

This has already made it easier for new team members to join and start contributing
to the team’s efforts, and for existing members to focus on development rather than

troubleshooting or system administration.

113
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During this year+ (14 months) of work, we were often met with obstacles and chal-
lenges. Sometimes we would find bugs in infrastructure provided by CERN’s internal
IT department, such as discovering that some of the cluster’s nodes’ time was steadily
drifting out of sync, causing very confusing behaviours on the application side. Other
times we would hit limitations in the tools we had previously chosen, such as ArgoCD-
Image-Updater’s issues when handling repositories that where too large. And all the
while we needed to face issues that where externally introduced or missed in the first

place, to ensure the team could continue working without interruptions.

5.2 Future Work

What we ended up creating is a solid foundation for the team to build upon, and a rela-
tively robust way to do so, however it still is a work in progress, supporting a relatively

small subset of all the benefits that can be gained from the tools we are now using.

+ Georedundancy: CERN's internal TN cloud is currently being extending to a
second data center in a different area of CERN, where we can claim a few more
nodes to further improve the reliability of our services. This has already been
tested, and the onboarding of new nodes to an existing cluster is as straightfor-

ward as running a command.

+ Logging & Monitoring: Currently ArgoCD’s dashboard is used to monitor the
deployments’ states. This is relatively basic and ephemeral, so other tools are be-
ing looked into, such as Prometheus and Grafana, to provide a more robust and

long-lasting solution.

+ Enforce SemVer through CI/CD: Semantic Versioning is already softly enforced
through the utilities that have been created to assist in interacting with the CI/CD
pipelines. However, this could be further enforced, by adding logic in the pipelines

themselves to block merge requests that have non compliant versioning.

 Automate creation of new apps and services: One of the main benefits of moving
to a yaml-based, declarative approach to infrastructure, is that they are now easy

to handle programmatically. This means it’s now possible to automate a lot of
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procedures that previously where only documented in README files and docs,
and had to be manually followed. This includes the creation of new apps and

services, as well as the deployment of existing apps to new environments.

o Integrate Cilium’s gateway API: The clusters provided by CERN’s infrastructure
department, are using Cilium as a CNI. This means that we can leverage Cilium’s
support for the Kubernetes Gateway API, to provide a more robust and secure

way to expose services to the outside world and each other.

In the end, what is important is that the team is already actively using the tools we've
developed, and they have resulted in immediately visible imrpovement in their experi-
ence and ability to produce results. The hope is that it'll soon reach a point where it can
be considered feature complete, after the team gains some more confidence in it, and
any need for manual intervention is minimized or moved to be the responsibility of the
infrastructure team. This would remove any need for an infrastructure engineering role

in the team, thus fulfilling the our ultimate goal... making ourselves obsolete.
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