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Iepidnyn

O1 VAOTOMGELS TOV TPOTOKOAA®V SIKTVOV TOL SLUTNPOVV EGOTEPIKEC KATAGTACEL TPETEL VAL
mapakolovBodv TV Tapovcia, T GEPA Kol TOV THTO TV UNVOUATOV Tov avtaildccovtat. Tu-
YOV GOAALOTO, TO AEYOUEVH, GOAALOTO UIXOVAG KOTAGTOOTNG, LTopovV vo. BEcouv g kivduvo tnv
acodreln. To SMBugFinder eivat éva gpyoleio Aoyiopcon Tov TOPEYEL EVO CVTOUOTOTOUEVO
TAOIG1O Y10 TNV OViYVELON TETOL®Y GOUAUATMV GE VAOTOMGEIS TPMOTOKOAA®MY SIKTVOV. AauPdvel
g €16000 éva HOVTELO PNyavig KOTAGTAOTG TG VAOTOINGNG TOL TPMTOKOAAOL LVTH EETAIOT KO
£Vav KOTAAOYO TPOTUTIOV GOOALATMV Y10, TO TPOTOKOALO, OOV KAOE TPOTLTTO oPAAUATOG KabO-
piletor KATAAMANAC MG TETEPAGUEVO QVTOLOTO. T GUVEYELD, TAPAYEL aKoAoLOiec Tov exBéTOVY
T KOTOYWPNLUEVO COIALATA GTNV VAOTOINo™ oL e&etdleTat.

H 1péyovca avamapdotoon twv TpoTOT®V GROAUATOV MG TENEPACUEVOV QVTOUATOV TAVHD
o€ éva amAo aAPAPNTO TPOCPEPEL TEPLOPIGUEVT EKPPUCTIKOTITO GE OPIOUEVES TEPITTMCELG, KOL 1|
LopOT 16050V TTOL Ypnoiponoteitat eni Tov mapovtog and o SMBugFinder ywo ) dnuovpyia
TOV KOTOAOGYOL TPOTOTMV CPUALATOV OV EIVOL TOAD GIAKT| TPOC TOV PN OTH.

H simhopotikn) avtn epyasio avtipetonilel autég Tic Vo ehdelyelg emekteivovtag Tn AELTovp-
YIKOTNTO TOL gpyoreiov og dVo dwotdoels. [IpdTov, €10ayovE [ YPOEIKT OETAPT] XPTOTY
(GUI) @ote vo dievkolhvoupe T0 oedOGHO Kot Tov KBOPIGHS TV TPOTOTMV GOOALATOV 1E
Sadpaotikd Tpémo. H demapn mpospépet pia dtoiodntikni Asttovpyio LeTa@opds Kot amdbeong,
Ka010Td TOV GYESIoUO O PLGIKO Kol vitooTnpilel TNV e€oywyn oe ddpopes LopPES. AedTepov,
glodyovpe o véa Yhwooa kol ediov (DSL) mov ovvodevet ta potifa cearpdtov, ene-
Kkteivovtog TNV gueMéio Kol TNV EKPPACTIKOTNTA TOVS, EXTPEMOVTOS T YPNON SOL®Y LYNAOV &-
mREOOV, OTWG CLVOAN, GLVAPTNGELS KOl KOTNYOPNHOTA, KABME Kot amaplOunpévovg THTOVG Tov
AVTUTPOCOTEHOVV TAPUUETPOVS GTA UNVOLLOTOL.

Ag&gac Kierowa

Emainfevon Aoyicpkov, Zvotiuota pe Kotdotaon, Awktvokd [potdkorra, Metaylotri-

o1éc, ['papucés Aemapég
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Abstract

Implementations of stateful network protocols must keep track of the presence, order
and type of exchanged messages. Any errors, so-called state machine bugs, can compromise
security. SMBugFinder is a software tool that provides an automated framework for
detecting such bugs in network protocol implementations. It takes as input a state machine
model of the protocol implementation under test and a catalogue of bug patterns for the
protocol, where each bug pattern is conveniently specified as a finite automaton. It then
produces sequences that expose the catalogued bugs in the tested implementation.

The current representation of bug patterns as finite automata over a simple alphabet
offers limited expressivity in certain cases, and the input format which is currently used
by SMBugFinder to create the bug pattern catalogue is not very user friendly.

This diploma thesis addresses these two shortcomings by extending the tool’s func-
tionality in two dimensions. First, we introduce a graphical user interface (GUI) to ease
the design and specification of bug patterns, and make it interactive. The GUI offers an
intuitive drag n drop functionality, makes design more natural, and supports exporting
to a variety of different formats. Second, we introduce a new domain specific language
(DSL) that accompanies bug patterns, extending their versatility and expressiveness by
allowing the use of high-level constructs such as sets, functions and predicates, as well as

enumerated types that represent parameters in the messages.

Keywords

Software Testing, Stateful Systems, Network Protocols, Compilers, GUI
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Kepdioro

Extevc EAMnvu lepiinyn

1.1 YnoPaBpo

1.1.1 ZvoTpoTo pHE KaTaoTAs KOl GOIANOTE PYOVIS KATACTUONS

[ToAAd cuoTHHATO TOL TPOYUATIKOV KOGHOL eEopTdvTal o€ peydlo PBabud amd ) datnpn-
o1 Kot TN Sloyelplon oG E0MTEPIKNG KATAGTAONS Katd TN Agttovpyia Tovg. Tétown cuothpata
AVOPEPOVTOL WG GVGTARATO [E KaTdoToor. [Tapadelypoata ntepiiapfdvouy auTOHOTOVS TOANTES,
QVTOLOTOVG TAUEINKOVG UNYOVIoHoVe (ATM), aveAKVGTIPES, VAOTOMGELS TPOTOKOAA®Y SIKTVOV
Kot TOAAG GALQL.

H cvumepipopd avtdv TV GUGTNUATOV HOVTEAOTOIEITOL GUVIOMG XPTCILOTOIOVTOG UNYOVES
KOTAOTAONG, Ol OTOIEG TEPLYPAPOVY TO GUVOLO TMOV THAVMV ECMTEPIKMV KOTOCTACEMV KOL TG LLE-
tafacelg peta&d toug. H owot Asttovpyio evOc GuoTHUATOG L Katdotoon eEapTtdtal omnd Ty
opB1| vAomoinon ¢ vwoKEiEVN G UNYAVIG KATAGTAONG. ZOAALATO GTO GYESACUO 1) TV VAOTOIN-
O] TNG UNYOVIG KOTAGTOOTG LITOPOVY VoL 001 YIGOVY GE 0TpocdOKN TN 1] AvemBOUNTI GLUUTEPLPOPA
TOV GUOTILOTOG. AVOPEPOUAGTE GE TETOLN GOAALOTO (OG CPAALATO LNXOVIG KOTAGTOONG. XTOY0G
pag etvol vo evTomicovpe GOAALOTO UNYOVIG KOTAGTAONG GE Lo OEGOUEVT VAOTOINGT UNYavig
KOTAOTOONG. Q¢ TOPAOELYLLO, TOPEYOVILE [0l OOV UNYOVT] KOTAGTAONS EVOG AUTOLATOV TOANTNH
oto Xy. 3.1.

Ecwtepikd, £vag antouatog TOANTG Uropel va Bpicketal o€ pio E0MTEPIKT KATACTOOT KUOE
@opad, KoL 1 TPEYOVCO KATACTAOT TOV OAAGCEL Le Bdon TIg OAANAETIOPACELS TOV YPNOTN 1 GAAD
yeyovota. [a mapdaderypa, 6tav 1 punyavi| oev ypnowtonoteitol, Ppiocketor oty idle Kotdotaon.
Orav giodryovron kKépuata, petafaivel oy accepting coins xatdotoon. Eav eioayfodv emmiéov
KEPLOTO, TOPALEVEL OE VTNV TNV Katdotoot. Q6T0060, 4V eMAEYEl éva Tpoldv, petafaivel oty
Katdotoon selecting product. Ol VTOAOUTEG KOTAGTAGELS Kol LETOPACELS OTN U0V KOTAGTACE-
®V propovv va epunvevfolv e mapopoo Tpdmo.

To kpicio onpeio €dd eivar 6TL N GLUTEPIPOPE TOV AVTOROTOL TOANTH KaBopileTor €& o-
AOKApOL amd TN unyovn Kataotdoewy. Tt cupfaivel ORmG €6V 1) YOV KOTAGTACE®Y TEPLEYEL
GOAALATO GYEOOGLOD 1] VAOTTOINGNC;

INo va o e€nynoovpe owtd, 0g £ETAGOVUE TN UNYOVT KATAGTAGE®V LE GOOALOTO TOV (O~
vetat otnv Ewc. 3.2. Xg avt ™ pnyovn kataotdoemv, poAlg entPefaimbel To emieypévo mpoidv,
TO cVoTNUO LeTOPaivel otV KoTdotao returning change ywpig vo dloveiplel To mpoidyv. Avti n

GUUTEPLPOPE Elval OO AavBUCSUEVT KOl VTTOOINADVEL £VOL GOAALLO GTO GYEIOCUO TNG UNYAVIS
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K 1. Extevig EMAnvicn [epidnym

Kataotacewv. H dtadpopun mov odnyel o avti ™ AavOacUEV CUUTEPLPOPE ETIOTLLOIVETOL [LE
KOKKIVO YpDLLQL.

[Ipoodiopilovpe Kol OTOUOVAVOLLE TETOIEG ECPUAUEVEG CUUTEPLPOPES, OVATOPLOTOVING TIG
O¢ UNYOVEC KaTdotaong, Tig onoieg ovoudlovpe oeaipata punyovng Katdotoaong. ['a topdderypa,
N ECQOAUEVT] GLUUTEPLPOPE TOV cL{NTHONKE TPpONYOLUEVMG ametkovileTal oTo Xy, 3.3.

1.1.2 State Machine Bug Finder

IToAAég epappoyég Basiloviot o€ peydro Babud oty 0pon vAOTOINGT T®V TPOTOKOAAW®Y d1-
K100V, O1 VAOTOMGELS TPMTOKOAA®MVY d1KTVOL L Katdotaom, énwg SSH, TCP, TLS, QUIC k.Ax.,
TPETEL VAL SLOTIPOVV LULOL UIYOVT KATAGTOONG LLE TNV 07010 TopakoAoLOovV TNV Tapovsia, T GEpd
KOL TOV TOTO TOV UNVUUATOV ToV avTaAldocovtal. To ceaAlaTo 6 avT TN YOV KATAoTOoNC,
70, AEYOUEVA GOAALOTO PNYOVIG KOTACTAONS , LTOPOVY VA, KAVOLV TIG EQAPLOYES EVAAWMTES O
emBécelg, m.y. T ONUIovPYio cVLVIESNC e Evav SLOKOUGTH YWpig TNV Tapoyn OA®V TV dlamt-
GTELTNPLOV.

To SMBugFinder [7] €ival éva gpyaleio eléyyov AOYIOUIKOD aveEAPTNTO OO TPOTOKOAAM
KoL TAATQOPLES , TOL OTTOIOL GTOYOG EIVOL VO, KATAGTNOEL TNV Oviyvevon kot Tnv £kBeon téTolwv
COUARATOV POV KOTAGTACTG Lt TANPOS avTopaToTtotpévn dwadkacio. Aappdvel og eico-
00 éva (evdeyopévmg ekpnodnpévo) povtédo Tov suatipatog vtd dokn (SUT) kot évav Kotdhoyo
OVTOUATOV KOSIKOTOMUEVOV TPOTUTMVY Y10 GOAALOTO UNYOVIG KOTAGTACT|G TOV EAEYYOVTUL OTO
SUT. Xpnotpomotei 1o TpOTLITO Y10 VO, AVIXVEDGEL KO, LLE TN XPNON EVOG CLGTHILATOG SOKIUMV, VO,
EMKLPDOGEL aKOA0VOieS OV eKBETOVY aLTA Ta GPAApOTO 6TO povTEAD. O1 akoAovBieg Tov emkv-

POVOVTOL LE EMTUYI0 LETATPEMOVTAL CVTOUOTO OE EKTEAECIUEG SOKLUEG.

1.1.3 Mortipa cparipdtov ko povréia SUT

To potifo oAbtV KOdUOTO100V 10 GUUTEPIPOPA TOV Bempeiton AL Kot Tov BEAOVE
va gehéyEovpe av auTh 1 E0QAANEVT cvuTEPLpopd vrtdpyet o€ Eva SUT.
To SMBugFinder emutpénel otovg ¥pnoteg vo Kabopicovy potifoa cpaipdtov o¢ DFAs og

popony DOT, 6mov:
* Kotaostdosig avtimpocsonedovy Ty e60TEPIKN Kotdotaor tov SUT.
* Metapaoeig tpokarodvrar amd pnvopoto mov Aapfavovtol | eknépnovron amd to SUT.
* Kotaostdoeig 6QaApaTog vwrodniovouy Ty vmapén evog potifov cedipatog oto SUT.

T'o mapddetypo, 610 CEALUO TNG UNYOVAG KATAGTACE®DY TOV TOPOVGLAGTIKE VOPITEPO OTO
Zyfua 3.3, vdpyovy TECCEPIS KATAGTAGELS OV AVIUTPOCOTEVOLV TIG ECMOTEPIKEG KATAGTACELS
tov SUT, 1peig petafaoeis peta&d Toug Tov TPOKAAOVVTOL OO EVEPYELEC TTOV EKTEAOVVTOL GTOV
OVTOLOTO TOANTH KOL [0 KATAGTOOT GOAALATOG OV EUQOVIleTaL 08 Evav KOKKIVO SUTAO KOKAO
OV VIOINADVEL TNV VIOPEN COEAALATOG OTN POV KATAGTACE®DY TOV CLTOLOTOV TOANTY.

To, povtédo SUT k@ducomotohy ) unyovi KoTtaotaong EVOS TpoTokOAAOD SIKTHOL Tov BEA0V-
ue vo eAéyEovpe og oyéon HE Evav KoTaloyd TOTOV oaApdtov Tov £xel cuileyDel. Ta poviéda
SUT kaBopiloviar w¢ punyavég Mealy oe popen DOT , tv omoia to SMBugkFinder petagpdlet
ecmtepikd oe DFAs.
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1.1.4  Eme&nynon g texvikng pe Paon to DTLS

Mo Tpocéyyion mov €xel amodelybel AMOTEAEGUATIKY Yo TNV EVPECT] COPOAUATOV PNYOVAOV
Katdotaong eivol to state fuzzing [1][2] [6]. Avtopata cLUVAYEL TEPTYPAPEG UNXOVAV KATAGTACNS
TOV LAOTIOMGEMV TPMOTOKOAA®V Ypnoiponoldvtog model learning [9] [13]. H péfnon poviéhov
glval P10, CVTOLOTOTOINUEVT] TEXVIKT OOKIUADV LOWPOL KOVTIOV TTOV, LE T GLUGTNHOTIKY OTOGTO-
A epomudatov o évo SUT, copmepaivel éva HOVTEAO Unyovig KaTdotaons (OnA. to pnyovi
Mealy ), kataypdpovtag tn counepupopd €166d0v/e£600v tov SUT. H expdbnon poviérov ao-
motel ta aApapnTa e166d0v kot £6dov Tov SUT. EmmAéov, cuyva amatteitol KAmTowo opaipeon
v va, aAAniemdpaocet pe 1o SUT, oniadn évag TpOTOg OVTIGTOT(IONG CUYKEKPILEV®Y VOG-
TOV TPOTOKOALOL pe apnpnpéva cOUBoAa oAeafnitov Kot aviiotpoa. Xty Tpdén, n aeoaipeon
vAomoteital o€ £va oTor el YVOOTO MG «test harness» 1 «mapper». Eival onpovtikd va onpeiodel
OTL TO, LOVTEAQ TTOL OMULOVPYOLVTAL OO T HAONON LOVIEA®V EIVOL OTIG TEPIGCOTEPES TEPITTM-
GEIG TPOOEYYIOTIKA KOl EVOEYETOL VO NV OVTIKOTOTTTPILovY TTAvTa e aKpifela TV TpoyLoTiKn
ovuneprpopd tov SUT. Emopévmg, tuxdv eAattdpato Tov evtomiloviol 610 HOVTEAO TPEMEL VO
emkvpmbovv oto SUT pe kotdAinieg SoKipéS. AVt 1 TEYVIKN €£XEL EPAPUOCTEL GE SIAPOPES V-
AOTOMNGELG TPOTOKOAA®V S1KTOOL ¥pnoonotmvtag epyareia 0nwc o DTLS-Fuzzer [5] kot 10
EDHOC-Fuzzer [12].

1.1.4 Ene&nynon e teyvikng pe paon to DTLS

Oa TOPOVCIAGOVE EVOL EKTEVEG TOPASELYLLOL LOVTEAOL UNYOVAG KOTAGTOONG TToL £xel e&oryOel
amo o vionoinon DTLS, pali pe téocepa opdipata pnyavig katdotaons. To peyodldtepo pépog
TOV KEWEVOD KOl TOV EKOVOV QLTNG TNG EVOTNTOG TPOoEPYETUL amd To pBpo NDSS"23 [4].

1.1.5 Amndéxtnon tov povréiov pnyovis ketdotaong tov SUT

H npo gicodog mov ypeidletar o SMBugFinder eivon to povtédo SUT. INa d1dpopeg vAo-
mowmoelg dtokopotr] Kot weddtn DTLS, avtd pnopei va yiver pe to epyaieio DTLS-Fuzzer [5]. To
Hovtélo Tov Ba meptypdyovpe 6® avTioToLEl 6TV VAoToinon dtakopioth JSSE 12.0.2. Qotdoo,
enedn to DTLS-Fuzzer cuvnyaye éva poviélo pe 124 katactdoelc, To omoio eivatl ducavayvem-
670, mapovotdlovpe oto Zy. 3.4 po pelpévn €kdooT Tov, oV amoteAeital Hovo and dmdeKa

KOTOGTAGELC.

Ac génynoovpe nog dwfaletar avtr n punyovi Mealy. Ot akpég TG emonuaivovtol pe 6Tot-
yelor Tov aAeoPnTov oTig 600 TAEVPES LaG KABeTOL («/»), LE €1GOJ0VE OTO OpLoTEPH Kot €£0-
dovg ota 0e€1d. Xty apykn Tov Katdotaom (0), o S1akopoThG gite dEXETOL SEOOUEVO EQAPHLOYNG
(App) ko dev e€dyet kopio amdkpion, eite déxetar Eva uvoua ClientHello (CH) kol omovtd pe
éva HelloVerifyRequest. anv katdotaon 1, ektdc and 10 App, 0 SlakopioTng d€xeTaL EMiong Eva
CH a1 otn cvvEyelo amavtd (e o okolovdia mévte unvopdtov (SH, Certs, SKE, CertReq ko
SHD, pe oot t ogpd). Ot vmOLoITES KOTAGTAGELS Elval TOPOUOIEG, OAAG YPNCILOTOIOVLE EMI-
OTG L0, GLVTOROYPOPID (GTIS OVTO-AKPES TV KOTOGTAGE®Y 6, 7 Kot 11) Yo vo vtodnAdcovpe
Lo Voo 1600V Kat avtictoyov e£00wv. Mmopove ENTIONG VO TAPATPTICOVUE T1] dladpoun
OV OAOKANPOVEL COGTE TN YEWPOWYIO, [LE WTAE YPDO, EEKIVOVTAG OO TV OPYLIKT KOTACTACT] KOt

TEAELDVOVTOG GTNV KATACTOON 7.

Diploma Thesis
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1.1.6 Kodwonoinon evradei®dv Kot 6QarpndToOv

A@o¥ anoktioovpe €éva poviého SUT, n dedtepn gicodog mov yperdleton to SMBugFinder
glvar évog KaTahoyog TpoTuTeV oL Ba edeyyBovv og oyéon pe to povtédo SUT. H 18€a sivon va
avalntoovpe oto dedopévo poviélo SUT, M, dtadpopéc mov moapafitalovy Tig amaitioels aopd-
Agwog kot 0pBOTNTOC TOV TPOTOKOAAOV 1| HoldlovV pe GEAALATO.

Yrdpyovv tpla {ntApato TOL TPETEL VO OVTILETOTIGTOVV Y10, VoL bAoron el avth 1 ankn Wdéa
Kot vo kataotel amoteheopatikn oty pdén: (1) Iog kataypapovpe nog powalet po topoioon
amaitnong 1 éva cpaipa oto M; (2) Ilog avalntovue amoTteAeoHATIKA SL0OPOLES LUE CPAALATA GTO
M; (3) Ilog amodeucvooupe 0Tt to Tpaypatikd SUT mepiéyel GOAALOTO TOV EVEPYOTOLOVVTOL KOTA
TNV EKTEAECT] TOL KMOKA TOV vTIoTOl el oe pa dtadpopn pe cpdipata 6to M; Ag anavticovpe
TPAOTA GTNV TPDTN A0 OVTEG TIG EPOTNGELS.

KéBe mpmtokorro diktHhov kabopilel omontioelg ac@AAELNg Kot opBOTNTOG GTIG TPOILUYPOPES
tov (.. oto RFC). Puoikd, pnopolue va eEgtdoovpe avtég T TPodiaypapes Kot va eEaydryov-
pe (éva mAnpeg cHVOAD) OVTMOV TOV OTALTHCEMY. XTN GUVEXELN, UTOPOVUE VO GUVTAEOVUE Evay
KATOAOYO TTPOTOUM®V COOALATOV, KABEVA Ao Ta 0010 KMOTKOTOIEITOL MG £VOL AVTOLLATO TOV dE)E-
Tt axoAovdieg UNVLUATOV IOV EKOETOVY TO GEAANN TG UNYAVIS KATAGTAGNG. AG OTEIKOVIGOVUE
LTV TNV Kodikomoinomn pe éva mapadetypo. Ag vrobfécovpe 6Tt dokiudlovpe Evav SloKOpoT
DTLS o omoiog £xetl puBuiotei va amattel £va £ykvupo mioTomomTikd and tov meAdrn. Eival tpo-
POVOG COAALO — GTNV TPAYLATIKOTNTA, EVTAOEl — 0 SUKOUGTAS Vo {Ntd TioTomomTikd (e
éva pqvopa CertReq) Kol 0T GUVEXELD, VO EIGEPYETAL OTT] PAGT TOV OAOKANPAOVEL T1] dl0d1KaGio
xepayiog yopic va AdPet Eva unqvopa motonotikov amd tov merdtn (Cert,). Mmopodie va ko~
TAYPAYOVLE OLTAY TNV €VTADELN e VO AVTOUOTO TOL dEYETAL AKOAOVOIEG UNVLUAT®OY TOV TNV
exBétovv. 'Eva t€1010 avtopato @aiveral oty Ew. 3.5.

Ag eEnynoovpe awtd to Ntetepuiviotikd [enepacpévo Avtopato(DFA) kabmg kot ) onpelo-
ypaopio mov ypnotpomolovpe. Ot mBaveg S1adpopég amd TNV apylkn €mG TNV TEMKN KOTAGTAOT
«bug» ekppalovv tnv evmadeio Tov eENyNoaE TAPATAV®: VITAPYEL Eva ppvopa CertReq ooAov-
Bovpevo amd éva uvopo CCSs amd Tov dlakooty, yopic kavéve unvopo Cert, omd ToV TEAATN
evolaueca. Xpnouomotovue 10 cOUBOA0 77 Y10 ovTd OV VoL YVOGTO MG TO GHVOAO OA®V TOV
«GAL®V» cuuPormv Tov aAeapntov X evdc DFA (dndadr|, 6Aa ta cOUPoAN EKTOG OO AVTA TOV
enpavifovtol mg emonUaveelg otig GAleg e€epyopeves petafdoeig amd pia kotdaotoon). Etot, yuo
NV apyikn Katdotaon, 10 Z dniover X — {Cert Req}, ko yuo ) peoaio kotdotaon 10 % dniod-
vel X — {SH,CCSs}. Me v cvpnepidnyn pog petdfaong SH micwm oty apyikn Kotdotoon,
emtpénovpe 610 DFA pog vo amogiyst yevdeic kivduvoug (AOYm emavadlampayldtevong). 1o
DTLS, évog meldtng Umopel vor ETAVEKKIVIIGEL TN JadKacio XEpoyiog o€ OTOl0ONTOTE OTUEi0
otélvovtag éva punvopo ClientHello otov dwaxopot). Opopévol dakopiotég DTLS Ba ama-
vinoovv pe éva HV R og avtd to onueio kot 1 xepayia Bo emovexkivndel. Qotdc0, vTapyovy
eniong viomomoelg DTLS mov mapadeimovy v emavdAnyn tov fripotog aviailoyng cookie kot
EMAVEKKIVOVV T1) dtadtkacio yepayiog. Erouévog, eival ao@aAéoTtepo Kot To OLOIOHOPPO VA XPT-
OLLOTIOIELTAL TO JEDTEPO VLA TTOL GTEAVEL EVOG dtakootng (S H) yia va vtodnimaoet 0Ti 1 dia-
dkacio yelpoyiog emavekkiveitol Kot uropel va olokAnpmbel cwotd pe éva diho Cert Req amd
TOV OLOKOULOTY).

Xe oyEon e TO YEYOVOG OTL OO TOL LTOLOTO LG EIVAL VIETEPUIVIOTIKG, CNUEIDOVOVE OTL Y10
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1.1.7  Aviyvevon coaipdtov oto povtédo tov SUT

Ola ta. cvpPora 6To X Yo To. omoio dev VApPYEL &epxOeVn HeTAPaoN Ao Lo KotdoTao, v-
TAPYOVV VITOVOOVUEVEG HETAPAGELS Y10 0T ToL GOUPOAN G€ e KaTdoTaon «sinky, Tig omoieg dev
eppavifoope yo va unv yepioovpe Tig gikovec. [ mapdderypa, yio To avtdpato oto Xy. 3.5 v-
TAPYOLV VITOVOOVLEVEG UETAPATELC 0md TNV TEAMKN KoTdoTaoT «bug» yio 6Aa Ta cuUfola 6To 3,
Ko vrdpyet eniong o petdpacn yo to Cert. and TV KATACTOOT «certreq» oTnV KaTioToo
«sink», mov onuaivel OTL €GV £Vo TOTOTOMNTIKO ATOGTAAEL AT TOV TEAATT), TOTE OEV PTAVOVLE
o1V Katdotaon arodoyng tov DFA pog (dniadn, dev vadpyel ceaiua).

H dgvtepn gumdbera mov evromilovpe pe éva DFA (Ew. 3.6) sivon mapdpota. Xe évav dtakopt-
OTN TTOL £)EL PLOGTEL VO OTOLTEL TIGTOTOUWTIKO GO TOV TEAATY, O TEAGTNG TLoTOTTOE TON (dNACd,
oAOKANpOVETOL 1) SLodtKasia YEPAYiog) e TNV OTOGTOAN evog miotomomtikov (Cert.) and tov
TEAATT, AAAG ywpic Ty amoctoln evog Certi ficateVeri fy otov dtakopot. Avtd anotehei Eva
coPapd kevd acpaleiog. Mmopel va vtodniavel 0Tt £vag eioforéag pmopet va miotomom et ypn-
GLULOTTOLMVTOG TO TIGTOTOTIKO KATO00 GALOL YpiG Vo amodei&el TNV KOTOYH TOV TIGTOTOW TIKOD
pe éva CertVer.

Extég and t1g eundbeleg, onueidote 6TL umopovpe emiong va ypnooromoovpue DFA yuo va
Kataypdyovpe GAA €101 CPAAUATOV TG UNYOVIG KOTAGTAONG TPOTOKOALOV. ol Tapdderypa,
1o DFA ¢ Ewk. 3.7 kataypdeetl 1o QAL OTL, GE Lo EYKVPT XEPayio LE EVOV OL0KOULGT TTOV
ypnowomnotel ECDH, o dwokopothg dev umopei va katavoimoetl évo Client Key Exchange mpv
a6 to unvopa Cert,. amd Tov TEAATT. TNV TPOYUATIKOTTO, LWTOPOVUE VO, YEVIKEDGOVE TNV Gkpn
CKE(ECDH) oto DFA tov Zy. 3.7 dote va Aertovpyei yi 6Aovg Tovg akyopiBpovg ovodla-
NS KAEWIDV OV LITOSTNPIlEl £vag SLOKOUIGTIG Kol 01 00101 OALTOUV aO TOV TEAATN VA TOPEYEL
éva motomomTiko. o mapdaderypo, HmopodUEe Vo OPIGOVIE MG ETIKETA OVTAG TNG AKPNG TO GL-
voho {CKE(DH),CKE(ECDH),CKE(RSA)}. Oo xpnGHLOTOIGOVLE TN CLVTOHOYPAPia
CKE” vy vo ovogepbodie o€ £va TET010 GHVOAO.

To televtaio pog mapdoetypa DFA (Ew. 3.8) eivan mapdpoto. Kataypdeet po GAAN mepintoon
un ykupng oAANAoVYING UNVOUAT®V: VOGS SIUKOUGTNG OAOKATPOVEL TN XEPOWIN EVD KOTOVOAD-
vetéva CertVer mpw ano to piqvopo C K E ond tov mehdtn.

Ao eENYNoOLE TOG VO KOOKOTO|GOVLLE TIG OMALTIOELS GE QLTOLATA, 0 EEETAGOVE MG VOL
QTOKTNGOVLE TETOLEG OMOLTNOELG APy KA. YTapyovv didpopeg duvatotnteg: Ta DFA pmopodv va
KATOOKEVAGTOOV Kot va BeEATInB00V ameveing amd 1) CUYKEKPLUEVEC OMALTIOELG OE LLLOL TPOOLOLY POL-
N TPOTOKOALOV (7.%., «To upvopa Cert, amoctéAletol omd Tov TEAGTN LOVO €AV O SOKOUIOTNG
nmoet motonomtkd.» [[10], 6. 55]), i1) amd 0mo100MTOTE TPOTNYOLUEVMG OVOQEPBEY GOAALLOL pUT)-
YOV KOTAGTOGTG Y10 VAOTONGELG TPMTOKOALOU, 1 111) ¥PTCILOTOIDOVTNG TIG YVMDOELS LG OYETUKEL
LE TO TPMTOKOALO Kot EPApUOLOVTAG TNV KOV AOYIKN. Z1UEIDVOLLE 0TL TO cUVOLO TV DFAs mov
KATOYPAPOVY OTOLTOELS, ELTADELES KO KOWE COAALOTO LLOG VAOTOINONG TPOTOKOAAOV UTOpEL

va kafoprotel extdg VUVIESNG Kot GTAOIOKAL.

1.1.7 Aviyvevon c@oipatov 6to povréro tov SUT

Bpiokopoote 610 onpeio 6mov &yovpe éva povtédo M evog SUT pe ) popen unyovig Mealy,
Kot yovpe emiong £va oHVOLO TPOTOHTTOV COUANATOV TTov ekppalovtal wg DFAs. TIpokeyévou va
aviyvedoove T 6PAANaTo 6To poviého tov SUT, mpénetl va aviiuetonicovpe dvo {ntipata.

[Ipdtov, ta povtéra SUT meptypdeovion pécm punyavav Mealy, aldd ta potifo ceolpdtov mept-

Diploma Thesis



K 1. Extevig EMAnvicn [epidnym

ypboovtor péow DFAs. Avtoi ot dvo oppoiicpol potdlovv mapouotot, aAAL TeEXVIKE etvat TOAD
dwapopetikol. Ot unyavég Mealy kabopilovv Tig oyéoels €16660v- €£660V TV GUUPBOAWDY OTIC e~
tapdoeig Tovg, eved o DFAs opilouv o yAdooa: 10 ohvoro tov Aégewv mov déxetal to DFA.
Agvtepov, 1 avalntnon 6Amv tev dadpoudy 6to povtélo dev Ba Asrtovpynost. To mepiocdTEpPO
LOVTEAD, EKTOG OO TO OTL EXOVV TOAAEG OLOPOUEG AOYM TMV TOAADY KATUCTAGEWV, UTOPEL Vo
€YOLV aKOUT Kot relpo aptdud dtadpoudv. ['a mapdderypo, vIdpyovy EcMTEPIKEG AKUEG GE OAEG
T1G KOTAOTACELS TOV XY. 3.4.

Me Aiya Aoy, ovto mov kdvel 1o SMBugFinder oe avtd 1o Prjpa eivot va pLetatpéyel 1o o-
vtého unyovng Mealy tov SUT e DFA kot va 10 dtactavpdcel pe kdOe éva amd ta DFA mov
neplypdpovv ta potifa ceoipdtov. Eeapuoloviag avth m pebodoroyia oto Tpéyov Topadety-
ué pog, tov dtoukoptot JSSE 12.0.2, to SMBugFinder 8o evtomicel 6ti: 1) N evndbeio mov me-
prypagpeton amd to DFA tov Zy. 3.5 (ohoxAnpwon yewpoyiog yopic uivopa Cert) vadpyel ot
dwdpouny 0—1-2—8—11-7; ii) n gvrdbeln Tov meprypapetal and to DFA tov Zy. 3.6 (aw-
Bevticonoinon meldrn yopic CertVer) gppavileton otn dadpopry 0—1—-2—8—10—6—7; iii)
10 oG OV Kataypaenke amd to DFA tov Xy. 3.7 (CK E wpw and Cert,) spoavifetar ot
dwdpoun 0—1—-2—-8—10—5—6—7 kot iv) T0 cPdApE TOV amoTLT®ONKE amd To DFA tov Zy.
3.8 (CertVer mpw ano CKFE) gpoaviletanr ot dadpopry 0—1—-2—3—9—-5—6—7. Eniong,
10 SMBugFinder o avaxaidyet 611 10 opaipa CertVer npw and 1o C K E vndpyet eniong ot
dwdpoun 0 €wg 7 n omoio mepvdet amd Tig akpég 2—8 Kot 8—10 (yovrpég KOKKIVES YPOULLIES).

1.1.8 Emxvpoon tov 6Qaipdtov 100 povréiov oto SUT

AVoTUYMG, TO YEYOVOG OTL £XEL EVIOTIGTEL £val GPAALN 6TO LovTELD evog SUT dev amodetkviel
oo LOVO TOV OTL TO COAALLO VITAPYEL TPAYILATL GTO HOVTEAD. Y TAPYOLV SLU(POPOL TOPEYOVTES TOV
npénel va Aapovpe voym. [pdtov, 1o poviého tov DTLS-Fuzzer pnopel va unv €xetl cuykAivet
(BA. [5]) ka1 To povtéro mov €xel cuvaybei pmopei va gival Katd Tpocsyyion. Avtd GNUaiveL OTL TO
TPOTYOVLEVO PriLaL LTOPEL Vo avapépeL cQAALLATO, TToL dev vtapyovy oto SUT. Agoutepov, akdun
KoL av TO LOVTEAO gtvar akpiBEg, N avapopd evOg GOAALATOG YOPIC TNV Tapoyn EVOS SOKILOGTIKOD
MEPUTTMOUATOG TOV TO ERPAVILEL, KOB1GTE TNV avamapaymyn Kot TV emddpOwson Tov GEAALATOS
TOAD SVGKOAN.

"Etot, 1o va eTKupOCOVLE TNV TOPOVGIN GPAALATOV GTO TPAYLOTIKO GUGTI LA, KATAGKELA-
Covpe axoAovBieg TakETOV TPMTOKOALOL Kot T EKTEAOVUE G€ avTd. Me avtdv T0V TpdTO UTo-
POVLE VO, TO. EMOTPEYOVUE MG LopTLpieg ceolpdtmv (bug witnesses) oTIC AVOPOPES TPOG TOVG

npoypappotiotés. To SMBugFinder 8o, emucvopdoet avtopata 6io to cpdipata oto SUT.

1.1.9 SMBugFinder oc epappoyf 6o DTLS

Qc emidein g ypnong tov SMBugFinder oty Tpéyovca Hopen Tov, B0 TOPOVGIAGOVLE
€va GVYKEKPUEVO TTapAdelyla o€ pia papuoyn dwukoptot DTLS, cvykekpyéva oto poviélo
MbedTLS v2.26.0. Oa avaeepdpoote o avti v epappoyn SUT wg MbedTLS.

Onwg €xel non onuewwbei, to SMBugFinder amoitel TpdOTA TNV TOPAYDY TOV ELGOSOV Y10,
v avtopoatonompévn dokiun: to povtéro SUT kot ta potifa cQoAUdT®V Y10 TO TPOTOKOALO, TO.
0TOl0 GLYKEVIPMOVOLLLE GE EVOV KATAAOYO. X1 cLVEYELD, ekTEAOVUE TO SMBugFinder e avtég TG

€16600v¢. To SMBugFinder 8o mapdyel amoTeEAEGHOTO TO OTTOT0L LITOPOVILE VO OVOAVGOVLLE.
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1.1.10  To povtého SUT

1.1.10 To povtéro SUT

MmropobiE Vo XPTGILOTOMGOVUE VO LOVTELO TOV TEPLYPAPEL TOV dtakoptot MbedTLS mov
dnpovpyndnke amd to DTLS-Fuzzer[5], 6nwg avaeépbnke mponyovpévac. Avtd 1o gpyoleio
mopayeL To poviého unyavng Mealy oe popen DOT, étoyto va ypnoomomBet g €xet omd 10
SMBugFinder. No onpelodei 6t avti 1 popen DOT givan kown og 6Aa ta epyareio expddnong
KOTAGTAONG TPOTOKOAAOL TTOL Yvpilovpe, Tpdyuo tov onuaivel 6t to SMBugFinder pmopei va
AELTOVPYNOEL [IE TOL LOVTEAD TTOV TTAPAYOLY OAOL VT Ta epyaieia. To oynua 3.9 mapéyet o onti-
KOmoinomn evOg LKPOV HEPOVE TOV LLOVTEAOD, TO OTTOI0 OMLLLOVPYEITOL AVTOLOTO YPT|CILOTOLDVTOG
to gpyaieio dot tov Graphviz.

E&etalovtog avtod to poviédo, pmopei Kaveic vo det ) dwadpoun s0 — s1 — s2 tov frpartog
avtoAlayng cookie. Avti 1 dadpopn oyetiletal pe €vo cQAAL pPnyovig Katdotaonsg, COLPOVO
pe to DTLS RFC [11]. Ztn cvvéyeia, Ba dobpe mdg umopovpe va, TopEYovue LoTifa cpaApdtov

oV emTpénovv 610 SMBugFinder va. aviyveveL ALTOUATA OVTO TO EAATTOLCL.

1.1.11 K®owkonoinon cQorpdtov 0¢ auTopaTo

H 6wadpopn amd v katdotaon sO 6Ty Katdotaon s2, OTOKOAVTTEL VO GRAALO UNYAVIG KO-
TAOTOONG: 0 SLIKOUIGTNG OAOKANPMOVEL TO Prial avTaAlayng cookie LeTd T Aym €vOg dELTEPOL
CLIENT HELLO pe to RSA ciphersuite mopd to yeyovog 6t to mpdro CLIENT HELLO ypnot-
pomotet to PSK ciphersuite. Avti n cuumepipopd mapapialel Tnv npodiaypopr RFC tov DTLS
[11]. To potifo GPAAUATOG TOV ¥PNGLOTOLOVLE Y10l TNV OVIYVEVGT AVTOV TOL GORAALOTOS POIVETOL
oto Zynua 3.10(a), pali pe tov mnyaio kodika mov 1o viorotel (Zynua 3.10(b)). Onwc o poviého
SUT, 10 portifo cedipartog etvar emiong o popen DOT ko pmopet va mpoPAndel pe to epyaieio
dot.

To mapandve avtdpoto Kataypdeet (amodéyetar) Ty akdAovdn akolovbio unvopdtoy:

I _PSK CLIENT HELLO — O HELLO VERIFY REQUEST — I RSA CLIENT HELLO —

0_SERVER_HELLO 1 onoio mapafiilet v apodiaypapn RFC tov DTLS, 6nwg avapépbnke mpon-
youpévas. To potifo kwdikomotel £va vietepuivioTikd nenepacpévo avtopoto (DFA) mov kabo-
piletor yio 6Aa o cOPPora €16000V Kol ££660v Tov povtélov SUT, ta omola epeavifovior oto
potifo pe mpdbepa I kot O, avtiotoya. Eival onpoavtikd va onpeimbei 611, eni Tov mapdvtoc,
0l OKUEC TOV YPOPTLLOTOG UTOPOVV VA, TEPLEYOVV TTLO GVVOETEC SOUEC amd amAd unvouata. Avtég

mephappivooy:

* To cbpporo U, 10 onoio aviurpocwnedel 10 cOHvVoro Twv cupformv SUT mov dev meptiopt-

Bavovtar og kapio e&epydpevn axpn and o KataoToo.
* Exoppdoeic cuvolov, 0Tmg 1 apaipeon evog cuvorov ard Eva GALO.
EmimAéov, Ta oOpufola yia to omoia dev €xetl kaboplotel pHeTdfocn 00nyovV o€ Lo VTOVOOV-
HEV KATAOTOGOT ATOPPIYNG.

H ovumoyng popen g Kodikonoinong eivat kpioipn yio ) ypnotikomta tov SMBugFinder
Kot Bo GLINTNCOVIE TMG EMEKTEIVETOL TEPALTEP® GTO KEQPAALO 4.
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1.1.12 Xvykévrpmon Kataidyov TpoTOT®OV GQUARNATOV

To potifo cporpdtov tapéyovral oto SMBugFinder nécm €vog apyeiov Kataldyov GOAAULd-
TV pe popen XML. Avto 1o apyeio mepi€yet yio kKabe codipa mov eEetdletar, Lo S1adpopr TPog
7o povtélo DOT 1ov potifov poli pe petadedopéva GYeTIKd e TO GORAALN, OTMG Lol TEPTYPO-
0N Ko (TpoapeTikd) tn coPapodtnta, to omoia Ba epneaviloviol 6Tov YpNoTn €AV EVIOTIGTEL TO
o@aipa. Iapokdtw, mapatifetol £vo amdGTOCO TOV KATOAGYOV TOL ¥PNCLOTOIONnKE yio TNV
emidelén pog.

<bugPatterns>

<bugPattern>
<name>Non-conforming Cookie</name>
<buglLanguage>non-conforming cookie.dot</bugLanguage>
<description>The first two ClientHello messages use different
cipher suites, indicating that cipher suites are not included
in the cookie computation.
</description>
<severity>LOW</severity>
</bugPattern>

<bugPattern>
<name>ClientKeyExchange before Certificate</name>
<buglLanguage>clientkeyexchange before certificate.dot</buglLanguage>
<description>A server completes the handshake with the client,

but consumes a ClientKeyExchange before a client Certificate.

</description>
<severity>HIGH</severity>

</bugPattern>

<bugPatterns>

1.2 T'A®060 TOPAUETPIKAOV TPOTVTOV GOUANATOV

1.2.1 Kivntpo

Onwg avaeépdnke, to epyareio SMBugFinder déyetol TpOTLTO. GOUAUATOV TOV TEPTYPAPOVIOL MG CVTOUATO TETEPOCUEVMV
KOTOoTAcE®V Ypnoponotdvtas t yAdcoa DOT. Av kot amotelespotikn Yoo amdd, cvykekppéva opdipato, 1 DOT and povn g
GTEPEITUL UNYAVIOU®V apaipeons, KaOIGTOVTAS SVGKOAO 1 adVVATO TOV OPICUO ETAVOYPNCLULOTOCIL®V, EXEKTACILOV 1] YEVIKOV
TPOTOT®V GOUAUATOV.

2V Tpaén, moAAG cQAALOTO AKOAOVOOVV YEVIKEG LOPPEG. ZVYKEKPIUEVAL:

* Mmopei va 0éhovpie vo vTodINAOGOVE GYEGELS (IO10TNTEG) HETAED TOV TAPAUETPOV VO 1) TEPLGGOTEPDV UNVUUATDV.

* Mmopei va. 06hovpie VoL YPNGLLOTOWGOVLLE GUVOPTNGELS GTIS TTAPUUETPOVG TMOV UNVOULATOV.

T va ekppdcovy tétota Tpdtuna anokieiotikd o DOT, ot xprioteg mpémet vo opicovv pntd Ores TG akorovdieg unvopdtev mov
TPOKOTTOVV Ad OLEG TG TOAVEG TIHEG TMV TOPUUETPMV, HE ATOTEAEGHLO VO. SNULOVPYOVVTOL GUVOETO TPOTLTLO GOUAUATOV e TOAAEG

TPOUOLES SLdPOLES TOV €ivat SVGKOAO va Stafactolv. o va EETePacToVV 0VTOL 01 TEPLOPIGHOL, ELGAYOVLLE L0l TAPOUETPIKY YAOGOO.
VL0 IPOTOTO. OPOAUGTOV, TOV EMTPETEL GTOVG YPNOTES VaL 0pilovV ETOVOLYPTGLULOTOUGULES, 0PN PN HEVES KOl EKPPOUOTIKEG TPOSIOLY PUPES.

1.2.2 X160l 0YEOLOGNOV

H mapapetpikn YAOGoo TpoTHnmV GROAUATOV ExEl oYeSIOTEL [e TOVg akOAoVBOLS 6TOYOVG:

* Exg@pactuétnta: No emtpénet Tov yevikd opiopd TpoTOnmV, e TOPUUETPOVG TOL AAUPBAVOLV TYES amd amaplOpnpévong
TOTTOVG,.
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1.2.3  TIpodioypagpéc YAMGGOG

* Evooparoon: Na givor coppat pe m pon epyooiog avivong kat emtkvpwong tov SMBugFinder.

* Avayvooypomyra: Nao mopéyet po kabopn kot niotiky cdvtadn.

1.2.3 TIIpodwypo@éic yYhOGoOg

H yAdooa amartel and tov xpiot vo opicel og éva apyeio o amortodpevo Tedia (TapapéTpous) mg TOToVG dedopévev, Kodo-
pilovtog TG TIHEG TOVG KL, 0TI GUVEXELD, VoL SNAMGEL 6€ TOolo Tedio avtioToyel kabe punvopa. Tpoatpetikd, pmopovv vo SnAmOodv
GUVOPTHGELG GTO TELOG TOL 0PYEIOV. AVaPEPONOOTE GE £VOL TETOLO OPXELD WG apyeio TPOdIoypapdV.

H ypappoatiki g yhd@ooas kabopiletar oe popery EBNF oto Zynua 4.1. No onueimbet 0t1 <i1é&n> dnhdvet éva teppoticd
SOUPOAO TNG YPOLUATIKAG, SNAST Lo GUBOAOGELPAEL.

Ag e&nynoovpe moteg ek@pacelg Tapdyet. ‘Eva mpdypappo avtic g YPOUUOTIKNG ATOTEAEITOL 0O OPLOHOVS TESIMV, AVTIOTOL-
yiogig unvopdtev og Tedio kot cuvaptioels. No onpelimbdei 0Tt omotodnmote amd avtd pmopei va Topaieipet.

Ewdyovpe toug opiopong nediov pe  AéEn-khewdi fields ='kat tovg Snidvovue apécng tapakdtm. Eva nedio avriotouyi-
Cetan omig Tpé mov emtpémeton va Adfet. o mapadetypa, pio £ykopn dMioon mediov eivoar field — valuel, value2. Ovolo6TIKA,
o media givon amapOunpévol THToL SeSOUEVOV.

311 GUVEYELL, ELCAYOVLE OVTIOTOLIOELS UNVUpATOV o8 Tedia pue T AéEn-kAedi ‘parametric_messages ='kaoitig dnidvov-
e axkpiBag amd kdtw. Kabe avrictoyio Snidvetar pe évamessage oe cuvdvacpd pe ite (field) site {field}. N mapdderyno,
ot éykvpeg ekppaoelg tepthappavovy message (field) kaumessage {field}.

Téhog, e cuvaptnon opiletar xpnopomotdvrag T AdEn-kAedt “func axolovboduevn amd 1o 6vopd g kar éva cOpforo
=", TIpoapetikd, o TOTOG TG Uropet vo SNAwbel opéoms petd to Gvopd g Kot Tpv omd 1o cOUPoro "= pe éva " 1 akoAovBovpevo
amd ToV TOTO NG €10050V, éva cLIBOAO '—' Kot Tov TOHTO TG €£650vV. Na onpeiwbei 6Tt o1 TOTOL €ival OVGIAGTIKA TEdiO TOL TPETEL
VO, 0pLoTOVV 6TV EVOTNTO OPIoUMY TESinV. AKpBOG Topakdtm, opilovpe pntd v ££050 TOL TPEmeL va Tapdyet Yo kabe pio oo Tig
£16000vG c. 'Etot, ka0 ypopun mepiéyet o tipn £16680v akorovBovpevn amd éva odpporo *—' kot v Ty e£650v.

1.2.4 'Evo mopopeTpiko TpoTUTO GOAANATOS HE TO UPYEL0 TPOOLAYPUPADV TOV

Me 1 duvatdta 0popod TEPALETPOV KoL CLVAPTHCEWY TAPIAANAL pe €va potifo GEALULOTOS, TO HOTIBO COAALATOG TOV
meprypayope vopitepo oto Zyfua 3.10(a) pmopei va yevikevtel. @o tpémnel va mpocbicovpie pua mapdpetpo (kodwkomompévn oe DOT)
og k6Oe pvopo I CLIENT HELLO kot €miong vo SNAOGOVLE TIG TEG TTOV UTOPEL VO TAPEL (XPNOLULOTOLOVTOG T VEN TUPOUETPIKT
YA®oGoQ) o€ éva Eexmploto apyeio. Avtd ta apyeio paivovtat oto Zynpa 4.2.

Av16 10 TOpOapETPIKO HoTifo Eivar oNUAVTIKA TO YEVIKO oo To apykd. Kataypdeet Oleg Tig mBavig dtadpopég oTig omoieg n
covita kpumtoypdenong wov drapnuictnke apyd omd to CLIENT HELLO eivon Stagopetikn omd avth mov Stagnpictnke oto devte-
po ppvopa CLIENT HELLO. Ag eénynoovpe T ovvtagn mov ypnotpomotodpe. To "X1ist:=cipher suites' mov cuvodevel m
petéBaon I CLIENT HELLO, opilet pua mapdpetpo oto pivopa mov amootéAAetol. Avtd onpaivel 0Tt Lopovpe Vo KaToypayovpue
po tun mov ovvodevel kdbe CLIENT HELLO mov amootéhieton otov Srakopoth SUT. Zvykekpipévo o€ avtd to mopddetypa,
T OVTITPOGMTEVEL TO GDVOAO KPUTLTOYPAPHOHNS TOV O TELATNG AVAKOWVAVEL GTOV S1aKoMIoTH. Mmopove apydtepa va avapepfodue

"

G€ OLTHY TNV T YPNCIHOTOIOVTAG TO avoryvepioTikd Tng, Sndadn X1ist. To "cipher suites"'ypnowonoiiton yia va opicel
T1g TéG o pmopet vo miper o XList. Mapopoing, o [Ylist:=cipher suites] nov opileton napaxdro, opile o devrepn
TAPGUETPO TOV Kot oA Taipver Tipég amd v ida Alota cipher suites. To tpfpa 'where Ylist != Xlist"' opilel éva
KaTnyopnuo mov exkepélet pa oyéon peta&d YList wor XUist, cuykekpyéva ot ot mapduetpot XList war Y1ist dev pmopodv
VoL EYOVV TNV 161 Ty,

To apyeio Tpodioypapmv SNAdVeL 6Tt T cipher suites pmopei vo. £yl Tig Twés RSA, PSK, ECDH W DH xou extiong 0Tt avtég
ot g eppavifovtar og mapapetpot oto pivope CLIENT HELLO. Otav to potifo mopapetpikod cOAALOTOS YPNCLOTOLEITOL GE
GLVOLAGHO e aVTO TO apyeio, pmopel va emektadel, ecwtepikd and to SMBugFinder, og éva amko LoTio oOAALATOG.

Me avTdV TOV TPOT0, OVGLUGTIKA, EYOVLE EKQPACEL TNV 10€a OTL «Evag dtokopiotic DTLS mov ohokAnpdvet To Bripa avtaiioyng
cookie petd ) Aqym evog devtepov CLIENT HELLO pe drapopetikd vrootnpildpeva cHvora KpLTToypaenong and avtd Tov TpdTon
CLIENT_HELLO» eivat éva cpaApa.

1.2.5 H ypfon ocvovopToE®MV 6€ TOPUNETPIKE poTifoa cpaipdtov

T va dei&ovpie T xprion TV GuUVaPTHOE®Y 6Ta LOTIPo GEAALATMV, B TAPOVGIAGOVUE £V AKOLN TOPAUETPIKO HOTIBO GOOA-
potog ov Bpédnke og vAomomoelg teddtn DTLS, 10 0m0io Kwdkomolel T GUUTEPLPOPE OTL TO KTLGTOTOMTIKO TOV TAPEYETOL A0 TOV
neddrn TIPETIEI vo mepiéyet éva kAedi mov eivar copPotd pe ta motomomtikd,_types» [3, p. 53] o éva pfivopo CertReq ond tov
Swakopuoth. To potifo 6edipatog Tov ypnoiponomcope yia v to aretkovicovpe epgaviletat o DOT oto Zynua 4.3, cuvodevdpevo
amo éva apyeio mpodiaypapdv, OTmg amarteitaL.

Ag 10 g€nynoovpe. Iapdpota pe ovtd Tov EYOVHE 10N AVAPEPEL GTO TPOTYOVUEVO TPOTLTO, opileTan o Tapdpetpogoto I -
CERTIFICATE_REQUEST tv onoia pmopovpe va avapepbodpe apydtepa wg CTset. O tipég nov propei va mépet opiloviar oto
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K 1. Extevig EMAnvicn [epidnym

TOPAUETPIKS apyeio pécm Tov mediov ‘cert type'. T petdfaon certreq — bug, opilovpe o GAAN TopapeTpo Tov ovoudle-
ton kt ot ypnoonoodpe to pddepa ‘'where cert type(kt) !in CTset"' yio va vrodnidoovpe 61t avth n dadpopn
akolovBeiton gdv 1 Ty g cuvaptnong cert type otav epapudletar oto Kt dev Bpickeron oto CTset mov opioke vopitepa.

‘Onwg eivar ovopevopevo, to medio key_type dnhdverat 6Tt Aappavet Tipés omd RSA kar ECDSA ko to medio cert_type Snidvetat
ot hapPavet Tipég and RSA_SIGN wouw ECDSA_SIGN. To pqvopa CERTIFICATE REQUEST opiletar dote va vrootnpilet Eva
GUVOLO amd aVTEG TIG TIHES. No onpetwbel n xpnon Tev «{H» Kot «}». XpnoonolovvTat yio vo. SNAOGOVY OTL 1) TAPAIETPOG OVTOD
TOL UNVOLOTOG OVTITPOGMTEVEL £VOL GVVOLO, EVE T «(» KOl «)» XPNCLULOTOLOVVTAL Y1t VO DITOINADGOVY OTL 1| TAPAUETPOS AaLBAVEL
pio povo tyn. To kuptotepo ivan 6Tt opifovpe T cuvdptnomn cert_type, n omoio kabopilel pntd v avtictoiyion peta&d TOV TIHOV
£16000V Kot €£650V YPNCYLOTOLDOVTOG Hial POAKT SNAMTIKY GOVTOEN.

1.2.6 Yhomoinon kot evoopdatwon pe to SMBugFinder

H yAdooa éxet viomombei oe OCaml wg évag HETAYAMTTIOTNG TOL HeTOPPALEL TO apyeio TPOSIYpaPdV GE SOUES dESOUEVOV
Java, dote ot Tpodiaypaés var umopolv va ypnotponomBodv and to SMBugFinder. H 0éon tov apyeiov mpodiaypapdv pmopet va
kaBopiotel evkora 6TOV KoTdAoyo XML 10V Tpotdnev 6Qoipidtov, £T61 @GTE Ol TOPAUETPOL TOVG VO UTOPOVV Vo EpUNVELHODY KoTh
v ektéheon tov SMBugFinder. Ty mpd&n, 1o apyeio avoaldetor kot cuvdvaletor pe kabe TpOTLTO GOAANOTOS TOL HETOPPALETOL
o€ E0MTEPIKEG SOES avTopdTOV cLUPaTES pe Tov mupfiva tov SMBugFinder.

Avt n apyrrektovikn eéaoparilet 6Tt to SMBugFinder pmopel va eneepyactel TopapeTpiicd TpOTLTO OTWG KoL TO LT TOLPOLLE-

TPIKA, YPNOHOTOIDVTOG TNV VIApYovSa vodour. IIpdcheteg mAnpogopies:
* H ypapportikn g YA®ooag vionoteital 6Tov YAwookd oveivti Menhir tng OCaml.

* O petayAotTioTg TG YA®ooag Tapdystol og shared object mov poptdvetat o Java pécm KMdKa stubs ypnoiponotdvTog T0
INL

o "Exet \MneOei pépipva dote va evtomilovial 060 T0 duvaTOV TEPIGEOTEPH GOAALOTA KoL VO ELavilovTal 6Tov XpoTn, HECHO
TOV 6Tadi®V AEKTIKNG, GUVTOKTIKNG KOl ONULOGLOAOYIKNAG AVOAVONG TG HETAYADTTIONG.

1.2.7 Xivoyn

H nopopetpikn YAOGoo TpoTdRmy 6QUANGTOV avEGveEL onHavTikd T ddvapn kot T xpnotikdmta tov SMBugFinder. Me v
EMEKTOOT TOV EMAOYOV INAOGTS TOV TPOTHTOV GOAAULATOV, OL YPTOTEG LTOPOVV VO TPOGILOPIGOVV TTLO EVKOAN TOL TTPALYLOTIKE GO~
poto. Qotdco, o TpdTLTe cPaipdtmv givar ypappéve o€ DOT, yeyovog mov mapakivel T dnpovpyio €vog Kakdtepov pyoareion, To

omoio cu{nteiton 6To ETOHEVO KEPANALO.

1.3 TI'pogiko meprpariov yprnot ywo potifpo ceaipdrmyv

1.3.1 Kivntpo

O oyedroopos potifov ceoipdtav pe m xpron s yAwocog DOT givat 0yt povo xpovoPopoc, GALG Kot ETPPETNG GE COEAALOTA.
O ypnog npénet vo e&otketwbei pe ) ovvraén g yAwocog DOT kot givar 0KOAO va YAGEL TV EIKOVOL TOV KOTAGTAGE®DV KoL TOV
petofdoewv. Enil tov mapdvtog, n por| epyaciog omartel T otadiokn cOvtadn TpoTinmY GRIALATOV KoL TNV OTTIKOTONGT| TOVG HE
m xprion g covitag Aoyicukod dot, Tpokepévou vo domiotmbet £Gv To TpdTLTO EXEL EKPPaCTEL CWOTE. AVt glvan avtifeTo otV
Ko Aoyukr| ko, Kafdg avédvetat o aptBpds Tov TpotHTOV 1 1) TOATAOKOTNTA TV TPOTHTOV, AEAVETAL KoL 0 KIVOLVOG 0GVVETELNG
KOl EMTAL0V KOGTOVG GLVTIIPNONG.

T va to avtipetomicovpe avtd, avantoéoape Eva epyaieio ypapikng demapng xpnot (GUI) mov emtpémetl otovg xpNiotes va
KotaokeLalovy Kot vo enegepyalovTon OmTIKA HOTIBO GPOALATOV Kot 6T GUVEXELD VoL TOL EEAYOVV MG UNYOVEG KOTAGTAGE®Y GE LOPPON
DOT. Avt6 kabiotd to SMBugFinder mo @uikd Tpog Tov xpNotn Kot amhonotel T dodikacio dnovpyiog potiBov ceaiudtov.

1.3.2 Emoxkdénnon tov gpyaieiov

To GUI, pe v ovopacio State Machine Bug Designer, emitpénet 6toug ypioteg vo oxed1alovy avTopaTa Hnyoviioto amevdeiog
og Vo TPOY PO TEPUYNONG. Yoot pilel T S1adpacTiKy KOTAGKELT KOl TPOTOTOINGT| VIETEPUIVIGTIKOV TETEPACUEVOV OVTOULOTOV
(DFA), ta omoia. pmopodv ot cuvéyeta va eEaxBodv oe popen DOT, kabdg kot e dAleg vrootnpildpeves poppéc, omwg JSON, PNG,
SVG xat LaTeX.

To kvpro Topdbupo Tov epyaleiov amekoviletol oto Tyfua 5.1(a).
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1.3.3  Boowd yopaxtmplotikd

1.3.3 Boowa (opoKTNpLoTIKd
To GUI nopéyet 1ig akdhovbeg Poaoctkég Aettovpyies:
* TIpocOnkn katactacemv: Kavte Suthd ki otov kapPd yio va tpochécete Evav vEo KOUPo KaTdoTaongc.
* Mpoodikn perapdosov: Xpnowonowmote to Shift kot cvpete yia va dnpovpynoete petapaocelg peta&d KaTaGTACEMV.

* Opropdg KaTasTAcEOV 00d0xNs (6@aipatog): Kavte Sumhod KAk 6€ pio VTdpyovGo KATAGTOG Y10, VO EVEPYOTOWGETE L.
KOTAOTOOT GOAALLOTOG.

* Metokiviion 6ToyEi®V: ZOPETE TIG KATAGTAGELS Y10, VL AVASIOPYOVAOGCETE TN S0Tasn.
* Awypogn etoygiov: Enéte wa katdotaon 1 o dxpn ki tothote Delete.
* Mopoég eEaymyng: E€aydyete 1o potifo opdipatoc wg PNG, SVG, LaTeX, JSON 1 DOT.

* Ewoayoy potifov: AveBaote éva apyeio JSON yio va poptdcete £va potifo c@aiiotog mov £xete omodnkedoeL Tponyov-
HEVOG.

Avtég ot duvatdTeg KabloTovv T0 €pYaAEio KATAANAO TOGO Yo TO GXESOUO VEMV HOTIwV 0G0 Kot Yo TNV eneéepyacio
VIAPYOVTMV.

1.3.4 Evoopdatoon pong gpyacioc pe 1o SMBugFinder

To epyodeio el oyedOOTEL Y10 VO EVEOUOTAOVETOL OTPOCKOTTA LLE TNV VAOToinoT Tov SMBugFinder:

1. O ypnotmg kotackevdlet Eva potiffo oEaAaTOS OTTIKA YpNoorotdvtag to GUL
2. To portifo e&dyeton wg apyeio DOT.
3. To portifo meprrapfaverar og éva apyeio Kataddyov.

4. To SMBugFinder gpoptavet 1o apyeio DOT polg extehectel, cav va ixe Ypa@QTel and Tov ypnoth.

Avtdg o unyavicpos eéayoyng oe DOT dwatnpel T cupfatdmra pe v apykn Aettovpykdmta tov SMBugFinder, Tpoc@épo-
VTOG TOPGAANAC (1ol STHAVTUIKE BEATIOUEVT EPTELpio XPpNOTN Y100 TN SNHoVPYia TPOTHTWV.

1.3.5 Tlopdadsrypa xpiong

Ba Topéyovpe va Tapadeypa Yo okomovg emidetnc. To oxnua 5.2 deiyvet to potifo cedipatog Non Conforming Cookie mov
cuinmoape vopitepa (Evomra 3.10(a)). Exel oxediactel 6Tov browser ypnoyLomoidvtog TG AELTOVPYIES TOV OVAPEPALLE GTNV EVOTNTO
5.3. Eivat apécmg mpo@avég OTL 1 KATOGKELT] TOL givat TOAD o €0KOAN Kot 1) OTTIKOTOINGT TOL £iva TAEov HEPOG TNG dLodtkacing
oxedraopov. Kavovrag khik oty enthoyn DOT oty gvotnta Export as: tov GUL pog {nteitot vo amodnkedcovple Tomkd 10 TpdTumo
oe popon DOT.

1.3.6 Xnpei®oels viomoinong

To GUI vhomoteitan g epappoyn Pactopévn o mpdypappa tepmynong ypnotponowwvtag HTMLS kon JavaScript. ‘Exet oye-
SaoTel Yo vo EmTPETEL TV E0KOAT HETAKIVIION TOV KOTAGTAGEW®Y, KOODS Kol TV aKU®OV, KadlotdvTag T dtodikacio oyedlosion
SroneOntikn yuo tov xpriotn, ave&dpmrta amd to potifo oedipatos. Ecotepikd, n unyovi Kataotdoemy avanapiotatol mg Sopr ypo-
eNuatog, n omoia oeplomoteiton omd kot tpog DOT 1 JSON ypnoytomoidvrag tumikég Pifiiodnies. Avth 1 apyLTEKTOVIKY EMTPEREL
010 GUI va givar popnto Kot SAEITOVPYIKO.

1.3.7 ZXidvoyn

O Ypatkog oxed0eTNG TPOTHTWY OTAOTOLEL SPUCTIKA TN INULOVPYIN TPOTHTMV CPUALATMOV BOCIGUEVOV GE PINYOVES KOTACTO-
ong. AmocvvBétel ™ ovvtadn DOT kot emtpénel 6Tovg YPNOTEG VO CKEPTOVTOL ONTIKA TIG GCUUTEPIPOPES KOl TIG TOPAPLICELS TOV
TPOTOKOA V. T'epupdvoVTag TO Ydopa peta&d TG cOANYNG Kot TG VAOToiNoNG TV Tpotinmev, To GUI cupfdidel 6To va katootel
10 SMBugFinder évo mo amote ecpATIKO Kot TPOGPAGLLO EPYOAEID YO TNV OVIXVEVGT) COAAUATOV TPOTOKOAAMV.
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Chapter

Introduction

2.1 Motivation and Context

As software systems grow in complexity, so does the need for reliable techniques to
identify and prevent bugs. Over the past years, various techniques have emerged which
help detect bugs during or after the development of software. Among such tools, bug-
finding systems based on state machines offer an intuitive method for specifying and
discovering erroneous patterns of behavior in software and more specifically in network
protocol implementations.

State Machine Bug Finder (SMBugFinder) [7] is a cross-platform, automated bug de-
tection framework implementing an automata-based technique thoroughly described in
a paper published at NDSS’23 [4]. By modeling incorrect sequences of messages, SM-
BugFinder can detect violations of expected behavior found in models of network protocol
implementations.

The current implementation of SMBugFinder lacks flexibility in terms of expressing
more abstract or reusable patterns, limiting its ability to detect certain unwanted be-
haviors. Furthermore, bug patterns need to be described in a format which makes their

expression difficult for the user, namely DOT [8].

2.2 Goals and Contributions

This thesis extends the capabilities of SMBugFinder in two major directions:

1. Parametric Bug Pattern Language: We introduce a domain-specific language
(DSL) for defining parametric bug patterns. These patterns generalize the idea
of state-machine-based specifications by utilizing more expressive constructs such
as sets, functions and predicates, as well as enumerated types that represent the
allowed values of parameters in the messages. This enables users to write reusable

and modular bug patterns applicable across multiple scenarios.

2. Graphical User Interface (GUI): We develop an interactive graphical interface
that assists users in designing, visualizing, and validating their bug patterns. This
GUI lowers the barrier to entry for users who are not familiar with writing bug

patterns in DOT format, making SMBugFinder more accessible and intuitive.
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Chapter 2. Introduction

Together, these contributions aim to enhance the usability, expressiveness, and versa-
tility of SMBugFinder as a bug detection tool.

2.3 Overview of the Thesis
The rest of the thesis is structured as follows:

e Chapter 3: Background. We provide an overview of State Machine Bug Finder,

its design principles and current implementation.

e Chapter 4: Parametric Bug Pattern Language. We describe the design and
implementation of the parametric language, including its syntax, semantics, and in-
tegration with SMBugFinder. Through examples we demonstrate how this language

can express real-world bug patterns that were previously unrepresentable.

e Chapter 5: Graphical User Interface. We introduce the GUI developed to
support visual design and interaction with bug patterns. We discuss its features,

architecture, and benefits for end-users.

e Chapter 6: Future Work. We discuss the limitations of the thesis, and outline

future directions.

2.4 Key Results and Implications

Preliminary evaluations show that the proposed language permits the specification
of several non-trivial bug patterns while maintaining compatibility with SMBugFinder’s
internal architecture. The graphical interface significantly reduces the time and effort
required to design patterns, especially for new users.

Together, these enhancements lay the groundwork for making SMBugFinder a more

practical and powerful tool for state machine bug detection.
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Chapter

Background

3.1 Stateful Systems and State Machine Bugs

Many real-world systems depend critically on maintaining and managing an internal
state during their operation. Such systems are referred to as stateful systems. Examples
include vending machines, automated teller machines (ATMs), elevators, network protocol
implementations, and numerous others.

The behavior of these systems is typically modeled using state machines, which de-
scribe the set of possible internal states and the transitions between them. The correct
functioning of a stateful system depends on the proper implementation of its underlying
state machine. Errors in the design or implementation of its state machine can lead to
unexpected or undesirable system behavior. We refer to such errors as state machine bugs.
Our goal is to detect state machine bugs in a given state machine implementation.

As an example, we provide a possible state machine of a vending machine in Fig. 3.1.

Insert coins

Cosinecons 30

Select a product

Insert coins

Complete transaction

Unavailable product \Confirm selection

dispensing_product

Return coins [Return change

returning_change
Figure 3.1. State machine of a vending machine.

Internally, a vending machine can be at one internal state at a time, and its current

state changes based on user interactions or other events. For example, when the machine is
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Chapter 3. Background

not being used, it is waiting at the idle state. When coins are inserted, it transitions to the
accepting coins state. If additional coins are inserted, it remains at this state; however, if
a product is selected, it transitions to the selecting product state. The remaining states
and transitions in the state machine can be interpreted in a similar manner.

The crucial point here is that the behavior of the vending machine is entirely deter-
mined by its state machine. But what happens if the state machine contains design or
implementation errors?

To illustrate this, consider the erroneous state machine shown in Fig. 3.2. In this state
machine, once the selected product is confirmed, the system transitions to the return-
ing__change state without dispensing the product. This behavior is clearly incorrect and
indicates a flaw in the state machine design. The path leading to this erroneous behavior
is highlighted in red.

Insert coins

lnseﬂ coins

Select a product

Complete transaction

Unavailable product

Confirm selection

Return coins

Figure 3.2. Erroneous state machine of a vending machine.

We identify and isolate such erroneous behaviors by representing them as state ma-
chines, which we refer to as state machine bugs. For instance, the erroneous behaviour

discussed earlier is depicted in Fig. 3.3.

I Insert coins -/;\ Select a product __/;\ Confirm selection _ @

Figure 3.3. State machine bug: the vending machine does not dispense the selected
product.

3.2 State Machine Bug Finder

Many applications heavily rely on network protocols being properly implemented. Im-
plementations of stateful network protocols such as SSH, TCP, TLS, QUIC, etc. must
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3.3 Bug Patterns and SUT Models

maintain a state machine by which they keep track of the presence, order and type of
the messages exchanged. Flaws in this state machine, so-called state machine bugs, can
render implementations vulnerable to attacks, e.g., establishing a connection with a server
without providing all the credentials.

SMBugFinder [7] is a cross-platform protocol-agnostic testing tool whose aim is to
make the detection and exposition of such state machine bugs a fully automated process.
It takes as input a (possibly learned) model of the system under test (SUT) and a catalogue
of automata-encoded patterns for state machine bugs that the SUT is checked for. It uses
the patterns to detect and, with provision of a test harness, validate sequences exposing
these bugs in the model. Successfully validated sequences are turned automatically into

executable test cases.

3.3 Bug Patterns and SUT Models

Bug Patterns encode a behaviour which is considered a bug and that we want to check
if this erroneous behavior exists on a SUT.

SMBugFinder allows users to specify bug patterns as DFAs in DOT format where:
e States represent the internal state of the SUT.

o Transitions are triggered by messages received or emitted by the SUT.

¢ Error states signify the existence of a bug pattern in the SUT.

For example, in the state machine bug shown earlier in Figure 3.3, there are four
states that represent internal states of the SUT, three transitions between them which are
triggered by actions performed on the vending machine, and an error state shown in a red
double circle which signifies the existence of the bug in the state machine of the vending
machine.

SUT models encode the state machine of a network protocol which we want to test
against a collected catalogue of bug patterns. SUT models are specified as Mealy machines
in DOT format which SMBugFinder translates internally into DFAs.

An approach that has proven effective for finding state machine bugs is state fuzzing [1]
[2] [6]. It automatically infers state machine descriptions of protocol implementations using
model learning [9] [13]. Model learning, is an automated black-box testing technique that,
by systematically querying a SUT, infers a state machine model (i.e. a Mealy machine),
capturing the SUT’s input/output behavior. Model learning needs the SUT’s input and
output alphabets. Additionally, some abstraction is often required in order to interact with
the SUT, i.e., a way to map concrete protocol messages to abstract alphabet symbols and
vice versa. In practice, abstraction is implemented in a component known as a test harness
or mapper. It is important to note that the models generated by model learning are in
most cases approximate, and may not always accurately reflect the SUT’s actual behavior.
Hence, any flaws found in the model must be validated on the SUT by appropriate tests.
This technique has been applied to various network protocol implementations using tools
such as DTLS-Fuzzer [5] and EDHOC-Fuzzer [12].
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3.4 The Technique Illustrated on DTLS

We will provide an extensive example of a state machine model inferred from a DTLS
implementation, along with four state machine bugs. Most text and figures of this section
are taken from the NDSS’23 paper [4].

3.4.1 Obtaining the SUT’s State Machine Model

The first input that SMBugFinder needs is the SUT model. For various DTLS server
and client implementations, this can be done with the DTLS-Fuzzer [5] tool. The model
which we will describe here corresponds to the JSSE 12.0.2 DTLS server implementation.
However, because DTLS-Fuzzer inferred a model with 124 states, which is unreadable, we

present in Fig. 3.4 a reduced version of it, consisting of only twelve states.

App -
, Adcloge notily) f-

unexpecied msg)f -
App [ - 11

CCSe -

CertVar CEE[ECDH] f -
. CertVer f--

Fin, /CC3« Finy  cHECDH) ) -
CKE(ECDH]) / -
Fing /-
App -

Cert, ! -
b Cert {empty) / -

5
. CartWar [ -
ap - Fin,. § CCS,.Fin, :@
Afcloge pabify) [/ -

Alunexpected msgl -

Figure 3.4. Reduced model of a JSSE 12.0.2 DTLS server [4].

Let us explain how to read this Mealy machine. Its edges are labeled with elements
of the alphabet(s) on two sides of a slash (’/’), with inputs on the left and outputs on
the right. At its initial state (0), the server either accepts application data (App) and
does not output any response, or accepts a ClientHello (CH) message and responds with a
Hello VerifyRequest. At state 1, besides App, the server also accepts a CH and then replies
with a sequence of five messages (SH, Certs, SKE, CertReq, and SHD, in this order). The
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remaining states are similar, but we also use a shorthand notation (on the self-edges of
states 6, 7, and 11) to denote a union of inputs and corresponding outputs. We can also
notice the path that correctly completes the handshake, colored in blue, starting from the

initial state and ending in state 7.

3.4.2 Encoding Vulnerabilities and Bugs

After obtaining a SUT model, the second input that SMBugFinder needs, is a catalogue
of patterns that will be checked against the SUT model. The idea is to search the given
SUT model, M, for paths that violate the security and correctness requirements of the
protocol or look suspiciously like bugs.

There are three issues that need to be addressed to realize this simple idea and make it
effective in practice: (1) How do we capture what a requirement violation or bug looks like
in M? (2) How do we efficiently search for buggy paths in M? (3) How do we demonstrate
that the actual SUT contains bug(s) that are triggered when executing the code that
corresponds to a buggy path in M? Let us first answer the first of these questions.

Every network protocol specifies security and correctness requirements in its specifica-
tion (e.g., in its RFC). Naturally, we can go over this specification and extract (a complete
set of) these requirements. Then, we can compose a catalogue of bug patterns, each of
them encoded as an automaton that accept sequences of messages that expose the state
machine bug. Let us illustrate this encoding by an example. Assume that we are test-
ing a DTLS server which is configured to require a valid certificate from the client. It
is obviously an error — in fact, a vulnerability — for the server to request a certificate
(with a CertReq message) and then enter the phase that completes the handshake without
receiving a certificate message from the client (Cert.). We can capture this vulnerability
with an automaton that accepts sequences of messages that expose it. Such an automaton

is shown in Fig. 3.5.

Figure 3.5. DFA capturing the vulnerability of completing a handshake without a Cer-
tificate message from the client [4].

Let us explain this Deterministic Finite Automaton (DFA) and also the notation that
we use. The possible paths from the initial to the final “bug” state express the vulnerability
we explained above: there is a CertReq followed by a CCSs message from the server,
without any Cert. message from the client in between. We use the symbol % for what
is often known as the set of all “other” symbols of the alphabet ¥ of a DFA (i.e., all
symbols except those that are shown as labels in the other outgoing transitions from a
state). So, for the initial state % denotes ¥ — {CertReq}, and for the middle state
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denotes ¥ — {SH,CCS,}. By including a SH transition back to the initial state, we allow
our DFA to avoid false alarms (due to renegotiation). In DTLS, a client can restart the
handshake process at any point by sending a ClientHello message to the server. Some
DTLS servers will respond with a HV R at this point and the handshake will be restarted.
However, there also exist DTLS implementations that skip repeating the cookie exchange
step and restart the handshake. It is therefore safer and more uniform to use the second
message that a server sends (SH) to denote that the handshake is restarting, and may be
completed correctly with another CertReq from the server.

Related to the fact that all our automata are deterministic, we note that for all symbols
in 3 for which there is no outgoing transition from a state, there are implicit transitions
for these symbols to a “sink” state, which we do not show in order not to clutter the
pictures. For example, for the automaton in Fig. 3.5 there are implicit transitions out of
the final “bug” state for all symbols in 3, and there is also a transition for Cert. out of
the “certreq” state to the sink state, signifying that if a certificate is sent from the client,
then we do not reach the accepting state of our DFA (i.e., there is no bug).

The second vulnerability we capture with a DFA (Fig. 3.6) is similar. In a server
configured to require a certificate from the client, a client is authenticated (i.e., hand-
shake is completed) with the client sending a certificate (Cert.) but without sending a
CertificateVerify to the server. Note that this is a serious security hole. It may in-
dicate that an attacker can authenticate using someone else’s certificate without proving

ownership of the certificate with a CertVer.

U — {CertVer} % — {CertVer}
Cert, o
- CCS; 7N
cert ‘J'.I-,__ bu g ;,;_.I
S H M o

Figure 3.6. DFA capturing the vulnerability of authenticating a client without it sending
a CertificateVerify message [4].

Besides vulnerabilities, note we can also employ DFAs to capture other kinds of
protocol state machine errors. For example, the DFA of Fig. 3.7 captures the bug
that, in a valid handshake with a server that uses ECDH, the server cannot consume
a Client KeyFExchange before the Cert, message from the client. In fact, we can general-
ize the CK E(ECDH) edge in the DFA of Fig. 3.7 to work for all key exchange algorithms
that a server supports and which require the client to provide a certificate. For example,
we can specify as label of that edge the set {CKE(DH),CKE(ECDH),CKE(RSA)}.
We will use the shorthand CKE” to refer to such a set.

Our last DFA example (Fig. 3.8) is similar. It captures another case of invalid se-
quencing of messages: a server completing the handshake while consuming a CertVer
before the C K E message from the client.

Having explained how to encode requirements into automata, let us consider how to

obtain such requirements in the first place. There are several possibilities: DFAs can be
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U —{Cert.} % —{CCSs} 4

Figure 3.7. DFA capturing a server completing handshake, but consuming a ClientKeyFEz-
change before a client Certificate [4].

Figure 3.8. DFA capturing a server completing handshake, but consuming a Certificat-
eVerify before ClientKeyFExchange [4].

directly constructed and refined from i) specific requirements in a protocol’s specification
(e.g., “The Cert. message is sent by the client only if the server requests a certificate.” [[10],
p. 55]), ii) from any previously reported state machine bug for protocol implementations,
or iii) by using our knowledge about the protocol and exercising common sense. We
note that the set of DFAs capturing requirements, vulnerabilities, and common bugs of a

protocol implementation can be specified offline and incrementally.

3.4.3 Detecting Bugs in the Model of the SUT

We are at the point where we have a model M of a SUT in the form of a Mealy
machine, and we also have a set of bug patterns expressed as DFAs. In order to detect
the bugs in the model of the SUT, we have to address two issues. First, SUT models are
described through Mealy machines, but bug patterns are described through DFAs. These
two formalisms look similar but technically are very different. Mealy machines specify
input- output relations of the symbols in their transitions, while DFAs define a language:
the set of words that the DFA accepts. Second, searching for all paths in the model will
not work. Most models, besides having many paths due to many states, may even have
an infinite number of paths. For example, there are self edges in all states of Fig. 3.4.

In a nutshell, what SMBugFinder does in this step is convert the Mealy machine
model of the SUT to a DFA and intersect it with each of the DFAs describing the bug
patterns. By applying this methodology on our running example, the JSSE 12.0.2 server,
SMBugFinder will detect that: i) the vulnerability described by the DFA of Fig. 3.5 (com-
pleting a handshake without a Cert message) is present in the path 0—1—2—8—11-7;
ii) the vulnerability described by the DFA of Fig. 3.6 (authenticating a client without
a CertVer) appears in the path 0—1—-2—8—-10—6—7; iii) the bug captured by the
DFA of Fig. 3.7 (CKE before Cert.) appears in the path 0—1—2—8—10—5—6—7;
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and iv) the bug captured by the DFA of Fig. 3.8 (CertVer before CKE) appears in the
path 0-51-52—3—-9—5—6—7. Also, SMBugFinder will discover that the CertVer before
CKFE bug also exists on the 0 to 7 path which passes via the edges 2—8 and 8—10 (thick

red lines).

3.4.4 Validating the Model’s Bugs in the SUT

Unfortunately, the fact that a bug has been detected in the model of a SUT does not
prove by itself that the bug exists indeed in the model. There are several considerations
we need to take into account. First, DTLS-Fuzzer’s model may have not converged (see
[5]), and the inferred model may be approximate. This means that the previous step may
report bugs that do not exist in the SUT. Second, even if the model is precise, reporting a
bug without providing a test case that exhibits it, makes reproducing and fixing the bug
very hard.

Thus, in order to validate the presence of bugs in the actual system, we construct
sequences of protocol packets and we run them against it. That way we can return them

as bug witnesses in the reports to the developers. SMBugFinder will automatically validate
all bugs on the SUT.

3.5 SMBugFinder’s Usage Illustrated on DTLS

As demonstration of usage of SMBugFinder in its current state, we will provide a
concrete example on a DTLS server implementation, specifically the MbedTLS v2.26.0
model. We will refer to this SUT implementation as Mbed TLS.

As noted already, SMBugFinder requires first producing the inputs for automated
testing: the SUT model and the bug patterns for the protocol which we assemble into a
catalogue. We then deploy and run SMBugFinder on these inputs. SMBugFinder will

produce results which we can analyze.

3.5.1 The SUT Model

We can use a model describing the MbedTLS server generated by DTLS-Fuzzer[5] as
mentioned earlier. This tool produces the Mealy machine model in DOT format, ready to
be used as-is by SMBugFinder. Note that this DOT format is common across all protocol
state learning tools we know of, meaning that SMBugFinder is able to work with the
models that all these tools produce. Figure 3.9 provides a visualization of a small part of
the model, which is automatically generated using Graphviz’s dot utility.

Inspecting this model, one can see the path s0 — sl — s2 of the cookie exchange
step. This path relates to a state machine bug, according to the DTLS RFC [11]. We will
next see how we can supply bug patterns that enable SMBugFinder to detect this flaw

automatically.
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Figure 3.9. Reduced model of MbedTLS

3.5.2 Encoding Bugs as Automata

The path from state sO to state s2, exposes a state machine bug; the server completes
the cookie exchange step after receiving a second CLIENT_HELLO with the RSA ciphersuite
despite the first CLIENT_HELLO using the PSK ciphersuite. This behaviour violates the
DTLS’s RFC specification [11]. The bug pattern we use to detect this bug is shown in
Figure 3.10(a), alongside the source code implementing it (Figure 3.10(b)). Like our SUT
model, the bug pattern is also in DOT format and can be viewed with the dot utility.

The above pattern automaton captures (accepts) the following sequence of messages;
I PSK_CLIENT HELLO — O_HELLO_VERIFY REQUEST — I_RSA CLIENT_ HELLO —

0_ SERVER_HELLO which violates DTLS’s RFC specification as mentioned earlier. The
pattern encodes a deterministic finite automaton (DFA) that is specified for all the SUT
model’s input and output symbols, which appear in the pattern prefixed by I and O_,
respectively. It is important to note that currently, edges of the graph can contain more

advanced constructs than just plain messages. These include:

e The symbol U which represents the set of SUT symbols which are not included in

any outgoing edge from a state.

e Set expressions, such as the subtraction of a set from another.

Additionally, symbols for which no transition is specified lead to an implicit rejecting
sink state.
The compactness of the encoding is critical to the usability of SMBugFinder and we

will discuss how it is further extended in chapter 4.
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I PSK CLIENT HELLO

) HELLO VERIFY REQUEST

I RSA CLIENT HELLO

) SERVER_HELLO

(a) Non conforming cookie visualized

digraph G {
init [color="red"]
bug [shape="doublecircle"]

init -> ch1l [label="I_PSK_CLIENT_HELLO"]
init -> init [label="other"]

chl -> hvr [label="0_HELLO_VERIFY_REQUEST"]
hvr -> ch2 [label="I RSA CLIENT HELLO"]
ch2 -> bug [label="0_SERVER_HELLO"]

__start0 [label="" shape="none"
width="0" height="0"];
__start0 -> init;

(b) Non conforming cookie in DOT format

Figure 3.10. Non conforming cookie
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3.5.3 Assembling a Catalogue of Bug Patterns

Bug patterns are provided to SMBugFinder via a bug catalogue file formatted in
XML. This file contains for each bug considered, a path to the pattern DOT model along
with metadata on the bug, such as a description and (optionally) severity, which will be
shown to the user if the bug is detected. Below, an excerpt of the catalogue used for our

demonstration is given.

<bugPatterns>

<bugPattern>
<name>Non-conforming Cookie</name>
<buglanguage>non-conforming_cookie.dot</buglanguage>
<description>The first two ClientHello messages use different
cipher suites, indicating that cipher suites are not included
in the cookie computation.
</description>
<severity>LOW</severity>
</bugPattern>

<bugPattern>
<name>ClientKeyExchange before Certificate</name>
<buglLanguage>clientkeyexchange_before_certificate.dot</buglanguage>
<description>A server completes the handshake with the client,

but consumes a ClientKeyExchange before a client Certificate.

</description>
<severity>HIGH</severity>

</bugPattern>

<bugPatterns>
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Parametric Bug Pattern Language

4.1 Motivation

As mentioned, SMBugFinder system accepts bug patterns described as finite-state
automata using the DOT language. While effective for simple, concrete bugs, DOT by
itself lacks abstraction mechanisms, making it difficult or impossible to define reusable,
extensible or general bug patterns.

In practice, many bugs follow generic forms. Notably:

o We might want to denote relations (properties) on the parameters of two or more

messages.
e We might want to use functions on the parameters of messages.

To express such patterns solely in DOT, users must explicitly define all sequences of
messages that arise from all possible values of parameters, resulting in complex bug pat-
terns with many similar routes which are difficult to read. To overcome these limitations,
we introduce a parametric language for bug patterns, allowing users to define reusable,

abstract, and expressive specifications.

4.2 Design Goals

The parametric bug pattern language is designed with the following goals:

« Expressiveness: Allow patterns to be defined generically, with parameters that

take values from enumerated types.
¢ Integration: Be compatible with SMBugFinder’s analysis and validation workflow.

¢ Readability: Provide a clean and declarative syntax.

4.3 Language Specification

4.3.1 Overview

The language requires the user to define in a file the needed fields (parameters) as

data-types by specifying their values and subsequently declare which field each message
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corresponds to. Optionally, functions can be declared at the end of the file. We refer to

such a file as a specification file.

4.3.2 Formal Specification

The grammar of the language is specified in EBNF form in Figure 4.1. Note that
<word> denotes a terminal symbol of the grammar, that is a string.

Let us explain what expressions it produces. A program of this grammar consists of
field definitions, message to field mappings, and functions. Note that any of these can be
omitted.

We introduce field definitions with the keyword ‘fields =" and we declare them right
below. A field is mapped to the values that it is allowed to take. For example, a valid field
declaration is field — valuel, value2. Essentially, fields are enumerated data-types.

Then, we introduce message to field mappings with the keyword ‘parametric_messages
=" and we declare them right below. Each mapping is declared with a message combined
with either (field) or {field}. For example, valid expressions include message (field)
and message {field}.

Finally, a function is defined using the keyword ‘func’ followed by its name and a
‘=" symbol. Optionally, its type can be declared right after its name and before the ‘=’
symbol with a ‘:’ followed by the type of the input, a ‘=’ symbol, and the type of the
output. Note that types are essentially fields that must be defined in the field definitions
section. Right below, we define explicitly the output that it should produce given each
of its inputs. Thus, each line contains an input value followed by a ‘—’ and the output

value.

= (fields_def)? (messages_def)? (func) x
fields = (field) +

= (word) — (field_values)

(word) (, (word)) *

parametric_ messages = (message) +

(program
(fields_def
(field

(field_wvalues

(word) (message__val)

((word)) | {{word)}
func (word) (func_ty)? = (func_body)

: (word) — (word)

(message

(message_val

(func
(func_ty
(func_body

)
)
)
)
(messages__def)
)
)
)
)
)

= ((word) — (word))x*

Figure 4.1. Grammar of the parametric bug pattern language

4.3.3 A Parametric Bug Pattern with its Specification File

With the ability to define parameters and functions alongside a bug pattern, the bug
pattern we described earlier in Figure 3.10(a) can be generalised. We will have to add
a parameter (encoded in DOT) in each I_CLIENT HELLO message and also declare the
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values it can take (using the new parametric language) in a seperate file. These files are

shown in Figure 4.2.

digraph G {
init -> chl [label="I_CLIENT HELLO[Xlist:=cipher_suites]"]
init -> init [label="other"]
chl -> hvr [label="0_HELLO_VERIFY_ REQUEST"]
hvr -> ch2 [label="I_CLIENT_HELLO[Ylist:=cipher_suites]
where Ylist != Xlist"]
ch2 -> bug [label="0_SERVER_HELLQ"]

(a) Parametric non conforming cookie in DOT format

fields =
cipher_suites -> RSA, PSK, ECDH, DH

parametric_messages =
CLIENT_HELLO {cipher_suites}
(b) Accompanying specification file

Figure 4.2. Parametric non conforming cookie

This parametric pattern in significantly more general than the original. It captures all
possible paths in which the cipher suite first advertised by CLIENT_HELLO is different to the
one that is advertised in the second CLIENT_HELLO message. Let us explain the syntax we
use. ‘Xlist:=cipher_suites’ which accompanies the I_CLIENT_HELLO transition, defines
a parameter on the message being sent. This means that we are able to capture a value
that comes with each CLIENT_HELLO sent to the server SUT. Particularly in this example,
the value represents the cipher suite that the client advertises to the server. We can
later reference this value using its identifier, namely X1ist. ‘cipher_suites"’ is used
to define the values that X1ist is allowed to take. Similarly, [Ylist:=cipher_suites]
which is defined further down, defines a second parameter which again takes values from
the same pool of cipher_suites. The ‘where Ylist != Xlist"’ part defines a predicate
that expresses a relation between Ylist and X1list, particularly that the parameter X1ist
and Ylist cannot hold the same value.

The specification file states that cipher_suites can have the values RSA, PSK, ECDH
or DH and also that these values appear as a parameter in the CLIENT HELLO message.
When the parametric bug pattern is used in conjuction with this file, it can be expanded,
internally by SMBugFinder, into a plain bug pattern.

That way, in essense, we have expressed the idea that ”"a DTLS server that com-
pletes the cookie exchange step after receiving a second CLIENT_HELLO with different
supported ciphersuites to those in the first CLIENT HELLO?” is a bug.

4.3.4 The Use of Functions In Parametric Bug Patterns

To show the use of functions in bug patterns, we will present another parametric

bug pattern found in DTLS client implementations that encodes the behaviour that the
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“certificate provided by the client MUST contain a key that is compatible with certificate_ -
types” [3, p. 53] in a CertReq message from the server. The bug pattern we have used
to illustrate this is shown in DOT in Figure 4.3, accompanied by a specification file as

needed.

init -> certreq [label="I_CERTIFICATE_REQUEST [CTset:=cert_type]"]
init -> init [label="other"]

certreq -> certreq [label="other"]
certreq -> bug [label="0_CERTIFICATE[kt:=key_type]
where cert_type(kt) !in CTset"]
(a) Wrong certificate type in DOT format

fields =
key_type -> RSA, ECDSA
cert_type -> RSA_SIGN, ECDSA_SIGN

parametric_messages =
CERTIFICATE (key_type)
CERTIFICATE_REQUEST {cert_type}

func cert_type =
RSA -> RSA_SIGN
ECDSA -> ECDSA_SIGN
(b) Accompanying specification file

Figure 4.3. Wrong certificate type

Let us explain it. Similarly to what we have already mentioned in the previous pattern,
a parameter is being defined in I_CERTIFICATE_REQUEST which we can reference later as
CTset. The values which it can take are defined in the parametric file via the ‘cert_type’
field. On the certreq — bug transition, we define another parameter called kt and we
use the predicate ‘where cert_type(kt) !in CTset"’ to denote that this path is taken
if the value of the function cert_type when applied to kt is not in the CTset defined
earlier.

Expectedly, the key type field is declared to take values from RSA and FCDSA and
the cert_type field is declared to take values from RSA_SIGN and ECDSA_SIGN. The
CERTIFICATE_REQUEST message is defined to support a set of those values. Note the
use of "{” and ”}”. They are being used to declare that the parameter of this message
represents a set, whereas ”(” and ”)” are being used to denote that the parameter takes a
single value. Most importantly, we define the cert type function, which explicitly specifies

the mapping between input and output values using a convenient declarative syntax.

4.4 Implementation and Integration with SMBugFinder

The language has been implemented in OCaml as a parser and compiler that translates

the specification file into Java data structures so that they can be used by SMBugFinder.
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4.5 Summary

The specification file’s location can conveniently be specified in the XML catalogue of bug
patterns so that their parameters can be interpreted during SMBugFinder’s execution.
In practice, the file is parsed and combined with each bug pattern it is translated into
internal automata structures compatible with SMBugFinder’s core.

This architecture ensures that SMBugFinder can process parametric patterns just like
non-parametric ones, using the existing infrastructure.

Importantly:

o The language’s grammar is implemented in OCaml’s parser generator Menhir.

o The language’s compiler is produced as shared object to be loaded onto Java through
stubs code using the JNI.

e Care has been taken to catch as many errors as possible and display them to the

user, through the lexical, syntax and semantics analysis stages of compiling.

4.5 Summary

The parametric bug pattern language significantly increases the power and usability
of SMBugFinder. By extending bug patterns’ declaration options, users can more easily
specify real-world bugs. Yet, bug patterns are written in DOT which motivates the creation

of a better tool which is discussed in the next chapter.
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Chapter

Graphical User Interface for Bug Patterns

5.1 Motivation

Designing bug patterns manually using the DOT language is not only time consuming
but also error prone. The user is required to familiarize themselves with the DOT syntax,
and it is easy to lose track of the states and transitions. Currently, the workflow requires
gradually writing bug patterns and visualizing them using dot’s software suite in order to
find if the pattern has been correctly expressed. This is counterintuitive, and as the number
of patterns or the complexity of the patterns increases, so does the risk of inconsistencies
and maintenance overhead.

To alleviate this, we developed a graphical user interface (GUI) tool that allows users
to visually construct and edit bug patterns and then export them as state machines in
DOT format. This makes SMBugFinder more user-friendly and simplifies the bug pattern

creation process.

5.2 Overview of the Tool

The GUI, named State Machine Bug Designer, allows users to design automata
directly in a browser. It supports interactive construction and modification of deterministic
finite automata (DFAs), which can then be exported to DOT format, as well as other
supported formats including JSON, PNG, SVG and LaTeX.

The main pane of the tool is depicted in Figure 5.1(a).

5.3 Core Features
The GUI provides the following key functionalities:

¢ Add states: Double-click on the canvas to add a new state node.
e Add transitions: Use Shift and drag to create transitions between states.

o Define accepting (bug) states: Double-click on an existing state to toggle an

error state.

¢ Move elements: Drag states around to reorganize the layout.
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State Machine Bug Designer State Machine Bug Designer

) other

1_PSK_CLIENT_HELLO

Export as: PNG | SVG | LaTeX | ISON | DOT | uploas Json Export as: PNG | SVG | LaTeX | ISON | DOT | upicad sson
(a) GUI (b) Designing a bug in the GUI

Figure 5.1. The State Machine Bug Designer

e Delete elements: Select a state or edge and press Delete.
o Export formats: Export the bug pattern as PNG, SVG, LaTeX, JSON, or DOT.

e Import patterns: Upload a JSON file to load a previously saved bug pattern.

These capabilities make the tool suitable for both designing new patterns and editing

existing ones.

5.4 Workflow Integration with SMBugFinder

The tool is designed to integrate seamlessly with SMBugFinder’s implementation:

1. The user constructs a bug pattern visually using the GUI.
2. The pattern is exported as a DOT file.
3. The pattern is included in a catalogue file.

4. SMBugFinder loads the DOT file once it is executed as if it was written by the user.

This export-to-DOT mechanism preserves compatibility with the original SMBugFinder
functionality while offering a significantly improved user experience for pattern construc-

tion.

5.5 Example Use Case

We will provide an example for demonstration purposes. Figure 5.2 shows the Non
Conforming Cookie bug pattern we discussed earlier (Section 3.10(a)). It has been designed
in the browser using the functionalities we mentioned in section 5.3. Immediately, it

is obvious that its construction is much easier and its visualization is now part of the
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designing process. By clicking on the DOT option in the Ezport as: section of the GUI

we are prompted to save locally the pattern in DOT format.

other
W

I PSK_CLIENT HELLO

©

O HELLO_VERIFY REQUEST

©

I RSA_CLIENT HELLO

A
N O _SERVER_HELLO
ch2

Figure 5.2. Non conforming cookie bug pattern designed in the GUI

5.6 Implementation Notes

The GUI is implemented as a browser-based application using HTML5 and JavaScript.
It has been designed to conveniently allow moving states around, as well as edges making
the designing process intuitive for the user, no matter the bug pattern.

Internally, the state machine is represented as a graph structure, which is serialized to
and from DOT or JSON using standard libraries. This architecture allows the GUI to be

portable and cross-platform.

5.7 Summary

The graphical pattern designer drastically simplifies the task of creating state-machine-
based bug patterns. It abstracts away DOT syntax and allows users to think visually about
protocol behaviors and violations. By bridging the gap between pattern conception and
implementation, the GUI helps make SMBugFinder a more effective and accessible tool

for protocol bug discovery.
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Chapter E

Future Work

While the additions and ameliorations that have been described so far significantly
improve the expressibility and ease of use of State Machine Bug Finder, there are certain
aspects that can be further improved.

Notably, the parametric bug language needs to be further refined and adapted as
parametric bug patterns grow in complexity. The constructs needed to express them will
have to be supported by the compiler in a future version. Namely, higher order functions
could have a pivotal role in expressing even more advanced ideas in such patterns.

The GUI can also be refined further, by integrating a modern front-end design. More
importantly, the ability to directly import and render DOT files can elliminate the need
to save bug patterns in JSON.
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