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ITepiindm

H 8éopeuon puviunc €xet xataotel xalpio onueio cuupdenone avapopind Ue TNy enlBoon XaL TNV EVERYELX OE
oUyypova cuotiota. Kdde déouevon uviung xatd xavova anaitel yeiplopd evog o@dhuatoc oehiboc 6To
software, Tou cuvermdyeton oxpu3d context switches, pipeline flushes xou extéleon oe evepyofdpouc out-of-
order muprveg. Ilapdti autd to overheads eivon amodextd yio YeydAng didipxelag eQaproYES, xuptapy ol
oe pweng Budpxelag xou evolointa oty xaduotépnon workloads dmwe ol serverless cuvaptrcelg, Ta
microservices xou to LLM inference, 6nou 1 8éoueuon pviung cuyvd avtinpoownelel teplocotepo and T0
30% tou cuvohxol ypdvou extéheone. Toutdypova, chvietee nohtiéc Tonodétnone (.. ypwuatioudie
oelidwv, NUMA /NUCA-aware déopcuom) anottody 6ho xat 6tevitepn o0leuln uetall déopeuone wviunc
o PETAPpoon oeNBog, xardde xou anoxplopdTnTo o€ cLVIXES YEOVOoL extéheon (runtime), SuvatdTnTeg
Tou elvon BUoxoAo va emiteuyBoly Ge Ypovixég xhidoxeg software.

Yty napoloa epyacia mpotelivouue to Valinor, éva véo hardware-software co-design to onolo emitayGvel
xou epmAoutilel T Séoueuon UVAUNG, elodyovtag évay Tpoypauuati{ouevo unyaviops oto hardware. To
Valinor emtpénel 0to Aettovpynd cUOTNUO Vo TEOYROUUATICEL ETAEXTIXE TOV UNYOVIORO aUTO, (OOTE
vo yewpiletan deopeloelg uvAung xoteudeiay oto hardware, mapoxduntovtoc axpl3d kernel traps. O
UMY OVIOUOC EVOWUATMVETAL OTNY Lepapyia uvAENG, extehel Toltixég mou opilovton and to AX ot o@di-
pator oehidog, evnuep@vel Ti Bopéc Uetdppaons ot Tpocoupuolel T anopdoelc tonodétnong duvouxd
YENOWOTOLOVTOS avortpo@oddtnon and to ukixé (m.y. edpoc Ldvne DRAM, minpdtnto xpupic wvAung).
‘Etol emitpénel ypriyopn, translation-aware, xou npocapuolouevn 6tov ypdvo extéheonc déoueuct Wviung,
dratnpdvtog mapdihnia Tov EAeyyo tou AX ndve 0TV TOATIXN.

Kotaoxeudlouue éva npwtétuno tou Valinor oe FPGA yenowonowbvtog évav tpononouévo RISC-V
nuprivar tou teéyel Linux. e didgpopa pixenc Sidpxeiag workloads to Valinor emitoryOvel tn déoueuon
oeENBWV xotd 7 — 15X xou Behtiddvel T cuvohuxd| enidoomn xotd 77%, pe auehntéo x6ctog ulixol (1.5%).
To Valinor anodewxviel 6Tl 0 GUYBLACHOS TNG TEOYPUUMATIOWOTNTOS Ue TNV emTdyuvon oto hardware
oo Td EPIXTd cuoTAUATA PVAUNS oL cLVBLELouv LPNAéC eTBOOELS PE PEYEAN TEOCUPUOOTIXOTNTA OF
BUVOLIXES CUVIAXES YPOVOU EXTEAECTC.

A€Zeic KAeBid —  ewncovinr| uviun, ogdiuo oehidag, yetdgppaor Siediuvong, enavanpoypouuatilo-
MEVO LAXO, AetToupyixd cuc thiuata, apyttextovixyy CPU
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Abstract

Memory allocation has become a critical performance and energy bottleneck in modern systems.
Each allocation typically requires handling a page fault in software, which involves expensive con-
text switches, pipeline flushes, and execution on power-hungry out-of- order cores. While acceptable
for long-running applications, these overheads dominate short-lived and latency-sensitive workloads
such as serverless functions, microservices, and LLM inference, where allocation often accounts for
more than 30% of total runtime. At the same time, advanced placement policies (e.g., page coloring,
NUMA /NUCA-aware allocation) increasingly demand tight coupling between allocation and address
translation, as well as responsiveness to runtime conditions—capabilities that are hard to achieve at
software timescales.

We present Valinor, a new hardware-software co-design that accelerates and enriches memory alloca-
tion by introducing a programmable hardware allocation engine. Valinor allows the operating system
to selectively program this engine to handle allocations directly in hardware, bypassing expensive
kernel traps. The engine integrates into the memory hierarchy, executes OS-defined policies on page
faults, updates translation structures, and adapts placement decisions dynamically using microarchi-
tectural feedback (e.g., DRAM bandwidth, cache occupancy). This enables fast, translation- aware,
and runtime-adaptive memory allocation, while retaining OS control over policy.

We prototype Valinor on an FPGA using a modified RISC-V core that runs Linux. Across a range of
short-lived and placement-sensitive workloads, Valinor accelerates page allocation by 7—15x, improves
end-to-end application performance by 77% on average, with negligible hardware cost (1.5% area).
Valinor demonstrates that combining OS programmability with hardware acceleration enables memory
systems that are both high-performance and highly adaptable to dynamic runtime conditions.

Keywords — virtual memory, page fault, address translation, reconfigurable hardware, operating
systems, CPU architecture
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Euyaplotieg

IMpdto an’” 6ha Yo deha vo euyaploThow VYepud Tov emPBrénovta xodnynth pov Anurtelo Xoldvier nou
oYL LOVO oL EBWOE T1) SUVATOTNTA VAL EXTOVAOW T1| SITAWUATIXY LOU OTO ERYACTHELO TOU, AN UE EUTILO-
TEVTNXE VoL avoAdBo xou éva amd tor xowvd Vépata cuvepyaoiag pe To SAFARI lab oto ETH. Euyopiotd
entone tov unodhplo diddxtopa Kwvotavtivo Kavehhémovho xou tov Ap. Anuocdévn Macolpo yio tnv
TohOTIN xododRyNoY| Toug xaL Ty enlluon anopldv oty Topela TG dtmhwpatixic. Qo fiela eniong va
euyaploThow GAa o UéAT tou Microlab yla to euydploto xAipa Tou Blaoppnvouy oTo gpyacthpto. 18-
altepn Wvela apuoélel otov utodrplo dddxtopa Hilo Tamahdumpou yio v teyvixh UTOoTHEIEY TOL XATd
v ulornolnon tou mpwtotinou oto FPGA. Emniéov, éva yeydho euyopiot®d ogeilw otov xadnynty
Onur Mutlu nou pe déytnxe w¢ intern oto epyactipld tou, xadde xan ota utdloira wén Tov SAFARI
lab, o omola Sieuxdhuvay Ty eyxatdoTacy) wouv oo nepBdiiov tou ETH xou tg Zuplyng yevixdtepa.
Evyapiote oxoun toug glloug pou oe Adrva xon ZdviT yio Ti¢ EUYERIOTEC OTIYUES TIOU €YOUUE TERAOEL
pall xord” 6N TN Bidpxeta Twv oToudwy pou. Téhog, To peyahlTepo eLYUELE TG OPEilw GTOUE YOVELS Lou
Kwvotavtivo xou Avaotacio yio T cupnopdo oo Toug 6Ao auTd To YeOVLd.

Tohavémouviog Endpoc
OxtBplog 2025
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Chapter 1

Extetopevn EAAnvixn Tlepiindm

1.1 Ewayowyn

H déopevon pvhune elvon o Yepehiddne urneecio tou Aettovpyixod Tuothpoatoc (AX), ue dho xou
ueYahUTERY ETBPAON GTNY ETUBOCT XU TNV EVERYELNXY| ATOBOTIXOTNTA OE GUYYPOVA UTOAOYLO TIXY CUC T
pota. Axopa xou 6tav tor dedouéva de ypetdleton va avoxtndoly and Tov dioxo, xdde déopeuon uviung
ouvidwe amoutel yelptopd evioc opdhuatoc oehidac (page fault) oto software: o enelepyoaotic xdvel trap
oto AY, 1o onolo éneita avtiotoiyilel wla Quowr) oeAlda, evnuepvel ta page tables, xau cuveyilel tnv
exTtéleon.

Evtoltolg, n €€ ohoxAfpou uvlomoinom tng SECHEVCNE PUOXDY CEABWY amoxieloTind cot software
ouvendyeton 800 Paocixols meplopiopole. Ipdtov, xadoe wtopxd 1 Swbixacio e Séoueuong uvnung
uéow software avticatdwulotay oe workloads peydhng Sudpxeloc, €yel xataotel mpwTng tdéng bottleneck
oe obYypova TepBdAloVTa, 6Tou cUVToUNS dLdpxelag, evaloUnTee oTNV XUVUC TERNOT) EQUOUOYES XUELOE-
youv [1, 2]. T napdderyyua, serverless cuvaptiioels, microservices, data analytics, axdua xon expdvoeig
inference peydhwy yAwoowdv povtédwv (LLMs) (n.y. oe cuothuata mou unoctnellouv evomomuévn
wvhun petald CPU xa GPU) ouyvd epgavilouv ypbdvoug extéheone petadd microsecond xou millisec-
ond, xahoTOVTAS TIC YLAOES HXUXAOUS TOU BUTOVOVTOL GTY) BEGUEVOY) UVIUNG UECK CPOAUATLY ceNlBac
€val oNAVTIXG TOGOOTO TOU GUVOAXOU Ypbvou extéheong. Ou Spaotneidtnteg Tou AX mou agopolv
dEoueuoT) UVAUNG UTtopEl Vo avTinpocnrelouy neplocdtepo and to 30% Tou Ypdvou exTENESTC OE TETOL
workloads, xou vou xoravohadver uéyet xou 40% tng evépyelog Tov cuoThuatos. Aeltepov, To software Tou
AY mou eivon umedduvo yia TN d€opeuaT QUOIXAC UVUNG BEV ExEl TTEOGROOT) OE CNUOVTIXT UXPOUPYLTEX-
oV xoatdotaoy (. yerhon edpouc LdvNne e UvAUNG, TANEOTNTO XPUOHS UVAUNG, CUYXPOUCELS OTO
row buffer tng DRAM), nepiopilovtac tnv ixavdtnté Tou vo Tpocuppdlel Tic anogdoels TotoVétnong Ye
Bdon Tic cuvinixeg ypdvou extéleong.

Iponyolpevee epyaoiec éyouv mpotelvel emtdyuvon tng déopeuvone pvhung, avoldétovide tn oe ouy-
xexpévo components ot CPU nou yewilovta deopeboeic uviune ancudeloc oto hardware ywplc va
xaholv to AY. Tétowou gidoug teyvinéc déopevone avtpetwnilouv to overhead Adyw context switches,
pipeline flushes, xou oxpi3ic out-of-order extéheong xatd tn Sidpxela Tou YeWEIOUOD TQUAUITWY GEADIC,
HELOVOVTAS ETOL TNV Xarduc TéENOT Yiol SECUEUTT) UVAUNG XL TNV XATOUVIAWOT) EVERYELG.

Evtoutolg, ot undpyovoeg npotdoelc Tou avaltétouv TAfiews oto hardware tn 6éopcuon uviung €youv dbo
Baoixole neploptopole: (1) Vétouv o mpotepandtnta TV TodTNTo TNE Séouevong o€ Bépog Tne ToLdTNTAG
tono¥étnomng, ywelc va haBdvouv LUTOYLY T WXEOUPYLTEXTOVIXY XATACTUCT 1 TOUC 6TOYOUC TwV (Blwv
TV eQappoydy xau (ii) vhomololy T mohtxés Béoueuone uviune o otadepd AOYINE XUXADUOTO, TE-
ptopllovtoc TNy npocapuoctixdtnta o petoforhoueva workloads xou cuvidrxec cuotiuatoc. Ipdtov,
TEOTL 0 YEIPLOUOS TN Béopeuone uviune oto hardware unopel 6viwe va pewwoel to kernel traps xou
To context switches, ol undpyouvoeg epyaoiec ouvilwe npoonadoly va BeATioTOTOGOUY TNV ToUTNTA
déopeuong xon Oyl Ty mootnTa Tonovetnone. Ymdpyouoe uédodol pédodol Baciouéveg oto hardware
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axohovdoly amhéc euploTinég Uedodoug, OTKWS Vo EMAEYOLY TNV TpwTr Slordéatun ehedidepn oehida, wote
vo ehaylotonololy Ty xoductéenon oto critical path. Evtoltolg, tétolou eldoug "tuphn" déoucuon
ayvoel 6Toyoug Tono¥étnong ot eninedo ePUpUOYNC XL CUCTAUNTOS, Ol ontolol PTopolV va emBAndoly
av 1 déopevon uvhAung yivetow oe eninedo software xou ot omolol elvon avayxafol yio Beltiotomolinom
e enidoong, anoudvwong, xo evepyelaxic anodotxdtntog. I mopddetypa, TOMTIXES TPOCUPUOCUEVES
oe NUMA opyttextovixée, ypwuationdc oehidwy, 1 tiered memory dev pnopodv vo emBAndolv av to
hardware mporypotonotel Tonodétnomn autdvopa, yweic vo hauBdvel unddiv tn onuaclohoyio Twv TEOYEU-
pdtwyv. ¢ anotélecpa, To 0PEAN and TN yeYyoen déoucuon pvAung umopel vo avtiotaduiotoldy and
unoPértioty Tonodétnor dedouévwy, 1 omolo amEavel T cLYXEOUGELS 1) ToEUPBLALEL TOMTIXES XOUTUUEQLD-
pol (m.y. xatapepoud oe eninedo bank). Aeltepov, 1 vionoinoyn ToMTXdY déoueuorne ot oTodepd
xuxhoyato ouvendyeton axapdio. ‘Otav €vag oUYXEXPWEVOS Xavovae ToToVétnone evowuatwiel oto
hardware Suoyepalveton onpoavtixd 1 meocoppoyt o uetaBaridueva workloads, potiBo mopeuBorfc 1
Tomohoyleg LAoU. Auth 1 éMewdn mpoypoppaTioudTnTag epnodilel To choTnUa and TO Vo TEOGE-
uoLel TIC oTPATNYIXES BEGUEUONC UVAUNG OF TOLXONOUOPQA GEVApLYL 1) EEEMCOOUEVES AVAYXES EPUOUOYOV.
Yuvenog, n thieng avddeon tne déopeuong guolxic uviune oto hardware pe dninoteg noiitixég Yuotdlel
ONUOYTIXES BEATIO TOTOLACELS TOTOVETNONG %ol TEOCURHOC TIXOTN TGS, TeetopllovTag TNy anodotxdtnto Té-
TolV TpoCEYYioEWY.

INo var avTHETOTICOVUE TOUC TEPLOPIOUONS TNG BECUEUCTC HVAUNG TOCO ouLy®S oto software 660 xou
oLyt oto hardware, mpoteivouye to Valinor, éva véo cuvepyoatixd oyfuo exymenons WAUnNG Letoll
hardware ot AX mou Sortnpel v evehi&la tng déopevong uviung oto software, napéyovtog Tautdypova
™ youni xoduotépnon (latency) xan xotavdhwon evépyetag Twv unyaviopoy tou Bacilovtat oto hard-
ware. Ilpotelvoupe tnv mpoodxn evéc hardware unyoviopol exydenone wviung tov onoio to AX uropet
VO TTROYQUUUATIOEL X0 GTOV OT0{0 UTOEEL Vo VOIETEL TOL AUTHUOTA EXYWENONE UVAUNS O6ToTE YpeldleTon,
TOEUXIUTTOVTOC TOV CUVAUY YEWIoNS Tou o@dhuatoc oeAdag oto software. H oyediotny| andgoon
auTh Tpooépel Telo Bacixd opéln:

1. Képdn enidoorng oc eninedo hardware. O unyaviopds mou mpoTelvouue TUpUXIUTTEL TOV
apY6 YEWRLOTY OQaAUdTwY oeAdog oTo software xou avardétel Tig deoueloelc uviung oto hardware,
neplopilovtag €tol TV xaduoTépnom xaL XATAVIAWGCT EVERYELIS.

2. TIpOoYPAUUUATIOLROTNTA XAl ENEXTACLAOTNTA TOALTIX®V. O Unyaviopds Hog Topéyel
pla mpoypoppatilouevn demoph mou emtpénel 6to AX va opilel molMTixég déopeuong Uviung xou
uetdppaone oto software xou va Tic Qoptdvel oto hardware, emtpénovtog oto hardware va un-
00 nE(lel BLUPOPETIXEC TONTIXES.

3. Ilopoapuootixdtnta otny xotdotaon tou hardware. Kodde o unyaviopde oto hardware Slodéte
GUECT) 0PATOTNTO OE UXQOUPYLTEXTOVIXES HETEXES, UTopel Vo xoteudivel Suvauixd Tig deouedoelg
pviung wote va Bektiotonotioel Ty enldoon und petaBariduevee cuviixec.

Arnoteléopata. Koataoxevdooue éva tpwtétuno tou Valinor oe FPGA, Baciléyevol oe évav mpay-
patxd RISC-V BOOM muprjva mou étpeye Linux, mpoxewévou va aflohoyrioouvye tnv enidootn tou.
Aoxwdoope SlpopeTiXés TEQITTOTELS XpHoNG oL ETw@eENoVVTOL amd Tic duvatdtntes tou Valinor: (i)
emTdyuvon Yo wxehc Sidpxetoe workloads, (ii) evepyelaxd amodotixt| déoueuvon uvhune xat tonodétnon
dedouévay, (iil) éleyeyol axepoudtnrag yior acpareic uetagppdoeic. And v allohdynoy| poc TeoxiTTouy
To axdrovda anoteréopota

ITewrov, To Valinor emitayOvel tn déoucuo oeMdwy xatd 7-15 x o clyxpion ye Tov allocator tou Linux,
neplopllovtag ta traps tou AX xoun yeiplldyevo opdhpata oeMBwy auty®ds oto hardware. Aebtepov, to
Valinor Behtidhver Tov cuvohxd ypbvo extéheone xatd T7% xatd péco bpo. Teitov, uéoa and chvieor,
TpoxUTTeL 6Tt 0 hardware unyovioude xatohayuBdvel Aiyo ywpeo oto chip (1.5% area overhead).

Yty mapoloa BITAWUATIXT, XEAVOUUE TIC axOAOVDEC CUVELCPOEES:

o Ilpotelvouye to Valinor, éva véo cuvepyatxd oyfua exywenone uviunc petald hardware xou
A mou cuvdudlel v eveM&io Twv software allocators pe tn younin xoduotépnom xau evepyelaxt
anodotixdtnTa ¢ Paciopévne oto hardware 6éopeuong. Ilpoteivouye Ty npootixn evéc hardware
UMYaVLopol exy®enong Uviung mou emtpénet oto AX vo avardétel emhextixnd outhorTo SEGUEUONG




1.2. Yyet BiBhoypapla

pvAunc oto hardware, neplopiCovtag étol axpi3d kernel traps xou context switches, Satnpddvtag
napdhAnio Aemtouepr] €Aeyyo tng tomodéTnong.

o Yyedidloupe évay TEOYEUAUATILOUEVO UNYAVICWUO SECUELOTC LV UG oto hradware
nou Peloxetar xovid oty MMU xou ymopel vo pudutotel and to AX, dote vo vhonolel TOMTIXES
déopeuong xou petdppaons oto hardware.

o Kartaoxeudloupe xou a€ioroyolue éva FPGA npwtétuno Baciopévo ae évay tupriva RISC-V BOOM
nou tpéyel Linux.

1.2 Xyetxn BiBAioypapia

1.2.1  Auwayeipion pvriung oto Hardware

Apxetd épya éyouv elepeuviioel unyaviopolc yia dloyelplon uvAune oto hardware, ectidlovtoc ot
déopevomn xou anodéopevorn pviune [1, 3, 4, 5, 6, 7, 8, 9, 10], ¥ axdpot EVOWUATOVOVTUC UNYAVIGHOUS
garbage collection [6, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22].

IToM\éc and autéc tic npooeyyioewc [4, 5, 6, 7] uhorotoly tapaihayéc tou buddy allocator oto hardware,
XENOWOTOLVTAUSC GUVOUAOC TLXE XUXADUATA Yid Vo EVTOTioouY cuveyelc adéoucutee TEPLOYEC XATAAANAOL
pevédouc. O Kanev x.d. [3], and tnv dAn, oxedidlouv to Mallace, évav emttoayuvtd v Yelplopd
XY Seoueloewy PVAUNG WEow NS ouvdptnone malloc() oto hardware. A&lomololv to yeyovde 6T 1|
malloc() ouyvd yenowonotel free lists yio xhdoeic Swapopetinddv peyeddv (size classes), xou vhonololv
plo povédo hardware mou emTEENEL YR YOPO EVTIOTIOUO ¥AdONE UeYEDOUSC XOU EVIUERWTELS GTNV avTioToLyN
free list ot ouvAdn neplntwon. O Wang x.4. enexteivouv auth Ty 18éat 6o Memento [1], ypnotponoudv-
Tac Oayeptloueveg and to hardware arenas yia xdde xAdor peyédoug, ol omoleg exywpolvtal and to
Aeitovpyind Tootnua (AX) oe eninedo (granularity) oehidoc. Me tov tpémo autd xadiotoldv e@ueti
™V exywenon whune péow hardware téoo ot eninedo ypRotn (userspace) oo xou o eninedo nuphva
(kernelspace).

Ou epyaoieg autée aoyoholvton Ue TNV exywenon uvhune ot eninedo avuxewwévou (object), xou wg ex
ToUTou meplopllovton oe exywenon wxpdy weyeddv uviunc. Emnpdoldeta, anatodv tpononotioec 6to
instruction set, mpoxewévou va punopolv va evnuepcvouy to hardware yio €vor aftnuo yioo exywenon
1 anodéopevon uviune. To mhaloo g mapoloag epyasiageivon BlapopeTind, xS aoyoAoOUACTE UE
exydenon uviune oe granularity ceAidoc, xou otnewldyacte oe hardware events mou cupfaivouv oe un-
Goyovta tphfpote e CPU (xau cuyxexpévo ot wovddo Suoyelpione uviune (MMU)) yia evepyonoinon
TOU UNYAVIOUOU TOU TEOTEVOLE.

1.2.2 XeMdornoinom (Paging) octo Hardware

IToMamhd épya [23, 2, 24] oyedudlouv unyaviopols cuyxexpluéva yio T dlayeiplon opaludtonv ceNdog
(page faults) oto hardware. Ou npooeyyioeic autée Teplopillouv T0 *HoTOC TS AVTLOTOIYIONS UVAUNGS
(memory mapping) petoxtvavToc TuAUaTo Tou Yelplool tou page fault extoc Tou critical path tou page
fault, oe éva vApa oto mapaoxhvio, xou mpoctétovtag hardware yia tn Snwovpyla Tng avtioTolylong
HETOEY ElXOVIXAC xal QUOLXAE PVAENG. Autod amoutel T Swthienon evdég memory pool and adéoucuteg
oehidec o uolx uvhAun and Tic omoleg to hardware umopel va deouedoel ypryopd Tn oTLYUY| ToU page
fault.

O Lee x.4. [2] mpoteivouv 1 dayeipion twv major page faults oto hardware. H xevtpn 8éa cuviotato
oty npoodfixn evée hardware unyaviopol tou exdidet evioréc I/0O yio TV mpooxduLon Twy xaTIAANAGY
blocks ané tov dloxo ot pviun xan avtiotolyilel eovixy uviun oe QUoIXY Ywels TN UEcoAEBnon Tou AX.
H 9éom tou emduuntol block Swatnpeitar w¢ petadedopéva oto Page Table Entry (PTE) nou avtiotouyel
oty ewovixt] diebduvor, to omolo dnuiovpyeiton and To OS xatd v mmap(). H quowr| cehida mou
yenowonoleltar w¢ mpooplouds yio tor dedopéva and tov dloxo emiéyetan and uia FIFO oupd, n omola
CUCTNUATLX OVUVEDVETOL UE VEEC aBEOUEUTES OENBES amd éval vijua Tou AY 610 mapaoxhivio.
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O Tirumalasetty x.& [23] petépyovtar mapdpolec 1déec, eoTidlovtag GUme oty ETLTAYUVOY TeV minor
page faults. Ilpotelvouv amhornolnon tou critical path tou page fault petwavavtag Tic neploodTepeg
Aettoupylec tou yelplopol tou page fault oe éva mopaoxnviaxd vige, SlatnedvTas Wovo TNy avddeon
ploc adéopeutng Quohc oehibac otny emtduunty exxovixyy cehido tn oTiyur Tou page fault, mpdypa to
ornolo umopel vo mparypotonowndel oto hardware. I'ta tov oxond autd, dwatneolyv éva FIFO ring buffer
ue adéoueuteg PuUoéS oellde,c oL oToleg AVAVEDVOVTOL UE UNOEVIOUEVES CENDBES amd €val TApAoX VIS
task tou AX, xau and to onolo to hardware deoueldel plo oeAido xde Qopd mou GuVVTE elxovixT cEADA
ywelc avtiotolylon. Ilpoxewévou to hardware va pmopel vo anogacioel av ypeidletar vo dayelploTel
To (Blo éva page fault, xataoxevdlouvv 6ia ta Page Table Entries yia v emduunty neptoyn euxovixic
pvAuNg xatd Ty xAfor tne mmap (), xou Yétouv éva ouyxexpyévo bit oto PTE yio va evnuepddvouv tov
Page Table Walker 6t éva page fault npénet va to yeipiotel to hardware. Emniéov, avadétouv tny
ETUXOUPOTIOMOT TwY OYETWMY Bouwv Tou AX (m.y. mpoodixn twv cehidwy o Mota LRU, Snuovpyia
avtiotpopuv avtiotolyioewv) oto (Blo to AX apydtepa, extéde Tou critical path.

Téhog, napdpolol unyaviopol yenouylonotodvtor oto [24] xou oto [25], evroltolc Tor cuyxexpluéva €pya
eoudlovv oe ouothpata disaggregated uvAunc.

IMopdTi o1 ouyxexpuéveg ANICELC UTOPOUY VoL HELWOOUY CHHAVTIXG TO Yeovixd xdGTog dlayelpione page
faults, éyouv mToOAATAG petovexTpoTa. LUyREXPUIEVIL:

1. Aeopebouv ndpoug ToU CUCTAUATOS YIa TNV EXTEAECT] TULAUCHNVIOXWY VNUATLY

2. Aev mopéyouv duvatotnTa EMAOYHAS TNG YUK oeABag otny onola avtiotolyileton wio exxovixy
dievduvon. Avtideto, to hardware mdvta eméyel avdaipeta Ty Ted Ty dtardéoiun oehida and wia
oupd mou yeipileton To software

3. Ta page tables yi Tic meployéc exxovixic pvAung Tic omoleg dioyetpileton to hardware npénel va
dnuroupyolvTon ex TV TROTépWY (M. xatd Ty extéheon tne mmap () ), npoxelévou to hardware
vo. anogaotlel av mpénel va yelpiotel To (Blo To page fault ¥ vo to avadéoel otov nuprva Tou AX

Avtideta, o unyovioude nou mpoteivoude avodétel oAdkAnpn T Sodixacia exywenone uvhung oto hard-
ware, TopEyovtag mopdAAnia evehiéio oty avtiotolylon. Emmiéov, to hardware Samiotdvel moleg
oehidec mpémel va yeptotel péow evog pnyoviopol mou dlaoy(let péoa oto hardware tic Sopéc tou AX
Yior TERLOYES EOVIXNAC UVAUNG, EEAAelpoVTaC £TOL TNV avdyxn Yiot €X TwV TEOTEPWY dnuiovpyla Tou page
table.

1.2.3 Ernavanpoypoupatilopevo YAuxo

Apxetd épya mpotelvouv v mpoodrixn enoavompoypadpati{OUevoU LUAXOL %OVTd GTOV EMEEepYooTH.
Mio ocuviidng mpocéyyion elvon 1 Tomovétnom uiog TEOYEUUMATICOUEVNS UOVADAUCYEVIXO) OXOTOU
xovtd otov enelepyoot, [26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38], ev&> A
Ae¢ epyaoieg eotidlouv o CUYXEXPUIEVEC WOVEDEC 1) Aetoupyleg, Omwe otov memory controller
citebojnordi2012pardis, carter1999impulse, martin2009mmecdataflow, kornaros2003mmoptqueue,
firoozshahian2009smartmemories, kunbin2005qualityme, otic caches xou ota directories [39, 40, 41,
42, 43|, oto prefetching citeprodigyHPCA2021, yuan2021qei, ainsworth2018event, otnv ac@dhewa [44,
45] A oty emtdyuvon ahyopiduwy cuuricong [46].

Optopévee and autéc tic gpyaoiec Paoilovion oe events, EVEQYOTOLOVTOG TIC ETOVOTEOYPUUUAUTILOUEVES
HOVABES OTOV TUPATNEOVVTOL CUYXEXPIUEVA UXPOUPYLTEXTOVIXG YEYOVOTa. ['iot mopddelyua, o Ainsworth
x.& [47] mpoteivouv Ty evonudtnoT wixpdy, in-order, mpoypoupaTilOUEVLV TUPAVEV TOU AELTOVEYOVY
oe younhy ouyvotnTa Yoo T dnuiovpylo autnudtwy prefetching. Extelolv pixpd npoypeduuato mou ev-
EpYOTOLOUVTOL XATE TNV TEOOPBAOT OE BEBOUEVI OF CUYXEXPWEVES TEploy€g uviung, 1) o6tav prefetched
dedouéva gptdvouv otnyv L1 cache. O Schwedock ».d enextelvouv tnv 18éa Tou xWBxa TOL EVEpYOTOLE(-
Tou xatd T wetoxivnon dedouévwv oto [43]. Ipoteivouv v enadinon e Sienagric hardware-software
HECW GUVAPTHCEMY TOU EVERYOTOLOUYTOL HTAY TOPATNPOUVTOL CUYXEXELWEVA events oTic caches (m.y. cache
miss, eviction # writeback), xou exteholvton ot enavanpoypappatldueves povides oto hardware. Autd
e TEETEL EhappLd enelepyaocia dedouévwv (T.y. oupmieon) xatd y elcaywy oty cache 1 Gtav dedouéva
yedgpovton and tny cache otnv xOplor wviun.
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Yty napoloa gpyaocio viodetolue ula avdloyn Tpocéyyior Ue T Tpoavapepdeioeg epyaoieg, exTEADY-
Tog ouvapThoel o pla emavompoypopaTi{oMeVn wovdda, ue TN dlapopd 6Tl ecTidloupe oe events mou
TpoxahovvTaL and To uTnoclo TN Exovixic uviAune (oage faults xou petagpdoeic diedduvonc).

1.2.4 Belktiotonowjoeilg ot Metdgpaon Aiebduvorne (Address Transla-
tion)

Evodhoxtind oyfpata aviiotolyiong exovixic uviung oc guotxt| €youy uehetndel o peydho Badud and
Tponyolpeves epyaoiec. Tuyxexpyéva, éyouv ofloromndel peydhec oehidec [48, 49, 50, 51, 52, 53, 54,
55, 56, 57, 58, 59, 60, 61, 62, 63|, cuvéyeia oTo exovixd address space [64, 65, 66, 67, 68, 69, 70, 71,
72], petdgpoon nov Bacileton oe xotaxcppationd (hashing) e ewmovinfic diedduvong[73, 74, 75], xadde
%o eVONhoXTIXES Lop@Ec Yl To page table, ue otéyo v emtdyuvon tou addresstranslation [76, 77, 78,
79, 80, 81, 74, 75, 82, 83, 84, 85, 86]. H xovuvitepn ot duer| poc and avtéc e epyooiec etvon 1 [86],
TIOU TPOTEIVEL Uil AEYLTHUEXTOVIXY| IOV ETUTEETEL TNV TEOCUPUOYT) TOU Tivoxa UETAPEAOTG OO EXOVIXES OF
puowxée dieudivoeic. Evtoltolg, n ouyxexpwévn epyaocia (i) nepiopileton otn petdppoon, pe to AX va
yewileton to page faults, (ii) avardéter T petdgppoon oe éva topaoxnvioxd viua. Avtideta, o pnyovioude
ToL TpoTelVOUUE oTNY Tapoloa epyacia Topéyel eueMEin TOG0 6T UETAPEOOY GO0 XU GTNHY AVTIoTOlYLoN
HETAUED EXOVIXADY XalL PUOLKGDY GENDBLY.

1.3 Motivation

IMopadootoxéc e@apuoyés Onwe EMO TNUVIXES TEOCOUOLWOELS, BAoel SeBOUEVWY Xon UEYAANG XA
avdhuor oe Ypdpoug eivan cuvdwe peydhes ot Bidpxeta xou Topouctdlouvy Yeydha xou oTadepd AnOTUTC-
parTtor uvAung xan axovéviota potiBo npooBdocwy oe yeydha dataset. I tétola workloads, ta overheads
oe xotuo TépnoT) xou evEpyeLd Yia Altoupyie dmwe Ta minor opdhuato oeAidnmy xou to context switches
avtiotoduilovton and Tov peydAo apidud eVIOADY Yiot UTONOYIOUOUS, XxadiS Xl and TOV TORUAANAIOUS
o€ en{nedo pvrunc.

Avtideta, Ta Teleutaia ypdvia UTdpyel wla oTpogY| Teog MikpnS Odpkelas, evaioOnta otny kabvotépnon
workloads. Y& autd cupneplhouBdvovtal serverless ouvaptroe, microservices, xo inference MeydAwy
INMwooikdy Movtélwv (LLM), mou exteholvton oe bursts, mpaypotonooly eEAIyIGTOUS UTOAOYIOHOUS
avé Bedouévo, xou ouyvé teppatilouy evtoc millisecond. Autd ta workloads Seopebouv xou omeheutepdd-
VOuV uvAun cuyvé xou anpdPienta. ¢ amotéheoya, xdde epapuoyy| vploTaton onuavTiXy xaduc tépnom
xoTd TNV exxivnon e€antiog Twv minor o@aAudtwy cehiboc xio Ti¢ poutiveg BEcUELONC QUOIXAC UVAUNC
TOUL TLEY|VA.

INot vor 1060 TIX0ToGoVUE TO UEYEDOS TOU TEOBAAUNTOS AUTOU, TEUYUATOTOOUUE AETTOUERE(S UeTPNoELS
xaduotépnone xou evépyelag oe éva Intel Xeon clotnua, yenoiwonowdvioe éva epyoleio Bacioyévo oto
eBPF xou oe yetpntéc RAPL tne Intel. ¥ta Xyruota 1.3.1 xou 1.3.2 gaiveton t0 1060616 TOU GLVO-
Ax00 YpOVoU EXTEAECTC XL EVEQYELNS CUCTAUATOC TOU XUTOUVOADVETAL OF POUTIVEC BECUEUCNC UVAUNG
yio Sudpopec egappoyéc. Kadiotatu copéc dt, xotd péso épo, 10 32% Tou cLUVOALXOL YedOVOL
extéleonc and 21% Tng eVEPYELNS CUCTHUATOS XATAVUADVOVTIUL ATOXAELS TG amtd TLE pOUTIVES
BEGUEVONG PUOLXTC UVAUTS.

Apxetéc epyaoleg éyouv aoyohniel ye dayelpion tTwv ogarudtwy ceildac oto hardware. Ou mpotd-
oelc autég elodyouy otadepéc hardware unyavéc TENEQUOUEVNES XOTAC TUONS TOU ETUTUYVVOUY OPLOUEVES
poutiveg duayelpiong uviung. Ioapdt auth 1 avddeon oto hardware unopel vo yewdoet onuavtnd tnv
xaductépnon TV cQaudtey ceMdog, auTté To emTuY)dvel agopdvtac To AX and to critical path,
Yuotdlovtog €tol v eveM&io xou TeoypauuaTiodTnTo oTNY onola otneilovtal Ta oY POV GUC THUTA.

O napatneroelc autég avadeeviouy plo euxonplor yior avodedenon tng déopeuong guotxhic uviune. Tao
ocuoThata Tou pEAhovtog anatoly cuvepyatix petol hardware xou software 8éopeuon uvAune, mou
ouvdudlel T Yeryoen extéheon oto hardware ye Tnv mpocopUOCTIXOTNHTA TOU software.
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Figure 1.3.1: Ilocooté tou ypdvou extéheonc mou dAmavdTal OE POUTIVESC BECUEUOTS QUOIXAC UVARNG.
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Figure 1.3.2: Ilocoot6 tng cUVOAIXAC EVERYELNS CUGTAUATOC IOV BanAvATaL OE POUTIVES BEoUEUONS
PUOLKC UVAUTC.

1.4 Mnyavioudg exywenons wviune oto Hardware

Yty napoloa epyaoia tpoteivouye To Valinor, éva véo cuvepyatind oyfua exymenons uvhiune Letolld
hardware ot AX mou Swrtnpel v evehi&ia tng déopevong uviung oto software, napéyovtog Tautdypova
™ youni xoduo tépnon (latency) xon xotavdhwon evépyetag Twv unyaviopoy tou Bacilovtat oto hard-
ware. Ilpotelvoupe tnv mpoodfxn evéc hardware unyaviopol exydenons wviunc tov onoio to AX unopet
VO TTROYPUUUATIOEL X0 GTOV OTo{0 UTOPEL VoL VOdETEL TOL AUTHUOLTA EXYWENOTNE UVAUNG 6ToTe YpeldleTtot,
TOEUXJUTTOVTOC TOV CUVAUT YEWRIoNS Tou o@dhuatoc oeAdag oto software. H oyediotny| andgoon
Ty Tpoo@épel Telo TheovexTiuato o oyéon e npooeyyioeic mou Basilovton oyt oto software ¥ to
hardware:

1. TIAeovEXTARATA TNG EXXWENONS WVAUNS oTo hardware. Xe uixprc didpxetag ¥ eu-
adodntec oty xadustépnon (latency-critical) epopuoyéc, dnme eivon yio napdderypa oL serverless
ouvapThoele, To microservices, ¥ To LLM inference, o yeipiopog tev o@ahudtwy oehidac uéow tou
AY mpoxahel axpBd context switches. Autd ewodyouv stalls oo pipeline tou eneéepyoaoty|, nepl-
optlouv tov topalhniioud xou onataroly evépyela o Out-of-Order nuprvec. To Valinor emtpénel
o010 AY va mopoxduder oauth T Stadacio avadéTovtag exywpenoelc UVAUNG O Evay UNYavoUd ToU
hardware, yewdvovtac onuoavtxd 1660 Ty xaduoTéenon 660 Xol TNV XATAVIAWOT) EVERYELQ

2. 'EZunveg moATixéc exywenone wvAmune. Ilodéc nponypévec Beitiotonoujoelc tng Oi-
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ayelpione uviune, Omwe yio Topdderyuo o ywepatiopos oehidwy, 1 NUMA-aware tonodétnon, n
déopcuon guard rows, B Wxehc Sdpexelag memory pools, amotoly TeosupUoYH TNG AvTIo TolyNoNg
EOVIXAC UVAENG ot Quatxt). O umdpyovteg unyoviouol hardware mpoygotonolody TV AUTES TIG
avtiotolyioelc xan 8ev Umopoly va exgppdoouy tétoleg mohtixés. To Valinor mapéyel oto AX
duvaTOTNTA VoL TpoYpopuatiCel xavoveg Totodétnong otov unyoviopsd. Me tov Tpono autd emtteénel
YEHYoRT EXYWENOT, DATNEOVTIS OUKS AETTOUERT) EAEYYO TNG CUUTERLPORAS TNG UETAPEACTS

3. IToAlTixég exYWENONG WVAUNG TEPOCUPUROCUEVES Ot duvaULxEe cuvOfxec oTo
hardware. Kodwg o unyoaviopds oto hardware €yel dueon npdofuct oTny xEONQYITEXTOVIXY
xatdotaon (n.y. evpog Lhdvne tne DRAM, mepieyduevo tng xpuephc uvhuneg, avtiototyloels Sieu-
YOvoewy), to Valinor unopel va tpocappdoet Ty tonodétnon uvAune pe Bdon avatpopoddtnon xotd
T Budpxelar e extéleong. Mropel yio nopddetypa va Seoueloel oehideg poxpld ané DRAM banks
pe vdmAY cudpdeno, va dopeploel Buvaixd TNV xELEY UVAUT, 1 vo e€loopponioel TG decpeloelg
pvAune oe dlagopetixoig topeic NUMA. Autd emitpénel npocopuoldpeves oTpatnynés SEoUeuong
HVAUNG, TV 0molev To X606 T0¢ VAoToinong auly®s oto software o Atoy amayopeutind yeydho.

Y10 Yyfua 1.4.1 napovcidleton 1 Aettovpyio tou Valinor, xodog xou 1 evowpdtwen tou pe 1o AX.
Ye mpdhto otddo, 1 eqopuoyn expedler Tic uPNAol emnédou onuactohoyixéc anathoel (T.y. OTL oL
TEPIOCGTEPES JECUEVTELS UVAUNG apopolv avTixelueva e wixpr| Sidpxeta Lwhc), YpNoULOTOUIVTIS XAmoLa
Tpocappoouévn Bihiotixn v déopevon uvAune (m.y. tcmalloc [87], jemalloc [jemalloc], ¥ mimal-
loc [mimalloc]). To AY emdéyer v xotdhhnin BBhoden pe Bdon tic avdyxes e epappoyhc (..
wlor BBAoOAHN yior exydenon uvAune yio latency-critical eqopuoyéc). To AX puduiler tov unyaviopsd
oto hardware, Gote vo ulonotel v mohtxy allocation tne BBhoV N (T.y. evnuepdvel évay pointer
®ote o hardware pnyoviopde va unopel va goptdoer ) Piplotxn). Xtn cuvéyela, dtav 1) eappoYn
Tparypoatomolel xdmolo ntpdoPacy otn uviun xou 1 MMU tou muprjva Swmiotdvel éva TLB mis, xou 1
METAPEAOT) amd elxovixy UvAun O QUOWXT Yl Tr cuyxexpévn diebuvon dev undpyel oto Page Ta-
ble, o Page Table Walker (PTW) tou mupfva tpoxahel eZalpeon, xodde 1 avtictolyion elte Sev éxel
dnwovpyniel oxdua ¥ éxet dnwovpyniei and tov hardware pnyavioud (nou yenowwonotel dixéc tou dopée
yior vor dtatneet ). ‘Enetta, o mupvoe mpdta avaxaAOTTEL TG WOTNTES NG TEPLOYAS UvAuNG oTo omolo
emyelpeitan npdoPaoy, dnwe my. av avtiotoiel o opyelo (file-backed) ¥ elvon avdovuun, xodde xou
Ta duconcdpata tpdofoaons. Av To avtixelyevo uvAung ixavonotel Ta xpLtiplal Yo EXYWENON UVAUNG OTO
hardware, o muprjvog evepyomolel tov hardware unyovioud. O unyoviouds meodTa eEAEYYEL av €xel oM
exywendel n {nroduevn ceMida (m.y. oe mponyoluevn TpdaBaon). Xe auth Ty Teplntwor, EmoTEEPeL
Tov avtioTtoyo aptdud guowfc oehidac (Page frame number, PFN) xou ta Sucoudpoto npdofBucne otov
TETVAL, OAOXATPOVOVTOC TN PETdppacT) oehlbac. EWdAAwe, deopelel yio xavolpta Quolxr) oeiida olyu-
(PLVOL UE TNV TOATIXT ToU €xEL TpoYpappatio tel va vhortotel (.. amd pio neployh) wvAune ouyxexpluéva
yioe oavTixetueve pe pixet| Sudpxeto Lonc), EVIUERMVEL TIC ECWTEPIXES SOUES DEBOUEVLY TOU, Aol ETUOTREPEL
™V xouwvolpta avTloTolyton atov mupriva. O muprvog éneita evnuepwvel to TLB pe ) véa avtiotolyion
xou cuveyiler Ty extéheon. Av to avtixelpevo uviung dev avorotel ta xprtipla (Ty. avtiotouyel oe
apyElo), 0 TupHVIC ETLOTPEPEL OTOV SLVADY YELPLOTH opdipatoc oehibac tou AX. Téhog, btav 1 egappoyn
anodeopelel Uviun, to AX TAnpo@opel Tov Unyavioud, MOTE Vo EVIUPENCEL XATIAANAAL TIC ECWTEPLXES
douéc Bedopévey Tou.

1.4.1 TIlpoypoppatilopevog unyavioiwosg cto hardware

To x0pro Tuhpa Tou Valinor eivou évog npoypoppatildUevos unyaviopoc exydenone whiune oto hardware,
otoy0c Tou omolou elvon vo yewiletan N déoueuon uvhune (xau, evdeyopévng, T petdgppoon). ‘Onwe
Suoplvetan oty Ewéva ||, Beloxetan xovtd oty L2 cache xou ehéyyeton and tov PTW.

Ipoxewévou va mapéyel TNV emuunTy AELTOUPYIXOTNTA, O UNYAVIOUOS EXYOENONG UVAUNG TEENEL Vol
unopel vor VhoToLoEL TG axdhoLdeC CUVAPTNOELS:

1. page_fault_handler(pid, vpn, prot): Aeopelel pio puor ceAlda yio ecovixr| Siebduvor ue
CLYXEXPWEVO VPN Xou dixandpata tpdoaone prot yia plo diepyaoio ue cuyxexpiuévo pid

2. address_translation_handler(pid, vpn): EAéyyel av n exovixy) uvAun pe opldud eiXovixnc
uviune vpn éyet avtiotoiyiotel and tov hardware pnyovioud (ahhd dev undpyer oto Page Table
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Figure 1.4.1: H opyitextovixr) tou Valinor xau ahknhenidpacn tou ye to AX. To AX unopel va
npoypaupatioet Tov hardware pnyavioud dote va yepiletan ancudeiog ontApota exydenong LvAUnG,
TPOCTERVMVTAS TOV oLVl Yelploud oo software

tou AY) yio wlo diepyaoio pid. Lty nepintwon auth, entotpégel 1o avtiotoryo PEN pall ye to
BuxanduaTo TPdaPBaong

3. free(pid, vpn_start, vpn_end): Auxypdgel 6Aec TC avTioTolyloelg ylo oeAldec ye vpm o1
{nroluevn meployt yia plo diepyaoio pid

4. ioctl(info): Xpnowomnotelton xatd Ty apyxonoinon e Pihodfixne (n.y. evnuépwon tou hard-
ware unyaviopol yio napoéteous tne Biiodiung)

O mpddteg 800 hettovpyiec evepyomolobvtal and cuyxexpyéva Yeyovota oto hardware, evé ol free xau
ioctl evepyomowolvtan and to software. I tov Aéyo autd, to ISA mpéner va emextadel ye dlo véeg
EVTOAEC.

1.4.2 PIATEO TEQLOY WY ELXOVIXAS UVAUNS

'Onwe npoavagépdnue, o unyaviopwos exydenone Wiune yeetdleton TAnpopopio Ylor Tol SLXoLMUATY TEHC-
Boomne e mepoyfc ewmovixfic uvAune (Virtual Memory Area, VMA) otnv omola avfixel 1 exovixy
dievduvon. Emmpbdodeta, avdhoyo pe tnv LAOTOMGT TOU UNYOVIOUOD EXYWENONG UVAUNG, EVOEYETOL
vo UTdipyel avdyxrn vo eplopilovtan tar opdhuarta oehidog mou autde yewpiletan. T mopdderyya, mpog
amo@uYHV TepltAoxwy atnudtwy DMA, oplouéveg vlomoloeic Tou unyoaviopol propel va meplopllovtan
oe minor o@dhyota oeAidag. o toug Adyoug autolc, tpotelvoupe Tt Ypnorn evéc hardware component,
Tou @ihtpou mepoy v ewovixfic uviune (Virtual Memory Area Filter, VMAF), o otéyoc tou onoiou
elvon BLTToC:

1. Na @uitpdeer Tig exxovixég dlevdivoelg v T omoleg mpénel vo evepyonoiniel o unyovioudc
EXYORNONS PVAUNS

2. T dievdivoelc Tic onolec mEémel var Yelplotel o pnNyoviowds uvAung, vo Beloxel Tor BXonmUAT
npbéofacne e avtiotouyne VMA

O axpBric oyedioaopog tou VMAF e€aptdtan and T avdyxeg Tou OyedIcT) TOU GUGTAUITOS, Xomg
X0l TO TOV GUYXEXPLUEVO TEOTO Ue Tov onolo ol mAnpogoplec yia i VMA Siatnpolvtor oto AX. TNa
ToEABELYUa, o€ EXBOCELC Tou Tuprva Tou Linux mptv tnv 6.1, to vim_area_structs nepléyovton oe éva red-
black dévtpo avd diepyaoia. Xuvende, to VMAF npénel va punopel vo npaypatonoe! didoylon duadixod
BEVTPOL Lo VoL VOXAAUTTEL TLC emuunTéS LOLOTNTES.
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To VMAF evepyornoteiton and tov PTW xotd pla amotuynuévn andmepa petdppacne Siediuvorng.

1.4.3 Yrnootrp&n oc eninedo AX xou Software

‘Otav éva userspace mpdypauuo yeewdletar va yenowonoljoel to Valinor ye pla cuyxexpwévn BiB-
NoO7xY, O TEOYPOUUITICTAS TEETEL VoL EVIUERWOEL TO GUCTNHUA YL TN SUYXEXPWEVY BiBAodixn mou
yenowonoteltan, €tol dote o AY vo pnopel va mpofPel otic xatdhnhec evépyeleg opyixomoinome.
INo tov oxond autd, mpoodétouue tpelc véee xhfoelc cuothpatoc (syscalls), xou ouyxexpuéva Tic
valinor_install_lib(1lib), valinor_start() xot valinor_end(). H mpdtrn and autéc evnuepdvel
0 AY 6t plo ouyxexpévn BiBhotdxn meénel va ypnowonowdel and tov hardware unyovioud, eved ol
dhhec BUO oNUATOBOTOOY TNV 0Py XU TO TEAOG AVTIGTOLY O LS TEQLOY NS HWODIXO TOU TEETEL VOL YELOLO TEL
To Valinor.

IMot tnv vhomoinon Twv xARoEwY CUGTALATOS AUTKY, To AX TEENEL Vo TUPEYEL GTOV Unyavioud hardware
8o TANPOQOples, XaL CUYXEXEIUEVIL:

1. Metobedopéva tne Bifhiodixng mou yenowonotelton. o mopddetypa, av 1 Bifiiodixn 8¢ yenol-
pornotel Tig Sixée e dopée dedopévwy Yo Yetdppaot), oAAd avtideton Baoileton oto Page Table
tou AX, t61e 0 unyovioude yeewdleton évay deixtn otn pila Tou Page Table

2. Aedopéva ave€dptnta g BiModixme, o cuyxexpéva tn ¥éon e BiBModRme ot uvrun xou
€vor 0YUol TOU VoL EVERYOTIOLEL %Ol VoL AnEVERYOTIOLEl TOV UNyAvLIoUd

Ta petadedouéva g BPBModiune mapéyovtor xotd Ty xAfon tne valinor_install_lib(), yéow
xMAoEwY oty eviolf) ioctl Ttou Valinor. H déorn tng BBhodixne xaw to orjua evepyonoinong, and
TNV GAAY, TopEyovTon HECW WOV 6xomo) memory-mapped XoToywenNTOY.

1.4.4 Ilepiwntwoeig Xprong

Yrov Hivaxa 1.1 cuvodilovton oL BlapopeTIXEC TEPLTTOGELS YPNOTNS TOU HEAETMVTAL GTNV TapoVoa Epyacio.

BiBAodhxr yia yeriyoen déopevor (Latency-First Allocation Library, LFA)

O Boowde otoéyoc e Pihodxne LFA eivon va ¥éoel oe mpotepandtnta Ty mohd ypriyopn déoueuon
puviune. Ilpoc aut tnv xatedduvon, yenolwonolotue éva oyfua SECUEVONS UVAUNG HE BAon TOV XaTaxep-
HATIoPO OE €va GLUYXEXELLEVO cuVEYOUEvVo allocation pool cehidwv, To onolo yenoiwonoieiton anoxhels Txd
ané tov hardware unyoviopoé yio SEoUeucT) UvAUNG.

Aéopevon pvAune: O mpoypaupotiotic e PiBhiodixne opller pla ocuvdptnon xataxepuaTiopnod
(hash function) H mou avtiotouy{let dievdivoelc oe Véoeic oo allocation pool. Kotd tn AMdn evée
authpatoc petdppaonc piog exovinfic dteduvone pe aptdud exovinrc dievuvone (Virtual Page Number)
VPN, o hardware unyaviopoc unoroyiler my wud n = H(VPM) npoxeévou va aviiotolyloel v
ewxovixy) diebduvor oe ula cuyxexpyévn oeaida oto allocation pool. ‘Eneita o allocator eAéyyet tnv n-1
¥éomn oto tag_array ©oTe Vo DmoTOaEL av Utdpyel Eyxupo VPN mou €yel %o avtioTolyloTel o auth
™ oehida. Av 1 oehida elvar ehebdepn, t6te 0 allocator evnuepddvel v n-f Véon oto tag_array pe to
VPN xou emioteépel to PPN nou avtiotouyel otnyv n-1 9éom oo allocation pool. Ewddihwe, n déoueuon
pviune dewpeiton avemtuy e xan tpoxahelton opdipa oeAldag.

Metdgppaon Aiwedduvorng: Kodog to Page Table dev evnuepiveton and 1oV YeoloT SQUAUATLY
oehidag, 1 didoyion tou radix tree otov Page Table Walker do anotuyydvel mdvta yio oehldec oto
allocation pool. T'ia Tic oeAideg auTég, Aowndy, evepyonoleltal 0 YEWRLOTAS UETAPEAoTC oEABS Tou (Blou
tou hardware pnyaviouod. ' pio oeAida pe aprdud ewovinic oedidag VPN, o hardware unyoviouog
unohoy{let xou ndht tn ouvdptnon n = H(VPN) xou xortdlet tn ouyxexpévn Oéon oto tag_array. Av
o VPN nou mepiéyeton oto tag_array[n] tautiletoan ye to VPN, t6Te 1) uetdgpaon oehldac xplveton
emtuyfc xou o hardware pnyoavioudc emoteégel to PPN mou avtictouyel otnv n-f ¥éor oto allocation
pool. Ewddihwe, mpoxnTel xou ndhl o@dhuo ceAibog.
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To allocation pool unopei vo deopeutel and 1o AX xotd v exxivion (n.y. uéow memblock_reserve())
ot 0 hardware unyavioudg umopet va eviuepwiel yio autd péow tng ouvdptnong ioctl mou meplypdpnxe
Topamndve (1.4.1).

To oyfua déopeuone uvhune autd arogedyet To overheads and o) Ttic evnuepioelc tou Page Table, )
To nep{mhoxo buddy system, ye xé6ot0¢ duwe awénuévo overhead yio yetdgpoor oelidoc. Eninpdoderta,
N emhoyY| va yenotomoteiton éva anopovmpévo allocation pool e€oheiper Ty avdyxn v cbvieto ouy-
xeoviou6 petall tou AX xou tou hardware unyaviogol, xodoe xan cuvdgela (coherence), oe nepintwon
mou o hardware pnyaviouog diadétel cache.

IMopaxdte mapoatideton Peudoxddixac yio tn BiAodxn LFA:

PPN translate (VPN v):
for (int i=0; i< n_hashes; i++):
Set s = hash_i(v) & (NUM_SETS-1);
if (segls].tag_match(v)) return segls].ppn_of(v);
return allocate(v); // allocate on miss

PPN allocate (VPN v):
for (int i=0; i< n_hashes; i++):
Set s = hash_i(v) & (NUM_SETS-1);
if (segls].has_free()) return segls].pop_free();
return FALLBACK; // rare slow path

Listing 1.1: LFA: 8éoueuon uvAung xou YeTdppooT

1.5 Ileipopoatinn aftohdynon

1.5.1 IIeipdpota
ITewztoéTtuno oe RISC-V

Kotooxevdooye €vo TEOTOTUTO TOU TEOTELVOUEVOL UNYAVIOUOU, Yiot TNV TELpUUATX dELoAGYNoT TOu
omnolou yenowonowoape éva ZCU 106 FPGA tne Xilinx [88]. Xtdyoc pac Atav (i) va anodeiloupe
duvatdTnTa vAoToinong Tou pnyaviopol pac xau (i) va a&lohoyriooupe ta 0géNN ot enidoom and T Yehon
Tou unyaviopol ot éva mparypatixd cbotnue. Ltov Iivaxa 1.2 cuvodiCovtan tar Tex VXS yopaxTneloTixd
TOU TEWTOTUTOU.

Em\éEope va vhonotiooupe ) BBhodixm yeryoene exymenenc uvhune (LFA), énwe neprypdgnxe nopo-
Thvw, xaddc N anovsta emxowvwviag peto€l tou hardware pmyoviopod xou tou AY xathotoboe v
vhomoinon amhovotepn. Emmhéov, npoc amoguyh ovvidetwv I/0 evepyewdy, xodode xou avalntioewy
oTtnyv page cache, TEPLOPLOTAXAUE OTOV YELPLOUO AVEOVUUKY MINOT GQUAIATWY GEADIC.

INo vo povtehomolfiooude Y enavanpoYpotuatillOUevy Uovdda, YeNoWOoTOooUE Tov EnelepyaoTh
RISCV-MINT [89]. Evtd€oue tov enelepyacth autd oty MMU tou BOOM Out-of-Order muprivar [90]
Yi0L TOV YERLOUO EXYWENOEWY UVAUNG oto hardware.

I'o to VMAF yenowonojooue éva otadepd xOxhwpa oto hardware. Kadde n éxSoon tou mupriva
tou Linux nou ypnowwonotfoape (5.11.6) yenowonototoe red-black dévtpo yia v amodhixevon twv
vm_area_structs, to VMAF pac ovclaotuxd npaypatonotel didoyion duadixob dévtpou oto hardware.

To npwtéTUTO €TpEyE TNV €xdoom 5.11.6 tou muprva tou Linux. Ilpoxewwévou vo eVoWUATOOOUUE TOV
hardware ynyovioud, YeeWdoTNXE VoL TEOTOTOMNGOVNE XoTdAANAa Tov Tuphva. [ petprioelc oto hardware
onwe xaduotépnorn opolpdtny celldac yio deopeloelc tou yepldtay o RISCV-MINI ¥ cache misses
otov RISCV-MINI, npoc¥écaue xatdrinioug xoataywerteg CSR otov muprva.

INo va tocotonoticouye 1o x60T0¢ NS Yeone enavanpoypaupoati{oyevou hardware avti yio otadepol
ASIC, vhonowiooye dAn uio €éxdoon oto FPGA, 1 omola nepielye éva otadepd hardware module to onolo
enione yewpldtay deopéuoeic uvAune pe Bdon ™ Pihiodrpay LFA. Katd ) Mdn avtiatos yetdgpoong
ploc excovinric dievuvong, to hardware module urtoh6yle ) Siebduvon tou set oty tag_array 6mou
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dievduvon énpene va tomtoVetniel, xau didBale dhoug Toug ways Tou set autol évay tpog évav. Av evtomle
™ {ntoduevn dieduvon, tote to module enéotpepe To aviiotolyo PTE. Opolng, 6tay to module deydtay
altnua yia allocation, édayve Toug ways Tou avtioTolyou set yia xdmolo xevd. Av éBploxe, tdte evnuépwve
xoTdAAnAo to avtiotolyo medlo oto tag_array. Ilpog emtdyuvon tne diaduaciog authg, To module
eniong mepihduPBave pio cache pe 6houg Toug ways and sets oto omola elye emyelendel tpdopota tpdoBao.
H cache ¥tav direct-mapped, pe ydpeo v 64 sets tou tag_array. e avtideon ye tnv vhomoinon ue
Bdon to RISCV-MINI, ta petadedopéva e Biphodixne (6nwe my. to péyedoc tne meptoyfc mov
xenowonowotoe to hardware yio Seopedoelc uviune) diatneotvtay ot xataywentéc CSR toug onoloug
ouBale to hardware module. Xpnowonowmoope eniong évav CSR yio ) diedduvorn tng apyhc tou
tag_array.

IMewpopatiny Sidtagn
Aoxdooue 4 dapopetind cuothpata oto FPGA:

1. Baseline: Mn tpononownuévog encéepyaothic BOOM mou €tpeye un tpomonoinuévr €éxdoon tou
nuprvar Tou Linux

2. SW-only: Mn tpononownuévoc eneéepyaothic BOOM, ahhd mou duwe étpeye wa tponomotnuévn
éxdoam tou muprva Tou Linux mou vhonolotoe to oyfua déopeuonc uviung e LFA Bi3hodng,
OTWC TEPLYPAPETAL TUPATAVE, auly®dS oto software. Kotd tov yelploud tou o@dhyotoc oeidog,
10 AY npoonadel npodTo vor SeoUeloEL UVUY YENOUOTOLMVTAC TO ATAOTONUEVO oy jua BEGUEVOTC.
Av aut6 amotiyel, toTE emoTpéPeL 6To cLVNES oy ua déoueuong uvhunG Tou Tuprva Tou Linux

3. Fixed-HW: To ototepd hardware mou vionotel ) Bifhiodrixn LFA, édnwe neptypdpnxe mopandve

4. Valinor: O npotelvouevog unyaviopog goc, vhonolnuévoc ye Béon tov RISCV-MINI nueriva, 6mwe
TEQLYPAPNHE TOROTAVE.

INo v a€lohéynon tou FPGA mpwtotinou ypnowonowiooue 5 microbenchmarks. Enihé€aye opiopéveg
EQUPUOYES UE P YPOVO EXTENEOTC, CUUTERLAOUBAVOUEVOL EVOC GUVOROL AWV Tpdewy Ue Tivoxeg
xau Stovioparta (spmv, vvadd, median, tramspose), xodoe xou pio serverless cuvdptnon (cJSON), Ghec
ex TV omolwv éyouv yeydha amoturoduate uviung. E€autioc twv nepopiounv tou FPGA npwtotinov,
ToporyaTomotoaue pior pixenc xhipoxag pehétn, npocopudlovtag to microbenchmarks wote to anotin-
WU LVANG TOuS var xupotvetan petoll 14M B xou 16M B, %l TELoUATIo TAXAUE UE OLaPORETIXG UEYEDT
allocation pool petagd 1M B xou 16M B.

End-to-End Execution Speedup vs Baseli_ne
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Figure 1.5.1: Emtdyuvon tTou cuvokixol ypbévou extéheong yia diapopetixd benchmarks.
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Average page fault latency

[ Fast path
[ Slow path

Average Cycles

0
Fixed HW Valinor SW Only
Version

Figure 1.5.2: Méoog aptdudc x0xhwv avd opdiyo oeiidog yio xodepio and tic exdoyéc mou doxtudoae.
To "Fast path" avagépetar oto opdhpata tou yeiplletal 0 EVUANIXTIXOC UNYOVIOUOS ot xdle
nepintwon, evéd to "Slow path" avagépetan otn cuvidn Swabixacio, dNAadH oTOV YEIRLOTY CQUAUATLY
oeMdag Tou Linux.

1.5.2 Amoteléocpata

A&LoNbynom tng enidoong. Tto Uyrua 1.5.1 mapatidetan 1 emitdyuvorn tou cuVorxol Yedvou
extéheong yLo TG dLopopeTixés exdoaelc mou doxuddotnxay, onwe wetpriinxe oto FPGA. To péyedog
tou allocation pool Swtnerinxe otadepd ota 16 M B, eved 6ha tar benchmarks yenouwionowioay pviun
petald 14M B xou 16 M B, étol thote va ywedve thipws oto allocation pool. Ané to didypopua teoxin-
Touv Tpelc Tapatnerioeis: (1) Axdua xou ywelc tpononofoec oto hardware, n SW-only éxcodrn #dn
odnyel og 34% emtdyuvon, evBexTind Tne anodoTixdTnTac TS evolhotixic ToAtixAc déopeuong wyAunc
oe obyxpion pe tov buddy allocator, (ii) n Fixed-HW éxSoon eivar 1 ypnyopdtepn, emtuyydvovtog
geomean emitdyuvon 97%, YEYOVOS EVBEXTIXG TwV TAEOVEXTNUATOV TNG Slayelplons Twv oQoAUETLY oEA(-
dac oo hardware, (iii) to Valinor cuctnuatid napoustdlel xolUtepn enidoon téoo and o baseline oco
xou o6 ) SW-only éxdoon, ue geomean emtdyuvon 77%. Tiveton hotndv avtiinmté oti, mopd ) Yefion
YeVIX0) ox0oToU EnavaTpOYpopuaTi Ouevou Tuptva, 1 enidoon Tou Valinor eivar cuyxplowr pe oauth Tou
ototepol hardware module, yeyovég mou mocoTixonolelton TEPAUTERW OTNY EMOUEVT] TAUEAYEUPO.

Kaduotépnor cparudtewy cehidag. Yto Xyfua 1.5.2 napatideton o péoog apidude xUxhwy mou
domorvdtan oe BLAPOPETIXESC TEPITTWOELC dlaryelplong opahudtwy oekidac. Ko otic teeig exdboelg, to "Fast
path" avagépeton oto opdhpota oeridog ta omofo yelplleTon 0 TEOTEWOUEVOS UNYAVIOHOS (dnhad¥| evide
tou hardware ywr to Fixed-HW xau to Valinor, xa ypnowonowdvtag to LFA oyfupa yia to SW-
only), evéd o "Slow path" avtiotouyel otnv evodhaxtin| nepintwon, Snhadh otov YeIploTh GQOAUETLY
oehidac tou Linux. Iapatnpolue 6TL 1 emtuyhc 8éopeuon uviung pe to LFA oyfua, tapaxduntovioc tov
buddy allocator (énwe cupPaiver ot SW-only éxBoon) fdn enttayOvel tor opdhpoata oehiBog xotd 1.77x.
Anéd v &1, Ye TO Vo TUPAXAUTTOVUE TAYPWS TOV YELPLOTH CPOAUETLY GeNBag xou var avordéTouue T
déopcuon uviune oto otadepd hardware metuyalvouue 45X emtdyuvor. Téhog, moupdti o emavampo-
yeaupotilopevog in-order muprvag tou Valinor yeeidletan oyedov 3x meplocdtepoug x0xhoug oe oyéan
pe 1o Fixed-HW vy va yelplotel éva opdipa oelldag, metuyolvel emtdyuvor wlac téddng uyeyédoug
(15.2%) ot oyéomn pe Tov XELoTH o@alpdtwy oehidac. Bhénoupe howndv dTi, axdua xou otny nepintwon
nepimhoxou enovanpoypatott{opevou LAX00, 1 avTioTolylon exoviniy dlevdivoenwy oe QUOIXES HEow
hardware umopel vo 0Bnynoel o€ oNUAVTIXY ETMLTAYUVGT), OMUAAGCCOVTAC o6 TO EMTAEOV XOGTOC TOU
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1.5. Tlewopotiny a&loddynon

emoVpeL 0 oOVIETOC YEWPLoTHG oPaludTwy ceAdos Tou AX.

L1D Hit Rate
Allocation Pool Size
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Figure 1.5.3: Ilocooté eustoyiag tne L1D cache tou Valinor

Aocvoyieg otnyv L1 cache. Ilpoxewwévou va yivel xahdtepa avTidnmtd node To Valinor emtuyydvel té6co
Younh A xaduotépnon, oto Lyhua 1.5.3 anewoviletor 10 tocoot6 euctoyiog otny L1D cache tou in-order
mupriva Tou yenouwlornoleitoaw 6to Valinor yia Siapopetind benchmarks. Kdde benchmarks doxiudotnxe
v Tévte dlapopeTixd peyédr tou allocation pool. TI'vetar avtidnmtd étL 10 mocooTtd cucToylog NG
cache xvpaivetow cuotnuaTnd yOpw oto 80%. Metprioaue enione 1o nocootd tne L1I cache, to onolo
opwe oy ovotnuatxd 100% yio emavethnuuévee exteléoelc tou dtou benchmark yia to (S0 yéyedoc
allocation pool. Autd ta dUo yeyovota eivan eVOEXTIXE TOU TAEOVEXTNUATWY oG TEOYpopuaTilOUEVNS
povddoc oto hardware: Amé tn pla, ot BBA007xES Yior BéoueuoT UVAUNG elvan opXeETE Pxpée (oTE Vol
YWPECOUV GTNV XPUPT| UVAUN EVTOAODY. ATO Ty GAAT, 1 emhoyY| 1 emAoyY| evOC eVahhaxTxo) Gy HUATOS
BECUEVONC UVAUNG UE ALYOTEQA UETUDEDOUEVAL EMLTEETEL OTOL UETAUDEDOUEVA QUTA VO YWEESOUY GTNY XEUPH
pvrun dedouEvev.

EvatcOnoia oto wéyedog tou allocation pool. Téhog, mpoxewévou va avadel€ouue tar 0@én
TOU YElpIoUoL Tng déopeuone uvAune oto hardware, tpé€aue 800 and ta benchmarks (to spmv xou vvadd)
yio SopopeTixd weyédn tou allocation pool. Ynueiwtéov otL, 6w xan oto Xynua 1.5.1, 10 anotdnwua
VARG TV emheyuévwy benchmarks Aoy petald 14M B xon 16M B, mou onuaivel 6Tl 1 omottoVUevn
pviun yweoloe oAdxAner oto allocation pool pévo oty nepintwon tou peyahitepou allocation pool. To
Eyhua 1.5.4 ameixovilel Ty emTdyuvor TOU GUVOAXOU Ypbvou eXTEREGNC, eV To Ly fua 1.5.5 anewxovilel
) ouvohu xaduotépnon (oe xdxhoug) Tou domovdton xatd TN dnuroupyio aviiotolyicewy exovixic
uvAung oe guow. Kat’ apyde, and to YyAua 1.5.4 yivetow avtiknmntd 6ti, eved v pxed peyédn tou
allocation pool 1 enidpacmn otov yedvo extéreong eivon apentéa, xadde avidveta to puéyedog tou allo-
cation pool n enlboor Pehtidveton onuovtixd. Autd eivon avopevouevo, xotog to uéyedog tou allocation
pool ovclaotind xadopiler méoes avtioToyioels ewovixic pvAune oe Quoxy| dnuiovpyolvtar oto "fast
path". Autéd emBefoucdveton nepantépw amd to Lyrua 1.5.5, mou delyvel 6ti, xadde auidveton To uéye-
Yog tou allocation pool, o cuvokixdg yedvog Tou damavdtan Yo Th dnuLovpyia avTioTolyioewy YetdveTa
onuovted. Mdhiota, galveton 6L 1 cuVoALXT xaduc Tépnom Yl ac@dhuata oeAidag peidveton xortd 10.5x
(o To spmv) xou 58.9% (v to vvadd) oe oyéor pe to baseline otny nepintwon tov Fixed-HW, xou 7.0x
(i To spmv) xou 15.2% (v to vvadd) otnv nepintwon touv Valinor. Kou méit Aownéy Brénoupe oL,
eve Tto Valinor eivon Aiyo mo opy6 and to Fixed-HW, unopel oxduo va npocpépel onuavtind o@én
ané dnodm enidoong.
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Chapter 1. Extetopévn EXinvid Heplindn

Execution Speedup vs Allocation Pool Size
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Figure 1.5.4: Emtdyuvor tou cuvohixol ypbvou extéleorg Yo dlapopeTixd pey€dn tou allocation pool.

Total Page Fault Latency vs Allocation Pool Size

1e7 spmv vvadd
B SW Only B SW Only
[ Fixed HW [ Fixed HW
2.0 I Valinor I Valinor

Total Page Fault Latency (cycles)
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Figure 1.5.5: Xuvolu xoduotéenon yio dnuiovpyla avTioToly(OE®mY Yl SlopopeTind UeYEDT Tou
allocation pool.

1.6 2vunepdopota

H moapoloa Simhwypatixn acyoreiton pe tig auavoueves Tpoxhioelc ot enidoom xa evEpyeLa TNE SEoUEUONS
HVAUNG ot oUYYeova UToAoYiloTixd cuoThuata. Aciyvouue 6Tl o wxpng didpxelog, evaiointeg oTny
xoduoTépnoT eupUoYES, OTwe oL serverless cuvaptroelc, ta microservices o to LLM inference, to
%x66T0¢ TNE dLayelplone Tng déoueucng oeAMBwY auly®e oto software xuplapyel 6Tov Ypbdvo extéheons xau

TNV XOTOVAAWOT) EVERYELAC.
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1.6. Xuumepdopoto

Iapovoidlouue to Valinor, évav npoypaupatiloyevo unyovioud oto hardware nou cuvepydletan pe to
AY vy v emtdyuvon TV oQPaAUdTwY CENBG, BlUTNEMVTIG AETTOERT] EAEYYO TAVL OTIC TOATIXES
déopevone uviune. Xe avtideon ye nponyoluevous otadepolc emtoyuvtés, to Valinor elvou mpoypaupia-
Tlbpevo xou pnopel va tpocopudleton Suvoulxd oTic cuVxeS Ypeovou extéleons, Omwe elval To VPO
Covne e DRAM, 1 ninedtnta tng cache xon 1 tomxdtnta NUMA. Me tov tpéno autd cuvdudlet
YounhA xaduo tépnon tne déopevone oto hardware pe v evehiéio Twv unyaviouoy tou software.

Thomowoape xau a&tohoyfoope to Valinor ce cycle-accurate mpocopouwts, xadoe xa o éva FPGA
RISC-V npwtétuno nou €tpeye Linux. Ta neipdpoatd pog anodetxviouy 61t o Valinor yeltvel T cuvolxt
xaduotépnor opalpdtenv oelidog uéyet xat 7T—15X, BeAtidvovTtac T cuvolxr] enidoon eQapuoY®Y UéypeL
xou 77 % oe oOyxpion ye 1o baseline Linux. Ta anotedéopata eniong deiyvouv 6T to Valinor netuyoivel
80% L1D cache hit rate, xovid oty anodotixétnta evée otadepod hardware allocator, diatnpdvtog
v eveh&lo Tou software.

Yuvoilovtag, N nopoloa epyascia amodexviel 6Tt uia tpoypopuatilduevn, vtoBontoluevn and to hard-
ware TPOCEYYLoN OTN SECUEVUOT) UVAUNG UTOREl VoL YEQUEGOGEL To Ydopa Yetall evehi&lag xau enldoone.

MeAlovTixr) SouvAeld
Y rdpyouy TOANATAEC TEPOOTTIXES YLo LEAAOVTIXY ETéX TN Tou Valinor:

e YTroothellr yvia ToAAanAolg nuphves xoaw NUMA, dote va cuvtovilel tig anogdoelg
yio déopeuon uviung uetagld dlapopetinddv mupYvewy xou NUMA neploydy.

o ITpoocapupoyn uTOdNYOVUEVY Ao TnAeueTela, aflonoldviac dnhady petpxés Tou hard-
ware yia TNV xadodiynoy TV oTeATNYIX®Y TOToVETNONS Xl BEGUEVOTC.

o ITepiBdrhovta disaggregated memory, ©ote vo emtpénel remote OEOUELOT) UVAUNG Xou
HETAPpaOT).
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Chapter 1. Extetopévn Envuc Ilepindn

‘Ovopat 3Ovodn Aéousuvon wvAuNG Merdppaon JUYXEOVICROE PE
AX

Ultra-fast Xopnhhe xoduotépnone Oéo- AZwomoel pla meploxh wvAune Xewplletow ) Mio peyddn meploxh

(UF) yevon wvAUNG Boaowouévn  opyavopévn pe set-associative uetdgpoon pe  Bdon  pvAung mou deopeleTon
oe  hashing vy avuxelyeva tpdémo yia ypryopec decuyelboeic to  hashing oto L2 xatd tnv apyixonoinon.
uvAung we wixeh ddpxela Lwhc.  WVAUNG. TLB miss path.

Beltiotonotel to fast path xou
v tail latency.

Runahead ITpo-decpeiel oeldeg  IMoapaoxnvioxd vAua yepllel éva Eeyxwpiotd Page Table Mia  ueydhn mneploxh
achyypova, oote va xpOger pool  ehellepwyv  QUOKKOY  Ylo  TPO-DECUEUUEVESC WUVAUNG Tou decuevETMU
weMovtxd stalls yio déopevon  oelldwy, ané To omolo oehidec. ®aTéd TNV apyLxoToinom.
WvAUNG. decuevovTon celideg foa-e)

TEOGXAVLO.

Ilpoaypatixol Anooxonel oe  vietepuwio- Ilpo-Seouevuéveg Yoopuixée  Metdgpaon nou Bacile- Altnuo uvAune v to

Xeovou Wb Ypdvo extéleonc HE Gve  @uoxéc oeMdec i avTixelpeva  tou ot petatoémion (off-  mpdTo o@dhpa otn cuy-
peaywévn  xoductéenon ot UVAUNG TEAYUATIXO) XeOVOUL. set) v upla mepoxh  xexpluévn Teploxh.
xewpdtepn neplntwon. TeayHaTXo) XebVOou.

Telemetry- Xenotuornotel uvetpntéc EmAéyer banks pe Bdon wnv Xewiletow uyetdgpoon Mio  peydAn meploxh

aware Vol (m.y.  elpouc Ldvne, Tnhepetplo  yenowwonouwdvioc e Bdon to hashing oto  wvAunc mou deopeleton
neplexopéveny tne cache) yi moAamhd hash functions. L2 TLB miss path. xoTd TNV opyixonoinom.
vo. xateudivel Ty Torovétnon
dedopévmv.

Evepyeitaxd Mewver v evépyewn péow Aclyypovn npo-0éopeuon  Zexweiotd Page Table Xndvioc (i emextd-

amodoTixn YOUNAMAC ouxvotntac déoueuon ot o xotdoTaon  YOMNAAC Yl TRO-OECUEUMEVEC  OELC TOL Pool)
GTO TOPUCHAVLO. EVEQYELOG. To npooxfivio ocelidec.

decuelel and autd To pool.

ITpooctacia Ilpootatedel and to Rowham- Aecueber guowéc ocehidec pe  Xepioude Mia  peydhn meploxh

and mer elodyovTog guard guard-row spacing yéow ypw- ueTapedoewy ue Bdon  pvAunc mou deopeleTon

Rowham- rows ueTagl evalodnTowy  patiopol celldwy. 10 ypdpa oto L2 TLB  xatd tnv apyixoroinon.

mer deopeloemy. miss path.

EniBorf ax- Emnpdier axepidtnta dote vo Aeopever  ond  €va set- Emodndeber  tnv  oax- Mia  peydhn  mepioxh

cpaundTNTAC eoopahioel 6t oL aviiotoyl- associative TuAuo xou  omo- gpoudTnTo  xotd  TO  PVAUNG TOL decpEVETOL
OELC JEV ToPATOLOVVTAL. Onxeder emnpdodetar petade- L2 TLB miss yenow- xoatd tnv apyixonoinon.

douéva yio To merkle tree. uomoldviag éva merkle
tree amoOnxevuévo oe
decueupévec oehidec.

Placement- Beltiotonoel tomuxdtnra xou  Free lists oc eninedo bank yia Xewplletow bank-aware Mio peydhn  mepoxh

aware avtaywviowd (mx.  ouyxpol- placement-aware déopeuom uetdppaon oto L2 TLB  uvAune nou deouedeton

oewc petadl banks)

miss

%xotd TNV apyixoroinom.

Table 1.1: Avtimpoowreutinés Biilotdfixec déoueuong xat TOMTIXEC TOU UTOPOLY VOl TROYROUUATIOTOY
otov hardware ynyoviopé touv Valinor. Kdde nohtix| €yet Swagpopetinolc otdyoue: enidoorn (UF),
npo-déopevon (RA), vietepuivioud oe mpayuatnd yeévo (RT), telemetry-guided npocopuoys (TA),
evepyelaxt| anodotixdéta (EE), npootacia and Rowhammer (RH), emBol axepandétnroc (INT) xou
Behtiotonotfoelc Tonodétnone (PA).

Table 1.2: Teyvixd yapaxtneiotixd tou RISC-V npwtotinou

Prototype Configuration

Core 64-bit RISC-V BOOM Out-of-Order core

L1 I-TLB: 32-entry, direct-mapped, 1-cycle latency

L1 D-TLB (4 KB): 8-entry, fully assoc, 1-cycle latency
MMU ( )

L2 TLB: 512-entry, direct-mapped, 2-cycle latency

Page Walk Cache: 8-entry, fully assoc, 1-cycle latency

L1 I/D-Cache: 2 KB, 4-way assoc, 3-cycle access latency
L1 Cache

LRU replacement policy

Linux Kernel

v5.11.6

Allocation engine

Core: RISCV-MINTI 32-bit in-order core [89]

L1 I/D-Cache: 4KB, direct-mapped

FPGA

Xilinx ZCU 106 [88], 1GB DDR4
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Chapter 2

Introduction

Memory allocation is a fundamental OS service that has a growing impact on performance and energy
efficiency in modern computing systems. Even when data does not need to be fetched from disk, each
allocation typically involves handling a page fault in software: the processor traps into the operating
system, which assigns a physical frame, updates the page tables, and resumes execution.

However, performing physical allocation entirely in software comes with two key limitations. First,
while the process of solely using software to allocate memory was historically amortized over long-
running workloads, it has become a first-order bottleneck in modern environments where short-lived,
latency-critical tasks dominate [1, 2]. For example, serverless functions, microservices, data analytics
and even instances of large language model (LLM) inference (e.g., in systems that support unified
memory across CPU and GPU) often execute for microseconds to milliseconds, making the tens of
thousands of cycles spent in allocating memory via page faults a significant fraction of total runtime.
As we demonstrate in §5 and as recent studies show, allocation-related OS activity can account for
more than 30% of execution time in such workloads and consume up to 20% of system energy. Second,
the OS software responsible for physical memory allocation is not exposed to critical microarchitectural
state (e.g., memory bandwidth utilization, cache occupancy, DRAM row buffer conflicts), limiting its
ability to adapt placement decisions based on runtime conditions.

Prior works proposed accelerating page allocation by delegating it to specialized components inside the
CPU that handle allocations directly in hardware without invoking the software-level OS stack [23, 2,
24, 25]. For example, Tirumalasetty et al. [91] extend the memory management unit (MMU) with a
hardware queue that the software-level OS fills up in the background with free physical pages to serve
future allocation requests and avoid trapping to the kernel on the critical path of a page fault while
[2] observe that the storage access latency has reduced significantly in modern systems, rendering
the overhead of handling page faults in software more pronounced and thus propose offloading major
page faults to a dedicated hardware component. Such hardware-based allocation techniques eliminate
context switch overheads, pipeline flushes, and expensive out-of-order execution during page faults,
thereby reducing allocation latency and energy consumption.

However, existing schemes that completely offload allocation to hardware suffer from two key limi-
tations: (i) they prioritize allocation speed over placement quality without taking into account mi-
croarchitectural state or application-level intents, and (ii) they hardwire allocation policies into fixed-
function logic, limiting adaptability to changing workloads and system conditions. First, while delegat-
ing allocation to hardware can effectively eliminate kernel traps and context-switch overheads, existing
designs typically optimize for allocation speed rather than placement quality. Existing hardware-based
allocation methods [23, 2, 24, 25, 1] follow simple heuristics—such as selecting the first available free
page—to minimize latency on the critical path. However, such “blind” allocation ignores application-
and system-level placement intents that otherwise the software-based OS allocation could potentially
enforce and are essential for optimizing performance, isolation, and energy efficiency. For instance,
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Chapter 2. Introduction

policies that rely on NUMA affinity, page coloring, or tiered memory allocation cannot be enforced if
the hardware performs placement autonomously without semantic awareness. As a result, the gains
from faster allocation can be offset by suboptimal data placement that increases contention or violates
partitioning policies (e.g. bank-level partitioning). Second, hardwiring allocation policies into fixed-
function logic introduces rigidity. Once a specific placement rule or target memory region is embedded
in hardware, adapting to changing workloads, interference patterns, or hardware topologies becomes
impractical. This lack of programmability prevents the system from tailoring allocation strategies to
diverse deployment scenarios or evolving application needs. Thus, completely offloading physical mem-
ory allocation to hardware with greed-for-speed policies sacrifices important placement optimizations
and adaptability, limiting the overall effectiveness of such approaches.

To address the limitations of both purely software- and hardware-based allocation schemes, we propose
Valinor, a new hardware—OS cooperative memory allocation substrate that combines the flexibility
of software-based allocators with the low latency and efficiency of hardware mechanisms. Valinor
introduces a programmable hardware allocation engine that the OS can configure to offload memory
allocation requests directly to hardware when beneficial, while still retaining the ability to fall back
to the software allocator when needed. This hybrid design allows Valinor to preserve rich allocation
semantics—such as NUMA placement, page coloring, or tiered memory policies—while eliminating
costly kernel traps and context switches on the allocation path.

At a high level, Valinor provides three key benefits:

(1) Hardware-level performance gains. In latency-critical workloads (e.g., serverless functions,
microservices, or LLM inference), Valinor bypasses the slow software page-fault path by delegating
allocations to a dedicated hardware engine. This reduces allocation latency and energy consumption
by avoiding kernel involvement, pipeline flushes, and scheduler delays.

(2) Programmability and policy extensibility. Unlike fixed-function hardware allocators, Valinor
exposes a programmable interface that allows the OS to define allocation and translation policies in
software and load them into hardware. This enables the same hardware substrate to support diverse
policies—ranging from application-specific pools to NUMA-aware placement—without modifying the
MMU or page table walker.

(3) Adaptivity to hardware state. Because the allocation engine has direct visibility into mi-
croarchitectural metrics (e.g., DRAM bandwidth, cache occupancy, bank conflicts), it can dynamically
steer allocations to optimize performance under changing hardware conditions. This allows Valinor to
realize adaptive, data-driven allocation decisions that are infeasible in software alone.

Mechanism Overview. The OS programs the hardware allocation engine with the desired allocation
library, enabling hardware-level execution of its policy. When a core encounters a page fault, the
allocation engine determines whether the access qualifies for hardware allocation and, if so, assigns
a physical page according to the installed policy, updates internal data structures, and returns the
mapping to the MMU—entirely in hardware. Otherwise, Valinor falls back to the standard OS page
fault handler. This cooperative interface maintains compatibility with existing software allocators
while enabling hardware acceleration transparently to applications.

Key Results. We prototype Valinor in a real BOOM RISCV soft-core running Linux (i.e., on an
FPGA platform) to evaluate its performance and overheads. We evaluate four different use cases
that benefit from Valinor’s capabilities: (i) accelerating allocations for short-lived, latency-critical
workloads, (ii) enabling energy-efficient allocation and data placement policies and, (iii) enforcing
integrity checks to secure virtual-to-physical address mappings and, (iv) adapting placement based on
runtime microarchitectural conditions. Our evaluation yields the following key results:

First, Valinor accelerates page allocation by 7-15x compared to the baseline Linux allocator by elim-
inating OS traps and handling faults entirely in hardware. Second, Valinor improves end-to-end per-
formance by 77% on average. Fifth, through design synthesis, we find out that the hardware engine
incurs minimal area and power overheads (1.5% core area).

In this thesis, we make the following contributions:
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We propose Valinor, a hardware-OS cooperative memory allocation substrate that combines
the flexibility of software allocators with the low latency and energy efficiency of hardware-based
allocation. Valinor introduces a programmable allocation engine that allows the OS to selectively
offload allocation requests to hardware, eliminating costly kernel traps and context switches while
preserving fine-grained placement control.

We design a programmable hardware allocation engine that resides alongside the MMU
and can be configured by the OS to execute allocation and translation policies in hardware. The
engine exposes a lightweight ISA-like interface for installing allocator logic and supports policy
extensions without modifying the MMU or page table walker.

We demonstrate new use cases enabled by Valinor’s hardware—software interface, including
adaptive placement for bandwidth-sensitive workloads, energy-efficient allocation for short-lived
tasks, and integrity checking of virtual-to-physical mappings—all implemented through the same
programmable substrate.

We implement a Linux prototype of Valinor on a BOOM RISC-V FPGA platform. Across short-
lived and placement-sensitive workloads, Valinor achieves 7-15x faster allocation and 77%
end-to-end speedups, with minimal hardware overhead (1.5% of core area).

19



Chapter 2. Introduction

20



Chapter 3

Related Work

T o the best of our knowledge, Valinor is the first hardware-software co-design technique that enables

programmable virtual-to-physical mapping in hardware, while also maintaining flexibility in the
choice of translation scheme. In this section, we qualitatively compare Valinor to prior works that
modify the hardware to accommodate changes to the Virtual Memory subsystem.

3.1 Offloading Memory Management to Hardware

A large body of work has explored hardware mechanisms for memory management, focusing on allo-
cation and deallocation [1, 3, 4, 5, 6, 7, 8, 9, 10], or even incorporating garbage collection schemes [6,
9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22].

Many of these approaches [4, 5, 6, 7] implement variations of the buddy allocator in hardware, using
combinatorial circuits to identify free contiguous regions of appropriate size. Kanev et al. [3], on the
other hand, design Mallacc, an accelerator for handling small-size malloc() allocations in hardware.
They rely on the fact that malloc() commonly employs free lists for different size classes, and im-
plement a hardware unit that allows quick size class identification and updates to the corresponding
free list in the common case. Wang et al. expand on this idea in Memento [1], employing hardware-
maintained arenas for each size class which are provided by the OS at page granularity. This way, they
enable hardware allocation in both user- and kernelspace.

These works are concerned with allocation at object granularity, and thus restrict themselves to small
allocation sizes. They also require ISA modifications to inform hardware of a request for memory or to
free allocated memory. Valinor’s scope is different, tackling allocation at page granularity, and relying
on hardware events of existing CPU components (in the MMU) for its mechanisms to be triggered.

3.2 Hardware Paging

Several works [23, 2, 24, 25] design hardware mechanisms specifically for page fault handling in hard-
ware. These approaches alleviate the memory mapping overhead by moving parts of the page fault
handler out of the page fault critical path, to a background thread, and adding hardware to establish
a virtual-to-physical mapping. This notably involves maintaining a pool of free physical pages from
which the hardware can quickly reserve at fault time.

Lee et al. [2] propose hardware-based major page fault handling. The key idea is to introduce a
hardware module that issues I/O commands to fetch appropriate blocks into memory and establishes
virtual-to-physical mappings without context-switching to the OS. The location of the desired block
is maintained as metadata in the virtual address’s PTE, which is created by the OS at mmap() time.

21



Chapter 3. Related Work

A=allocate(8) Used pools  Size Classes

@ :
®| = Allocated ! [I:I

access(A) > Free
free(a) ® [Free pools 1L 1] [©)
@ User space
Kernel space v

(D| PF H;mdler > Buddy Allocator | (4)| mmap

Figure 3.1.1: Memento’s [1] arena-based hardware allocation scheme. Figure taken from [1]

The page that is used as a destination for the data of the I/O operation is chosen from a FIFO queue,
which is consistently refilled with free pages by a background OS thread.

Tirumalasetty et al. [23| utilize similar ideas, targeting anonymous minor page faults. They propose
simplifying the page fault critical path by moving most operations of the page fault handler to a
background thread, leaving only assignment of a free physical page to the requested virtual page at
fault time, which can be handled in hardware. For this purpose, they maintain a FIFO ring buffer
with free physical pages, which is consistently filled with zeroed pages by a background OS task, and
from which the hardware consumes an entry whenever it encounters an unmapped virtual page. To
determine which mappings can be established in hardware, they construct all Page Table Entries for
a target virtual memory area at mmap() time, and set an appropriate bit in the PTE to inform the
PTW that a page fault should be handled in hardware. Furthermore, they also defer OS maintenance
operations (e.g. adding pages to an LRU list for swapping, establishing reverse mappings) to the OS
later, outside the critical path.

Finally, similar mechanisms are used in [24] and [25], although their scope is different, targeting
disaggregated memory systems.

Allocate zero-pages, Populate the entries of each
core with their frame-numbers

Before Page fault

Allocate a page, Update the PTE with frame Page fault critical path
number and present bit
Page fault critical path

After Page fault

I‘I‘I

(a) Default path (b) Modified path according to [23]

Figure 3.2.1: Default and hardware-based Page Fault critical path. From [23]

Although these solutions can drastically reduce the overheads incurred by page faults, they have several
shortcomings. Specifically, they:

1. Compromise system resources to run background tasks, relying on background threads for main-
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tenance operations

2. Provide no control over the physical page chosen for a virtual mapping. Indeed, the hardware
always blindly chooses the first available page from a software-managed queue.

3. The page tables for virtual memory areas eligible for hardware-based page fault handling have
to be constructed in advance (i.e. at mmap() time), in order for the hardware to decide whether
or not to establish the virtual-to-physical mapping itself, or to instead trap to the OS kernel

By contrast, Valinor offloads the entire memory allocation path in hardware, while allowing freedom
in the choice of mapping. Furthermore, hardware-eligible pages are discovered by a hardware module
walking the OS’s virtual memory area structures in hardware, thus eliminating the need for page table
pre-allocation.

3.3 Reconfigurable fabric

Various works propose introducing reconfigurable hardware near the processor. A common approach
is to place a general-purpose programmable unit near the processor [26, 27, 28, 29, 30, 31, 32, 33, 34,
35, 36, 37, 38], while other works target specific components or functions, like the memory controller
[92, 93, 94, 95, 42, 96], caches and directories [39, 40, 41, 42, 43|, prefetching [97, 98, 47], security [44,
45| or compression acceleration [46].

Many of these works [26, 43, 47| are event-driven, activating the reconfigurable units when specific
microarchitectural events are observed. For example, Ainsworth et al. [47] propose integrating small,
in-order, programmable cores running at low frequency that generate prefetch requests. They run
small programs that are triggered upon access to data in specific memory regions, or when prefetched
data is inserted in the L1 cache. Schwedock et al. expand on the idea of code triggered by data
movement in [43]. They propose augmenting the hardware-software interface by introducing software
callbacks that are triggered by caches (namely upon a cache miss, eviction or writeback) and run on
reconfigurable fabric. This allows lightweight data processing (e.g. compression) when data is inserted
into the cache or when it is written back to main memory.

Valinor adopts a similar approach to the aforementioned works, allowing execution of callbacks on
a reprogrammable hardware unit, however our focus is on events triggered by the virtual memory
subsystem (i.e. page faults and address translation).
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3.4 Address Translation Optimizations

Prior work has extensively explored alternative virtual-to-physical mapping schemes, leveraging large
pages [48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63], virtual-to-physical address space
contiguity [64, 65, 66, 67, 68, 69, 70, 71, 72|, hash-based mappings [73, 74, 75], as well as different Page
Table designs [76, 77, 78, 79, 80, 81, 74, 75, 82, 83, 84, 85, 86|, with a view to accelerating Address
Translation. The closest of these works to our approach is [86], which proposes an architecture that
allows for a customizable virtual-to-physical translation table. This work, however, (i) is restricted
to translation, with allocation still handled by the OS and (ii) offloads translation to a background
thread. Valinor, on the other hand, allows for flexibility in both address translation and virtual-to-
physical mapping.
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Chapter 4

Background

his section summarizes the fundamental principles of the Virtual Memory subsystem, the primary
OS component modified by our proposed approach. It also presents some technical details
regarding the Chipyard ecosystem, on which our prototype was developed.

4.1 Virtual Memory

4.1.1 Fundamentals of Virtual Memory

Virtual Memory (VM) is a core component of modern operating systems. The Operating System
(OS) provides processes with a large, private, contiguous virtual address space (VAS), decoupled from
the underlying physical memory (RAM). To achieve this, the OS relies on paging: it splits the virtual
address space in pages (by default 4K B), and maps individual virtual pages to physical pages in
memory.

This decoupling provides multiple benefits, namely:

e Process isolation, as every process uses its own address space and is thus unaware of other
processes residing in the system.

e Enabling larger-than-RAM programs, as the OS does not have to map the entire virtual address
space to RAM, but only the pages being actively used.

e Simplified application memory management, as allocation of physical pages is handled by the OS,
meaning the applications themselves do not have to consider which memory regions are occupied
by other applications.

e Memory protection, as a process cannot access data belonging to another application e.g. simply
by accessing an out-of-bounds address.

e Efficient sharing. Indeed, if two different processes require access to the same data, the OS can
simply map virtual pages from both processes to the same physical page, without the need to
create different copies for each.

4.1.2 Page Table

By default, the OS can map any virtual page to any physical page without restriction, as shown
in Figure 4.1.1. This creates a need for the OS to maintain information about virtual-to-physical
mappings. This information is maintained in the Page Table (PT), a per-process data structure
[73]. Although the exact form of the PT differs slightly among different architectures, it typically has
the form of a Radix Tree, as depicted in Figure 4.1.2 for modern x86-64 processors. Discovering the
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Figure 4.1.1: Main functionality of Virtual Memory. Contiguous virtual address spaces from different
processes are split into pages, only some of which are mapped in (not necessarily contiguous) physical
addresses. Figure taken from [99]

physical address corresponding to a virtual address requires sequentially traversing the different levels
of the PT, a process called Page Table Walk. The result is the retrieval of the Page Table Entry
(PTE), a 64-bit field which lies at the leaves of the radix tree and contains the corresponding physical
address, as well as permission bits for the virtual address.

4.1.3 Address Translation and the Memory Management Unit

Since software issues memory requests using virtual addresses, while hardware operates using physical
addresses, the hardware has to be able to convert virtual addresses to the corresponding physical
ones. This process is called Address Translation (AT). At its core, AT requires walking the PT
for the requested virtual address in hardware and retrieving the PTE containing the physical address.
However, given the high latency incurred by page table walks, modern processors employ a specialized

Virtual Address
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]

—

12-bit Offset ]

Figure 4.1.2: Four-level radix tree page table walk in x86-64. Figure taken from [73]
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hardware component to accelerate AT, the Memory Management Unit (MMU).

Figure 4.1.3 depicts the typical structure of the MMU. It consists of 3 main compoments:
1. A hierarchy of Translation Lookaside Buffers (TLBs)
2. A Page Table Walker (PTW)
3. A hierarchy of Page Walk Caches (PWCs)

TLBs are the first component of the MMU queried during an Address Translation request. They are
multi-level caches that are used to store virtual-to-physical mappings for frequently used virtual pages.
At the first level of the TLB hierarcy (L1 TLB) lie two distinct TLBs, one for instruction (L1I TLB)
and one for data (L1D TLB) pages. On the contrary, the second level (L2 TLB) is unified, and contains
both instruction and data pages.

Upon a miss in the L2 TLB, the Page Table Walker (PTW) is activated, a component that automati-
cally performs a Page Table Walk for the requested virtual address. To accelerate the walk, the PTW
caches intermediate levels of the PT in the PWCs, and only issues requests to main memory for nodes
of the PT not present in the PWCs. Once the PTW has successfully retrieved the physical address,
the translation is cached in the TLB.

4.1.4 On-Demand Paging and Page Fault Handling

The OS does not immediately load all virtual pages of a process into physical memory on process
startup. Instead, it employs Demand Paging, loading each individual page when it is first accessed.
The advantages of this strategy are twofold:

1. It enables more efficient physical memory usage, as pages from the VAS of a process that are
never accessed will never be allocated in physical memory.

2. It allows for faster process startup compared to loading the entire VAS.

To enable Demand Paging, a hardware exception (Page Fault) is triggered by the MMU upon ac-
cessing a virtual page whose corresponding PTE is invalid (e.g., Present bit is clear) or violates access
permissions. The OS kernel’s page fault handler is subsequently invoked to allocate a physical page
and create the virtual-to-physical mapping, or terminate the process in the case of access permission
violation.

Page faults can be classified into two categories:

1. Major Page Faults (Hard Faults), which are triggered when the required page data is not
resident in physical memory and must be retrieved from secondary storage (e.g. disk, SSD). This
can occur either for file-backed data not in the page cache or for data that has been swapped
out.
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2. Minor Page Faults (Soft Faults), which are triggered when the page data is already present
in physical memory, but the process’s page table lacks a valid mapping for it.

Major faults occur upon access to file-backed data not in the page cache or to data that has been
swapped out. On the other hand, there are several cases in which minor page faults can occur,
namely:

1. Imitial Allocation (Lazy Allocation): Such faults are caused upon access to a newly allocated
anonymous memory region. This can happen, for example, when malloc() needs to allocate
heap memory, or when expanding the stack. In this case, the kernel allocates a physical frame
(often zero-filled) and creates the PTE mapping.

2. Copy-on-Write (CoW): Such faults occur after fork(). Initially, parent and child share physical
pages mapped read-only. A write attempt by either process triggers a minor fault. The kernel
allocates a new physical page, copies the original content, and updates the faulting process’s
PTE to map the new page with write permissions.

3. Page Cache Hit: Such faults occur when accessing a file-backed page whose data is already in
the kernel’s page cache (due to prior I/O or another process’s access) but not yet mapped into
the current process’s VAS. The kernel simply creates the PTE to map the existing page cache
frame.

4. Shared Memory Attachment: Such faults occur when mapping an existing shared memory seg-
ment whose pages are already in RAM. Similar to Page Cache hits, the kernel simply creates the
PTE to point to the existing page.

5. Reclaiming from Standby List: Such faults occur when accessing a page that was recently removed
from the process working set but remains cached in memory (e.g., on Linux’s inactive list). In
this case, the kernel also simply creates the PTE to map the existing page.

Major page faults are characterized by high latency due to time-consuming I/O operations. Minor
faults, on the other hand, incur much lower latency, as they do not involve expensive disk 1/O oper-
ations. However, the kernel operations involved, such as the context switch, VMA lookup and PTE
modification, incur significant overhead, negatively impacting performance if frequent.

4.1.5 Memory Mapping Types and Management in Linux

Virtual Memory is organized in the Linux Kernel using Virtual Memory Areas (VMAs), which
are contiguous regions within a process’s VAS sharing common properties (e.g. permissions, backing
source). Each VMA is represented by a vm_area_struct structure containing the VMA’s properties.
VMAs are managed per-process and are typically stored using both a linked list and a balanced (red-
black) tree, in order to enable efficient searching during fault handling, as well as during mmap () and
munmap () operations.

The information contained in the VMA structures is essential for the page fault handler to identify
the nature of the faulting address and determine the correct handling procedure. Specifically, the fault
handler needs to distinguish between the following mapping types:

1. Anonymous Mappings: Such memory regions are not directly backed by a file (e.g. heap,
stack, statically allocated memory or CoW pages). Access to anonymous pages can lead to both
minor faults (namely lazy allocation and CoW faults, see 4.1.4) and major faults (for swapped
out anonymous pages).

2. File-backed mappings: Such memory regions directly correspond to a file (e.g. mmap ()ed files,
executable code, shared libraries), and are managed by the Page Cache, a kernel cache in RAM
holding file data blocks. In this case, whether the resulting page fault is major or minor depends
the Page Cache: If the page is in the Page Cache, the fault is minor and the handler simply
maps the existing page cache frame via the PTE. Otherwise, the fault is major and the handler
first has to read the file block from the disk into the Page Cache.
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4.1.6 Memory Management in Virtualized Environments
In virtualized environments, there exist three address spaces:
1. Guest Virtual Address (GVA), the address visible to applications
2. Guest Physical Address (GPA), the physical address space visible to the Virtual Machine
3. Host Physical Address (HPA), the physical address space of the actual machine
In such systems, two levels of address translation are involved:
1. GVA to GPA, handled by the guest OS using guest page tables
2. GPA to HPA, handled by the Hypervisor or Virtual Memory Monitor (VMM)

The hypervisor is responsible for allocating and managing HPA for VMs, mediating access to hardware
MMU features (e.g. via Extended/Nested Page Tables or Shadow Page Tables), as well as handling
hypervisor-level faults (nested page faults).

As there are two levels of Address Translation, there are also two types of Page Faults:
1. Guest-level page faults, handled by the Guest OS to establish the GVA to GPA mappings

2. Nested Page Faults (EPT/NPT faults), occurring during GPA to HPA translation. They require
VMM intervention to establish the GPA to HPA mapping, potentially involving HPA allocation
or fetching from hypervisor swap, adding significant overhead. Note that a single guest access
can potentially trigger both a guest fault and a nested fault

4.2 RISC-V ISA

For the evaluation of our proposed design, we developed a prototype, which involved modifying a
RISC-V core. This section is dedicated to background information regarding the RISC-V ISA and the
core our design was based on [90].

RISC-V [100] is an open standard Instruction Set Architecture (ISA) based on Reduced Instruction
Set Computer (RISC) principles. Developed by Berkeley, it was primarily conceived with the goal of
being open-source, enabling processor design without royalties [101, 102]. It is a versatile ISA, not
finetuned to a specific processor type, and maintains a significant degree of extensibility [101]; Indeed,
RISC-V consists of a base ISA, along with a number of optional extensions (for e.g. floating-point and
atomic operations). Furthermore, it has both 32 and 64 bit variants.

One notable example of RISC-V’s extensibility is the zicsr extension. It defines a separate address
space containing 4096 Control and Status Registers (CSRs) and provides instructions for accessing
and modifying them. Some CSRs in this address space have already been allocated for special-purpose
registers, such as timers and interrupt vectors, while others are reserved for implementation-specific
purposes [103]. Although the zicsr extension provides instructions for controlling CSRs, their values
may also change as side-effects of executed instructions (e.g. the instret counter, that counts the
number of instructions retired).

4.2.1 Chipyard

Chipyard [104] is an open-source framework enabling development of RISCV systems-on-chip. It
provides implementations of several cores [105, 90, 106] and other components, as well as tools that
facilitate a number of different use cases, including software simulation of RTL designs using Verilator
[107], FPGA-accelerated simulation [108], as well as automated VLSI flows [109].

Designs in Chipyard are implemented using Chisel [110], a Hardware Description Language (HDL)
developed by Berkeley. It is built as a library on top of Scala. This means that Chisel code consists
of scala programs whose execution produces a hardware graph. The key idea of Chisel is to equip
hardware developers with object-oriented features, thus streamlining the RTL design process.
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4.2.2 RocketChip

RocketChip [105] is a SoC generator framework integrated in Chipyard. It provides Chisel RTL
implementations of a core, as well as various other components required to integrate the core into a
fully-fledged SoC. An example of a RocketChip-based SoC is depicted in Figure 4.2.1.
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Figure 4.2.1: Diagram of a typical RocketChip system [105]

Components implemented in RocketChip include:

e The Rocket Core, a 5-stage in-order core which supports the RV64GC. It includes several
components such as a Branch Target Buffer for branch prediction, as well as a TLB for address
translation. The core is highly configurable, as several aspects of its design are parametrized

e The Rocket Tile, which integrates the RocketCore with L1 caches, as well as a Page Table
Walker

e A memory system including L2 cache banks, and a memory bus connecting them to DRAM

e Several MMIO peripherals, including interrupt controllers, a first-stage bootloader, as well as a
periphery bus for attaching further devices like NICs and block devices

e A bus for DMA device support

4.2.3 BOOM Core

Another core implemented inside Chipyard is the Berkeley Out-of-Order (BOOM) core [90]. It im-
plements the RISC-V RV64GC ISA, and is designed to be high-performance and parametrizable. It
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can replace the RocketCore inside RocketChip, adding features such as Out-of-Order execution. An
overview of the BOOM core’s pipeline is depicted in Figure 4.2.3.

4.2.4 RISCV-MINI

Apart from the high-performance BOOM core, Berkeley has also released RISCV-MINT [89], a smaller,
3-stage in-order core. It implements the RV32I ISA, meaning it does not include a floating point unit.
It is primarily intended to be used for educational purposes, owing to the simplicity of its design.

31



Chapter 4.

Background

(1-cycle redirect)

Dense L1 BTB

ICache TLB L1 Instruction Cache
ICache Tags 32-KiB 8-way
16 Bytes/cycle
LO BTB

L2

128bit/cycle

Instruction Fetch & PreDecode (4 cycles)

(16 Byte window)

(2-cycle redirect) Inst Inst Inst Inst Inst Inst Imst Inst
TAGE-L Branch Fetch Buffer
di (32 entries)
e LGS Inst Inst Inst Inst
(3-cycle redirect)
4-Wide Decode
Return-Address
Stack Decoder Decoder Decoder Decoder
FrontEnd
popP pop wop poe
Execute Rename / Allocate / Retirement
ReOrder Buffer (128 entries)
pop pop pop pop
Floating-point H H
ervscameamerzie | Distributed Scheduler
128 Registers
MEM Issue
M= RTET] L INT Issue Queue
Register File Queue . Queue
i . 32 entries .
redicate Physica 32 entries 32 entries
Register File (16 bits
Port Por‘t| |Port| |Port||P0rt||P0rt| |Port| |P0rt|
pwop popP HoP poe poeP pap poe Hop
Al || aw || aw |] aw || rru || Fru || Acu || AcU
Branch Branch Branch Branch EDiv 5[::
J CSR RoCC Mul/Biv
—= — 1= EUs
Store Buffer &
Loe 615 3B/cycl Forwardin
(32 entries) — . 8
(32 entries)
8B/cycle 8Bfcycle DCache 2B /cycle Next-line
TIB Prefetcher
8 M5SHRs
L1 Data Cache
Load/Store 32 KiB 8-Way Line Fill Buffers
Unit (10 entries)

ga1L 21

Aem-g gy ¢TS
ayoe) 71

128bit/cycle

Figure 4.2.2: Overview of the BOOM core architecture [90]

32



4.2. RISC-V ISA

i11:7)

imm.sel
AlyOp
Imm Gen [ e
- e [[ o
A
|

3
R
stiypo
RST
wa
Asal

Execute

>
.
>

R K G T o Tl MY I R ML

Fetch

Write Back

Figure 4.2.3: Overview of the RISCV-MINT architecture [89]

33



Chapter 4. Background

34



Chapter 5

Motivation

The implementation of virtual memory has remained largely software-centric. While acceptable for
long-running, coarse-grained workloads, this reliance on software for handling page faults and managing
physical memory introduces growing inefficiencies under emerging computational paradigms. The
changing nature of workloads, characterized by short lifetimes, bursty execution, and high invocation
frequency, exposes the mismatch between modern usage patterns and the conventional, OS-heavy
memory management model.

5.1 The Shifting Nature of Workloads

Traditional applications such as scientific simulations, database servers, and large-scale graph ana-
lytics are typically long-running and exhibit large and stable memory footprints. They access large
datasets irregularly but amortize the cost of memory management over billions of instructions. For
such workloads, the latency and energy overheads of virtual memory operations such as minor page
faults, and context switches, are effectively hidden by the abundance of computation and memory-level
parallelism.

In contrast, the computing landscape is rapidly evolving towards short-lived, latency-sensitive work-
loads. Examples include serverless functions, microservices, and large language model (LLM) inference
queries, which execute in bursts, perform minimal computation per data, and often terminate within
milliseconds. These workloads allocate and release memory frequently and unpredictably, leaving little
room to amortize the overhead of software-based allocation. As a result, each instance experiences
significant startup penalties due to minor page faults and physical page allocation routines within the
OS kernel.

5.2 The Cost of Software-Based Memory Allocation

To quantify the magnitude of this problem, we conducted detailed latency and energy profiling on an
Intel Xeon system using an eBPF-based tracing tool and Intel RAPL counters. Figures 5.2.1 and 5.2.2
show the fraction of total execution time and system energy consumed by physical memory allocation
routines across a variety of workloads. The results reveal that, on average, 32% of total execution
time and 21% of system energy are consumed solely by physical memory allocation routines.

Each minor page fault invokes a multi-stage software pipeline comprising several ker-
nel functions: exc_page_fault(), do_user_addr_fault(), find_vma(), __handle_mm_fault(),
do_anonymous_page (), and set_pte_at (). This path performs permission checks, traverses the red-
black VMA tree, allocates and zeroes a new page via the buddy allocator, installs the mapping into the
page table, updates the LRU and accounting structures, and finally resumes userspace execution. The
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Figure 5.2.1: Fraction of total execution time spent on physical memory allocation routines.

100
80
60 m Physical Memory Allocation

40

20

DB
Bagel

2 g
(%) <
4

IMG-RES
WCNT
Llama
Mistral

3D Transp
Hadamard
2D-Sum
GMEAN

Figure 5.2.2: Fraction of total system energy consumed by physical memory allocation routines.

cumulative result is a lengthy and power-hungry operation that executes thousands of instructions on
the out-of-order CPU core.

Figures 5.2.3 and 5.2.5 illustrate the breakdown of latency and energy consumption per minor fault
for a microbenchmark that repeatedly allocates and accesses new memory pages. We make three key
observations: First, each minor page fault incurs on average 5258 cycles. Second, each fault retires
over 6000 instructions. Third, on average, a single minor fault consumes approximately 91 wJ of
energy. This means that the cost of initializing a single page can rival the energy of tens of thousands of
useful memory accesses. To put this into perspective, to match the energy cost of a single minor page
fault, a workload would need to perform almost 18K useful DRAM reads (assuming 5nJ per read).
Such overheads are particularly prohibitive for ephemeral workloads, where each function instance may
touch only a few pages before termination, making page initialization an unamortized and dominant
cost.
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Figure 5.2.4: CDF of number of instructions per minor page fault.

5.3 Limitations of Hardware Delegation

Recent research efforts have explored hardware-assisted page handling and demand paging. These
proposals introduce dedicated state machines or fixed-function units to accelerate certain memory
management routines. While such hardware delegation can significantly reduce page fault latency, it
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Figure 5.2.5: Energy consumption per minor page fault across different experiment trials.

does so by removing the OS from the critical path—thus sacrificing the flexibility and programmability
that modern systems rely on.

In practice, hardware-only allocation policies result in ‘greed-for-speed’ behavior that blindly maps
virtual to physical pages without considering higher-level goals such as: NUMA- or NUCA-aware
placement, cache partitioning via page coloring, CXL-based disaggregation, rowhammer protection
through guard-row allocation, or isolation in virtualized environments. These optimizations are critical
for performance, security, and reliability, and they depend on semantic information that only the OS
can provide.

5.4 The Opportunity for Programmable Allocation

The observations above expose a key opportunity for rethinking physical memory allocation. We argue
that future systems require a hardware—software co-designed allocation substrate that combines the
low-latency execution of hardware with the intelligence and adaptability of software.

Such a mechanism should:

e Deliver hardware-class latency and energy efficiency to reduce the overhead of page allo-
cation and initialization.

e Preserve software-level flexibility, enabling the OS to specify policies for security, data place-
ment, or performance isolation.

e Leverage microarchitectural feedback (e.g., DRAM bandwidth utilization, LLC occupancy,
page access frequency) to guide intelligent placement decisions.
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Chapter 6

Proposed Hardware-Based Allocation
Engine

6.1 Valinor: Design Overview

In this work, we propose Valinor, a new hardware-OS cooperative memory allocation substrate that
maintains the flexibility of software-based allocators while providing the low latency and energy effi-
ciency of hardware-based mechanisms. Valinor introduces a programmable hardware allocation engine
that the OS can program, using the desired allocation library, to offload memory allocation requests
when needed, bypassing the traditional software-based path (and falling back to software only when
needed). Such a design decision comprises three key advantages when it comes to memory allocation
compared to solely software- or hardware-based approaches:

(1) Benefits of Hardware-based Allocation. In short-lived or latency-critical workloads—such
as serverless functions, microservices, or LLM inference—page fault handling through the OS incurs
expensive context switches. These stall pipelines, disrupt parallelism, and waste energy in out-of-order
cores. Valinor allows the OS to bypass this slow path by delegating allocations to a dedicated hardware
engine, significantly reducing both latency and energy consumption.

(2) Custom and Intelligent Allocation Policies. Many advanced memory management optimiza-
tions—such as page coloring, NUMA-aware placement, guard row allocation, or short-lived memory
pools—require allocation decisions that directly shape virtual-to-physical mappings. Traditional hard-
ware mechanisms perform “blind” mappings and cannot express such policies. Valinor lets the OS
program semantic and placement rules into the engine, enabling fast allocation while retaining fine-
grained control over translation behavior.

(3) Allocation Policies Tailored to Dynamic Hardware Conditions. Because the allocation
engine has direct access to microarchitectural state (e.g., DRAM bandwidth, cache occupancy, address
mappings), Valinor can adjust memory placement on the fly based on runtime feedback. For example, it
can steer pages away from congested DRAM banks, partition caches dynamically, or balance allocations
across NUMA domains. This enables adaptive, data-driven allocation strategies that are prohibitively
expensive to realize in software alone.

Figure 6.1.1 illustrates Valinor’s end-to-end workflow and integration with the OS. First, the appli-
cation expresses its high-level semantic requirements (e.g. "I mostly allocate short-lived objects") by
linking against a custom memory allocation library (e.g. temalloc [87], jemalloc [jemalloc|, or mi-
malloc [mimalloc]|). The OS chooses the appropriate library based on the application’s needs (i.e.,
the ultra-fast allocation library for latency-critical workloads in our example). The OS configures the
hardware allocation engine to implement the library’s allocation policy (e.g., updates a stack pointer so
that the allocation engine can load the library). Next, when the application performs a memory access
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Figure 6.1.1: Valinor’s architecture and integration with the OS. The OS can program the hardware
allocation engine to handle memory requests directly, bypassing the traditional software path.

and the core’s Memory Management Unit (MMU) encounters a TLB miss and the virtual-to-physical
translation is not present in the page table, the core’s Page Table Walker (PTW) raises an exception
since the mapping has not been established yet or it has been previously established by the allocation
engine (which uses its own data structure to keep track of it). Next, the core first discovers the prop-
erties of the memory object being accessed, e.g., whether it is file-backed or anonymous, and its access
permissions (we explain in detail the property discovery process in ?7?). If the memory object satisfies
the criteria for hardware allocation, the core invokes the hardware allocation engine. The allocation
engine first determines if the requested page has already been allocated (e.g., in a previous access). If
S0, it returns the corresponding physical page number and access permissions to the core, resolving
address translation. Otherwise, it allocates a new physical page according to its pre-programmed pol-
icy (e.g., from a dedicated memory region for short-lived objects), updates its internal data structures,
and returns the new mapping to the core. The core then updates its TLB with the new mapping and
resumes execution. If the memory object does not satisfy the criteria (e.g., it is file-backed), the core
falls back to the traditional OS page fault handler. Finally, when the application frees memory, the
OS informs the allocation engine to update its internal data structures accordingly.

6.2 Valinor: Detailed Design

6.2.1 Programmable Allocation Engine

The primary component of Valinor is a programmable allocation engine, whose goal is to handle
allocation (and, possibly, translation). It resides near the L2 cache and is controlled by the PTW.
Key functionality

To provide the desired functionality, the allocation engine needs to be able to execute the following
functions:

1. page_fault_handler(pid, vpn, prot): Allocate a physical page for a virtual page with a
specific vpn and permissions prot for a process with a specific pid

2. address_translation_handler(pid, vpn): Determine whether page with virtual page number
vpn has been mapped by the allocation engine (but is not recorded in the OS’s Page Table) for
process pid. If so, return the corresponding physical page number and permissions
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3. free(pid, vpn_start, vpn_end): Delete all mappings for pages with vpn within the provided
range for process pid

4. ioctl(info): Reserved for initialization (e.g. informing the allocation engine about library-
specific parameters)

The first two operations are triggered by hardware events, as discussed in 6.2.3, whereas free ioctl
are triggered by software. For this reason, the ISA needs to be extended with two new instructions.

Interface with the PTW

Since the set of operations implemented by the allocation engine, as well as their input and output
format, are both 1. fixed and 2. limited in complexity, the allocation engine is controlled by the PTW
through an interface in hardware, which comprises the following signals:

1. enable: 1-bit input signal. The allocation engine can only operate when it is set

2. mode: 2-bit input signal. Determines which function out of the ones described in the previous
paragraph will be executed

3. vpn: 64-bit input signal, the Virtual Page Number of the address to translate or allocate (for
functions 1. and 2.), the start of the range of addresses to free (for function 3.), or the information
required for ioctl (function 4.)

4. prot: 32-bit input signal: The permission bits of the virtual address being translated (for func-
tions 1. and 2.)

5. pte: 64-bit output signal. The result of address translation (for functions 1 and 2), or a signal
indicating successful completion (for functions 3. and 4.)

6.2.2 Virtual Memory Area Filter

As mentioned in 6.2.1, the allocation engine requires information about the permissions of the virtual
memory area the requested virtual address belongs in. Furthermore, depending on the allocation
engine’s implementation, there may be a need to restrict the page faults being handled. For example, to
avoid complex DMA operations, some implementations of the allocation engine may restrict themselves
to minor page faults. For these reasons, we introduce a hardware module, the Virtual Memory Area
Filter (VMAF), whose goal is twofold:

1. Filter the virtual addresses for which the allocation engine should be activated

2. For addresses that the allocation engine should handle, retrieve the access permissions of the
corresponding Virtual Memory Area

The exact design of the VMAF depends on the needs of the system’s designer, as well as the particular
way information about Virtual Memory Areas is maintained by the OS. For example, in older versions
of the Linux Kernel (before 6.1), vm_area_structs are contained in a per-process red-black tree.
Therefore, the VMAF has to perform a binary tree walk to discover the desired properties.

The VMAF is invoked by the PTW upon an unsuccessful address translation attempt, as described in
detail in 6.2.3.

6.2.3 End-to-End Workflow Example
Address Translation

Upon an L1 TLB miss, the TLB sends a request to the Page Table Walker (PTW) to provide a
translation for virtual address V A (1). The PTW begins the traditional radix tree walk, trying to find a
Page Table Entry (PTE) in the OS’s Page Table (2). If a valid PTE is found, it is returned as a response
to the L1 TLB (3). Otherwise, the PTW activates the allocation engine in Address Translation mode,
passing V' A as a parameter (4). The allocation engine then runs its address_tranlation_handler to

41



Chapter 6. Proposed Hardware-Based Allocation Engine

attempt to translate VA (5). If translation is successful, the allocation engine creates a valid PTE by
combining the page’s PPN and the corresponding permissions, documented in the engine’s metadata,
and returns it to the PTW, which subsequently passes it to the L1 TLB as a response (6). In this case,
no page fault is triggered. Otherwise, the allocation engine returns a null PTE to the PTW, which
then initiates the Page Fault handling procedure described below.

Page Allocation

After a failed Address Translation (as described in the previous paragraph), the PTW activates the
VMAF, which subsequently walks the current process’s VMA tree with VA as input (7). If the tree
walk fails, i.e. the VMAF recognizes that the VA was invalid, the PTW returns a null PTE to the
L1 TLB and raises and Access Exception (8). If the VMAF determines that the VA should not be
handled by the allocation engine, then the PTW signals a Page Fault, which is then handled by the OS
using the traditional handler (9). Otherwise, the VMAF provides the access rights prot to the PTW.
The PTW then activates the hardware allocation engine again, but this time in Page Fault mode,
passing VA and prot as parameters (10). The allocation engine then tries to allocate a page based
on its pre-programmed scheme. If allocation is successful, the allocation engine updates its internal
structures (or the OS’s Page Table, depending on the implementation) so as to be able to keep track of
the newly-allocated page and its access rights, and combines its PPN with prot to create a valid PTE,
which is then returned to the PTW and passed to the L1 TLB as a response (11). Therefore, the L1
TLB only sees a successful translation, and is oblivious to the fact that a new page was allocated. If,
however, allocation is unsuccessful, the allocation engine returns a null PTE to the PTW, which then
signals a Page Fault.

Page Freeing

Pages are returned to the system using munmap () for an address range [V Astart, V Aenag]. This function
is augmented with a call to the new free instruction (see 6.2.1), taking V Agpqre and V Aeng as argu-
ments (12). These arguments are communicated by the core to the PTW, which then activates the
PTW in Free mode and passes V Agyqrt and V A.,,q] as parameters. The allocation engine then updates
its metadata, invalidating any mappings from this virtual address range that have been allocated by
the allocation engine itself (13). While the free () function executes, the pipeline is stalled. Once the
allocation engine finishes operation, it sends a signal to the PTW, which then unstalls the pipeline.
Afterwards, munmap () continues execution as normal, invalidating all PTEs in the process’s Page Table
corresponding to the virtual address range [V Agtart, V Aena) (14). Therefore, at the end of munmap ()
both mappings handled by the hardware and the OS have been deleted.

6.2.4 Software- and OS-level support

When a userspace program needs to use Valinor with a particular allocation library, the programmer
has to inform the system about the specific library being used, so that the OS can handle initialization
operations. For this reason, we introduce three new syscalls, namely valinor_install_lib(1lib),
valinor_start() and valinor_end(). The first of these signals to the OS that a particular library
should be used in the allocation engine, while the other two indicate the start and end of a region of
code handled by Valinor.

To implement the aforementioned syscalls, the OS needs to provide the allocation engine with two
different types of information, namely:

1. Library-specific metadata. For example, if the library does not include its own translation struc-
tures, but instead uses the OS’s Page Table, the allocation engine requires a pointer to the root
of the Page Table

2. Library-independent data, namely the location of the library being used and a signal to enable
and disable the allocation engine
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Name Summary Allocation Routine Translation Routine OS Sync

Ultra-fast Low-latency hash-based alloca- Leverages a memory segment Handles hash-based One large segment allo-

(UF) tion for short-lived memory ob- organized in a set-associative translation on L2 TLB cated at library boot.
jects; Optimizes fast path and manner for quick allocations. miss path.
tail latency.

Runahead Pre-allocates  pages asyn- Background pre-allocator fills Separate page-table for One large segment allo-
chronously to hide future a pool of free physical pages; pre-allocated pages. cated at library boot.

allocation stalls.

foreground allocates from this
pool.

Requesting memory for
the first fault in the re-

One large segment allo-
cated at library boot.

Rare (for pool exten-

One large segment allo-
cated at library boot.

One large segment allo-
cated at library boot.

One large segment allo-

Real-time Targets deterministic timing Pre-reserved linear physical Offset-based trans-
with bounded worst-case la- pages for real-time memory ob- lation for real-time
tency. jects. region. gion.
Telemetry- Uses hardware counters (e.g., Policy selects banks based on Handles hash-based
aware BW, cache occupancy) to steer telemetry using a multi-hash- translation on L2 TLB
data placement. based allocator. miss path.
Energy- Reduces energy via low- Async pre-allocation in a low- Separate page-table for
efficient frequency background alloca- power state; foreground allo- pre-allocated pages. sions)
tion. cates from this pool.
Rowhammer Protects against Rowhammer Allocates physical pages with Handles color-based
Protection by inserting guard rows be- guard-row spacing via page translation on L2 TLB
tween sensitive allocations. coloring; miss path.
Integrity- Enforces integrity to make sure Allocates from a set- Verifies integrity on L2
Enforcing the virtual-to-physical map- associative segment stores TLB miss path using
ping is not tampered with. additional merkle tree meta- merkle tree stored in
data. reserved pages.
Placement- Optimizes locality and con- Bank-level free lists for Handles  bank-aware
aware tention (e.g., bank conflicts). placement-aware allocation & translation on L2 TLB

Telemetry awareness.

miss path.

cated at library boot.

Table 6.1: Representative allocation libraries and policies that can be programmed into Valinor’s
allocation engine. Each policy targets different goals: performance (UF), pre-allocation (RA),

real-time determinism (RT), telemetry-guided adaptation (TA), energy efficiency (EE), Rowhammer
protection (RH), integrity enforcement (INT), and placement optimization (PA).

Library-specific metadata is provided during the valinor_install_lib() syscall, through repeated
calls to Valinor’s ioctl instruction, described in 6.2.1. Library-independent data, on the other hand,
can be profided using special-purpose memory-mapped registers. One register is needed to contain
the location of the allocation library, updated during valinor_install_lib(), while another one is
needed to serve as an enable signal to the allocation engine. The enable signal is set and cleared during
valinor_start() and valinor_end(), respectively.

6.3 Use Cases

Table 6.1 summarizes the different use cases we explore in this work.

To showcase the benefits of Valinor’s flexibility, below we present several different allocation schemes,
each serving a different objective. To further exhibit the ease of programmability of our proposed
mechanism, we provide pseudocode for all allocation schemes presented.

6.3.1 Latency-First Allocation Library (LFA)

The primary objective of LFA is to prioritize very fast allocation. To this end, we employ a hash-based
allocation scheme in a dedicated contiguous allocation pool of pages, which only the programmable
engine can use for allocation.

Allocation: The allocation engine’s programmer defines hash function H mapping addresses to po-
sitions in the allocation pool. Upon a request to translate a virtual address with virtual page number
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VPN, the allocation engine calculates the value n = H(V PN) to map the virtual address to a specific
page within the allocation pool. Then the allocator looks at the n-th position in the tag_array to
determine whether there is a valid VPN already mapped to this page. If the page is free, then the
allocator updates the n-th position in the tag_array with VPN and returns the ppn corresponding
to the n-th position in the allocation pool. Otherwise, allocation is deemed unsuccessful and a page
fault is triggered.

Address Translation: Since the Page Table is not updated by the page fault handler, the radix
walk in the Page Table Walker (step 2 in 6.2.3) will always fail for pages in the allocation pool. For
these pages, therefore, the allocation engine’s own address translation handler will be invoked. For
a page with virtual page number V PN, the allocation engine will once again compute the hash n =
H(VPN) and look at the corresponding entry in the tag_array. If the vpn contained in tag_array [n]
matches VPN, then address translation is deemed successful the allocation engine returns the ppn
corresponding to the n-th position in the allocation pool. Otherwise, a page fault occurs.

The allocation pool can be reserved by the OS at boot time (e.g. using memblock_reserve()) and its
size can be communicated to the allocation engine via its ioct function (described in 6.2.1).

Overall, this scheme avoids the overheads of a) Page Table updates, b) the complicated buddy system,
at the cost of increased Address Translation overhead. Furthermore, the choice to use an isolated
allocation pool eliminates the need for complex synchronization between the OS and the allocation
engine, as well as coherence, if the allocation engine has a cache.

1| PPN translate (VPN v):
2 for (int i=0; i< n_hashes; i++):

Set s = hash_i(v) & (NUM_SETS-1);

if (segls].tag_match(v)) return segls].ppn_of(v);
return allocate(v); // allocate on miss

7/ PPN allocate (VPN v):

8 for (int i=0; i< n_hashes; i++):

9 Set s = hash_i(v) & (NUM_SETS-1);

10 if (segls].has_free()) return segls].pop_free();
11 return FALLBACK; // rare slow path

Listing 6.1: UF: allocation and translation

Real-time (RT)

Provides tight WCET. Admission reserves per-task linear regions and installs region descriptors. Al-
location is O(1) ring-buffer; translation is arithmetic: PPN = base_ PPN + ((VA — base_V A) >
page__shift). No page faults after activation.

1| PPN rt_alloc(Task t) { // per-task, per-size ring
2 idx = t.ring.head; t.ring.head = (idx+1) & (t.ring.cap-1);

3 return t.base_ppn + idx; // mo zero on fast path

i 3

6/ PPN rt_translate(VA va, Desc d) { // linear region descriptor
7 return d.base_ppn + ((va - d.base_va) >> d.page_shift);

sl ¥

Listing 6.2: RT: allocation and translation

Telemetry-aware (TA)

Placement decisions adapt to hardware feedback (bandwidth, LLC occupancy). Allocation selects a
bank/color and one of multiple hash targets; translation mirrors the selected hash/bank mapping on
an L2 TLB miss.

1| PPN ta_alloc (VPN v) {
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Bank b = policy_pick_bank(counters()); // telemetry-guided
for (int i=0; i<NHASH; i++) {
Set s = hash_i(v, b) & (SETS_PER_BANK-1);
if (bank[b].segls].has_free()) return bank[b]l.segls].pop_free();
}
return FALLBACK;
}

PPN ta_translate (VPN v) {
Bank b = policy_bank_hint (); // mirrored hint
for (int i=0; i<NHASH; i++) {
Set s = hash_i(v, b) & (SETS_PER_BANK-1);
if (bank[b].segls].tag_match(v)) return bank([b].segls].ppn_of (v);
¥
return MISS;
}

Listing 6.3: TA: allocation and translation

Energy-efficient (EE)

Energy-first via low-frequency, batched preallocation (DVFS-friendly); the foreground pops from the
pool. Translation uses a compact pool page-table/tag array to minimize page-table churn.

PPN ee_alloc(void) {
if (pool.free_cnt) return pool.pop(); // no trap, no zero
if (unlikely(!refill_deferred())) return FALLBACK;
return pool.pop();

}

PPN ee_translate (VPN v) {
return pool_tags.lookup(v); // tiny tag array / PT
}

// Background: large, sequential batches to cut ACT/PRE emnergy
void ee_refill_batch() {
for (int k=0; k<BATCH && bw_ok () && power_ok(); k++) {
PPN p = buddy_get_page(); zero_seq(p); pool.push(p);
pool_tags.install(v_hint_for(p), p);
}
}

Listing 6.4: EE: allocation and translation

Integrity-Enforcing (INT)

Ensures translations cannot be tampered with. Allocation occurs in a reserved set-associative segment
whose metadata is authenticated (Merkle tree). Translation on L2 TLB miss verifies the Merkle path
before returning the PPN; only the engine can install/modify entries.

PPN int_alloc (VPN v) {
Set s = hash(v) & (NUM_SETS-1);
PPN p = segls].pop_free();
segl[s].install_tag(v, p);
merkle_update(s, v, p); // commit auth
return p;

}

PPN int_translate (VPN v) {
Set s = hash(v) & (NUM_SETS-1);
if (!segls].tag_match(v)) return MISS;
if (!merkle_verify_path(s, v)) return FAIL_AUTH;
return segls].ppn_of (v);
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Listing 6.5: INT: allocation and translation
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Chapter 7

Experimental Evaluation

7.1 Evaluation Methodology

7.1.1 RISC-V Soft-core Prototype

We prototyped our proposed design and tested it on a Xilinx ZCU106 FPGA [88], so as to i) showcase
the feasibility of implementation of our key mechanism and ii) evaluate the performance benefits of
Valinor on a real system. Table 7.1 summarizes the configuration used for our prototype.

Technical details of the prototype

We decided to implement the LFA library, described in 6.3.1, as the lack of communication between
the allocation engine and the OS simplified the implementation significantly. Furthermore, in order
to avoid complex I/O operations, as well as page cache lookups, we restricted ourselves to handling
anonymous minor faults.

To model our reconfigurable unit, we used the RISCV-MINT processor [89] (see 4.2.4). We integrated
this processor within the translation subsystem of the BOOM Out-of-Order core [90] (see 4.2.3) to
accommodate allocations in hardware. Specifically, we modified the Finite State Machine in Rock-
etChip’s PTW, adding new states to wait for the allocation engine to handle each of the operations
described in 6.2.1, as well as a state to wait for the VMAF. In order for the PTW to be able to
control the allocation engine, we modified the RISCV-MINI core’s fetch stage, so that 1. the program
counter would only advance if a PTW-controlled bit was set and 2. upon detecting a rising edge in the
enable bit, the program counter would jump to a specific location depending on the type of operation
requested. Furthermore, we modified the RISCV-MINI core’s cache implementation, so that misses
would be handled by RocketChip’s L.1 Cache.

We modeled the VMAF using a fixed circuit, shown in Figure 7.1.1. Since the version of Linux we
used (5.11.6) still uses red-black trees to store vm_area_structs, our VMAF is essentially a hardware
binary tree walker. After discovering the location of the vm_area_struct, the VMAF first checks the
vm_ops field. A null value in this field corresponds to an anonymous mapping. Therefore, if the vm_ops
field is not null, the VMAF returns that a page fault should be triggered. Otherwise, it retrieves the
vm_page_prot field, which contains the permissions for this particular VMA and returns them to the
PTW. To accelerate the VMA discovery process, we also included a Content Addressable Memory with
enough entries for 16 VMAs. Each entry in the CAM contains the bounds of the vm_area_struct,
namely the vm_start and vm_end fields, as well as the aforementioned vm_page_prot and vm_ops
fields. The CAM uses LRU as its eviction policy.

The prototype ran the v.5.11.6 of the Linux kernel. In order to accommodate the allocation engine, we
had to modify the kernel as described in 6.2.4. For hardware measurements such as page fault latency
for allocations handled by RISCV-MINI or cache misses in RISCV-MINI, we added CSRs to the core,
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Figure 7.1.1: Overview of our implementation of the VMAF

initialized as zero at the start of every benchmark’s execution and updated by appropriate hardware
signals.

Table 7.1: Prototype Configuration

Prototype Configuration
Core 64-bit RISC-V BOOM Out-of-Order core

L1 I-TLB: 32-entry, direct-mapped, 1-cycle latency
L1 D-TLB (4 KB): 8-entry, fully assoc, 1-cycle latency

MMU
L2 TLB: 512-entry, direct-mapped, 2-cycle latency
Page Walk Cache: 8-entry, fully assoc, 1-cycle latency
L1 I/D-Cache: 2 KB, 4-way assoc, 3-cycle access latency
L1 Cache
LRU replacement policy
Linux Kernel v5.11.6

Core: RISCV-MINI 32-bit in-order core [89]
L1 I/D-Cache: 4KB, direct-mapped
FPGA Xilinx ZCU 106 [88], 1GB DDR4

Allocation engine

Fixed Hardware baseline

In order to quantify the cost of using a reconfigurable unit instead of a fixed ASIC, we implemented
another design on the FPGA, containing a fixed hardware module that also handled allocations with
the LFA library. The communication with the PTW is virtually identical in this version, and the same
holds for the VMAF. When asked to translate a virtual address, the hardware module calculates the
address of the set in the tag_array where the address should be placed, and retrieves all ways of the
corresponding set one by one. If a match with the requested address is found, the module returns
the corresponding PTE. Similarly, when the module receives an allocation request, it examines one by
one the ways of the set in the tag_array corresponding to the requested virtual address. If an empty
entry is found, the hardware module updates the field in the tag_array to allocate a physical page.
To accelerate this process, the module also includes a cache containing all ways of recently accessed
sets of the tag_array. The cache is direct-mapped, and has space for 64 sets of the tag_array. Note
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that the associativity of the tag_array was fixed at 4 for this implementation.

Unlike the RISCV-MINI-based implementation, in this version there was no need for an ioct1() call to
inform the hardware of parameters like the size of the allocation pool. Instead, in this implementation

we simply used more CSRs to communicate such information to the hardware. We also used a CSR
to indicate the starting address of the tag_array.

Evaluated systems
We evaluate 4 different systems on the FPGA:

1. Baseline: An unmodified BOOM processor running the unmodified Linux Kernel

2. SW-only: An unmodified BOOM processor, with a modified Linux kernel that implements the
allocation scheme of the LFA Library described in 6.3.1 solely in software. At the start of the
page fault, the page fault handler first tries to allocate memory using the simplified allocation
scheme; if that fails, then it falls back to the standard allocation path of the Linux kernel

3. Fixed-HW: The Fixed Hardware baseline described above

4. Valinor: Our proposed design, implemented using RISCV-MINT as described above

Workloads. We evaluated our FPGA prototype against 5 microbenchmarks. We chose several short-
running applications, including a set of simple matrix and vector operations (spmv, vvadd, median,
transpose), as well as a serverless function (cJSON), all of which exhibit large memory allocation
overheads and short computation times. Due to limitations of the FPGA prototype, we performed
a scaled-down study, tuning all microbenchmarks to exhibit a memory footprint between 14M B and
16 M B, and experimenting with different allocation pool sizes between 1M B and 16 M B.

7.2 Evaluation Results
7.2.1 RISC-V prototype

End-to-End Execution Speedup vs Baseline
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Figure 7.2.1: End-to-End execution speedup for different benchmarks.

Performance evaluation. Figure 7.2.1 shows the end-to-end performance speedup measured on the
FPGA prototype for our evaluated schemes across several short-running microbenchmarks. The size of
the allocation pool is fixed at 16 M B, while all benchmarks have a memory footprint between 14M B and
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Average page fault latency

[ Fast path
[ Slow path

Average Cycles

0
Fixed HW Valinor SW Only
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Figure 7.2.2: Average number of cycles taken per page fault for each of our evaluated designs. "Fast
path" refers to page faults handled by the custom mechanism in each case, whereas "Slow path"
refers to the fallback path, i.e. the default Linux page fault handler.

16 M B, so that they completely fit into the allocation pool. We make three key observations: (i) Despite
making no modifications to the hardware, the SW-only version already leads to a geomean speedup of
34%, which is indicative of the allocation scheme’s efficiency compared to the buddy allocator, (ii) the
Fixed-HW version is the fastest, achieving a geomean speedup of 97%, thus showcasing the benefits
of offloading page fault handling in hardware, (iii) Valinor consistently outperforms both the baseline
and the SW-only version, with a geomean speedup of 77%. Therefore, it can be seen that, despite
employing a general-purpose reconfigurable core, Valinor’s performance is still comparable to that of
a fixed hardware module, as further quantified in the following paragraph.

Page fault latency. Figure 7.2.2 shows the average number of cycles spent on the different page fault
paths. In all three designs, "Fast path" refers to the page faults handled by the proposed mechanism
(i.e. in-hardware for Fixed-HW and Valinor and using the LFA scheme for SW-only), whereas
"Slow path" corresponds to the fallback path, i.e. the Linux Page Fault handler using the buddy
system. We see that merely successfully allocating with the LFA scheme and skipping the buddy
allocator (as is the case in SW-only) already speeds page fault handling up by 1.77x. On the other
hand, bypassing the page fault handler altogether and delegating allocation to fixed hardware is 45x
faster than the page fault handler. Finally, although Valinor’s in-order reprogrammable core still
takes almost 3x longer than Fixed-HW to handle a fault, it still achieves an order-of-magnitude
speedup (15.2x) compared to the default software page fault handler. We therefore see that, even in
the case of the complex reconfigurable fabric, establishing virtual-to-physical mappings in hardware
can lead to significant speedup, bypassing the overheads incurred by the convoluted OS page fault
handler.

L1 Cache Misses. To better understand how Valinor achieves such low latency, Figure 7.2.3 depicts
the L1D hit rate of the in-order core used in Valinor, across different benchmarks. Each benchmark
was run for five different sizes of the allocation pool. It can be seen that the cache hit rate is consistently
around 80%. We also measured the L1I hit rate, which was consistently 100% on repeated executions
of the same benchmark with the same allocation pool size. These two facts are indicative of the benefits
of a programmable hardware unit: On the one hand, the allocation libraries are small enough to fit
in the unit’s L1 Instruction cache. On the other hand, the choice of an alternative allocation scheme
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Figure 7.2.3: L1D hit rate in Valinor.
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Figure 7.2.4: End-to-End execution speedup for different sizes of the allocation pool

Sensitivity Analysis on Allocation Pool size. To highlight the benefits of handling allocations in
hardware, we ran two of the benchmarks (spmv and vvadd) for different sizes of the allocation pool.
Note that, as in figure 7.2.1, the memory footprint of the chosen benchmarks is between 14M B and
16 M B, which means that it does not entirely fit in the allocation pool for all but the largest allocation
pool size. Figure 7.2.4 shows the end-to-end speedup, whereas Figure 7.2.5 shows the total latency (in
cycles) spent establishing virtual-to-physical mappings, whether it be in hardware or via Linux’s page
fault handler. First, it can be seen from Figure 7.2.4 that, while for small sizes of the allocation pool
the effect on execution speed is negligible, as this size increases performance improves significantly.
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Total Page Fault Latency vs Allocation Pool Size
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Figure 7.2.5: Total latency for establishing mappings for different sizes of the allocation pool

This is to be expected, as the size of the allocation pool essentially determines how many virtual-to-
physical mappings are established in the "fast path". This can be further confirmed by Figure 7.2.5,
which shows that, as as the size of the allocation pool increases, the total time spent on establishing
virtual-to-physical mappings is significantly reduced. In fact, it can be seen that the total page fault
latency is reduced by 10.5x (for spmv) and 58.9x vvadd compared to the baseline in the Fixed-HW
version, and by 7.0x (for spmv) and 15.2x (for vvadd) in the Valinor version. Once again, we see that,
while slightly slower than Fixed-HW, Valinor can still provide significant performance benefits.

Area measurements. Finally, to quantify the hardware cost of our proposed mechanism, we used
the Yosys Open SYnthesis Suite [111] to measure the area overheads of the modifications for both
Fixed-HW and Valinor. We assumed an 8-core system consisting of (Small) BOOM cores, with
a single allocation engine in both cases. We synthesized the design using the nangate45 Open Cell
library [112]. According to our measurements, Valinor takes up a modest 1.5% chip area, whereas
Fixed-HW only adds a negligible 0.12%. While the programmable allocation engine takes up more
area than the fixed hardware circuit, given our design decision to only have one allocation unit for the
entire system and not one per-core, the hardware cost is kept fairly low.
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Chapter 8

Conclusion and Future Work

This thesis addressed the increasing performance and energy challenges of memory allocation in modern
computing systems. We showed that in short-lived, latency-sensitive workloads, such as serverless
functions, microservices, and large language model (LLM) inference, the cost of software-only page
allocation dominates execution time and energy consumption. Through real system experiments, we
identified the main bottlenecks of conventional software-based allocation.

We introduced Valinor, a programmable hardware allocation engine that cooperates with the oper-
ating system to accelerate page fault handling while preserving fine-grained control over allocation
policies. Valinor allows the operating system to offload memory allocation to hardware when appro-
priate, bypassing costly kernel traps, while retaining the ability to define and install custom policies.
Unlike prior fixed-function accelerators, Valinor is programmable and can adapt dynamically to runtime
conditions such as DRAM bandwidth utilization, cache occupancy, and NUMA locality. This makes
it possible to combine the low latency of hardware-based allocation with the flexibility and semantic
expressiveness of software allocators.

We implemented and evaluated Valinor in a cycle-accurate simulator and on an FPGA-based RISC-V
prototype running Linux. Our experiments demonstrate that Valinor reduces total page fault latency
by up to 7—15x, improving end-to-end application performance by up to 77% compared to baseline
Linux. The results also show that Valinor achieves an 80% L1D cache hit rate, close to the
efficiency of a fixed-function hardware allocator, while maintaining software-level flexibility. These
findings confirm that programmable hardware allocation is both feasible and highly beneficial for
modern, latency-critical workloads.

In summary, this work demonstrates that a programmable, hardware-assisted approach to memory
allocation can bridge the gap between flexibility and performance. By enabling the operating system
to program allocation behavior directly into hardware, Valinor enables a new class of adaptive, high-
performance allocation schemes.

Future Work

Several avenues exist for future research and development of Valinor:

e Multi-core and NUMA Support: Extending Valinor to coordinate allocation decisions across
multiple cores and NUMA domains to improve scalability and fairness.

e Telemetry-driven Adaptation: Exploiting real-time hardware metrics (e.g., DRAM conges-
tion, cache pressure) to guide adaptive placement and allocation strategies.

e Disaggregated Memory Environments: Integrating Valinor in distributed and disaggregated
memory systems to enable efficient remote memory allocation and translation.
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Chapter 8. Conclusion and Future Work

By bridging the boundary between OS-managed and hardware-managed memory, we hope that Vali-
nor lays the foundation for the next generation of adaptive, efficient, and intelligent memory architec-
tures.
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